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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.Third-party Authentication Source
Access

1.1. LDAP as Authentication Source

This topic describes how to add LDAP authentication sources and use user accountsin ADto logonto
IDaas.

Procedure

1. Log onto the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. Inthe left-side navigation pane, choose Authentication > Authentication Sources.

3. Inthe upper-right corner of the Authentication Sources page, click Add Authentication Source.
Find LDAP and click Add Authentication Source in the Actions column. Configure the parameters in
the dialog box that appears.

E () Alibaba Cloud Q Blling  Ticket ICP  Enterprise  Support  Alibaba Cloud 2w = @
. Authentication Sources PO T ————
verview
Quick start
x
Authentication Sources
Applications N N

) IDaas suppors extemal authenticati
Application List After you have enabled exte

party authentication systems i

mple, DB, LDAP, and DingTalk
wrs users 1o log on through third-party au tion systems.

Add Applications

E (- Alibaba Cloud Q Expenses  Tickets ICP  Enterprise  Support  Official Site A e = @B
—— & Add Authentication Source
Overview
Quick Start “
Applications. ~
Logo Authentication Source Name Identifier Description Actions
Application List
Add Applications Add Authentication
Enterprise wechat micro wechatenterprise_micro Log in with enterprise wechat and micro application Source

Users A

Add Authentication
Organizations and Groups Alipay login alipay Login with Alipay scan code wthenticatior

Source
Accounts Management
Add Authentication
Class Management DDTalk micro APP ddtalk_micro Login with DDTalk micro APP :ow‘ce or
Authentication ~
Weehat OR code - N . R i Add Authentication
Authentication Sources Wechat QR code wecha Scan wechat QR code to login o
RADIUS
Add Authentication
DDTak QR code dtalk Scan DDTalk QR code to login uimentestior

Certificate Management Source

Authorization ~

Add Authentication
LDAP Idap Use LDAP (such as ad domain) for authentication
Source

Add Authentication

Policy Servers

Application Authorization
SMS login sms Login with SMS login

D0HOBOGM

Source
Audit N
. Add Authentication
More v Enterprise wechat QR code wechat_enterprise Login with enterprise wechat QR code unentieater
Source =
oo
Settings v

Set LDAP URLto the IP address + port number of the AD domain.
Set LDAP Base, LDAP Account, and LDAP account password to the values of AD.

Set Filter Condition to (SAMAccountName=$username$).
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Add Authentication Source (LDAP) X
* Name LDAP
* LDAP URL

LDAP server connection address, For example, 1dap//127.0.0.1:389/
IPvE address host IP needs to be placed in brackets, such as: ldap://[0000:0000:0000:0000:00

00:0000:0001]-389/

* LDAP Base
LDAP will authenticate the account under this node,For example, dc=idsmanager,dc=com
* LDAP Account
The management authority of the base filled in above is required, For example,cn=Manager,dc=
userName,dc=com
* LDAP Account
Password
The password corresponding to LDAP account.
Filter Condition
Replace the username in LDAP with Susemame$. For example, (sAMAccountName=%usemam
e%). susernames$ is a fixed value in IDaas.
LDAP Encryption NONE hd
Algorithm
The encryption algorithm of the LDAP password. If the LDAP password is not encrypted, select
NONE.
Verify with
userPassword

4. Inthe left-side navigation pane, choose Users > Organizations and Groups. Click Configure LDAP in
the right window to configure LDAP settings. If you have configured the LDAP authentication
source, skip this step.

OUs and Groups

Organizations and Groups
@) This page allows the administrator to manage information about OUs, departments, groups, and accounts. I also supports flle uploads and user provisioning with AD/LDAP to import data
The administrator can manage OUs and groups by simply right-clicking on a node in the lefi-side organizational chart, or select a node and add members to the node on the right-side of the page

OUs PEEZ= IDAAS View Details Position Change v Import - Export v Configure LDAP Configure DingTalk syn
LDAP &
Manage the organization's architecture here. Y % Account Group ou
ou can lefi-click and select the OU, right-click a ou
n OU to manage it
Create Account  JECUNYSNTINGY [ o | Account
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Configure LDAP X

@ LDAP/AD Configuration
= Provisioning from LDAP to IDaa$ has higher priority over that from IDaaS to LDAP.
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Configure LDAP

Server Connection

Connection

* ADILDAF Mame

* Server Address

* Port Mumber:

* Base DN

Connection Method

Account

* Administrator DN

* Password:

Type

Select Type

Location

Owned OU node

5. Create an account and provision the account to AD. You can connect to AD to view the provisioned

account.

Field Matching Rules

If you enter an SSL port, the password changes will be provisioned to LDAP.

This item cannot be changed after the addition is completed, because when the system synchronize
5 data with LDAP (or AD), if BaseDN changes, the organization directories of both parties cannot cor
respond, resulting in data synchronization failure, to synchronize data from different directories, tisr
ecommended to add multiple LDAP configurations.

SSL
Use S5L to connect to LDAP Server.

Enter the administrator DN. If DN is modified after synchronization, data synchronization shall be per
formed again.

Enter the LDAP administrator password.

Windows AD (@ OpenLDAP

Data is imported into the node position of the organization in the system. If it is not filled in, it is impor
ted into the root OU.

6. Click LDAP inthe Use a Third-party Account to Log On section of the logon page. You are

redirected to the Log On with LDAP Account page. Enter the provisioned account for logon. The

password for the provisioned account here must be the AD domain password, instead of the

password in IDaas.
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English Scan QR code to log on. ‘ﬁg
h |

Alibaba Cloud

PLVE-

Forgot password?

Use a Third-party Account to Log On

|
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Log On with LDAP Account

demoUser

vB2x ‘ ‘:{6\2 {%

Back

After adding the LDAP authentication source, you can use the account and the password in AD to
log onto the IDaaS console.
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