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Identity as a service SSO Configuration-Legal disclaimer

Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.Best Practices

1.1. Implement single sign-on for JIRA or
Confluence

This topic describes how to use the SAML protocol to implement single sign-on for JIRA or Confluence in
the IDaaS console. We demonstrate single sign-on for the Alibaba Cloud console here.
Background

Employees of an enterprise need to access JIRA or Confluence in their daily work. They must enter the
logon URLs of applications, account names, and passwords upon each logon. if multiple similar
applications are involved, they must record multiple pairs of usernames and passwords and repeated
logons are time-consuming.

Solution

IDaaS can implement single sign-on for JIRA or Confluence. Employees can access all authorized
applications through single sign-on.

Procedure

1. Log onto the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. Inthe left-side navigation pane, choose Applications > Add Applications. Find the SAML
application and click Add Application in the Actions column.

3. Click Add SigningKey. Configure the parameters and click Submit.
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Add Application (SAML)

Import SigningKey Add SigningKey

Alias Serial Number

No Data

Add SigningKey

*MName

Department

Company

Validity pe Key Algori  Algorithm

Acti
riod thm length ctions

+Country

+Province
City
+Key Size

*Validity

4. Export the SigningKey file.

Find the new SigningKey in the SigningKey list and click Export in the Actions column. Openthe
exported file in a text editor. Obtain the -- BEGIN CERTIFICATE-- --END CERTIFICATE -- information.

Export SigningKey

You can export SigningKey in the following file formats.Imp
ort the certificate in the application requiring single sign on_

DER Encoded Binary X.509 {.CER)(D)
I @ Base64 Encoded X 509 { CER)(S) I

m Cancel

5. Configure miniOrange Single Sign On for Confluence.

Configure SP Base URL.

Set SP Base URL and SP Entity ID to your Confluence information. Use the default values for other

parameters.
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SP ity 1D / lsssser

ACS UnL

Single Logout URL
Audience URI
Racipient URAL
Dastination URL

Cartificate

Sten 2: Imnr 1P Metadata o note down the fnllowing information fror wir 1P and keen it handv. Ol

Configure the IDP parameters on the second tab.

Step 3: Configure IDP
ek O import From Metagata 16 feteh IDP's semings hom IDP metagata URL o XML e OR Copy The URLS ioen Step 2 below 1o 3605 IDP dets

Noal hetp with the confguration You Can r2ach out 1D IS uSing SUSpPor and 3vall Wee SUPPOM I e 1Ne 8PP YOU C3N 2150 SUDITI & SUPPOFT PEQUES! UFSNG OuF WEDAE'S COMtBCT US form of wile 10 Us 3t Inf

Parameter description
o IDP Name: Specify a name as needed.
IDP Entity ID/Issuer: Enter the portal URL of the IDaaS user account.

o

Send Signed Requests: Select this field.

o

o

SSO0 Binding Type: Select the first option.

o

Single Sign On URL: Enter the portal URL of the IDaaS user account.
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o NamelD Format: Select SAML:2.0 nameid-format persistent. The value must be consistent with
that on IDaas.

o IDP Signing Certificate: Enter the SigningKey information obtained in the preceding operation.

6. Configure SAML settings on IDaas.

Application Logo S
SAML

Upload File
The image size must be less than 1 MB.
Application 1D idaas-cn-0pp 1mb0e705saml
SigningKey 722e0dfd0149304c31dcalfdbfd6852f8qNKdmagdPw5Y

+Application Name | SAML
*Application Type @ \Web Application
*|Daas |dentityld
IDaas Identityld is required

+ 5P Entity ID
SP Entity ID is required

*SP ACS URL
(S50 Location)

5P Logout URL
+NameldFormat
+Binding POST

Assertion - +
Aftribute

1e is set, the value is placed in the SAML assertion. The name is a custom name and the value is the atiribute value of t

Sign Assertion

Parameter description

o SPEntity ID: Enter SP Base URL for your Confluence information. The value must be consistent
with that in Confluence.

o IDaas Identityld: the portal URL of the IDaaS user account. The value must be consistent with
that of IDP Entity ID/Issuer specified in the preceding operation.

o NameldFormat: Select SAML:2.0 nameid-format persistent. The value must be consistent with
that in Confluence.

o SP ACS URL (S50 Location): Obtain the SP ACS URL information from SP Base URL.

7. Enable and authorize the application on IDaaS.
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Application List

Add Application

Applicaton List
@ This page allows the adminisrator to manage applications. Once added to IDaas$, appications support single sign-on and user provisioning
Afler an applcation is added to IDaaS, make sure to enable the application and authorize application access to users. The page also provides defalled information about applications, including SSO URLS, application accounts, user provisioning settings, authorization settings, and auditlogs.

Application L
o

Application Information

Detais of the appiication

View Details

Authorization Information

‘Groups and accounts that are authorized to manage the application

Authorize

‘Authorize OUs or Groups by Application

Application Name Application ID

JRA idaas-cn-Oppimb0e705sami

Authentication Information

Single sign-on (SS0) URLs

IDaaS-initiated SSO URL

Audit Information

View Logs View Provisioning Records

View detailed operation logs about the appiication

Grant Application Access by OU or Group

oeviceype

Web Application

Account Information - Provisioning

Modify SCIM settings and provision OUs and groups to the application

Provision OUs

APl

Whether to apply open system A1

APIKey

Configure SCIM

Grant Application Access by Account

Actions

Application Stat
us.

Account Information - Account Linking

‘Application accounts that are linked with IDaa$ accounts.

View Application Accounts

API Secret

Authorize Accounts by Application

Authorize Application by Class

Application Authorization
"  This page provides the administrator with multiple ways to authorize application access.
For example, the administrator can select an application and authonize multiple OUs and groups to access the application. Alternatively, they can select an account and grant the account access to mult

Applications (1)

JIRA

JIRA

Total 1 item [1]

0OUs and Groups (787) Authorized: 0

‘ :0OU . : Group

8. Log onthe IDaas console as the authorized user. Add an application account forthe application.

The application account is the account used in JIRA or Confluence.

Add Application Account

Application | J

RA

Select an applcation
1Daas Account

Application Ac
‘count

Note: This appication accout uses the Manual linking mode. You must enter the valid usemame fo
0g on to the appiication system.

9. The IT administrator reviews and approves the new application account.

E ) Alibaba Cloud

Q Biling Ticket ICP Enterprise Support AlibabaCloud B Q" W EN
Approvals

Overview
Quick Start Application Account Approvals
Applications -

Applcation List Approvals

) to review and requests. When new approval equests are submted, the number of in he navigation pane.
Add Applications Q' Wnen a user attempts to log on to an application through SSO, an application account is required as their dentiy. Ifthe Account Linking Type of the application is set to Manual and the ser has not been assigned an application account before, an approval request is submitied to ik an appiication account fo the.
Daas account of the user. The adminiiralor can then process the request on i page.

Users - After the request s approved. used 010g on o the sso.

Organizations and Gt

Class Management IDaa$ Account (Applicant) Application Account
o

Application Authoriza
Audt .

More! ~

U

10

Application Name.

JRA

Application Time

20200528 20:18:18

Approval Status. Actions

View Detai

Disapprove

Total 1 ftem

Goto |1

Log onto JIRA or Confluence fromthe IDaasS console in a single sign-on manner.

You click the application icon on the My Applications page and log onto JIRA or Confluence in a

single sign-on manner.
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IDaas My Applications

Menu -
Web Applications

My Applications

All Applications

Application Accounts
salesforce 7
Settings - IWT SAML

My Account JWT1 Salesforce SAP GUI JIRA
Two-factor
Authentication
Messages
- c—) c—) J
IWT
RAM - Role-based 850 OAuth2 RAM - User-based SSO JWT

1.2. WordPress-SAML application usage

WordPress-SAML applications
WordPress-SAML applications are used to implement single sign-on for WordPress.

Procedure

1. Log onto the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. Inthe left-side navigation pane, choose Applications > Add Applications. Find the SAML
application and click Add Application inthe Actions column.

3. Click Add SigningKey. Configure the parameters and click Submit.

Add Application (WordPress-SAML)

Import SigningKey Add SigningKey
ValidityDa KeyAlgori

Alias SerialNumber Key Size Actions
¥s thm

No Data

4. Find the new SigningKey in the SigningKey list and click Select in the Actions column. Configure the
parameters and click Submit.
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Application Logo ﬂ)

Upload File

The image size must be less than 1 MBE.

Application ID idaas-cn-0ppimb0e7 05wordpress_saml
Signingkey 89c2834751d3ceb586e5e0930385a22cVVOJIKILTMd1
+ Application Name | WordPress-SAML

+ Application Type Web Application

nllDaaS |dentityld
IDaas Identityld is required

#SP Entity 1D

SP Entity ID is required

5P ACS URL
(S50 Location)

SP Logout URL

MameldFormat urm:oasis:names:tc:SAML-2 0:nameid-format-persistent ~
+Binding POST ~
Sign Assertion

# _l.ﬁ_‘cco unt Linking WAEE (ERETTHRAHNESHTFIEE, BRRNEESSEERE
ype
st (BRI E RIS A BRI TR

@ Note Set IDaaS Identityld to a value as needed and this value must be consistent with
that in WordPress. Set SP Entity ID, SP ACS URL, and NameldFormat to the values obtained from
WordPress.

Configure WordPress-SAML

WordPress-SAML runs in a PHP environment and you must set up a PHP environment. The procedure is as
follows:

1. Download WampServer from the official website and decompress it.

2. Download WordPress from the official website and decompress it to the www directory of
WampServe.
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I = [ www - O :
sm  #E  mE .
=1 & =i =] - T} Fgeme ~ PEap:d HH emmez
g v
I*J %ﬁ P f%.er ) nﬁ §—£ s YRR Dms  BemwE
ERE EE R o BaE SHE = 0 s
Teeap [ etz - e ~ phsmigz O EARE
i EEER e Eapay WEE
« ~ > XSl > Windows (C) > wamp > www v O EERwww )
m E P - e s Feh
+ T * wamplangues 2019/6/10 17:06 Ak
o » wampthemes 2019/6/10 17:06 sk
= ER ” wordpress 2019/6/1017:22 iR
& OneDrive [1 add_vhost.php 2016/8/16 18:02 PHP it 18 KB
@ favicon.ico 2010/12/31 9:40 Bl 198 KB
= EEEE [[1 index.php 2016/8/16 18:03 PHP zi 30KE
530 %E [ test sockets.php 2015/9/21 17:30 PHP Zf 1KB
B ¥R [] testmysql.php 2016/5/17 15:58 PHP 3zi4 1KB
- EE 6] wordpress-5.2.1.zip 2019/6/1017:14 WInRAR ZIP 4835 11,836 KB
poe |
+ T8
HEF
= FE

% Windows (C:)

3. Create a WordPress account in MySQL.

4. 0Onthe WordPress welcome page, set the username and password.
pySUl

W ERESNIWordPressh nHH<EIER! EERIMAS FTENFERE, FHaERX MR HRET Bit. 858
A AEREHREA.

EREBRSWEAES, TREAORE, XEESBLUS0ILEREX,

PLSts "

L
BRE

AFEREATTE. BF. =N TR &8, 9Sile'd3s.
EAT] o oE

2

BP: CEERHERFES, BEREFETSNHUE.
1S9 FHB

WA S TRk SRR,
HETS ISR R BUERS IETES IS

RS TS EaTEENENI S WordPressiBHATER, FFEHREERS IEHSETEMETER,

T EWordPress

5. Click Install WordPress in t he lower-left corner.

6. Download miniorange-saml-20-single-sign-on.4.8.23 and decompress it to the
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C:\wamp\www\WordPress\wp-content\plugins directory.

%) = | plugins
El == == =z
li{h%z‘m‘a - Iﬂ T Hﬂéﬁﬁm
T | Exiizie - e
EER" =5 Eii= Bt "
B i mmER | O AR
i Eapi EE
« v A > XzEfE > Windows (C:) > wamp > www > wordpress > wp-content > plugins
- A A E - e wm e
+ T akismet 2019/5/22 2:25 prat =3
el | miniorange-saml-20-single-sign-on 019/6/1017:25  3Z{fk
= BR ello.php 019/3/19 1:19 PHP 245 3KB
& OneDrive || index.php 2014/6/5 23:59 PHP 3Z{% 1KB
W e
» 3D XH
B W53
= BR
s TE
b ER

v O  #EFEpl..

Restart the php environment and choose Restart All Services. Then install and enable miniOrange:

Log on to WordPress and click Plug-ins. Click Enable for miniOrange and then refresh the page.

T OEA 4 EsoNgisme Y EndUser Portal APl 8

ISONZEMITRIE:

i THER

- o 1&g wwmn
* 28
WiE
]
- B
L ]
Akismet Anti-Spam B AR ERRPTNL SR B EFLRER LBSRAT FE Y
& s »
412065 | & '
& i .
— minkOmage SEO using SAML20
" 44008 | & 4
(RFEH SEN—{CARDIONN, R mstrongBOIIAE: (RIF, SE
- H=] -
v
# IR
i
miniOrange SAML BB

&

H ORI €9 7EZRISONREetEst( [ EndUser Portal AP

@ JSONGEE@iTRIE: O flltis

The miniOrange SAML item is displayed on the page.

C' (O | @ localhost/wordpress/wp-admin/admin.php?page=mo_saml_settings&tab=config

TR

TS L IR —EF HIN) BRReY

‘\f;‘/‘ A test

» + s

® NER (Warning: PHP openss| extension s not installed or disabled)
A Account Setup  Identity Provider  Service Provider  Attribute/Role Mapping  Help & FAQ  Licensing Plans
9y ik
B mE Please Register or Login with miniOrange to configure the miniOrange SAML Plugin.
¥ iwe Step 1
» s You will need the following information to configure your IdP. Copy it and keep it handy:
K http://localhost, 1-20-sing!
SP-EntitylD / Issuer e rocaihos press/upreontentiplug gesami-absinge
& BE sign-on/
=}
# 18 ACS (AssertionConsumerService) URL httpy//localhost/wordpress/
RE

Audience URI

miniOrange SAML
20Ss0O

NamelD format

Recipient URL

Destination URL

Default Relay State (Optional)

Certificate (Optional)

http://localhost/wordpress/wp-c
sign-on/

ge-saml-20-single-

urn:oasisnames:itc:SAML:1.1:nameid-formatemailAddress

http://localhost/wordpress/

http://localhost/wordpress/

http://localhost/wordpress/

Download (Register to download the certificate)

Support

Need any help? We can help you with configuring your Identity
Just send us a query and we will get back to you soon

Enter your email
=i

Write your query here
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9. Record the values of SP-EntitylD/Issuer, ACS (Assertion Consumer Service) URL, and NamelD format
onthe Identity Provider tab. Enter them on the Add Application (WordPress) page.

Upload File

The image size must be less than 1 MB.

Application 1D idaas-cn-0pp1mb0eT 05wordpress_saml
SigningKey 89c2834151d3ceb586e5e0930385a22cVVOJKILTMA1
+Application Name | WordPress-SAML

+Application Type Web Application

-:IIDaaS |dentityld

IDaas ldentityld is required

#SP Entity 1D

SP Entity ID is required

SP ACS URL
(S50 Location)

SP Logout URL

MameldFormat urm:oasis:names:tc.SAML:2.0:nameid-format.persisient
+Binding POST
Sign Assertion

* 1.ﬂ_‘cco unt Linking sk (ERETTRPRNAESHTENEE, BRENEEESEasH)
¥pe
WFpst (BRSNS ST EEN TR AN BRI THRS)

10. Set IDaas Identityld to a value as needed and this value must be consistent with that onthe
Service Provider tab in WordPress. Download the .cer file fromthe IDaaS console and copy the file
information to the X.509 Certificate field on the Service Provider tab in WordPress.
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Identity Provider Service Provider Sign in Settings

Configure Service Provider

Enter the information gathered from your Identity Provider

Attribute/Role Mapping Help & FAQ Licensing Plans

Identity Provider Name * 123
IdP Entity ID or Issuer *: http://idass-local.com/idass
SAML Login URL * http://idass-local.com/idass

X.509 Certificate

-=---BEGIN CERTIFICATE-----
MIIC6CCAdKgAwIBAGIIeBoMAS7IgpOwDQYIKoZIhveNAQEFBQAWNTELMAKGA1UE

BhMCQO4xDzANBgNVBAgMBuWbm + W3nTEVMBMGA 1UEAXMMd 29y ZFByZXNzNjEwMB4X }
DTESMDYxMDA4MDEYNFoXDTIWMDYWOTA4MDEyNFowNTELMAKGA 1UEBRMCQO4xDZAN

NOTE: Format of the certificate:
-----BEGIN CERTIFICATE-----
30000000O0000OOOOOOOOONNN

-----END CERTIFICATE----

Response Signed: ' Check if your IdP is signing the SAML Response. Leave checked by default

Assertion Signed: Check if the IdP is signing the SAML Assertion. Leave unchecked by default

Check this option if you have Configured and Tested your Service Provider settings

11. Afterthe configuration is complete, add an application account for the WordPress-SAML
application. This application account is the email address for the account in WordPress. Then you
can log on to WordPress fromthe IDaaS console in a single sign-on manner.

Notes

1. The URL of the local WordPress application is 127.0.0.1 or localhost. You can modify the URL on

Settings page.

You will need the following information to configure your IdP. Copy it and keep it handy:

SP-EntitylD / Issuer

ACS (AssertionConsumerService) URL

Audience URI

MamelD format

Recipient URL

Destination URL

Default Relay State (Optional)

Certificate (Optional)

http://127.0.0.1/wordpress/wp-content/plugins/miniorange-saml-20-single-
sign-on/

http://127.0.0.1jvordpress/

http://127.0.0.1/wordpress/wp-content/plugins/miniorange-saml-20-single-
sign-on/

urn:oasis:names:toSAMLL.Linameid-formatemailaddress

hitp://127.0.0.1/wordpress/

http://127 .0.0.1/wordpress/

Available in the premium version

Available in the premium version
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) @ wordpress <1

Bo +m=
AL
s

BltRER

| wordpress |

| N—WordPressi&= |

M s
K &a
& Be

WordPressiiizhit ( URL )

whsAihE (URL )

| http://127.8.8.1/wordpress |

| http://127.@.8.1/wordpress |

& I8
0 85

miniOrange SAML
2.0 S50

=gididee il

RS

Ve AT EERET NI |

AR SR s T SWordPress!

| ST

| test@mail.com |

EAMBSEATEERRN. ARSI, EITSAiEeEa Tk RinA. B a RERSEA 4 5.

O R AL
[ s -

| e v |

[ b= v]

MR SRR A R At st — AN ITC ( bhiSH Rt | A I e

FumE @ 08E ERaml A [0

2. If you cannot modify the miniOrange settings, click the link in the red rectangle in the following
figure to log on to miniOrange.

= C O | O@lo

calhost/wordpress/wp-a

nin/admin.phg

»?page=mo_saml_settings&tab=confic

H WA € EISONKSEERY [0 EndUserPortal API B JSONTERREHTRME: O LS NHEE

(Warning: PHP openss| extension is not instal

Account Setup  Identity Provider

lled or disabled]

Service Provider  Attribute/Role Mapping  Help & FAQ  Licensing Plans

Support
> Regist i g h SAML Plug
Need
Just se
Step 1: st
You will need the following information to configure your IdP. Copy it and keep it handy: tter your emai

SP-EntityID / Issuer

http://localhost/wordpress/wp-content/plugins/miniorange-saml-20-single-
sign-on,

ACS (AssertionConsumerService) URL httpy//localhost/wordpress|

Audience URI

NamelD format

Recipient URL

Destination URL

Default Relay State (Optional)

Certificate (Optional)

http://localhost/wordpress/wp-content/plugins/miniorange-saml-20-single-
sign-on,

urn:oasisnames:tc:SAML:1.1:nameid-format-emailAddress

http://localhost/wordpress

http://localhost/wordpress

http://localhost/wordpress

Download (Register to download the certificate)

1.3. Implement single sign-on for
Salesforce

This topic describes how to use the SAML protocol to implement single sign-on for Salesforce in the

IDaaS console.

Background

Salesforce is a customer relationship management (CRM) software service provider based in San
Francisco, USA. It was founded in 1999 and provides a customer relationship management platformfor
on-demand applications. Salesforce supports single sign-on with the SAML protocol.
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Procedure

1. Log onto the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. Inthe left-side navigation pane, choose Applications > Add Application. Find the Salesforce
application and click Add Application in the Actions column.

H (=) Alibaba Cloud Q Expenses  Tickets ICP  Enterpise  Support  Offcial Site A ® N @

obtain token access through OAuth_ Token, and carry the token to
OAuth2 plugin_oauth2 OAuth2 " ugh OAuth_ Token - i Web Application Add Application
Overview the server to request user resources. Application can use OAuth

application template to realize unified identity management

Quick Start
SAML (security assertion markup language, version 2.0) is based on

XML protocol It uses security token including assertion to transfer
Applications ~ identity information between the authorizer (IDaaS) and the token
SAML plugin_saml $S0, SAML ty o ) Web Application Add Application
Aopleation List i consumer (application),and achieves single sign-on targeting cross-
domain network. SAML is mature authentication protocol, which is

Add Applications widely used in public and private cloud at home and abroad

SAP GUI is a graphical user interface used by SAP users to access
Users - SAP system. SAP is the world's leading enterprise software provider,
whose products widely include ERP, CRM, data analysis, HR,
logistics, travel, finance and other aspects. With 18000 global
Accounts Management partners SAP is widely distributed in 25 different industries, providing
digital management solutions for various stages of enterprises.

Organizations and Groups = SAP GUI plugin_sap_gui

»
4
S
o
@

PC Client Add Application

Class Management
Salesforce is widely used public cloud CRM platform (Customer

Relationship Management) in the world. It provides enterprises with

Authentication . @ Salesforce plugin_salesforce $S0 efficient business capabilities such as case management, task Web Application
Authentication Sources management, event dynamic upgrading, etc. IDaa$ supports single

sign-on to salesforce website through SAML protocol

RADIUS
WordPress is the most widely used CMS (content management

Certificate Management system) in the world. It allows tens of millions of technical or non-
technical personnel to produce and manage various types of
websites through a very powerful plug-in system and a convenient

Authorization ~ @} WordPressSam| plugin_wordpress_saml  SSO, SAML, CMS and natural operation interface. From business websites and Web Application Add Application
Policy Servers govemment pages to personal blogs and theme forums, WordPress
supports a variety of forms. IDaa$ supports single sign on to oo
Application Authorization WordPress website through SAML protocol. o
Audit v Form submit can simulate a login mode in which users enter their
user name and password on the login page and submit them through
More ® v the form. The account password of the application is stored locally in
IDaas$ using aes256 encryption algorithm. Many old systems,
Settings o Form Submit plugin_aes256 SSO, AES256 systems that do not support standard authentication protocol, or Web Application Add Application

systems that do not support transformation can use form filling to

3. Find an existing SigningKey. You can add a SigningKey first if there are no existing SigningKeys. Click
Export in the Actions column. Export a .cer certificate locally.

Add Application (Salesforce)

Import SigningKey Add SigningKey
Alias SerialNumber ValidityDa  KeyAlgori

KeySize Actions
Vs thm o

Select

CN=1, 8T=1, C=CN 1842960145345832170 180 RSA 2048

4. Log onto Salesforce as an administrator. Click Settings in the upper-right corner.

Leave Feedback Days left in trial el Subscribe Now

f@2ea®

uotes
v $ Setup ’

- Manage Subscription o

Developer Console MWanage Subscription

5. Inthe left-side navigation pane, choose Identity > Single Sign-On Settings. Find SAML Single Sign-
On Settings and click New.
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. Search Setup

i1 Setup  Home ObjectManager v

PLATFORM TOOLS.

> Apps

SETUP
E Single Sign-On Settings

~

Feature Settings

» Einstein X X )

) Ojects and Ficias Single Sign-On Settings

» Process Automation Configure single sign-on in order to autnenticate users in salesforce com from external environments. Your organization has the following options available for single sign-on
> User Interface « Federated authentication, a single sign-on method that uses SAML assertions sent to a Salesforce endpoint

> Custom Code Edit | | SAML Assertion Validator

> Environments Federated Single Sign-On Using SAML

> User Engagement SAML Enabled

> Integrations

» Notincation Builder SAML Single Sign-On Settings | _New | !Mew from Metadata File|| New from Metadata URL

No SAWLL Single Sign-On Settings
SETTINGS

» Company Settings
> Data Classification
v Identity
Auth. Providers
Identity Provider
Identity Verification
Identity Verification History
Login Flows
Login History
OAuth Custom Scopes
Single Sign-On Settings

> Security

6. Go to the SAML Single Sign-On Settings page.

SAML Single Sign-On Settings

SETUP
E Single Sign-On Settings

Save | |Save & New| Cancel

Name | APIName | 3
SAML Version 20

Issuer Entity ID |

Wentity Provider Certificate || gz orpe | B c it
Request Signing Certificate | Generate self-signed certificate v
Request Signature Method  [RSA-SHA256 v

Assertion Decryption Certificate Assertion not encrypted ¥

SAML Identity Type @ Assertion contains the User's Salesforce username

Assertion contains the Federation ID from the User object

Assertion contains the User ID from the User object

SAML Identity Location | @ Identity is in the Name|dentifier element of the Subject statement
Identity is in an Attribute element

Identity Provider Login URL
Custom Logout URL
Custom Error URL

single Logout Enabled [

Just.in-time User Provisioning

User Provisioning Enabled 7[5

Save | |Save & New| Cancel

o Name: the name of the SAML single sign-on configuration. You can enter a name as needed.
o Issuer: Note that this value must be the same as that of IDaaS Identityld in IDaaS.

o Entity ID: Set it to https://SAMLSalesforce.com.

o Identity Provider Certificate: Select the certificate file exported fromIDaaSs.

o Request Signing Certificate: Use the default value.

o Request Signature Method: Set it to RSA-SHAT.

o Assertion Decryption Certificate: Select Assertion unencrypted.

o SAML Identity Type: Select Assertion contains User's Salesforce username.

o SAML Identity Location: Select Identity is in the Nameldentifier element of the Subject

statement.

o Leave ldentity Provider Login URL, Customer Logout URL, and Custom Error URL empty.
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Click Save.

7. Afteryou configure the SAML settings, the SAML details will be displayed with the name that you
specified. You must the value of Salesforce Login URLfor later use.

SETUP
E Single Sign-On Settings

SAML Single Sign-On Settings

Back to Single Sign-On Settings

Name
SAML Version

Issuer
Identity Provider Certificate

Request Signing Certificate
Request Signature Method
Assertion Decryption Certificate
SAML Identity Type

SAML Identity Location

Identity Provider Login URL
Custom Logout URL

Custom Error URL

Single Logout Enabled

Edit | | Delete

Clone | | Download Metadata | | SAN

2.0

CN=1, §T=1, C=CN
Expiration: 24 Nov 2020 11:27:00 GMT

SeliSignedCert 28May2020 114740
RSA-SHAZ256
Assertion not encrypted

Username
Subject

Just-in-time User Provisioning

User Provisioning Enabled

Endpoints

View SAML endpoints for your organization, communities, or custom domains.

Your Organization

Login URL

https://login. salesforce com?50=00D2x000004ucsr

OAuth 2.0 Token Endpoint

Edit | | Delete

Clone

hitps:/login.salesforce.com/services/oauth2/token?so=00D2x000004ucsr

Download Metadata | | SAN

Note: You also can click the SAML name to view the value of Salesforce Login URL on the preceding

page.

SAML Single Sign-On Settings

Action Name SAML Version

Edit | De§ 1 2.0 1

Issuer

New || New from Metadata File | New from Metadata URL

Entity ID

https:/fap17 lightning.force.com/lightning/setup/SingleSignOn/page ?address=%2F0LE%2Fe%3FretURL %30 %25

8. Find Single Sign-0n Settings and click Edit.
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SETUP
Single Sign-On Settings

! Single Sign-On Settings

Configure single sign-on in order to authenticate users in salesforce.com from external environments. Your organization has the following options available

» Federated authentication, a single sign-on method that uses SAML assertions sent to a Salesforce endpoint.

| Edit || SAML Assertion Validator

Federated Single Sign-On Using SAML
SAML Enabled

9. Select the SAML Enabled check box and click Save.

SETUP
Single Sign-On Settings

. Single Sign-On Settings

B

| Save | |Cancel|

Federated Single Sign-On Using SAML

SAML Enabled |

| Save | |Cancel|

10. Returnto the Add Application (Salesforce) page of the IDaasS console. Find the target SingingKey
and click Select in the Actions column to configure the SAML parameters.
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Application Logo @

= Upload File

The image size must be less than 1 MB.

Application |D
Signingkey
+Application Name

+Application Type

+|Daa5 |dentityld
IDaas Identityld is required

+SP Entity ID
SP Entity 1D is required

+SP ACS URL
(S50 Location)

SP Logout URL
+MNameldFormat
+Binding

Sign Assertion

+Account Linking
Type

o Set IDaas Identityld to the value of Issue specified in Salesforce.
o Set SP ACS URL(SSO Location) to the Salesforce logon URL.

@ Note The URLformat is https://login.Salesforce.com?so=<Your organization ID>. If
you are not sure about your organization ID in Salesforce, go to the Company Profile >
Company Information page of Salesforce.

11. Enable and authorize the application.
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Bl o ibabacows

Application List

Q Biing Ticket ICP Enterprise Support AlbsbaCloud B3 07 W EN

Add Appl

Overview
Quick Start

Anpmunn m
Appiications. - @ This page allows the adminisirator to manage appiications. Once added to IDaas, applications support single sign-on and user rovisioning

R s oplcaton s e 1o D843, it e to 8l e pplcatn i s plcahonscoen 1o ssors. Te Py s

Application List

including SO URLS, authorization settings, and audt logs.

‘Add Applications
Users - Application L
Organizations ang Gr 090

Accounts o

Class Management

Application Name Application ID

Salesforce daas-cn-0pp1mb0e705salesforce

Autenticaton  ~ Application Information Authentication Information

Authentication Sourc

Details o the application Single sign-on (SSO) URLS.

RADIUS
Cortfcates View Details 1DaaS-infiated SO URL

Autnorization ~
Poiicy Servers

Authorization Information Audit Information

Application Authoriza

Device Type Application Stat s

Web Application (o) Detais ~

Account Information - Provisioning Account Information - Account Linking

Modify SCIM settings and provision OUs and groups to the application. Application accounts that are linked with IDaa$ accounts

Provision OUs  Configure SCIM View Application Accounts

Apl

Audt v Groups and accounts that are authorized to manage the appication View detailed operation 1ogs about the appiicaton. Whether to apply open system API
ore® v Autnorze Viewlogs  View Provisioning Records APIKey  APISecret
Settngs v
B copisabaciows a
Overview
Quick Start Authorize OUs or Groups by Application Grant Applicafion Access by QU or Group Grant Application Access by Account Authorize Accounts by Application Authorize Application by Class
A ~

Application List Application Authorization

Add Applications

W This page provides the administrator with multiple ways to authorize application access.
For example, the administrater can select an application and authorize multiple OUs and groups to access the application. Alternatively, they can select an account and grant the account access to multi

Users ~
Applications (1)
Organizations and G

Accounts Salesforce

Class Manageme:
Salesforce >

Authentication ~

Authentication Souret Total 1 item

OUs and Groups (787) Authorized: 0

QU . : Group

B0 Alibaba Cloud

0 abe

12. Add an application account and log on to Salesforce in a single sign-on manner.

Application List

'Add Application

Application List
@ This page allows the agministrator to manage applcations. Once added to 1DaS, applications support single sign-on and user provisioning.

After an appication s added to IDaaS, make sure to enable the application and authorize appiication access to users. The page aso provides detailed information about applications, including SSO URLS, application accounts, user provisioning seftings, authorization setings, and audit logs.

A
PPICAtON L pppication Name
ogo

Application Information

Application ID

idaas-cn-0ppimbos705salesforce

Authentication Information

Details of the application Single sign-on (SSO) URLs

View Details IDaaS-iniiated SSG URL.

Authorization Information Audit Information

‘Groups and accounts that are authorized to manage the application. Wiew detailed operation logs about the application.

Authorize View Logs View Provisioning Records

Application Stat

Device Type Actions
P e

Web Application Authorize  Details ~

Account Information - Provisioning Account Information - Account Linking

Moty SCIM settings and provision OUs and groups to the application. Application accounts that are linked with IDaa$ accounts.

Provision OUs Configure SCIM

AP

Whether to apply open system API

APIKey APl Secret
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Application List | Application Accounts

« Application Accounts

Batchimport | Batch Export

Application Accounts

o Subaccount refers to the identit of the ser i the specified application system. Master account refers to the account in idaas. During single sign on, idaas Wil transfer the corresponding sub account to the application system, which needs to exist and be recognizable in the application system.

¥ for example: there is a main account Zhang San (user name Zhangsan) in IDaaS. In the enterprise BPM application system, the user name of this user is agoodman, that is, the sub account should be agoodman, which is associated with the main account Zhangsan. < br / > account association method: when the a
plication s created, f account mapping is selected, the defauit primary account and sub account are completaly the same, without configuration. If account association s selected, manual sub account creation and primary sub account association need to be performed here.

Salesforce
1Daas Account Display Name Application Account Application Account Password  Linked Approval Status. Linked At Actions
No Data
Toaoien < [l Goto |1

#|Daas Account

+ Application
Account

Return

IDaas.

0 toosuesew

IDaas | My Applications

Menu ~
Web Applications
My Applcations

AllApplications

Application Accounts c J
Settings

&

My Account RAM - Role-based SSO w1 OAuth2 RAM - User-based SSO wt Salesforce

FORM

C/S_applications Autofil

Twofactor
Authentication

Messages

Logs

Mobile Applications

If all the preceding steps are successful, you have logged on to Salesforce in a single sign-on
manner.
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2.Standard Protocol Template
Usage Guide

2.1. C/S Applications User Manua

The OIDC protocol can be used to pass in parameters for logon after the program has been enabled.
This method only applies to applications that can receive and parse OIDC protocol parameters.

Procedure

1. Inthe left-side navigation pane, choose Applications > Add Applications. Find the C/S program
and clickAdd Application in the Actions column.

To set up S50 with a client/server application, you must install IDP-Agent

Application Logo

Upload File

The image size must be less than 1 ME.
* Application Name C/5_applications

# Executable File

Executable File
Path

Parameters

@ Note To implement single sign-on for C/S applications, you must install the IDP-Agent
plug-in locally.

o Application Name: required. Specify a name as needed.
o Executable File: the name of the executable file for startup.
o Executable File Path: the path of the C/S application file on the local computer.
2. Enable and Authorize the application. By default, Authorize Groups by Application is selected.
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T e appication o — appcation st
Q /S_applications idaas-cn-0pp1MD0E70565_oidc PG Glient Details a
Application Information Account Information - Provisioning Account Information - Account Linking Authorization Information
Details of he application Modiy SCIM seftings and provision OUs and groups to the applicat Application accounts that are finked with IDaS accounts. Groups and accounts that are authorized to manage the applicatio
on n
View Details Provision QUs Configure SCIM View Application Accounts Authorize
Audit Information API
View detailed operation logs about the application ether to apply open system API
View Logs View Provisioning Records APl Key API Secret
Authorize OUs or Groups by Application Grant Application Access by OU or Group Grant Applicafion Access by Account Authorize Accounts by Application Authorize Application by Class

_ Application Authorization
iq_," This page provides the administrator with multiple ways to authorize application access.
For example, the administrator can select an application and authorize multiple OUs and groups to access the application. Alternatively, they can select an account and grant the account access to multiple &

Applications (1) OUs and Groups (787) Authorized: 0
C/S_applications “ ou Group
C/S_applications >
= Alibaba Cloud
S
O abc

3. Log onto the IDaaS console as a common user. For more information, see Logon in User Guide.
4. Clickthe C/S application icon onthe My Application page.

IDaas Messages (@) demoUser2

IDaas | My Applications

Menu ~ e
Web Applications
My Applications

All Applications

Application Accounts c J J c J J Q
Settings ~ IWT IWT s

My Account RAM - Role-based SSO JWT1 RAM - User-based SSO JWT C/S_applications

Two-factor
Authentication

Messages

Logs Mobile Applications

Afterthe application account has been added, you can clickthe C/S application icon on the My
Application page to performsingle sign-on.

2.2. OAuth2.0 Application User Manual

OAuth2 is an open protocol for resource authorization. Applications can obtain access tokens through
OAuth and use the tokens to request user resources from the server. Applications can use the OAuth
application for centralized authentication.

Procedure

1. Log onto the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. Inthe left-side navigation pane, choose Applications > Add Application.

3. Find the OAuth2 application and click Add Application inthe Actions column.
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Application Logo

Application ID

+ Application Name

+ Application Type

Upload File

The image size must be less than 1 MB.
idaas-cn-0pp1mb0e7050auth2
QAuth2
Web Application
If you select Web Application or PC Client, the application is displayed in Web browsers. If you select Mobile Application, the application is displ

ayed in mobile applications. If you select Data Provisioning, the application is used for data provisioning only and not visible to users. To display
the application in multiple environments, select multiple check boxes.

HRedirect URI

http:/fwww baidu.com

Allow callback
subdomains

SF HomePageURL

OAIMNZ Reanect URT, Tp 7 Mips or APP-Scheme.

If enabled, the RedirectURI passed when the SP initiates single sign-on can enable the subdomain of the currently configured Redirect URI add
ress.

The home page of the application. You can manually initiate SS0O.

GranfType

authorization_code

Access_Token&iEs
Validity

Refresh Token Validity

| zation code mode (log on to obtain the code and then obtain the token), standard OAuth2 process; implicit: simplifie
d mode (in the redirect_uri Hash delivery token) is used to verify the legality of third parties.

7200
The validity period of Access_Token&=4ER. Unit: seconds. Default is 7,200

604200

The validity period of Refresh Token. Unit: seconds. Default is 604,800.

4. View the details of the OAuth2 application and obtain the values of AppKey, AppSecret, and

Authorize URL.
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Application Details (OAuth2)

Application Logo O

OAUTH

Application ID idaas-cn-0pp1mbOe7050auth2
Application Name OAuth2
Client Id bc57d9ab8f22805a1c2cd5add5a252cerX5s4deAP)x

Client Secret

Redirect URI hitp:/fwww baidu.com
Allow callback Yes
subdomains

SP HomePageURL

GraniType authorization_code

Authorize URL https:/firoiuldfai.login.aliyunidaas.com/oauth/authorize?response_type=code&scope=read&client_id=bc57d%ab822805a1c2cd5add5a252cerXs)

s4dcAP.Jx&redirect_uri=http%3A%:2F%2Fwww.baidu.com&state=ikzzx9j4

Access_TokenS=iEl 7200Seconds
Validity

Refresh Token Validity 604800Seconds

Application Status Enable
Created By idaas_manager
Created At 2020-05-28 18:09

5. Openthe Authorize URL in your browser and use the authorized account to log on. After successful
logon, you will be redirected to the webhook address. Extract the value of the code parameter
fromthe address bar of the browser.

Alibaba Cloud . IDaa

tps://iroiuldfai.login.aliyunidaas.com/oauth/author

[}

©

Alibaba Cloud

‘1 )ep,

Forgot Password?

Other login methods
@
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. B EE—T, feing
y

https://www.baidu.com/ co

#iE haot23 g8 Wm  ME T ES

6. Use Postmanto send a POST request to http://{IDaaS_server}/oauth/token?
grant_type=authorization_code&code={code}&client_id={AppKey}&client_secret=
{AppSecret}&redirect_uri={redirect_uri}

o Replace {IDaaS_server} with the IP address of the IDaaSs server.

@ Note To obtain IP address of the IDaas server, log onto the IDaaS console and obtain
the value inthe Portal APl Address for User Access.

(=D Alibaba Cloud ~ china (shenzh... ~

o Replace {code} with the value of the code parameter obtain in step 5.
P Notice The value of the code parameter can only be used once.

o Replace {AppKey} and {AppSecret} with the values obtained in step 4.

28 > Document Version: 20220322


https://yundun.console.aliyun.com/?p=idaas

SSO Configuration-Standard Protoc

Identity as a service )
ol Template Usage Guide

Application Details (OAuth2)

Application Logo O

OAUTH

Application ID idaas-cn-Opp1mb0e7050auth2
Application Name QAuth2
Client Id bc57d9abii22805a1c2ed5add5a252cerXss4dcAPJx

Client Secret

Redirect URI http-fawww_baidu.com
Allow callback Yes
subdomains

SP HomePageURL

GraniType authorization_code

Authorize URL httpsfiroiuldfai.login.aliyunidaas.com/oauth/authorize Presponse_type=code&scope=readiclient_id=bc57d%abif22805a1c2cd5add5a252cerxs

s4dcAPJx&redirect_uri=http%3A%2F%2Fwww.baidu.comé&state=ikzzx9j4

Access_Tokeni&3iEA T7200Seconds
Validity

Refresh Token Validity 604800Seconds

Application Status Enable
Created By idaas_manager
Created At 2020-05-28 18:09

o Replace {redirect_uri} with the value of Redirect URL that you specified in step 3.
7. The IDaas server returns the access token, which can be used to access IDaaS server resources.

8. Use Postmanto send a GET request to http://{IDaaS_server} /api/bff/v1.2/0auth2/userinfo?
access_token={access_token}
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@ Note v1.2indicates the version. Replace it with the actual version. If no version number is
writtenin js, enter v1 here. If a version number is written in js, enter that value here.

" ﬂ Elements Console Sources Network Performance Memory Application Security Audits
| IO W Y Q | View = == [ Groupbyframe | [J Preservelog [J Disable cache | [ Offline No throtting ¥
itter Hide data URLs All | xHR [B) S5 Img Media Font Doc WS Menifest Other
500 ms 1000 ms 1500 ms 2000 ms 2500 ms 3000 ms. 3500 ms.

. : T
ame X Headers Preview Response Timing ‘
| appis “ v General

chunk-vendors,js . 3 K
= . Request URL: https b/idaas/1.1.8/]s
H appds Request Method: GET

aplus_v2.js _
e . Status Code: @ 200 (from memory cache)

bootstrap.js
c . Remote Address: 124.193.235.240:443
| mainjs

. . Referrer Policy: no-referrer-when-downgrade
_| version?productld=idaas&call & g

Y ﬂ Elements Console Sources Network Performance Memory Application Security Audits
® O w ¥ Q |Vew IE = Group by frame Preserve log |J Disable cache | [J Offline No throttling ¥
ilter [} Hide data URLs All | XHR @ CSS Img Media Font Doc WS Manifest Other
100 ms; 200 ms 300 ms; 400 ms 600 ms 700 ms 800 ms
v1.2 "—— -
lame X Headers Preview Response Cookies Timing

_ appjstv=1.2.12
_| chunk-vendors,js?v=1.2.12

¥ General
Request URL: https:
Request Method: GET
Status Code: @ 394 Not Modified

‘frontend/itmanager/js/app.jq?v=1.2.12

Remote Address: 47.1084.68.11:443

Referrer Policy: no-referrer-when-downgrade

APl operations
1. Request URI: /oauth/token

o Description: You can call this operation to obtain the access token.

o Request parameters

Parameter Type Required Example Description
The value of the
code parameter
in the callback
code String Yes vuQ3n6 ! arba
after a
successful
logon.
client_id String Yes oauth2 client_id OAuth2 client_id
) . oauth2 OAuth2
client_secret String Yes ) )
client_secret client_secret
http://example.
redirect_uri String Yes p://examp The redirect URL

com

o Response parameters
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Parameter Type Example Description
access token Strin 333ab704-abc0-48b3- The access token
- 9 8af0-496eedd15383 returned.
. The type of the
token_type String bearer P
access token.
. . . The expiration time of
expires_in String 7199 P
the access token.
The granted
scope String read g .
permissions.
o Errorcodes
HTTP status code Error code Error message Description
The error message
. . Invalid authorization returned because the
400 invalid_grant " \
code: "code". value of the code
parameter is invalid.
The error message
400 invalid arant Redirect URI returned because the
-9 mismatch. value of Redirect URI
is invalid.
The error message
. ) returned because your
401 Unauthorized Unauthorized . 4
access is not
authorized.
The error message
403 Forbidden Forbidden returned because your
access was denied.
The error message
returned when the
404 ResourceNotFound ResourceNotFound -
specified resource
does not exist.
The error message
415 UnsupportedMediaTy UnsupportedMediaTy returned because the
pe pe media type is not
supported.
The request
q. ) The error message
processing has failed
returned because an
500 InternalError due to some unknown

2. Request URI: /api/bff/v1.2/0auth2/userinfo

error, exception or
failure.

internal error has
occurred.
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o Description: You can call this operation to obtain user details.

o Request parameters

Parameter

access_token

Type Required

String Yes

o Response parameters

Sample responses

{

"success":

"code": "200",
"message": null,
"59C5766B-C7F9-4DF6-B5E4-0F2A89942749",

"requestId":
"data": {

true,

"sub": "4982789226325725762",
"ou id": "5920417439492153461",

"nickname":

"admin",

"phone number": null,

"ou name": "PG China",

"email":

"sz@xxxx.com",

"username": "admin wli"

Example

Description

333ab704-abc0-

48b3-8af0-
496eedd15383

Parameters for running the Spark Structured Streaming program

Parameter

sub

username

nickname

email

phone_number

ou_name

Type

String

String

String

String

String

String

Example

498278922632572576
2

admin_wli

admin

SZ@XXXX.com

null

PG China

The access
token.

Description

The external ID of the
account.

The username of the
account.

The nickname of the
account.

The email address of
the account.

The phone number of
the account.

The name of the
organization to which
the account belongs.
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Parameter

ou_id

o Error codes

HTTP status code

401

403

404

415

500

Type

String

Error code

Unauthorized

Forbidden

ResourceNotFound

UnsupportedMediaTy
pe

InternalError

Example

592041743949215346
1

Error message

Unauthorized

Forbidden

ResourceNotFound

UnsupportedMediaTy
pe

The request
processing has failed
due to some unknown
error, exception or
failure.

Description

The external ID of the
organization to which
the account belongs.

Description

The error message
returned because your
access is not
authorized.

The error message
returned because your
access was denied.

The error message
returned when the
specified resource
does not exist.

The error message
returned because the
media type is not
supported.

The error message
returned because an
internal error has
occurred.

2.3. Form Autofill Template User Manual

This topic describes how to use Form Autofill to implement single sign on for an application.

Background

A company uses Application A as its website with high visits. The traditional access method is simple

but poses security risks.

e Application A is frequently used in daily office work and repeated logons are time-consuming.

e There are security risks in Application A because verification codes are not used for logon

authentication.

Solution

The Form Autofill application in IDaaS can be used to implement single sign-on and authentication for

Application A.
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Procedure

1. Log onto the IDaaS console as an IT administrator. For more information, see Logon in
Administrator Guide.

2. Inthe left-side navigation pane, choose Applications > Add Application. Find the Form Autofill
application and click Add Application in the Actions column.

p— -
Add Application
Overview e
Quick start Al Standard Protocols  Custom Tempiates
Appications -
Appication List x
s Add Applications.
Add Applications ) This page contains the app plates provided by IDaas: 1dd applications to IDaa$ based on these templates.
Application templates can be divided info o ypes. One fype supporis standard prolocols Tt you can use o implement SSO, such as JWT, CAS, and SAML. The ofher is customized and provides APIs for SSO or user provisoning
Users -~
Organizations and Groups
Accounts
Application Loy
Class Management oo 0 Application Name  Tag Description Application Type Actions.
Authentication - AT EERTEA B, BEIEGS s 1Daa$ 875 AES256 IERESIEIET, RENER. AESRENES Add Applcat
wthenticatior - 50, AES256 26157 T i m:i’ffﬁ[ EEemETR, ES0RN. FRSReEn Web Appiication - \op
Authentication Sources : s = FERRSAER.
" . . . . - - . [— Add Applcat
RADILS o) am HSsEEERLE SWOEFS, IRPERSRRT ATHTZIRHLE, SR IDaaS Feb SIRENTSTHRR. Data Provisioning hadortea
b
Gertcates
s Add Appicat
Autnorzation N M EESE BT SAMLINY, SFle 1Dsas BFIRAEGE SRS, Web Appiication Lo
Polcy Servers

3. Inthe Add Application dialog box that appears, configure the following parameters:

FORM

Upload File

The image size must be less than 1 MBE.
+ Application Name Autofill

+ Application Type Web Application

IT you select Web Application or PC Client, the application is displayed in Web browsers. If you select Mobile Application, the application is displayed
in mobile applications. If you select Data Provisioning, the application is used for data provisioning only and not visible to users. To display the applic
ation in multiple environments, select multiple check boxes.

Logon URL Mobile

The URL of the AES256 logon page. It must start with hitp2// or hitps:/. For example, hitpsJ/foa_ccec. com/login. Select the Mobile check box for mobil
e logon pages.

* Form Submit URL

The URL of the AES256 logon page after form submit. It must start with http:// or hitps://_ For example, hitps-/foa xooor comflogin

+ Username Name
Aftribute

The name attribute of the username field.

+ Password Name
Aftribute

The name attribute of the password field.

Logon Button
Name Attribute
The name attribute of the logon button

Other Logon

Information
P
Optional. The other information that is needed in the logon form. For example, <input type="hidden™ name="spt" value="123">
Logon Success
Page
b

Logon Success Page

* Reguest Method (@ POST GET

o Form Submit URL: the logon URL of Application A.
o Username Name Attribute: the username for the logon URL.

o Password Name Attribute: the password for the logon URL.
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o Request Method: the request method forthe logon URL.

o Account Linking Method: Select Account and Password.

4. Enable and authorize the application.

Application Log
o

Application Name

Autofil

Application Information

Details of the application

View Details

Authorization Information

Groups and accounts that are authorized to manage the applicatio
n
Autnarize

Application Authorization

Autherize QUs or Groups by Application

Grant Application Access by OU or Group

Application ID

idaas-cn-0pp1mb0e7053e5256

Authentication Information

Single sign-on (SSO) URLS.

IDaas-nitiated SSO URL

Audit Information

View detailad operation logs about the application.

Viewlogs  View Provisioning Records

Grant Application Access by Account

Device Type Application Status Actions.

Web Application Details ~

Account Information - Provisioning Account Information - Account Linking

Modify SCIM settings and provision OUS and groups to the appiicati
on

Provision OUs Configure SCIM

Appiication accounts that are linked ith IDaa$ accounts.

View Application Accounts

Whether to apply open system API

APIKey — APISecret

Autherize Accounts by Application Authorize Applicafion by Class

Application Authorization

N This page provides the administrator with multiple ways to authorize application access.

For example, the administralor can select an application and authorize multiple OUs and groups to access the application. Alternatively, they can select an account and grant the account access to multiple applications

Applications (1)

Autofill

Autofill

Total 1 item

OUs and Groups (787) Authorized: 0

B -

51 Alibaba Cloud

n =  demoi

o 7 abe

5. Bind the application account to the user account. The user account is the account used to access
the IDaas console, and the application account is the account for Application A.

Application List

Add Appli

_ Application List
@

This page allows the administrator to manage appiications. Once added to 1Daas, applications support single sign-on and user provisioning.

After an application is added to IDaaS, make sure to enable the appication and authorize application access to users. The page also provides detailed information about appiications, including SSO URLS, application accounts, user provisioning settings, authorization settings, and audit logs.

Application L
npplr,amn = Application Name

Autofil

Application Information

Details of the application

View Details

Authorization Information

Groups and accounts that are authorized to manage the applicatio
n
Authorize

Application ID

idas-cn-Oppimboe705aes256

Authentication Information

Single sign-on (SSO} URLS.

1DaaS-nitiated SSO URL

Audit Information

View detailed operation logs about the application

Viewlogs  View Provisioning Records

Device Type Application Status Actions.

Web Appiication

Authorize  Details ~

Account Information - Provisioning Account Information - Account Linking

Modify SCIM settings and provision QUs and groups to the applicati

Application accounts that are linked with IDaa$ accounts.
on

Provision OUs Configure SCIM Vi

‘Application Accounts

Whether to apply open system APl

APIKey  APISscret
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Application List | Application Accounts

« Application Accounts

x

| Application Accounts

() Subaccount referstothe ideniy o the usar inine specified appication system. Master account efers 0 he account  idaas. DuTINg SNge Sgn on, (4aas wilansier he corresponding sub account 10 the appicaton system, which needs 0 exist and b recognizable i the appiction system

¥ forexample: there is a main account Zhang San (user name Zhangsan) in IDaaS. In the enterprise BPM application system, the user name of this user is agoodman, that is, the sub account should be agoodman, which is associated with the main account Zhangsan. < br / > account association metho
d: when the application is crealed, if account mappingIs selecled, the default primary account and sub account are completely the same, without configuration. If account association is selected, manual sub account creation and primary sub account association need to be performed here.

Autofill

1Daas Account Display Name. licati t licatl t Password  Linked Approval Status. Linked At Actions

NoData

Total 0 tem Goto | 1

6. Log onto IDaaS as the common user authorized to access the application and click the icon to log
onto Application A in a single sign-on manner.

IDaas demoUser2

1Daas | My Applications

Menu ~ _
Web Applications
My Applications

All Applications

Application Accounts c J J c J F
Settings A IWT

FORM
My Account RAM - Role-based SSO JwT1 RAM - User-based SSO JWT Autofill
Two-factor
Authentication
Messages
Logs Mobile Applications

No mobile application available

If all the preceding steps are successful, you have logged on to Application A in a single sign-on
manner.
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