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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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This topic describes how to use PrivateLink to allow a instance in a virtual private cloud (VPC) to provide
services to another VPC that belongs to the same Alibaba Cloud account.

ContextContext
VPCs are private networks that are isolated from each other. You can use PrivateLink to establish a
secure and stable private connection between a VPC and an Alibaba Cloud service. This simplifies the
network architecture and prevents security risks over the Internet.

To establish a PrivateLink connection, you must create an endpoint  service and an endpoint.

Endpoint  services

An endpoint  service can be accessed by using an endpoint  in another VPC over a PrivateLink
connection. Endpoint  services are created and managed by service providers.

Endpoints

An endpoint  can be associated with an endpoint  service to establish a PrivateLink connection that
allows a VPC to access external services. Endpoints are created and managed by service consumers.

Entity Description

Service provider Create and manage endpoint services.

Service consumer Create and manage endpoints.

Not eNot e

ScenariosScenarios
The following scenario is used as an example. A company created two VPCs named VPC1 and VPC2 in
the Germany (Frankfurt) region with Account A, and deployed services on ECS2 and ECS3 in VPC2. Due to
business development, resources in VPC1 require access to the services in VPC2 over a private network.

1.Use PrivateLink to share1.Use PrivateLink to share
services between different VPCsservices between different VPCs
that belong to the samethat belong to the same
Alibaba Cloud accountAlibaba Cloud account

Privat eLink
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You can create a instance that supports PrivateLink in VPC2, add ECS2 and ECS3 as backend servers of
the instance, create an endpoint  service, and then specify the instance as a service resource. Then, you
can create an endpoint  in VPC1. After the endpoint  is created and the connection between the
endpoint  and the endpoint  service works as expected, ECS1 in VPC1 can access the services in VPC2.

The following table shows how CIDR blocks are specified for the VPCs in this example. Make sure that
the CIDR blocks do not overlap.

Attribute VPC1 VPC2

Region Germany (Frankfurt) Germany (Frankfurt)

CIDR block
VPC CIDR block: 10.10.1.0/16

vSwitch CIDR block: 10.0.0.0/24

VPC CIDR block: 192.168.2.0/16

vSwitch CIDR block:
192.168.24.0/24

vSwitch zone Zone B Zone B

ECS instance IP address ECS1 IP address: 10.0.0.182
ECS2 IP address:
192.168.20.200

ECS2 IP address: 10.0.0.2

LimitsLimits
The instance that serves as the service resource in VPC2 must be a pay-as-you-go internal-facing
instance. Only pay-as-you-go internal-facing instances support  PrivateLink.

The endpoint  in VPC1, the endpoint  service in VPC2, and the instance that serves as the service
resource must be deployed in the same zone of the same region.

PrerequisitesPrerequisites
VPC1 and VPC2 are created in the Germany (Frankfurt) region, and a vSwitch is created for each VPC.
For more information, see Create a VPC and a vSwitch.

ECS1 is created in VPC 1, ECS2 and ECS3 instances are created in VPC 2, and services are deployed on
ECS2 and ECS3. For more information, see Create an instance by using the wizard.

A security group is created in VPC1. For more information, see Create a security group.
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ProcedureProcedure

Step 1: Create an internal-facing CLB instance that supportsStep 1: Create an internal-facing CLB instance that supports
PrivateLinkPrivateLink

1. 

2. On the Inst ancesInst ances page, click Creat e CLBCreat e CLB.

3. On the Server Load Balancer page, configure the instance based on the following information and
click Buy NowBuy Now to complete the payment.

Parameter Description

Billing Met hodBilling Met hod
Select a billing method for the CLB instance. In this example, Pay-As-You-Pay-As-You-
GoGo  is selected.

SLB region noSLB region no

Select the region and zone where you want to create the instance. Make sure
that the instance is deployed in the same region as the ECS instances that
you want to add as backend servers. In this example, Germany (Frankf urt )Germany (Frankf urt )
and Europe Cent ral 1 Zone BEurope Cent ral 1 Zone B are selected.

Zone T ypeZone T ype
Specify whether you want to deploy the CLB instance in one zone or across
multiple zones. In this example, Mult i-z oneMult i-z one is selected.

Backup ZoneBackup Zone
Select a secondary zone for the instance. Traffic is distributed to the
secondary zone only when the primary zone is down. In this example,
Europe Cent ral 1 Zone AEurope Cent ral 1 Zone A is selected.

Inst ance NameInst ance Name

Enter a name for the instance.

The name must be 1 to 80 characters in length, and can contain letters,
digits, hyphens (-), forward slashes (/), periods (.), and underscores (_).

Specif icat ionSpecif icat ion
Select a specification for the CLB instance. CLB instances of different
specifications provide different features. In this example, Small ISmall I
(slb.s1.small)(slb.s1.small)  is selected.

SLB inst anceSLB inst ance
Specify whether the CLB instance is an Internet-facing or internal-facing
instance. In this example, Int ranetInt ranet  is selected.

Net work T ypeNet work T ype Select the network type of the instance. In this example, VPCVPC is selected.

VPCIdVPCId VPC2 and a vSwitch in VPC 2 are selected.

IP VersionIP Version Select an IP version for the instance. In this example, IPv4IPv4 is selected.

Privat eLink
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Feat ureFeat ure St andardSt andard is selected.

Flow outFlow out By T raf f icBy T raf f ic  is selected.

Quant it yQuant it y 11 is selected.

Resource GroupResource Group Def ault  Resource GroupDef ault  Resource Group is selected.

Parameter Description

Step 2: Configure the CLB instanceStep 2: Configure the CLB instance
After the instance is created, you must add at  least  one listener and one group of backend servers to
the CLB instance. This way, traffic can be forwarded by the CLB instance.

1. On the Inst ancesInst ances page, find the instance that is created in Step 1 and click Conf igure List enerConf igure List ener in
the Act ionsAct ions column.

2. In the Prot ocol and List enerProt ocol and List ener step, set  the following parameters, use the default  values for other
parameters, and then click NextNext :

Select  List ener Prot ocolSelect  List ener Prot ocol: In this example, T CPT CP is selected.

List ening PortList ening Port : Specify the frontend port  that is used to receive requests and distribute
requests to backend servers.

In this example, 80 is specified.

3. In the Backend ServersBackend Servers step, select  Def ault  Server GroupDef ault  Server Group and click Add MoreAdd More to add backend
servers.

i. In the My ServersMy Servers panel, select  ECS1 and ECS2 that you created, and click NextNext .

ii. Specify weights for the servers and click AddAdd.

A backend server with a higher weight receives more requests. In this example, the default
value 100 is used.

iii. On the Def ault  Server GroupDef ault  Server Group tab, specify a backend port  and click NextNext . In this example, 80,
is specified.

You can specify the same port  for mult iple backend servers of a instance.

4. In the Healt h CheckHealt h Check step, configure health checks and click NextNext . In this example, the default
values are used.

5. In the Conf irmConf irm step, check the configurations and click SubmitSubmit .

6. Click OKOK to go back to the Inst anceInst ance page.

If  the health check status of an ECS instance is NormalNormal, the ECS instance is ready to process
requests that are forwarded by .
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Step 3: Create an endpoint serviceStep 3: Create an endpoint service
1. Log on to the Endpoint  Service console.

2. In the top navigation bar, select  the region where you want to create an endpoint  service. In this
example, Germany (Frankf urt )Germany (Frankf urt ) is selected.

3. On the Endpoint s ServiceEndpoint s Service page, click Creat e Endpoint  ServiceCreat e Endpoint  Service.

4. On the Creat e Endpoint  ServiceCreat e Endpoint  Service page, set  the following parameters and click OKOK.

Parameter Description

Select  Service ResourceSelect  Service Resource

Select a zone to distribute network traffic. Then, select the instance
to be associated with the endpoint service.

In this example, Frankf urt  Zone BFrankf urt  Zone B and the instance created in Step
1 that supports PrivateLink are selected.

Aut omat ically AcceptAut omat ically Accept
Endpoint  Connect ionsEndpoint  Connect ions

Specify whether to automatically accept connection requests from
endpoints. In this example, NoNo  is selected.

YesYes : The endpoint service automatically accepts connection
requests from endpoints. Then, the endpoint service can be
accessed by using endpoints.

NoNo : The endpoint connection of the endpoint service is in the
Disconnect edDisconnect ed state. In this case, connection requests to the
endpoint service must be manually accepted or denied by the
service provider.

If the service provider accepts the connection request from an
endpoint, the endpoint service can be accessed by using the
endpoint.

If the service provider denies the connection request from an
endpoint, the endpoint service cannot be accessed by using
the endpoint.

Whet her t o Enable ZoneWhet her t o Enable Zone
Af f init yAf f init y

In this example, YesYes  is selected.

Descript ionDescript ion

Enter a description for the endpoint service.

The description must be 2 to 256 characters in length. The
description cannot start with  http://  or  https:// .

After the endpoint  service is created, the account ID of the service provider is automatically added to
the whitelist .

Privat eLink
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You can view the ID and name of the endpoint  service on the Endpoints Service page.

Step 4: Create an endpointStep 4: Create an endpoint
1. Log on to the Endpoint  console.

2. In the top navigation bar, select  the region where you want to create the endpoint. In this
example, Germany (Frankf urt )Germany (Frankf urt ) is selected.

3. On the Endpoint sEndpoint s page, click Creat e EndpointCreat e Endpoint .

4. On the Creat e EndpointCreat e Endpoint  page, set  the following parameters for the endpoint  and click OKOK.

Parameter Description

Endpoint  NameEndpoint  Name

Enter a name for the endpoint.

The name must be 2 to 128 characters in length, and can contain
letters, digits, underscores (_), and hyphens (-). The name must
start with a letter.

Endpoint s ServiceEndpoint s Service

You can associate an endpoint with an endpoint service by using
one of the following methods:

Click Add by Service NameAdd by Service Name and enter an endpoint service name.

Click Select  ServiceSelect  Service and select the ID of the endpoint service.

In this example, Add by Service NameAdd by Service Name is selected and the
endpoint service created in Step 3 is selected.

VPCVPC
Select the VPC where you want to create the endpoint. In this
example, VPC1 is selected.

Securit y GroupsSecurit y Groups

Select the security group to be associated with the endpoint elastic
network interface (ENI). The security group is used to control data
transfer from the VPC to the endpoint ENI.

Not e Not e Make sure that the rules in the security group
allow access to the endpoint ENI from clients.

Zone and vSwit chZone and vSwit ch

Select the zone of the endpoint service and select a vSwitch in the
zone. The system automatically creates an endpoint ENI in the
vSwitch.

In this example, Frankf urt  Zone BFrankf urt  Zone B is selected, and the vSwitch in
VPC1 is selected.

Quick St art ··Use Privat eLink t o share
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Descript ionDescript ion

Enter a description for the endpoint.

The description must be 2 to 256 characters in length. The
description cannot start with  http://  or  https:// .

Parameter Description

After the endpoint  is created, you can view the domain name or IP address that can be used to access
the endpoint  service. You can access the endpoint  service by using one of the following methods:

Use the domain name of the endpoint

Use the IP address of the endpoint  ENI

Use the domain name of the zone

Step 5: Accept connection requests from endpointsStep 5: Accept connection requests from endpoints
To establish an endpoint  connection, an endpoint  service must accept the connection request  from an
endpoint. In this example, resources in VPC1 can access the endpoint  service in VPC2 by using the
endpoint  after the connection request  is accepted.

Not e Not e Skip this step if  you set  the Automatically Accept Endpoint  Connections parameter to
Yes in Step 3.

1. In the left-side navigation pane, click Endpoint s ServiceEndpoint s Service.

2. In the top navigation bar, select  the region where the endpoint  service is deployed. In this example,
Germany (Frankf urt )Germany (Frankf urt ) is selected.

3. On the Endpoint s ServiceEndpoint s Service page, find the endpoint  service that you created in Step 3, and then
click its ID.

4. Click the Endpoint  Connect ionsEndpoint  Connect ions tab, f ind the endpoint  from which you want to accept the
connection request, and then click AllowAllow in the Act ionsAct ions column.

5. In the Allow Connect ionAllow Connect ion message, click OKOK.

Privat eLink
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After you accept the connection request, the connection status of the endpoint  changes from
Disconnect edDisconnect ed to Connect edConnect ed.

Step 6: Access services by using the endpointStep 6: Access services by using the endpoint
To test  whether ECS1 in VPC1 can access the service deployed on ECS2 in VPC2 by using the endpoint,
perform the following operations:

1. Open a browser on ECS1.

2. In the address bar of the browser, enter the domain name or IP address that can be used to access
the endpoint  service in VPC2, and check whether ECS1 can access the service that is deployed on
ECS2.

In this example, the domain name or IP address that is generated in Step 4 is entered.

The test  result  shows that ECS1 in VPC1 can access the service deployed on ECS2 in VPC2.

Quick St art ··Use Privat eLink t o share
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This topic describes how to use PrivateLink to enable a virtual private cloud (VPC) to access an internal-
facing instance in a VPC that belongs to another Alibaba Cloud account.

ContextContext

ScenarioScenario
The following scenario is used as an example. Two Alibaba Cloud accounts are created: Account A and
Account B. VPC1 is created by using Account A and VPC2 is created by using Account B. Application
services are deployed on Elast ic Compute Service (ECS) instances in VPC2. The ECS instances in VPC2 are
referred to as ECS2 and ECS3. Due to business growth, VPC1 needs to access services in VPC2 through a
private connection to prevent security risks over the Internet.

In this scenario, you can perform the following operations: Create a CLB instance that supports
PrivateLink in VPC2. Specify ECS2 and ECS3 as the backend servers of the CLB instance. Create an
endpoint  service in VPC2. Specify the CLB instance as the service resource of the endpoint  service. Add
the UID of Account A to the service whitelist  of the endpoint  service. Create an endpoint  for VPC1.
After the endpoint  is created and connected to the endpoint  service in VPC2, VPC1 can access the
services in VPC2 if  the status of the private connection is normal.

LimitsLimits
The instance that serves as the service resource in VPC2 must be a pay-as-you-go internal-facing
instance. Only pay-as-you-go internal-facing instances support  PrivateLink.

The endpoint  in VPC1, the endpoint  service in VPC2, and the instance that serves as the service
resource must be deployed in the same zone of the same region.

PrerequisitesPrerequisites
Before you start , make sure that the following requirements are met:

Alibaba Cloud accounts are created. To create an Alibaba Cloud account, see create an Alibaba
Cloud account.

If  this is your first  t ime using PrivateLink, log on to the Act ivation page to act ivate PrivateLink.

VPC1 and VPC2 are created in the Germany (Frankfurt) region, and a vSwitch is created for each VPC.

2.Access services in a VPC that2.Access services in a VPC that
belongs to another accountbelongs to another account
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For more information, see Create a VPC and a vSwitch.

ECS1 is created in VPC1. ECS2 and ECS3 are created in VPC2. Application services are deployed on
ECS2 and ECS3. For more information, see Create an instance by using the wizard.

A security group is created in VPC1. For more information, see Create a security group.

ProcedureProcedure

Step 1: Create an internal-facing CLB instance that supportsStep 1: Create an internal-facing CLB instance that supports
PrivateLinkPrivateLink
To create an internal-facing CLB instance that supports PrivateLink, perform the following operations:

1. Log on to the CLB console with Account B.

2. On the Inst ancesInst ances page, click Creat e CLBCreat e CLB.

3. 

Step 2: Configure the CLB instanceStep 2: Configure the CLB instance
After the instance is created, you must add at  least  one listener and one group of backend servers to
the CLB instance. This way, network traffic can be forwarded by the CLB instance.

1. On the Inst ancesInst ances page, find the instance that is created in Step 1 and click Conf igure List enerConf igure List ener in
the Act ionsAct ions column.

2. On the Prot ocol and List enerProt ocol and List ener wizard page, set  the following parameters, use the default  values
for other parameters, and then click NextNext :

Select  List ener Prot ocolSelect  List ener Prot ocol: In this example, T CPT CP is selected.

List ening PortList ening Port : Specify the frontend port  that is used to receive requests and distribute
requests to backend servers.

In this example, 80 is specified.

3. On the Backend ServersBackend Servers wizard page, select  Def ault  Server GroupDef ault  Server Group and click Add MoreAdd More to add
backend servers.

i. In the My ServersMy Servers panel, select  ECS2 and ECS3 and click NextNext .

ii. Set  the weights of the backend servers and click AddAdd.

A backend server with a higher weight receives more requests. In this example, the default
value 100 is used.

iii. On the Def ault  Server GroupDef ault  Server Group tab, specify a backend port  and click NextNext . In this example, 80,
is specified.

You can specify the same port  for mult iple backend servers of a instance.

4. On the Healt h CheckHealt h Check wizard page, configure health checks and click NextNext . In this example, the
default  values are used.

5. On the Conf irmConf irm wizard page, check the configurations and click SubmitSubmit .
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6. Click OKOK to go back to the Inst ancesInst ances page.

If  the health status of an ECS instance is NormalNormal, the ECS instance can process requests that are
forwarded by .

Step 3: Create an endpoint serviceStep 3: Create an endpoint service
After you create an endpoint  service in a VPC, you can use an endpoint  that is deployed in another VPC
to access the endpoint  service through PrivateLink connections.

1. Log on to the Endpoint  Service console with Account B.

2. 

3. 

4. On the Creat e Endpoint  ServiceCreat e Endpoint  Service page, set  the following parameters and click OKOK.

Parameter Description

Select  Service ResourceSelect  Service Resource

Select a zone to distribute network traffic. Then, select the instance
to be associated with the endpoint service.

In this example, Frankf urt  Zone BFrankf urt  Zone B and the instance created in Step
1 that supports PrivateLink are selected.

Aut omat ically AcceptAut omat ically Accept
Endpoint  Connect ionsEndpoint  Connect ions

Specify whether to automatically accept connection requests from
endpoints. In this example, NoNo  is selected.

YesYes : The endpoint service automatically accepts connection
requests from endpoints. Then, the endpoint service can be
accessed by using endpoints.

NoNo : The endpoint connection of the endpoint service is in the
Disconnect edDisconnect ed state. In this case, connection requests to the
endpoint service must be manually accepted or denied by the
service provider.

If the service provider accepts the connection request from an
endpoint, the endpoint service can be accessed by using the
endpoint.

If the service provider denies the connection request from an
endpoint, the endpoint service cannot be accessed by using
the endpoint.

Whet her t o Enable ZoneWhet her t o Enable Zone
Af f init yAf f init y

In this example, YesYes  is selected.
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Descript ionDescript ion

Enter a description for the endpoint service.

The description must be 2 to 256 characters in length. The
description cannot start with  http://  or  https:// .

Parameter Description

After the endpoint  service is created, you can view the ID and name of the endpoint  service.

Step 4: Configure a whitelist  for the endpoint serviceStep 4: Configure a whitelist  for the endpoint service
You can configure a whitelist  for an endpoint  service. If  the UID of your account is in the whitelist , you
can use your account to create an endpoint  and use the endpoint  to connect to the endpoint  service.

To add the UID of Account A to the whitelist  of the endpoint  service of Account B, perform the
following operations:

1. Log on to the Endpoint  Service console with Account B.

2. In the left-side navigation pane, click Endpoint s ServiceEndpoint s Service.

3. On the Endpoint s ServiceEndpoint s Service page, find the endpoint  service that you created in Step 3, and then
click its ID.

4. On the Service Whit elistService Whit elist  tab, click Add Whit elist  AccountAdd Whit elist  Account .

5. In the Add Whit elist  AccountAdd Whit elist  Account  dialog box, enter the account IDs that you want to add to the
whitelist , and then click OKOK.

In this example, the UID of Account A is entered.

Step 5: Create an endpointStep 5: Create an endpoint
You can associate an endpoint  with an endpoint  service to establish a PrivateLink connection that
allows a VPC to access external services.

1. Log on to the Endpoint  Service console with Account A

2. 

3. 

4. On the Creat e EndpointCreat e Endpoint  page, set  the following parameters and click OKOK.

Parameter Description
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Endpoint  NameEndpoint  Name

Enter a name for the endpoint.

The name must be 2 to 128 characters in length, and can contain
letters, digits, underscores (_), and hyphens (-). The name must
start with a letter.

Endpoint s ServiceEndpoint s Service

You can associate an endpoint with an endpoint service by using
one of the following methods:

Click Add by Service NameAdd by Service Name and enter an endpoint service name.

Click Select  ServiceSelect  Service and select the ID of the endpoint service.

In this example, Add by Service NameAdd by Service Name is selected and the
endpoint service created in Step 3 is selected.

VPCVPC
Select the VPC where you want to create the endpoint. In this
example, VPC1 is selected.

Securit y GroupsSecurit y Groups

Select the security group to be associated with the endpoint elastic
network interface (ENI). The security group is used to control data
transfer from the VPC to the endpoint ENI.

Not e Not e Make sure that the rules in the security group
allow access to the endpoint ENI from clients.

Zone and vSwit chZone and vSwit ch

Select the zone of the endpoint service and select a vSwitch in the
zone. The system automatically creates an endpoint ENI in the
vSwitch.

In this example, Frankf urt  Zone BFrankf urt  Zone B is selected, and the vSwitch in
VPC1 is selected.

Descript ionDescript ion

Enter a description for the endpoint.

The description must be 2 to 256 characters in length. The
description cannot start with  http://  or  https:// .

Parameter Description

Step 6: Accept connection requests from the endpointStep 6: Accept connection requests from the endpoint
After you create an endpoint  for VPC1, you must configure the endpoint  service to allow connection
requests from the endpoint. This way, VPC1 can use the endpoint  to access the endpoint  service in
VPC2.

Not e Not e Skip this step if  you set  the Automatically Accept Endpoint  Connections parameter to
Yes in Step 3.

To allow the endpoint  service of Account B to accept connection requests from the endpoint  of
Account A, perform the following operations:

1. Log on to the Endpoint  Service console with Account B.

2. In the top navigation bar, select  the region where the endpoint  service is deployed. In this example,
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Germany (Frankf urt )Germany (Frankf urt ) is selected.

3. On the Endpoint s ServiceEndpoint s Service page, find the endpoint  service that you created in Step 3 and click its
ID.

4. Click the Endpoint  Connect ionsEndpoint  Connect ions tab, f ind the endpoint  created in Step 5 and click AllowAllow in the
Act ionsAct ions column.

5. In the Allow Connect ionAllow Connect ion message, click OKOK.

After you set  the endpoint  service to accept connection requests from the endpoint, the connection
status of the endpoint  changes from Disconnect edDisconnect ed to Connect edConnect ed.

Step 7: Use the endpoint to access services that are deployed in VPC2Step 7: Use the endpoint to access services that are deployed in VPC2
To test  whether ECS1 can access the services deployed on ECS2 by using the endpoint, perform the
following operations:

1. Open a browser on ECS1.

2. In the address bar of the browser, enter the domain name or IP address that is used to access
services on ECS2.

In this example, the domain name or IP address that is generated in Step 5 is entered.

The test  result  shows that ECS1 can access the services deployed on ECS2.
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PrivateLink allows you to specify instances as the service resources of endpoint  services. instances
support  cross-zone deployment. After you specify an instance as the service resource of an endpoint
service, the instance can serve your workloads across mult iple zones. You do not need to configure an
instance for each zone.

ContextContext
Alibaba Cloud provides two types of instances: and instances. is intended for Layer 7 load balancing,
provides ultra-high processing capabilit ies, and supports content-based routing. You can specify an
instance as the service resource in PrivateLink to meet your business requirements. For more information
about the differences between and instances, see SLB Overview.

The following scenario is used as an example. You use an Alibaba Cloud account (Account A) to create
two virtual private clouds (VPCs) in the China (Hangzhou) region. The VPCs are referred to as VPC1 and
VPC2. In addit ion, you create two Elast ic Compute Service (ECS) instances in each VPC. The ECS instances
in VPC1 are referred to as ECS01 and ECS02. The ECS instances in VPC2 are referred to as ECS03 and
ECS04. Different NGINX services are deployed on the ECS instances in VPC2. Due to business growth, the
ECS instances in VPC1 need to access the ECS instances in VPC2.

In this scenario, you must create an instance that supports PrivateLink in VPC2. Make sure that the
instance is deployed across Hangzhou Zone H and Hangzhou Zone I. Then, create a server group (RS1)
for the ALB instance and add ECS03 and ECS04 to the server group. Create an endpoint  service and
specify the instance as a service resource of the endpoint  service. Create an endpoint  in VPC1 and
connect the endpoint  to the endpoint  service. If  the status of the connection is normal, the ECS
instances in VPC1 can access the ECS instances in VPC2.

LimitsLimits
When you create an instance that supports PrivateLink, make sure that the instance meets the
following requirements: The net work t ypenet work t ype is int ernal-f acingint ernal-f acing and the IP address t ypeIP address t ype is st at icst at ic.

Make sure that the region and zones where you want to deploy the instance support  PrivateLink. For
more information about the regions and zones that support  PrivateLink and the regions and zones
that support  instances, see Regions and zones that support  PrivateLink and Regions and zones that
support  ALB instances.

The endpoint  and the endpoint  service must be deployed in the same zone. In addit ion, the zone

3.Specify an ALB instance as a3.Specify an ALB instance as a
service resource in PrivateLinkservice resource in PrivateLink
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must be one of the zones where the instance is deployed.

PrerequisitesPrerequisites
To specify an instance as a service resource in PrivateLink, your account must be included in the
whitelist . You can or contact  customer service to apply for the permissions.

VPC1 and VPC2 are created in the China (Hangzhou) region. A vSwitch is created in each VPC. For more
information, see Create a VPC and a vSwitch.

ECS01 and ECS02 are created in VPC1. ECS01 is deployed in Zone H. ECS02 is deployed in Zone I. The
ECS instances are used to send connection requests. ECS03 and ECS04 are created in VPC2. ECS03 is
deployed in Zone H. ECS04 is deployed in Zone I. The ECS instances are used to process connection
requests. Different NGINX services are deployed on ECS03 and ECS04. For more information about
how to create ECS instances and deploy NGINX services, see Create an instance by using the wizard
and Manually deploy an LNMP environment on an ECS instance that runs Alibaba Cloud Linux 2.

A security group is created in VPC1. The following security rule is configured:

An inbound rule that allows Internet Control Message Protocol (ICMP) traffic to support  operations
such as pinging the ECS instance.

An inbound rule that allows traffic on SSH port  22 and Remote Desktop Protocol (RDP) port  3389
to access the ECS instance.

Port  80 is used for HTTP requests. Port  443 is used for HTTPS requests. You can enable these ports
to allow VPC1 to access VPC2 by sending HTTP or HTTPS requests.

For more information, see Create a security group.

The following table describes how networks are planned in this example. Your service will not  be
adversely affected if  the CIDR blocks of your VPCs overlap with each other.

Item VPC1 VPC2

Region China (Hangzhou) China (Hangzhou)

CIDR blocks

VPC: 10.0.0.0/8

vSwitch 1 CIDR block: 10.0.10.0/24

vSwitch 2 CIDR block: 10.10.0.0/24

VPC: 192.168.0.0/16

vSwitch 1 CIDR block: 192.168.3.0/24

vSwitch 2 CIDR block: 192.168.5.0/24

vSwitch zones
vSwitch 1 in Zone H

vSwitch 2 in Zone I

vSwitch 1 in Zone H

vSwitch 2 in Zone I

ECS instance IP
addresses

ECS01 in Zone H: 10.0.10.3

ECS02 in Zone I: 10.0.0.27

ECS03 in Zone H: 192.168.3.190

ECS04 in Zone I: 192.168.5.20

ProcedureProcedure
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Step 1: Create an internal-facing ALB instance that supportsStep 1: Create an internal-facing ALB instance that supports
PrivateLinkPrivateLink

1. 

2. On the Inst ancesInst ances page, click Creat e ALBCreat e ALB.

3. On the ALB (Pay-As-You-Go) Int ernat ional Sit eALB (Pay-As-You-Go) Int ernat ional Sit e page, set  the following parameters of the
instance and click Buy NowBuy Now.

Parameter Description

RegionRegion
Select the region where you want to create the ALB instance. In this example,
China (Hangz hou)China (Hangz hou) is selected.

Net work T ypeNet work T ype Select a network type. In this scenario, only Int ernalInt ernal  is supported.

VPCVPC
Select the VPC where you want to deploy the ALB instance. In this example,
VPC2 is selected.

ZoneZone

Select the zones where you want to deploy the ALB instance. You must select
at least two zones. In this example, Hangz hou Zone HHangz hou Zone H, a vSwitch in
Hangzhou Zone H, Hangz hou Zone IHangz hou Zone I, and a vSwitch in Hangzhou Zone I are
selected.

IP ModeIP Mode
Specify the type of IP address used by the ALB instance. In this example, St at icSt at ic
IPIP is selected.

Edit ionEdit ion Select the edition of the ALB instance. In this example, BasicBasic  is selected.

Inst ance NameInst ance Name Enter a name for the ALB instance.

Resource GroupResource Group
Select the resource group to which the ALB instance belongs. In this example,
Def ault  Resource GroupDef ault  Resource Group is selected.

Step 2: Create a server groupStep 2: Create a server group
1. 

2. 

3. In the Creat e Server GroupCreat e Server Group dialog box, set  the following parameters and click Creat eCreat e.

Parameter Description

Server Group T ypeServer Group T ype
Select the type of server group that you want to create. In this example,
Inst anceInst ance is selected.

Server GroupServer Group
NameName

Enter a name for the server group. In this example, RS1 is entered.

VPCVPC
Select the VPC to which the backend servers belong. In this example, VPC2 is
selected.

Backend ServerBackend Server
Prot ocolProt ocol

Select a backend protocol. In this example, HT T PHT T P is selected.
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SchedulingScheduling
Algorit hmAlgorit hm

Select a scheduling algorithm. In this example, Weight ed Round RobinWeight ed Round Robin is
selected.

Resource GroupResource Group Select the resource group to which the ALB instance belongs.

SessionSession
Persist encePersist ence

Specify whether to enable session persistence. In this example, session
persistence is disabled.

Conf igure Healt hConf igure Healt h
CheckCheck

Specify whether to enable health checks. In this example, health checks are
enabled.

Advanced Set t ingsAdvanced Set t ings
After you enable health checks, you can click Modif yModif y next to AdvancedAdvanced
Set t ingsSet t ings  to configure the advanced settings. In this example, the default
advanced settings are used.

Parameter Description

4. After you create the server group, find RS1 on the Server Groups page and click its ID.

5. Click the Backend ServersBackend Servers tab and click Add Backend ServerAdd Backend Server.

6. In the Add Backend ServerAdd Backend Server panel, select  ECS03 and ECS04 and click NextNext .

7. Set  the ports and weights of ECS03 and ECS04. In this example, port  80 and the default  weight 100
are set  for the ECS instances. Then, click OKOK.

Step 3: Configure a listenerStep 3: Configure a listener
1. 

2. 

3. On the Conf igure List enerConf igure List ener wizard page, set  the following parameters and click NextNext .

Parameter Description

List ener Prot ocolList ener Prot ocol Select a listening protocol. In this example, HT T PHT T P is selected.

List ener PortList ener Port
Specify the listening port that is used to receive and process requests. In this
example, 80 is entered.

List ener NameList ener Name Enter a name for the listener.

Advanced Set t ingsAdvanced Set t ings
You can click Modif yModif y to modify the advanced settings. In this example, the
default advanced settings are used.

4. On the Select  Server GroupSelect  Server Group wizard page, select  RS1, which is created in Step 2. Then, click NextNext .

5. On the Conf irmConf irm wizard page, confirm the configurations and click SubmitSubmit .

6. In the ALB Conf igurat ion WizardALB Conf igurat ion Wizard message, click OKOK. Then, return to the Inst ancesInst ances page.
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If  the health check status of the listener is Healt hyHealt hy, it  indicates that ECS03 and ECS04 can process
requests forwarded by the instance.

Step 4: Create an endpoint serviceStep 4: Create an endpoint service
1. Log on to the Endpoint  Service console.

2. In the top navigation bar, select  the region where you want to create an endpoint  service. In this
example, China (Hangzhou)China (Hangzhou) is selected.

3. On the Endpoint s ServiceEndpoint s Service page, click Creat e Endpoint  ServiceCreat e Endpoint  Service.

4. On the Creat e Endpoint  ServiceCreat e Endpoint  Service page, set  the following parameters and click OKOK.

Parameter Description

Service ResourceService Resource
T ypeT ype

Select the type of service resource to be added to the endpoint service. In this
example, ALBALB is selected.

Select  ServiceSelect  Service
ResourceResource

Select the zones where the service resource is deployed and then select the
service resource.

In this example, Hangz hou Zone HHangz hou Zone H is selected. Then, click + Add Resource+ Add Resource
f rom Anot her Zonef rom Anot her Zone and select Hangz hou Zone IHangz hou Zone I. For Hangzhou Zone H and
Hangzhou Zone I, select the instance that is created in Step 1 as the service
resource.

Aut omat icallyAut omat ically
Accept  EndpointAccept  Endpoint
Connect ionsConnect ions

Specify whether to automatically accept connection requests from endpoints.
In this example, NoNo  is selected.

Whet her t o EnableWhet her t o Enable
Zone Af f init yZone Af f init y

In this example, NoNo  is selected.

Descript ionDescript ion Enter a description for the endpoint service.

After you create the endpoint  service, you can view the endpoint  service whose Service ResourceService Resource
T ypeT ype is .

Step 5: Create an endpointStep 5: Create an endpoint
1. Log on to the Endpoint  console.

Privat eLink Quick St art ··Specify an ALB inst ance 
as a service resource in Privat eLink

> Document  Version: 20220711 23

https://vpcnext.console.aliyun.com/endpointservice/eu-central-1/endpointservices
https://vpcnext.console.aliyun.com/endpoint/eu-central-1/endpoints


2. In the top navigation bar, select  the region where you want to create the endpoint. In this
example, China (Hangzhou)China (Hangzhou) is selected.

3. On the Endpoint sEndpoint s page, click Creat e EndpointCreat e Endpoint .

4. On the Creat e EndpointCreat e Endpoint  page, set  the following parameters of the endpoint  and click OKOK.

Parameter Description

Endpoint  NameEndpoint  Name Enter a name for the endpoint.

Endpoint  T ypeEndpoint  T ype
Select the type of endpoint that you want to create. In this example,
Int erf ace EndpointInt erf ace Endpoint  is selected.

Endpoint s ServiceEndpoint s Service

You can associate the endpoint with an endpoint service in one of the
following ways:

Click Add by Service NameAdd by Service Name and enter the name of an endpoint service.

Click Select  ServiceSelect  Service and select the ID of an endpoint service.

In this example, Select  ServiceSelect  Service is clicked, and the endpoint service that is
created in Step 4 is selected.

VPCVPC
Select the VPC to which the endpoint belongs. In this example, VPC1 is
selected.

Securit y GroupsSecurit y Groups

Select the security group to be associated with the endpoint elastic network
interface (ENI). The security group can control network traffic from VPC1 to the
endpoint.

Not e Not e Make sure that the rules in the security group allow access to
the endpoint ENI.

Zone and vSwit chZone and vSwit ch

Select the zone of the endpoint service and select a vSwitch in the zone. The
system automatically creates an endpoint ENI and attaches it  to the vSwitch.

In this example, Hangz hou Zone HHangz hou Zone H is selected and a vSwitch in the zone is
selected. Then, click + Add vSwit ch+ Add vSwit ch, select Hangz hou Zone IHangz hou Zone I, and then
select a vSwitch in the zone.

Descript ionDescript ion Enter a description for the endpoint.

After you create the endpoint, you can view the domain names and IP addresses of the zones.

Step 6: Accept connection requestsStep 6: Accept connection requests
To establish an endpoint  connection, the endpoint  service must accept the connection requests from
the associated endpoint. Then, VPC1 can use the endpoint  to access the endpoint  service.

Not e Not e Skip this step if  you set  the Automatically Accept Endpoint  Connections parameter to
Yes in Step 4.

1. 

2. In the top navigation bar, select  the region where the endpoint  service is deployed. In this example,
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China (Hangzhou)China (Hangzhou) is selected.

3. On the Endpoint s ServiceEndpoint s Service page, find the endpoint  service created in Step 4 and click its ID.

4. On the details page of the endpoint  service, click the Endpoint  Connect ionsEndpoint  Connect ions tab, f ind the
endpoint  that you want to manage, and then click AllowAllow in the Act ionsAct ions column.

5. In the Allow Connect ionAllow Connect ion dialog box, select  the Allow connect ions and aut omat icallyAllow connect ions and aut omat ically
allocat e service resources.allocat e service resources. check box and click OKOK.

After the connection requests are accepted, the status of the endpoint  connection changes from
Disconnect edDisconnect ed to Connect edConnect ed. Then, the endpoint  service can process requests from the endpoint.
You can use the domain names and IP addresses of the zones in Step 5 to access the endpoint  service.

Step 7: Test network connectivityStep 7: Test network connectivity
After you perform the preceding operations, VPC1 can access VPC2 through private connections. The
following sect ion shows how to test  the network connectivity.

Not e Not e In this example, the Windows Server 2012 operating system is installed on ECS01 and
ECS02. The Alibaba Cloud Linux operating system is installed on ECS03 and ECS04. For more
information about how to test  the network connectivity of servers that run other operating
systems, refer to the user guides of the operating systems.

Check whether ECS01 in VPC1 can access services on ECS03 in VPC2.

i. Log on to ECS01. For more information, see Connect to an ECS instance.

ii. Open a browser on ECS01.

iii. Enter the domain name or IP address of Zone H from Step 5 in the browser. In this example, the
domain name of Zone H is entered. The following figure shows the test  result .

The test  result  shows that ECS01 can access the services deployed on ECS03.

Check whether ECS02 in VPC1 can access the services on ECS04 in VPC2.

i. Log on to ECS02.

ii. Open a browser on ECS02.

iii. Enter the domain name or IP address of Zone I from Step 5 in the browser. In this example, the
domain name of Zone I is entered. The following figure shows the test  result .

The test  result  shows that ECS02 can access the services deployed on ECS04.
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ReferencesReferences
CreateVpcEndpointService: creates an endpoint  service.

CreateVpcEndpoint: creates an endpoint.

AttachResourceToVpcEndpointService: adds a service resource to an endpoint  service.

EnableVpcEndpointConnection: accepts connection requests from an endpoint.

AttachSecurityGroupToVpcEndpoint: adds an endpoint  to a security group.
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