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P2 R RERAAR S ZAFARR. RPERANEEFBERANAST. NRERZN
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1.
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BRBE" AN "HAEITNAE BORTIRMASN, WEZAENERANENR EREXE NRMAENIIN
EREFEMFES, ERNEERBREBNAEASTIVERE. =B, EAM. TEESERE
HARREERORIE. EETRM. 2FHNABRATH., ERREHAXEMAEETEHER
ZFMEN, MEAAFKERMTERERE, ERATERT, WERPAHEMEEYE. ERIME.
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BERM/FEXKATFERE, EUAARGEEEA. K. EF. AFERE. KT, 86, X
TRAFRKEMEZNGEG, FREFIAE. W, REMEZBLETERE, FOARTAT
HIEH. IS, EERECENER. AMAEFHNERNER (EFEERRTRMRAHIUA
ARAEE "WEZR" . "Alyun” | "AR" FAEZMN/HEXKATME, ERREIHE
HERERIEAXOUABTER. S, BIR. F@IRSER, 82, BRFR. f7&. 7R
HBIFERHREE =TTREBIRFITEZM/HEXKAT)

- MERRAXEFEEAHER, FENERGEEREKR,
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(13 &](alb] RRUER, ESEEFE— ipconfig [-all|-t]
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1 OpenAPI =

RO BRI MQTT JRIZLLAT4EX OpenAPI #0,
Token R FHERSS281EO
WEEOBENNARSZSEA.

OpenAPI fiiA

ApplyToken A ApplyToken BiEIREYiHRIAY Token,

QueryToken B A QueryToken 46 Token BYB U4,

RevokeToken i A RevokeToken m#H Token,

Group E1Ei&0

OpenAPI %

CreateGroupld B R CreateGroupld SIZZEHUE RS MQTT MRSEA T 89
Group ID,

DeleteGroupld i A DeleteGroupld M BRERCE RG] MQTT hRSLHI T Y
Group ID,

ListGroupld i@ F ListGroupld EWEHFES S MQTT hRLAI TEY Group
ID,




2 fRAAN

HEEBEBAGI MQTT hR™~= G@iEO 23 HTTP @A . SDKiEFA] OpenAPI Explorer A,

HTTP A

HOEERASI MQTT ARHEY APl 2 RPC XUA&, &ZT]LUEE &3X HTTP GET &KiEAHUE KBS MQTT
KRB AP,

HiEREMUWT:
http://Endpoint/?Action=xx&Parameters

Hdh:

Endpoint: H{ES AT MQTT kY API BYRRSZIEAMLE S onsmatt.
[regionld].aliyuncs.com, [regionld] #5155 MRS Hidlt,

Action: EHITHRIE, AR ApplyToken k&% Token,

Version: EEMAE APIIRA, RKUERBATI MQTT iREI API fRZAZE 2020-04-20,

Parameters: FKk&%, 81M8#zEH "&" 2R,

BERBHELLIERSEHN AP BEXSHAN . AHBHDPER APIHRAS . BHWIEFE

SDK A

Ml B =HAGE R BAGI MQTT MRIZESiESH SDK, MR SDK 2 EXBFHNELENTE, HEFEA, ¥
1FiE2 WIKEL OpenAPI B9 SDK,

OpenAPI Explorer i#H

OpenAPI Explorer T[fl4k8) APIER IR, BdiZTHE, ZuULEIMNRHEGSTARS @
AR API iz EFFIRES API, BEEEXH AP ERFIREILER, HEMEN SDK BRI,

RO LAE 43518 OpenAPl Explorer 8/ APl tB o] LUEIE APl A4t E9iE R Thseit T A .
BR S5t

HEEBAG) MQTT AREY APl #EABBIEA onsmatt.[regionid].aliyuncs.com, Edt, [regionid]
AHLEEBAGI MQTT hRSLHIFTE#IEEAY ID,

HEHEEBAG) MQTT ARSZHFE OpenAPI Hhls, PARITRE) regionld 1 domain I &R,


https://api.aliyun.com/#/

Hb i3 2 FR

regionid

domain

AW

mgq-internet-access

onsmqtt.mg-internet-access
.aliyuncs.com

£7R1 (Fu)

cn-hangzhou

onsmagtt.cn-hangzhou.
aliyuncs.com

#£R2 (L£8) cn-shanghai onsmagqtt.cn-shanghai.
aliyuncs.com

#£i61 (FB) cn-gingdao onsmaqtt.cn-gingdao.
aliyuncs.com

#£ik2 (JE=R) cn-beijing onsmgtt.cn-beijing.aliyuncs

.com

#1463 (k=xMA)

cn-zhangjiakou

onsmgtt.cn-zhangjiakou.
aliyuncs.com

fedbs5 (IFHNIEST)

cn-huhehaote

onsmgqtt.cn-huhehaote.
aliyuncs.com

@ GRIN

cn-shenzhen

onsmgtt.cn-shenzhen.
aliyuncs.com

hE (&%)

cn-hongkong

onsmgqtt.cn-hongkong.
aliyuncs.com

N (FHANE)

ap-southeast-1

onsmgtt.ap-southeast-1.
aliyuncs.com

BARIL (&)

ap-southeast-2

onsmqtt.ap-southeast-2.
aliyuncs.com

kAT (HEHK)

ap-southeast-3

onsmqtt.ap-southeast-3.
aliyuncs.com

ENERAEI (HEMX)

ap-southeast-5

onsmgtt.ap-southeast-5.
aliyuncs.com

BAR (R=)

ap-northeast-1

onsmqtt.ap-northeast-1.
aliyuncs.com

BE CE=%=E)

eu-central-1

onsmgqtt.eu-central-1.
aliyuncs.com

us-west-1

onsmaqtt.us-west-1.aliyuncs.
com

#£R1 &=

cn-hangzhou-finance

onsmgtt.cn-hangzhou-
finance.aliyuncs.com




Hb i3 2 FR

regionid

domain

#m1 el

cn-shenzhen-finance-1

onsmgtt.cn-shenzhen-
finance-1.aliyuncs.com

R Rl

cn-shanghai-finance-1

onsmgtt.cn-shanghai-
finance-1.aliyuncs.com

12 MEKS T

cn-north-2-gov-1

onsmgtt.cn-north-2-gov-1.
aliyuncs.com




3 3% OpenAPI B SDK

AN BHGE BT MQTT kR OpenAPI B#ZiEE SDK B T &bttt .
#OHEEASI MQTT AR OpenAPI & SDK IFLAT 5 MiES, SESRA) SDK THMI TR

BE Ttk

Java aliyun-java-sdk-onsmqtt
Python aliyun-python-sdk-onsmqtt
.NET aliyun-net-sdk-onsmqtt
PHP aliyun-php-sdk-onsmqtt
Go aliyun-go-sdk-onsmqtt



https://open.aliyun.com/sdk?language=java&product=onsmqtt
https://open.aliyun.com/sdk?language=python&product=onsmqtt
https://github.com/aliyun/aliyun-openapi-net-sdk/tree/master/aliyun-net-sdk-onsmqtt
https://open.aliyun.com/sdk?language=php&product=onsmqtt
https://open.aliyun.com/sdk?language=go&product=onsmqtt

4 ZHHH

ARIE AP 9= 2EA, EEA API HRFIEZSXE APIEREIES (Signature) #HITEHHR
IE, TR HTTP & Z HTTPS MURRIER, HREEFRPEIERER,

#EiR
RPC APl 21 PATHIL7E APIEKREY Query RIEANEZ (Signature) .

https://Endpoint/?SignatureVersion=1.0&SignatureMethod=HMAC-
SHA1&Signature=CT9X0VtwR86fNWSnsc6v8YGOjuE%3D&SignatureNonce
=3ee8c1b8-83d3-44af-a94f-4e0ad82fd6cf

Endpoint: H{;H2BA% MQTT kA API BYBRSSEA ML onsmatt.
[regionlid].aliyuncs.com, [regionld] i¥1EiES MRS Hdt,

SignatureMethod: &£/, BREIXIF HMAC-SHAT,

SignatureVersion: SZEXRA, BRIRAR 1.0,

SignatureNonce: H—[EHE, BATFHLERNZERKE, BEARIFEREEMERARRBIFENE
B, BIERBERKE—RAT UUID (Universally Unique Identifier) ,

Signature: {£ AccessKeySecret 3HiERFITHRMNBEERNESZ,

BL2E5E1E RFC 2104 HMAC-SHAT #158, £ AccessSecret X4wi3. HEFEHEMERBHE
HMAC EfEASE, ELNAEZEBEREBEN—L2H, BTSN APIBERABAE, FUSEHNE
RtARMER, USZAXNRELE, HESEE.

Signature = Base64( HMAC-SHA1( AccessSecret, UTF-8-Encoding-0Of(
StringToSign)) )

PR—: MEGSERFTEH
1. FERIERSHEEMNTHIERERE (Canonicalized Query String) ,

a. BRBHYBRNFHRIAFIIERPAENBERSY (BEAXBERSHENEONBEXS
#, EREEQAHBERSHPHN Signature B#) #H1THF.

i%ER:



SfEM GET 73R RIEKEY,

XESHHMEIEK URI FEISEERa, BDURI b “?" Z/EH

"OEENES,
b. JHEFE Z EHIE KRS FRFE D B E UTF-8 ZHFE#IT URL /B, FHEMNISSET
io
FHF HBAR
A-Z, a-z#10-9 AR N
Il_ll . II_II . II-II *u
HEFR WIBAL %XY I, Ed XY 2FRFXIR ASCI 5389 16 4

FR. PINIENXHNEIS (") MUHHEBHR %22,

¥ R8I UTF-8 =R

WIBAK %XY%ZA... BB,

XEHRg

H

Bt

MDA %20, MAZMS (+)

ZRE AR —REE A application/x-www-form-
urlencoded MIME S8R RIBEE ($I40 Java tREREDE]
java.net.URLEncoder BY5CH ) FEXS, REBETILAS
RREENS R HITRS, RARERBENFRSEPEM
S (+) B %20, S (*) B B2A, %7E BHEOEDK
RS (~) , BIOJBE LAMUERNRBFFE, AEET
DA T E# percentEncode J5353R 5L :

private static final String ENCODING = "UTF-8";

private static String percentEncode(String value)
throws UnsupportedEncodingException

return value != null ? URLEncoder.encode(value,
ENCODING).replace("+", "%20").replace("*", "%2A").
replace("%7E", "~") : null;

}

C. BREENSHIMAERRE

=

F5 (=) #HITER,

d. BESERFINSHASERSR  HEFNIFRRER "&" HS5EER, BFIMTEHIFR

FRSH.

2. BE—THENHEAFFHRBTEOANEERFERNFHES,

StringToSign=
HTTPMethod + “&"

percentEncode( “/" )+" &" +




percentEncode(CanonicalizedQueryString)

Hrh:

+ HTTPMethod RR3IIEXKAH HTTP 7335, 40 GET,

percentEncode( “/" ) 2% _EiRHY URL mBBMUIIZERF /" #HITHEBESEE, B

%2F,

- percentEncode(CanonicalizedQueryString) 2xt48 | PHIENIERFZRERSE i
A8 URL BN RBEFRNFHE,

SR_: HEERE

1. ¥R RFC2104 MEX, HESFEZ/FREH (StringToSign) B9 HMAC {&,

EA:
HEEZMEAN Key Si2FIEFEH AccessKeySecret HilE—1 “&" F
F (ASCI:38) , ERNEFEEER SHAT,
2. 1% Base64 HIBMNIE LEEY HMAC BEREHFFH, BISEIEZE (Signature)
3. B3NSR EIERN Signature SERMENEKRSE P,

i%ER:
BINSZEEENRENERSHERRNENHEESH—H, 2B RFC3986 BIFNI#T
URL 415,

R

LA DescribeRegions APl /34ll, {RiZ{EFAEY AccessKeyld 3 testid, AccessKey Secret 3

testsecret, EZHIHIER URL 1T :
http://ecs.aliyuncs.com/?Timestamp=2016-02-23T12%3A46:24Z&Format=XML&
AccessKeyld=testid&Action=DescribeRegions&SignatureMethod=HMAC-SHA1&SignatureN

once=3ee8c1b8-83d3-44af-a94f-4e0ad82fd6cf&Version=2014-05-26&SignatureVersion=
1.0

A testsecret&, HEBINSZER:
OLeaidS1)vxuMvnyHOwuJ+uX5qY=
=EHBEE1ES Signature SHMMAZI URL iEKD, &ESEIA URL A:

http://ecs.aliyuncs.com/?SignatureVersion=1.0&Action=DescribeRegions&Format=XML
&SignatureNonce=3ee8c1b8-83d3-44af-a94f-4e0ad82fd6cf&Version=2014-05-26&
AccessKeyld=testid&Signature=0LeaidS1JvxuMvnyHOwuJ+uX5qY=&SignatureMethod=
HMAC-SHA1&Timestamp=2016-02-23T12%3A46%3A24Z


https://tools.ietf.org/html/rfc3986

5 RAM %4

FUBEBRATI MQTT IR E B 2B I 2 =835 a)42 %) RAM (Resource Access Management) 7=
@I, £ RAM TJLULEE R SHMBAFXEZRKS 24, B) AccessKey (B8 AccessKeyld
0 AccessKeySecret) , IRBEAAFPRE/IMIR, ZEEH RAM IkSEARRIE = OpenAPI 51, &
EF K-S B G BAKEXS RAM MK S#ETEAN,

#5545 2 BAF MQTT KREY Resource 5 Action B33 R AE W)

b, L. Topic 1 Group &A—Ffh Resource, XX Resource EFHIRED A
Action, Topic ] Group & Resource i Z AN ELFI 2B E BT MR, BoJEEH S 936
HFBENHEELARESEmETE,

o[ IRIBAGE S BAS) MQTT AR OpenAPI
TERINZET HESRAS MQTT AR oJ#EiX ) OpenAPl REHEIRF R,
i%ER:

MFE B EHCESBAZI MQTT kY OpenAPl, NFHHIEHFIERAG MQTT AREAIFIAER, BD
mq:MqttinstanceAccess R,

B E{ERES M#unique_15,



API Resource @ &1§ Resource @& 1§ Action i
X (XPxHmE=E) |X (ZHBEHLSZiE)
RevokeToken « Sf): acs:mag:*:*:{|. LfI: acs:mg:*:*:{|- mq:Mqttinstan
mqttinstanceld} mqttinstanceld} ceAccess
- Topic: acs:mq - Topic: acs:mq - mq:RevokeToken
*:*:{topic} *:*:{storelnsta
QueryToken - GroupID: acs:mq nceld}%{topic} * mg:Mgttinstan
:*:*:{groupld} - Group ID: acs:mq ceAccess
*:*:{mqttinstan mq:QueryToken
celd}%{groupld}
ApplyToken + mq:Mqttinstan

CreateGroupld

DeleteGroupld

ListGroupld

Il gy
{storelnstanceid} {5
WA HENTFA
1L 3LHIEY ID, ROl
=l & EFIFR T
EREDE T AL
LY 1D,

ceAccess
+ mq:ApplyToken

mq:Mqttinstan
ceAccess

« mq:CreateGroupld

 mq:Mqttinstan
ceAccess
+ mq:DeleteGroupld

«  mq:Mqttinstan
ceAccess
« mq:ListGroupld




6 XHEH

AXNBEMEROBFZRERANBERSHNRLOSH,

nerAccount

SR B EEY (R
il
Format String | & REGEEHEN., BUA:
JSON (BRIAME) | XML
Version String |2 APIIRAS, FRAYYYY-MM-DDHEAE=, BUE:
2020-04-20
AccessKeyld |String |2 MRS ERES ID,
Signature String |2 ERERA,
SignatureM |String |2 sE2AX, BE:
ethod
HMAC-SHA1
Timestamp String | 2 BEREEEE, AR, FH UTC BHEikiR 1S08601 #x
H, A YYYY-MM-DDThh:mm:sszZ,
fFlan, JLEREHE 2013 FE 1B 10H 20 R0 0/, RRA
2013-01-10T12:00:00Z,
SignatureV String | 2 FREERAK, BYE:
ersion
1.0
SignatureN String |2 WE—RENLE, BT IENEERINE.
onee FERRE KB AR R EARE.
ResourceOw |String | & AR APLBEXRIFRZNERBAEEKR,, IERAFSA,

RNIEFRSHTH

http://onsmaqtt.[regionld].aliyuncs.com/?Action=[ApiName]
&TimeStamp=2020-05-19T10%3A33%3A56Z

&Format=xml
&AccessKeyld=testid




&SignatureMethod=Hmac-SHAT1
&SignatureNonce=NwDAxvLU6tFEODVb
&Version=2020-04-20
&SignatureVersion=1.0
&Signature=[Signature]

AHEESH

APIREIZERXBRE—ERN, FRAMINRENAIERE XML 0 JSON ik, TJUERZIERIVEE
RENHIEE, AR XMLER, 8EORER, TERNEER, RAHRE—PMHE—IRSIE
Requestid,

IR[E] 2xx HTTP RSB ERIBRAKII .
IR[E] 4xx 3 5xx HTTP RSB ERSBAHEKXMK,

NHIFEIRESHRA
EOABAINESEREEDREISEHMERK ID, XHENIREZEFIRE, HTTP RS A 2xx,
- XML #&=

<?xml version="1.0" encoding="utf-8"?>
<'_£i%8’]m—ﬂ R-->
<#E[O&ZFR+Response>
<!—IR[EE KRIREE-->
<Requestld>4C467B38-3910-447D-87BC-AC049166F216</Requestid>
<!—iR[B| 5 R ¥ 4E-->
</#0&FR+Response>

- JSON #=

"Requestld" "4C467B38-3910-447D-87BC-AC049166F216",
}*J&@ 5 RER"/

FHERERA XML FE

ENRAAYER, SREFRSG. FRESMEKXID, XFMNREIRRFEIRE, HTTP RESH
73 4xx & 5xx, MO LMRIEEOEIRE BRI RHERE, HETEHELRADR
B, BRI REKREA, #EIEEPEEEH Requestld,

- XML 74

<?xml version="1.0" encoding="UTF-8"?><!-- 5 B IR L5 -->
<Error>

<Requestld>540CFF28-407A-40B5-B6A5-74BXXXXXXXXX</Requestld> <!--3&3K ID--
>

<Code>MissingParameter.Commandld</Code> <!--f&1RH5-->

<Message>The input parameter “Commandld” thatis mandatory for
processing this request is not supplied.</Message> <!--{£iZ5 &-->


https://selfservice.console.aliyun.com/ticket/createIndex.htm?spm=a2c4g.11186623.2.13.703a28d1SXtMMP

</Error>

- JSON =4l

"Requestld": "540CFF28-407A-40B5-B6A5-74BXXXXXXXXX", /* {&K ID */

"Code": "MissingParameter.CommandId", /* 5121 */

"Message": "The input parameter “Commandid” that is mandatory for
processing this request is not supplied. /* {258 */

}



7 QPS [R!

AN BHGE RS MQTT fRARSS In &4 O B9 AR
FOER A MQTT hRRSS IR RO KIEAE QPS 2§, 2AME:

API 89 QPS R, B TiZMRHINSEIRR, RRIEFMS SLA BIRE.
BAIP A QPS =28, B TZREINSHTEHE,

BARRRESEIN TR

API API QPS fR I BEAMIP HO QPS
ApplyToken 1000 1000
QueryToken 1000 1000
RevokeToken 5 1000
CreateGroupld 1000 1000
DeleteGroupld 1000 1000
ListGroupld 1000 1000




8 fRixtiAJIR

W2 A LA BAGE R BAZI MQTT AREY OpenAPl, NISR[E4E Fis ResponseCode=200; MR
BE&M, SRENNHNEEHERBURERER, BoJBRBEUTREGEENRBRESHXI NABRS
%o

Token X8R5

HttpCode |$&iR%3 HiRER iR

404 ApiNotSupport The specified API is not HEEOATR, BRE,

supported.

400 ApplyToken You have applied for tokens | Bi% token $iRi3 5, RER
OverFlow too many times. Please try |, B&E.

again later.

400 CheckAccou An error occurred while fRAT STS token IKEE R K
ntinfoFailed checking the account M,

information by the STS
token.

400 InstancePe An error occurred while SR PRIRIG R, 1ETRIAGRL
rmissionCh validating the permission JEHEBAGI MQTT hRSLHIBIERE
eckFailed s of the instance. Please X RURIERERE,

verify the account that
created the instance and its
permissions settings.

500 InternalError An error occurred while HUEEDBAGI MQTT IREIRIRS

processing your request. Try | 8%, FER.
again later.

400 ParameterC An error occurred while SHRWEW, TTREERKE
heckFailed validating the parameters [ ANEIE%.

. The parameters may be
missing or invalid.
400 Permission An error occurred while BENRRIEEY, BREL
CheckFailed validating the resource 5. Topic 1 Group ID B9Fr/E
permissions. Please check | X PRFBANEL,
the account that created the
instance, topic, and Groupld
, and check their permission
settings.




%S

validating the parameter
. The parameter may be
missing or invalid.

HttpCode |iR%3 SiRER fii ik

500 SystemOverFlow |An error occurred while RARR, BERA,
processing your request.
Please try again.

400 InvalidParameter. | An error occurred while SHRWEW, TTRERKHE

(EUNEEIS7 R

Group ID #X$&iR1D

HttpCode |$&iR3 Si=RER fiiA

500 CreateGrou Failed to create Groupld. Try | €l Group ID &KHITE
pldError again later. W, wHEEER.

400 GroupldAlr The specified Groupld 2HJ Group ID EEFE,
eadyExsited already exists.

400 GroupldAlr The current Groupld is used | 2 Group ID EL#EMBAF
eadyUsedBy by another user. Please 5, EEREMEZIR,
OtherUsers change to a different

Groupld.

500 InternalError An error occurred while MQTT FiRRERE, B
processing your request. Try |ix,
again later.

400 ParameterF Failed to validate the SERWEM, oJeefRkaE
ieldCheckFailed |parameters. The parameters | fE NE3E%,

may be missing or invalid.

400 InstancePe An error occurred while SCHIRR PRI R, 1BHRIAGRL
rmissionCh validating the permission HEBAG MQTT MRLAIBI TR
eckFailed s of the instance. Please KAURFEEDE,

verify the account that
created the instance and its
permissions settings.
400 InstanceNotFound | Failed to find the instance | Foi%#ZI LA,
. The instanceld may be
invalid.




permissions. Please check
the account that created the
instance, topic, and Groupld
, and check their permission
settings.

HttpCode |EiRt5 HiRER iR
400 Permission An error occurred while BENRRIWEM, EREL
CheckFailed validating the resource 5. Topic 1 Group ID B9Fr/E

IR PRAN AR

hEERPLEEESHIRS.



https://error-center.aliyun.com/status/product/OnsMqtt

9 Token R RS &31& 00

9.1 ApplyToken
T ApplyToken GlIZ & B 5@ Token,

ERE=R

315 Token 89RO NZ AN ARSHRARE, NARSSHREIE MOTT EFEHNNREREABE ik
[ MQTT fR$528ER15 Token, 1¥EIES I Token £AUMEIA,

5E A PR
BRAPERMIRE A 1000 %/B. MBEFHREKR, BREXIEHE,
i

RO LAEOpenAPI Explorerdh BiZiZ(TiZ#E O, &XEHESZNEIN, E17HIE, OpenAPI
Explorero] LAB & & AL SDKAEB R,

ERBH

£=1 E3:4) _rEBERE |RHIE iR

Action String

fio

ApplyToken REMESE. BRE: ApplyToken

Actions String

fim
pe]

Token BUARPREEY, BUEIRBBINT :

R: REENR,
W: REENR,
RW: RENEHEEMENNE, R
MwzZzRHZERES (,) B,

ExpireTime Long 1578399620000

el

Token XMMEMEE, AFRE
HEMER/NERZ 60 #, &KA 30
Ko, MRWMANRESBIT 30X, #
BEROASME, ELRENETEN
30 X,



~~54226~~
https://workorder.console.aliyun.com
https://api.aliyun.com/#product=OnsMqtt&api=ApplyToken&type=RPC&version=2020-04-20
https://api.aliyun.com/#product=OnsMqtt&api=ApplyToken&type=RPC&version=2020-04-20

=1

BEpiE | RYIE

fiik

Instanceld

fim

post-cn-
Oppl12gl****

HOHRBAGI MQTT hRLFIEY ID, —
TEEMZE P inSEiRERISLA 1D T
BC, iz SEhliFEoTUmRE,

Regionld

String

[l

mgQ-internet-
access

OB EBAGY MQTT hRSLYFRFEAEL (

Region) ,

Resources

String

fim

TopicA/+

®IRBFR, B MQTT Topic, &4
Topic LUES (,) 7708, 81 Token
REZBTIRIE 100 MER, 3581
Topic B, FEZRBRFHINFHFF.
BBi5 Token BHEMEV RS H I
MQTT BEFIEE, BRMSERE
BHF (+) HSSRBEFN (#) .

Blan, tNSRERIE Token BY4EE
resources JJ “Topicl/+" , %
FUs AT LURIE “Topicl/xxx” BI4E
= Topic; IR EAIE Token BHIEE
resources & “Topicl/#" , X
Pimal LURIE  “Topicl/xxx/xxx/
xxx" BMERZ L Topic,

EE#1E

E=1

HlE iR

Requestld

31782AAF-DOCC F AL

-44C3-ABFD-
1B500276F8CD

MEXRE ID #EHE—H,

W
%
&




R

B 2]

HlE

ik

Token String

LzMT+XLFL5s
/YW)/MIDz4t
/Lg5HCTiIGU1
P28HAMaxyYx
n8aQbALNtm
[7QZKI9L9k
Pe6LqUb95t
EVo+zUgOogs9
+jZwDUSzsd4
X4qaD3n2Tr
BEuMOQqgKKkk1
Xdrvu9VBQQ
vlYbz7MJwWZ
DYC3DIlw7gL
Er33Cuj54i
IhagtBi3ep
StJitsssWs
70tY9zhKOS
Zxhr49G3do
bh35mwyP18
EMvDas8Ulz
eSozsSrujN
UgZXOGKOPE
BSd+rwWMGDJICt6
GFmJgm2JFY7PJwf
/700SmUYIYF
s50/PuPpoTMF
+hcVXMs+
0yDukIMTOz
GIM3t8k36P
VrghFmnKé6p
C3Rt3mibjw****ng

BR55 IR B89 Token B,

= | kB8
B3R EIR Token RN BMIEAIEE .
XA ERIZ

BRAH

http(s)://[Endpoint]/?Action=ApplyToken

&Actions=R
&ExpireTime=1578399620000

&Instanceld=post-cn-0pp12gl****

&Regionld=mg-internet-access
&Resources=TopicA/+




Q<PHIE RS>

IEHIR @ 74

XML &=

<Requestld>31782AAF-D0OCC-44C3-ABFD-1B500276F8CD</Requestld>
<Token>LzMT+XLFl55/YW)/MIDz4t/Lg5HCTiGUTP28HAMaxYxn8aQbALNtmI7QZKI9L9k
Pe6LqUbI5tEVo+zUq00gs9+jZwDUSzsd4X4qaD3n2TrBEUMOgKkk1Xdrvu9vVBQQ
vIYbz7MJWZDYC3DIW7gLEr33Cuj54ilhagtBi3epSt)itssswWs70tY9zhK0OSZxhr49G3d0
bh35mwyP18EMvDas8UlzeSozsSrujNUgZXOGKOPEBSd+rWMGDJICt6 GFm)gm2JFY7Pjwf/
700SmUYIYFs50/PuPpoTMF+hcVXMs+0yDukiIMTOzG9Im3t8k36PVrghFmnK6pC3Rt3mibjw
¥***ng==</Token>

JSON &=

{
"Requestld": "31782AAF-DOCC-44C3-ABFD-1B500276F8CD",

"Token": "LzMT+XLFL5s/YW)]/M|Dz4t/Lq5HCT1iGUTP28HAMaxYxn8aQbALNtmLl7QZKI9L9k
Pe6LqUb95tEVo+zUgq00gs9+jZwDUSzsd4X4qaD3n2TrBEuMOqgKkk1Xdrvu9VBQQ
vIYbz7MJWZDYC3DIW7gLEr33Cuj54ilhagtBi3epSt)itsssws7otY9zhKOSZxhr49G3d0
bh35mwyP18EMvDas8UlzeS0zsSrujNUqZXOGKOPEBSdA+rWMGDJICt6 GFmJgm2JFY7Pjwf/
700SmUYIYFs50/PuPpoTMF+hcVXMs+0yDukiIMTOzG9m3t8k36PVrghFmnK6pC3Rt3mibjw

*kkk

ng::"
}
HixE

HttpCode |{&iR13 Si=RER fiiA

404 ApiNotSupport The specified API is not HEHEOAXFR, #RE

supported.

400 ApplyToken You have applied for tokens | B35 token R3S, R4AKR
OverFlow too many times. Please try |ii, BEid

again later.

400 CheckAccou An error occurred while fRHT sts tokenlk S5 R LM
ntinfoFailed checking the account

information by the STS
token.

400 InstancePe An error occurred while SEHIRRRARIG R, BHIA
rmissionCh validating the permission MQTT ZHIBIETE X R AKRE
eckFailed s of the instance. Please RS

verify the account that
created the instance and its
permissions settings.

500 InternalError An error occurred while MQTTEIRREZSRE, BEIRL

processing your request. Try
again later.




HttpCode |§&iR%3 SiRER fii ik
400 ParameterC An error occurred while SHRIKM, TJRETRATE
heckFailed validating the parameters |[fEAEIEE
. The parameters may be
missing or invalid.
400 Permission An error occurred while BWENRRIEY, BEREL
CheckFailed validating the resource ). Topic 1 Groupld B9Fr/E
permissions. Please check | {XPRFNIZANEBE
the account that created the
instance, topic, and Groupld
, and check their permission
settings.
500 SystemOverFlow |An error occurred while RARR, BERA
processing your request.
Please try again.
400 InvalidParameter. | An error occurred while SHRIKM, oJReREHE
%S validating the parameter ENEIEE
. The parameter may be
missing or invalid.

mEERPOERESHEIRE.

9.2 QueryToken
I QueryToken X% Token 9B UM,

fERE=R

156 Token BYRO N IZHANARSHRARE, NARSROILMER QueryToken #EOHIAE Token
EEBR. *FES N Token ENHIA,

sk A PR

BRPERBEREIZ 1000 X/#. WEBHHER, BRRXIEHE,

i

& T LATEOpenAPI Explorerdf HIZiZ1TiZ#E O, X HESZNRAI, E1T7MINE, OpenAPI
Explorero] LAB s & p SDKAR BB R .
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EREH

E21 7 i) BEYiE | RHIHE iR
Action String = QueryToken REMESH . BUE: QueryToken
Instanceld String = gost{;n[**** PO B AB MOTT BRSZBING 1D, —
pplZig
EEMZ K EhRERISEA ID T
B, FEi= e SEGI¥ B TTUEmIRER,
Regionld sting 1= MAUintemet- | s 8IN5) MQTT KRSEPIFTE S,
access




B 2] rEwiE |wHIE fiik

LzMT+XLFl5s
/YW)/MIDz4t
/Lg5HCTiIGU1
P28HAMaxYx
n8aQbALNtm
[7QZKI9L9k
Pe6LqUb95tEVO
+zUg00gs9+
jZwDUSzsd4
X4qaD3n2Tr
BEuMOQqgKkk1
Xdrvu9VBQQ
vliYbz7MJwZ
DYC3Dlw7gL
Er33Cuj54i
lhagtBi3ep
StJitsssWs
70tY9zhKOS
Zxhr49G3d0
bh35mwyP18
EMvDas8Ulz
eSozsSrujN
UgZXOGKOPE
BSd+
rwMGD]JICt6
GFmJgm2JFY
7PJwf/
700SmUYIYF
s50/PuPpoTMF
+hcVXMs+
OyDukIMTOz
GImM3t8k36P
VrghFmnKeép
C3Rt3mibjw****
ng==

fim

Token String fREE M Token,

RO#E

£=1 e =PlfE iR

Requestld String 5C8AADDO0-6A95 %
-436D-AFAO-
3405CCE36A24

5>
s
W
=
22

MMEKRH ID 2 HE—HY,




am b3 whlE T iR
TokenStatus Boolean true IREF AR Token BOAS. BUEBLEEM
T:
- true: iZ Token B,
- false: % Token £,
AN
IERGN]
http(s)://[Endpoint]/?Action=QueryToken
&Instanceld=post-cn-0pp12gl****
&Regionld=mgq-internet-access
&Token=LzMT+XLFl5s/YW)/MIDz4t/Lg5HCTiGUTP28HAMaxYxn8aQbALNtmI7QZKI9L9k
Pe6LqUb95tEVo+zUq00gs9+jZwDUSzsd4X4qaD3n2TrBEUMOqgKkk1Xdrvu9VBQQ
vIYbz7MJWZDYC3DIW7gLEr33Cuj54ilhagtBi3epSt)itsssWs70tY9zhK0OSZxhr49G3d0
bh35mwyP18EMvDas8UlzeSozsSrujNUGZXOGKOPEBSd+rWMGDJICt6GFm)gm2JFY7P)wf/
700SmUYIYFs50/PuPpoTMF+hcVXMs+0yDuklIMTOzG9m3t8k36PVrghFmnK6pC3Rt3mibjw
****ng==
&<AHIERSH>
IE IR B 7R~
XML &=
<QueryTokenResponse>
<Requestld>5C8AADDO0-6A95-436D-AFA0-3405CCE36A24</Requestid>
<TokenStatus>true</TokenStatus>
</QueryTokenResponse>
JSON #&=,
{
"Requestld": "5C8AADD0-6A95-436D-AFA0-3405CCE36A24",
"TokenStatus": true
}
fEiREg
HttpCode |$&iRE5 BiRER iR
404 ApiNotSupport The specified API is not HAHEOARXE, BRE
supported.
400 CheckAccou An error occurred while f# AT sts tokenk S5 2 LM
ntinfoFailed checking the account
information by the STS
token.




%s

validating the parameter
. The parameter may be
missing or invalid.

HttpCode |$&iR3 HiRER iR
400 InstancePe An error occurred while SLHIRPRRBR LM, BHHIA
rmissionCh validating the permission MQTT BRI fE X R AR
eckFailed s of the instance. Please RS
verify the account that
created the instance and its
permissions settings.
500 InternalError An error occurred while MQTTRIRRZRE, BER
processing your request. Try
again later.
400 ParameterC An error occurred while SHRHKW, TIgEREAHE
heckFailed validating the parameters |[fEAEIEE
. The parameters may be
missing or invalid.
400 Permission An error occurred while BRENRRIWEM, EREL
CheckFailed validating the resource 5. Topic %0 Groupld B9Fr/E
permissions. Please check | PRFIIZAELS
the account that created the
instance, topic, and Groupld
, and check their permission
settings.
400 QueryToken You have queried tokens &if) token MEI "/, RAR
OverFlow too many times. Pleasetry |, iEMHEEIR
again later.
500 SystemOverFlow |An error occurred while RARR, BERA
processing your request.
Please try again.
400 InvalidParameter. | An error occurred while SHRIGLEM, TJRERREE

RANEIFE

mEERPOERESHEIRE.
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9.3 RevokeToken

& B RevokeToken #0044 Token,

ERA=

miH Token BEROMIZEANARSHARE, AFERATPLIEZATH Token RXESFH, NARSSE
BIEMIRBRIES I Token SR,

55 A PR 1

BRAPIERFERREA 1R/ 28,

i

RO LAEOpenAPI Explorerdh BiZIZ(TiZ#E O, &EXEIHESZNEIN, E1T7HIE, OpenAPI
Explorero] LAB & & p SDKAEB R .

BERESH
2R x8 EBRE | ROE iR
Action String = RevokeToken ZAMESH. BUE: RevokeToken
Instanceld String = 5ost1—;:n[ 5% B B MQTT BRSZBIEy ID, —
pp g *kkk
EEME P imSLAREABISLE) 1D T
Bic, %5 LHFEmIREL,
Regionld String = maqg-internet- 034 B AFI MOTT BRSCBIFFEEM (
access
Region) .
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=1

RERIE

HE

fiik

Token

fim

LzMT+XLFL5s
/YWJ/MI|Dz4t

/Lg5HCTiIGU1
P28HAMaxYx
n8aQbALNtm

[7QZKI9L9k

Pe6LqUb95tEVO

+zUg00gs9+
jZwDUSzsd4
X4qaD3n2Tr
BEUMOQgKkkT
Xdrvu9VvBQQ
vlYbz7MJwWZ
DYC3DIw7gL
Er33Cuj54i
lhagtBi3ep
StJitsssWs
70tY9zhKQS
Zxhr49G3d0

bh35mwyP18

EMvDas8Ulz
eSozsSrujN

UQZXOGKOPE

BSd+
rwMGD]JICt6
GFmJgm2JFY
7PJwf/

700SmUYIYF
s50/PuPpoTMF

+hcVXMs+
OyDukIMTOz
GI9m3t8k36P

VrghFmnKeép
C3Rt3mibjw****

ng::

IRE R Token,

RO#E

£=1

=PlfE

Requestld

833EDFCB-C447
-4CE3-B21F-
3A4C2D1B487D

@

MMEKRH ID 2 HE—HY,




8
BRAH

http(s)://[Endpoint]/?Action=RevokeToken
&Instanceld=post-cn-0pp12gl****

&Regionld=mgq-internet-access

&Token=LzMT+XLFl5s/YW)/MIDz4t/Lg5HCTiGUTP28HAMaxYxn8aQbALNtmI7QZKI9L9k
Pe6LgUb95tEVo+zUgq00gs9+jZwDUSzsd4X4qaD3n2TrBEuMOqKkk1Xdrvu9vVBQQ
vlYbz7MJWZDYC3DIW7gLEr33Cuj54ilhagtBi3epSt)itssswWs70tY9zhKOSZxhr49G3d0
bh35mwyP18EMvDas8UlzeSozsSrujNUgZXOGKOPEBSd+rWMGDJICt6 GFmJgm2JFY7Pjwf/
700SmUYIYFs50/PuPpoTMF+hcVXMs+0yDuklIMTOzG9m3t8k36PVrghFmnK6pC3Rt3mibjw

*kkk n g==

E<PNHIFRSH>

IEFIR O 7R

XML &=

<RevokeTokenResponse>
<Requestld>833EDFCB-C447-4CE3-B21F-3A4C2D1B487D</Requestid>
</RevokeTokenResponse>

JSON &=

{
"Requestld": "833EDFCB-C447-4CE3-B21F-3A4C2D1B487D"

}

fHixE

HttpCode |§&iRfg BiRER iR

404 ApiNotSupport The specified API is not HEHEOAXFR, BRE

supported.

400 CheckAccou An error occurred while f# AT sts tokenk S5 2 LM
ntinfoFailed checking the account

information by the STS
token.

400 InstancePe An error occurred while SEHIRRPRARIG R, BHIA
rmissionCh validating the permission MQTT BRI B X R AR
eckFailed s of the instance. Please RERBE

verify the account that
created the instance and its
permissions settings.

500 InternalError An error occurred while MQTTRIFERFZEE, BER

processing your request. Try
again later.




HttpCode |$&iR%3 SiRER fii ik
400 ParameterC An error occurred while SHRWEW, TTRERRKHE
heckFailed validating the parameters |[fEAEIEE
. The parameters may be
missing or invalid.
400 Permission An error occurred while HIENRRIG LM, B EL
CheckFailed validating the resource ). Topic 1 Groupld B9Fr/E
permissions. Please check | {XPRFNIZANEBE
the account that created the
instance, topic, and Groupld
, and check their permission
settings.
400 RevokeToke You have revoked tokens M token ARE S, RAKR
nOverFlow too many times. Please try |, iBHEEIR.
again later.
500 SystemOverFlow |An error occurred while RARR, BERA
processing your request.
Please try again.
400 InvalidParameter. | An error occurred while SHRIGKM, oJReRENE
%S validating the parameter ENEIEE
. The parameter may be
missing or invalid.

mEERPOERESHEIRE.



https://error-center.aliyun.com/status/product/OnsMqtt

10 Group EIBEO

10.1 ListGroupld
@ ListGroupld EF X6 THIFFE Group ID,

i

RO LATEOpenAPI Explorerfh B#iE17i2#E 0, &ERITESENEM, E1TMINE, OpenAP
Explorero] LAB & & AL SDKAREB R .

RS
=171 ESi BEpiE FHE fiid
Action String = ListGroupld ZEMESH. BYE: ListGroupld
Instanceld String = maqtt-cn- =¥ Group ID FIEBISEHIEY ID
Opp1ldu****
REEE
=171 ESi =l fii ik
Data Array FRE#IE Group ID HFARER.,
CreateTime  |Long 1564577317000 13 Group ID BytlzEEY A
Groupld String GID_test1 =B 69E FiZ LI Group 1D,
Independen | Boolean true RLPIRBEMIGEEE, BENT:
tNaming
true: BV HEEE, ZLOATHE
RBRIEGEHE—, BXLATTES,
false: IR/ &p& =308, ZSLHITHY
ARBRILBHER—, BELFRTY
4.
Instanceld String post-cn-45910tj E8Y Group ID FIESEHIR ID,
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=1 ESi wHE fiiid
UpdateTime |Long 1564577317000

iZ Group ID B&RIE— X EHETE.

-44FA-AB7C-
940F5CD97E6A
R
BRI

http(s)://[Endpoint]/?Action=ListGroupld
&Instanceld=mqtt-cn-0pp1ldu****

&<AHERSH>
N33 AEER
XML &=

<ListGroupldResponse>

<Requestld>95996EEB-D894-44FA-A87C-940F5CD97E6A</Requestid>

<Data>

<Instanceld>post-cn-45910tj****</Instanceld>
<CreateTime>1564577317000</CreateTime>
<UpdateTime>1564577317000</UpdateTime>

<IndependentNaming>true</IndependentNaming>
<Groupld>GID_test2</Groupld>

</Data>
<Data>

<Instanceld>post-cn-45910tj****</Instanceld>
<CreateTime>1563200655000</CreateTime>
<UpdateTime>1563200655000</UpdateTime>

<IndependentNaming>true</IndependentNaming>
<Groupld>GID_test1</Groupld>

</Data>
</ListGroupldResponse>

JSON &=

"Requestld": "95996EEB-D894-44FA-A87C-940F5CD97E6A",

"Data": [

"Instanceld": "post-cn-45910¢j****",
"CreateTime": 1564577317000,
"UpdateTime": 1564577317000,
"IndependentNaming": true,

"Groupld": "GID_test2"

"Instanceld": "post-cn-45910tj****",
"CreateTime": 1563200655000,
"UpdateTime": 1563200655000,
"IndependentNaming": true,

"Groupld": "GID_test1"




HttpCode |{&5iRE3 HIRER fiiA
400 ParameterF Failed to validate the SHRBAEW, TIgEREHE
ieldCheckFailed parameters. The parameters | ENEIEE
may be missing or invalid.
500 InternalError An error occurred while MQTTEIRRSZRE, BER
processing your request. Try
again later.
400 InstancePe An error occurred while SR PRARIEEW, 1EHIA
rmissionCh validating the permission MQTT BRI E X R AR
eckFailed s of the instance. Please R
verify the account that
created the instance and its
permissions settings.
400 InstanceNotFound | Failed to find the instance | &% 2 5L
. The instanceld may be
invalid.
400 Permission An error occurred while BENRRIEY, 5B
CheckFailed validating the resource 5. Topic 1 Groupld BFr/E
permissions. Please check | X PRFIITZAEBE
the account that created the
instance, topic, and Groupld
, and check their permission
settings.

mEERPOEREESHEIRE.

10.2 CreateGroupld

& CreateGroupld £ Group ID,

i

R o] LATEOpenAPI Explorerdh Bz 723N, REBIHESBNEM, B1THIE, OpenAP
Explorera] LAE &4 M SDKAEERHI.
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ERBH

fm E3id] =EYIE [ ROHE 1R
Action String = CreateGroupld Z4MES. BUE: CreateGrou
pld,
Groupld string | & GID_test 5 BIEM Group ID. ERIESLHIM
T:

L\)\ IlGlD_Il Ez% IIGID_II a:l:
sk, REeaxs. H=xF. &F
() AL (L), KERS
7 7-64 220,
Group ID —B eI, NEEE
¥, FEES L2 E8BE,

Instanceld String = mgqtt-cn- I8 Group ID FFTESAIE 1D,

Opp1ldu****
Regionld String 1= cn-hangzhou | eyes sy Group ID FRZESAIBG M,
BE#E
2 4 ~PIE iR
Requestld String 2C7D722D-0F3D HALBE  ENERN D HEE—H
-4415-A9CD- ' ’
A464D82C5FB4
]
B KRB

http(s)://[Endpoint]/?Action=CreateGroupld
&Groupld=GID_test
&lInstanceld=mqtt-cn-Opp1ldu****
&Regionld=cn-hangzhou

q<RIIERSH>

EEIRERA
XML %=

<CreateGroupldResponse>
<Requestld>2C7D722D-0F3D-4415-A9CD-A464D82C5FB4</Requestld>


~~42420~~

</CreateGroupldResponse>

JSON &=

"Requestld": "2C7D722D-0F3D-4415-A9CD-A464D82C5FB4"

}

HixtG

HttpCode |$&iR13 HiRER iR

500 CreateGrou Failed to create Groupld. Try | €l Groupld &XKHITE
pldError again later. W, EHEER

400 GroupldAlr The specified Groupld a7 Groupld BREE
eadyExsited already exists.

400 GroupldAlr The current Groupld is used | ZHj Groupld E&#EMEF
eadyUsedBy by another user. Please SR, BEHREMEIR
OtherUsers change to a different

Groupld.

500 InternalError An error occurred while MQTTRIRIRSZZE, BEIL
processing your request. Try
again later.

400 ParameterF Failed to validate the BHRWEW, TgEtREHE
ieldCheckFailed parameters. The parameters | ENEIEE

may be missing or invalid.

400 InstancePe An error occurred while SR PRARBC LML, BTN
rmissionCh validating the permission MQTT LB E X R AR
eckFailed s of the instance. Please BERBE

verify the account that
created the instance and its
permissions settings.
400 InstanceNotFound | Failed to find the instance ToiEH IS
. The instanceld may be
invalid.
400 Permission An error occurred while BENRRINEM, BERESL
CheckFailed validating the resource 5. Topic 1 Groupld B9Fr/E
permissions. Please check | X RFIIZREE
the account that created the
instance, topic, and Groupld
, and check their permission
settings.

mEERPOERESHEIRE.



https://error-center.aliyun.com/status/product/OnsMqtt

10.3 DeleteGroupld

A F DeleteGroupld fIfR Group ID,

i

fZT]LATEOpenAPI Explorerd 3%

zf7iZE O, REXBUHESENEN. BTHING, OpenAP
Explorero] LAB & &AL SDKAREB R .

BT

ERE¥
B xy EEwiE |mHIE ik
Action sing |2 DeleteGroupld | zummesu, MIA: DeleteGrou
pld,
Grouplid String = GID_test = IR Group 1D
Instanceld String = mqtt-cn- ZHIREY Group 1D FREESTEIE D
Opplldu****
Regionld String = cn-hangzhou =R Group 1D FTESE i
1.
AL 6
BIR xE wBIE ik
Requestld String 0621DDD7-FOE9 KALBE  ENERE D B2 ME—L
-4D35-8900-
518116D6AA58
]
RG]

http(s)://[Endpoint]/?Action=DeleteGroupld
&Groupld=GID_test
&Instanceld=mqtt-cn-0pp1ldu****

&Regionld=cn-hangzhou

&< A HERBSE>

IEEIREIRE)

XML &=

<DeleteGroupldResponse>

<Requestld>0621DDD7-FOE9-4D35-8900-518116D6AA58</Requestid>
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https://api.aliyun.com/#product=OnsMqtt&api=DeleteGroupId&type=RPC&version=2020-04-20

</DeleteGroupldResponse>

JSON &=

"Requestld": "0621DDD7-FOE9-4D35-8900-518116D6AA58"

}

=R

HttpCode |&iR3 HiRER iR

500 DeleteGrou Failed to delete Groupld. Try | #IB& Groupld &K ITE.
pldError again later. W, EHEER

500 InternalError An error occurred while MQTTRIRRZFE, BEIL

processing your request. Try
again later.

400 ParameterF Failed to validate the BHRIEW, TgEREHE
ieldCheckFailed parameters. The parameters | ENEIEE

may be missing or invalid.

400 Permission An error occurred while BENRRIWEM, BERESL
CheckFailed validating the resource ). Topic 0 Groupld BFr/E

permissions. Please check | X PRANTBAEBE
the account that created the

instance, topic, and Groupld

, and check their permission

settings.

400 InstancePe An error occurred while LI PRARER R, 1EHHIA
rmissionCh validating the permission MQTT BRI fE X R AR
eckFailed s of the instance. Please B

verify the account that
created the instance and its
permissions settings.
400 InstanceNotFound | Failed to find the instance | &3 L4
. The instanceld may be
invalid.

400 ResourcePe An error occurred while BERRRIEM, BFRES
rmissionCh validating the resource 5. Topic 1 Groupld B9Fr/E
eckFailed permissions. Please check | {XPRFNIZAN KB

the account that created the
instance, topic, and Groupld
, and check their permission
settings.
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https://error-center.aliyun.com/status/product/OnsMqtt
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