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BEEEANX Tutorials- Legal disclaimer

Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.

> Document Version: 20220706



S EINZES

Tutorials- Document conventions

Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.Deploy an SAG device in
inline mode

This topic describes how to connect two office branches to Alibaba Cloud virtual private clouds (VPCs).
In this example, the of fice branches are located in Hangzhou and Ningbo, and the VPCs are deployed in
the China (Shanghai) and China (Beijing) regions.

Prerequisites

Before you begin, make sure that the following requirements are met:

e A VPCis deployed in the China (Shanghai) and China (Beijing) regions. For more information, see Create
and manage a VPC.

e A Cloud Enterprise Network (CEN) instance is created and associated with the VPC in the China
(Shanghai) region. For more information, see Create a CEN instance.

e The VPCs in the China (Beijing) and China (Shanghai) regions are associated with the same CEN
instance. For more information, see Attach a networkinstance.

Context

In this example, a company has created a VPC in both the China (Shanghai) and China (Beijing) regions.
The company needs to connect its Hangzhou and Ningbo office branches to Alibaba Cloud to enable
the office branches to access resources on Alibaba Cloud. The CIDR blocks used by the Hangzhou and
Ningbo office branches are 10.10.0.0/12 and 10.20.0.0/12. The local clients of the Hangzhou and
Ningbo office branches need to connect to Alibaba Cloud through SAG-100WM.
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SAG Device I 11 l

/\

—_ -t — -t
Client Client Client Client
CIDR Block of the Hangzhou CIDR Block of the Ningbo
Office Branch: 10.10.0.0/12 Office Branch: 10.20.0.0/12
Procedure

The procedure to deploy an SAG device in inline mode is as follows.

PUfChS:ﬁiz: SAG [E;?Dﬁts; Activate the Set up Network Associatewitha ~ Configure a Test the

Private Network Device Connections CEM Instance  Security Group  Connectivity

Step 1: Purchase SAG devices

Afteryou purchase SAG devices in the SAG console, Alibaba Cloud delivers the devices to the specified
address and creates an SAG instance to help you facilitate network management.

To purchase an SAG device, perform the following steps.
1. Logonto the SAG console.
2. Onthe Smart Access Gateway page, click Create SAG Instance.

3. Set the following parameters.

o Area: Select the area where the SAG devices will be deployed. Mainland China is selected in
this example.

o Device Spec: Select the type of the SAG device. SAG-100WM is selected in this example.

o Have SAG Devices Already: Select whether you already have an SAG device. No is selected in
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this example.

o Quantity: Select the number of SAG devices that you want to purchase. 1 is selected in this
example.

o Area: Select the area where the SAG bandwidth will be used. This area must be the same as that
of the SAG devices and cannot be modified.

o Name: Specify a name for the SAG instance.

The name must be 2 to 128 characters in length, and can contain digits, periods (.), hyphens (-),
and underscores (). It must start with a letter or a Chinese character.

o Peak Bandwidth: Select the maximum bandwidth for network connections. 30Mbps is selected
in this example.

o Subscription Duration: Select the duration of the subscription.
4. Onthe Confirm Order page, click Confirm Purchase.

5. Inthe Shipping Address dialog box that appears, enter the recipient address and then click Buy
Now.

6. Onthe Pay page that appears, click Pay.

7. Repeat this step to purchase another SAG device. One device is for the Hangzhou office branch,
and the otheris for the Ningbo office branch.
You can check whether the order has been placed on the Smart Access Gateway page. The SAG
devices will be shipped wit hin two business days. If the order is not shipped within two business
days, submit a ticket to query the shipping status.

Smart Access Gateway
© Smar
On-si

Device SN @ Device Model @ Purchased At Expires At Res Actions

5AG-1000 Aug19,2020,1605:15  Sep 20,2020,0000:00  defal

Step 2: Connect the SAG devices to the private networks of the office
branches

1. Afteryou receive the SAG devices, check whether you have received all the accessories. For more
information, see Descriptions of SAG-100WM.

2. Start an SAG device and connect its WAN port to the modem and LAN port to the local clients.

3. Inthis example, the local clients in the Hangzhou and Ningbo office branches need to access
Alibaba Cloud through the SAG devices. You can use the default gateway configurations. For more
information about configuring the WAN and LAN ports, see Configure a WAN port and Configure a LAN
port.

4. Repeat this step to connect the other device to the private network. One device is connected to
the Hangzhou office branch and the other is connected to the Ningbo office branch.

Step 3: Activate the SAG devices

Afteryou receive the SAG devices, you must activate them.
To activate an SAG device, performthe following steps.
1. Logonto the SAG console.
2. Inthe left-side navigation pane, clickSmart Access Gateway.

3. Onthe Smart Access Gateway page, find the SAG instance and click Activate inthe Actions
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column.

4. Clickthe ID of the SAG instance. On the instance details page, click the Device Management tab,
enter the serial number of the device, and then click Add Device to associate the SAG device with
the SAG instance.

Basic Info Device Managemeant Metwork Configuration Configure High Availability Menitaring
No Device Configured. Add a device

Device Type

Device Serial Number

5. Repeat this step to activate the other device and associate it with the SAG instance.

Step 4: Set up network connections

Afteryou activate the SAG devices and connect themto the private networks, you must configure
network settings in the SAG console to direct local routes to Alibaba Cloud.

To configure network settings, performthe following steps.

1. Logonto the SAG console.

2. Inthe left-side navigation pane, click Smart Access Gateway. Onthe Smart Access Gateway
page, find the SAG instance and click Network Configuration inthe Actions column.

3. Configure a method to synchronize with local routes.
i. Inthe left-side navigation tree, clickMethod to Synchronize with On-premises Routes.

ii. Select Static Routing and click Add Static Route. Inthe Add Static Route dialog box that
appears, enter the CIDR blocks used by the Hangzhou and Ningbo office branches,
respectively.

The CIDR block 10.10.0.0/12 of the Hangzhou office branch is used in this example. The default
gateway configurations are used in this example. Therefore, the IP addresses of local clients
are allocated from this CIDR block: 10.10.0.0/12.

jii. Click OK.
4. Associate the SAG vCPE instance with a CCN instance.

i. Create a CCN instance. For more information about how to create CCN instances, see Create a
CCN instance.

ii. Afteryou create a CCN instance, navigate to the Network Configuration tab and click
Network Instance Details in the left-side navigation tree.
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ii. Inthe Associated Instances Under Current Account section, click Attach Networkto
associate the SAG instance with a CCN instance.

m Network Type: Select Cloud Connect Network.

m Network Instance: Select the ID of the CCN created in the preceding step.

Add Network Instance

Same Account

o You can connect SAG devices to Alibaba Cloud through the
Internet or leased lines. You can also set active and standby links
to ensure network connections. If you use a leased line, you must
bind the SmartAG instance to a VBR. If you use the Internet, you
must bind the SmartAG instance to a CCN instance.

* Network Type @

CCN v

* Network Instance

rrefccr Ay

5. Repeat this step to configure the network settings of the other SAG instance.

iv. Click OK.

Associate the SAG instances of the Hangzhou and Ningbo office branches with the same CCN
instance.

Step 5: Associate the CCN instance with a CEN instance

Performthe following steps to associate the CCN instance with a CEN instance. This connects the office
branches to Alibaba Cloud.

1. Log onto the SAG console.

2. Inthe left-side navigation pane, click CCN.

3. Find the CCN instance and click Bind CEN Instance inthe Actions column.
4

. Inthe Bind CEN Instance pane that appears, select the CEN instance. Afterthe CCN instance is
associated with the CEN instance, SAG devices in the CCN can communicate with VPCs associated
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with the CEN.

Step 6: Configure a security group

Configure a security group to allow the office branches to access resources in the VPCs.

Perform the following steps to configure a security group.

1.
2.
3.

Log onto the Elastic Compute Service (ECS) console.

In the left-side navigation pane, clickInstances.

Find the ECS instance deployed in the VPC and choose More > Network and Security Group >

Configure Security Group.

Account’s all Re...  China (Shangha) +

0 et the globaltag or your account Custom Settings

Instances
Select an instance attribute or enter a keyword Q Tags

a

s !
u] [ Shanghai Zone £ () Rumizg VPC
nas_te ® 1

fuf6T ° w Shanghai Zone E 1
ECSO =

utsi ° 4
[m] [ Shanghai Zone E b
iZufbi b il

() More~

Group Rule.

Biling  Tiket ICP  Enterprise

Support  AlbabacCloud B A7 W en (F)

Manage Secondary Private IP Address

Configuration Change
Disk and Image

Network and Security Group

Bind Secondary ENI

. Find the security group, click Add Rules inthe Actions column, and then click Add Security

. Create a security group rule that allows access fromthe private network to the VPC.

The following figure shows how to add a security group rule. Set Authorization Object to the
CIDR block of the private netwaork. In this example, this parameteris set to 10.10.0.0/12 and
10.20.0.0/12, which are the CIDR blocks of the Hangzhou and Ningbo office branches.

10
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Add Security Group Rule

C Type:
Rule Diraction: nbound b
Actio Al b
tocol Type: Custom TC b4
* Port Range: 1/G5535 Li ]
Priority: 1 Li ]
Authorization Type: Pud CIDR Ble
Authorization 0.0/16

6. Repeat this step to create another security group rule. One rule allows access from local clients to
the VPC networkin the China (Shanghai) region, and the other to the VPC networkin the China
(Beijing) region. These security group rules allow the Hangzhou and Ningbo office branches to
access resources in the VPC networks.

Step 7: Test the connectivity

After you complete the configurations in the preceding steps, access cloud resources deployed in the
VPC netwaorks from a client in the office branches to test the connectivity.

> Document Version: 20220706
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2.Deploy an SAG device in one-
arm mode and enable static
routing

This topic describes how to deploy a Smart Access Gateway (SAG) device in one-arm mode and use the
SAG device to connect on-premises networks to Alibaba Cloud.

Prerequisites

e A virtual private cloud (VPC) is created. For more information, see Create and manage a VPC.

e A Cloud Enterprise Network (CEN) instance is created and the VPCis attached to the CEN instance. For
more information, see Create a CEN instance.

Context

In this example, an enterprise has created a VPC in the China (Beijing) region and deployed services in the
VPC. The enterprise needs to connect its on-premises network to Alibaba Cloud to access resources on
Alibaba Cloud. In this case, the enterprise can deploy an SAG-1000 device in one-arm mode to meet the
business requirements. T his deployment mode does not change the existing network topology of the
enterprise and allows the enterprise to access resources on Alibaba Cloud by using the SAG device.
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"‘\.’PC in China (Beijing)- -

" CIDR Block: 10.0.0.0/16

Private Interne‘t—faci

Router J G1:192.168.80.1/30

G2:192.168.80.2/30
VWAN: 192.168.100.1/30 G11:192.168.100.2/30

5 s

SAG
Layer 3 Switch
Layer 2 Switch
Client Client Client Client

Workload CIDR Block: 172.16.0.0/12

Network planning

The following CIDR blocks are used in this example. When you allocate CIDR blocks based on your
requirements, make sure that the CIDR blocks do not overlap with each other.

Node CIDR block
CIDR block for business: 172.16.0.0/12

WAN port (port 5) of the SAG device: 192.168.100.1/30. Gateway:
192.168.100.2

Enterprise network )
Port G11 of the Layer 3 switch: 192.168.100.2/30

e Port G1 of the egress router: 192.168.80.1/30
® Port G2 of the Layer 3 switch: 192.168.80.2/30

VPC in the China (Beijing) region 10.0.0.0/16

Procedure
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El 5 6

Purchase an Activate the Configure the Configure switches and Set up network Test network
SAG device SAG device SAG device Internet-facing routers connections connectivity

Step 1: Purchase an SAG device

Afteryou place an order in the SAG console, Alibaba Cloud delivers the SAG device to the specified
address and creates an SAG instance to facilitate the management of the device.

@ Note If the area where the SAG device is used is outside mainland China, you must purchase
the device from a third-party vendor that is authorized by Alibaba Cloud. For more information, see
Purchase SAG devices.

1. Logonto the SAG console.

2. Onthe Smart Access Gateway page, click Purchase SAG.
3. Select Create SAG (CPE).

4. Set the following parameters and click Buy Now:

o Area: Select the area where the SAG devices will be deployed. Mainland China is selected in
this example.

o Device Spec: Select the model of the SAG device. SAG-1000 is selected in this example.

o Have SAG Devices Already: Select whether you already have an SAG device. No is selected in
this example.

o Edition: Select the edition of the SAG device. Standard is selected in this example by default.

o Quantity: Select the number of SAG devices that you want to purchase. 1 is selected in this
example.

o Area: Select the area where the bandwidth will be used. The area is the same as that of the SAG
device and cannot be changed.

o Name: Specify a name forthe SAG instance.

The name must be 2 to 128 characters in length, and can contain digits, periods (.), hyphens (-),
and underscores (). It must start with a letter or a Chinese character.

o Peak Bandwidth: Specify the maximum bandwidth value. 50 Mbps is specified in this example.
o Subscription Duration: Specify the subscription duration of the bandwidth resources.

5. Confirmthe order information and click Confirm Purchase.

6. Inthe Shipping Address dialog box, enter the recipient address and click Buy Now.

7. Onthe Pay page, select a payment method and complete the payment.

You can check whether the order has been placed on the Smart Access Gateway page. After the order
is placed, it will be shipped within two business days. If your order is not shipped as expected, you can
submit a ticket to query the shipping status.

Smart Access Gateway

© Smar u to flevibly access resources on Alibaba Cloud through secure connections. Learn More

AccessPoint  Peak Bandwidth  Status @ Device SN @ Device Model @ Purchased At Expires At Resol Actions

SAG-1000 Aug 19,2020, 160515 Sep 20,2020,000000  defaul Shipment Updates | Network Configuration
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Step 2: Activate the SAG devices

Afteryou receive the SAG device, check whether you have received all the accessories. For more
information, see Descriptions of SAG-1000.

1.

o v ok wWwN

Log onto the SAG console.

In the top navigation bar, select the area of the SAG device.

Onthe Smart Access Gateway page, find the SAG instance created for the SAG device.
Inthe Actions column, click Activate.

Inthe Activate dialog box, click OK.

Afterthe SAG device is activated, connect it to the private network based on the preceding
network topology.

Use a network cable to connect the WAN port (port 5) of the SAG device to port G11 of the Layer 3
switch.

. (Optional)if the SAG device was purchased from a third-party vendor, you must manually associate

the SAG device with the SAG instance. For more information, see Add a device.

Step 3: Configure the SAG device

Afterthe SAG device is connected to the on-premises network, you can configure the device ports in
the SAG console.

Before you begin, make sure that the SAG device is started, the 4G network works as expected, and the
SAG device is connected to Alibaba Cloud.

1.

Configure the ports.
i. Onthe Smart Access Gateway page, clickthe ID of the SAG instance.
ii. Onthe instance details page, clickthe Device Management tab.
jii. Inthe left-side section, clickManage WAN Ports.
iv. Inthe WAN (Port 5) section, click Edit.
v. Inthe Configure WAN (Port 5) dialog box, set the following parameters and click OK.

> Document Version: 20220706 15


https://www.alibabacloud.com/help/doc-detail/94742.htm#concept-w2r-51d-pfb
https://smartag.console.aliyun.com/
https://www.alibabacloud.com/help/doc-detail/163947.htm#task-2320715

Tutorials- Deploy an SAG device ino
ne-arm mode and enable static rou EBEREIEAM X

ting

WAN (I Configure

* Connection Type

Dynamic IP
@ staticlP

PPFoE

* Priority

1

* P Address

192.166.100.1

* Subnet Mask

2535.255.255.252

* Gateway

192.1656.100.2

Parameter

Connection Type

Priority

IP Address

Subnet Mask

Gateway

Description

Select Static IP.

Use the default value 1.

The IP address of the WAN port. In this example, 792.768.700.7 is used.

The subnet mask of the IP address of the WAN port. In this example, 255.25
5.255.252is used.

The IP address of the gateway. In this example, 792.768.700.2 is used.

@ Note Afterthe gateway is configured, the SAG device
automatically adds a default route.

2. Select a method to advertise routes to Alibaba Cloud.

You must specify how routes are advertised to Alibaba Cloud. These routes are used for network
communication between the on-premises network and cloud resources.

i. Onthe SAG instance details page, click the Network Configuration tab.

ii. Inthe left-side navigation tree, clickMethods to Synchronize with On-premises Routes.

16
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iii. Select Static Routing, click Add Static Route to add a static route, and then click OK.

Enter the CIDR block used to connect the on-premises network to Alibaba Cloud. 172.16.0.0/12
is used in this example.

Add Static Route b4
* CIDR Block @
172.16.0.0 12

m Close

3. Configure static routes

You must add a route that points to the WAN port for the on-premise netwaork. This way, the
backup feature is enabled for the 4G network.

i. Onthe Smart Access Gateway page, clickthe ID of the SAG instance.
ii. Onthe instance details page, clickthe Device Management tab.
ii. Onthe Device Management tab, clickManage Routes.

iv. Onthe Manage Routes page, clickAdd Static Route.

v. Onthe Add Static Route page, set the following parameters and use the default values for
the other parameters, and then click OK.

Example
Parameter Description
Destination CIDR Enter the destination CIDR block for which network traffic is destined. In this
Block example, 772.76.0.0/12is used.
Next Ho Enter the IP address of the next hop. In this example, 792.768.700.2 is used,
P which is the peer IP address of the WAN port.
Port Select the egress port of the destination CIDR block. In this example, the

WAN port configured in Step is selected.

Step 4: Configure switches and egress routers

You must configure the peer switch and egress router for the SAG device. The switch and router used in
this example may be different from yours. For more information, refer to the manuals issued by the
providers of your devices.

1. Configure routes for the Layer 3 switch.

interface GigabitEthernet 0/11

no switchport

ip address 192.168.100.2 255.255.255.252 #The IP address of the peer switch of the SAG
device

ip route 10.0.0.0 255.255.0.0 192.168.100.1 #The route that points to the VPC in the Ch
ina (Beijing) region

ip route 0.0.0.0 0.0.0.0 192.168.80.1 #The route that points to the Internet

2. Configure routes for the egress router. The following example provides sample configurations.
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ip route 192.168.100.0 255.255.255.252 192.168.80.2 #The route that points to the SAG d

evice

Step 5: Set up network connections

Afteryou configure the SAG device, you must set up network connections to connect the private
networkto Alibaba Cloud.

1. Create a Cloud Connect Network (CCN) instance.
i. Logontothe SAGconsole.
ii. Inthe top navigation bar, select Mainland China.
The area of the CCN instance must be the same as that of the SAG device.
iii. Inthe left-side navigation pane, click CCN.
iv. Onthe CCN page, click Create CCN Instance.
v. Inthe Create CCN Instance pane, specify a name forthe CCN instance and click OK.

The name must be 2 to 100 characters in length, and can contain digits, underscores (_), and
hyphens (-). it must start with a letter or a Chinese character.

CCN

2. Associate the SAG instance with the CCN instance.
i. Inthe left-side navigation pane, clickSmart Access Gateway.

ii. Onthe Smart Access Gateway page, find the SAG instance that you want to manage and
click Network Configuration inthe Actions column.

iii. Inthe left-side navigation tree, click Network Instance Details.
iv. Onthe Network Instance Details tab, click Attach Network, select the CCN instance, and
then click OK.

Attach Network p 4

ﬂ You can connect SAG devices to Alibaba Cloud through the
Internet or leased lines. You can specify an active link and a
standby link to keep your networks connected to Alibaba Cloud. If
you use a leased line, you must connect the SAG instance to a
VEBR. if you use the Internet, you must connect the SAG instance to
a CCN instance,

* Network Type @

Cloud Connect Network b

* Metwoark Instance

zxtest/ccn-gdhj3m hd

3. Associate the CCN instance with a CEN instance.
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Afterthe CCN instance is associated with a CEN instance, SAG devices associated with the CCN
instance can communicate with VPC networks associated with the CEN instance.

i. Inthe left-side navigation pane, click CCN.

ii. Find the CCN instance and click Bind CEN Instance inthe Actions column.

iii. Inthe Bind CEN Instance pane, select Existing CEN, select the CEN instance that you want
to associate with the CCN instance, and then click OK.

Bind CEN Instance @ Xx
Instance Mame/ID

* Bind CEN Instance @
® Existing CEN Create CEMN

zxtest-cend/cen-Iv 7h1

4. Create a security group rule.

You must create a security group rule for the Elastic Compute Service (ECS) instance in the VPC
networkto allow clients in the CIDR block 172.16.0.0/12 of the private networkto access resources
deployed on the ECS instance. For more information, see Add a security group rule.

Step 6: Test the network connectivity

Afteryou complete the preceding steps, check whether you can access cloud resources deployed in
the VPC from a client in the on-premises network.
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3.Deploy an SAG device in one-
arm mode and enable dynamic
routing

This topic describes how to deploy a Smart Access Gateway (SAG) device in one-arm mode and enable
Open Shortest Path First (OSPF) routing to connect a private network to Alibaba Cloud.

Prerequisites

e A Virtual Private Network (VPC) network is created. For more information, see Create and manage a
VPC.

e A Cloud Enterprise Network (CEN) instance is created and associated with the VPC network. For more
information, see Create a CEN instance.

Context

In this example, a company needs to connect its private network to Alibaba Cloud. The company has
created a VPC network in the China (Beijing) region and deployed application services in the VPC
network. The company wants to use SAGto connect the company private network in mainland China to
Alibaba Cloud. The model of the SAG device used in this example is SAG-1000. The SAG device is
deployed in one-arm mode and OSPF dynamic routing is enabled. This solution connects the private
network to Alibaba Cloud without changing the topology of the private network
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"‘\.’PC in China (Beijing)- -

" CIDR Block: 10.0.0.0/16

Private Interne‘t—faci

Router J G1:192.168.80.1/30

G2:192.168.80.2/30
VWAN: 192.168.100.1/30 G11:192.168.100.2/30

5 s

SAG
Layer 3 Switch
Layer 2 Switch
Client Client Client Client
Workload CIDR Block: 172.16.0.0/12
Subnetting

The following CIDR blocks are used in this example. When you allocate CIDR blocks based on your actual
requirements, make sure that the CIDR blocks do not overlap with each other.

Network CIDR block
Workloads: 172.16.0.0/12.

WAN port (port 5) of the SAG device: 192.168.100.1/30. IP address of
the gateway: 192.168.100.2.

Private network of the company Port G11 of the Layer 3 switch: 192.168.100.2/30.

Loopback interface: 192.168.100.3/32.

Port G1 of the Internet-facing router: 192.168.80.1/30.

Port G2 of the Layer 3 switch: 192.168.80.2/30.

VPC network in the China (Beijing)

. 10.0.0.0/16
region
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Configuration procedure

El £ 5 6

Purchase an Activate the Configure the Configure switches and Set up network Test network
SAG device SAG device SAG device Internet-facing routers connections connectivity

Step 1: Purchase an SAG device

Afteryou place an order in the SAG console, Alibaba Cloud delivers the SAG device to the specified
address and creates an SAG instance to facilitate the management of the device.

@ Note If the area where the SAG device is used is outside mainland China, you must purchase
the device from a third-party vendor that is authorized by Alibaba Cloud. For more information, see
Purchase SAG devices.

1. Logonto the SAG console.
. Onthe Smart Access Gateway page, click Purchase SAG.
. Select Create SAG (CPE).

A W N

. Set the following parameters and clickBuy Now:

o Area: Select the area where the SAG devices will be deployed. Mainland China is selected in
this example.

o Device Spec: Select the model of the SAG device. SAG-1000 is selected in this example.

o Have SAG Devices Already: Select whether you already have an SAG device. No is selected in
this example.

o Edition: Select the edition of the SAG device. Standard is selected in this example by default.

o Quantity: Select the number of SAG devices that you want to purchase. 1 is selected in this
example.

o Area: Select the area where the bandwidth will be used. The area is the same as that of the SAG
device and cannot be changed.

o Name: Specify a name for the SAG instance.

The name must be 2 to 128 characters in length, and can contain digits, periods (.), hyphens (-),
and underscores (_). It must start with a letter or a Chinese character.

o Peak Bandwidth: Specify the maximum bandwidth value. 50 Mbps is specified in this example.
o Subscription Duration: Specify the subscription duration of the bandwidth resources.

5. Confirmthe order information and click Confirm Purchase.

6. Inthe Shipping Address dialog box, enter the recipient address and clickBuy Now.

7. Onthe Pay page, select a payment method and complete the payment.

You can check whether the order has been placed on the Smart Access Gateway page. Afterthe order
is placed, it will be shipped within two business days. If your order is not shipped as expected, you can
submit a ticket to query the shipping status.
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Smart Access Gateway
@ Smar APP s offes
o

nt  PeskBandwidth  Status @ Device SN @ Device Model @ Purchased At Expires At

50M Order Placed Sac-1000 Aug 19,2020, 160515 Sep 20, 2020, 00:00:00 Shipment Updates | Network Configuration

Step 2: Activate the SAG devices

Afteryou receive the SAG device, check whether you have received all the accessories. For more
information, see Descriptions of SAG-1000.

1. Log onto the SAG console.

. Inthe top navigation bar, select the area of the SAG device.

. Onthe Smart Access Gateway page, find the SAG instance created for the SAG device.
. Inthe Actions column, click Activate.

. Inthe Activate dialog box, click OK.

o A~ W N

. Afterthe SAG device is activated, connect it to the private network based on the preceding
network topology.

Use a network cable to connect the WAN port (port 5) of the SAG device to port G11 of the Layer 3
switch.

7. (Optional)if the SAG device was purchased from a third-party vendor, you must manually associate
the SAG device with the SAG instance. For more information, see Add a device.

Step 3: Configure the SAG device

Afterthe SAG device is connected to the private network, you can configure the device ports inthe
SAG console.

1. Configure ports.
i. Onthe Device Management tab, clckManage WAN Ports in the left-side navigation tree.
ii. Inthe WAN (Port 5) section, click Edit.
iii. Inthe Configure WAN (Port 5) dialog box, set the following parameters and click OK.
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WAN (I Configure X

* Connection Type

Dynamic IP
@ staticlP

PPFoE

* Priority

1

* P Address

192.166.100.1

* Subnet Mask

2535.255.255.252

* Gateway

192.1656.100.2

Connection Type: Static IP is selected in this example.

Priority: 1 is selected by default.
IP Address: Enterthe IP address of the WAN port. 192.168.100.1 is used in this example.

Subnet Mask: Enter the subnet mask of the WAN port IP address. 255.255.255.252 is used in
this example.

Gateway: Enterthe IP address of the gateway. 192.168.100.2 is used in this example.

(@ Note Afterthe gateway is configured, the SAG device automatically adds a
default route.

2. Configure OSPF dynamic routing.

Configure OSPF dynamic routing to establish network communication between the SAG device and
Layer 3 switch.

i. Onthe Device Management tab, clickManage Routes inthe left-side navigation tree.

ii. Inthe OSPF Protocol Settings section, click Edit.
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iii. Inthe Configure OSPF Protocol dialog box, enter the information about the allocated IP
address and click OK.

Parameter Description

Area ID Set the area IDto 1.

Hello_time Set the hello time to 3 seconds.
Dead_time Set the dead time to 10 seconds.
Authentication Select Disable Authentication.
Router ID Set the router IDto 192.168.100.1.
Area Type Default value: NSSA.

iv. Inthe WAN/LAN Dynamic Routing Settings section, select Enable OSPF Protocol.
v. Find Port 5(LAN), click Edit inthe Actions column, select Enable OSPF, and then click OK.

OSPF Protocol Settings £ c4ic

Area Type MSSA

Router ID 192.168.100.1 Authentication Type Disable Authentication

BGP Protocol Settings ~ # Egit

WAN/LAN Dynamic Routing Settings
@ Enable OSPF Protocol

Enable BGP Protocol
Disable

Port 1P Address Neighbor IP Next Hop Status Routing Protocal Actions
Port3 (LAN) - - Error Disabled £dit
Portd (LAN) - - Error Disabled £t

| Ports (WAN) 192.168.100.1 - Error Enable OSPF £dit

3. Select a method to advertise routes to Alibaba Cloud.

You must specify how routes are advertised to Alibaba Cloud. These routes are used for network
communication between the private network and cloud resources.

i. Onthe instance details page, click the Network Configuration tab.
ii. Inthe left-side navigation tree, clickMethods to Synchronize with On-premises Routes.
iii. Select Static Routing, clickAdd Static Route to add a CIDR block, and then click OK.

Enter the CIDR block used to connect the private networkto Alibaba Cloud. 172.16.0.0/12 is
used in this example.
Add Static Route b4
*CIDR Block @
172.16.0.0 12

m Cloze
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Step 4: Configure switches and Internet-facing routers

In this step, you must configure the peer switch and Internet-facing router for the SAG device. Switches
and routers used in this example may be different from yours. For more information, see the manuals
issued by your providers.

1. Configure the Layer 3 switch.

#a. Set the port IP addresses and OSPF parameters.

interface GigabitEthernet 0/11

no switchport

ip ospf network point-to-point #The network type of the ports t
hat use the OSPF protocol must be set to peer-to-peer (P2P). Otherwise, the SAG device
cannot calculate routes correctly.

ip ospf hello-interval 3
ip ospf dead-interval 10
ip address 192.168.100.2 255.255.255.252

#b. Configure the loopback IP address and route advertisement information for the switc

h.

interface Loopback 0

ip address 192.168.100.3 255.255.255.255 #The loopback IP address of the
switch.

router ospf 1 #Configure OSPF settings and rou
tes.

router-id 192.168.100.3 #The router ID of the switch tha
t uses the OSPF protocol.

network 172.16.0.0 0.15.255.255 area 0 #The CIDR block of the private n
etwork.

network 192.168.100.0 0.0.0.4 area 1 #The CIDR block of the swit
ch port connected to the SAG device.

network 192.168.100.3 0.0.0.0 area 0 #The loopback IP address o
f the switch.

area 1 nssa #The OSPF area is NSSA.

2. Configure routes for the Internet-facing router.

ip route 192.168.100.0 255.255.255.252 192.168.80.2 #The route to the SAG device.

Step 5: Set up network connections

Afteryou configure the SAG device, you must set up network connections to connect the private
networkto Alibaba Cloud.

1. Create a Cloud Connect Network (CCN) instance.
i. Logontothe SAGconsole.
ii. Inthe top navigation bar, select Mainland China.
The area of the CCN instance must be the same as that of the SAG device.
iii. Inthe left-side navigation pane, click CCN.

iv. Onthe CCN page, clickCreate CCN Instance.
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v. Inthe Create CCN Instance pane, specify a name forthe CCN instance and click OK.

The name must be 2 to 100 characters in length, and can contain digits, underscores (_), and
hyphens (-). t must start with a letter or a Chinese character.

CCN

2. Associate the SAG instance with the CCN instance.
i. Inthe left-side navigation pane, clickSmart Access Gateway.

i. Onthe Smart Access Gateway page, find the SAG instance that you want to manage and
click Network Configuration inthe Actions column.

iii. Inthe left-side navigation tree, click Network Instance Det ails.
iv. Onthe Network Instance Details tab, click Attach Network, select the CCN instance, and
then click OK.

Attach Network 4

ﬂ You can connect SAG devices to Alibaba Cloud through the
Internet or leased lines. You can specify an active link and a
standby link to keep your networks connected to Alibaba Cloud. If
you use a leased line, you must connect the SAG instance to a
VER. If you use the Internet, you must connect the SAG instance to
a CCN instance,

* Network Type @

Cloud Connect Network hd

* Metwoark Instance

oxtest/con-6dhj3m b

3. Associate the CCN instance with a CEN instance.

Afterthe CCN instance is associated with a CEN instance, SAG devices associated with the CCN
instance can communicate with VPC networks associated with the CEN instance.

i. Inthe left-side navigation pane, click CCN.

ii. Find the CCN instance and click Bind CEN Instance inthe Actions column.
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iii. Inthe Bind CEN Instance pane, select Existing CEN, select the CEN instance that you want
to associate with the CCN instance, and then click OK.

Bind CEN Instance e x
Instance Mame/ID

* Bind CEN Instance @
@® Existing CEM Create CEM

metest-cend/cen-Iv 7h1

4. Create a security group rule.

You must create a security group rule for the Elastic Compute Service (ECS) instance in the VPC
network to allow clients in the CIDR block 172.16.0.0/12 of the private networkto access resources
deployed on the ECS instance. For more information, see Add a security group rule.

Step 6: Test network connectivity

After you complete the preceding steps, test whether you can access cloud resources deployed inthe
VPC network from a client in the private network.
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4.Deploy an SAG device in
inline mode and enable DHCP
on the LAN port

This topic describes how to deploy a Smart Access Gateway (SAG) device and configure Dynamic Host
Configuration Protocol (DHCP) on the LAN port to connect private networks to Alibaba Cloud. DHCP is
used to dynamically allocate IP addresses and configurations to clients. This facilitates network O&M.

Scenario

The following scenario is used in this topic. An enterprise has created a virtual private cloud (VPC) in the
China (Hangzhou) region and cloud services are deployed in the VPC. The enterprise has a new branch
(on-premises network) in Hangzhou and wants to connect the on-premises network to Alibaba Cloud. In
addition, the enterprise wants the on-premises networkto access the DNS server deployed by the
enterprise to use the DNS service.

The enterprise plans to deploy an SAG-1000 device in inline mode to connect the on-premises network
to Alibaba Cloud. In this scenario, DHCP is enabled on the LAN port of the SAG device to manage and
dynamically allocate client IP addresses. In addition, DHCP is also used to allocate the IP address of the
DNS server to clients. This facilitates network O&M.

Afterthe enterprise deploys the SAG device, the enterprise can use Cloud Connect Network (CCN) and
Cloud Enterprise Network (CEN) to connect the on-premises network to Alibaba Cloud.
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VPC in China

(Hangzhou)
@ “' 19216800;’16

Layer 2 Switches

p p= p
Client1 Client2 Client3

CIDR Block : 10.10.0.0/24

Plan networks

Resource Network planning and configuration

On-premises network 10.10.0.0/24
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Resource Network planning and configuration

e Use an SAG-1000 device.

® Use the inline mode. Connect a modem to the WAN port and connect the LAN
port to a Layer 2 switch of the on-premises network.

® Set port 5 as a WAN port and select the PPPOE connection type.
0 Username: 33****

o Password: 1234****

SAG device @ Note The username and password for PPPoE are provided by the
Internet service provider (ISP).

® Set port 4 as a LAN port and enable DHCP.
o Set the port IP address to 10.10.0.1/24.
o Set the following IP address range for DHCP: 10.10.0.2 to 10.710.0.254.

o Enable DHCP options to allocate DNS server addresses to clients.

Set the DNS server address to 47.XX.XX.80.
VPC 192.168.0.0/16

Prerequisites

e A VPCis created in the China (Hangzhou) region and cloud services are deployed in the VPC.

e You have read and understand the security group rules that apply to the Elastic Compute Service
(ECS) instances in the VPC. Make sure that the security group rules allow the on-premises network to
access the ECS instances.

Procedure
Purchase an 5AG Acu:;:tt?] ar;lka Configure the Set up network Test
device CDnnZe'vl'c: SAG device connections the connectivity

Step 1: Purchase an SAG device

@ Note

A T
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Step 2: Activate and connect the SAG device

. o Connect a modemto the WAN port (port 5) of the SAG device by using a network cable.
o Connect the LAN port (port 4) of the SAG device to a Layer 2 switch by using a network cable.
6.

Step 3: Configure the SAG device
You must log onto the web console to configure the SAG devices.

1. Log onto the web console of the SAG device.

Use a network cable to connect a computer in the on-premises networkto the management port
(port 2 by default) of the SAG device. Then, open a browser on the computer and log onto the
web console. For more information, see Step 1: Configure the local client and Step 2: Set the
password.

2. Assignroles forthe ports of the SAG device.

@ Note By default, port 5 serves as the WAN port and port 4 serves as the LAN port. If the
default setting is used, skip this step and perform Step . Otherwise, perform the following
steps to ensure that port 5 serves as the WAN port and port 4 serves as the LAN port.

i. Afteryoulog onto the web console, clickSetting inthe top navigation bar.

ii. Inthe left-side navigation pane, clickPort Alloc.
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ii. Onthe Port Alloc page, find the port that you want to manage, select a port type, and then
click OK.

E‘D SMART ACCESS GATEWAY Home

(5 Password .
Configure Paort

i Port Alloc
Running states

Part: A
Parti: A
Port2:

Port3: ~
Port4: | LAN ~
Ports: | WWAN hd

= Port 4: Select LAN.
m Port 5: Select WAN.
3. Configure the WAN port.
i. Inthe left-side navigation pane, click WAN.

ii. Onthe WAN page, clickPort 5 (WAN), set the following parameters, and then click OK:
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G EINZES

WAN

PortS { WAN ) Cellular

Link Type:

DHCP Static (® PPPoE
* Username:

33

* Password:

--------

Weight:

Unset A

Provider:

Other ~

DMS:

nternet Access:

- of

m Link Type: Select PPPOE.
m Username: In this example, 33****is used.

m Password: In this example, 7234****is used.

m Internet Access: Inthis example, this feature is enabled.

m Use the default settings for other parameters.

4. Configure the LAN port.

i. Inthe left-side navigation pane, click LAN.

34
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ii. Onthe LAN page, clickPort 4 (LAN), set the following parameters, and then click OK:
Link Type:
® DHCP Static

10.10.0.1

*DHCP Start IP:
10.10.0.2
*DHCP End IP:
10.10.0.254
* Address Expireln:
48 H
YHCP Failover:
DHCP Option
Name CODE Data Type Value
DNS SERVER v 47 80

m Link Type: Select Dynamic IP.

m Private Segment: Select Custom Segment and enter the private CIDR block of the on-
premises network: 70.70.0.0/24.

m Interface IP: Enterthe IP address of the LAN port. In this example, 70.70.0.7 is used.
m DHCP Start IP: In this example, 70.70.0.2is used.

m DHCP End IP: In this example, 70.70.0.254 is used.

m Address Expireln: In this example, 48 is used. Unit: hours.

m DHCP Failover: In this example, this feature is disabled.

m DHCP Option: Onthe right side of the page, click Add. Set the following parameters and
clickOK inthe Actions column:

m Name: Select DNS SERVER.
m CODE: The default value is 6.

Data Type: The default value is ip-address, which indicates the DNS server address to
be specified in the Value field.

m Value: Enter the DNS server address. In this example, 47.XX.XX.80is used.

Step 4: Set up network connections

Afteryou configure the SAG device, you must set up network connections in the SAG console to
connect the on-premises network to Alibaba Cloud.

1.

2.

3. Select a method to advertise routes to Alibaba Cloud.
i,
i.
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iv. Inthe Add Static Route, enter 70.70.0.0/24, which is the private CIDR block of the on-
premises network, and then click OK.

4. Create a CCN instance and associate it with the SAG instance.
i
i
il
iv.
V.
Vi.
5. Create a CEN instance and attach the VPC and the CCN instance to it.
i
i
il
iv.
V.
Vi.

Vii.

Step 5: Test the connectivity

1. Find aclient in the on-premises network, set the Ethernet network interface controller (NIC) of the
client to automatically obtain IP addresses and DNS server addresses. For more information, see the
operation guide of the client.

The Windows operating system is used in the following example.
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Internet Protocol Version 4 (TCP/1Pvd) Properties X

General Ajternate Configuration

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate [P settings.,

(®) Obtain an IP address automatically
() Use the following IP address:

(@) Obtain DNS server address automatically
{O) Use the following DNS server addresses:

Vaidate settings upon exit Advanced

2. Afteryou complete the configuration, the SAG device automatically allocates IP addresses and
DNS server addresses to clients. Run the ping command on the client to ping an ECS instance in the
VPC. If aresponse packet is returned, it indicates that the on-premises networkis connected to
Alibaba Cloud.

ping <IP address of an ECS instance>

References
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5.Deploy two SAG devices in
inline mode and enable static
routing

This topic describes how to deploy two Smart Access Gateway (SAG) devices in inline mode and enable
static routing to connect a private networkto Alibaba Cloud. This deployment mode improves network
availability.

Context

The following figure shows the topology of the private network. A Layer 3 switch is connected to two
Layer 2 switches. Local clients and servers are connected to the Layer 2 switches. Two SAG devices are
connected to the Layer 3 switch in inline mode to establish network connections between the private

network and Alibaba Cloud. The two SAG devices serve as a standby device for each other.

AT
Internet {| |:+ -------------------------------------- @ CEN

G1:192.168.100.2/30 G2:192.168.200.2/30

| @ VPC in China (Beijing)
WAN: 192.168.100.1¥30 |nteme‘t-facing WAN: 192 168.200.1/30 10'0'0'0"‘1 6

Router
SAG Device EI |‘D SAG Device

LAN: 192 168.50.1/24 Virtual IP: 192.165.50.254/24 LAN: 182 1658.50.3/24
ECS ECS

Layer 3 Switch ﬂ SVI: 192.168.50.2/24

LY,

Layer 2 Switches

Workloads: 172.16.0.0/12

- =
Client Client

Prerequisites

e A virtual private cloud (VPC) is created in the China (Beijing) region. For more information, see Create
and manage a VPC.

e A Cloud Enterprise Network (CEN) instance is created and associated with the VPCin the China
(Beijing) region. For more information, see Create a CEN instance.

Subnetting
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The following CIDR blocks are used in this example. When you allocate CIDR blocks based on your actual
requirements, make sure that the CIDR blocks do not overlap with each other.

ltem

IP address

VPC in the China (Beijing) region 10.0.0.0/16

Port G1: 192.168.100.2/30.

Internet-facing router

Port G2: 192.168.200.2/30.

® WAN port (port 5): 192.168.100.1/30. Next hop: 192.168.100.2.

SAG Device 1 e LAN port (port 4): 192.168.50.1/24. High availability (HA) is enabled

and the virtual IP address is 192.168.50.254.

e WAN port (port 5): 192.168.200.1/30. Next hop: 192.168.200.2.

SAG Device 2 ® LAN port (port 4): 192.168.50.3/24. HA is enabled and the virtual IP

address is 192.168.50.254.

® Port G11: assigned to VLAN 10.

Layer 3 switch ® Port G12: assigned to VLAN 10.

® VLAN 10: 192.168.50.2/24.

Private network 172.16.0.0/12

Step 1: Purchase SAG devices

Afteryou purchase SAG devices in the SAG console, Alibaba Cloud delivers the devices to the specified
address and creates an SAG instance to help you facilitate network management.

1. Log onto the SAG console.

2. Onthe Smart Access Gateway page, click Create SAG Instance.

3. Set the following parameters and clickBuy Now:

(e]

Area: Select the area where the SAG devices will be deployed. Mainland China is selected in
this example.

Device Spec: Select the type of the SAG device. SAG-1000 is selected in this example.

Have SAG Devices Already: Select whether you already have SAG devices. No is selected in
this example.

Quantity: Select the number of SAG devices that you want to purchase. 2 is selected in this
example.

Area: Select the area where the SAG bandwidt h will be used. This area must be the same as that
of the SAG devices and cannot be modified.

Name: Specify a name forthe SAG instance.

The name must be 2 to 128 characters in length, and can contain digits, periods (.), hyphens (-),
and underscores (_). It must start with a letter.

Peak Bandwidth: Specify the maximum bandwidth value. 30Mbps is selected in this example.

Subscription Duration: Specify the subscription duration of the bandwidth resources.
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4. Confirmthe orderinformation and click Confirm Purchase.
5. Inthe Address dialog box, enter the recipient address and then click Order Now.
6. Onthe Pay page, click Pay.
You can check whether the order has been placed on the Smart Access Gateway page. Afterthe order

is placed, it will be shipped within two business days. If the order is not shipped wit hin two business
days, submit a ticket to query the shipping status.

Smart Access Gateway

© Sma
On-

eak Bandwidth  Status @ Device SN @ Device Model @ Purchased At Expires At

SAG-1000 Aug 18,2020, 160515 Sep 20, 2020, 00:00:00 Shipment Updates | Network Configuration

Step 2: Activate the SAG devices

Afteryou receive the SAG devices, check whether you have received all the accessories. For more
information, see Descriptions of SAG-1000.

1. Logonto the SAG console.

. Onthe Smart Access Gateway page, find the SAG instance created for the SAG device.

2
3. Inthe Actions column, click Activate.
4

. Clickthe ID of the SAG instance. On the instance details page, click the Device Management tab
and enter the serial number of the device.

Basic Info Device Managemeant Metwork Configuration Configure High Availability Menitaring
No Device Configured. Add a device

Device Type

Device Serial Number

5. Click Add Device.
6. Repeat this step to associate the other SAG device with the SAG instance.

Step 3: Connect the SAG devices to your private network

Afteryou activate the SAG devices and associate them with the SAG instance, you must connect the
devices to your private network.

Before you begin, make sure that the devices are activated, the 4G networks work as expected, and the
devices are connected to Alibaba Cloud. Device 1 is used in this example. Repeat this step to connect
Device 2 to your private network.

1. Onthe Smart Access Gateway page, find and clickthe SAG instance.
2. Onthe instance details page, click the Device Management tab.

3. Inthe left-side navigation tree, click Assign Port Roles.
4

. Inthe Assign Port Roles section, find the port and click Edit in the Actions column. Assign a role
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to the port and click OK.

The WAN port (port 5) and LAN port (port 4) are used in this example. For more information about
ports, see Assign a role to a port.

Use a network cable to connect the WAN port (port 5) of the SAG device to port G1 of the
Internet-facing router.

. Use a network cable to connect the LAN port (port 4) of the SAG device to port G11 of the Layer 3

switch.

Step 4: Configure ports

Afterthe SAG devices are connected to your private network, you can configure the device portsinthe
SAG console.

Device 1 is used in this example. Repeat this step to configure the ports of Device 2.

1.

o U A W N

Log onto the SAG console.

. Onthe Smart Access Gateway page, clickthe ID of the SAG instance.

. Onthe instance details page, click the Device Management tab.

. Inthe left-side navigation tree, click Manage LAN Ports.

. Inthe LAN (Port 4) section, click Edit.

. Inthe Configure LAN (Port 4) dialog box, set the following parameters and click OK.

Device 1:
o Connection Type: Select Static IP.
o Port Address: Enterthe IP address of the LAN port. 192.168.50.1 is used in this example.

o Subnet Mask: Enterthe subnet mask of the LAN port IP address. 255.255.255.0 is used in t his
example.

Device 2:
o Connection Type: Select Static IP.
o Port Address: Enterthe IP address of the LAN port. 192.168.50.3 is used in this example.

o Subnet Mask: Enter the subnet mask of the LAN port IP address. 255.255.255.0 is used in this
example.

. Inthe left-side navigation tree, click Manage WAN Ports.
. Inthe WAN (Port 5) section, click Settings.
. Inthe Configure WAN (Port 5) dialog box, set the following parameters and click OK.

Device 1:
o Connection Type: Select Static IP.
o IP Address: Enterthe IP address of the WAN port. 192.168.100.1 is used in this example.

o Subnet Mask: Enterthe subnet mask of the WAN port IP address. 255.255.255.252 is used in this
example.

o Gateway: Enterthe IP address of the gateway. 192.168.100.2 is used in this example.
Device 2:

o Connection Type: Select Static IP.
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o IP Address: Enterthe IP address of the WAN port. 192.168.200.1 is used in this example.

o Subnet Mask: Enterthe subnet mask of the WAN port IP address. 255.255.255.252 is used in this
example.

o Gateway: Enterthe IP address of the gateway. 192.168.200.2 is used in this example.

@ Note Afteryou configure the gateway, the SAG device generates a default route.

Step 5: Configure routing methods

After you configure the WAN and LAN ports of the SAG devices, you must also configure the routing
method that synchronizes local routes with Alibaba Cloud and specify static routes to route traffic
from Alibaba Cloud to the private network.

Device 1 is used in this example. Repeat this step to configure a routing method for Device 2.
1. Onthe Smart Access Gateway page, clickthe ID of the SAG instance.
2. Onthe instance details page, click the Network Configuration tab.
3. Inthe left-side navigation tree, click Methods to Synchronize with On-premises Routes.
4. Select Static Routing, clickAdd Static Route to add a CIDR block, and then click OK.

Enterthe CIDR block used to route network traffic from Alibaba Cloud to the private network.
172.16.0.0/12 is used in this example.

Add Static Route b4
*CIDR Block @
172.16.0.0 12

m Cloze

5. Onthe instance details page, click the Device Management tab.

6. Inthe left-side navigation tree, click Manage Routes and then click Add Static Route.

7. Inthe Add Static Route dialog box, add a static route that routes traffic from Alibaba Cloud to
the private network.

Parameter Description

Device 1: 172.16.0.0/12.
Destination CIDR Block
Device 2: 172.16.0.0/12.

Device 1: 192.168.50.2.
Next Hop
Device 2: 192.168.50.2.

Ports Select Port 4 (LAN) for both Device 1 and Device 2.
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Add Static Route X
* Destination CIDR Block

172 e 12

* Next Hop
192, 30.2
* Port
Port . ,LAN) v

Step 6: Configure HA
The HA feature is used in this example to address single point of failures (SPOFs).
Device 1 is used in this example. Repeat this step to configure a routing method for Device 2.

1.
2. Use one of the following methods to open the Device Management tab.

o Clickthe ID of the SAG instance. On the instance details page, click the Device Management
tab.

o Find the SAG instance and choose > Device Management inthe Actions column.

3. Onthe Device Management tab, clickManage HA.

4. Inthe HA Information section, click & .

5. Inthe Configure HA dialog box, select an HA mode.

The following table describes the parameters.

Parameter Description
HA Mode Select Static for both Device 1 and Device 2.
Port Select LAN 4 for both Device 1 and Device 2.

Enter a virtual IP address for the SAG devices. 192.168.50.254 is used for both

Virtual IP ) . o
Device 1 and Device 2 in this example.

6. ClickSave.

Step 7: Configure the Layer 3 switch and Internet-facing router

The commands used to configure switches vary depending on the switch provider. For more
information, see the manuals issued by your providers. A switch and router provided by Cisco are used in

this example.
e The Layer 3 switch

@ Note ForeachSAG device, the network type of ports using the OSPF protocol must be set
to peer-to-peer (P2P). Otherwise, the SAG device cannot calculate routes correctly.
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Configure IP addresses for the ports:

interface GigabitEthernet 0/12

switchport access vlan 10 Assign the LAN port of Device 1 to VLAN 10
interface GigabitEthernet 0/14

switchport access vlan 10 Assign the LAN port of Device 2 to VLAN 10
interface wvlan 10

ip address 192.168.50.2 255.255.255.0 The gateway IP address of the client

ip route 0.0.0.0 0.0.0.0 192.168.50.254 The route to the Internet

e The Internet-facing router

Configure static routes
ip route 192.168.100.1 255.255.255.252 192.168.100.2 The route to Device 1.
ip route 192.168.200.1 255.255.255.252 192.168.200.2 The route to Device 2.

Step 8: Set up network connections

Afteryou configure the SAG devices, you must set up network connections to connect the private
networkto Alibaba Cloud.

1. Create a CCN instance.
i. Logontothe SAGconsole.

ii. Inthe left-side navigation pane, click CCN.

ii. Onthe CCN page, clickCreate CCN Instance.

=

. Inthe Create CCN Instance pane, specify a name forthe CCN instance and click OK.

The name must be 2 to 100 characters in length, and can contain digits, underscores (_), and
hyphens (-). It must start with a letter.

CCN

2. Set up network connections.
i. Logontothe SAGconsole.

ii. Onthe Smart Access Gateway page, find the SAG instance and click Network
Configuration inthe Actions column.
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ii. Onthe Network Instance Details tab, click Attach Network, select the CCN instance, and
then click OK.

Add Network Instance

Same Account

o You can connect SAG devices to Alibaba Cloud through the
Internet or leased lines. You can also set active and standby links
to ensure network connections. If you use a leased line, you must
bind the SmartAG instance to a VBR. If you use the Internet, you
must bind the SmartAG instance to a CCN instance.

* Network Type @

CCN A

* Network Instance

rrefccr A

3. Associate the CCN instance with a CEN instance.
i. Logontothe SAGconsole.
ii. Inthe left-side navigation pane, click CCN.

ii. Find the CCN instance and click Bind CEN Instance inthe Actions column.
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iv. Inthe Bind CEN Instance pane, select the CEN instance and click OK.

Afterthe CCN instance is associated with the CEN instance, SAG devices in the CCN can
communicate with networks such as VPCs and virtual border routers (VBRs) associated with the

CEN.

Bind CEN Instance @ Xx
Instance Mame/ID

* Bind CEN Instance @

@® Existing CEM Create CEM

metest-cend/cen-Iv Th A

4. Configure a security group.
i. Logontothe ECS console.
ii. Inthe left-side navigation pane, clicklnstance.

iii. Find the ECS instance deployed inthe VPC and choose More > Network and Security Group
> Configure Security Group.

iv. ClickAdd Rules and then click Add Security Group Rule.
v. Create a security group rule that allows access fromthe private networkto the VPC.

The following figure shows how to configure a security group rule. Set Authorization Object to
the CIDR block of the private netwaork.

Add Security Group Rule

NIC Type:
Rule Diraction: nbound W
Actio Al b
tocol Type: Custom TC b4
* Port Range: 1/65535 Li]
Priority: 1 Li ]
Authorization Type: Pvd CIDR Ble W
. .i__'.hcl":_a'.i.:' 10.0.0.0/16 O L=am
Haect more.
Description:

i
i

Step 9: Test the connectivity
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After you complete the configurations in the preceding steps, access cloud resources deployed in the
VPC from a client in your private network to test the connectivity.
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6.Deploy two SAG devices in
inline mode and enable
dynamic routing

This topic describes how to deploy two Smart Access Gateway (SAG) devices in inline mode and enable
Open Shortest Path First (OSPF)-based dynamic routing to connect a private networkto Alibaba Cloud.

Context

The following figure shows the topology of the private network. A Layer 3 switch is connected to two
Layer 2 switches. Local clients and servers are connected to the Layer 2 switches. Two SAG devices are
connected to the Layer 3 switch in inline mode to establish network connections between the private
network and Alibaba Cloud. The two SAG devices serve as a standby device for each other.

Internet

G1:192.165.100.2/30 G2:192.168.200.2/30

"—VPC in China (Beijing)
g 10.0.0.0/16
Internet-facing WAN: 192.168.200.1/30

WAN: 192.158.100.1/30
Router G - =D
SAG Device | | | I 1 | SAG Device [ e ] [ e
LAN:192.153.5D.113W LAN: 192.168.60.1/30 | oI e
ECS ECS

G11:1921 EB.ED.EESUE G12:192.168.60.2/30

Layer 3 Switch

Layer 2 Switches

Workloads: 172.16.0.0/12

—— ——
Client Client

Prerequisites

e A Virtual Private Cloud (VPC) network s created in the China (Beijing) region. For more information, see
Create and manage a VPC.

e A Cloud Enterprise Network (CEN) instance is created and associated with the VPC network in the
China (Beijing) region. For more information, see Create a CEN instance.

Subnetting

The following CIDR blocks are used in this example. When you allocate CIDR blocks based on your actual
requirements, make sure that the CIDR blocks do not overlap with each other.
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Object IP address

VPC network in the China (Beijing)

10.0.0.0/16.

region

Port G1: 192.168.100.2/30.

Internet-facing router

Port G2: 192.168.200.2/30.

® WAN port (port 5): 192.168.100.1/30. Next hop: 192.168.100.2.

SAG Device 1
® |LAN port 4:192.168.50.1/30.
® WAN port (port 5): 192.168.200.1/30. Next hop: 192.168.200.2.
SAG Device 2
® AN port 4:192.168.60.1/30.
® port G11: 192.168.50.2/30.
Layer 3 switch ® Port G12: 192.168.60.2/30.
® |oopbackinterface: 192.168.100.3/32.
Private network 172.16.0.0/12.

Step 1: Purchase SAG devices

Afteryou purchase SAG devices in the SAG console, Alibaba Cloud delivers the devices to the specified
address and creates an SAG instance to help you facilitate network management.

1. Log onto the SAG console.

2. Set the following parameters.

o

o

Area: Select the area where the SAG devices will be deployed. Mainland China is selected in
this example.

Device Spec: Select the type of the SAG device. SAG-1000 is selected in this example.

Have SAG Devices Already: Select whether you already have SAG devices. No is selected in
this example.

Quantity: Select the number of SAG devices that you want to purchase. 2 is selected in this
example.

Area: Select the area where the SAG bandwidth will be used. This area must be the same as that
of the SAG devices and cannot be modified.

Instance Name: Specify a name for the SAG instance.

The name must be 2 to 128 characters in length and can contain digits, periods (.), hyphens (-),
and underscores (). It must start with a letter or Chinese character.

Peak Bandwidth: Select the maximum bandwidth for network connections. 30Mbps is selected
in this example.

Subscription Duration: Select the duration of the subscription.

3. Afteryou set the preceding parameters, clickBuy Now.

4. Confirmthe order information and click Confirm Purchase.
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5. Inthe Shipping Address dialog box that appears, enter the recipient address and then click Buy
Now.

6. Onthe Pay page that appears, click Pay.

You can check whether the order has been placed on the Smart Access Gateway page. The SAG devices
will be shipped wit hin two business days. If the order is not shipped within two business days, submit a
ticket to query the shipping status.

Smart Access Gateway

© Sma

AccessPoint  Peak Bandwidth  Status @ Device SN @ Device Model @ Purchased At Expires At

50M Order Placed SaG-1000 Aug 18,2020, 160515 Sep 20, 2020, 00:00:00

Step 2: Activate the SAG devices

Afteryou receive the SAG devices, check whether you have received all the accessories. For more
information, see Descriptions of SAG-1000.

1. Logonto the SAG console.

2. Onthe Smart Access Gateway page, find the target SAG instance.
3. Inthe Actions column, click Activate.
4

. Clickthe ID of the target SAG instance. On the instance details page, click the Device
Management tab and enter the serial number of the device.

Basic Info Device Management MNetwark Configuration Configure High Availability Monitoring

No Device Configured. Add a device

Device Type

Device Serial Number

5. Click Add Device.
6. Repeat this step to associate the other SAG device with the SAG instance.

Step 3: Connect the SAG devices to your private network

Afteryou activate the SAG devices and associate them with the SAG instance, you must connect the
devices to your private network.

Before you begin, make sure that the devices are activated, the 4G networks work as expected, and the
devices are connected to Alibaba Cloud. Device 1 is used in this example. Repeat this step to connect
Device 2 to your private network.

1. Log onto the SAG console.

2. Onthe Smart Access Gateway page, find and click the target SAG instance.
3. Onthe instance details page, click the Device Management tab.
4

. Inthe left-side navigation tree, click Assign Port Roles.
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5.

Inthe Assign Port Roles section, find the target port and click Edit in the Actions column. Assign
arole to the port and click OK.

The WAN port (port 5) and LAN port (port 4) are used in this example. For more information about
ports, see Assign arole to a port.

. Use a network cable to connect the WAN port (port 5) of the SAG device to port G1 of the

Internet-facing router.

. Use a network cable to connect the LAN port (port 4) of the SAG device to port G11 of the Layer 3

switch.

Step 4: Configure ports

Afterthe SAG devices are connected to your private network, you can configure the device ports inthe
SAG console.

Device 1 is used in this example. Repeat this step to configure the ports of Device 2.

1.
. Onthe Smart Access Gateway page, clickthe ID of the target SAG instance.

o A W N

Log onto the SAG console.

. Onthe instance details page, click the Device Management tab.

. Inthe left-side navigation tree, click Manage LAN Ports.

. Inthe LAN (Port 4) section, click Edit.

. Inthe Configure LAN (Port 4) dialog box that appears, set the following parameters and click

OK.
o Connection Type: Select Static IP.
o Port Address: Enterthe IP address of the LAN port. 192.168.50.1 is used in this example.

o Subnet Mask: Enterthe subnet mask of the LAN port IP address. 255.255.255.252 is used in this
example.

. Inthe left-side navigation tree, click Manage WAN Ports.
. Inthe WAN (Port 5) section, click Edit.
. Inthe Configure WAN (Port 5) dialog box that appears, set the following parameters and click

OK.
o Connection Type: Select Static IP.
o IP Address: Enterthe IP address of the WAN port. 192.168.100.1 is used in this example.

o Subnet Mask: Enterthe subnet mask of the WAN port IP address. 255.255.255.252 is used in this
example.

o Gateway: Enterthe IP address of the gateway. 192.168.100.2 is used in this example.

@ Note Afteryou configure the gateway, the SAG device generates a default route.

Step 5: Configure OSPF-based dynamic routing

You can configure OSPF-based dynamic routing for SAG devices in the SAG console.

Device 1 is used in this example. Repeat this step to configure OSPF-based dynamic routing for Device 2.

1.

Log onto the SAG console.

2. Onthe Smart Access Gateway page, clickthe ID of the target SAG instance.
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3. Onthe instance details page, click the Device Management tab.

4. Inthe left-side navigation tree, click Manage Routes.

5. Inthe OSPF Protocol Settings section, click Edit.

6. Inthe Configure OSPF Protocol dialog box that appears, enter the information about the

allocated IP address and click OK.
Parameter Description

Set area IDs as follows:
Area ID Area ID of the active device: 1.

Area ID of the standby device: 1.
Hello Time Set the hello time to 3 seconds for both devices.
Dead Time Set the dead time to 10 seconds for both devices.

Authentication Type Select Disable Authentication for both devices.

Set router IDs as follows:
Router ID Router ID of the active device: 192.168.100.1.

Router ID of the standby device: 192.168.200.1.

Area Type The area type is set to NSSA by default.

7. Inthe Dynamic Routing Settings section, select Enable OSPF Protocol.
8. Find Port 4 (LAN), click Edit inthe Actions column, select Enable OSPF, and then click OK.

Step 6: Configure the Layer 3 switch and Internet-facing router

The commands used to configure switches vary depending on the switch provider. For more
information, see the manuals issued by your providers. A switch and router provided by Cisco are used in
this example.

e The Layer 3 switch
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o Set the port IP addresses and OSPF parameters.

@ Note Foreach SAG device, the network type of ports using the OSPF protocol must be
set to peer-to-peer (P2P). Otherwise, the SAG device cannot calculate routes correctly.

interface GigabitEthernet 0/11

no switchport

ip ospf network point-to-point Set the network type to P2P

ip ospf hello-interval 3

ip ospf dead-interval 10

ip address 192.168.50.2 255.255.255.252 The port IP address of the peer switch of Devi
ce 1

interface GigabitEthernet 0/12

no switchport

ip address 192.168.60.2 255.255.255.252 The port IP address of the peer switch of D
evice 2

ip ospf network point-to-point Set the network type to P2P

ip ospf dead-interval 10

ip ospf hello-interval 3

o Specify the loopback address and route advertisement information.

@ Note OSPF requires a not-so-stubby area (NSSA), automatically generates a default
route, and advertises it to SAG.

interface Loopback 0

ip address 192.168.100.3 255.255.255.255 The loopback address of
the switch

!

router ospf 1

router-id 192.168.100.3 The router ID of the switc
h

network 172.16.0.0 0.15.255.255 area 0 The CIDR block of the lo
cal server

network 192.168.50.0 0.0.0.4 area 1 The CIDR block of the switch
port connected to Device 1

network 192.168.100.3 0.0.0.0 area O The loopback address of th
e switch

network 192.168.60.0 0.0.0.4 area 1 The CIDR block of the switch

port connected to Device 2
area 1 nssa default-information-originate no-summary
|

e The Internet-facing router

Configure static routes
ip route 192.168.100.0 255.255.255.252 192.168.100.2 The route to Device 1
ip route 192.168.200.0 255.255.255.252 192.168.200.2 The route to Device 2
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Step 7: Set up network connections

After you configure the SAG devices, you must set up network connections to connect the private
networkto Alibaba Cloud.

1. Create a Cloud Connect Network (CCN) instance.
i. Logontothe SAGconsole.

ii. Inthe left-side navigation pane, click CCN.

ii. Onthe CCN page, clickCreate CCN Instance.

v. Inthe Create CCN Instance pane that appears, specify a name for the CCN instance and click
OK.

The name must be 2 to 100 characters in length and can contain digits, underscores (_), and
hyphens (-). It must start with a letter or Chinese character.

CCN

2. Set up network connections.
i. Logontothe SAG console.

i. Onthe Smart Access Gateway page, clickthe ID of the target SAG instance or click Netwaork
Configuration inthe Actions column.

ii. Onthe Method to Synchronize with On-premises Routes tab, select Dynamic Routing.
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iv. Onthe Network Instance Details tab, click Attach Network, select the CCN instance, and
then click OK.

Add Network Instance

Same Account

o You can connect SAG devices to Alibaba Cloud through the
Internet or leased lines. You can also set active and standby links
to ensure network connections. If you use a leased line, you must
bind the SmartAG instance to a VBR. If you use the Internet, you
must bind the SmartAG instance to a CCN instance.

* Network Type @

CCN A

* Network Instance

rrefccr A

3. Associate the CCN instance with a CEN instance.
i. Logontothe SAGconsole.
ii. Inthe left-side navigation pane, click CCN.

iii. Find the target CCN instance and clickBind CEN Instance inthe Actions column.
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iv. Inthe Bind CEN Instance pane that appears, select the target CEN instance and click OK.

Afterthe CCN instance is associated with the CEN instance, SAG devices in the CCN can
communicate with networks such as VPC networks and virtual border routers (VBRs) associated

with the CEN.

Bind CEN Instance @ Xx
Instance Mame/ID

* Bind CEN Instance @

@® Existing CEM Create CEM

metest-cend/cen-Iv Th A

4. Configure a security group.
i. Logontothe Elastic Compute Service (ECS) console.
ii. Inthe left-side navigation pane, clickInstances.

iii. Find the ECS instance deployed in the target VPC network and choose More > Network and
Security Group > Configure Security Group.

iv. ClickAdd Rules and then click Add Security Group Rule.
v. Create a security group rule that allows access fromthe private networkto the VPC network.
The following figure shows how to configure a security group rule. Set Authorization Object to

the CIDR block of the private netwaork.

Add Security Group Rule

NIC Type:

Rule Diraction: nbound W
Actio Al b
tocol Type: Custom TC b4
* Port Range: 1/65535 Li]
Priority: 1 Li ]
Authorization Type: Pvd CIDR Ble W
. .i__'.hcl":_a'.i.:' 10.0.0.0/16 O L=am
Haect more.
Description:

i
i

Step 8: Test the connectivity
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After you complete the configurations in the preceding steps, access cloud resources deployed inthe
VPC network from a client in your private network to test the connectivity.
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7.Deploy two SAG devices in
inline mode and enable DHCP
on LAN ports

This topic describes how to deploy two Smart Access Gateway (SAG) devices in inline mode and enable
Dynamic Host Configuration Protocol (DHCP) on the LAN ports. This way, you can connect private
networks to Alibaba Cloud and improve the availability of your networks.

Prerequisites

e A Virtual Private Cloud (VPC) network is created. For more information, see Create and manage a VPC.

e A Cloud Enterprise Network (CEN) instance is created and associated with the VPC network. For more
information, see Create a CEN instance.

Context

In this example, an enterprise has created a VPC network in China (Beijing) and has deployed services in
the VPC network. The enterprise wants to connect private networks to Alibaba Cloud through SAG
devices. The enterprise wants to deploy two SAG-1000 devices in inline mode. The enterprise also
wants to enable DHCP on the LAN ports of the SAG devices. This way, the enterprise can manage and
dynamically assign IP addresses to the client side, and operations and maintenance (0&M) workloads are
reduced. The enterprise also wants to enable the DHCP failover and high availability (HA) features of
the SAG devices. This allows the enterprise to switch over to the standby device when the active device
is faulty, which improves the network availability.

Internet

G1:152.168.100.2/30 G2:192.168.200.2/30

VPC in China (Beljing)
WAN: 192.168.100.1¥30 |ntemet—facing WAN: 192168.200.1/30 10'0'0'0"‘1 6

Router
SAG Device [ 11 | 11 I SAG Device
LAM: 192.1 sa.su.uzw LAN: 192 168.50.3/24
ECS ECS

Layer 3 Switch ﬂ SVl 192.168.50.2/24

LY,

Layer 2 Switches

Workloads: 172.16.0.0/12

Client Client
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Subnetting

The following table describes the IP addresses and CIDR blocks in this example. Iif you want to use your

own IP addresses and CIDR blocks, make sure that the IP addresses or CIDR blocks do not overlap with

each other.
ltem

VPC network in China (Beijing)

Internet-facing router

Active SAG device

Standby SAG device

Layer 2 switch

Private networks

Subnetting
Private CIDR block: 10.0.0.0/16
Port G1: 192.168.100.2/30

Port G2: 192.168.200.2/30

® WAN port 5: uses a static IP address
o Port IP address: 192.168.100.1/30
0 Gateway: 192.168.100.2

® AN port 4: uses a dynamic IP address
© Port IP address: 192.168.50.1/24
o DHCP IP address pool: 192.168.50.3 to 192.168.50.253
o DHCP failover is enabled
© HA'is enabled: The virtual IP address is 192.168.50.254

® WAN port 5: uses a static IP address
o Port IP address: 192.168.200.1/30
0 Gateway: 192.168.200.2

® AN port 4: uses a dynamic IP address
o Port IP address: 192.168.50.2/24
o DHCP IP address pool: 192.168.50.3 to 192.168.50.253
o DHCP failover is enabled
© HA'is enabled: The virtual IP address is 192.168.50.254

® Connect port G11 to LAN port 4 of the active SAG device
® Connect port G12 to LAN port 4 of the standby SAG device

Private CIDR block: 192.168.50.0/24

Configuration procedure

Purchase an Activate the device

SAG device

5 6

Configure the device Advertise routes to Set up network Test network
Alibaba Cloud connections connectivity

Step 1: Purchase SAG devices

> Document Version: 20220706

59



Tutorials-Deploy two SAG devices in
inline mode and enable DHCP on LA HEEEAMX
N ports

After you purchase SAG devices in the SAG console, Alibaba Cloud delivers the devices to the specified
address and creates SAG instances to help you facilitate network management.

@ Note To use SAG devices outside mainland China, you must purchase SAG devices fromthird-
party vendors. For more information, see Purchase SAG devices.

1. Logonto the SAG console.

2. Onthe Smart Access Gateway page, click Purchase SAG.
3. Select SAG (CPE).

4. Set the following parameters and click Buy Now.

o Area: Select the area where the SAG device will be deployed. Mainland China is selected in this
example.

o Device Spec: Select the type of the SAG device. SAG-1000 is selected in this example.

o Have SAG Devices Already: Select whether you already have SAG devices. No is selected in
this example.

o Edition: Select the edition of the SAG device. Standard is selected in this example.

o Quantity: Select the number of SAG devices that you want to purchase. 2 is selected in this
example.

o Area: Select the area where the SAG bandwidt h will be used. This area must be the same as that
of the SAG devices and cannot be modified.

o Instance Name: Specify a name for the SAG instance.

The name must be 2 to 128 characters in length, and can contain digits, periods (.), hyphens (-),
and underscores (). It must start with a letter or a Chinese character.

o Peak Bandwidth: Select the maximum bandwidth for network connections. 50 Mbps is
selected in this example.

o Subscription Duration: Select the duration of the subscription.
5. Confirmthe order information and click Confirm Purchase.
6. Inthe Address dialog box, enter the recipient address and click Order Now.
7. Onthe Pay page, select a payment method and complete the payment.

You can check whether the order has been placed on the Smart Access Gateway page. The SAG devices
will be shipped wit hin two business days. If the shipping is overdue, you can submit a ticket to view the
shipping status.

Smart Access Gateway

© sma
on-

Status @ Device SN @ Device Model @ Purchased At Expires At Resource Grou

Orger Placed SAG-1000 Aug 19,2020, 160515 Sep20,2020,0000:00  default resource group  Shipment Updates | Network Configuration

Step 2: Activate the SAG devices

Afteryou receive the SAG devices, check whether you have received all the accessories. For more
information, see Descriptions of SAG-1000.

1. Logonto the SAG console.

2. Inthe top navigation bar, select the region where the SAG instance is deployed.
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. Onthe Smart Access Gateway page, find the SAG instance.

3
4. Inthe Actions column, click Activate.
5. Inthe Activate dialog box, click OK.

6

. Clickthe instance ID to go to the details page where you can view the serial number of the SAG
device.

® Note

o The SAG device with a larger serial number is the active device and the otheris the
standby device. For more information, log onto the SAG console.

o If you purchase the SAG devices from a third-party vendor, you must manually associate
the SAG devices with the SAG instances. For more information, see Add a device. When
you manually associate the SAG devices with the SAG instances, the first associated
SAG device is the active device by default.

7. Afteryou activate the SAG devices, you must connect themto your private network based on the
following topology:

For the active SAG device:

o Use a network cable to connect WAN port 5 of the SAG device to port G1 of the Internet-facing
router.

o Use anetwork cable to connect LAN port 4 of the SAG device to port G11 of the Layer 2 switch.
For the standby SAG device:

o Use a network cable to connect WAN port 5 of the SAG device to port G2 of the Internet-facing
router.

o Use a network cable to connect LAN port 4 of the SAG device to port G12 of the Layer 2 switch.

Step 3: Configure the SAG devices

You must log onto the web console to configure the SAG devices. Before you begin, make sure that
the devices are started, the 4G networks work as expected, and the devices are connected to Alibaba
Cloud.

1. You can use a network cable to connect port 2 of the active SAG device to your computer and log
onto the web console. For more information, see Step 1: Configure the local client and Step 2: Set the
password.

2. Assign port roles

@ Note By default, port 5 is the WAN port and port 4 is the LAN port. If your system uses
the default settings, you can skip this step. If the settings are modified, you must performthe
following steps to reassign the roles.

i. Inthe web console, clickSettings.

ii. Inthe left-side navigation pane, clickPort Alloc.
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ii. Onthe Port Alloc page, find the port and select a role.

E‘D SMART ACCESS GATEWAY Home

(5 Password .
Configure Paort

i Port Alloc
Running states

Part: A
Parti: A
Part2:

Port3: ~
Port4: | LAN ~
Ports: | WWAN hd

&= Route

m Port 5: Select WAN.
= Port 4: Select LAN.
iv. Click OK.
3. Configure the WAN port.

i. Inthe left-side navigation pane, click WAN.
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ii. Onthe WAN page, clickPort 5 (WAN).

A Password

& Port Alloc

& Route

G SMART ACCESS GATEWAY Home

WAN
Port3 { WAN ) Ports ([ WAN )
Link Type:
DHCP (® Static PPPoE

=P
192.168.100.1

*Mask:

255.255.255.252

192.168.100.2

m Link Type: Select Static.

Network Diagnosis

m |P: Enterthe IP address of the WAN port. 192.168.100.1 is used in this example.

m Mask: Enter the subnet mask of the WAN port IP address. 255.255.255.252 is used in this

example.

m Gateway: Enterthe IP address of the gateway. 192.168.100.2 is used in this example.

@ Note Afterthe parameter is set, a default route is added to the SAG device.

iii. Click OK.
4. Configure the LAN port.

i. Inthe left-side navigation pane, click LAN.
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ii. Onthe LAN page, clickPort 4 (LAN).

G0 SMART ACCESS GATEWAY

(3 Password

& Port Alloc

£ WAN

AN

£ Management

Port! (LAN)

Link Type:

@ Dynamic P Static IP

*Private Segment:

Custom Segment v 192168 .50.0124

*Interface IP:

192.168.50.1
@ ecc *DHCP Start IP:
162.168.50.3

*DHCP End IP:
192.168.50.253
5 HA
* Address Expireln:
48 H

DHCP Failover: (&)

. Laboratory

m Link Type: Select Dynamic IP.

m Private Segment: Select Custom Segment and enter 192.168.50.0/24.

m Interface IP: Enterthe IP address of the LAN port. 192.168.50.1 is used in this example.
m DHCP Start IP: 192.168.50.3 is used in this example.

m DHCP End IP: 192.168.50.253 is used in this example.

m Address Expireln: 48 hours.

m DHCP Failover: enabled.

@ Note To use the DHCP failover feature, you must also enable the HA feature. The
HA virtual IP address functions as the IP address of the gateway and is automatically
advertised to the client side. After you enable the DHCP failover and HA features for
both the active and standby devices, you can switch over to the standby device when
the active device is faulty. This enables the availability of your networks.

iii. Click OK.
5. Enable the HA feature.

i. Inthe left-side navigation pane, click HA.
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ii. Onthe HA page, select Static HA.

G SMART ACCESS GATEWAY Home

(7 Password

HA
& Port Alloc
Mode:
(@ Static HA Dynamic HA OFF
2] WAN
Port:
Por M W
nterface IP: 192.168.50.1/24
*Virtual IP:

192.168.50.254

m Port: Port 4 (LAN) is used in this example.
m Virtual IP: the virtual IP address. 192.168.50.254 is used in this example.
iii. Click OK.
6. Configure the standby SAG device.

Referto the logon configurations of the active SAG device and configure the standby SAG device
based on the following information:

o Configure WAN port 5:
m Link Type: Select Static.
m |P: The IP address of the WAN port. 192.168.200.1 is used in this example.

m Subnet Mask: Enterthe subnet mask of the WAN port IP address. 255.255.255.252 is used in
this example.

m Gateway: Enterthe IP address of the gateway. 192.168.200.2 is used in this example.

@ Note Afterthe parameter is set, a default route is added to the SAG device.

o Configure LAN port 4:
m Connection Type: Select Static IP.
m Private Segment: Select Custom Segment and enter 192.168.50.0/24.
m Interface IP: the IP address of the LAN port. 192.168.50.2 is used in this example.
m DHCP Start IP: 192.168.50.3 is used in this example.
m DHCP End IP: 192.168.50.253 is used in this example.

m Address Expireln: 48 hours.
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m DHCP Failover: enabled.

o Configure HA: Select Static HA.
m Port: Port 4 (LAN) is used in this example.
m Virtual IP: the virtual IP address. 192.168.50.254 is used in this example.

Step 4: Advertise routes to Alibaba Cloud

To connect private networks to Alibaba Cloud, you must advertise routes to Alibaba Cloud.
1. Logonto the SAG console.

In the top navigation bar, select the region.

Onthe Smart Access Gateway page, clickthe ID of the SAG instance.

On the page that appears, click the Network Configuration tab.

In the left-side navigation tree, click Methods to Synchronize with On-premises Routes.

o v M W N

Select Static Routing, click Add Static Route to add a CIDR block, and then click OK.
192.168.50.0/24 is used in this example.

Add Static Route b4

Step 5: Set up network connections in the console

After you complete the preceding steps, you must set up network connections in the cloud.
1. Create a Cloud Connect Network (CCN) instance.
i. Logontothe SAGconsole.
ii. Inthe top navigation bar, select Mainland China.
The CCN instance and SAG instance must be deployed in the same region.
iii. Inthe left-side navigation pane, click CCN.
iv. Onthe CCN page, clickCreate CCN Instance.
v. Inthe Create CCN Instance pane, specify a name forthe CCN instance and click OK.

The name must be 2 to 100 characters in length and can contain digits, underscores (_), and
hyphens (-). it must start with a letter or a Chinese character.

CCN

2. Associate the SAG instance with a CCN instance.
i. Inthe left-side navigation pane, clickSmart Access Gateway.

ii. Onthe Smart Access Gateway page, find the SAG instance and click Network
Configuration inthe Actions column.
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iii. Inthe left-side navigation tree, click Network Instance Details.
iv. Onthe Network Instance Details tab, click Attach Network, select the CCN instance you
created, and then click OK.

Attach Network p 4

ﬂ You can connect SAG devices to Alibaba Cloud through the
Internet or leased lines. You can specify an active link and a
standby link to keep your networks connected to Alibaba Cloud. If
you use a leased line, you must connect the SAG instance to a
VER. If you use the Internet, you must connect the SAG instance to
a CCN instance,

* Netwoark Type @

Cloud Connect Metwork e

* Metwoark Instance

oxtest/con-6dhj3m b

3. Associate the CCN instance with a CEN instance.

Afterthe CCN instance is associated with the CEN instance, SAG devices associated with the CCN
instance can communicate with VPC networks associated with the CEN instance.

i. Inthe left-side navigation pane, click CCN.
ii. Find the CCN instance and click Bind CEN Instance inthe Actions column.

ii. Inthe Bind CEN Instance pane, select Existing CEN, select the CCN instance fromthe drop-
down list, and then click OK.

Bind CEN Instance @ Xx
Instance Mame/ID

* Bind CENM Instance @
® Existing CEN Create CEMN

zxtest-cend/cen-Iv 7h1 hd

4. Create a security group rule.

You must create a security group rule for the Elastic Compute Service (ECS) instance to allow the
private CIDR block 192.168.50.0/24 to access resources on the CES instance. For more information,
see Add a security group rule.

Step 6: Test the connectivity

Afteryou complete the preceding steps, you can test the connectivity between the VPC network and
your private networks.

1. Before you test the connectivity, you must configure the network interface controller (NIC) of your
on-premises computer to automatically obtain an IP address. For more information, see the system
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manuals of your on-premises computer. The Windows operating system s used in the following
example.

Internet Protocol Version 4 (TCP/1Pvd) Properties X

General Ajternate Configuration

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate [P settings.,

(®) Obtain an IP address automatically
() Use the following IP address:

(@) Obtain DNS server address automatically
{O) Use the following DNS server addresses:

Vaidate settings upon &xit Ad i

2. Select Automatically obtain an IP address. Then, the SAG device automatically assigns an IP address
to your on-premises computer. Afterthe SAG device assigns an IP address to your on-premises
computer, you can test the connectivity between the VPC network and your private networks.
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8.Deploy two SAG devices in
one-arm mode and enable
dynamic routing

This topic describes how to deploy two Smart Access Gateway (SAG) devices in one-arm mode and
enable Open Shortest Path First (OSPF)-based dynamic routing to connect a private networkto Alibaba
Cloud.

Context

The following figure shows the topology of the private network. A Layer 3 switch is connected to two
Layer 2 switches. On-premises clients and servers are connected to the Layer 2 switches. Two SAG
devices are connected to the Layer 3 switch in inline mode to establish network connections between
the private network and Alibaba Cloud. When one device is malfunctioning, the other device takes over.

ardie
T R (L @ CEN
Internet-facing _
Router %@ VPC in China (Beijing)

G1:192.168.80.1/30 10.0.0.0/16
G2: 192.168.80.2/30 — m
WAN: 192.168.100.1/30 G11:152.168.100.2/30 WAN: 192.168.200.1/30 — —
9 & S

SAG Device G13:192.165.200.2/30 SAG Device

Layer 3 Switch

Layer 2 Switches

Waorkloads: 172.16.0.0/12

e —
Client Client
Prerequisites

e A virtual private cloud (VPC) is created in the China (Beijing) region. For more information, see Create
and manage a VPC.

e A Cloud Enterprise Network (CEN) instance is created and associated with the VPC in the China
(Beijing) region. For more information, see Create a CEN instance.

Subnetting

Set IP addresses as shown below:

> Document Version: 20220706 69


https://www.alibabacloud.com/help/doc-detail/65398.htm#task-1012575
https://www.alibabacloud.com/help/doc-detail/65980.htm#task-1680986

Tutorials-Deploy two SAG devices in

one-arm mode and enable dynamic BEEEANX
routing

ltem CIDR block

VPC in the China (Beijing) region 10.0.0.0/16

Internet-facing router 192.168.80.1/30

Uplink port of the Layer 3 switch 192.168.80.2/30

SAG Device 1 WAN port (port 5): 192.168.100.1/30. Next hop: 192.168.100.2.

SAG Device 2 WAN port (port 5): 192.168.200.1/30. Next hop: 192.168.200.2.

® Port G11: 192.168.100.2/30

Layer 3 switch ® Port G13: 192.168.200.2/30

® | oopbackinterface: 192.168.100.3/32

Private network 172.16.0.0/12

Step 1: Purchase SAG devices

After you purchase SAG devices in the SAG console, Alibaba Cloud delivers the devices to the specified
address and creates an SAG instance to help you facilitate network management.

1. Log onto the SAG console.

2. Onthe Smart Access Gateway page, click Create SAG Instance.

3. Set the following parameters and click Buy Now:

o

(e]

o

Area: Select the area where the SAG devices will be deployed. Mainland China is selected in
this example.

Device Spec: Select the model of the SAG device. SAG-1000 is selected in this example.

Have SAG Devices Already: Select whether you already have SAG devices. No is selected in
this example.

Quantity: Select the number of SAG devices that you want to purchase. 2 is selected in this
example.

Area: Select the area where the SAG bandwidth will be used. This area must be the same as that
of the SAG devices and cannot be modified.

Name: Specify a name for the SAG instance.

The name must be 2 to 128 characters in length, and can contain digits, periods (.), hyphens (-),
and underscores (). It must start with a letter.

Peak Bandwidth: Specify the maximum bandwidth value. 30Mbps is selected in this example.

Subscription Duration: Specify the subscription duration of the bandwidth resources.

4. Confirmthe order information and click Confirm Purchase.

5. Inthe Address dialog box, enter the recipient address and then click Order Now.

6. Onthe Pay page, click Pay.

You can check whether the order has been placed on the Smart Access Gateway page. After the order
is placed, the package will be shipped within two business days. If the package is not shipped wit hin
two business days, submit a ticket to query the shipping status.
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Step 2: Activate the SAG devices

Afteryou receive the SAG devices, check whether you have received all the accessories. For more
information, see Descriptions of SAG-1000.

1. Log onto the SAG console.

2. Onthe Smart Access Gateway page, find the SAG instance.
3. Inthe Actions column, click Activate.

4. Inthe Activate dialog box, click OK.

5. Clickthe ID of the SAG instance. On the instance details page, click the Device Management tab
and enter the serial number of the device.

Basic Info Device Management Metwark Configuration Configure High Availability Monitering
@ No Device Configured. Add a device

Device Type

Device Serial Number

6. ClickAdd Device.
7. Repeat this step to associate the other SAG device with the SAG instance.

Step 3: Connect the SAG devices to your private network

Afteryou activate the SAG devices and associate them with the SAG instance, you must connect the
devices to your private network.

Before you begin, make sure that the devices are activated, the 4G networks work as expected, and the
devices are connected to Alibaba Cloud. The active device is used in this example. Repeat this step to
connect the standby device to your private network.

1. Logonto the SAG console.
. Onthe Smart Access Gateway page, find and click the SAG instance ID.
. Onthe instance details page, click the Device Management tab.

. Inthe left-side navigation tree, click Assign Port Roles.

u b~ W N

. Inthe Assign Port Roles section, find the port and click Edit inthe Actions column. Assign a role
to the port and click OK.

The WAN port (port 5) is used in this example. For more information about ports, see Assign a role
to aport.

6. Use a network cable to connect the WAN port (port 5) of the SAG device to port G11 of the Layer 3
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Step 4: Configure ports

Afterthe SAG devices are connected to your private network, you can configure the device portsinthe
SAG console.

The active device is used in this example. Repeat this step to configure the ports of the standby device.

1.

o o~ wWN

Log onto the SAG console.

. Onthe Smart Access Gateway page, clickthe ID of the SAG instance.

. Onthe instance details page, click the Device Management tab.

. Inthe left-side navigation tree, click Manage WAN Ports.

. Inthe WAN (Port 5) section, clickSettings.

. Inthe Configure WAN (Port 5) dialog box, set the following parameters and click OK.

o Connection Type: Select Static IP.
o IP Address: Enterthe IP address of the WAN port. 192.168.100.1 is used in this example.

o Subnet Mask: Enter the subnet mask of the WAN port IP address. 255.255.255.252 is used in this
example.

o Gateway: Enterthe IP address of the gateway. 192.168.100.2 is used in this example.

@ Note Afterthe parameteris set, a default route is added to the SAG device.

Step 5: Configure OSPF-based dynamic routing

You can configure OSPF-based dynamic routing for SAG devices in the SAG console.

The active device is used in this example. Repeat this step to configure OSPF-based dynamic routing for
the standby device.

1.

Log onto the SAG console.

2. Onthe Smart Access Gateway page, clickthe ID of the SAG instance.
3. Onthe instance details page, click the Device Management tab.
4. Inthe left-side navigation tree, clickManage Routes.
5. Inthe OSPF Protocol Settings section, click Edit.
6. Inthe Configure OSPF Protocol dialog box, enter the information about the allocated IP address
and click OK.
Parameter Description
Set area IDs as shown before:
Area ID Area ID of the active device: 1.
Area ID of the standby device: 1.
Hello Time Set the hello time to 3 seconds for both devices.
Dead Time Set the dead time to 10 seconds for both devices.
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Parameter Description

Authentication Type Select Disable Authentication for both devices.

Router ID

Set router IDs as shown below:
Router ID of the active device: 192.168.100.1.

Router ID of the standby device: 192.168.200.1.

Area Type Default value: NSSA.

7. Inthe WAN/LAN Dynamic Routing Settings section, select Enable OSPF Protocol.

8. Find Port 5 (WAN), click Edit inthe Actions column, select Enable OSPF, and then click OK.

Step 6:

Configure the Layer 3 switch and Internet-facing router

The commands used to configure switches vary based on the switch provider. For more information, see
the manuals issued by your providers. A switch and router provided by Cisco are used in this example.

e The Layer 3 switch
o Set the port IP addresses and OSPF parameters.

@ Note Foreach SAG device, the network type of ports that use the OSPF protocol must
be set to peer-to-peer (P2P). Otherwise, the SAG device cannot calculate routes correctly.

interface GigabitEthernet 0/11

no
ip
ip
ip
ip

switchport

ospf network point-to-point Set the network type to P2P

ospf hello-interval 3

ospf dead-interval 10

address 192.168.100.2 255.255.255.252 The port IP address of the peer switch of D

evice 1

interface GigabitEthernet 0/13

no switchport

ip address 192.168.200.2 255.255.255.252 The port IP address of the peer switch of
Device 2

ip ospf network point-to-point Set the network type to P2P

ip ospf dead-interval 10

ip ospf hello-interval 3
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o Specify the loopback address and route advertisement information.

@ Note OSPF requires a not-so-stubby area (NSSA), automatically generates a default
route, and advertises it to SAG.

interface Loopback 0

ip address 192.168.100.3 255.255.255.255 The loopback address of
the switch

i

router ospf 1

router-id 192.168.100.3 The router ID of the switc
h

network 172.16.0.0 0.15.255.255 area 0O The CIDR block of the on
-premises server

network 192.168.100.0 0.0.0.4 area 1 The CIDR block of the switc
h port connected to Device 1

network 192.168.100.3 0.0.0.0 area 0 The loopback address of th
e switch

network 192.168.200.0 0.0.0.4 area 1 The CIDR block of the switc

h port connected to Device 2

area 1 nssa default-information-originate no-summary
!

e The Internet-facing router

Add a static route
ip route 192.168.100.1 255.255.255.252 192.168.80.2 The route to Device 1
ip route 192.168.200.1 255.255.255.252 192.168.80.2 The route to Device 2

Step 7: Set up network connections

After you configure the SAG devices, you must set up network connections to connect the private
networkto Alibaba Cloud.

1. Create a CCN instance.
i. Logontothe SAGconsole.

ii. Inthe left-side navigation pane, click CCN.

ii. Onthe CCN page, click Create CCN Instance.

. Inthe Create CCN Instance pane, specify a name forthe CCN instance and click OK.

=

The name must be 2 to 100 characters in length, and can contain digits, underscores (_), and
hyphens (-). it must start with a letter.

Prvate CIDR Block

2. Set up network connections.
i. Logontothe SAGconsole.

ii. Onthe Smart Access Gateway page, clickthe ID of the SAG instance or click Network
Configuration inthe Actions column.
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ii. Onthe Method to Synchronize with On-premises Routes tab, select Dynamic Routing.

iv. Onthe Network Instance Details tab, click Attach Network, select the CCN instance, and
then click OK.

Add Network Instance

Same Account

o You can connect SAG devices to Alibaba Cloud through the
Internet or leased lines. You can also set active and standby links
to ensure network connections. If you use a leased line, you must
bind the SmartAG instance to a VBR. If you use the Internet, you
must bind the SmartAG instance to a CCN instance.

* Network Type @

CCN A

* Network Instance

rrefccr Ay

3. Associate the CCN instance with a Cloud Enterprise Network (CEN) instance.

i. Logontothe SAGconsole.
ii. Inthe left-side navigation pane, click CCN.

ii. Find the CCN instance and clickBind CEN Instance inthe Actions column.
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iv. Inthe Bind CEN Instance pane that appears, select the CEN instance and click OK.

Afterthe CCN instance is associated with the CEN instance, SAG devices in the CCN can
communicate with VPCs associated with the CEN.

Bind CEN Instance @ x
Instance Mame/ID

* Bind CEN Instance @

@® Existing CEM Create CEM
zxtest-cenZ/cen-Iv Th1 A

4. Configure a security group rule.
i. Logontothe ECS console.
ii. Inthe left-side navigation pane, clickIinstance.

iii. Find the ECS instance deployed inthe VPC and choose More > Network and Security Group
> Configure Security Group.

iv. ClickAdd Rules and then click Add Security Group Rule.

v. Create a security group rule that allows access fromthe private networkto the VPC.
The following figure shows how to configure a security group rule. Set Authorization Object to
the CIDR block of the private netwaork.

Add Security Group Rule

NIC Type:
Rule Diraction: nbound W
Acdio Al o
tocol Type: Custom TCP b4
Part Range: /65535 L
Priority L
Authorization Type: Pvd CIDR Ble W
Authorization 0.0/16 L i
Olje mars
Description:

i
i

Step 8: Test the connectivity
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After you complete the configurations in the preceding steps, access cloud resources deployed inthe
VPC from a client in your private network to test the connectivity.
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9.Use SAG to set up standby
network connections (leased
line connected to SAG)

This topic describes how to deploy a Smart Access Gateway (SAG) device to set up standby network
connections between an on-premises network and Alibaba Cloud. In this scenario, a leased line provides
the active connection. This helps you build a high availability (HA) hybrid cloud.

Prerequisites

e A virtual private cloud (VPC) is created in the China (Beijing) region. For more information, see Create
and manage a VPC.

e A Cloud Enterprise Network (CEN) instance is created and associated with the VPCin the China
(Beijing) region. For more information, see Create a CEN instance.

e A leased line is connected to the on-premises network in the China (Beijing) region and a virtual
border router (VBR) is created. For more information, see Create a dedicated connection over an
Express Connect circuit or Overview.

Context

The following figure shows the network topology used in this topic. For example, an enterprise has
created a VPC in the China (Beijing) region and deployed services in the VPC. To establish HA
connections between the on-premises network and cloud resources, the enterprise plans to use an SAG
device to provide standby connections, while a leased line provides active connections.

e To avoid changes in the networktopology, an SAG-1000 device is deployed in one-arm mode to
connect the on-premises network to Alibaba Cloud. Only the SAG-1000 device model supports
leased lines.

e The leased line is connected to the leased line port of the SAG device. The SAG device uses the
leased line and CCN to connect the on-premises network to Alibaba Cloud. In this scenario, the CCN
connection is established over the Internet. When either the leased line connection orthe CCN
connection is malfunctioning, the other connection takes over.

e The SAG device and VBR use BGP to learn and advertise routes. This f acilitates network management
and operations and maintenance (0O&M).

e The SAG instance is associated with a CCN instance and the VBR. The VBR and CCN instance are
associated with the same CEN instance. The SAG device is connected to the VPC through the CEN
instance.

e In this example, network traffic is transmitted in the following directions:

When the SAG device is associated with the CCN instance and VBR, CEN chooses the leased line by
default. By default, the CEN instance learns and advertises routes through the leased line. When the
leased line is malfunctioning, the CCN instance takes over. Specifically, outbound and inbound traffic
are transmitted through the leased line by default. When the leased line is malf unctioning, outbound
and inbound traffic are transmitted through the CCN instance.
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Subnetting

in the console

The following table describes the subnetting in this example. We recommend that you plan the
subnetting based on your business requirements and ensure that the CIDR blocks do not overlap with

each other.

ltem

On-premises network

SAG device

Subnetting

Private CIDR block: 172.16.0.0/12.

® Port G11 of the Layer 3 switch: 192.168.100.2/30.
® Port G2 of the Layer 3 switch: 192.168.80.2/30.

Port G1 of the Internet-facing router: 192.168.80.1/30.

® WAN port (port 5): 192.168.100.1/30. IP address of the gateway:
192.168.100.2.

® |eased line port (port 1): 192.168.110.1/30. VLAN ID: 0.

BGP:

® Autonomous system (AS) number: 65435
® Router ID: 192.168.2.2

® Keepalive time: 60 seconds

® Hold Time: 180 seconds

® BGP-enabled port: leased line port
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ltem Subnetting
® Alibaba Cloud-side IP address: 192.168.110.2/30
VEBR ® (lient-side IP address (Layer 3 switch-side in this example):
192.168.110.1/30
e VLAN: O
VPC in the China (Beijing) region VPC CIDR block: 10.0.0.0/16

Step 1: Purchase an SAG device

Afteryou place an order in the SAG console, Alibaba Cloud delivers the SAG device to the specified
address and creates an SAG instance to facilitate the management of the device.

@ Note If the area where the SAG device is used is outside mainland China, you must purchase
the device from a third-party vendor that is authorized by Alibaba Cloud. For more information, see
Purchase SAG devices.

1. Logonto the SAG console.

A W N

o

(e]

o

. Onthe Smart Access Gateway page, click Purchase SAG.
. Select Create SAG (CPE).

. Set the following parameters and click Buy Now:

Area: Select the area where the SAG devices will be deployed. Mainland China is selected in
this example.

Device Spec: Select the model of the SAG device. SAG-1000 is selected in this example.

Have SAG Devices Already: Select whether you already have an SAG device. No is selected in
this example.

Edition: Select the edition of the SAG device. Standard is selected in this example by default.

Quantity: Select the number of SAG devices that you want to purchase. 1 is selected in this
example.

Area: Select the area where the bandwidt h will be used. The area is the same as that of the SAG
device and cannot be changed.

Name: Specify a name for the SAG instance.

The name must be 2 to 128 characters in length, and can contain digits, periods (.), hyphens (-),
and underscores (). It must start with a letter or a Chinese character.

Peak Bandwidth: Specify the maximum bandwidth value. 50 Mbps is specified in this example.

Subscription Duration: Specify the subscription duration of the bandwidth resources.

5. Confirmthe order information and click Confirm Purchase.

6. Inthe Shipping Address dialog box, enter the recipient address and click Buy Now.

7. Onthe Pay page, select a payment method and complete the payment.

You can check whet her the order has been placed on the Smart Access Gateway page. After the order
is placed, it will be shipped within two business days. If your order is not shipped as expected, you can
submit a ticket to query the shipping status.
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Step 2: Activate the SAG device

Afteryou receive the SAG package, check whether you have received all the items. For more
information, see Descriptions of SAG-1000.

1.

o v kA wWwN

Log onto the SAG console.

Inthe top menu bar, select the region.

Onthe Smart Access Gateway page, find the SAG instance.
Inthe Actions column, click Activate.

Inthe Activate dialog box, click OK.

Afteryou activate the SAG device, connect it to the on-premises network based on the preceding
network topology.

o Use a network cable to connect the WAN port (port 5) of the SAG device to port G11 of the
Layer 3 switch.

o Connect the Express Connect leased line to the leased line port (port 1) of the SAG device.

. (Optional)lif the SAG device is purchased from a third-party vendor, you must manually associate

the SAG device with the SAG instance. For more information, see Add a device.

Step 3: Configure the SAG device

Afterthe SAG devices are connected to your on-premises network, you can configure the device ports
inthe SAG console.

Before you begin, make sure that the SAG device is started, the 4G network works as expected, and the
SAG device is connected to Alibaba Cloud.

1.
2.

3.

Log onto the SAG console.
Assign port roles.

By default, port 5 functions as the WAN port. You must assign a leased line port to the SAG device.
For more information, see Assign a role to a port. In this example, port 1 is assigned as the leased
line port.

Configure the WAN port.
i. Logontothe SAG console.
ii. Inthe top menu bar, select the region.
ii. Onthe Smart Access Gateway page, clickthe ID of the SAG instance.
iv. Onthe instance details page, clickthe Device Management tab.
v. Inthe left-side navigation tree, clickManage WAN Ports.
vi. Inthe WAN (Port 5) section, click Edit .

> Document Version: 20220706 81


https://www.alibabacloud.com/help/doc-detail/94742.htm#concept-w2r-51d-pfb
https://smartag.console.aliyun.com/
https://www.alibabacloud.com/help/doc-detail/163947.htm#task-2320715
https://smartag.console.aliyun.com/
https://www.alibabacloud.com/help/doc-detail/163954.htm#task-2389781
https://smartag.console.aliyun.com/

Tutorials-Use SAG to set up standb
y network connections (leased line c EEEIEAM X

onnected to SAG)

vii. Inthe Configure WAN (Port 5) dialog box, set the following parameters and click OK.

m Link Type: Select Static.
m |P: The IP address of the WAN port. 192.168.100.1 is used in this example.
m Subnet Mask: Enterthe subnet mask of the WAN port IP address. 255.255.255.252 is used in

this example.
m Gateway: Enterthe IP address of the gateway. 192.168.100.2 is used in this example.

@ Note Afterthe parameter is set, a default route is added to the SAG device.

4. Configure the leased line port
i. Inthe left-side navigation tree, clickManage WAN Ports.

i. Onthe Manage Leased Lines page. ClickPort1 (Leased Line).
ii. Onthe page that appears, click Edit.
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iv. Inthe Modify dialog box, set the following parameters and click OK. For more information
about leased lines, see Configure a leased line port.

Moedify X

* P Address

192.168.110.1

* Subnet Mask

55.255.255.252

* Port

m |P: Enterthe IP address of the leased line port. 192.168.110.1 is used in this example.

m Subnet Mask: Enterthe subnet mask of the IP address of the leased line port.
255.255.255.252 is used in this example.

m Port: Port1 (Leased Line) is selected by default.

m VLAN: Specify the VLAN number of the leased line port. 0 is used in this example. 0 indicates
that the leased line port functions as a physical port instead of a virtual port.

@ Note
The leased line port can work in one of the following modes:

m Physical mode: The leased line port functions as an independent port and the
VLAN number is 0.

m Virtual mode: The leased line port functions as multiple sub ports. Each VLAN
number indicates a sub port. If the VLAN number is not 0, the virtual mode is
enabled. Valid values of the VLAN number: 1 to 4094.

The VLAN number of the leased line port must be the same as that of the leased line
peer.

5. Configure BGP.
i. Inthe left-side navigation tree, clickManage WAN Ports.

ii. Inthe BGP Protocol Settings section, click Edit.
iii. Inthe Configure BGP Route Protocol dialog box, set the following parameters and click OK.
m Local AS: 65435 is used in this example.
m Router ID: 192.168.2.2 is used in this example.
m Hold Time: 180 is used in this example.
m Keep Alive: 60 is used in this example.

6. Enable BGP forthe WAN port.
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@ Note You can enable BGP for the leased line port of an SAG device and configure BGP
only in the SAG console, instead of the web console.

i. Inthe Dynamic Routing Settings section, select Enable BGP Protocol.
ii. Inthe Change Routing Protocol message, click OK.

iii. Find Port1 (Leased Line) inthe Leased Line Dynamic Routing Settings section, and click Edit
inthe Actions column.

iv. Inthe Modify BGP Dynamic Routing Settings dialog box, select Enable BGP, set the Peer IP
and Peer AS, and then click OK.

Set the Peer IP and Peer AS to the IP address of port G11 and the BGP AS number of the peer
switch.

m Peer AS: 45104 is used in this example.
m Peer IP: 192.168.110.2 is used in this example.

BGP Protocol Settings £ £dit

65425 Reuter ID 192.1682.2

Dynamic Routing Settings

Port3 (LAN)

Portd (LAN) - - - - Disabled Edit

Port5 (WAN) 192.168.100.1 192.168.100.2 - 65430 BGP Protocol Edit

7. Advertise routes to Alibaba Cloud
i. Onthe SAG instance details page, clickthe Network Configuration tab.
ii. Inthe left-side navigation tree, click Methods to Synchronize with On-premises Routes.
iii. Select Static Routing, clickAdd Static Route, and then click OK.

Enter the CIDR block used to route network traffic from Alibaba Cloud to the on-premises
network. 172.16.0.0/12 is used in this example.

Add Static Route X
* CIDR Block @
172.16.0.0 12

m Close

Step 4: Configure the VBR

You must configure the VBR in the Express Connect console to establish the BGP peer relationship
between the VBR and the SAG device.

1. Create a BGP group.
i. Logonto the Express Connect console.
ii. Inthe top menu bar, select the region.

iii. Inthe left-side navigation pane, choose Virtual Border Routers (VBRs) > Virtual Border
Routers (VBRs).

iv. Onthe Virtual Border Routers (VBRs) page, clickthe ID of the VBR.
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v. Onthe details page, clickthe BGP Groups tab.
vi. Onthe BGP Groups tab, click Create BGP Group and set the following parameters:
= Name: Enter a name forthe BGP group. test is used in this example.

Peer ASN: Enterthe AS number of the SAG device. 65435 is used in this example.

m BGP Key: Enterthe key of the BGP group. T his parameter is not set in this example.
m Description: Enterthe description of the BGP group. SAGtest is used in this example.

vii. Click OK.
2. Configure the BGP neighbor.
i. Onthe VBR details page, clickthe BGP Peers tab.
i. Onthe BGP Peers tab, click Create BGP Peer.
ii. Inthe Create BGP Peer dialog box, set the following parameters and click OK.

m BGP Group: Specify the BGP group to which you want to add the VBR and SAG device. The
BGP group test is used in this example.

m BGP peer IP address: Enterthe IP address of the BGP peer. The IP address of the leased
line port of the SAG device. 192.168.110.1 is used in this example.

Create BGP Peer [ESILEN)

BGP peer BGP group BGP peer IP address network type BGP key Peer AS number

bgp-bp nm bgpg-bp! Iax 102.168.110.1

Step 5: Configure the switch and router

In this step, you must configure the peer switch and Internet-facing router for the SAG device. Switches
and routers used in this example may be different from yours. For more information, see the manuals
issued by your providers.

1. Configure routes for the Layer 3 switch.

interface GigabitEthernet 0/11

no switchport
ip address 192.168.100.2 255.255.255.252 #The IP address of the peer switch of the

SAG device
ip route 10.0.0.0 255.255.0.0 192.168.100.1 #The route to the VPC in the China (Beijin

g) region
ip route 0.0.0.0 0.0.0.0 192.168.80.1 #The route to the Internet

2. Configure routes for the Internet-facing router.

ip route 192.168.100.0 255.255.255.252 192.168.80.2 #The route to the SAG device

Step 6: Set up network connections

Afteryou configure the SAG device, you must set up network connections to connect the on-premises
networkto Alibaba Cloud.

1. Create a CCN instance.
i. Logontothe SAGconsole.
ii. Inthe top menu bar, select Mainland China.

The CCN instance and SAG instance must be deployed in the same region.
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iii. Inthe left-side navigation pane, click CCN.
iv. Onthe CCN page, clickCreate CCN Instance.
v. Inthe Create CCN Instance pane, specify a name for the CCN instance and click OK.

The name must be 2 to 100 characters in length, and can contain digits, underscores (_), and
hyphens (-). It must start with a letter.

CCN

2. Associate the SAG instance with a CCN instance.
i. Inthe left-side navigation pane, clickSmart Access Gateway.

i. Onthe Smart Access Gateway page, find the SAG instance and click Network
Configuration inthe Actions column.

iii. Inthe left-side navigation tree, click Network Instance Det ails.

iv. Onthe Network Instance Details tab, click Attach Netwaork, select the CCN instance you
created, and then click OK.

Attach Network 4

ﬂ You can connect SAG devices to Alibaba Cloud through the
Internet or leased lines. You can specify an active link and a
standby link to keep your networks connected to Alibaba Cloud. If
you use a leased line, you must connect the SAG instance to a
VEBR. if you use the Internet, you must connect the SAG instance to
a CCN instance,

* Network Type @

Cloud Connect Network hd

* Metwoark Instance
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v. Repeat the preceding steps to associate the VBR with the SAG instance. For more information,
see Attach a network instance.

If the SAG instance is associated with the CCN instance and the VBR, the on-premises network
is connected to the Alibaba Cloud through the leased line by default. When the leased line is
malfunctioning, the on-premises network is connected to Alibaba Cloud through CCN. In this
case, the connection is encrypted and established over the Internet.

3. Attachthe CCN instance and VBR to the CEN instance. For more information, see Attach a network

instance.

Then, the on-premises network that is connected to the SAG device can communicate with the VPC
that is attached to the CEN instance.
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@ Note If the on-premises network, VBR, and VPC are not in the same region, you must
purchase a bandwidth plan for the CEN instance and set cross-region bandwidth. This way, the
on-premises network, VBR, and VPC can communicate with each other. For more information,
see Use a bandwidth plan and Manage bandwidth for cross-region connections.

4. Create a security group rule.

You must create a security group rule for the ECS instance in the VPC to allow the private CIDR block
172.16.0.0/12 to access resources deployed on the ECS instance. For more information, see Add a
security group rule.

Step 7: Test the connectivity

1. Afteryou complete the preceding steps, you can log on to the CEN console and view the route to
the on-premises network fromthe VPC. For more information, see View CEN routes in the CEN console.

2. You can use the on-premises client to access the cloud resources in the connected VPCto test the
connectivity.
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10.Use SAG to set up standby
network connections (leased
line connected to Layer 3
switch)

This topic describes how to deploy a Smart Access Gateway (SAG) device to set up standby network
connections between an on-premises network and Alibaba Cloud. In this scenario, a leased line provides
the active connection. This helps you build a high availability (HA) hybrid cloud.

Prerequisites

e A virtual private cloud (VPC) is created in the China (Beijing) region. For more information, see

e A Cloud Enterprise Network (CEN) instance is created and associated with the VPCin the China
(Beijing) region. For more information, see

e A leased line is connected to the on-premises network in the China (Beijing) region and a virtual
border router (VBR) is created. For more information, see
or

Context

The following figure shows the network topology used in this topic. For example, an enterprise has
deployed services in the VPC in the China (Beijing) region and a leased line is connected to the on-
premises network. To establish HA connections between the on-premises network and cloud resources,
the enterprise plans to use an SAG device to provide standby connections, while a leased line provides
active connections.

e To avoid changes in network topology, an SAG-1000 device is deployed in one-arm mode to connect
the on-premises networkto Alibaba Cloud.

e The on-premises network, SAG-1000 device, and VBR use BGP to learn routes. This f acilit ates network
management and operations and maintenance (O&M).

e The SAG instance is associated with a Cloud Connect Network (CCN) instance and the VBR. The VBR
and CCN instance are associated with the same CEN instance. The SAG device is connected to the VPC
through the CEN instance.

e Inthis example, network traffic is transmitted in the following directions:

When the SAG device is associated with the CCN instance and VBR, CEN chooses the leased line by
default. By default, the CEN instance learns and advertises routes through the leased line. When the
leased line is malfunctioning, the CCN instance takes over. Specifically, outbound and inbound traffic
are transmitted through the leased line by default. When the leased line is malf unctioning, outbound
and inbound traffic are transmitted through the CCN instance.
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Subnetting

The following table describes the subnetting in this example. We recommend that you plan the
subnetting based on your business requirements and ensure that the CIDR blocks do not overlap with
each other.

ltem Subnetting

Private CIDR block: 172.16.0.0/12

Port G11 of the Layer 3 switch: 192.168.100.2/30
Port G12 of the Layer 3 switch: 192.168.110.1/30
Port G2 of the Layer 3 switch: 192.168.80.2/30

On-premises network

BGP for the Layer 3 switch:
o Autonomous system (AS) number: 65430
o0 Router ID: 192.168.1.1

Port G1 of the Internet-facing router: 192.168.80.1/30.

WAN port (port 5): 192.168.100.1/30. IP address of the gateway:
192.168.100.2.

BGP:
® AS number: 65435
Router ID: 192.168.2.2

SAG device ® Keep Alive: 60 seconds
® Hold Time: 180 seconds
BGP-enabled port: WAN port
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ltem Subnetting

e Alibaba Cloud-side IP address: 192.168.110.2/30

® (lient-side IP address (Layer 3 switch-side in this example):

VBR 192.168.110.1/30
e VLAN: O
VPC in the China (Beijing) region VPC CIDR block: 10.0.0.0/16

Configuration procedure

(=] (5 6

Purchase an Activate the Configure the Configure the VBR Configure the Set up n.etwork Test the connectivity
SAG device SAG devices SAG device switch and router connections
in the console

Step 1: Purchase an SAG device

Afteryou place an order in the SAG console, Alibaba Cloud delivers the SAG device to the specified
address and creates an SAG instance to facilitate the management of the device.

@ Note If the area where the SAG device is used is outside mainland China, you must purchase
the device from a third-party vendor that is authorized by Alibaba Cloud. For more information, see
Purchase SAG devices.

1. Logonto the SAG console.

2. Onthe Smart Access Gateway page, click Purchase SAG.
3. Select Create SAG (CPE).

4. Set the following parameters and click Buy Now:

o Area: Select the area where the SAG devices will be deployed. Mainland China is selected in
this example.

o Device Spec: Select the model of the SAG device. SAG-1000 is selected in this example.

o Have SAG Devices Already: Select whether you already have an SAG device. No is selected in
this example.

o Edition: Select the edition of the SAG device. Standard is selected in this example by default.

o Quantity: Select the number of SAG devices that you want to purchase. 1 is selected in this
example.

o Area: Select the area where the bandwidth will be used. The area is the same as that of the SAG
device and cannot be changed.

o Name: Specify a name forthe SAG instance.

The name must be 2 to 128 characters in length, and can contain digits, periods (.), hyphens (-),
and underscores (). It must start with a letter or a Chinese character.

o Peak Bandwidth: Specify the maximum bandwidth value. 50 Mbps is specified in this example.
o Subscription Duration: Specify the subscription duration of the bandwidth resources.

5. Confirmthe order information and click Confirm Purchase.
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6.
7.

Inthe Shipping Address dialog box, enter the recipient address and click Buy Now.

Onthe Pay page, select a payment method and complete the payment.

You can check whether the order has been placed on the Smart Access Gateway page. Afterthe order
is placed, it will be shipped within two business days. If your order is not shipped as expected, you can
submit a ticket to query the shipping status.

Smart Access Gateway

© Sma

Device SN @ Device Model @ Purchased At Expires At

Order Placed Sa-1000 Aug 19,2020, 160515 Sep 20, 2020, 00:00:00 Shipment Updates | Network Configuration

Step 2: Activate the SAG devices

Afteryou receive the SAG device, check whether you have received all the accessories. For more
information, see Descriptions of SAG-1000.

1.

A

Log onto the SAG console.

In the top navigation bar, select the area of the SAG device.

Onthe Smart Access Gateway page, find the SAG instance created for the SAG device.
Inthe Actions column, click Activate.

Inthe Activate dialog box, click OK.

Afterthe SAG device is activated, connect it to the private network based on the preceding
networktopology.

Use a network cable to connect the WAN port (port 5) of the SAG device to port G11 of the Layer 3
switch.

. (Optional)if the SAG device was purchased from a third-party vendor, you must manually associate

the SAG device with the SAG instance. For more information, see Add a device.

Step 3: Configure the SAG device

Afterthe SAG device is connected to the on-premises network, you must configure the device in the
SAG console.

Before you begin, make sure that the SAG device is started, the 4G network works as expected, and the
SAG device is connected to Alibaba Cloud.

1.
2.

Log onto the SAG console.
Configure the WAN port.
i. Logontothe SAGconsole.
ii. Inthe top menu bar, select the region.
ii. Onthe Smart Access Gateway page, clickthe ID of the SAG instance.
iv. Onthe instance details page, clickthe Device Management tab.
v. Inthe left-side navigation tree, clickManage WAN Ports.
vi. Inthe WAN (Port 5) section, click Edit .
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vii. Inthe Configure WAN (Port 5) dialog box, set the following parameters and click OK.

Link Type: Select Static.

IP: Enter the IP address of the WAN port. 192.168.100.1 is used in this example.

Subnet Mask: Enterthe subnet mask of the WAN port IP address. 255.255.255.252 is used in
this example.

Gateway: Enterthe IP address of the gateway. 192.168.100.2 is used in this example.

@ Note Afterthe parameteris set, a default route is added to the SAG device.

3. Configure BGP.
i. Inthe left-side navigation tree, clickManage Routes.
ii. Inthe BGP Protocol Settings section, click Edit.
iii. Inthe Configure BGP Route Protocol dialog box, set the following parameters and click OK.

m Local AS: 65435 is used in this example.
m Router ID: 192.168.2.2 is used in this example.
m Hold Time: 180 is used in this example.
m Keep Alive: 60 is used in this example.
4. Enable BGP for the WAN port.
i. Inthe Dynamic Routing Settings section, select Enable BGP Protocol.
ii. Inthe Change Routing Protocol message, click OK.
iii. Find Port5 (WAN) inthe Dynamic Routing Settings section, and click Edit in the Actions
column.
iv. Inthe Modify BGP Dynamic Routing Settings dialog box, select Enable BGP, set the Peer IP
and Peer AS, and then click OK.
Set the Peer IP and Peer AS to the IP address of port G11 and the BGP AS number of the peer
switch.
m Peer AS: 65430 is used in this example.

m Peer IP: 192.168.100.2 is used in this example.

BGP Protocol Settings £ £dit
19216822

Dynamic Routing Settings
Enable OSPF Protocol

@ Enable BGP Protocol
Dis:

192.168.100.1 192.168.100.2

5. Advertise routes to Alibaba Cloud.
i. Onthe instance details page, click the Network Configuration tab.

ii. Inthe left-side navigation tree, click Methods to Synchronize with On-premises Routes.
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iii. Select Static Routing, click Add Static Route, and then click OK.
Enter the CIDR block used to route network traffic from Alibaba Cloud to the on-premises
network. 172.16.0.0/12 is used in this example.

Add Static Route X
* CIDR Block @

172.16.00 12

Step 4: Configure the VBR

You must configure the VBR in the Express Connect console to establish the BGP peer relationship
between the VBR and the Layer 3 switch.

1. Create a BGP group.
i. Logonto the Express Connect console.
ii. Inthe top menu bar, select the region.

iii. Inthe left-side navigation pane, choose Virtual Border Routers (VBRs) > Virtual Border
Routers (VBRs).

iv. Onthe Virtual Border Routers (VBRs) page, clickthe ID of the VBR.
v. Onthe details page, clickthe BGP Groups tab.
vi. Onthe BGP Groups tab, click Create BGP Group and set the following parameters:
m Name: Enter a name forthe BGP group. test is used in this example.
m Peer ASN: Enter the AS number of the Layer 3 switch. 65430 is used in this example.
m BGP Key: Enter the key of the BGP group. The parameter is not set in this example.
m Description: Enter the description of the BGP group. SAGtest is used in this example.
vii. Click OK.
2. Configure the BGP neighbor.
i. Onthe VBR details page, clickthe BGP Peers tab.
i. Onthe BGP Peers tab, click Create BGP Peer.
ii. Inthe Create BGP Peer dialog box, set the following parameters and click OK.

m BGP Group: Specify the BGP group to which you want to add the VBR and Layer 3 switch.
The newly created BGP group is used in this example.

m BGP peer IP address: Enterthe IP address of the BGP peer. 192.168.110.1 is used in this
example, which is the IP address of port G12 of the Layer 3 switch.

type BGP key Peer AS number status BGP neighbor bottom status

BGP peer BGP group BGP peer IP address network type

bgp-bp1 atgisnm bgpg-b il 192.168.110.1 pvé 65430

Step 5: Configure the switch and router

You must configure the peer Layer 3 switch and Internet-facing router forthe SAG device. The switch
and router used in this example may be different fromyours. For more information, see the manuals

issued by your providers.

1. Configure routes for the Layer 3 switch.
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interface GigabitEthernet 0/11

no switchport

ip address 192.168.100.2 255.255.255.252 #The IP address of the peer switch of the
SAG device

interface GigabitEthernet 0/12

no switchport

ip address 192.168.110.1 255.255.255.252 #The IP address of the peer switch of the

VBR

router bgp 65430

bgp router-id 192.168.1.1

network 172.16.0.0 mask 255.240.0.0 #Advertise the private CIDR block of the o
n-premises network

neighbor 192.168.100.1 remote-as 65435 #Establish the neighbor relationship with

the SAG device

neighbor 192.168.100.1 timers 60 180 #Set the keepalive time interval and hold

time for BGP

neighbor 192.168.110.2 remote-as 45104 #Establish the neighbor relationship with

the VBR

exit

@ Note Inthis example, the switch is configured as shown in the preceding content.
Configure routes and advertise CIDR blocks based on your actual needs.

For example, if you have multiple Layer 3 switches in your on-premises network and the
switches learn the on-premises CIDR blocks through OSPF, you must redistribute the OSPF and
BGP routes in the Layer 3 switch that is connected to the SAG device. T his way, all the Layer 3
switches in your on-premises network can learn the CIDR block of the VPC through OSPF, and
the VBR can learn the private CIDR block of your on-premises network. For more information
about the commands, see the manuals issued by your provider.

2. Configure routes for the Internet-facing router.

ip route 192.168.100.0 255.255.255.252 192.168.80.2 #The route to the SAG device

Step 6: Set up network connections in the console

Afteryou configure the SAG device, you must set up network connections to connect the private
networkto Alibaba Cloud.

1. Create a Cloud Connect Network (CCN) instance.
i. Logontothe SAGconsole.
ii. Inthe top navigation bar, select Mainland China.
The CCN instance and SAG instance must be deployed in the same region.
iii. Inthe left-side navigation pane, click CCN.

iv. Onthe CCN page, click Create CCN Instance.

94 > Document Version: 20220706


https://smartag.console.aliyun.com

Tutorials-Use SAG to set up standb
YN S y network connections (leased line ¢
onnected to Layer 3 switch)

v. Inthe Create CCN Instance pane, specify a name forthe CCN instance and click OK.

The name must be 2 to 100 characters in length and can contain digits, underscores (_), and
hyphens (-). It must start with a letter.

CCN

2. Associate the SAG instance with a CCN instance.
i. Inthe left-side navigation pane, clickSmart Access Gateway.

ii. Onthe Smart Access Gateway page, find the SAG instance and click Network
Configuration inthe Actions column.

iii. Inthe left-side navigation tree, click Network Instance Det ails.

iv. Onthe Network Instance Details tab, click Attach Network, select the CCN instance you
created, and then click OK.

Attach Network 4

ﬂ You can connect SAG devices to Alibaba Cloud through the
Internet or leased lines. You can specify an active link and a
standby link to keep your networks connected to Alibaba Cloud. If
you use a leased line, you must connect the SAG instance to a
VER. If you use the Internet, you must connect the SAG instance to
a CCN instance,

* Network Type @

Cloud Connect Network hd

* Metwoark Instance

oxtest/con-6dhj3m b

v. Repeat the preceding steps to associate the VBR with the SAG instance. For more information,
see Attach a network instance.

If the SAG instance is associated with the CCN instance and the VBR, the on-premises network
is connected to the Alibaba Cloud through the leased line by default. When the leased line is
malfunctioning, the on-premises network is connected to Alibaba Cloud through CCN. In this
case, the connection is established over the Internet.

3. Attach the CCN instance and VBR to the CEN instance. For more information, see Attach a network
instance.

Then, the on-premises network can communicate with the VPC that is attached to the CEN
instance.

@ Note If the on-premises network, VBR, and VPC are not in the same region, you must
purchase a bandwidth plan for the CEN instance and set cross-region bandwidth. This way, the
on-premises network, VBR, and VPC can communicate with each other. For more information,
see Use a bandwidth plan and Manage bandwidth for cross-region connections.
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4. Create a security group rule.

You must create a security group rule for the ECS instance in the VPC to allow the private CIDR block
172.16.0.0/12 to access resources deployed on the ECS instance. For more information, see Add a
security group rule.

Step 7: Test the connectivity

1. Afteryou complete the preceding steps, you can disable the leased line port on your Layer 3
switch and check whether the routes destined for the VPC fromthe switch are changed. When the
leased line is malf unctioning, the destination of the next hop changes fromthe VPCto the SAG
device. For more information about commands used to view routes, see the manuals issued by your
provider.

2. You can use the on-premises client to access the cloud resources in the connected VPCto test the
connectivity.

96 > Document Version: 20220706


https://www.alibabacloud.com/help/doc-detail/25471.htm#concept-sm5-2wz-xdb

BREERARX

Tutorials- Connect private netwaorks

out side the Chinese mainland to Ali
baba Cloud

11.Connect private networks
outside the Chinese mainland

to Alibaba Cloud

T his topic describes how to use Smart Access Gateway (SAG) to connect an office outside the Chinese

mainland to Alibaba Cloud.

Background information

A company has an office in Singapore and the company wants to connect the clients in the office to

Alibaba Cloud, as shown in the following figure.

VPC instance in the
ingapore regi

E

ECS ECS
instance instance

@ CEN instance
CCN instance
4

Internet
SAG device E‘D\

Local Local
client client

Private CIDR block: 192.168.10.0/24

The framework in the Singapore region

The following table describes how network resources are allocated in this example.

Resources

SAG devices
SAG bandwidth
Cloud Enterprise Network (CEN) instances

Cloud Connect Network (CCN) instances

Virtual private clouds (VPCs)

Elastic Compute Service (ECS) instances

Prerequisites

Description
SAG-100WM

In the Singapore
(Singapore) region

Default edition

In the Singapore
(Singapore) region

In the Singapore
(Singapore) region

In the Singapore
(Singapore) region

Capacity

2 Mbps

e A VPCis deployed in the Singapore (Singapore) region. For more information, see Create and manage
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a VPC.

e A Cloud Enterprise Network (CEN) instance is created and associated with the VPC. For more
information, see Create a VPC connection.

e An SAG device is prepared.

You cannot purchase SAG devices in the SAG console in areas outside the Chinese mainland. For more
information, .

Procedure

Purchas 3
Purchasze an SAG handu: dﬂ:e for C;;:::Ztt:—':::lc' Set up rle!‘.work CDTE:{I"E'
device the SAG device svate network connections nnectivity

Step 1: Purchase bandwidth for the SAG device

After you purchase an SAG device, you can purchase bandwidth for the SAG device in the SAG console.
After you purchase bandwidth, Alibaba Cloud creates an SAG instance to facilitate device
management.

1.
2.
3.

4. Onthe buy page, set the following parameters and click Buy Now.
Section Description

SAG Device

Select the area where you want to use the SAG device. Singapore
(Singapore) is selected in this example.

@ Note If the area that you want to select is not listed on the buy
page, we recommend that you select the nearest area.

For example, if you want to use SAG devices in Thailand that is not listed
Area on the buy page, you can select China (Hong Kong).

- Select the model of the SAG device that you want to purchase. SAG-100WM
Device Spec . . .

is selected in this example.
Have SAG Devices

Already Yes is selected in this example.
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Section Description

You do not need to set this parameter. The default value is used in this

Quantity example

Peak Bandwidth

Select the area where you want to use the bandwidth resources. This area

Area . .
must be the same as the Area that you specify for the SAG device.
Specify a name for the SAG instance. test723is used in this example.
Name The name must be 2 to 128 characters in length, and can contain letters,

digits, periods (.), hyphens (-), and underscores (_). It must start with a letter.

Specify the maximum bandwidth that the SAG device can reach. The default

Peak Bandwidth . . .
value is used in this example.

Subscription

. Select a subscription duration. The default value is used in this example.
Duration

5. Onthe Confirm Order page, confirm the information and click Confirm Purchase.

6. Inthe Shipping Address dialog box, enter the recipient address and then click Buy Now.

@ Note You must provide the address of the recipient before you can complete the
payment. The console does not record this information.

7. Onthe Pay page, select a payment method and complete the payment.

Step 2: Configure the SAG device

After you purchase an SAG device, you must configure the device and connect it to your private
network.

1. Connect the SAG device to your private network.

i. Afteryou receive the SAG device, check whether you have received all the accessories in the
purchase order.

ii. Afteryou start the SAG device, connect the wide area network (WAN) port to the modem and
connect the local area network (LAN) port to the client.

In this example, a client in the Singapore (Singapore) region is directly connected to the SAG
device and the default CIDR block is used. For more information about how to configure WAN
and LAN ports, see Configure SAG-100WM in the web console.

2.

3. Inthe top navigation bar, select the Singapore (Singapore) region. In the left-side navigation
pane, clickSmart Access Gateway.

4. Activate the SAG device.

i. Onthe Smart Access Gateway page, find the SAG instance and choose . > Activate inthe

Actions column.

ii. Inthe Activate dialog box, click OK.
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5. Associate the SAG device with the SAG instance.

You can associate SAG devices with SAG instances to facilitate device management and
configurations.

i. Use one of the following methods to open the Device Management tab.

m Onthe Smart Access Gateway, find and click the ID of the SAG instance that you want to
manage. On the details page, click the Device Management tab.

m Onthe Smart Access Gateway page, find the SAG instance and choose . > Device

Management inthe Actions column.
i. Onthe Device Management tab, enter the serial number of the device and click Add Device.

6. Add routes.

i. Onthe Smart Access Gateway page, find the SAG instance and click Network
Configuration inthe Actions column.

ii. Onthe Method to Synchronize with On-premises Routes tab, select Static Routing and
clickAdd Static Route.

ii. Enterthe CIDR block of the office and click OK.

192.168.10.0/24 is used in this example. Therefore, the IP addresses of clients are allocated
from192.168.10.0/24.

Step 3: Enable network communication

After you configure the SAG device, you must create network connections to enable the clients in the
office to communicate with the VPC.

1.
2. Inthe top navigation bar, select Singapore (Singapore).

3. Attachthe SAGinstance to a CCN instance.
@ Note I you have already created a CCN instance in the area, proceed to the step .

i. Inthe left-side navigation pane, click CCN.
ii. Onthe CCN page, clickCreate CCN Instance.
ii. Inthe Create CCN Instance panel, specify a name forthe CCN instance and click OK.

The name must be 2 to 100 characters in length and can contain letters, digits, underscores (),
and hyphens (-). It must start with a letter. test 723 is used in this example.

iv. Inthe left-side navigation pane, click Smart Access Gateway.

v. Onthe Smart Access Gateway page, find the SAG instance and click Network
Configuration inthe Actions column.

vi. Clickthe Netwaork Instance Details tab and click Attach Network.
vii. Set the parameters and click OK.
m Network Type: Cloud Connect Network is selected in this example.
m Resource Group: Default Resource Group is selected in this example.

m Network Instance: The CCN instance created in the preceding step is selected in this
example.
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4. Attachthe CCN instance to a CEN instance.

In the left-side navigation pane, click CCN.
Find the CCN instance and click Bind CEN Instance inthe Actions column.

Inthe Bind CEN Instance pane that appears, select the CEN instance that you want to attach
and click OK.

Afterthe CCN instance is attached to the CEN instance, SAG devices associated with the CCN
instance can communicate with VPCs that are attached to the CEN.

5. Configure an ECS security group.

Log onto the ECS console.

In the top navigation bar, select the resource group and the Singapore (Singapore) region.
In the left-side navigation pane, clickInstances.

Find the ECS instance that you want to manage and choose More > Network and Security
Group > Configure Security Group inthe Actions column.

Find the security group that you want to manage and click Add Rules inthe Actions column.

@ Note If you do not create a security group when you create an ECS instance, a
default security group is created. If you want to add an ECS instance to a custom security
group, you can create a custom security group. For more information, see Create a security

group.

Create a security group rule that allows access fromthe private network of the office to the
VPC. For more information, see Add a security group rule.

Set Authorization Object to the CIDR block of the private network. 792.768.10.0/24is used in
this example.

Step 4: Test network connectivity

After you complete the preceding steps, you can run the ping command to test the network
connectivity between the office and the ECS instance. If an echo reply packet is returned, it indicates
that the private network of the office is connected to Alibaba Cloud.

ping <IP address of the ECS instance>
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12.Use SAG and CEN to access

0SS

This topic describes how to use Smart Access Gateway (SAG) along with Cloud Enterprise Netwaork (CEN)
to connect on-premises clients to Alibaba Cloud. This way, the clients can access Object Storage

Service (0OSS) buckets through CEN.

Prerequisites

e A Virtual Private Network (VPC) network is deployed in the China (Shanghai) region. For more

information, see Create and manage a VPC.

e A CENinstance is created and associated with the VPC network in the China (Shanghai) region. For

more information, see Create a CEN instance.

Context

Cloud services referto Alibaba Cloud services, such as 0SS, Log Service, and Data Transmission Service
(DTS), that use the CIDR block 100.64.0.0/10 to provide services. You can use SAG to connect on-
premises clients to Alibaba Cloud and then access cloud services through CEN.

0SS is a secure, cost-effective, and highly reliable cloud storage service provided by Alibaba Cloud. You
can store large amounts of data in 0SS buckets. 0SS buckets are accessible through their endpoints.
Endpoints refer to internal network connections between Alibaba Cloud services that are deployed in
different regions. If you access an 0SS bucket through its endpoint, no data transfer fees are incurred.
The following figure shows how on-premises clients of a company are connected to Alibaba Cloud and
access 0SS buckets through their endpoints. The company has created a VPC network in the China
(Shanghai) region and plans to activate 0SS in this region. The company needs to store sensitive data in
0SS buckets and allow employees to download the data through the endpoints of the 0SS buckets.
To meet the preceding requirements while minimizing expenses, the company plans to connect on-

premises clients to Alibaba Cloud through the SAG app.

China (Shanghai)

i

SAG APP CCN

their domain names

On-premises
Clients

Configuration procedure

CEN

m. Access 0SS buckets through

s
R
B, ¢
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Step 1: Purchase 0SS

You can deploy 0SS through multiple methods. This procedure demonstrates how to deploy 0SS inthe
0SS console. For more information, see What is 0SS?

1. Activate 0OSS. For more information, see Activate 0SS.
2. Create an 0SS bucket.
i. Logontothe 0SS console.

ii. Inthe left-side navigation pane, click Buckets. Onthe Buckets page, click Create Bucket.
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ii. Inthe Create Bucket pane, set the parameters.

The following parameters are set in this example. You can set parameters based on your
business requirements. For more information, see Create buckets.

Bucket Name: Specify a name for the bucket. The name cannot be changed afterthe
bucket is created. shosstest is used in this example.

Region: Select the region where you want to create the bucket. The region cannot be
changed after the bucket is created. China (Shanghai) is used in this example.

Storage Class: Select a storage class forthe bucket. Standard is used in this example.

The standard storage class provides highly reliable, highly available, and high-performance
object storage services that can handle frequent data access. Standard storage is suitable
for scenarios such as image sharing, social media, audio and video applications, large-scale
websites, and big data analytics. For more information, see Overview.

Zone-redundant Storage: Select whetherto enable zone-redundant storage. Disable is
selected in this example.

If you disable zone-redundant storage, replicas of files stored in the bucket are saved only
in the current zone.

Versioning: Select whetherto enable versioning. Enable is selected in this example.

If you enable versioning for the bucket, data that is overwritten or deleted is saved as a

hist orical version. Versioning allows you to restore objects in a bucket to a specific version. It
protects your data from accidental overwritten or deletion. For more information, see
Overview.

Access Control List (ACL): Select the read and write permissions on the bucket. Private is
selected in this example.

Only the bucket owner can performread and write operations on objects in the bucket.
Other users do not have access to objects in the bucket.

Encryption Method: Select whetherto enable server-side encryption. None is selected in
this example.

Real-time Log Query: Select whetherto enable real-time log query. Disable is selected in
this example.

Scheduled Backup: Select whether to enable scheduled backup to back up datainthe
0SS bucket by using Hybrid Backup Recovery (HBR). Disable is selected in this example.

iv. Click OK.

3. Upload an object to the 0SS bucket.

i. Inthe left-side bucket management pane, click Files.

ii. ClickUpload.

iii. Inthe Upload pane, set the parameters.

Upload To: Specify the path to which you want to upload the object. The default pathis
used in this example.

File ACL: Select the read and write permissions on the object. The default option is
Inherited from Bucket. The default option is used in this example.

Upload: Drag and drop one or more objects to this section, or click Upload to upload
objects.
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iv. Inthe Upload Tasks dialog box, wait until the objects are uploaded to the bucket and then
close the dialog box.

4. Set permissions on the object.

For data security, the bucket is set to private in this example. Therefore, permissions on a specific
object must be manually granted to users that need to access the object. The following example
demonstrates how to grant read-only permissions on an image file to all users. You can set
permissions on objects based on your business requirements. For more information, see Configure
bucket policies to authorize other users to access 0SS resources.

i. OntheFiles tab, click Authorize.
ii. Inthe Authorize pane, click Authorize.
iii. Inthe Authorize pane to which you are redirected, set the following parameters and click OK.
m Applied To: Specified Resource is selected in this example.
m Resource Paths: SHOSS.jpg is specified in this example.
m Accounts: Anonymous Accounts is selected in this example.
m Authorized Operation: Read Only is selected in this example.
Authorize x

Authorize

Applied To Accounts

shosstest/SHOSS jpg N Read Only Allow

Step 2: Connect on-premises clients to Alibaba Cloud

In this step, you must purchase an SAG APP instance, set up network connections, and create client
accounts in the SAG console. After the configurations are completed, on-premises clients can connect
to Alibaba Cloud through the SAG app.

1. Purchase an SAG APP instance.
i. Logontothe SAG console.

ii. Inthe left-side navigation pane, clickSmart Access Gateway APP.

> Document Version: 20220706 105


https://www.alibabacloud.com/help/doc-detail/85111.htm#concept-ahc-tx4-j2b
https://smartag.console.aliyun.com/sag/cn-shanghai/sags

Tutorials- Use SAG and CEN to acces

s 0SS

EREEARNX

2.

ii. Onthe Smart Access Gateway APP page, clickCreate SAG APP and set the following
parameters:

m Region and Zone: Select the area where you want to create the SAG APP instance.
Mainland China is selected in this example.

= Number of Client Accounts: Specify the number of client accounts that can be added to
the SAG APP instance. Typically, you need to create an account for each user that needs to
log onto the SAG app. The default value 10 is used in this example.

@ Note Youcan purchase 5to 1,000 client accounts for each SAG APP instance.
Pricing is tiered and based on the number of client accounts. For more information, see
Billing and pricing of the SAG app.

m Data Plan Per Account: The amount of free data usage allocated to each client account
per month. The data transfer plan cannot be shared among different accounts and remains
effective only within the month. By default, 5 GB of data usage is offered to each client
account per month.

m Billing Method When Data Plan is Exhausted: If the actual data usage of an account
exceeds the data transfer plan, the excess data is charged based on the pay-as-you-go
billing method.

m Subscription Duration: Select the subscription duration of the data transfer plan for each
account. Monthly subscriptions and auto renewal are supported. One month is selected in
this example.

iv. ClickBuy Now to confirmthe order and complete the payment.
Set up network connections.

After you purchase an SAG APP instance, you must set up network connections. In this step, you
must associate the SAG APP instance with a Cloud Connect Network (CCN) instance and specify the
CIDR blocks of the clients.

CCN is an important component of SAG. After an SAG APP instance is associated with a CCN
instance, on-premises clients associated with the SAG APP instance can connect to Alibaba Cloud.
For more information, see Introduction to CCN.

i. Onthe Smart Access Gateway APP page, find the SAG APP instance that you want to
manage and click Quick Configuration inthe Actions column.
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ii. Inthe Quick Configuration wizard, set the required parameters.

m CCN: You can select one of the following options to associate the SAG APP instance with a
CCN instance. Create CCN is selected in this example.

m Existing CCN: If you have already created CCN instances, you can select an existing CCN
instance fromthe drop-down list.

m Create CCN: If you have not created a CCN instance, enter an instance name. The system
then creates a CCN instance and automatically associates it with the SAG APP instance.

The name must be 2 to 100 characters in length, and can contain digits, underscores (),
and hyphens (-). The name must start with a letter or a Chinese character.

m (Optional)Standby and Active DNS: optional. The active and standby DNS servers that
the clients use to connect to the private network through the SAG app. After you configure
the DNS servers, the system automatically synchronizes the DNS settings to the clients.
Ignore this parameter in this example.

m Private CIDR Block: Specify the private CIDR blocks that the clients use to connect to
Alibaba Cloud. When a client connects to Alibaba Cloud, an IP address within the specified
CIDR block is assigned to the client. Make sure that the private CIDR blocks do not overlap
with each other. 192.168.10.0/24 is used in this example.

You can click Add Private CIDR Block to add more private CIDR blocks. You can add a
maximum of five private CIDR blocks.

3. Associate the CCN instance with a CEN instance.

You must associate the CCN instance with a CEN instance. T his way, on-premises clients associated
with the SAG APP instance can access 0SS through the CEN instance.

i. ClickAssociate with a CEN (Optional) to associate the CCN instance with a CEN instance.

ii. You can select one of the following options to associate the CCN instance with a CEN instance
to enable communication between the clients and cloud resources. Existing CEN is selected in
this example.

m Existing CEN: If you have already created CEN instances, you can select a CEN instance from
the drop-down list.

m Create CEN: If you have not created a CEN instance, enter an instance name. The system
then creates a CEN instance and automatically associates it with the CCN instance.

The name must be 2 to 100 characters in length, and can contain digits, underscores (_), and
hyphens (-). It must start with a letter or a Chinese character.

4. Create a client account.

Afteryou set up network connections, you must create client accounts to allow on-premises
clientsto log onto the SAG app and connect to the private network.
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i. ClickNext: Create a client account to create aclient account.

m Username: optional. The username must be 7 to 33 characters in length, and can contain
underscores (), at signs (@), periods (.), and hyphens (-). It must start with a digit or a letter.

@ Note

m The usernames of client accounts added to the same SAG APP instance must be
unique.

m When you create a client account, if you specify only the email address, the
system automatically generates a username and password. The specified email
address is used as the username.

= Email Address: required. The email address of the user. The username and password are
sent to the specified email address.

The email address must be 2 to 64 characters in length, and can contain letters, digits,
underscores (_), periods (.), and hyphens (-). It must contain an at sign (@).

m Static IP:

m [f you enable this feature, you must configure the IP address of the client. The client
account uses the specified IP address to connect to Alibaba Cloud.

@ Note The specified IP address must fall into the CIDR block of the private
network.

m If you disable this feature, an IP address wit hin the CIDR block of the private networkis
assigned to the client. Each connection to Alibaba Cloud uses a different IP address.

m Set Maximum Bandwidth: Specify the maximum bandwidth for the client account. The

default value is used in this example.

You can set the maximum bandwidth to 1 to 2,000 Kbit/s. The maximum bandwidth is set to
2,000 Kbit /s by default.

m Set Password: optional. Set the password that is used to log onto the SAG app.

The password must be 8 to 32 characters in length, and can contain underscores (_) and
hyphens (-). It must start with a letter or a digit.

ii. Click OK.
5. Connect the client to Alibaba Cloud.

i. Afteryou create a client account, clickDownload Now to go to the page that provides
instructions on how to download and install the SAG app. For more information, see Install the
SAG app.

ii. Afterthe SAG app isinstalled on a client, the client can log onto the SAG app with the client
account and connect to Alibaba Cloud. For more information, see Connect to Alibaba Cloud.

108 > Document Version: 20220706


https://www.alibabacloud.com/help/doc-detail/102544.htm#concept-db5-jny-3hb
https://www.alibabacloud.com/help/doc-detail/113493.htm#task-pxq-llw-hhb

o Tutorials:- Use SAG and CEN to acces
=EEEINTES .

= () Aliyun Network Client

Connected to
Intranet

DISCONNECT

Step 3: Configure routes to 0SS

In this step, you must configure routes to 0SS in the CEN console. After routes are configured, CEN
establishes network communication between the network associated with the CCN and OSS. T his way,
on-premises clients can access 0SS through CEN.

1. Logonto the CEN console.
2. Onthe Instances page, clickthe ID of the CEN instance that you want to manage.

3. Onthe AnnyTunnel tab, clickSetAnyTunnelService.

Networks Bandwidth Plans Region Connections Routes AnyTunnel Private Zone Route Maps

p——
Service IP Address Host Region Access Region IP address Host VPC

No data

4. Inthe SetAnyTunnelService pane, set the following parameters:

o Service IP address: Enter an IP address or CIDR block used by 0SS. The IP address or CIDR block
must fall into 100.64.0.0/10. In this example, 100.118.102.0/24 is used.

Typically, a cloud service uses multiple IP addresses. Repeat the preceding steps to add routes to
all the IP addresses of 0SS. In the China (Shanghai) region, add the following CIDR blocks of OSS:

= 100.98.35.0/24
= 100.98.110.0/24
= 100.98.169.0/24
= 100.118.102.0/24

For more information, see Internal endpoints of 0SS buckets and VIP ranges.

o Host Region: Select the region where 0SS is deployed. China (Shanghai) is selected in this
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example.

o Host VPC: Fromthe drop-down list, select a VPC network that is attached to the CEN instance.

Afteryou select a VPC network, networks attached to the CCN instance can access 0SS through
the VPC network.

o Access Region: Select the CCN instance that is associated with the CEN instance. Mainland
China CCN is selected in this example.

@ Note Make sure that the selected CCN instance is associated with the CEN instance.
For more information, see Configure routes to OSS.

o Description: Enter a description for OSS. T his parameter is optional.

The description must be 2 to 256 characters in length, and can contain digits, hyphens (-),
underscore (_), and periods (.). It must start with a letter or a Chinese character and cannot start
with http:// Or https://

SetAnyTunnelService X

© Virtual Border Router (VER) instances and Cloud Connect Network (CCN)
instances that are attached to a Cloud Enterprise Metwork (CEN) instance
can access cloud services deployed in a VPC network through the CEN
instance. Alibaba Cloud uses the CIDR block 100.64.0.0/10 to provide
cloud services, such as Object Storage Service (055), Log Service, and
Data Transmission Service (DTS).View Configuration Examples ™

" Service |P Address

100.118.102.0/24

* Host Region

China (Shanghai) A
* Host VPC

-fwpc-u emda A

* Access Region

Mainland China CCN X ™

Description @

5. Click OK.

Step 4: Test network connectivity

Afterthe preceding steps are completed, on-premises clients can connect to Alibaba Cloud through
the SAG app and access 0SS.

For example, you can visit https://shosstest.oss-cn-shanghai-internal.aliyuncs.com/SHOSS.jpg
through the SAG app and download the image file sHOSS.jpg
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13.Use Log Service to query
and analyze network traffic

This topic describes how to use Log Service to query and analyze the network traffic of a Smart Access
Gateway (SAG) instance.

Prerequisites

e A project and a Logstore are created in Log Service. For more information, see Quick start.

e The SAG device is connected to Alibaba Cloud. For more information, see Deploy an SAG device in
one-arm mode and enable static routing.

e The model of the SAG device is SAG-1000.

Context

SAG supports flow logs. You can use flow logs to capture network traffic that is distributed by SAG
instances. Flow logs can be stored in Log Service or on a specified NetFlow collector. In this topic, Log
Service is used as an example. This topic describes how to store the traffic information about an SAG
instance, and query and analyze the collected information. This allows you to gain insights into the
network traffic distribution of SAG instances.

Step 1: Add a data source

Before you can query or analyze network traffic, you must performthe following steps to collect and
deliver the traffic information about the SAG instance to the specified Logstore in the Log Service
project:

1. Create aflow log.

Inthe SAG console, create a flow log forthe SAG instance. Each flow log is associated with a
Logstore in a Log Service project. Traffic information about the SAG instance is stored in the
associated project and Logstore.

i. Logontothe SAGconsole.
ii. Inthe left-side navigation pane, click Flow Log.

ii. Onthe Flow Log page, clickCreate Flow Log.
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iv. Inthe Create Flow Log panel, set the parameters and click OK.

Name: Enter a name forthe flow log.

Output Interval Under Active Connections: Enter a time interval at which log data of
active network connections is collected. The default time interval is 300 seconds. You can
set atime interval from 60 to 6,000 seconds.

Output Interval Under Inactive Connections: Enter a time interval at which log data of
inactive network connections is collected. The default time interval is 15 seconds. You can
set atime interval from 10 to 600 seconds.

Deliver Flow Log Data To: Select a service where you want to store the collected log
data. SLS is selected in this example.

m If youwant to store the collected log data in Log Service, select SLS.
m [f youwant to store the collected log data on a NetFlow collector, select Netflow.

m To store log data both in Log Service and on a NetFlow collector, select ALL.

SLS Region: Select the region where Log Service is deployed.
SLS Project: Select the project to which the Logstore belongs.

SLS Logstore: Select the Logstore where you want to store the collected log data.

For more information, see Create a flow log.

2. Associate the flow log with the SAG instance.

Afteryou create a flow log, you must associate it with the SAG instance from which you want to
collect traffic information. Afterthe flow log is associated with the SAG instance, the information
about the network traffic of the SAG instance is stored in the specified Log Service project and
Logstore. You can query and analyze the collected log data in the Log Service console.

i. Onthe Flow Log page, find the flow log that you have created and click its ID.

ii. Onthe details page, click Associate with Instance.

iii. Inthe Associate with Instance panel, select the SAG instance with which you want to
associate the flow log and click Save.

Step 2:

Query and analyze log data

Afterthe flow log is associated with the SAG instance, you can query and analyze the collected log
datainthe Log Service console.

1.

. Inthe Projects section, click the project in which you want to query and analyze logs.

2
3. Onthe Log Storage > Logstores tab, clickthe Logstore where logs are stored.
4

. Enable the indexing feature for the Logstore. For more information, see Enable and configure the
indexing feature for a Logstore.

Anindex is a data structure that can be used to sort one or more columns of log data. You can
query and analyze log data only after you add indexes. The query and analysis results vary based
on the indexes. We recommend that you add indexes based on your business requirements. In t his
example, the field indexing and statistics features are enabled:
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Field Search
Enable Search include Enabl
Include nable
ey Name Type Alias Seii?l?ve Delimiter: & LEEE Anﬂmicsneme
ali_uid long v @ =
bytes v D =res~: | D @D x
o ot v OB =es—: | D @ x
dstport ot v D =ones<r | D @D x
end double () *
inport ot v D =ones<r | D @D x
instance_id text Vv ':) O r@8<= ‘C) (D X
packats v D =oes<: | D @D x
protocol v D =oes<: | D @D x
snid e I =oes= | D @ x
srcacdr et v I =ones=— | D @D x
srport e I =oes= | D @ x
start double () X
tep-flags text v 'C) L "E @& ‘C) () X
tos et v (D =oes=: | D @ x

@ Note To faciltates data analytics, make sure that the bytes field is of the TEXT type
when you configure field indexing.

5. Afteryou enable indexing, you can query and analyze log data. In the following example, the top
ten 5-tuples that have generated the highest volume of network traffic are queried. The example
shows how to query and analyze network traffic.
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i. Enter a query statement in the search box.

In this example, the following fields are used to query the top ten 5-tuples that have
generated the highest volume of network traffic: srcaddr, srcport, dstaddr, dstport, and

protocol.

*
ytes
from (select CASE

WHEN strpos (bytes, 'M') 0 then

(CAST (replace (bytes, '"M') AS double) *1024*1024)
WHEN strpos (bytes, 'K') 0 then

(CAST (replace (bytes, 'K') AS double) *1024)

else CAST (bytes AS double)

end

select srcaddr,srcport,dstaddr,dstport,protocol, count (*)

as num, sum(bytes) as b

as bytes, srcaddr, srcport,dstaddr,dstport, protocol from log limit 100000)
GROUP BY srcaddr,dstaddr, srcport,dstport,protocol ORDER BY bytes DESC limit 10

By default, the system returns log data collected within the last 15 minutes. You can also

specify a time range.
x| &

BTOP.. X

& zxtest306

Data Transformation[4

Feb 2 2021, 15:24:30 ~ Feb 2, 2021, 15:39:30

srcaddr, dstaddr, protocol,count(*) as num,sum(bytes) as bytes

CASE

I= @ then

M') AS double)*182471024)

strpos(bytes, "K') 1= @ then

(bytes,'K') AS double)*1024)

es AS double) end
as bytes, srcaddr,dstaddr,protocol from log linit 166060)

GROUP BY srcaddr,dstaddr,protocol ORDER BY bytes DESC limit 1@

@ Note

as Alert @
€@ || 15 MinuesRelative) | T F RN G Ag
15:36:45 15:38:45
ems per page: | 20 nz 3>
| §

Do not directly include the fields described in this topic in the query

statements. These fields are for reference only. The fields in the collected log shall prevail.

For more information, see Log search overview.

ii. ClickSearch & Analyze.

You are redirected to the Graph tab. The information about the top ten 5-tuples that have
generated the highest volume of networktraffic is displayed in a table. You can also choose
to display the data in other types of graph. For more information, see Chart overview.

In this example, the data is displayed in a pie chart.
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ii. Onthe Graph tab, you can modify the attributes of the pie chart.

The following attributes are modified in this example. Other attributes use the default value.
For more information, see View query results in a pie chart.

m Category: The category of the data.

In this example, the data is classified based on the following fields: srcaddr, srcport,
dstaddr, dstport, and protocol. The volume of network traffic is counted only if all the
preceding fields match the specified conditions.

m Value Column: The value of the returned data entry.

In this example, the bytes field is used as the value column.

Bk = € « oo oa

srcater

6. (Optional)You can performthe preceding steps to query the top ten 3-tuples that have generated
the highest volume of network traffic orthe top 10 source IP addresses that have generated the
largest amount of network traffic.

o Querythe top ten 3-tuples that have generated the highest volume of network traffic
m Fields that are queried: srcaddr, dstaddr, protocol.

m Statements for querying data:

* | select srcaddr,dstaddr,protocol,count (*) as num,sum(bytes) as bytes

from (select CASE

WHEN strpos (bytes, 'M') != 0 then
(CAST (replace (bytes, 'M') AS double) *1024*1024)
WHEN strpos (bytes, 'K') != 0 then

(CAST (replace (bytes, 'K') AS double) *1024)

else CAST (bytes AS double) end

as bytes, srcaddr,dstaddr,protocol from log limit 100000)
GROUP BY srcaddr,dstaddr,protocol ORDER BY bytes DESC limit 10

= Query results:

aw Logs oo
B Lk =o€~ “« oo @ ko . Bomom % owm e

- -

[0

o Query the top 10 source IP addresses that have generated the highest volume of network traffic

m Fields that are queried: srcaddr and dstaddr.
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m Statements for querying data:

* | select srcaddr,dstaddr,count (*) as num,sum(bytes) as bytes
from (select CASE

WHEN strpos (bytes, 'M') != 0 then
(CAST (replace (bytes, 'M') AS double) *1024*1024)
WHEN strpos (bytes, 'K') != 0 then

(CAST (replace (bytes, 'K') AS double) *1024)

else CAST (bytes AS double) end

as bytes, srcaddr,dstaddr from log limit 100000)
GROUP BY srcaddr,dstaddr ORDER BY bytes DESC limit 10

m Query results:

Logena

aaaaaa

Step 3: (Optional) Add the graph to a dashboard

Log Service allows you to add graphs that contain query results to dashboards. This way, you can view
the stored data as needed.

1. Inthe upper-right corner of the pie chart, click Add to New Dashboard.
2. Inthe Add to New Dashboard dialog box, set the parameters and click OK.
o Operation: Create Dashboard is selected in this example.

o Dashboard Name: Enter a name for the dashboard. Statistics Based on 5-tuplesis used in this
example.

o Chart Name: Enter a name for the graph. Pie Chart Based on 5-tuplesis used in this example.
For more information, see Add charts to a dashboard.

3. Inthe left-side navigation pane, click the Dashboard icon.

4. Clickthe name of the dashboard that you have created to view the data.

On the dashboard, you can click Time Range to specify a time range to filter analysis data. For
more information, see Manage a dashboard in display mode.

< zxtest306 Switch | G | @ zxest306 X | (8 % g X 1 - x

o recemv Dastbod I pe-—— [T range = Joretenn -

B Log Storage . o

~ Time Seri - . s . 160
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