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API Gateway Security-Legal disclaimer

Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.Enable HTTPS for an API
operation

Based on HTTP and the Secure Sockets Layer (S5L) protocol, HTTPS is used to encrypt information and
datato secure data transmission. HTTPS is widely used today.

API Gateway supports HTTPS-based encryption of APl requests. When you configure an APl operation,
you can specify that the APl operation supports HT TP requests, HTTPS requests, or both.

If you want an APl operation to support HTTPS requests, performthe following steps:

Step 1: Make preparations
Prepare the following items:

e Anindependent domain name.

e AnSSL certificate that is applied for the independent domain name.

e A customcertificate that is converted fromthe SSL certificate. The content and the private key files
of the custom certificate must be in the PEM format. For more information, see Certificate format.
The Tengine service that is used by API Gateway is based on NGINX and PEM is the only certificate
format that is supported by NGINX. Therefore, APl Gateway also supports only the PEM certificate
format.

An SSL certificate contains two files: XXXXX.key and XXXXX.pem, both of which can be opened in a
text editor. The following code snippets show examples of the KEY file and the PEM file of an SSL
certificate:

KEY:

Step 2: Bind the SSL Certificate to an API group

Log onto the APl Gateway console. In the left-side navigation pane, choose Publish APIs > API Groups.
On the Group List page, find the target APIgroup and click the group name. The Group Details page
appears.
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In the Custom Domain Name section, bind an independent domain name to the APl group.

| Group Details % Back to group list

Basic Information Turn on cloud monitoring  ApiList  Modify Group Message

Region: China North 2 (Beijing) Group Name: testHttpGroup Group ID:

Internet Subdornain: el i ficloudapi.com Disable Internet Subdomain

(The subdomain s only for API test, when the client directly calls it, there will be 1000 access restrictions per day. It is recommended to use the

Subdomain Name independent domain name for group binding, and it will not be subject to this restriction. For details, see configuration process )

API gateway self-calling domain name: Not activated ,Please activate on the instance first

VPC Intranet Subdomain: Not activated Please set 'Visit to VPC' in 'Instance’

Instance Type: Dedicated VPG
Group Traffic Limit (QPS): 2500
Instance ID: g » T Modify API Group's Instance Instance Type And Selection Guide

Instance Name:

Network Accsss Policy HTTPS Security Policy: HTTPS2_TLS1_0 HTTPS Security Policy Documentation

(Be consistent with the dedicated instance HitpsPolicy)

Legal Status: NORMAL

Description:

Custom Domain Name Bind Domain

Gustom Domain Name WebSocket Channel Status Domain Legal Status SSL Gertificate Operation

Zcom Not Open (Oper) Normal ( TEST) Select Certificate Delete Domain | Change Stage

After you bind the independent domain name, click Select Certificate in the SSL Certificate column. In
the Select Certificate dialog box, click Create Certificate. In the Create Certificate dialog box, set
relevant parameters, as shown in the following figure.

Create Certificate

*Certificate Name: Certificate

It may contain Chinese characters, English letters, numbers, English-style
underlines and hyphens. It must start with a letter or Chinese character and be 4-
50 characters long

CEiicAls Contin; UCSq50yMUgX/bdAvEHINXqa83/EsZPIbElz6HI07GFXeMLIMCGI

Qlg=

————— END CERTIFICATE REQUEST-----

(pem code,Smaller than 20 k) example

*Private Key: | 20007000

BSMw==

(pem code,Smaller than 20 k) example

Click to add CA certificate to support HTTPS mutual authentication (Mutual TLS
authentication)

Cancel

e Certificate Name: the name of the certificate. We recommend that you set an informative name for
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easy identification.

e C(ertificate Content: the complete content of the certificate. Copy the content in the XXXXX.pemfile
to this field.

e Private Key: the private key of the certificate. Copy the content in the XXXXX.key file to this field.
Click OK.
Step 3: Adjust the API configuration

Afteryou bind the SSL certificate to the APl group, you can adjust the Protocol parameter that is
configured forthe APl operation. Valid values of the Protocol parameter are HTTP, HTTPS, and
WEBSOCKET. You can select one or more protocols for each APl operation. We recommend that you set
the Protocol parameter to HTTPS for security considerations.

Basic Request Definition

Request Type o COMMON /— REGISTER(WEBSOCKET)  UNREGISTER(WEBSOCKET) - NOTIFY(WEBSOCKET)

Protocol HTTP @ HTTPS( | WEBSOCKET

In the left-side navigation pane, choose Publish APIs > APIs. On the API List page, find the target API
operation and click its name. On the API Definition page, click Edit in the upper-right corner. Inthe
wizard that appears, go to the Define APl Request step.

You can set the Protocol parameter to the following values:

e HTTP: supports only HTTP requests.
e HTTPS: supports only HTTPS requests.
e HTTP and HTTPS: support both HTTP and HTTPS requests.

Set the Protocol parameterto HTTPS so that the APl operation supports only HTTPS requests.
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2.Configure an HTTPS security
policy

Configure an HTTPS security policy for an API group

API Gateway allows you to configure HTTPS security policies for an APl group, provided that you have
bound an independent domain name and a Secure Sockets Layer (SSL) certificate to the APIgroup. API
Gateway supportsthe HTTPS1 1 TLS1 0 , HTTPS2 TLS1 0 ,and HITPS2 TLS1 2 Security policies.
Note that each region supports different security policies. To view which security policies are supported
in the region where an API group resides, log on to the APl Gateway console and go to the Group

Det ails page of the APl group.

Supported HTTPS security policies
HTTPST1_1_TLS1_0

e AnHTTP/1.1 protocol.
e Supported Transport Layer Security (TLS) protocol versions: TLS 1.0, TLS 1.1, and TLS 1.2.

e Supported encryption algorithm suite: ECDHE-RSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-
SHA:AES128-GCM-SHA256:AES128-SHA256:AES128-SHA:ECDHE-RSA-AES256-GCM-SHA384:ECDHE-
RSA-AES256-SHA384:ECDHE-RSA-AES256-SHA:AES256-GCM-SHA384:AES256-SHA256:AES256-
SHA:ECDHE-RSA-AES128-SHA256:1aNULL: leNULL: !RC4:EXPORT :IDES:!3DES:!MD5:!DSS: I PKS;

HTTPS2_TLS1_0

e AnHTTP/2 protocol. Note that HTTP/2 converts all header field names to lowercase.

e Supported TLS protocol versions: TLS 1.0, TLS 1.1, and TLS 1.2.

e Supported encryption algorithm suite: ECDHE-RSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-
SHA:AES128-GCM-SHA256:AES128-SHA256:AES128-SHA :ECDHE-RSA-AES256-GCM-SHA 384 : ECDHE-

RSA-AES256-SHA384:ECDHE-RSA-AES256-SHA:AES256-GCM-SHA384:AES256-SHA256: AES256-
SHA:ECDHE-RSA-AES128-SHA256:!aNULL:!eNULL: !RC4:!EXPORT : ! DES:!3DES:!MD5:!DSS: I PKS;

HTTPS2_TLS1 2

e AnHTTP/2 protocol. Note that HTTP/2 converts all header field names to lowercase.

e Supported TLS protocol version: TLS 1.2. Note that after you configure this security policy for
an APl group, a client can call an APl operation in the APl group only if the client
supports TLS 1.2.

e Supported encryption algorithm suite: ECDHE-RSA-AES128-GCM-SHA256:ECDHE-RSA-AES256-GCM-
SHA384:ECDHE-RSA-AES128-SHA256:ECDHE-RSA-AES256-SHA384:ECDHE-RSA-AES128-SHA :ECDHE-
RSA-AES256-SHA:INULL:!aNULL:!MD5:!ADH:!RC4:!DH:!DHE:!3DES;
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3.Implement CORS in APl Gateway

1. Cross-origin resource access: Security risks and browser limits

If a resource on a server requests another resource that is deployed in a different domain or uses a
different port, the former resource sends a cross-origin HTTP request. For example, an HT ML page from
the site http://www.aliyun.com sends a request for an image whose URL is
http://www.alibaba.com/image.jpg. Most web pages on the Internet support loading resources, such
as CSS, images, and scripts, from different domains.

For security reasons, most browsers forbid sending cross-origin requests from web scripts. Other
browsers allow you to send cross-origin requests but responses are blocked. This means that when a
web application calls an APl operation, only the relevant resources in the same domain can be loaded.
To load resources from a different domain, you must configure cross-origin resource sharing (CORS) for
the APl operation. In this way, the destination server where the requested resource resides will
authorize the cross-origin request.

www.aliyun.com/index.html

www.aliyun.com

www.alibaba.com

The preceding figure shows a typical scenario of cross-origin resource access. By def ault, mainstream
browsers forbid cross-origin resource access for security reasons. However, these browsers support the
CORS mechanism that is recommended by the World Wide Web Consortium (W3C). The CORS mechanism
is implemented based on a server and a browser. By using this mechanism, you can enable the browser
to allow cross-origin requests.
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2. CORS overview

2.1 Two request validation modes

The CORS mechanism supports two request validation modes: simple request validation and preflighted
request validation.

If a cross-origin request meets all of the following three conditions, the CORS mechanism uses
simple request validation to process the cross-origin request.

1. The cross-origin request uses one of the following methods:

o GET
e HEAD
e POST

2.The Content-Type header field in the cross-origin request is set to one of the following values:

e application/x-www-form-urlencoded
e multipart/form-data

e text/plain

3. The following CORS header fields, including custom header fields in the cross-origin request, are
defined in the Fetch standard:

e Accept

e Accept-Language

e Content-Language

e Content-Type (Note that this header field must be set to one of the values that are listed inthe
second condition.)

e DPR

e Downlink

e Save-Data

e Viewport-Width
e Width

If a cross-origin request does not meet all of the preceding conditions, the CORS
mechanism uses preflighted request validation to process the cross-origin request.

2.2 Simple request validation
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In the simple request validation mode, a browser sends a cross-origin request. The Origin header field is
specified in the request, indicating that the request is a cross-origin request. After the destination
server, where the requested resource resides, receives the cross-origin request, the server determines
whether to validate the request based on configured CORS rules. If the validation is successful, the
server returns a success response to the browser. The success response includes the Access-Control-
Allow-0rigin and Access-Control-Allow-Methods header fields. If the validation fails, the server returns
an error response to the browser.

pUBEE  ER&Si%(alibaba.com)

A 2% R IX R BRI R

GET /getUser HTTP/1.1

host: www.aliyun.com

origin:www.alibaba.com (% 28i7h0)
content-type: application/x-www-form-urlencoded
accept: application/json; charset=utf-8

date: Mon, 18 Sep 2017 09:53:23 GMT

ARS5 23U ] S AN LT

(IV=1=] || 04 s : HTTP/1.1 200 OK
W 5T 22 KR FEE I S AN e 8 N 2R - Date: Mon, 18 Sep 2017 09:53:23 GMT
Access-Control-Allow-Origin: *
lﬁ *Hil] Z'K ' Access-Control-Allow-Methods: GET
Content-Type: application/json; charset=UTF-8
Content-Length: 12

{"200","OK"}

z BR 55 28 i 2] S BN R KN 2
W T ZRIRIABS 515 KRV HTTP/1.1 403 Forbidden

Date: Mon, 18 Sep 2017 09:53:23 GMT
Content-Type: application/json; charset=UTF-8

As shown in the preceding figure, the success response includes the Access-Control-Allow-0rigin
header field. To sum up, in the simple request validation mode, a cross-origin request from a browser
must include the Origin header field and a success response fromthe destination server must include
the Access-Control-Allow-0Origin header field. In this example, the value of the Access-Control-Allow-
Origin header field in the success response is *, which indicates that the requested resource can be
accessed from all domains. If the destination server allows cross-origin requests only fromthe site
http://www.aliyun.com, the value of this header field must be specified as http://www.aliyun.com, as
shown in the following code snippet:

Access-Control-Allow-Origin: http://www.aliyun.com

In this way, cross-origin requests only fromthe site http://www.aliyun.com are allowed by the
destination server.

2.3 Preflighted request validation
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In the preflighted request validation mode, after a browser constructs a cross-origin request, the cross-
origin request is not immediately sent to the destination server. Instead, a preflighted request is sent to
the destination server. The preflighted request is an HTTP OPTIONS request. This request is used to
check whether the destination server, where the requested resource resides, allows cross-origin
requests fromthe current domain name. If the response to the preflighted request indicates that the
destination server allows cross-origin requests fromthe current domain name, the browser then sends
the cross-origin request to the server.

The OPTIONS request contains the following header fields: Origin, Access-Control-Request-Method,
and Access-Control-Request-Headers. After the destination server receives the OPTIONS request, the
server determines whether to validate the preflighted request. If the validation is successful, the server
specifies the Access-Control-Allow-0Origin, Access-Control-Allow-Method, Access-Control-Allow-
Headers, and Access-Control-Max-Age header fields in the success response. After the browser receives
the success response to the preflighted request, the browser sends the cross-origin request.

UL

TUEMIAIE RN B 28 R IXTEK

GET /abc.jpg HTTP/1.1

Host: www.alibaba.com

content-type: image/jpeg

accept: application/json; charset=utf-8
user-agent: ALIYUN-ANDROID-DEMO
date: Mon, 18 Sep 2017 09:53:23 GMT

AR5 23im(alibaba.com)

A E=FFIBTAIERBRIFR, REFTIHER

OPTIONS HTTP/1.1

Host: www.alibaba.com

Origin:www.alibaba.com
Access-Control-Request-Method:GET
Access-Control-Request-Headers:content-type,x-ca-nonce
accept: */*

date: Mon, 18 Sep 2017 09:53:23 GMT

PEEF

BRS3 22 R [EOPTIONSER TR &5

HTTP/1.1 200 OK

Date: Mon, 18 Sep 2017 09:53:23 GMT
Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: GET
Access-Control-Allow-Headers:content-type,x-ca-nonce
Access-Control-Max-Age: 86400

sl

AR5 221mIR[E OPTIONSHIR 5

HTTP/1.1 403 Forbidden
Date: Mon, 18 Sep 2017 09:53:23 GMT
Content-Type: application/json; charset=UTF-8

W 5T ASFRIABS EIE KK

WS ERARELRIXTFR

GET /abc.jpg HTTP/1.1

Host: www.alibaba.com
Origin:www.alibaba.com (¥t #37k10)
content-type: image/jpeg

accept: application/json; charset=utf-8
user-agent: ALIYUN-ANDROID-DEMO
date: Mon, 18 Sep 2017 09:53:23 GMT

HH

B IELF I

AR S5 23 um iR B R TA N &

HTTP/1.1 200 OK

;S(J %: 5 HS@UE’%W}EW ,{ \_‘L%ﬁ é_ 4—————— | Date: Mon, 18 Sep 2017 09:53:23 GMT
Access-Control-Allow-Origin: *
AR

A Control-Allow-Methods: GET
Content-Type: application/octet-stream
Content-Length: 123424

9087f90jw0iu90-0...
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The Access-Control-Request-Method header field in the OPTIONS request informs the destination
server that the cross-origin request to be sent uses the GET method. The Access-Control-Request -
Headers header field in the OPTIONS request informs the destination server that the cross-origin
request to be sent contains two custom header fields: X-Ca-Nonce and Content-Type. Based on these
two header fields in the OPTIONS request, the destination server determines whether to allow the
cross-origin request.

The Access-Control-Allow-Methods header field in the success response to the OPTIONS request
indicates that the destination server allows a cross-origin request fromthe browser to use the GET
method. If multiple methods are allowed, the methods are separated with commas (,).

The Access-Control-Allow-Headers header field in the success response to the OPTIONS request
indicates that the destination server allows a cross-origin request to contain the X-Ca-Nonce and
Content-Type header fields. The header fields are separated with commas (,).

The Access-Control-Max-Age header field in the success response to the OPTIONS request indicates
that the response is valid for 86,400 seconds, namely, 24 hours. Within this validity period, if the browser
needs to send the same cross-origin request again, the browser does not need to send another
preflighted request. Note that the browser itself specifies a validity period for the cross-origin request.
If the value of the Access-Control-Max-Age header field exceeds the validity period that is specified by
the browser, the Access-Control-Max-Age header field will not take effect.

3. Implement the CORS mechanism in APl Gateway

3.1 Configure the simple request validation mode

By default, all APl operations in API Gateway support cross-origin calls. Therefore, by default, API
Gateway adds the Access-Control-Allow-0rigin header field and specifies its value as * in each API
response. The following code snippets show an example of this process:

An APl request from a client

GET /simple HTTP/1.1

Host: www.alibaba.com

orgin: http://www.aliyun.com

content-type: application/x-www-form-urlencoded; charset=utf-8
accept: application/json; charset=utf-8

date: Mon, 18 Sep 2017 09:53:23 GMT

The response that is sent from the backend service of the APl operation to API Gateway

HTTP/1.1 200 OK

Date: Mon, 18 Sep 2017 09:53:23 GMT
Content-Type: application/json; charset=UTF-8
Content-Length: 12

{"200", "OK"}

The response that is sent from APl Gateway to the client
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HTTP/1.1 200 OK

Date: Mon, 18 Sep 2017 09:53:23 GMT
Access-Control-Allow-Origin: *

X-Ca-Request-Id: 104735BD-8968-458F-9929-DBFA43F324C6
Content-Type: application/json; charset=UTF-8
Content-Length: 12

{"200", "OK"}

As shown in the preceding code snippets, APl Gateway adds specific information to the response that is
sent fromthe backend service, including the following information:

Access-Control-Allow-Origin: *

API Gateway specifies the Access-Control-Allow-Origin header field as *, which indicates that the API
operation can be called from all domains.

If you need to specify the Access-Control-Allow-0rigin header field as another value, add
the Access-Control-Allow-0rigin header field as a response header field when you
configure response information for the APl operation. The custom value of the Access-
Control-Allow-0rigin header field will override the default value. The following code snippets
show an example in which an APl operation can be called only fromthe site http://www.aliyun.com:

An APl request from a client

GET /simple HTTP/1.1

Host: www.alibaba.com

orgin: http://www.aliyun.com

content-type: application/x-www-form-urlencoded; charset=utf-8
accept: application/json; charset=utf-8

date: Mon, 18 Sep 2017 09:53:23 GMT

The response that is sent from the backend service of the APl operation to APl Gateway

HTTP/1.1 200 OK

Access-Control-Allow-Origin: http://www.aliyun.com
Date: Mon, 18 Sep 2017 09:53:23 GMT

Content-Type: application/json; charset=UTF-8
Content-Length: 12

{"200", "OK"}

The response that is sent from APl Gateway to the client

HTTP/1.1 200 OK

Access-Control-Allow-Origin: http://www.aliyun.com
X-Ca-Request-Id: 104735BD-8968-458F-9929-DBFA43F324C6
Date: Mon, 18 Sep 2017 09:53:23 GMT

Content-Type: application/json; charset=UTF-8
Content-Length: 12

{"200", "OK"}

3.2 Configure the preflighted request validation mode
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API Gateway allows you to set the HTTP request method of an APl operation to OPTIONS. In this case,
API Gateway will directly pass each OPTIONS request to the backend service of the APl operation. When
you create an APl operation that allows only OPTIONS requests, take note of the following items:

e When you configure basic information for the APl operation, set Security Certification to No
Certification.

Create APl & Back to API list

Basic Information

| Name And Description

Group testHttpGroup v | Create Group
API Name OptionTest (]
Security Certification [ No Certification #]

1. Anyone who can obtain this API service information will be able to call this API. The gateway will not authenticate the
APIl-based traffic control policies.

2. We do not suggest making "No Certification" APIs il on the Cloud Mar The gateway cannot meter
added to the Cloud Marketplace, we suggest moving this API to another group, setting its type to "private", or selecting

API Options Prevent replay attacks (the request header must tain the X-Ca-N. p )
Prohibit public internet access Application for VPC Intranet Domain Name

Allow cloud market

Description It cannot exceed 2000 characters
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e When you configure request information for the APl operation, enter / in the Request Path field and
select the Match All Child Paths check box. After you set HTTP Method to OPTIONS, the Request
Mode parameter is automatically set to Request Parameter Passthrough and cannot be modified.
You do not need to define request parameters for the APl operation.

Create APl £ Back to API list

Define APl Request

Basic Request Definition

Request Type °COMMON REGISTE! DCKET) Ul T DCKET) — NOTIFY(WEBSOCKET)
Protocol HTTP | HTTPS (| WEBSOCKET
Custom Domain Name | g som
Subdomain Name IEE DR ETEETEETEET el Eaei.com
Request Path / Match All Child Paths

The request path must contain the Parameter Path in the request parameter within brackets ([J). For example: /getUserInfo/[userld]

HTTP Method OPTIONS

«

Request Mode Request Parameter Passthrough v

All request parameters must have unique names, including the dynamic parameters in the path, headers parameters, query parameters, body parameters (form parameters).

Input Parameter Definition

Order Param Name Param Location Type Required Default Value Example Description
+ Add
Prev Next

For each APl group, you can create an APl operation that allows only OPTIONS requests and use this API
operation to configure CORS policies for the APl group. You can use curlto test HTTP requests forthe
APl operation that allows only OPTIONS requests. The following code snippet shows an example of
using curl to call the APl operation:

sudo curl -X OPTIONS -H "Access-Control-Request-Method:POST" -H "Access-Control-Request-Hea
ders:X-CUSTOM-HEADER" http://ecl2ac094e734544be02c928366b7b26-cn-gingdao.alicloudapi.com/op
tinstest -i

HTTP/1.1 200 OK

Server: Tengine

Date: Sun, 02 Sep 2018 15:32:19 GMT

Connection: keep-alive

Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, POST, PUT,DELETE, HEAD, OPTIONS, PATCH
Access-Control-Allow-Headers: X-CUSTOM-HEADER

Access-Control-Max-Age: 172800

X-Ca-Request-Id: 1016AC86-E345-405C-8049-A6C24078F65F
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When you configure the APl operation that allows only OPTIONS requests, note that API
Gateway will add four header fields to each response from the backend service of the API
operation: Access-Control-Allow-0rigin, Access-Control-Allow-Methods, Access-Control-
Allow-Headers, and Access-Control-Max-Age. Therefore, you must add the four header
fields as response header fields for the APl operation and specify their values as needed,
so that the custom values will override the default values.

The following code snippets show an example of a cross-origin API call in the preflighted request
validation mode:

An OPTIONS request from a client

OPTIONS /simple HTTP/1.1

Host: www.alibaba.com

orgin: http://www.aliyun.com
Access-Control-Request-Method: POST
Access-Control-Request-Headers: X-PINGOTHER, Content-Type
accept: application/json; charset=utf-8

date: Mon, 18 Sep 2017 09:53:23 GMT

The response to the OPTIONS request, which is sent from the backend service of the API
operation to APl Gateway

HTTP/1.1 200 OK

Access-Control-Allow-Origin: http://www.aliyun.com
Access-Control-Allow-Methods: GET, POST
Access-Control-Allow-Headers: X-CUSTOM-HEADER
Access-Control-Max-Age: 10000

Date: Mon, 18 Sep 2017 09:53:23 GMT

Content-Type: application/json; charset=UTF-8

The response to the OPTIONS request, which is sent from APl Gateway to the client

HTTP/1.1 200 OK

Access-Control-Allow-Origin: http://www.aliyun.com
Access-Control-Allow-Methods: GET, POST
Access-Control-Allow-Headers: X-CUSTOM-HEADER
Access-Control-Max-Age: 10000

X-Ca-Request-Id: 104735BD-8968-458F-9929-DBFA43F324C6
Date: Mon, 18 Sep 2017 09:53:23 GMT

Content-Type: application/json; charset=UTF-8

A cross-origin APl request from the client

GET /simple HTTP/1.1

Host: www.alibaba.com

orgin: http://www.aliyun.com

content-type: application/x-www-form-urlencoded; charset=utf-8
accept: application/json; charset=utf-8

date: Mon, 18 Sep 2017 09:53:23 GMT
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The response to the cross-origin request, which is sent from the backend service of the API
operation to APl Gateway

HTTP/1.1 200 OK

Date: Mon, 18 Sep 2017 09:53:23 GMT
Content-Type: application/json; charset=UTF-8
Content-Length: 12

{"200", "OK"}

The response to the cross-origin request, which is sent from APl Gateway to the client

HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET,POST, PUT,DELETE, HEAD, OPTIONS, PATCH
Access-Control-Allow-Headers: X-Requested-With, X-Sequence,X-Ca-Key,X-Ca-Secret,X-Ca-Version
, X-Ca-Timestamp, X-Ca-Nonce, X-Ca-API-Key, X-Ca-Stage, X-Ca-Client-Deviceld,X-Ca-Client-AppId, X
-Ca-Signature,X-Ca-Signature-Headers, X-Forwarded-For, X-Ca-Date, X-Ca-Request-Mode, Authorizat
ion, Content-Type, Accept,Accept-Ranges, Cache-Control,Range, Content-MD5
Access-Control-Max-Age: 172800

X-Ca-Request-Id: 104735BD-8968-458F-9929-DBFA43F324C6

Date: Mon, 18 Sep 2017 09:53:23 GMT

Content-Type: application/json; charset=UTF-8

Content-Length: 12

{"200", "OK"}
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4. JWT-based authentication

Alibaba Cloud API Gateway provides a mechanism for authorized access to your APIs based on a JSON
Web Token (JWT). You can use this mechanismto customize security settings.

1. Token-based authentication

1.1 Overview

API Gateway verifies the identities of requesters who make API calls and determines whether to return
requested resources to the requesters. Tokens are a mechanism used for identity authentication. Based
on this mechanism, apps do not need to retain user authentication information or session information
onthe server side. This implements stateless and distributed web app authorization and facilitates app
extension.

1.2 Procedure

| Client | AP| Gateway | | Custom backend service | |API to be protected

T
1 1

i |
—1 :
(2) Forwards the authentication request,_1

Verifies the authentication information
in the request, and uses a private key
(3) Returns a token response. to generate a standard token after the
e

(4) Forwards the token response. | j= = = = = = = = = — = — = = request passes the verification

- ————— ——— ——— -~ T

Uses the public key to verify the token in the business request.
Returns an error message if the

request fails to pass the verification. (6) Transparently forwards the business request if the request passes the
i e P e e verification. The request contains the parameters parsed from the token. -

(1) Sends an authentication request.

(5) Sends a business request that
contains the token.

—

(7) Handles the business request and sends a business response.

The preceding figure shows a procedure that is used to implement JWT-based aut hentication. Det ailed
procedure description:

1. The client sends an authentication request to API Gateway. In most cases, the username and
password of the user are included in the request.

2. APl Gateway forwards the authentication request to the backend service.

3. The backend service reads and verifies the authentication information, such as the username and
password, in the authentication request. After the request passes the verification, the backend
service uses a private key to generate a standard token and returns a token response to API
Gateway.

4. APl Gateway forwards the token response to the client. The client locally caches the token.
5. The client sends a business request to APl Gateway. The token is included in the business request.

6. APl Gateway uses a configured public key to verify the token in the business request. If the request
passes the verification, APl Gateway transparently forwards the business request to the backend
service.
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7. The backend service handles the business request and sends a business response to APl Gateway.
8. APl Gateway forwards the business response to the client.

In the procedure, APl Gateway allows you to use your own user systemto implement token-based API
access authentication. The following section describes the structured JWT that is used by API Gateway
for authentication.

1.3 JWT

1.3.1 Overview

JWT is an open standard (RFC 7519) that defines a compact and self-contained way to securely transmit
information between parties. The information is encoded as a JSON object. A JWT can serve as an
independent authentication token, which contains information such as the user ID, user role, and
permissions, to help clients obtain resources from the resource server. A JWT can also provide additional
claiminformation required for other business scenarios. T his is suitable for logons in distributed sites.

1.3.2 Composition of a JWT

eyJhbGci0iJIUzIINIISINR5cCI6IkpXVCIY. eyIzdWIi01iIXMIMONTY30DkwIiwibmFtZSI6IkpvaGAgRGI1IiwiYW
RtaW4iOnRydWVv9.TJIVAIS0rM7E2cBab30RMHrHDCEfx]joYZgeFONFh7HgQ

As described in the preceding example, a JWT is a string that consists of the following parts:
e Header

e Payload

e Signature

Header

The header consists of the following parts:

e Type of the token, which is JWT

e Encryption algorithm

Example of a complete header in the JSON format:
{

'typ': YJWT',
'alg': 'HS256'

The header is Base64 encoded to formthe first part of the JWT. The header you encoded can be
symmetrically decoded.

eyJ0eXAi01iJKV1QiLCIhbGciOiJIUZIINiJ9

Payload

Payload contains valid information specified by a set of claims. Claims:
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iss: token issuer. This claim is a string. sub: Subject Identifier. The identifier of a user. The value of this claim
is unique. This claim can contain a maximum of 255 ASCIl characters that are case-sensitive. aud: Audience.
Recipients for which the JWT is intended. The value of this claim is a string array that is case-sensitive. exp:
Expiration Time. The timestamp at which the token expires. When the timestamp is reached, the token
becomes invalid. This claim is an integer representing the number of seconds that have elapsed since the
epoch time January 1, 1970, 00:00:00 UTC. iat: the time the token was issued. This claim is an integer
representing the number of seconds that have elapsed since the epoch time January 1, 1970, 00:00:00 UTC.
Jti: the unique identifier of the token. The value of this claim is a cryptographic random value to prevent
conflicts. This claim functions in the same way as you add a random entropy component that cannot be
obtained by an attacker to the structured JWT. This helps prevent token guessing attacks and replay
attacks.

You can also add custom claims. In the following example, the name claimis added:

"sub": "1234567890",

"name": "John Doe"

The payload is Base64 encoded to formthe second part of the JWT.

JTACJTBBITIWITIwITIyc3ViJTIyJTNBITIwITIyMTIzNDU2NZzg5MCUyMiUyQyUwQSUyMCUyMCUyMmShbWU 1M I1MOE
1MjA1M] JKb2huJTIWRG91JTIyJTBBITAE

Signature

The encryption algorithm specified in the header is used to encrypt the string that is composed of the
Base64-encoded header and payload to formthe third part of the WT. The header and payload are

concatenated by aperiod ( . ). ssecret specifiesa private key.

// javascript
var encodedString = base64UrlEncode (header) + '.' + base64UrlEncode (payload) ;
var signature = HMACSHA256 (encodedString, 'S$secret');

These three parts are concatenated by periods( . )to formacomplete string. The JWT is formed.

1.3.3 Authorization scope and validity period

In API Gateway, the issued token can be used to access all APIs that are bound to a JWT authentication
plug-in in a specific API group. If fine-grained permission management is required, the backend service
must verify the token for authentication. For the validity of a token, APl Gateway checks the exp claim
in the token in each APIrequest. If the token has expired, APl Gateway considers the token invalid and
rejects the APl request. You must specify a validity period for tokens. The validity period must be less
than seven days.

1.3.4 Characteristics of a JWT

1. By default, a JWT is unencrypted. Do not write secret datato the JWT.
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2. AJWT can be used to authenticate identities or exchange information. A JWT can help reduce the
number of queries that are performed by the server on a specific database. The most noticeable
disadvantage of JWTs is that the server cannot save the session status. Therefore, when a JWT is in
use, you cannot revoke it or modify the permissions of the JWT. After a JWT is issued, it is valid until
it expires. To invalidate the JWT, you must deploy new logic on the server.

3. A JWT contains authentication information. If the authentication information is disclosed, users can
obtain all the permissions of the JWT. To reduce the possibility that a JWT is stolen, set the validity
period to a short period forthe JWT. Authenticate users who use important permissions.

4. To reduce the possibility that a JWT is stolen, use HTTPS, instead of HTTP, to transmit data.
2. Use a JWT authentication plug-in to protect APIs
2.1 Generate a JWK pair

Method 1: online generation

Visit https://mkjwk.org. Specify a private key and a public key that are used to generate and verify a
JWT. The private key is used by an authentication serverto issue a JWT. The public key is configured in a
JWT authentication plug-in for APl Gateway to verify the signature of requests. APl Gateway supports
the 2048-bit RSA SHA256 encryption algorithm for the key pair.

RSA Elliptic Curve Shared Secret

Key Size [ GAVET:Y Algorithm Key ID Generate

Public key

Contains only the public key.

2 New Key.

Keypair

Contains both public and private keys.

Keypair set

Wraps keys in a key set.

4 "Kty": “"RSA",

"d": "HSmya2NXKpJx61EYeZ4oquNMK1FN_uD6eA4
SH7woZA-2GB7tQSZKHoI jBXPBHUUavd@xiFdDe3hhzo
QMIMhDZz5j2NAzQ-Lz_84SvDe9sTypYm9lbesQLO7fir
Li7Qzkdxm6E-1L1Xs@DUGBN1YZ1BzUcqfFQB5ZE1gWc
YpMe6qOHkIWkb5GaiZm_x3D-fUYO5VV7t@G-NtrF5FA
s06qVW7fgMge01i619_-Ny1dc1XKAOrmqzOu5GqgLMky
N76I_FYikNQiTdvReR51g6YYULHOrPcKsDB11alAOz1
HZQhYK7xC9AYYN2iEyQwlQWwepirsltaUTsH6YoegeK
2sazwQ",

"e": "AQAB",

"kid": "uniq_key",

"alg": "RS256",

"n": "gbnCVY4XxM-MB1lmseAJnIItognv3LRuHkVv
5W-gF-yvXnYfi8t-L330F73i4eyE9i4uSE1P-CCoSby
JUJhhNSS7_njDp6Ex3WNg@KimRSmXanD5453CFBrgxJ
lai4aaZxPYsIdjqiVijAris4@gRVZQ7aMtDc6Rmu1IS
3564dYJOYRIGA8tZPVUXBESHNSXgQLM8y6BBLpo0jSK
ajApOK1QW6R1eQZZcMIuMj00IbINWHGSDFm7PXYeQWx
pH_HfN1wMPo7tln5vWbi-vFIHJanWF1syZ9XROyba53
YmMBj 7-YDuxF3_sTK-9I8upWGEC9M16Qn—C7eHcDMLZ
8XoSuw"

}

{
"keys": [
{

"kty": "RSA",

"d": "HSmya2NXKpJx61EYeZ40quNMK1FN_uD
6eA4SH7woZA-2GB7tQSZKHoI jBXPBHUUavd@xiFdDe3
hhzoQMIMhDz5j2NAzQ-Lz_84SvDe9sTypYm9lbesQLO
7firLi7Qzkdxm6E-1L1Xs@DUGBN1YZ1BzUcqfFQB5ZE
1gWcYpMe6qOHkIWkb5Gaizm_x3D-fUYO5VV7t@G-Ntr
F5FAs@6qVW7 fgMqe0i619_-Nyldc1XKAOrmqzOu5Gqg
LMkyN76I_FYikNQiTdvReR51g6YYULHOrPcKsDBllal
A0z1HZQhYK7xC9AyYN2iEyQwlQWwepirsltaUTsH6Yo
egeK2sazwQ",

net: "AQAB,

"kid": "uniq_key",

"alg": "RS256",

"n": "gbnCVY4XxM-MB1mseAJnIItognv3LRu
HkVv5W-gF-yvXnYfi8t-L330F73i4eyE9i4uSE1P-CC
0SbyJUJhhNSS7_njDp6Ex3WNq@KimRSmXanD5453CFB
rgxJlai4aazZxPYsIdjqiVijAris4@gRVZQ7aMtDc6Rm
u1IS3564dYJOYRIGA8tZPvuUX8ESHNSXgQLM8Y6BBLpO
0jSKajApOK1QW6RieQZZcMIuMj00Jb9NWHqSDFm7PXY
eQWxpH_HfN1wMPo7t1n5vWbi-vFIHJanWF1syZ9XRoy
ba53YmMBj 7-YDuxF3_sTK-9I8upWGEC9M16Qn-C7eHc
DMLZ8XoSUw"

¥
1
}

£ kty": "RSA",
"e": "AQAB",
unig_key",
: "RS256",

": "gbnCVY4XxM-MB1mseAJnIItognv3LRuHkVv
5W-gF-yvXnYfi8t-L330F73i4eyE9i4uSE1P-CCoSby
JUJhhNSS7_njDp6EX3WNqOKimRSmXanD5453CFBrgxJ
lai4aaZxPYsIdjqiVijAris4@gRVZQ7aMtDc6RmMuU1IS
3564dYJOYRIGA8tZPvuUX8ESHNSXgQLM8y6BBLpo0jSK
ajApOK1QW6R1eQZZcMIuMj00IbINWHGSDFm7PXYeQwx
pH_HfN1wMPo7t ln5viWbi-vFIHJanWF1syZ9XROyba53
YmMBj 7-YDuxF3_sTK-9I8upWGEC9M16Qn-C7eHcDMLZ
8XoSuw"

}

Method 2: local generation

This topic provides a Java example. Create a Maven project and add the following dependency to the
project:
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<dependency>
<groupId>org.bitbucket.b c</groupId>
<artifactId>jose4j</artifactId>
<version>0.7.0</version>

</dependency>

Use the following code to generate an RSA key pair:

RsadsonWebKey rsaJsonWebKey = RsadwkGenerator.generatedwk (2048) ;
rsaJsonWebKey.setKeyId ("authServer");

final String publicKeyString = rsaJsonWebKey.toJson (JsonWebKey.OutputControlLevel.PUBLIC ON
LY) ;

final String privateKeyString = rsaJsonWebKey.toJson (JsonWebKey.OutputControlLevel.INCLUDE
PRIVATE) ;

2.2 Use the private key in the JWK pair to issue a token

Usethe xeypair JSON string that is generated by using method 1 orthe privatekeyString JSON

string that is generated by using method 2 as a private key to issue a token. The token is used to
authorize trusted users to access protected APIls. For more information, see the example in the "Sample
code for an authentication server to issue a token" section. The form of issuing a token is determined
based on specific business requirements. You can deploy the token issuing feature to a production
environment and configure a common API. Then, visitors can obtain the token by using a username and
password. Alternatively, you can locally generate a token and copy the token for specific users.

2.3 Configure the public key in the JWK pair for a JWT authentication
plug-in
1. Log onto the APl Gateway console.

2. Inthe left-side navigation pane, choose Publish APIs > Plugin.

3. Inthe upper-right corner of the Plugins list page, click create Plugin

4. Onthe Create Plugin page, set Plugin Typeto JwT Authorization .The following example shows

the configurations of a JWT authentication plug-in. For more information, see JwT authentication.
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parameter: X-Token # The parameter from which the JWT is read. It corresponds to a
parameter in an API request.

parameterLocation: header # The location from which the JWT is read. Valid values: query a
nd header. This parameter is optional if Request Mode for the bound API is set to Request P
arameter Mapping (Filter Unknown Parameters) or Request Parameter Mapping (Passthrough Unknow
n Parameters). This parameter is required if Request Mode for the bound API is set to Reque
st Parameter Passthrough.

claimParameters: # The claims to be converted into parameters. API Gateway maps J

WT claims to backend parameters.

- claimName: aud # The name of the JWT claim, which can be public or private.
parameterName: X-Aud # The name of the backend parameter, to which the JWT claim is m
apped.
location: header # The location of the backend parameter, to which the JWT claim

is mapped. Valid values: query, header, path, and formData.

- claimName: userId # The name of the JWT claim, which can be public or private.
parameterName: userId # The name of the backend parameter, to which the JWT claim is m
apped.
location: query # The location of the backend parameter, to which the JWT claim

is mapped. Valid values: query, header, path, and formData.
preventJtiReplay: false # Controls whether to enable the anti-replay check for jti. Defa
ult value: false.

#
# "Public Key' in the "JSON Web Key' pair, which is generated in the "Generate a JWK pair"

section

Jjwk:
kty: RSA
e: AQAB
use: sig
alg: RS256

n: gSVxcknOmOuCq5vGsOmaorPDzHUUbBmMZZ4UX]-9do7wIX1uKFXAngfto4TepSNuYU2bA -tzSLAGBSR-BqvTow
9SjxakeilyQpVmexxnDwSWZwpWenUAcYr £SPEoONU-0hAQWEYgqZwJIQMN8ptxkd0170PFauwACOx4Hfr-9FPGy8NCoI04
MfLXzJ3mJ7xqgIZp3NIOGXz-GIAbCE131i7kSStpYgN3L zzpvXUA0os1FJ9IPXRV84tIZpFVh21mRhOh8 ImK-vI42dw
1D hOIzayLlXno2R0T-d5AwTSdnep7g-Fwu8-sj4cCRWg3bd61Z2s200J81iustHOVSRMYdP50YQ

2.4 Bind APIs to the JWT authentication plug-in

On the Plugins list page, find the JWT authentication plug-in you created and click Bind ap1 inthe

Operation column. In the Bind APl dialog box, add the required APIs that are in specific API groups and
published to specified environments to the Selected API(s) pane, and click ok
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Bind API

You will bind the API to the following plugins:

Plugin Name: test1234

Please note: If the API has already been bound to a plugin of the same type, it will be overwritten by this plugin. Please choose carefully!

Select the API to bind to:

Xuemeng v | | Release +| | Enter the APl name to search
] APl Name Operation
o s
~| OpenAPILE
| OpenAPHSY

3 entries in total n

Selected API(s) (0)

Cancel

The APl debugging feature in the API Gateway console does not support the JWT authentication plug-

in. We recommend that you use Postman orrunthe curl command in the command-line interface

(CLI) to test the APIs that are bound to the JWT authentication plug-in.

3. Error codes

Status Code Message

400 1400JR JWT required

Claim jti is required
403 S403)1 when
preventJtiReplay:true

403 S403JU Claim jtiin JWT is used

Description

No JWT-related
parameters are found.

No valid jti claim is
included in the request
when prevent]JtiReplay is
set to truein aJWT
authentication plug-in.

The jti claim that is
included in the request
has been used when
prevent]tiReplay is set
to truein a JWT
authentication plug-in.
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The JWT that is included

4 A403JT Invalid JWT: ${R
03 03) nvalidJ $Reason in the request is invalid.
JWT Deserialize Failed: The JWT that is read
400 1400)D ${Token} from the request failed
to be parsed.
No JWK matches kid,
403 403K No matching JWK, which is configured in
kid: ${kid} not found the JWT that is included
in the request.
The JWT that is read
403 A403JE JWT is expired at ${Date} from the request
expired.
. . The JWT authentication
| WT
400 1400JP nvalid J plugin plug-inis incorrectly

config: $jwT} configured

If an HTTP response message includes an unexpected response code specified by ErrorCode in the X-
Ca-Error-Code header, such as A403JT or 1400)D, you can visit the jwt.io website to checkthe token
validity and format.

4. Sample code for an authentication server to issue a token

import java.security.PrivateKey;
import org.josed]j.json.JsonUtil;
import org.josed].jwk.RsadsonWebKey;
import org.josedj.jwk.RsadwkGenerator;
import org.josed]j.jws.AlgorithmIdentifiers;
import org.josed].jws.JsonWebSignature;
import org.josed].jwt.JwtClaims;
import org.jose4]j.jwt.NumericDate;
import org.jose4j.lang.JoseException;
public class GenerateJwtDemo {
public static void main(String[] args) throws JoseException {
// Use the value of the keyId parameter that you specified when you configured ba
sic information for the authorization API operation.
String keyId = "uniq key";

// Use the key pair generated in the "Generate a JWK pair" section.

String privateKeyJson = "{\n"
+ "w \"kty\" : \"RSA\", \n"
+ " \ "d\ " : "
+

"\"09MJISOgc]jiVMNI4ImBAhOMRHE TlaVva70Imghtlgwx18BLfcf1S8ueN1PD7xV6Cng8YenSKsfi
NOhC6yZ fjWlsyn5raWfj68eR7cjHW]LOVKjwVY33GBPNOvspNhVAFzeqfWneRTBbga53Agb6]jN0SUcZdIgnelzz5J
NdOGaLzhacjH6YPJKpbuzCQYPkWtoZHDOWTzCSb4mJI3nONRTsWy 7Pm8LwG FA3pAC1l7JIY38IanPQDLoighFfo-Lriv
523Id1hwbPnx0tk9sBwQOBTRAZ8JIkqgqYkxUiB06phwr 7mANKEPQJ6HVhZBQ1lcCnYZ nIlrX9-I7qomrlE1UcQ\", \n"
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+ " \"e\": \"AQAB\",\n"

+ " \"kid\": \"myJdwtKey\",\n"

+ " \"alg\": \"RS256\",\n"

+ " "n\": \"vCuB8MgwPZfziMSytEbBoOEwxsG7XI3MaVMoocziP4SjzU4IuWuE DodbOHQwb th
Urub7 Efe"

+

"-—-sfATHEa0Odv5ny30bByqsv]jyeHk6ZE4mSAVIBsHYa6GWAGEZ tnDceeeDc0y76utXK2XHhC1Pysi2
KG8KAzqDa099Yh7s31AyoueoMnrYTmWEEYyDsQL OATIiwgXakkS5U8QyXmWicCwXntDzkIMh8M]fPskesyli0XQD1AmMC
XVV3h20pmlAmx0ggSOOiINURSYRD6mKo49 cN-nrJWjtwSougDdxHYP-4c7epuTcdS6kQHiQERBAle]jdpAxV4cO0tOFH
F7MOy9kw\"\n"

+ "

JwtClaims claims = new JwtClaims () ;

claims.setGenerateddwtId() ;

claims.setIssuedAtToNow () ;

// The validity period is required and must be less than seven days.

NumericDate date = NumericDate.now() ;

date.addSeconds (120*60) ;

claims.setExpirationTime (date) ;

claims.setNotBeforeMinutesInThePast (1) ;

claims.setSubject ("YOUR SUBJECT") ;

claims.setAudience ("YOUR AUDIENCE") ;

// Add custom parameters. All parameter values must be of the STRING type.

claims.setClaim("userId", "1213234");

claims.setClaim("email", "userEmail@youapp.com") ;

JsonWebSignature jws = new JsonWebSignature () ;

jws.setAlgorithmHeaderValue (AlgorithmIdentifiers.RSA USING SHA256);
// The KeyIdHeaderValue parameter is required.

jws.setKeyIdHeaderValue (keyId) ;

jws.setPayload (claims.todson()) ;

PrivateKey privateKey = new RsaJsonWebKey (JsonUtil.parsedJson (privateKeyJson)) .getPr

ivateKey () ;
jws.setKey (privateKey) ;
String jwtResult = jws.getCompactSerialization();

System.out.println ("Generate Json Web token , result is " + jwtResult);

Take note of the following items:

1. The value of the keyld parameter must be unique in API Gateway. You must keep the following
values consistent for the keyld parameter:

e The value of the keyld parameter that is specified in the "Generate a JWK pair" section.

e The value of the keyld parameter that you specified when you configure basic information for the
authorization APl operation.

e The value of the keyld parameter that is specified in code, which is the value of the
KeyldHeaderValue parameter in the JsonWebSignature object. The KeyldHeaderValue parameter is
required.

2. You must set privateKeyjsonto the &xeypair JSON string that is generated by using method 1 or

the privatekeystring JSON string that is generated by using method 2 in the "Generate a JWK

pair' section.
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3. The validity period is required and must be less than seven days.

4. When you add custom parameters, all parameter values must be of the STRING type.
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5.Configure WAF

® Purchase a WAF instance

[ ]
| Group Details ¢ Back to group list
Basic Information ing  Api List fy
Regon: Cina Noth 2 (Befing) Group Nae: testtpGroup Group [D: 601 130N mMuIN 300
et Subcomai: el st g alcoudsicon | Disable Intemet Subdomain
(The subdomai isonly for AP test,when theclent drectl calis 1, ther wil e day touse th

independent domain name for group binding, and it wil not be subject to this restriction. For details, see configuration process )

Subdomain Name
AP gateway sef-caling domain name: Not activated Please actvate onthe nstance fst

VPG Intranet Subdomain: Not activated Please set 'Visit to VPC' in 'Instance’

Instance Tpe: Dedicated VPG
Group Traffic Limit (QPS): 2500
e " ] | 's i I Type And Sel
Instance D: s R i S  ) Modity API Group's Instance Instance Type And Selecton Guide

Instance Name: e

HTTPS Security Policy: HTTPS2_TLS1_0 HTTPS Security Policy Documentation
(Be consistent with the dedicated instance HttpsPolicy)

Network Access Policy

Logal Status: NORMAL

Description:
Custom Domain Name Bind Domain
Custom Domain Name WebSocket Channel Status Domain Legal Status SSL Certicate Operation
‘vl w w Not Open (Open) Normal ( TEST) Select Certficate Delete Domain | Change Stage

) Notice

dwom @

E CIRET %sewms - @ - Q 27 I2 == &L 85 ER

SBDNSREHT TRNSERL

“HEER: @ HTTP [ HTTPS

BiaE, REXR EERERS?
“EBEsen: O P © Hotyt =
MOAWAFEATTSEE 22 TEM——&EE. Bk
43647137 = s————cn-zhangjiakou.aliclouda WEBRAIDE R, B
ES0E.

“BES/E0:  HTTP80

WAFRIZEBTERE (B 2@©@Fz0
BHICONS) :

nESEEE: @ IPhash O 28

wRE | BEsE v @
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API Gateway

Web Application Firewall
Overview
Security Report
Asset Center
Website Access
Asset Discavery
Protection Settings
Website Protection (S
System Management
Product Information
Billing
Feature Settings
Log Management

Log Service [

Asset Center

Website Access

> Access Assistant How to change the DNS settings? WAF IP Addresses

Domain Names  Servers

All Domain Names v

Domain Name

Access Mode Origin Server @

Domain Name : 7 amann fradhiang com

Cenfigure a whitelist for websites

All Asset Types

Quick Access

= [ENAMEName:D'\ [

k1 7he2 e yundunwat2.com k »

CNAME Record
pas zhangjiakeu.aliclouda

pi.com

Log Service C’

Dedicated IP Address @ (D)

Product Upda\ea Terminate WAF Service

You have added 2 domain names now. You can add 8 more
~ || Enter content Q

‘Attack Monitoring Actions

No attacks in last two
days. Edit | Delete | Config
View Report

No attacks in last two
days Edit | Delete | Config

View Report

Total: 2 items, Per Page: 10 items
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