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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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This topic describes how to view the information about API calls in the API Gateway console as an
administrator.

OverviewOverview
API Gateway allows you to view monitoring charts about regions, groups, and APIs. The performance
metrics of monitoring charts include traffic, delay, HTTP status codes, and the number of requests.

1 Region monitoring1 Region monitoring
1.1 Log on to the API Gateway console.

1.2 In the left-side navigation pane, click OverviewOverview. To view the monitoring charts of a region, click the
Monitor icon for the region. You can view the monitoring data, the number of API groups, the number of
APIs, and the number of dedicated instances in use in every region. You can also view the number of
dedicated instances that will expire in 10 days in every region.

1.3 The region monitoring feature provides the stat ist ics about the API calls from only the past  seven
days. T he APIs t hat  run on shared inst ances (classic net work) are excluded f rom t heT he APIs t hat  run on shared inst ances (classic net work) are excluded f rom t he
st at ist icsst at ist ics. You can view monitoring charts based on the following environments where APIs are
published: online, staging, and test ing environments. The monitoring data is collected based on the
following performance metrics:

T he number of  API request sT he number of  API request s

T he number of  API request s by inst anceT he number of  API request s by inst ance

T raf f ic st at ist icsT raf f ic st at ist ics (request  traffic and response traffic)

Average delayAverage delay (processing delay of API Gateway and backend processing delay)

Proport ions of  HT T P st at us codesProport ions of  HT T P st at us codes

1.Use API Gateway for monitoring1.Use API Gateway for monitoring

API Gat eway Operat ion and maint enance··Use API
Gat eway for monit oring

> Document  Version: 20220513 5

https://apigateway.console.aliyun.com/?spm=a2c4g.11186623.2.12.7906d8d3N27Fmn#/cn-beijing/overView/view


2 Group monitoring2 Group monitoring
2.1 Log on to the API Gateway console.

2.2 In the left-side navigation pane, choose Publish APIs > API Groups. On the Groups List  page, click the
Monitor icon for a group to view the monitoring charts about the group.

2.3 The group monitoring feature provides the stat ist ics about the API calls from only the past  seven
days. T he APIs t hat  run on shared inst ances (classic net work) are excluded f rom t heT he APIs t hat  run on shared inst ances (classic net work) are excluded f rom t he
st at ist icsst at ist ics. You can view monitoring charts based on the following environments where APIs are
published: online, staging, and test ing environments. The monitoring data is collected based on the
following performance metrics:

T he number of  API request sT he number of  API request s

T raf f ic st at ist icsT raf f ic st at ist ics (request  traffic and response traffic)

Operat ion and maint enance··Use API
Gat eway for monit oring
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Average delayAverage delay (processing delay of API Gateway and backend processing delay)

Proport ions of HT T P st at us codesHT T P st at us codes

3 API monitoring3 API monitoring
3.1 Log on to the API Gateway console.

3.2 In the left-side navigation pane, choose Publish APIsPublish APIs > APIsAPIs. Click the API that you want to
monitor. On the page that appears, you can view the details about the API.

3.3 In the left-side navigation pane, click Monit oring Inf oMonit oring Inf o. On the page that appears, you can view the
monitoring data from the past  week for the API that is published in the online, test, or staging
environment. The monitoring data is collected based on the following performance metrics:

The number of request srequest s (successful requests and exceptions)

T raf f icT raf f ic  ( (uplink and downlink)

T he response t ime of  t he backend serviceT he response t ime of  t he backend service

Error dist ribut ionError dist ribut ion (client  errors and server errors)

API Gat eway Operat ion and maint enance··Use API
Gat eway for monit oring
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Not eNot e

API Gateway provides monitoring stat ist ics about the API calls from only the past  seven days. If  you
need to obtain stat ist ics from a longer period or have other requirements, you can use Log Service.
For more information, see Use Log Service to view logs of API calls.

The monitoring feature of API Gateway is available for dedicated instances that are purchased
after September 15, 2020. If  your dedicated instance is purchased before September 15, 2020 and
you need to use the feature, submit  a t icket  to update your instance to the new version.

Operat ion and maint enance··Use API
Gat eway for monit oring
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This topic describes how to configure tracing analysis in the API Gateway console to upload tracing
logs to Alibaba Cloud Tracing Analysis. Tracing Analysis provides a complete set  of tools for you to
map complete traces of calling services, calculate the number of requests, offer trace topologies, and
analyze application dependencies. These tools help you make development and diagnosis more
efficient. T his f eat ure is available f or only dedicat ed inst ances.T his f eat ure is available f or only dedicat ed inst ances.

PrerequisitesPrerequisites
A dedicated instance of API Gateway is used.

Tracing Analysis is act ivated.

Log Service is act ivated.

1 Authorize Tracing Analysis1 Authorize Tracing Analysis
1.1 Log on to the Tracing Analysis console.

1.2 On the Overview page, click Authorize Now to authorize Tracing Analysis to read and write your Log
Service data.

1.3 On the Cloud Resource Access Authorization page, select  the required permissions and click Confirm
Authorization Policy.

2.Configure tracing analysis2.Configure tracing analysis

API Gat eway Operat ion and maint enance··Configu
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1.4 After authorization, navigate through OverviewOverview > Access processAccess process > View access pointView access point
inf ormat ioninf ormat ion > Show T okenShow T oken to view the endpoint  details. Save the endpoints that are displayed in the
Report ing t hrough HT T PReport ing t hrough HT T P sect ion.

2 Configure tracing analysis in the API Gateway console2 Configure tracing analysis in the API Gateway console
2.1 Log on to the API Gateway console.

2.2 In the left-side navigation pane, choose Publish APIsPublish APIs > API GroupsAPI Groups. Then, click the API group that
you want to manage. The Group Details page appears. On the Group Details page, configure the
sett ings.

Operat ion and maint enance··Configu
re t racing analysis
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Trace Field Location: Specify the location of the traced field. Valid values are Header and Query.

Trace Field Name: Specify the name of the traced field. The custom traced field is generated by the
client  that sends the request. API Gateway passes the custom traced field through to the backend
and records the field data in the `CustomTraceId` field of the user. If  the client  does not provide the
traced field, API Gateway sets the field to RequestId that is generated by the service itself.

App Name: Specify the name of the application for tracing analysis.

Arms Endpoint: Enter the endpoint  that you obtain in sect ion 1.4. We recommend that you use the
private network endpoint  for higher efficiency if  the services are deployed in the same region.

Log Sampling Strategy: Valid values are Upload all, Percentage upload, and Fixed number of uploads
per second. Select  an option based on your needs.

In the Tracing Analysis console, you can view the traces of the requests that are sent after tracing
analysis is configured in the API Gateway console.

For more information about how to use Tracing Analysis, see View the information about API calls.

Not eNot e

This feature is available for dedicated instances that are purchased after December 3, 2020. If  your
dedicated instance is purchased before December 3, 2020 and you need to use this feature, submit
a t icket  to upgrade your instance to the new version.

API Gat eway Operat ion and maint enance··Configu
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API Gateway allows you to use Alibaba Cloud Resource Access Management (RAM) to grant different
permissions on API operations to different employees in your enterprise. As an API provider, you can
create RAM users for employees and grant different permissions on API operations to different
employees.

A RAM user can manage resources in API Gateway, for example, create, view, or delete an API group,
an API operation, or a plug-in. However, the RAM user does not own the resources. Permissions of the
RAM user on the resources can be revoked by the relevant Alibaba Cloud account at  any t ime.

You can use tag-based authorization to isolate resources for an Alibaba Cloud account and its RAM
users.

Before you begin, make sure that you have read RAM documentation and API Gateway API Reference.

If  your business does not  require permission management  f or API operat ions, skip t hisIf  your business does not  require permission management  f or API operat ions, skip t his
t opic.t opic.

To manage user permissions for API Gateway, log on to the RAM console or call RAM API operations. For
more information, see RAM introduction.

Part one: Policy managementPart one: Policy management
An authorization policy describes basic elements of an authorization operation, including the
permission effect, authorized resource, allowed act ion, and authorization condit ion.

1. Syst em aut horizat ion policy1. Syst em aut horizat ion policy

API Gateway provides two built-in system authorization policies: AliyunApiGatewayFullAccess and
AliyunApiGatewayReadOnlyAccess. You can log on to the RAM console to view these two policies on
the Policies page.

AliyunApiGatewayFullAccess: authorizes a RAM user to manage all resources under the relevant
Alibaba Cloud account, including API groups, API operations, thrott ling policies, and applications.

AliyunApiGatewayReadOnlyAccess: allows a RAM user to view all resources under the relevant
Alibaba Cloud account, including API groups, API operations, thrott ling policies, and applications.
However, the RAM user cannot perform operations on the resources.

2. Cust om aut horizat ion policy2. Cust om aut horizat ion policy

3.Use RAM to manage user3.Use RAM to manage user
permissions for API Gatewaypermissions for API Gateway

Operat ion and maint enance··Use RA
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You can customize finer-grained authorization policies, such as creating a custom authorization policy
to allow a specific act ion or grant permissions on a specific resource. For example, you can create a
custom authorization policy to grant the edit  permission on the GetUsers operation. To view custom
authorization policies that you have created, log on to the RAM console. In the left-side navigation
pane, choose Permissions > Policies. For information about how to create, view, modify, or delete a
custom authorization policy, see Manage policies.

For more information about authorization policies and how to create a custom authorization policy, see
Part  two of this topic, Policy elements, and Policy structure and grammar.

Part two: Authorization policyPart two: Authorization policy
An authorization policy is a collect ion of elements that are defined based on the policy structure and
syntax and are used to describe the authorization operation. You can attach an authorization policy to
a RAM user or a group, so that the user or the group can obtain the specified permission on the
specified resource. For information about how to create a custom authorization policy, see Policy
elements and Policy structure and grammar.

T he f ollowing code snippet  shows an example of  an aut horizat ion policy:T he f ollowing code snippet  shows an example of  an aut horizat ion policy:

{
  "Version": "1",
  "Statement": [
    {
  "Action": "apigateway:Describe*",
      "Resource": "*",
      "Effect": "Allow"
    }
  ]
}
                

This authorization policy allows a RAM user to query all resources in API Gateway.

T he Act ion element  in an aut horizat ion policy must  be in t he f ollowing f ormat :T he Act ion element  in an aut horizat ion policy must  be in t he f ollowing f ormat :

 "Action":"<service-name>:<action-name>"

Each value of the Act ion element must contain the following parts:

service-nameservice-name: the name of an Alibaba Cloud service. In this topic, enter apigateway.

act ion-nameact ion-name: the name of an API operation. You can use a wildcard (*) for the name. For
information about API operations that are provided by API Gateway, see the table in Part  three.

"Action": "apigateway:Describe*" indicates that the authorized RAM user can query all resources in
API Gateway.

"Action": "apigateway:*" indicates that the authorized RAM user has all permissions on all resources in
API Gateway.

Part three: ResourcePart three: Resource
A resource is an object  on which a RAM user is to be granted permissions. In API Gateway, API groups,
thrott ling policies, and applications are all resources. In each authorization policy, a resource must be
specified in the following format:

API Gat eway
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acs:<service-name>:<region>:<account-id>:<relative-id>

The format contains the following parts:

acsacs: the abbreviat ion of Alibaba Cloud Service, which indicates the public cloud of Alibaba Cloud.

service-nameservice-name: the name of an Alibaba Cloud service. In this topic, enter apigateway.

regionregion: the region where the current authorization policy applies. You can specify this part  as a
wildcard (*), which indicates that the current authorization policy applies in all regions.

account -idaccount -id: the account ID of the RAM user to be authorized, for example, 1234567890123456. You
can specify this part  as a wildcard (*), which indicates that the current authorization policy is
attached to all RAM users under the current Alibaba Cloud account.

relat ive-idrelat ive-id: the descript ion of the resource on which a RAM user is to be granted permissions. You
can specify this part  as a string that is similar to a file path.

For example, when you create an authorization policy to grant a RAM user permissions on an API group,
you can specify the API group in the following format:

acs:apigateway:$regionid:$accountid:apigroup/$groupId

If  you need to authorize all RAM users under the current Alibaba Cloud account to view an API group in
all regions, you can specify the API group as shown in the following code snippet:

acs:apigateway:*:*:apigroup/cbd157704e624ab58a204fd3e0b5ad79

The following table describes the act ion names that you can use when you create authorization
policies to manage permissions on API operations of API Gateway. For more information, see Create an
API group.

act ion-nameact ion-name Descript ionDescript ion ResourceResource

CreateApiGroup Creates an API group.
acs:apigateway:$regionid:$accou
ntid:apigroup/*

ModifyApiGroup Modifies an API group.
acs:apigateway:$regionid:$accou
ntid:apigroup/$groupId

DeleteApiGroup Deletes an API group.
acs:apigateway:$regionid:$accou
ntid:apigroup/$groupId

DescribeApiGroups Queries available API groups.
acs:apigateway:$regionid:$accou
ntid:apigroup/*

CreateApi Creates an API operation.
acs:apigateway:$regionid:$accou
ntid:apigroup/$groupId

Operat ion and maint enance··Use RA
M t o manage user permissions for A
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DeployApi Publishes an API operation.
acs:apigateway:$regionid:$accou
ntid:apigroup/$groupId

AbolishApi Unpublishes an API operation.
acs:apigateway:$regionid:$accou
ntid:apigroup/$groupId

DeleteApi Deletes an API operation.
acs:apigateway:$regionid:$accou
ntid:apigroup/$groupId

DescribeApis Queries available API operations.
acs:apigateway:$regionid:$accou
ntid:apigroup/*

CreatePlugin Creates a plug-in.
acs:apigateway:$regionid:$accou
ntid:plugin/*

ModifyPlugin Modifies a plug-in.
acs:apigateway:$regionid:$accou
ntid:plugin/$pluginId

DeletePlugin Deletes a plug-in.
acs:apigateway:$regionid:$accou
ntid:plugin/$pluginId

AttachPlugin
Binds a plug-in to an API
operation.

acs:apigateway:$regionid:$accou
ntid:plugin/$pluginId

DetachPlugin
Unbinds a plug-in from an API
operation.

acs:apigateway:$regionid:$accou
ntid:plugin/$pluginId

DescribePluginsByApi
Queries plug-ins that are bound
to an API operation.

acs:apigateway:$regionid:$accou
ntid:plugin/$pluginId

CreateApp Creates an application.
acs:apigateway:$regionid:$accou
ntid:app/*

ModifyApp Modifies an application.
acs:apigateway:$regionid:$accou
ntid:app/$appId

act ion-nameact ion-name Descript ionDescript ion ResourceResource

API Gat eway
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DeleteApp Deletes an application.
acs:apigateway:$regionid:$accou
ntid:app/$appId

DescribeAppAttributes Queries available applications.
acs:apigateway:$regionid:$accou
ntid:app/$appId

SetApisAuthorit ies
Authorizes an application to call
one or more API operations.

acs:apigateway:$regionid:$accou
ntid:apigroup/$groupId

DescribeAuthorizedApps
Queries applications that are
authorized to call an API
operation.

acs:apigateway:$regionid:$accou
ntid:apigroup/$groupId

SetVpcAccess
Creates a virtual private cloud
(VPC) authorization entry.

acs:apigateway:$regionid:$accou
ntid:vpcaccess/*

RemoveVpcAccess
Deletes a VPC authorization
entry.

acs:apigateway:$regionid:$accou
ntid:vpcaccess/*

DescribeVpcAccesses
Queries available VPC
authorization entries.

acs:apigateway:$regionid:$accou
ntid:vpcaccess/*

DescribeInstances
Queries available dedicated
instances.

acs:apigateway:$regionid:$accou
ntid:instance/$instanceId

act ion-nameact ion-name Descript ionDescript ion ResourceResource

Examples of authorization policiesExamples of authorization policies
Aut horize a RAM user t o query all API operat ions:Aut horize a RAM user t o query all API operat ions:

{
          "Version": "1",
          "Statement": [
            {
                      "Action": "apigateway:Describe*",
                      "Resource":"acs:apigateway:$regionid:$accountid:apigroup/*",
                      "Effect": "Allow"
            }
          ]
}                        

Aut horize a RAM user t o query API operat ions in all API groups wit h t he `version:v1` t ag:Aut horize a RAM user t o query API operat ions in all API groups wit h t he `version:v1` t ag:

Operat ion and maint enance··Use RA
M t o manage user permissions for A
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{
          "Version": "1",
          "Statement": [
            {
                      "Action": "apigateway:Describe*",
                      "Resource":"acs:apigateway:$regionid:$accountid:apigroup/*",
                      "Effect": "Allow",
                 "Condition": {
                        "StringEquals": {
                             "apigateway:tag/version": "v1"
                        }
                 }
             }
          ]
}                        

Aut horize a RAM user t o manage all API operat ions in an API group:Aut horize a RAM user t o manage all API operat ions in an API group:

{
          "Version": "1",
          "Statement": [
            {
                      "Action": "apigateway:*",
                      "Resource": [
                              "acs:apigateway:$regionid:$accountid:apigroup/$groupId",
                              "acs:apigateway:$regionid:$accountid:app/$appId",
                              "acs:apigateway:$regionid:$accountid:vpcaccess/*"
                      ],
                      "Effect": "Allow"
            }
          ]
}

Not e: In t he preceding examples, you can specif y specif ic part s as * based on your businessNot e: In t he preceding examples, you can specif y specif ic part s as * based on your business
requirement s.requirement s.
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This topic describes how to use tags to manage resources in API Gateway. Each tag is used to identify a
group of resources that have common characterist ics. This allows you to query and manage resources
by group.

Each tag consists of two parts: a key and a value. When you tag a resource, you must specify the type
of the resource. Tags for different types of resources are independent of each other, so are the tags in
different regions. In API Gateway, the following types of resources can be tagged: API groups, API
operations, plug-ins, and applications. The values of the ResourceType parameter are apiGroup, api,
plugin, and app, respectively.

1. Scenarios1. Scenarios
1. Tags can be used to manage a large amount of resources by group. This makes it  convenient to

query and manage resources.

2. Tags, combined with the permission management capability of Alibaba Cloud Resource Access
Management (RAM), can be used to isolate resources for an Alibaba Cloud account and its RAM
users. For more information, see sect ion 3.1.

2. Limits2. Limits
A resource can have a maximum of 20 tags.

For the same resource, the key of each tag must be unique. If  you add a tag on a resource that
already has a tag with the same key, the value of the new tag will override the value of the exist ing
tag.

A key can be up to 64 Unicode characters in length. A value can be up to 128 Unicode characters in
length.

Both keys and values are case-sensit ive.

A key cannot start  with aliyun or acs:, contain http:// or https://, or be left  unspecified.

A value cannot contain http:// or https://. It  can be a null string.

3. Permission control3. Permission control

3.1 Resource isolation for an Alibaba Cloud account and its RAM3.1 Resource isolation for an Alibaba Cloud account and its RAM
usersusers
An Alibaba Cloud account is a primary account and can have many RAM users under it . These RAM users
can be authorized to manage resources that are owned by the Alibaba Cloud account. For information
about how to authorize RAM users to manage resources in API Gateway, see Use RAM to manage user
permissions for API Gateway.

As the owner of an Alibaba Cloud account, you can use tags to classify resources. When you create an
authorization policy, you can use these tags to specify the authorization condit ion. In this way, the
authorized RAM user can only manage resources with the specified tags. For more information about
how to create an authorization policy, see Policy elements. For example, your company has mult iple
departments. You can appoint  an administrator, namely, create a RAM user, for each department. Then,
you can authorize each RAM user to manage only resources with tags that are specific to their own
department. The following examples show several scenarios in which permissions are granted based on
tags.

4.Use tags to manage resources4.Use tags to manage resources

Operat ion and maint enance··Use t a
gs t o manage resources

API Gat eway

18 > Document  Version: 20220513

https://www.alibabacloud.com/help/doc-detail/48108.htm#topic5052
https://www.alibabacloud.com/help/doc-detail/93738.htm#concept-xg5-51g-xdb


Example 1:

{
  "Statement": [
    {
      "Effect": "Allow",
      "Action": "apigateway:*",
      "Resource": "*",
      "Condition": {
        "StringEquals": {
          "apigateway:tag/depart": "dep1"
        }
      }
    }
  ]
}

In this example, the authorized RAM user can manage only resources with the depart:dep1 tag, namely,
all the resources that belong to Department 1. When t his RAM user queries resources, t he RAMWhen t his RAM user queries resources, t he RAM
user must  include t he T ag.1.Key= depart  and T ag.1.Value= dep1 st at ement s in t he queryuser must  include t he T ag.1.Key= depart  and T ag.1.Value= dep1 st at ement s in t he query
condit ion.condit ion.

Example 2:

{
  "Statement": [
    {
      "Effect": "Allow",
      "Action": "apigateway:*",
      "Resource": "*",
      "Condition": {
        "StringEquals": {
          "apigateway:tag/depart": ["dep2", "dep3"]
        }
      }
    }
  ]
}

In this example, the authorized RAM user can manage resources with the depart:dep2 tag or the
depart:dep3 tag, namely, all the resources that belong to Department 2 or 3.

Example 3:
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{
  "Statement": [
    {
      "Effect": "Allow",
      "Action": "apigateway:*",
      "Resource": "*",
      "Condition": {
        "StringEquals": {
          "apigateway:tag/depart": "dep2", 
         "apigateway:tag/Enviroment": "test"
        }
      }
    }
  ]
}

In this example, the authorized RAM user can manage only resources with both the depart:dep2 tag
and the Enviroment:test  tag. Namely, the RAM user can manage only resources that belong to
Department 2 in the test  environment.

API Gat eway support s t ag-based aut horizat ion f or API groups, plug-ins, and applicat ions.API Gat eway support s t ag-based aut horizat ion f or API groups, plug-ins, and applicat ions.
A RAM user who has permissions on an API group aut omat ically has correspondingA RAM user who has permissions on an API group aut omat ically has corresponding
permissions on t he API operat ions in t he API group. You cannot  use t ags t o aut horize a RAMpermissions on t he API operat ions in t he API group. You cannot  use t ags t o aut horize a RAM
user t o access specif ic API operat ions.user t o access specif ic API operat ions.

3.2 Limits of tag-based authorization3.2 Limits of tag-based authorization
This sect ion describes the limits of tag-based authorization on different types of API operations.

Limit on resource creationLimit on resource creation
When a RAM user creates a resource by calling an API operation in API Gateway, API Gateway checks
whether the RAM user has permissions on all the resources to be used by the API operation. API
Gateway also checks, based on the specified tag in the authorization policy that is attached to the
RAM user, whether the RAM user has the permission to create the resource. Assume that a RAM user,
who is authorized based on a tag, calls an API operation to create a resource, such as an API group, an
application, or a plug-in. In this case, the RAM user must add the tag on the resource to be created in
the API request.

For example, if  the following authorization policy is attached to a RAM user, the RAM user must add the
`depart:dept1` tag on each resource to be created.

{
    "Effect": "Allow",
    "Action": "apigateway:*",
     "Resource": "acs:apigateway:*:*:apigroup/*",
     "Condition": {
           "StringEquals": {
                "apigateway:tag/depart": "dep1"
            }
      }
}
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Limit on resource managementLimit on resource management
When a RAM user calls an API operation to manage a resource in API Gateway, API Gateway checks
whether the resource has the same tag that was used to authorize the RAM user. For example, if  a RAM
user calls the DeleteApp operation to delete an application, API Gateway allows the RAM user to
delete the application only if  the application has the same tag that was used to authorize the RAM
user.

Limit on resource queryLimit on resource query
When a RAM user calls an API operation to query resources, API Gateway decides whether to allow the
API request  by checking whether the RAM user has permissions on all the resources that meet the query
condit ion. If  the RAM user does not have permissions on all the resources that meet the query condit ion,
API Gateway rejects the API request. Therefore, after you authorize a RAM user by using a tag, the RAM
user must specify the tag in the query condit ion when the user calls an API operation to query
resources. For example, the ID of the resource to be queried is specified in the query condit ion. API
Gateway allows the API request  only if  the resource has the same tag that was used to authorize the
RAM user.

3.3 Important note that applies when a RAM user calls API3.3 Important note that applies when a RAM user calls API
operations to query resourcesoperations to query resources
Assume that you have authorized a RAM user by using a tag. If  the RAM user needs to call an API
operation to query resources, the RAM user must enable tag-based authorization, namely, set  the
 EnableTagAuth  parameter to true in the API request. Only in this way can query results be returned.

The EnableTagAuth parameter must be set  to true in each request  when a RAM user, who is authorized
by using a tag, calls the following API operations to query resources:

DescribeApiGroups

DescribeAppAttributes

3.4 Important note that applies when you authorize a RAM user to3.4 Important note that applies when you authorize a RAM user to
query resourcesquery resources
In earlier versions of the RAM console, if  you use the following authorization policy to authorize a RAM
user to query an API group, information about the API group can be returned. However, in the latest
version of the RAM console, the information about the API group will not  be returned.

{
     "Effect": "Allow",
     "Action": "apigateway:*",
     "Resource": "acs:apigateway:*:*:apigroup/f0b34d4c55504a34897f7390a24ce253"
}

In the latest  version of the RAM console, for a RAM user to query resources, the following adjustments
must be made. Not e t hat  t o aut horize a RAM user t o creat e or manage resources, you creat eNot e t hat  t o aut horize a RAM user t o creat e or manage resources, you creat e
aut horizat ion policies as you did in earlier versions of  t he RAM console and do not  need t oaut horizat ion policies as you did in earlier versions of  t he RAM console and do not  need t o
make adjust ment s.make adjust ment s.

1. Specify the Act ion and Resource elements in the authorization policy to allow the RAM user to
query all API operations in all API groups, as shown in the following code snippet:
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{
     "Effect": "Allow",
     "Action": ["apigateway:DescribeApiGroups", "apigateway:DescribeApisForConsole"],
     "Resource": "acs:apigateway:*:*:apigroup/*"
}

2. Log on to the RAM console by using your Alibaba Cloud account and add a tag on the resource to
be authorized, such as

 depart:dep1 

. Then, specify the tag in the Condit ion element of the authorization policy, as shown in the
following code snippet. In this way, the authorized RAM user can query resources by adding the tag
in the query condit ion.

{
    "Effect": "Allow",
    "Action": "apigateway:*",
     "Resource": "acs:apigateway:*:*:apigroup/*",
     "Condition": {
           "StringEquals": {
                "apigateway:tag/depart": "dep1"
            }
      }
}
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API Gateway seamlessly integrates with Log Service. Log Service provides various features. For example,
you can query logs, download logs, and perform mult i-dimensional stat ist ical analysis of logs in real
t ime. You can also ship logs to Object  Storage Service(OSS) or MaxCompute.

For more information about Log Service, see What is Log Service?.

Log Service allows you to generate 500 MB of log data for free each month. If  you generate more log
data than this limit , the excess will be charged. For more information, see Pricing.

1. Overview1. Overview

1.1 Online log query1.1 Online log query
You can use keywords to query logs. Both exact  match and fuzzy match are supported. Log query can
be used for troubleshooting or stat ist ical query.

1.2 Detailed logs of API calls1.2 Detailed logs of API calls
The following table describes information about each API call in detailed logs.

Field Description

apiGroupUid
The ID of the API group to which the API operation
belongs.

apiGroupName
The name of the API group to which the API
operation belongs.

apiUid The ID of the API operation.

apiName The name of the API operation.

apiStageUid
The ID of the environment where the API operation
resides.

apiStageName
The name of the environment where the API
operation resides.

httpMethod The HTTP method that was used by the API request.

path The request path in the API request.

5.Use Log Service to manage logs5.Use Log Service to manage logs
of API callsof API calls
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Domain The domain name of the requested resources.

statusCode The HTTP status code of the API response.

errorMessage The error message.

appId
The ID of the application from which the API request
was sent.

appName
The name of the application from which the API
request was sent.

clientIp
The IP address of the client from which the API
request was sent.

exception
The specific error message that was returned by the
backend service of the API operation.

providerAliUid The ID of the account that owns the API operation.

region
The region where the API operation resides, for
example, cn-hangzhou, which indicates the China
(Hangzhou) region.

requestHandleT ime
The time point in UTC at which the API request was
received by API Gateway.

requestId
The ID of the API request. The ID of each API request
is unique within API Gateway.

requestSize The size of the API request. Unit: bytes.

responseSize The size of the API response. Unit: bytes.

serviceLatency
The latency of the backend service of the API
operation. Unit: milliseconds.

Field Description

1.3 Custom analysis chart1.3 Custom analysis chart
You can use log fields in sect ion 1.2 to customize analysis charts based on your stat ist ical and business
requirements.

1.4 Predefined analysis report1.4 Predefined analysis report
API Gateway provides a predefined analysis report, which contains predefined global stat ist ical charts
that are easy to use. You can use these charts to obtain information such as the number of API
requests, success rate, failure rate, latency, number of applications that called API operations, failure
stat ist ics, most-called API groups, most-called API operations, and highest  latency.

2. Configure the log service for API Gateway2. Configure the log service for API Gateway

2.1 Configure the log service2.1 Configure the log service
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Before you begin, make sure that you have act ivated Log Service and created a project  and a Logstore
in the Log Service console. For more information, see Log Service documentation.

You can configure the log service for API Gateway in the API Gateway console or the Log Service
console.

2.1.1 Configure the log service in the API Gateway console2.1.1 Configure the log service in the API Gateway console
(1) Log on to the API Gateway console. In the left-side navigation pane, choose Publish APIs > Log
Manage. Select  a region in the top navigation bar, for example, the China (Hangzhou) region.

(2) On the Log Manage page, click Create Log Config. The Create Log Config dialog box appears.

(3) Select  a project  and a Logstore. If  no options are available after you click the drop-down arrow, click
create new project  to create a project  and a LogStore in the Log Service Console.
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(4) Go back to the API Gateway console and complete the configurations.

(5) You are navigated to the Log Service console. Enable the indexing feature for the Logstore.

2.1.2 Configure the log service in the Log Service console2.1.2 Configure the log service in the Log Service console
For information about how to configure the log service for API Gateway in the Log Service console, see
API Gateway access logs.

After configurations are completed, API calls will be recorded in the Logstore that you created in the
Log Service console and configured for the log service of API Gateway.

2.2 View logs of API calls2.2 View logs of API calls
Log on to the API Gateway console. In the left-side navigation pane, choose Publish APIs > Log Manage.
On the Log Manage page, click Access Log in the Operation column. You are navigated to the Log
Service console, as shown in the following figure. On this page, you can query logs.

You can also log on to the Log Service console to view logs.

2.3 Query the predefined analysis report2.3 Query the predefined analysis report
The predefined analysis report  is provided by API Gateway to facilitate stat ist ical query. To view the
predefined analysis report, log on to the API Gateway console. In the left-side navigation pane, choose
Publish APIs > Log Manage. On the Log Manage page, click Access Log in the Operation column to go to
the Log Service console. You can also directly view the predefined analysis report  in the Log Service
console, as shown in the following figure.
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2.4 Customize query reports2.4 Customize query reports
You can customize query reports based on your business requirements. For more information, see
Dashboard.

3. Manage logs3. Manage logs
Log on to the API Gateway console. In the left-side navigation pane, choose Publish APIs > Log Manage.
On the Log Manage page, click Modify Config or Delete Config in the Operation column.

Modif y Conf igModif y Conf ig: You can replace the exist ing project  and Logstore with a new project  and a new
Logstore. After the replacement, API calls will be recorded in the new Logstore. However, historical
API calls that were recorded in the original Logstore will not  be migrated to the new Logstore.

Delet e Conf igDelet e Conf ig: You can delete the log service configuration. After the delet ion, API calls will no
longer be recorded by Log Service. However, historical API calls that were recorded in the original
Logstore will not  be deleted.
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If  you want API Gateway to log the HTTP requests it  receives and the HTTP responses it  returns, you
can perform the operations described in this topic.

You can perform these configurations only for dedicated instances.

Record the requestHeaders: Separate the names of request  headers that you want to record with
commas (,). You can set  the value to ' * '. This value indicates that all headers are recorded.

Record the responseHeaders: Separate the names of response headers that you want to record with
commas (,). You can set  the value to ' * '. This value indicates that all headers are recorded.

Record the queryString: Separate the names of f ields that you want to record with commas (,). You
can set  the value to ' * '. This value indicates that all f ields are recorded.

Then, you can view the related information in logs. The following figure shows a log.

After the preceding log sett ings are configured, the system records the following fields in logs:
requestBody, responseBody, requestHeaders, responseHeaders, and queryString. The size of each field
must be no more than 4,096 bytes. If  the size of a field exceeds this limit , the system truncates the field
before it  is recorded.

6.Configure the logging of HTTP6.Configure the logging of HTTP
requests and responsesrequests and responses
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You can use Cloud Monitor to configure alert ing for APIs that are published to API Gateway. This allows
you to track the running status of APIs at  all t imes and ensure the stability of API Gateway.

1. Associate alert rules with APIs1. Associate alert rules with APIs
The monitoring and alert ing feature of API Gateway can meet your various business requirements. API
Gateway monitors the following items:

HttpStatusCode

Response t ime of an API

Number of requests for an API

Inbound traffic

Outbound traffic

You can use one of the following methods to create alert  rules and associate the rules with APIs:

Associate alert  rules with a single API or mult iple APIs that reside in the same region. This method is
used if  you want to configure alert  rules for a single API or the same alert  rules for mult iple APIs that
reside in the same region. The alert  rules are not affected even if  API configurations are modified.

Associate alert  rules with an API group. This method is used if  you want to configure the same alert
rules for all APIs in an API group. If  you want to add, delete, or modify APIs in an API group, the
system automatically updates alert  rules for the API group.

Associate alert  rules with all APIs under your Alibaba Cloud account. This method is used if  you have
only a few APIs that need to be managed.

Not eNot e

If you use the first  or second method, you can select  a specific environment, such as RELEASE, PRE,
or TEST, to configure monitoring and alert ing for APIs.

2. Configure alerting levels and methods2. Configure alerting levels and methods
Cloud Monitor allows you to configure three alert ing levels: Crit ical, Warning, and Info. The alert
notificat ions of the three levels are sent by using different methods. For more information about alert
notificat ions, see Overview.

Crit ical: phone calls, text  messages, emails, and DingTalk ChatBot (use after payment)

Warning: text  messages, emails, and DingTalk ChatBot

Info: emails and DingTalk ChatBot

7.Configure alerting for APIs7.Configure alerting for APIs
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Not eNot e

The preceding figure shows a sample alert  rule. If  the number of 2XX status codes that are
returned each minute exceeds 200 for five consecutive minutes, the system sends an alert
notificat ion.

3. Configure alert rules for one or more APIs3. Configure alert rules for one or more APIs
You must configure alert  templates, specific rules, alert  contacts, and notificat ions. For more
information, see Overview.

1. Log on to the API Gateway console. In the top navigation bar, select  a region. In the left-side
navigation pane, choose Publish APIs > APIs. On the API List  page, find the API for which you want to
configure alert  rules and click its name.

2. In the left-side navigation pane of the page that appears, click Monit oring Inf oMonit oring Inf o. On the page that
appears, click Alarm Sett ings in the upper-right corner to go to the Cloud Monitor console.

3. On the page that appears, click Create Alert  Rule. On the Create Alert  Rule page, set  Resource Range
to API DimensionsAPI Dimensions. In the API f ield, you can specify one or more APIs with which you want to associate
alert  rules.
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4. Configure alert rules for an API group4. Configure alert rules for an API group
1. To apply the same alert  rules to all APIs in an API group, perform the following steps: In the left-side
navigation pane, choose Publish APIs > API Groups. On the Group List  page, find the API group for which
you want to configure alert  rules and click its name. On the Group Details page, click 
 Turn on cloud monitoring  in the upper-right corner.

2. If  you enable the cloud monitoring feature for an API group for the first  t ime, you must create an
AliyunServiceRoleForApiGatewayMonitoring service-linked role in the dialogue box that appears.

3. Click OK. Then, the system displays the "Group cloud monitoring is successfully turned on" message.
This message contains the name of a monitoring group. This monitoring group is created by API
Gateway after being authorized by users. This monitoring group corresponds to the current API group.
The format of the monitoring group name is  APIGATEWAY_${region}_${groupId} . The region field

indicates the region where the API group resides. The groupId field indicates the ID of the API group.
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4. After you enable cloud monitoring, click  Click to jump to cloud monitoring configuration  in

the upper-right corner of the Group Details page. On the page that appears, you can configure alert
rules for the current API group.

5. Configure alert rules for all APIs5. Configure alert rules for all APIs
The steps are similar to those in Sect ion 3. However, you must set  Resource Range to All Resources.
After that, all APIs that are published to API Gateway in the current region use the same alert  rules.

6. Configure alert rules supported by API Gateway6. Configure alert rules supported by API Gateway
API Gateway monitors the following items for APIs: HTTP status code, response t ime of an API, number
of requests for an API, inbound traffic, and outbound traffic. You can configure alert  rules based on
these items.

Response t ime of an API: the response t ime of a backend service of API Gateway.

Number of requests for an API: the total number of requests that are received by API Gateway for a
specific API from clients within a specific period.

Inbound traffic: the traffic of requests that are received by API Gateway from clients within a specific
period.

Outbound traffic: the traffic of requests that are sent to the backend services of API Gateway within
a specific period.

HTTP status code: the status code that is returned by API Gateway. The state codes include 2XX,
4XX, and 5XX codes.

-Code2XX: The request  for an API is successful. Note: A successful request  does not mean that the
service is successful.

-Code4XX: An error occurs on the client, such as a parameter error.

-Code5XX: An error occurs on a backend service. Users must pay close attention to such errors.

7. Usage notes7. Usage notes
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We recommend that users whose API groups reside in the classic network apply alert  rules that are
marked with  Old  and users whose API groups reside in a virtual private cloud (VPC) use alert  rules

that are not marked with  Old .

You can configure alert  rules based on the network environment where your APIs are published. If  the
alert  rules configured for an API that is published in a VPC do not take effect, you can log on to the
API Gateway console to go to the API monitoring information page. Then, check whether the
monitoring data of the API can be queried based on the network environment. If  not, submit  a t icket
to upgrade the version of your API Gateway.

API Gat eway Operat ion and maint enance··Configu
re alert ing for APIs

> Document  Version: 20220513 33



1. Scenarios of different instances1. Scenarios of different instances
Shared instance (classic network): This is an earlier instance type that is offered by API Gateway and
provides limited features. Shared instances (classic network) are no longer maintained, and new
features are unavailable for the instances of this type. We recommend that you migrate your data to
shared instances (VPC) or dedicated instances (VPC) at  the earliest  opportunity.

Shared instance (VPC): Tenants share the same outbound IP address and bandwidth. Therefore, each
tenant is prone to the interference from other tenants. This instance type is more suitable for
development test ing, evaluation, and small-scale production.

Dedicated instance (VPC): To obtain a higher-level guarantee in the service level agreement (SLA),
you can purchase a higher specificat ion for requests per second (RPS) to use dedicated resources.
The resources include inbound public IP addresses, IP addresses for virtual private clouds (VPCs),
outbound Internet bandwidth, and isolated server clusters.

2. Migration procedure2. Migration procedure

Log on to the API Gateway console and choose Open API >  Groups  in the left-side navigation pane.

Click the name of the API group that you want to migrate. On the  Group Details  page, click Modify

Instance for API Group Deployment. In the Migrate Instance dialog box, select  the dest ination instance
from the  Destination Instance  drop-down list . Read the usage notes and select  I have read t heI have read t he

preceding st at ement  and know t he pot ent ial risks associat ed wit h t he migrat ionpreceding st at ement  and know t he pot ent ial risks associat ed wit h t he migrat ion. Then, click 
 Migration . The migration immediately takes effect  on the Domain Name System (DNS) of the

second-level domains of API Gateway. The migration takes effect  on your API group about 1 to 10
minutes later based on the DNS cache.

8.Migrate API groups between8.Migrate API groups between
instancesinstances
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Not eNot e

If your dedicated instance cannot meet your needs, you can migrate the API groups in the
dedicated instance to a dedicated instance of higher specificat ions. Perform the following steps
for migration:

1. Purchase a dedicated instance of the required specificat ions.

2. Migrate your API groups to the new instance by following the steps in "2. Migration procedure."

Not e: Due t o t he DNS cache, some request s are sent  t o t he previous inst ance af t er t heNot e: Due t o t he DNS cache, some request s are sent  t o t he previous inst ance af t er t he
migrat ion. Make sure t hat  all request s are f orwarded t o t he new inst ance bef ore youmigrat ion. Make sure t hat  all request s are f orwarded t o t he new inst ance bef ore you
release t he previous inst ance.release t he previous inst ance.

3. Migration notes3. Migration notes
If  you need to migrate an API group for which you have changed the RPS, submit  a t icket. Before you
migrate an API group, check each of the following technical details about the differences before and
after migration.

3.1 Migrate an API group from a shared instance (classic network) to3.1 Migrate an API group from a shared instance (classic network) to
a shared instance (VPC)a shared instance (VPC)

API Gateway instances of the VPC type do not  support  backend service addresses of  t hedo not  support  backend service addresses of  t he
classic net work t ypeclassic net work t ype.

The outbound IP address of an API Gateway instance may change. You can go to the Instances page
to view the outbound IP address. Make sure that the outbound IP address of the API Gateway
instance is included in the whitelist  of IP addresses that are allowed to access the backend service.

An API Gateway instance of the VPC type does not provide a preconfigured crossdomain.xmlcrossdomain.xml file. If
you need to use the file, configure an API in mock mode.

The thrott ling, IP access control, and backend signature policies that have been configured are st ill
valid. After the plug-ins for the same policies are used, the previously configured policies become
invalid.

The APIs for which you have configured the OpenID Connect access policy are st ill valid. After the
JWTAuth plug-in is used, the original configurations for the APIs become invalid.

3.2 Migrate an API group from a shared instance (classic network) to3.2 Migrate an API group from a shared instance (classic network) to
a dedicated instance (VPC)a dedicated instance (VPC)

After you migrate an API group to a dedicated instance, the maximum RPS and the HTTPS security
policy of the dest ination dedicated instance apply to the API group.

API Gateway instances of the VPC type do not  support  backend service addresses of  t hedo not  support  backend service addresses of  t he
classic net work t ypeclassic net work t ype. If  your backend service address is of the classic network type, API operations
cannot be called after you migrate your API group. Change the backend configuration by using the
method of VPC access authorization before you migrate your API group.

The outbound IP address of an API Gateway instance may change. You can go to the Instances page
to view the outbound IP address. Make sure that the outbound IP address of the API Gateway
instance is included in the whitelist  of IP addresses that are allowed to access the backend service.

An API Gateway instance of the VPC type does not provide a preconfigured crossdomain.xmlcrossdomain.xml file. If
you need to use the file, configure an API in mock mode.
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The thrott ling, IP access control, and backend signature policies that have been configured are st ill
valid. After the plug-ins for the same policies are used, the previously configured policies become
invalid.

The APIs for which you have configured the OpenID Connect access policy are st ill valid. After the
JWTAuth plug-in is used, the original configurations for the APIs become invalid.

For example, you use Function Compute as a backend service that is deployed in the China (Beijing),
China (Shanghai), China (Hangzhou), or China (Shenzhen) region, and you have not migrated the
backend service to a VPC. In this case, API Gateway temporarily accesses your Function Compute
services over the Internet.

If  the second-level domain name for access over VPCs is enabled for your API group, make sure that a
VPC is bound to the dest ination instance before you migrate your API group. This makes sure that you
can access API Gateway from the bound VPC.

3.3 Migrate an API group from a shared instance (VPC) to a shared3.3 Migrate an API group from a shared instance (VPC) to a shared
instance (classic network)instance (classic network)

For API Gateway instances of the VPC type, the backend service can use the TLS 1.2 protocol. For API
Gateway instances of the classic network type, the backend service can use only the TLS 1.0
protocol.

All plug-in configurations become invalid. The thrott ling, IP access control, and backend signature
policies for API Gateway instances of the classic network type must be reconfigured.

The outbound IP address of an API Gateway instance may change. You can go to the Instances page
to view the outbound IP address. Make sure that the outbound IP address of the API Gateway
instance is included in the whitelist  of IP addresses that are allowed to access the backend service.

Some new features may not be supported. Pay attention to the prompts that are displayed in the
API Gateway console.

3.4 Migrate an API group from a shared instance (VPC) to a dedicated3.4 Migrate an API group from a shared instance (VPC) to a dedicated
instance (VPC)instance (VPC)

After you migrate an API group to a dedicated instance, the maximum RPS and the HTTPS security
policy of the dest ination dedicated instance apply to the API group.

The outbound IP address of an API Gateway instance may change. You can go to the Instances page
to view the outbound IP address. Make sure that the outbound IP address of the API Gateway
instance is included in the whitelist  of IP addresses that are allowed to access the backend service.

If  specific features are enabled for your API group, make sure that relevant features are enabled for
the dest ination instance before you migrate your API group. Specific features for an API group
include the second-level domain name for access over VPCs, the internal domain name for API calls
from API Gateway, inbound IPv6 traffic, and outbound IPv6 traffic.

3.5 Migrate an API group from a dedicated instance (VPC) to a3.5 Migrate an API group from a dedicated instance (VPC) to a
dedicated instance (VPC)dedicated instance (VPC)

After you migrate an API group to a dedicated instance, the maximum RPS and the HTTPS security
policy of the dest ination dedicated instance apply to the API group.

The outbound IP address of an API Gateway instance may change. You can go to the Instances page
to view the outbound IP address. Make sure that the outbound IP address of the API Gateway
instance is included in the whitelist  of IP addresses that are allowed to access the backend service.
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If  specific features are enabled for your API group, make sure that relevant features are enabled for
the dest ination instance before you migrate your API group. Specific features for an API group
include the second-level domain name for access over VPCs, the internal domain name for API calls
from API Gateway, inbound IPv6 traffic, and outbound IPv6 traffic.
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