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1.9 FHKubernetes API

AR ETF cURLE S 27 B 8 R A AREST B9 5 U FAKubernetes APl, AE&ERERFKIES RENHTTPSH
NigfEKubernetestEEE, SERBIECIZMM RPod, SIZEFEHKDeployment,

RENEE B 5 in)EiEKubeConfig

1. BRERRSEEERHAE,

2. ERHEENSHED, BEEH,

3. AEHIXRNHD, BEEEMEHERAEBMEEANERIES THERS.

4. BEEEERTRS, EEEHHEIE (KubeConfig) , ¥KubeConfig X4 REEIAM,

5. MKubeConfig#f&i2Bica. keyflapiserverFR, <L T,
cat ./kubeconfig |grep client-certificate-data | awk -F ' ' '{print $2}' |base64 -d >
./client-cert.pem
cat ./kubeconfig |grep client-key-data | awk -F ' ' '{print $2}' |base64 -d > ./client
-key.pem
APISERVER="cat ./kubeconfig |grep server | awk -F ' ' '{print $2}"'"

{FHCcURLTGF L EEKubernetes API
HITUA T SER SRIEE P FrANamespaces,

--cert ./client-cert.pem --key ./client-key.pem -k $APISERVER/api/vl/namespaces

o EHIIPodIEXEIE,
WITUA T @SB Hdefault & =@ THIFFEPodS,

--cert ./client-cert.pem --key ./client-key.pem -k $APISERVER/api/vl/namespaces/default/p

ods

BT T o5& 8l7EPod (JSONIER) .
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cat nginx-pod.json

"apiversion":"v1",
"kind":"Pod",
"metadata": {
"name" :"nginx",
"namespace": "default"
s
"spec":{
"containers": [
{
"name" :"ngnix",
"image":"nginx:alpine",
"ports": [
{

"containerPort": 80

}
--cert ./client-cert.pem --key ./client-key.pem -k $SAPISERVER/api/vl/namespaces/default/p
ods -X POST --header 'content-type: application/json' -d@nginx-pod.json

HATLA T o5 8l#2Pod (YAMUER) .

cat nginx-pod.yaml
apiVersion: vl
kind: Pod
metadata:
name: nginx
namespace: default
spec:
containers:
- name: nginx
image: nginx:alpine
ports:
- containerPort: 80
--cert ./client-cert.pem --key ./client-key.pem -k S$SAPISERVER/api/vl/namespaces/default/p
ods -X POST --header 'content-type: application/yaml' --data-binary @nginx-pod.yaml

PITUT L EBRPOARE.

--cert ./client-cert.pem --key ./client-key.pem -k $APISERVER/api/vl/namespaces/default/p
ods/nginx

HITA T &€ EiPod logs,

--cert ./client-cert.pem --key ./client-key.pem -k S$SAPISERVER/api/vl/namespaces/default/p
ods/nginx/log

HIT AT S EEPodiImetrics#iiz (3@idmetric-server api) .
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--cert ./client-cert.pem --key

/namespaces/default/pods/nginx

RITAT e < M BRPod,

--cert ./client-cert.pem --key
ods/nginx -X DELETE

o HFMDeployment #8£R1E,
Bl Deployment /Rl YAMLXX 40T o

cat nginx-deploy.yaml
apiVersion: apps/vl
kind: Deployment
metadata:
name: nginx-deploy
labels:
app: nginx
spec:
replicas: 2
selector:
matchLabels:
app: nginx
template:
metadata:

labels:
app: nginx

spec:

containers:

- name: nginx
image: nginx:alpine
ports:

- containerPort: 80
resources:
requests:
cpu: "2"
memory: "4Gi"

--cert ./client-cert.pem --key

./client-key.pem -k SAPISERVER/apis/metrics.k8s.io/vlbetal

./client-key.pem -k S$APISERVER/api/vl/namespaces/default/p

./client-key.pem -k S$APISERVER/apis/apps/vl/namespaces/def

ault/deployments -X POST --header 'content-type: application/yaml' --data-binary @nginx-d

eploy.yaml

WITLA T 55 & &EE Deployment,

--cert ./client-cert.pem --key

ault/deployments

./client-key.pem -k S$SAPISERVER/apis/apps/vl/namespaces/def

HITUA TS E#HDeployment (X replicasgl AEE) .

--cert ./client-cert.pem --key

./client-key.pem -k S$APISERVER/apis/apps/vl/namespaces/def

ault/deployments/nginx-deploy -X PATCH -H 'Content-Type: application/strategic-merge-patc

h+json' -d '{"spec": {"replicas

". 4}}!

HATLAT S E#Deployment (BMBRER) -
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--cert ./client-cert.pem --key ./client-key.pem -k $APISERVER/apis/apps/vl/namespaces/def
ault/deployments/nginx-deploy -X PATCH -H 'Content-Type: application/strategic-merge-patc
h+json' -d '"{"spec": {"template": {"spec": {"containers": [{"name": "nginx","image": "ngi

nx:1.7.9"}]1}} } )"

BXXHE

e EFSDK
o FiABIKubernetes APIHLSE
o HfttKubernetes&EEEip a1 A

HEERERAKubemnetesE H#3PHISDK (B¥EGo. Python, Java%iEs) .
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£

API

BlEKubernetesE EhREEE

BlEKubernetesit & fREERE
BllEEServerless Kubernetes£E&f
BlEKubernetesil ZIE & REEE

BIREBRZLDFEKubernetess
Bt

BIEINEEERR 2
Kubernetest2f

HEHERER
BEEETR
BB ERTIE
ERERRIR
EiEHAE
EWAFPEH
HEWERAR

FRENEBEKubeConfigiE O

iR
A CreateClusterf| E— MREKubernetesE A fRERE,

A CreateClusterg]E—#rBIManaged KubernetesSEEESL, FHoIEE
EHENTR.

B A CreateClusterf|Z—"rt9Serverless Kubernetes&E B2,

& A CreateClusterf| B— M ETBIKubernet esif BT B R EBESL A,

M CreateClusterfl B— N EBREZ P FHKubernetesEE%,

M CreateClusterf| E—MEE REZ &P Kubernetes 2%,

A DescribeClusterDetail, {RIBEEID, EEEENIEMAEE,

Y A DescribeClusterNodes & &£ BET5 &,

A DescribeClustersV1EEMLEACKR I Z B ER (21FSwarmil
Kubernetes£#2%) .

A DescribeClusterResourcesE s EEBNFABE &R,

T A DescribeExternalAgent B ERIMLIE,

8 A DescribeUserQuotazifl F F ECER,

A DescribeClusterLogsEiHEEEE#AE.,

@ A DescribeClusterUserKubeconfigiR BB S L FIERAFESHEEN
Kubernetes&2$if [akubeconfig,

> MA4RRA: 20220704

12


https://www.alibabacloud.com/help/doc-detail/118806.htm#concept-265348
https://www.alibabacloud.com/help/doc-detail/197620.htm#doc-api-CS-CreateCluster
https://www.alibabacloud.com/help/doc-detail/90776.htm#reference-af2-kc1-dfb
https://www.alibabacloud.com/help/doc-detail/144246.htm#reference-cpd-gl2-xdb
https://www.alibabacloud.com/help/doc-detail/128204.htm#reference-af2-kc1-dfb
https://www.alibabacloud.com/help/doc-detail/140623.htm#task-2012386
https://www.alibabacloud.com/help/doc-detail/196321.htm#task-2012386
https://www.alibabacloud.com/help/doc-detail/167581.htm#doc-api-CS-DescribeClusterDetail
https://www.alibabacloud.com/help/doc-detail/167589.htm#doc-api-CS-DescribeClusterNodes
https://www.alibabacloud.com/help/doc-detail/183905.htm#doc-api-CS-DescribeClustersV1
https://www.alibabacloud.com/help/doc-detail/171522.htm#doc-api-CS-DescribeClusterResources
https://www.alibabacloud.com/help/doc-detail/167583.htm#doc-api-CS-DescribeExternalAgent
https://www.alibabacloud.com/help/doc-detail/167584.htm#doc-api-CS-DescribeUserQuota
https://www.alibabacloud.com/help/doc-detail/167585.htm#doc-api-CS-DescribeClusterLogs
https://www.alibabacloud.com/help/doc-detail/183915.htm#doc-api-CS-DescribeClusterUserKubeconfig

APIZZE- AP

AR RS Kuberneteshi

API
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EWRFERETIE

FifKubernetesfRA# S

BIESIFE

EWAPEH

RIMBEBENST REACKBZIEESE

B

IR

API

EiERAMA F s RAMA B EEBEIE S

B

EEEHRAMA P ERENER

TRt

API

el Rt

FaEnsit

BT Rt E

E\TH ML

P

I AModifyCluster{S i &2,

A FDeleteClusteriRiBEREID, MIBREERESLHI, HEBHEHMET RER.

B AModifyClusterT agsf& & HiKubernetes £ itagiE 0,

A ListTagResources, BT NN EFRIREXR,

8 A DescribeKubernetesVersionMetadata& ] X #Ff9Kubernet es fR A B9 3%
MER.

18 FDescribeT askinf o iR #B4E S IDEEME S HITIEIE

A DescribeEvents& i AR ES 4,

A Attachinstances#Z ORMEBENST R EDZITEEE,

R

& A DescribeUserPermission& i35 ERAMA PRI EERERE R,

A GrantPermissionsE 2 EFHMRAMA P EEBRER.

P

B A CreateClusterNodePoo &£ BEBIFE S S5t .

A ScaleClusterNodePoo " B4 &t 15 =,

@B ModifyClusterNodePoo | EH T M E &,

A DescribeClusterNodePoolsBHER N FE T SthIFlS.

> MHRRA: 20220704


https://www.alibabacloud.com/help/doc-detail/171521.htm#doc-api-CS-ModifyCluster
https://www.alibabacloud.com/help/doc-detail/167579.htm#doc-api-CS-DeleteCluster
https://www.alibabacloud.com/help/doc-detail/167587.htm#doc-api-CS-ModifyClusterTags
https://www.alibabacloud.com/help/doc-detail/171523.htm#doc-api-CS-ListTagResources
https://www.alibabacloud.com/help/doc-detail/184634.htm#doc-api-CS-DescribeKubernetesVersionMetadata
https://www.alibabacloud.com/help/doc-detail/190561.htm#doc-api-CS-DescribeTaskInfo
https://www.alibabacloud.com/help/doc-detail/205106.htm#doc-api-CS-DescribeEvents
https://www.alibabacloud.com/help/doc-detail/169399.htm#task-2511562
https://www.alibabacloud.com/help/doc-detail/202560.htm#doc-api-CS-DescribeUserPermission
https://www.alibabacloud.com/help/doc-detail/202561.htm#doc-api-CS-GrantPermissions
https://www.alibabacloud.com/help/doc-detail/184927.htm#doc-api-CS-CreateClusterNodePool
https://www.alibabacloud.com/help/doc-detail/184928.htm#doc-api-CS-ScaleClusterNodePool
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B#ERSKuberneteshi APIBE- AP

AP R
R RS R=PihES = JE A DescribeClusterNodePoolDet ailZ i) £ BE1E BT St iENS .
ANEEXLFET it A Attachinstances N BB LHI B EEE,

& A DescribeClusterAttachScriptsiilEB T R 2B ZKubernetesit & &

i) B 4 HEAE AR

ellbeivoges

FHRMEBLAES 5t B, ZAPIREIE—MTTHTHA, SREMAE, FEETRLEMTEITR
BOZ T REEAN,
BRTSBDHT R 8 FRemoveClusterNodes# R1E E B &SNS = o
I BR TS it & FDeleteClusterNodepoo il BRT5 sith
AR
AP R
EWEEFARRS A GetUpgradeStatusE A EBEFHRIRA
FHREERE i UpgradeClusterft fis & F &8,
HEEEAR V@R PauseClusterUpgrade &= P £ FA K,
BUHEREF R YR CancelClusterUpgradeBUEEREFH K,
IREEBEFHR @ ResumeUpgradeClusterE AT =N FHE,
M F
AP R
B2 R HEER A CreateTemplatefl| i —/MER,
T A RHEER JBFDescribeT emplates&if) HHHEER o
TR RHMERIFEE A DescribeTemplateAttributeBE S EERVIEMAEE .
FEHRHER AUpdateTemplateEH— MR HENR

1B A DeleteTemplateffi Rt B4R

R CreateTriggery N A I 2 it & 25,
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APIZZE- AP
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API
Hiffik =

il R 2 =%

HY

API

RIRER AN

B EBAMRA

EiERAMNIFRE

FHRER AN

EWERARTRRE

EREREENAESH

R AN

PBERRIRE

1B ERE RS

EWRIFIRETIER

TRE—BN

API

A= RE— AN EACK@EdgefE R

R
A DescribeTrigger&ig#g E M A& 25,

& A DeleteTriggerfil R A A fid A 28

P

B AInstallClusterAddons N i5 E R Lo s 4B,

B A DescribeClusterAddonsVersion&if 15 EE B IO A AR AN

A DescribeAddonsEif) B 22 B HHFIEIE

AR UpgradeClusterAddons¥§18 B AHEF R EITE EIRA.
8 A DescribeClusterAddonsUpgradeStatus @ Y &4 2 MNMA B F SRS,

1 AModifyClusterConfigurationfE BT EM A LIS, TA&ConfigMapZ|
EEM,

B A UninstallClusterAddons E £k 15 B & B A1,

P

AT agResources A E RSB BERFERE,

@A ModifyClusterT agsf& i H BiKubernet es B BIARES

V@ RListTagResources&if o] R RIRE X R,

TR UntagResources /15 E RIS B AR SPIRES

EiEipu

18 A EdgeClusterAddEdgeMachinefEACK@Edge B R N = R £ — 1541,

15
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https://www.alibabacloud.com/help/doc-detail/167846.htm#doc-api-CS-UnInstallClusterAddons
https://www.alibabacloud.com/help/doc-detail/200605.htm#doc-api-CS-TagResources
https://www.alibabacloud.com/help/doc-detail/167587.htm#doc-api-CS-ModifyClusterTags
https://www.alibabacloud.com/help/doc-detail/171523.htm#doc-api-CS-ListTagResources
https://www.alibabacloud.com/help/doc-detail/200607.htm#doc-api-CS-UntagResources
https://www.alibabacloud.com/help/doc-detail/321465.htm#doc-api-CS-EdgeClusterAddEdgeMachine

A RS Kubernetesh

APIBE- APIEES

API

IR RE— K

BORRE—BIBEHE

BHRRE-HINES

B RRE—HIIIE

EWEBFEE—AHYTunnelfic B

B BR = SR AE — AL

EHR

API

g EERE AR E SREEF N LB

PR TR AN DI 3=

s E SRt AT R BN S

e E SR M BR R BE AN S5

IREURBE TR A AE AR IF 15

RENEBE RIS

IRENEERF ch S U AR E B9 SR BR L)

SRENEE B ch SRR MU LA 1

P

A CreateEdgeMachinel$E = RE—ANED,

18 DescribeEdgeMachineActiveProcess&if] = R & — A HLEEH E ,

1B A DescribeEdgeMachineModels&Eif) = RE— RN E S,

8 FDescribeEdgeMachines&E il = [RE— A5 %,

8 F DescribeEdgeMachineT unnelConfigDet ail3k BX = R 4 — 4155 H
Token,

8 FADeleteEdgeMachinefl i = R £ —1A#.

iR

8 FA DeployPolicylnstancefE 45 FE S 8 332 SR BE L W LA

A DescribePoliciesZlI 25 SR BE TR BN FEFIZE .

A ModifyPolicylnstancefE 35 E £ 8 h B # SR BS AN L1,

18 Fi DeletePolicylnstance?E 45 & & &% o il PR 5% BE #L M ST,

B A DescribePolicyDet ails 3£ BN S B A TR M AE AR IES .

8 DescribePolicyGovernancelnClust ersk BUEE B S5 BRSA TR ¥ 1S

& A DescribePolicyinstances3kERE AL th L I BB B R BESLHIF K.,

& A DescribePolicylnstancesSt at us3K B EE B 24 i A [5) 55 B8 24 BY X Bz £ SL45)
BBRE, SESWRENNX LA ZOLATE, URARRBERTHE
BISRBS TR 25140,

> MA4RRA: 20220704

16


https://www.alibabacloud.com/help/doc-detail/321466.htm#doc-api-CS-CreateEdgeMachine
https://www.alibabacloud.com/help/doc-detail/321467.htm#doc-api-CS-DescribeEdgeMachineActiveProcess
https://www.alibabacloud.com/help/doc-detail/321468.htm#doc-api-CS-DescribeEdgeMachineModels
https://www.alibabacloud.com/help/doc-detail/321469.htm#doc-api-CS-DescribeEdgeMachines
https://www.alibabacloud.com/help/doc-detail/321470.htm#doc-api-CS-DescribeEdgeMachineTunnelConfigDetail
https://www.alibabacloud.com/help/doc-detail/321471.htm#doc-api-CS-DeleteEdgeMachine
https://www.alibabacloud.com/help/doc-detail/354261.htm#doc-api-CS-DeployPolicyInstance
https://www.alibabacloud.com/help/doc-detail/354260.htm#doc-api-CS-DescribePolicies
https://www.alibabacloud.com/help/doc-detail/354263.htm#doc-api-CS-ModifyPolicyInstance
https://www.alibabacloud.com/help/doc-detail/354262.htm#doc-api-CS-DeletePolicyInstance
https://www.alibabacloud.com/help/doc-detail/354264.htm#doc-api-CS-DescribePolicyDetails
https://www.alibabacloud.com/help/doc-detail/354265.htm#doc-api-CS-DescribePolicyGovernanceInCluster
https://www.alibabacloud.com/help/doc-detail/354266.htm#doc-api-CS-DescribePolicyInstances
https://www.alibabacloud.com/help/doc-detail/354268.htm#doc-api-CS-DescribePolicyInstancesStatus

APIBE- N\ IiE

AR RS Kuberneteshi

3. M

AXNBTHEZBFJBSACKHFIEEANMI, SMEININERER, BEREERMEH#TRR,
UTREDFZH T S EN I, Hop:

o NMIAMAL: BEECK G,

o VPCRZEEAMUL: TTERMIBAVPCHiAE, TFEFBRAMIAENR,

X

%4k

fedk2

#4t3

4ks

ke

xR

H£7R2

@

H£E2

%3

i3l

hEEE

TAZFRE1

i

FFAESR

5=8m

UM

wI

TR

T

BLED

BB

N

Region ID

cn-gingdao

cn-beijing

cn-zhangjiakou

cn-huhehaote

cn-wulanchabu

cn-hangzhou

cn-shanghai

cn-shenzhen

cn-heyuan

guangzhou

cn-chengdu

cn-hongkong

ap-southeast-1

A FEA M

cs.cn-
gingdao.aliyuncs.com

cs.cn-
beijing.aliyuncs.com

cs.cn-
zhangjiakou.aliyuncs.co
m

cs.cn-
huhehaote.aliyuncs.com

cs.cn-
wulanchabu.aliyuncs.co
m

cs.cn-
hangzhou.aliyuncs.com

cs.cn-
shanghai.aliyuncs.com

cs.cn-
shenzhen.aliyuncs.com

cs.cn-
heyuan.aliyuncs.com

cs.cn-
guangzhou.aliyuncs.co
m

cs.cn-
chengdu.aliyuncs.com

cs.cn-
hongkong.aliyuncs.com

cs.ap-southeast-
T.aliyuncs.com

VPCIR 2543 \ ik

cs-vpc.cn-
gingdao.aliyuncs.com

cs-vpc.cn-
beijing.aliyuncs.com

cs-vpc.cn-
zhangjiakou.aliyuncs.co
m

cs-vpc.cn-
huhehaote.aliyuncs.com

cs-vpc.cn-
wulanchabu.aliyuncs.co
m

cs-vpc.cn-
hangzhou.aliyuncs.com

cs-vpc.cn-
shanghai.aliyuncs.com

cs-vpc.cn-
shenzhen.aliyuncs.com

cs-vpc.cn-
heyuan.aliyuncs.com

cs-vpc.cn-
guangzhou.aliyuncs.co
m

cs-vpc.cn-
chengdu.aliyuncs.com

cs-vpc.cn-
hongkong.aliyuncs.com

cs-vpc.ap-southeast-
1.aliyuncs.com
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A RS Kubernetesh

APIBE- N\ IiE

X1

T AZRE2

WAZRE3

W AZREES

NN

WAKRI

=EFEIRT

EEFRI

R BB

XM PEERT

PRARERT

BZHTFEERT

ERERMA

EREMET2

ERERMTI

2R B S
=1

FR

¢
]

ot
R
S

HEMIX

B
)F/:I

KRR

i

EEZRAE

e

EHTR

UM

b=

R

L=

R

Region ID

ap-southeast-2

ap-southeast-3

ap-southeast-5

ap-south-1

ap-northeast-1

us-west-1

us-east-1

eu-central-1

eu-west-1

me-east-1

rus-west-1

cn-hangzhou-
finance-1

cn-shanghai-
finance-1

cn-shenzhen-
finance-1

cn-north-2-gov-
:

cn-nanjing

UNZEEIN: 2hils

cs.ap-southeast-
2.aliyuncs.com

cs.ap-southeast-
3.aliyuncs.com

cs.ap-southeast-
5.aliyuncs.com

cs.ap-south-
T1.aliyuncs.com

cs.ap-northeast-
T1.aliyuncs.com

cs.us-west-
T1.aliyuncs.com

cs.us-east-
T.aliyuncs.com

cs.eu-central-
T1.aliyuncs.com

cs.eu-west-
1.aliyuncs.com

cs.me-east-
T.aliyuncs.com

Cs.rus-west-
1.aliyuncs.com

cs.cn-hangzhou-
finance.aliyuncs.com

¢s.cn-shanghai-finance-
T1.aliyuncs.com

cs.cn-shenzhen-
finance-1.aliyuncs.com

¢s.cn-north-2-gov-
T1.aliyuncs.com

cs.cn-
nanjing.aliyuncs.com

VPCIR 2543 N\ ik

cs-vpc.ap-southeast-
2.aliyuncs.com

cs-vpc.ap-southeast-
3.aliyuncs.com

cs-vpc.ap-southeast-
5.aliyuncs.com

cs-vpc.ap-south-
1.aliyuncs.com

cs-vpc.ap-northeast-
1.aliyuncs.com

Cs-vpc.us-west-
1.aliyuncs.com

CS-vpc.us-east-
1.aliyuncs.com

cs-vpc.eu-central-
1.aliyuncs.com

cs-vpc.eu-west-
1.aliyuncs.com

cs-vpc.me-east-
1.aliyuncs.com

Cs-vpc.rus-west-
1.aliyuncs.com

cs-vpc.cn-hangzhou-
finance.aliyuncs.com

cs-vpc.cn-shanghai-
finance-1.aliyuncs.com

cs-vpc.cn-shenzhen-
finance-1.aliyuncs.com

cs-vpc.cn-north-2-gov-
1.aliyuncs.com

cs-vpc.cn-
nanjing.aliyuncs.com
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APIBE-HA T REEREKuberneteshR

4. AL

A #RBRS5Kubernet eshRAPHER O 8918 F 2 0 B 28 AR S5 B AR SS iR bt K XHTTPIER, FHHERZEORBEBERSD
MABNIERSH, ARERASEELELER, HRREREEREERBUTF-8FHFEHRTHE.

AR 55 it 11t

A eRIRSKuberneteshR BIAPHE A HiL 4 cs.aljyuncs.com,

BAE Y

XEHBEHTTPHHTTPSIMGEITIEKIBE., A THREBESNREM, EFEEAHTTPSIMUAEIER,
BKIEE

AERSBKubemet eshRIZMHRESTfUl APHEIRER, HiEREMUT,

HTTPMethod /resource URI parameters
RequestHeader

RequestBody

BEREHHLHLBRAMAPIBEXSHAR . AHBERLGIEEAPIREAS . ENRKIEFER.

e HTTPMethod : EREMBTE, €#EPUT. POST. GET. DELETE,

e resource_URI_parameters: {ERZIFANERFERRFE, W /cluster .

e RquestHeader: iHERX(ER, BEBBAPIHIRA. Host, AuthorizationFEE. BSER, BERAL
HiERFREI LR,

e RequestBody: FRBH#,

P

POST /clusters/cluster id/attach HTTP/1.1
<AHIFRL>
{
"password": "Hellol234",
"instances": [
"i-xxxx",

"i-yyyy"

R
R RIR B4 R 8V F UT F-8 2 R ST D

19 > MHRRA: 20220704


https://www.alibabacloud.com/help/doc-detail/167755.htm#concept-944293

A RS Kubernetesh APIZE-ZZ 1

5.5 829§

HRIEAPINZEER, ERABAPINIEZSNENAPIEREIER (Signature) HHTEMIGIE, TibfE
FHTTPEZHTTPSIMURRIBER, BHFEEBRIEALTZER . AIESEMITHTEZILIE,

XN FF—IRHTTPHEHTTPSIMYIER, MEZSRBENEPNEZEERIEHRIERESH. BEHDE
BRERN, BREUTHENBERBETEZLE:

o SE—: MIEMTHIBERL
o SR MIEMTHER

o SE=. MEFEIFHE
o LB HEEE

o SEBA: BELZHFMENEFKRD

TB—: WiEMEHIBEKL
IR ZMBHIERL (CanonicalizedHeaders) RIEFRAEHTTPLERER ., REBERIEMBILL x-acs- A
BIRNSHER, WERZENT:

o BB x-acs- ABERBIHTTPIERLMZRERM/NEFT, W x-acs-Meta-Name: TaoBao 55k
M x-acs-meta-name: TaoBao , MIEZIEIBERLWEBMAKNE AT, BINENE,

o ME—NAHBERLINEIK, WHFEELEEPHN £ . \n . \r . \f DREF, BHBELMRE
XHEBNEE,

o B E—SBENMBHTTPRIEZNELRRF R HITF FHES

o MFRERLHBZIRFEZ BH SRR HIMEMERTZME ., HII0 x-acs-oss-meta-name : TaoBao,Alipa

y a5 x-acs-oss-meta-name:TaoBao,Alipay o

o EE—MERLERM—D \n PBEF (BERE—MEKL) , ABEHREEKRLIHEET—RINRE
CanonicalizedHeaders,

TR AEMBHEIR

FSEH AR (CanonicalizedResource) FRRERBEFAE RN EMIR, BAEBEEFRUT:

1. BERNERZFE (queryString) PHSHIZRSYBRNFREERER, FU « DRFER
EREHFERNFE,

WRRARBEKRREEFENFHE, URSIHTE,

2. BERFRER (JEURLPhost EEWFHEZBNES, BFhostz/5H / ERABEEEFRHER
B 2 ) SEHFEAFFEL ¢ HHE, SINEAMRER. HEOFHEAEFEN, EERBRER
BERERNEAER.

Bl
R385 K URL:

http://demo-product.aliyuncs.com/instances?status=ONLINE&group=test group

MBHRIR:

/instances?group=test group&status=ONLINE

> MA4RRA: 20220704 20



APIZE- ZZ REEREKuberneteshR

TEB=: HEFERFRSH
BRIUTHRBEIESEZFRE (StringToSign) :

StringToSign =
HTTP-Verb + "\n" +
Accept + “\n” +
Content-MD5 + "\n" +
Content-Type + "\n" +
Date + "\n" +
CanonicalizedHeaders +

CanonicalizedResource

2% iR

HTTP-Verb REMHTTPFES, HIIPOST . GET,

Accept AcceptiERLHE, HIBERAAREEN, FHAZZFRAE,
Content-MD5 Content-MD51ERLH{E, HBERLARFEN, EATFREALE,
Content-Type Content-Typeig KL §)E, HBERLIAGFEN, FREFZFERE,
Date Datei&EKLHV{E,

CanonicalizedHeaders HE— WEHSEER L PRGIMTEIFERL,
CanonicalizedResource SR MEIEAE R REBHATELER.

TERN: H8EH

RIBRFC2104E N, RIBHMAC-SHATEEXN F—S AN EE 2/ RBTEZIHE, FHIABase64wiz
MNBHEERREERFEFE, EIRLKXNSZE (Signature) ,

Signature = Base64 ( HMAC-SHAL ( SigningKey, StringToSign ) )

D & HESEHERNSningKeylE 2 M AccessKey Secret, BSER, B2 MK
AccessKey,

TBAH: BEIRMBEKP
HEBELERSignature)s, RBUTHNHIEZRE, FBERENAUthorizationiFKLHE,

Authorization = "acs " + AccessKeyId + ":" + Signature

R TE =

o NHBFERMIREE

21 > MHRRA: 20220704


https://www.ietf.org/rfc/rfc2104.txt?spm=a2c4g.11186623.2.12.4ccd2be6wshrNa&file=rfc2104.txt
https://www.alibabacloud.com/help/doc-detail/53045.htm#task968
https://www.alibabacloud.com/help/doc-detail/167755.htm#concept-944293

REERRFZKubernetesh APIB#E- RAMEFY

6.RAMER

EERRAMK S AAREZAPHE], BEEKS (BAERKS) BT SIZ BRI RAMIK S # TN,

BIARAMILS RANRBIAAAR ZAPEOIR . ER=ZR. EARAMKSHAAPH, GEELLIE—
MEREDE, REEHXAMERIE XA M HRAMIKS ARRTRER .

EOIEREAUEIRE, RTLUBIZARN (Aliyun Resource Name) #5EEZNNEIE., ARNERIEZ HENE
BEEXH—1NEBNAE = REZR,

ARNMEZLUIT,

acs:service-name:region:account-id:resource-relative-id

Hrp:

e acs: Alibaba Cloud SenviceMEFBRES, R RMEZNAHZFES,

e service-name: fIERZRFSHIEFR, WECS, 0SS, SLBE,

e region: MUIFER., WRAZFZM, TJMERABENES (*) KKE,

e account-id: KSID, $Ia01234567890123456,

e resource-relative-id: BEANEEHR, FARNZFRNZEHAEAR, ¥ESLERNFLEX
=
80 acs:oss::1234567890123456: sample bucket/filel.txt F/~OSSPRSS IR BIRE sample buck
et/file1.txtM R, WRABENZIKSIDA 1234567890123456

RN A B RS Kubernetesig 28

BHRER BERERD R RERT A
"Resource": [
"acs:cs:*:*:cluster/SEEEID"
BT RERNR ]
"Resource": [
"acs:cs:*:*:cluster/ﬁﬁg¥ID",
B ZS/NEENNE "acs:cs:*:*:cluster/EEID"
]
"Resource": [
Eiam g =3 ]

> MA4RRA: 20220704 22



APIZZE-RAMEAY

AR RS Kuberneteshi

APIZFRFIRAM ActionB9xt fz £ R

HNEBIRFE KuberneteshR P APIZFRFIRAM ActionR EH#IRBIXT R X RN T REAR

APIZFR

DescribeEvents

StartAlert

StopAlert

UpdateContactGroupFor
Alert

DeleteAlertContact

DeleteAlertContactGrou
p

DescribeUserPermission

OpenAckService

GrantPermissions

CreateCluster

DescribeClusterResource
S

DescribeClusterDetail

DescribeUserQuota

DescribeClustersV1

DescribeExternalAgent

DescribeClusterLogs

RAM Action

cs:DescribeEvents

cs:StartAlert

cs:StopAlert

cs:UpdateContactGr
oupForAlert

cs:DeleteAlertCont

act

cs:DeleteAlertCont

actGroup

cs:DescribeUserPer

mission

cs:0OpenAckService

cs:GrantPermission

S

cs:CreateCluster

cs:DescribeCluster

Resources

cs:DescribeCluster
Detail

cs:DescribeUserQuo
ta

cs:DescribeCluster
sVl # cs:GetCluste

rs

cs:DescribeExterna
1Agent

cs:DescribeCluster

Logs

i8R
EWAPRFESH.
BiREMRM,

FIEREMM,

EHREERRAA.
MBRIREEKRA

MRREBRRADA.

Eif)18 ERAMA F 5, RAM
AENERERER.

FBARIRIRSACK,

2 EFHHRAMA F HRAM
REERERER.

BIFEEACKESE (B1FACK
LHRER. ACKIEER
EEBE. ASKEEEE, ACKLZ
EERERURTME
B) .

RYEEBEIDE I L B0
BERR.

RIBSEBIDEWIZEEN
HiE.

EWEHRT R,

EWEIRNABACKE
BEQUIEIS.

RAEERIDEWERH D
EFMEENKERE.

RIBEEIDE N ERH
==

18N o

REXFFIRGIER

RIEFF

R3FF

RFF

R

A

RFF

R¥H

R

A

R¥H

XFF

X

RXZFF

A

X

X$F

23
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A RS Kubernetesh

APIZZE- RAMEAY

APIZFR

DescribeT askinfo

DescribeKubernetesVers
ionMetadata

DescribeClusterUserKub
econfig

DescribeClusterAddonU
pgradeStatus

DescribeClusters

DescribeClusterNamesp
aces

ScaleOutCluster

ModifyCluster

MigrateCluster

ScaleCluster

UpdateK8sClusterUserC
onfigExpire

DeleteCluster

DescribeClusterNodes

Attachinstances

DescribeClusterAttachSc
ripts

DeleteClusterNodes

RemoveClusterNodes

RAM Action

cs:DescribeTaskInf

cs:DescribeKuberne

tesVersionMetadata

cs:DescribeCluster

UserKubeconfig

cs:DescribeCluster
AddonUpgradeStatus

cs:DescribeCluster
s ] cs:GetClusters
cs:DescribeCluster

Namespaces

cs:ScaleOutCluster

cs:ModifyCluster

cs:MigrateCluster

cs:ScaleCluster

cs:UpdateK8sCluste

rUserConfigExpire

cs:DeleteCluster

cs:DescribeCluster

Nodes

cs:AttachInstances

cs:DescribeCluster

AttachScripts

cs:DeleteClusterNo

des

cs:RemoveClusterNo

des

WA

RIBESIDEEZESH
TS,

EFACKZIHH
Kubernetesfr AN i¥1% .

RIBERIDERIHIIZE
Btfkubeconfigt &,

EERAddonsFHER IR

EERBRRESPOIENFR
BEE (8HFSwarmil
Kubernetes®2%) .

REEHGETE,
RIREREIDY BEE,
RIBERIDEBUZER A
=

bei 2=t N

FEDHR.
ENRPEEXERELH
B8
TRYEEEEE DI PREERESE

B, ARBRERFETR

B,

RIBSEBIDEWIZER D
BT RS,

AINEBECSLAIFACKE
2.

BB F N RMEH B LY
=il N

REMBIRER D

/Mo

.
T
e
T

BRiEEEFTII TR,

RAXFFREISER

RIEFF

A

3§

X

RIEFF

3§

X

XFF

X

X

X

X

X

X

XFF

X

X#F
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ddons

APIZ3E-RAMEY BB IR S KuberneteshR
APIZFR RAM Action B8R ARG
cs:CreateClusterNo
CreateClusterNodePool E NEHMED =M, XH
dePool
DescribeClusterNodePo cs:DescribeCluster  iRIBEBIDE R ZERD i
ols NodePools BT At i
DescribeClusterNodePo cs:DescribeCluster BRI StIDE HERE D —
olDetail NodePoolDetail T AR, :
:ScaleClusterNod B EMIDY s &3
ScaleClusterNodePool coimes TE*E-D HIDY & R X
ePool TR,
. cs:ModifyClusterNo RIEDRMIDESIEESE .
ModifyClusterNodePool P B SRR, X
:DeleteClusterNo T St DA R T
DeleteClusterNodepool s E ,fE?ETJ FRIDEH S 35S bz
depool =,
cs:GetUpgradeStatu RIBERDEEZEHN .
GetUpgradeStatus N e XiF
cs:ResumeUpgradeCl RIBEEIDIRE A HLT "
ResumeUpgradeCluster . TR A A X
IDFHRIEE
UpgradeCluster cs:UpgradeCluster ;?Eﬁﬁ RS X5
cs:PauseClusterUpg .
PauseClusterUpgrade . HEEHAR, X5
8C 1ClusterU Hab FIRSHIACK
CancelClusterUpgrade el BUHSLT FHRRAE X5
grade =330
CreateTemplate cs:CreateTemplate BlEE— N EHEENR AEiF
cs:DescribeTemplat =i 1) 72 4 =]
DescribeTemplates B e _@Eﬁjkmﬁﬁﬁﬁﬁﬂi S E
es REL -
DescribeTemplateAttrib cs:DescribeTemplat RIBHFHARRIDE W Z H Rt
ute eAttribute HEEREIFE N
IR IDEE 54
UpdateTemplate cs:UpdateTemplate Eﬁﬁﬁﬁiﬁ B AXH
&R DM BRTE E
DeleteTemplate cs:DeleteTemplate gﬁggﬁﬁ HiRIEiE A3H
:InstallClusterA
InstallClusterAddons coinene e NEBREAN, XH

> MA4RRA: 20220704



A RS Kubernetesh

APIZZE- RAMEAY

APIZFR

DescribeAddons

DescribeClusterAddonsU
pgradeStatus

DescribeClusterAddonsV
ersion

ModifyClusterConfigurat
ion

UpgradeClusterAddons

PauseComponentUpgra
de

ResumeComponentUpgr
ade

CancelComponentUpgra
de

UninstallClusterAddons

ListTagResources
TagResources
ModifyClusterT ags

UntagResources

CreateTrigger
DescribeTrigger

DeleteTrigger

RAM Action

cs:DescribeAddons

cs:DescribeCluster

AddonsUpgradeStatus

cs:DescribeCluster

AddonsVersion

cs:ModifyClusterCo

nfiguration

cs:UpgradeClusterA
ddons

cs:PauseComponentU

pgrade

cs:ResumeComponent

Upgrade

cs:CancelComponent

Upgrade

cs:UnInstallCluste
rAddons

cs:ListTagResource

S

cs:TagResources

cs:ModifyClusterTa
gs

cs:UntagResources

cs:CreateTrigger

cs:DescribeTrigger

cs:DeleteTrigger

WA

EWFEFNREERNE
BEFE,

RIFAHLRERZAY
FHRRT.

RIESEHIDEWERHPE
RENAAMNIFS.

EITERERERE.

RIBAGBRBIEERY
FHRE)IE EIRAR

HIEAETR,

EHARARTR,

BUHSEBRAMRTER,

RIBAGBRIDEIEES
BEOYAAM,

RIS IDEINIE EEE
BIREIRE

ABRGPERE

RIEEREIDIZ UL LB
SRS,

PR R IRAIRES

BIEARA RS,

EWRARR.

MR AR A 25

RAXFFREISER

A

X

X

X

XFF

X

X

X

X

RZHF

AR

XFF

R3FF

X#F

XFF

XFF
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APIZZE- N T E KATIR O] 45 ARk KuberneteshR

ARERAE
f7..lx./\fha O
ARF2ET AEIRSKubermnetesiR AP AR BFERESBHMA A HIREABHER,

ANHBEREH

m

»

\

AHBERSHRATIHRBTAPL BFPEH. ELSEBAGRNSH, SRKEAPIERBEBES XL
24,
NHIBERSBHRAEAHTTPIERIERL (header) EHEBERS, RAERENT:

AR REBR p

x-acs-action = APIIZRR. XTFIE, ESMAPIEL.,

APIRA, &R AYYYY-MM-DD, Rfl: 2018-

X-acs-version 2 01-01.
X-acs-signature-nonce = WE—FENE, BTFMHLEMEERKE, BERE
- EKRE B A AR M REHLAUE.
x-acs-signature-method FEEZBF RN L2/, BRI HMAC-SHA1,
BTFRIEEREEEAEER, &R
A AccessKeyId:Signature
L e
Authorization FEZBRYAR e AccessKeyld AP EIIAEZ4AID,
e SignatureAEXRERZ, BESDLEAIE,
Date o HTTP T.1HMY DM ESIGMT B8], #lan: Tue 9
= Apr 2019 07:35:29 GMT,
ZEFRHEENREERE, BUETE:
Accept 5 application/json (%) application/xml (2t
NE) .
=S 4128-bi |
Content-Mps = HT T Pi& sRIEXC#9128-bit MDSEFME R

BASE64RTBHI LR,
BRI

@ 38 UTFERROPESEERRLENIERESHA TEFRRRBTHRE, FELFOLER
BY, URLHHEYIERSEHMAET URLRE

o ERRHI-GET
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ARk KuberneteshR APIZE - /0 HiE KA O] 45

GET https://demo-product.aliyuncs.com/path?fool=barl&foo2=bar2 HTTP/1.1
Authorization: acs DemoAccessKey:31nTIpResD/0C8gb+ChUeuvsxlw=

Host: demo-product.aliyuncs.com

Date: Thu, 17 Nov 2018 18:49:58 GMT

Accept: application/json

x-acs—-action: demoAction

x-acs-version: 2018-01-01

x-acs-signature-nonce: 51284580-6l4a-1leb-8a9%-9dcfec8d6lb7
x-acs-signature-method: HMAC-SHAL

o FXK/-POST (application/json)

POST https://demo-product.aliyuncs.com/path?foo=bar HTTP/1.1
Authorization: acs DemoAccessKey:31nTIpResD/0C8gb+ChUeuvsxlw=
Host: demo-product.aliyuncs.com

Date: Thu, 17 Nov 2018 18:49:58 GMT

Accept: application/json

Content-Type: application/json; charset=utf-8
Content-Length: 135

Content-MD5: MACiECZtnLiNkNS1v5ZCAA=1

x-acs-action: demoAction

x-acs-version: 2018-01-01

xX-acs—-signature-nonce: 51284580-6l4a-1leb-8a9%-9dcfec8d6lb7
x-acs-signature-method: HMAC-SHA1

{"demoKey": "demoValue", ... }
AR E S

EBXEQRRBER, TIERINER, REHSRE—DE—IRFBRequestld, FHAPIIRS EIREIHIEFRH
Z—1& X, SREIWMHTTPIRESBEA 2xx , REFEARKI; RBEWMHTTPIRESBA 4xx 3 s5xx , KEFH
%MO

XML

<?xml version="1.0" encoding="UTF-8"?>

< --HERMIRGE R -—>

<3EOBMR+Response>
| <!--REERIFE--—>
| <RequestId>4C467B38-3910-447D-87BC-AC049166F216</RequestId>
| <!--IREERHHE-—>

</3¥%0O%FFF+Response>

JSON/R A

"RequestId": "4C467B38-3910-447D-87BC-AC049166F216"
/* REEREBIE +/
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APIBE- B AR FZACK
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8.3

B e RS ACK

B OpenAckServiceiE O FFHE R 2 RFZACK,

o ERKS (EMKS) TIFERRRSACK,

e RAMAF (FkS) BAdministratorAccesstl R F WS T AT @RS .

B

RO LATEOpenAPI Explorerf Bi%iz{Ti%E O, &EFBITEEZWEM, BT INE, OpenAPlExplorera]

PAB 14 B SDKR BB R 41,

BRIEX

POST /service/open?type=String HTTP/1.1

Content-Type:application/json

BRSH
ERQueryB#
SHER ESid)
type String

0 jz 4435 K&

HTTP/1.1 200

iy

Content-Type:application/json

{
"request id" :
"order id" :

}

I iz 2 £
0 fZBody& £

SHEWR B3

request_id String

"String",
"String"

Wik AN

propayasgo

Al

20758A-585D-4A41-
A9B2-28DA8F4F534F

i8R

&3KID,

propayasgo

edgepayasgo

EFBERNRSEE, BE:

: BRRFAK

D DEBRR

: BEWERS.
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A RS Kubernetesh

APIBE-FTiE A RSACK

SHAMR et} AN
order_id String 2067*******0374

B
BRI

POST /service/open?type=propayasgo HTTP/1.1
Content-Type:application/json

1E & IR B 7R
<ML F&T

HTTP/1.1 200 OK
Content-Type:application/xml

A

FERSENTES,

<request id>20758A-585D-4A41-A9B2-28DA8F4F534F</request id>

<order id>2067*******(0374</order id>

JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"request id" : "20758A-585D-4A41-A9B2-28DA8F4F534F",

"order id" : "2067***x*x**()374"

HixB
iR L EEBSERG.
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AR RS Kuberneteshi

| L)

O.££5
9.1. ¢l

£ B
=S

P
[

9.1.1. fllZKubernetes E B R &

& A CreateClusterfll £ — MirEKubernetesE B IR ERE . WFCIEWorker =, BS R0l A,

i3
el LAE OpenAPI Explorerh 2117131, £EK
VAE &4 Ak SDKAAS 7R~ 41

HXREE

POST /clusters HTTP/1.1
Content-Type:application/json
{
"name" : "String",
"region_ id" : "String",
"cluster type" : "String",
"kubernetes version" : "String",
"runtime" : {
"name" : "String",
"version" : "String",
by
"resource group id" : "String",
"vpcid" : "String",
"pod vswitch ids" : [ "String" ],
"container cidr" : "String",
"service cidr" : "String",
"node cidr mask" : "String",
"security group id" : "String",
"is enterprise security group" : Boolean,
"snat _entry" : Boolean,
"endpoint public access" : Boolean,
"load balancer spec" : "String",
"ssh flags" : Boolean,
"timezone" : "String",
"proxy mode" : "String",
"enable rrsa" : Boolean,
"tags" : [ {
"key" : "String",
"value" : "String"
b1,
"cluster domain" : "String",
"custom san" : "String",
"service account issuer" : "String",
"api audiences" : "String",
"disable rollback" : Boolean,
"timeout mins" : Long,

"deletion protection" : Boolean,

&

K
X

BHEM, ZTMINE, OpenAPlExplorerd]

31
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A RS Kubernetesh

APIBE- 5

"node name mode" "String",
"keep instance name" Boolean,
"rds instances" [ "String” 1,
"master count" : Long,
"image type" "String",
"image id" "String",
"os type" "String",
"master vswitch ids" [ "String" 1,
"master instance types" [ "String" 1,
"master system disk category" "String",
"master system disk size" : Long,
"master system disk performance level" "String",
"master system disk snapshot policy id" "String",
"master instance charge type" "String",
"master period unit" "String",
"master period" : Long,
"master auto renew" Boolean,
"master auto renew period" : Long,
"key pair" "String",
"login password" "String",
"addons" : [ {
"name" "String",
"config" "String",
"disabled" Boolean
b1,
"cloud monitor flags" Boolean
}
BERBH
HEARE BB RBodyZ#
5 RBody2#(
n¥E B il EEBIE
name String =
region_id String =

w~BIE

cluster-
demo

cn-beijing

EREEIR,

wRMN: HEF. X
FoOENFN, El%
(-) ST (L) A
B, KEEBE1~631F
75, BRBELATRI%
(1) FFk,

SEREFRTERIMIFID,
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nE AR

cluster_type

=¥
=+

kubernetes_version

runtime

xE BB WG wHIE

Kubernetes

Jali

String

1.16.9-
aliyun.1

iy

String

{"name":

"docker",
"version":
"19.03.5"}

iy

runtime

Py

SRR, BE:

o Kubernetes
EHRERH.

L ManagedKuberne
tes : tREFEEMR
£B . LERITERE
B,

o Ask : FRE
Serverless&&f,

L4 ExternalKubern
etes : FEMEACK
BYSEREEEE,

EHERK, 5
Kubernetesit KE 2 bR
AEF—HB, BIER
BIRA, EXRIEE,
INERRIIRAE,

B a & ol LATEACKER
BtlEmMRIIRAN
S8, BUTLUEZAPIB)
ZHfhKubernetesR s
B, XTACKEZHH
Kubernetesha, &2
IKubernetes g &%

IS
o

BEIETH, X

¥ containerd

docker . Sandbox

ed-

Container.runv =

IE{TE, A

A docker ,

runtime&ELAT2ME

B

L4 name : BEHEIT
L

o version : B2
BT,

PR

%, BELNELE

Dockerizf7hY.

Containerdiz{T8. =

EZePEEBITH? .

33
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REERRFZKubernetesh

APIBE- 5

nE AR

resource_group_id

vpcid

pod_vswitch_ids

container_cidr

String

Array of
String

String

iy

Jal

iy

i

N

rg-
acfm3mkrure
*kkk

vpc-
2zeik9h3ahvv
27795%***

["vsw-
2ze97jwri7cei
Om pW****II]

172.20.0.0/1
6

Py

EFFERRAID, L
UARERNREE.

ERERNEEME,
SRS R AER
fefit,

Pod B3I &,
BEEAB—IDRE
BRIENEEED—
#8 = o] i X AYPod EE #iA
RIENFHEREEIRTS

B vswitch BEE,
BUOEEMEBBAX
F 198 R HAR I

D gw us
BEEATerwayM
KBNS, BAR
=]

&£ pod vswitch

| 1Els B

PodmZitiib ], AAE
FMVPCRIERPER, Hik
BERGEHIERVPC
B, FIAEA
172.16.0.0/16 M &,

D &

o HBIE
Flannel
LR
BT,
ZFERA
IR,

o HflE
Terwayp
KSR
EERERT,
ZFEBRAR
REHE,

> MHRRA: 20220704

34



APIBE-£5F
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nE BR xE

service_cidr String

node_cidr_mask String

security_group_id String

M2
24

Jali

iy

iy

BUWE w~BIE

172.21.0.0/2
0

25

sg-
bp1bduelqc
'|g7k****

2
=

Service M Z& #iHEEE, T
#%55E: 10.0.0.0/16-
24, 172.16-
31.0.0/16-

24, 192.168.0.0/16-
24

AEESVPCRER
10.1.0.0/21%VPCHE
BKubernetes&EEH{E
HMEES, BIERIN
EREEEL,

2RIAEFE172.19.0.0/20
MIEZ .

TRIPHE, BEEE
% £& B CIDRE 8 2 IPEY
HE, AXFFlannelX
EAERIERE,

ZANE: 26 .

FREER2HNESE
HNFEREERESE
D,

1 is enterprise s
ecurity group —i&
—, EETRETMA
FtReH,

35
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APIBE- 558

nE AR

is_enterprise_security

_group

snat_entry

Boolean

Boolean

iy

o

N

true

true

bizipu

BV ERE
A,

E| security group

id AEBINER,

@ =
LR, &
BNTRS
Terway Pod#(&
ZHAgEBIE
2000, ATbAlZ
TerwayRj£& 25
SR, EIER
Bl ZeA,

L4 true : BIEHME
Al Ezed,

L4 false : AMEH
Rz eH,

FKINE: true

NEEMERE
SNAT, BUE:

e true: AL
NATRXHBENEE
SNATHLI, &HEE
BNt R. LA%
FEHDAMEER
BA true ,

o false: RAKEIZE
NAT R 5% 5 SNAT #
W, XMEAT, &
BEANTRRMEABAR
BEIE AW o

@ wm we
Bl R R AT
B, EEUVSES
HEAR, THE
BERFESNAT
ARHIEEES

ZRIANE: true,
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https://www.alibabacloud.com/help/doc-detail/178480.htm#task-1936294

APIBE - B H[ERRFZKuberneteshr

nE BR xE BB WG w~BIE

i
=

EEHFBAWIAIGE, &

S EIPREEAPI Server,

SEIREEREAMIIIE

o  true : FBEAN
wia,

true ° false : AFEF

ARIFIE, EERFF
e, W EELI
W35 /5] EE B AP

Server,

ZINE: true

endpoint_public_acce
ss

iy

Boolean

RHIIENL, BE:
® slb.s1.small

e slb.s2.small

e slb.s2.medium

® slb.s3.small

iy

load_balancer_spec String slb.s2.small

® slb.s3.medium
e slb.s3.large
&: slb.s2.small

o

EEFBAMSSHE
F. BTEREERE
B fMasterts 5, 1£&
IRERBE P IZEBHAE
e

true o true : EXIRF
;8
° false : E{RA
F

PZINE:  false ,

iy

ssh_flags Boolean

EHERNNX, B2
B, BERZE
X,

Asia/Shangh
ai

iy

timezone String
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APIBE- 5

nE BR

proxy_mode

enable_rrsa

tags

String

Boolean

Array of tag

iy

iy

iy

BT ~BE
ipvs
true

5

kube-proxyfBE R, :

iptables : fZR
2 E#Ikube-proxy
REE
=, Kubernetes
ServiceMI RS £ TN
RE I EER
iptablesMMIE &,
BERMErE—K, =M
ExliRA, AT
SERGEELEN
service,

ipvs : EMEAERY
kube-proxyf1B4&
=, Kubernetes
ServiceBpRSS &K BF
BB E R Linux
IPVSIEHREHITEE
ERTEEGFERE
KService, ¥HRE1Y
HEaMEERNG
=

o

KINE:  ipvs .

= BB FARRSATI&E,

=

o IREAKNAK/NSH

BEXNAR, B2
LR E20MRE,
HERATTUEE,
HEKAOANER; IR
EETUAIZE, &K
HI128DFRF, %
BAIREEEAREE
PA “aliyun”

u o

acs:” |
“https://" = “ht
tp://" FFk, iFE
EF8 WLabels and

Selectors,
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nE BR

cluster_domain

custom_san

service_account_issue

r

String

String

String

BRWIE w~BIE

iy

cluster.local

iy

cs.aliyun.com

kubernetes.d
efault.svc

i
=

SREAMEE,

RN fE RN
= () PRN—EE
MR MEL, BES
BEAGNER, TIkd
FERNEZE., HFH
B|u% (), BEEERDY
AANEZBHEHF,

BENXIEFESAN, 4
IPE} I & A SRS
(,) 7@,

ServiceAccount 2Pod
e

Bt apiserver Bifl
8917 Bl I

M service-
account-

issuer & service
account token ]
BEE1, Bl token

payload o
B iss FE.
ES

F ServiceAccount
BEZEFE, BB
EREZRFSHESEE

=
o
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V2= B Eid) = A WIE ~E HR
ServiceAccount 2Pod
e

Bt apiserver &ifl
BIEREIE, ™ api-
audiences R&EEN
BFXK token Bf,
AT apiserver HR
S IHIAIETE

X token BESR
efault.sve %, AREES

/N audience , @i

kubernetes.d

iy

api_audiences String

EXES (,) 728l

H

F ServiceAccount
BZEFE, BB
EREKRFLESER

B8/
o

EHUBEEMES

R, BUAE:

° true : HEEE
BARMEY, HTENR

true Elgﬂzo

o false : HEB
BIBRAMES, AT
ERIBME.

ZUNE:  true .

iy

disable_rollback Boolean

EELOIRBETETE, &
60 fuseh.

ZINE: 60

iy

timeout_mins Long

ERBMRE, BHLIEE
THEH S HAPREMIER =
B, B&E:

L4 true : SREE
MIBRRIT, 1§ RRE
S & AP ER

true =8

® false : ABHA
EEEEMIBRIRIF, WiBE
W\ & AP
TREEEE,

PZINE:  false ,

iy

deletion_protection Boolean
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P2 B Eid]
node_name_mode String
keep_instance_name Boolean

. Array of
rds_instances 'y

- String
master_count Long

7]

iy

iy

N

aliyun.com00
055test

true

["rm-
2zev748xi27x

c****ll]

Py
BEXTRER.

TREMH=IIE
B BISR+T5 s IPsbit
+E&:

BRERN2-641NF
o
AIEMERRTFER
KINEFF, #F.
EFEF (-) mS
() o BFAUKNG
FEAL, REELUE
FF (-) RS

() FLFEER, R
BEEE ERERR
(-) RS ()
BIZRWIE (ECSIR
&), E&EE,

B0, T RIPHbiE

1

92.168.0.55, 1EEHI

K Aaliyun.com, F&
Atest, MWTRBEIRA
aliyun.com192.168.0.5
5test,

EREAXAEIEER
B, EEREXNSZ
Ro

true : &8,

false : A%
B, SHERRANH
T8,

ZIAE: true o

RDSSEAIZ TR

MasterfS R E, ok

B 3 = 5 .
INE: 3

41
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nE AR xE BB WG w~BIE

i
=

RERKRITIRAR,
HFEERZFRIEET
REBERS, BYE:

® (CentOS

e AliyunLinux

® AliyunLinux Qboot
e AliyunLinuxUEFI

iy

image_type String CentOS
e AliyunLinux3
e Windows
e WindowsCore
e AliyunLinux3Arm64

® (ContainerQS

ZNE: CentOS

TREEXES, BA
ERRERRR. HikE
BEXRKEN, BERL
BNRZRRR. S
R B EXRGE=
ACKEERE,

m_
bp16z7xko3v
W8gt****

iy

image_id String

BERFZFAEE, B
&:

Linux * Windows

iy

0s_type String
® [inux

ZKINE: Linux

["vsw-
2ze3dsomdi EHRIID,
pOhdz8i****"|

Array of
String

iy

master_vswitch_ids

Master s RSEfi 288,
master_instance_type Array of ["ecs.n4.xlarg X FECSELAIMEHNEA
s String e"] BNR, BSRELEIH

&k,

iy
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APIBE- 5

REEPRFKuberneteshk

nE AR

master_system_disk_
category

master_system_disk_

size
Mast
erfi master_system_disk_
= performance_level

master_system_disk_
snapshot_policy_id

master_instance_char
ge_type

il

il

wHIE

cloud_ssd

120

PL1

sp-
2zejlnogjvov
nz4z****

PrePaid

i
=

Masterfs m AL E %
B, BE:

L4 cloud efficien
cy : Bz,

° cloud ssd
SSD=#,

° cloud essd
ESSDZ#,

EININ

{B: cloud ssd .
AETHRK, BRINMED
ESBRER.

Masterff R ARG E
A, BEERE
[40,500], #fi: GiB,

ZRINE: 120

EREMasterfi SRR
WEMRESER, XX
ESSDHAFE 4R, WM
BESRIBERNNE
X, BEZER, 55
ESSD=#,

MasterP RRAERA
BB IREBRELID,

Masters T2 2R,

BUE:

® preraid : B
8A.

® DpostPaid : &
EfTE,

A
1&: PostPaid o
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nE BR

master_period_unit

master_period

master_auto_renew

master_auto_renew_
period

key pair

String

Long

Boolean

Long

String

iy

iy

iy

iy

il

N

Month

true

secrity-key

i
=

Master?s s T2 B 1,
ElE &

A PrePaid HJEHE
RIS E A

BYE: Month , ¥
BN AR R AR,

Masterfs R B3 E & A &Y
K,

% master instance
_charge type B&
A PrebPaid WA &
YEARIEE,
B{EEHE: {1,2, 3,6,
12, 24, 36, 48, 60},

BIANE: 1,
BHREBEMER,

E master instance
_charge type B&
A PrebPaid WA &
B, TNEERN:

° true : BEIE
2%,
L4 false : ABHE

BONME:  true .

Masters m BT £L2
B, UARBAL, HiE
FEFEEAMTEREE
FTEXH, BAREE.
BEERE: {1,2 3,6,
12},

BAE: 1,

Mater® RV H T Z

R,

# login password
ZiE—,
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ﬁj\

ES

B

login_password

String

il

wHIE

Hello@1234

13

5%

Master? R BISSHE R

2H,

M key pair Zif
—, EmANH8~301

R, BERORNEE

= (RIINEZFE. #

FHRH/S)

SERANIER, CIEE
BEM@Id addons 18
ERERRENERSE
.

MEAHE: wik, 28

Flannel#1T erway @

MR, BIEREREN

Zik—:

e Flannel%&
[{"name":"flannel",
"config":""},

o Terwayf£&
[{"name": “terway—
eniip","config": ""}]

o

EHALT: wiE, X
¥ csi M flexvol
ume PRFHSERY:

L4 csi
[{"name
plugin","
""}L{"name":
provisioner",
g": "l

° flexvolume
[{"name":
"flexvolume",
g" : n "}] .

BEAMH: ok, #F
R, IRAAFEEE
RS5E, BLEFERE
BEEHITINEE,

o {FHEA SLS Pro
ject : [{"name":
"logtail-
ds","config":
{\"IngressDashboar

dEnabled\":\"true\
"\"sls_project_na

":"csi-
config":
": "csi-
confi

non

confi

n.on
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V2= B
addons

A

[i=1

Pl

Array of
addon

iy

wHIE

..me\":\"your_sls_pr

j{EHJ‘O‘Ject_name\"}"}] o

o BIEFH SLs pro
ject : [{"name":
"logtail-
ds","config": "
{\"IngressDashboar
dEnabled\":\"true\
"0

Ingress#{f: T
i%, ACKEBIRERH
INZZIngress4l
£ nginx-ingress-

controller

o ZEingressHEFF
BAM:
[{"name":"nginx-
ingress-
controller","config"
{\"IngressSlbNetwo
rkType\":\"internet
\"}' .

o ZIFBARE
Ingress: [{"name":
"nginx-ingress-
controller","config"
: """disabled":
truel] .

Bt Tk, BOA
HFE.

S ORERT
Kubernetes=E #9177
&, &, EESH
71. Kubernetes={4h
LFEEBILogstorefE90
XKNREE, XTFRESR
BHNESER, 58S
eI H(ERHK8sEH
i,

FREMHPL:
[{"name":"ack-node-
problem-
detector","config":"
{\"sls_project_name\"
:\"your_sls_project_n
ame\"}'}],
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APIBE- S5 REEREKuberneteshR

P2 B Eid] BENIE ~BE R
EHRRRESKRRE
. BYE:
e  true : BEZRY
cloud_monitor_flags Boolean & true = .
(] false : A&
=R EN.
ZIAE: false o
i R 443 3%
HTTP/1.1 200
Content-Type:application/json
{
"cluster id" : "String",
"request id" : "String",
"task id" : "String"
}
i) Bz 2 48
IR iz Body & 4§
B ESid] ~E HR
cb95aa626a47740af
luster_id Stri £1D,
custert fng bf6aa099b650*+** e
687C5BAA-D103-
request_id String 4993-884B- EKID,
C35E4314A1E1
T-
task id String 5a54309c80282e39%e 1£%1D,
a00002f

BIBACKE B IRER R
&SRR

POST /clusters
{
"name" : "ACKEHhR",
"region id":"cn-zhangjiakou",
"cluster type":"Kubernetes",
"kubernetes version":"1.18.8-aliyun.1",
"runtime": {
"name" :"docker",

"version":"19.03.5"
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"resource group id":"rg-acfm3mkrure****",
"vpcid":"vpc-8vbh3b9a2£f38urhls****",
"pod vswitch ids":|[
"vsw-8vbo5fwygiwObbtlgOmc9I"
1y
"container cidr":"172.20.0.0/16",
"service cidr":"172.21.0.0/20",
"node cidr mask":"26",
"security group id":"sg-8vb7grbyvlbl0jOix***",
"is enterprise security group":true,
"snat entry":true,
"endpoint public access":true,
"load balancer spec":"slb.s2.small",
"ssh_flags":true, // BB RIFssHIFEKubernetesEEEE,
"timezone":"Asia/Shanghai",
"proxy mode":"ipvs",
"enable rrsa'":true,
"tags": [
{
"key":"tag-k",

"value":"tag-v"

1,

"cluster domain":"cluster.local",

"custom san":"cs.aliyuncs.com",

"service account issuer":"kubernetes.default.svc",

"api audiences":"kubernetes.default.svc",

"disable rollback":true,

"timeout mins":60,

"deletion protection":true,

"node name mode":"customized,aliyun,5,test",

"keep instance name": true

"rds instances": ["rm-xx","rm-xx"],

"master count":3, // MasterTm#iE, H#F: 3. 5

"image type":"CentOs",

"image id":"m-bpl6z7xko3vvv8gt****",

"os_ type":"Linux",

"master vswitch ids": [ // MasterT REEIAIIEMFIR,
"vsw-8vbmoffowsztjaawjtyzo",
"vsw-8vbmoffowsztjaawjtyzo",
"vsw-8vbmoffowsztjaawjtyzo"

1,

"master instance types": [ // MasterTi RAYSEHIFIAG,
"ecs.c6.large",

"ecs.c6.large",
"ecs.c6.large"

}l

BB RERMMaster T R,

"master system disk category":"cloud essd", // MasterTRAFKEALR,

"master system disk size":120,

"master system disk performance level":"PL1",

// MasterTREAFEK/N, BUETEE: 40~5000

"master system disk snapshot policy id":"sp-2zejlnogjvovnz4zxxxx'",

"master instance charge type":"PrePaid", // MasterTim{JEEAE,
"master period unit":"Month", // MasterT m{JZEEHA,

"master period":1, // MasterTmBEEARNK,
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APIZE-E5E A2 PRSKuberneteshi
"master auto renew":true, // MasterTREIHARE BoHEE,
"master auto renew period":1, // MasterTim BEIEEIK,
"key pair": "sin-name",

"login password":"Hellol234",
"addons": [
{
"name":"flannel"
3y
{
"name" :"arms-prometheus"
s
{
"name":"csi-plugin"
3o
{
"name" :"csi-provisioner"
s
{
"name":"logtail-ds",
"config":"{"IngressDashboardEnabled":"true"}"
3y
{
"name" :"ack-node-problem-detector",
"config":"{"sls project name":""}"
}o
{
"name" :"nginx-ingress-controller",
"config":"{"IngressSlbNetworkType":"internet"}"
}
1,
"cloud monitor flags":true
}
IE &R E7RAE
xvr, A&

<cluster id>cb95aa626a47740afbf6aa099b650****</cluster id>
<task 1d>T-5a54309c80282e39ea00002f</task id>
<request id>687CS5BAA-D103-4993-884B-C35E4314A1El</request id>

JsoN &=

"cluster id": "cb95aa626a47740afbf6aa099b650****",
"task id": "T-5a54309c80282e39ea00002f",
"request id": "687C5BAA-D103-4993-884B-C35E4314A1E1"

HiRE
IS L EE B S HIEE.

49

> MA4RRA: 20220704


https://error-center.alibabacloud.com/status/product/CS

AE RS KuberneteshR APIZE- 5

9.1.2. Il KubernetesIt & hx £ B
& A CreateClusterfll & — N Kubemetesit EhRERESLHI, MMFRIEWoOrkT =, BSOS,
it

RO LATEOpenAPI Explorerh E#2ia1Ti%#E 0, £XEUHESLENEM, BITHKINE, OpenAPlExplorerd]
PAB 4 5 SDK BB R 41,

EXREX
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APIBE- S5 REEREKuberneteshR

POST /clusters HTTP/1.1
Content-Type:application/json
{
"name" : "String",
"region id" : "String",
"cluster type" : "String",
"cluster spec" : "String",
"kubernetes version" : "String",
"resource group id" : "String",
"vpcid" : "String",
"vswitch ids" : [ "String" ],
"pod vswitch ids" : [ "String" 1],
"container cidr" : "String",
"service cidr" : "String",
"security group id" : "String",
"is enterprise security group" : Boolean,
"node cidr mask" : "String",
"snat entry" : Boolean,
"endpoint public_access" : Boolean,
"load balancer spec" : "String",
"timezone" : "String",
"proxy mode" : "String",
"enable rrsa" : Boolean,
"tags" : [ {
"key" : "String",
"value" : "String"
b1,
"cluster domain" : "String",
"custom san" : "String",
"service account issuer" : "String",
"api audiences" : "String",
"encryption provider key" : "String",
"timeout mins" : Long,
"disable rollback" : Boolean,
"deletion protection" : Boolean,
"addons" : [ {
"name" : "String",
"config" : "String",
"disabled" : Boolean
bl
"controlplane log ttl" : "String",
"controlplane log project" : "String",

"controlplane log components" : [ "String" ]

EREH

& KBodyS#1
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nE B

name

region_id

cluster_type

cluster_spec

=¥
=+

kubernetes_version

String

String

String

String

String

alil

i

il

iy

iy

N

cluster-
demo

cn-beijing

ManagedKub
ernetes

ack.pro.small

1.22.3-
aliyun.1

T3

[

BB,

AN BEF. X
F.OEXFH. BU%
(-) THIZL (L) 4
B, KETE1~631F
75, BEARRELATRIZ
(1) FFk,

SRR,

EBER, |

{ff ManagedKubernet
es BIRIRETERE
B,

FEEIRERLREL, ER)
EEER., NE:

L4 ack.pro.small

: BAIEEER,
BD: " ACK PropR&
o ack.standard

D AETEE REERE,
20N
{f: ack.standard
. BETIUAZE, A
R NCIRIRETESE

®

BZFE, BEIACK
ProhREEBEREIA

EHRA, 5
Kubernetesit K& 4 iR
ARFTF—H. BIWEE
BWRA, BEXRIEE,
INERARIIRAE,

BR8] AFEACKIZ H
BAtIERMRITRAN
£, BUTLUEITAPIE]
EEH M KubernetesRA
£8, XTAKEEN
Kuberneteshi s, &2
M KuberneteshR &A% %

s
Do
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https://www.alibabacloud.com/help/doc-detail/173290.htm#concept-2558837
https://www.alibabacloud.com/help/doc-detail/185269.htm#task-1960241

APIBE-£5F

AR RS Kuberneteshi

nE AR

resource_group_id

vpcid

vswitch_ids

pod_vswitch_ids

container_cidr

service_cidr

String

Array of
String

Array of
String

String

String

iy

il

il

iy

i

ol

wHIE

rg-
acfm3mkrure

*kkk

vpc-
2zeik9h3ahvv
22795%***

["vsw-
2ze48rkq464
rsdts1 ***"]

["vsw-
2ze97jwri7cei
Om pW****ll]

172.20.0.0/1
6

172.21.0.0/2
0

2
=

EFFERRAIDD, L
UARERNREE.

S EHE AAIVPCLA)
ID,

D, ListESEHE
H[1,5],

TerwayM &R R A&
B, TEIREPodFIE
BIEMRRIE, EAPod
B E—PLEEIP,

PodMZ& il BB, RAE
FMVPCMERhEE, Hik
BRZGEHEIEVPC
B, BRIAER
172.16.0.0/ 16/ &,

D &

o HflE
Flannel[¥
KRR
EEEERY,
ZFERA

o HtlE
Terway
Sl
EBEY,
ZFEA

Service M HIHEEE, R
BERVPCI B & Pod ¥

EWEBIPE, HEER
ZE@EIEVPCE, 2k

INEFA172.19.0.0/20M
B,
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nE AR

security_group_id

is_enterprise_security
_group

ZES _
28 node_cidr_mask

String

Boolean

String

BRWIE ~BE
sg-

= bp1bduelqc
'I g7k****

= true

) 25

Py

FEREAR2ANEE
HNEREERE24A
D,

#fl is enterprise s
ecurity group —i&
—, EELREDMA
F=eH,

BtV ERE
4,

3 security group

id AEBINER,

@ gy (&
LELZeEN, &
BNTRS
Terway Pod#i=
ZHAgeBE
2000, ArbAlZ
Terway£& 7l
SRR, EIER
Bl =EA,

° true : BIRBHE
Atlgzed,

. false : RNEH
BlREReA,

BOANE:  true o

TRIPHE, BiEERE
% £& B CIDRE A 2 IPHY
HE, AXFFlannelX
EAERIERE,

HNME: 25 .
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APIBE - B H[ERRFZKuberneteshr

nE B i BAB WG wHIE ik
REENMKEE
SNAT,

o HEFVPCEEFIEA
MFEL, RER

false o

o YEABVPCREEHIT

NTEZS N

° RE
A true , &
REEESNAT, It
N EIPSTEPNTEZS
&,

° RE
A false , &
RAECESNAT,
B R BE I 1) 22
E78: 8

iy

snat_entry Boolean true

MEERBEIFEAM,
ZiXEE Ntrue,

ZRIANE: false,

@ pm m=
Bl EB B R FF
B, BRUSE
BEAR, BIRE
BERFESNAT
ARiFTAEE

EEFBANIFE, &

T EIPEREEAPI Server,

SCHLEBE A MR T,

e  true : HBAM
i,

true ° false : AFB

ARiFE, EEAFF
e, WFEEEI I
W17 10 EEBAPI
Server,

2NE: true

endpoint_public_acce
ss

iy

Boolean
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https://www.alibabacloud.com/help/doc-detail/178480.htm#task-1936294

A RS Kubernetesh

APIBE- 5

nE AR

load_balancer_spec

timezone

proxy_mode

enable_rrsa

String

String

String

Boolean

iy

iy

iy

iy

wHIE

slb.s2.small

Asia/Shangh
ai

ipvs

true

i
=

API Serverfi £ 19
%, BE:

e slb.s1.small

e slb.s2.small

® slb.s2.medium

® slb.s3.small

e slb.s3.medium

® slb.s3.large

£ N

f: slb.s2.small

o

ERERANNK, 2
B8, BEAEH
X,

kube-proxyfABE R, :

o iptables : W%

faE Bkube-proxy
R IBE

I, Kubernetes

ServicefpRSS & IH

AFBEER
iptablesMMIE &,
BRMEE—K, =M
EXIMRK, EHF
ERFELEN

service,

o ipvs @ &fEREN

kube-proxy{t 1245
I, Kubernetes

ServiceB RS & BLH

I fE A Linux
IPVSIRIRHTELE ,
ERTEREFEAE

tService, XY

BHESMLEERNG

Ro

FKINE:  ipvs o

= &B/EARRSALIEE,
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https://www.alibabacloud.com/help/doc-detail/354879.htm#task-2144722

APIBE-£5F

AR RS Kuberneteshi

nE AR

tags

cluster_domain

custom_san

service_account_issue
r

wHIE

[{II keyll:
"enV",
"value":

Ilprodll}]

Array of tag &

String = cluster.local

String = c¢s.aliyun.com

kubernetes.d
efault.svc

iy

String

i
=

AERTtaginss, 8
BUTER:

L4 key @ IR&H

o
L4 value

&,

DR

EREARMEE,

HEMN: BB
& () HRE— S
PEHMR, SIS
BH631NFH, TN
FERNSEE, BFA
% (1), BERY
ARNEFBHME,

BENXIEFESAN, 4
IPE} I8 & A SRS
(,) 7R

ServiceAccount &Pod
e

Bt apiserver &l
89 I,

M service-
account-
issuer & service
account token

EREH, Bl token

payload o
B iss FR.
x

F ServiceAccount
BEZiEE, BB
ERZKFIEER

8/
o
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https://www.alibabacloud.com/help/doc-detail/197431.htm#tag
https://www.alibabacloud.com/help/doc-detail/160384.htm#task-2460323

A RS Kubernetesh

APIBE- 5

nE AR

api_audiences

encryption_provider_k

ey

timeout_mins

disable_rollback

String

String

Long

Boolean

BB WG wHIE

kubernetes.d
efault.svc

iy

0fe64791-
55eb-4fc7-
84c5-
c6c7cdca****

iy

iy

60

iy

true

Py

ServiceAccount 2Pod
S

Bt apiserver &ifl
BIEREIE, ™ api-
audiences R&EEN
BHXK token Bf,
AT apiserver HR
S ImIAIETE

X token BESR
. XIFERES

/N audience , @i
EXES (,) 78l

H

F ServiceAccount
BZEFE, BB
EREKRFLESER

=
o

KMSZ4AID, FAZE
AT Secret BT
%, B2iFE, B2
I ARZHEEER

5.

@ wm =
SEREE ISR
£8 (ACK Profx
£B) DEX,

EHOZBNNE, 2

e,

ZINE: 60
EHOELMER
R, BUE:

L4 true : HEEE
EEMEY, #ITELR
B1E.

o false : HE&EE
BIREMEY, T
EIRERIE.

ZUNE:  true .
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https://www.alibabacloud.com/help/doc-detail/160384.htm#task-2460323
https://www.alibabacloud.com/help/doc-detail/28935.htm#concept-28935-zh

APIBE - B H[ERRFZKuberneteshr

[

nE AR xE BB WG w~BIE 13

EBMRIEP, BHLLE
TREI A HAPREMI R EE
B, BE:

°  true : BREE
WBRIRIF, EAREEE
TR B AP R

true R

e false : ABH
EEEEMIBRIRTF, Wi
BRI B AP
FREEEE,

ZINE: false .

iy

deletion_protection Boolean

Kubernetes&E gt 4
AHHIE, SIEERN

#@id addons IEERE

ERENERAN,

L4 name : WME, 4
HEWR,

(] config : TJi%,
BEAZNERES
BE.,

° disabled : ©O]
%, RERIEEINR
*®,

MEEM: wik, 88

FlannelfIT erway@

MR, BIFEERENT

ZiE—:

e Flannel%5:
[{"name":"flannel",
llcor1figl|:llll}]o

° TerwayM£g:
[{"name": "terway-

eniip","config": ""}]

o

FEAHE: g, X
¥ csi M flexvol

ume PRFRSEEL:

o csi
[{"name":"csi-
plugin","config":
""}{"name": "csi-

non

provisioner","confi
g" . n ll}]
: o

o flexvolume
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nE B XE REME mHIE # lr;?(vmoelu.me","confi
9" "l
BEAMH: ik, #EE
FE, MRAFEEE
[{"name": R$5ES, BREERE
"terway- BEEITINRE,
eniip","config
vy e {FHEA SLS Pro
{"name": ject : [{"name":
"logtail- "logtail-
ds","config": ds","config": "
" {\"IngressDashboar
{\"IngressDas dEnabled\":\"true\
hboardEnabl "\"sls_project_na
Array of ed\":\"true\" m_e\":\"your:s"ls_pr
addons & \"sls_project oject_name\"}"}] .
addon
_name\":\"y o BIEHIH SLS Pro
our_sls_proje ject : [{"name":
ct_name\'}"}, "logtail-
{"name”:"ngi ds","config": "
nx-ingress- {\"IngressDashboar
controller","c dEnabled\":\"true\
onfig":" "y,
{\"IngressSlb
NetworkTyp Ingress@f4: T
e\":\"interne &, ACKEHIRERM
£\"}")] NZ % Ingress
A # nginx-ingress-
k& controller

Z&#IngressHEF
BAM:
[{"name":"nginx-
ingress-
controller","config"

{\"IngressSlbNetwo
rkType\":\"internet
\"}" .

o ZEIFBHARE
Ingress: [{"name":
"nginx-ingress-
controller","config"
;" "disabled":
truel]

Bt g, BA
HFE.
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https://www.alibabacloud.com/help/doc-detail/197431.htm#addon

APIBE- 558

AR RS Kuberneteshi

nE B xE

controlplane_log_ttl String
controlplane_log_proj String
ect

controlplane_log_co Array of
mponents String

PR NF7 S

HTTP/1.1 200
Content-Type:application/json
{

"cluster id" : "String",
"request id" : "String",
"task id" : "String"

}

PV~

0 fZBody&#§

iy

iy

iy

wHIE

30

k8s-log-xxx

["apiserver",

non

kem","sched

uler

non
7

ccm"]

B ORERY
ubernetes={481F
&, &), EEFRE
71. Kubernetes={4h
ILFEEBLogstoreE90
XAREE, XFRESR
BHNELER, B2
B H(ERKBsEH
i,

FREEM4PL:
[{"name":"ack-node-
problem-
detector","config":"
{\"sls_project_name\"
:\"your_sls_project_n
ame\"}"'}Y],

EHTEASETIRE
.

EHIFEAH SRS
Project, TILMERESR
Project B F H&EF %,
WA LMERRZ B 6]
#EProject HF HER
i, MBEEEMOIE
AERSProjecti$S B
HEIE— N EFRAk8s-
log-{ClusterD}ty B &
PR Project,

AHERIIE, BED
LG TENASES
FERRE.

BRIAEEAPI Server,
KCM. Scheduler, CCM
AHNBEE.
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AEERE KuberneteshR APIBE. =5

BIR Bt ~E HR
cb95aa626a47740af
) , -
cluster_id String bf6a3099b650%*+ &EID,

687C5BAA-D103-

request_id String 4993-884B- BEXKID,
C35E4314A1E1
T-

task_id String 5a54309c80282e3%  {E%ID,
a00002f

BIBACKIREFEE REE R H

RG]

POST /clusters

<AHIFERL>

{
"name" : "ACKHEERR", // EBBAM #required
"region id":"cn-zhangjiakou", // HBHID, #requireds
"cluster type":"ManagedKubernetes", // EEEER #required
"cluster spec":"ack.pro.small", // FEERRERBEE, ack.pro.small: ACK ProhR&EE¥; ac

k.standard: fREEERRSERE.
"kubernetes version":"1.18.8-aliyun.1", // SEEERRAS, REPRIN2RES,
"resource group id":"rg-acfm3mkrure****",
"ypcid": "vpc-8vbh3b9a2f38urhls****n, // EBHEBMEID, #required
"vswitch ids": [ // EBEMISHRIID, #required
"vsw-8vbmoffowsztjaawjrFxrx"
1,
"pod vswitch ids":[ // TerwayMEIERINERE, HEISFEPODFITE
BIEEIARZR, EAronihb—Hl281P,
"vsw—8vbo5SfwygqiwlObbtlg****"
1,

"container cidr":"172.20.0.0/16", // EBPODMER #required, MEBIER B terwayl
HHIER TR,

"service cidr":"172.21.0.0/20", // EBfserviceMER, #required

"security group id":"sg-8vb7grbyvlbl0jOix***x", // ERAEEREH, Mis enterprise sec
urity group=if—,

"is enterprise security group":true, // BEhtlEidkR2E, Msecurity group
_idTiE—,

"node cidr mask":"25", // TRIPHE, BTIEET SMERREIERRE,

"snat_entry":true, /! REEBMBEREsNaTRN, UFBEEQMIGIE,

"endpoint public access":true, // FBRARIAIE,

"load balancer spec":slb.s2.small,
"timezone":"Asia/Shanghai", // X

"proxy mode":"ipvs", // kube-proxyfCEE{RI, BXE: iptablesHFEipvso
"enable rrsa":true,
"tags": [ // BT, MEERMERATF ack&EEE. EcsEBIFfIKuberntesTER

"key" . Htag_kll,

"value":"tag-v"
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AR RS Kuberneteshi

:|I

"cluster domain":"cluster.local",

"custom san":"cs.aliyuncs.com", // EBBESOGEHSAN,

"service account issuer":"kubernetes.default.svc", // IRSBMPShEBEKF . serviceaccount t

okenFMIELF19, Bltoken payloadPMissFE&,

"api audiences":"kubernetes.default.svc",

9, BT apiserverfRSBIMIAIEIER tokenBE R o
"encryption provider key":"8734596c-c0d6-4a63-a76e-fe72cTb0****", // Secret FEMBZBIIEH

// SEBEARMIFE, BRIN: cluster.localo

// RSB LHEERT, AIERER oken

IDo
"timeout mins":60, // SEEEOIEEEBAETIE],
"disable rollback":true, // KRMREER,
"deletion protection":true, // SEBEMIFRIRIF,
"addons": [ // AHERE
{
"name":"flannel" /) HEBMERBZTervaylt, IREBE N {("name": "terway-eni"}o
s
{
"name":"csi-plugin"
s
{
"name" :"csi-provisioner"
3o
{
"name":"logtail-ds",
"config":"{\"IngressDashboardEnabled\":\"true\"}"
}y
{
"name" : "ack-node-problem-detector",
"config":"{\"sls project name\":\"\"}"
s
{
"name":"nginx-ingress-controller", // RGBT
"config":"{\"IngressSlbNetworkType\":\"internet\"}", // HAHERE
"disabled": true // BRBIERINRE,
s
{
"name" : "arms-prometheus"
}
1,
"controlplane log ttl" : "30",
"controlplane log project" : "k8s-log-xxx",
"controlplane log components" ["apiserver", "kcm", "scheduler"]
}
e RN
XMLAE

<cluster id>cb95aa626a47740afbf6aa099b65****</cluster id>
<task 1d>687C5BAA-D103-4993-884B-C35E4314A1E1</task id>
<request id>T-5a54309c80282e39ea00002f</request id>
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JSONA& =,

{
"cluster id": "cb95aa626a47740afbf6aa099b65****",
"request id": "687C5BAA-D103-4993-884B-C35E4314A1E1",
"task id": "T-5a54309c80282e39ea00002£f"

HixH
RS E T L EEESHIRE.

9.1.3. tll&Serverless Kubernetest&f
A CreateClusterfll 2 — M Era9Serverless KubernetesSEB£5L 4l ,
it

O] LAfEOpenAPI Explorerh EiIE1Ti%#E 0, REBHESZNEMN., BTMINE, OpenAPlExplorera]
PAB 4 5 SDK BB R 41,

EXRERX
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AR RS Kuberneteshi

POST /clusters HTTP/1.1
Content-Type:application/json
{

"cluster type" : "String",
"profile": "String",
"cluster spec" : "String",
"name" : "String",
"kubernetes version" : "String",
"private zone" : Boolean,
"region id" : "String",
"endpoint public access" : Boolean,
"service discovery types" : [ "String" 1],
"zoneid" : "String",
"logging type" : "String",
"tags" : [ {
"key" : "String",
"value" : "String"
bl
"deletion protection" : Boolean,
"service cidr" : "String",
"timezone" : "String",
"addons" : [ {
"name" : "String",
"config" : "String",
"disabled" : Boolean
bl
"snat entry" : Boolean,
"vpcid" : "String",
"vswitch ids" : [ "String" ],
"security group id" : "String"
}
BRSH
5 RkBodyZ#
ZIR ESid] ERWIE A
cluster_type String = ManagedKuberne
tes
profile String = Serverless

i

5

SEEXA, TiEE

A ManagedKubernetes, E B profilefit
BN Serverless , EnEIE
Serverless& &%,

BTN, S¥cluster_typellE

A ManagedKubernetes , BIiZS#
BEEAN Serverless , FTROIE
Serverless&EEf,
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B

cluster_spec

name

kubernetes_versi
on

private_zone

region_id

endpoint_public_
access

String

String

String

Boolean

String

Boolean

7|

it

iy

wHIE

ack.pro.small

cluster-demo

1.16.9-aliyun.1

false

cn-beijing

true

e
B
i

ASKEEREXE!, HUE:

® ack.pro.small: ASK ProfR&E&%,

o ack.standard: ASKARAERREEEE,
ZHAME: ack.standard . BUETIILA
=, ATENEIZRASKIRERMREERE
ELER, BEMASK ProfREEHIEA,

EBEWR,

WEMN: HYE. NF. EXEFLE
X% (-) i, KEBE1~631MFER, B
Regl g% (-) FFk,

EBIRA, SKubernetesit R E 4 IR A(F
BF—8, BWERRMIRE, ERIEE,
ZRINE A RITIRA

B A% o] PIFEACKIZ §I & Bl R R # R A
BIEEERE, WoILUBAPIBIZE M
KuberneteshRAREEE, XFACKZIFH
Kuberneteshx A&, &S M KuberneteshiiZx

=& H/EPrivateZzone B FRS &AM, B
&:

e true : FF/ZPrivateZoneA TR
AWM.

e false : AFF/FPrivateZoneAA TR
SEM.

BEER, BE2WServerlessEEE T =7

#rPrivateZonefI RS &M,

ERFFTEMEID,

ESHIELAMAPI Server, BUE:
®  true : ERRFBLAMAPI Server,

° false : BRASCIEAMEIAPI
Server, X BIZEFAMBIAPI Server,

%ﬁAﬁ . true
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APIBE - B H[ERRFZKuberneteshr

[

B £ 2EBE  TBE i

EHNRSKIEE, BFE ask &
PIEERSENAX.

®  CoreDNS : {EFKubernetes/R&RR
ERS KA CoreDNS, EETEER

service_discovery  Array of — I IHME AR TONSHEF . BIAEA
_types String - rivatesone #/N0.25 Core 512 MBI HIECISZH,

° PrivateZone : ERMEZ=
PrivateZonef mig it BR5S &K IBEST,
EEH S PrivateZonefR%.,

INE: RAARE.
SR FEMIGN T AXID,

D ' mEFE
&£ vpcid # vswitch ids H

zoneid String = cn-beiji**** WRT, YREE zoneld .

EHABHERS, RETXTASKERERY,
H i 3=

logging_type String 3 SLS BEEMFRE sLs .
H[EBETaginE ., BAUTER:

tags Array of = [{"key": "env", *  key @ HREEW.

tag "value": "prod"}]

*  value : WEE,
EHETHEERMIRRIP, BLETE
H B APHRMIBREERE, BUE:

deletion_protecti o  true @ EBHABREEMREF.

- Boolean & true
on o false : EBARFBEEMRER

.o
PNE: false ,
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B

service_cidr

timezone

addons

String

String

Array of
addon

O
B
&

wHIE

172.21.0.0/20

Asia/Shanghai

[{"name":"logtail-
ds","config":"
{"sls_project_nam
e":"your_sls_proj
ect_name"}"}]

e
B
i

Service M4 HEER, TTIESEHE :
10.0.0.0/16-24, 172.16-31.0.0/16-
24, 192.168.0.0/16-24

ARBESVPCREZ10.1.0.0/21RVPCREH
KubernetesEEBERNIMRES, CIEMN
MEREEEL,

ZRIAEFE172.19.0.0/20/ £ ,

SREANNX, B2ER, BELZE
B X,

KubernetesSEB¥ LR IIAMFIER, HHFH
FEHELE:

° name : WiHE, AHZIR.

e config : Oi%, BUEAEWETRE
FEE,

® disabled : TJi%, BHELERKINZ
o

LA ik, @?ﬁFlannelﬂ]Terway

AP ERE, CIRERN ZiE—

e FlannelW%&
[{"name": "flannel" ,"config":""}H,

e TerwayM£&: [{"name
er1"pll llconflg" ""}] o

FEAH: »ik, X
¥ csi M flexvolume FRAPSEAY:

terway-

® csi : [{"name":"csi-
plugin","config": ""},{"name": "csi-

provisioner","config": ""},

* flexvolume : [{"name":
"flexvolume","config": ""}] ,

BEAH: Tk,

@ @l WERAFEBESBRESH,
BTk R S T AL,

e [FRABEASLS Project: [{"name":
"logtail-ds","config":
{\"IngressDashboardEnabled\":\"tru
e\",\"sls_project_name\":\"your_sls
_project_name\"}"}] .

o BIFEFTHISLS Project: [{"name":

"logtail-ds","config":
{\"IngressDashboardEnabled\":\"tru

n.on
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APIBE - B H[ERRFZKuberneteshr

am s SENE  rHIE L

Ingress@ {4 : Tk, ACKEBIREBERIA
L ¥ Ingress#AHnginx-ingress-
controller,

o Z¥ingressHEFBAM:
[{"name":"nginx-ingress-
controller","config":"
{\"IngressSlbNetworkType\":\"intern
et\"}"}] .

o RZ¥Ingress: [{"name": "nginx-
ingress-controller","config":
"""disabled": true}] .

Bt TNE, AR, SHP0R
ExFKubernetesE4HHEME. T, FZ
Z481), KubernetesSE b X BEHT
LogstorefEO0 KA & E, X TR EKIEHN
BEZER, BEROEH ERKSsE4

I

FREEHPL: [{"name":"ack-node-
problem-detector","config":"
{\"sls_project_name\":\"

your_sls_project_name\"}"}].

BIZBASKEREN, RREVPCHEIZENAT M
XHEBESNATHIN , BUE:

°*  true : BAKEIENATRXH B
BLESNATHLN, SEEFVPCERAZAMIA

snat_entry Boolean &= true 8T,
o false ! RALBIENATMXR
SNATH#IN, EEEVPCEAREEAMIAIG
BES.
ZHANE:  false ,
EHERANEENS, IBREHENLAN
SEBRM,
vpc-
vpcid String & 2zeikoh3ahw2zz @ wm
Q5**** vpcid F vswitch ids REE
@ BY &0 & X R B8 .
. . Array of [VSW_. . o~ R,
vswitch_ids String & 2ze97jwri7cei0m RIHID, ListKEEE AT, 3].
pW****"]
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B £

security_group_id String

resource_group_i

d String

[PVRYSE297.3

HTTP/1.1 200

Content-Type:application/json

{

"cluster id" : "String",
"request id" : "String",
"task id" : "String"

0 j 2 £

0 fiZBody&#§
BIR et}
cluster_id String
request_id String
task_id String

fali
o

iy

7|

ik RBIE

e
B

EHREAREANEERNTREEERS

481D,
F is_enterprise security group
- “i—, ERBAANMABLES
bp1bduedqcig7k H.
dkkk
rg- SHFBERRAID, THUARRRLE
acfm3mkrure**** B,
~E HR
cb95aa626a47740af
bf6aa099b650**** RED.
687C5BAA-D103-
4993-884B- 1&3KID,
C35E4314A1E1
T-

5a54309c80282e39e £%1D,
a00002f

a1 ER B NEVPCH X BIBRASKARE R EEE

BHRRA

> MA4RRA: 20220704

70



APIBE- 558
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POST /clusters HTTP/1.1

<AHIFRL>

{
"cluster type":"ManagedKubernetes",
"profile":"Serverless",
"cluster spec":"ack.standard",
"name":"test-ask",
"region_ id":"cn-hangzhou",
"endpoint public access":false,
"logging type" : "SLS",
"private zone":false,
"snat entry":true,
"tags": [

{
"key":"k-aa",

"value":"v-aa"

1,
"deletion protection":false,
"addons": [

{
"name":"logtail-ds"

}l

"zoneid" :"cn-hangzhou-i"

R E =5

"cluster id": "cb95aa626a47740afbf6aa099b650****",
"RequestId": "687C5BAA-D103-4993-884B-C35E4314A1EL",
"task id": "T-5a54309c80282e39ea00002£f",

B2 EHEBVPCHABIZASK ProhR &8
BHRRA

71
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POST /clusters HTTP/1.1

<AHIFERL>

{
"cluster type":"ManagedKubernetes",
"profile":"Serverless",
"cluster spec":"ack.pro.small",
"name":"ask-cluster",
"region id":"cn-shenzhen",
"endpoint public access":true,
"logging type": "SLS",
"private zone":true,
"tags": [

{
"key":"tier",

"value":"frontend"

}l
"deletion protection":true,
"addons": [

{

"name":"logtail-ds"

1,
"ypcid” s "vpc-wz984yvbd6lck22z3 % xx 1,
"vswitch ids": [
"vsw-wz 9uwxhawmtzg7u9h****"
1,
"security group id":"sg-wz9b861l4sT7nthilk****"

AR

"cluster id": "cbS95aa626a47740afbf6aal99b650****",
"RequestId": "687C5BAA-D103-4993-884B-C35E4314A1EL",
"task id": "T-5a54309c80282e39%9ea00002f",

HiIR
iR L EEBSERG.

9.1.4. tl#Kubernetesii &It & kR £ B
8 A CreateClusterfl| & — M ETBKubernet esifl B 1E & IR EBE L4,
it

O] LAfEOpenAPI Explorerh HiEIE1Ti%#E 0, 2EXTMHESENEMN, BTMINE, OpenAPlExplorera]
PAB 5 4 B SDKAEB R4l

ERIEX
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POST /clusters HTTP/1.1

Content-Type:application/json

{

-

i

"name" : "String",
"cluster type" : "String",
"disable rollback" : Boolean,
"timeout mins" : Long,
"kubernetes version" : "String",
"runtime" : {
"name" : "String",
"version" : "String"
b
"region_ id" : "String",
"key pair" : "String",
"login password" : "String",
"num of nodes" : Long,
"profile" : "String",
"logging type" : "String",
"snat entry" : Boolean,
"vswitch ids" : [ "String" ],
"worker system disk category" : "String",
"worker system disk size" : Long,
"container cidr" : "String",
"cloud monitor flags" : Boolean,
"endpoint public access" : Boolean,
"service cidr" : "String",
"addons" : [ {
"name" : "String",
"config" : "String",
"disabled" : Boolean
bl
"tags" : [ {
"key" : "String",
"value" : "String"
bl
"vpcid" : "String",
"worker data disks" : [ {
"category" : "String",
"size" : Long,
"encrypted" : "String",
"auto snapshot policy id" : "String"
b}l
"deletion protection" : Boolean,
"node cidr mask" : "String",
"worker instance types" : [ "String" 1,
"worker instance charge type" : "String",
"security group id" : "String",
"is enterprise security group" : Boolean,

"rds instances" : [ "String" ]

X

W

#
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& KBody&#1

B xE

name String

cluster_type String

disable_rollback Boolean

timeout_mins Long

kubernetes_versio

Strin
n g

runtime Runtime

region_id String

key_pair String

il

Jalit

7|

iy

iy

iy

Jali

Jali

BIE

demo-edge-
cluster

ManagedKubernet
es

true

60

1.16.9-aliyun.1

{"name":
"docker",
"version":
"19.03.15"}

cn-beijing

demo-key

i

[

SEREEIR.

wERMN: HYF. XF. BXFFHEL
% (-) A, KEBE1~631F/, BR
RELRENIZ (-) FFsk.

SRR, I
{ ManagedKubernetes GIEUEHITEE
hREERE,

SEHRANEETEER, BUE:
®  true : HEHGIEXMEN, HTE

R,
L false

ELRIZLE.
BIME:

D HEEGIRAWE, RHT
false o

EHRBREBNEE, Uafhhef,
BUANECO

EBRA, SKubernetesit REA IR AR
B, BWEERNRA, &FEE, &
INERRIIRA

B A& o] LATEACKIR 5 & B’ fh S # AR A
BIEERE, O] LUBSAPIBIZEE M
KuberneteshR AR, X FACKZIFH
KuberneteshRA&K, E& M Kuberneteshi

B|IBITH, X
¥ containerd M docker WHMIEIT

B,
BEUTER:
| RBBITNER.
. BBREBTHER,

L4 name

o version

ERFTENELID,

BN EFR, M login password

o
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B

login_password

num_of_nodes

profile

logging_type

snat_entry

vswitch_ids

worker_system_di
sk_category

worker_system_di
sk_size

String

Long

String

String

Boolean

Array of
String

String

Long

falit

falil

Jali

iy

Jalul

fali

it

BIE

Helloworld123

Edge

SLS

true

VSW-
2ze48rkq464rsdts

'I *kkk

cloud_efficiency

100

e
B

SSHER®M, M key pair ZiE—., &
BANA8~30MNFH, BELRANEE=
B ((KNEFE. HEMNEKRFTS) .

Workerf5 =8, SEE=Z[0,100],

MEEEINR, BUARE: Edge,

EHTBEERS, RETTASKERER,
BEREXTZE SLS .

EEAMEBESNAT
o HEBVPCEHRIAMKER, ®REA
false
o HEBVPCREEHIEAMIREL:
° REAN true , FREESNAT, It
BEI LR A MRE,
o ®KEBENAN false , BRABRE
SNAT, BB REEHF B AMIRE,

MBENRAFTERTAN, BNEE
A true ,

BONE:

false o

HAID, ListiEEEA[,3].

Workerfi R ZFZHEE, BUE:
BT,
: SSD=#E,

® cloud efficiency

b4 cloud ssd
ZINME:  cloud ssd .
Workerfs RRFZ AN, BAIAGIB,
BUESEE : [40,500],

ZEHNBELAKFHEEFmax{40,
ImageSize},

ZIAE: 120
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B

container_cidr

cloud_monitor_fla
gs

endpoint_public_a
ccess

service_cidr

String

Boolean

Boolean

String

falit

iy

wBIE

172.20.0.0

true

true

172.21.0.0

H

PodM &Mt E:, REEMVPCRIBIMER,
ERRFEMCIRVPCE, EKAEMR
172.16.0.0/ 16/ ER.,

@ $EBE  HeIEFlannel &R i
EBE, LRRINE,

SEHETRERKIEE G, BUE:
L4 true : TR=BEEREHG.
® false : ARERKIREM.

2NE: false

EEFELMAPI Server, BUE:

*  true : RRFBAMAPIServer,
® false ! RRARCIELMAIAPI
Server, {XBIEFAREIAPI Server,

ZHOAE:  true .

D & mongesme, s
RENARMSHERSE; B, B
SERTEFEANBE,

Service MZ&HHEER, ABEFNVPCWEZ & Pod
MLEMEZHEE, HERRFBEIEVPC
B, BRIAEFA172.19.0.0/20ME,

KubernetesSEB¥ LR BIAMFIER,, HHH
EHELE:

e name : WIE, AHEIR.

e config : ©li&, BEAZRNERRE
EEE,

® disabled : O[iE, REZILEINR
E

MLAHE . wik, BEFlannelfTerwaym

TR, CIEERNT%—:

e FlannelM%:
[{"name":"flannel","config":""}].

e TerwayMZ: [{"name": "terway-

eniip","config": ""}] .
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B xE

Array of

dd
aadons addon

Array of

tags
9 tag

BIE

[{"name":"flannel"
,"config":""},
{"name":"logtail-
ds-
docker","config":"

! }I

{"name":"alibaba-

log-
controller","confi
gll : n
{"IngressDashboar
dEnabled":"false"

'l

[{II keyll : llenvlll
"value": "prod"}]

FHAM%: ik, X
iRcsi F flexvolume FRFPSEHY:

: [{"name":"csi-

"o n.on

plugin","config": ""},{"name": "csi-

provisioner","config": ""},

L4 csi

e flexvolume : [{"name":
nn

"flexvolume","config": ""}] .

AEAH: ik,

@ B MEAREESESH,
Yo T k1 P B B I TH AR,

e EHEASLS Project: [{"name":
"logtail-ds","config": "
{\"IngressDashboardEnabled\":\"true
\"\"sls_project_name\":\"your_sls_p
roject_name\"}"}] .

o BFEFAISLS Project: [{"name":
"logtail-ds","config": "
{\"IngressDashboardEnabled\":\"true
\"''} -

IngresséA{: Tk, ACKEBIMEERZIA
L& IngressAHnginx-ingress-
controller,

o ZEIngressHEHFEAM:
[{"name":"nginx-ingress-
controller","config":"
{\"IngressSlbNetworkType\":\"intern
et\"})"}] .

o RZEIngress: [{"name": "nginx-
ingress-controller","config":

"" "disabled": true}] .

Bt TNE, BAFE. SHP0RE
fHE3fKubernetesEH MM, T,
867, KubernetesSH it X BEH]
LogstorefEO0RKNGEE, X TFREBEREN
BZER, BN EHERKSsEHG
T

FREEHFD: [{"name":"ack-node-
problem-detector","config":"
{\"sls_project_name\":\"

your_sls_project_name\"}"}].
REETtaging
® key: IREER,
e value: #REME.

77
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B

vpcid

worker_data_disk
s

deletion_protecti
on

node_cidr_mask

worker_instance_t
ypes

worker_instance_c
harge_type

String

Array of
data_dis
k

Boolean

String

Array of
String

String

il

7|

iy

iy

Jali

wBIE

vpc-
2zeik9h3ahwv2zz9

5****

true

25

ecs.n4.large

PrePaid

ERERANEARS, SIZEHNMANE

BERME,

@
vpc id 1 vswitch ids REé

BB A= EE EIREX M AE,

WorkerTi SEUIEEER | K/NEERENA
P

Ho

EEMIBRFIP, BB IR & HAPRZH
MREERE, BVE:

o true : FHSEMRRF, BAREE
BT IR H S AP BREERE,

o false : AEREEMREFRI, Mak
Wit R4 S AP BRERE

ZiNE: false

TEIPHE, BLiEEMLBICIDRESEIP
HHE, A FFlannel ME LB ER L
o

ZINE: 26

Workerfs AL, ELBEE—E
PIAE., BLER, BSLLOMELE,

@ BB SO REEER
BRI B ARREAE, TR
1 4 SRR S HO ST AMAR 81 22 L1 ST Y
2B R T— L RESTHIR KB
S,

WorkerTs mAT#££E, EUE:
e preraid : BFHEA.
® postPaid : REfTH,

BONE: ZREMH,
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APIBE - B H[ERRFZKuberneteshr

=R
B ES:d] o wHIE ik
sg- FHEARHEEENTREERESA
D,
) . i =
security_group_id String & 231bdue0qc1g7k 10 [T
TiE—, EETRENMAZREH,
BtV REZeH,
Y security group id AZTHNE
o
@ wm ERzEzeAN, £
is_enterprise_secu R LA ORI G2uEN 2
e eeTee Boolean & true 192000, FRLLBIRRT erway R4 2 g
y-grotp BEY, RERACURSA,
° true : BIBHERAGWRZEA,
® false : AMEHARIERZSA,
HKINE: true .
. rds_insta = rm- -
- ~ ST 45| R,
rds_instances nces & 57 6V 748X TXCH* RDSSLAI & #R
FEEMEREE, mOEEEE, E:
L4 ack.pro.small : HEAWIEEEE,
Bl: ACK@Edge ProhR&EEEE,
® ack.standard : tRETREEEE, A
cluster_spec String = ack.pro.small ACK@EdgetriEiRsRas.
ZNE: ack.standard ., BUETIIAA
=, AERNEIZBEIRERER
BEZER, BHERACK@Edge ProfREET
A,
[OSOUICEOOUP  giing & h e REFRRRAD, SARRRRNRE.
_id acfm3mbkrure

PR SE297.3

HTTP/1.1 200
Content-Type:application/json
{

"cluster id" : "String",
"request id" : "String",
"task id" : "String"

[PVE= ¢
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0 fZBody&#§

B ESid] ~E iR

cb95aa626a47740af
luster_id Stri D,

CRUSEEL fng bf6aa099b650*+** &
687C5BAA-D103-

request_id String 4993-884B- B KID,
C35E4314A1E1
T-

task_id String 5a54309c80282e39%e 1£%1D,
a00002f

BIZACKI ZITE RER A
BHRRA

POST /clusters
<PHIFRL>

{

"name" : "ACKIZIEERR",

"cluster type":"ManagedKubernetes",
"disable rollback":true,

"timeout mins":60,

"kubernetes version":"1l.14.8-aliyunedge.l",
"region id":"cn-zhangjiakou",

"snat entry":true,

"cloud monitor flags":true,
"endpoint public access":true,

"deletion protection":true,

"node cidr mask":"26",

"tags": [
{
"key":"tag-k",
"value":"tag-v"
}
1,
"addons": [
{
"name":"logtail-ds-docker"
3o
{
"name" :"alibaba-log-controller",
"config":"{\"IngressDashboardEnabled\":\"false\"}"
s
{
"name":"flannel"
}y
{
"name":"alicloud-monitor-controller"
}
1,
VmrAFiTal e TRA~al /7 Th4ZEBFT0.
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"logging type" : "SLS",
"worker instance types": [

"ecs.hfc6.large"

}l

"runtime": { // BEsE{Th,
"name" : "docker", // BITEE R,
"version":"19.03.15" // BITERRER,

by
"num of nodes":1,
"worker system disk category":"cloud ssd",
"worker system disk size":40,
"worker data disks":[
{

"category":"cloud efficiency",

"size":"40",

"encrypted":"false",

"auto snapshot policy id":"",

1,

"worker instance charge type":"PostPaid",

"vpcid":"vpc-8vb435krd67tnf 42 Fx AT,

"container cidr":"172.20.0.0/16",

"service cidr":"172.21.0.0/20",

"vswitch ids": [
"vsw-8vbhdhn4611i65p32g****"

1y

"login password":"Hellol234",

"key pair": "sin-name",

"security group id":"sg-8vb7grbyvlbl0j0ix***",

"is enterprise security group":true,

"rds instances": ["rm-xx","rm-xx"]
}
EEEREIRA
ML &R

<cluster id>cb95aa626a47740afbf6aa099b650****</cluster id>
<task 1d>T-5a54309c80282e39ea00002f</task id>
<request id>687C5BAA-D103-4993-884B-C35E4314AlEl</request id>

JsoN &R

"cluster id": "cbS95aa626a47740afbf6aal99b650****",
"task id": "T-5a54309c80282e39ea00002f",
"request id": "687C5BAA-D103-4993-884B-C35E4314A1EL"

81
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A CreateClusterfll i ZE—NE B REZ £V Kubemnet es&EEE,
it

O] AfEOpenAPI Explorerp Ei%IZ1Ti2#E 0, REBHESZHNEMN, BTMINE, OpenAPIExplorera]
PAB 4 B SDKR BB R 41,

==

=]

KEZE

POST /clusters HTTP/1.1

Content-Type:application/json

{

"addons" : [ {

"name" : "String",

"config" : "String",

"disabled" : Boolean
b1
"cloud monitor flags" : Boolean,
"cluster type" : "String",
"container cidr" : "String",
"cpu policy" : "String",
"deletion protection" : Boolean,
"disable rollback" : Boolean,
"endpoint public access" : Boolean,
"is enterprise security group" : Boolean,
"key pair" : "String",
"kubernetes version" : "String",
"login password" : "String",
"master auto renew" : Boolean,
"master auto renew period" : Long,
"master count" : Long,
"master vswitch ids" : [ "String" 1],
"master instance types" : [ "String" 1],
"master system disk category" : "String",
"master system disk size" : Long,

"master system disk snapshot policy id"

"master instance charge type" : "String",
"master period unit" : "String",
"master period" : Long,
"name" : "String",
"node cidr mask" : "String",
"node port range" : "String",
"num of nodes" : Long,
"pod vswitch ids" : [ "String" 1,
"proxy mode" : "String",
"region id" : "String",
"runtime" : {

"name" : "String",

"version" : "String"
o
"service cidr" : "String",
"securitv arouo id" : "Strina".

"String",
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"snat entry" : Boolean,
"ssh flags" : Boolean,
"tags" : [ {

"key" : "String",

"value" : "String"
b1,
"taints" : [ {

"key" : "String",

"value" : "String",

"effect" : "String"
b}l
"timeout mins" : Long,
"user data" : "String",
"vpcid" : "String",
"vswitch ids" : [ "String" 1],
"worker auto renew" : Boolean,
"worker auto renew period" : Long,
"worker data disks" : [ {

"category" : "String",

"size" : Long,

"encrypted" : "String",

"auto snapshot policy id" : "String"
bl
"worker vswitch ids" : [ "String" 1,
"worker instance types" : [ "String" ],
"worker system disk category" : "String",
"worker system disk size" : Long,
"worker instance charge type" : "String",
"worker period unit" : "String",
"worker period" : Long,

"zone id" : "String"

EREH

B RBody&#
AR i) A% ~E ik

KubernetesSE B IR EHHHETIE
o HHEHNSH:
o name ELIZ‘iio

© config : Ti%, BUEAZNER

LEERE.
© disabled : T, EEFEIER
INRE,

o MEEHEM: Wik, EA&Flannelfl
TerwayR LR, BRI — ik

o FlannelM%: [{"name":"flann

el","config":""}] .
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o _ Lo TerwayM#&:  [{"name": "te
R sem SEME  THE sk v _ N
ay-eniip","config": "\"IPVla
n\":\"false\""}] °
o TEfEMEME: Wik, ZRFCSIFD
FlexVolumei 28
°© csi #HH:  [{"name":"csi-p
lugin", "config": ""}, {"name"
: "csi-provisioner","config"
. ""}] °
o flexvolume #EfF: [{"name"
H“nanwe": : "flexvolume", "config": ""}
"terway- I o
eniip","config": o .
uu}, {unameu: E:L\J\_E.'{q:. ﬂ)ﬁa
"logtail-
ds","config": " D #m MEAFEESHS

addons

Array

{\"IngressDashbo
ardEnabled\":\"tr
ue\",\"sls_project
_name\":\"your_
sls_project_name
\"}"L
{"name":"nginx-
ingress-
controller","confi
g":"
{\"IngressSlbNet
workType\":\"int
ernet\"}"}]

B, KEEERERHE IR,

o {EHBHASLS Project:

"logtail-ds","config":

[{"name":
" { "Tn
gressDashboardEnabled":"true
","sls project name":"your s

1ls project name"}"}]

o BIEFHHISLS Project:
"logtail-ds","config":

[{"name":
n { llIn
gressDashboardEnabled":"true

" } " } ] °
Ingress: TNi&, TIAFFEREIngress
£B{¥nginx-ingress-controller:
o Z¥IngressHEFBEAMN:

me":"nginx-ingress-controlle

[{"na

r","config":" {"IngressSlbNet
workType" :"internet"}"}]

o RZiingress: ngi
nx-ingress-controller", "conf

ig": "","disabled":

[{"name":

true}] o

B g, AFE. P
B KubernetesBHFEME. i,
HEEEEY, KubernetesE 4ol X BE
BLogstorefE90 RN R EE, XFREEE

BNEZSER, BEREIEHEHKSs
B,
FESEHEFL: [{"name":"ack-no

de-problem-detector", "config":
"{\"sls project name\":\" your

_sls_project name\"}"}] ,
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[

THIE i

i
B
&

B £

ERRRLRETRRENE, BUE:
o  true @ EHAREZREEMY.
true o false : EHLRERLREH,

ZNE: false o

cloud_monitor_
flags

7|

Boolean

B, tIREBMREDEEE,

Kubernetes
Kubernetes

Jali

. =3
cluster_type String Q&
B

ES
7N\ ii
PodMZHIEEE, REEFAVPCERIMSE, &
RRZEHOEVPCE, ERINER
172.16.0.0/16ME& ., Hel#EFlannelM%
HAPERN, ZFERANE,

iy

container_cidr String 172.20.0.0/16

TRCPUBHERER, HEBMATEI2.6%
PA_E B 3245 LA T RR F SR B -
L4 static : RFATRLEGELER
TRAFFAEBY PO F 1538 A9 CPUSEANEAN
none e,
® none @ FRBHAUBEHEKINCPUE
MA=E.

%ﬁ%@ . none

iy

cpu_policy String

SHETTREREMREP, HEgERE
Fl A WAPIEMIBREERE . BUE:

L4 true : SEEFTBEEMRERT.

true ® false : EBAFEERMIRR
#o

BUNE: false ,

deletion_prote
ction

iy

Boolean

ERMBRAMERER, BE:

° true : EEQIEIMEIR.
disable_rollbac
) Boolean true o false : EHNIBEAMAER,

ZRINME: false

iy

BFBAMAPI Server, BUE:
®  true : ERRFFHAMAPIServer,

endpoint_publi Boolean = true e false : RIRASBIEAMEIAPI

c_access Server, {RBIZEFAMEIAPI Server,
ZINE:  true o
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Bk RBIE i

[

B £

fali

BB ERZSAE,
% security group id AENER.
TerwayWERBER, WIIEEABIE
24,

Boolean & true o true : BHUBRCURRSA,
e false : AEMEIELIWELZS

A,

BUANE: false ,

is_enterprise_s
ecurity_group

ZHNEWR, F login password =

secrity-key s—

falit

key_pair String

EBIRA, SKubernetesit KEL ARAIR

B—H, BNERRNERAR, EFRIEE,

FINERRIIRA ., BRTE T LATEACKIR
1.16.9-aliyun.1 AtIERMRMARANER, KolblEd

APIRIEZ EfbKuberneteshR AR, % F

ACKX B Kuberneteshi A&, 55

T KuberneteshR A &L ,

kubernetes_ver
sion

iy

String

SSHERZWE, M key pair ZTiE—,
Hello@1234 BHEANAS~30NMFR, BELRANESE
=R (KINEFE., HFENEERFS) .

login_passwor
d

Jalul

String

Masterfi RR BB BEI4L%E,
E| master instance charge type
BUEAN Prepaid WAL, tisE
A

master_auto_re Bool =

new oolean A true o  true : EWMEH.
® false : ABmEH,

2NE: true o

Masterti R BEEZHREAH, HEFEFE
BABEBNAER, BABIEE.

BUEBRE: 1,2, 3,6,12},
BNE: 1,

master_auto_re
new_period

iy

Long

Masterfs m#E, BEUE3ES,
ZRINE: 3.

iy}
w

master_count Long
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B

master_instanc
e_charge_type

master_instanc
e_types

master_period

master_period_
unit

master_system
_disk_category

master_system
_disk_size

master_vswitch
_ids

name

String

Array of
String

Long

String

String

Long

Array of
String

String

Ho
n
&

7|

iy

iy

7|

iy

iy

7|

Jali

THIE

PrePaid

["ecs.nd.xlarge"]

Month

cloud_ssd

120

["vsw-
2ze3dsOmdipOhd
ZBi****"]

cluster-demo

e
B
it

Masterfs R 2838, EVE:
e preraid : BEGA,
® postPaid : KENH,
ZUAA PostPaid IREfTE,

Master® SR, 15 B SCHIMAS 2L
EFEM master count RIF—H,
# master instance types HHITT

E——XRL

Masterff R EF 8 ANEK,

% master instance charge type
BB Prepaid WAEBAWNIE
(=

BUEEE: (1,2, 3, 6,12, 24, 36, 48,
60},

BOAE: 1,

MasterT5s T EHE, H{TERER
A pPrepaid WEERZEIEEEH.

BU&E: Month

MasterB R RAH/ER, BUE:
BT,
: SSD=#,

L cloud efficiency
° cloud ssd

BONE:

cloud ssd ,

Masterfi REREEE, RETEHE
[40,500], Bfi: GiB,

ZRIAE: 120,

MasterTs S EPIIEHLID,

EBBR,

WEMN: BHF. RF. EXFHHE
e (-) A, KEBEI~631MFH, B
REELRERIZ (-) FFsk.
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*kkk

B RSKubernet eshi APIBE- 5
B Bt} EEWIE ~E iR
,mIP%IE, WIS I8 E ML B CIDRREH EIP
- - String & 25 W
k °
ZIAE: 25,
node_port_ran . = TRERSHO. BETEEA
ge String i 30000~32767 [30000,65535].
num_of_nodes Long = 3 Workerfs =8, SEEI=Z[0,100],
PodBY EEHAR LTI
["Vsw- @, PE  TerwayM L ERENAE
. . .
pod_vswitch_id Arrfayof = 2ze97jwri7ceiom s poc Teie e B
S String s
pw]
BEEAT— T REURIEINIEEED
— MEETTHXEPod EIAKREN, HE
AEEET R vswitch BE,
kube-proxy{IB#E, &
) ) ¥ iptables # ipvs MWHER,
proxy_mode String & ipvs
ZINE: ipvs o
region_id String 2 cn-beijing SEREFTFERI D,
EHANBF/IETHN, ZIF sandboxed-
Container.runv . docker HWHIE
178F, BRIAA docker ., runtimefliE
PUTF2MER:
®  name AREBETHER,
{uname": L] version . E%ﬁ@ﬁﬂ?ﬁ&zﬁo
. ) = "Sandboxed-
runtime runtime = . "
Container.runv”, D iE  EoRRSDEEHNG
"version": "2.2.0"} 2T, Q4% Sandboxed-
Container.runv
BRBETHERA, RIAARNIKR, XFXR
SOEETHNEEEE, BEALe)
FIETRAEMIER,
s FHEEZLHANERERNEEEERS
i ) 4D, EETLAEMMAZLRZSA,
security_group String = bp1bduel0qci1g7k 2

M is enterprise security group

ZiE—,
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e
B
it

B £ 2EBE  TBE

Service &l EE, ABEFIVPCIER &
service_cidr String 2 172.21.0.0/20 PodMEMBRIMER, HiEFERFBMNEIE
VPCEY, ZRINEFA172.19.0.0/20M &,

B NMEBEESNAT:
o HEBVPCREIHBAMMKELN, REA
false o

o HEFVPCREEAID A MRER:
° REAN true , RRECESNAT,
BT A a2 MR
o ®KENAN false , BRAERE
SNAT, IBARREFEAMIRE.,

iy

snat_entry Boolean true

MBENRAFTERTAN, BNEE
A true ,

2NE: false

EEFMAMSSHER, BUE:
®  true @ FRFM.

e false : FRRAHH.
BNE:  false

true

iy

ssh_flags Boolean

7|

tags Array BN,

iy

Key String env tr&key-valueyig,

iy

value String prod tr&key-valuef{E,
TRERAER. TRINERE
(Toleration) #HERS, T AXRESR
POdBE AN EEAEGENT AL, BEESE
B, &5 Mtaint-and-toleration,

iy

tains Array

BERE., BE:

e NoSchedule: PoOdAREEIAERIRIET
TaintsBH AL,

e NoExecute: —BTaint4£%, ZHER

NoSchedule IET:T:‘@FIE‘JPOdfﬁﬁWﬁ.“ZTolerateiﬁ

B, SEEHEZRE.

e preferNoSchedule: NoSchedulefy%
MR, BEEPodiBER BN
mE,

iy

effect String

Key String = disk_type 75 mkey-valuef9§#

iy

value String sshd 5 mkey-valuett{E,
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B

timeout_mins

user_data

vpcid

vswitch_ids

worker_auto_re
new

worker_auto_re
new_period

worker_data_di
sks

auto_snapshot
_policy_id

category

encrypted

Long

String

String

Array of
String

Boolean

Long

Array

String

String

String

Ho
ny
&

7|

iy

Jali

i

iy

Jali

7|

iy

7|

THIE

60

lyEvdXNyL2)pbi9i
YXNoCmVjaG8glk
hlb GxvIEFD****

vpc-
2zeik9h3ahw2zz
95****

["vsw-
2ze48rkq464rsdt

S'l ****"]

true

sp-
bpl4jew7ss60zz*

*kk

cloud_ssd

false

e
B
it

EROEBNE, B s,
ERIANE: 60,

TREEXHIE., E2ER, BSIECSE
B 8 B X EIREIAR

EEEHFEFABIVPCEAIID,

FEMSIRSLAIID,

Workerfi R2EF/E B 5L,

% worker instance charge type
BUEA Prepaid BA4ER, TNEE
A

o true ! Eﬁ]ﬁ)ﬁio
e false : AHEGILEE,
ZINE:  true .

Workerfs R BB AH, HEREOFE
BE#EERENAEN, BRpiEE, BE
SBE: {1,2,3,6,12),

WorkerTs m#UREER . KNERENSE

AN
Ho

BRI REEID,

WorkerTs mEiE&£EE, BE:
BT,
: SSD=#E,

 BERE,

b4 cloud efficiency
L4 cloud ssd
® cloud

BIME:

cloud efficiency o

EENYERZME. RE:

°  true : XNEIEEMZE,
® false @ AXNHUEEMZE,
FiNE: false .
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B

size

worker_instanc
e_charge_type

worker_instanc
e_types

worker_period

worker_period_

unit

worker_system
_disk_category

worker_system
_disk_size

ESid] =BT
String =

String =

Array of

String

Long &

String =

String =

Long =

200

PrePaid

["ecs.ebmg5s.24x
large"]

Month

cloud_efficiency

200

e
B
it

HIRE/ RN, AFBEMNHGB, BE:
e cloud_efficiency: [20,32768]
e cloud_ssd: [20,32768]

e cloud: [5,2000]

@ g meNEBAERESG
—HAR/NF200 GIBEIEUIEERE .

WorkerTs mAT282£8, BUE:
: BFEA.
D REE,

° PrePaid
o PostPaid

BN RENE,

WorkerTs sRsLf L8,

D & mePBERATEY
BBRSELA.

Workerfi RBFEANEK,

E| worker instance charge type
BEA PrePaid WAEMERNIE
&, RETH:
{1,2,3,6,12,24,36,48,60},

BiAE: 1,

Worker® AT EH, HTEXR
A Preraid HINEEZEEIEEEL, B
{B: Month , HFIRZFEUAREH.

Workerfi RBFZHEE, BUE:
BT,
: SSD=#E,

o cloud efficiency

L cloud ssd
ZINME: cloud ssd o
Workerff RBHKE KN, BHIAGB,
EUESEE: [40,500],

ZEHNBELAKRFHESE Fmax{40,
ImageSize},

ZNE: 120
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B £

worker_vswitch Array of
_ids String

zone_id String

resource_group

tri
id String

PR SE297.3

HTTP/1.1 200
Content-Type:application/json
{

"cluster id" : "String",
"request id" : "String",
"task id" : "String"

U] iz 2 %

0 M7 Body S5
B ESid]
cluster_id String
request_id String
task_id String

i
B
%

7|

iy

7|

THIE

["vsw-
2ze3dsOmdipOhd
ZBi****ll]

e
B

ERTRERNEURBNIIR, — T
RX N —ME,

cn-beijing-b SRR B Mg Ay T XD,
rg- SHERBRAD, IUARREBRNIE
acfm3mkrure**** =,
~E R
cb95aa626a47740afbfé &,
aa099b650****
687C5BAA-D103-4993- ERID,

884B-C35E4314ATE1

T-

5a54309c80282e39ea00 £%1D,

002f

B EAFlannelMEHHIZACKEBIREEDHEERH

IERGR
POST /clusters
NHIFRK
{
"cluster type": "Kubernetes",
"name": "webService",
"region id": "cn-hangzhou",

"disable rollback": true,

"timeout mins": 60,

"kubernetes version": "1.18.8-aliyun.1",

"snat entry": true,

"endpoint public access": false,

"cloud monitor flags": true,
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"deJ_etlon_protectlon" : talse,

"node cidr mask": "26",
"proxy mode": "ipvs",
"timezone": "Asia/Shanghai",
"tags": [1,
"addons": [{
"name": "flannel"
b A
"name": "arms-prometheus"
b A
"name": "csi-plugin"
b A
"name": "csi-provisioner"
b A
"name": "logtail-ds",
"config": "{\"IngressDashboardEnabled\":\"true\"}"
b A
"name": "ack-node-problem-detector",
"config": "{\"sls project name\":\"\"}"
b A
"name": "nginx-ingress-controller",
"config": "{\"IngressSlbNetworkType\":\"internet\"

o

"node port range": "30000-32767",
"login password": "Hellol234!",
"cpu policy": "none",

"master count": 3,

"master vswitch ids": ["vsw-bplhl204i9z7sbmy*****",

h1204i9z7sbmy*****"],

}ll

"vsw-bplhl204i9z7sbmy*****", "vsw-bpl

"master instance types": ["ecs.c6e.large", "ecs.c6e.large", "ecs.c6e.large"],

"master system disk category": "cloud essd",

"master system disk size": 120,

"runtime": {
"name": "Sandboxed-Container.runv",
"version": "2.1.0"
b
"worker instance types": ["ecs.ebmc5s.24xlarge"],

"num of nodes": 1,
"worker system disk category": "cloud essd",

"worker system disk size": 120,

"worker data disks": [{
"category": "cloud efficiency",
"size": "200",

"encrypted": "false",

"auto snapshot policy id": ""
I
"vpcid": "vpc-bplgxh70jnkll2vg*****x",
"worker vswitch ids": ["vsw-bplhl204i9z7sbmy****=*"],
"is enterprise security group": true,
"container cidr": "172.23.0.0/16",
"service cidr": "172.21.0.0/20"

93
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ML &R
<cluster id>cb95aa626a47740afbf6aa099b650****</cluster id>

<task 1d>T-5a54309c80282e39ea00002f</task id>
<request id>687C5BAA-D103-4993-884B-C35E4314A1El</request id>

JsoN &=

"cluster id": "cbS95aa626a47740afbf6aal9%b650****",
"task id": "T-5a54309c80282e39ea00002f",
"request id": "687C5BAA-D103-4993-884B-C35E4314A1EL"

B2 ERTerwayME B A IR EERRZEDEEHTH

b

@ B WNREEAIERETerwayMEXBMER,  pod vewitch ids HNESH,

\

RG]
POST /clusters HTTP/1.1
AHFRK
{
"cluster type": "Kubernetes",
"name": "webService",
"region_ id": "cn-hangzhou",

"disable rollback": true,
"timeout mins": 60,
"kubernetes version": "1.18.8-aliyun.1",
"snat entry": true,
"endpoint public_access": false,
"cloud monitor flags": true,
"deletion protection": false,
"proxy mode": "ipvs",
"timezone": "Asia/Shanghai",
"tags": [],
"addons": [{
"name": "terway-eniip",
"config": "{\"IPVlan\":\"false\", \"NetworkPolicy\":\"false\"}"
br A

"name": "arms-prometheus"
b A
"name": "csi-plugin"
b A
"name": "csi-provisioner"
b A
"name": "logtail-ds",
"config": "{\"IngressDashboardEnabled\":\"true\"}"
b A
"name": "ack-node-problem-detector",
"confia": "{\"sls proiect name\":\"\"}"

> XH4kRAS: 20220704 94



APIBE- £ A2 PRSKuberneteshi
b A
"name": "nginx-ingress-controller",
"config": "{\"IngressSlbNetworkType\":\"internet\"}"

1y

"node port range": "30000-32767",

"pod vswitch ids": ["vsw-bple5819t8dl8ulcrpgkm"],
"login password": "Hellol234!",

"cpu policy": "none",

"master count": 3,

"master vswitch ids": ["vsw-bplhl204i9z7sbmy*****" "ysw-bplhl204i9z7sbmy*****" = "vsw-bpl
h1204i9z7sbmy*****"],
"master instance types": ["ecs.c6e.large", "ecs.c6e.large", "ecs.c6e.large"],
"master system disk category": "cloud essd",
"master system disk size": 120,
"runtime": {
"name": "Sandboxed-Container.runv",
"version": "2.1.0"
s
"worker instance types": ["ecs.ebmc5s.24xlarge"],
"num of nodes": 1,
"worker system disk category": "cloud essd",
"worker system disk size": 120,
"worker data disks": [{
"category": "cloud efficiency",
"size": "200",
"encrypted": "false",
"auto snapshot policy id": ""
1
"vpcid": "vpc-bplgxh70jnkll2vg27jg7",
"worker vswitch ids": ["vsw-bplhl204i9z7sbmy****=*"],
"is enterprise security group": true,
"service cidr": "172.21.0.0/20"
"cluster type'":"Kubernetes",
"name" : "webService-terway",
"region id":"cn-beijing",
"disable rollback":true,
"timeout mins":60,
"kubernetes version":"1.14.8-aliyun.1",
"snat entry":true,
"endpoint public access":true,
"ssh flags":true,"cloud monitor flags":true,
"deletion protection":false,
"proxy mode":"ipvs",
"tags":[],
"addons": [{"name":"terway-eni"}, {"name":"flexvolume"}, {"name":"alicloud-disk-controller"}

"os type":"Linux",

"platform":"CentOS",

"node port range":"30000-32767",

"pod vswitch ids":["vsw-2zete8s4gocqgOmEe****"],

"key pair":"sian-sshkey",

r","config":"{\"IngressSlbNetworkType\":\"internet\"}"}],

, {"name" :"logtail-ds", "config":"{\"IngressDashboardEnabled\":\"false\"}"}, {"name": "ack-node

-problem-detector", "config":"{\"sls project name\":\"\"}"}, {"name":"nginx-ingress-controlle

95
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"cpu policy":"none",

"master count":3,

"master vswitch ids":["vsw-2zed90g9inwtuyfzd****", K "vsw-2zed90g9inwtuyfzd****" K "vsw-2zed90

g9inwtuyfzd****"],
"master instance types":["ecs.il.4xlarge","ecs.il.4xlarge","
"master system disk category":"cloud ssd",
"master system disk size":120,
"runtime": {"name":"docker", "version":"18.09.2"},
"worker instance types":["ecs.il.4xlarge"],
"num of nodes":1,
"worker system disk category":"cloud efficiency",
"worker system disk size":120,
"vpcid":"vpc-2zecuub2b9zwi/a7lgnn2tv",
"worker vswitch ids":["vsw-2zed90g9%inwtuyfzd****"],
"is enterprise security group":true,

"service cidr":"172.21.0.0/20"

EFRERA)
XML &

<cluster_ id>cb95aa626a47740afbf6aa099b650****</cluster id>
<task 1d>T-5a54309c80282e39ea00002f</task id>
<request id>687C5BAA-D103-4993-884B-C35E4314A1El</request id>

JsoN &

"cluster id": "cb95aa626a47740afbf6aa099b650****",
"task id": "T-5a54309c80282e3%ea00002f",
"request id": "687C5BAA-D103-4993-884B-C35E4314A1E1"

HiR
ST L EEBSHIRG.

9.1.6. Bl EFRERZTEPEKubernetes&EEf

& A CreateClusterfll 2 —MRERE IR T 2B Kubernet esEEE,
IR

ecs.il.4xlarge"],

O] AfEOpenAPI Explorerh Ei%Ia1Ti%#E 0, REBHESZNEMN., BTMIE, OpenAPIExplorera]

LA B 4 B SDKAL TR il
ERIEE

POST /clusters HTTP/1.1

Content-Type:application/json
{

"addons" : [ {
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"name" : "String",

"config" : "String",

"disabled" : Boolean
bl
"cloud monitor flags" : Boolean,
"cluster type" : "String",
"container cidr" : "String",
"cpu policy" : "String",
"deletion protection" : Boolean,
"disable rollback" : Boolean,
"endpoint public access" : Boolean,
"is enterprise security group" : Boolean,
"key pair" : "String",
"kubernetes version" : "String",
"login password" : "String",
"name" : "String",
"node cidr mask" : "String",
"node port range" : "String",
"num of nodes" : Long,
"pod vswitch ids" : [ "String" ],
"proxy mode" : "String",
"region id" : "String",
"runtime" : {

"name" : "String",

"version" : "String"
by
"service cidr" : "String",
"security group id" : "String",
"snat _entry" : Boolean,
"ssh flags" : Boolean,
"tags" : [ {

"key" : "String",

"value" : "String"
b1,
"taints" : [ {

"key" : "String",

"value" : "String",

"effect" : "String"
b}l
"timeout mins" : Long,
"user data" : "String",
"vpcid" : "String",
"vswitch ids" : [ "String" 1],
"worker auto renew" : Boolean,
"worker auto renew period" : Long,
"worker data disks" : [ {

"category" : "String",

"size" : Long,

"encrypted" : "String",

"auto snapshot policy id" : "String"
b1
"worker vswitch ids" : [ "String" 1,
"worker instance types" : [ "String" ],

"worker system disk category" : "String",

97
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"worker system disk size" :
"worker instance charge type" :

"worker period unit" :

"worker period" : Long,
"zone id" : "String"
}
A=}
BRSH
& KkBodyS#1
B Bl
addons Array

"String",

[{"name":
"terway-
eniip","config":
" {"name":
"logtail-
ds","config": "
{\"IngressDashbo
ardEnabled\":\"tr
ue\" \"sls_project
_name\":\"your_
sls_project_name
\'y,
{"name":"nginx-
ingress-

;-»

“p

5

>t

Kubernetes&E 81 R =R AHEF 3 :

B2

o name ZLlZ‘iio

°© config : Ti&, BRENZRNER
EHREE.

© disabled : mi&, 2EZILHR
NRE,

M HEM: ik, B&Flannelfl
TerwayMLEMTP ML 2R, B 2ERT

[e]

ZiE—,
FlannelM 4 : [{"name":"flann
el", "config":""}] °
TerwayM£&: [{"name": "terw
ay-eniip","config": "\"IPVla

n\n:\nfalse\""}] .

FiEEMG: wik, ZIEFCSIF
FlexVolumeRfhzE 8y |

[e]

[e]

=]

w.n

csi @M [{"name":"csi-p
lugin","config": "y {"name"
"csi-provisioner", "config"

""}] .

flexvolume H{: .
"flexvolume", "config": ""}

I o

BAM: ik,

D tm mERFEETRES
B, KT EEREREITINEE,

{EFEASLS Project:  [{"name":
"logtail-ds","config": "{"In
gressDashboardEnabled" : "true
","sls project name":"your s

1ls project name"}"}] ,
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B

cloud_monitor_
flags

cluster_type

container_cidr

co ller","confi
s BTN aﬁf?ﬂé
{\"IngressSlbNet
workType\":\"int
ernet\"}"}]
Boolean = true
String = ManagedKuberne
tes
String = 172.20.0.0/16

[{"name":

O BIEFRHISLS Project:
bizipu _ _
"logtail-ds","config": "{"In
gressDashboardEnabled":"true

"M .
e Ingress: i, BINFFBZREIngress
#B{¥nginx-ingress-controller:
o ZEingressHBEFEAM:

me":"nginx-ingress-controlle

[{"na

r","config":" {"IngressSlbNet
workType":"internet"}"}]

o RZ&ElIngress:
nx-ingress-controller", "conf
ig": "","disabled":

true}]

[{"name": "ngi

o Efchlh: Tk, BINFB. BHHL
B KubernetesBH RS, &if.
L pe )y KubernetesZE 4 thih K BE
BLogstorefE90 RN B EE, XTFREEE
BHNELSER, BSLOEHERKSS
B,

FRSBHPL:

de-problem-detector", "config":

[{"name":"ack-no

"{\"sls project name\":\" your

_sls project name\"}"}] .

ERETRRTHRERG., BE:

L4 true : EEATR=BEEREL.
L4 false : SEEREREEREH.
2NE: false

ERAE, SRRERERTEDEER

B, KRBk ManagedKubernetes

PodM £t EE, AEEFIVPCERIPZE, &
ERRGEHOIEVPCE, BHAER
172.16.0.0/16 M EE, ZHeliEFlannel M4
HBWERN, ZFZRAMBE,
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B

cpu_policy

deletion_prote
ction

disable_rollbac
k

endpoint_publi
c_access

is_enterprise_s
ecurity_group

key_pair

String

Boolean

Boolean

Boolean

Boolean

String

7|

iy

iy

iy

none

true

true

true

true

secrity-key

i

[

TRCPUBIESREE, HEBMRATEI2.6 K

PAEBS 23 AT AR B -

e static ! AFATRILEFRELER
TRASE B Pod IR 12 38 B9 CPUSEFNMEAD
I,

L4 none

MAR.
ZIAE: none .

: RNBRIANEIACPUE

EHITTEERMBRRP, HilEEE
A APRR M BRERE, BUE:

*  true @ EBRFBEEMRRF.
D ERAHBERMIRE

L4 false

.o
ZINME: false

ERHGBAMEBEMR, BE:
o true @ EEEIBEMEIR.
* false @ EEBEIREXKA@MER,

LININI= false o

EEHBEAMAPI Server, BUE:

T RRFFAMAPI Server,

e false ! FBRASCIELAMBIAPI
Server, {XBI3EFAMBIAPI Server,

2NE: true o

L true

sl fkeed, 4

security_group_id A =&, Terway

MERBER, DRIBEENCUREA,

L true : BEICIEBNERLZESH,

e false : AEMEIBRIERZS
A,

ZNE:  false

BEHNEFR, M login password
E—,
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B Eid) EEWIE ~BIE R
EBEIRA, SKubernetesit RE % pRA(R
BF—H, BWEERNBRA, BREE,
kubernetes ver NERARIRA, BRIRoTLATEACKIE S
cion - String & 1.16.9-aliyun.1 BUIERMRIRANER, RolLi@EE
APIfEE EfbKubernetes R ARERE, XF
ACKSZ#5HKuberneteshr s, 2
T Kuberneteshi AR K LS ,
loain passwor SSHERZEM, M key pair Zi&E—,
PRt String £ Hello@1234 EBANNE-301 T, AESEANES
ER (KNEFE. HFENEFHRHES) .
EHZM, DM : BHHFE, NFE. &
name String 2 cluster-demo XFRFHEENE (-) A, KETBE1~63
DNER, BERgERENE (-) FFk,
TRIPEE, BiTEE ML CIDREMEIP
. BEE, R TFFlannelMGERERE
node_cidr_mas . = N
K String = 25 Mo
ZUAE: 25,
node_port_ran , . T RRFSHOTEE. BUETER
ge String A 30000~32767 [30000,65535].
num_of_nodes Long 2 3 Workerf5 |#1, SEE=Z[0,100],
PodHI R IR HAFI 2
@ P TerwayMZEEENRAE
d_vswitch_id Array of vsw- I8E pod vswitch ids
poc- - . & 2ze97jwri7ceiom = = °
s String ek
pw
BEEAT— D REURBRIIEEED
—NER T A XEIPod B #AL, FH A
AEERT R vswitch EE,
kube-proxyf{ &R, %
] ) ¥ iptables # ipvs MWHER,
proxy_mode String = ipvs
NN ipvs
region_id String £ cn-beijing EEBEFREAYMIRID,
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B £

runtime runtime

security_group

Stri
Cid ring

service_cidr String

snat_entry Boolean

ssh_flags Boolean

tags Array
key

String

value String

fali
o

Jali

iy

falit

7|

iy

iy

iy

5

THIE

{"name":
"Sandboxed-
Container.runv",
"version": "2.2.0"}

sg-
bp1bdue0qcig7k

*kkk

172.21.0.0/20

true

true

env

prod

e
B
[

EHANBF/ETHN, ZIF sandboxed-
docker Wiz
. runtimef &

Container.runv
170, BAA  docker
PAITR2MER:

: BAREBITHER,

: BRIBITRIRA,

L4 name

L4 version

D & moRzePEERNG
=T, REE%k sSandboxed-

Container.runv ,

BRETERAE, RANRHMIR. XTX
EDEETHNEEFE, B2l
BT AMIER.

FHEARSHACEEENEEEERS
HID, EHTREDMARLRSE,
M is enterprise security group

ZiE—,

ServiceMZ& ik B, ARBEFIVPCRWER &
PodMZMER N, HEBRRFZENEIE
VPCHES, BRiA{EF172.19.0.0/20ME& .

B NMEEESNAT:
o LEBAVPCREHAMKEN, REA
false o
o HEBVPCRRERITAMIE:
o &§BA true , FRECESNAT,
i IS IEINEZS
° ®REA false , RRAERE
SNAT, LB REETI IR A MRS,

MBENNAZERRAM, BiNEE
A true ,

BUNE: false ,
BEFRAMSSHE R, BUE:
D R

D RINAFI.

false o

L true
o false

ZOAE:
EEBHIRE,
& key-valuefy g,

& key-valuet{a,
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B £ B2EBE  TBE i

[

TRERAGER. TRNERE
(Toleration) #HERS, T AXRESR

taints Arra &
v = POdEABRERSENT AL, BLE
B, &£ Mtaint-and-toleration
BERE., BUE:
e NoSchedule: PodAES#IEERIRCT
TaintsH =L,
e NoExecute: —BTaint4%, ZH AR
effect String & NoSchedule EEIE{THIPOdiE B X RiTolerateid
B, SEERFEZRE.
e preferNoSchedule: NoSchedulefy%
WA, EBeEPodEERE AN
=k,
key String B disk_type 35 mkey-valuedy#,
value String & sshd 35 mkey-valuefJ{&.,
EHOEBIIIE, B s
timeout_mins L & 60
imeout_mt ong = BIAE: 60,
lyEvdXNyL2)pbioi e NN .
. . VEvAXNyLojp BAEENMIE, ESER, BENECST
user_data String = YXNoCmVjaG8glk Bl MR
hlb GXVIEFD**** SES IR
vpc-
vpcid String = 2zeik9h3ahw2zz SEBHERHBIVPCEHIID,
95****
. . Array of vewe s
vswitch_ids ) = 2ze48rkq464rsdt BN HRSLHIID,
String -
Workerfs R 2 & /B BhLLe,
H worker instance charge type
BUEAN PrerPaid WA, ©likE
A
worker_auto_re .
new Boolean 5 true o true : B,

° false : AB#I4EE,
2NE: true o

Workerti RBEHZEEY, HEFEFE
Long B 1 R BB A LN, BAREE. BE
SBE: {1,2,3,6,12),

worker_auto_re
new_period

worker_data_di Workerty SEUBEER . A/NEERENSA
sks Array &

Jali
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B

auto_snapshot
_policy_id

category

encrypted

size

worker_instanc
e_charge_type

worker_instanc
e_types

worker_period

worker_period_

unit

String

String

String

String

Array of
String

Long

String

Ho
n
&

7|

iy

7|

Ho

Jali

il

7|

iy

THIE

sp-
bp14jéw7ss60zz*

*kk

cloud_ssd

false

200

PrePaid

ecs.ebmg5s.24xl
arge

Month

e
B
it

BRI REEID,

Workers mEIREER, BE:
B,
: SSD=#,

BB,

® cloud efficiency
b4 cloud ssd
L4 cloud

BIME:

cloud efficiency o

EENHERZME. RE:

®  true : NHEUEEME,
® false @ AXNHUEEMZE,
ZIAE: false ,

HIREKXN, AERM NGB, BUETEHE:
e cloud_efficiency: [20,32768]

® cloud_ssd: [20,32768]

e cloud: [5,2000]

@ el ZLPBEBAERELSE
—HA/NF200 GBHIEIEE

WorkerTs mAT282£8, oiEERN:
: BEEA.
D REE,

o PrePaid
o PostPaid

BN BENE,

Workers RsEfIEE,

) & mepmEmATEg
BBESELH.

Workerfi R B F 8 A K,

% worker instance charge type
BN Preraid WAEMEHRIE
B, REER:
{1,2,3,6,12,24,36,48,60},

ENE: 1,

Wroker5 mATEREIHA, H{TERAER
A PrePaid HNEFEIEEEH. B
{B: Month , HFIRZFELUAREH.
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B £

e
B
i

Workerfi R BZFEHER, BE:

L cloud efficiency : B¥=#,
worker_system . = . -
_disk_category String & cloud_efficiency e cloud ssd : SSDE&,
FiNE: cloud ssd o
Workerff RREZE KN, BRIAGB,
EVESEHE : [40,500],
@ e EEEANEEENE
worker_system Lon = 120 B, BRAZSHNEATHES
disk si g =)
_disk_size FENEEXFEERAN, BDAFIHE
% Fmax{40, ImageSize},
BIANME: 120
worker_vswitch Array of vew= ERTRERNEURBRIIIE, —1 5
-_ 3= 2 . h Y Sie ’
ids String & 2o AP et
zone_id String = cn-beijing-b ERFEEN T AXID,
resource_group . rg- EHMBERRAID, IHUARRRNE
. String B
_id acfm3mkrure**** =,
) R 435 5%
HTTP/1.1 200
Content-Type:application/json
{
"cluster id" : "String",
"request id" : "String",
"task id" : "String"
}
IDJVES 5
08 fZBodyZ#§
Bm E3it) ~E R
ch95aa626a47740afbf6
luster i tri D,
cluster_id String 2a099b650**** wE
. . 687C5BAA-D103-4993- -
request_id String 884B-C35E4314ATET HRID.
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B

task_id

Eid] ~E R
T_

String 5a54309c80282e39ea00 {£%51D,
002f

B EAFlannel M H G I ZACKIRETTERZ 2D HEEE

RG]
POST /clusters
NHIFRK
{
"name": "webService",
"cluster type": "ManagedKubernetes",

"disable rollback": true,

"timeout mins": 60,
"kubernetes version": "1.18.8-aliyun.1",
"region id": "cn-hangzhou",

"snat_entry": true,

"cloud monitor flags": true,

"endpoint public access": false,

"deletion protection": false,

"node cidr mask": "26",
"proxy mode": "ipvs",
"tags": [],
"timezone": "Asia/Shanghai",
"addons": [{
"name": "flannel"
boo A
"name": "sandboxed-container-controller"

oo A

"name": "csi-plugin"
b A
"name": "csi-provisioner"
b A
"name": "logtail-ds",
"config": "{\"IngressDashboardEnabled\":\"true\"}"
b A
"name": "ack-node-problem-detector",
"config": "{\"sls project name\":\"\"}"
b A
"name": "nginx-ingress-controller",
"config": "{\"IngressSlbNetworkType\":\"internet\"}"
b A
"name": "arms-prometheus"
11y
"runtime": {
"name": "Sandboxed-Container.runv",
"version": "2.1.0"
3o
"worker instance types": ["ecs.ebmc5s.24xlarge"],

"num of nodes": 3,

"worker system disk category": "cloud essd",
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"worker system disk size": 120,

"worker data disks": [{
"category": "cloud efficiency",
"size": "200",

"encrypted": "false",

"auto snapshot policy id": ""
b
"worker instance charge type": "PostPaid",

"vpcid": "vpc-bplgxh70jnkll2vg27jg7",

"container cidr": "172.23.0.0/16",
"service cidr": "172.21.0.0/20",
"vswitch ids": ["vsw-bplhl204i9z7sbmy*****"],

"login password": "Hellol234!",
"logging type": "SLS",
"cpu _policy": "none",

"is enterprise security group": true

1IEERERHA
xML &I

<cluster id>cb95aa626a47740afbf6aa099b650****</cluster id>
<task id>T-5a54309c80282e39ea00002f</task_id>
<request id>687C5BAA-D103-4993-884B-C35E4314A1El</request id>

JsoN &

"cluster id": "cbS95aa626a47740afbf6aal9%b650****",
"task id": "T-5a54309c80282e39ea00002f",
"request id": "687C5BAA-D103-4993-884B-C35E4314A1E1"

P2 ERTerwayMZE G4 I BACKIRERERZ VA ERH

@ B MREEAEETerwayMEXBMER,  pod vewitch ids HNESH,

R

POST /clusters HTTP/1.1
AHFRK
{
"name": "webService",
"cluster type": "ManagedKubernetes",
"disable rollback": true,
"timeout mins": 60,
"kubernetes version": "1.18.8-aliyun.1",
"region id": "cn-hangzhou",
"snat entry": true,
"cloud monitor flags": true,

"endpoint public access": false,
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"deletion protection": false,

"proxy mode": "ipvs",
"tags": [],
"timezone": "Asia/Shanghai",
"addons": [{
"name": "terway-eniip",
"config": "{\"IPVlan\":\"false\", \"NetworkPolicy\":\"false\"}"
b A
"name": "sandboxed-container-controller"
b A
"name": "csi-plugin"
b A
"name": "csi-provisioner"
b A
"name": "logtail-ds",
"config": "{\"IngressDashboardEnabled\":\"true\"}"
b A
"name": "ack-node-problem-detector",
"config": "{\"sls project name\":\"\"}"
b A
"name": "nginx-ingress-controller",
"config": "{\"IngressSlbNetworkType\":\"internet\"}"
b A
"name": "arms-prometheus"
I
"pod vswitch ids": ["vsw-bple5819t8dl8ulcrpgkm"],
"runtime": {
"name": "Sandboxed-Container.runv",
"version": "2.1.0"
s
"worker instance types": ["ecs.ebmc5s.24xlarge"],

"num of nodes": 3,
"worker system disk category": "cloud essd",

"worker system disk size": 120,

"worker data disks": [{
"category": "cloud efficiency",
"size"™: "200",

"encrypted": "false",

"auto snapshot policy id": ""
11
"worker instance charge type": "PostPaid",
"vpcid": "vpc-bplgxh70jnkl12vg273jg7",
"service cidr": "172.21.0.0/20",

"vswitch ids": ["vsw-bplhl204i9z7sbmy*****"],

"login password": "Hellol234!",
"logging type": "SLS",
"cpu policy": "none",

"is enterprise security group": true

EFRE R4
XML &
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<cluster id>cb95aa626a47740afbf6aa099b650****</cluster id>
<task 1d>T-5a54309c80282e39ea00002f</task id>
<request id>687C5BAA-D103-4993-884B-C35E4314A1El</request id>

Json &=

"cluster id": "cb95aa626a47740afbf6aal9%b650****",
"task id": "T-5a54309c80282e39ea00002f",
"request id": "687C5BAA-D103-4993-884B-C35E4314A1E1"

HIRT
S L EE ES B,

9.2. BB &%
& A DescribeClustersV1EEREACKP EIZ N AN ERER,
i

RO LATEOpenAPI Explorerf BEi%iz{Ti%E O, @EFBIHESZWAEM, BT INE, OpenAPlExplorera]
PAB E 4 AL SDKAAES R 41,

BKIEX

GET /api/vl/clusters?name=String&cluster type=String&page size=Longé&page number=Long HTTP/1
.1

Content-Type:application/json

BERSH
&RQuery2 £
SHEWR xE BB WE Bl LEA
ERBEIR,
name String = cluster-demo WERAN: BT, RF, RXFHR

B (-) A, KETBE1~631F
75, BRgERENZ (-) FFk.
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AE RS KuberneteshR APIZE- 5

SHEWR e BEBIE il W83

EREEA, BE:
° Kubernetes : EEREEE,

®  ManagedKubernetes : GIFE
ERRERE. Serverless&ERE, NEE
B,
cluster_type String & Kubernetes ® ask : Serverless&®f,

®  ExternalKubernetes : jEfft

&5,

Ho&EifServerlessEEBF IV ERF L RIS
HEEE, BURTFEIZEServerless&ERE
HigEHE.

o

page_size Long 10 BRERMERE.

iy

3 HBITA,

=]

page_number Long

ERTR, HEBATS
# ManagedKubernetes 0, &i¥
ERMRAROEREE, BE:
® Default : IEEIREE,
profile String S Default e sServerless : Serverless&
B,
L4 Edge D INREEE,

HNERN=E, RETUAZ, AT
B ZF BT,

EBAE, HERERE

# ManagedKubernetes 0, &i¥

EHNBXOEENER, BIE:

L4 ack.pro.small : EWIEEE
Bf, BDACK ProkR&Eas,

®  ack.standard : FRERESE
B,

HNERNZE, RETUAZR, AT
FBYZFRHBITIIE.

iy

cluster_spec String ack.pro.small

ERE, BYEEZFR, TMER
HiZ i TR ERRSIR,

region_id String &= cn-hangzhou

DPVRYSE297.3
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HTTP/1.1 200 OK

Content-Type:application/json

{

"clusters" : [ {

}

"cluster id" : "String",
"cluster type" : "String",
"created" : "String",

"init version" : "String",

"current version" : "String",

"next version" : "String",

"deletion protection" : Boolean,

"docker version" : "String",

"external loadbalancer id"
"master url" : "String",
"meta data" : "String",
"name" : "String",
"network mode" : "String",
"private zone" : Boolean,
"profile" : "String",

"region id" : "String",

"String",

"resource group id" : "String",

"security group id" : "String",

"size" : Long,
"state" : "String",
"subnet cidr" : "String",
"tags" : [ {
"key" : "String",
"value" : "String"
b1
"updated" : "String",
"vpc_id" : "String",

"vswitch id" : "String",

"worker ram role name" : "String",

"zone id" : "String",
"cluster spec" : "String",
"maintenance window" : {

"enable" : Boolean,

"maintenance time" : "String",

"duration" : "String",

"weekly period" : "String"

}
1 4

"page info" : {

"page number" : Integer,
"page size" : Integer,

"total count" : Integer

0 j 2 £

0 i Body & 4§
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SHEWR

clusters

cluster_id

cluster_type

created

init_version

current_version

next_version

deletion_prote
ction

docker_version

external_loadb
alancer _id

String

String

String

String

String

Boolean

String

String

Bl

c3fb96524f9274b44
95df0of12a6b5****

Kubernetes

2020-08-
20T 10:51:29+08:00

1.16.9-aliyun.1

1.16.9-aliyun.1

1.18.8-aliyun.1

true

19.03.5

lb-
2vcrbmlevoékjpgch*

*k%k

HEA

SRERIIE,

E£BID,

SEXR, BE:

®  Kubernetes : LEHEIREE.

®  ManagedKubernetes : JEERREEEE,
e Ask : Serverless&EE¥,

®  ExternalKubernetes : ;FEAF&EEE,

RO,

EBERA, SKubernetestt XE & IRARIF—
B, BNEBRRNIRA, EREE, BAMERAR
AR

BRTACKIZHI & IR A & Kubernetes fR AR HY
B, MO LUBIEAPIBIZE E i KuberneteshR A
8, AKX HKubernetesfiA, &2

M Kubernetes iR A &K L 1E ,

SEREHARA,

SR ARIRA.,

EEMBRE, @SR A WAPIZRMI kREE
B, BE:

°  true : SRASEEMRREIF, BREEIRE
HI B AP BREEE

e false : AZHEEMRER, WaaEd
IS AP IR EEEE

&EB¥DockerfR A,

& B hingress SLBSLA
ZRIASTHIAAS : MEERIERY (slb.sT.small) &
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APIBE - B H[ERRFZKuberneteshr

SHEWR Bl ] WEA

{\"api_server_endpoi

MNEANUATINrANEt_ g pu by Serveriimititt, 614 MM

master_url String api_server_endpoint A
\"\"https://192.16 = CAPIEEIL
8.0.251:6443\"}
) {\"Addons\": R
EE.
meta_data String [\"configh\"*+*} SR TTHURS
EBEER,
name String cluster-demo WEMN: HEF. XRF. EXFRHAENE
(-) Ep, KEBE1~63MFER, BARsEE
X% (-) Fk.
EREMAEN, BE:
® classic : REALE,
network_mode String vpc e vpc : BEAMLE,
® overlay : SN,
® calico : Calicof#,

£ E{Private Zoneft &, BUE:

private_zone Boolean false e true : J2HPrivate Zone,

e false : REHPrivate Zone,

BRI, BUE:

profile String Default o  mdge : BFIEEIREEL,
o Default : IFBHITEIREEE,
region_id String cn-beijing EEBEPTTEMIRID,
FESOUICE_OMOUP string 9" . EBEEAD,
_id acf myvw3wjm****
securit rou °9
. y-_grotp_ String 2vcgwsrwgtsmpOyi*  EEERLAID,
*k%k

size Lon 5 ERYATRHE, E8MasterBTRUK

9 Worker?s &,
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SHAMR et}

state String
subnet_cidr String

tags Array of tag
updated String
vpc_id String
vswitch_id String

worker_ram_rol

Strin
e _name 9

zone_id String

il

running

172.21.0.0/16

2020-09-
16T11:09:55+08:00

vpc-
2vcg932hsxsxugbgl*

*k%k

VSW-
2vc41xuumx5z2rdm
a**** VSW_

2vc41xuumx5z2rdm

Fkkk
a

KubernetesworkerR
ole-ec87d15b-edca-
4302-933f-
c8al6bfo****

cn-beijing-b

HiEA

EBZTRE, BUE:

e initial : EBSIEP,

e failed : EHBAIEXNK.

® running : EBETH,

® updating : EBFEKG,

o updating failed : SEBFREM,
® scaling : SEEMESHED.

e stopped : EEEZEFIET.

®  deleting : SEEMRD,

® deleted : EHELZWMR.

® delete failed : EEMIRKM.

PodM it B, AR BERNRENE, B
TREREFM:

® 10.0.0.0/8
® 172.16-31.0.0/12-16
® 192.168.0.0/16

REESVPCRVPCH E B KubernetesE&E & A Y
MEREE, SIERINEREEEK.

X TFEBMEML, BES R VPCTFKuberneteshy
W25 ik ER ALK

EBRRIRINE,

BT,

ERTAMEKD, SIBREHITMNE,

RPABAID, BIEERER OB 1~3 D EMR
B, ARIEERSUH, BERARTAK
B ASRIRAL

Worker RAMB & ZFR, BINECSSLHINEERE
wokerti s,

S FRETRAKXID,
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SHEWR

cluster_spec

maintenance_w
indow

page_info

page_number

page_size

total_count

String

maintenance_w
indow

Object

Integer

Integer

Integer

ERRBERIIERRY

BHRRA

GET /api/vl/clusters HTTP/1.1

Host:cs.aliyuncs.com

Content-Type:application/json

1EER[E R A)
xML &I

Bl

ack.standard

20

50

HEA

EEREHEE, MOREEE:
L ack.pro.small : EWITELEEE,
®  ack.standard : IREFEEEEE,

ERMPED, ZWEREZTWRERPER.

BRI,

HERBH,
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AfgRESKubernetesii AP|B#E- 25

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeClustersV1Response>
<clusters>
<cluster id>c3fb96524£9274b4495df0f12a6b5****</cluster id>
<cluster type>Kubernetes</cluster type>
<created>2020-08-20T10:51:29+08:00</created>
<init version>1.16.9-aliyun.1</init version>
<current version>1.16.9-aliyun.l</current version>
<next version>1.18.8-aliyun.l</next version>
<deletion protection>true</deletion protection>
<docker version>19.03.5</docker version>
<external loadbalancer id>lb-2vcrbmlevo6kjpgch****</external loadbalancer id>
<master url>{\"api server endpoint\":\"\",\"intranet api server endpoint\":\"https:
//192.168.0.251:6443\"}</master url>
<meta data>{\"Addons\":[{\"config\":***}</meta data>
<name>cluster-demo</name>
<network mode>vpc</network mode>
<private zone>false</private zone>
<profile>Default</profile>
<region id>cn-beijing</region id>
<resource group id>rg-acfmyvw3wjm****</resource group id>
<security group id>sg-2vcgwsrwgtSmpOyi****</security group id>
<size>5</size>
<state>running</state>
<subnet cidr>172.21.0.0/16</subnet cidr>
<tags>
<key>env</key>
<value>prod</value>
</tags>
<updated>2020-09-16T11:09:55+08:00</updated>
<vpc_id>vpc-2vcg932hsxsxugbgl****</vpc id>
<vswitch_id>vsw—2vc4lxuumx522rdma****,vsw—2vc4lxuumx522rdma****</vswitch_id>
<worker ram role name>KubernetesWorkerRole-ec87dl5b-edca-4302-933f-c8albbf0****</wo
rker ram role name>
<zone id>cn-beijing-b</zone id>
<maintenance window>
<enable>false</enable>
<maintenance time>03:00:00Z</maintenance_ time>
<duration>3h</duration>
<weekly period>Monday, Thursday</weekly period>
</maintenance window>
</clusters>
<page info>
<page number>3</page number>
<page size>20</page size>
<total count>50</total count>
</page_info>

</DescribeClustersV1Response>

Json 1&T
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HTTP/1.1 200 OK
Content-Type:application/json
{
"clusters" : [ {
"cluster id" : "c3fb96524£9274b4495df0f12a6b5****",
"cluster type" : "ManagedKubernetes",
"created" : "2020-08-20T10:51:29+08:00",
"init version" : "1.16.9-aliyun.l",
"current version" : "1.16.9-aliyun.1",
"next version" : "1.18.8-aliyun.1",
"deletion protection" : true,
"docker version" : "19.03.5",
"external loadbalancer id" : "lb-2vcrbmlevo6kjpgch**x*'",
"master _url" : "{\\\"api_server_ endpoint\\\":\\\"\\\",\\\"intranet api_server endpoint\
\N\":\\\"https://192.168.0.251:6443\\\"}",
"meta data" : "{\\\"Addons\\\":[{\\\"config\\\":***}",
"name" : "cluster-demo",
"network mode" : "vpc",
"private zone" : false,
"profile" : "Default",
"region id" : "cn-beijing",
"resource group id" : "rg-acfmyvw3wjm****",
"security group id" : "sg-2vcgwsrwgtSmpOyixxx*'",
"size" : 5,
"state" : "running",
"subnet cidr" : "172.21.0.0/16",
"tags" : [ {
"key" : "env",
"value" : "prod"
}ly
"updated" : "2020-09-16T11:09:55+08:00",
"vpc id" : "vpc-2vcg932hsxsxugbgl*xxx!,
"vswitch id" : "vsw-2vcdlxuumx5z2rdma****, vsw-2vc4lxuumx5z2rdma*xx ",
"worker ram role name" : "KubernetesWorkerRole-ec87dl5b-edca-4302-933f-c8al6bfOx**x",
"zone id" : "cn-beijing-b",
"cluster spec" : "ack.standard",
"maintenance window" : {
"enable" : false,
"maintenance time" : "03:00:00z2",
"duration" : "3h",
"weekly period" : "Monday,Thursday"
}
}o1,
"page_info" : {
"page number" : 3,
"page size" : 20,
"total count" : 50

HixE
IS L EE B S HIEE.
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APIBE- 5

0.3. BHERER

& A DescribeClusterDetail, RIEERIDEEERIEMAEE.

1R
RO] ATEOpenAPI Explorerd BEiz/TiZED, &%
PAE 504 A SDKA RS =451,

ERIEX

GET /clusters/ClusterId HTTP/1.1
Content-Type:application/json

3 o 3

BREH

BEKPath&#
SHEWR B3] EBWIE
Clusterld String =

PVRY S E297.3

IR

B ESZ0EM, ETAINE, OpenAPIExplorerd]

fl

cddelf21ae22e
483ebcb068a6e
b7f****

WA

EEBEID,
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HTTP/1.1 200
Content-Type:application/json
{

"cluster id" : "String",
"cluster type" : "String",
"created" : "String",
"init version" : "String",
"current version" : "String",
"next version" : "String",
"deletion protection" : Boolean,
"docker version" : "String",
"external loadbalancer id" : "String",
"meta data" : "String",
"name" : "String",
"network mode" : "String",
"region id" : "String",
"resource group_ id" : "String",
"security group id" : "String",
"size" : Long,
"state" : "String",
"tags" : [ {
"key" : "String",
"value" : "String"
bl
"updated" : "String",
"vpc_id" : "String",
"vswitch id" : "String",
"subnet cidr" : "String",
"zone id" : "String",
"master url" : "String",
"private zone" : Boolean,
"profile" : "String",
"cluster spec" : "String",
"worker ram role name" : "String",
"maintenance window" : {
"enable" : Boolean,
"maintenance time" : "String",
"duration" : "String",
"weekly period" : "String"

U] i 2 450

0 N7 Body & #
SHEWR E3id) <l iEA
. . 82e6987€29614511
cluster_id String 82edacd74faf EEEID,
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SHEWR

cluster_type

created

init_version

current_version

next_version

deletion_prote
ction

docker_version

external_loadb
alancer_id

meta_data

name

String

String

String

String

String

Boolean

String

String

String

String

Bl

Kubernetes

2019-11-
25T15:50:20+08:00

1.16.6-aliyun.1

1.16.6-aliyun.1

1.18.8-aliyun.1

true

19.03.5

lb-
2ze3buguz3gx9920

*hkK
Z

\"AddOnS\" <k

cluster-demo

HEA

SRR, BE:

®  Kubernetes : LEIRERH.

®  ManagedKubernetes : IEERREERE,
e Aask : ServerlessfEf,

° ExternalKubernetes : jEMF&EEE,

ERFOIZNE,

EBRRILIRA.

EBUETIRAN, ACKSZIFiKuberneteshi A, &
2 IKuberneteshR AR & FHE 1A,

ERARMRA.,

ERMBREIP, L@ & AP M ke
B, BUE:

°  true : BREEBEMBREFP, BREETE
HI B AP BREERE

* false : ANBHEEEMBREF, NEET
B S SAPIIBREEERE ,

&2 hfDockerhi A,

& 2&%Ingress SLBLAIID,

ERTHRER.
EBAR,

WEMN: BHF. RF, EXEHHELNE
(-) Em, KEEE1~631MFER, BREELE
e (-) Fk.
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APIBE- 5 AEERE KuberneteshR
SHEWR B3] w5l itz
SERMEEL, BE:
® classic @ RBEARLE,
° vpc EEME,
network_mode Strin vpc
- 9 P e overlay : ENMMNZ,
® calico : CalicoM%g,
HNE: vpC o
region_id String cn-beijing EEBEFREMIRID,
r?source_group String rg- . R A D,
_id acf myvw3wjm****
isc;ecurlty_group_ String 5Q-25yq**** EHRLAID,
size Long 5 ERTRH, B8 Masterty RRWorkerfi R,
EBBITRE, BUE:
e initial : EBBIED,
o failed : EBOIELM,
° running : EEBHE{TH,
o updating : EEALRD,
® updating failed : EBFARKEM,
state String running ® scaling : EEM4gEdH,
® ywaiting @ FREBARSE.
° disconnected : BIFFIRES,
L4 stopped : EHBZEFEIIET,
° deleting : EEEEMIRT,
® deleted : EHELBMIR.
® delete failed : EEEMIIREM,
tags Array of tag EHBFRE,
2020-01-
. 3 E‘ N .
updated String 13723-01:03+08: 00 SR E YA
vpc-
vpc_id String 2zecuu62b9zw7a7q ERTEMED, tIEREMNINESE,
n****
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SHER £t} ~l ieR
VSW-
2zete8s4qocqgOmf RZIRHID, BIRERNINERT~3MEMUR
vswitch_id String 6**** ysw- i, AMREEESTH, BREEARTAK
2zete8s4qocqgOmf B RIS IR
6****
PodMZiiit e, HARBERNFAEME, B
TREBREFM:
e 10.0.0.0/8
® 172.16-31.0.0/12-16
subnet_cidr String 172.20.0.0/16 ® 192.168.0.0/16
RBESVPCRVPCHEBKuUbernetes&EEEE Y
MEREE, SIZEMINENEERER,
KTFEBENEZNL, HSHVPCTKuberneteshy
L& bk BR AL
zone_id String cn-beijing-a EBFTETHXID,
{\"intranet_api_serv
master url Strin er_endpoint\":\"htt SERF R thiE, B I o ik R 2 37 o)
- o ps://192.168.0.251: 1,
6443\"***}
£ 8¢Private Zoneft & .
private_zone Boolean false e true : /ZHPrivate Zone,
e false : A/FHPrivate Zone,
EE7H SR ERE R
profile String Default ® Default : JFBEHREE.
° Edge : BZiH=EE,
EEIREHEE, MOtEEE:
cluster_spec String ack.pro.small ® ack.pro.small : BAIEEEE,
®  ack.standard : {REITEEE,
KuberneteswWorkerR
worker_ram_rol Strin ole-ec87d15b-edca- Worker RAMB B EFR, HAXECSSLHI HERE
e_name o 4302-933f- Woker3s &,
c8al16bfO****

maintenance_w
indow

maintenance_w
indow

ERMEPEORE, RETWIEERA (B1:
ACK ProfREEEE) &R,
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BEHACKEHE R R
&SRR

GET /clusters/cddelf2lae22e483ebcb068abeb7f**** HTTP/1.1
Content-Type:application/json

1E &R B 7R
xML &I

HTTP/1.1 200 OK
Content-Type:application/xml
<cluster id>c82e6987e2961451182edacd74faf****</cluster id>
<cluster type>Kubernetes</cluster type>
<created>2019-11-25T15:50:20+08:00</created>
<init version>1.16.6-aliyun.1</init version>
<current version>1.16.6-aliyun.l</current version>
<next version>1.18.8-aliyun.l</next version>
<deletion protection>true</deletion protection>
<docker version>19.03.5</docker version>
<external loadbalancer id>1b-2ze3buguz3gx9920z****</external loadbalancer id>
<meta data>\"Addons\":***</meta data>
<name>cluster-demo</name>
<network mode>vpc</network mode>
<region id>cn-beijing</region id>
<resource group id>rg-acfmyvw3wjm****</resource group id>
<security group id>sg-25yg****</security group id>
<size>5</size>
<state>running</state>
<tags>
<key>env</key>
<value>prod</value>
</tags>
<updated>2020-01-13T23:01:03+08:00</updated>
<vpc id>vpc-2zecuu62b9zw7algn****</vpc id>
<vswitch id>vsw-2zete8s4gocqgOmfe****, vsw-2zete8sdgocqgOmf6****</vswitch id>
<subnet cidr>172.20.0.0/16</subnet cidr>
<zone id>cn-beijing-a</zone id>
<master url>{\"intranet api server endpoint\":\"https://192.168.0.251:6443\"***}</master ur
1>
<private zone>false</private zone>
<profile>Default</profile>
<cluster spec>ack.pro.small</cluster spec>
<worker ram role name>KubernetesWorkerRole-ec87dl5b-edca-4302-933f-c8alebf0****</worker ram
_role name>
<maintenance window>
<enable>false</enable>
<maintenance time>03:00:00Z</maintenance_ time>
<duration>3h</duration>
<weekly period>Monday, Thursday</weekly period>

</maintenance window>
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JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"cluster id" : "c82e6987e2961451182edacd74fafx ***",

"cluster type" : "Kubernetes",

"created" : "2019-11-25T15:50:20+08:00",
"init version" : "1.16.6-aliyun.1l",
"current version" : "1.16.6-aliyun.1",
"next version" : "1.18.8-aliyun.1l",
"deletion protection" : true,

"docker version" : "19.03.5",

"external loadbalancer id" : "lb-2ze3buguz3gx9920z****x",

"meta data" : "\\\"Addons\\\":***",
"name" : "cluster-demo",
"network mode" : "vpc",
"region id" : "cn-beijing",
"resource group id" : "rg-acfmyvw3wjm****",
"security group id" : "sg-25yg****",
"size" : 5,
"state" : "running",
"tags" : [ {
"key" : "env",
"value" : "prod"
}ol,
"updated" : "2020-01-13T23:01:03+08:00",

"vpc id" : "vpc-2zecuu62b9zwT7aTgn****",

"vswitch id" : "vsw-2zete8s4gocqgOmf6****, vsw-2zete8sdqgocqgOmEe****",

"subnet cidr" : "172.20.0.0/16",

"zone id" : "cn-beijing-a",

"master url" : "{\\\"intranet api server endpoint\\\":\\\"https://192.168.0.251:6443\\\"*

LR
"private zone" : false,
"profile" : "Default",

"cluster spec" : "ack.pro.small",

"worker ram role name" : "KubernetesWorkerRole-ec87dl5b-edca-4302-933f-c8alebfQ****",

"maintenance window" : {
"enable" : false,
"maintenance time" : "03:00:00z",
"duration" : "3h",

"weekly period" : "Monday,Thursday"

HiIR
iR L EEESERE.

0.4. ZHEHRR

18 A DescribeClusterResources& 15 EEB N E EIE.
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APIBE- S5 R RSKubernet eshi

il
RO ATEOpenAPI Explorerp HIEETiZEN, REFIHEELZWEM ., B1THINGE, OpenAPlExplorera]
A B 34 B SDKAL A =451

BKIERX

GET /clusters/ClusterId/resources HTTP/1.1
Content-Type:application/json

s 3
BRSH
ERPath2#1
SHER 3t} BEWIE AN WiEA
£EED,
= D, BEREEEE
cb95336263477 izﬂﬂﬁ_éﬁﬁ BENEEEE
Clusterld String g 40afbf6aa099b T
65%*** R OB APIE
ODescribeClustersV1, BEEME MK
STHEURZNEHER,
O] oz 42K ¥5 3%
HTTP/1.1 200
Content-Type:application/json
[ {
"cluster id" : "String",
"created" : "String",
"instance id" : "String",
"resource info" : "String",
"resource type" : "String",
"state" : "String"
bl
) Bz 2 450
0 fZBody&#§
SHER ESid] N HEEA
Array BRNRIE,
cb95aa626a47740af
L i i D,
cluster_id String bf622099b65**+* =4
2020-09- sy N
created String BROIERE,

11T10:11:54+08:00
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AE RS KuberneteshR APIZE- 5
SHER ESid] ~l ieR
lb-
instance_id String wz9poz4r0ymh8ulu HiRID,
f****

resource_info String
resource_type String
state String

FHACKERZBERA
&R

{\"Id\":\"k8s_master
_slb\",\"Name\":\"k
8s_master_slb\"\"T
ype\":\"ALIYUN::SL
B::LoadBalancer\",\
"Status\":\"CREATE_
COMPLETE\",\"Statu
sReason\":\"state
changed\",\"Update
d\":\"2020-05-
21713:25:02\",\"Ph
ysicalld\":\"lb-
wz9poz4r0ymh8uOu
f****\"}

ALIYUN::SLB::LoadB
alancer

CREATE_COMPLETE

BRER., XTRRNRES, BS
M ListStackResources,

B/RRS. TNEE:

® CREATE COMPLETE : MIIBIREIR.
® CREATE FATLED : BIEEIREKM.

® CREATE IN PROGRESS : BIE%IE,
® DELETE FATLED : MIBREIRKLM.

e DELETE IN PROGRESS : MR&EIED.
® ROLLBACK COMPLETE : F{IN[EIR.

e ROLLBACK FAILED : [EIR&M.

® ROLLBACK IN PROGRESS : [EIRT,

GET /clusters/cb95aa626a47740afbf6aa09965**** /resources HTTP/1.1

Content-Type:application/json

1E & IR B 7R
<ML F&T
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HTTP/1.1 200 OK
Content-Type:application/xml
<0>
<cluster id>cb95aa626a47740afbf6aa099b65****</cluster id>
<created>2020-09-11T10:11:54+08:00</created>
<instance id>1lb-wz9poz4rOymh8uQuf****</instance id>
<resource info>{\"Id\":\"k8s master slb\",\"Name\":\"k8s master slb\",\"Type\":\"ALIYUN
::SLB: :LoadBalancer\", \"Status\":\"CREATE COMPLETE\", \"StatusReason\":\"state changed\",\"U
pdated\":\"2020-05-21T13:25:02\", \"PhysicalId\":\"1lb-wz9poz4rO0ymh8uOuf****\"}</resource inf
o>
<resource type>ALIYUN::SLB::LoadBalancer</resource type>
<state>CREATE COMPLETE</state>
</0>

Json H&I

HTTP/1.1 200 OK
Content-Type:application/json
[ {

"cluster id" : "cb95aa626a47740afbf6aa099b65****",

"created" : "2020-09-11T10:11:54+08:00",

"instance id" : "lb-wz9poz4rOymh8ulQuf****",

"resource_info" : "{\\\"IA\\\":\\\"k8s master slb\\\",\\\"Name\\\":\\\"k8s master sIb\\\"

, \M\\"Type\\\" :\\\"ALIYUN: : SLB: : LoadBalancer\\\", \\\"Status\\\" : \\\"CREATE COMPLETE\\\", \\\"
StatusReason\\\":\\\"state changed\\\", \\\"Updated\\\":\\\"2020-05-21T13:25:02\\\", \\\"Phys
icalId\\\":\\\"1lb-wz9poz4rOymh8ulQuf****\\\"}",

"resource type" : "ALIYUN::SLB::LoadBalancer",

"state" : "CREATE COMPLETE"
bl

HixE
IS L EE B S HIEE,

0.5. BT

& A DescribeExternalAgent SREGE M ER A ERE, Bul B ZEESET B CNER B TIHIDAP
Server,

XTFERBEANNESER, BELEMIMEKUbernet es&EEE,
it

R o] LATEOpenAPl Explorerh Bz 1Ti%#E 0, REBUEZLZHEM., BTG, OpenAPI Explorero]
PAE 4 A SDKAA I R 41,

EXREX

GET /k8s/ClusterId/external/agent/deployment?PrivateIpAddress=String HTTP/1.1
Content-Type:application/json

BERSH
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A RS Kubernetesh

APIBE- 558

B KPath&44

SHEWR i

Clusterld String

B RQueryS#

SHEWR £

PrivatelpAddres

Strin
s g

[PVRYSE297.3

HTTP/1.1 200

HD
B
%

il

HD
B
&

iy

Content-Type:application/json

{

"config" : "String"
}
IJVE=S 3
0 fZBody&#§
SHAR Bt
config String

ENEHAETRH
BRI

GET /k8s/cl06£377el16£34eb1808d6b9362c9**** /external/agent/deployment?PrivateIpAddress=true

HTTP/1.1

Nl

apiVersion: v1****

Content-Type:application/json

1IEEIRERHA
xML &

HTTP/1.1 200 OK

Content-Type:application/xml

<config>apiVersion: v1****</config>

il

c106f377e16f34
eb1808d6b9362
Cg****

fl

true

iEA

WiEA

EEED,

WiEA

EERBAMIIEER.

e  true : {RERBAMEEEE.
® false @ REIAMEEERE.
ZUAME:  false .

YAMUE R IBELE .
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AR RS Kuberneteshi

JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"config" : "apiVersion: vl1****"

HixH
RS E T L EEESHIRE.

0.6. B9EEHE

M DescribeClusterLogsE s EEB AL,
it

RO AEOpenAP| Explorerf BIEE(TIZIEN, &%
DEFRESADIGR TR

EXREE

GET /clusters/ClusterId/logs HTTP/1.1
Content-Type:application/json

M=

BRSH

BERKPath2#
SHAER ESid] ERDIE
Clusterld String =

DPVRYSEE97.3

HTTP/1.1 200 OK
Content-Type:application/json
[ {
"ID" : Long,
"cluster id" : "String",
"cluster log" : "String",
"created" : "String",
"updated" : "String"
bl

PV~

0j i Body & 4§

IR

RIrEEZNEM, BTG, OpenAPlExplorera]

B

c106f377e16f34
eb1808d6b9362
Cg****

i8R

B,
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A RS Kubernetesh

APIBE- 558

SHEWR

cluster_id

cluster_log

created

updated

Long

String

String

String

String

EREHHERA

BHRRA

il

590749245

c23421cfa74454bc8
b37163fd19af***

start to update
cluster status to
CREATE_COMPLETE

2020-09-
11T10:11:51+08:00

2020-09-
11T10:11:571+08:00

HEA

H&5I%*,

H&ID,

£EBEID,

HEFERE,

HEEHEE,

GET /clusters/cl06£377e16£34eb1808d6b9362c9****/logs HTTP/1.1

Host:cs.aliyuncs.com

Content-Type:application/json

1EER [E R4
xML &I

HTTP/1.1 200 OK

Content-Type:application/xml
<DescribeClusterLogsResponse>
<ID>590749245</ID>

<cluster id>c23421cfa74454bc8b37163fdl%af***</cluster id>

<cluster log>start to update cluster status to CREATE COMPLETE</cluster log>

<created>2020-09-11T10:11:51+08:00</created>
<updated>2020-09-11T10:11:51+08:00</updated>

</DescribeClusterLogsResponse>

JSON &=
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HTTP/1.1 200 OK
Content-Type:application/json
[ {

"ID" : 590749245,

"cluster id" : "c23421cfa74454bc8b37163fd1l%af***",

"cluster log" : "start to update cluster status to CREATE COMPLETE",
"created" : "2020-09-11T10:11:51+08:00",

"updated" : "2020-09-11T10:11:51+08:00"

bl

HiRE
WIS L EE B S I,

O0.7. EWHEHT

8 A DescribeClusterNodes&H &£ H &,
3l

RO LATEOpenAPI Explorerf Bi%iz{Ti%E O, &EFBIHESZWEM, BT INE, OpenAPlExplorert]
DERESADIGR TR

BRIEX

GET /clusters/ClusterId/nodes?instanceIds=String&nodepool id=String&state=String&pageSize=S
tring&pageNumber=String HTTP/1.1

Content-Type:application/json

L Y
BREH
B RPath&#
SHEM B3] EBEWIE Al iEA
c82e6987e2961
Clusterld String = 4571182edacd74 E£E5ID,
faf****
B3R Query3#§
SHEM B} EBEWIE 7~ iEA
lli_
bp11xjhwkjg8k96 VRN
- : D HALAIDSIE, SEEARTES
instancelds String = BU**** i~ () #0E
bp1dmhc2busig ! Mo
kyq****"
nodepool_id String = np**** FRitiD,
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A RS Kubernetesh APIBE- £5f

SHEWR e BEBIE il W83

EHTRARES, RBEETRETRS
#ITEIR, BYE:

°  all : UAT4RURASHYSEEETS

®  running : IEFEIBE{THUEEET

® removing : IEEMREVERET

® initial : IETE¥IMACEVEERETS

® failed : BIBEKMBIEET

/Mo

ZHANE:  all

°

N o

state String &= running

BRERMIRE. BETEE
pageSize String = 10 41,100,
ZRINE: 10,

mfg,
pageNumber String S 1
ZINE: 1,

PR NF7S
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HTTP/1.1 200 OK
Content-Type:application/json
{

"nodes" : [ {
"creation time" : "String",
"error message" : "String",
"expired time" : "String",
"host name" : "String",
"image id" : "String",
"instance charge type" : "String",
"instance id" : "String",
"instance name" : "String",
"instance role" : "String",
"instance status" : "String",
"instance type" : "String",
"instance type family" : "String",
"ip address" : [ "String" 1],
"is aliyun node" : Boolean,
"node name" : "String",
"node status" : "String",
"nodepool id" : "String",
"source" : "String",
"state" : "String"

bl

"page" : {
"page number" : Integer,
"page size" : Integer,
"total count" : Integer

0 j 2 £

0 iz Body& 4§
SHER A ~l iR
nodes Array of node T RIFEIE,
2020-08-
ion_ti [ TR B E,
creation_time String 25T11:25:354+08:00 T R eI 2 ETiE)
error_message String error*** TRUENERER.
2099-12-
ired_ti tri T REHE,
expired_time String 31723:59:00+08:00 T R EI B B 18]
iZ2vcckd 7ulurj2
host_name String :(**l/fc mxp7uEUn TRENE.
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SHAMR et}
image_id String

instance_charg

Strin
e_type 9
instance_id String
instance_name String
instance_role String

instance_status String

instance_type String

instance_type_f

amily String
ip_address

is_aliyun_node Boolean
node_name String

Array of String

il

aliyun_2_1903_x64_2
0G_alibase_2020052
9.vhd

PostPaid

i_
2vcckdmxp7uOurj2**

*%

worker-k8s-for-cs-
c5cdf7e3938bc4af8e
b0ed44b21a80f****

Worker

Running

ecs.c5.xlarge

ecs.c5

192.128.0.36

true

cn-
chengdu.192.168.0.3
6

HiEA

TREANRARRKD.

TRTEER, BE:

® prePaid : Fiff%, GFEA, EHFZE
&N, BRIFIABSHKSIFRE
XAREAXM, EWEEE TnvalidPayM

ethod HIEIRIETR,

o PostPaid : R=EfT#,

TREERDPHNER.

TRAGER:
e Master: &EEMastertim,
e Worker: E&Workertims,

TImER,
TR BECSIEZ .
Pk,

EEANEREG, BE:
: REEREA.

o true

e false : ARMEZ=LH,

TREWR, EFATHRITR,
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AR RS Kuberneteshi

SHEWR

node_status

nodepool_id

source

state

spot_strategy

page

page_number

page_size

total_count

et} AN

String Ready
np0794239424a84e

String b7a95327369d56***
*

String ess_attach

String running

String NoSpot

Object

Integer 1

Integer 10

Integer 5

EHEHT AR

BERRAB)

HiEA

TREGME., RE:

o Ready @ TREMZ.

D TRARME,
®  Unknown : X,
Offline : B% 4,

o NotReady

UtID,

o

TREd R aXEd, flm: FelEs
ROSEIE,

® pending : GIEd,
L running
° starting : Bz@id,
L4 stopping

o stopped

B AN LFIRA, BUE:
e NoSpot: FE#H LA,

e SpotWithPriceLimit: & &8 G LFIME L
MR,

® SpotAsPriceGo: RZBEFHN, REXHF™
HEFRNIE,

BRERMICRE.

HBREH.
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GET /clusters/c82e6987e2961451182edacd74faf****/nodes?instancelds="i-bpllxjhwkj8k966u****, i
-bpldmhc2bubigkyg****"&nodepool id=np****g&state=running&pageSize=3&pageNumber=50 HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json

1EEIRERA
xML &

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeClusterNodesResponse>
<nodes>
<creation time>2020-08-25T11:25:35+08:00</creation time>
<error message>error***</error message>
<expired time>2099-12-31T23:59:00+08:00</expired time>
<host name>iZ2vcckdmxp7ulOurj2k****</host name>
<image id>aliyun 2 1903 x64 20G alibase 20200529.vhd</image id>
<instance charge type>PostPaid</instance charge type>
<instance id>i-2vcckdmxp7uQurj2****</instance id>
<instance name>worker-k8s-for-cs-c5cdf7e3938bc4f8eb0ed44b21a80f****</instance name>
<instance_role>Worker</instance_role>
<instance_status>Running</instance_ status>
<instance type>ecs.c5.xlarge</instance type>
<instance type family>ecs.c5</instance type family>
<ip address>192.128.0.36</ip address>
<is aliyun node>true</is aliyun node>
<node name>cn-chengdu.192.168.0.36</node name>
<node status>Ready</node status>
<nodepool 1d>np0794239424a84eb7a95327369d56****</nodepool id>
<source>ess_attach</source>
<state>running</state>
</nodes>
<page>
<page number>1</page number>
<page size>10</page size>
<total count>5</total count>
</page>
</DescribeClusterNodesResponse>

JsoN &=
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HTTP/1.1 200 OK
Content-Type:application/json
{

"nodes" : [ {
"creation time" : "2020-08-25T11:25:35+08:00",
"error message" : "error***",
"expired time" : "2099-12-31T23:59:00+08:00",
"host name" : "iZ2vcckdmxp7ulQurj2k****",
"image id" : "aliyun 2 1903 x64 20G alibase 20200529.vhd",
"instance charge type" : "PostPaid",
"instance id" : "i-2vcckdmxp7uQurj2***x",
"instance name" : "worker-k8s-for-cs-c5cdf7e3938bc4f8ebled4b21a80fx***",
"instance role" : "Worker",
"instance status" : "Running",
"instance type" : "ecs.c5.xlarge",
"instance type family" : "ecs.c5",
"ip address" : [ "192.128.0.36" ],
"is aliyun node" : true,
"node name" : "cn-chengdu.192.168.0.36",
"node status" : "Ready",
"nodepool id" : "np0794239424a84eb7a95327369d56****",
"source" : "ess attach",
"state" : "running"
b1
"page" : {
"page number" : 1,
"page size" : 10,
"total count" : 5

Hi=ig
WEEED W EEESHEIRT,
EWAF RS
0.8. BEHMEFZFIE
& A DescribeT askinf oiR B £ IDE WIS HITIFE .
ik

X O] LAfEOpenAPI Explorerh B IE1Ti%#E 0, 2XTUHESENEN., BTMINE, OpenAPlExplorera]
PAB 54 By SDK BB R4l

EXREE

GET /tasks/task id HTTP/1.1
Content-Type:application/json

BREH

BEKPath&#
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A RS Kubernetesh

APIBE- 558

SHEWR £

task_id String

PR SE297.3

HTTP/1.1 200

Content-Type:application/json

{

"cluster id" : "String",
"task id" : "String",
"created" : "String",
"updated" : "String",
"state" : "String",
"task type" : "String",
"task result" : [ {
"data" : "String",
"status" : "String"

bl

}

i) Bz 2 %%
0 fZBody&#§

SHEW et}

cluster_id String

task_id String

created String

updated String

state String

task_type String

10T16:03:06+08:00

running

cluster_scaleout

DAy A oAl

T_
5faa48fb31b6b {£531D,
8078d00****

R~ 188

€78592bfe92244365

b3c3ad47f1de**** SREID.

T_

5faad8fb31b6b8078  {FLID,

d000006

2020-11-

KO
10T 16:02:04+08:00 eI,
2020-11- .

EEEHITE,

REESHIEITRS. BUE:
®  running : EFIEEIETH,
o rfail : EFKETEN.

° success E%@ﬁ%ﬁﬁo

ESEE, §FEESHERE

A cluster scaleout ,
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SHEWR

task_result

data

status

£ Bl

Array of task

String I-XXX

String success

EWESHERRA

BHRRA

GET /tasks/T-5faa48fb31b6b8078d00**** HTTP/1.1

Content-Type:application/json

1EEIRERA
xML B

HTTP/1.1 200 OK

Content-Type:application/xml
<cluster id>c78592bfe92244365b3c3ad47flde****</cluster id>

<task id>T-5faa48fb31b6b8078d000006</task id>
<created>2020-11-10T16:02:04+08:00</created>
<updated>2020-11-10T16:03:06+08:00</updated>

<state>running</state>

<task type>cluster scaleout</task type>

<task result>

<data>i-xxx</data>

<status>success</status>

</task_result>

JsoN &=

EA

ESHATHE,

ESBENRR, FIM: ¥ INBEERRERX
B, BBALLHZEHID,

BRY BIORE. BE:

success

failed

initial

D ERI.
HE =5 N8
D MR,
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HTTP/1.1 200 OK
Content-Type:application/json
{

"cluster id" : "c78592bfe92244365b3c3ad47fldex* **",
"task id" : "T-5faa48fb31b6b8078d000006",
"created" : "2020-11-10T16:02:04+08:00",
"updated" : "2020-11-10T16:03:06+08:00",
"state" : "running",
"task type" : "cluster scaleout",
"task result" : [ {
"data" : "i-xxx",
"status" : "success"
bl
}
HiRE

mEEED LD EEESHEIRD,

9.9. 3XENEE KubeConfig# [

il FA DescribeClust erUserKubeconfigik B €1 & H 5 & R A F 5175 R fKubernet es& 2173 [@KubeConfig,
il

O] AfEOpenAPI Explorerp Ei%Ia1Ti2#E 0, REBHESZHNEMN., BTMIE, OpenAPIExplorera]
PAB 4 5 SDKR BB R 41,

EXREE

GET /k8s/ClusterId/user config?PrivateIpAddress=Boolean&TemporaryDurationMinutes=Long HTTP/
1.1
Content-Type:application/json

BREH
BERPath&#
SHER Bt} EBRWIE 7~ iEA
c5b5e80b0b64a
Clusterld String 2 4bf6939d2d8fb £E£D,
bc5****
B3R QueryB#
SHER Bt} EBWIE Al L)
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SHEWR e i~

PrivatelpAddres

. Boolean =

TemporaryDurat

. . Lon &
ionMinutes 9 =

PR NF7 S

HTTP/1.1 200 OK
Content-Type:application/json
{

"config" : "String",
"expiration" : "String"
}
i Rz 2 %50
08 iz Body & £
SHER ESyic)
config String
expiration String

yvid il

true

15

fl

apiVersion: v1****

2024-03-
10T09:56:17Z

RENEH KubeConfigiE O RA

ERHB

i8R

RERMANERLE, BE:

o true : {RERBMAMEEEE.
® false : {REEMAWEEEE.
ZUAME:  false .

IffEtkubeconfigE 2K, BAL: A4,
BUESEE: 15 (159748h) ~4320 (3
x)

@ i MREEZSHE,
BHEREEDRE—PELNER
5, B4R ERE S EE

B expiration FERHIEHH

=

Ko

ERMNEE, XTUQUESFSNOEREER
B, BERREEHEE,

kubeconfighyid HiEv ), 4&30: RFC33394&30HY

GET /k8s/c5b5e80b0b64a4bf6939d2d8fbbc5**** /user config?PrivatelpAddress=true&TemporaryDurat

ionMinutes=15 HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json
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AEERE KuberneteshR APIBE. =5

1IEERERA
xML &I

HTTP/1.1 200 OK
Content-Type:application/xml
<config>

apiVersion: vl

clusters:

- cluster:

</config>
<expiration>2021-03-25T10:01:20zZ</expiration>

Jgson 1&T

HTTP/1.1 200 OK
Content-Type:application/json
{

"config" : "\napiVersion: vl\nclusters:\n- cluster:\n...\n",
"expiration" : "2021-03-25T10:01:20Z"

AR
RIS L EE BSHIEE,

0.10. &FiffKubernetesg AN iEE

I8 A DescribeKubernetesVersionMet adat a1 B 25 RS ACKZ B KuberneteshR AR B AE R .
ik

& T LATEOpenAP| Explorerf E3%ia1TiZE 0, X ITESZNEI, E1THIN/E, OpenAPIExplorerd]
A B B4 B SDKAL A R 41,

BKIEX

GET /api/vl/metadata/versions?Region=String&ClusterType=String&KubernetesVersion=String&Pro
file=String HTTP/1.1
Content-Type:application/json

BREBH
BERQueryZ#
SHER B3] BB WIE AN 188
Region String = cn-beijing EBEERTEMIEID,
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APIBE - B H[ERRFZKuberneteshr

SHEWR e BEBIE il W83

EREA, BE:
° Kubernetes : EEREEE,

L4 ManagedKubernetes : JEEIR
Kubernetes R

il

ClusterType String
e Ask : Serverless&Ef,

®  ExternalKubernetes @ jEfift

£,

EBIRA, SKubernetesit RE IR
AREF—E, BIERRFEAR, &R
BE, BINERRRA,

KubernetesVersi o g 1.16.9-aliyun.1 B BITEACKIRH) & 45 0] BB B S R S 37

on IRAEOERE, RETLLUEITAPIRIE E
KuberneteshRARERE, ACKZIFH
Kubernetesfga, &£ M Kubernetes

iy

EEASRIERERE, BUE:
e Default : IFLFIHSEEE,
L4 Edge : BEHSEE,

ZNE: Default

iy

Profile String Default

BT R, qfPUEIEIE EiafTaY
B, SRHETNAZENRERERER,
B&E:
® docker : dockerziThHY,
® containerd : containerdiz{T
B,
docker L4 Sandboxed-
Container.runv : £LMHE,

iy

runtime String

EREBTHEE, KERMEEETH

XFEFNRERA.
ENERBTNER, RARCSEE
5.

0 Rz 4K 35 3%
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HTTP/1.1 200
Content-Type:application/json
[ {

"images" : [ {
"image id" : "String",
"image name" : "String",
"platform" : "String",
"os version" : "String",
"image type" : "String",
"os type" : "String",
"image category" : "String"
}ol,
"runtimes" : [ {
"name" : "String",
"version" : "String"
b1,
"version" : "String",
"multi az" : "String"

bl

0 j 2 £

0 7 Body &
SHAR £t =~
Array

capabilities Map

images Array
centos_7_7_x64 _20G

image_id String _alibase_20200426.v
hd

image_name String Cent0S 7.7

platform String Cent0S

0s_version String 7.7

i8R

ERRAFETIE.

KuberneteshR AT ge4F s,

RRHEBRIIE,

BR&ID,

BBRAER.

BRERRTFE, BE:
o AliyunLinux
° CentOS

° Windows

L4 WindowsCore

BBRIRA,
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SHEWR Bl ] WEA

FHRER, pla:
image_type String centos_7_7_20 ® centos 7 7 20

L4 aliyunlinux 2 64 20

BUERGRER, fHl:
os_type String Linux ®  [iindows

L4 Linux

BROE, BORE:

° system : ~HERK,
iymage_categor String system °  self : BHBEENHER.
° others : EfAFHNAFEEL.
° marketplace D RETHREE,
meta_data Map Kuberneteshfi R TTEHIEER .
runtimes Array of BRETNES.,
runtime
version Strin 1.16.9-aliyun.1 ACKkfikubernetesiiX, BERAES., #
9 o yun. 2 LKubernetes iR A & L %,
EEAZTREK:
multi_az String false e true : EZUAK,

o false : EZBTHAK,

EFiflKubernetesh A ¥ 15 =4l
B RREG

GET /api/vl/metadata/versions?Region=cn-beijing&ClusterType=Kubernetes&KubernetesVersion=1.
16.9-aliyun.l&Profile=Default HTTP/1.1
Content-Type:application/json

1E &R B 7R
xML &I
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HTTP/1.1 200 OK
Content-Type:application/xml
<0>
<images>
<image id>centos 7 7 x64 20G alibase 20200426.vhd</image id>
<image name>CentOS 7.7</image name>
<platform>Cent0S</platform>
<os_version>7.7</os_version>
<image type>centos 7 7 20</image type>
<os_type>Linux</os_ type>
<image category>system</image category>
</images>
<runtimes>
<name>docker</name>
<version>19.03.5</version>
</runtimes>
<version>1.16.9-aliyun.1</version>
<multi az>false</multi az>
</0>

JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json
[ {

"images" : [ {
"image id" : "centos 7 7 x64 20G _alibase 20200426.vhd",
"image name" : "CentOSsS 7.7",
"platform" : "CentOS",
"os version" : "7.7",
"image type" : "centos 7 7 20",
"os type" : "Linux",
"image category" : "system"
b1,
"runtimes" : [ {
"name" : "docker",
"version" : "19.03.5"
bl
"version" : "1.16.9-aliyun.1",
"multi az" : "false"

bl

HiR
WIS L B E B S HIRE,

9.11. B EE

1B A DescribeUserQuot aZifl B F B,

Bl
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R LATEOpenAPI Explorerh E#2ia1Ti%#E 0, £XEUHESEL[NEM, BTG, OpenAPlExplorerd]
PAB 5 & A SDKAS A R A

BRIEX

GET /quota HTTP/1.1
Content-Type: application/json
DHBFBRESHK

ERSH
EiERBH
i iz 43 %

HTTP/1.1 200
Content-Type:application/json
{
"amk cluster quota" : Long,
"ask cluster quota" : Long,
"cluster nodepool quota" : Long,
"cluster quota" : Long,

"node quota" : Long

0 j 2 £

0 N7 Body&#
SHEM B3] 5l BiEA
amk_cluster_qu Long 50 EREHEM., BAN20, NRBEEHKINE,
ota FREXTEHET A,
ask_cluster_qu Lon 3 ServerlessEREECER, BRIAN20, WMRIBILEIA
ota d B, BESTEEETSA,
lust d BEMTOBREM, BAMER20, REBIEHKIA
CLUSTELNOAERo | ong 10 B, BEoTEEESA,
ol_quota
BIRFRERHRM, BIAA50, MREIEHKIA
cluster_quota Long 50 B BiEsTEmErS
BEMTRLES, KIAN100, WREBITEIA
node_quota Long 100

B, BRZIEZHET A,
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AfgRESKubernetesii AP|B#E- 25

AP kR
BRI

GET /quota HTTP/1.1
Content-Type: application/json

NEFREH

1IEEIRE =B
xML &I

HTTP/1.1 200 OK

Content-Type:application/xml

<amk_cluster quota>20</amk cluster quota>

<ask cluster quota>3</ask cluster quota>

<cluster nodepool quota>10</cluster nodepool quota>
<cluster quota>50</cluster quota>

<node quota>100</node quota>

JSON &=

HTTP/1.1 200 OK
Content-Type:application/json
{
"amk cluster quota" : 20,
"ask cluster quota" : 3,
"cluster nodepool quota" : 10,
"cluster quota" : 50,

"node_quota" : 100

HixE
iR L EEBSEIRG.

9.12. EFAF

I8 A DescribeEvent s&if) Fi iR ES 4,
Bk

RO LATEOpenAPI Explorerh E#2ia1Ti%#E 0, £XEUHESLNEM, BTG, OpenAPlExplorerd]
PAB 5 4 5 SDK BB R4l

EXREE

GET /events?cluster id=String&type=String&page size=Long&page number=Long HTTP/1.1

s

Jdlinl
1)

Content-Type:application/json

BERSH
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APIBE-£5F

AR RS Kuberneteshi

ERQueryZ#

SHEWR

cluster_id

type

page_size

page_number

[PVRY 2973

String

Long

Long

cf62854ac21304

EEWIE w5l

= 70897be7a27ed
'lf****

S
ade

&= 50

S 1

nodePool_upgr

WiEA

£EBEID,

EHER, BE:

L4 cluster create T IR,

L4 cluster scaleout : ra&E
B,

® cluster attach : HMIEET

L4 cluster delete . MIBREEEE,

L4 cluster upgrade : FRE
B,

L4 cluster migrate D ERE
B,

® cluster node delete : R
TR

® cluster node drain : BZE

® cluster modify : {BUEEEE,

® cluster configuration modi

fy : ERERERE

L4 cluster addon install @ &

AH,

g,

=)

L4 cluster addon upgrade : P

B,

L4 cluster addon uninstall

ENEAH

L4 runtime upgrade
B,

L4 nodepool upgrade
it

L4 nodepool update

e

o)
b=t
kD
ol
o3
i

N
o
it
&
=T
=

D ARIETT

AETR

D BEHTR

149
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HTTP/1.1 200 OK
Content-Type:application/json
{

"events" : [ {
"event id" : "String",
"type" : "String",
"source" : "String",
"subject" : "String",
"time" : "String",
"cluster id" : "String",
"data" : {
"level" : "String",
"reason" : "String",
"message" : "String"

}
b}l

"page info" : {

"page size" : Long,
"page number" : Long,
"total count" : Long

PVE=S ¢

0 Sz Body S #%
SHEW et} AN
events Array of event
event_id String A234-1234-1234

i8R

EHES,

=4ID,
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SHER £t} Al HEA
B4R, BUE:
® cluster create : BIESEE,
L cluster scaleout : T a&EE,
® cluster attach : HFIMEBTR.
° cluster delete : MIBREEEE,
o cluster upgrade : FREEE,
® cluster migrate : FBEE,
® cluster node delete : BRTR.
® cluster node drain : BEETR.
i d
type String nodePool_upgrade o Cluster modify : {EEEEE.
° cluster configuration modify : 1&
WEMERRE,
® cluster addon install : REHAH,
® cluster addon upgrade : FERZAH,
® cluster addon uninstall : EHIF4A
.
®  runtime upgrade : FERIEFTHS,
L nodepool upgrade : PAELSER=Vi R
® nodepool update : BRI,
/clusters/cf62854ac
source String 2130470897be7a27e  HHFKIR,
d1f****/nodepools
subject String nodePool-id BHER,
2020-12- B
) . B,
time String 01717:31:002 EHFFIAEE
cluster_id String cluster-id E£EID,
data object EHER,
level String info EHER,
reason String Started BHRE.
Start to upgrade
NodePool
. oy
message String nodePool/nodePool BHEE.
-A
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SHER £t} ~l L8R
page_info object NRER.
page_size Long 50 BRETRHE.
page_number Long 1 NREATH,
total_count Long 3 HEREH,

EHRAFPEHRA
&Rl

GET /events?cluster id=cf62854ac2130470897be7a27edlf****gtype=nodePool upgrade&page size=50
&page number=1 HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json

1IEEIRERHAI
xML &I

HTTP/1.1 200 OK
Content-Type:application/xml
<events>
<event 1d>A234-1234-1234</event id>
<type>nodePool upgrade</type>
<source>/clusters/cf62854ac2130470897be7a27edl f**** /nodepools</source>
<subject>nodePool-id</subject>
<time>2020-12-01T17:31:00Z</time>
<cluster id>cluster-id</cluster_ id>
<data>
<level>info</level>
<reason>Started</reason>
<message>Start to upgrade NodePool nodePool/nodePool-A</message>
</data>
</events>
<page info>
<page size>50</page size>
<page number>1</page number>
<total count>3</total count>

</page_info>
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JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"events" : [ {
"event id" : "A234-1234-1234",
"type" : "nodePool upgrade",
"source" : "/clusters/cf62854ac2130470897be7a27edlf****/nodepools",
"subject" : "nodePool-id",
"time" : "2020-12-01T17:31:00Z",
"cluster id" : "cluster-id",
"data" : {
"level" : "info",
"reason" : "Started",
"message" : "Start to upgrade NodePool nodePool/nodePool-A"
}
b1,
"page info" : {
"page size" : 50,

"page number" : 1,
"total count" : 3

HIR
RS L EEESHIRE.

90.13. ZRIMEBENST EEACKHZITEE
icd

A Attachinstancest#Z ORIMEBENST R BB KT EEE,
1t

RO LATEOpenAPI Explorerf Bi%iz{TiZE O, EEBITESZWEM, E1T7HINE, OpenAPlExplorerd]
DEFES ARG TR

ZEOEAAFKERL, TFHKERL, ESER, BBALALE 2,
HRE®

POST /clusters/{ClusterId}/attach

BREH
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BIR
cluster_id

instances

is_edge_worker

iR [0] $4E
B
list
code
instanceld

message

task_id

Bl
BRI

String

Boolean

=
=
=
=

E3id]

Array of list

String

String

String

String

~E sk
Cccfd68ca7445466 )
5ace07efce924*++* EBID,
[|'i-5j443uf****u] Eﬁ;‘g@uméﬂgﬂo
EEERIBE
Workerfi |, B
&:
* true :fFR
BB Workerts

true

w~BIE

200
i-5j2zjis****
successful
T-

5a544aff80282e39ea00
0039

POST /clusters/Cccfd68c474454665ace07efce924**** /attach

<QEIFRkK>
{

"instances": [

lli_wz 9e8pvnj alxkggk**** "

1’

"is edge worker":true

/Mo

° false : A

1EAB % Worker
e

/Mo

HHRMBEBENST =2
ZKubernetesifi%
IEEERN, Rae
‘BN true .

EiEipuN

TRIERBIIE,

HRRE,

T REHIID,

ANERERER.

E551D,
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N

"list": [
{
"code": "200",
"instanceId": "i-5j2zjis****",

"message": "successful"

"code": "200",
"instanceId": "i-5j443uf****",
"message": "successful"
}
1,
"task id": "T-5d6£733d9e408ec74£000002"

HiIR
RS L EEESERG.

9.14. (B EEE

B ModifyClusterfS B,
i

& T] ATEOpenAPI Explorerd BiRiziTiZiEO, &EXEBHESZMNRA, 317M /G, OpenAPlExplorera]

BB 5 4 B SDKAL BB 7l
ERIEE

PUT /api/v2/clusters/ClusterId HTTP/1.1
Content-Type:application/json
{

"api server eip" : Boolean,
"api server eip id" : "String",
"deletion protection" : Boolean,
"instance deletion protection" : Boolean,
"ingress domain rebinding" : "String",
"ingress loadbalancer id" : "String",
"resource group id" : "String",
"maintenance window" : {

"enable" : Boolean,

"maintenance time" : "String",

"duration" : "String",

"weekly period" : "String"

-

i
g
W
3
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APIBE- 558

BERPath& 4
SHEM £t}
Clusterld String
5 KBody&#1
SHEM Eid)
api_server_eip Boolean
api_server_eip_i String
d
deletion
. lon_protec Boolean
tion
instance_deletio
. Boolean
n_protection
ingress_domain
n9 . ! String

_rebinding

EEIE w5l
cb95aa626a477

= 40afbf6aa099b
65****

EEWIE A5l

= true
eip-

) wz9fnaslédsfh
mvci****

= true

= true

= true

WiEA

£EEID,

WiEA

EBEEYEEP, BT AMIGIEAPI
Server, EUE:

1 EE4IEEIP,
T EBERYIEEIP,

L4 true

L4 false

EEBEAPI ServergB EAYEIPSEAIID, X
3 api server eip HUA
A true BER.

ERMIBRRIT, BILER RS QAP
RMPREEEE, BUE:

°  true : BRAEEMRER, B
ReEE I =5 & AP BREERE,

e false : ANBHEEMRERP,
M gEIE T =5 & AP BREERE

ZOAE:

false ,

SLEIMIBRARYT, B LB = H & AP

R BRBE AT . BUE:

®  true @ AEEEEEHIEIAPHR
I RREEEE

L4 false

fBREERE
BANE:

BB IR H A TAPLR

false ,

EFNSEEFNRNEE, BE:

° true E%ﬁﬁﬂi%ﬁwiﬁﬁﬁ
£

® false : AEHEEREN L
=

ZNE: false ,
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SHER ESid] =8
ingress_loadbal )
9 -~ String =
ancer_id
resource_grou .
) -group String =
_id
. . mainten
maintenance_wi .
- ance_Wwi &
ndow -
ndow
enable_rrsa Boolean =

PR SE2973

HTTP/1.1 200
Content-Type:application/json
{

"cluster id" : "String",
"request id" : "String",
"task id" : "String"
}
i) Bz 2 3%
Ui RZBodyZ& 4§
SHAR £t
cluster_id String
request_id String
task_id String

EAACKE BRI
BRG]

w5l 88
lb-
wz97kes8tnndk BB I EBERISLBSL D,
pOdW****
rg-
acfmyvw3wjm**  EEERAD,
EHMBIFEO, ZIMEREPrOEER
EB DA,
BERHZEARRSATIAE, BUE:
true ° true : BH.
° false : ZH.,
w4 1488
cb95aa626a47740af
bf6aa09**** SREHD.
687C5BAA-D103-
4993-884B- i53KID,
C35E4314%****
T_
5a54309c80282e39e 1£%1D,
aoo****
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PUT /api/v2/clusters/cb95aa626a47740afbf6aa099b65**** HTTP/1.1
Content-Type:application/json
{

"api server eip" : true,
"api server eip id" : "eip-wz9fnasl6dsfhmvcix***",
"deletion protection" : true,
"instance deletion protection" : true,
"ingress domain rebinding" : "true",
"ingress loadbalancer id" : "lb-wz97kes8tnndkpodw****",
"resource group_ id" : "rg-acfmyvw3wjm****",
"maintenance window" : {
"enable" : false,
"maintenance time" : "03:00:002Z",
"duration" : "3h",
"weekly period" : "Monday, Thursday"
}
}
IEEIREIRE
xur, &I

HTTP/1.1 200 OK

Content-Type:application/xml

<cluster id>cb95aa626a47740afbf6aal9****</cluster id>
<request id>687C5BAA-D103-4993-884B-C35E4314****</request id>
<task 1d>T-5a54309c80282e39%eal0****</task id>

JSON &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"cluster id" : "cb95aa626a47740afbf6aalox***",
"request id" : "687C5BAA-D103-4993-884B-C35E4314****",
"task id" : "T-5a54309c80282e39eal0****"

Hi=5
HBaEEP OV EEESHEIRDE,
9.15. TR

B FMigrateClust erG £ 85 MREFE B RITHE ZEProfE B IR
il

RO LATEOpenAPI Explorerf Bi%iz{Ti%E O, &EFBIHESZWEM, E1T7HINE, OpenAPlExplorera]

BAES 314 R SDKA BB Il
BERIEZE
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POST /clusters/cluster id/migrate HTTP/1.1
Content-Type:application/json

BRESH
ERPath& %
SHAMR ESid] EENIE ~l HiEA
c21e0591548ba
cluster_id String = 4c10bdb535d65  £EEID,
2ok

0 Nz 4435 K&

HTTP/1.1 200 OK

0 iz £ 21
TR RIS
TR EE KA
BRI

POST /clusters/c21e0591548ba4cl0bdb535d6572b**** /migrate HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json

1E & IR B/
Json &=

HTTP/1.1 200 OK

HiRD
RS L EEESHIRG.

9.16. MMBREERS

@ A DeleteCluster, RIFEELIDIRERESLE], HENERFETRAER.
it

O] AfEOpenAPI Explorerh EiIE1Ti%#E 0, REBHESZNEMN., BTMIE, OpenAPIExplorera]
PAB 14 B SDKR BB R 41,

EXREX
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DELETE /clusters/ClusterId?retain all resources=Boolean&keep slb=Boolean&retain resources=|

"String"] HTTP/1.1
Content-Type:application/json

BERSH
BRPaths#

SHEWR Pl 28

Clusterld String

el

B R Query2#§

SHEWR xE 28

retain_all_resou
rces

iy

Boolean

keep_slb Boolean =

Array of
String

iy

retain_resources

[IPVRYSE297.3

HTTP/1.1 200 OK

DJVE=S 3¢
EADIVES

i BRACKEE B /R 6
RG]

Rl

€905d1364c2dd
4b6284a3f4179
0C4****

Al

false

false

sg-
2ze6ess9khobf
dng****

i8R

£BID,

EAREMERR. IRKREZE
A true , &2

B retain resources .
L4 true : RBIABEER.
® false : NMREBRFEZRER,

2OANE: false

25RBSLB, BUE:
° true : RHEEEHSLBEIR,
e false : NMREBOIEMISLBE

N
W o

2OANE: false o

BIRER,
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DELETE /clusters/c905d1364c2dd4b6284a3£41790c4****?retain all resources=falsetkeep slb=fals

e&retain resources=["sg-2ze6ess9kho6fdn9****"] HTTP/1.1

Host:cs.aliyuncs.com

Content-Type:application/json

1IEEIRERA
JSoN &=

HTTP/1.1 200 OK

HixG
iR L EEBSERG.

9.17. QI B 4stic &

i F CreateAut oscalingConfigBl| 2 B B R E .,
i

R LATEOpenAPI Explorerh E#2ia1Ti%#E 0, £XEUHESLNEM, BTG, OpenAPlExplorerd]

LA B 4 B SDKAL BB il
ER%

ZIEROFARABERL, TRHHKRBERL, BERRHIBERSHIH,

EXREE

POST /cluster/{ClusterId}/autoscale/config/ HTTP/1.1

BREH
=N
R sm B E“' wHIE ik
Clusterid String Path = COXXXXXXX10 E£E5ID,
Object Body = BERIAEIE,
ool down dur BEME, yREENT R, EEHEE
~tion - String Body & 10 dfE, FuEANGERHN, B4 o
i,
unneeded dura FRMANE, TRESNEEELH
tion - String Body & 10 AL B IEFTZ BT E, F5 o TR
B, BAL D,
161 > XHRA: 20220704
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AE RS KuberneteshR APIZE- 5

N =5 — "

B E-Jid] 8 i ~E HR
utilization_thre ) HBEARHE, TaLE Request IERS

- A
shold sting  Body & 05 BARBHLLE.
gpu_utilization_ i = GPULEBEIE, 9= L Request BY%E
threshold sting  Body & 03 B RAEEN L,

MREE HIEE 68 iE BT
scan_interval String Body = 30 EE?@E HERENERNE, 2
EEAFHTTRESR, BUE:

scale_down_en Boolea d o
abled n Body = true e  true : RUES.

L4 false : ZIMER.,

TR BINFRE, BUE:

® least-waste : BUAKES. W0
Ry BT RMESN, NPiEF
— P RIERFRDNT SHTY
&

® random : BEALEREE, WNRTIY
BEERMESDY, NP EREE—
M RMETT &,

® priority : {UEREEE. W
ROy aTRtEES, SREE

expander String Body = least-waste BEXEERAIR, EEMER

BT RBETT S,
Lo R BVE B 7 fEEkube-system
W =@ T ConfigMapil cluste
r-autoscaler-priority-expan
der H, HEMBEETY B,
SCAEEUEE , Koy BHBYE
HAIDS5EE P BLEHIDHTINER, &
L _E a9 gEE IR UL S RE K
ERNHBRAEAT BUR.

P D)V

Bl
BRI
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POST /cluster/cOXXXXXXX10/autoscale/config HTTP/1.1
Host:cs.aliyuncs.com
Content-Type:application/json
{
"cool down duration" : "10m",
"unneeded duration" : "10m",
"utilization threshold" : "0.5",
"gpu utilization threshold" : "0.5",

"scan interval" : "30s"

1E &R B /R
Json &=

HTTP/1.1 200 OK

HixH
RS L EEESHIRE.

90.18. BN EHAHKE

A AModifyClusterAddonf@ iR E RENERHAHEE., EHNEETRSSHAGENHMENZH, BiFh
F N EBETERE.

B

O] fEOpenAPI Explorerh EiIa1Ti%# &0, REBHESZHNEMN., BTMIE, OpenAPlExplorera]
PAB 514 A SDKR BB R4,

EREE

POST /clusters/cluster id/components/component id/config HTTP/1.1

Content-Type:application/json
{

"config" : "String"
}
A S 3
BREH
B sKkPath&#
SHER B3] EBEWIE Al iR
c71d616e629ff4
cluster_id String &= 0d5b42d7bb87 E£EID
770****
component_id String & coredns 241D

163 > MHRRA: 20220704
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AEERE KuberneteshR APIBE. =5

& KBodyS#1
SHAER E3id) BENE il L8R
config String & {\"CpuRequest\ HEXSHIRE

n:\nsoom\n}

[PVRY SE297.3

HTTP/1.1 200 OK

0 j 2 24
p A DVE== ¢
{2 CoreDNSAHH4SHEE

POST /clusters/c71d616e629££40d5b42d7bb87770**** /components/coredns/config HTTP/1.1
Host:cs.aliyuncs.com
Content-Type:application/json
{
"config" : "{\\\"CpuRequest\\\":\\\"800m\\\"}"

1IEEIRERHA
JSON &=

HTTP/1.1 200 OK

HixH
iR L EEBSHRG.

0.19. TR EB A RA T

& A DescribeClusterAddonMetadat aE B4 EEBL T FEANIEEAGMAE R, SFAHIRAK. tJikES

i

RO ATEOpenAPl Explorerp HEETiZEN, REFITEELZWEM ., B1THINGE, OpenAPlExplorerd]
LB 14 B SDKASTB 7= 451

BKEX

GET /clusters/cluster id/components/component id/metadata HTTP/1.1

Content-Type:application/json

EREH
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APIBE- S5 R RSKubernet eshi

BEKPath&#{
SHAR B3t} R EWIE AN WiBA
c71d616e629ff4
cluster_id String 2 0d5b42d7bb87 c3::30p)
770****
component_id String = coredns 4A4ID
version String & 1.8.4.1 AR
i) B 45 %
HTTP/1.1 200 OK
Content-Type:application/json
{
"name" : "String",
"version" : "String",
"config schema" : "String"
}
i) B 2 48
0l fZBody&#
SHAER B3] Bl BEA
name String coredns AHEER
version String 1.8.4.1 AR

{\n\"$schema\":
\"https://json-
schema.org/draft-
07/schema#\",\n
\"properties\": {\n
\"controller\": {\n
\"description\":
\"\",\n
\"properties\": {\n
\"resources\": {\n
\"properties\": {\n
\"armsPrometheusO
perator\": {\n
\"properties\": {\n
\"resources\": {\n
\"properties\": {\n
\"limits\": {\n
\"properties\": {\n

165 > MHRRA: 20220704
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SHAMR et}
config_schema String

\"memory\": {\n R
Qﬁgléscription\": 1ieA
\"memory limit of
arms prometheus
operator\",\n
\"type\":
\"string\",\n
\"pattern\": \"*[1-9]
[0-91*(\\\\AN\\D+)?
(KIKi|M|Mi|G|GI[T|Ti)?
$\",\n \"default\":
\"500m\",\n \"x-ui-
description\": \"
<mds-key>\",\n \"x-
ui-prompt-
message\": \"
<mds-key>\",\n \"x-
ui-validation-
message\": \"
<mds-key>\",\n \"x-
ui-additional-tips\":
\"<mds-key>\"\n
AN \"cpu\": {\n
\"description\":
\"cpu limit of arms
prometheus
operator\",\n
\"type\":
\"string\",\n
\"pattern\": \"*[1-9]
[0-9]
(MPAN\NAN\\D+)?
$\",\n \"default\":
\"1.0\",\n \"x-ui-
description\": \"
<mds-key>\",\n \"x-
ui-validation-
message\": \"
<mds-key>\"\n\n
LAn\"type\":
\"object\",\n
\"additionalProperti
es\": false\n},\n
\"requests\": {\n
\"properties\": {\n
\"memory\": {\n
\"description\":
\"memory request
of arms prometheus
operator\",\n
\"type\":
\"string\",\n
\"pattern\": \"*[1-9]
[0-97*(\\\\A\\\\d+)?
(KIKi|M[MIi|G|GI[T[Ti)?
$\",\n \"default\":

HHEBHSchema
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AR RS Kuberneteshi

SHEWR £

\L‘%(lme\",\n \"X-ui-
'a%scription\": \"
<mds-key>\",\n \"x-
ui-validation-
message\": \"
<mds-key>\"\n},\n
\"cpu\": {\n
\"description\":
\"cpu request of
arms prometheus
operator\",\n
\"type\":
\"string\",\n
\"pattern\": \"*[1-9]
[0-9]*
(MANN\AN\\D+)?
$\",\n \"default\":
\"1.0\",\n \"x-ui-
description\": \"
<mds-key>\",\n \"x-
ui-validation-
message\": \"
<mds-key>\"\n \n
An \"type\":
\"object\",\n
\"additionalProperti
es\": false\n A\n },\n
\"type\":
\"object\",\n
\"additionalProperti
es\": false\n \n },\n
\"type\":
\"object\",\n
\"additionalProperti
es\": false\n \n},\n
\"type\":
\"object\",\n
\"additionalProperti
es\": false\n\n },\n
\"type\":
\"object\",\n
\"additionalProperti
es\": false\n A\n },\n
\"title\":
\"Values\" \n
\"type\":
\"object\",\n
\"additionalProperti
es\": false\n}

EA

=i £ 2 o] FH 1 CoreDNSHH 4 & # IR A ST #U4E

GET /clusters/c71d616e629££40d5b42d7bb87770****/components/coredns/metadata HTTP/1.1

Host:cs.aliyuncs.com

Content-Type:application/json

167
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1IEEIRERA
xML &I

HTTP/1.1 200 OK

Content-Type:application/xml

<DescribeClusterAddonMetadataResponse>
<name>coredns</name>
<version>1.8.4.1</version>

<config schema>{\n \"S$schema\": \"https://json-schema.org/draft-07/schema#\",\n \"pro

perties\": {\n \"controller\": {\n \"description\": \"\",\n \"properties\": {\
n \"resources\": {\n \"properties\": {\n \"armsPrometheusOperato
r\": {\n \"properties\": {\n \"resources\": {\n

\"properties\": {\n \"limits\": {\n \"properties\":
{\n \"memory\": {\n \"description\": \"memo
ry limit of arms prometheus operator\",\n \"type\": \"string\", \n
\"pattern\": \"~[1-9] [0-9]* (\\\\.\\\\d+) ? (K|Ki|M|Mi|G|Gi|T|Ti)?$\",\n

\"default\": \"500m\", \n \"x-ui-description\": \"&lt;mds-key&gt;\"
,\n \"x-ui-prompt-message\": \"&lt;mds-key&gt;\",\n
\"x-ui-validation-message\": \"&lt;mds-key&gt;\",\n \"x-ui-additio
nal-tips\": \"&lt;mds-key&gt;\"\n },\n \"cpu\
": {\n \"description\": \"cpu limit of arms prometheus operator\",
\n \"type\": \"string\", \n \"pattern\": \
"A11-91 [0-97* (m| \\\NLAN\N\d+) 28\", \n \"default\": \"1.0\",\n
\"x-ui-description\": \"&lt;mds-key&gt;\", \n \"x-ui-validation-mes
sage\": \"&lt;mds-key&gt;\"\n I\n },\n
\"type\": \"object\",\n \"additionalProperties\": false\n

}, \n \"requests\": {\n \"properties\": {\n
\"memory\": {\n \"description\": \"memory request of arms promethe
us operator\",\n \"type\": \"string\", \n

\"pattern\": \"~[1-9] [0-9]1* (\\\\.\\\\d+) 2 (K|Ki|M|Mi|G|Gi|T|Ti)?25\",\n

\"default\": \"500m\", \n \"x-ui-description\": \"&lt;mds-key&gt;\"
,\n \"x-ui-validation-message\": \"&lt;mds-key&gt;\"\n

},\n \"cpu\": {\n \"description\": \"cpu re
quest of arms prometheus operator\",\n \"type\": \"string\", \n
\"pattern\": \""[1-9] [0-9]* (m|\\\\.\\\\d+) 2$\", \n \"default\": \"1
.0\",\n \"x-ui-description\": \"&lt;mds-key&gt;\",\n
\"x-ui-validation-message\": \"&lt;mds-key&gt;\"\n N\n

}o\n \"type\": \"object\", \n \"additionalProperti
es\": false\n I\n },\n \"type\": \"obj
ect\",\n \"additionalProperties\": false\n \n

},\n \"type\": \"object\",\n \"additionalProperties\": false\n
N\n },\n \"type\": \"object\",\n \"additionalProperties\": false
\n \n },\n \"type\": \"object\",\n \"additionalProperties\": false\n

IN\n  },\n \"title\": \"Values\",\n \"type\": \"object\",\n \"additionalProperties\": fal
se\n}</config_schema>

</DescribeClusterAddonMetadataResponse>

JSON &=
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HTTP/1.1 200 OK
Content-Type:application/json
{

"name" : "coredns",

"version" : "1.8.4.1",

"config schema" : "{\\n \\\"$schema\\\": \\\"https://json-schema.org/draft-07/schema#\\\
" \\n \\\"properties\\\": {\\n \\\"controller\\\": {\\n \\\"description\\\": \\\"\
\\", \\n \\\"properties\\\": {\\n \\\"resources\\\": {\\n \\\"propertie
s\\\": {\\n \\\"armsPrometheusOperator\\\": {\\n \\\"properties\\\"

{\\n \\\"resources\\\": {\\n \\\"properties\\\": {\\n
\MA\"1imits\\\": {\\n \\\"properties\\\": {\\n \
\\"memory\\\": {\\n \\\"description\\\": \\\"memory limit of arms
prometheus operator\\\", \\n AN\ "type\\\": \\\"string\\\",\\n
A\ \"pattern\\\": \\\"~[1-97 [0-97* (\\\\N\ANNANNNNNNNGH) 2 (KIKL [MIM1|G|GL|T|Ti) 25 \\\", \\n
\\\"default\\\": \\\"500m\\\",\\n \\\"x-ui-description\\\": \\\"<m
ds-key>\\\",\\n \\\"x-ui-prompt-message\\\": \\\"<mds-key>\\\", \\n
\\\"x-ui-validation-message\\\": \\\"<mds-key>\\\",\\n \\\"x-ui-ad
ditional-tips\\\": \\\"<mds-key>\\\"\\n }, \\n
AN\ "cpul\\": {\\n \\\"description\\\": \\\"cpu limit of arms prome
theus operator\\\",\\n \\\"type\\\": \\\"string\\\",\\n
\\\"pattern\\\": \\\"~[1-97 [0-97* (m|\\\\NNANLANNNNNNNGH) 28\ \\ ", \\n
\\\"default\\\": \\\"1.0\\\",\\n \\\"x-ui-description\\\": \\\"<md
s=key>\\\", \\n \\\"x-ui-validation-message\\\": \\\"<mds-key>\\\"\
\n N\ \n },\\n \\\"type\\\"
: \\\"object\\\",\\n \\\"additionalProperties\\\": false\\n
},\\n \\\"requests\\\": {\\n \\\"properties\\\": {\
\n \\\"memory\\\": {\\n \\\"description\\\"
: \\\"memory request of arms prometheus operator\\\",\\n \\\"type\
A" \\\"string\\\", \\n \\\"pattern\\\": \\\""[1-9] [0-9]* (\\\\\\\\
ANNNANAGH) 2 (KKEDMIML[GIGL | T|Ti) 28\ \\", \\n A\ "default\\\": \\\"
500m\\\", \\n \\\"x-ui-description\\\": \\\"<mds-key>\\\",\\n
\\\"x-ui-validation-message\\\": \\\"<mds-key>\\\"\\n },\\n
\\\"cpu\\\": {\\n \\\"description\\\": \\\"cpu request of arms pro
metheus operator\\\",\\n AN\ "type\\\": \\\"string\\\", \\n
\\\"pattern\\\": \\\""[1-9] [0-91* (m| \\\\\ NN\ ANNNNNNNH) 25\\\", \\n
\\\"default\\\": \\\"1.0\\\",\\n \\\"x-ui-description\\\": \\\"<md
s-key>\\\", \\n \\\"x-ui-validation-message\\\": \\\"<mds-key>\\\"\
\n I\\n },\\n A" Eype\\\"
: \\\"object\\\",\\n \\\"additionalProperties\\\": false\\n
I\\n },\\n A\ "type\\\": \\\"object\\\", \\n
\\\"additionalProperties\\\": false\\n \\n },\\n
A\ "type\\\": \\\"object\\\", \\n \\\"additionalProperties\\\": false\\n
\\n },\\n AN\ "type\\\": \\\"object\\\",\\n \\\"additionalProper
ties\\\": false\\n N\ \n }o\\n A\ "type\\\": \\\"object\\\", \\n \\\"ad

ditionalProperties\\\": false\\n IN\n 3, \\n \\\"title\\\": \\\"Values\\\",\\n \\\"typ
e\\\": \\\"object\\\",\\n \\\"additionalProperties\\\": false\\n}"
}

HixE
WIS L EE B S HIEE.
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APIEZE- IR

10. PR

10.1. E9RAMAFP I RAMA B E RN

5\

8 A DescribeUserPermissionZ i 1§ ERAMA P 2l RAMA B I ERE B RER..

i3t

=

RO LATEOpenAPI Explorerf HIZiETiZE O, &EBITESZWEI ., E1THINE, OpenAPlExplorert]

BB 4 B SDKAL BB il
ERIEE

GET /permissions/users/uid HTTP/1.1
Content-Type:application/json

BEREH

BEKPath&#
SHEWR il EEWIE
uid String =

0 jz 4435 K&

HTTP/1.1 200 OK
Content-Type:application/json
[ {

"resource id" : "String",
"resource type" : "String",
"role name" : "String",
"role type" : "String",

"is owner" : Long,

"is ram role" : Long

bl

IJVES 3
0 fZBody&#§

SHBR K2 Nl

Nl

21175%%**

WiEA

WiEA
$EERAMA PR RAMA & /IID,

@ 3 4HRAMAEER
B, {EHERAMAGIID,
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APIZE- TR R RSKubernet eshi

SHER ESid] il 588
Array REMASE,

EBpRERE, B8
o HEREBMMEERMNE, BN {cluster_

id} .
resource_id String C1b542%*** o WESCNEMEIEE, KRR  (clus

ter id}/{namespace}

o UZMAKEENG, EEAEN: all-clu

sters
BANEE, BE:
® cluster : EBHEE.
resource_type String cluster ¢ namespace : BESEEE

® console : FIEEBAEENEN (ZAIR
BTFEHfaeER) .

BEXAERER, SRNEBEXABH, ZFR

fole_name >tring view HIEENEE N EREBA B LR,
MENBERER, BE:
° admin : BER,
D BEAR,
role_type String admin ° ops @ EHA
e dev : FERARA,
o restricted : ZIRAF,
o custom : FRABEXNERESERAER,
EENEHNESNEN, BE:
is owner Long 1 e 0 : REAZREHUEBNEBICR.

e 1 RRZBENERANEHEENEE
AR,

EEARAMABER, BE:

is_ram_role Long 1 e 0 : KEXRHFICRAZRRAMAEREN,
e 1 : REHFICRERAMABER,

EFBRAMA P S RAMfA & E BB S B R
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GET /permissions/users/21175**** HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json

1E & IR B 7R
xML &I

HTTP/1.1 200 OK
Content-Type:application/xml
<0>
<resource id>clb542**</resource id>
<resource_type>cluster</resource_type>
<role name>view</role name>
<role type>admin</role type>
<is_owner>1</is owner>
<is ram role>1</is ram role>
</0>

JSON &=

HTTP/1.1 200 OK
Content-Type:application/json
[ {

"resource id" : "clb542**",
"resource type" : "cluster",
"role name" : "view",

"role type" : "admin",

"is owner" : 1,

"is ram role" : 1

bl

AR
WL EE S HIE

10.2. é%ﬁ%ﬁRAMﬁﬁF‘ﬁ?

B A GrantPermissions& 8 EFHRAMA P EEENEE.,

EREL:
o FHRAREHERAMES S NBFRRAMAFRT T ZME BAREEN RIZMIRORAMERE, SNAPHEIRMD

ErrorRamPolicyConfig %EEEﬁ%O

X TFRAMIERURIEIFE, 155 B E X RAMEIEEE,

o MRFAXTAPHIKS ZERAMAFKS , BEBRIZKS EMBENEMRAMA FEEERE RN
PR, BNAPHEIRE] statusForbidden BY ForbiddenGrantPermissions fHimiS. SNRIE, BN F
TS a0l 45 E At 7 kS 3 4TRBACEEMN .

o SEFHRAMAFEHIENEERESEEEMRRAMEFCENERNIR, BRNEEQSEERENGE
WRRAMAB FPHIEr BRI E .

-Etggijt;Z»1E§;lE§a\
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APIZE- R H[ERRFZKuberneteshr

iEid
O] AfEOpenAPI Explorerh Hi%Ia1Ti%#E 0, REBHESZHNEMN., BTMIE, OpenAPIExplorera]
PAB &1 4 B SDKR A3 7Rl

BKRIERE

POST /permissions/users/uid HTTP/1.1
Content-Type:application/json
[ {

"cluster" : "String",
"is custom" : Boolean,
"role name" : "String",
"role type" : "String",
"namespace" : "String",
"is ram role" : Boolean
bl
=3 3
BRBH
BEKPath&#;
SHEWR Bl BEBIE ANl A
uid String 2 2367**** RAMAFHID,
& RBody&#1
SHEWR Bl BEBIE Nl WA
Array = BERIAESE
RN BIREEID,
cluster String 2 €796C60*** * 3 role type BHEMER all
-clusters B, IWEHWEREF
e,

ZENEEREENER
is_custom Boolean & false ( role name fERBEENXH
ClusterRole&#R) .
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APIEZE- IR

SHAMR B3t} BB WIE AN
role_name String = ops
role_type String = cluster
namespace String & test
is_ram_role Boolean = false

DPVRYSE297.3

HTTP/1.1 200 OK

I R 2 1
b IVE-2 ¢
LEFEMRAMAFREHENER R

POST /permissions/users/2367**** HTTP/1.1
Host:cs.aliyuncs.com
Content-Type:application/json

[ {

"cluster" : "c796¢c60***",
"is custom" : false,
"role name" : "ops",
"role type" : "cluster",
"namespace" : "test",
"is ram role" : false

bl

IE &R E 7R~ 4A
JgsoN A&zl

i8R

MENABEIR, BUE:
¢ admin : EEA,
* ops : BHAR.
® dev : FERAR.
® restricted : Z[RAF,

BHE X ClusterRoleZ R,

EANER, BYE:
L4 cluster : SEB#E,
o namespace . WRTEEE,

L4 all-clusters : FRESEEY
E.

BEEER, SHEERNETAA

o

Ht b

EEZRAVMAEE,
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HTTP/1.1 200 OK

HixB
HiRE R L EEBSERG.

10.3. EHTAH P UER I B Y |

I8 F Updat eK8sClust erUserConfigExpire 3 1 F FiE B T #A Y &) ,

QFY: MR BHE T EEZER FERBKubeConfigBEiE, REEIZER KubeConfig B & XTI BY
BHENEE, BEERBZEOSHIRE,
1t

O] AfEOpenAPI Explorerh EiIZ1Ti2#E 0, REBHESZNEN, BTMIE, OpenAPIExplorera]
PAB 4 5 SDKR BB R 41,

EXREX

POST /k8s/ClusterId/user config/expire HTTP/1.1
Content-Type:application/json

BREH
BERPath&#1
SHEM Bl =EEWIE w4 488
c5b5e80b0b64a
Clusterld String 2 4bf6939d2d8fb E£E5ID,
bCS****
B RBody&#
SHEMR Bl =R WIE w5 488
expire_hour Long = 720 APEENISENE, BA2/0N.
user String 2 RAMBJUID BFID,

PVRY S E297.3

HTTP/1.1 200 OK

i Bz 2 £
VeSS
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AR Kuberneteshix APIZ2&- R

SEHT A P 3 HA B 18 7

POST /k8s/c5b5e80b0b64adbf6939d2d8fbbe5**** /user config/expire HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json

1IEEIRERHA
JsoN &=

HTTP/1.1 200 OK

HixE
iR L EEBSHIRG.
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11. 95 =5t
11.1. SIBEH =

=

S
/

I CreateClusterNodePoo A EEf I 2T &t .

i

RO LA#EOpenAPl Explorerdh E15iE1Ti%ZEO, &%

PAB 5 & B SDKX BB R4l

BRIEX

POST /clusters/ClusterId/nodepools HTTP/1.1

Content-Type:application/json
{
"auto_scaling" : {
"enable" : Boolean,
"max instances" : Long,
"min instances" : Long,
"type" : "String",
"is bond eip" : Boolean,
"eip internet charge type"
"eip bandwidth" : Long
by
"kubernetes config" : {
"cms_enabled" : Boolean,
"cpu policy" : "String",
"labels" : [ {
"key" : "String",
"value" : "String"
b1,

"runtime" : "String",

"String",

"runtime version" : "String",

"taints" : [ {
"key" : "String",
"value" : "String",
"effect" : "String"
}ol,
"user data" : "String"
b
"nodepool info" : {

"name" : "String",

"resource group id" : "String"

b
"scaling group" : {
"auto renew" : Boolean,
"auto renew period" : Long,
"data disks" : [ {
"category" : "String",
"size" : Long,
"encrypted" : "String",

"antn ananchat nalicy 4"

"t rinal

HEEENREM. TTMINE, OpenAPlExplorerd]
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b}l
"image id" : "String",
"instance charge type" : "String",
"instance types" : [ "String" 1],
"key pair" : "String",
"login password" : "String",
"period" : Long,
"period unit" : "String",
"platform" : "String",
"rds instances" : [ "String" ],
"spot strategy" : "String",
"spot price limit" : [ {
"instance type" : "String",
"price limit" : "String"
b1,
"scaling policy" : "String",
"security group id" : "String",
"security group ids" : [ "String" 1],
"system disk category" : "String",
"system disk size" : Long,
"tags" : [ {
"key" : "String",
"value" : "String"
b1,
"vswitch ids" : [ "String" 1],
"multi az policy" : "String",
"on_demand base capacity" : Long,
"on demand percentage above base capacity" Long,
"spot instance pools" : Long,
"spot instance remedy" : Boolean,
"compensate with on demand" : Boolean,
"internet charge type" : "String",
"internet max bandwidth out" : Long
}o
"tee config" : {
"tee enable" : Boolean
by
"management" : {
"enable" : Boolean,
"auto repair" : Boolean,
"upgrade config" : {
"auto upgrade" : Boolean,
"surge" : Long,
"surge percentage" : Long,
"max unavailable" : Long
}
s
"count" : Long
}
BRSH
ERPath&#
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SHER B} EBRWIE Al gLl
c61da77e8bfbc
Clusterld String = 4c4c999af2b51 E£E5ID,
b65****
B KBodyZ#
SHEM Bt} EBRWIE Al L)
auto_scaling Object & BHEegEEiE,
EREAEN B, BIE:
°  true : ABTAMBIMBYEIN
BE.
enable Boolean = true ® false : AFEBHYE, HE
{BAfalsely, HM auto scalin
g BRESHEBARAEN.

ZUNE: false ,
max_instances Long 2 10 BB H & AL,
min_instances Long g2 1 EFLEEEER NSRS

BafegEXE, REEMHEGEIFIER

X5, BUE:

L4 cpu D EEAE,
type String = cpu ® gpu : GPULHIE!,

® gpushare : GPURZER,

L4 spot AR IHE,

ENE: cpu .

254 EEP, BUE:

® true : ZPEEP,
is_bond_eip Boolean = true

° false : A4BEEIP,

ZINME: false
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SHEWR £ BEBIE Nl L

EIPTH2ERE, BUAE:

®  PayByBandwidth : REE® &

eip_internet_cha Strin - PayByBandwidt i,
rge_type 9 = h e DpayByTraffic : HEAGKSEM
%,
EAE: PayByBandwidth
eip_bandwidth Long & 5 EIPT SRIE1E,
kubernetes_con , = -
fig Object & ERBAXRE,
EERECSTRERERERE, RER
LA BRI E S EEFAEIZECST
PINERER, EHEFE. BE:
° true : HECSTRERERIK
cms_enabled Boolean = true =8
® false ! AEECSTRLEREZR
iz,
ZOANE: false
TIRCPUBHERREE, HEBRAE
1.12.6 RUA LB SR LA T AR SRS -
L4 static : RFATRELEFE
L R RAFAEPOdIB SR EL CPUSERIMEAN
cpu_policy String = none ¥
® none : RRNBHAIBEHEIACPU
FMMHR,
%ﬁi)\ﬁt none
labels Array of  __ B AFRE, FKubernetesEET A%
tag = NFREE
runtime String =3 docker BFIBTH,
runtime_version String 2 19.03.5 BRIBTHIRA,
A f
taints t;rr?tyo & EREE,
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SHAEWR

user_data

node_name_mo
de

nodepool_info

name

resource_group
id

type

scaling_group

auto_renew

String

Object

String

String

String

Object

Boolean

BEBIE N

dGhpcyBpcyBhIG
VAYW1wbGU=

iy

aliyun.com0005
Stest

iy

cluster-demo

il

rg-
acfmyvw3wjmb

*kkk

iy

ess

iy

iy

&= true

TREMHSEIEN: IR+ TAIP

ik F 8+ B

° HIRFMERHIYTIH " ARH—
HENAME, FNEHEILUMER
INEFF, HFEM -, TAER
HEMANNEZBNHE;

o |P ittt KEREENT R IP #iikR
REHAI%, BUEER 5-12

Blan: TP bhk
192.168.0.55, IBERIRN
aliyun.com, IPHIIEERRER 5, B
A test, MTFRERA
aliyun.com00055test

TRtk E,

T RMER,

T RMPFEZEIRID,

TR SERE,

TRETREEFEBMER,
% instance charge type H{&
A Prepaid WAL, BUE:

. BEILEE,
D REEE,

L4 true
L4 false

BNE:

true .
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SHEWR e BEBIE il W83

TR R B R EAR, HEERT
BRBEMERNAER, BARIEE,

auto_renew_per ¥ periodUnit=Month BY, BUESE

. Long & 1
iod E: {1,2,3,6 12}
FINE: 1
Array of
data_disks data_di & TR REERLE.
sk
aliyun_2_1903_x
_“ - =RV b N B (H
image_id String & 64_20G_alibase ;EX%QD RUERRRRLNR
~20200529.vhd °
TRt A 2R, BUE:
. ®  prePaid : FifTE,
instance_charge String = PrePaid
_type ® postPaid : RETH,
ZXINE: PostPaid ,
instance_types Arrtay of = ecs.d1ne.2xlarg SIS
String e
REEREBHETER,
1 login password Zi&E—,
key_pair String = np-key-name
@ iy  mEeEEETA
M, WRZHE key pair
SSHERZH, M key pair ik
) . —., BBMUA~30MFER, BELHE
login_password Strin S Hello1234 !
gin_p o = NEA=H (ANSFE., HFAHHK
&Fs) .
TREFTREFEANE,
% instance charge type &
A PrePaid WAEMBEANIEE,
period Long = 1 BUESEE: period unit BUEN

MonthBf, period BUESEHE: {
1, 2, 3,6, 12},

KiNE: 1,
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SHEWR £ BEBIE Nl L

TRETRMAEERE, HiEE
period_unit String & Month A Prepaid WEHEZEIEERAH.
Month: AR A EAL,

BUERRKRITIR, BUE:
L4 CentOS

° AliyunLinux

platform String &= Linux
L4 Windows
L4 WindowsCore
ZRINE: AliyunLinux
rds_instances Arrgy of S rds-**** RDS3LHIID,
String
aNEAIRE, BE:
®  NoSpot : FEIEEICLHA,
® SpotWithPriceLimit : iRE
spot_strategy String & NoSpot & G LAIMIE LR,
o SpotAsPriceGo : RZEFIH
M, IREEHBITHIIRNAS,
BZER, BRI,
o AR A LFHMETHNEXE
spot_price_limit Array &= RE
instance_type String & ecs.c6.large 1 ST,
A 3Lf RN,
price_limit String = 0.39

B =T/,
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APIBE- T it

SHEWR

scaling_policy

security_group_i
d

security_group_i
ds

system_disk_cat
egory

system_disk_siz
e

system_disk_pe
rformance_level

tags

String

String

Array of
String

String

Long

String

Array

iy

o

iy

il

el

iy

iy

il

release

sg-
wz9a8g2mt6x5l
luo****

sg-
wz9a8g2mt6x5l
luo****

cloud_efficiency

120

PL1

A

fpgaAEL, BUE:

° release : FREET, RIEHE
BREENERZ, BIEE. B
ECSHY 5 AT YE

° recycle : fRERED, EIE
#. BN, Bt A ETEE, =
BERBENEE (BNEITERR
Rigze, RWEREFEZER, AitE
BERSM)

BAE: release o

TRIEZLAD,
5 security group ids Zi&—,
HEER security group ids o

RLEIDIE,

5 security group id ITi&—,
HFER security group ids
Z A

E security group id M secu
rity group ids B EE

A security group ids .

TRERZEE, BE:

® cloud efficiency : B¥=
£,
® cloud ssd : SSDm=#E,

® cloud essd : ESSDm#,

ZINME: cloud efficiency

TREZHEK/N, BAIAGB,
BUESEE : [40,500],

TREARBHENRE, RIXJESSDHEZE
B

{RAECSSEBIRMIRE o

HmERAUUEE, FAKER128T
FR; RERNRSELS AR

PA “aliyun” . "acs:” FFL, HE
& "https://" . “http://" .
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SHEWR

key

value

vswitch_ids

multi_az_policy

on_demand_ba

se_capacity

%

String

String

Array of
String

String

Long

el

iy

il

node-k-1

node-v-1

VSW-
wz9mfnhmssud
6eicu****

COST_OPTIMIZE
D

WA

REHBER,

REE.

FEBZIRALID,

Z o A X@BAEAECSIAIT FREE,
B&E:

e PRIORITY : RIFBEXHIEH
M (VSwitchlds.N) ¥ HES.
HMERREN RSN RET A
X ACIZRECSIAIR, BaifEAT
— LSRR R A H A B R ECSSD
B,

®  COST OPTIMIZED : 1RVCPUE
MMNER S HTEHEIE, HBGEER
BERETRANITEAXNSIAOM
BB, MERIEN I AL, &
o] PAZKEEEIY  CompensateWithOn
Demand S#IEEHILLLLHIH
TFEFSRETECIRN, 2E8m
SR URENENHFEE,

@ A COST OPTIMIZE
D REMEFHRERET ZLH)
MBS EEA 718 520 LBy
BRTER,

® BALANCE : EfBFEAEENZT
BRZESS5EECSEA., MNEMR
FEEARERATHXZBEER
F, BOULUBEAPI
Rebalancelnstance & &R,

ZMAE: PRIORITY

AR EREIMMHBIR/IME,
BESEE: [0,1000], =ik LA
DFZEN, HBHERIREKLA.
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andwidth_out

B#ERSKuberneteshi APIZZE- T3 it
SHER ESid] RENE ~l i8R
q q {HEEEH B /MR E LA
on_demand_per ( on demand base capacity )
centage_above Long & 20 - -
base caBacity - BRfE, B9 ke ST R S
- B, BEERE: [0,100],
spot_instance_p 1B E T AL HIAEI N, BEERR
ools - Long B 5 BARENS M EE SR ST
., BUESERE: [1,10],
ERFBMFRARAIN. FERE, A
WEie S X LAEHERNRRER
. B, BEEGZHOIEMASTE, Bk
quoetamtancej Boolean & false FGE B EIE S SCh . BUE:
Y o true : FEIFBERLA,
® false : AFB#FIEAAT
B,
H multi az policy BUE
# cosT opTiMIZED BY, MIREM
&, EFESRELECIZEBNE AR
_ x4, 2EAFENEHGIEIRELM
compensate_wi Boolean & true WHBECSEHIFEER, BUE:
th_on_demand
°  true @ RFEHNEHOIRERE
SCI T BECSSEAIMEER,
e false @ AARFEHEACIER
SXFHBECSIHMEEK,
AMIPIEZEE, BUE:
internet_charge String & PayByT raffic * PayByBandwidth: $ZEIEH T
_type 2,
e PayByTraffic: ZfERREITE.
internet max b TRAMPHEERAE, BN
- = Long & 5 Mbps (Mega bit per second) , BUYE

SEE: [1,100]
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SHEWR EJi] EEWIE w5l B8
BIERGRESEE,
M platform SHHTiE—, BUETE
[

e AliyunLinux : Alnux2HE#&.
e AliyunLinux3 : Alinux3%i&.

® AliyunLinux3Arm64 : Alinux3

FEIRARMAR
image_type String a AliyunLinux ® AliyunLinuxUEFI : Alinux2i8
& UEFIRR
e cCent0os : CentOSH#&.,
®  Windows : WindowsH&,
® [indowsCore : WindowsCore
1
o Container0s : BEMHLE
%,
deploymentset ds-
" pioy —  String & bp1d19mmbsvd  EREEID,
JFEXXXXX
desired_size Long & 0 TRBBETRYE,
tee_config Object & MBI EEERE.
tee_enable Boolean £ true EEHEME T EEER,
management Object & EETRBRE,
EEHABERERT A, BUE:
° true Zﬁ)ﬁ'ﬁ%qﬁ,ﬁ?ﬁo
enable Boolean = false o  false : AFEEGHSMW, R
BHenable=truely, HAiEXEE
FER.
BEEE, XY ecnable=true W&
o
auto_repair Boolean = false

L4 true : BEHEE.
° false : ABMMEE,
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SHEWR

upgrade_config

auto_upgrade

surge

surge_percenta
ge

max_unavailabl
e

count

interconnect_m
ode

interconnect_co

nfig

cen_id

cecn_id

ccn_region_id

bandwidth

Boolean

Long

Long

Long

Long

String

Object

String

String

String

Long

iy

iy

iy

i

iy

iy

o

iy

iy

iy

il

false

basic

cen-
eyokonfhzOf****

*kk

cecn-
gmb5i0iog9yi****

*kk

cn-shanghai

10

WA

B A REE, X
2 enable=true NE,

EERREMAR, BUE:
. BEBMAHE,
® false : ABHBEIAL,

L4 true

BT REB, M osurge ZiE—,

RAARTAFTRYE.
HUESER : [1,1000]
ZOANME: 1.

BETREIMERE, ZER
X type A edge ERNTRME
BX, RETBHE:

® Dbasic : EHE,

° improved : IZIEEY,

BEHRMEE,

DI RE TS G0 E B9 = Ml ) ST
ID(CENID),

BEIBIREY TS S 40 E B = IE 1 W SL A
ID(CCNID),

NEIRR BT RS E 09 = % ) SL )
PR B X3,

BEIREET RONKINE TR, B0
M,

> MA4RRA: 20220704

188



APIZE- 15 st A2 PRSKuberneteshi
SHER Bt} ERWIE 7~ iEA
i i MEIRRE T ROBNEEN K, B
improved_perio String = ] BEIGRB T ORI T, BT
d A,
BEBRBARTFENNRAT REE..
ZEHARTET0, ORREHINESF
(IREZRFEHZARTTUBANT R
max_nodes Long & 10 ¥, TRMWASEIIINRE) . BED
RBZEHETEKRTO; essEBBR
R BAR edge X BT ROMIZSHUE
A0,
0 4418 3%
HTTP/1.1 200
Content-Type:application/json
{
"nodepool id" : "String"
}
IDJVES
IR fZBodyZ4§
SHER £t} Al iR
_ _ np31da1b38983f451 ., .
nodepool_id String 1b490fC62108a™** T RID,

BT Rt b
BRI

POST /clusters/c6lda77e8bfbc4c4c999af2b51b65**** /nodepools HTTP/1.1

Host:cs.aliyuncs.com
Content-Type:application/json
{

"auto scaling" : {
"enable" : true,
"max_ instances" : 10,
"min instances" : 1,
"type" : "cpu",

"is bond eip" : true,

"eip internet charge type" :

"eip bandwidth" : 5
}l

"kubernetes config" : {
"cms_enabled" : true,
"cpu_policy" : "none",
"labels" : [ {

"PayByBandwidth",
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"key" : "env",
"value" : "prod"
bl
"runtime" : "docker",
"runtime version" : "19.03.5",
"taints" : [ {
"key" : "key",
"value" : "value",
"effect" : "NoSchedule"
bl
"user data" : "dGhpcyBpcyBhIGV4YWlwbGU=",
"node name mode" : "aliyun.com00055test"
o
"nodepool info" : {
"name" : "cluster-demo",
"resource group id" : "rg-acfmyvw3wjmb****",
"type" : "ess"
by
"scaling group" : {
"auto renew" : true,
"auto renew period" : 1,
"data disks" : [ {
"category" : "cloud ssd",
"size" : 40,
"encrypted" : "true",
"auto snapshot policy id" : "sp-2zejlnogjvovnzdz**xx'",
"performance level" : "PL1"
bl
"image id" : "aliyun 2 1903 x64 20G alibase 20200529.vhd",
"instance charge type" : "PrePaid",
"instance types" : [ "ecs.dlne.2xlarge" ],
"key pair" : "np-key-name",
"login password" : "Hellol234",
"period" : 1,
"period unit" : "Month",
"platform" : "Linux",
"rds_instances" : [ "rds-***x" ],
"spot strategy" : "NoSpot",
"spot price limit" : [ {
"instance type" : "ecs.c6.large",
"price limit" : "0.39"
Pl
"scaling policy" : "release",
"security group id" : "sg-wz9a8g2mt6x51lul****",
"security group ids" : [ "sg-wz9a8g2mt6x51lulQx***" ],
"system disk category" : "cloud efficiency",
"system disk size" : 120,
"system disk performance level" : "PL1",
"tags" : [ {
"key" : "node-k-1",
"value" : "node-v-1"
b1y
"vswitch ids" : [ "vsw-wzOmfnhmssud6eicu****" ],
"multi az policy" : "COST OPTIMIZED",
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"on demand base capacity"™ : 0O,
"on demand percentage above base capacity" : 20,
"spot instance pools" : 5,
"spot instance remedy" : false,
"compensate with on demand" : true,
"internet charge type" : "PayByTraffic",
"internet max bandwidth out" : 5,
"image type" : "AliyunLinux",
"deploymentset id" : "ds-bpldl9mmbsv3jf6xxxxx"
b
"tee config" : {
"tee enable" : true
b
"management" : {
"enable" : false,
"auto repair" : false,

"upgrade config" : {

"auto upgrade" : false,
"surge" : 0,
"surge percentage" : 0,
"max unavailable" : 0
}
by
"count" : 1,
"interconnect mode" : "basic",
"interconnect config" : {
Teem el g Teem—eyOIROmitingQE* sl
"cecn_id" : "ccn-gm5i0i0gOyixxxxxxxm,
"ccn region id" : "cn-shanghai",

"bandwidth" : 10,
"improved period" : "1"
}l

"max nodes" : 10

BRI FE LR

B EhfRgamel:
{

"ClusterId":"c6lda77e8bfbc4c4c999af2b51b65****",

"nodepool info":{
"name" :"autoScale-demo",
"resource group id":"rg-acfmyvw3wjm**xx'"
o
"scaling group":{
"vswitch ids": [
"vsw-wz9mfnhmssudéeic****"
1,
"system disk category":"cloud efficiency",
"system disk size":120,
"data disks":[
1,
"instance types": [

"ecs.t6-clm2.large"
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1,
"vpc id":"vpc-wz984yvbd6lck22z3*xx*",
"tags": [
1,
"instance charge type":"PostPaid",
"login password":"***x*x",
"platform":"AliyunLinux",
"image id":"aliyun 2 1903 x64 20G alibase 20200529.vhd",
"rds instances": [
1,
"scaling policy":"release"
by
"kubernetes config":{
"cpu policy":"none",
"cms_enabled":false,
"labels": [
{
"key":"workload type",

"value":"cpu"

1,
"taints": [
1,
"user data":"",
"runtime":"docker",
"runtime version":"19.03.5"
b
"tee config":{
"tee enable":true
by
"auto scaling":{
"enable":true,
"max instances":10,
"min instances":1,

"type": "cpu"

1IEEIRERA
xML &I

HTTP/1.1 200 OK
Content-Type:application/xml
<nodepool id>np31dalb38983£4511b490£fc62108a****</nodepool id>

JsoN &

HTTP/1.1 200 OK
Content-Type:application/json
{
"nodepool id" : "np31dalb38983£f4511b490£fc62108axx*x"
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HiR
iREE T L EEBSERG.

1.2, ¥y &P/

JE A ScaleClusterNodePoolif B St 5 &=,
IR

RO LATEOpenAPI Explorerf HI%iE1TiZE O, &EBITESZWEM ., E1T7HIN/E, OpenAPlExplorert]
PAE 504 A SDKAS A =451

ERIEX

POST /clusters/ClusterId/nodepools/NodepoolId HTTP/1.1
Content-Type:application/json
{

"count" : Long
}
s 3
BREH
ERPath&#
SHEM £t} EBWIE Al iBe
c23421cfa74454
Clusterld String = bc8b37163fd19 £EID,
af****
np31dalb38983
Nodepoolid String = f4511b490fc621  FHAMID,
08a****
5 5kBody&#
SHER £t BB WIE il 4EA
= FEDTRYE., THNEHD RRIR
count Long iy 1

&, BREFHRSY B500M TR,

DPVRYSE297.3

HTTP/1.1 200
Content-Type:application/json
{

"task id" : "String"

U] i 2 %5
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0 fZBody&#§
SHER ESid] ~l iR
T-
task_id String 5faa48fb31b6b8078 £551D,
doo****

&7 Rt r6
IR B 7 )

POST /clusters/c23421cfa74454bc8b37163fd1%af****/nodepools/np31dalb38983£4511b490fc62108a**
** HTTP/1.1

Content-Type:application/json
{

"count" : 1

EFIRERA)
xML &

HTTP/1.1 200 OK
Content-Type:application/xml
<task 1d>T-5faa48fb31b6b8078d00****</task id>

JsoN &

HTTP/1.1 200 OK

Content-Type:application/json
{
"task id" : "T-5faa48fb31b6b8078d00****"

HiRD
RS E T L EEESHIRG.

11.3. BT RtbECE

B A ModifyClusterNodePool BT S E &,

it

R LATEOpenAPI Explorerf HIZiETiZE O, X BITESZWEI., E17HIN/E, OpenAPlExplorera]
A B 51 4 B SDKAL A 7R 41,

BXKIEE

PUT /clusters/ClusterId/nodepools/NodepoolId HTTP/1.1
Content-Type:application/json
{
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"auto scaling" : {
"eip bandwidth" : Long,
"eip internet charge type" : "String",
"enable" : Boolean,
"is bond eip" : Boolean,
"max instances" : Long,
"min instances" : Long,
"type" : "String"
o
"kubernetes config" : {
"cms enabled" : Boolean,
"cpu policy" : "String",
"labels" : [ {
"key" : "String",
"value" : "String"
bl
"runtime" : "String",
"runtime version" : "String",
"taints" : [ {
"key" : "String",
"value" : "String",
"effect" : "String"
}oly
"user data" : "String"
by
"nodepool info" : {
"name" : "String",
"resource group id" : "String"
by
"scaling group" : {
"data disks" : [ {
"category" : "String",
"size" : Long,
"encrypted" : "String",
"auto snapshot policy id" : "String"
bl
"instance charge type" : "String",
"period" : Long,
"period unit" : "String",
"auto renew" : Boolean,
"auto renew period" : Long,
"platform" : "String",
"image id" : "String",
"spot strategy" : "String",
"spot price limit" : [ {
"instance type" : "String",
"price limit" : "String"
bl
"instance types" : [ "String" ],
"key pair" : "String",
"login password" : "String",
"rds instances" : [ "String" 1],
"scaling policy" : "String",

"system disk category" : "String",
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"system disk size" : Long,
"tags" : [ {
"key" : "String",
"value" : "String"

Pl

"vswitch ids" [ "String" 1,
"multi az policy" "String",
"on demand base capacity" : Long,
"on demand percentage above base capacity" : Long,
"spot instance pools" : Long,
"spot instance remedy" : Boolean,
"compensate with on demand" : Boolean
b
"tee config" : {
"tee enable" : Boolean
b
"management" : {
"enable" : Boolean,
"auto repair" : Boolean,

"upgrade config" : {
"auto upgrade" : Boolean,
"surge" : Long,
"surge percentage" : Long,
"max_unavailable" : Long
}
by

"update nodes" : Boolean

EREH

B sKkPath&#
SHER Bl EBEWIE
Clusterld String =
Nodepoolld String =

B RKBodyZ#
SHEM £t} ERWIE
auto_scaling Object =
eip_bandwidth Long =

fl

c23421cfa74454
bc8b37163fd19

af *kkk

p31da1b38983f
4511b490fc621
08a****

il

i8R

£EBEID,

WA

BXBEEE.

EIPT B IE1E,
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SHEWR £ BEBIE Nl L

EIPTHER2ER, BE:
®  payByBandwidth : IREE
eip_internet_cha PayByBandwidt 2,
P_ - String b .

rge_type h ®  PayByTraffic : IR{EMAF
%,

2NE: PayByBandwidth

i
et

|
=
Hln
2

EERREM®BE, BUE:
°  true : FERHAMENBLEI

=]
&

anp

°

true e rfalse : AFEEIHLE, HE
{EAfalsely, auto scaling W
NEMESESHEARAEL.,

EAE: false o

iy

enable Boolean

ERYEEP, BUE:
® true : #EEIP,

° false : A4BEEIP,

ZINME: false

is_bond_eip Boolean = true

iy

max_instances Long 10 AL,

iy
N

min_instances Long =/NEHIE

BEfBgERE, RREABEIHIXE
oy, BUE:

® cpu :@ EBELHE,

° gpu : GPUSLHIRY,

° gpushare : GPURZER,
L4 spot ! o LHIR,
EAE: cpu o

iy

type String cpu

kubernetes_con

i EHAXEE.
fig

Object

iy
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RREECSTRERRZER, RERF
UUEREREHSEEEIZECSE
PINERER, EEFE. RE:

o true : FECSTHm LZRERN
true i?é

iy

cms_enabled Boolean
® false ! AHEECSTRLEREZR
B,
EHINE: false

T RCPUSHEREE, HEBRATE
1.12.6 KA LB XFFLAT AR SR
® static : AYATALEFE
LR RS EPodIG s L CPUZEAIMERD
none Jh S,
® none : RRERANBHIEIACPU
FEMHERR,

EAE: none ,

iy

cpu_policy String

T RRE, AKubernetesEE T Mk
IR, FREEE XN :

o IMBHXAKRK/NSHWBENARE, &

RZ UGB 20MRE,

MERATUEE, REKNATF

90 #; REETUAE, BEH128D
FR, MERMAASEEBBAREU al
iyun . acs: .  https://
% http:// Fk, ESBER, B
£ LLabels and Selectors,

Array of

iy
°

labels

runtime String B docker BRBEBTHER.
runtime_version String = 19.03.5 BRIBTHIRA,
Al f
taints ey o & TRERARE,
taint
lyEvdXNyL2)pbio N o o s
. ~ WEVAXNVLAPDD s s e vt B£8R, B2
user_data String B iYXNoCmVjaG8g L4 B S S 2 N R
Ikhlb GxVIEFDSEi B,
nodepool_info Object = BRMBRE,
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name

resource_group
id

scaling_group

data_disks

instance_charge

_type

period

period_unit

auto_renew

String

String

Object

Array of
data_di
sk

String

Long

String

Boolean

BEBIE il

default-
nodepool

iy

rg-
acfmyvw3wjm**

*%

iy

iy

iy

iy

PostPaid

iy

iy

Month

= true

A

T RMAR,

WEMN: BHF. NF. EXFHFH
mE (-) A, KRETBE1~631F
5, BARRERAENZL (-) FFk.

HIRAID,

TafRE,

TREFEREE, REER0,10], &
SR OREAEE

TRET RATERE, BE:
D PAfTER
D REME

[ PrePaid

L4 PostPaid

BAE:

PostPaid

REFEANK,

bl

% instance charge type HU{E
A Prepaid WAEMBADIEE.
"

PeriodUnit=Month B, BUESE
1 {1,2,3,6,12, 24, 36, 48, 60},

TRATERS,
% instance charge type H{E

A PrePaid WHEZEEERAH.
Bt R RFLAB AHiT 8,
2NE: Month

TREAHEEmELE,
% instance charge type H{E
A Preraid WA&%EX., BUE:

. BELE#,
: REELE,

L4 true
L4 false

BOANE:

true
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TRBEMNEEERE,

% instance charge type B{&
A PrePaid BAER, BAWE
&,

% PeriodUnit=Month B, BUEE
E: {1,2,3,6, 12},

auto_renew_per
iod

iy

Long

RERBTE. BE:

L4 AliyunLinux

iy

platform String AliyunLinux ® Centos

o Windows

o WindowsCore

BEXFERKID, i@
i@ DescribeKubernetesVersionM
etadata BERAXFHEREK, KA
ERRAEHRER.

aliyun_2_1903_x
64_20G_alibase
~20200904.vhd

iy

image_id String

aNTHIEE, BE:

®  NoSpot : FEIEEILHI,

®  SpotWithPriceLimit : &RE
e aTHMIE LR,

L4 SpotAsPriceGo : RHFERE
i, BRBEZSBIH7SERRMNAS

BEER, BERE AL,

SpotWithPriceLi
mit

iy

spot_strategy String

iy

spot_price_limit Array ELATHNMEXERE.

iy

instance_type String ecs.cé6.large 36 5 U SLAIAE

B f) EIRMNIE,

B4 =T/,

iy

price_limit String 0.39

ZHIME. BSER, BSLLOME

Array of
‘ ecs.c6.large i

String

iy

instance_types
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APIZE- 5 Sith H[ERRFZKuberneteshr

SHEWR e Hl A

WD
Dy
N

AR EIR,
1 login password ZiE—, HT
R AEERT AR, R3Z

b= key pair

key_pair String = pro-nodepool

SSHERZ, M key pair i
—. BBAUNAS~30NER, BEDE
NEa=R (KNEFE., HFMEK
FS) .

login_password String &= Hello1234

RDSSLHIID, #NR#5%E 7 RDSSLAIZ
= rds-xxx x£, EBT SECSEB@MARDSIIE
HEE,

Array of

rds_instances )
- String

AR, RE:

® release : WERI, RIBHIE
REENFERE, BEE. BK
ECSHY 7 T T18 4R

L4 recycle : IRRERX, @EiILel
#. 4. BHARETEE, &
SERXMENEE (FIETERR
e, RREBFEREZER, AR
BIBRGM) o

iy

scaling_policy String release

TRAGELR, BE:

® cloud efficiency : B¥=
system_disk_cat

egory

iy

cloud_efficiency &,
® cloud ssd : SSD=m#,

String

2ANE: cloud ssd

BREZHZK/N, BAUAGB,
BUEEE : [20,500].

ZEHNBELAXTFREST
120 max{20, ImageSize},

ZIANE: max{40, 2mageld*I A
BB/,

system_disk_siz
e

iy

Long

TRAKSWBHRESER, NIESSD
String = PL1 WEEW, BEMESBNWENE
*, BEER, B8RESSDEE

system_disk_pe
rformance_level
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R HECSEBIHINIRE

Array of  __ FREEATUEE, RAKER128)
tags tag A SR SRS B

L “aliyun” | “acs:” FFk, @&
& "https://" . "http://" ,

VSW-
wz9uwxhawmt FEMRIENID,
zg7u9h****

Array of
String

iy

vswitch_ids

Z o X (B 45 A ECSSLfIY R E 1K,
BUE:

® DPRIORITY : RIFEEXHIEN
AL (VSwitchlds.N) ¥ 45,
HIRERRE BRI BT B
XTI ACIZBECSIFIN, BEifERAT
— R SR B R 3 IE A B R ECS ST
B,

®  COST OPTIMIZED : 1&RVCPUE
MNEESHIT=AENE, HBYEER
BRETIEARITET NS M
BEY, MECIRX R ST, &
oI A LEEEIS CompensateWithOn
Demand SH#EEZHLGINLAIH
SHMREMENACE,

iy

multi_az_policy String

@ wim COST OPTIMIZE
D {RIEBEREIRET S
MIBEEEH 718 5L H
BRTEXR

® BAIANCE : fEBEAEENST
AXZEI5S 5 EECSSES], MNEH
FEGEARERETAXZEESA
&, Mo LUBIYAPI  Rebalance
Instance FEHEIR, nggﬁ,
152 W Rebalancelnstance,

ZRINE:  PRIORITY ,

BARAMFEERRELL P HBIRIME,
BESEE: [0,1000], =iZE LA
DTFZIER, HBHERIREKLA.

on_demand_ba
se_capacity

iy
o

Long
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SHER £t} EBEWIE Al i85
{HEEEH B /MR E LA
on_demand_per :
centage_above Long = 50 ( on demand base capacity )
base caEJacity - ERE, BHEIIA iR E AR S8
- B, BEERE: [0,100],
spot_instance_p IEE T LA NER, ([BaEEARIR
ools - Long & 5 BARENS N HEE SR ST
fl, BUESERE: [1,10],
ERFBMFRARAIN. FERE, A
WEie 5 X LAEHEENRRER
. B, ARG CIZERAISTA, Bik
Ziqoetc_jmstance_r Boolean & false FGE B EIE S SCh . BUE:
Y o true : FBIFBERLA,
e false : AFBHFHEOXT
B,
H multi az policy BUE
# cosT opTiMIZED BY, MIREM
%, EESRERALECIZEBHNR SN
_ X, EERFENSHEIERESLA
compensate_wi Boolean = & true WHBECSEHIFEER, BUE:
th_on_demand
°  true : RIFEHMEHEERE
SCF BECSSLAIMEBE KR,
e false ! ARFEHSHEIER
EXLMHERECSLAIHEER,
AP EZEE, BUE:
internet_charge <trin - PayByBandwidt ¢ i PayByBandwidth : BEEHE
_type ng = h T,
®  payByTraffic : REARELT
2,
nternet max b TRAMPHEERAE, BN
andwidt_h_out_ Long = 5 ﬂbps (Mega bit per second) , B{&
SEE: 1,100,
desired_size Long & 2 TR RET R,
tee_config Object & MBI EEERE,
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EEFRME T EER, BE: .
° true : HFB.
° false : AFFE.

ZINME: false

iy

tee_enable Boolean false

iy

management Object RETRMRE.
EEAFERET M, BE:
° true @ AFEEEDSM.

® false ! AHBRERETRM, R
BY enble=true I, Hfb#ExX
BEEAEW,

ZANE: false

enable Boolean true

iy

=EEHMEE, X
% enble=true W&, BUE:

true L4 true : BEEE,
® false : ABmEBE,
ZNE: true

iy

auto_repair Boolean

B AREE, X
2 enble=true W&,

iy

upgrade_config Object

=EEABMALK:
e true: B5H.

e false: RFH.
KiNME:  true

auto_upgrade Boolean = true

T RHE, ARNEHBETREART
F, SIS RAMRER IR
£

iy
w

surge Long

@ s ENSIRNESS A
AR M BT A,

surge_percenta
ge

AT e, 1 surge ZiE—,

iy
o

Long
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max_unavailabl

o Long =
update_nodes Boolean &

PR NF7 S

HTTP/1.1 200
Content-Type:application/json
{

"task id" "String",
"nodepool id" "String"
}
i) Bz 2 3%
0 iz Body&#§
SHAER ESyic)
task_id String
nodepool_id String

EH Rt Enp
BRI

5

il

true

fl

T-
5fd211e924e1d0078
7000293

np737c3aclac68470
3b9e10673aa2c****

i8R

RAATHETRHE.
BYESSE: [1,1000]
ZHAE: 1,

BEEHTR/IRERS R,

T RtID,

PUT /clusters/c23421cfa74454bc8b37163fdl9%af****/nodepools/p31dalb38983£4511b490£c62108a****

HTTP/1.1
Content-Type:application/json
{
"auto_scaling" : {
"eip bandwidth" : 5,

"eip internet charge type"

"enable" : true,
"is bond eip" : true,
"max instances" : 10,
"min instances" : 2,
"type" : "cpu"

be

"kubernetes config" : {
"cms_enabled" : true,
"cpu_policy" : "none",

"PayByBandwidth",
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"labels" : [ {
"key" : "env",
"value" : "prod"
b1,
"runtime" : "docker",
"runtime version" : "19.03.5",
"taints" : [ {
"key" : "key",
"value" : "value",
"effect" : "NoSchedule"
bl
"user data" : "IyEvdXNyL2Jpbi9iYXNoCmVjaG8gIkhlbGxvIEFDSyEi"
by
"nodepool info" : {
"name" : "default-nodepool",
"resource group id" : "rg-acfmyvw3wjm****"
by
"scaling group" : {
"data disks" : [ {
"category" : "cloud ssd",
"size" : 40,
"encrypted" : "true",
"auto snapshot policy id" : "sp-2zejlnogjvovnzdzxxxx"
}o1,
"instance charge type" : "PostPaid",
"period" : 1,
"period unit" : "Month",
"auto renew" : true,
"auto renew period" : 1,
"platform" : "AliyunLinux",
"image id" : "aliyun 2 1903 x64 20G alibase 20200904.vhd",
"spot strategy" : "SpotWithPriceLimit",
"spot price limit" : [ {
"instance type" : "ecs.c6.large",
"price limit" : "0.39"
bl
"instance types" : [ "ecs.c6.large" ],
"key pair" : "pro-nodepool",
"login password" : "Hellol234",
"rds instances" : [ "rds-xxx" 1],
"scaling policy" : "release",
"system disk category" : "cloud efficiency",
"system disk size" : 120,
"tags" : [ {
"key" : "env",
"value" : "prod"
bl
"vswitch ids" : [ "vsw-wzSuwxhawmtzg7uSh****" ],
"multi az policy" : "BALANCE",
"on demand base capacity" : O,
"on demand percentage above base capacity" : 20,
"spot instance pools" : 5,
"spot instance remedy" : false,
"compensate with on demand" : true
> XASARA: 20220704 06
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}o
"tee config" : {
"tee enable" : false
b
"management" : {
"enable" : true,
"auto_ repair" : true,
"upgrade config" : {
"auto upgrade" : true,
"surge" : 5,
"surge percentage" : O,
"max unavailable" : 1
}
3o

"update nodes" : true

1IEEIRERHA
xML &

HTTP/1.1 200 OK

Content-Type:application/xml

<task 1d>T-5fd211e924e1d00787000293</task id>

<nodepool id>np737c3aclac684703b9%el0673aa2c****</nodepool id>

JSON &=

HTTP/1.1 200 OK

Content-Type:application/json

{
"task id" : "T-5fd211e924e1d00787000293",
"nodepool id" : "np737c3aclac684703b9%e10673aa2cxx*x"

HiIRS
iRt L EEESERE.

11.4. ETRAMIIE

8 A DescribeClusterNodePools&EHI EEBE N Fr B P =t iEls .

B

RO LATEOpenAPI Explorerf Bi%iz{TiZE O, EEEBITESZWEM ., BT INE, OpenAPlExplorert]

LA B 4 B SDKAL R il
ERIEE

GET /clusters/ClusterId/nodepools HTTP/1.1
Content-Type:application/json
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APIEZE-

dt

o

BRKEH
BEKPath&#

SHEWR xE

R
B
éi—

Clusterld

PR SE2973

HTTP/1.1 200 OK
Content-Type:application/json
{
"nodepools" : [ {
"auto_scaling" : {
"eip bandwidth" Long,
"is bond eip" Boolean,
"elip internet charge type"
"enable" Boolean,
"max instances" Long,
"min instances"
"type"
by

"kubernetes config" : {

Long,
"String"

"cms_enabled" Boolean,
"cpu policy"
"labels" : [ {

"key"

"String",

"String",
"value"

b}l

"runtime"

"String"

"String",
"runtime version"
"taints" : [ {
"key" "String",
"value"
"effect"
}ol,
"user data"
by
"nodepool info" : {

"String",
"String"

"String"

"created"
"is default"

"String",
Boolean,
"name" "String",
"nodepool id" "String",
"region id" "String",
"resource group_ id"
"type"
"updated"
by

"scaling group" : {

"String",
"String"

"auto renew" Boolean,

"auto renew period" Lonag,

"String",

Al
cc0f87de0bsfb

403f86e10e204f
g3xwwx

"String",

"String",

WiEA

EEEID,
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"data disks" : [ {

"category" : "String",

"size" : Long,

"encrypted" : "String",

"auto snapshot policy id" : "String"
b1y
"image id" : "String",
"instance charge type" : "String",
"instance types" : [ "String" 1],
"multi az policy" : "String",

"on demand base capacity" : Long,

"on demand percentage above base capacity"

"spot instance pools" : Long,
"spot instance remedy" : Boolean,
"compensate with on demand" : Boolean,
"period" : Long,
"period unit" : "String",
"platform" : "String",
"ram policy" : "String",
"spot strategy" : "String",
"spot price limit" : [ {
"instance type" : "String",
"price limit" : "String"
bl
"rds instances" : [ "String" 1],
"scaling group id" : "String",
"scaling policy" : "String",
"security group id" : "String",
"security group ids" : [ "String" 1,
"system disk category" : "String",
"system disk size" : Long,
"tags" : [ {
"key" : "String",
"value" : "String"
bl
"vswitch ids" : [ "String" 1,
"login password" : "String",
"key pair" : "String",
"internet charge type" : "String",
"internet max bandwidth out" : Long
s
"status" : {
"failed nodes" : Long,
"healthy nodes" : Long,
"initial nodes" : Long,
"offline nodes" : Long,
"removing nodes" : Long,
"serving nodes" : Long,
"state" : "String",

}l

"total nodes" : Long

"tee config" : {

bo

"tee enable" : Boolean
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"management" : {
"enable"

"auto repair"

"upgrade config" :

"auto upgrade" :

"surge" : Long,

"surge percentage"

"max unavailable" :

O] i 2 %50

0 iz Body&#§
SHEM e il
nodepools Array
auto_scaling Object

eip_bandwidth Long

is_bond_eip Boolean
eip_internet_ch .

P_ - String
arge_type
enable Boolean
max_instances Long
min_instances Long

: Boolean,

: Boolean,

: Long,

<l

true

PayByBandwidth

true

10

HEHA

T RtbsEfIzIE,

EELE =

m
hel
3
2
%
o

EEYEEP, BUE:
®  true : #HFEEIP,

e false : ARHEEIP,

EIPTHEEEE, EUE:
o PayByBandwidth : REE®RITE,

L PayByTraffic : REFAREITE,

ERBREam®e%E, BUE:
 FRH A EMEgEINEE.
e false : AFBEMBLE, HEBER

L4 true

SHBARER.

RASEGIH,

RANEHIEL,

fa
lse B, auto scaling WHNEMESE
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SHEWR

type

kubernetes_con

fig

cms_enabled

cpu_policy

labels

runtime

runtime_version

taints

String

Object

Boolean

String

Array of tag

String

String

Array of taint

il

cpu

true

none

docker

19.03.5

HiEA

B 4EE, RBEMBEIFRELS, B
&:

® cpu : TBELHE,

® gpu :@ GPUSEMIZL,

® gpushare : GPUHZE,
® spot : HARNEHE,

EHEXEE.

REEEECST R LZERYUE, REFUNES
IS A B E FTOIRECSIAIL SINER, #
F=HE. BE:

®  true : FECSTRLZRERNKIE,

® false : AEECSTHARLZRERKIEZ

T RCPUEIEREE, HEBRAET.I2.6 KR E

B 73 A T RO f SR B

e  static : AFATRELEERELERRBIFE
PodiZ3a B CPUZER MRS 14,

® none : FRRBREIBEHBIACPUENMES

o

H

T EFRE, AKubernetesEZT MRS, 11
FENXHM

° RBEHXAAR/NSHNRENAR, BRSTTL
WE20MRE,

o MERAIUUEE, ZEKNANER,; InEE
AR, RERF128NFER, IRSEMIRS
BEEARBELL aliyun . acs: . https
:// B http:// FL, ESER, BS
MLabels and Selectors,

BRIBTREIR,

TRERAER. SRMBZRE (Toleration) 48
BEES, tTMARERPodE A EIAESENT
mE., BE2ER, & Rtaint-and-
toleration,
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AEEPREKubernet eshR
SHAMR ESid]
user_data String

node_name_m

Stri
ode ring
nodepool_info Object
created String
is_default Boolean
name String
nodepool_id String
region_id String
r?source_g roup String
_id
type String

il

IlyEvY mluL3NoCmVja
G8gIkhlb GXVIEFD****

customized,test.,5,.
com

2020-09-
27T719:14:09.156823
496+08:00

true

default-nodepool

np615c0e096612421

6a0412e10afe0****

cn-beijing

rg-
acf myvw 3wjm****

ess

HiEA

TREEEXHIE. BESFE, BSREMLY)
BEXEE,

THEERHA=EHAEM: B+ Ta 1P #hitF
B+ BE&:

o HIRFMEHHYTA "." NRH—NHBSNEBH
B, SMEATIMERNEZE, HF
M-, PTRERERLAANSFZENH
Z;

o |Pithht BB K EEEENT A IP Hil RE I
¥, BUEEE 5-12

BUa0: TS Pt 192.168.0.55, 1EEME
7 aliyun.com, IP#IEERKER 5, FEA
test, MFFAELZFRA aliyun.com00055test

HRMESR.
TRt B E

EERBANT R, BE—PERHRE—TEIA
TRt BUE:

D IRENRANT R,
* false @ AREABMNTRM,

o true

T RMBER,
O

AN BEF. XNF. BRXFFHEL L
(-) @Ap, KEBE1~631MER, BREENE
WL (1) 7k

T RIID,

HIHID,

ZIRAID,
TR, BE:

L edge

L ess
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updated

scaling_group

auto_renew

auto_renew_pe
riod

data_disks

image_id

instance_charg
e_type

instance_types

Boolean

Long

Array of
data_disk

String

String

Array of String

il

2020-09-
27T20:37:46+08:00

false

aliyun_2_1903_x64 2
0G_alibase_2020052
9.vhd

PostPaid

ecs.n4.large

HiEA

TR ERETE,

T RHARE,

TRESHFEBMERE,
instance charge type &
A PrePaid WA4ER, BUE:

true : BEEE,
T REDE#E,

I3

false

TRESEEELY,

E| instance charge type BE

A PrepPaid WAL, BANIEE.

% PeriodUnit=Month B, BUESEE: {1, 2,
3,6, 12},

TREEEEE. KNSRENES.

BENXERZRID, 0@
¥ DescribeKubernetesVersionMetadata

EWRAFHRR,

T AT AfT2REE, BE:
o PrePaid : FftZ:,

o~

®  postPaid : REfTH,
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SHAW x5 bl e

multi_az_policy

on_demand_ba
se_capacity

on_demand_pe
rcentage_abov
e_base_capacit
y

spot_instance_

pools

spot_instance_r
emedy

String COST_OPTIMIZED
Long 0

Long 20

Long 5

Boolean false

Z o A RMIEHEECSIAY HA KK, BE:

PRIORITY : IRIEEENHIEIIZZHEAL
(vSwitchlds.N) ¥ %R, HMERRENE
PR B BT o] F X T 3& B BECSSLAIRY, B
MER TR EREE I B FEECSSE
B,

COST OPTIMIZED : JRVCPUEMMEES
HITEHE, HMRERERETIEAXITE
ARSI, RIS
B, IROTPAKELEIY CompensateWithOnDe
mand SHBEEHRLLSXLFIHTFEFEFEE
TiktlEn, 2EamEilUREEnNsR

ellfe-

@ 309 COST OPTIMIZED {N¥E
BERERET SLAFMEHEER T
S BIEIR T ER

® BAIANCE : EHFHEARENZSITHKXZIE
BN BECSEY, MRBATEGEARERER
AKX ZBEEARAESE, BoILUBEZAPI Re
balancelnstances FHEIR, BESER,
152 M Rebalancelnstances,

HEARTSERELHNNHNR/INE, BUETE
E: [0,1000], HFELFE NS FZERN, ¥
Rt mELAl,

IR B R/IMRE IHI

( on demand base capacity ) EX/fF,
B B SO R 2 506 M BV B, BUESEHEL:
[0,100],

EETHIAFARI N, BREERZRARR
HE I ABHEZE SN, REEE:
(1,70,

EEAFBMFRENELG, FBEE, HWERS
XELOEH RN RFE B, HHEAEZHEE
ERTAVSLA, B EraIe SN, B
&:

° true : FFBHSFIRAXLA,
e false : AFBHFRELILA,
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SHEWR Bl ] WEA

% multi az policy BUE

A cosT opTIMIZED B, MRBEMIE. EfE

SRRATENEZRBNE S, 2EEAYE

HEI AR E LI RECSIHIMEER, B

Boolean true f&:

e  true ! AFENRHIEREIFHE
ECSEAIHMEER,

e false : ARFEDEHCIBIRESIAH
BECSEAIHMEER,

compensate_wi
th_on_demand

TREFEANEK,
%
: %

¥ PeriodUnit=Month B, BUEEE: {1, 2
,3,6,12,24, 36, 48, 60},

instance charge type &

period Long PrePaid BYA4EREAMBIEE,

T RTZERE,
% instance charge type BUE
A PrePaid WA EX.

Month : LAANITE R, HETRAZIFLUA
AL,

period_unit String Month

BRERBRITIR, BUE:
L CentOS

platform String AliyunLinux e AliyunLinux
o Windows

o WindowsCore

KubernetesworkerR

ole-021dc54f-929b-  Worker RAMAE & ZFR, $EINECSSLH LR
437a-8ae0- Wokerfs &2,

34c24d3e****

ram_policy String

haUEpIRE, BE:

e NoSpot: FE#HH LA,
e SpotWithPriceLimit: &EE HLFIMIE L
spot_strategy String NoSpot R
® SpotAsPriceGo: RZBMHN, REZHFI™
L FRNAE,

EL2ER, BERE AL,
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SHEWR

spot_price_limi
t

instance_type

price_limit

rds_instances

scaling_group_i
d

scaling_policy

security_group_
id

security_group_
ids

system_disk_ca
tegory

system_disk_si
ze

system_disk_pe
rformance_leve
L

String

Array of String

String

String

String

Array of String

String

Long

String

Bl

ecs.cé.large

0.39

rm-xxx

asg-
2ze8n5qw4atggut8*

*k%k

release

sg-
2zeliuk12m2sb4ca*

*k%k

sg-
2zeliuk12m2sb4ca*

*kk

cloud_efficiency

120

PL1

HEA

EEXZATHNEXEEE,

AN EHIME.

BXLpIHHNIEXIE,

B =T/,

RDSSLA,

{B4E4RID,

AR, BE:

® release : FEREIR, RIEHBEREN
FRE, BEOIE. BRECSH AT
4,

° recycle : IRFEEX, BELIE. =41,
B AR ETEE, REBRBHENERE
(ENITERRERNE, RINEEEER,
AR EERIL)

FREZL4AID, SHR[ABBESNREAN,
PHE—ME,

A security group ids

TRt Z2HIDIIE,

TREFZLER, BE:
D BREE.
: SSD=#E,

L cloud efficiency

® cloud ssd

TREZB KRN, BAIAGE,
EUESEE : [20,500],

TREAGEHENE, REXFESSDHEBEN
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tags

vswitch_ids

login_passwor
d

key_pair

internet_charge
_type

internet_max_b
andwidth_out

deploymentset
_id

desired_size

status

failed_nodes

healthy nodes

initial_nodes

offline_nodes

Array of tag

Array of String

String

String

String

Long

String

Long

Object

Long

Long

Long

Long

il

VSW-
2ze3ds0mdip0hdz8i

*kkk

*kkkkk

pro-nodepool

PayByBandwidth

10

ds-
bp1d19mmbsv3jfé6x
XXXX

HiEA

RN ECSSLBUHINIRE .
MERATUEE, RARKEN128DFR; 45

ERMIRSEEARRELL “aliyun” | “acs:” FF
3L, EE “https://" . "http://" ,

FEMSIRALID,

SSHERZM, M key pair i&—., ZHHM
WA8~301MZRF, BELRNEE=I (KNS
FH. HFNEKRFES) .

HFZzeMER, ZBRTEEREIMELE,

BEXNEFR, M login password ZiE—,

AP RBATERT R, R

= key pair o
TR AMIPR 4 1 2528 B

TRAMPHTERAE, 2 AMbps (Mega
bit per second) , BUEEBE: 1~100

EELEID,

KISLGIEL
LTRSS
EAESIZNT R

BEAT R,
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[emoving-node | ong 0 EAERTBRET S8,
serving_nodes Long 3 F TRRSH T 23

TR, BUE:
® active : BEE.

o scaling : {45,

state String active

o removing : T RERE,

° deleting : MRS,

° updating : BT,
total_nodes Long 3 TRERTRYE.
tee_config Object MmEHEERE.

EERBEMEBITEER, WE:
tee_enable Boolean false e  true : B,

° false : AHFE.

RETRLEE, SIRETWREERPE

t Object
managemen jec 5.
EEFBREERT Sith, BUE:
. E= TN
enable Boolean true °  true : FFRRETRL,
e false ! AHBREETRM, REH en
able=true 0, HbEXEEAS £,
BiEE, X& enable=true B4R,
auto_repair Boolean true ° true : BIEE.
e false : ABmMEBE,
upgrade_config ~ Object BHEIAREE, XY enable-true BEH,

eERREHMAL, BE:
auto_upgrade Boolean true e true : BREHAR.
e false ! AZHEHHAEK.
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surge

surge_percenta
ge

max_unavailabl
e

interconnect_c
onfig

cen_id

ccn_id

ccn_region_id

bandwidth

improved_perio
d

interconnect_m
ode

max_nodes

TR R/INERRE

BHRRA

Long

Long

Object

String

String

String

Long

String

String

Long

il

50

cen-
ey9okonfhz Of *******

ccn-
gmb5i0i0g9yi*******

cn-shanghai

10

improved

10

WEMINT REAEF, 1 surge TiE—,

OMD RE=ON T RELL BT B, I, R
BEIN T REELHIR50%, FENT REUR6,
AR LRI R E=50%x6, tHMRIEE
PR3N R

RARTHTREE, REERE: [1,7000]
BONE: 1,

METRENERXNEE. ZEANedgeXR
PR RBEEEX

B EIRSR BT Rt 48 E B = 1M Y ST ID(CENID)
DI R BT R 4P E B = HE £ W LI ID(CCNID)

MEBRBET RS EN T EEMN I ENX
b

BEIERT RN METRE, BAUM
BERERT RENBLEK, B8

BET BRI EEERE basic: EE;
improved: #ERE, ZERNedgeXRHTH A
MEBEX

BETREAFERNERT REE. TREA
JUBSMHPRAT RYE, ZEHATETF0. 0
FRNTHIMNRE (XZRFEFRBARTURNE
TRE, TREASEHIMNRE) . BET R
ZESHEEEKRTO; essERT SABIAN
edgeX BT QMIZSHENO
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GET /clusters/cc0£87de0b8fb403£86e10e204£83****/nodepools HTTP/1.1
Content-Type:application/json

1 &R [8] 745
XML &I

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeClusterNodePoolsResponse>
<nodepools>
<auto_ scaling>
<eip bandwidth>5</eip bandwidth>
<is bond eip>true</is bond eip>
<eip internet charge type>PayByBandwidth</eip internet charge type>
<enable>true</enable>
<max instances>10</max instances>
<min instances>2</min instances>
<type>cpu</type>
</auto scaling>
<kubernetes_ config>
<cms_enabled>true</cms_enabled>
<cpu_policy>none</cpu policy>
<labels>
<key>env</key>
<value>prod</value>
</labels>
<runtime>docker</runtime>
<runtime version>19.03.5</runtime version>
<taints>
<key>key</key>
<value>value</value>
<effect>NoSchedule</effect>
</taints>
<user data>IyEvYmluL3NoCmVjaG8gIkhlbGxvIEFD****</user data>
</kubernetes config>
<nodepool info>
<created>2020-09-27T19:14:09.156823496+08:00</created>
<is default>true</is default>
<name>default-nodepool</name>
<nodepool id>np615c0e0966124216a0412el0afe0****</nodepool id>
<region id>cn-beijing</region id>
<resource group id>rg-acfmyvw3wjm****</resource group id>
<type>ess</type>
<updated>2020-09-27T20:37:46+08:00</updated>
</nodepool info>
<scaling group>
<auto renew>false</auto renew>
<auto renew period>0</auto renew period>
<data disks>
<category>cloud ssd</category>
<size>40</size>
<encrypted>true</encrypted>

<auto snapshot policy id>sp-2zeijlnogivovnzdz****</auto snapshot policy id>
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</data_disks>
<image_id>aliyun 2 1903 _x64_ 20G_alibase 20200529.vhd</image id>
<instance charge type>PostPaid</instance charge type>

<instance types>ecs.n4.large</instance types>

<multi az policy>COST OPTIMIZED</multi az policy>

<on_demand base capacity>0</on demand base capacity>

<on_demand percentage above base capacity>20</on demand percentage above base c

apacity>

<spot instance pools>5</spot instance pools>

<spot instance remedy>false</spot instance remedy>

<compensate with on demand>true</compensate with on demand>

<period>0</period>

<period unit>Month</period unit>

<platform>AliyunLinux</platform>

<ram policy>KubernetesWorkerRole-021dc54f-929b-437a-8ae0-34c24d3e****</ram poli
cy>

<spot strategy>NoSpot</spot strategy>
<spot price limit>
<instance type>ecs.c6.large</instance type>
<price 1imit>0.39</price limit>
</spot_price limit>
<rds instances>rm-xxx</rds instances>
<scaling group id>asg-2ze8nbSgwdatggut8****</scaling group id>
<scaling policy>release</scaling policy>
<security group id>sg-2zeliukl2m2sbdc4****</security group id>
<security group ids>sg-2zeliukl2m2sb4cd****</security group ids>
<system disk category>cloud efficiency</system disk category>
<system disk size>120</system disk size>
<tags>
<key>env</key>
<value>prod</value>
</tags>
<vswitch ids>vsw-2ze3dsOmdipOhdz8i****</vswitch ids>
<login password>******</login password>
<key pair>pro-nodepool</key pair>
<internet charge type>PayByBandwidth</internet charge type>
<internet max bandwidth out>10</internet max bandwidth out>
</scaling group>
<status>
<failed nodes>0</failed nodes>
<healthy nodes>3</healthy nodes>
<initial nodes>0</initial nodes>
<offline nodes>0</offline nodes>
<removing nodes>0</removing nodes>
<serving nodes>3</serving nodes>
<state>active</state>
<total nodes>3</total nodes>
</status>
<tee config>
<tee enable>false</tee enable>
</tee config>
<management>
<enable>true</enable>

<auto_ repair>true</auto repair>
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<upgrade config>
<auto upgrade>true</auto upgrade>
<surge>5</surge>
<surge percentage>50</surge percentage>
<max unavailable>1</max unavailable>
</upgrade config>

</management>

</nodepools>

</DescribeClusterNodePoolsResponse>

JSON &2

HTTP/1.1 200 OK
Content-Type:application/json

{

"nodepools" : [ {

"auto_scaling" : {

bo

"eip bandwidth" : 5,

"is bond eip" : true,

"eip internet charge type" : "PayByBandwidth",
"enable" : true,

"max_instances" : 10,

"min instances" : 2,

"type" : "cpu

"kubernetes config" : {

}l

"cms_enabled" : true,
"cpu policy" : "none",
"labels" : [ {
"key" : "env",
"value" : "prod"
b1,
"runtime" : "docker",
"runtime version" : "19.03.5",
"taints" : [ {
"key" : "key",
"value" : "value",
"effect" : "NoSchedule"
}ol,
"user data" : "IyEvYmluL3NoCmVjaG8gIkhlbGxvIEFD****"

"nodepool info" : {

o

"created" : "2020-09-27T19:14:09.156823496+08:00",
"is default" : true,

"name" : "default-nodepool",

"nodepool id" : "np615c0e0966124216a0412el0afeQ****",
"region id" : "cn-beijing",

"resource group id" : "rg-acfmyvw3wjm****'",

"type" : "ess",

"updated" : "2020-09-27T20:37:46+08:00"

"scaling group" : {

"auto renew" : false,

"ot~ vanaw navriadA" .« N
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"data disks" : [ {

"category" : "cloud ssd",

"size" : 40,

"encrypted" : "true",

"auto snapshot policy id" : "sp-2zejlnogjvovnz4zxxxx"
b1,
"image id" : "aliyun 2 1903 x64 20G alibase 20200529.vhd",
"instance charge type" : "PostPaid",
"instance types" : [ "ecs.n4.large" ],
"multi az policy" : "COST OPTIMIZED",
"on demand base capacity" : O,
"on demand percentage above base capacity" : 20,
"spot instance pools" : 5,
"spot instance remedy" : false,
"compensate with on demand" : true,

"period" : O,

"period unit" : "Month",
"platform" : "AliyunLinux",
"ram policy" : "KubernetesWorkerRole-021dc54f-929b-437a-8ae0-34c24d3ex***",
"spot strategy" : "NoSpot",
"spot price limit" : [ {
"instance type" : "ecs.c6.large",
"price limit" : "0.39"
bl
"rds instances" : [ "rm-xxx" ],
"scaling group id" : "asg-2ze8nbSgwdatggut8***x*x",
"scaling policy" : "release",
"security group id" : "sg-2zeliuklZm2sbdc4r***",
"security group ids" : [ "sg-2zeliukl2m2sbdcdxx*x" ],
"system disk category" : "cloud efficiency",
"system disk size" : 120,
"tags" : [ {
"key" : "env",
"value" : "prod"
bl
"vswitch ids" : [ "vsw-2ze3dsOmdipOhdz8ix***" ],
"login password" : "xxxxxxn,
"key pair" : "pro-nodepool",
"internet charge type" : "PayByBandwidth",
"internet max bandwidth out" : 10
s
"status" : {
"failed nodes" : O,

"healthy nodes" : 3,

"initial nodes" : O,
"offline nodes" : O,
"removing nodes" : O,
"serving nodes" : 3,
"state" : "active",
"total nodes" : 3

bo

"tee config" : {
"tee enable" : false

.
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"management" : {
"enable" : true,
"auto repair" : true,

"upgrade config" : {

"auto upgrade" : true,
"surge" : 5,

"surge percentage" : 50,
"max unavailable" : 1

HixH
iR L EEESHRG.

11.5. BT A tbiEE

38 A DescribeClust erNodePoolDet ail& ) &£ BH 18 3 AUt iE1S .
il

R LATEOpenAPI Explorerh E#2ia1Ti% &0, SXEUHESLNEM, BTG, OpenAPlExplorerd]
PAB 4 A SDKR BB R4l

EXREE

GET /clusters/ClusterId/nodepools/NodepoolIld HTTP/1.1
Content-Type:application/json

A 3 <>
BREH
ERPath&#
SHER ESyic) BEMIE Bl 488
c23421cfa74454
Clusterld String = bc8b37163fd19 E£8D,
af****
np31dalb38983
Nodepoolld String 2 f4511b490fc621  FHtID,
08a****

[PVRY 2973

HTTP/1.1 200 OK
Content-Type:application/json
{

"auto scaling" : {

"eip bandwidth" : Long,

"adin intarnat ~rhaosvrera Fumall o« TQtrina!
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"enable" : Boolean,
"is bond eip" : Boolean,
"max instances" : Long,
"min_instances" : Long,
"type" : "String"
s
"kubernetes config" : {
"cms_enabled" : Boolean,
"cpu policy" : "String",
"labels" : [ {
"key" : "String",
"value" : "String"
bl
"runtime" : "String",
"runtime version" : "String",
"taints" : [ {
"key" : "String",
"value" : "String",
"effect" : "String"
b1
"user data" : "String"
3o
"nodepool info" : {
"created" : "String",
"is default" : Boolean,
"name" : "String",
"nodepool id" : "String",
"region id" : "String",
"resource group id" : "String",
"type" : "String",
"updated" : "String"
by
"scaling group" : {
"auto renew" : Boolean,
"auto renew period" : Long,
"data disks" : [ {
"category" : "String",
"size" : Long,
"encrypted" : "String",
"auto snapshot policy id" : "String"
}o1,
"image id" : "String",
"instance charge type" : "String",
"instance types" : [ "String" 1],
"multi az policy" : "String",
"on demand base capacity" : Long,
"on demand percentage above base capacity"
"spot instance pools" : Long,
"spot_instance remedy" : Boolean,
"compensate with on demand" : Boolean,
"period" : Long,
"period unit" : "String",
"platform" : "String",

"ram policy" : "Strinag",
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"spot strategy" : "String",
"spot price limit" : [ {
"instance type" : "String",
"price limit" : "String"
b1,
"rds instances" : [ "String" ],
"scaling group id" : "String",
"scaling policy" : "String",
"security group id" : "String",
"security group ids" : [ "String" 1],
"system disk category" : "String",
"system disk size" : Long,
"tags" : [ {
"key" : "String",
"value" : "String"
b1,
"vswitch ids" : [ "String" 1],
"login password" : "String",
"key pair" : "String",
"internet charge type" : "String",
"internet max bandwidth out" : Long
o
"status" : {
"failed nodes" : Long,
"healthy nodes" : Long,
"initial nodes" : Long,
"offline nodes" : Long,
"removing nodes" : Long,
"serving nodes" : Long,
"state" : "String",
"total nodes" : Long
s
"tee config" : {
"tee enable" : Boolean
3o
"management" : {
"enable" : Boolean,
"auto repair" : Boolean,
"upgrade config" : {
"auto upgrade" : Boolean,
"surge" : Long,
"surge percentage" : Long,
"max unavailable" : Long
}
}
}
VS
I A7 Body S £
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auto_scaling

eip_bandwidth

eip_internet_ch
arge_type

enable

is_bond_eip

max_instances

min_instances

type

kubernetes_con
fig

cms_enabled

Bt} Al
Object

Long 5
String PayByBandwidth
Boolean true
Boolean true
Long 10
Long 1
String cpu
Object

Boolean true

HiEA

BB RIbEE.

EIPT B IE1E .,

EIPITZREEY, EUE:
L PayByBandwidth : REE®=ITE,

L PayByTraffic : REAREIE,

RRBREM®E,
D BT R BEEgEINEE,
e false ! AHBEEHEYE, ZEENRfalse

B, auto scaling HWHHEHMEESHIE
REX,

o true

E B4 EEP, BUE:
e true : ZEEIP,

e false : REZEEP,

RASEGIH,

RANEHIEL,

B4R, RBEMEHEIFRELS, B
&:

T EBBLAE,
® gpu : GPUSLHIE,
®  gpushare : GPURZEZH,

o spot e hTHIE,

o cpu

EREXEE.

EREECST R LZERYUE, REFUNES
BisERs| A BERAIZECSIAN ARER, #
F=HE. BUE:

®  true : EECSHRLZERKRE.

® false : AREECSTRLIZEREE.
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AEEPREKubernet eshR
SHAMR et} AN
cpu_policy String none
labels Array of tag

runtime

runtime_version

taints

user_data

node_name_m
ode

String docker

String 19.03.5

Array of taint

IlyEvY mluL3NoCmVja

Stri
ring G8glkhlb GxVIEFDSYEI

customized,test.,5,.

String com

HiEA

TRCPUSIEREE, HEBRATEII2.6RULE

B F LA TR SRES

e  static : AFATRELEBRELERRIS
PodiZia ECPUZEA MR S,

® none : FRRBHAINEHIIACPUEFMES
%,

T ERE, AKubernetesEET SRMNIRS, R

SEXFM

o RBHXARK/NSHRENAR, BRSTT
RE20MHIREE

o MERATUEE, RENMANER; HEE
AILAAZE, REA128NER ., IRSEMIRS
B#ABELA aliyun . acs: . https
:// B http:// Fk, BB2ER, BS
M Labels and Selectors,

BREBETHER,

BRIBITRRA,

TR5RER. SRMBRE (Toleration) #8
BEEE, T ARBEEPoAENEIAEENT
Rt. BZ2ER, & Rtaint-and-
toleration,

TREEEXHIE. BESFE, BSREMLY)
BEXEE,

THEEWRBE=ESSAEM: B+ Ta P ihitF
B+ BE&:

o HIBRFMEHHTA "." NRH—NHSNEBH
B, SMEATIMERNEZE, HF
M-, TRERERLAANSFZEBNL
Z;

o |PiihEEEKEIREET & P it REHT
%, BUESER 5-12

BIan: 5 P MiiER: 192.168.0.55, IEERIE
A aliyun.com, IP#IEERKER 5, FEA
test, MFFALZFRA aliyun.com00055test
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SHAMR ESid] ~l ieR
nodepool_info Object TRMEE,
2020-09-
created String 27T19:14:09.156823 sl E,
496+08:00
REARNT R, BE—ITEENE—THIA
TR, BE:
is_default Boolean true true : BENERIAT A,
false : RAEEANEINT i,
T RMER,
name String default-nodepool wEMAN: HEF. XNF. BEXFRFHELE
(-) A, KETBE1~63MFER, BARselE
W& (-) 7%,
. . np615c0e096612421 N
nodepool_id String 630471 2610af G0**** T RID,
region_id String cn-beijing i ID,
resource_group . rg- S
RiRAID,
_id String acfmyvw3wjmb**** R4A
type String ess TIRMEE,
_ 2020-09- I .
updated String 57720-37: 46+08- 00 TRt EHEY A,
scaling_group Object T RERE.,
TRESHEBMESE,
% instance charge type BUE
auto_renew Boolean false A Prepaid WALEH, BE:
L4 true : BEhEEE,
e false : ABzh4EE,
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SHEWR

auto_renew_pe
riod

data_disks

image_id

instance_charg

e_type

instance_types

multi_az_policy

Long

Array of
data_disk

String

String

Array of String

String

il

aliyun_2_1903_x64_2
0G_alibase_2020052
9.vhd

PostPaid

ecs.nd.large

BALANCE

HiEA

TRBEMEERE,
% instance charge type BUE
N PrePaid WAL, BALEE,

H PeriodUnit=Month B, BUESEE: {1, 2,
3,6,12},

TREEBEEE, KNERENEASR.

BEXRRKRID, TR

¥ DescribeKubernetesVersionMetadata

ERRERZFORR.

TRETTRITEEE, BE:

® prepaid : FfT#,

e

®  postPaid : BT,
T5 ARSI AAS .

Z o A KMYEHECSSEAY BA KK, BUE:

®  PRIORITY : RIFEENXHEIREE
(VSwitchlds.N) ¥ %S, HMNERRSE
PAR M BT 72 o] BB X TSR B BECSSLfIRY, B
HMER T — R BN 6 B ECSSE
B,

®  COST OPTIMIZED : IRVCPURMMIEEIS
TR E, SERERERETRANITE
AROSIOMAGE, MAECIEIRIE ST
B, RO AGREEEIE  CompensateWithOnDe
mand SHEEIRAANLHBETEFSER
TR, REENSHXUREMRNAR
B,

@ 88 COST OPTIMIZED {X7E
BREEERE T SLOMENERA TR
AT SEAIBIER TER.

e BAIANCE : EHFHEARENZSITRKXZIE
BN BECSKY, MRBATEFARERR
AKX ZBZEARAEE, BoILUBIAPI
RebalancelnstancesE& &R, BESER, B
£ I Rebalancelnstances,

BOAE:

PRIORITY
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SHEM Bt} Al HEA
on demand ba BEAMEEREIMANHNR/IME, BUETE
se_capacity Long 0 E: [0,1000], HHELANKDFiLEN, ¥
~capacty s BN
on_demand_pe Y540 % B /MR ELHIZ
rcentage_abov Lon 20 ( on demand base capacity ) EX/E,
e _base_capacit 9 BB AR ETHIRN SA G, BUEEE:
y [0,700].
spot_instance IEE T LA N, BRERIENARE
ool - Long 5 HZ M HEISE e ST, BETERE:
p [1,10],
EEFBMFREXLE, FEE, HWERS
XELOEH RN RRE B, BHEAEZHE
spot_instance_r EIHISIA, Bl Eae SULAl, B
Boolean false &:
emedy
®  true : FBIFIAEXLA,
e false : AFBHFIEAHXLHA,
% multi az policy BUE
A cost opTIMIZED BY, WMIRENIE. EE
ERALENEZBHESNIL, REAFE
HER I BIRELAHRECSIHIHEER, B
compensate_wi 1&:
Boolean true
th_on_demand
°  true : RFEHNEHEIBZRELAHE
ECSLAIMEE K,
e false ! ARFEHIEHCIBRIZRELEH
EBECSEHIHEEK,
TREFEANK,
% instance charge type BUE
period Long 0 A Prepaid WAHIEANKIEE.
M periodUnit=Month B, BUESBE: (1,2
,3,6,12,24, 36, 48, 60},
TR ZEEE,
E| instance charge type BE
period_unit String Month A prepaid NEEREREEFM.
Month : BEIRXFHUANBAL
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SHEW et}
platform String
ram_policy String

spot_strategy String
spot_price_Llimi
pot_price_fimi Array
t

instance_type String
price_Llimit String

rds_instances Array of String

scaling_group_i

Stri
q ring

scaling_policy String

il

AliyunLinux

KubernetesworkerR
ole-021dc54f-929b-
437a-8ae0-
34c24d3e****

NoSpot

ecs.c6.large

0.39

rm-XXX

asg-
2zeieod8gigmov7z*

*k%k

release

HiEA

BRERRRITIN. BUE:
L4 CentOS

L AliyunLinux

L Windows

° WindowsCore

Worker RAMB B ETR, ZAXECSSLHINEERE
Wokerfi =,

haUEpRE, BE:

® NoSpot: FE# SR SLA.

e SpotWithPriceLimit: REE HEFIMIE L
MR

® SpotAsPriceGo: RZA BN, REHF™
B FRNIE

BEER, BERe AL,

EEZHHMMEXEEES.

AN SEAIME.

BEHTHHNE

B4 =T/,

RDSLA

fB4E4aID,

AR, BUE:

® release : HRERIN, RFHIERREN
EHE, BUEIZE. BRECSHAREHTME
4,

® recycle : RE#&EI, BEEIRE. S,
BN AXHTEE, REBRAFNRE
(FHEITERRERANZE, RIREEER,
RIENERIN)
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SHEWR

security_group_
id

security_group_
ids

system_disk_ca
tegory

system_disk_si
ze

system_disk_pe
rformance_leve
L

tags

vswitch_ids

login_passwor
d

key_pair

internet_charge
_type

internet_max_b
andwidth_out

String

Array of String

String

Long

String

Array of tag

Array of String

String

String

String

Long

Bl

sg-
2ze600ckeekspl3d**

*%

sg-
2ze600ckeekspl3d**

*%

cloud_efficiency

120

PL1

VSW-
2ze3ds0mdip0hdz8i

*kkk

*kkkkkkk

pro-nodepool

PayByBandwidth

10

HEA

TREZ24AD, STRBRETSIREA

B, A security group ids HHE—
E.

TRt eHIDIIE,

TRAFH/LR, BE:

® cloud efficiency : BX¥Z=E.

: SSD=#,

L4 cloud ssd

TREZZ/KAN, BAIAGB,
BUE5EME : [20,500],

TREARBHBEE, REXIESSDHEEN

RN ECSSEBIHINIRES
MERAUTUEE, RAKENI128DFR,; 15

KERENMIFSEEAREELL “aliyun” | “"acs:” FF
3L, EE “https://" . "http://" ,

FEMSIRALID,

SSHERZEM, M key pair Zi&—., ZBEM
MA8~30MZER, BELRNBEE=I (K/NE
FE. HFNHEFS) .

HTFZ2MER, ZHEEEREIMELE,

ZHENEW, M login password ZiE—,
HHRBATRERD M, R

£ key pair o

TRAFIPR 2R

TRANPHWRRAE, BAIAMbps (Mega
bit per second) , EU&EEE: 1~100
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SHEWR £

deploymentset

id String
desired_size Long
status Object
failed_nodes Long

healthy _nodes Long

initial_nodes Long

offline_nodes Long

removing_node

Lon

s 9
serving_nodes Long
state String
total nodes Long
tee_config Object
tee_enable Boolean
management Object

il

ds-
bp1d19mmbsv3jf6x
XXXX

active

false

EEEIZT R,

BT R,

EERBIRT REL

ITHEPHRE,

TRBIRE, BUE:

® active @ BEE.

®  scaling : {#%4Edh,

L4 removing : TRERE,
® deleting : MRS,

® updating : BT,

MBS ETEHEE.,

EEFBEMEITEER, BE:
° true : FB,.
° false : AHE.

RETRBEE.
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SHAMR ESid] ~l
enable Boolean true
auto_repair Boolean true

upgrade_config Object

auto_upgrade Boolean true

surge Long 5

surge_percenta

HiEA

EERABRERT ~ith, BE:
o true @ FBREETRM.

e false ! AHBREETRM, REH en
able=true B, Efti@XBEES E£X.

BiEE, X& enable=true B4ER,
o true : HEIBE,
e false : ABMEBE,

BEAREE, NH enable=true KNHEX,

BEAEMAR, BUE:
o true : BRABMAR,
o false : ABREBHAR.

I REE

ge Long 50 NS REbBl, F1 surge iE—,
max_unavailabl RARNTRTRHE, BUETE: [1,1000],
- Long 1

€ BRIAE:
interconnect_c Obiect BET RENEEXNEES. Hfedgefl
onfig ) SRER=RiE=p=98
cen_id String ;ingnfhzof******* SR 4P S A FSEAIID(CENID)
cen_id String Cmsioioqoye | DREEET R N REERAID(CCND)

N . ) NEEILIR TS SR E N = IEEM LA B X
ccn_region_id String cn-shanghai i
bandwidth Long 10 NSRRI METE, BAM
[ d_peri . . -
PTOVEEPENO T string 1 SHEIEB B ALK, S0
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SHEWR i Bl ki

DET ROMEI MR, basic: EAHE;
String improved improved: 1#Zi&%!, ZERWedgeX BT R
WEREX

interconnect_m
ode

BETREAFERANERT REE. TREA
JUBSMHPRATRYE, ZEHATEFTF0. 0
FRRTHINRE (XZRFEFREARTURNE
TRE, TRBEASEGIMNRE) . BET R
ZEHEFERTFO; essHEBT BMBIAN
edgeX BT RMZSHIENO

max_nodes Long 10

BT R FR R
BRI

GET /clusters/c23421cfa74454bc8b37163fd19%af****/nodepools/np31dalb38983£4511b490£c62108a***
* HTTP/1.1
Content-Type:application/json

1 &R [8] 7 45)
xML &

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeClusterNodePoolDetailResponse>
<auto scaling>
<eip bandwidth>5</eip bandwidth>
<eip internet charge type>PayByBandwidth</eip internet charge type>
<enable>true</enable>
<is bond eip>true</is bond eip>
<max_instances>10</max instances>
<min instances>1</min instances>
<type>cpu</type>
</auto_scaling>
<kubernetes config>
<cms_enabled>true</cms enabled>
<cpu_policy>none</cpu policy>
<labels>
<key>env</key>
<value>prod</value>
</labels>
<runtime>docker</runtime>
<runtime version>19.03.5</runtime version>
<taints>
<key>key</key>
<value>value</value>
<effect>NoSchedule</effect>
</taints>

<user data>IyEvYmluL3NoCmVjaG8gIkhlbGxvIEFDSyEi</user data>
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ity>

<node_name_mode>customized,test.,5,.com</node_name_mode>

</kubernetes config>

<nodepool info>

<created>2020-09-27T19:14:09.156823496+08:00</created>

<is default>true</is default>

<name>default-nodepool</name>

<nodepool id>np615c0e0966124216a0412el0afel0****</nodepool id>
<region id>cn-beijing</region id>

<resource group id>rg-acfmyvw3wjmb****</resource group id>
<type>ess</type>

<updated>2020-09-27T20:37:46+08:00</updated>

</nodepool info>
<scaling group>

<auto_renew>false</auto_ renew>
<auto renew period>l</auto renew period>
<data disks>
<category>cloud ssd</category>
<size>40</size>

<encrypted>true</encrypted>

<auto_snapshot policy id>sp-2zejlnogjvovnzdz****</auto snapshot policy id>

<performance level>PLl</performance level>
</data disks>
<image id>aliyun 2 1903 x64 20G alibase 20200529.vhd</image id>
<instance charge type>PostPaid</instance charge type>
<instance types>ecs.n4.large</instance types>
<multi az policy>BALANCE</multi az policy>

<on_demand base capacity>0</on demand base capacity>

<on_demand percentage above base capacity>20</on demand percentage above base capac

<spot instance pools>5</spot instance pools>

<spot instance remedy>false</spot instance remedy>
<compensate with on demand>true</compensate with on demand>
<period>0</period>

<period unit>Month</period unit>

<platform>AliyunLinux</platform>

<ram policy>KubernetesWorkerRole-021dc54f-929b-437a-8ae0-34c24d3e****</ram policy>

<spot_strategy>NoSpot</spot_strategy>
<spot price limit>

<instance type>ecs.c6.large</instance type>

<price 1imit>0.39</price limit>
</spot price limit>
<rds instances>rm-xxx</rds instances>
<scaling group id>asg-2zeieod8gigmov7z****</scaling group id>
<scaling policy>release</scaling policy>
<security group id>sg-2ze60ockeekspl3d****</security group id>
<security group ids>sg-2ze60ockeekspl3d****</security group ids>
<system disk category>cloud efficiency</system disk category>
<system disk size>120</system disk size>
<system disk performance level>PLl1</system disk performance level>
<tags>

<key>env</key>

<value>prod</value>
</tags>

<vswitch ids>vsw-2ze3dsOmdipOhdz8i****</vswitch ids>

237

> MA4RRA: 20220704



A RS Kubernetesh

APIEZE-

dt

o

<login password>*****x**<J/]ogin password>
<key pair>pro-nodepool</key pair>
<internet charge type>PayByBandwidth</internet charge type>
<internet max bandwidth out>10</internet max bandwidth out>
<deploymentset id>ds-bpldl9mmbsv3jféxxxxx</deploymentset id>
</scaling group>
<status>
<failed nodes>0</failed nodes>
<healthy nodes>3</healthy nodes>
<initial nodes>0</initial nodes>
<offline nodes>0</offline nodes>
<removing nodes>0</removing nodes>
<serving nodes>3</serving nodes>
<state>active</state>
<total nodes>3</total nodes>
</status>
<tee config>
<tee enable>false</tee enable>
</tee config>
<management>
<enable>true</enable>
<auto_repair>true</auto_repair>
<upgrade config>
<auto upgrade>true</auto upgrade>
<surge>5</surge>
<surge percentage>50</surge percentage>
<max unavailable>1</max unavailable>
</upgrade config>
</management>
<interconnect config>
<cen id>cen-ey9k9InfhzQf*******</cen id>
<ccn_id>cen-gm5i0i0qOyi*******</ccn id>
<ccn region id>cn-shanghai</ccn region id>
<bandwidth>10</bandwidth>
<improved period>1</improved period>
</interconnect config>
<interconnect mode>improved</interconnect mode>
<max nodes>10</max nodes>

</DescribeClusterNodePoolDetailResponse>

Json &

HTTP/1.1 200 OK
Content-Type:application/json
{
"auto_scaling" : {
"eip bandwidth" : 5,
"eip internet charge type" : "PayByBandwidth",
"enable" : true,
"is bond eip" : true,
"max instances" : 10,
"min instances" : 1,
"type" : "cpu"
by
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"kubernetes config" : {

}l

"cms_enabled" : true,
"cpu policy" : "none",
"labels" : [ {
"key" : "env",
"value"™ : "prod"
bl
"runtime" : "docker",
"runtime version" : "19.03.5",
"taints" : [ {
"key" : "key",
"value" : "value",
"effect" : "NoSchedule"
Foly
"user data" : "IyEvYmluL3NoCmVjaG8gIkhlbGxvIEFDSyEi",

"node name mode" : "customized,test.,5,.com"

"nodepool info" : {

bo

"created" : "2020-09-27T719:14:09.156823496+08:00",
"is default" : true,

"name" : "default-nodepool",

"nodepool id" : "np615c0e0966124216a0412el0afeQx***",
"region id" : "cn-beijing",

"resource group_ id" : "rg-acfmyvw3wjmb****'",

"type" : "ess",

"updated" : "2020-09-27T20:37:46+08:00"

"scaling group" : {

"auto renew" : false,
"auto renew period" : 1,
"data disks" : [ {
"category" : "cloud ssd",
"size" : 40,
"encrypted" : "true",
"auto snapshot policy id" : "sp-2zejlnogjvovnzdz*xxx'",
"performance level” : "PL1"
b
"image id" : "aliyun 2 1903 x64 20G _alibase 20200529.vhd",
"instance charge type" : "PostPaid",
"instance types" : [ "ecs.nd.large" ],
"multi az policy" : "BALANCE",
"on demand base capacity" : O,
"on demand percentage above base capacity" : 20,
"spot instance pools" : 5,
"spot instance remedy" : false,
"compensate with on demand" : true,

"period" : O,

"period unit" : "Month",
"platform" : "AliyunLinux",
"ram policy" : "KubernetesWorkerRole-021dc54f-929b-437a-8ae0-34c24d3ex***x",
"spot strategy" : "NoSpot",
"spot price limit" : [ {
"instance type" : "ecs.c6.large",
"price limit" : "0.39"
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"rds instances" : [ "rm-xxx" ],
"scaling group id" : "asg-2zeieod8gigmovT7z****",
"scaling policy" : "release",
"security group id" : "sg-2ze60ockeekspl3dxxxx",
"security group ids" : [ "sg-2ze60ockeekspl3d****" ],
"system disk category" : "cloud efficiency",
"system disk size" : 120,
"system disk performance level" : "PL1",
"tags" : [ {
"key" : "env",
"value" : "prod"
bl
"vswitch ids" : [ "vsw-2ze3dsOmdipOhdz8ix***" ],
"login password" : "xxxxxxxxm
"key pair" : "pro-nodepool",
"internet charge type" : "PayByBandwidth",
"internet max bandwidth out" : 10,
"deploymentset id" : "ds-bpldl9mmbsv3jf6xxxxx"
by
"status" : {
"failed nodes" : 0,

"healthy nodes" : 3,

"initial nodes" : 0,
"offline nodes" : 0,
"removing nodes" : 0,
"serving nodes" : 3,
"state" : "active",
"total nodes" : 3
b
"tee config" : {
"tee enable" : false
by
"management" : {
"enable" : true,
"auto repair" : true,
"upgrade config" : {
"auto upgrade" : true,
"surge" : 5,
"surge percentage" : 50,
"max unavailable" : 1
}
b
"interconnect config" : {
Teem el g Teem—eyOIROmitingQE sl
"ccn_id" : "ccn-gm5i0i0gOyixxxxxxxm,
"ccn region id" : "cn-shanghai',
"bandwidth" : 10,
"improved period" : "1"
by
"interconnect mode" : "improved",
"max nodes" : 10
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B A Attachinstancesii il E B ECSLBI I EE2E,
ik

O] LAFEOpenAPI Explorerh HiIE1Ti%#E 0, 2EXTMHESEHNEN., BTMINE, OpenAPlExplorera]
PAB 5 4 By SDKA BB R4l

BRIEX

POST /clusters/ClusterId/attach HTTP/1.1
Content-Type:application/json
{

"instances" : [ "String" ],
"key pair" : "String",
"password" : "String",
"format disk" : Boolean,
"keep instance name" : Boolean,
"is edge worker" : Boolean,
"nodepool id" : "String",
"image id" : "String",
"cpu policy" : "String",
"user data" : "String",
"rds instances" : [ "String" ],
"runtime" : {
"name" : "String",
"version" : "String"
o
"tags" : [ {
"key" : "String",
"value" : "String"
bl
}
BRSH
ERPath&#
SHER it} ERNIE ~l WiEA
c106f377e16f34
Clusterld String = eb1808d6b9362  £EfID,
COrrr
&RBody&#
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SHEWR £ BEBIE il L

i_
2zedOsswuau6o  FRMBISZAIID,
89b****

Array of
String

i

instances

FRMEBIBZEXTZIR,
M login password Zif—,

el

key_pair String secrity-key @ BE i

E nodepool id f&, ZEBHAR
XF.

BRI AIESSHE RZME,

M key pair ZiE—. BBHMUA

8~301 2%, BEELPANEA=EH (X

INEFE, MFAEHRTS) , AxH
Hello1234 R& (\) M¥AENEIS (") B

So

el

password String

HTFReMEE, BnEndRPH:
ZEmeatEn.

EERERYBENREREHESESR
o, BE:

*  true @ BERLENRGEMH
EHER,

® false @ REARB[BHENRGE
BEHER.

BUNE: false .
RSN

° MRECSEEHHMIER, BHRE—#
false HIEBNXHERERBK, ZFHs
B ZzEEEEAEXT4, B
SkIEM A A /var/lib/docker,
/var/lib/kubelet

* MMRECSRERMER, NWASEH
WHEIER,

iy

format_disk Boolean

@ Bm  MERERIETE
SRS EECSE R AR
2, BRENEESHESE
%, BEESHYR.
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AR RS Kuberneteshi

SHEWR

keep_instance_n
ame

is_edge_worker

nodepool_id

image_id

Boolean

Boolean

String

String

iy

iy

iy

il

true

false

np615c0e09661
24216a0412e10
af e O****

aliyun_2 1903 _x
64_20G_alibase
~20200529.vhd

ERREFRIFER, BUE:
L4 true : REBLHIZR,

e false : AREBIHIFFR,

2NE: true o

BEERBET S, BENST &, BUE:

®  true ! FBRAMBPTRELE
TR,

e false : FRAMETAERE
BET R,

ZINME: false

@ pm mE2ngEs, B
BERARE true , BFHRIRZT
AEENENSTS &,

TRMID, WRAEE, WK RIFM
FEAT R,

BEMERID, MEAMENERKIAR
RER.

@ e
° NFIRFAH/EFRBHEE R
NZHER,
° i5
£ nodepool id f&,
ZEHAZE.

243
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AE RS KuberneteshR APIBE- 15 st
SHEWR B3] 88
T RCPUSHEREE, HEBRATE
1.12.6 KA LB AT AN SRES
e static ! RFAFTRLEFE
&R RS EPodIG s L CPUZEAIMERD
Jo A,
®  rone : EFBREHMWEHIRIACPU
cpu_policy String ) FMMRER,
%ﬁi)\{ﬁt none ,
@ wm 35
E nodepool id f&, ZEHAR
*¥.
TREEXHIE. BEZiFE, BsLE
S B E X,
lyEvdXNyL2Jpbi9 @ LCL I . .
user_data String &= iYXNoCmVjaG8g & nodepool_id /&, EBHA
Ikhlb GxVIEFDSYEi X¥.
RDSLAIID,
@ wm 35
T nodepool id &, ZEBHA
rds_instances Array of S X -
- String it
BREIBEITH,
runtime runtime & @ LA I

£ nodepool id f&, ZEHA
X,
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AR RS Kuberneteshi

SHAMR ESid] BENIE ~l i8R
T RIRE, MREEE NN :
o MEHXAKX/NERREXNHEMN, &
=EZ O LUEE20 MR,
o IMERATUUEES, FRKHANF
7, MEETUAZE, REA128D
Array of P, RERMREEHRLEL al
Py
tags tag = iyun . acs: .  https://
o http:// Fk, FEES
I Labels and Selectors,
@ wm  =E nodepool
id B, ZBHAXHE,
0 R 4435 3%
HTTP/1.1 200
Content-Type:application/json
{
"list™ : [ |
"code" : "String",
"instanceId" : "String",
"message" : "String"
b1y
"task id" : "String"
}
I iz £ #1
Ui fZBody&#§
SHEWR ESid] Bl
list Array of list TRAMIERIIE,
= . it 0y
code String 200 'Dunlﬁj]u—n%%ﬁﬁgo
i_
instanceld String 2ze0lgm3y6iylcht***
message String successful TRAMERBRER.
245 > MHRRA: 20220704
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AEERE KuberneteshR APIEZE- 5 Sith

SHEWR

task_id

£ il ki
T-

String 5a544aff80282e39e F£ID,
a000039

wiNea LA B EEHRA

ERHB

POST /clusters/cl06£377el6£34eb1808d6b9362c9****/attach HTTP/1.1
Content-Type:application/json

{

"instances" [ "i-2zedOsswuau6o089b****" 1,
"key pair" "secrity-key",
"password" "Hellol234",
"format disk" : false,
"keep instance name" : true,
"is edge worker" : false,
"nodepool id" : "np615c0e0966124216a0412el0afeQ****",
"image id" "aliyun 2 1903 x64 20G alibase 20200529.vhd",
"cpu policy" "none",
"user data" "IyEvVAXNyL2Jpbi9iYXNoCmVjaG8gIlkhlbGxvIEFDSYEiL",
"rds_ instances" : [ "rm-67yawhau****" ],
"runtime" {
"name" "docker",
"version" "19.03.5"
}y
"tags"
"key" "env",
"value" "prod"
bl
}
IE &R E7RA
xvr, A&

HTTP/1.1 200 OK
Content-Type:application/xml

<list>

<code>200</code>
<instanceld>i-2ze0lgm3y6iylcbt****</instanceId>

<message>successful</message>

</list>

<task 1d>T-5a544aff80282e39ea000039</task id>

JsoN &=
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AR RS Kuberneteshi

HTTP/1.1 200 OK
Content-Type:application/json
{

"list" : [ {
"code" : "200",
"instanceId" : "i-2zeOlgm3y6iylcbt****",
"message" : "successful"

Fol,

"task id" : "T-5a544aff80282e39ea000039"

}
HiRG

mEEED LEEESHEIRD,

11.7. FERIHME

LB ET R0t

I8 FDescribeClusterAttachScript sl 28 SLHI EACKERE, ZAPIR B H—E TJHITHIA, EIREVHIA
B, EEAT R LT ZHAR TR REEAN,

i3

RO LATEOpenAPI Explorerf Bi%iz{TiZE O, &EBITESZWEI ., E1T7HINE, OpenAPlExplorert]

PAB 5 4 5 SDK BB R4l

EXREE

POST /clusters/ClusterId/attachscript HTTP/1.1

Content-Type:application/json
{

"nodepool id" : "String",
"format disk" : Boolean,
"keep instance name" : Boolean,
"rds instances" : [ "String" ],
"arch" : "String",
"options" : "String"
}
=3 3
BRESH
BERPath£ £
SHAMR 3t} ERNIE
Clusterld String =
ERKBodyZ#

w5l 48R
ca375a93a3047
4552ad2a0ebel EEBEID,
83e****

247
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https://error-center.alibabacloud.com/status/product/CS
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A RS Kubernetesh

APIBZ- 75 Sith

SHAR et}
nodepool_id String
format_disk Boolean

keep_instance_n

Boolean
ame
Array of
rds_instances .y
- String

EEWIE w5l
np1c9229d9be2
= d432c93f77a88f
Cao****
&= false
S true
S rm-Xxx

WiEA

T RtbID, FANT RE T LLEIZ T R
IMEFEE BT Rt P,

@ mE WEAEELSH
D, BB EAFMEBAT A
it

FHHRMEB LG LR, REXNZ
IHMTHIEREY, BEB[NRERT
EEHER L, BE:

*  true : XEFIHTHIERE
=}, HEENEEHEREX, BF
REMHE.

® false @ ANEAETHIEEE
E= 8

BOAE:

HAREHAMN

° IR ECS BEHEHHER, BRE—
PHIRBOXGRARNIBK, RSF
SEMEZEEEEILA extd,
FAREMAZA/var/lib/docker,
/var/lib/kubelet ,

* INR ECS REHHMER, WASHE
HIHHIES.

false ,

AINEF LSRN, RE5RBIMSE
Ro MRARE, WLAHIATRER

A worker-k8s-for-cs-

. BUE:

D REBLOIBR.

® false : AMREXHIBR, =H
REMNHITEIR,

BINE:

<clusterid>

L4 true

true o

RDSSLHIE TR,
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SHAMR et} EENIE
arch String =
options String &=

DPVRYSE297.3

HTTP/1.1 200
Content-Type:application/json

U B 2 2
0 fZBody&#§

SHAWR e i

il

amd64

{\"enablelptabl

es\":

true,\"manageR

untime\":

true,\"quiet\":

true,\"allowedC
lusterAddons\":

[\"kube-

proxy\",\"flann

el\",\"coredns\"

I

HiEA

WA

TIRCPUBRM, SZIFHICPUSRIEE
% amd64 . arm

BNE:

arm64d

amd64

@ mE  YeEEEE NS
IR A A,

TROENRESH,

@ 8
B A

SERLBAINESTE

249
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APIBZ- 75 Sith

SHEWR Bl ] ki

"curl http://aliacs-
k8s-cn-
hangzhou.oss-cn-
hangzhou.aliyuncs.c
om/public/pkg/run/
attach/1.12.6-
aliyunedge.1/edgea
dm -0 edgeadm;
chmod u+x
edgeadm;
./edgeadm join --
openapi-token=XXX
--node-spec="
{\"flanneliface\":\"e
tho\",\"enablelptabl
es\":true,\"assume
Yes\":true,\"manag
eRuntime\":true, \"n
odeNameStrategy\"
:\"hostname\",\"en
abledAddons\":
[\"kube-
proxy\",\"flannel\",\
"coredns\"]}""

VRN,

df

String

w

FHNARMEBLH EACKERRH
BRI

POST /clusters/ca375a93a30474552ad2al0ebel83e**** /attachscript HTTP/1.1
Content-Type:application/json
{

"nodepool id" : "nplc9229dSbe2d432c93f77a88fcal****",

"format disk" : false,

"keep instance name" : true,

"rds instances" : [ "rm-xxx" ],

"arch" : "amd64",

"options" : "{\\\"enableIptables\\\": true, \\\"manageRuntime\\\": true, \\\"quiet\\\": tru

e, \\\"allowedClusterAddons\\\": [\\\"kube-proxy\\\",\\\"flannel\\\", \\\"coredns\\\"]}"

}

BRI FE LA
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RNBELHIRDSITERERE, optionsBRIUARarchBRANKIE, FTEMoptionsEISERIISEA:

{
"options":"{
"allowedClusterAddons": fHHFH,
"enableIptables": & /Biptables, FiAfEtrue.
"flannelIface": flannelfFAMIMFE. BIAFATRERRINBBHMER.
"gpuVersion": RNEZANNTRELZNGPUTR, RIANT, %Eﬁi?%EQJGPUR&ZKENVidia_TeS1a_T4s Nvidi
a Tesla P4, Nvidia Tesla P100o
"manageRuntime": BHHMedgeadnZEHIMRuntime, Eikfalseo
"nodeNameOverride": RETRZ, BME3MAN: " (BUAE, "REERAENR) ; " (REBENERAIH
FRR ) ; roxxx" (REBENERUIFRTBRxxxE%. ) o
"quiet": BEERABRENRE,
}
}

1E &R B 7R
JSON &2

HTTP/1.1 200 OK

R BRI 4hFE L A
EREHRER:

"curl http://aliacs-k8s-cn-chengdu.oss-cn-chengdu-internal.aliyuncs.com/public/pkg/run/atta
ch/1.16.9-aliyun.1l/attach node.sh | bash -s -- --node-name-mode nodeip --cms-enabled --cms-
version 1.3.7 —--openapi-token **** —-addon-names flannel,csi-plugin,csi-provisioner, logtail
-ds, ack—-node-problem-detector,nginx-ingress-controller, kube-flannel-ds --cpu-policy none --
node-cidr-mask 26 --node-port-range 30000-32767 --runtime docker --runtime-version 19.03.5"
WS ER:

"wget http://aliacs-k8s-cn-hangzhou.oss-cn-hangzhou.aliyuncs.com/public/pkg/run/attach/1.12
.6-aliyunedge.l/edgeadm -0 edgeadm; chmod u+x edgeadm; ./edgeadm join --openapi-token=*** -
-node-spec="{\"flannelIface\":\"eth0\", \"enableIptables\":true, \"assumeYes\":true, \"manageR
untime\":true, \"nodeNameStrategy\":\"hostname\", \"enabledAddons\": [\"kube-proxy\", \"flannel
\",\"coredns\"]}""

HiR
HiREE T L EEBSERG.

11.8. BETRMBET R

i FRepairClusterNodePoo B EfE ENRE T RBNIEET R EEN A,
i

RO LATEOpenAPI Explorerf Bi%iz{Ti%E 0, &EFBITEEZWEM, BT INE, OpenAPlExplorera]
DA B 54 A SDKAE RS 7= 451

B KIBE
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https://error-center.alibabacloud.com/status/product/CS
https://api.aliyun.com/#product=CS&api=RepairClusterNodePool&type=ROA&version=2015-12-15

B#ERSKuberneteshi APIBE- T 5t

POST /clusters/cluster id/nodepools/nodepool id/repair HTTP/1.1
Content-Type:application/json
{

"nodes" : [ "String" ]
}
3k o
BRSH
B KPath24#
SHER B3] ERDIE Al L)
c2273b7f4a30d
cluster_id String = 4ef6b43e0926¢ =30
dds****
np613940c3593
nodepool id String 2 c4bea96faas860 T RithiD
chg****
5 KkBodyS#1
SHAR Bt BENIE ~l i8R
Array of cn-
d = TR
nodes String = beijing.10.0.1.26 TRER
0 R 4418 3%
HTTP/1.1 200 OK
Content-Type:application/json
{
"request id" : "String",
"task id" : "String"
}
i Nz 2 #5(
00 iz Body& %8
SHER ESid] Bl L
db82195b-75a8-
request_id String 40e5-9be4- JEKID
16f1829dc624
T-
task_id String 613b19bbd160ad49 £%51D
28000001
B
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POST /clusters/c2273b7f4a30d4ef6b43e0926cdd8**** /nodepools/np613940c3593cdbead6faa8600chbo**
**/repair HTTP/1.1
Host:cs.aliyuncs.com
Content-Type:application/json
{
"nodes" : [ "cn-beijing.10.0.1.26" ]

1E &R B 7R
xML &I

HTTP/1.1 200 OK
Content-Type:application/xml
<RepairClusterNodePoolResponse>
<request i1d>db82195b-75a8-40e5-9be4-16£1829dc624</request id>
<task 1d>T-613b19bbd160ad4928000001</task id>
</RepairClusterNodePoolResponse>

JSON &=

HTTP/1.1 200 OK

Content-Type:application/json

{
"request id" : "db82195b-75a8-40e5-9%be4-16£1829dc624",
"task id" : "T-613bl9%bdl160ad4928000001"

HiRt
IS L EE B SR

11.9. BRTRMPHNT R

B DeleteClusterNodesfs R EE FIEET &,

@ 88
W RPodiE#, tJgesFinlss £l SR H R AE
o BIETRED O REFEIETNHIXEG, 7 %ﬁﬁﬁﬁﬂﬁ?&ﬁ’]’%&ﬂ{ﬁ
b, FAREHATRIREARTEERS,
o BIRT RI{XBERWorkerT =, AEBBRMasterti =,

it
RO LAEOpenAPI Explorerf Bi%iz{Ti%E 0, &EFBITESZWEM, BT INE, OpenAPlExplorera]
DEFESADIGR TR

BXRERX
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https://api.aliyun.com/#product=CS&api=DeleteClusterNodes&type=ROA&version=2015-12-15

A RS Kubernetesh

APIZE- 75 Sith

POST /clusters/ClusterId/nodes HTTP/1.1
Content-Type:application/json
{

"drain node" : Boolean,
"release node" : Boolean,
"nodes" : [ "String" ]
}
e kY
BRESH
ERPath2#
SHER ESid] ERNIE ~l
€850429a2287b
Clusterld String = 4d968e27e87a4
92—'****
ERBodyZ#
SHAER ESid] ERMIE ~l
drain_node Boolean = true
release_node Boolean = true
Array of -
nodes Stm3 5 chengdu.192.16
° 8.0.70

[PVRY 2973

HTTP/1.1 200 OK

PV~

WiEA

£BID,

i8R

EEEMEE T R E8Pod, BUE:
° true : BHHETALEHPO,

® false : ABMHHIETARLH
Pod,

ZINE:  false ,

R ERENBIRECS, BUE:
® true : BEINFIRECS,
e false : AEFBRECS,

ZANE: false

@ 3 YPENEEEAT
BB, AR EBIRECS.,

T REWR,
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0 fiZBody &4

SHER Bt =~ iR

c104d5d5f301c4e2a
luster_id Stri D,

cluster_| fing 8ee578c37bc**** wE
A9891419-D125-

request_id String 4D89-AFCA- EXKID,
68846675E2F7
T_

task_id String 60fea8ad2e277f087 £%1D,
9000ae9

BRERT RRE
BRI

POST /clusters/c850429a2287b4d968e27e87a4921**** /nodes HTTP/1.1
Content-Type:application/json
{

"drain node" : true,
"release node" : true,
"nodes" : [ "cn-chengdu.192.168.0.70" ]
}
IEEIREIRA
xML &I

HTTP/1.1 200 OK

Content-Type:application/xml

<DeleteClusterNodesResponse>
<cluster id>c104d5d5f301c4e2a8ee578c37bc****</cluster id>
<request id>A9891419-D125-4D89-AFCA-68846675E2F7</request id>
<task i1id>T-60fea8ad2e277£0879000ae9</task id>

</DeleteClusterNodesResponse>

JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"cluster id" : "c104d5d5f301c4e2a8ee578c37bc****",
"request id" : "A9891419-D125-4D89-AFCA-68846675E2F7",
"task id" : "T-60fea8ad2e277£0879000ae9"

wEEED L EEESHEIRD,

255
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=vic)

dt

B RSKubernet eshi APIB .

11.710. MBERT st

N

& F Delet eClusterNodepoo lfff| BRT5 st .
it

O] AfEOpenAPI Explorerp Ei%IZ1Ti2#E 0, REBHESZHNEMN, BTMINE, OpenAPIExplorera]
PAB 14 A SDK BB R 41,

EXREE

DELETE /clusters/ClusterId/nodepools/NodepoolId HTTP/1.1

Content-Type:application/json

\E 0y
BXRSH
ERPath&#
SHER Bl BENIE il 3288
c61da77e8bfbc
Clusterld String = 4c4c999af2b51 E£E5ID,
b65****
np30db56bcac?
Nodepoolld String g2 843dca90b999c T RMID,
8928****
0 N 4435 3%
HTTP/1.1 200 OK
i) Nz 2 450
0 M7 Body&#§
SHER ESid] ~l i8R
7263C978-3DBD-
request_id String 4E06-B319- 1BEXKID,

793B38A2F388

i RS 5t = Bl
BRI

DELETE /clusters/c6lda77e8bfbcd4cd4c999af2b51b65****/nodepools/np30db56bcac7843dca90b999¢c8928
**kxx HTTP/1.1
Content-Type:application/json

IEEIREIRE

> MA4RRA: 20220704 256


https://api.aliyun.com/#product=CS&api=DeleteClusterNodepool&type=ROA&version=2015-12-15

APIBZE- 73 ith R RSKubernet eshi

xML &I

HTTP/1.1 200 OK
Content-Type:application/xml
<DeleteClusterNodepoolResponse>
<request id>7263C978-3DBD-4E06-B319-793B38A2F388</request id>
</DeleteClusterNodepoolResponse>

JSON &=

HTTP/1.1 200 OK
Content-Type:application/json
{
"request id" : "7263C978-3DBD-4E06-B319-793B38A2F388"

HiIR
iR L EEESERG.
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AE RS KuberneteshR APIBE- T

12.F4K%
12.1. FEREE

B UpgradeClusterf 35 E &8,
i

IR LATEOpenAPI ExplorerP BHiEiz{Ti%E N, @EFBIHESZWAEM ., B1T7HINE, OpenAPlExplorera]
PA B 54 B SDKAL A = 45

ERIEX

POST /api/v2/clusters/ClusterId/upgrade HTTP/1.1
Content-Type:application/json
{

"component name" : "String",
"next version" : "String",
"version" : "String"
}
s 3
BRSH
EsRPath2#
SHEWR ESid] ERNIE ~l WiEA
€82e6987e2961
Clusterld String = 451182edacd74 E£EID,
faf****
5 KBodyZ#1
SHEWR ESid] ERWIE Al i8R
t
ﬁmem”—m String = k8s ALK, BE:  k8s .
next_version String S 1.16.9-aliyun.1 EBF U FHRIRAR
4 B B8, BEREE
version String &= 1.14.8-aliyun.1 RERIRA, B2 REREH

IR

PVRY S E297.3

HTTP/1.1 200 OK

Uil B 2 £
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APIBE. 74 A#EPREKuberneteshi

PALIVE S
FtREEHRE
ERRH

POST /api/v2/clusters/c82e6987e2961451182edacd74faf****/upgrade HTTP/1.1
Content-Type:application/json
{

"component name" : "k8s",
"next version" : "1.16.9-aliyun.1",
"version" : "1.14.8-aliyun.l"
}
IE&EIREI/RE
Json A&z

HTTP/1.1 200 OK

Hix
piEEE L EEESHIZE.

12.2. ERERHALRNRES
B GetUpgradeStat usE ) EE B A RS
it

R o] LATEOpenAPI Explorerb B##iz1Tizi& 0, &FBHESLNEM., ETMINE, OpenAPI Explorerd]
PAE 4 R SDKAAEE R 41,

BRIEE

GET /api/v2/clusters/ClusterId/upgrade/status HTTP/1.1
Content-Type:application/json

\i kY
BREH
B skPath2#
SHER B3] EBEMIE Al iEA
c106f377e16f34
Clusterld String 2 eb1808d6b9362 £EED,
Cg****

[PVRY SE297.3
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A RS Kubernetesh

APIBE- T+

HTTP/1.1 200

Content-Type:application/json

{

"error message" :

"precheck report id" :

"status" :

"upgrade step" :

"upgrade task" : {

"status"

"message" :

IJVE=S 44
0 i Body&#§

SHER
error_message

precheck_repor
t_id

status

upgrade_step

upgrade_task

status

"String",
"String",
"String",
"String",
: "String",
"String"
ESic) Bl
. subject to actual
String
return
Strin be4c8eb72de94d45
9 9ea7ace7c¢811d119
String running
String prechecking
Object
String running

HEHA

ERFRPIERER.

e &EIRE D,

EHBARNRES. BETE:
®  success : FEERMI.

o  fail :FEREKM.

e  pause : FREE,

® running : AEHTH,

EHBARNME. BETH:
® ot start : HERFH.
®  prechecking : WED,
®  upgrading : FE,

e  pause : HEd,

L4 success : FHERALIN,

FHRAESER .

FHRESRES, BUETHE:

° running : #fTH,
o Success : HITRIN,
e Failed :HITEM.
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SHEWR Bl ] ki

subject to actual

FHRESZHERER,
return

message String

BEHEHARRSRA
ERH)

GET /api/v2/clusters/cl06£377e16£34eb1808d6b9362c9****/upgrade/status HTTP/1.1

Content-Type:application/json

1E & IR B 7R
<ML F&T

HTTP/1.1 200 OK
Content-Type:application/xml
<error message>subject to actual return</error message>
<precheck report id>be4c8eb72de%94d459%eaTace7c811d119</precheck report id>
<status>running</status>
<upgrade step>prechecking</upgrade step>
<upgrade task>
<status>running</status>
<message>subject to actual return</message>

</upgrade task>

JSON &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"error message" : "subject to actual return",
"precheck report id" : "bedc8eb72de%94d459%eaTace7c811d119",
"status" : "running",
"upgrade step" : "prechecking",
"upgrade task" : {
"status" : "running",
"message" : "subject to actual return"

HIRD
ST L EEESHIRE.

12.3. EEEHAR

JE FAPauseClusterUpgrade &= B P &£ T,

i3

261
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AE RS KuberneteshR APIBE- T

XTI LATEOpenAPI Explorerh E2ia1Ti%#E 0, £XEHESELNEM, BTG, OpenAPlExplorerd]
PAB 5 & A SDKAS A R A

BRIEX

POST /api/v2/clusters/ClusterId/upgrade/pause HTTP/1.1
Content-Type:application/json

\i kY
BREH
BERPath&#
SHER Bt EEWIE ~l L]
c82e6987e2961
Clusterld String 2 451182edacd74 £E£D,
faf****

PR SE2973

HTTP/1.1 200 OK

RS

o DJVE= 5

HEEEALRL

RG]
POST /api/v2/clusters/c82e6987e2961451182edacd74faf**** /upgrade/pause HTTP/1.1
Content-Type:application/json

EEEIREIRE
gson &z

HTTP/1.1 200 OK

HiIRD
HiREE T L EEBSERG.

12.4. BUBSBRR
iB A CancelClusterUpgradeBUH £ B4R ,
&l

RO ATEOpenAPI Explorerp BIEETiZEN, REFIHEEZWEM ., B1THINIE, OpenAPlExplorera]
A B 34 B SDKAL A =451
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APIBE- T+

AR RS Kuberneteshi

EXREX

POST /api/v2/clusters/ClusterId/upgrade/cancel HTTP/1.1
Content-Type:application/json

=
BXRESH
B skPath2#
SHER B} BB WIE ~Hl
c106f377e16f34
Clusterld String = eb1808d6b9362
Cg****

DPVRYSE297.3

HTTP/1.1 200 OK

IDJVE=S 3

TR B2
BUHSE B F 5ol
ERRA

i8R

£BID,

POST /api/v2/clusters/cl06£377el6£34eb1808d6b9362c9****/upgrade/cancel HTTP/1.1

Content-Type:application/json

1E & IR B 7R
JsoN &=

HTTP/1.1 200 OK
iz
iR E T L EEESHIRE.

12.5. IREEBHLK

B FResumeUpgradeClusterE T FF 1A FH R G 1= &£ 8%,
it

&I ATEOpenAPI Explorerd BiRiz{TiZEO, &EXBHES LA, 317M /G, OpenAPlExplorera]

PAB 5 4 By SDKA BB R4l

BKIEE
263 > MA4RRA: 20220704
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AE RS KuberneteshR APIBE- T

POST /api/v2/clusters/ClusterId/upgrade/resume HTTP/1.1
Content-Type:application/json

BRESH
ERPath& %
SHAMR ESid] EENIE ~l WiEA
c82e6987e2961
Clusterld String 2 451182edacd74 £EID,
P -

0 jz 4435 K&

HTTP/1.1 200 OK

nIVEES 3
EADIVES

RS EBF LR
R

POST /api/v2/clusters/c82e6987e2961451182edacd74faf**** /upgrade/resume HTTP/1.1
Content-Type:application/json

EEREIRE
JsoN 1&T

HTTP/1.1 200 OK

HiIR
RS L EEESERG.
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APIZE- I

AR RS Kuberneteshi

13. M

13.1. €

2 4 HEAR AR

B CreateTemplatet B — MR HIEWR

i3t

RO ATEOpenAPI Explorerf BIEiE{TiZEN, &%

PA B 54 B SDKAL A = 45

BRIEX

POST /templates HTTP/1.1

Content-Type:application/json

{

IR
/G

HESEHNEN, ZETMINE, OpenAPlExplorertd]

"name" : "String",
"template" : "String",
"tags" : "String",
"description" : "String",
"template type" : "String"
}
A= S 3
BREH
5 KBodyZ&#1
SHER et BENIE ~l WiEA
EREZ IR,
service-
name Stnng ZEE account- ﬁ%*ﬂmu EE;&—'_?‘:\ 52—'_7‘:\ ﬁX:?H—HEE
template EH% (-) AR, KESEI-630F
&, BERgeiEn s (-) 7k,
apiversion:
vi\nkind:
template String 2 ServiceAccount\  YAMLIEZXHIERANZE,
nmetadata:\n
name: test-sa
tags String & test FHHARIRIRE
description String = this is test FHERIEIR,
265 > MHRRA: 20220704
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B EEMRFSKuberneteshi APIBE- i/ [

SHEWR £ BEBIE Nl WA

BRAREE, RETUZERE.

o HEUER kubernetes HBHEER
Fl & B HmHHER L E BRZIER .

template_type String &= kubernetes o MEVEE compose BPEARIEIRE
BRR.

HHFIREAN kubernetes ,

ZINE: compose o

PVRYSE297.3

HTTP/1.1 200
Content-Type:application/json

{
"template id" : "String"

U] i 2 %

0} Rz Body S 4
SHER ESyic) Al iR
balfe77b-b071e-
template_id String 4640-b77e- mHAERID,
8f1b80e3e3cf
- —
B2 % HEE R 7 B
RG]
POST /templates HTTP/1.1
Content-Type:application/json
{
"name" : "service-account-template",
"template" : "apiVersion: v1\\nkind: ServiceAccount\\nmetadata:\\n name: test-sa",
"tags" : "test",
"description”™ : "this is test",
"template type" : "kubernetes"
}
IEERERA
xML A&

HTTP/1.1 200 OK
Content-Type:application/xml
<template id>balfe77b-b0le-4640-b77e-8f1b80e3e3cf</template id>
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JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json
{
"template id" : "balfe77b-b0le-4640-b77e-8f1b80e3e3ct"
}

HixH
RS E T L EEESHIRE.

13.2. EEMBRHREIR

I8 Fi DescribeT emplat es2 i) 47 HEAS R .
it

O] AfEOpenAPI Explorerp EiIa1Ti%#E 0, REBHESZNEMN., BTMIE, OpenAPIExplorera]
PAB 4 B SDKR BB R 41,

BXREX

GET /templates?template type=String&page num=Long&page size=Long HTTP/1.1

Content-Type:application/json

BRESH
B RQueryZ#
SHAER ESid] ERWIE Al L)
BiREE, EoRERE.
o MEYERE kubernetes [EER
l . - wh 2 B R HARAR L E R RZAER
template_type String = ubernetes o MEYER compose WIERIEEE
B B9 9% HERRAR T H B ZARAR
ZXINME: kubernetes
NEEERBITHTINIE, EEREE
page_num Long & 1 NRBYHER
FNE: 1,
NEEERBITHTINIE, EESRE
page_size Long = 10 BHBIERA.

EIANE: 10,
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A RS Kubernetesh

APIZE- I

[PVRYSE2973

HTTP/1.1 200
Content-Type:application/json
{

"templates" : [ {
"acl" : "String",
"id" : "String",
"name" : "String",
"description" : "String",
"tags" : "String",
"template" : "String",
"template type" : "String",
"created" : "String",
"updated" : "String",

"template with hist id" :
b}l

"page _info" : {

"page number" : Long,
"page size" : Long,
"total count" : Long
}
}
I B 2 35
0 fZBody&#§
SHAMR et}
Array of
templates
template
acl String
id String
name String
description String

"String"

i

private

874ec485-e7e6-
4373-8a3b-
47bde8ae789f

webserver

a web server

i8R

RIRFIZE,

FHPEEERATHENE, BE:

e private : FABH.
° public : HY,
®  shared : TJHEH,

BOAE:

private

EREERID,

EREEREIR.

BERRERER

> MA4RRA: 20220704
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AR RS Kuberneteshi

SHEWR

tags

template

template_type

created

updated

template_with_

hist_id

page_info

page_number

String

String

String

String

String

object

Long

il

kubernetes

apiversion:
apps/vi\nkind:
Deployment\nmeta
data:\n name:
nginx-deployment-
basic\n labels:\n
app:
nginx\nspec:\n
replicas: 2\n
selector:\n
matchLabels:\n
app: nginx\n
template:\n
metadata:\n
labels:\n app:
nginx\n spec:\n
containers:\n -
name: nginx\n
image:
busybox:latest\n
ports:\n -
containerPort: 80

kubernetes

2020-06-
10T16:30:16+08:00

2020-06-
10T16:30:16+08:00

ad81d115-7c8b-
47e7-a222-
9c28d7f6e588

20

HiEA

BEERNTE, WRAEXIEE, BIARER
B,

YAMUIE X BIEIR A A .

BIRER, BOIMRERE.

o HEYER kubernetes HERFIEHNYR
HAEIR U R RIZAEIR

o YEUER compose BPEEIRFIASwWarmE
BHOAZERZER (BEF) .

EREEAR R,

BERREREE,

AR KB BIRAERID, BT SLIAERS IRATE
(B—ERORERAHEEER
B template with hist id f&) .

BRI,

269
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SHER ESid] ~l E8R
page_size Long 3 BRHEASIERY.
total_count Long 50 HEREH,

Eif) A m HEE R R B
BRI

GET /templates?template type=kubernetes&page num=l&page size=10 HTTP/1.1
Content-Type:application/json

1E &R B 7R
XML &I

HTTP/1.1 200 OK

Content-Type:application/xml

<templates>
<acl>private</acl>
<id>874ec485-e7e6-4373-8a3b-47bdeB8ae789f</1id>
<name>webserver</name>
<description>a web server</description>

<tags>kubernetes</tags>

<template>apiVersion: apps/vl\nkind: Deployment\nmetadata:\n name: nginx-deployment-ba

sic\n labels:\n app: nginx\nspec:\n replicas: 2\n selector:\n matchLabels:\n
app: nginx\n template:\n metadata:\n labels:\n app: nginx\n spec:\n
containers:\n - name: nginx\n image: busybox:latest\n ports:\n

containerPort: 80</template>
<template type>kubernetes</template type>
<created>2020-06-10T16:30:16+08:00</created>
<updated>2020-06-10T16:30:16+08:00</updated>
<template with hist id>ad81dl115-7c8b-47e7-a222-9c28d7f6e588</template with hist id>
</templates>
<page info>
<page number>20</page number>
<page size>3</page size>
<total count>50</total count>

</page info>

Json 1&T

> MA4RRA: 20220704
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AR RS Kuberneteshi

HTTP/1.1 200 OK
Content-Type:application/json
{

"templates" : [ {
"acl" "private",
"id" "874ecd485-e7e6-4373-8a3b-47bde8aec789f",
"name" "webserver",
"description" "a web server",
"tags" "kubernetes",
"template" "apiVersion: apps/v1\\nkind: Deployment\\nmetadata:\\n

ment-basic\\n labels:\\n app: nginx\\nspec:\\n replicas: 2\\n

bels:\\n app: nginx\\n template:\\n metadata:\\n labels:\\n
\\n spec:\\n containers:\\n - name: nginx\\n
ports:\\n - containerPort: 80",

"template type" "kubernetes",

"created" "2020-06-10T16:30:16+08:00",

"updated" "2020-06-10T16:30:16+08:00",

"template with hist id" "ad81d115-7c8b-47e7-a222-9c28d7£6e588"
}ly

"page info" : {

"page number" : 20,
"page size" 3,
"total count" 50

HiR
RS E T L EEESHIRG.

13.3. B HHEHERIFR
iB FDescribeTemplateAttributeE & 5 EERNFAES R,
il

& T LATEOpenAPl Explorerf E1%ia1Ti2#%& 0, X HESZNREIL, ESTHRINE,
DA B 4 i SDKASEE 7= 451,

EXREE

GET /templates/TemplatelId?template type=String HTTP/1.1
Content-Type:application/json

selector:\\n

name: nginx-deploy

matchLa

app: nginx

image: busybox:latest\\n

OpenAPI Explorerd]

BRESH
FRPath&#§
SHZIR E-Jid) =Bk ! 15488
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A RS Kubernetesh

APIZE- I

SHEWR £ i~

Templateld String =
B3R QueryB#
SHAMR et} 3

iy

template_type String

PR SE297.3

HTTP/1.1 200
Content-Type:application/json
[ {

"id" : "String",

"acl" : "String",

"name" : "String",
"template" : "String",
"template type" : "String",
"description" : "String",
"tags" :

"template with hist id" :

"String",

"created"
"updated" :
bl

: "String",
"String"

i Rz 2%
I8 RiBody 24X
SHAR xE

Array of
template_info

"String",

< fl

il

874ec485-e7e6-
4373-8a3b-
47bde8a****

il

kubernetes

i8R

WA

RARID,

WA

RIREE, HEJURERE.

o MEUER kubernetes HBIEFERE
#l & R HER T E B RZIER
o HEYER compose WWEEREA
Swarm&EH N E T RNZER (EE

) o

e HEVEIE kubernetes KNTERHI
BHEHEIRTEE AR BRIZE
R, HEZFER kubernetes

BINE:

kubernetes

mHERFES .
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AR RS Kuberneteshi

SHEWR

acl

name

template

template_type

description

tags

template_with_

hist_id

created

updated

ER R HERER R

B RRA

String

String

String

String

String

String

String

String

String

(]l
72d20cf8-a533-

4ea9-a10d-
e7630d3d****

private

web

*kk

apiVersion: V1\n

kubernetes

test template

Sa

874ec485-e7e6-
4373-8a3b-
47bde8ae****

2020-09-
16T19:21:29+08:00

2020-09-
16T19:21:29+08:00

HiEA

HHARRID, BRBEHLE—MERID,

HHARRI R ANR

WHER B R

HHABRIRYAMLR B

BiRER, BEETURERE.

o HEUER kubernetes HVRERFIANGR
HASIR T B IZAEIR

o YH{ER compose HIETEIRFIESwarmEE
BHUEZRZER (BEER) .

o HEYEIE kubernetes BITEIRHIANIHRHEE
BERAEEASRRZER, HHFEER kube

rnetes o

FIAE: kubernetes

BHERERER.

BRE RIS,

WHAERME—ID, REEERER M.

HHER G E,

HHEARE R,

GET /templates/874ec485-e7e6-4373-8a3b-47bde8a****?template type=kubernetes HTTP/1.1

Content-Type:application/json

EFRERA)
xML &

273
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HTTP/1.1 200 OK

Content-Type:application/xml

<0>
<1d>72d20cf8-a533-4ea9-al0d-e7630d3d****</id>
<acl>private</acl>
<name>web</name>
<template>apiVersion: VI\n***</template>
<template type>kubernetes</template type>
<description>test template</description>
<tags>sa</tags>
<template with hist id>874ec485-e7e6-4373-8a3b-47bdeB8ae****</template with hist id>
<created>2020-09-16T19:21:29+08:00</created>
<updated>2020-09-16T19:21:29+08:00</updated>

</0>

Json &=

HTTP/1.1 200 OK
Content-Type:application/json
[ {
"id" : "72d20cf8-a533-4ea9%9-al0d-e7630d3d****",
"acl" : "private",
"name" : "web",
"template" : "apiVersion: VI\\n***",
"template type" : "kubernetes",
"description" : "test template",
"tags" : "sa",
"template with hist id" : "874ec485-e7e6-4373-8a3b-47bde8ae****",
"created" : "2020-09-16T19:21:29+08:00",
"updated" : "2020-09-16T19:21:29+08:00"
bl

AR
S L EE B S HIZE.

13.4. BEFmHEE R

A UpdateTemplateE FH— N RHEIR
IR

RO LATEOpenAPI Explorerf BiZiz{Ti%E O, @EFBIHESZWAEM, B17HINE, OpenAPlExplorera]
PAB 34 AL SDKAA I R 41,

BKIEX
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APIE&E- ] R RSKubernet eshi

PUT /templates/TemplateId HTTP/1.1
Content-Type:application/json
{

"description" : "String",
"name" : "String",
"tags" : "String",
"template" : "String",
"template type" : "String"
}
=3 3
BRESH
ERPath2#
SHEWR ESid] ERNIE ~l WiEA
72d20cf8-a533-
Templateld String 2 4ea9-a10d- 1ERID,
€7630d3d2708
5 5kBody&#1
SHER ESi) ERWIE Al L)
eb server " .
description String = W v MBERERER,
cluster
name String & webserver01 EBERER,
tags String & web EREBEIRIRES,
275 > MHRRA: 20220704
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APIZE- I

SHER ESid] =
template String =
template_type String =

PVRY SE297.3

HTTP/1.1 200 OK

I VE-S
ZAlIVES

B 4 HER AR R B
BRI

il

apiversion:
apps/vi\\nkind

Deployment\\n
metadata:\\n
name: nginx-
deployment-
basic\\n
labels:\\n app:
nginx\\nspec:\\
n replicas: 2\\n
selector:\\n
matchLabels:\\
n app: nginx\\n
template:\\n
metadata:\\n
labels:\\n app:
nginx\\n
spec:\\n
containers:\\n -
name: nginx\\n
image:
busybox:latest\
\n ports:\\n -
containerPort:
8080

kubernetes

WA

YAMLIE X BIERA S .

BRER, BEOURERE,

o YEUER kubernetes HEFEIE
#l 8 B R HHER T B RZAER .

o HEER compose WEEREA

Swarm&EE mH B/RZER (BER

) .
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PUT /templates/72d20cf8-a533-4ea9-al0d-e7630d3d2708 HTTP/1.1
Content-Type:application/json
{

"description" : "web server cluster",

"name" : "webserver01l",

"tags" : "web",

"template" : "apiVersion: apps/v1\\\\nkind: Deployment\\\\nmetadata:\\\\n name: nginx-de
ployment-basic\\\\n labels:\\\\n app: nginx\\\\nspec:\\\\n replicas: 2\\\\n selector:
\\\\n matchLabels:\\\\n app: nginx\\\\n template:\\\\n metadata:\\\\n labe
1s:\\\\n app: nginx\\\\n spec:\\\\n containers:\\\\n - name: nginx\\\\n
image: busybox:latest\\\\n ports:\\\\n - containerPort: 8080",

"template type" : "kubernetes"

}
IE &R EI/RA
Json &z

HTTP/1.1 200 OK

HixH
et L EEESHIZE.

13.5. M BR SmHEAE R

8 A DeleteTemplat efl BR3g EHHAER
it

R LATEOpenAPI Explorerh E#2ia1Ti% 0, £XEUHESLNEM, BTG, OpenAPlExplorerd]
PAB 5 4 B SDKA BB R4l

BRIEX

DELETE /templates/TemplateId HTTP/1.1
Content-Type:application/json

BRESH
ERkPath&#
BHER Bt 2EWIE ANl WA
20663627-81ee-
Templateld String = 4cfe-9b69- HHARIRID,

c96fch84a674

PVRYSE297.3

HTTP/1.1 200 OK
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A RS Kubernetesh

APIZE- I

0 j 2 £
PIDIVE-

1 B 4% HE A5 4R 7= 4
&SRR

DELETE /templates/20663627-8lee-4cfe-9b69-c96fchb84a674

EEREIRE
Jgson 1&T

HTTP/1.1 200 OK
HiXE
HEEETLEEEZSHIRE.

13.6. G2 &2

JE FACreateTriggery M A2 it & 88,
Bk

O] LAfEOpenAPI Explorerh HiEIE1Ti%#E 0, RXBHESEZHNEN., BTMINE, OpenAPlExplorera]

A B 5 4 B SDKAL A 7= 45
BKIEE

POST /clusters/cluster id/triggers HTTP/1.1
Content-Type:application/json
{

"cluster id" : "String",
"project id" : "String",
"action" : "String",
"type" : "String"
}
= <>
BXRSH
B sKkPath&#
SHER ESic) BEMIE Al
c68deb844dc6d
cluster_id String = 480eb775be611
fdf****

& KkBodyS#1

WiEA

£BEID,
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APIZE- I

AR RS Kuberneteshi

SHAMR B3t} BB WIE AN HiEA
c5cdf7e3938bc
cluster_id String = 4f8eb0ed4b21a E£E5ID,
80f****
R BIME ER,
o . _ default /test- F L PR P E 945 2 1) R R F 3 FREEL
project_id String = app B ey ———
BYERHI: default/test-app o
R =_ITH, BUE:
action String = redeploy redeploy : EIEB
£ project id hEXHEIR,
ARk =REE, BUE:
L4 deployment : X TIRZSN A
BUARA =R
type String & deployment ®  application : #¥XMAPH
Nz FABYRL R 2R
ZAE: deployment
i) B 435 &
HTTP/1.1 200 OK
Content-Type:application/json
{
llidll : "String",
"cluster id" : "String",
"project id" : "String",
"type" : "String",
"action" : "String"
}
IDJVEZS 3
08 iz Body & £
SHER ESid] Bl A
id String 102536 it & 881D,
€93095129fc41463a
. . .
cluster_id String 2455480444F *+++ &8I,
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SHAMR E3i) il 588

project_id String default/test-app iR ZRIE B,

type String deployment Rk BERR . BHAER deployment ,

action String redeploy R BRITA, BT, redeploy : EMEE.

Bl 2 fil % 25 < 6
BRI

POST /clusters/c68deb844dc6d480eb775be6llfdf****/triggers HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json

{

"cluster id" : "c5cdf7e3938bc4f8ebled4b21la80f****",
"project id" : "default/test-app",
"action" : "redeploy",
"type" : "deployment"
}
IE &R [E /R
XML H& T

HTTP/1.1 200 OK

Content-Type:application/xml

<CreateTriggerResponse>
<1id>102536</id>
<cluster id>c93095129fc41463aa455d89444fd****</cluster id>
<project id>default/test-app</project id>
<type>deployment</type>
<action>redeploy</action>

</CreateTriggerResponse>

JsoN 1&T

HTTP/1.1 200 OK
Content-Type:application/json
{
"id" : "102536",
"cluster id" : "c93095129fc41463aa455d89444fd****",
"project id" : "default/test-app",
"type" : "deployment",

"action" : "redeploy"
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HiRES
IS L BE BB HIRD,

13.7. &l & 28
8 A DescribeTrigger&iflis E MR A 25,
i

R LATEOpenAPI Explorerh E#2ia1Ti%#E 0, £XEUHESEL{NEM, BTG, OpenAPlExplorerd]
PAB 5 & A SDKA A R A o

ERIEX

GET /clusters/[cluster id]/triggers?Namespace=String&Type=String&Name=String&action=String
HTTP/1.1
Content-Type:application/json

L 3
BRESH
ERPath2#
SHER B} EBWIE Al L)
c5cdf7e3938bc
cluster_id String = 4f8eb0e44b21a £BD,
80f****
ERQuery3#
SHER B3] BB WIE A5l L)
Namespace String 2 default MAEmE=IE,
fhABRERE, BUE:
L4 deployment : ¥ TIRSEA
BIAL A RS .
L4 application : ¥R DL
Type String S deployment R B fih & 22,
ZUANE: deployment
HRIEEMARERN, TNERER
TR AR,
Name String 2 web-server R FAZR,
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APIZE- I

SHEWR £

action String

PR SE297.3

HTTP/1.1 200 OK

iy

Content-Type:application/json

[{

"id" "String",
"name" : "String",
"cluster id" : "String",
"project id" : "String",
"type" : "String",
"action" : "String",
"token" : "String"
bl
i R 2 £5
0 fZBody&#
SHER ESid]
Array of
trigger_info
id String
name String
cluster_id String
project_id String

Whid AN
redeploy
Bl
1234
test
€259f563386444ebb
8d7****

default/test-app

WA

fLEgRiT N, BUE:
: B

redeploy

£ project id EXHEIRE,

AMEEMARITHE, EBERER

TR ERTA.

WiEA

AR FREBERFEIIER,

fit & 281D,

AR R BREIR .

£EID,

AR R BRI BR.

HNARESE=BRNABRER, B

A S${namespace}/${name}

default/test-app.

, BUERS:
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SHAMR et}

type String
action String
token String

Eiffil & 25 b
BRI

il

deployment

redeploy

eyJhbGci***

HEA

il & ER A,
BU&E:

e  deployment : HXTRSMANMA
5o

e  application : F¥FXYRLA SR ALE
5o

HINE: deployment

MRERITH, BUE:
redeploy : BEHEIEproject_iddhEXHE

W o

TokenfZ &,

GET /clusters/[cluster id]/triggers?Namespace=default&Type=deploymenté&Name=web-server&actio

n=redeploy HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json

EEIR[ERHF)
xML &I

HTTP/1.1 200 OK

Content-Type:application/xml

<DescribeTriggerResponse>
<id>1234</id>

<name>test</name>

<cluster id>c259f563386444ebb8d7****</cluster id>
<project id>default/test-app</project id>

<type>deployment</type>
<action>redeploy</action>
<token>eyJhbGci***</token>

</DescribeTriggerResponse>

JsoN &=

283
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HTTP/1.1 200 OK

Content-Type:application/json

[ {

"id" @ "1234",

"name" : "test",

"cluster id" : "c259f563386444ebb8d7****",
"project id" : "default/test-app",

"type" : "deployment",

"action" : "redeploy",

"token" : "eyJhbGci***"

bl

i

WEEED L EEESHIRD,

13.8. M BRAL & 25

B FADeleteTriggerfl BR 5 A it & 28 .

il

RO LATEOpenAPI Explorerf BEi%iz{Ti%E O, @EFBIHESZWEM, 178G, OpenAPlExplorera]

A B 34 B SDKAL RS =451

BKIERE

DELETE /clusters/[cluster id]/triggers/[Id] HTTP/1.1
Content-Type:application/json

BRESH
EsRPath2#
SHEM Eit)
cluster_id String
Id String

DPVRYSE297.3

HTTP/1.1 200 OK

IJVE=S 3
TR RIS

w5l
c68deb844dced

480eb775be611
Ffrre*

123407

i8R

EREID,

A& 231D,
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B BR Aok A< 2% 7= 1
ERRY)

DELETE /clusters/[cluster id]/triggers/[Id] HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json

1EEIR[E R HF)
Json &

HTTP/1.1 200 OK

HiRD
iR L EEESERE.
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APIBE - H it

14 A%

14.1. TEREHAL

I AInstallClusterAddons A5 EE B R A,

i3t

RO ATEOpenAPI Explorerf BIEiE{TiZEN, &%

PAB 5 & B SDKX BB R4l

BRIEX

IR

W ESZWEI., B1TINE, OpenAPlExplorerd]

POST /clusters/ClusterId/components/install HTTP/1.1

Content-Type:application/json
[ {

"name" : "String",
"version" : "String",
"config" : "String"
bl
s 3
BRESH
BERPath&#
SHER ESid] BENIE
Clusterld String =
5 KBody&#1
SHEWR Eit) ERNIE
Array =
name String =
version String =

o]
82e6987€2961

451182edacd74
faf*rx*

il

ags-metrics-
collector

v1.0.0.2-
cc3b2dé-aliyun

WA

&EREID,

WA

BERESH,

HHZR,

BERRA,

@ s TLAPEE
[ DescribeClusterAddonsVersio
@i B HFFZERIRES,

> MA4RRA: 20220704

286


https://api.aliyun.com/#product=CS&api=InstallClusterAddons&type=ROA&version=2015-12-15
file:///home/admin/dita-files/output/40702202/task18946037/~~197434~~

APIBE- H it BeEREKuberneteshiR

SHAMR ESid] BENIE ~l i8R
{\"IngressDashb
oardEnabled\":
. . “t |l, n l
config String & VIV mpmmes.

roject_name\":\
"your_sls_projec
t_name\"}"}

PR SE297.3

HTTP/1.1 200 OK

et
To I R 22

225 €2 B 40 44 R
B KRB

POST /clusters/c82e6987e2961451182edacd74faf****/components/install HTTP/1.1
Content-Type:application/json
[ {

"name" : "ags-metrics-collector",
"version" : "v1.0.0.2-cc3b2d6-aliyun",
"config" : "{\\\"IngressDashboardEnabled\\\":\\\"true\\\",\\\"sls project name\\\":\\\"yo

ur sls project name\\\"}\"}"

bl

B RPN FE L8R
POST /clusters/c3fb96524£9274b4495df0f12a6b5****/components/install?RegionId=cn-hangzhou --
header "Content-Type=application/json;" --body '[{"name":"ack-node-problem-detector"}]"
IE&EIREI/RHA
Jgson H&3{

HTTP/1.1 200 OK
HiRE
BEEETLEEESEIRG.

14.2. BREHANLFR
i DescribeAddonsEif) EBf LR B A HFE .
i
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APIBE - H it

XTI LATEOpenAPI Explorerh E2ia1Ti%#E 0, £XEHESELNEM, BTG, OpenAPlExplorerd]

PA B 54 B SDKAL A 7= 451

BRIEX

GET /clusters/components/metadata?region=String&cluster type=String HTTP/1.1

Content-Type:application/json

s 3

BRSH

B3R QueryB#
SHAR et} R EWIE AN
region String = cn-beijing
cluster_type String = kubernetes

[PVRY SE297.3

HTTP/1.1 200
Content-Type:application/json
{
"ComponentGroups" : [ {
"group name" : "String",
"items" : [ {
"name" :
b
b}l

"StandardComponents" : {
" key" : {

"name" :

"String"

"String",
"version" : "String",
"description" : "String",
"required" :

"disabled"

"String",

: Boolean

PV

0 fZBody&#§

L]

EEBERRTEMIELID,

SRR, BYAE:

L4 Kubernetes : EEIREE,

L4 ManagedKubernetes : EER
&8,

e Ask : Serverless&EE,

®  FExternalKubernetes : jEfift

30
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BHER E3i) il HiEA
componentGro ?(r)rrtlawyp(());entGro AHEHRETIE,
ups o
group_name String storage BHEDAER,
items Array of item ZAHERNERNEGER,
name String flexvolume HHEER,
StandardCom - yap FREL

object RERAERFAGER.
name String ack-arena HHEER,
version String 0.5.0 AHFRRAS
description String ok AHINREREA,

EEAEHLTANL, BE:

o true @ WREAH, EHOIBHLAERE
required String false qug_1¢o

® false : EMFHAMN, SHEBREME,
mEE AREER #ITRE.

EREIBNRE, EHOENRT RIEERRN

SHAGI, RRFIIRE—EE5REFEEKH

HEEOAMSE (HE0: Ingress) , MBHERBERIA
disabled Boolean false 2 ETEEZTEREIFESIALE, BUE:

L4 true @ ZIEBIARE,
o false : BRIAZRE,

BERSEHAGFRRA
BRI

GET /clusters/components/metadata?region=cn-beijing &cluster type=kubernetes HTTP/1.1
Content-Type:application/json
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1IEEIRERA
xML &I

HTTP/1.1 200 OK
Content-Type:application/xml
<StandardComponents>
<cloud-controller-manager>
<name>cloud-controller-manager</name>
<version>v1.9.3.339-g9830b58-aliyun</version>
<disabled>false</disabled>

<required>true</required>

<description>name: Cloud Controller Manager introduction: Using Cloud Controller Ma

nager to create load balancers for k8s applications and manage node route entries doc:en: h

ttps://www.alibabacloud.com/help/doc-detail/94925 . .htm</description>
</cloud-controller-manager>
<csi-plugin>
<name>csi-plugin</name>
<version>vl.16.9.43-£36bb540-aliyun</version>
<disabled>false</disabled>
<required>false</required>
<description>csi-plugin</description>
</csi-plugin>
</StandardComponents>
<ComponentGroups>
<group_name>storage</group_name>
<items>
<name>flexvolume</name>
</items>
<items>
<name>alicloud-disk-controller</name>
</items>
<items>
<name>csi-plugin</name>
</items>
<items>
<name>csi-provisioner</name>
</items>
</ComponentGroups>
<ComponentGroups>
<group_ name>network</group name>
<items>
<name>kube-flannel-ds</name>
</items>
<items>
<name>terway</name>
</items>
<items>
<name>terway-eni</name>
</items>
<items>
<name>terway-eniip</name>
</items>
<items>

<name>nainx-inaress—-controller</name>

> MA4RRA: 20220704
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</items>
<items>
<name>coredns</name>
</items>
<items>
<name>managed-kube-proxy</name>
</items>

</ComponentGroups>

JSON &=

291
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HTTP/1.1 200 OK
Content-Type:application/json
{

"StandardComponents" : {
"cloud-controller-manager" : {
"name" : "cloud-controller-manager",
"version" : "v1.9.3.339-g9830b58-aliyun",
"disabled" : false,
"required" : "true",
"description”" : "name: Cloud Controller Manager

introduction: Using Cloud Controller

Manager to create load balancers for k8s applications and manage node route entries doc:en:
https://www.alibabacloud.com/help/doc-detail/ 94925 . htm"

}l

"csi-plugin" : {

"name"

"version"

"csi-plugin",

"disabled" : false,

"required" : "false",
"description" : "csi-plugin"
}
b
"ComponentGroups" : [ {
"group name" : "storage",
"items" [ {
"name" "flexvolume"
boo A
"name" "alicloud-disk-controller"

oo A

"name" "csi-plugin"
oo A
"name" "csi-provisioner"
b
boo A
"group name" : "network",
"items" [ {
"name" "kube-flannel-ds"
oo A
"name" "terway"
oo A
"name" "terway-eni"
oo A
"name" "terway-eniip"
oo A
"name" "nginx-ingress-controller"
oo A
"name" "coredns"
b A
"name" "managed-kube-proxy"

"v1.16.9.43-£36bb540-aliyun",
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#Hi=

WEEEPOEEESHER

14.3. BHEHAHATIRKS

EH o

I8 FA DescribeClusterAddonsUpgradeSt at usf@E BV &8 2 MA4 B FH IR TS .

i3

R LATEOpenAPI Explorerh E#2ia1Ti%#E 0, £XEUHESEL{NEM, BTG, OpenAPlExplorerd]
PAB 5 & A SDKA A R A o

ERIEX

GET /clusters/[ClusterId]/components/upgradestatus?componentIds=["String"] HTTP/1.1

Content-Type:application/json

BRKEH
BEKPath&#

SHEWR

Clusterld

ERQueryS#

SHEWR

componentlds

[PVRYSE2973

S]]

Array of
String

fim
iy
&
(&

HD
B
&

Hl

c23421cfa74454
bc8b37163fd19

af *khkk

Hl

metric-server

WiEA

£EED,

WiEA

BHAR,

293
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A RS Kubernetesh

APIBE- H i

HTTP/1.1 200

Content-Type:application/json

{

"key" : {

"addon info" : {
"component name" :
"version" : "String",
"ready to upgrade" :

o

"tasks" : {

"created at" : "String",

"finished at" :

"status" : "String",

"is canceled" :

0 j 2 £

0 fZBody&#§

SHEWR et}
Map
object

addon_info object

component_na String
me

version String

;eeady_t 0_upgra String

tasks object

created_at String
finished_at String

"String",

"String"

Bl

cloud-controller-
manager

v1.9.3.340-
g9830b58-aliyun

true

2020-12-
28T17:00:50Z

2020-12-
28T17:05:36Z

HEA

IR ORI

HHFRRTIFR.

AHER,

AHAR,

AUZHERA.,

AHREHEFRFM. BE:

D HEAREME,
e false : ANHEAHRFME,

o true

FHRAESER .

ESFFIRETIE,

ES AT,
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SHEWR Bl ] ki

status String Success FRIESWKS.

FREFS2EREVE, BE:
is_canceled Boolean false e true : ERHEUH.

° false : ESFEFEEVHE,

EREHALGARKRERH
EXRRA

GET /clusters/[ClusterId]/components/upgradestatus?componentIds=["metric-server"] HTTP/1.1

Content-Type:application/json

1IEEIRERHAI
xML &

HTTP/1.1 200 OK
Content-Type:application/xml
<cloud-controller-manager>
<tasks>
<created at>2020-12-28T17:01:55%2</created at>
<finished at>2020-12-28T17:05:11Z</finished at>
<is canceled>false</is canceled>
<status>Success</status>
</tasks>
<addon_ info>
<component name>cloud-controller-manager</component name>
<version>v1.9.3.340-g9830b58-aliyun</version>
<ready to upgrade>true</ready to upgrade>
</addon info>
</cloud-controller-manager>
<metric-server>
<tasks>
<created at>2020-12-28T17:00:32%</created at>
<finished at>2020-12-28T17:05:54Z</finished at>
<is_canceled>false</is_canceled>
<status>Success</status>
</tasks>
<addon info>
<component_name>metric—server</component_name>
<version/>
<ready to upgrade>true</ready to upgrade>
</addon_ info>

</metric-server>

JsoN &=
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HTTP/1.1 200 OK
Content-Type:application/json
{

"cloud-controller-manager" : {
"tasks" : {
"created at" : "2020-12-28T17:01:552",
"finished at" : "2020-12-28T17:05:112",
"is canceled" : false,
"status" : "Success"
by
"addon info" : {
"component name" : "cloud-controller-manager",
"version" : "v1.9.3.340-g9830b58-aliyun",
"ready to upgrade" : "true"
}
by
"metric-server" : {
"tasks" : {
"created at" : "2020-12-28T17:00:322",
"finished at" : "2020-12-28T17:05:542",
"is canceled" : false,
"status" : "Success"
by
"addon info" : {
"component name" : "metric-server",
"version" : "",
"ready to upgrade" : "true"

HiR
RIS L BE BB HIZ,

- L, M2

14.4. EHEHFEMNHE=H

i A ModifyClusterConfigurationfE EIE EMA B SE, TAConfigMapZ|FIEEM, HITIESIREEE.
it

RO LATEOpenAPI Explorerf BHi%iz{Ti%E O, @EFBIHESZWEM, BT INE, OpenAPlExplorera]
PAB 314 AL SDKA TS R4,

BKIEE
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PUT /clusters/ClusterId/configuration HTTP/1.1

Content-Type:application/json
{

"customize config" : [ {
"name" : "String",
"configs" : [ {

"key" : "String",
"value" : "String"
b
bl
}
s 3
BRSH
EsRPath2#
SHEWR ESid] EENIE
Clusterld String =
5 KkBody&#1
SHEWR ESid] ERNIE
customize_confi =
Array 5
9
name String &
configs Array =
key String =
value String &=

PR SE297.3

HTTP/1.1 200 OK

IDJVE=S 3
TR B

ZRERTENAUSHRY
EXRRA

il

cc0f87de0b8fb
403f86e10e204f
83****

il

kube-apiserver

MaxRequestsinfl
ight

100

i8R

EREID,

WA

BEXEE.,

HHZR,

BEXEEER.

REREF,

[T=ail[=8

297
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PUT /clusters/cc0£87de0b8fb403£86e10e204£83****/configuration HTTP/1.1
Content-Type:application/json
{

"customize config" : [ {
"name" : "kube-apiserver",
"configs" : [ {
"key" : "MaxRequestsInflight",
"value™ : "100"
bl
bl
}
IE &R ERA
gson &z

HTTP/1.1 200 OK

HiIR
HREE T L EEESERG.

14.5. ARERFAMH

B FUpgradeClusterAddons¥ 18 EH 4 FH R 218 EIRAS
i

O] LAfEOpenAPI Explorerh HiEIE1Ti%#E 0, 2EXTHESEZNEMN., BTMINE, OpenAPlExplorera]
PAB 5 4 A SDKA BB R4l

BRIEE

POST /clusters/ClusterId/components/upgrade HTTP/1.1
Content-Type:application/json
[ {

"component name" : "String",

"next version" : "String",

"version" : "String"

bl

BRKESH
BERPath&#
SHBIR il EEWIE A 88

cf4299b79b3e3
Clusterld String = 4226abfdc80a4 £EID,
bd a****

B RBody&#
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SHEWR

component_na
me

next_version

version

PR SE297.3

HTTP/1.1 200 OK

1 55 5
To I R 225

String

String

FHERER AN R

HRRA

HD
By
%

iy

il

el

il

il

coredns

1.6.7

v1.6.2

HHZIR,

AT FHERARA .
Fl DescribeClusterAddonsVersi

on ZSHOILBEFUUFRIIRAE,

POST /clusters/cf4299b79b3e34226abfdc80adbda****/components/upgrade HTTP/1.1
Content-Type:application/json

[ {

"component name" :
"next version" : "1.6.7",

"vl.6.2"

"version" :

bl

1E &R B 7R
JSON &=

HTTP/1.1 200 OK

i

wEEED LD EEESHIRG,

14.6. SR EHAMGRAK

"coredns",

A FDescribeClusterAddonsVersionZ i EEB R ENEAENER,

i3t

299
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APIBE - H it

XTI LATEOpenAPI Explorerh E#2ia1Ti%#E 0, £XEUHESLNEM, BTG, OpenAPlExplorerd]

PAB 5 4 B SDKA BB R4l

BRIEZX

GET /clusters/ClusterId/components/version HTTP/1.1

Content-Type:application/json

s kY
BRESH
B skPath&#
SHAR et} BENIE AN WiEA
€82e6987e2961
Clusterld String = 4571182edacd74 E£E5ID,
faf****
N
0l R 4435 3%
HTTP/1.1 200
Content-Type:application/json
{
llkeyll . {
"component name" : "String",
"version" : "String",
"next version" : "String",
"changed" : "String",
"can upgrade" : Boolean,
"policy" : "String",
"ready to upgrade" : "String",
"exist" : Boolean,
"required" : Boolean,
"message" : "String",
"value" : "String"
}
}
0 K2 5
0 fZBody&#§
SHEWR ESid] Bl iEA
Map REGSEH,
Object AHFE.
component_na . ack-node-problem-
P - String P HHER,
me detector
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SHER ESid] ~l ieR
BHHFTRA.
version String 1.2.1 ® WE  ME version EFRKE,
NFRRZABEERE,
next_version String 1.2.1 TN FERARA
BHREEEH, RE:
changed String false * true : EEH.
o false : KRE#H,.
AHETOFR, BUE:
can_upgrade Boolean false ®  true : HHTHE,
e false : HAHERTIHE,
BHFREKRE.
policy String overwrite ®  overwrite : BEIBEE,
ZINE: overwrite
AHREHBFRFES, BIE:
;eeady—to—Upgra String false °  true : HWEHAREM.
® false : ANHEERAREH.
eRUDEEHPREZAN, RE:
exist Boolean true * true : ORE,
e false : AOJ&E,
AHERTRAEELTHNG., BUE:
required Boolean false °  true @ AREAM,
o false : IERFTHMH,
. T REERN AR &
S AT FHR ARSNGB
message String B IEEAh E AHEERTOIFRIMNTEA,
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SHEWR Bl ] ki

npd:\n# Custom
monitor definitions
value String to add to Node AHLREN, AFEBEXNSHE.

Problem Detector
*kkk

ERSEHANRARS
BRI

GET /clusters/c82e6987e2961451182edacd74faf****/components/version HTTP/1.1
Content-Type:application/json

1E &R B 7R
ML &I

HTTP/1.1 200 OK
Content-Type:application/xml
<ack-node-problem-detector>
<exist>true</exist>
<component name>ack-node-problem-detector</component name>
<can_upgrade>false</can upgrade>
<ready to upgrade>false</ready to upgrade>
<message>Ti PR A B LIREF 4R OEYEM < /message>
<version>1.2.1</version>
<value>npd:
# Custom monitor definitions to add to Node Problem Detector ****</value>
<required>false</required>
<next version>1.2.1</next version>
<changed>false</changed>
<policy>overwrite</policy>

</ack-node-problem-detector>

Json H&I
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HTTP/1.1 200 OK
Content-Type:application/json
{

"ack-node-problem-detector" : {
"exist" : "true",
"component name" : "ack-node-problem-detector",
"can upgrade" : "false",
"ready to upgrade" : "false",
"message" : "TIRBPEMINIR EIRESHRORIES",
"version" : "1.2.1",
"value" : "npd:\n # Custom monitor definitions to add to Node Problem Detector ****",
"required" : "false",
"next version" : "1.2.1",
"changed" : "false",
"policy" : "overwrite"

HiR
HREE T L EEBSERG.

14.7. HIEFREEA YL

JAAUninstallClusterAddonsE £ 5 EEBEMIA 4,
IR

RO LATEOpenAPI Explorerf HIiE1TiZE O, &EFBITESZWEI., E1T7HIN/E, OpenAPlExplorert]
PAE 504 A SDKASAS =451

ERIEX

POST /clusters/ClusterId/components/uninstall HTTP/1.1
Content-Type:application/json
[ {

"name" : "String"
bl
M 3
BRBH
ERPath2#
SHEM £} EBWIE 7~ L)
c5b5e80b0b64a
Clusterld String 2 4bf6939d2d8fb E£EID,
bCS****
5 5kBody&#1
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A RS Kubernetesh APIZZ&- H{F

SHER £t} BENE Al i85
Array & BAHETIR, EHAEA,
ack-node-
name String = problem- AHEER,
detector

PR NF7 S

HTTP/1.1 200 OK

IJVE=S A4

TR B

R EH AN RA
B SRR

POST /clusters/c5b5e80b0b64adbf6939d2d8fbbc5**** /components/uninstall HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json

[ {

"name" : "ack-node-problem-detector"

bl

EEREIRE
Json 1&T

HTTP/1.1 200 OK

HiIR
iR L EEESERG.
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APIBE- iR R RSKubernet eshi

15. 355
15.1. BERBEIRE

A TagResources 915 E BV SR BF 0 E 45 ERE
it

XTI LATEOpenAPI Explorerh E#2ia1Ti%#E 0, £XEUHESLNEM, BTG, OpenAPlExplorerd]
PAB 5 & B SDKX BB R4l

BRIEE

PUT /tags HTTP/1.1
Content-Type:application/json
{

"resource ids" : [ "String" 1,
"resource type" : "String",
"region id" : "String",
"tagS" : [ {
"key" : "String",
"value" : "String"
bl
}
= iy
BRESH
B3RBodyS#
SHAR Bt BENIE ~l i8R
. Array of cla7bb282fcod N
resource_ids = HBEID, HEKE SEE: [1,50],
_ String = 48h** R®IRID, MAKERETE: [1,50]

BREEEN, REEE: R

resource_type String = CLUSTER B CLUSTER JX—FhZiREHE .
region_id String 2 cn-hangzhou BRATE BB IEID,

305 > MA4RRA: 20220704
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A RS Kubernetesh

APIBE- 155

SHAEW Bt REWE N
Array of o
tags tag =

DPVRYSE297.3

HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" : "String"
}
i) Bz 2 48
09 7 Body £ £
SHAER ESid] Bl
2D69A58F-345C-
Requestlid String 4FDE-88E4-
BF51894XXXXX
o) ;'-' N — —
BERBIREZ B
BRRA
PUT /tags HTTP/1.1
Content-Type:application/json
{
"resource ids" : [ "cla7bb282fc0d48b****" ],

"CLUSTER",

: "cn-hangzhou",

"resource type" :

"region_ id"

"tags" : [ {
"key" : "env",
"value" : "prod"
bl
}
IE IR EIRA
xuL AT

i EA

BKid,

liE

BRI REN., SEKETE:

[1,20], &

o —HEE, BEAATFAEZERHR, &
LZXIEF128DER,

o ARgELL aliyun # acs: F
sk,

LI N
3/ A

& http:// E https
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APIBE- iR R RSKubernet eshi

HTTP/1.1 200 OK

Content-Type:application/xml

<TagResourcesResponse>
<RequestId>2D69A58F-345C-4FDE-88E4-BF51894XXXXX</RequestId>

</TagResourcesResponse>

Json &=

HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" : "2D69A58F-345C-4FDE-88E4-BF51894XXXXX"

HIR
R L EEESERG.

15.2. BUEBIRE

8 B ModifyClusterT agsf& B HiKubernet esSE B IR
15E5

RO LATEOpenAPI ExplorerP HiZiz{Ti%E N, @EFBIHESZWAEM, BE1T7HINE, OpenAPlExplorera]
PAB E 4 AL SDKAA I R 41,

ERIEX

POST /clusters/ClusterId/tags HTTP/1.1
Content-Type:application/json
[ {

"key" : "String",
"value" : "String"
bl
\i kY
BREH
BERPath&#
SHER ESid] BENIE ~l i8R
c106f377e16f34
Clusterld String 2 eb1808d6b9362 £E£D,
cg****
& KBody&#1
SHER Bl BENIE ~l i8R

307 > MA4RRA: 20220704
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BEEIRS Kubernet eshR APIBE. 1755

SHETR e SNk w6 oL
A f "
ot = BRI,
tag

PR SE2973

HTTP/1.1 200 OK

IDJVE=T 3

TR RIS

B EEBIRERA
SRR

POST /clusters/cl06£377e16£34eb1808d6b9362c9**** /tags HTTP/1.1
Content-Type:application/json
[ {

n key" . "envll 0
"value" : "prod"
b
IE&EIREI/RE
Json A&z

HTTP/1.1 200 OK

Hix
BiEEE T EE ESHIZ

15.3. ;ktﬁﬂ J_*ﬂi&L;ﬂh%%

i FList TagResourcesE i o] WA B RIRE X R,
i

& T LATEOpenAP| Explorerf E3%iz1TiZ23& 0, X TESZNEIL, E1THIN/E, OpenAPlExplorerd]
A B B4 B SDKALAS =41,

== \E\
B KIBE
GET /tags?resource ids=["String"]&resource type=String&region id=String&tags=[{"key":"Strin

g","value":"String"}] &next token=String HTTP/1.1
Content-Type:application/json

BREH
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APIBE- 155

AR RS Kuberneteshi

B3R QueryB#
SHAMR et} EENIE ~l HiEA
Arrav of c71cf3d796c374
resource_ids ) Y = bf48644482ch0 E£E5ID,
String .
resource_type String g2 CLUSTER HIRXE, BHEIXF: CLUSTER .
region_id String 2 cn-beijing i ID,
Array of  __ ETHNREIER, RiRZS82201
tags =}
tag TN,
next_token String = hx T—1MEEF BRI,
) N 435 5%
HTTP/1.1 200 OK
Content-Type:application/json
{
"next token" : "String",
"request id" : "String",
"tag resources" : {
"tag resource" : [ {
"tag key" : "String",
"tag value" : "String",
"resource id" : "String",
"resource type" : "String"
b
}
}
IJVES 3
08 Sz Body S £
SHAER ESyic) Al EBA
next_token String C374bf4864448**** T— T EHAHFRNSHE,
E368C761-F8F6-
request_id String 4A36-9B58- 1&KID,
BD53D5CDOCEB
tag_resources object RERBRE,

309
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A RS Kubernetesh

APIBE- 155

SHEWR £

Array of

tag_resource
tag_resource

tag_key String
tag_value String
resource_id String
resource_type String

B RRIRESIRRH
BRI

il

ack.aliyun.com

c71cf3d796c374bf4
8644482ch0c3****

I-XXX

CLUSTER

REHIEIR

REE,

SET N
Z=iEID,

BRXE, B2ER,

GET /tags?resource ids=["c71cf3d796c374bf48644482cb0c3****"]gresource type=CLUSTER&region i
d=cn-beijing&tags=[{"key":"env", "value":"prod"}]&next token=*** HTTP/1.1

Host:cs.aliyuncs.com

Content-Type:application/json

1EEIRERA
<ML &

HTTP/1.1 200 OK
Content-Type:application/xml

<next token>c374bf4864448****</next token>
<request_1id>E368C761-F8F6-4A36-9B58-BD53D5CDOCEB</request_id>

<tag_resources>

<tag resource>

<tag key>ack.aliyun.com</tag key>
<tag value>c71cf3d796c374bf48644482cb0c3****</tag value>

<resource id>i-xxx</resource id>

<resource type>CLUSTER</resource type>

</tag resource>

</tag_resources>

JsoN &=
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APIBE- iR R RSKubernet eshi

HTTP/1.1 200 OK
Content-Type:application/json
{

"next token" : "c374bf4864448*xxx",
"request id" : "E368C761-F8F6-4A36-9B58-BD53D5CDOCEB",
"tag resources" : {
"tag resource" : [ {

"tag key" : "ack.aliyun.com",

"tag value" : "c71cf3d796c374bf48644482chb0c3****",

"resource id" : "i-xxx",

"resource type" : "CLUSTER"

bl

HiR
iR L EEBSHIRG.

15.4. PR IEIRSE

i FlUntagResources 15 & BUE B R 4DAR S,
il

& O] AfEOpenAPI Explorerp Ei%ia1Ti2#E 0, REBHESZNEMN, BTMIE, OpenAPIExplorera]
PAB 4 5 SDKR BB R 41,

\$ \E
BKIBE
DELETE /tags?region id=String&resource ids=["String"]&resource type=String&tag keys=["Strin

g"] HTTP/1.1
Content-Type:application/json

\$ 0y kY
BREH
ERQueryS#
SHEM B3] EBNIE w5l L)
region_id String 2 cn-hangzhou ZiRERE B thigID,
resource ids Array of cla7bb282fcod  ®IRID, HAKEREEEN:
- String = 48b593*** [1,50].
BREXBWEN, BEEH: R
resource_type String = CLUSTER BXEEX, RELE

¥ CLUSTER X—FhERER,
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AfgRESKubernetesii APIBE- 5%

SHEWR KR REWIE il WA
taq kevs Array of  _ TestKevl RENGRER, JEKENRETHE:
9_key String = Y [1,20].

EEMBREMEENIRE, X
all Boolean & true 4 tag keys ATNEN, BUETE
E: truefalse,

N
) R 435 %
HTTP/1.1 200 OK
Content-Type:application/json

{
"RequestId" : "String"

Ui B 2 4

0 Bz Body &£
SHEWR ESid] Al EEA
2D69A58F-345C-
Requestld String 4FDE-88E4- EKid,

BF51894XXXXX

BB BFIRERE
BRI

DELETE /tags?region id=cn-hangzhou&resource ids=["cla7bb282fc0d48b593***"]&resource type=CL
USTER&tag keys=["TestKeyl"] HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json

1IEERERHA
xML &I

HTTP/1.1 200 OK

Content-Type:application/xml

<UntagResourcesResponse>
<RequestId>2D69A58F-345C-4FDE-88E4-BF51894XXXXX</RequestId>

</UntagResourcesResponse>

JSON &=
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HTTP/1.1 200 OK

Content-Type:application/json
{

"RequestId" : "2D69A58F-345C-4FDE-88E4-BF51894XXXXX"

313 > MHRRA: 20220704
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AfgRESKubernetesii APIZE- = R — 11

16. = RE—H

16.1. ZM=RE—AYLZEACK@EdgesEt
B FEdgeClusterAddEdgeMachineZEACK@EdgeE & iR M = R E—1KH,

it

R BT LATEOpenAPI Explorerp HIETZIZN, REEHEELHNAM ., BTHINE, OpenAPIExplorerd]
AB Eh4E M SDKIEERA .

BRIEX

POST /clusters/[clusterid]/attachedgemachine/[edge machineid] HTTP/1.1

Content-Type:application/json
{

"options" : "String",
"expired" : int,
"nodepool id" : "String"

}

M 3
BRKEH
B RPath&#

SHEWR Bt} ERWIE Al WiEA
c35607f52179f4

clusterid String = 472a0d9723e75 £
95****

edge_machineid String = edge_machineid =IRE—RALID

5 5kBody&#

SHEM B3] BB WIE il 4R
{\"enablelptabl
es\":true,\"quie
t\":true,\"mana
geRuntime\":tr

options String = ue \"allowedClu  TJ#EIR
sterAddons\":

[\"kube-
proxy\",\"flann
el\",\"coredns\"
]}ll
expired Long = 1024 B B B /)
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APIBE- = 74 —1K7H R RSKubernet eshi

SHEWR et} R EWIE AN HiBA
€26607f52179f4
nodepool_id String = 472a0d9723e75 T RMID
95****
0] Jo 4K 15 3%
POST HTTP/1.1
<REIFFRkK>
Content-type: application/json
{
"request id": "string",
"edge machine id": "string"
}
) Bz 2 450
0 fZBody&#§
SHAMR B3t} AN i EA
0adf3a23-6841-
request_id String 41e8-9f55- J&EKID

7b290216c980

0f4bf70a-caff-
String 4b26-a679- =EE—RHLID
fb0188a1****

edge_machine_
id

B KRG
RIBLL T RAIFEACK@EdgeE R DRI = R E—A

POST /clusters/[clusterid]/attachedgemachine/[edge machineid] HTTP/1.1
Host:cs.aliyuncs.com
Content-Type:application/json

{
"options" : "\"{\\\"enableIptables\\\":true, \\\"quiet\\\":true, \\\"manageRuntime\\\":true

;\\\"allowedClusterAddons\\\": [\\\"kube-proxy\\\", \\\"flannel\\\", \\\"coredns\\\"] }\"",
"expired" : 1024,
"nodepool id" : "c26607£52179£4472a0d9723e7595****"

EFRERA)
xML &

315 > MHRRA: 20220704
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HTTP/1.1 200 OK
Content-Type:application/xml
<EdgeClusterAddEdgeMachineResponse>
<request_id>0adf3a23-6841-41e8-9f55-7b290216c980</request_id>
<edge machine id>0f4bf70a-caff-4b26-a679-fb0188al****</edge machine id>
</EdgeClusterAddEdgeMachineResponse>

JsoN &

HTTP/1.1 200 OK

Content-Type:application/json

{
"request id" : "0adf3a23-6841-41e8-9£55-7b290216c980",
"edge machine id" : "Of4bf70a-caff-4b26-a679-fb0188alxxxx"

HiIR
WiREE T L EEESERG.

16.2. BUERRE—HL
& A CreateEdgeMachinel8 & =R E—AHEN,
i

IR TTLATEOpenAPI Explorerh BHiEiz{Ti%E N, @EFBIHESZWAEM ., B1THINIE, OpenAPlExplorera]
PA B 54 B SDKAL A8 7= 4B

ERIEX

POST /edge machines HTTP/1.1
Content-type: application/json
{

"hostname": "string",
"sn": "string",
"model": "string"
}
v 3
BEREH
5 KkBody&#1
SHEW et} BB WIE N i8R
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APIZZE- = R4 — A1

AR RS Kuberneteshi

SHAMR B3t}

hostname String
sn String
model String

PVRYSE297.3

44 IEHIEE

il

el

il

POST /edge machines HTTP/1.1

<RFEIFRK>

Content-type: application/json

{

"request id": "string",

"edge machine id": "string"

#H# SEIREE

{
"code": "400",

Wik il

ACK-B-BOT10-****

Q2CB5XZAFBFG*

*kk

ACK-V-B0O10

WA

ZR&E—{AHl hostname

@ B EEE—HRERE
SBEIMEREN

BY hostname ) hostname
PFF@BSARE, EHE— 1K
HFFE,

TRE—AHSNFTIS

TRE—HNNES

"message": "EdgeMachine ACK-V-B010/zhangjie-werwer-123 has exist",
"requestId": "bfdl12953-31cb-42f1-8a36-7b80ec345094",

"status": 400

U] i 2 %0

0 N7 Body& £
SHEM Bl Al i8R
"request_id":
"6e7b377a- -
request_id String 42(;81?2022_c5ed 1&3KID
689e1b34****",
317 > MM 20220704
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SHAMR et} AN i8H
edge_machine_ ) cc0725ddf68874497 _ _
id String 9cd98445f67e**** ZRE—HHLID

ERRY
R TR BIME = R — 4L

POST /edge machines HTTP/1.1
Host:cs.aliyuncs.com
Content-Type:application/json
{
"hostname" : "ACK-B-BO1lO-—-****",
"sn" : "Q2CBS5XZAFBEG****'",
"model" : "ACK-V-B010"

EFRERA)
XML &

HTTP/1.1 200 OK

Content-Type:application/xml

<CreateEdgeMachineResponse>
<request id>"request id": "6e7b377a-c5ed-4388-8026-689elb34****" </request id>
<edge machine i1d>cc0725ddf688744979cd98445f67e****</edge machine id>

</CreateEdgeMachineResponse>

Json 1&T

HTTP/1.1 200 OK
Content-Type:application/json

{
"request id" : "\"request id\": \"6e7b377a-c5ed-4388-8026-689elb34****\" ",
"edge machine id" : "cc0725ddf688744979cd98445f67e****"

HixD
RIS L EE B S HIEE.

16.3. S = RE—RILATE )
i@ FA DescribeEdgeMachineActiveProcess& i) = JR & — A LIS E HE .
it

RO LATEOpenAPI Explorerf Hi%iE1TiZE O, &EBITESZWEI ., E1T7HIN/E, OpenAPlExplorert]
DEFESADPIGR TR

BRIEZX

Nk
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APIZZE- = R4 — A1

AR RS Kuberneteshi

GET /edge machines/[edge machineid]/activeprocess HTTP/1.1

Content-Type:application/json

BRESH

BEXKPath&#
SHAMR et} by
edge_machineid  String =

PR SE297.3

GET /edge machines/{edge machine id}/active

<RHIFRE>
Content-type: application/json
{

% il

i8R

cc0725ddf6887
44979cd98445f =RE—{AHEID

67e****

HTTP/1.1

"request id": "b62796a8-c5a6-4d3f-beb2-7650e4309cbl",

"state": "ACTIVATED",

"step": "HB YIRKENERE" RITRIN",

"progress": 100,

"logs": "[{\"content\":\"#FE 'HABEZIE" FITAIB\", \"id\":0,\"level\":3, \"timestamp\"
:1625994913000}, {\"content\":\"$ B 'TABEEIE" HITHRIO\", \"id\":1,\"level\":3, \"timestamp
\":1625994914000}, {\"content\":\"HE '¥IIRLKENEE "' HITHHB\",\"id\":2,\"level\":3, \"times
tamp\":1625994975000}, {\"content\":\"®B 'FHNALENEE"' HITHII\", \"id\":3,\"level\":3,\"t

imestamp\":1625994975000}]"
}

[PV ¢

0 N7 Body&#§
SHEWR Bt} Al L8R
b62796a8-c5a6-
request_id String 4d3f-beb2- 15 3KID
7650e4309ch1
state String ACTIVATED OB
. "SI Y ENE .
t St _ S8 SE 4 18
step ring = RS
progress Long 100 OEEE
319 > MHRRA: 20220704
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APIBZE- = R4 — A1

SHEWR

logs

IR &N

RIFUT ROE R —FHEEHRE

String

Bl

"I{\"content\":\"#
BRI =A 1T
Fia

\"\"id\":0,\"level\":

3,\"timestamp\":16
24416559000},
{\"content\":\"$ &
"REN=7TA TR
I

\n’\n id\u ] 1\" I.evel\" .

3,\"timestamp\":16
24416560000},
{\"content\":\"$ &
"R REESE
HATFIA

\",\“id\" : 2,\" l.eVel.\" .

3,\"timestamp\": 16
24416644329},
{\"content\":\"$ &
TRT REESE
HATAIN

\"\"id\":3,\"level\":

3,\"timestamp\":16
24416645944},
{\"content\":\"$ &
"MEBRAKE 4T
Fia

\n’\n id\u . 4,\u level\" .

3,\"timestamp\":16
24416645961},
{\"content\":\"$ &
"MEBRAKIERE' 4T
I

\"1\“ id\" : 51\" l.evel\" .

3,\"timestamp\": 16
24416649356},
{\"content\":\"$ &
'BRETRALZKE
W7 A

\"1\" id\ll . 6,\" level\" .

3,\"timestamp\":16
24416649372)]", //
JSONString, Hiimf#
HrBnET}

HEA

IR ESE

GET /edge machines/[edge machineid]/activeprocess HTTP/1.1

Host:cs.aliyuncs.com

Content-Type:application/json
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1IEEIRERA
xML &I

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeEdgeMachineActiveProcessResponse>

<request id>b62796a8-c5a6-4d3f-beb2-7650e4309cbl</request id>

<state>ACTIVATED</state>

<step>"HB "¥IAKENEE' HITHIN"</step>

<progress>100</progress>

<logs>"[{\"content\":\"FB, 'IKEN=Jc' HITHIE\",\"id\":0,\"level\":3,\"timestamp\":162
4416559000}, {\"content\":\"HFB, 'FREN=JoA"' HITHEII\", \"id\":1,\"level\":3, \"timestamp\":162
4416560000}, {\"content\":\"FB 'FBTREESE HITHEB\", \"id\":2,\"level\":3, \"timestamp\
":1624416644329}, {\"content\":\"$B 'FEFTEEESE HITHRIO\", \"id\":3,\"level\":3, \"times
tamp\":1624416645944}, {\"content\":\"FE "KERFFIE " HITHE\",\"id\":4,\"level\":3,\"tim
estamp\":1624416645961}, {\"content\":\"$ B "WRERFKWIE " HWITHEIL\", \"id\":5,\"level\":3,\"t
imestamp\":1624416649356}, {\"content\":\"$ B 'HETIAKIFE" HITHE\", \"id\":6,\"level\":
3,\"timestamp\":1624416649372}1", // JSONString, BUimAEMEIA}</logs>

</DescribeEdgeMachineActiveProcessResponse>

JSON &2

HTTP/1.1 200 OK
Content-Type:application/json
{

"request id" : "b62796a8-c5a6-4d3f-beb2-7650e4309cbl",
"state" : "ACTIVATED",

"step" : "\"HB AL ENEE" HITHII"",
"progress" : 100,

"logs" : "\"[{\\\"content\\\":\\\"FHE FKER=7tA' HBITAHIE\\\", \\\"1d\\\": 0, \\\"level\\\":
3, \\\"timestamp\\\":1624416559000}, {\\\"content\\\":\\\"HE "FKEN=JTH"' HFITHRII\\\", \\\"1id\
A1, \\\"level\\\":3,\\\"timestamp\\\":1624416560000}, {\\\"content\\\":\\\"FB T
EBH RITFENN", A\N"IA\NN\ "2, \\\"Tevel\\\":3, \\\"timestamp\\\":1624416644329}, {\\\"conte
nt\\\": \\\"FE FBRDHEECESE BATARIIAN", A\ "1d\\\": 3, \\\"1evel\\\":3, \\\"timestamp\\\":
1624416645944}, {\\\"content\\\":\\\"FB "KWERFIFE ' BITFBENN", \N\\"1d\\\ "4, \\\"level \\\
"3, \\\"timestamp\\\":1624416645961}, {\\\"content\\\":\\\"FE "HERFKIFIE " BITHIN\\\", \\\
"EANA\": 5, \\\"level\\\":3, \\\"timestamp\\\":1624416649356}, {\\\"content\\\":\\\"3$ & 'EBEH
RARFKFE T HITFENN", W\ "1d\\\": 6, \\\"Level \\\":3, \\\"timestamp\\\":1624416649372}]\", //
JSONString, Hilmf@trERAT )"

}

HixHG
RS L EEBSHRG.

16.4. ERAIRIRE—IIES
& A DescribeEdgeMachineModels& i = R E— AL B =,

il
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A RS Kubernetesh

APIBZE- = R4 — A1

XTI LATEOpenAPI Explorerh E2ia1Ti%#E 0, £XEHESELNEM, BTG, OpenAPlExplorerd]

BAES 34 R SDKA BB .
ERIEE

"GET /edge machines/models HTTP/1.1°

EXREH
EiEREH
Ui R 435 %

HTTP/1.1 200
Content-Type:application/json
{

"models" : [ {
"model id" : "String",
"created" : "String",
"model" : "String",
"created": "2021-07-07T20:44:00+08:00",
"description" : "String",
"cpu_arch" : "String",

"cpu": int,
"memory": int,
"manage runtime": int

}

0 j 2 £

0 fiZBody& 4§
BHER sem = 58
models Array of S EE— B SFIEER

models_info

manage_runtim

o Integer 0/1 =B EEDocker Runtime
cpu_arch String x86_64/armo64 CPUZEH

cpu Integer 6 CPU#ZEL

memory Integer 8 WE, BAIAGB
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APIZZE- = R4 — A1

AR RS Kuberneteshi

SHEWR

model_id

created

description

model

BRI

RFEUTROEAZRE—FHES:

String

String

String

il

€34cc753-8908-

4739-bd10-
ebd922a4****

2021-07-
07T720:44:00+0

BO10

ACK-V-B0O10

GET /edge machines/models HTTP/1.1

Host:cs.aliyuncs.

Content-Type:application/json

<REHIFRSH>

1E &R B 7R
<ML F&T

HTTP/1.1 200 OK

Content-Type:application/xml

com

<DescribeEdgeMachineModelsResponse>

<models>

<cpu_arch>x86_64/arm64</cpu_arch>

<cpu>6</cpu>

<memory>8</memory>

8:00

i8R

=IRE—{RHID

B

i
B
[

SRE—HNES

<model id>c34cc753-8908-4739-bd10-ebd922a4****</model id>

<created>2021-07-07T20:44:00+08:00</created>

<description>B010</description>

<model>ACK-V-B010</model>

</models>

</DescribeEdgeMachineModelsResponse>

JsoN &=

323
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APIBZE- = R4 — A1

HTTP/1.1 200 OK
Content-Type:application/json
{

"models" : [ {
"cpu arch" : "x86 64/arm64",
"cpu" : 6,
"memory" : 8,
"model id" : "c34cc753-8908-4739-bd10-ebd922a4****",
"created" : "2021-07-07T20:44:00+08:00",
"description" : "B010",
"model" : "ACK-V-B0O10"

bl

HixE
IS L EE B S HIEE,

16.5. BEH=EE—KHFHFE

8 A DescribeEdgeMachines& i = R —AH151 %,
i

R OJLAfEOpenAPI Explorerh Hi%IE1Ti%#E 0, REXBHESZHNEMN., BTMIE, OpenAPlExplorera]

PA B 54 B SDKAL A 7= 451

BKIEX

"GET /edge machines?hostname=Stringsmodel=String&online state=String&life state=Stringé&page

_size=Long&page number=Long HTTP/1.1°

s kY

BRSH

B3R QueryB#
SHEWR ESid] EENIE AN

) ack-v-b010-
hostname String = S
model String & ACK-V-B010
online_state String S offline/online
ctivated ito

life_state String = activated/wal

nline/deleting

i8R

ZIEE—{AHl hostname

TIRE—HHKE

TRE—HNBNELRTS, BUE:

L4 offline

L4 online

EHBAHRE

B
cs4
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APIZZE- = R4 — A1

AR RS Kuberneteshi

SHAMR B3t} 28
page_size Long &

page_number

0 Rz 4K 35 3%

HTTP/1.1 200
Content-Type:application/json
{
"edge machines": [
{

"edge machine id":
"2021-07-07T20:44:00+08:00",
"2021-07-07T20:44:00+08:00",
"ack-v-b010-ssdfw****",
"ack-v-b010-ssdfwx***",

"ACKI9GBL31SXX***x",

"created":
"updated":
"name" :
"hostname":

"sn":

AIE w4l 88
10 BRERNICRE
1 HBITIES

"c610839090b13£4a9508554bda9577**x*x*",

"model": "ACK-V-B0O10",
"life state": "waitOnline",
"online state": "offline",

"active time":

}l

"page info": {
"page number": 1,
"page size": 10,

"total count": 1

VRS S

"0001-01-01T00:00:00Z"

0l fZBody S #
SHEM Bt} Al iR
. Array of _
edge_machines , mREE—RNIERER
edge_machines
edge_machine_ Strin €61083909b13f4a95 a0
id o b8554bdag577*+** s
2021-07-
. TP
created String 077 20-44: 00+08-00 B E
. 2021-07- )
updated String 07T 20:44: 00+08:00 E g
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SHAMR et} AN 88

name String ‘:Scs:\;iglo_ HERZFR

hostname String (:;:;;\;\;Eglo- ZRE—AH hostname
sn String ACK9GBL3TSXX**** SNFEFI=S

model String ACK-V-B0O10 mRE—FNES
life_state String activated EwREM

online_state String online ERRE

active_time String 2021-07- R E

19T16:07:48+08:00

page_info Object NTIER

g,
page_number Integer 1

ANE: 1,

BRERNIZRE.
page_size Integer 10

ZAE: 10,
total_count Integer 1 B

ERRY
REUTRAISEERE—HHIIE:

GET /edge_machines?hostname=ack-v-b010-ssdfw****smodel=ACK-V-B01l0&online state=offline/onli
ne&life state=activated/waitOnline/deletingé&page size=50&page number=4 HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json

1E &R B 7R
xML &I
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AR RS Kuberneteshi

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeEdgeMachinesResponse>

<edge machines>

<edge machine 1d>c61083909b13f4a95b8554bdad577****</edge machine id>

<created>2021-07-07T20:44:00+08:00</created>
<updated>2021-07-07T20:44:00+08:00</updated>
<name>ack-v-b010-ssdfw****</name>
<hostname>ack-v-b010-ssdfw****</hostname>
<sn>ACKIGBL31SXX****</sn>
<model>ACK-V-B010</model>
<life state>activated</life state>
<online state>online</online state>
<active time>2021-07-19T16:07:48+08:00</active time>
</edge machines>
<page info>
<page number>1</page number>
<page size>50</page size>
<total count>1</total count>
</page_info>

</DescribeEdgeMachinesResponse>

JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"edge machines" : [ {
"edge machine id" : "c61083909b13£4a95b8554bdad577****",
"created" : "2021-07-07T20:44:00+08:00",
"updated" : "2021-07-07T20:44:00+08:00",
"name" : "ack-v-b010-ssdfw****"
"hostname" : "ack-v-b010-ssdfw****",
"sn" : "ACKI9GBL31SXX****'",
"model" : "ACK-V-B0O10",
"life state" : "activated",
"online state" : "online",
"active time" : "2021-07-19T16:07:48+08:00"

bl

"page info" : {

"page number" : 1,
"page size" : 50,
"total count" : 1

HiR
R E T L EEESHIRG.

16.6. BRI=EE— Y. Tunnelfid &

327
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A RS Kubernetesh APIBE. = [R4E— K7,

8 A DescribeEdgeMachineT unnelConfigDet aildk BX = J& £ — A4 SSH Token,
il

R LATEOpenAPI Explorerh B 2ia1Ti%#E 0, £XEUHESLNEM, BTG, OpenAPlExplorerd]
PAB 5 4 B SDKX BB R4l

EXREE

"POST /edge machines/{edge machineid}/tunnelconfig HTTP/1.1°

A Y
BRSH
ERPath2#1
SHER ESid] BEWIE AN WiEA
cc0725ddf6887
edge_machineid  String 2 44979cd98445f TIRE—AALID
67e****
N
) N 45 %
HTTP/1.1 200
Content-Type:application/json
{
"model": "ACK-A-S001",
"sn": "Q2CBLSXZAFBEG****'",
"tunnel endpoint": "wss://frontend-iotx-remote-debug.aliyun-inc.test",
"token": "abcd***x",
"product key": "allrXul***x*",
"device name": "TESTOG62INQOFEF****",

"request id": "bfdl12953-31cb-42f1-8a36-7b80ec345094"

0 j 2 £

0 fZBody&#§
SHER ESid] il 588
model String ACK-A-5001 mRE—FNES
sn String Q2CB5XZAFBFG**** SIRE—AHSNESS

wss://frontend-
String jotx-r-debug.aliyun- Tunnelfzis 5%
inc.test

tunnel_endpoin
t
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APIZZE- = R4 — A1

AR RS Kuberneteshi

SHEWR £ il

token String abcd****

product_key String allrXul****

device_name String TEST0621NOFF****

bfd12953-31cb-
42f1-8a36-
7b80ec345094

request_id String

B K5
BIRUTREIRER=REE—EHLSSHToken:

HEA

Token

Product Key

Request ID

POST /edge machines/[edge machineid]/tunnelconfig HTTP/1.1

Host:cs.aliyuncs.com

Content-Type:application/json

1 &R [8] 745
xML &

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeEdgeMachineTunnelConfigDetailResponse>
<model>ACK-A-S001</model>
<sSn>Q2CBS5XZAFBFG* ***</sn>

<tunnel endpoint>wss://frontend-iotx-r-debug.aliyun-inc.test</tunnel endpoint>

<token>abcd****</token>
<product key>allrXul****</product key>

<device name>TEST0621NOFF****</device name>

<request id>bfdl12953-31cb-42f1-8a36-7b80ec345094</request id>

</DescribeEdgeMachineTunnelConfigDetailResponse>

JSON &=

HTTP/1.1 200 OK
Content-Type:application/json
{
"model" : "ACK-A-S001",
"sn" : "Q2CBSXZAFBFG****",
"tunnel endpoint"
"token" Pelogels W
Vall L esdquil #esesesW

"TESTO621NOFEF****,

"product key"
"device name"

"request id"

"wss://frontend-iotx-r-debug.aliyun-inc.test",

"bfd12953-31cb-42£f1-8a36-7b80ec345094"

329
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AfgRESKubernetesii APIZE- = R — 11

AR
piEEE L EEESHIZE.

16.7. MBR= R &E—KAL

iE A Delet eEdgeMachinefl i = JR & — 144,
i

R LATEOpenAPI Explorerh E#2ia1Ti%#E 0, £XEUHESEL{NEM, BTG, OpenAPlExplorerd]
PAB 5 & A SDKA A R A o

ERIEX

"DELETE /edge machines/{edge machineid}?force=String HTTP/1.1"

BRESH
BERPath&
SHER e} BB WIE 5l 4R
cc0725ddf6887
edge_machineid  String B 44979cd98445f =EE—RHLID
67e****
BERQuery2#
SHEMR B3] =B WIE A5l 4R
EEEFIMRTRE—F, BUE:
°  true : REHFHMBRTREE—
&AM,
force String S true/false _ _
L4 false : FRABRFIMREFEE
— &L,

ZINE:  false ,

O 438 5%

"HTTP/1.1 200°

i) i 2 £
EADIVES
BRRp
RIBLU TR B = B — 4 :
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APIZZE- = R4 — A1 K EEREZ KuberneteskR

DELETE /edge machines/[edge machineid]?force=True/False HTTP/1.1
Host:cs.aliyuncs.com
Content-Type:application/json

1E & IR B 7R
Json &=

HTTP/1.1 200 OK

HiRE
IS L EE B S HIEE,
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REERRFZKubernetesh APIBE- FHE AR

17. R8T

y — A oo & Sk
17.1. e S P EE RIS N L4
I8 F DeployPolicyinst ancefE 35 E £ & P ERZ SR BE A M LA ,
15E5

RO LATEOpenAPI Explorerf HIZiE1TiZE O, &EFBITESZWEM ., E1T7HIN/E, OpenAPlExplorert]
DEFES DGR TR

AR
ZEOEAALERL, REKERL, BERALERSHIH.
ERIBE

POST /clusters/{cluster id}/policies/{policy name} HTTP/1.1

\E\ Y
BRSH
. =5 — .
B £t B ” ~BIE R
8155823d0579
cluster_id String Path = 28c69a**** BARE&EEED
ACKNoEnvVars
policy name String Path 2 cretso VARE  epsammn ik
Object Body = BEREM,
MUAEE, BUE:
action String Body & deny e deny : PEEEHIE
L4 warn . S
{"restrictedNam
parameters Map Body B espaces": [ HEIAN LA N EE S
"test" ]}
Bm Eid) ~ME R

[ "allowed-repos-

instances Array of String kgxnc” |

EEE LI BIRTIE

]
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APIBE. HEHATE R RSKubernet eshi

ERRG

POST /clusters/cl231xxxxx/policies/ACKAllowedRepos ZA3iFERL
{

"action": "deny",

"namespaces": ["test3","test4"],
"parameters": {

"repos": [

"registry.cn-beijing.aliyuncs.com/acs/",
"registry.cn-beijing.aliyuncs.com/acs/"
]
}
}

1 &R 8] 745
xML &=

HTTP/1.1 200 OK

Content-Type:application/xml

<DeployPolicyInstanceResponse>
<instances>allowed-repos-kgxnc</instances>

</DeployPolicyInstanceResponse>

Json &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"instances" : [ "allowed-repos-kgxnc" ]

AR
IS L EE BSHIEE.

17.2. SIS R BEE ERA N EE51 &
I8l Fi DescribePolicies?!| 2 SR B G ML EE T 3%
it

R LATEOpenAPI Explorerh B 2ia1Ti% &0, £XEUHESLNEM, BTG, OpenAPlExplorerd]
PAB 5 4 B SDK BB R4l

EXREE

GET /policies HITP/1.1

Content-Type:application/json
AHBFREHK

EREH
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A RS Kubernetesh

o

A

APIBZE- 1%

o
or
15

FEREH
0o B 45 %

0 j 2 £
Ui fZBody&#§

SHEWR £ il

Map

Array of String ACKNoEnvVarSecrets

IR &R

R1ELA T 7~ 45138 FA DescribePolicies?! 25 55 B& SE IR A N FE B 35

GET /policies HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json
DHIFREH

1EER [E R4
xML &I

EA

N EFIE, keyHsRBEER, value BiZHREESE
BTHFRERIEER.

BELZREAN, FENERL RN ER
B,
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APIBE- FHEIAIE

AR RS Kuberneteshi

HTTP/1.1 200 OK
Content-Type:application/xml

<DescribePoliciesResponse>

<cis-k8s>ACKNoEnvVarSecrets</cis-k8s>
<cis-k8s>ACKPodsRequireSecurityContext</cis-k8s>
<cis-k8s>ACKRestrictNamespaces</cis-k8s>
<cis-k8s>ACKRestrictRoleBindings</cis-k8s>
<infra>ACKBlockProcessNamespaceSharing</infra>
<infra>ACKEmptyDirHasSizeLimit</infra>
<infra>ACKLocalStorageRequireSafeToEvict</infra>
<infra>ACKOSSStorageLocationConstraint</infra>
<k8s-general>ACKBlockAutoinjectServiceEnv</k8s-general>
<k8s-general>ACKBlockAutomountToken</k8s-general>
<k8s-general>ACKBlockLoadBalancer</k8s-general>
<k8s-general>ACKBlockNodePort</k8s-general>
<k8s-general>ACKContainerLimits</k8s-general>
<k8s-general>ACKExternalIPs</k8s-general>
<k8s-general>ACKImageDigests</k8s-general>
<k8s-general>ACKRequiredLabels</k8s-general>
<k8s-general >ACKRequiredProbes</k8s-general>
<k8s-general>ACKAllowedRepos</k8s-general>
<psp>ACKPSPAllowPrivilegeEscalationContainer</psp>
<psp>ACKPSPAllowedUsers</psp>
<psp>ACKPSPAppArmor</psp>
<psp>ACKPSPCapabilities</psp>
<psp>ACKPSPFSGroup</psp>
<psp>ACKPSPFlexVolumes</psp>
<psp>ACKPSPForbiddenSysctls</psp>
<psp>ACKPSPHostFilesystem</psp>
<psp>ACKPSPHostNamespace</psp>
<psp>ACKPSPHostNetworkingPorts</psp>
<psp>ACKPSPPrivilegedContainer</psp>
<psp>ACKPSPProcMount</psp>
<psp>ACKPSPReadOnlyRootFilesystem</psp>
<psp>ACKPSPSELinuxV2</psp>
<psp>ACKPSPSeccomp</psp>
<psp>ACKPSPVolumeTypes</psp>

</DescribePoliciesResponse>

JsoN 1&T
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HTTP/1.1 200 OK
Content-Type:application/json
{

"cis-k8s" : [ "ACKNoEnvVarSecrets", "ACKPodsRequireSecurityContext", "ACKRestrictNamespac
es", "ACKRestrictRoleBindings" 1],

"infra" : [ "ACKBlockProcessNamespaceSharing", "ACKEmptyDirHasSizeLimit", "ACKLocalStorag
eRequireSafeToEvict", "ACKOSSStorageLocationConstraint" ],

"k8s-general" : [ "ACKBlockAutoinjectServiceEnv", "ACKBlockAutomountToken", "ACKBlockLoad
Balancer", "ACKBlockNodePort", "ACKContainerLimits", "ACKExternalIPs", "ACKImageDigests", "
ACKRequiredLabels", "ACKRequiredProbes", "ACKAllowedRepos" ],

"psp" : [ "ACKPSPAllowPrivilegeEscalationContainer", "ACKPSPAllowedUsers", "ACKPSPAppArmo

r", "ACKPSPCapabilities", "ACKPSPFSGroup", "ACKPSPFlexVolumes", "ACKPSPForbiddenSysctls", "
ACKPSPHostFilesystem", "ACKPSPHostNamespace", "ACKPSPHostNetworkingPorts", "ACKPSPPrivilege
dContainer", "ACKPSPProcMount", "ACKPSPReadOnlyRootFilesystem", "ACKPSPSELinuxV2", "ACKPSPS
eccomp", "ACKPSPVolumeTypes" ]

}

HiRD
iR E T L EEESHIRE.

17.3. 1£18 E 58+ o 58 3 ok 5 40 ) S 6

iE FAModif yPolicyInst ance?E 45 £ 5 8 o S SR B AL S2461)
i

O] LAfEOpenAPI Explorerh HiIE1Ti%#E 0, 2EXTMHESEZHNEMN., BTMINE, OpenAPlExplorera]
PAE 814 A SDKA R R~ 61,

AR
ZEROEAALERL, BEHKERL, BERALERSHH.
BXREX

PUT /clusters/{cluster id}/policies/{policy name} HTTP/1.1

\E\
BREH
n =B/ — .
B el & " ~BIE iR
. . c8155823d0579 _
cluster_id String Path 2 4869 BiR&EEED
ACKAllowedRe
policy name String Path B2 os W P smammng iR
Object Body B BEREBH,
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"repos": [

"registry.cn-beijing.aliyuncs.com/acs/",

"registry.cn-hangzhou.aliyuncs.com/acs/"

]
}
} A}

1E & IR B 7R
<ML F&T

HTTP/1.1 200 OK

Content-Type:application/xml

<ModifyPolicyInstanceResponse>

<instances>allowed-repos-cbhhb</instances>

</ModifyPolicyInstanceResponse>

APIBE- F %412 AR5 Kubernet eshi
n, Py — .
B B34l & " ~E R
MUEEE, BUE:
action String Body & deny e  deny : EEEHIE
L4 warn . HE
. ) allowed-repos- -
instance_name String Body B SREEHL N SZHIID
cbhhb
Array of ["test3" "test4" — REGSLOISLHECHE:
namespaces ) Body =
String ] BN R EERFER ST,
"restriccedNam
parameters Map Body = espaces": [ HETHR N SEBI BV ER B S 4
"teSt" ]
B £ ~lE iR
) . [ "allowed-repos- -
instances Array of String . [SEERSEIES
kgxnc" ]
B
& Kl
PUT /clusters/cl231xxxxx/policies/ACKAllowedRepos ZHIER
{
"action": "warn",
"namespaces": ["test2"],
"instance name": "allowed-repos-cbhhb",
"parameters":

337
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o

A

APIBE- il

ox
op

i

JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"instances" : [ "allowed-repos-cbhhb" ]

HIRB
HEEIE PO EEESHIREG.

yab =L Pt
17.4. Bl S EE
i Fi Delet ePolicyInst ance?t 15 & S£ 8% o il BR S BE ML W ST
it

- oh ) BR 5K B

/s

A 524

O] AfEOpenAPI Explorerp EiIa1Ti%#E 0, REBHESZNEMN., BTMIE, OpenAPIExplorera]

PAB 14 5 SDK BB R 41,

BXREX

DELETE /clusters/cluster id/policies/policy name?instance name=String HTTP/1.1

Content-Type:application/json

BRSH
ERPath&#
SHAER ESid] ERWNIE N
) ) = €8155823d0579
cluster_id String = 4806955
. . ACKAllowedRep
policy_name String =
0s
ERQueryB#
SHAR et} BB WIE AN
. . allowed-repos-
instance_name String &

maqdsf

PR SE297.3

HTTP/1.1 200 OK
Content-Type:application/json
{

"instances" : [ "String" ]

i8R

BR&ERID
REGTAIEMN ZFR
WiEA

SREEAL M SZHIID
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APIBE- FHEIAIE

AR RS Kuberneteshi

0 j 2 £

0ig i Body &£
SHEM el Al 288
) . [ "allowed-repos- -
instances Array of String EMBRAYSTEIZIE

IR &N

WRIFLAT R BITE IS B S8 o M PR SR BE AL I ST 451 -

kgxnc" ]

DELETE /clusters/cl1231xxxxx/policies/ACKAllowedRepos HiERL

1F &R [8] 745
xML &

HTTP/1.1 200 OK

Content-Type:application/xml

<DeletePolicyInstanceResponse>

<instances>allowed-repos-cz4s2</instances>

<instances>allowed-repos-mgdsf</instances>

</DeletePolicyInstanceResponse>

Json 1&T

HTTP/1.1 200 OK

Content-Type:application/json

{

"instances" : [ "allowed-repos-cz4s2",

HiRG

mEEED LDEEESHEIRD,

17.5. 3KE

N 5

& S
B R T

"allowed-repos-mgdsf" ]

0 AR TS

i A DescribePolicyDet ailsHk B 5 B& #1L M A AR ¥ 15 .

it

RO ATEOpenAPI Explorerp HEETiZEN, REFITEELZWEM . E1THINGE, OpenAPlExplorerd]
A B 34 B SDKAL A =451

BKIEX

GET /policies/policy name HTTP/1.1

Content-Type:application/json
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BEREKubernet eshR APIBE- FI%ATE
s 3
BREH
B RPath&#1
SHER Bt EBEWIE ~l L]
ACKALL dRi
policy name String g2 os owedrep RESAEMNZ TR
0 N 4435 3%
HTTP/1.1 200 OK
Content-Type:application/json
{
"name" : "String",
"category" : "String",
"description" : "String",
"action" : "String",
"severity" : "String",
"template" : "String",
"no config" : Integer,
"is deleted" : Integer
}
I iz 2 41
0 fZBody&#§
SHER ESid] ~l L8R
name String ACKAllowedRepos FHE I ZFR
category String k8s-general FIEEY e il
Requires container
o . images to begin i e
description String 199 9! F A AR 18 3R
with a repo string
from a specified list
MR HIE, BUE:
action String enforce ®  cnforce : EEEMINE
o inform : £
severity String high HNEIBE R
template String HEES BRI MR F NS
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SHAMR ESid] ~l
no_config Integer 0
is_deleted Integer 0

mKR A
HRAB I T B SRER SR B ML ARAR 1

GET /policies/ACKAllowedRepos HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json

B KRB b 7815488
RIEEIR Template FERBIRIFE TG

apiVersion: policy.alibabacloud.com/vlalphal
kind: Policy
metadata:
name: policy-gatekeeper-ackallowedrepos
annotations:
ack.policy/categories: k8s general
ack.policy/controls: baseline control

spec:

EEFERERE, BE:

RIATESHERE
RRERBHEE

e 0:

® 7:

EEMRIRS, BUE:

RAMBR
FRMBR.

e (0.

e 1.

remediationAction: enforce # will be overridden by remediationAction in parent policy

severity: high
description:
list."
policyTemplates:
- # complianceType: musthave

objectDefinition:

apiVersion: templates.gatekeeper.sh/vl

kind: ConstraintTemplate
metadata:
name: ackallowedrepos

annotations:

"Requires container images to begin with a repo string from a specified

description: Requires container images to begin with a repo string from a s

pecified list.
spec:
crd:
spec:
names:
kind: ACKAllowedRepos

validation:

# Schema for the ‘parameters’

field

341
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APIZE- %l

=L

legacySchema: true
openAPIV3Schema:
type: object
required:
- repos
properties:
repos:
type: array
items:
type: string
targets:
- target: admission.k8s.gatekeeper.sh
rego: |
package ackallowedrepos

violation[{"msg": msg}] {

container := input.review.object.spec.containers|
satisfied := [good | repo = input.parameters.repos|[ good = startswi
th (container.image, repo) ]
not any (satisfied)
msg := sprintf ("container <%v> has an invalid image repo <%v>, allowed
repos are %v", [container.name, container.image, input.parameters.repos])
}
violation[{"msg": msg}] {
container := input.review.object.spec.initContainers]|
satisfied := [good | repo = input.parameters.repos|[ good = startswi
th (container.image, repo) ]
not any (satisfied)
msg := sprintf ("container <%v> has an invalid image repo <%v>, allowed
repos are %v", [container.name, container.image, input.parameters.repos])
}
- # complianceType: musthave
objectDefinition:
apiVersion: constraints.gatekeeper.sh/vlbetal
kind: ACKAllowedRepos
metadata:
name: allowed-repos
spec:
enforcementAction: deny
match:
kinds:
- apiGroups: [""]
kinds: ["Pod"]
namespaces:
- "test-gatekeeper"
parameters:
repos:
- "registry-vpc.cn-hangzhou.aliyuncs.com/acs/"
- "registry.cn-hangzhou.aliyuncs.com/acs/"
IE SR ERE
xvr, A&
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HTTP/1.1 200 OK
Content-Type:application/xml
<DescribePolicyDetailsResponse>

<name>ACKAllowedRepos</name>

<category>k8s-general</category>

<description>Requires container images to begin with a repo string from a specified lis

t</description>
<action>enforce</action>

<severity>high</severity>

<template>#HESWIERTHI</template>

<no_config>0</no config>
<is_deleted>0</is_deleted>
</DescribePolicyDetailsResponse>

Json 1&T

HTTP/1.1 200 OK
Content-Type:application/json
{

"name" : "ACKAllowedRepos",

"category" : "k8s-general",

"description" : "Requires container images to begin with a repo string from a specified 1
ist",

"action" : "enforce",

"severity" : "high",

"template" : "FEIEBRIERTS",

"no config" : 0,

"is deleted" : 0

Hix
RIS L EE B S HIEE.

17.6. 3RENEEES

I~

31

& A DescribePolicyGovernancelnClust erfk R £ B¥ SE B& R IR IE IS .

i3

RO LAFEOpenAPl Explorerdh E1EiE1Ti%ZEOQ, &%

PAB 5 & 5 SDK BB R4l

BRIEZX

R
750N

HEEENREMN. TTMINE, OpenAPlExplorerd]

GET /clusters/cluster id/policygovernance HTTP/1.1

Content-Type:application/json

BREH

BEKPath&#

343
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REEIRE KuberneteshR APIBE- FEIEE1E

SHAMR et 2EWIE il WA
. . €8155823d0579 -
cluster_id String 2 ABCEOS BR&EEEID

PR SE2973

HTTP/1.1 200 OK
Content-Type:application/json
{

"on state" : [ {
"enabled count" : Integer,
"total" : Integer,
"severity" : "String"
bl
"admit log" : {
"progress" : "String",
"count" : Long,
"log" : {
"msg" : "String",
"cluster id" : "String",
"constraint kind" : "String",
"resource name" : "String",
"resource kind" : "String",
"resource namespace" : "String"
}
s
"totalViolations" : {
"deny" : {
"severity" : "String",
"violations" : Long
3o
"warn" : {
"severity" : "String",
"violations" : Long
}
o
"violations" : {
"deny" : {
"policyName" : "String",
"policyDescription” : "String",
"violations" : Long,
"severity" : "String"
by
"warn" : {
"policyName" : "String",
"policyDescription" : "String",
"violations" : Long,
"severity" : "String"
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0 j 2 £

0 fZBody&#§
SHAR Bt ]| LEA
on_state Array of M B R R S BB B
on_state
enabled_count Integer 3 H RIS B SR BE R 21+ 45
total Integer 8 ZERTREMELE
severity String high RIGRIEER
admit_log Object SRYFIREAEHE AR
progress String Complete FFERIPRE
count Long 100 HEIEEENEESE
log Object REGREHEITAERS
msg String d4hdhg****x REREHITAERER
cluster_id String ;2153823d057948c6 BiREEEFID
constraint_kind String ACKAllowedRepos REEEBZR
nginx-deployment-
resource_name String basic2-84ccb74bfc- BirEmRER
df22p
resource_kind String Pod BinmIRER
resource_name String default BirRRGmE =

space

ERPURMERTSERNLERBETARR

totalViolations Object B
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52
i)
]

SHER et il A

deny Object WEENARABESRNEM T HAT
severity String high FIREBER

violations Long 0 WEH NS

warn Object HEEX T RAREESRAEN ISt
severity String low FIREBER

violations Long 5 HENSMHITHE

ERPE AR KRB AN S BN S IT

violations Object

HHFIE
deny Object WEENAR KB ER N E T
) . policy-gatekeeper-
policyName String ackallowedrepos REER
Requires container
policyDescriptio String |n"!ages to begl'n =g A
n with a repo string
from a specified list.
violations Long 11 SR ch X MR BB TR A S TR
severity String high REREER
warn Object HEREX T RARRBESRNER TS
. . policy-gatekeeper-
B
policyName String ackpspcapabilities REER
policyDescriptio String Contro.l.s.Llnux SRR
n capabilities.
violations Long 81 SR h XY MM B TR S EEM ISR
severity String high HERIEE R
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SHEWR Bl ] ki

B3R A
HRAB I TR ISR ER SR B 2RO A RV -

GET /clusters/c8155823d057948c69a****/policygovernance HTTP/1.1

Host:cs.aliyuncs.com

Content-Type:application/json

1 &R [8] 745
xML &

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribePolicyGovernanceInClusterResponse>
<on_state>
<enabled count>0</enabled count>
<total>14</total>
<severity>low</severity>
</on_state>
<on_ state>
<enabled count>2</enabled count>
<total>13</total>
<severity>high</severity>
</on state>
<on_state>
<enabled count>1</enabled count>
<total>8</total>
<severity>medium</severity>

</on_state>

<admit log>

<progress>Complete</progress>

<count>75</count>

<log>
< source >192.168.0.188</ source >
<_tag_ :_ hostname >iZwz98e621hOkvki3ja****</ tag : hostname >
< _tag : pack id >63DE8FD17599E86****</ tag : pack id >
<_tag__:_ path >/policy admit logs/gatekeeper admit.log</_tag : path >
<_tag : receive time >1631168040</_tag : receive time >
< tag : wuser defined id >k8s-group-cb36d498a701ef4742b50603866809****</ tag

__: user defined id >

< tag : container ip >10.102.0.89</ tag : container ip >
< tag : container name >manager</ tag : container name >
<_ tag : image name >registry-vpc.cn-shenzhen.aliyuncs.com/acs/gatekeeper:v3.6

.0.60-g72c4896-aliyun</ tag

: _image name >

< tag : namespace >kube-system</ tag : namespace >

<_tag_: node_ip >192.168.0.188</__tag : node ip >

<_tag_ : node name >cn-shenzhen.192.168.XX.XX</ tag : node name >
< taa : ood name >catekeeper-7648f64cc8-27nd4</ taa : vpod name >

347
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< tag : pod uid >11083b05-eecd-454c-8d22-81c83cel****</ tag : pod uid >
<_time >1631168037</_ time >
<__topic_ />

<cluster id>cb36d98a701ef4742b50603866809****</cluster id>

<constraint action>deny</constraint action>
<constraint api version>vlbetal</constraint api version>
<constraint group>constraints.gatekeeper.sh</constraint group>
<constraint kind>ACKAllowedRepos</constraint kind>
<constraint name>allowed-repos-80970511-c93d-4c40-b692-bel8c077****</constraint
_name>
<event msg>Admission webhook "validation.gatekeeper.sh" denied request, Resourc
e Namespace: default, Constraint: allowed-repos-80970511-c93d-4c40-b692-bel8c0770382, Messa
ge: container &lt;nginx&gt; has an invalid image repo &lt;nginx:1.7.9&gt;, allowed repos ar
e ["registry.cn-shanghai.aliyuncs.com/acs/", "registry.cn-hangzhou.aliyuncs.com/acs/"]</eve
nt msg>
<event reason>GatekeeperFailedAdmission</event reason>
<event type>violation</event type>
<level>info</level>
<logger>ack policy admit log for sls</logger>
<msg>container &lt;nginxé&gt; has an invalid image repo &lt;nginx:1.7.9&gt;, all
owed repos are ["registry.cn-shanghai.aliyuncs.com/acs/", "registry.cn-hangzhou.aliyuncs.co
m/acs/"]</msg>
<process>admission</process>
<request uid>9db8f008-c2e8-4723-a380-18ef358c2827</request uid>
<request username>system:serviceaccount:kube-system:replicaset-controller</requ
est username>
<resource api version>vl</resource api version>
<resource group/>
<resource kind>Pod</resource kind>
<resource name>nginx-deployment-basic2-84ccb74bfc-df22p</resource name>
<resource_ namespace>default</resource namespace>
<time>2021-09-09T06:13:57Z</time>
<ts>1631168037.444757</ts>
</log>
<log>
< source >192.168.XX.XX</ source >
</log>
</admit log>
<Violation>
<totalViolations>
<deny>
<severity>high</severity>
<violations>75</violations>
</deny>
<deny>
<severity>medium</severity>
<violations>0</violations>
</deny>
<warn>
<severity>high</severity>
<violations>0</violations>
</warn>
<warn>

<severity>medium</severity>
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<violations>0</violations>
</warn>
</totalViolations>
<violations>
<deny>

om a specified 1

</de
<den

</de
</violat
</Violation>

</DescribePolicy

JsoN &=

HTTP/1.1 200 OK
Content-Type:app
{

"on state" [
"enabled cou
"total" 14
"severity"

{

"enabled cou
"total" 13
"severity"

{
"enabled cou
"total" 8,
"severity"
bl
"admit log"

"progress"

75
{

"count"

"lOg" [

" tag_

7tag7

"

__tag

" tag_

" tag_

" tag

" tag_

__tag
.60-g72c4896-ali

o

__source

<policyName>policy—-gatekeeper-ackallowedrepos</policyName>
<policyDescription>Requires container images to begin with a repo string fr
ist.</policyDescription>

<severity>high</severity>

<violations>11</violations>

ny>

y>

<policyName>policy-gatekeeper-ackpspcapabilities</policyName>
<policyDescription>Controls Linux capabilities.</policyDescription>
<severity>high</severity>

<violations>81</violations>

ny>

ions>

GovernanceInClusterResponse>

lication/json

{

nt" 0,

lllOwll
nt" 2,

4

llhigh"
nt" i,

"medium"

{

"Complete",

4

" "192.168.0.188",

hostname " "1Zwz98e621h0kvki3jax***",
pack id " "63DESFD17599E86****",

path " "/policy admit logs/gatekeeper admit.log",

receive time "

"1631168040",
user defined id " "k8s-group-cb36d98a701ef4742b50603866809**x*x",
"10.102.0.89",

"manager",

"

container ip

container name "

1]

image name "registry-vpc.cn-shenzhen.aliyuncs.com/acs/gatekeeper:v3.6.0

yun",

nnnnnnnnn Mlhraala A Acrmd ATt
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" tag : node ip " : "192.168.0.188",

" tag : node name " : "cn-shenzhen.192.168.XX.XX",

" tag : pod name " : "gatekeeper-7648f64cc8-27nd4",

" tag  : pod uid " : "11083b05-eecd-454c-8d22-81c83celx***x",

" time " : "1631168037",

" topic " : "V,

"cluster id" : "cb36d98a701ef4742b50603866809**x*x",

"constraint action" : "deny",

"constraint api version" : "vlbetal",

"constraint group" : "constraints.gatekeeper.sh",

"constraint kind" : "ACKAllowedRepos",

"constraint name" : "allowed-repos-80970511-c93d-4c40-b692-bel8cQ77x***x",

"event msg" : "Admission webhook \"validation.gatekeeper.sh\" denied request, Resourc

e Namespace: default, Constraint: allowed-repos-80970511-c93d-4c40-b692-bel8c0770382, Messa

ge: container <nginx> has an invalid image repo <nginx:1.7.9>, allowed repos are [\"registr

y.cn-shanghai.aliyuncs.com/acs/\", \"registry.cn-hangzhou.aliyuncs.com/acs/\"]",

"event reason" : "GatekeeperFailedAdmission",

"event type" : "violation",

"level" : "info",

"logger" : "ack policy admit log for sls",

"msg" : "container <nginx> has an invalid image repo <nginx:1.7.9>, allowed repos are

[\"registry.cn-shanghai.aliyuncs.com/acs/\", \"registry.cn-hangzhou.aliyuncs.com/acs/\"]",

bo

}
}l

"process" : "admission",
"request uid" : "9db8£008-c2e8-4723-a380-18e£358c2827",
"request username" : "system:serviceaccount:kube-system:replicaset-controller",
"resource api version" : "v1",
"resource group" : "",
"resource kind" : "Pod",
"resource name" : "nginx-deployment-basic2-84ccb74bfc-df22p",
"resource namespace" : "default",
"time" : "2021-09-09T06:13:57z2",
"ts" : "1631168037.444757"
{
" source " : "192.168.XX.XX"
]

"Violation" : {

"totalViolations" : {

bo

"deny" : [ {
"severity" : "high",
"violations" : 75

b A
"severity" : "medium",
"violations" : 0

bl

"warn" : [ {
"severity" : "high",
"violations" : 0

b A
"severity" : "medium",
"violations" : 0

b

"violations" : {

> MA4RRA: 20220704
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"deny" : [ {

"policyName" : "policy-gatekeeper-ackallowedrepos",
"policyDescription”" : "Requires container images to begin with a repo string from a

specified list.",

"severity" : "high",
"violations" : 11

oo A
"policyName" : "policy-gatekeeper-ackpspcapabilities",
"policyDescription” : "Controls Linux capabilities.",
"severity" : "high",
"violations" : 81

HiR
RS E T L EEESHIRE.

i 3 —ry i =
17.7. RINEB P IS E N REESLH
I8 FA DescribePolicylnstancesik ERE B b X B SR 2 19 SR BE L,
15E5

RO LATEOpenAPl Explorerf %z TiZiE 0, REXBHESKZNEM ., B17MINGE, OpenAPIExplorerd]
PA B 4 i SDKAS B 7= 451,

ERIEX

GET /clusters/cluster id/policies?policy name=String&instance name=String HITP/1.1

Content-Type:application/json

L 3
BREH
&K Path& %
SHEM ESid] EBWIE =~ 5288
, , E 8155823d0579 _
cluster_id String 2 4BCE9S BAREEREID
B RQueryS#
SHER e} EEMIE Al 5288
policy name String S ;A;EKPSPCapablllt FESREMNZFR
) ) allowed-repos- P
instance_name String & REESLHZFR

cz4s2
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https://api.aliyun.com/#product=CS&api=DescribePolicyInstances&type=ROA&version=2015-12-15

BEREKubernet eshR APIBE- FI%ATE
0 R 4438 3%
HTTP/1.1 200 OK
Content-Type:application/json
[ {
"ali uid" : "String",
"cluster id" : "String",
"instance name" : "String",
"policy name" : "String",
"policy category" :
"policy description" : "String",
"policy parameters" :
"policy severity" :
"policy scope" : "String",
"policy action" : "String"
b
i bz 2 %5
0 fiZBody&#§
SHER ESid] ~l L8R
Array REESLHIF %R
ali_uid String 16298168**** SRER LA SLREE UID
) ) €8155823d057948c6 _
cluster_id String - B#rEEEEID
- -var- ts-
instance_name String ?i*env varmsecrets FUI SEA5YZ FR
policy_name String ACKPSPCapabilities RESEEMNZFR
policy category  String k8s-general REGEBIZFR
olicy descripti . Restricts secrets .
POHCY_CESCP " string , MM R
on used in pod envs
olicy_paramet . "restrictcedNamespa — . oo o
poficy_p String ICCANAMESPa wsrmn splpE B S K
ers ces": [ "test"]
policy severity String low FN LA B ER
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SHEWR Bl Nl kil

SRESSLAILEEE
BN REERTERAZE,

policy_scope String *
BNREYEANamespaces&#R, 1
NamespacesUES (,) #&.
MNEENE, BUE:

policy_action String deny ® deny : EEEMINEZ
o warn | HE

mKR A
HRAB I TR BISREREE B o 24 BT B0 B 0 2R BE S5k -

GET /clusters/c8155823d057948c69%a****/policies?policy name=ACKPSPCapabilities&instance name
=allowed-repos—-cz4s2 HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json

1E & IR B 7R
<ML &I

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribePolicyInstancesResponse>
<ali uid>16298168****</ali uid>
<cluster 1d>c8155823d057948c69a****</cluster id>
<instance name>no-env-var-secrets-****</instance name>
<policy name>ACKPSPCapabilities</policy name>
<policy category>k8s-general</policy category>
<policy description>Restricts secrets used in pod envs</policy description>
<policy parameters>"restrictedNamespaces": [ "test" ]</policy parameters>
<policy severity>low</policy severity>
<policy scope>*</policy scope>
<policy action>deny</policy action>

</DescribePolicyInstancesResponse>

Json 1&T
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%}}

HTTP/1.1 200 OK
Content-Type:application/json
[ {
"ali uid" : "16298168*x**",
"cluster id" : "c8155823d057948c6la****",
"instance name" : "no-env-var-secrets-***x",
"policy name" : "ACKPSPCapabilities",
"policy category" : "k8s-general",
"policy description" : "Restricts secrets used in pod envs",
"policy parameters" : "\"restrictedNamespaces\": [ \"test\" 1",
"policy severity" : "low",
"policy scope" : "x",
"policy action" : "deny"

bl

HiR
WIS L B E BB B,

17.8. FRENE R h SR B HL W L4115

ifl FA DescribePolicylnst ancesSt at usik BXEE B¥ 24 Bl A [5) SRBE L BU NS W A LRI BB IR, B IE B RIS AN XY
RIFFEBIEAITE, URARABER TH BRI,

iFi

& O] AfEOpenAPI Explorerp Ei%Ia1Ti2#E 0, REBHESZNEN, BTMIE, OpenAPIExplorera]
PAB 4 5 SDKRX BB R4l

EXREE

GET /clusters/cluster id/policies/status HTTP/1.1

Content-Type:application/json

BERSH

B skPath2#
SHEM B3] EEWIE il 1 B8
. ) €8155823d0579 _
cluster_id String 2 48CH9a BfREEEID

PVRY 2973
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HTTP/1.1 200 OK
Content-Type:application/json
{

"policy instances" : [ {
"policy category" : "String",
"policy name" : "String",
"policy description" : "String",
"policy severity" : "String",
"policy instances count" : Long

bl

Uil B 2 £

0 fZBody&#§
SHEM ESid] Al iEA
olicy_instance Array of
E y- policy instance AR RBEEE T A RIS LB TH 405 &
s
policy category  String cis-k8s REGER
policy_name String :;SKRestrlctRoleBlndl SR SR
policy_descripti String Restricts use_ of the =g A
on cluster-admin role.
policy severity String medium RESREER
policy instance Lon ] EEBHIREIAITE, WRFRATIHAR
s_count 9 EZ R RIEIHI,
instances_sever e N [
' = Map SR DU BEN AR LRGSR BBLHI

ity_count

B3R A
HRAR I T SR ER S B 24 B R 2 2888 K BU R ML A S BEBRAS

GET /clusters/{cluster id}/policies/status HTTP/1.1
Host:cs.aliyuncs.com

Content-Type:application/json

EFRERA)
XML &

HTTP/1.1 200 OK
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Content-Type:application/xml
<DescribePolicyInstancesStatusResponse>
<policy instances>
<policy category>k8s-general</policy category>
<policy name>ACKBlockNodePort</policy name>
<policy description>Disallows all Services with type NodePort.</policy description>
<policy severity>high</policy severity>
</policy instances>
<policy instances>
<policy category>k8s-general</policy category>
<policy name>ACKExternalIPs</policy name>
<policy description>Restricts Services from containing externalIPs except those in
a provided allowlist.</policy description>
<policy severity>high</policy severity>
</policy instances>
<policy instances>
<policy category>psp</policy category>
<policy name>ACKPSPHostNamespace</policy name>
<policy description>Controls usage of host namespaces.</policy description>
<policy severity>high</policy severity>
</policy instances>
<policy instances>
<policy category>psp</policy category>
<policy name>ACKPSPReadOnlyRootFilesystem</policy name>
<policy description>Requires the use of a read only root file system.</policy descr
iption>
<policy severity>medium</policy severity>
</policy instances>
<policy instances>
<policy category>psp</policy category>
<policy name>ACKPSPVolumeTypes</policy name>
<policy description>Controls usage of volume types.</policy description>
<policy severity>medium</policy severity>
</policy instances>
<policy instances>
<policy category>infra</policy category>
<policy name>ACKOSSStorageLocationConstraint</policy name>
<policy description>Restricts location of oss storage in cluster.</policy descripti
on>
<policy severity>low</policy severity>
</policy instances>
<policy instances>
<policy category>k8s-general</policy category>
<policy name>ACKBlockAutoinjectServiceEnv</policy name>
<policy description>Disable autoinjecting information about services into pod's env
ironment variables.</policy description>
<policy severity>low</policy severity>
</policy instances>
<policy instances>
<policy category>k8s-general</policy category>
<policy name>ACKImageDigests</policy name>
<policy description>Requires container images to contain a digest.</policy descript
ion>

<policy severity>low</policy severity>
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</policy instances>
<policy instances>
<policy category>psp</policy category>
<policy name>ACKPSPAllowedUsers</policy name>
<policy description>Controls the user and group IDs of the container.</policy descr
iption>
<policy severity>low</policy severity>
</policy instances>
<policy instances>
<policy category>psp</policy category>
<policy name>ACKPSPHostFilesystem</policy name>
<policy description>Controls usage of the host filesystem.</policy description>
<policy severity>high</policy severity>
</policy instances>
<policy instances>
<policy category>infra</policy category>
<policy name>ACKBlockProcessNamespaceSharing</policy name>
<policy description>Restricts shareProcessNamespace used in pod.</policy descriptio
n>
<policy severity>high</policy severity>
<policy instances count>2</policy instances count>
</policy instances>
<policy instances>
<policy category>psp</policy category>
<policy name>ACKPSPCapabilities</policy name>
<policy description>Controls Linux capabilities.</policy description>
<policy severity>high</policy severity>
<policy instances count>5</policy instances count>
</policy instances>
<policy instances>
<policy category>psp</policy category>
<policy name>ACKPSPForbiddenSysctls</policy name>
<policy description>Controls the ‘sysctl’ profile used by containers.</policy descr
iption>
<policy severity>high</policy severity>
</policy instances>
<policy instances>
<policy category>psp</policy category>
<policy name>ACKPSPSeccomp</policy name>
<policy description>Controls the seccomp profile used by containers.</policy descri
ption>
<policy severity>low</policy severity>
</policy instances>
<policy instances>
<policy category>k8s-general</policy category>
<policy name>ACKBlockLoadBalancer</policy name>
<policy description>Disallows all Services with type LoadBalancer.</policy descript
ion>
<policy severity>high</policy severity>
</policy instances>
<policy instances>
<policy category>psp</policy category>
<policy name>ACKPSPAppArmor</policy name>
<policy description>Controls the AppArmor profile used by containers.</policy descr
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iption>
<policy severity>low</policy severity>
</policy instances>
<policy instances>
<policy category>psp</policy category>
<policy name>ACKPSPPrivilegedContainer</policy name>
<policy description>Controls running of privileged containers.</policy description>
<policy severity>high</policy severity>
</policy instances>
<policy instances>
<policy category>psp</policy category>
<policy name>ACKPSPProcMount</policy name>
<policy description>Controls the allowed ‘procMount  types for the container.</poli
cy description>
<policy severity>low</policy severity>
</policy instances>
<policy instances>
<policy category>psp</policy category>
<policy name>ACKPSPSELinuxV2</policy name>
<policy description>Controls the SELinux context of the container.</policy descript
ion>
<policy severity>low</policy severity>
</policy instances>
<policy instances>
<policy category>infra</policy category>
<policy name>ACKEmptyDirHasSizeLimit</policy name>
<policy description>Requires that emptydir volume must have a ‘sizelimit’ defined.<
/policy description>
<policy severity>low</policy severity>
</policy instances>
<policy instances>
<policy category>psp</policy category>
<policy name>ACKPSPAllowPrivilegeEscalationContainer</policy name>
<policy description>Controls restricting escalation to root privileges.</policy des
cription>
<policy severity>medium</policy severity>
</policy instances>
<policy instances>
<policy category>psp</policy category>
<policy name>ACKPSPFSGroup</policy name>
<policy description>Controls allocating an FSGroup that owns the Pod's volumes.</po
licy description>
<policy severity>medium</policy severity>
</policy instances>
<policy instances>
<policy category>cis-k8s</policy category>
<policy name>ACKPodsRequireSecurityContext</policy name>
<policy description>Requires that Pods must have a “securityContext’ defined.</poli
cy description>
<policy severity>low</policy severity>
</policy instances>
<policy instances>
<policy category>cis-k8s</policy category>
<policy name>ACKRestrictNamespaces</policy name>
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<policy descriptlon>RestricCts resources from using the derault namespace.</policy
_description>
<policy severity>low</policy severity>
</policy instances>
<policy instances>
<policy category>k8s-general</policy category>
<policy name>ACKContainerLimits</policy name>
<policy description>Requires containers to have memory and CPU limits set and withi
n a specified maximum amount.</policy description>
<policy severity>low</policy severity>
</policy instances>
<policy instances>
<policy category>psp</policy category>
<policy name>ACKPSPHostNetworkingPorts</policy name>
<policy description>Controls usage of host networking and ports.</policy descriptio
n>
<policy severity>high</policy severity>
</policy instances>
<policy instances>
<policy category>k8s-general</policy category>
<policy name>ACKBlockAutomountToken</policy name>
<policy description>Disable automounting API credentials.</policy description>
<policy severity>high</policy severity>
</policy instances>
<policy instances>
<policy category>k8s-general</policy category>
<policy name>ACKRequiredLabels</policy name>
<policy description>Requires all resources to contain a specified label with a valu
e matching a provided regular expression.</policy description>
<policy severity>low</policy severity>
</policy instances>
<policy instances>
<policy category>psp</policy category>
<policy name>ACKPSPFlexVolumes</policy name>
<policy description>Controls the allowlist of Flexvolume drivers.</policy descripti
on>
<policy severity>medium</policy severity>
</policy instances>
<policy instances>
<policy category>k8s-general</policy category>
<policy name>ACKAllowedRepos</policy name>
<policy description>Requires container images to begin with a repo string from a sp
ecified list.</policy description>
<policy severity>high</policy severity>
<policy instances count>4</policy instances count>
</policy instances>
<policy instances>
<policy category>cis-k8s</policy category>
<policy name>ACKNoEnvVarSecrets</policy name>
<policy description>Restricts secrets used in pod envs.</policy description>
<policy severity>medium</policy severity>
<policy instances count>1</policy instances count>
</policy instances>

<policy instances>
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<policy name>ACKRestrictRoleBindings</policy name>
<policy description>Restricts use of the cluster-admin role.</policy description>
<policy severity>medium</policy severity>
</policy instances>
<policy instances>
<policy category>infra</policy category>
<policy name>ACKLocalStorageRequireSafeToEvict</policy name>
<policy description>Restricts safe to evict annotation existing in pod with local s
torage.</policy description>
<policy severity>low</policy severity>
</policy instances>
<policy instances>
<policy category>k8s-general</policy category>
<policy name>ACKRequiredProbes</policy name>
<policy description>Requires Pods to have readiness and/or liveness probes.</policy
_description>
<policy severity>medium</policy severity>
</policy instances>
<instances_ severity count>
<high>11</high>
<medium>1</medium>
</instances severity count>

</DescribePolicyInstancesStatusResponse>

JsoN &=

HTTP/1.1 200 OK
Content-Type:application/json
{

"policy instances" : [ {
"policy category" : "k8s-general",
"policy name" : "ACKBlockNodePort",
"policy description" : "Disallows all Services with type NodePort.",
"policy severity" : "high"
b A
"policy category" : "k8s-general",
"policy name" : "ACKExternalIPs",
"policy description" : "Restricts Services from containing externalIPs except those in

a provided allowlist.",

"policy severity" : "high"
b A
"policy category" : "psp",
"policy name" : "ACKPSPHostNamespace",
"policy description" : "Controls usage of host namespaces.",
"policy severity" : "high"
b A
"policy category" : "psp",
"policy name" : "ACKPSPReadOnlyRootFilesystem",
"policy description" : "Requires the use of a read only root file system.",
"policy severity" : "medium"
b A
"policy category" : "psp",
"policy name" : "ACKPSPVolumeTypes",
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"policy description" : "Controls usage of volume types.",
"policy severity" : "medium"
b A
"policy category" : "infra",
"policy name" : "ACKOSSStorageLocationConstraint",
"policy description" : "Restricts location of oss storage in cluster.",
"policy severity" : "low"
b A
"policy category" : "k8s-general",
"policy name" : "ACKBlockAutoinjectServiceEnv",
"policy description" : "Disable autoinjecting information about services into pod's env

ironment variables.",

"policy severity" : "low"
b A
"policy category" : "k8s-general",
"policy name" : "ACKImageDigests",
"policy description" : "Requires container images to contain a digest.",
"policy severity" : "low"
b A
"policy category" : "psp",
"policy name" : "ACKPSPAllowedUsers",
"policy description" : "Controls the user and group IDs of the container.",
"policy severity" : "low"

e Ao

" "

"policy category" psp",
"policy name" : "ACKPSPHostFilesystem",
"policy description" : "Controls usage of the host filesystem.",
"policy severity" : "high"
b A
"policy category" : "infra",
"policy name" : "ACKBlockProcessNamespaceSharing",
"policy description" : "Restricts shareProcessNamespace used in pod.",
"policy severity" : "high",
"policy instances count" : 2
b A
"policy category" : "psp",
"policy name" : "ACKPSPCapabilities",
"policy description" : "Controls Linux capabilities.",
"policy severity" : "high",
"policy instances count" : 5
b A
"policy category" : "psp",
"policy name" : "ACKPSPForbiddenSysctls",
"policy description" : "Controls the 'sysctl’ profile used by containers.",
"policy severity" : "high"
b A
"policy category" : "psp",
"policy name" : "ACKPSPSeccomp",
"policy description" : "Controls the seccomp profile used by containers.",
"policy severity" : "low"
b A
"policy category" : "k8s-general",
"policy name" : "ACKBlockLoadBalancer",

"policy description" : "Disallows all Services with type LoadBalancer.",
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"policy severity™ : "high"
b A
"policy category" : "psp",
"policy name" : "ACKPSPAppArmor",
"policy description" : "Controls the AppArmor profile used by containers.",
"policy severity" : "low"
b A
"policy category" : "psp",
"policy name" : "ACKPSPPrivilegedContainer",
"policy description" : "Controls running of privileged containers.",
"policy severity" : "high"
b A
"policy category" : "psp",
"policy name" : "ACKPSPProcMount",
"policy description" : "Controls the allowed 'procMount' types for the container.",
"policy severity" : "low"
b A
"policy category" : "psp",
"policy name" : "ACKPSPSELinuxV2",
"policy description" : "Controls the SELinux context of the container.",
"policy severity" : "low"
b A
"policy category" : "infra",
"policy name" : "ACKEmptyDirHasSizeLimit",
"policy description" : "Requires that emptydir volume must have a “sizelimit® defined."
’
"policy severity" : "low"
b A
"policy category" : "psp",
"policy name" : "ACKPSPAllowPrivilegeEscalationContainer",
"policy description" : "Controls restricting escalation to root privileges.",
"policy severity" : "medium"
b A
"policy category" : "psp",
"policy name" : "ACKPSPFSGroup",
"policy description" : "Controls allocating an FSGroup that owns the Pod's volumes.",
"policy severity" : "medium"
b A
"policy category" : "cis-k8s",
"policy name" : "ACKPodsRequireSecurityContext",
"policy description" : "Requires that Pods must have a 'securityContext’ defined.",
"policy severity" : "low"
b A
"policy category" : "cis-k8s",
"policy name" : "ACKRestrictNamespaces",
"policy description" : "Restricts resources from using the ‘default’ namespace.",
"policy severity" : "low"
b A
"policy category" : "k8s-general",
"policy name" : "ACKContainerLimits",
"policy description" : "Requires containers to have memory and CPU limits set and withi

n a specified maximum amount.",
"policy severity" : "low"

b Ao
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"policy name" : "ACKPSPHostNetworkingPorts",
"policy description" : "Controls usage of host networking and ports.",
"policy severity" : "high"
b A
"policy category" : "k8s-general",
"policy name" : "ACKBlockAutomountToken",
"policy description" : "Disable automounting API credentials.",
"policy severity" : "high"
bro A
"policy category" : "k8s-general",
"policy name" : "ACKRequiredLabels",
"policy description" : "Requires all resources to contain a specified label with a valu

e matching a provided regular expression.",

"policy severity" : "low"
oo A
"policy category" : "psp",
"policy name" : "ACKPSPFlexVolumes",
"policy description" : "Controls the allowlist of Flexvolume drivers.",
"policy severity" : "medium"
b A
"policy category" : "k8s-general",
"policy name" : "ACKAllowedRepos",
"policy description" : "Requires container images to begin with a repo string from a sp

ecified list.",

"policy severity" : "high",
"policy instances count" : 4
b A
"policy category" : "cis-k8s",
"policy name" : "ACKNoEnvVarSecrets",
"policy description" : "Restricts secrets used in pod envs.",
"policy severity" : "medium",
"policy instances count" : 1
br A
"policy category" : "cis-k8s",
"policy name" : "ACKRestrictRoleBindings",
"policy description" : "Restricts use of the cluster-admin role.",
"policy severity" : "medium"
bro A
"policy category" : "infra",
"policy name" : "ACKLocalStorageRequireSafeToEvict",
"policy description" : "Restricts safe to evict annotation existing in pod with local s
torage.",
"policy severity" : "low"
b A
"policy category" : "k8s-general",
"policy name" : "ACKRequiredProbes",
"policy description" : "Requires Pods to have readiness and/or liveness probes.",
"policy severity" : "medium"
bl
"instances severity count" : {
"high" : 11,
"medium" : 1
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controller
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