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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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Alibaba Cloud Service Mesh (ASM) supports both Resource Access Management (RAM) and Role-based
Access Control (RBAC) authorization systems. This topic introduces the two authorization systems and
describes how to use them in ASM.

Authorize ASM to access other cloud servicesAuthorize ASM to access other cloud services
If  you want to use all ASM features, you must authorize ASM to access other cloud services. For
example, if  you want to use ASM to collect  the access logs of the data plane, you must authorize ASM
to access Log Service. Log Service is used to create projects and Logstores for storing audit  logs. ASM
uses a service-linked role to obtain permissions on cloud services. You must create the service-linked role
for ASM and use the role to grant required permissions to ASM. For more information, see Manage the
service-linked role for ASM.

RAM user authorizationRAM user authorization
If  you use ASM as a RAM user, you must grant required permissions to your account by using the RAM
and RBAC authorization systems as needed.

RAM aut horizat ionRAM aut horizat ion

In scenarios where RAM is integrated with enterprise account systems, O&M engineers often manage
cloud resources as RAM users. By default , a RAM user is not authorized to call the APIs of cloud services.
To allow a RAM user to call the APIs, you must grant required permissions to the RAM user.

You can grant specific permissions to a RAM user to restrict  the operations that can be performed by
the RAM user in the ASM console and the APIs that can be called by the RAM user. This implements fine-
grained access control on cloud resources. For more information, see Grant permissions to RAM users and
RAM roles.

RBAC aut horizat ionRBAC aut horizat ion

RBAC authorization is used to implement permission control on ASM instances and restrict  the
operations on custom ASM resources (such as virtual services and dest ination rules) by RAM users. A RAM
user can have different RBAC permissions on different ASM instances.

ASM provides three preset  roles that correspond to different RBAC permissions. The following table
describes the preset  roles that you can assign to RAM users in the .

Role RBAC permissions on cluster resources

Administrator
Has read and write permissions on all custom ASM
resources in all namespaces.

Restricted user
Has read-only permissions on custom ASM resources
visible in the ASM console in all namespaces or
specified namespaces.

Unauthorized user
Has no read or write permissions on all custom ASM
resources in all namespaces.

Grant  permissions t o a RAM userGrant  permissions t o a RAM user

1. Create a RAM user in the RAM console. For more information, see Create a RAM user.

2. Grant RBAC permissions to the RAM user as needed. For more information, see Grant RBAC permissions

1.Overview1.Overview
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to RAM users and RAM roles.

3. Attach RAM policies to the RAM user as needed. For more information, see Grant permissions to RAM
users and RAM roles.
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You can authorize a RAM user or a RAM role to use Alibaba Cloud Service Mesh (ASM) by granting
permissions to the RAM user or RAM role as needed. Only authorized RAM users and RAM roles can
perform operations such as creating ASM instances and updating ASM configurations in the ASM
console. This eliminates security risks caused by the leakage of passwords of Alibaba Cloud accounts.
This topic describes how to grant permissions to a RAM user and a RAM role.

PrerequisitesPrerequisites
A RAM user and a RAM role are created. For more information, see Create a RAM user and Create a
RAM role for a trusted Alibaba Cloud account.

You have a basic knowledge of the policy elements, structure, and syntax. For more information, see
Policy structure and syntax.

ContextContext
The permissions required by RAM users and RAM roles vary with different scenarios.

If  a RAM user or a RAM role needs to manage ASM instances but not Container Service for Kubernetes
(ACK) clusters, you need to grant only permissions on ASM instances to the RAM user or RAM role. For
more information, see Attach system policies to RAM users and RAM roles and Attach custom policies
to RAM users and RAM roles.

If  a RAM user or a RAM role needs to manage both ASM instances and ACK clusters, you must grant
permissions on ASM instances and ACK clusters to the RAM user or RAM role. For example, the RAM
user or RAM role needs to add ACK clusters to ASM instances and remove ACK clusters from ASM
instances. For more information, see Attach system policies to RAM users and RAM roles, Attach
custom policies to RAM users and RAM roles, and Create a custom RAM policy.

Attach system policies to RAM users and RAM rolesAttach system policies to RAM users and RAM roles
By default , ASM creates two system policies: AliyunASMReadOnlyAccess and AliyunASMFullAccess. You
can attach the policies to RAM users and RAM roles. The following part  describes the two system
policies:

AliyunASMReadOnlyAccess

The policy contains only read-only permissions on ASM instances. After you attach the policy to a
RAM user, the RAM user can only view the information about ASM instances but cannot modify the
configurations of ASM instances.

AliyunASMFullAccess

The policy contains all permissions on ASM instances. After you attach the policy to a RAM user, the
RAM user has the same permissions on ASM instances as an Alibaba Cloud account and can perform
all operations on ASM instances.

2.Grant permissions to RAM2.Grant permissions to RAM
usersusers
2.1. Grant permissions to RAM users2.1. Grant permissions to RAM users
and RAM rolesand RAM roles
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The following part  describes how to attach a system policy to a RAM user or RAM role. In the following
example, the AliyunASMReadOnlyAccess policy is attached to a RAM user.

1. 

2. In the left-side navigation pane, choose Ident it iesIdent it ies >  > UsersUsers.

Not e Not e To attach a policy to a RAM role, choose Ident it iesIdent it ies >  > RolesRoles in the left-side
navigation pane.

3. On the UsersUsers page, find the RAM user to which you want to attach a policy and click AddAdd
PermissionsPermissions in the Act ionsAct ions column.

Not e Not e To grant permissions to a RAM role, f ind the RAM role on the RolesRoles page and click
Add PermissionsAdd Permissions in the Act ionsAct ions column.

4. In the Add PermissionsAdd Permissions panel, attach a policy to the RAM user.

i. Specify the authorization scope.

Alibaba Cloud AccountAlibaba Cloud Account : The permissions take effect  on all resources of the current
Alibaba Cloud account.

Specif ic Resource GroupSpecif ic Resource Group: The permissions take effect  in a specific resource group.

Not e Not e If  you want to select  Specific Resource Group, make sure that ASM supports
resource groups. For more information, see Services that work with Resource Group.

ii. Specify a principal.

The principal is the RAM user to which you want to grant permissions. By default , the current
RAM user is specified. You can also specify another RAM user.

iii. Click Syst em PolicySyst em Policy in the Select  PolicySelect  Policy sect ion, enter AliyunASMReadOnlyAccess in the field,
and then click AliyunASMReadOnlyAccess in the Authorization Policy Name column.

iv. Click OKOK.

5. Click Complet eComplet e.

Attach custom policies to RAM users and RAM rolesAttach custom policies to RAM users and RAM roles
If  you want to enforce fine-grained control on permissions, you can create custom policies and attach
custom policies to RAM users and RAM roles.

1. Log on to the RAM console by using your Alibaba Cloud account or as an authorized RAM user.

2. Create a policy that is used to grant permissions on ASM instances.

i. In the left-side navigation pane, choose PermissionsPermissions >  > PoliciesPolicies.

ii. On the PoliciesPolicies page, click Creat e PolicyCreat e Policy.

iii. On the Creat e PolicyCreat e Policy page, click the JSONJSON tab. In the code editor, write your policy and click
Next  St epNext  St ep.

You can modify the  Action  f ield in the  Statement  block to enable fine-grained
authentication for API operations. In this example, a policy with limited permissions is created.
The policy grants all RAM permissions on ASM except role-based access control (RBAC)
authorization permissions. A RAM user to which the policy is attached cannot grant RBAC

Aut horizat ion Management ··Grant  p
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permissions to other users but has all other permissions.

{
    "Statement": [
        {
            "Effect": "Allow",
            "Action": [
                "servicemesh:Add*",
                "servicemesh:CRBatchDeletion",
                "servicemesh:Create*",
                "servicemesh:Delete*",
                "servicemesh:Describe*",
                "servicemesh:Enable*",
                "servicemesh:Disable*",
                "servicemesh:Get*",
                "servicemesh:InvokeApiServer",
                "servicemesh:List*",
                "servicemesh:Modify*",
                "servicemesh:Re*",
                "servicemesh:Run*",
                "servicemesh:Set*",
                "servicemesh:Sync*",
                "servicemesh:Update*",
                "servicemesh:Upgrade*"
            ],
            "Resource": "*"
        },
        {
            "Effect": "Allow",
            "Action": [
                "log:ListLogStores",
                "log:ListDashboard",
                "log:GetDashboard",
                "log:ListSavedSearch",  
                "log:ListProject"
            ],
            "Resource": "*"
        },
        {
            "Effect": "Allow",
            "Action": "log:GetLogStoreLogs",
            "Resource": "acs:log:*:*:project/*/logstore/audit-*"
        },
        {
            "Effect": "Allow",
            "Action": "log:GetLogStoreLogs",
            "Resource": "acs:log:*:*:project/*/logstore/istio-*"
        },
        {
            "Action": "ram:CreateServiceLinkedRole",
            "Resource": "*",
            "Effect": "Allow",
            "Condition": {
                "StringEquals": {
                    "ram:ServiceName": "servicemesh.aliyuncs.com"
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                    "ram:ServiceName": "servicemesh.aliyuncs.com"
                }
            }
        }
    ],
    "Version": "1"
}

iv. In the Basic Inf ormat ionBasic Inf ormat ion sect ion, enter a policy name in the Name field. In this example, the
policy name is ASMPolicy1. Then, click OKOK.

3. Attach the custom policy to a RAM user or RAM role.

i. In the left-side navigation pane, choose Ident it iesIdent it ies >  > UsersUsers.

Not e Not e To attach a policy to a RAM role, choose Ident it iesIdent it ies >  > RolesRoles in the left-side
navigation pane.

ii. On the UsersUsers page, find the RAM user to which you want to attach the policy and click AddAdd
PermissionsPermissions in the Act ionsAct ions column.

Not e Not e To grant permissions to a RAM role, f ind the RAM role on the RolesRoles page and
click Add PermissionsAdd Permissions in the Act ionsAct ions column.

iii. In the Add PermissionsAdd Permissions panel, select  Alibaba Cloud AccountAlibaba Cloud Account  for the Aut horized ScopeAut horized Scope
parameter. The name of the current RAM user is automatically filled in the Principal f ield. Click
Cust om PolicyCust om Policy in the Select  PolicySelect  Policy sect ion, enter and select  ASMPolicy1, and then click OKOK.

Sample scenarios of custom policiesSample scenarios of custom policies

Scenario 1: Grant the permissions on a single ASM instanceScenario 1: Grant the permissions on a single ASM instance
You can use the following script  to create a policy that grants the permissions on a single ASM instance.
After you attach the policy to a RAM user or RAM role, the RAM user or RAM role can manage only the
ASM instance with the specified ID.

Not e Not e When you create the policy, replace  <ServicemeshId>  in the script  with the ID of the
ASM instance on which you want to grant permissions.

Aut horizat ion Management ··Grant  p
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{
  "Statement": [
    {
      "Effect": "Allow",
      "Action": "servicemesh:*",
      "Resource": "acs:servicemesh:*:*:servicemesh/<ServicemeshId>"
    },
    {
      "Effect": "Allow",
      "Action": "servicemesh:DescribeServiceMeshes",
      "Resource": "*"
    },
    {
      "Effect": "Allow",
      "Action": "log:GetLogStoreLogs",
      "Resource": "acs:log:*:*:project/*/logstore/audit-<ServicemeshId>"
    },
    {
      "Effect": "Allow",
      "Action": "log:GetLogStoreLogs",
      "Resource": "acs:log:*:*:project/*/logstore/istio-<ServicemeshId>"
    }
  ],
  "Version": "1"
}

Scenario 2: Grant the permissions to read and write Istio resourcesScenario 2: Grant the permissions to read and write Istio resources
in the ASM consolein the ASM console
By default , the system policy AliyunASMReadOnlyAccess provided by ASM grants RAM users or RAM
roles the read-only permissions on ASM instances. RAM users or RAM roles to which this policy is
attached cannot manage Ist io resources in ASM.

You can use the following script  to create a policy that grants the read and write permissions on Ist io
resources. After you attach the policy to a RAM user or RAM role, the RAM user or RAM role can use the
ASM console to manage Ist io resources on ASM instances. However, the RAM user or RAM role cannot
change other sett ings of the ASM instances, such as feature sett ings.
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{
    "Statement": [
        {
            "Effect": "Allow",
            "Action": [
                "servicemesh:List*",
                "servicemesh:Describe*",
                "servicemesh:Get*",
                "servicemesh:InvokeApiServer"
            ],
            "Resource": "*"
        },
        {
            "Effect": "Allow",
            "Action": [
                "log:ListLogStores",
                "log:ListDashboard",
                "log:GetDashboard",
                "log:ListSavedSearch"
            ],
            "Resource": "*"
        },
        {
            "Effect": "Allow",
            "Action": "log:GetLogStoreLogs",
            "Resource": "acs:log:*:*:project/*/logstore/audit-*"
        }
    ],
    "Version": "1"
}

Scenario 3: Grant RBAC authorization permissionsScenario 3: Grant RBAC authorization permissions
You can use the following script  to create a policy that grants RBAC authorization permissions. After
you attach the policy to a RAM user or RAM role, the RAM user or RAM role can use the ASM console to
manage the RBAC permissions of other RAM roles or RAM users. However, the RAM user or RAM role
cannot manage ASM instances.
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{
    "Statement": [
        {
            "Effect": "Allow",
            "Action": [
                "servicemesh:DescribeUserPermissions",
                "servicemesh:GrantUserPermissions",
                "servicemesh:DescribeServiceMeshes",
                "servicemesh:DescribeUsersWithPermissions"
            ],
            "Resource": "*"
        },
        {
            "Effect": "Allow",
            "Action": "ims:ListUserBasicInfos",
            "Resource": "*"
        }
    ],
    "Version": "1"
}

If  a RAM user or a RAM role needs to manage custom Alibaba Cloud Service Mesh (ASM) resources, you
can assign required role-based Access Control (RBAC) roles to the RAM user or the RAM role. This topic
describes how to assign RBAC roles to a RAM user.

Configuration descriptionConfiguration description
You can use an Alibaba Cloud account or a RAM user to assign RBAC roles to RAM users.

ProcedureProcedure
1. 

2. In the left-side navigation pane, choose Service MeshService Mesh >  > Aut horizat ionAut horizat ion.

3. On the Aut horizat ionAut horizat ion page, find the RAM user that you want to authorize and click Aut horizeAut horize in
the Act ions column.

Not e Not e To assign RBAC roles to a RAM role, click the RAM RoleRAM Role tab on the Aut horizat ionAut horizat ion
page, select  the RAM role that you want to authorize, and then click Aut horizeAut horize.

4. Assign a preset  RBAC role to the RAM user for each ASM instance and click SubmitSubmit .

The following table describes the preset  RBAC roles.

Role RBAC permissions on cluster resources

Administrator
Has read and write permissions on all custom ASM
resources in all namespaces.

2.2. Grant RBAC permissions to RAM2.2. Grant RBAC permissions to RAM
users and RAM rolesusers and RAM roles
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Restricted user
Has read-only permissions on custom ASM
resources visible in the ASM console in all
namespaces or specified namespaces.

Unauthorized user
Has no read or write permissions on all custom
ASM resources in all namespaces.

Role RBAC permissions on cluster resources
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AliyunServiceRoleForServiceMesh is a service-linked role that is provided by Resource Access
Management (RAM) to grant Alibaba Cloud Service Mesh (ASM) the access permissions on other Alibaba
Cloud resources. This topic describes how to create and delete the service-linked role for ASM.

ContextContext
Service-linked roles are RAM roles that only the linked Alibaba Cloud services can assume.
AliyunServiceRoleForServiceMesh is the service-linked role that is used to grant ASM the access
permissions on other Alibaba Cloud services, such as Container Service for Kubernetes (ACK), Virtual
Private Cloud (VPC), Server Load Balancer (SLB), Log Service, Tracing Analysis, Application Real-Time
Monitoring Service (ARMS), and Cloud Enterprise Network. For more information about service-linked
roles, see Service-linked roles.

PrecautionsPrecautions
By default , Alibaba Cloud accounts have the permission to create the service-linked role for ASM. To
create the service-linked role for ASM as a RAM user, you must attach the CreateServiceLinkedRole
policy to the RAM user. This policy contains the permission to create the service-linked role for ASM, as
shown in the following code. For more information, see Grant permissions to a RAM user.

{
    "Statement": [
        {
            "Action": "ram:CreateServiceLinkedRole",
            "Resource": "*",
            "Effect": "Allow",
            "Condition": {
                "StringEquals": {
                    "ram:ServiceName": "servicemesh.aliyuncs.com"
                }
            }
        }
    ],
    "Version": "1"
}

Create the service-linked role for ASMCreate the service-linked role for ASM
When you use ASM, the system checks whether the AliyunServiceRoleForServiceMesh service-linked role
is created for your ASM service. If  the AliyunServiceRoleForServiceMesh service-linked role is not created
for your ASM service, the system instructs you to create the service-linked role. You can click Creat eCreat e on
the Service-linked Role for ASM page to create the service-linked role.

3.service mesh product3.service mesh product
authorizationauthorization
3.1. Manage the service-linked role3.1. Manage the service-linked role
for ASMfor ASM

Alibaba Cloud Service Mesh Aut horizat ion Management ··service 
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System policies that are attached to service-linked roles are defined and used by the linked Alibaba
Cloud services. You cannot add, modify, or remove permissions for service-linked roles. You can view the
policies that are attached to a service-linked role on the details page of the service-linked role. For
more information, see View the basic information about a RAM role.

Delete the service-linked role for ASMDelete the service-linked role for ASM
If  you do not need the AliyunServiceRoleForServiceMesh service-linked role for the moment and
understand the impacts of not using the service-linked role, you can delete it . For example, if  you do
not need to use ASM or create ASM instances, you can delete the AliyunServiceRoleForServiceMesh
service-linked role.

Not e Not e Before you can delete the AliyunServiceRoleForServiceMesh service-linked role, you
must delete the ASM instances in all regions in the current account. Otherwise, the delete operation
will fail. Each Alibaba Cloud account has only one AliyunServiceRoleForSerivceMesh service-linked
role. After the AliyunServiceRoleForServiceMesh service-linked role is deleted from an Alibaba Cloud
account, the Alibaba Cloud account and its RAM users can no longer use ASM or create ASM
instances.

1. Log on to the RAM console by using your Alibaba Cloud account.

2. In the left-side navigation pane, click RAM RolesRAM Roles.

3. On the RAM RolesRAM Roles page, enter AliyunServiceRoleForServiceMesh in the search box to find the
AliyunServiceRoleForServiceMesh service-linked role. Then, click Delet eDelet e in the Act ionsAct ions column of
the AliyunServiceRoleForServiceMesh service-linked role.

4. In the message that appears, click OKOK.

Not e Not e If  you delete a service-linked role, Delet ingDelet ing appears in the Act ionsAct ions column. The
delete operation takes a few seconds to complete. After the role is deleted, a success
message appears. If  a service-linked role fails to be deleted, click View Det ailsView Det ails in the error
message and troubleshoot the error.
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https://www.alibabacloud.com/help/doc-detail/116241.htm#task-188120
https://ram.console.aliyun.com/
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