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Alibaba Cloud Service Mesh API Reference- Legal disclaimer

Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.List of operations by function

The following tables list APl operations available for use in Alibaba Cloud Service Mesh (ASM).

ASM instances

Operation

CreateServiceMesh

DeleteServiceMesh

ModifyServiceMeshName
UpdateMeshFeature

DescribeServiceMeshes

DescribeServiceMeshDet ail
DescribeServiceMeshKubeconfig

RevokeKubeconfig

DescribeServiceMeshAdditionalStatus

DescribeVersions

Mesh management

Operation
DescribeNodesInstanceType

DescribeCCMVersion
ReActivateAudit
RunDiagnosis

GetCaCert

Permission management
Operation
GrantUserPermissions
DescribeUserPermissions

DescribeUsersWithPermissions

Description

Creates an ASM instance.

Deletes an ASM instance.

Modifies the name of an ASM instance.
Updates the configuration of an ASM instance.

Queries ASM instances.

Queries the details of an ASM instance.

Queries the kubeconfig file of an ASM instance.

Revokes the kubeconfig file of an ASM instance and generates a new kubeconfig
file.

Queries the check results of an ASM instance.

Queries available ASM versions when you create an ASM instance.

Description

Queries the instance types of nodes on the data plane and whether the instance
types support Multi-Buffer acceleration.

Queries the versions of the Cloud Controller Manager (CCM) component.
Recreates a project that is used to store audit logs.
Diagnoses an ASM instance.

Obtains a certificate issued by a certificate authority (CA).

Description
Modifies the role-based access control (RBAC) role of a RAM user.
Queries the RBAC role of a RAM user.

Queries the IDs of all RAM users or RAM roles to which an RBAC role is assigned.
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https://www.alibabacloud.com/help/doc-detail/171622.htm#doc-api-servicemesh-GrantUserPermissions
https://www.alibabacloud.com/help/doc-detail/171623.htm#doc-api-servicemesh-DescribeUserPermissions
https://www.alibabacloud.com/help/doc-detail/394329.htm#doc-api-servicemesh-DescribeUsersWithPermissions
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Alibaba Cloud Service Mesh

Mesh resources

Operation

DescribeVSwitches

DescribeVpcs

DescribeCens

DescribeCrTemplates

DescribeEipResources

ModifyApiServerEipResource

Description

Queries the vSwitches that are deployed in a specified virtual private cloud (VPC)
in a region.

Queries the VPCs in a specified region.
Queries the Kubernetes clusters that are deployed in different VPCs and are not
connected by using a Cloud Enterprise Network (CEN) instance among all the

Kubernetes clusters that are added to an ASM instance.

Queries the common YAML templates for a specified type of Istio resource in
ASM.

Queries elastic IP addresses (EIPs).

Disassociates an EIP from an API server or associates an EIP with an API server.

Sidecar proxy management

Operation
DescribeServiceMeshProxyStatus

DescribeNamespaceScopeSidecarConf
ig
UpdateNamespaceScopeSidecarConfi

g

Clusters

Operation
AddClusterintoServiceMesh
RemoveClusterFromServiceMesh
DescribeClustersinServiceMesh
DescribeServiceMeshClusters

DescribeGuestClusterPods

DescribeGuestClusterNamespaces

DescribeReusableSlb
GetRegisteredServiceEndpoints

GetRegisteredServiceNamespaces

ASM gateways

Description

Queries the status of proxies on the data plane of an ASM instance.

Queries the configurations of sidecar proxies at the namespace level.

Updates the configurations of sidecar proxies at the namespace level.

Description

Adds a cluster to an ASM instance.

Removes a cluster from an ASM instance.

Queries the information about clusters in an ASM instance.

Queries the clusters that can be added to an ASM instance.

Queries the pods in a specified namespace of a Kubernetes cluster that is
added to an ASM instance.

Queries the namespaces of a Kubernetes cluster that is added to an ASM
instance.

Queries the Server Load Balancer (SLB) instances that can be reused.
Queries the endpoints of a registered service in an ASM instance.

Queries the namespaces of a registered service in an ASM instance.
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https://www.alibabacloud.com/help/doc-detail/394252.htm#doc-api-servicemesh-DescribeVSwitches
https://www.alibabacloud.com/help/doc-detail/394253.htm#doc-api-servicemesh-DescribeVpcs
https://www.alibabacloud.com/help/doc-detail/171593.htm#doc-api-servicemesh-DescribeCens
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https://www.alibabacloud.com/help/doc-detail/423476.htm#doc-api-servicemesh-ModifyApiServerEipResource
https://www.alibabacloud.com/help/doc-detail/371972.htm#doc-api-servicemesh-DescribeServiceMeshProxyStatus
https://www.alibabacloud.com/help/doc-detail/381088.htm#doc-api-servicemesh-DescribeNamespaceScopeSidecarConfig
https://www.alibabacloud.com/help/doc-detail/381087.htm#doc-api-servicemesh-UpdateNamespaceScopeSidecarConfig
https://www.alibabacloud.com/help/doc-detail/171596.htm#doc-api-servicemesh-AddClusterIntoServiceMesh
https://www.alibabacloud.com/help/doc-detail/171597.htm#doc-api-servicemesh-RemoveClusterFromServiceMesh
https://www.alibabacloud.com/help/doc-detail/171595.htm#doc-api-servicemesh-DescribeClustersInServiceMesh
https://www.alibabacloud.com/help/doc-detail/171594.htm#doc-api-servicemesh-DescribeServiceMeshClusters
https://www.alibabacloud.com/help/doc-detail/330057.htm#doc-api-servicemesh-DescribeGuestClusterPods
https://www.alibabacloud.com/help/doc-detail/330056.htm#doc-api-servicemesh-DescribeGuestClusterNamespaces
https://www.alibabacloud.com/help/doc-detail/366508.htm#doc-api-servicemesh-DescribeReusableSlb
https://www.alibabacloud.com/help/doc-detail/387472.htm#doc-api-servicemesh-GetRegisteredServiceEndpoints
https://www.alibabacloud.com/help/doc-detail/387473.htm#doc-api-servicemesh-GetRegisteredServiceNamespaces
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Operation
CreateASMGateway
CreatelstioGatewayRoutes
CreateGatewaySecret
CreatelstioGatewayDomains
DeleteGatewayRoute
DeleteGatewaySecret
DeletelstioGatewayDomains

UpdateASMGateway
UpdateASMGatewaylmportedServices

UpdatelstioGatewayRoutes
UpdatelstioRouteAdditionalStatus
DescribelngressGateways
DescribelmportedServicesDetail

DescribeASMGatewaylimportedService
5

DescribelstioGatewayRouteDetail
DescribeGatewaySecretDetails
DescribelstioGatewayDomains

DescribelstioGatewayRoutes

Observability

Operation

DescribeClusterGrafana

DescribeClusterPrometheus
DescribeServiceMeshLogs

DescribeGuest ClusterAccessLogDashb
oards

Upgrades

Description

Creates an ASM gateway.

Creates a routing rule for an ASM gateway.

Creates a secret for an ASM gateway.

Adds one or more domain names for an ASM gateway.
Deletes a routing rule for an ASM gateway.

Deletes a secret for an ASM gateway.

Deletes one or more domain names for an ASM gateway.
Updates an ASM gateway.

Updates imported services on an ASM gateway to import or delete upstream
services associated with the gateway.

Updates a routing rule for an ASM gateway.
Updates the information about a routing rule for an ASM gateway.
Queries the information about the ingress gateways of an ASM instance.

Queries the details of the imported services on an ASM gateway.

Queries imported services on an ASM gateway.

Queries the detailed information about a routing rule of an ASM gateway.
Queries the details of a secret for an ASM gateway.
Queries the domain names that are exposed by an ASM gateway.

Queries the routing rules of an ASM gateway.

Description

Queries the information about the Grafana dashboards of a cluster in an ASM
instance.

Queries the public endpoint of the Prometheus service that is used to monitor a
cluster in an ASM instance.

Queries the logs of an ASM instance.

Queries the access log reports of a cluster on the data plane.
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https://www.alibabacloud.com/help/doc-detail/407389.htm#doc-api-servicemesh-CreateASMGateway
https://www.alibabacloud.com/help/doc-detail/418521.htm#doc-api-servicemesh-CreateIstioGatewayRoutes
https://www.alibabacloud.com/help/doc-detail/418522.htm#doc-api-servicemesh-CreateGatewaySecret
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https://www.alibabacloud.com/help/doc-detail/418527.htm#doc-api-servicemesh-UpdateIstioGatewayRoutes
https://www.alibabacloud.com/help/doc-detail/418528.htm#doc-api-servicemesh-UpdateIstioRouteAdditionalStatus
https://www.alibabacloud.com/help/doc-detail/371956.htm#doc-api-servicemesh-DescribeIngressGateways
https://www.alibabacloud.com/help/doc-detail/407391.htm#doc-api-servicemesh-DescribeImportedServicesDetail
https://www.alibabacloud.com/help/doc-detail/406557.htm#doc-api-servicemesh-DescribeASMGatewayImportedServices
https://www.alibabacloud.com/help/doc-detail/418530.htm#doc-api-servicemesh-DescribeIstioGatewayRouteDetail
https://www.alibabacloud.com/help/doc-detail/418531.htm#doc-api-servicemesh-DescribeGatewaySecretDetails
https://www.alibabacloud.com/help/doc-detail/418532.htm#doc-api-servicemesh-DescribeIstioGatewayDomains
https://www.alibabacloud.com/help/doc-detail/418533.htm#doc-api-servicemesh-DescribeIstioGatewayRoutes
https://www.alibabacloud.com/help/doc-detail/171598.htm#doc-api-servicemesh-DescribeClusterGrafana
https://www.alibabacloud.com/help/doc-detail/171599.htm#doc-api-servicemesh-DescribeClusterPrometheus
https://www.alibabacloud.com/help/doc-detail/371955.htm#doc-api-servicemesh-DescribeServiceMeshLogs
https://www.alibabacloud.com/help/doc-detail/171600.htm#doc-api-servicemesh-DescribeGuestClusterAccessLogDashboards
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function
Operation Description
UpgradeMeshVersion Updates the version of an ASM instance.
UpgradeMeshEditionPartially Upgrades an ASM instance to Commercial Edition (Professional Edition).
DescribeUpgradeVersion Queries the versions of components that can be updated in an ASM instance.
DescribeServiceMeshUpgradeStatus Queries the upgrade details of an ASM instance and its ingress gateways.
VMs
Operation Description
AddVMintoServiceMesh Adds a VM to an ASM instance.
RemoveVMFromServiceMesh Removes a VM from an ASM instance.
GetvmMeta Queries the metadata that is required to add a non-containerized application to

an ASM instance.

ueries the information about non-containerized applications in an ASM
GetVmAppMeshinfo Q PP

instance.
DescribeServiceMeshVMs Queries the ECS instances that reside in the same VPC as an ASM instance.
DescribeVMsInServiceMesh Queries the VMs that are added to an ASM instance.
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https://www.alibabacloud.com/help/doc-detail/171602.htm#doc-api-servicemesh-UpgradeMeshVersion
https://www.alibabacloud.com/help/doc-detail/371974.htm#doc-api-servicemesh-UpgradeMeshEditionPartially
https://www.alibabacloud.com/help/doc-detail/171601.htm#doc-api-servicemesh-DescribeUpgradeVersion
https://www.alibabacloud.com/help/doc-detail/371977.htm#doc-api-servicemesh-DescribeServiceMeshUpgradeStatus
https://www.alibabacloud.com/help/doc-detail/277435.htm#doc-api-servicemesh-AddVMIntoServiceMesh
https://www.alibabacloud.com/help/doc-detail/277436.htm#doc-api-servicemesh-RemoveVMFromServiceMesh
https://www.alibabacloud.com/help/doc-detail/178916.htm#doc-api-servicemesh-GetVmMeta
https://www.alibabacloud.com/help/doc-detail/178917.htm#doc-api-servicemesh-GetVmAppMeshInfo
https://www.alibabacloud.com/help/doc-detail/277437.htm#doc-api-servicemesh-DescribeServiceMeshVMs
https://www.alibabacloud.com/help/doc-detail/277438.htm#doc-api-servicemesh-DescribeVMsInServiceMesh

Alibaba Cloud Service Mesh API Reference- Make APl requests

2.Make API requests

This topic describes the syntax of making Alibaba Cloud Service Mesh (ASM) API requests and the responses. To
make an ASM API request, you must send an HTTP GET request to the ASM endpoint and add the request
parameters that correspond to the APl operation being called. After you call the APl operation, the systemreturns
aresponse. The request and response are both encoded in UTF-8.

Request syntax

ASM API operations use the Remote Procedure Call (RPC) protocol. You can call ASM API operations by sending
HTTP GET requests.

The following example shows the syntax of an ASM APl request :

http://Endpoint/?Action=xx&Parameters

where:

e Endpoint: the endpoint of the ASM API, which is servicemesh.aliyuncs.com.

e Action: the action to be executed. Forexample, call the DescribeServiceMeshDet ail operation to query the
details of an ASMinstance.

e Version: the version number of the API. Set the value to 2020-07-1717.

e Parameters: request parameters that are separated with ampersands (&).

Request parameters include both common request parameters and APl operation-specific parameters. Common
parameters include information such as the APl version number and authentication information.

The following code provides an example on how to call the DescribeServiceMeshDet ail operation to query the
details of an ASMinstance.

@ Note The following code has been formatted to ease reading.

https://servicemesh.aliyuncs.com/?Action=DescribeServiceMeshDetail
&Format=xml

&Version=2020-01-11

&Signature=xxxx%xxxx%3D

&SignatureMethod=HMAC-SHAL

&SignatureNonce=15215528852396

&SignatureVersion=1.0

&AccessKeyId=key-test

&TimeStamp=2012-06-01T12:00:00Z
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Alibaba Cloud Service Mesh

3.Create an AccessKey pair

This topic describes how to create an AccessKey pair for an Alibaba Cloud account or a RAM user. When you call the
Alibaba Cloud Service Mesh (ASM) API, you must use the AccessKey pairto complete identity authentication.

Context
An AccessKey pair consists of an AccessKey ID and an AccessKey secret.

e The AccessKey ID is used to verify the identity of the user.

o The AccessKey secret is used to encrypt and verify the signature string. You must keep your AccessKey secret
strictly confidential.

warning If the AccessKey pair of your Alibaba Cloud account is disclosed, your resources are exposed to
potential risks. We recommend that you use a RAM user to call APl operations. This minimizes the possibility of
disclosing the AccessKey pair of your Alibaba Cloud account.

Procedure

1. Log onto the Alibaba Cloud Management Console by using your Alibaba Cloud account.
2. Move the pointer over the profile picture in the upper-right corner and click AccessKkey Management.

3. Inthe Note dialog box, click Use Current AccessKey Pair or Use AccessKey Pair of RAM User as required.

Mote X

The AccessKey ID and AccessKey secret of your Alibaba Cloud account are
the required credentials to access Alibaba Cloud APls and hawve full
permissions of your account. Make sure that you keep your AccessKey pair
confidential. To prevent security threats caused by malicious uses, do not
expose your AccessKey pair to third-party platforms such as GitHub. We
recommend that you use the AccessKey pair of a RAM user rather than an
Alibaba Cloud account to call APl operations. We recommend that you

follow the best practices for security of Alibaba Cloud.

Use Current AccessKey Pair Use AccessKey Pair of RAM User

4. Obtain an AccessKey pair.
o QObtain the AccessKey pair of your Alibaba Cloud account
a. Inthe Note dialog box, click Use Current AccessKey Pair.
b. Onthe AccessKey Pair page, click Create AccessKey.

c. Inthe Safety Verification dialog box, click Verify now to the right of By phone verification. Obtain and
enter a verification code in the Verification code field and click Submit.
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d. Inthe View Secret dialog box, view the AccessKey ID and AccessKey secret. To download the
AccessKey pair, clickDownload CSV File.

View Secret ¥
Accesskey ID R == =
AccessKey Secret S ol NN N a i T

% Download CSV File O Copy

o Obtain the AccessKey pair of a RAM user
a. Inthe Note dialog box, clickUse AccessKey Pair of RAM User.

b. Gotothe RAM console. Onthe Users page, click Create User to create a RAM user. Skip this step if you
want to obtain the AccessKey pair of an existing RAM user.

c. Inthe left-side navigation pane of the RAM console, choose Identities > Users.

d. Onthe Users page, clickthe username of the RAM user for which you want to create an AccessKey pair.
On the details page of the RAM user, click Create AccessKey inthe User AccessKeys section on the
Authentication tab.

e. Inthe Safety Verification dialog box, click Verify now to the right of By phone verification. Obtain and
enter a verification code in the Verification code field and click Submit .

f. Inthe View Secret dialog box, view the AccessKey ID and AccessKey secret. To download the
AccessKey pair, clickDownload CSV File. To copy the AccessKey pair, click Copy.

View Secret x
Please save or send this AccessKey to concerned user. You will no longer be
able to query AccessKey secret after closing the page. However, you can
create a new one instead if you will have lost the old AccessKey.
AccessKey ID | [

AccessKey Secret P L T T ™

% Download CSV File & Copy
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4.CLI
4.1. Install and use ASM CLI

ASM CLlis a command line tool. Youcanrunthe aliyun servicemesh command on ASMCLIto call all API
operations that Alibaba Cloud Service Mesh (ASM) provides for external access.

Context

ASM Cllis integrated into Alibaba Cloud Command Line Interface (CLI). You can obtain the latest version of ASM CLI
by downloading the unified aliyun-cli release package.

Install and initialize ASM CLI

1. Install ASM CLI.

i. Run the following command to download ASM CLI:

wget "https://github.com/aliyun/aliyun-cli/releases/download/vS${VERSION}/aliyun-cli-1linux-${VE
RSION}-amd64.tgz"

ii. Runthe following command to decompress the package of ASM CLI:
tar xzvf aliyun-cli-linux-${VERSTON}-amd64.tgz

ii. Runthe following command to install ASM CLI:
sudo mv aliyun /usr/local/bin

2. Initialize ASM CLI.

i. Run the following command to specify the AccessKey ID of your Alibaba Cloud account. Replace {ACCESS
KEY _ID}with the AccessKey ID of your Alibaba Cloud account.

Access Key Id []: {ACCESS KEY ID}

ii. Runthe following command to specify the AccessKey secret of your Alibaba Cloud account. Replace {ACCE
SS KEY SECRET}with the AccessKey secret of your Alibaba Cloud account.

Access Key Secret []: {ACCESS KEY SECRET}

iii. Runthe following command to specify the region where you use ASM CL|, for example, cn-beijing:

Default Region Id []: cn-beijing

Available regions

Region Region ID Endpoint

China (Hangzhou) cn-hangzhou

China (Beijing) cn-beijing

China (Shanghai) cn-shanghai

US (Silicon Valley) us-west-1 https://servicemesh.aliyuncs.com
Singapore ap-southeast-1

China (Shenzhen) cn-shenzhen

China (Zhangjiakou) cn-zhangjiakou
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iv. Runthe following command to specify the language that you want to use on ASM CLI:

Default Output Format [json]: json (Only support json)

Default Language [zh|en] en: en

Use ASM CLI

For information about all APl operations of ASM, see List of operations by function. In the following example, the

DescribeServiceMeshDetail Operationis called to demonstrate how to use ASM CLI. The
DescribeServiceMeshDet ail operation is used to query the details of an ASMinstance. In the following code, set the
ServiceMeshld parameter to the ID of the ASMinstance that you want to query.

aliyun servicemesh DescribeServiceMeshDetail --ServiceMeshId c9e8589cc0afa430c80bcl541b6doxxxx
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"RequestId": "fac9c43c-0£78-45a9-b212-b48c9clfxxxx",
"ServiceMesh": {
"Clusters": [
"c4d810b9cc91e4170958c674419c2xxxx"
1,
"Endpoints": {
"IntranetApiServerEndpoint": "https://192.168.0.xxx:6443",

"IntranetPilotEndpoint": "192.168.0.xxx:15012",
"PublicApiServerEndpoint": "https://39.105.207.xxx:6443",
"PublicPilotEndpoint": "39.105.121.xxx:15012"

by

"ServiceMeshInfo": ({
"CreationTime": "2020-08-03T15:39:45+08:00",
"ErrorMessage": "",
"Name": "bj",
"RegionId": "cn-beijing",
"ServiceMeshId": "c9e8589cc0afad430c80bcl541b6doxxxx",
"State": "running",

"UpdateTime": "2020-09-08T14:20:33+08:00",
"Version": "v1.6.8.0-g36ddadd7-aliyun"
by
"Spec": {
"LoadBalancer": {
"ApiServerLoadbalancerId": "lb-2ze3ng35hedvvsnfkxxxx",
"ApiServerPublicEip": true,
"PilotPublicEip": true,
"PilotPublicLoadbalancerId": "lb-2zenjnpcwgm99ecrOxxxx"
by
"MeshConfig": ({
"Audit": {
"Enabled": true,
"Project": "mesh-log-c9e8589cc0afad30c80bcl541bb6doxxxx"
by
"CustomizedZipkin": false,
"EnableLocalityLB": false,
"IncludeIPRanges": "*",
"OPA": {
"Enabled": false
by
"OutboundTrafficPolicy": "ALLOW_ANY",
"Pilot": {
"TraceSampling": 100
by
"Telemetry": true,
"Tracing": true
by
"Network": {
"SecurityGroupId": "sg-2zegx3qgl9bmgefulxxxx",
"VSwitches": [
"vsw-2zergbfy911ljjxkiwxxxx"
1,
"VpcId": "vpc-2zebfarsa6f57itxfxxxx"
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5.ASM instance

5.1. CreateServiceMesh

Creates an Alibaba Cloud Service Mesh (ASM) instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for

different SDKSs.

Request parameters

Parameter

Action

Regionld

IstioVersion

Vpcld

ApiServerPublicEip

Type

String

String

String

String

Boolean

Required

Yes

Yes

No

Yes

No

Example

CreateServiceMesh

cn-hangzhou
v1.5.4.1-g5960ec40-
aliyun

vpc-
xzelac2tw4ic7wz31

Fkkk

false

Description

The operation that you want to perform.
Set the value to CreateServiceMesh.

The ID of the region in which the ASM
instance to be created resides.

The Istio version of the ASM instance.

The ID of the virtual private cloud (VPC).

Specifies whether to expose the API server
to the Internet. Valid values:

e true :exposesthe APlserverto the
Internet.

e false :does not expose the API
server to the Internet.

Default value: false.

@ Note If you do not set this
parameter, the APl server of the
clusters for the ASM instance cannot be
accessed from the Internet.
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Parameter

Tracing

Name

VSwitches

TraceSampling

CustomizedzZipkin

LocalityLoadBalanci
ng

LocalityLBConf

Type

Boolean

String

String

Float

Boolean

Boolean

String

Required

No

No

Yes

No

No

No

No

Example

false

mesh1

"vsw-
xzegf5dndkbfdmeée

g****u]

100

false

false

null

Description

Specifies whether to enable the tracing
feature. To enable this feature, make sure
that you have activated Tracing Analysis.
Valid values:

® true :enables the tracing feature.
e false : disables the tracing feature.

Default value: false.

The name of the ASM instance.

The ID of the vSwitch.

The sampling percentage of tracing.

Specifies whether to export the tracing data
of ASM to a custom Zipkin system. Valid
values:

® true :exportsthe tracing data of
ASM to a custom Zipkin system.
e false :does not export the tracing

data of ASMto a custom Zipkin system.

Default value: false

Specifies whether to route traffic to the
nearest instance. Valid values:

e true :routes traffic to the nearest
instance.

e false :does not route traffic to the
nearest instance.

Default value: false

The configurations for the access to the
nearest instance.
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Parameter

Telemetry

OpenAgentPolicy

OPALogLevel

OPARequestCPU

OPARequestMemory

OPALiImitCPU

OPALimitMemory

Type

Boolean

Boolean

String

String

String

String

String

Required

No

No

No

No

No

No

No

Example

false

false

info

512Mi

1024Mi

Description

Specifies whether to enable Prometheus
monitoring. We recommend that you use
Prometheus Service of Application Real-
Time Monitoring Service (ARMS). Valid
values:

® true :enables Prometheus
monitoring.

e false : disables Prometheus
monitoring.

Default value: false

Specifies whether to install the Open Policy
Agent (OPA) plug-in. Valid values:

® true :installs the OPA plug-in.

® false :does not install the OPA plug-
in.

Default value: false

The log level of OPA.

The number of CPU cores that are requested
by OPA. You can represent the parameter
value in the standard representation form
of CPUs in Kubernetes. For example, a value
of 1 represents one CPU core.

The size of the memory that is requested by
OPA. You can represent the parameter value
in the standard representation form of
memory in Kubernetes. For example, a value
of 1Mirepresents a memory size of 1,024
KB.

The maximum number of CPU cores that are
available for OPA.

The maximum size of the memory that is
available for OPA. You can represent the
parameter value in the standard
representation form of memory in
Kubernetes. For example, a value of 1Mi
represents a memory size of 1,024 KB.
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Parameter

EnableAudit

AuditProject

ProxyRequestCPU

ProxyRequestMemor
y

ProxyLimitCPU

ProxyLimitMemory

IncludelPRanges

ExcludelPRanges

ExcludeOutboundPo
rts

ExcludelnboundPort
s

OpaEnabled

Type

Boolean

String

String

String

String

String

String

String

String

String

Boolean

Required

No

No

No

No

No

No

No

No

No

No

No

Example

false

mesh-log-xxxx

1700m

128Mi

2000m

1024Mi

100.100.10%.***

80,81

80,81

false

Description

Specifies whether to enable the mesh audit
feature. To enable this feature, make sure
that you have activated Log Service. Valid
values:

® true :enablesthe mesh audit
feature.

o false : disables the mesh audit
feature.

Default value: false

The name of the Log Service project that is
used for mesh audit.

Default value: mesh-log-{ASM instance ID}.

The number of CPU cores that are requested
by the proxy container.

The size of the memory that is requested by
the proxy container.

The maximum number of CPU cores that are
available for the proxy container.

The maximum size of the memory that is
available for the proxy container.

The IP addresses that are denied to access
external services.

The IP addresses that are allowed to access
external services.

The outbound ports. Separate multiple port
numbers with commas (,).

The inbound ports. Separate multiple port
numbers with commas (,).

Specifies whether to enable the OPA plug-
in. Valid values:

® true :enablesthe OPA plug-in.

e false : disables the OPA plug-in.

Default value: false
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Parameter Type

KialiEnabled Boolean

AccessLogEnabled Boolean
CustomizedPrometh

Boolean
eus
PrometheusUrl String
RedisFilterEnabled Boolean
MysqlFilterEnabled Boolean
ThriftFilterEnabled Boolean

Required

No

No

No

No

No

No

No

Example

false

false

false

http://prometheus
19090

true

false

false

Description

Specifies whether to enable Kiali. To enable
Kiali, make sure that Prometheus monitoring
is enabled. If Prometheus monitoring is
disabled, the value of this parameter must
be false. Valid values:

® true :enables Kiali

o false : disables Kiali.

Default value: false

Specifies whether to enable access log
collection. Valid values:

e true : enables access log collection.

e false : disables access log collection.

Default value: false

Specifies whether to use a custom
Prometheus instance. Valid values:

® true :usesacustom Prometheus

instance.

o false :does not use acustom
Prometheus instance.

Default value: false

The endpoint of the custom Prometheus
instance.

Specifies whether to enable Redis Filter.
Valid values:

e true : enables Redis Filter.
e false : disables Redis Filter.

Default value: false

Specifies whether to enable MySQL Filter.
Valid values:

e true :enables MySQL Filter.
e false : disables MySQL Filter.

Default value: false

Specifies whether to enable Thrift Filter.
Valid values:

e true :enables Thrift Filter.
e false : disables Thrift Filter.

Default value: false
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Parameter Type Required Example Description

Specifies whether to enable WebAssembly
Filter. Valid values:

WebAssemblyFilterE
nabled

Boolean No false ® true :enables WebAssembly Filter.

e false : disables WebAssembly Filter.

Default value: false

Specifies whether to enable Microservice
Engine (MSE). Valid values:

MSEEnabled Boolean No false ® true :enables MSE.

° false : disables MSE.

Default value: false

Specifies whether to enable the DNS proxy
feature.

® true :enablesthe DNS proxy feature.

DNSProxyingEnabled Boolean No false .
e false : disables the DNS proxy

feature.

Default value: false

Edition String No Pro The edition of the ASM instance.

Specifies whether to enable service registry.
Valid values:

ConfigSourceEnable
d

Boolean No false e true :enables service registry.

e false : disables service registry.

Default value: false

ConfigSourceNacosl

b String No mse-cn-t(326****** The instance ID of the Nacos registry.

Specifies whether to enable Dubbo Filter.
Valid values:

DubboFilterEnabled Boolean No false ¢ true :enables Dubbo Filter.

o false : disables Dubbo Filter.

Default value: false

Specifies whether to enable gateway

configuration filtering. Valid values:

® true :enables gateway configuration
Boolean No false filtering.

® false : disables gateway

FilterGatewayCluste
rConfig

configuration filtering.

Default value: false

23 > Document Version: 20220712



Alibaba Cloud Service Mesh API Reference:- ASM instance

Parameter Type Required Example Description

Specifies whether to enable Secret
Discovery Service (SDS). Valid values:

® true :enables SDS.

EnableSDSServer Boolean No false
® false : disables SDS.
Default value: false
Specifies whether to enable gRPC Access
Log Service (ALS) for Envoy. Valid values:
AccessLogServiceEn Boolean No false e true :enables gRPCALS.
abled
e false : disables gRPCALS.
Default value: false
AccessLogServiceHo ) .
<t 9 String No 0.0.0.0 The endpoint of gRPC ALS for Envoy.
AccessLogServicePo
it 9 Integer No 9999 The port of gRPC ALS for Envoy.
Specifies whether to enable Gateway API.
Valid values:
GatewayAPIEnabled Boolean No false ¢ true :enables Gateway API.

e false : disables Gateway API.

Default value: false

Specifies whether to enable the collection
of control plane logs. Valid values:
® true :enables the collection of

Boolean No false control plane logs.

o false : disables the collection of

ControlPlaneLogEna
bled

control plane logs.

Default value: false

ControlPlaneLogProi mesh-log- The name of the Log Service project that is
oct grro) String No cf245a429b6ff4bbe used to collect the logs of the control
97f20797758***** plane.
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Parameter Type Required Example Description

The custom format of access logs. To set
this parameter, you must enable access log
collection. Otherwise, you cannot set this
parameter. The value must be a JSON string
and contain the following key values:
authority for, bytes_received, bytes_sent,
downstream_local_address,
downstream_remote_address, duration,
istio_policy_status, method, path, protocol,
requested_server_name, response_code,
response_flags, route_name, start_time,
trace_id, upstream_cluster, upstream_host,
upstream_local_address,
upstream_service_time,
upstream_transport_failure_reason,
user_agent, and x_forwarded_for.

AccessLogFormat String No null

Specifies whether to enable access logging.
Valid values:

AccessLogFile String No /dev/stdout ¢ ™: disables access logging.

® /dev/stdout : enables access
logging. /dev/stdout indicates the file
address of access logs.

mesh-log-
AccessLogProject String No cf245a429b6ff4bbe
97f20797758*****

The name of the Log Service project that is
used to collect access logs.

Specifies whether to enable the rollback
feature for Istio resources.

e true :enablesthe rollback feature for

EnableCRHistory Boolean No false Istio resources.
e false : disables the rollback feature
for Istio resources.

Default value: false

Specifies whether to use the Kubernetes API
of clusters on the data plane to access Istio
resources. The version of the ASM instance
must be V1.9.7.93 or later.

® true : usesthe Kubernetes APIof
CRAggregationEnabl Boolean No false clusters on the data plane to access Istio
ed resources.
e false :does not usethe Kubernetes
API of clusters on the data plane to
access Istio resources.

Default value: false
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Parameter Type Required Example Description

Specifies whether to enable Application
High Availability Service (AHAS)-based
throttling. Valid values:

S:ggalRateLimitEna Boolean NoO false e true :enables AHAS-based throttling.

e false : disables AHAS-based
throttling.

Default value: false

The instance type of the Server Load
Balancer (SLB) instance bound to the API
String No slb.s1.small server. Valid values: slb.s1.small,
slb.s2.small, slb.s2.medium, slb.s3.small,
slb.s3.medium, and slb.s3.large.

ApiServerLoadBalan
cerSpec

The instance type of the pilot load balancer.

PilotLoadBalancerSp Valid values: slb.s1.small, slb.s2.small,

ec String No slb.s1.small slb.s2.medium, slb.s3.small, slb.s3.medium,
and slb.s3.large.
The billing method of the SLB instance.
Valid values:

ChargeType String No PostPaid

®  PayOnDemand : pay-as-you-go

® Pprepaid : subscription

The subscription period of the SLB instance.
Unit: month. This parameter is valid only if

Period Integer No 3 the ChargeType parameter is set to PrePay.
For example, if the subscription period is
one year, set this parameter to 12.

Specifies whether to enable auto-renewal

for the SLB instance if the SLB instance uses

the subscription billing method. Valid
AutoRenew Boolean No true values:

® true :enables auto-renewal.

o false : disables auto-renewal.

The auto-renewal period of the SLB
instance. This parameter is valid only if the
ChargeType parameter is set to PrePay. If
the subscription period of the SLB instance
is less than one year, the value of this
parameter indicates the number of months
for auto-renewal. If the subscription period
of the SLB instance is more than one year,
the value of this parameter indicates the
number of years for auto-renewal.

AutoRenewPeriod Integer No 3
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Parameter Type Required Example
ClusterSpec String No standard
MultiBufferenabled Boolean No true
MultiBufferPollDelay String No 30s

Response parameters

Parameter Type Example

Description

The edition of the ASM instance. Valid
values:

® standard : Standard Edition
® ecnterprise : Enterprise Edition

® yltimate : Ultimate Edition

Specifies whether to enable MultiBuffer-
based Transport Layer Security (TLS)
acceleration. Valid values:

e true :enables MultiBuffer-based TLS
acceleration.

° false : disables MultiBuffer-based
TLS acceleration.

Default value: true

The pull-request latency Default value: 30.
Unit: seconds.

Description

Requestld

String

BD65COAD-D3C6-48D3-
8D93-38D2015C+* The ID of the request.

c08ba3fd1e6484b0f8cc The ID of the ASM instance.

ServiceMeshid String 1ad8fe10d

Examples

Sample requests

http(s)://[Endpoint]/?Action=CreateServiceMesh
&RegionId=cn-hangzhou
&IstioVersion=v1.5.4.1-g5960ec40-aliyun
&VpcId=vpc-xzelac2twdicTwz31****
&ApiServerPublicEip=false

&Tracing=false

&Name=meshl
&VSwitches=["vsw-xzegf5Sdndkbfdmeeg****"]
&TraceSampling=100.0
&CustomizedZipkin=false
&LocalitylLoadBalancing=false

&LocalityLBConf={"failover": [{"from":"cn-hangzhou", "to":"cn-shanghai"}]}

&Telemetry=false
&OpenAgentPolicy=false
&OPALogLevel=info
&0OPARequestCPU=1
&OPARequestMemory=512Mi
&OPALimitCPU=2
&OPALimitMemory=1024Mi
&EnableAudit=false

> Document Version: 20220712



Alibaba Cloud Service Mesh API Reference:- ASM instance

GAUULLELU JSU LSO LUY— ARAA
&ProxyRequestCPU=100m

&ProxyRequestMemory=128Mi

&ProxyLimitCPU=2000m

&ProxyLimitMemory=1024Mi

&IncludeIPRanges=*

&ExcludeIPRanges=100.100.100.100

&ExcludeOutboundPorts=80, 81

&ExcludeInboundPorts=80, 81

&OpaEnabled=false

&KialiEnabled=false

&AccessLogEnabled=false

&CustomizedPrometheus=false

&PrometheusUrl=http://prometheus:9090

&RedisFilterEnabled=true

&MysglFilterEnabled=false

&ThriftFilterEnabled=false

&WebAssemblyFilterEnabled=false

&MSEEnabled=false

&DNSProxyingEnabled=false

&Edition=Pro

&ConfigSourceEnabled=false

&ConfigSourceNacosID=mse-cn-t1326******

&DubboFilterEnabled=false

&FilterGatewayClusterConfig=false

&EnableSDSServer=false

&AccessLogServiceEnabled=false

&AccessLogServiceHost=0.0.0.0

&AccessLogServicePort=9999

&GatewayAPIEnabled=false

&ControlPlanelLogEnabled=false

&ControlPlaneLogProject=mesh-log-cf245a42906ff4b6e97£20797758*****
&AccessLogFormat={"authority for":"S$REQ (:AUTHORITY) %", "bytes received":"$BYTES RECEIVED%", "bytes sent"
:"$BYTES_ SENT%", "downstream local address":"%DOWNSTREAM LOCAL_ADDRESS%", "downstream remote address":"$
DOWNSTREAM_REMOTE_ADDRESS%" ,"duration":"$DURATIONS", "istio_policy_status" 8 "%DYNAMIC_METADATA (istio.mix
er:status) %", "method": "$REQ (:METHOD) %", "path" : "$REQ (X-ENVOY-ORIGINAL-PATH?: PATH) $", "protocol" : "$PROTOC
OL%", "request id":"$REQ (X-REQUEST-ID) %", "requested server name":"$REQUESTED SERVER NAME3%", "response co
de":"$RESPONSE_CODE%", "response_ flags":"$RESPONSE FLAGS%", "route name":"$ROUTE NAMES$","start time":"$S
TART TIMES","trace id":"$REQ(X-B3-TRACEID) %", "upstream cluster":"$UPSTREAM CLUSTERS","upstream host":"
$UPSTREAM HOSTS$", "upstream local address":"$UPSTREAM LOCAL ADDRESSS$","upstream service time":"$RESP (X-
ENVOY-UPSTREAM-SERVICE-TIME) $", "upstream transport failure reason":"$UPSTREAM TRANSPORT FAILURE REASON
%", "user_agent":"%REQ (USER-AGENT) %", "x_forwarded for":"%REQ (X-FORWARDED-FOR) %"}
&AccessLogFile=/dev/stdout

&AccessLogProject=mesh-1log-cf245a429b6£ff4b6e97£20797758* ****

&EnableCRHistory=false

&CRAggregationEnabled=false

&<Common request parameters>

Sample success responses

xun  format

HTTP/1.1 200 OK

Content-Type:application/xml

<CreateServiceMeshResponse>
<RequestId>BD65COAD-D3C6-48D3-8D93-38D2015C****</RequestId>
<ServiceMeshId>c08ba3fdle6484b0f8cclad8fel0d****</ServiceMeshId>

</CreateServiceMeshResponse>
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Jgson format

HTTP/1.1 200 OK

Content-Type:application/json

{
"RequestId" : "BD65COAD-D3C6-48D3-8D93-38D2015CH***",
"ServiceMeshId" : "c08ba3fdle6484b0f8cclad8felQd****"

Error codes

HttpCode Error code Error message

404 ERR404 Not found

For a list of error codes, visit the API Error Center.

5.2. DeleteServiceMesh

Deletes an Alibaba Cloud Service Mesh (ASM) instance.

Debugging

Description

The error message returned because
the requested resource does not
exist.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for

different SDKs.

Request parameters

Parameter Type Required Example
c08ba3fd1e6484b0f
ServiceMeshlid Stri Y
ervicerties fng e 8ccladsfel0d**
Force Boolean No false

Response parameters
Parameter Type Example

11fd0027-c27e-41bb-

Requestld String 3565-75583054%*

Examples
Sample requests

http(s) ://[Endpoint]/? Action=DeleteServiceMesh
&ServiceMeshId=c08ba3fdle6484b0f8cclad8fel0d****

&<Common request parameters>

Description

The ID of the ASM instance.

Specifies whether to forcibly delete the ASM
instance.

Valid values: true and false. Default value:
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Sample success responses

xML  format

<RequestId>11£d0027-c27e-41bb-a565-75583054****</RequestId>

Jgson format

"RequestId":

Error codes

For a list of error codes, visit the API Error Center.

"11£d0027-c27e-41bb-a565-75583054****"

5.3. ModifyServiceMeshName

Modifies the name of an Alibaba Cloud Service Mesh (ASM) instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for

different SDKSs.

Request parameters

Parameter Type Required Example Description
Th tion that tt rf .
. . ModifyServiceMeshN e operation that you want to perform
Action String Yes ame Set the value to
ModifyServiceMeshName.
) . cdd30a90a7cead80 )
ServiceMeshld String Yes obeCTFfrwe The ID of the ASM instance.
Name String Yes test-mesh The new name of the ASM instance.
Response para meters
Parameter Type Example Description
EDDCOD86-2FC3-56FB-
Ry tid Stri The ID of th t.
eques fing 9213-96EBOA3523F1 ¢ Lot the reques
Examples

Sample requests

http(s) ://[Endpoint]/?Action=ModifyServiceMeshName
&ServiceMeshId=cdd30a90a7cead80ebcc7ff****
&Name=test-mesh

&<Common request parameters>

Sample success responses
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xML  format

HTTP/1.1 200 OK

Content-Type:application/xml

<ModifyServiceMeshNameResponse>
<RequestId>EDDCOD86-2FC3-56FB-9213-96EBOA3523F1</RequestId>

</ModifyServiceMeshNameResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json

{
"RequestId" : "EDDCOD86-2FC3-56FB-9213-96EBOA3523F1"

Error codes

For a list of error codes, visit the API Error Center.

5.4. UpdateMeshFeature

Updates the configurations of an Alibaba Cloud Service Mesh (ASM) instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform.

Action Strin Yes UpdateMeshFeature
9 P Set the value to UpdateMeshFeature.
. . ch8963379255149c¢ .

ServiceMeshld String Yes bOBCB636f 274X+ The ID of the ASM instance.
Specifies whether to enable the tracing
feature. To enable this feature, make sure
that you have activated Tracing Analysis.
Valid values:

Tracing Boolean No false
e true :enablesthe tracing feature.
e false : disables the tracing feature.
Default value: false

TraceSampling Float No 100 The sampling percentage of tracing.
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Parameter Type
LocalityLoadBalanci

4 Boolean
ng
LocalityLBConf String

Required

No

No

Example

true

null

Description

Specifies whether cross-region load
balancing is enabled. Valid values:

® true :enables cross-region load
balancing.

e false : disables cross-region load
balancing.

Default value: false

The configurations of cross-region load
balancing. Valid values:

e failover : the configurations of
cross-region failover. Example:

failover: [// The struct
that indicates the
configurations of cross-region
failover.
{

// 1f a service
fails in the China (Beijing)
region, the traffic is
redirected to the same service
in the China (Hangzhou) region.

from: "cn-beijing",

to: "cn-hangzhou",

e distribute : the configurations of
cross-region traffic distribution. Example:

distribute: [ // The struct that

indicates the configurations of

cross-region traffic distribution.
{

// For traffic that is
routed to the China (Beijing)
region, 70% of the traffic is
allocated to the China (Beijing)
region and the rest of the traffic
is redirected to the China
(Hangzhou) region.

"from": "cn-beijing",

"to": {

"cn-beijing": 70,

"cn-hangzhou": 30,
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Parameter

Telemetry

OpenAgentPolicy

OPALogLevel

OPARequestCPU

OPARequestMemory

OPALImitCPU

OPALimitMemory

EnableAudit

Type

Boolean

Boolean

String

String

String

String

String

Boolean

Required

No

No

No

No

No

No

No

No

Example

false

false

info

512Mi

1024Mi

false

Description

Specifies whether to enable Prometheus
monitoring. We recommend that you use
Prometheus Service of Application Real-
Time Monitoring Service (ARMS). Valid
values:

e true :enables Prometheus
monitoring.
e false : disables Prometheus

monitoring.

Default value: false

Specifies whether to install the Open Policy
Agent (OPA) plug-in. Valid values:

® true :installs the OPA plug-in.
® false :does not install the OPA plug-
in.

Default value: false

The log level of OPA.

e info :logs allinformation.

® debug : logs debugging and error
information.

e crror :logsonlyerrorinformation.

The number of CPU cores that are requested
by OPA.

The size of the memory that is requested by
OPA.

The maximum number of CPU cores that are
available to OPA.

The maximum size of the memory that is
available to OPA.

Specifies whether to enable the mesh audit
feature. To enable this feature, make sure
that you have activated Log Service. Valid
values:

® true :enablesthe mesh audit
feature.

e false : disables the mesh audit
feature.

Default value: false
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Parameter

AuditProject

CustomizedZipkin

OutboundTrafficPoli
cy

ProxyRequestCPU

ProxyRequestMemor

y

ProxyLimitCPU

ProxyLimitMemory

IncludelPRanges

ExcludelPRanges

ExcludeOutboundPo
rts

IncludelnboundPorts

ExcludelnboundPort
s

Type

String

Boolean

String

String

String

String

String

String

String

String

String

String

Required

No

No

No

No

No

No

No

No

No

No

No

No

Example

mesh-log-
c08ba3fd1e64xxb0f
8cclad8* **

false

ALLOW_ANY

100m

128Mi

2000m

1024Mi

100.100.100.100

80,81

80,81

80,81

Description

The name of the Log Service project that is
used for mesh audit.

Default value: mesh-log-{meshId}

Specifies whether to enable custom Zipkin
system. Valid values:

e true :enables custom Zipkin system.
e false : disables custom Zipkin
system.

Default value: false

The policy of handling outbound traffic.
Valid values:

® ALLOW ANY : allows outbound traffic
to external services.

® REGISTRY ONLY : allows outbound
traffic to only external services defined in
the service registry of the ASM instance.

The number of CPU cores that are
requested.

The size of the memory that is requested.

The maximum number of CPU cores.

The maximum size of the memory.

The IP addresses that are denied to access
external services.

The IP addresses that are allowed to access
external services.

The outbound ports. Separate multiple port
numbers with commas (,).

The inbound ports that allow all inbound
traffic to bypass the sidecar proxy.

The inbound ports. Separate multiple port
numbers with commas (,).
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Parameter

EnableNamespaces
ByDefault

AutolnjectionPolicyE
nabled

SidecarlnjectorRequ
estCPU

SidecarlnjectorRequ
estMemory

SidecarlnjectorLimit
CPU

SidecarlnjectorLimit
Memory

Sidecarlnjectorwebh
ookAsYaml

CniEnabled

CniExcludeNamespa
ces

Type

Boolean

Boolean

String

String

String

String

String

Boolean

String

Required

No

No

No

No

No

No

No

No

No

Example

false

false

1000m

512Mi

4000m

2048Mi

null

false

kube-system

Description

Specifies whether to enable automatic

sidecar injection for all namespaces. Valid

values:

® true :enables automatic sidecar
injection for all namespaces.

® false : disables automatic sidecar
injection for all namespaces.

Default value: false

Specifies whether automatic sidecar
injection can be enabled by using
annotations. Valid values:

® true : specifies that automatic

sidecar injection can be enabled by using
annotations.

e false : specifies that automatic
sidecar injection cannot be enabled by
using annotations.

Default value: false

The number of CPU cores that are requested
by the sidecar injector pod.

The size of the memory that is requested by
the sidecar injector pod.

The maximum number of CPU cores that are
available to the sidecar injector pod.

The maximum size of the memory that is
available to the sidecar injector pod.

Other configurations of automatic sidecar
injection, in the YAML format.

Specifies whether to enable the Container
Network Interface (CNI) plug-in. Valid
values:

® true :enablesthe CNIplug-in.
e false : disables the CNI plug-in.

Default value: false

The namespaces to be excluded for the CNI
plug-in.
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Parameter Type

OpaEnabled Boolean
Http10Enabled Boolean
KialiEnabled Boolean

CustomizedPrometh

Boolean
eus
PrometheusUrl String
AccessLogEnabled Boolean

Required

No

No

No

No

No

No

Example

false

false

false

false

http://prometheus
19090

false

Description

Specifies whether to enable the OPA plug-
in. Valid values:

® true :enables the OPA plug-in.

e false : disables the OPA plug-in.

Default value: false

Specifies whether to enable the support for
HTTP 1.0. Valid values:

e true :enablesthe support for HTTP
1.0.

® false : disables the support for HTTP
1.0.

Default value: false

Specifies whether to enable Kiali. To enable
this feature, make sure that you have
enabled Prometheus monitoring. If
Prometheus monitoring is disabled, the
value of this parameter must be false. Valid
values:

e true :enables Kiali

e false : disables Kiali.

Default value: false

Specifies whether to use a custom
Prometheus instance. Valid values:

® true :usesacustom Prometheus
instance.

e false :does notuse acustom
Prometheus instance.

Default value: false

The endpoint of Prometheus monitoring. If
you use ARMS Prometheus, set this
parameter to the endpoint of ARMS.

Specifies whether to enable access log
collection. Valid values:

e true :enables access log collection.

e false : disables access log collection.

Default value: false
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Parameter

MSEEnabled

RedisFilterEnabled

MysqlFilterEnabled

ThriftFilterEnabled

WebAssemblyFilterE
nabled

DNSProxyingEnabled

DubboFilterEnabled

Type

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Required

Yes

No

No

No

No

No

No

Example

false

false

false

false

false

false

false

Description

Specifies whether to enable Microservice
Engine (MSE). Valid values:

® true :enables MSE.

° false : disables MSE.

Default value: false

Specifies whether to enable Redis Filter.
Valid values:

e true :enables Redis Filter.

° false : disables Redis Filter.

Default value: false

Specifies whether to enable MySQL Filter.
Valid values:

e true :enables MySQL Filter.

e false : disables MySQL Filter.

Default value: false

Specifies whether to enable Thrift Filter.
Valid values:

e true :enables Thrift Filter.

e false : disables Thrift Filter.

Default value: false

Specifies whether to enable WebAssembly
Filter. Valid values:

e true :enables WebAssembly Filter.

e false : disables WebAssembly Filter.

Default value: false

Specifies whether to enable DNS Proxying.
Valid values:

e true :enables DNS Proxying.

e false : disables DNS Proxying.

Default value: false

Specifies whether to enable Dubbo Filter.
Valid values:

e true :enables Dubbo Filter.

o false : disables Dubbo Filter.

Default value: false
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Parameter

FilterGatewayCluste
rConfig

EnableSDSServer

AccessLogServiceEn
abled

AccessLogServiceHo
st

AccessLogServicePo
rt

GatewayAPIEnabled

ConfigSourceEnable
d

ConfigSourceNacosl
D

Type

Boolean

Boolean

Boolean

String

Integer

Boolean

Boolean

String

Required

No

No

No

No

No

No

No

No

Example

false

false

false

0.0.0.0

9999

false

false

mse-cn-t[326******

Description

Specifies whether to enable gateway
configuration filtering. Valid values:

® true :enables Gateway configuration
filtering.

® false :disables Gateway
configuration filtering.

Default value: false

Specifies whether to enable Secret
Discovery Service (SDS). Valid values:

e true :enables SDS.
° false : disables SDS.

Default value: false

Specifies whether to enable gRPC Access
Log Service (ALS) for Envoy. Valid values:

® true :enables gRPCALS.
e false : disables gRPCALS.

Default value: false

The endpoint of gRPC ALS for Envoy.

The port of gRPC ALS for Envoy.

Specifies whether to enable Gateway API.
Valid values:

e true :enables Gateway API.
e false : disables Gateway API.

Default value: false

Specifies whether to enable service registry.

Valid values:

e true :enables service registry.

e false : disables service registry.

Default value: false

The instance ID of the Nacos registry.
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Parameter

AccessLogFormat

AccessLogFile

AccessLogProject

EnableCRHistory

CRAggregationEnabl
ed

TerminationDrainDur
ation

Type

String

String

String

Boolean

Boolean

String

Required

No

No

No

No

No

No

Example

null

m

mesh-log-
cf245a429b6ff4b6e
97f20797758eefd4

false

false

5s

Description

The custom format of access logs. To set
this parameter, you must enable access log
collection. Otherwise, you cannot set this
parameter. The value must be a JSON string.
The following key values must be
contained: authority for, bytes_received,
bytes_sent, downstream_local_address,
downstream_remote_address, duration,
istio_policy_status, method, path, protocol,
requested_server_name, response_code,
response_flags, route_name, start_time,
trace_id, upstream_cluster, upstream_host,
upstream_local_address,
upstream_service_time,
upstream_transport_failure_reason,
user_agent, and x_forwarded_for.

Specifies whether to enable access logging.
Valid values:

e " :disables access logging.

® /dev/stdout : enables access
logging. /dev/stdout indicates the file
address for the access log.

The custom project on which the Log
Service collects logs.

Specifies whether to enable the rollback
feature for Istio resources.

Specifies whether to use the Kubernetes API
of clusters on the data plane to access Istio
resources. The version of the ASM instance
must be V1.9.7.93 or later.

The maximum period of time that Istio
Proxy waits for a request to end. For
example, if you want to specify a period of
5 seconds, set this parameter to 5s.
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Parameter
Proxylnit CPUResourc

eLimit

ProxylnitMemoryRes
ourceLimit

Proxylnit CPUResourc
eRequest

ProxylnitMemoryRes
ourceRequest

Lifecycle

MultiBufferenabled

MultiBufferPollDelay

DiscoverySelectors

GlobalRateLimitEna
bled

ClusterSpec

OPAScopelnjected

Type

String

String

String

String

String

Boolean

String

String

Boolean

String

Boolean

Required

No

No

No

No

No

No

No

No

No

No

No

Example

2000m

1024Mi

10m

T0Mi

null

false

0.02s

[{"matchExpressions
" [{"key": "asm-

discovery","operato

r":"Exists"}}]

false

standard

false

Description

The maximum number of CPU cores that are
available to the istio-init container.

The maximum size of the memory that is
available to the istio-init container.

The number of CPU cores that are required
by the istio-init container.

The size of the memory that is required by
the istio-init container.

The lifecycle of Istio Proxy.

Enables Transport Layer Security (TLS)
acceleration based on MultiBuffer.

The pull-request latency. By default, this
parameter is left empty.

The label selectors used to specify the
namespaces of the clusters on the data
plane for selective service discovery.

Specifies whether to enable the AHAS
throttling feature. Valid values:

® true :enablesthe feature.

o false : disables the feature.

Default value: false

The edition of the ASM instance. Valid
values:

® standard : Standard Edition

® enterprise : Enterprise Edition

e yltimate : Ultimate Edition

Specifies whether to enable the feature of
controlling the OPA injection scope. Valid
values:

e true :enablesthe feature of

controlling the OPA injection scope.
e false : disables the feature of

controlling the OPA injection scope.
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Parameter Type Required Example Description

The minimum number of CPU cores

OPAInjectorCPURequ

. String No 80m
irement

core.

OPAlInjectorMemory
Requirement

requested by the pod to which OPA is
injected. A value of 1000m indicates one CPU

The minimum size of the memory requested
String No 50Mi by the pod to which OPA is injected. A value
of 80Mi indicates 80 MB.

The maximum number of CPU cores

requested by the pod to which OPA is

OPAInjectorCPULImit Stri N 1000 L .
njector m ring © m injected. A value of 1000m indicates one CPU

core.
The maximum size of the memory

.OP.AInJectorMemoryL String No 1024Mi !'e.quested by the pod to whlch OPA is

imit injected. A value of 1024Mi indicates 1,024
MB.

Response para meters
Parameter Type Example Description

E

BD65COAD-D3C6-48D3-

RequestId string 8D93-38D20715C****

xamples

Sample requests

http(s)://[Endpoint]/?Action=UpdateMeshFeature
&ServiceMeshId=cb8963379255149cb98c8686£274x****
&Tracing=false

&TraceSampling=100.0

&LocalitylLoadBalancing=true
&LocalityLBConf={"failover": [{"from":"cn-hangzhou", "to":"cn-shanghai"}]}
&Telemetry=false

&OpenAgentPolicy=false

&OPALogLevel=info

&OPARequestCPU=1

&OPARequestMemory=512Mi

&OPALimitCPU=2

&OPALimitMemory=1024Mi

&EnableAudit=false
&AuditProject=mesh-log-c08ba3fdleb4xxb0f8cclad8****
&CustomizedZipkin=false
&OutboundTrafficPolicy=ALLOW ANY
&ProxyRequestCPU=100m

&ProxyRequestMemory=128Mi

&ProxyLimitCPU=2000m

&ProxyLimitMemory=1024Mi

&IncludeIPRanges=*
&ExcludeIPRanges=100.100.100.100
&ExcludeOutboundPorts=80, 81

The ID of the request.
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&IncludeInboundPorts=80, 81

&ExcludeInboundPorts=80, 81

&EnableNamespacesByDefault=false

&AutoInjectionPolicyEnabled=false

&SidecarInjectorRequestCPU=1000m

&SidecarInjectorRequestMemory=512Mi

&SidecarInjectorLimitCPU=4000m

&SidecarInjectorLimitMemory=2048Mi

&SidecarInjectorWebhookAsYaml={"injectedAnnotations": {"test/istio-init":"runtime/default2", "test/istio
-proxy":"runtime/default"}, "replicaCount":2, "nodeSelector": {"beta.kubernetes.io/os":"1linux"}}
&CniEnabled=false

&CniExcludeNamespaces=kube-system

&OpaEnabled=false

&HttplOEnabled=false

&KialiEnabled=false

&CustomizedPrometheus=false

&PrometheusUrl=http://prometheus:9090

&AccessLogEnabled=false

&MSEEnabled=false

&RedisFilterEnabled=false

&MysglFilterEnabled=false

&ThriftFilterEnabled=false

&WebAssemblyFilterEnabled=false

&DNSProxyingEnabled=false

&DubboFilterEnabled=false

&FilterGatewayClusterConfig=false

&EnableSDSServer=false

&AccessLogServiceEnabled=false

&AccessLogServiceHost=0.0.0.0

&AccessLogServicePort=9999

&GatewayAPIEnabled=false

&ConfigSourceEnabled=false

&ConfigSourceNacosID=mse-cn-t1326**x**x*
&AccessLogFormat={"authority for":"$REQ (:AUTHORITY) %", "bytes received":"$BYTES RECEIVED%", "bytes sent"
:"$BYTES SENT%", "downstream local address":"%DOWNSTREAM LOCAL ADDRESS%", "downstream remote address":"$
DOWNSTREAM REMOTE ADDRESSS", "duration":"$DURATIONS","istio policy status":"$DYNAMIC METADATA (istio.mix
er:status) %", "method" : "$REQ (:METHOD) %", "path" : "$REQ (X-ENVOY-ORIGINAL-PATH?: PATH) $", "protocol" : "$PROTOC
OL%", "request 1d":"%REQ (X-REQUEST-ID) %", "requested server name":"$REQUESTED SERVER NAMES%", "response co
de":"$RESPONSE_CODES$", "response flags":"$RESPONSE FLAGS%", "route name":"$ROUTE NAMES","start time":"$S
TART TIMES","trace id":"$REQ(X-B3-TRACEID) %", "upstream cluster":"$UPSTREAM CLUSTERS%","upstream host":"
$UPSTREAM HOSTS$", "upstream local address":"$UPSTREAM LOCAL ADDRESSS$", "upstream service time":"S$RESP (X-
ENVOY-UPSTREAM-SERVICE-TIME) $", "upstream transport failure reason":"$UPSTREAM TRANSPORT FAILURE REASON
%", "user_agent":"%REQ (USER-AGENT) %", "x_forwarded for":"$REQ (X-FORWARDED-FOR) %"}

&AccessLogFile=""

&AccessLogProject=mesh-log-cf245a42906f£f4b6e97£20797758eefd4

&EnableCRHistory=false

&CRAggregationEnabled=false

&TerminationDrainDuration=5s

&ProxyInitCPUResourceLimit=2000m

&ProxyInitMemoryResourcelLimit=1024Mi

&ProxyInitCPUResourceRequest=10m

&ProxyInitMemoryResourceRequest=10Mi
sLifecycle={"postStart":{"exec":{"command": ["pilot-agent","wait"]}}, "preStop":{"exec":{"command": ["/bi
n/sh","-c","sleep 15"1}}}

&MultiBufferEnabled=false

&MultiBufferPollDelay=0.02s

&DiscoverySelectors=[{"matchExpressions": [{"key":"asm-discovery", "operator":"Exists"}]}]

&<Common request parameters>
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Sample success responses

xML  format

HTTP/1.1 200 OK

Content-Type:application/xml

<UpdateMeshFeatureResponse>
<RequestId>BD65COAD-D3C6-48D3-8D93-38D2015C****</RequestId>

</UpdateMeshFeatureResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" : "BD65COAD-D3C6-48D3-8D93-38D2015C****"

Error codes

For a list of error codes, visit the API Error Center.

5.5. DescribeServiceMeshes

Queries the information about Alibaba Cloud Service Mesh (ASM) instances.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description
Action Strin Yes DescribeServiceMes The operation that you want to perform.
9 hes Set the value to DescribeServiceMeshes.

Response param eters
Parameter Type Example Description

BD65COAD-D3C6-48D3-

Requestid String 8D93-38D2015C+** The ID of the request.
) Array of . ) )
ServiceMeshes : The information about the ASM instances.
ServiceMesh
Endpoints Object All endpoints of the ASM instance.

IntranetPilotEndp
oint

The endpoint that is used to access Istio Pilot

Strin 192.168.xx.xx: 15011 .
9 from the internal network.

ReverseTunnelEnd

point String The endpoint of the reverse tunnel.
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Parameter

PublicPilotEndpoi
nt

IntranetApiServer
Endpoint

PublicApiServerEn
dpoint

ServiceMeshinfo

Profile

CreationTime

UpdateTime

ErrorMessage

Version

State

ServiceMeshlid

Name

Regionld

Spec

Network

Vpcld

Type

String

String

String

Object

String

String

String

String

String

String

String

String

String

Object

Object

String

Example

182.92.xx.xx:15011

https://192.168.xx.xX:
6443

https://123.56.xx.xx:6
443

Pro

2020-04-
217T09:42:20+08:00

2020-04-
21709:42:20+08:00

error

success

cb8963379255149ch98
€8686f274x****

test

cn-beijing

vpc-
2zew0rajjkmxy2369****

Description

The endpoint that is used to expose Istio Pilot to
the Internet.

The endpoint that is used to access the APl server
from the internal network.

The endpoint that is used to expose the API server
to the Internet.

The basic information about the ASM instance.

The edition of the ASM instance before ASM is
available for commercial use. Valid values:

® pro : Professional Edition

® Default : Standard Edition

The point in time when the ASM instance was
created.

The point in time when the ASM instance was last
modified.

The error message that is returned when the call
failed.

The version number of the ASM instance.

The status of the ASM instance.

The ID of the ASM instance.

The name of the ASM instance.

The ID of the region in which the ASM instance
resides.

The specifications of the ASM instance.

The network configurations of the ASM instance.

The ID of the virtual private cloud (VPC).
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Parameter Type Example Description
SecurityGroupld Strin 50 The ID of the security grou
y P 9 2ze384sxttxbct nj**** y group.

VSwitches Array of String ["1","2"] The IDs of vSwitches.

LoadBalancer Object The information about load balancing.
Indicates whether Istio Pilot is exposed to the
Internet. Valid values:

PilotPublicEip Boolean true e true :Istio Pilot is exposed to the Internet.
® false :Istio Pilot is not exposed to the

Internet.

The ID of th rver L. Balancer (SLB) instan

PilotPublicLoadba b- e D of the Server Load Balancer (SLB) instance

String that is used when Istio Pilot is exposed to the

lancerld 2zesa8qs8kbkjojkl****
Internet.

ApiServerLoadbal Strin lb- The ID of the SLB instance that is used when the
ancerld 9 2zekaak10uxds44vx**** API server is exposed to the Internet.

Indicates whether the API Server is exposed to the
Internet. Valid values:

ApiserverPublicEip Boolean true ® true :The APlserveris exposed to the

Internet.

® false :The APIserveris not exposed to the
Internet.

MeshConfig Object The configurations of the ASM instance.

Indicates whether Prometheus monitoring is

enabled. We recommend that you use Prometheus

Service of Application Real-Time Monitoring
Telemetry Boolean true Service (ARMS). Valid values:

® true : Prometheus monitoring is enabled.

® false :Prometheus monitoring is disabled.

The outbound traffic policy. Valid values:
® ALLOW ANY : Outbound traffic to an external

OutboundTrafficP service is allowed.
) String ALLOW_ANY o
olicy ® REGISTRY ONLY : Outbound traffic is
allowed to only external services that are
defined in the service registry of the ASM

instance.
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Parameter

Tracing

StrictMtls

Pilot

Http10Enabled

TraceSampling

Mtls

Sidecarlnjector

EnableNamespac
esByDefault

AutolnjectionPolic
yEnabled

InitCNIConfigurati
on

ExcludeNamespac
es

Type

Boolean

Boolean

Object

Boolean

Float

Boolean

Object

Boolean

Boolean

Object

String

Example

true

true

true

0.2

true

false

true

default,foo

Description

Indicates whether the tracing feature is enabled.
This feature can be enabled only after Tracing
Analysis is activated. Valid values:

® true : Thetracing feature is enabled.

® false : The tracing feature is disabled.

Indicates whether mutual Transport Layer Security
(mTLS) is strictly enforced.

The configurations of the control plane.

Indicates whether the support for HTTP 1.0 is
enabled. Valid values:

e true :Thesupport for HTTP 1.0 is enabled.

® false :ThesupportforHTTP 1.0is
disabled.

The sampling percentage of tracing.

Indicates whether the feature of routing traffic to
the nearest instance is enabled. Valid values:

® true :Thefeatureis enabled.

® false : The featureis disabled.

The configurations of sidecar injection.

Indicates whether automatic sidecar injection is

enabled for all namespaces. Valid values:

® true :Automatic sidecar injection is enabled
for all namespaces.

® false :Automatic sidecar injection is
disabled for all namespaces.

Indicates whether automatic sidecar injection is
enabled by using annotations.

The initial configurations of Container Network
Interface (CNI).

The namespace for which sidecar injection is
disabled.
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Parameter Type Example Description

Indicates whether elevated privileges are required
for the istio-init container when you perform
traffic redirection for the istio-proxy container.
Valid values:

Enabled Boolean true - .
® true : Elevated privileges are required for

the istio-init container.
® false : Elevated privileges are not required
for the istio-init container.

["caf089e56dabadc51a
8906fe43eal****","c80f

Clusters Array of Strin The information about the clusters.
Y 9 45444b3dad447da60a91
1390c2****"]
The edition of the ASM instance. Valid values:
i (] standard : Standard Edition
ClusterSpec String standard

® enterprise : Enterprise Edition

e yltimate : Ultimate Edition

The Alibaba Cloud service for which the ASM
instance is created. Valid values:

®  ackone : The ASMinstance is created for
OwnerType String ackone Alibaba Cloud Distributed Cloud Container
Platform (ACK One).

® An empty value indicates that the ASM instance
is created by the user.

cc3e96f249d124eb38b The ID of the Alibaba Cloud service instance for

Ownerld Strin . . K
9 72718ec5***** which the ASM instance is created.

Examples

Sample requests

http(s) ://[Endpoint]/?Action=DescribeServiceMeshes

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeServiceMeshesResponse>
<RequestId>BD65COAD-D3C6-48D3-8D93-38D2015C****</RequestId>
<ServiceMeshes>
<Endpoints>
<IntranetPilotEndpoint>192.168.xx.xx:15011</IntranetPilotEndpoint>
<ReverseTunnelEndpoint>. . .</ReverseTunnelEndpoint>
<PublicPilotEndpoint>182.92.xx.xx:15011</PublicPilotEndpoint>
<IntranetApiServerEndpoint>https://192.168.xx.xx:6443</IntranetApiServerEndpoint>
<PublicApiServerEndpoint>https://123.56.xx.xx:6443</PublicApiServerEndpoint>

P2 U R BN
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S/ LIapoLnes-~2
<ServiceMeshInfo>
<Profile>Pro</Profile>
<CreationTime>2020-04-21T09:42:20+08:00</CreationTime>
<UpdateTime>2020-04-21T09:42:20+08:00</UpdateTime>
<ErrorMessage>error</ErrorMessage>
<Version>1</Version>
<State>success</State>
<ServiceMeshId>cb8963379255149cb98c8686£274x****</ServiceMeshId>
<Name>test</Name>
<RegionId>cn-beijing</RegionId>
</ServiceMeshInfo>
<Spec>
<Network>
<VpcId>vpc-2zewlOrajjkmxy2369****</VpcId>
<SecurityGroupId>sg-2ze384sxttxbctnj****</SecurityGroupId>
<VSwitches>["1","2"]</VSwitches>
</Network>
<LoadBalancer>
<PilotPublicEip>true</PilotPublicEip>
<PilotPublicLoadbalancerId>1b-2zesa8qs8kbkj9jkl****</PilotPublicLoadbalancerId>
<ApiServerLoadbalancerId>1b-2zekaaklOuxds44vx****</ApiServerLoadbalancerId>
<ApiServerPublicEip>true</ApiServerPublicEip>
</LoadBalancer>
<MeshConfig>
<Telemetry>true</Telemetry>
<OutboundTrafficPolicy>xxx</OutboundTrafficPolicy>
<Tracing>true</Tracing>
<StrictMtls>true</StrictMtls>
<Pilot>
<HttplOEnabled>true</HttplOEnabled>
<TraceSampling>0.2</TraceSampling>
</Pilot>
<Mtls>true</Mtls>
<SidecarInjector>
<EnableNamespacesByDefault>false</EnableNamespacesByDefault>
<AutoInjectionPolicyEnabled>true</AutoInjectionPolicyEnabled>
<InitCNIConfiguration>
<ExcludeNamespaces>default, foo</ExcludeNamespaces>
<Enabled>true</Enabled>
</InitCNIConfiguration>
</SidecarInjector>
</MeshConfig>
</Spec>
<Clusters>["caf089%56dabadc51a8906fed3eal****" "c80£f45444b3dad47da60a911390c2****"]</Clusters>
<ClusterSpec>standard</ClusterSpec>
<OwnerType>ackone</OwnerType>
<OwnerId>cc3e96£249d124eb38b72718ec5*****</OwnerId>
</ServiceMeshes>

</DescribeServiceMeshesResponse>

Json format

HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" : "BD65COAD-D3C6-48D3-8D93-38D2015C****",
"ServiceMeshes" : {
"Endpoints" : {
"IntranetPilotEndpoint" : "192.168.xx.xx:15011",
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"ReverseTunnelEndpoint" : "...",
"PublicPilotEndpoint" : "182.92.xx.xx:15011",
"IntranetApiServerEndpoint" : "https://192.168.xx.xx:6443",
"PublicApiServerEndpoint" : "https://123.56.xx.xx:6443"
by
"ServiceMeshInfo" : {
"Profile" : "Pro",
"CreationTime" : "2020-04-21T09:42:20+08:00",
"UpdateTime" : "2020-04-21T09:42:20+08:00",
"ErrorMessage" : "error",
"Version" : 1,
"State" : "success",
"ServiceMeshId" : "cb8963379255149cb98c8686£274x****",
"Name" : "test",
"RegionId" : "cn-beijing"
by
"Spec" : {
"Network" : {
"VpcId" : "vpc-2zewOrajjkmxy2369****x'",
"SecurityGroupId" : "sg-2ze384sxttxbctnj**x*",
"VSwitches" : "[\"I\",\"2\"]"
by
"LoadBalancer" : {
"PilotPublicEip" : true,
"PilotPublicLoadbalancerId" : "lb-2zesa8gs8kbkj9jklx**x",
"ApiServerLoadbalancerId" : "lb-2zekaaklOuxds44vx****'",
"ApiServerPublicEip" : true
by
"MeshConfig" : {
"Telemetry" : true,
"OutboundTrafficPolicy" : "xxx",
"Tracing" : true,
"StrictMtls" : true,
"Pilot" : {
"HttplOEnabled" : true,
"TraceSampling" : 0.2
by
"Mtls" : true,
"SidecarInjector" : {
"EnableNamespacesByDefault" : false,
"AutoInjectionPolicyEnabled" : true,
"InitCNIConfiguration" : {
"ExcludeNamespaces" : "default, foo",
"Enabled" : true

}
}l

"Clusters" : "[\"caf089e56daba4c51a8906fed3eal****\", \"c80f45444b3dad447da60a911390c2****\"]",

"ClusterSpec" : "standard",
"OwnerType" : "ackone",
"OwnerId" : "cc3e96£249d124eb38b72718ecS*****"

Error codes

For a list of error codes, visit the API Error Center.

49
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5.6. DescribeServiceMeshDetail

Queries the details of an Alibaba Cloud Service Mesh (ASM) instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for

different SDKs.

Request parameters

Parameter

Action

ServiceMeshld

Response parameters

Parameter

Requestlid

ServiceMesh

Endpoints

IntranetPilotEndp
oint

PublicPilotEndpoi
nt

IntranetApiServer
Endpoint

PublicApiServerEn
dpoint

ServiceMeshinfo

Profile

Type

String

String

Type

String

Object

Object

String

String

String

String

Object

String

Required Example

Yes

Yes

DescribeServiceMes

Description

The operation that you want to perform.

hDet ail Set the value to
DescribeServiceMeshDetail.
cosba3fdiesdsabof
8cclad8fe10d**** .
Bxample Description

11fd0027-c27e-41bb-
a565-75583054****

192.168.%*.**:15011

182.92.%* **:15011

https://192.168.%* **:6
443

https://123.56.**.**:64
43

Default

The ID of the request.

The details of the ASM instance.

All endpoints of the ASM instance.

The endpoint that is used to access Istio Pilot
from the internal network.

The endpoint that is used to expose Istio Pilot to
the Internet.

The endpoint that is used to access the API server
from the internal network.

The endpoint that is used to expose the API server
to the Internet.

The basic information about the ASM instance.

The edition of the ASM instance. Valid values:
® Default : Standard Edition

® pro : Professional Edition
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Parameter

CreationTime

UpdateTime

ErrorMessage

Version

State

ServiceMeshlid

Name

Regionld

Spec

Network

Vpcld

SecurityGroupld

VSwitches

LoadBalancer

PilotPublicEip

Type

String

String

String

String

String

String

String

String

Object

Object

String

String

Array of String

Object

Boolean

Example

2020-04-
217T09:42:20+08:00

2020-06-
03T 14:48:54+08:00

error

v1.7.4.0-gfb34ba99-
aliyun

running

c08ba3fd1e6484b0f8cc
Tad8fe10d****

mesh1

cn-beijing

vpc-
2zew0rajjkmxy2369****

sg-
2ze384sxttxbctnj****

VSW-
2ze66z3ntvsejomdo***

*

true

Description

The point in time when the ASM instance was
created.

The point in time when the ASM instance was last
modified.

The error message that is returned when the call
failed.

The version number of the ASM instance.

The status of the ASM instance.

The ID of the ASM instance.

The name of the ASM instance.

The ID of the region in which the ASM instance
resides.

The specifications of the ASM instance.

The network configurations of the ASM instance.

The ID of the virtual private cloud (VPC).

The ID of the security group.

The IDs of vSwitches.

The information about load balancing.

Indicates whether Istio Pilot is exposed to the
Internet. Valid values:

® true :Istio Pilot is exposed to the Internet.

® false :Istio Pilot is not exposed to the
Internet.
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Parameter

PilotPublicLoadba
lancerld

ApiServerLoadbal
ancerld

ApiServerPublicEip

MeshConfig

OPA

RequestMemory

LogLevel

Enabled

LimitMemory

RequestCPU

LimitCPU

Prometheus

Type

String

String

Boolean

Object

Object

String

String

Boolean

String

String

String

Object

Example

lb-
2zesa8qs8kbkjojkl****

lb-
2zekaak10uxds44vx****

true

1024Mi

info

true

512Mi

Description

The ID of the Server Load Balancer (SLB) instance
that is used when Istio Pilot is exposed to the
Internet.

The ID of the SLB instance that is used when the
APl server is exposed to the Internet.

Indicates whether the API Server is exposed to the
Internet. Valid values:

® true :TheAPlserveris exposed to the
Internet.

® false :The APIserveris not exposed to the
Internet.

The configurations of the ASM instance.

The information about the Open Policy Agent
(OPA) plug-in.

The size of the memory that is requested by OPA.

The level of the log to be generated for OPA.

Indicates whether the OPA plug-in is installed.
Valid values:

® true :The OPA plug-inis installed.

® false :The OPA plug-inis not installed.

The maximum size of the memory that is available
to OPA.

The number of CPU cores that are requested by
OPA.

The maximum number of CPU cores that are
available to OPA.

The information about Prometheus monitoring.
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Parameter Type Example Description

Indicates whether a custom Prometheus instance
is used. Valid values:

(] true : A custom Prometheus instance is
used.

UseExternal Boolean false
® false :No custom Prometheus instance is

used.

http: //prometheus:90 The endpoint of Prometheus monitoring. If a

ExternalUrl String 90 custom Prometheus instance is used, the endpoint
of Prometheus monitoring is set by the system.
AccessLog Object The configurations of access log collection.
Indicates whether access log collection is enabled.
Valid values:
Enabled Boolean true o
e true : Access log collectionis enabled.
e false : Access log collectionis disabled.
k8s-log- ) .
. ) The name of the Log Service project that stores
Project String b7b05d08670e41ca8c8 access lods 9 proJ
fcOb7718f***** 9s-
Pilot Object The Pilot configurations.
Indicates whether the support for HTTP 1.0 is
enabled. Valid values:
Http10Enabled Boolean false e true :Thesupport for HTTP 1.0 is enabled.
® false :ThesupportforHTTP1.0is
disabled.
The sampling percentage of tracing.
TraceSampling Float 100 °
L[]
Feature Object The configurations of Pilot features.
Indicates whether gateway configuration filtering
is enabled. Valid values:
FllterGaFewayClus Boolean false true : Gateway configuration filtering is
terConfig enabled.

e false : Gateway configuration filtering is
disabled.
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Parameter

EnableSDSServer

ConfigSource

Enabled

NacosID

MSE

Enabled

CustomizedZipkin

Sidecarlnjector

EnableNamespac
esByDefault

RequestMemory

LimitMemory

Type

Boolean

Object

Boolean

String

Object

Boolean

Boolean

Object

Boolean

String

String

Example

false

false

mse-cn-tl326******

false

false

false

512Mi

2048Mi

Description

Indicates whether Secret Discovery Service (SDS) is
enabled. Valid values:

® true :SDSisenabled.

® false :SDSis disabled.

The configurations of external service access.

Indicates whether external service access is
allowed.

e true : External service access is allowed.

. false : External service access is not
allowed.

The ID of the Nacos instance that provides
external service information.

The Microservices Engine (MSE) configurations.

Indicates whether MSE is enabled. Valid values:
® true : MSEisenabled.

® false : MSEis disabled.

Indicates whether a custom Zipkin system is
enabled.

® true :Acustom Zipkinsystem is enabled.

® false :No custom Zipkin system is enabled.

The configurations of the sidecar injector.

Indicates whether automatic sidecar injection is

enabled for all namespaces. Valid values:

® true : Automatic sidecar injection is enabled
for all namespaces.

® false : Automatic sidecar injection is
disabled for all namespaces.

The size of the memory that is requested by the
sidecar injector pod.

The maximum size of the memory that is available
to the sidecar injector pod.
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Parameter

RequestCPU

AutolnjectionPolic
yEnabled

LimitCPU

InitCNIConfigurati
on

ExcludeNamespac
es

Enabled

Sidecarlnjectorwe
bhookAsYaml

IncludelPRanges

ExcludelPRanges

ExcludeOutbound
Ports

ExcludelnboundP
orts

Telemetry

Type

String

Boolean

String

Object

String

Boolean

String

String

String

String

String

Boolean

Example

1000m

true

4000m

kube-system,istio-
system

false

null

192.168.0.0/16

172.16.0.0

80,81

80,81

true

Description

The number of CPU cores that are requested by
the sidecar injector pod.

Indicates whether automatic sidecar injection can
be enabled by using annotations. Valid values:

® true :Automatic sidecar injection can be
enabled by using annotations.

® false :Automatic sidecar injection cannot
be enabled by using annotations.

The maximum number of CPU cores that are
available to the sidecar injector pod.

The initial configurations of Container Network
Interface (CNI).

The namespace for which sidecar injection is
disabled.

Indicates whether the CNI plug-in is enabled. Valid
values:

® true : The CNIplug-inis enabled.

® false :The CNIplug-inis disabled.

Other configurations of automatic sidecar
injection, in the YAML format. For more
information, see Enable automatic sidecar injection
by using multiple methods.

The CIDR block from which access is blocked.

The CIDR block from which access is not blocked.

The outbound ports from which access is not
blocked.

The inbound ports from which access is not
blocked.

Indicates whether Prometheus monitoring is
enabled. We recommend that you use Prometheus
Service of Application Real-Time Monitoring
Service (ARMS). Valid values:

® true :Prometheus monitoring is enabled.

® false :Prometheus monitoring is disabled.
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Parameter Type Example Description
Edition Object The information about the edition.
Name String Pro The name of the edition.
v1.9.7.1-3-
IstiodimageTag String gb3flab3c9c-pro- The version of the Istiod image.
aliyun
v1.9.7.1-3-
ProxylmageTag String gb3f1ab3c9c-pro- The version of the Istio Proxy image.
aliyun
ProtocolSupport Object The configurations of protocol support.

Indicates whether MySQL Filter is enabled. Valid

) values:
MysqlFilterEnable Boolean false
d ® true : MySQL Filteris enabled.
® false : MySQL Filteris disabled.
Indicates whether Redis Filter is enabled. Valid
RedisFilterEnable values:
Boolean false
d e true : Redis Filter is enabled.
e false : Redis Filteris disabled.
Indicates whether Thrift Filter is enabled. Valid
ThriftFilterEnable values:
Boolean false
d ® true : Thrift Filteris enabled.
®  false : Thrift Filteris disabled.
Indicates whether Dubbo Filter is enabled. Valid
values:
DubboFilterEnabl
eg orftertna Boolean false ® true : Dubbo Filteris enabled.
® false : Dubbo Filteris disabled.
The outbound traffic policy. Valid values:
® ALLOW ANY : Outbound traffic to an external
. service is allowed.
OgtboundTrafflcP String ALLOW_ANY N
olicy ® REGISTRY ONLY : Outbound trafficis
allowed to only external services that are
defined in the service registry of the ASM
instance.
Kiali Object The Kiali configurations.
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Parameter Type Example Description

Indicates whether Kiali is enabled. Kiali can be

enabled only after Prometheus monitoring is

enabled. If Prometheus monitoring is disabled, the
Enabled Boolean false value of this parameteris false . Valid values:

® true : Kialiis enabled.

® false : Kialiis disabled.

Url String http://1.2.%*.**:20001 The endpoint of Kiali.

Indicates whether the tracing feature is enabled.
This feature can be enabled only after Tracing
Analysis is activated. Valid values:

Tracing Boolean true
® true : Thetracing feature is enabled.
® false : The tracing feature is disabled.
WebAssemblyFilt . . ) )
4 Object The configurations of WebAssembly Filter.
erDeployment
Indicates whether WebAssembly Filter is enabled.
Valid values:
Enabled Boolean false . .
® true :WebAssembly Filteris enabled.
® false :WebAssembly Filteris disabled.
Indicates whether the feature of routing traffic to
the nearest instance is enabled. Valid values:
EnableLocalityLB Boolean true .
® true :Thefeatureis enabled.
® false : The featureis disabled.
Audit Object The information about mesh audit.
Indicates whether the mesh audit feature is
enabled. Valid values:
Enabled Boolean true ) )
® true :The mesh audit feature is enabled.
® false :The mesh audit feature is disabled.
. . . ) The name of the Log Service project that is used
Project String audit-project .
for mesh audit.
Indicates whether an audit project exists in the
ASM instance. Valid values:
AuditProjectStatu i ) i : i i
. ) String audit_project_not_exist audit project exist : Anaudit project
exists.

® audit project not exist : No audit
project exists.
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Parameter

Proxy

RequestMemory

ClusterDomain

LimitMemory

RequestCPU

EnableDNSProxyin
g

LimitCPU

AccessLogService
Enabled

AccessLogService
Host

AccessLogService
Port

AccessLogFormat

AccessLogFile

K8sNewAPIsSupp
ort

GatewayAPIEnabl
ed

LocalityLB

Type

Object

String

String

String

String

Boolean

String

Boolean

String

Integer

String

String

Object

Boolean

Object

Example

128Mi

cluster.domain

1024Mi

100m

false

2000m

false

0.0.0.0

9999

null

/dev/stdout

false

Description

The proxy configurations.

The size of the memory that is requested.

The trusted domain.

The maximum size of the memory.

The number of CPU cores that are requested.

Indicates whether the Domain Name System (DNS)
proxy feature is enabled. Valid values:

® true :The DNS proxy feature is enabled.

® false :The DNS proxy feature is disabled.

The maximum number of CPU cores.

Indicates whether gRPC Access Log Service (ALS)
for Envoy is enabled. Valid values:

® true :gRPCALS for Envoy is enabled.

® false :gRPCALS for Envoy is disabled.

The endpoint of gRPC ALS for Envoy.

The port of gRPC ALS for Envoy.

The format of the access logs of sidecar proxies.

The path to the file that stores the access logs of
sidecar proxies.

The information about the Kubernetes API.

Indicates whether Gateway APl is enabled. Valid
values:

e true : Gateway APlis enabled.

e false : Gateway APIlis disabled.

The configurations of cross-region load balancing.
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Parameter

Enabled

Failover

Distribute

ControlPlaneLogl
nfo

Enabled

Project

ExtraConfiguratio
n

IstioCRHistory

EnableHistory

Type

Boolean

Map

Map

Object

Boolean

String

Object

Object

Boolean

Example

false

false

mesh-log-
cbeb85a09161b4a26ab
73e0ac****

false

Description

Indicates whether cross-region load balancing is
enabled. Valid values:

® true : Cross-region load balancing is
enabled.

® false : Cross-region load balancing is
disabled.

The configurations of cross-region failover. Only
one of the Distribute and Failover
parameters can be set.

The configurations of cross-region traffic
distribution. Only one of the Failover and
Distribute parameters can be set.

The configurations for the collection of control
plane logs.

Indicates whether the collection of control plane

logs is enabled. Valid values:

® true : The collection of control plane logs is
enabled.

® false : The collection of control plane logs
is disabled.

The name of the Log Service project that stores
control plane logs.

The configurations of additional features for the
ASM instance.

The configurations of the rollback feature for Istio
resources.

Indicates whether the rollback feature for Istio

resources is enabled. Valid values:

e true : Therollback feature for Istio
resources is enabled.

e false : The rollback feature for Istio
resources is disabled.
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Parameter

CRAggregationEn
abled

MultiBuffer

Enabled

PollDelay

TerminationDrain
Duration

Lifecycle

postStart

exec

command

httpGet

port

host

scheme

httpHeaders

Type Example
Boolean false
Object

Boolean false
String 0.02s
String 5s
Object

Object

Object

Array of String sleep 3s
Object

String 80
String 127.xx.xx.1
String http
Array of

httpHeaders

Description

Indicates whether the Kubernetes API of clusters
on the data plane is allowed to access Istio
resources. Valid values:

® true : The Kubernetes API of clusters onthe
data plane is allowed to access Istio resources.

® false :The Kubernetes APIof clusters on
the data plane is not allowed to access Istio
resources.

The information about Transport Layer Security
(TLS) acceleration based on MulitiBuffer.

Indicates whether the MulitiBuffer-based TLS
acceleration feature is enabled. Valid values:

e true : The MulitiBuffer-based TLS
acceleration feature is enabled.

e false : The MulitiBuffer-based TLS
acceleration feature is disabled.

The pull-request latency.

The maximum period of time that Istio Proxy waits
for a request to end.

The lifecycle of Istio Proxy.

The post-start parameters.

The post-start script.

The executed command.

The HTTP GET request that is sent after the
instance starts.

The port number of the request.

The URL of the request.

The request method. Valid values: http and
https

The HTTP request headers.
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Parameter Type Example Description

name String key The name of the HTTP request header.

value String value The value of the HTTP request header field.
tcpSocket Object The TCP socket request that is sent.

port String 888 The port number of the TCP socket request.
host String 127.xx.xx.1 The URL of the TCP socket request.

preStop Object The pre-close parameters.

exec Object The pre-close script.

command Array of String sleep 3s The executed command.

httpGet Object The HTTP GET request that is sent before the

instance stops.

port String 80 The port number of the request.

host String 127 XX.xX.1 The URL of the request.

The request method. Valid values: http and

scheme String http ——

httpHeaders l:tr;?:-lzzders The HTTP request headers.

name String key The name of the HTTP request header.
value String value The value of the HTTP request header field.
tcpSocket Object The TCP socket request that is sent.

port String 888 The port number of the request.

host String 127.xx.xx.1 The URL of the request.

SidecarProxylInitRe

o Object The resource limits on the istio-init container.
sourceLimit
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Parameter

ResourceCPULImit

ResourceMemoryL
imit

SidecarProxylnitRe
sourceRequest

ResourceCPURequ
est

ResourceMemory
Request

DiscoverySelector
s

RateLimit

EnableGlobalRate

Limit

OPAScopelnjectio

n

OPAScopelnjected

Clusters

ClusterSpec

Type

String

String

Object

String

String

Array of Object

Object

Boolean

Object

Boolean

Array of String

String

Example

2000m

1024Mi

10m

10Mi

[{"matchExpressions":

[{"key":"asm-
discovery","operator":"
Exists"}]}]

false

false

["caf089e56dabadc51a
8906fe43eal****","c80f
45444b3da447da60a91
1390c2****"]

standard

Description

The maximum number of CPU cores that are
available to the istio-init container.

The maximum size of the memory that is available
to the istio-init container.

The resources that are required by the istio-init
container.

The number of CPU cores that are requested by
the istio-init container.

The size of the memory that is requested by the
istio-init container.

The label selectors used to specify the
namespaces of the clusters on the data plane for
selective service discovery.

The configurations of Application High Availability
Service (AHAS)-based throttling.

Indicates whether AHAS-based throttling is

enabled. Valid values:
® true :AHAS-based throttling is enabled.

® false : AHAS-based throttling is disabled.

The configurations of the feature of controlling
the OPA injection scope.

Indicates whether the feature of controlling the
OPA injection scope is enabled. Valid values:

e true :Thefeatureis enabled.

e false : The featureis disabled.

The list of clusters.

The edition of the ASM instance. Valid values:

® standard : Standard Edition

® enterprise : Enterprise Edition

® yltimate : Ultimate Edition
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Parameter

OwnerType

Ownerld

Examples

Type

String

String

Sample requests

Example

ackone

cc3e96f249d124eb38b
72718ec5*****

http(s) ://[Endpoint]/?Action=DescribeServiceMeshDetail
&ServiceMeshId=c08ba3fdle6484b0f8cclad8fel0d****

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK

Content-Type:application/xml

<DescribeServiceMeshDetailResponse>

Description

The Alibaba Cloud service for which the ASM
instance is created. Valid values:

® ackone : The ASMinstance is created for
Alibaba Cloud Distributed Cloud Container
Platform (ACK One).

® An empty value indicates that the ASM instance
is created by the user.

The ID of the Alibaba Cloud service instance for
which the ASM instance is created.

<RequestId>11£d0027-c27e-41bb-a565-75583054****</RequestId>
<ServiceMesh>

<Endpoints>
<IntranetPilotEndpoint>192.168.** . **:15011</IntranetPilotEndpoint>
<PublicPilotEndpoint>182.92.** **:15011</PublicPilotEndpoint>
<IntranetApiServerEndpoint>https://192.168.**.**:6443</IntranetApiServerEndpoint>
<PublicApiServerEndpoint>https://123.56.**.**:6443</PublicApiServerEndpoint>
</Endpoints>

<ServiceMeshInfo>

</ServiceMeshInfo>

<Profile>Default</Profile>
<CreationTime>2020-04-21T09:42:20+08:00</CreationTime>
<UpdateTime>2020-06-03T14:48:54+08:00</UpdateTime>

<ErrorMessage> error</ErrorMessage>

<Version>vl.7.4.0-gfb34ba99-aliyun</Version>
<State>running</State>

<ServiceMeshId>c08ba3fdle6484b0f8cclad8fel0d****</ServiceMeshId>

<Name>meshl</Name>

<RegionId>cn-beijing</RegionId>

<Spec>

<Network>

<VpcId>vpc-2zewlOrajjkmxy2369****</VpcId>

<SecurityGroupId>sg-2ze384sxttxbctnj****</SecurityGroupId>
<VSwitches>vsw-2ze66z3ntvsejOmdo****</VSwitches>

</Network>

<LoadBalancer>

<PilotPublicEip>true</PilotPublicEip>
<PilotPublicLoadbalancerId>1b-2zesa8gs8kbkj9jkl****</PilotPublicLoadbalancerId>
<ApiServerLoadbalancerId>1b-2zekaaklOuxds44vx****</ApiServerLoadbalancerId>

e A S s B Py S P T A B Ry
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</LoadBalancer>
<MeshConfig>
<OPA>
<RequestMemory>1024Mi</RequestMemory>
<LogLevel>info</LogLevel>
<Enabled>true</Enabled>
<LimitMemory>512Mi</LimitMemory>
<RequestCPU>2</RequestCPU>
<LimitCPU>1</LimitCPU>
</OPA>
<Prometheus>
<UseExternal>false</UseExternal>
<ExternalUrl>http://prometheus:9090</ExternalUrl>
</Prometheus>
<AccessLog>
<Enabled>true</Enabled>
<Project>k8s-10g-b7b05d08670e41ca8c8fc0b7718f*****</Project>
</AccessLog>
<Pilot>
<HttplOEnabled>false</HttplOEnabled>
<TraceSampling>100</TraceSampling>
<Feature>
<FilterGatewayClusterConfig>false</FilterGatewayClusterConfig>
<EnableSDSServer>false</EnableSDSServer>
</Feature>
<ConfigSource>
<Enabled>false</Enabled>
<NacosID>mse-cn-t1326******</NacosID>
</ConfigSource>
</Pilot>
<MSE>
<Enabled>false</Enabled>
</MSE>
<CustomizedzZipkin>false</CustomizedZipkin>
<SidecarInjector>
<EnableNamespacesByDefault>false</EnableNamespacesByDefault>
<RequestMemory>512Mi</RequestMemory>
<LimitMemory>2048Mi</LimitMemory>
<RequestCPU>1000m</RequestCPU>
<AutolInjectionPolicyEnabled>true</AutoInjectionPolicyEnabled>
<LimitCPU>4000m</LimitCPU>
<InitCNIConfiguration>
<ExcludeNamespaces>kube-system, istio-system</ExcludeNamespaces>
<Enabled>false</Enabled>
</InitCNIConfiguration>
<SidecarInjectorWebhookAsYaml>{"injectedAnnotations":{"test/istio-init":"runtime/d
efault2","test/istio-proxy":"runtime/default"}, "replicaCount":2, "nodeSelector": {"beta.kubernetes.io/os
":"linux"}}</SidecarInjectorWebhookAsYaml>
</SidecarInjector>
<IncludeIPRanges>192.168.0.0/16</IncludeIPRanges>
<ExcludeIPRanges>172.16.0.0</ExcludeIPRanges>
<ExcludeOutboundPorts>80, 81</ExcludeOutboundPorts>
<ExcludeInboundPorts>80, 81</ExcludeInboundPorts>
<Telemetry>true</Telemetry>
<Edition>
<Name>Pro</Name>
<IstiodImageTag>vl1.9.7.1-3-gb3flab3c9c-pro-aliyun</IstiodImageTag>
<ProxyImageTag>vl.9.7.1-3-gb3flab3c9c-pro-aliyun</ProxyImageTag>
</Edition>

<ProtocolSupport>
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<MysglFilterEnabled>false</MysqglFilterEnabled>
<RedisFilterEnabled>false</RedisFilterEnabled>
<ThriftFilterEnabled>false</ThriftFilterEnabled>
<DubboFilterEnabled>false</DubboFilterEnabled>
</ProtocolSupport>
<OutboundTrafficPolicy>ALLOW ANY</OutboundTrafficPolicy>
<Kiali>
<Enabled>false</Enabled>
<Url>http://1.2.*%* . **:20001</Url>
</Kiali>
<Tracing>true</Tracing>
<WebAssemblyFilterDeployment>
<Enabled>false</Enabled>
</WebAssemblyFilterDeployment>
<EnablelLocalityLB>true</EnablelLocalityLB>
<Audit>
<Enabled>true</Enabled>
<Project>audit-project</Project>
<AuditProjectStatus>audit project not exist</AuditProjectStatus>
</Audit>
<Proxy>
<RequestMemory>128Mi</RequestMemory>
<ClusterDomain>cluster.domain</ClusterDomain>
<LimitMemory>1024Mi</LimitMemory>
<RequestCPU>100m</RequestCPU>
<EnableDNSProxying>false</EnableDNSProxying>
<LimitCPU>2000m</LimitCPU>
<AccessLogServiceEnabled>false</AccessLogServiceEnabled>
<AccessLogServiceHost>0.0.0.0</AccessLogServiceHost>
<AccessLogServicePort>9999</AccessLogServicePort>
<AccessLogFormat>{"authority for":"$REQ (:AUTHORITY) %", "bytes received":"$BYTES REC
EIVEDS", "bytes sent":"$BYTES SENTS","downstream local address":"$DOWNSTREAM LOCAL ADDRESS$","downstrea
m_remote_address":"$DOWNSTREAM REMOTE ADDRESS$","duration":"$DURATIONS","istio policy status":"%DYNAMI
C_METADATA (istio.mixer:status) %", "method":"%REQ (:METHOD) $", "path": "$REQ (X-ENVOY-ORIGINAL-PATH? : PATH) %"
,"protocol": "$PROTOCOLS", "request id":"SREQ (X-REQUEST-ID) %", "requested server name":"$REQUESTED SERVER
_NAMES", "response code":"%$RESPONSE CODE3", "response flags":"$RESPONSE FLAGSS", "route name":"SROUTE NAM
ES","start time":"$START TIMES","trace id":"SREQ(X-B3-TRACEID)S%","upstream cluster":"$UPSTREAM CLUSTER
%", "upstream host":"$UPSTREAM HOST%", "upstream local address":"$UPSTREAM LOCAL ADDRESS$","upstream ser
vice time":"$RESP (X-ENVOY-UPSTREAM-SERVICE-TIME) $", "upstream transport failure reason":"%UPSTREAM TRAN
SPORT FAILURE REASON%", "user agent":"S$REQ (USER-AGENT) %", "x forwarded for":"$REQ (X-FORWARDED-FOR)%"}</A
ccessLogFormat>
<AccessLogFile>/dev/stdout</AccessLogFile>
</Proxy>
<K8sNewAPIsSupport>
<GatewayAPIEnabled>false</GatewayAPIEnabled>
</K8sNewAPIsSupport>
<LocalityLB>
<Enabled>false</Enabled>
</LocalityLB>
<ControlPlaneLogInfo>
<Enabled>false</Enabled>
<Project>mesh-log-cbeb85a09161bda26ab73elac****</Project>
</ControlPlaneLogInfo>
<ExtraConfiguration>
<IstioCRHistory>
<EnableHistory>false</EnableHistory>
</IstioCRHistory>
<CRAggregationEnabled>false</CRAggregationEnabled>
<MultiBuffer>
<Enabled>false</Enabled>
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<PollDelay>0.02s</PollDelay>
</MultiBuffer>
<TerminationDrainDuration>5s</TerminationDrainDuration>
<Lifecycle>
<postStart>
<exec>
<command>sleep 3s</command>
</exec>
<httpGet>
<port>80</port>
<host>127.xx.xx.1</host>
<scheme>http</scheme>
<httpHeaders>
<name>key</name>
<value>value</value>
</httpHeaders>
</httpGet>
<tcpSocket>
<port>888</port>
<host>127.xx.xx.1</host>
</tcpSocket>
</postStart>
<preStop>
<exec>
<command>sleep 3s</command>
</exec>
<httpGet>
<port>80</port>
<host>127.xx.xx.1</host>
<scheme>http</scheme>
<httpHeaders>
<name>key</name>
<value>value</value>
</httpHeaders>
</httpGet>
<tcpSocket>
<port>888</port>
<host>127.xx.xx.1</host>
</tcpSocket>
</preStop>
</Lifecycle>
<SidecarProxyInitResourceLimit>
<ResourceCPULimit>2000m</ResourceCPULimit>
<ResourceMemorylLimit>1024Mi</ResourceMemoryLimit>
</SidecarProxyInitResourcelLimit>
<SidecarProxyInitResourceRequest>
<ResourceCPURequest>10m</ResourceCPURequest>
<ResourceMemoryRequest>10Mi</ResourceMemoryRequest>
</SidecarProxyInitResourceRequest>
<DiscoverySelectors/>
<RatelLimit>
<EnableGlobalRatelLimit>false</EnableGlobalRateLimit>
</RatelLimit>
<OPAScopeInjection>
<OPAScopelInjected>false</OPAScopelnjected>
</OPAScopeInjection>
</ExtraConfiguration>
</MeshConfig>
</Spec>

<Clusters>["caf089%e56dabad4c51a8906fed3eal****" "c80f45444b3dad47da60a911390c2****"]</Clusters>
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<ClusterSpec>standard</ClusterSpec>

<OwnerType>ackone</OwnerType>

<OwnerId>cc3e96£249d124eb38b72718ec5*****</OwnerId>
</ServiceMesh>

</DescribeServiceMeshDetailResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json

{
"RequestId" : "11£d0027-c27e-41bb-a565-75583054****",
"ServiceMesh" : {
"Endpoints" : {
"IntranetPilotEndpoint" : "192.168.** **:15011",
"PublicPilotEndpoint" : "182.92.** **:15011",
"IntranetApiServerEndpoint" : "https://192.168.** **:6443",
"PublicApiServerEndpoint" : "https://123.56.%** **:6443"
by
"ServiceMeshInfo" : {
"Profile" : "Default",
"CreationTime" : "2020-04-21T09:42:20+08:00",
"UpdateTime" : "2020-06-03T14:48:54+08:00",
"ErrorMessage" : "error",
"Version" : "v1.7.4.0-gfb34ba99-aliyun",
"State" : "running",
"ServiceMeshId" : "c08ba3fdle6484b0f8cclad8felQd****"
"Name" : "meshl",
"RegionId" : "cn-beijing"
by
"Spec" : {
"Network" : {
"VpcId" : "vpc-2zewOrajjkmxy2369**x*",
"SecurityGroupId" : "sg-2ze384sxttxbctnjx***",
"VSwitches" : "vsw-2ze66z3ntvsejOmdo****"
by
"LoadBalancer" : {

"PilotPublicEip" : true,

"PilotPublicLoadbalancerId" : "lb-2zesa8gs8kbkj9jklx**x",
"ApiServerLoadbalancerId" : "lb-2zekaaklOuxds44vx****",
"ApiServerPublicEip" : true
by
"MeshConfig" : {
"OPA" : {
"RequestMemory" : "1024Mi",
"LogLevel" : "info",
"Enabled" : true,
"LimitMemory" : "512Mi",
"RequestCPU" : 2,
"LimitCPU" : 1
by
"Prometheus" : {
"UseExternal”™ : false,
"ExternalUrl" : "http://prometheus:9090"
by
"AccessLog" : {
"Enabled" : true,
"Project" : "k8s-1log-b7b05d08670e41ca8c8fcOb7718Lx**x**n
by
"Pilot" : {
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"HttplOEnabled" : false,
"TraceSampling" : 100,
"Feature" : {

"FilterGatewayClusterConfig" : false,

"EnableSDSServer" : false
by

"ConfigSource" : {
"Enabled" : false,
"NacosID" : "mse-cn-tl326*****x"
}
by
"MSE" : {

"Enabled" : false
by

"CustomizedZipkin" : false,
"SidecarInjector" : {
"EnableNamespacesByDefault" : false,
"RequestMemory" : "512Mi",
"LimitMemory" : "2048Mi",
"RequestCPU" : "1000m",
"AutoInjectionPolicyEnabled" : true,
"LimitCPU" : "4000m",
"InitCNIConfiguration" : {
"ExcludeNamespaces" : "kube-system,istio-system",

"Enabled" : false
br

"SidecarInjectorWebhookAsYaml" : "{\"injectedAnnotations\":{\"test/istio-init\":\"runtime/de
fault2\",\"test/istio-proxy\":\"runtime/default\"}, \"replicaCount\":2, \"nodeSelector\": {\"beta.kuberne

tes.io/os\":\"linux\"}}"
}I

"IncludeIPRanges" : "192.168.0.0/16",
"ExcludeIPRanges" : "172.16.0.0",
"ExcludeOutboundPorts" : "80,81",
"ExcludeInboundPorts" : "80,81",
"Telemetry" : true,
"Edition" : {
"Name" : "Pro",
"IstiodImageTag" : "v1.9.7.1-3-gb3flab3c9c-pro-aliyun",
"ProxyImageTag" : "v1.9.7.1-3-gb3flab3c9c-pro-aliyun"
by
"ProtocolSupport" : {

"MysglFilterEnabled" : false,
"RedisFilterEnabled" : false,
"ThriftFilterEnabled" : false,
"DubboFilterEnabled" : false
by
"OutboundTrafficPolicy" : "ALLOW ANY",
"Kiali" : {
"Enabled" : false,
"Url" : "http://1.2.%* . **:20001"
by
"Tracing" : true,
"WebAssemblyFilterDeployment" : {
"Enabled" : false
by
"EnableLocalityLB" : true,

"Audit" : |
"Enabled" : true,
"Project" : "audit-project",
"AuditProjectStatus" : "audit project not exist"
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br

"Proxy" : {

"RequestMemory" : "128Mi",

"ClusterDomain" : "cluster.domain",

"LimitMemory" : "1024Mi",

"RequestCPU" : "100m",

"EnableDNSProxying" : false,

"LimitCPU" : "2000m",

"AccessLogServiceEnabled" : false,

"AccessLogServiceHost" : "0.0.0.0",

"AccessLogServicePort" : 9999,

"AccessLogFormat" : "{\"authority for\":\"$REQ (:AUTHORITY)%\", \"bytes received\":\"$BYTES RE
CEIVED%\", \"bytes sent\":\"$BYTES SENT%\", \"downstream local address\":\"%$DOWNSTREAM LOCAL ADDRESS%\",
\"downstream remote address\":\"$DOWNSTREAM REMOTE ADDRESS%\",\"duration\":\"$DURATION%$\",\"istio poli
cy status\":\"$DYNAMIC METADATA (istio.mixer:status)%\", \"method\":\"$REQ (:METHOD) $\", \"path\":\"$REQ (X
—~ENVOY-ORIGINAL-PATH?: PATH) %\", \"protocol\" :\"$PROTOCOL%\", \"request id\":\"$REQ (X-REQUEST-ID) %\", \"re
quested server name\":\"$REQUESTED SERVER NAMES$\",\"response code\":\"$RESPONSE CODE%\",\"response fla
gs\":\"SRESPONSE FLAGS%\", \"route name\":\"$ROUTE NAME%\",\"start time\":\"$START TIME%\",\"trace id\"
:\"SREQ (X-B3-TRACEID) $\", \"upstream cluster\":\"$UPSTREAM CLUSTER%\", \"upstream host\":\"$UPSTREAM HOS
T%\", \"upstream local address\":\"$UPSTREAM LOCAL ADDRESS%\",\"upstream service time\":\"$RESP (X-ENVOY
—-UPSTREAM-SERVICE-TIME) $\", \"upstream transport failure reason\":\"$UPSTREAM TRANSPORT FAILURE REASON%
\",\"user agent\":\"$REQ (USER-AGENT) %$\",\"x forwarded for\":\"$REQ (X-FORWARDED-FOR)$\"}",

"AccessLogFile" : "/dev/stdout"

by
"K8sNewAPIsSupport" : {

"GatewayAPIEnabled" : false
br
"LocalityLB" : {

"Enabled" : false
br

"ControlPlaneLogInfo" : {
"Enabled" : false,
"Project" : "mesh-log-cbeb85a0916lbda26ab73elac****"
by
"ExtraConfiguration" : {
"IstioCRHistory" : ({
"EnableHistory" : false

}I
"CRAggregationEnabled" : false,

"MultiBuffer" : ({
"Enabled" : false,
"PollDelay" : "0.02s"
by
"TerminationDrainDuration" : "5s",

"Lifecycle" : {

"postStart" : {
"exec" : {
"command" : "sleep 3s"
by
"httpGet" : {
"port" : 80,
"host" : "127.xx.xx.l",
"scheme" : "http",
"httpHeaders" : {
"name" : "key",
"value" : "value"
}
by
"tcpSocket" : {

"port" : 888,
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"host™ @ "1Z/.XX.XX.L"
}
by
"preStop" : {
"exec" : {
"command" : "sleep 3s"
by
"httpGet" : {
"port" : 80,
"host" : "127.xx.xx.l",
"scheme" : "http",
"httpHeaders" : {
"name" : "key",
"value" : "value"
}
by
"tcpSocket" : {
"port" : 888,
"host" : "127.xx.xx.l"

}

by

"SidecarProxyInitResourceLimit" : {
"ResourceCPULimit" : "2000m",
"ResourceMemoryLimit" : "1024Mi"

by

"SidecarProxyInitResourceRequest" : {
"ResourceCPURequest" : "10m",
"ResourceMemoryRequest" : "10Mi"

by

"DiscoverySelectors"

"RateLimit" : {
"EnableGlobalRateLimit" : false

by

"OPAScopeInjection" : {

nn
’

"OPAScopelInjected" : false

}
}l

"Clusters" : "[\"caf089e56dabadc51a8906fed43eal****\", \"c80£45444b3dad47da60a911390c2****\"]",
"ClusterSpec" : "standard",

"OwnerType" : "ackone",

"OwnerId" : "cc3e96£249d124eb38b72718ecS*****"

Error codes

For a list of error codes, visit the API Error Center.

5.7. DescribeServiceMeshKubeconfig

Queries the content of the kubeconfig file of an Alibaba Cloud Service Mesh (ASM) instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.
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Request parameters

Parameter Type
ServiceMeshld String
PrivatelpAddress Boolean

Response parameters

Parameter Type

Kubeconfig String

Requestlid String
Examples

Sample requests

http(s)://[Endpoint]/? Action=DescribeServiceMeshKubeconfig

Specifies whether to query the kubeconfig

Required Example Description
c08ba3fd1e6484b0f
Y The ID of the ASM inst .
es 8ccladsfel0d e ID of the ASM instance
No false file that is used for Internet access or
internal network access.
Example Description

apiVersion: v1 clusters:
- cluster: server:
https://47.110.xx.xx:6
443 certificate-
authority-data:
LSOtLS1CRUdJTIBDRVJU
SUZJQOFURSOtLSOt Ck1)
SURUakNDQWphZ0F3S
U)BZOLVYZBQVy82ejR1a
HIXYKRRANNsV1htSmp)
eFdNdORRWUpLb1pJaH
ZjTKFRRUWKQIFBd1BgR
W5NQThHQT FVRUNoTU
lhROZTWjNwb2IzVXdG
QVIEVIFRSOV3MW hiR2x
pPWVdKaEIHT nNiM1ZrT
VJNdwpFUVIEVIFRREV3c
HJkVOpsY201bGRHVnp
NQOFYRFRJeUTEUXdOek
EXTVRNnd0O1Gb1lEekI3TL
RJd016T XdNRFV4CkOEQ
XdXakErTVNjdOR3WUR
WUVFLRXdob1IXNW5lb
Wh2ZFRBVUJNT [ZCQW9
URFAGc2FXSmhzbuvn
WTJ4dmRXUXgKRXpBU
kinT1ZzCQU1UQ210MVIt
VnlibvVYwWw!IhNd2dnRwW
INQTBHQTNXRTNJYjNEU
UVCQVFVQUEQSUJE****

31d3a0f0-07ed-4f6e-
9004-1804498c****

&ServiceMeshId=c08ba3fdle6484b0f8cclad8fel0d****

&<Common request parameters>

Sample success responses

The content of the kubeconfig file of the cluster.

The ID of the request.
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xML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeServiceMeshKubeconfigResponse>

<RequestId>31d3a0f0-07ed-4£6e-9004-1804498c****</RequestId>

<Kubeconfig>apiVersion: vl clusters: - cluster: server: https://47.110.xx.xx:6443 certific
ate-authority-data: LSOtLS1CRUdAJTiBDRVJUSUZJQOFURSOtLSO0tCk1lJISURUakNDQWphZ0F3SUJBZ01VYzBQVy82ejRlaHlxYk
RRAnNsV1htSmpJeFANdORRWUpLblpJdaHZj TkFRRUWKQ1FBA1BgRWSNQThHQOTFVRUNOTULhROZ1WjNwb2IzVXdGQV1IEV1IFRSOV3MWhi
R2xpWVAKaE1HTnNiM1ZrTVINdwpFUV1EV1IFRREV3cHIkVOpsY201bGRHVNpNQOFYRFRJeU1EUXdOekEXTVRNd01Gb11Eek13T1RJA0
16TXdNREVACkIEQXdXakErTVNjdOR3WURWUVFLRXdob1l1XNW51bWh2ZFRBVUJINT 1 ZCOWIURFAGC2FXSmhZbUVNWT J4dmRXUXgKRXpB
UkJnT1ZCQU1UQ210MV1tVnlibVYwiWlhNd2dnRWINQTBHQINXRINJYJNEUUVCQVEVQUEOSUJE* ***</Kubeconfig>

</DescribeServiceMeshKubeconfigResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" : "31d3a0f0-07ed-4£6e-9004-1804498c****",

"Kubeconfig" : "apiVersion: vl clusters: - cluster: server: https://47.110.xx.xx:6443 certif
icate-authority-data: LSOtLS1CRUdJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSURUakNDQWphZOF3SUJBZ01VYzBQVy82ejRlaHlx
YKRRAnNsV1htSmpJeFANdORRWUpLblpJdaHZj TkFRRUWKQ1FBA1BgRWSNQThHQTFVRUNOTUL1hROZ1WjNwb2IzVXdGQV1EV1IFRSOV3MW
hiR2xpWVdKaE1HTnNiM1ZrTVINdwpFUV1EV1FRREV3cHIkVOpsY201bGRHVNPpNQOFYRFRIJeUIEUXdOekEXTVRNd01Gb11Eek13T1RJT
d016TXdNRFV4CkIEQXdXakErTVN]dOR3WURWUVFLRXdobl1XNW51bWh2ZFRBVUJINT1ZCQWOURFAGC2FXSmhZbUVnWT J4dmRXUXgKRX
PBUkJINT1ZCQU1UQ210MV1tVnlibVYwW1hNd2dnRWINQTBHQ1INXRINJY JNEUUVCQVEVQUEQOSUJE* * * "

}

Error codes

For a list of error codes, visit the API Error Center.

5.8. RevokeKubeconfig

Revokes a kubeconfig file of an Alibaba Cloud Service Mesh (ASM) instance and generates a new kubeconfig file.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform.

Action Strin Yes RevokeKubeconfi
9 9 Set the value to RevokeKubeconfig.

cf08a11940e8c46c4 The ID of the ASM instance for which you

iceMeshl tri Y
serviceMeshid String e 8bc791fcdb3**** want to revoke a kubeconfig file.
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Parameter Type Required Example

PrivatelpAddress Boolean No false

Response parameters

Parameter Example

Type
7CF71C8B-79DD-150F-

Requestid 929E-267C51C5E311

String

apiVersion: v1 clusters:
- cluster: server:
https://121.%*** **:64
43 certificate-
authority-data: *****
name: kubernetes
contexts: - context:
cluster: kubernetes
user: ¥ name:
**ERE current-context:
***R% kind: Config
preferences: {} users: -
name: "¥****" yser:
client-certificate-data:
***k* client-key-data:

*kkkk

Kubeconfig String

Examples

Sample requests

http(s) ://[Endpoint]/?Action=RevokeKubeconfig
&ServiceMeshId=cf08a11940e8c46c48bc791lfcdb3****
&PrivateIpAddress=false

&<Common request parameters>

Sample success responses

xMn  format

HTTP/1.1 200 OK

Content-Type:application/xml

<RevokeKubeconfigResponse>
<RequestId>7CF71C8B-79DD-150F-929E-267C51C5E311</RequestId>
<Kubeconfig>apiVersion: vl clusters: - cluster:

KKK KK

ate-authority-data: name: kubernetes contexts:

EEE

name: ***** current-context:

client-certificate-data: *****

</RevokeKubeconfigResponse>

- context:

****x kind: Config preferences:

Description

Specifies whether to return the kubeconfig
file for private access.

e true :returnsthe kubeconfig file for

private access.
e false :returns the kubeconfig file for

public access.

Description

The ID of the request.

The new kubeconfig file generated.

server: https://121.** ** **:6443 certific
cluster: kubernetes user: "*
{} users: — name: "**xxx" user:

client-key-data: *****</Kubeconfig>
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Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" : "7CF71C8B-79DD-150F-929E-267C51C5E311",

"Kubeconfig" : "apiVersion: vl clusters: - cluster: server: https://121.** ** **:6443 certif
icate-authority-data: ***** name: kubernetes contexts: - context: cluster: kubernetes user:
\ TR\ name: ***** current-context: ***** kind: Config preferences: {} users: - name: \"*****\"
user: client-certificate-data: ***** client-key-data: **xxx"

}

Error codes

For a list of error codes, visit the API Error Center.

5.9. DescribeServiceMeshAdditionalStatus

Queries the check results of an Alibaba Cloud Service Mesh (ASM) instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description

) ) The operation that you want to perform.
. ) DescribeServiceMes P Y P
Action String Yes hadditionalStatus Set the value to
DescribeServiceMeshAdditionalStatus.

' ) €a04bc38979214bf2 )
ServiceMeshld String Yes 882be79d39ha The ID of the ASM instance.

The check mode of the ASM instance. Valid
values:

® normal : checks the Server Load
Balancer (SLB) instances created for
exposing the APl server and Istio Pilot,
audit logs, and the Logtail installation for

CheckMode String No full
clusters on the data plane.

e full : checks control plane logs,
access logs, security groups, and the
elastic IP addresses (EIPs) of the API
server in addition to the check items of
the normal mode.

Response parameters

Parameter Type Example Description

11fd0027-c27e-41bb-

2565-75583054%++* The ID of the request.

Requestld String
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Parameter Type
ClusterStatus Object
ApiServerLoadBal

P! Object
ancerStatus
SLBExistStatus String
SLBBackendServer .

String

NumStatus

PilotLoadBalancer

Object
Status )
SLBExistStatus String
SLBBackEndServer Strin
NumStatus o
AuditProjectStatu )
s String

Example

exist

num_exact

exist

num_exact

exist

Description

The status of the cluster.

The check results of the SLB instances created for
exposing the API server.

The check result of the SLB instance. Valid values:
® exist :TheSLBinstance exists.

® not exist :The SLBinstance does not exist.
® conflict : Conflicts are detected.

® failed : The check fails.

® time out :The checktimes out.

The check result of the number of SLB instances
created for exposing the API server. Valid values:

® too much :Anexcessive number of SLB
instances are created.

® num exact : A proper number of SLB
instances are created.

® too little : The number of SLBinstances
falls short.

The check results of the SLB instances created for
exposing Istio Pilot.

The check result of the SLB instance. Valid values:
® exist :The SLBinstance exists.

® not exist :The SLBinstance does not exist.
® conflict : Conflicts are detected.

® failed : The checkfails.

e time out :The checktimes out.

The check result of the number of SLB instances
created for exposing Istio Pilot. Valid values:

® too much : Anexcessive number of SLB
instances are created.

® num exact : A proper number of SLB
instances are created.

® too little :The number of SLBinstances
falls short.

The check result of the audit logs. Valid values:

® exist : The audit logs exist.

® not exist : The audit logs do not exist.
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Parameter Type

LogtailStatusRec

Ma
ord P
Object
Clusterld String
Logtai .
gtailDetailStatu String
s
AccessLogDash
gbashbo Array
ards
Title String
Url String
ControlPlaneProje .
String
ctStatus
SgStatus String

Example

caeac85a793c94afbbb
0a4bb20320****

exist

audit-
c186a6d9641a24098b5
49****

https://sls.console.aliy
un.com/lognext/projec
t/audit-
c186a6d9641a24098b5
A9XXXXXXXXXXXX/ dashb
oard/mesh

exist

reused

Description

The check results of the Longtail installation for
clusters on the data plane.

The check result of the Logtail installation for the
cluster.

The ID of the cluster on the data plane.

Indicates whether Logtail is installed for the
cluster. Valid values:

e exist: Logtail is installed.

® not exist: Logtail is not installed.

The Log Service dashboard of the audit logs on
the data plane.

The name of the dashboard.

The URL of the dashboard.

The check result of the control plane logs. Valid
values:

® exist : The control plane logs exist.

® not exist :The control plane logs do not
exist.

e failed : The check fails.

® time out :The checktimes out.

Indicates whether the security group is reused.
Valid values:

® reused : The security group is reused.

® not reused : The security group is not
reused.

e failed : The check fails.

® time out :The checktimes out.
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Parameter Type
Api EIP
piServerElPStatu String
s
AccessLogProject
grrojec String

Status

Examples

Sample requests

http(s) ://[Endpoint]/?Action=DescribeServiceMeshAdditionalStatus
&ServiceMeshId=ca04bc38979214bf2882be79d39b4****

&CheckMode=full

&<Common request parameters>

Sample success responses

xML  format

Example

exist

exist

Description

The check result of the EIPs associated with the
API server. Valid values:

: The EIP exists.

not exist : The EIP does not exist.

: The check fails.

time out : The check times out.

The check result of the access logs. Valid values:

: The access logs exist.

not exist : The access logs do not exist.

: The check fails.

time out : The check times out.
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HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeServiceMeshAdditionalStatusResponse>
<RequestId>11£d0027-c27e-41bb-a565-75583054****</RequestId>
<ClusterStatus>
<ApiServerLoadBalancerStatus>
<SLBExistStatus>exist</SLBExistStatus>
<SLBBackEndServerNumStatus>num exact</SLBBackEndServerNumStatus>
</ApiServerLoadBalancerStatus>
<PilotLoadBalancerStatus>
<SLBExistStatus>exist</SLBExistStatus>
<SLBBackEndServerNumStatus>num exact</SLBBackEndServerNumStatus>
</PilotLoadBalancerStatus>
<AuditProjectStatus>exist</AuditProjectStatus>
<LogtailStatusRecord>
<key>
<ClusterId>c186a6d9641a24098b549xxxxxxxxxxxx</ClusterId>
<LogtailDetailStatus>exist</LogtailDetailStatus>
<AccessLogDashboards>
<Title>audit-c186a6d9641a24098b549****</Title>
<Url>https://sls.console.aliyun.com/lognext/project/audit-c186a6d9641a24098b549xxx
xxxxxxxxx/dashboard/mesh</Url>
</AccessLogDashboards>
</key>
</LogtailStatusRecord>
<ControlPlaneProjectStatus>exist</ControlPlaneProjectStatus>
<SgStatus>reused</SgStatus>
<ApiServerEIPStatus>exist</ApiServerEIPStatus>
<AccessLogProjectStatus>exist</AccessLogProjectStatus>
</ClusterStatus>

</DescribeServiceMeshAdditionalStatusResponse>

Jgson format
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HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" : "11£d0027-c27e-41bb-a565-75583054****",
"ClusterStatus" : {
"ApiServerLoadBalancerStatus" : {
"SLBExistStatus" : "exist",
"SLBBackEndServerNumStatus" : "num exact"
by

"PilotLoadBalancerStatus" : {

"SLBExistStatus" : "exist",
"SLBBackEndServerNumStatus" : "num exact"
by
"AuditProjectStatus" : "exist",
"LogtailStatusRecord" : ({
"key" : {
"ClusterId" : "cl86a6d9641a24098b549xXXXXXXXXXXX",
"LogtailDetailStatus" : "exist",
"AccessLogDashboards" : [ {
"Title" : "audit-cl86a6d9641a24098b549****",
"Url" : "https://sls.console.aliyun.com/lognext/project/audit-c186a6d9641a24098b54 IXRXKXXXKXKKX

xxx/dashboard/mesh"
bl
}
by
"ControlPlaneProjectStatus" : "exist",
"SgStatus" : "reused",
"ApiServerEIPStatus" : "exist",
"AccessLogProjectStatus" : "exist"

Error codes

For a list of error codes, visit the API Error Center.

5.10. DescribeVersions

Queries available Alibaba Cloud Service Mesh (ASM) versions when you create an ASM instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for

different SDKs.

Request parameters

Parameter Type Required Example

Action String Yes DescribeVersions

Response parameters

The operation that you want to perform.
Set the value to DescribeVersions.
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Parameter Type Example
Requestld Strin BD65COAD-D3C6-48D3-
q 9 8D93-38D2015C****
A f
Versioninfo rray °
Versioninfo
Edition String Default
. ) v1.10.5.40-g2adf45be-
Versions Array of String A
aliyun
Examples

Sample requests

http(s) ://[Endpoint]/?Action=DescribeVersions

&<Common request parameters>

Sample success responses
xvL  format
HTTP/1.1 200 OK

Content-Type:application/xml
<DescribeVersionsResponse>

Description

The ID of the request.

The available ASM versions.

The edition of the ASM instance. Valid values:
® Default : Standard Edition

L4 Pro

Edition)

: Commercial Edition (Professional

The ASM versions available for the ASM instance of
the current edition.

<RequestId>BD65COAD-D3C6-48D3-8D93-38D2015C****</RequestId>

<VersionInfo>
<Edition>Default</Edition>
<Versions>v1.10.5.40-g2adf45be-aliyun</Versions>
</VersionInfo>

</DescribeVersionsResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" "BD65COAD-D3C6-48D3-8D93-38D2015C****",
"VersionInfo" : {

"Edition" "Default",

"Versions" "v1.10.5.40-g2adf45be-aliyun"

Error codes

For a list of error codes, visit the API Error Center.
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6.1. DescribeNodeslinstanceType

Queries the instance types of nodes on the data plane and whether the instance types support Multi-Buffer

acceleration.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for

different SDKs.

Request parameters

Parameter Type
Action String
ServiceMeshlid String

Response parameters

Parameter Type
InstanceTypes Array of

P instanceType
NodeType String

MultiBufferenable

d Boolean
Requestlid String
Examples

Sample requests

Required Example

Yes

Yes

DescribeNodesInsta

nceType

Description

The operation that you want to perform.
Set the value to
DescribeNodesinstanceType.

cb8963379255149¢c The ID of the Alibaba Cloud Service Mesh
b98c8686f274x**** (ASM) instance.

Example

ecs.g7.xlarge

true

BD65COAD-D3C6-48D3-
8D93-38D20715C****

http(s) ://[Endpoint]/?Action=DescribeNodesInstanceType
&ServiceMeshId=cb8963379255149¢cb98c8686£274x****

&Common request parameters

Sample success responses

Description

The instance types of the nodes.

The instance type of the node.

Indicates whether the instance type supports
Multi-Buffer acceleration. Valid values:

® true : Theinstance type supports Multi-
Buffer acceleration.

® false : Theinstance type does not support
Multi-Buffer acceleration.

The ID of the request.
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Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{
"InstanceTypes" : [ {
"NodeType" : "ecs.g7.xlarge",
"MultiBufferEnabled" : true

1y
"RequestId" : "BD65COAD-D3C6-48D3-8D93-38D2015C****"

Error codes

Http status

Error code Error message
code

500 ERR500 An internal server error occurred.

For a list of error codes, visit the API Error Center.

6.2. DescribeCCMVersion

Queries the versions of the Cloud Controller Manager (CCM) component.

Debugging

Description

The error message returned because
an internal server error occurred.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for

different SDKSs.

Request parameters

Parameter Type Required Example
Action String Yes DescribeCCMVersion
c08ba3fd1e6484b0f
ServiceMeshlid Stri Y
ervicetties ring e 8cclad8fe10d****

Response parameters

Description

The operation that you want to perform.
Set the value to DescribeCCMVersion.

The ID of the Alibaba Cloud Service Mesh
(ASM) instance.

Parameter Type Example Description

The versions of the CCM component in all clusters

CCMVersions Map

on the data plane.

The version information about the CCM

Object

component.
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Parameter Type Example Description

The status of the query. Valid values:

® time out :The querytimes out.

QueryState String time_out e failed :The query fails.

® Empty string : The queryis successful.

Version String v2.0.1 The version of the CCM component.

Indicates whether the CCM component supports
graceful disconnection of the Server Load Balancer
(SLB) instance. Valid values:

SLBGracefulDrainS :
u I Boolean true ® true :The CCMcomponent supports

upport graceful disconnection of the SLB instance.

® false :The CCM component does not

support graceful disconnection of the SLB
instance.

cfbb81b9b51a44b2993

Clusterld String AORXKXXKXKXXKXXXX

The ID of the cluster instance on the data plane.

The additional information that is returned when
Message String timeout error the query fails. This parameter is empty if the
query is successful.

BD65COAD-D3C6-48D3-

RequestId string 8D93-38D2015C****

The ID of the request.

Examples

Sample requests

http(s) ://[Endpoint]/?Action=DescribeCCMVersion
&ServiceMeshId=c08ba3fdle6484b0f8cclad8fel0d****

&Common request parameters

Sample success responses

xML  format
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HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeCCMVersionResponse>
<CCMVersions>
<key>
<QueryState>time_out</QueryState>
<Version>v2.0.1</Version>
<SLBGracefulDrainSupport>true</SLBGracefulDrainSupport>
<ClusterId>cfbb81b9b51a44b299349xxxxxxxxxxxx</ClusterId>
<Message>timeout error</Message>
</key>
</CCMVersions>
<RequestId>BD65COAD-D3C6-48D3-8D93-38D2015C****</RequestId>

</DescribeCCMVersionResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{

"CCMVersions" : {
"key" : |
"QueryState" : "time out",
"Version" : "v2.0.1",

"SLBGracefulDrainSupport" : true,

"ClusterId" : "cfbb81b9551a44b299349xXxXXXXXXXXXXX",
"Message" : "timeout error"
}
by
"RequestId" : "BD65COAD-D3C6-48D3-8D93-38D2015C****"

Error codes

Http status

Error code Error message Description
code

The error message returned because

503 ERR404 Not found
no data is found.

For a list of error codes, visit the API Error Center.

6.3. ReActivateAudit

Recreates a project that is used to store audit logs.

Before you call this operation, make sure that you understand the billing methods of Log Service. For more
information, visit the pricing page.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters
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Parameter Type Required Example Description

The operation that you want to perform.

Action Strin Yes ReActivateAudit . .
9 Set the value to ReActivateAudit.

) . c5bf9eb05c4424b89 The ID of the Alibaba Cloud Service Mesh
ServiceMeshlid String Yes

985d6536a809**** (ASM) instance.
Specifies whether to recreate a project that
is used to store audit logs. Valid values:
EnableAudit Boolean No true

® true: recreates a project.

e false: does not recreate a project.

Response param eters
Parameter Type Example Description

17163CE9-CE4B-1B87-

Ry tid Stri The ID of th t.
eques ring 9185-1A1 ADTET**+* e ID of the reques
k8s-log- ) )
The name of the project that is used to store
Data String c0703599f695f4b8falc audit loas proJ
6492a33af **** 9
Examples

Sample requests

http (s) ://[Endpoint]/?Action=ReActivateAudit
&ServiceMeshId=c5bf9eb05c4424b89985d6536a809* ***
&EnableAudit=true

&<Common request parameters>

Sample success responses

xMn  format

HTTP/1.1 200 OK

Content-Type:application/xml

<ReActivateAuditResponse>
<RequestId>17163CE9-CE4B-1B87-9185-1A1ADTE7****</RequestId>
<Data>k8s-1og-c0703599£695f4b8falc6492a33af****</Data>

</ReActivateAuditResponse>

Jgson format

HTTP/1.1 200 OK

Content-Type:application/json

{
"RequestId" : "17163CE9-CE4B-1B87-9185-1A1ADTET7****",
"Data" : "k8s-1log-c0703599f695f4b8falc6492a33af**x**"

Error codes
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For a list of error codes, visit the API Error Center.

6.4. RunDiagnosis

Diagnoses an Alibaba Cloud Service Mesh (ASM) instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform.

Action Strin Yes RunDiagnosis . .
o 9 Set the value to RunDiagnosis.
c08ba3fd1e6484b0f
iceMeshl i Y The ID of the ASM i .
ServiceMeshld String es 8ccladsfel0d e ID of the ASM instance

Response parameters
Parameter Type Example Description

777434B6-D296-5097-
R tid Stri The ID of th t.
eques rng AC09-1DFFDDDOXXXX €10 of the reques

The status of the diagnostics. Valid values:

e failed : The diagnostics of the ASM
instance fails.
Result String done e done :The diagnostics of the ASM instance
is complete.
® inprogress :The ASM instance is being
diagnosed.

Examples
Sample requests

http(s) ://[Endpoint]/?Action=RunDiagnosis
&ServiceMeshId=c08ba3fdle6484b0f8cclad8feld****

&<Common request parameters>

Sample success responses

xun  format

HTTP/1.1 200 OK

Content-Type:application/xml

<RunDiagnosisResponse>
<RequestId>777434B6-D296-5097-AC09-1DFFDDDOXXXX</RequestId>
<Result>done</Result>

</RunDiagnosisResponse>
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Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" : "777434B6-D296-5097-AC09-1DFFDDDOXXXX",

"Result" : "done"

Error codes

HTTP status

Error code Error message
code

404 ERR404 Not found

For a list of error codes, visit the API Error Center.

6.5. GetCaCert

Obtains a certificate issued by a certificate authority (CA).

Debugging

Description

The error message returned because
the requested resource does not
exist.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for

different SDKs.

Request parameters

Parameter Type Required Example

Action String Yes GetCaCert

Description

The operation that you want to perform.
Set the value to GetCacCert.

€7894c929677643a5 The ID of the Alibaba Cloud Service Mesh

ServiceMeshid String Yes

Response parameters
Parameter Type Example

E0496204-7586-5B4C-

Requestld string B364-2361CCOED****

————— BEGIN CERTIFICATE-

\nMIIFszCCA5ugAwIBAg
CaCert String IDM/10MAO0GCSqGSIb3D
QEBCWUAME427zhT4HD

LCCEW****--——-END
CERTIFICATE-----\n

Examples

bfe1a732d778a**** (ASM) instance.

Description

The ID of the request.

The Base64-encoded content of the CA certificate.
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Sample requests

http(s) ://[Endpoint]/?Action=GetCaCert
&ServiceMeshId=c7894c929677643a5bfela732d778a****

&Common request parameters

Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<GetCaCertResponse>
<RequestId>E0496204-7586-5B4C-B364-2361CCOED****</RequestId>
<CaCert>--———-— BEGIN CERTIFICATE--—-—--— \nMIIFszCCA5ugAwIBAgIDM/10MAOGCSqGSIb3DQEBCWUAME427zhT4HDLCCEW*

</GetCaCertResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" : "E0496204-7586-5B4C-B364-2361CCOED****",
"CaCert" : "----—- BEGIN CERTIFICATE----- \\nMIIFszCCA5ugAwIBAgIDM/10MAOGCSQGSIb3DQEBCWUAME427zhT4HDLCC
EWx***————— END CERTIFICATE----- \\n"

}

Error codes

For a list of error codes, visit the API Error Center.
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7.Permission management

7.1. GrantUserPermissions

Modifies role-based access control (RBAC) permissions.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for

different SDKs.

Request parameters

Parameter Type

Action String
SubAccountUserld String
Permissions String

Response parameters

Required

Yes

Yes

No

Example

GrantUserPermissio
ns

27852573609480***

*

[{"IsCustom":true,"R
oleName":"istio-
ops","Cluster":"c57
b848115458460583
a4260ch713****" "R
oleType":"custom",
"IsRamRole":false},
{"IsCustom":true,"R
oleName":"istio-
ops","Cluster":"cdec
191f4e12145c09286
ea3e2b8f****" "Role
Type":"custom","IsR
amRole":false}]

Description

The operation that you want to perform.
Set the value to GrantUserPermissions.

The ID of the RAM user or RAM role.

The permissions that are granted to an
entity. The content is a string that consists
of JSON arrays. You must specify all
permissions that you want to grant to an
entity. You can add or remove permissions
by modifying the content. Field definition of
the sample code:

® TIsCustom : aparameterthat is
required by the system. Set the value to

true

® Cluster :theID of the Alibaba Cloud
Service Mesh (ASM) instance.

® RoleName : the name of the
permissions. Valid values:
, istio-ops ,and
vy . Avalue of istio-admin indicates the
permissions of ASM administrators. A
value of istio-ops indicates the
permissions of ASM restricted users. A
value of istio-readonly indicates the read-
only permissions.

istio-admin

istio-readonl

e TIsRamRole : the entity to which you
want to grant the permissions. To grant
the permissions to a RAM role, set the

valueto true . Otherwise, set the

valueto false
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Parameter Type
Requestld String
Examples

Sample requests

Example

5A7C9E37-C171-584F-
9A99-869B48C4****

http(s)://[Endpoint]/?Action=GrantUserPermissions

&SubAccountUserId=27852573609480****

Description

The ID of the request.

&Permissions=[{"IsCustom":true, "RoleName":"istio-ops", "Cluster":"c57b848115458460583a4260chb713****" "R

oleType":"custom", "IsRamRole":false}, {"IsCustom":true, "RoleName":"istio-ops", "Cluster":"c4ecl91f4el214

5c09286ea3e2b8f****" "RoleType":"custom", "IsRamRole":false}]
&<Common request parameters>

Sample responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml

<GrantUserPermissionsResponse>

<RequestId>5A7CIE37-C171-584F-9A99-869B48C4****</RequestId>

</GrantUserPermissionsResponse>

Json format

HTTP/1.1 200 OK

Content-Type:application/json

{

"RequestId" : "S5A7CI9E37-C1l71-584F-9A99-869B48C4****"

Error codes

For a list of error codes, visit the API Error Center.

7.2. DescribeUserPermissions

SubAccountUserld String
Permissions Array
IsOwner String
IsRamRole String
Ownerld String
Parentld String
Resourceld String

sub_account

true

true

c08ba3fd1e6484b0f8cc
Tadsfe10d****
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ResourceType String
RoleName String
RoleType String
Requestld String

cluster

istio-admin

custom

b929cfc6-7735-489a-
9c96-670c4cf3****

http(s)://[Endpoint]/? Action=DescribeUserPermissions

<RequestId>b929cfc6-7735-489a-9c96-670c4cE3****</RequestId>

<Permissions>
<ParentId>1</ParentId>

<RoleName>istio-admin</RoleName>

<OwnerId>2</OwnerId>

<Resourceld>c08ba3fdle6484b0f8cclad8fel0d****</Resourceld>

<RoleType>custom</RoleType>

<ResourceType>cluster</ResourceType>

<IsOwner>true</IsOwner>
<IsRamRole>true</IsRamRole>

</Permissions>

"RequestId": "b929cfc6-7735-489a-9c96-670c4cf3****",

"Permissions": {
"ParentId": 1,
"RoleName":
"OwnerId": 2,

"istio-admin",

"ResourceId": "c08ba3fdle6484b0f8cclad8felQd****",

"RoleType": "custom",
"ResourceType":
"IsOwner": true,

"IsRamRole": true

"cluster",

7.3. DescribeUsersWithPermissions

Queries the IDs of all RAM users or RAM roles to which a Role-based Access Control (RBAC) role is assigned.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for

different SDKs.
Request parameters

Parameter Type

Required

Example Description
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Parameter Type Required Example
. . DescribeUserswWithP
Action String Yes .
ermissions
UserType String Yes SubUser

Response parameters

Description

The operation that you want to perform.
Set the value to
DescribeUsersWithPermissions.

Specifies whether to query the IDs of all
RAM users or RAM roles to which an RBAC
role is assigned. Valid values:

®  SubUser : Querythe IDs of all RAM

users to which an RBAC role is assigned.

® RamRole : Query the IDs of all RAM

roles to which an RBAC role is assigned.

Parameter Type Example Description

12B94024-C241-13CD-

The ID of the request.

The IDs of the RAM users or RAM roles to which an

Requestid String BAA4-6106DET *++*
UiDs Array of String 2940213405997****
Examples

Sample requests

http(s) ://[Endpoint]/?Action=DescribeUsersWithPermissions
&UserType=SubUser
&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK

Content-Type:application/xml

<DescribeUsersWithPermissionsResponse>
<RequestId>12B94024-C241-13CD-BA44-6106DF1*****</RequestId>
<UIDs>2940213405997*****</UIDs>

</DescribeUsersWithPermissionsResponse>

Jgson format

HTTP/1.1 200 OK

Content-Type:application/json

{
"RequestId" : "12B94024-C241-13CD-BA44-6106DF1**x*x*x",
"UIDs" : "2940213405997*****"

RBAC role is assigned.
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Error codes

For a list of error codes, visit the API Error Center.
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8.Mesh Resources
8.1. UpdateMeshCRAggregation

Specifies whether to enable the Kubernetes APIto access Istio resources on the data plane.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform.

UpdateMeshCRA
Action String Yes epataioi > agr Set the value to
9 UpdateMeshCRAggregation.
) . c08ba3fd1e6484b0f The ID of the Alibaba Cloud Service Mesh
ServiceMeshlid String Yes

8cclad8fe10d**** (ASM) instance.

Specifies whether to enable the Kubernetes
API to access Istio resources in the ASM
instance. Valid values:

e true : specifiesto enable the
Enabled Boolean No true Kubernetes APIto access Istio resources
in the ASM instance.

e false : specifies not to enable the
Kubernetes APl to access Istio resources
in the ASM instance.

The number of CPU cores that are requested
by the components installed in the
Container Service for Kubernetes (ACK)
cluster on the data plane if you enable the
Kubernetes APl to access Istio resources in
the ASM instance. You can represent the
parameter value in the standard
representation form of CPUs in Kubernetes.

CPURequirement String No 1

The size of the memory that is requested by
the components installed in the ACK cluster
on the data plane if you enable the
Kubernetes APl to access Istio resources in
the ASM instance. You can represent the
String No 500Mi parameter value in the standard
representation form of memory in
Kubernetes. 1 Mi equals 1,024 KB.

MemoryRequiremen
t
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Parameter Type Required Example
CPULImit String No 1
MemoryLimit String No 500Mi

Response parameters

Description

The maximum number of CPU cores that are
available for the components installed in
the ACK cluster on the data plane if you
enable the Kubernetes API to access Istio
resources in the ASM instance. You can
represent the parameter value in the
standard representation form of CPUs in
Kubernetes.

The maximum size of the memory that is
available for the components installed in
the ACK cluster on the data plane if you
enable the Kubernetes APIto access Istio
resources in the ASM instance. You can
represent the parameter value in the
standard representation form of memory in
Kubernetes. 1 Mi equals 1,024 KB.

Parameter Type Example Description

BD65COAD-D3C6-48D3-

Requestld String 8D93-38D2075CH**

Examples
Sample requests

http (s) ://[Endpoint]/?Action=UpdateMeshCRAggregation
&ServiceMeshId=c08ba3fdle6484b0f8cclad8fel0d****
&Enabled=true

&CPURequirement=1

&MemoryRequirement=500Mi

&CPULimit=1

&MemoryLimit=500Mi

&<Common request parameters>

Sample responses

xur,  format

HTTP/1.1 200 OK

Content-Type:application/xml

<UpdateMeshCRAggregationResponse>
<RequestId>BD65COAD-D3C6-48D3-8D93-38D2015C****</RequestId>

</UpdateMeshCRAggregationResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" : "BD65COAD-D3C6-48D3-8D93-38D2015C****"

The ID of the request.
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Error codes
For a list of error codes, visit the API Error Center.
Queries the vSwitches that are deployed in a specified virtual private cloud (VPC) in a region.
Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.
Request para meters
Parameter Type Required Example Description
. . ) ) The operation that you want to perform.
Action String ves Describevswitches Set the value to DescribeVSwitches.
Regionld String Yes cn-hangzhou The region ID.
vpc-
Vpcld String Yes bp17gig441u0msm VPC ID
d78****
Response para meters
Parameter Type Example Description
The total number of entries returned. By default,
TotalCount Integer 10 . .
this parameter is not returned.
. BD65COAD-D3C6-48D3-
Requestid String 8D93-38D2015C+* The ID of the request.
The token that marks the end of the current
NextToken String " returned page. If this parameter is empty, it
indicates that you have retrieved all the data.
The maximum number of entries returned on a
MaxResults Integer 10 )
single page.
. Array of ) ) .
VSwitches } The list of the queried vSwitches.
VSwitches
vpc-
Vpcld String bp17gig44TuOmsmde6* The ID of the VPC in which the vSwitch is deployed.
. ) VSW- .
VSwitchid String bp1924p9no0igira6**** The ID of the vSwitch.
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Parameter Type

Status String

IsDef ault Boolean

VSwitchName String
Examples

Sample requests

http(s) ://[Endpoint]/?Action=DescribeVSwitches

&RegionId=cn-hangzhou

&VpcId=vpc-bpl7gig441luOmsmd78****
&<Common request parameters>

Sample success responses

xur,  format

HTTP/1.1 200 OK

Content-Type:application/xml

<DescribeVSwitchesResponse>

<TotalCount>10</TotalCount>

Example

Available

false

vsw-test

Description

The status of the vSwitch. Valid values:
® pending : The vSwitchis being configured.

® Available : The vSwitchis available for use.

Indicates whether the vSwitch is the default
vSwitch. Valid values:

L4 true :yes

L4 false :no

The name of the vSwitch.

<RequestId>BD65COAD-D3C6-48D3-8D93-38D2015C****</RequestId>

<NextToken>""</NextToken>
<MaxResults>10</MaxResults>

<VSwitches>

<VpcId>vpc-bpl7gigd4lulmsmd6* ***</VpcId>
<VSwitchId>vsw-bplg24p9no0igird6****</VSwitchId>
<Status>Available</Status>
<IsDefault>false</IsDefault>

<VSwitchName>vsw-test</VSwitchName>

</VSwitches>

</DescribeVSwitchesResponse>

Jgson format
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HTTP/1.1 200 OK

Content-Type:application/json

{

"TotalCount" : 10,
"RequestId" : "BD65COAD-D3C6-48D3-8D93-38D2015C****",
"NextToken" : """",
"MaxResults" : 10,
"VSwitches" : {
"VpcId" : "vpc-bpl7gig44lulmsmde****",
"VSwitchId" : "vsw-bplg24p9no0igirde****",
"Status" : "Available",
"IsDefault" : false,
"VSwitchName" : "vsw-test"

Error codes

For a list of error codes, visit the API Error Center.

8.3. DescribeVpcs

Queries the virtual private clouds (VPCs) that are available in a specified region.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for

different SDKs.

Request parameters

Parameter Type
Action String
Regionld String

Response parameters

Parameter Type
TotalCount Integer
Requestld String
NextToken String

Required Example
Yes DescribeVpcs
Yes cn-hangzhou
Example
10

BD65COAD-D3C6-48D3-
8D93-38D2015C****

Description

The operation that you want to perform.
Set the value to DescribeVpcs.

The region ID.

Description

The total number of entries returned. By default,
this parameter is not returned.

The ID of the request.

The token that marks the end of the current
returned page. If this parameter is empty, it
indicates that you have retrieved all the data.
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Parameter Type Example Description

The maximum number of entries returned on a

MaxResults Integer 10 )
single page.
The list of VPCs that are available in the specified
Vpcs Array of Vpcs ;
region.
vpc-
Vpcld String bp1gkf203xmqc2519** The ID of the VPC.
*%
VpcName String vpc-test The name of the VPC.
The status of the VPC. Valid values:
Status String Available ® pending : The VPCis being configured.
® Available : The VPCis available for use.
Indicates whether the VPC is the default VPC in the
specified region. Valid values:
IsDef ault Boolean false
L4 true :@yes
L4 false :no
Examples

Sample requests

http(s) ://[Endpoint]/?Action=DescribeVpcs
&RegionId=cn-hangzhou

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeVpcsResponse>
<TotalCount>10</TotalCount>
<RequestId>BD65COAD-D3C6-48D3-8D93-38D2015C****</RequestId>
<NextToken>""</NextToken>
<MaxResults>10</MaxResults>
<Vpcs>
<VpcId>vpc-bplgkf203xmgc2519****</VpcId>
<VpcName>vpc-test</VpcName>
<Status>Available</Status>
<IsDefault>false</IsDefault>
</Vpcs>
</DescribeVpcsResponse>

Jgson format
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HTTP/1.1 200 OK
Content-Type:application/json
{

"TotalCount" : 10,
"RequestId" : "BD65COAD-D3C6-48D3-8D93-38D2015C****",
"NextToken" : "\"\"",
"MaxResults" : 10,
"Vpcs" : {
"VpcId" : "vpc-bplgkf2o3xmgc2519**x*",
"VpcName" : "vpc-test",
"Status" : "Available",
"IsDefault" : false

Error codes

For a list of error codes, visit the API Error Center.

8.4. DescribeCens

Queries the Kubernetes clusters that are deployed in different virtual private clouds (VPCs) and are not connected
by using a Cloud Enterprise Network (CEN) instance among all the Kubernetes clusters that are added to an Alibaba
Cloud Service Mesh (ASM) instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform.

Action Strin Yes DescribeCens .
9 Set the value to DescribeCens.
. . ce134b0727aa2492 .
ServiceMeshlid String No db69f6c3880e7 The ID of the ASM instance.

Response parameters

Parameter Type Example Description

Requestid String :g:g_cg?:gz_gfggiém_ The ID of the request.

Clusters Array of String Eii?gggj;;?iﬁub%a The IDs of the queried Kubernetes clusters.
Examples

Sample requests
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http(s) ://[Endpoint]/?Action=DescribeCens
&ServiceMeshId=cel34b0727aa2492db69£6c3880el****

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK

Content-Type:application/xml

<DescribeCensResponse>
<RequestId>BD65COAD-D3C6-48D3-8D93-38D2015C****</RequestId>
<Clusters>c584d805c7bd442b8bac421£9849f*****</Clusters>

</DescribeCensResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json

{
"RequestId" : "BD65COAD-D3C6-48D3-8D93-38D2015C****",
"Clusters" : "c584d805c7bd442b8bacd21£9849fx**x*x"

Error codes

For a list of error codes, visit the API Error Center.

8.5. DescribeCrTemplates

Queries the common YAML templates for a specified type of Istio resource in Alibaba Cloud Service Mesh (ASM).

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description

DescribeCrTemplate The operation that you want to perform.

Action Strin Yes
9 s Set the value to DescribeCrTemplates.

v1.9.7.31-
IstioVersion Strin Yes . The Istio version used in ASM.
9 g24cdcb43-aliyun
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Parameter Type

Kind String

Response parameters

Parameter Type
Requestlid String
remnes AT
ChineseName String
EnglishName String

Required Example

Yes VirtualService

Example

74E97AE2-2900-55C1-
A069-C3CTEA*****

HTTPERLEEH

HTTP basic routing

Description

The type of Istio resource whose common
YAML templates you want to query. Valid
values:

e AuthorizationPolicy

e RequestAuthentication

® PeerAuthentication

e WorkloadGroup

e WorkloadEntry

® Sidecar

e EnvoyFilter

® ServiceEntry

® Gateway

® DestinationRule

e VirtualService

Description

The ID of the request.

The common YAML templates for the specified
type of Istio resource.

The Chinese name of the YAML template.

The English name of the YAML template.
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Parameter Type Example Description

apivVersion:
networking.istio.io/vib
etal\nkind:
VirtualService\nmetada
ta:\n name: reviews-
route # Name for this
VirtualService.\nspec:\
n hosts:\n -
reviews.prod.svc.cluste
r.local # Service that
this VirtualSerivce
belongs to. \n http:\n
- name: \"reviews-
route\" # Name for the
route.\n route:\n -
destination: # Uniquely
identifies the instances
of a service to which
all traffic should be
forwarded to.\n host:
reviews.prod.svc.cluste
r.local # The name of a
service from the
service registry or
ServiceEntry.\n port:\n
number: 8080"

Yaml String The content in the YAML template.

Examples

Sample requests

http(s) ://[Endpoint]/?Action=DescribeCrTemplates
&IstioVersion=v1.9.7.31-g24cdcb43-aliyun
&Kind=VirtualService

&<Common request parameters>

Sample success responses

xMn  format

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeCrTemplatesResponse>
<RequestId>74E97AE2-2900-55C1-A069-C3CLlEA*****</RequestId>
<Templates>
<ChineseName>HTTPEMiEE M </ChineseName>
<EnglishName>HTTP basic routing</EnglishName>

<Yaml>apiVersion: networking.istio.io/vlbetal\nkind: VirtualService\nmetadata:\n name: review

s-route # Name for this VirtualService.\nspec:\n hosts:\n - reviews.prod.svc.cluster.local # Service
that this VirtualSerivce belongs to. \n http:\n - name: \"reviews-route\" # Name for the route.\n
route:\n - destination: # Uniquely identifies the instances of a service to which all traffic shoul
d be forwarded to.\n host: reviews.prod.svc.cluster.local # The name of a service from the serv
ice registry or ServiceEntry.\n port:\n number: 8080"</Yaml>

</Templates>

</DescribeCrTemplatesResponse>

Jgson format
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HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" : "74E97AE2-2900-55C1-A069-C3ClEA***x*",
"Templates" : {

"ChineseName" : "HTTPEHRKEKHA",

"EnglishName" : "HTTP basic routing",

"Yaml" : "apiVersion: networking.istio.io/vlbetall\nkind: VirtualService\\nmetadata:\\n name: rev
iews-route # Name for this VirtualService.\\nspec:\\n hosts:\\n - reviews.prod.svc.cluster.local # S
ervice that this VirtualSerivce belongs to. \\n http:\\n - name: \\\"reviews-route\\\" # Name for th
e route.\\n route:\\n — destination: # Uniquely identifies the instances of a service to which a
11 traffic should be forwarded to.\\n host: reviews.prod.svc.cluster.local # The name of a serv
ice from the service registry or ServiceEntry.\\n port:\\n number: 8080\""

}

Error codes

HTTP status

Error code Error message Description
code
The error message returned because
404 ERR404 Not found the requested resource does not

exist.

For a list of error codes, visit the API Error Center.

8.6. DescribeEipResources

Queries elastic IP addresses (EIPs).

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description

DescribeEipResource The operation that you want to perform.

hetien g ves S Set the value to DescribeEipResources.
ServiceMeshid String No Egiigg;;?gfﬂiﬁf The ID of the ASM instance.

PageNum Integer No 1 l:ligzuTber of the page to return. Default
PageSize Integer No 50 The number of entries to return on each

page.

Response parameters
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Parameter Type Example Description

BD65COAD-D3C6-48D3-

Requestld String 8D93-38D207 50+

The ID of the request.

EipList Array of eipList The EIPs.

IpAddress String 120.XX.XX.112 The IP address of the EIP.

The status of the EIP. Valid values:

® Associating : The EIPis being associated
with a resource.

® Unassociating : The EIPis being

Status String InUse
disassociated from a resource.
® TInUse : TheElIPis associated with a
resource.
® Available : TheEIPis available.
) . eip-
Allocationld String The ID of the EIP.

2zeerraiwb7ujxscd****

The type of the resource that is associated with
the EIP. Valid values:

® EcsInstance : anECS instance in aVPC

® SlbInstance : aServer Load Balancer (SLB)
instance in a VPC

InstanceType String Slbinstance ® Nat :aNAT gateway

® Havip : ahigh-availability virtual IP address
(HAVIP)

® NetworkInterface : asecondary elastic
network interface (ENI)

Default value: EcsInstance

PageResult Object The pagination information.

TotalCount Integer 10 The number of entries returned.

PageNumber Integer 1 The page number of the returned page.

PageSize Integer 10 The number of entries returned per page.
Examples

Sample requests
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http(s) ://[Endpoint]/?Action=DescribeEipResources
&ServiceMeshId=cb8963379255149cb98c8686£274x****
&PageNum=1

&PageSize=50

&<Common request parameters>

Sample success responses

xMn  format

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeEipResourcesResponse>
<RequestId>BD65COAD-D3C6-48D3-8D93-38D2015C****</RequestId>
<EipList>
<IpAddress>120.xx.xx.112</IpAddress>
<Status>InUse</Status>
<AllocationId>eip-2zeerraiwb7ujxscd****</AllocationId>
<InstanceType>SlbInstance</InstanceType>
</EipList>
<PageResult>
<TotalCount>10</TotalCount>
<PageNumber>1</PageNumber>
<PageSize>10</PageSize>
</PageResult>

</DescribeEipResourcesResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" : "BD65COAD-D3C6-48D3-8D93-38D2015C****",
"EipList" : {
"IpAddress" : "120.xx.xx.112",
"Status" : "InUse",
"AllocationId" : "eip-2zeerraiwb7ujxscd****",
"InstanceType" : "SlbInstance"
by
"PageResult" : {

"TotalCount" : 10,
"PageNumber" : 1,
"PageSize" : 10

Error codes

HTTP status

Error code Error message Description
code

The error message returned because

500 ERR500 An internal server error occurred. .
a backend service error has occurred.

For a list of error codes, visit the API Error Center.

8.7. ModifyApiServerEipResource
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Disassociates an elastic IP address (EIP) from an APl server or associates an EIP with an APl server.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for

different SDKs.

Request parameters

Parameter Type Required Example
Action String Yes ModifyApiServerEipR
esource
) ) ch8963379255149c¢
ServiceMeshld String No bOBCB636f 274X+
Operation String No BindEip
eip-
ApiServerEipld String No bpTadu9jegmxnaoq
*kkk
Response para meters
Parameter Type Example
Requestld Strin BD65COAD-D3C6-48D3-
q ° 8D93-38D2015CH***
Examples

Sample requests

http (s) ://[Endpoint]/?Action=ModifyApiServerEipResource
&ServiceMeshId=cb8963379255149cb98c8686£274x****
&Operation=BindEip
&ApiServerEipId=eip-bpladu9jegmxnaog****

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK

Content-Type:application/xml

<ModifyApiServerEipResourceResponse>
<RequestId>BD65COAD-D3C6-48D3-8D93-38D2015C****</RequestId>

</ModifyApiServerEipResourceResponse>

Description

The operation that you want to perform.
Set the value to
ModifyApiServerEipResource.

The ID of the Alibaba Cloud Service Mesh
(ASM) instance.

The type of the operation. Valid values:

® UnBindEip : disassociates an EIP from

the API server.
e BindEip : associates an EIP with the

APl server.

The ID of the EIP.

Description

The ID of the request.
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Jgson format

HTTP/1.1 200 OK

Content-Type:application/json
{

"RequestId" : "BD65COAD-D3C6-48D3-8D93-38D2015C****"

Error codes

HTTP status

Error code Error message Description
code

. The error message returned because
500 ERR500 An internal server error occurred. Ag
a backend service error has occurred.

For a list of error codes, visit the API Error Center.
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9.Sidecar Management
9.1. DescribeServiceMeshProxyStatus

Queries the status of proxies on the data plane of an Alibaba Cloud Service Mesh (ASM) instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description

4 . DescribeServiceMes The operation that you want to perform.
Action String Yes Set the value to

hP Stat
roxystatus DescribeServiceMeshProxyStatus.
. . ca04bc38979214bf2 .
ServiceMeshld String Yes 882be79d39ha The ID of the ASM instance.
Response para meters
Parameter Type Example Description
Message String success The returned message.

31d3a0f0-07ed-4f6e-

0004-1804498C* The ID of the request.

Request!d String

Array of The information about the status of the proxies

ProxyStatus
Y ProxyStatus on the data plane.

The version number of the proxy on the data

ProxyVersion Strin 1.9.7
Y 9 plane.

The update status of the proxy. Valid values:
®  SYNCED : The status of the proxy is updated.

® NOT SENT : The status of the proxy is not
updated.

. ® STALE (Never Acknowledged) : Istiod has

ClusterSynced String SYNCED .
sent multiple requests to the Envoy proxy to

update the status of the proxy but receives no

response.

® STALE : Istiod has sent a request to the
Envoy proxy to update the status of the proxy
but receives no response.

EndpointPercent String 1 The percentage of the updated endpoints.
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Parameter Type Example Description

The update status of the listener. Valid values:

®  SYNCED : The status of the listener is

updated.
®  NOT SENT : The status of the listener is not
updated.
ListenerSynced String SYNCED ® STALE (Never Acknowledged) : Istiod has

sent multiple requests to the Envoy proxy to
update the status of the listener but receives
no response.

® STALE : Istiod has sent a request to the
Envoy proxy to update the status of the listener
but receives no response.

The update status of the route. Valid values:
® SYNCED : The status of the route is updated.

® NOT SENT : The status of the route is not
updated.

® STALE (Never Acknowledged) : Istiod has
sent multiple requests to the Envoy proxy to
update the status of the route but receives no
response.

RouteSynced String SYNCED

® STALE : Istiod has sent arequest to the
Envoy proxy to update the status of the route
but receives no response.

The update status of the endpoint. Valid values:

®  SYNCED : The status of the endpoint is
updated.

® NOT SENT : The status of the endpoint is not
updated.

EndpointSynced String SYNCED ® STALE (Never Acknowledged) : Istiod has
sent multiple requests to the Envoy proxy to
update the status of the endpoint but receives
no response.

® STALE : Istiod has sent arequest to the

Envoy proxy to update the status of the
endpoint but receives no response.

Proxyld String 119g**** The ID of the proxy on the data plane.

IstioVersion String 1.9.7 The version of Istiod.
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Parameter Type

Code String

Success String
Examples

Sample requests

http(s) ://[Endpoint]/?Action=DescribeServiceMeshProxyStatus
&ServiceMeshId=ca04bc38979214bf2882be79d39b4****

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml

Example

200

success

<DescribeServiceMeshProxyStatusResponse>

<Message>success</Message>

Description

The status code. Valid values:

200 : The status code returned because the
operation is successful.

® 403 : The status code returned because you
are not authorized to perform this operation.

® 503 :The status code returned because a
backend server error occurs.

Indicates whether the request is successful.

<RequestId>31d3a0f0-07ed-4£6e-9004-1804498c****</RequestId>

<ProxyStatus>

<ProxyVersion>1.9.7</ProxyVersion>

<ClusterSynced>SYNCED</ClusterSynced>
<EndpointPercent>1</EndpointPercent>
<ListenerSynced>SYNCED</ListenerSynced>
<RouteSynced>SYNCED</RouteSynced>
<EndpointSynced>SYNCED</EndpointSynced>
<ProxyId>119g****</ProxyId>
<IstioVersion>1.9.7</IstioVersion>

</ProxyStatus>
<Code>200</Code>
<Success>success</Success>

</DescribeServiceMeshProxyStatusResponse>

Jgson format
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HTTP/1.1 200 OK
Content-Type:application/json
{

"Message" : "success",

"RequestId" : "31d3a0f0-07ed-4f6e-9004-1804498c****",

"ProxyStatus" : {
"ProxyVersion" : "1.9.7",
"ClusterSynced" : "SYNCED",
"EndpointPercent" : 1,
"ListenerSynced" : "SYNCED",
"RouteSynced" : "SYNCED",
"EndpointSynced" : "SYNCED",
UPrepzyilel’ g Wi Gerrwity
"IstioVersion" : "1.9.7"

}I
"Code" : 200,

"Success" : "success"

Error codes

For a list of error codes, visit the API Error Center.

9.2.
DescribeNamespaceScopeSidecarConfig

Queries the configurations of sidecar proxies at the namespace level.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform.
DescribeNamespace Set the value to

Acti i Y
ction String e ScopeSidecarConfig DescribeNamespaceScopeSidecarConfi
g.
ServiceMeshid Strin Yes €7120e75a202d4fd8 The ID of the Alibaba Cloud Service Mesh
9 ach028a86b6a**** (ASM) instance.
Namespace String No default The name of the namespace.
RESDOHSE para meters
Parameter Type Example Description

31d3a0f0-07ed-4f6e-

9004-1804498C*** The ID of the request.

Requestlid String
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Parameter

ConfigPatches

TerminationDrain
Duration

SidecarProxylnitRe
sourceLimit

ResourceCPULImit

ResourceMemoryL
imit

SidecarProxyInitRe
sourceRequest

ResourceCPURequ
est

ResourceMemory
Request

SidecarProxyReso
urceLimit

ResourceCPULImMit

ResourceMemoryL
imit

SidecarProxyReso
urceRequest

ResourceCPURequ
est

ResourceMemory
Request

ExcludeOutbound
Ports

ExcludeOutboundl
PRanges

IncludeOutboundl
PRanges

Type

Object

String

Object

String

String

Object

String

String

Object

String

String

Object

String

String

String

String

String

Example

6s

2000 m

50 Mi

60 m

30 Mi

2000 m

50 Mi

60 m

30 Mi

81

191.2.1.3/31

191.2.1.4/31

Description

The namespace-level configurations.

The maximum period of time that the sidecar
proxy waits for a request to end.

The maximum size of resources that are available
to the sidecar proxy init container.

The maximum number of CPU cores.

The maximum size of the memory.

The minimum size of resources that are requested
by the sidecar proxy init container.

The minimum number of CPU cores.

The minimum size of the memory.

The maximum size of resources that are available
to the sidecar proxy container.

The maximum number of CPU cores.

The maximum size of the memory.

The minimum size of resources that are requested
by the sidecar proxy container.

The minimum number of CPU cores.

The maximum size of the memory.

The port that the outbound traffic of the sidecar
proxy does not pass through.

The IP address that the outbound traffic of the
sidecar proxy does not pass through.

The IP address that the outbound traffic of the
sidecar proxy passes through.
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Parameter Type Example Description

ExcludelnboundP Strin 82 The port that the inbound traffic of the sidecar
orts 9 proxy does not pass through.

IncludelnboundPo Strin 83 The port that the inbound traffic of the sidecar
rts 9 proxy passes through.

IncludeOutbound Strin 84 The port that the outbound traffic of the sidecar
Ports 9 proxy passes through.

Indicates whether the DNS proxy feature is

IstioDNSProxyEna enabled.
Boolean true )
bled e true :the DNS proxy feature is enabled.
e false :the DNS proxy feature in disabled.
Th N string that ibes the lif le of th
LifecycleStr String null e JSON string that describes the lifecycle o e

sidecar proxy.

Examples

Sample requests

http (s) ://[Endpoint]/?Action=DescribeNamespaceScopeSidecarConfig
&ServiceMeshId=c7120e75a202d4fd8acb028a86bba****
&Namespace=default

&<Common request parameters>

Sample success responses

xMn  format
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HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeNamespaceScopeSidecarConfigResponse>
<RequestId>31d3a0f0-07ed-4£6e-9004-1804498c****</RequestId>
<ConfigPatches>
<TerminationDrainDuration>6s</TerminationDrainDuration>
<SidecarProxyInitResourceLimit>
<ResourceCPULimit>2000 m</ResourceCPULimit>
<ResourceMemoryLimit>50 Mi</ResourceMemoryLimit>
</SidecarProxyInitResourceLimit>
<SidecarProxyInitResourceRequest>
<ResourceCPURequest>60 m</ResourceCPURequest>
<ResourceMemoryRequest>30 Mi</ResourceMemoryRequest>
</SidecarProxyInitResourceRequest>
<SidecarProxyResourceLimit>
<ResourceCPULimit>2000 m</ResourceCPULimit>
<ResourceMemoryLimit>50 Mi</ResourceMemoryLimit>
</SidecarProxyResourcelimit>
<SidecarProxyResourceRequest>
<ResourceCPURequest>60 m</ResourceCPURequest>
<ResourceMemoryRequest>30 Mi</ResourceMemoryRequest>
</SidecarProxyResourceRequest>
<ExcludeOutboundPorts>81</ExcludeOutboundPorts>
<ExcludeOutboundIPRanges>191.2.1.3/31</ExcludeOutboundIPRanges>
<IncludeOutboundIPRanges>191.2.1.4/31</IncludeOutboundIPRanges>
<ExcludeInboundPorts>82</ExcludeInboundPorts>
<IncludeInboundPorts>83</IncludeInboundPorts>
<IncludeOutboundPorts>84</IncludeOutboundPorts>
<IstioDNSProxyEnabled>true</IstioDNSProxyEnabled>

<LifecycleStr>{"postStart": {"exec":{"command": ["pilot-agent","wait"]}}, "preStop":{"exec":{"com
mand": ["/bin/sh","-c","sleep 15"]}}}</LifecycleStr>
</ConfigPatches>

</DescribeNamespaceScopeSidecarConfigResponse>

Jgson format
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HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" "31d3a0f0-07ed-4£6e-9004-1804498c****",
"ConfigPatches" : {
"TerminationDrainDuration" "6s",
"SidecarProxyInitResourceLimit" : {
"2000 m",
"50 Mi"

"ResourceCPULimit"

"ResourceMemoryLimit"
by
"SidecarProxyInitResourceRequest" : {
"60 m",

"30 Mi"

"ResourceCPURequest"

"ResourceMemoryRequest"
by
"SidecarProxyResourcelLimit" : {
"2000 m",

"50 Mi"

"ResourceCPULimit"

"ResourceMemoryLimit"
by
"SidecarProxyResourceRequest" : {

"ResourceCPURequest" "60 m",
"ResourceMemoryRequest" "30 Mi"
by
"ExcludeOutboundPorts" : 81,

"ExcludeOutboundIPRanges"
"IncludeOutboundIPRanges"

"191.2.1.3/31",
"191.2.1.4/31",

"ExcludeInboundPorts" : 82,

"IncludeInboundPorts" : 83,

"IncludeOutboundPorts" : 84,

"IstioDNSProxyEnabled" : true,

"LifecycleStr" "{\"postStart\":{\"exec\": {\"command\": [\"pilot-agent\",\"wait\"]}}, \"preStop\": {

\"exec\": {\"command\": [\"/bin/sh\",\"-c\",\"sleep 15\"]}}}"
}

Error codes

For a list of error codes, visit the API Error Center.

9.3.

UpdateNamespaceScopeSidecarConfig

Updates the configurations of sidecar proxies at the namespace level.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for

different SDKs.
Request parameters

Parameter Type Required Example

UpdateNamespaceS

Action . .
copeSidecarConfig

String Yes

Description

The operation that you want to perform.
Set the value to
UpdateNamespaceScopeSidecarConfig.
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Parameter Type
ServiceMeshid String
Namespace String
IncludelPRanges String
ExcludelPRanges String
IncludelnboundPorts String
ExcludeOutboundPo .
String
rts
ExcludelnboundPort -
String
s
IncludeOutboundPor -
String
ts
TerminationDrainDur .
. String
ation
Proxylnit CPUResourc X
L String
eLimit
ProxylnitMemoryRes .
y. . v String
ourceLimit
Proxylnit CPUResourc .
String
eRequest
ProxylnitMemoryRes X
Y i String
ourceRequest
SidecarProxyCPURes )
String

ourceLimit

Required

Yes

No

No

No

No

No

No

No

No

No

No

No

No

No

Example

ca04bc38979214bf2
882be79d39h4****

default

172.16.0.0/12

83

81

82

84

6s

2000 m

50 Mi

60 m

30 Mi

2000 m

Description

The ID of the Alibaba Cloud Service Mesh
(ASM) instance.

The name of the namespace.

The range of IP addresses that are denied
to access external services.
(global.proxy.includelPRanges)

The range of IP addresses that are allowed
to access external services.
(global.proxy.excludelPRanges)

The port that the inbound traffic of the
sidecar proxy passes through.

The port that the outbound traffic of the
sidecar proxy does not pass through.

The port that the inbound traffic of the
sidecar proxy does not pass through.

The port that the outbound traffic of the
sidecar proxy passes through.

The maximum period of time that the
sidecar proxy waits for a request to end.

The maximum number of CPU cores that are
available to the sidecar proxy init container.

The maximum size of memory that is
available to the sidecar proxy init container.

The minimum number of CPU cores that are
requested by the sidecar proxy init
container.

The minimum size of memory that is
requested by the sidecar proxy init
container.

The maximum number of CPU cores that are
available to the sidecar proxy container.
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Parameter Type Required Example Description

SidecarProxyMemor The maximum
Ay . String No 50 Mi
yResourceLimit

size of memory that is

available to the sidecar proxy container.

SidecarProxyCPURes The minimum number of CPU cores that are

String No 60 m
ourceRequest requested by t

SidecarProxyMemor

he sidecar proxy container.

The minimum size of memory that is

tri N Mi

yResourceRequest String © 30 Mi requested by the sidecar proxy container.

Lifecycle String No null The settings of sidecar proxy lifecycle.
Specifies whether to enable the DNS proxy
feature.

IstioDNSProxyEnable

d Boolean No true e true :enablesthe DNS proxy feature.
e false : disables the DNS proxy

feature.
RESDOHSE para meters
Parameter Type Example Description

31d3a0f0-07ed-4f6e-

Requestid String 0004-1804498C+*

Examples

Sample requests

http(s) ://[Endpoint]/?Action=UpdateNamespaceScopeSidecarConfig
&ServiceMeshId=ca04bc38979214bf2882be79d39b4****
&Namespace=default

&IncludeIPRanges=*
&ExcludeIPRanges=172.16.0.0/12
&IncludeInboundPorts=83

&ExcludeOutboundPorts=81

&ExcludeInboundPorts=82

&IncludeOutboundPorts=84
&TerminationDrainDuration=6s
&ProxyInitCPUResourcelLimit=2000 m
&ProxyInitMemoryResourcelLimit=50 Mi
&ProxyInitCPUResourceRequest=60 m
&ProxyInitMemoryResourceRequest=30 Mi
&SidecarProxyCPUResourceLimit=2000 m
&SidecarProxyMemoryResourcelLimit=50 Mi
&SidecarProxyCPUResourceRequest=60 m
&SidecarProxyMemoryResourceRequest=30 Mi

The ID of the request.

sLifecycle={"postStart":{"exec":{"command": ["pilot-agent","wait"]}}, "preStop":{"exec":{"command": ["/bi
n/sh","-c","sleep 15"1}}}
&IstioDNSProxyEnabled=true
&<Common request parameters>
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Sample success responses

xML  format

HTTP/1.1 200 OK

Content-Type:application/xml

<UpdateNamespaceScopeSidecarConfigResponse>
<RequestId>31d3a0f0-07ed-4£6e-9004-1804498c****</RequestId>

</UpdateNamespaceScopeSidecarConfigResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" : "31d3a0f0-07ed-4£6e-9004-1804498c****"

Error codes

For a list of error codes, visit the API Error Center.
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10.Cluster
10.1. DescribeServiceMeshClusters

Queries the clusters that can be added to an Alibaba Cloud Service Mesh (ASM) instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description

4 . DescribeServiceMes The operation that you want to perform.
Action String Yes Set the value to

hClusters DescribeServiceMeshClusters.
) . ch8963379255149c¢ )
ServiceMeshld String No bOBCB636f 274X+ The ID of the ASM instance.
Response para meters
Parameter Type Example Description

31d3a0f0-07ed-4f6e-

Ry tid Stri The ID of th t.
eques ring 9004-1804498C*** e ID of the reques
The clusters that can be added to the ASM
Clusters Array of Cluster )
instance.
Sgld Strin 56~ The ID of the security grou
9 9 bp197668l6iupljy**** y group.
vpc-
Vpcld String 8vbrwmt95b4zfewf7** The ID of the virtual private cloud (VPC).
*%
2020-05-
CreationTime Strin The point in time when the cluster was created.
9 12T15:38:16+08:00 P
UpdateTime Strin 2020-05- The point in time when the cluster was last
P 9 12T15:38:16+08:00 modified.
ErrorMessage String fail The error message about the cluster.
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Parameter

State

ServiceMeshld
Regionlid
ClusterDomain
Version
ClusterType
Name

Clusterld

ForbiddenFlag

Examples

Sample requests

Type

String

String

String

String

String

String

String

String

Long

Example

running

cb8963379255149ch98
€8686f274x****

cn-hangzhou

c.com

v1.16.6-aliyun.1

Ask

ask1

c80f45444b3da447da6
0a911390c2****

http(s) ://[Endpoint]/?Action=DescribeServiceMeshClusters
&ServiceMeshId=cb8963379255149cb98c8686f274x**x**

&<Common request parameters>

Description

The status of the cluster. Valid values:

® running : The clusteris running.

® starting : The clusteris starting.

® stopping : The clusteris being stopped.
® stopped : The clusteris stopped.

® failed : The cluster fails to be run.

The ID of the ASM instance.

The ID of the region in which the cluster resides.

The domain name of the cluster.

The version number of the cluster.

The type of the cluster.

The name of the cluster.

The ID of the cluster.

Indicates that the cluster is available or the reason
why the cluster cannot be added to the ASM
instance. Valid values:

e (0 :Thecluster canbe added to the ASM
instance.

e 1 :The cluster cannot be added to the ASM
instance because you do not have administrator
permissions on the cluster.

e 2 :The cluster cannot be added to the ASM
instance because the cluster and the ASM
instance reside in different VPCs between which
no private connections are built.

® 3 :The CIDR block of the cluster conflicts
with that of the ASM instance.

® 4 :Thecluster has a namespace that is
named istio system.
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Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeServiceMeshClustersResponse>
<RequestId>31d3a0f0-07ed-4£6e-9004-1804498c****</RequestId>
<Clusters>
<SgId>sg-bpl9766816iuplijy****</SgId>
<VpcId>vpc-8vbrwmt95bdzfowf7****</VpcId>
<CreationTime>2020-05-12T15:38:16+08:00</CreationTime>
<UpdateTime>2020-05-12T15:38:16+08:00</UpdateTime>
<ErrorMessage>fail</ErrorMessage>
<State>running</State>
<ServiceMeshId>cb8963379255149cb98c8686£274x****</ServiceMeshId>
<RegionId>cn-hangzhou</RegionId>
<ClusterDomain>c.com</ClusterDomain>
<Version>vl.l6.6-aliyun.1</Version>
<ClusterType>Ask</ClusterType>
<Name>askl</Name>
<ClusterId>c80£f45444b3dad447da60a911390c2****</ClusterId>
<ForbiddenFlag>0</ForbiddenFlag>
</Clusters>

</DescribeServiceMeshClustersResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" : "31d3a0f0-07ed-4f6e-9004-1804498c****",
"Clusters" : {
"SgId" : "sg-bpl97668l6iupljy****",
"VpcId" : "vpc-8vbrwmt95bdzfewfT7xxx*",
"CreationTime" : "2020-05-12T15:38:16+08:00",
"UpdateTime" : "2020-05-12T15:38:16+08:00",
"ErrorMessage" : "fail",
"State" : "running",
"ServiceMeshId" : "cb8963379255149cb98c8686£274x****",
"RegionId" : "cn-hangzhou",
"ClusterDomain" : "c.com",
"Version" : "vl.16.6-aliyun.1",
"ClusterType" : "Ask",
"Name" : "askl",
"ClusterId" : "c80f45444b3dad47da60a911390c2****",
"ForbiddenFlag" : 0

Error codes

For a list of error codes, visit the API Error Center.

10.2. DescribeClustersinServiceMesh

Queries the information of clusters in an Alibaba Cloud Service Mesh (ASM) instance.

Debugging
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OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description
. . cb8963379255149¢c .
ServiceMeshld String Yes bOBCB686 274X+ The ID of the ASM instance.
Response para meters
Parameter Type Example Description
Clusters Array of Cluster The clusters in the ASM instance.
Array of . . .
AccessLogDashbo The configurations of the collection of access
ards AccessLogDashbo logs
ardinfo 9s-
Title String mesh—acFess— The name of the dashboard for access logs.
log_details_cn
https://sls.console.aliy
n.com/next/project/*
Url String Y /next/project/ The URL of the dashboard for access logs.

***/dashboard/mesh-
access-log_details_cn

ClusterDomain String c.com The domain name of the cluster.

. c80f45444b3dad447da6b
Clusterld String 03971390C2*** The ID of the cluster.
ClusterType String Ask The type of the cluster.

2020-05-

CreationTime String 12715:38:16+08:00 The time when the cluster was created.

. The error message that is returned when the call
ErrorMessage String , .

failed.
Name String ask1 The name of the cluster.
Regionlid String cn-hangzhou The ID of the region where the cluster resides.
Sgld Strin >9° The ID of the security grou
K o bp19766816iuply**** v group-

State String running The status of the cluster.
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Parameter Type Example Description

. . 2020-05- . o
UpdateTime String 12715 38: 16+08:00 The time when the cluster was last modified.

Version String v1.16.6-aliyun.1 The version number of the cluster.

vpc-

Vpcld Stri
pe e 2zewO0rajjkmxy2369****

The ID of the virtual private cloud (VPC).

31d3a0f0-07ed-4f6e-

0004-1804498C* The ID of the request.

Requestlid String

Examples
Sample requests

http(s)://[Endpoint]/? Action=DescribeClustersInServiceMesh

&<Common request parameters>

Sample success responses

xun  format

<RequestId>31d3a0f0-07ed-4£6e-9004-1804498c****</RequestId>

<Clusters>
<ClusterId>c80£f45444b3dad447da60a911390c2****</ClusterId>
<ClusterDomain>c.com</ClusterDomain>
<SgId>sg-bpl976681l6iupljy****</SgId>
<ClusterType>Ask</ClusterType>
<Name>askl</Name>
<VpcId>vpc-2zewlOrajjkmxy2369****</VpcId>
<Version>vl.l6.6-aliyun.1</Version>
<State>running</State>
<UpdateTime>2020-05-12T15:38:16+08:00</UpdateTime>
<CreationTime>2020-05-12T15:38:16+08:00</CreationTime>
<RegionId>cn-hangzhou</RegionId>
<ErrorMessage>,</ErrorMessage>

</Clusters>

<Clusters>
<AccessLogDashboards>

<Title>mesh-access-log _details cn</Title>
<Url>https://sls.console.aliyun.com/next/project/****/dashboard/mesh-access-log details cn</Ur

1>
</AccessLogDashboards>

</Clusters>

Jgson format

{"RequestId":"31d3a0f0-07ed-4£6e-9004-1804498c****", "Clusters": [{"ClusterId":"c80£f45444b3da447da60a911l
390c2****" "ClusterDomain":"c.com", "SgId":"sg-bpl976681l6iupljy****", "ClusterType":"Ask", "Name": "askl",
"VpcId":"vpc-2zewlrajjkmxy2369****" "Version":"vl.1l6.6-aliyun.1","State":"running", "UpdateTime":"2020-
05-12T15:38:16+08:00", "CreationTime":"2020-05-12T15:38:16+08:00", "RegionId": "cn-hangzhou", "ErrorMessag
e":","}, {"AccessLogDashboards": [{"Title": "mesh-access-log details cn","Url":"https://sls.console.aliyu

n.com/next/project/****/dashboard/mesh-access-log details cn"}]1}]}

Error codes
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For a list of error codes, visit the API Error Center.

10.3. AddClusterintoServiceMesh

Adds a clusterto an Alibaba Cloud Service Mesh (ASM) instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description

. ce3c25e247da24f3a The ID of the cluster that you want to add
Clusterld String Yes

ab9b7edfae83**** to the ASM instance.
ServiceMeshld String Yes Egiiggg;?ﬁﬂiﬁf The ID of the ASM instance.
Response parameters
Parameter Type Example Description
Code String 200 The returned status code.
Message String success The returned message.

BD65COAD-D3C6-48D3-

8D93-38D2075C**** The ID of the request.

Request!d String
Examples

Sample requests

http(s)://[Endpoint]/? Action=AddClusterIntoServiceMesh
&ClusterId=ce3c25e247da24f3aab9%b7edfae83e2xx
&ServiceMeshId=cb8963379255149cb98c8686£274xxc8d

&<Common request parameters>

Sample success responses

xMn  format

<RequestId>BD65COAD-D3C6-48D3-8D93-38D2015C****</RequestId>
<Message>success</Message>
<Code>200</Code>

Jgson format
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"RequestId": "BD65COAD-D3C6-48D3-8D93-38D2015C****",
"Message": "success",
"Code": 200

Error codes

For a list of error codes, visit the API Error Center.

10.4. RemoveClusterFromServiceMesh

Removes a cluster from an Alibaba Cloud Service Mesh (ASM) instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for

different SDKs.
Request parameters

Parameter Type Required Example

Description

cb8963379255149c¢ The ID of the cluster that you want to

Clusterld string ves b98c8686f274x**** remove from the ASM instance.

ServiceMeshld String Yes ;Zii)zf:dzf?e[;a;ﬂfa The ID of the ASM instance.
Response parameters

Parameter Type Example Description

Code String 200 The returned status code.

Message String success The returned message

BD65COAD-D3C6-48D3-

Requestld String 8D93-38D207 5C*

Examples

Sample requests

http(s) ://[Endpoint]/? Action=RemoveClusterFromServiceMesh

&ClusterId=cb8963379255149cb98c8686£274x****
&ServiceMeshId=ce3c25e247da24f3aab%b7edfae83****

&<Common request parameters>

Sample success responses

xMn  format

The ID of the request.
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<RequestId>BD65COAD-D3C6-48D3-8D93-38D2015C****</RequestId>

<Message>success</Message>
<Code>200</Code>

Jgson format

"RequestId": "BD65COAD-D3C6-48D3-8D93-38D2015C****",

"Message": "success",
"Code": 200

Error codes

For a list of error codes, visit the API Error Center.

10.5. DescribeGuestClusterPods

Queries the pods in a specified namespace of a Kubernetes cluster that is added to an Alibaba Cloud Service Mesh

(ASM) instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for

different SDKs.

Request parameters

Parameter Type
Action String
ServiceMeshld String
GuestClusterlD String
Namespace String

Response parameters

Parameter Type

Requestld String

PodList Array of String
Examples

Required Example

Yes

Yes

Yes

Yes

DescribeGuestCluste

Description

The operation that you want to perform.
Set the value to

rPods

DescribeGuestClusterPods.
c78d60f98fa43403a

The ID of the ASM i .
b6e0701b 2678 e ID of the ASM instance
c49ad2169d5a04f2 The ID of the Kubernetes cluster that is
dg8odfcabebcu**** added to the ASM instance.
default The name of the namespace.

Example Description

EDDCOD86-2FC3-56FB-
9213-96EBOA3523F1

The ID of the request.

sleep-5axqt-***** The names of the queried pods.
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Sample requests

http(s) ://[Endpoint]/?Action=DescribeGuestClusterPods
&ServiceMeshId=c78d60£98fa43403ab6e0701b2678****
&GuestClusterID=c49ad2169d5a04£2d89dfc4bbbcu****

&Namespace=default

&<Common request parameters>

Sample success responses

xMn  format

HTTP/1.1 200 OK
Content-Type:application/xml

<DescribeGuestClusterPodsResponse>

<RequestId>EDDCOD86-2FC3-56FB-9213-96EBOA3523F1</RequestId>

<PodList>sleep-5axqgt-*****</PodList>

</DescribeGuestClusterPodsResponse>

Jgson format

HTTP/1.1 200 OK

Content-Type:application/json

{

"RequestId" : "EDDCOD86-2FC3-56FB-9213-96EBOA3523F1",

"PodList" : "sleep-S5axqgt-*****x"

Error codes

HTTP status

Error code
code

404 ERR404

Error message

Not found

For a list of error codes, visit the API Error Center.

10.6. DescribeGuestClusterNamespaces

Queries the namespaces of a Kubernetes cluster that is added to an Alibaba Cloud Service Mesh (ASM) instance.

Debugging

Description

The error message returned because
the requested resource does not
exist.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for

different SDKs.

Request parameters

Parameter Type

Action String

Required Example

DescribeGuestCluste
rNamespaces

Yes

Description

The operation that you want to perform.
Set the value to
DescribeGuestClusterNamespaces.
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Parameter Type Required Example Description
ServiceMeshid Strin Yes ce134b0727aa2492 i
g db69f6c3880e The ID of the ASM instance.

c584d805c7bd442b The ID of the Kubernetes cluster that is

GuestClusterlD Strin Yes
9 8bac421f9849f **** added to the ASM instance.

Response param eters
Parameter Type Example Description

31d3a0f0-07ed-4f6e-

Requestid String 9004-1804498C++* The ID of the request.
NsList Array of String default The names of the queried namespaces.
Examples

Sample requests

http(s) ://[Endpoint]/?Action=DescribeGuestClusterNamespaces
&ServiceMeshId=cel34b0727aa2492db69£6c3880e****
&GuestClusterID=c584d805c7bd442b8bac421£9849f****

&<Common request parameters>

Sample success responses

xMn  format

HTTP/1.1 200 OK

Content-Type:application/xml

<DescribeGuestClusterNamespacesResponse>
<RequestId>31d3a0f0-07ed-4£6e-9004-1804498c****</RequestId>
<NsList>default</NsList>

</DescribeGuestClusterNamespacesResponse>

Jgson format

HTTP/1.1 200 OK

Content-Type:application/json

{
"RequestId" : "31d3a0f0-07ed-4£6e-9004-1804498c****",
"NsList" : "default"

Error codes

HTTP status

Error code Error message Description
code
The error message returned because
404 ERR404 Not found the requested resource does not

exist.
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For a list of error codes, visit the API Error Center.

10.7. DescribeReusableSlb

Queries the Server Load Balancer (SLB) instances that can be reused.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for

different SDKSs.

Request parameters

Parameter Type

Action String
K8sClusterld String
NetworkType String

Response parameters
Parameter Type

Array of

ReusableslbList ReusableSlbList

LoadBalancerNam

R String

LoadBalancerld String

Requestld String
Examples

Sample requests

Required Example

Yes

Yes

Yes

DescribeReusableSl

b

Description

The operation that you want to perform.
Set this parameter to
DescribeReusableSlb.

ca2cfe41fefeb489d The ID of the Kubernetes cluster on the data
9b9dba18a7c5**** plane.

internet

Example

ad6044b015ac54484a2
0c47241175bb3

lb-

bp17xygzsxthObwlz***

EDDCOD86-2FC3-56FB-
9213-96EBOA3523F1

http(s) ://[Endpoint]/?Action=DescribeReusableSlb
&K8sClusterId=ca2cfed4lfefeb489d9b9dbal8a7c5****

&NetworkType=internet

&<Common request parameters>

Sample success responses

The network type of the SLB instance. Valid
values:

° intranet

° internet

Description

The list of SLB instances that can be reused.

The name of the SLB instance.

The ID of the SLB instance.

The ID of the request.
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xML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeReusableS1lbResponse>
<ReusableSlbList>
<LoadBalancerName>ad6044b015ac54484a20c47241175bb3</LoadBalancerName>
<LoadBalancerId>1b-bpl7xygzsxthObwlz****</LoadBalancerId>
</ReusableSlbList>
<RequestId>EDDCOD86-2FC3-56FB-9213-96EBOA3523F1</RequestId>
</DescribeReusableS1bResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{
"ReusableSlbList" : {
"LoadBalancerName" : "ad6044b015ac54484a20c47241175bb3",
"LoadBalancerId" : "lb-bpl7xygzsxthObwlz****"

by
"RequestId" : "EDDCOD86-2FC3-56FB-9213-96EBOA3523F1"

Error codes

For a list of error codes, visit the API Error Center.

10.8. GetRegisteredServiceEndpoints

Queries the endpoints of a registered service in an Alibaba Cloud Service Mesh (ASM) instance.

Alibaba Cloud Service Mesh

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for

different SDKs.

Request parameters

Parameter Type Required Example Description
4 . GetRegisteredServic The operation that you want to perform.
Action String Yes eEndpoints Set the value to
P GetRegisteredServiceEndpoints.

c08ba3fd1e6484b0f

ServiceMeshid Strin Yes The ID of the ASM instance.

' n9 8ccladsfe10d* '
Namespace String No default The name of the namespace.
8b054ee8c3914d0

;9b5ce§§3§328**** The IDs of clusters in the ASM instance.

Clusterlds String No c58faedb8.a78640d, (St)eparate multiple cluster IDs with commas
3aeb0372e4c02**** i
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Parameter Type Required Example Description
Name String No reviews The name of the registered service.
The type of the registered service. Valid
values:
® ServiceEntry : indicates that the
ServiceType String Kubernetes service is registered by creating a service

Response parameters

Parameter

ServiceEndpoints

Address

Clusterld

EndPointSlice

ServiceName

Namespace

Location

EndpointsDetails

PodName

Address

Ports

Type

Array of
ServiceEndpoint

String

String

Object

String

String

String

Array of
endpointsDetail

String

String

Array of Integer

Example

192.168.25.153

c80f45444b3dad447da6b

0a911390c2****

reviews

default

MESH_INTERNAL

provider-v1-
8c86b6898-h***

127.2.%%%

9090

entry.

® Kubernetes : indicates that the
service is registered on a Kubernetes
cluster on the data plane.

Description

The endpoints of the registered service.

The IP address of the registered service.

The ID of the cluster on the data plane.

The details of the endpoints of the registered
service.

The name of the registered service.

The name of the namespace.

The location of the registered service. Valid
values:

® MESH INTERNAL : The service is deployed
inside the ASM instance.

® MESH EXTERNAL : The service is deployed
outside the ASM instance.

The details of the endpoint of the registered
service.

The name of the pod.

The IP address of the registered service.

The port of the registered service.
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Parameter Type Example Description

Hostname String www.demo.com The host name of the registered service.

The ID of the region in which the registered service

Region Strin cn-hangzhou
9 9 9 resides.
Indicates whether sidecar proxies are injected.
Valid values:
Sidecarlnjected Boolean false

L4 true :@yes

L4 false :no

31d3a0f0-07ed-4f6e-

Requestld String 0004-1804498C****

The ID of the request.

Examples
Sample requests

http(s) ://[Endpoint]/?Action=GetRegisteredServiceEndpoints
&ServiceMeshId=c08ba3fdle6484b0f8cclad8feldr***

&Namespace=default

&ClusterIds=c8b054ee8c3914d07905ce9733328**** c58faedb8a78640d3aeb0372e4c02****
&Name=reviews

&ServiceType=Kubernetes

&<Common request parameters>

Sample success responses

xun  format

HTTP/1.1 200 OK
Content-Type:application/xml
<GetRegisteredServiceEndpointsResponse>
<ServiceEndpoints>
<Address>192.168.25.153</Address>
<ClusterId>c80f45444b3da447da60a911390c2****</ClusterId>
</ServiceEndpoints>
<EndPointSlice>
<ServiceName>reviews</ServiceName>
<Namespace>default</Namespace>
<Location>MESH INTERNAL</Location>
<EndpointsDetails>
<PodName>provider-v1-8c86b6898-h***</PodName>
<Address>127.2.** **</Address>
<Ports>9090</Ports>
<Hostname>www.demo . com</Hostname>
<Region>cn-hangzhou</Region>
<SidecarInjected>false</SidecarInjected>
</EndpointsDetails>
</EndPointSlice>
<RequestId>31d3a0f0-07ed-4£6e-9004-1804498c****</RequestId>
</GetRegisteredServiceEndpointsResponse>

Jgson format
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HTTP/1.1 200 OK
Content-Type:application/json
{

"ServiceEndpoints" : {
"Address" : "192.168.25.153",
"ClusterId" : "c80£f45444b3dad447da60a911390c2****"
by
"EndPointSlice" : {
"ServiceName" : "reviews",
"Namespace" : "default",
"Location" : "MESH_ INTERNAL",
"EndpointsDetails" : {
"PodName" : "provider-v1-8c86b6898-h***",
"Address" : "127.2. %% **x",
"Ports" : 9090,
"Hostname" : "www.demo.com",
"Region" : "cn-hangzhou",
"SidecarInjected" : false
}
by
"RequestId" : "31d3a0f0-07ed-4f6e-9004-1804498c****"

Error codes

HTTP status

Error code Error message Description
code

The error message returned because

500 ERR500 An internal server error occurred. .
a backend service error occurs.

For a list of error codes, visit the API Error Center.

10.9. GetRegisteredServiceNamespaces

Queries the namespaces of a registered service in an Alibaba Cloud Service Mesh (ASM) instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description

) . The operation that you want to perform.
GetRegisteredServic P 4 P

Action String Yes eNamespaces Set the value to
P GetRegisteredServiceNamespaces.
cb8963379255149c¢
iceMeshl tri Y The ID of the ASM inst .
ServiceMeshld String es bOBC8686F 27 Ay *** e ID of the ASM instance

Response parameters

> Document Version: 20220712 134


https://error-center.alibabacloud.com/status/product/servicemesh
https://api.aliyun.com/#product=servicemesh&api=GetRegisteredServiceNamespaces&type=RPC&version=2020-01-11

APl Reference: Cluster

Alibaba Cloud Service Mesh

Parameter Type Example Description

Namespaces Array of String default The names of the queried namespaces.

31d3a0f0-07ed-4f6e-

Requestid String 0004-1804498C+*

Examples
Sample requests

http(s) ://[Endpoint]/?Action=GetRegisteredServiceNamespaces
&ServiceMeshId=cb8963379255149cb98c8686£274x****

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK

Content-Type:application/xml

<GetRegisteredServiceNamespacesResponse>
<Namespaces>default</Namespaces>
<RequestId>31d3a0f0-07ed-4£6e-9004-1804498c****</RequestId>

</GetRegisteredServiceNamespacesResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{
"Namespaces" : "default",
"RequestId" : "31d3a0f0-07ed-4£6e-9004-1804498c****"

Error codes

HTTP status

Error code Error message
code

500 ERR500 An internal server error occurred.

For a list of error codes, visit the API Error Center.

The ID of the request.

Description

The error message returned because
a backend service error occurs.
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11.ASM Gateway
11.1. CreateASMGateway

Creates an Alibaba Cloud Service Mesh (ASM) gateway.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform.

Action Strin Yes CreateASMGatewa
9 v Set the value to CreateASMGateway.
. . ch8963379255149c¢ .
ServiceMeshld String Yes bOBCB636 274X+ The ID of the ASM instance.
IstioGatewayName String No ingressgateway The name of the ASM gateway.
) The YAML content that is used to create the
Body String No null

ASM gateway.

RESDOHSE param eters
Parameter Type Example Description

BD65COAD-D3C6-48D3-

Requestld String 8D93-38D207 50+

The ID of the request.

Examples

Sample requests

http(s) ://[Endpoint]/?Action=CreateASMGateway
&ServiceMeshId=cb8963379255149cb98c8686£274x****

&IstioGatewayName=ingressgateway

&Body={"apiVersion":"istio.alibabacloud.com/vlbetal", "kind":"IstioGateway", "metadata":{"name":"ingress
gateway", "namespace":"istio-system"}, "spec": {"gatewayType":"ingress", "clusterIds": ["xxxxx"], "ports": [{
"name":"http-0", "port":80, "targetPort":80, "protocol":"TCP"}, {"name" : "https-1", "port":443, "targetPort":
443, "protocol":"TCP"}], "serviceAnnotations": {"service.beta.kubernetes.io/alicloud-loadbalancer-address
-type":"internet", "service.beta.kubernetes.io/alibaba-cloud-loadbalancer-spec":"slb.sl.small"}, "replic
aCount":2, "resources": {"limits": {"cpu":"2", "memory":"4G"}, "requests": {"cpu":"200m", "memory" :"256Mi" }},

"serviceType":"LoadBalancer", "maxReplicas":2, "minReplicas":2}}

&Common request parameters

Sample success responses

xML  format
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HTTP/1.1 200 OK

Content-Type:application/xml

<CreateASMGatewayResponse>
<RequestId>BD65COAD-D3C6-48D3-8D93-38D2015C****</RequestId>

</CreateASMGatewayResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json

{
"RequestId" : "BD65COAD-D3C6-48D3-8D93-38D2015C****"

Error codes

For a list of error codes, visit the API Error Center.

11.2. CreatelstioGatewayRoutes

Creates a routing rule for an Alibaba Cloud Service Mesh (ASM) gateway.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description

) The operation that you want to perform.
CreatelstioGateway P 4 P

Action String Yes Routes Set the value to
CreatelstioGatewayRoutes.
c08ba3fd1e6484b0f
rviceMeshl rin Y The ID of the ASM instance.
ServiceMeshld String es 8ccladsfel0d e ID of the ASM instance
IstioGatewayName String No ingressgateway The name of the ASM gateway.
. The information about the routing rule to
GatewayRoute Object No
4 ) be created for the ASM gateway.
RouteName String No reviews-v2-routes The name of the routing rule.
The type of the traffic to be routed. Valid
RouteType String NoO HTTP values: HTTP , TLS ,and TCP
MatchRequest Object No The matching rules for traffic routing.
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Parameter Type Required Example Description

URI Object No The matching rule for URIs.

The matching mode. Valid values:

® cxact :exact match

MatchingMode String No prefix
e prefix : match by prefix
®  regex : match by regular expression
MatchingContent String No /ratings/v2/ The content to be matched.
Headers Array No The request headers to be matched.
Name String No x-request-id The header key to be matched.
The matching mode for the header value.
Valid values:
MatchingMode String No exact ® exact ! exact match
e prefix : match by prefix
® regex : match by regular expression
MatchingContent String No V1 The header value to be matched.
TLSMatchAttributes Array No The matching rule for TLS traffic.
TLSPort Integer No 443 The TLS port.
The Server Name Indication (SNI) values to
be matched. Wildcards can be used as the
prefix of an SNIvalue. For example, a value
of *.com matches foo.example.com
and example.com
Array of
SNIHosts String No *.com ® Note  The SNIvalues must be a
subset of the hostnames of the
corresponding virtual hosts.
Arr f Th rts of the specified hosts to which
Ports ay o No 443 e po . t:.) e specified ho o o
Integer the traffic is routed.
N The endpoints of destination services for
RouteDestinations Array No P

Layer 4 weighted routing.

> Document Version: 20220712 138



AP| Reference- ASM Gateway

Alibaba Cloud Service Mesh

Parameter

Destination

Host

Subset

Weight

HTTPAdvancedOpti
ons

HT T PRedirect

Uri

Authority

RedirectCode

Delegate

Name

Namespace

Rewrite

Uri

Authority

Type

Object

String

String

Integer

Object

Object

String

String

Integer

Object

String

String

Object

String

String

Required

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

Example

reviews

vl

80

/v1/getProductRati
ngs

newratings.default.

svc.cluster.local

301

reviews

default

/v1/getProductRati
ngs

newratings.default.

svc.cluster.local

Description

The unigue endpoint of the destination
service to which the specified requests are
sent.

The name of the service defined in the
service registry.

The name of the service subset.

The weight of the service subset.

The advanced settings for routing HTTP
traffic.

The HTTP redirect rule.

The value to be used to overwrite the URL
path during redirection.

The value to be used to overwrite the value
of the Authority or Host header during
redirection.

The response code to be used for indicating
URL redirection. Default value: 301.

The virtual service that defines traffic
routing.

The name of the virtual service.

The namespace to which the virtual service
belongs.

The configurations for rewriting the virtual
service.

The value to be used to overwrite the path
or prefix of the URL

The value to be used to overwrite the value
of the Authority or Host header.
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Parameter

Timeout

Retries

Attempts

PerTryTimeout

RetryOn

RetryRemotelocaliti

es

Value

Fault

Delay

FixedDelay

Percentage

Value

Abort

HttpStatus

Type

String

Object

Integer

String

String

Object

Boolean

Object

Object

String

Object

Float

Object

Integer

Required

No

No

No

No

No

No

No

No

No

No

No

No

No

No

Example

5s

2s

connect-
failure,refused-
stream,503

false

5s

0.1

400

Description

The timeout period for requests.

The configurations of retries for failed
requests.

The maximum number of retries allowed for
a request.

The timeout period for each retry.

The condition for retries. Example:
connect-failure, refused-

stream, 503

Specifies whether to allow retries to other
localities.

Specifies whether to allow retries to other
localities. Valid values:

e true : allows retries to other
localities.

e false :does not allow retries to
other localities.

Default value: false

The configurations of fault injection.

The duration to delay a request.

The fixed duration for request delay.

The percentage of requests to which the
delay fault is injected.

The percentage of requests to which the
delay fault is injected, expressed as a
decimal.

The configurations for aborting requests
with specified error codes.

The specified HTTP error code.
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Parameter Type Required Example Description

The percentage of requests that are

Percentage Object No . .
9 ! aborted with the specified error code.

The percentage of requests that are
Value Float No 0.1 aborted with the specified error code,
expressed as a decimal.

The configurations for mirroring HTTP traffic
to another destination in addition to

Mirror Object No ) i
) forwarding requests to the specified
destination.
. reviews.default.svc. The name of the service defined in the
Host String No . .
cluster.local service registry.
Subset String No V1 The name of the service subset.

The percentage of requests that are
MirrorPercentage Object No mirrored to another destination except for
the original destination.

The percentage of requests that are
mirrored to another destination except for
the original destination, expressed as a
decimal.

Value Float No 0.2

The priority of the routing rule. The value of
Priority Integer No 1 this parameter is an integer. A smaller value
indicates a higher priority.

The status of the routing rule. Valid values:
e (0 :Therouting ruleis valid.

e 1 :Therouting ruleis invalid.

Status Integer No 1
e 2 : Anerroroccurs during the creation
or update of the routing rule.
Description String No demo route The description of the routing rule.

Response parameters
Parameter Type Example Description

31d3a0f0-07ed-4f6e-

0004-1804498C* The ID of the request.

Requestlid String

Examples
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Sample requests

http(s) ://[Endpoint]/?Action=CreatelstioGatewayRoutes

&ServiceMeshId=c08ba3fdle6484b0f8cclad8fel0d****

&IstioGatewayName=ingressgateway
&GatewayRoute={"RouteName": "reviews-v2-routes", "RouteType" : "HTTP", "MatchRequest": {"URI": { "MatchingMode
":"prefix","MatchingContent":"/ratings/v2/"}, "Headers": [{"Name":"x-request-id", "MatchingMode": "exact",
"MatchingContent":"v1"}], "TLSMatchAttributes": [{"TLSPort":443, "SNIHosts":["*.com"]}],"Ports":[443]},"R
outeDestinations": [{"Destination":{"Host":"reviews", "Subset":"v1"}, "Weight":80}], "HTTPAdvancedOptions"
: {"HTTPRedirect": {"Uri":"/vl/getProductRatings", "Authority":"newratings.default.svc.cluster.local", "Re
directCode":301},"Delegate":{"Name":"reviews", "Namespace":"default"}, "Rewrite":{"Uri":"/v1/getProductR
atings", "Authority":"newratings.default.svc.cluster.local”}, "Timeout":"5s","Retries": {"Attempts":3, "Pe
rTryTimeout":"connect-failure, refused-stream, 503", "RetryOn" : "connect-failure, refused-stream, 503", "Retr
yRemoteLocalities": {"Value":false}},"Fault": {"Delay":{"FixedDelay":"5s", "Percentage":{"Value":0.1}},"A
bort": {"HttpStatus":400, "Percentage": {"Value":0.1}}},"Mirror": {"Host":"reviews.default.svc.cluster.loc
al","Subset":"v1l"}, "MirrorPercentage": {"Value":0.2}}}

&Priority=1

&Status=1

&Description=demo route

&<Common request parameters>

Sample success responses

xMn  format

HTTP/1.1 200 OK

Content-Type:application/xml

<CreatelIstioGatewayRoutesResponse>
<RequestId>31d3a0f0-07ed-4£6e-9004-1804498c****</RequestId>

</CreatelstioGatewayRoutesResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" : "31d3a0f0-07ed-4£6e-9004-1804498c****"

Error codes

For a list of error codes, visit the API Error Center.

11.3. CreateGatewaySecret

Creates a secret for an Alibaba Cloud Service Mesh (ASM) gateway.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description
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Parameter Type Required Example Description
The operation that you want to perform.
Action String Yes ;ZtreateGatewaySecr Set the value to CreateGatewaySecret.
c08ba3fd1e6484b0f
ServiceMeshid Strin Yes The ID of the ASM instance.
9 8ccladsfe10d*
IstioGatewayName String No ingressgateway The name of the ASM gateway.
SecretName String No bookinfo-secret The name of the secret.
————— BEGIN
CERTIFICATE-----
rin N Th ntent of th ifi .
Cert String [o] MIIC2DCCACACA-—--- e content of the certificate
END CERT IF****-----
MIIEVAIBADANBgkgh
. kiGO9WOBAQEFAASCB .
Ke Strin No The private key of the certificate.
Y g KYWggSIAGEAAOIBA priv Y i
QC2ag/Bzcgm™****
Response para meters
Parameter Type Example Description
31d3a0f0-07ed-4f6e-
Requestld Strin The ID of the request.
q ° 9004-1804498C**** q
SecretCreateReco .
d Map The record of creating the secret.
Object The information of the creation record.
The result of creating the secret. Valid values:
State String success ®  success : The secret was created.
® fail : The secret failed to be created.
. c08ba3fd1e6484b0f8cc
Clusterld String 1 ad8xe] 0dr*** The ID of the cluster on the data plane.
) ) The error message returned when exceptions
Message String timeout . )
occur. Otherwise, an empty value is returned.
Examples

Sample requests
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http(s) ://[Endpoint]/?Action=CreateGatewaySecret
&ServiceMeshId=c08ba3fdle6484b0f8cclad8fel0d****
&IstioGatewayName=ingressgateway

&SecretName=bookinfo-secret

&Cert=---——- BEGIN CERTIFICATE-----— MIIC2DCCACACA--——— END CERTIE****—_————
&Key=MIIEVAIBADANBgkghkiGIwOBAQEFAASCBKYwggSiAgEAROIBAQC2ag/Bzcgm* * * *

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<CreateGatewaySecretResponse>
<RequestId>31d3a0f0-07ed-4£6e-9004-1804498c****</RequestId>
<SecretCreateRecord>
<key>
<State>success</State>
<ClusterId>c08ba3fdle6484b0f8cclad8xel0d****</ClusterId>
<Message>timeout</Message>
</key>
</SecretCreateRecord>

</CreateGatewaySecretResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" : "31d3a0f0-07ed-4f6e-9004-1804498c****",
"SecretCreateRecord" : ({
"key" : {
"State" : "success",
"ClusterId" : "cO8ba3fdle6484b0f8cclad8xel0d****",
"Message" : "timeout"

Error codes

For a list of error codes, visit the API Error Center.

11.4. CreatelstioGatewayDomains

Adds one or more domain names for an Alibaba Cloud Service Mesh (ASM) gateway.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters
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Parameter Type Required Example Description

) The operation that you want to perform.
CreatelstioGateway

Action String Yes ) Set the value to
Domains . .
CreatelstioGatewayDomains.
) . c08ba3fd1e6484b0f .
ServiceMeshld String Yes 8cc1adsfe]0d The ID of the ASM instance.
IstioGatewayName String Yes ingressgateway The name of the ASM gateway.

The one or more hostnames that are
. example.com,demo
Hosts String Yes exposed by the ASM gateway. Separate

.com ) .
multiple hostnames with commas (,).
The port that is provided by the ASM
Number Integer Yes 443 P s provi 4
gateway.
PortName String Yes http-demo The name of the port.
The type of the protocol. Valid values:
Protocol String Yes HTTPS HTTP , HTTPS , GRPC , HTTP2 ,
MONGO , TCP ,and TLS
The name of the secret that contains the
Credential Strin No bookinfo-secret
: ng ! TLS certificate and the CA certificate.
Specifies whether to forcibly use TLS to
ForceHttps Boolean No true P . . v
protect connection security.
Response para meters
Parameter Type Example Description

31d3a0f0-07ed-4f6e-

Requestld String 0004-1804498C****

The ID of the request.

Examples
Sample requests

http(s) ://[Endpoint]/?Action=CreatelstioGatewayDomains
&ServiceMeshId=c08ba3fdle6484b0f8cclad8fel0d****
&IstioGatewayName=ingressgateway

&Hosts=example.com, demo.com

&Number=443

&PortName=http-demo

&Protocol=HTTPS

&Credential=bookinfo-secret

&ForceHttps=true

&<Common request parameters>
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Sample success responses

xML  format

HTTP/1.1 200 OK

Content-Type:application/xml

<CreatelstioGatewayDomainsResponse>
<RequestId>31d3a0f0-07ed-4£6e-9004-1804498c****</RequestId>

</CreatelstioGatewayDomainsResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json

{
"RequestId" : "31d3a0f0-07ed-4£6e-9004-1804498c****"

Error codes

For a list of error codes, visit the API Error Center.

11.5. DeleteGatewayRoute

Deletes a routing rule for an Alibaba Cloud Service Mesh (ASM) gateway.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for

different SDKs.
Request para meters

Parameter Type Required Example

DeleteGatewayRout

Acti Stri Y
ction ring e e Set the value to DeleteGatewayRoute.
c08ba3fd1e6484b0f
ServiceMeshid Strin Yes The ID of the ASM instance.

v rng 8ccladsfel0d nstan
IstioGatewayName String No ingressgateway The name of the ASM gateway.
RouteName String No http-route The name of the routing rule.

Response parameters
Parameter Type Example Description

31d3a0f0-07ed-4f6e-

Requestid String 0004-1804498C -+

Examples

Sample requests

Description

The operation that you want to perform.

The ID of the request.
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http(s) ://[Endpoint]/?Action=DeleteGatewayRoute
&ServiceMeshId=c08ba3fdle6484b0f8cclad8fel0d****

&IstioGatewayName=ingressgateway

&RouteName=http-route

&<Common request parameters>

Sample success responses

xMn  format

HTTP/1.1 200 OK

Content-Type:application/xml

<DeleteGatewayRouteResponse>
<RequestId>31d3a0f0-07ed-4£6e-9004-1804498c****</RequestId>

</DeleteGatewayRouteResponse>

Jgson format

HTTP/1.1 200 OK

Content-Type:application/json

{

"RequestId" : "31d3a0f0-07ed-4£6e-9004-1804498c****"

Error codes

HTTP status

Error code
code

500 ERR500

For a list of error codes, visit the API Error Center.

11.6. DeleteGatewaySecret

Error message

An internal server error occurred.

Deletes a secret for an Alibaba Cloud Service Mesh (ASM) gateway.

Debugging

Description

The error message returned because
a backend service error has occurred.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for

different SDKs.

Request parameters

Parameter Type Required Example Description
DeleteGatewaySecr The operation that you want to perform.

Action String Yes way P I youw P
et Set the value to DeleteGatewaySecret.
c08ba3fd1e6484b0f

ServiceMeshid Stri Y i

ervicelves ring €s 8ccladsfe] 0d*+*+ The ID of the ASM instance.
IstioGatewayName String No ingressgateway The name of the ASM gateway.
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Parameter Type Required Example
SecretName String No bookinfo-secret
Response para meters
Parameter Type Example
Requestld Strin BD65COAD-D3C6-48D3-
a 9 8D93-38D20715C****
SecretDeleteReco
Map
rd
Object
State String success
Clusterld Strin BD65COAD-D3C6-48D3-
9 8D93-38D2015C****
Message String timeout
Examples

Sample requests

http (s) ://[Endpoint]/?Action=DeleteGatewaySecret
&ServiceMeshId=c08ba3fdle6484b0f8cclad8fel0d****
&IstioGatewayName=ingressgateway
&SecretName=bookinfo-secret

&<Common request parameters>

Sample success responses
xML  format
HTTP/1.1 200 OK

Content-Type:application/xml

<DeleteGatewaySecretResponse>

Description

The name of the secret.

Description

The ID of the request.

The record of deleting the secret.

The information of the deletion record.

The result of deleting the secret. Valid values:
® success : Thesecret was deleted.
® fail :The secret failed to be deleted.

The ID of the cluster.

The error message returned when exceptions
occur. Otherwise, an empty value is returned.

<RequestId>BD65COAD-D3C6-48D3-8D93-38D2015C****</RequestId>

<SecretDeleteRecord>
<key>
<State>success</State>

<ClusterId>BD65COAD-D3C6-48D3-8D93-38D2015C****</ClusterId>

<Message>timeout</Message>
</key>
</SecretDeleteRecord>

</DeleteGatewaySecretResponse>

Jgson format
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HTTP/1.1 200 OK

Content-Type:application/json

{
"RequestId" :

"SecretDeleteRecord" :

"key" ¢ {
"State" :

"ClusterId" :

"Message" :

Error codes

For a list of error codes, visit the API Error Center.

"success",
"BD65COAD-D3C6-48D3-8D93-38D2015C****",

"timeout"

"BD65COAD-D3C6-48D3-8D93-38D2015C****",
{

11.7. DeletelstioGatewayDomains

Deletes one or more domain names for an Alibaba Cloud Service Mesh (ASM) gateway.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for

different SDKs.

Request parameters

Parameter

Action

ServiceMeshlid

IstioGatewayName

Hosts

PortName

Namespace

Limit

Type

String

String

String

String

String

String

String

Required

Yes

Yes

No

No

No

No

No

Example

DeletelstioGateway
Domains

c08ba3fd1e6484b0f
8cclad8fe10d****

ingressgateway

example.com,demo
.com

https

default

10

Description

The operation that you want to perform.
Set the value to
DeletelstioGatewayDomains.

The ID of the ASM instance.

The name of the ASM gateway.

The domain names of the one or more
hosts that are exposed by the ASM
gateway. Separate multiple domain names
with commas (,).

The name of the port.

The namespace in which the ASM gateway
resides.

The maximum number of ASM gateways to
query.
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Response param eters
Parameter Type Example Description

31d3a0f0-07ed-4f6e-

Requestld String 0004-1804498C****

The ID of the request.

Examples

Sample requests

http(s)://[Endpoint]/?Action=DeletelstioGatewayDomains
&ServiceMeshId=c08ba3fdle6484b0f8cclad8fel0d****
&IstioGatewayName=ingressgateway

&Hosts=example.com, demo.com

&PortName=https

&Namespace=default

&Limit=10

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK

Content-Type:application/xml

<DeletelstioGatewayDomainsResponse>
<RequestId>31d3a0f0-07ed-4£6e-9004-1804498c****</RequestId>

</DeletelstioGatewayDomainsResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" : "31d3a0f0-07ed-4£6e-9004-1804498c****"

Error codes

For a list of error codes, visit the API Error Center.

11.8. UpdateASMGateway

Updates an Alibaba Cloud Service Mesh (ASM) gateway.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description
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Parameter Type Required Example Description

The operation that you want to perform.

Action Strin Yes UpdateASMGatewa
9 P y Set the value to UpdateASMGateway.
. . cb8963379255149¢c .
ServiceMeshld String Yes bOBCBE8EE 274X+ The ID of the ASM instance.
IstioGatewayName String No ingressgateway The name of the ASM gateway.
Body String No null The new YAML content of the ASM gateway.

Response parameters

Parameter Type Example Description

BD65COAD-D3C6-48D3-

Requestld String 8D93-38D207 50+

The ID of the request.

Examples

Sample requests

http(s) ://[Endpoint] /?Action=UpdateASMGateway

&ServiceMeshId=cb8963379255149cb98c8686£274x****

&IstioGatewayName=ingressgateway
&Body={"apiVersion":"istio.alibabacloud.com/vlbetal", "kind":"IstioGateway", "metadata":{"name":"ingress
gateway", "namespace":"istio-system"}, "spec": {"gatewayType":"ingress", "clusterIds": ["xxxxx"], "ports": [{
"name":"http-0", "port":80, "targetPort":80, "protocol":"TCP"}, {"name" : "https-1", "port":443, "targetPort":
443, "protocol":"TCP"}], "serviceAnnotations": {"service.beta.kubernetes.io/alicloud-loadbalancer-address
-type":"internet", "service.beta.kubernetes.io/alibaba-cloud-loadbalancer-spec":"slb.sl.small"}, "replic
aCount":2, "resources": {"limits": {"cpu":"2", "memory":"4G"}, "requests": {"cpu":"200m", "memory" :"256Mi" }},
"serviceType":"LoadBalancer", "maxReplicas":2, "minReplicas":2}}

&Common request parameters

Sample success responses

xML  format

HTTP/1.1 200 OK

Content-Type:application/xml

<UpdateASMGatewayResponse>
<RequestId>BD65COAD-D3C6-48D3-8D93-38D2015C****</RequestId>

</UpdateASMGatewayResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" : "BD65COAD-D3C6-48D3-8D93-38D2015C****"

Error codes
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For a list of error codes, visit the API Error Center.

11.9.
UpdateASMGatewaylmportedServices

Updates imported services on an Alibaba Cloud Service Mesh (ASM) gateway to import or delete upstream services
associated with the gateway.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform.

UpdateASMGatewa
Action String Yes Ir: ortedService\:‘:v Y Set the value to
P UpdateASMGatewaylmportedServices.
c08ba3fd1e6484b0f
iceMeshl i Y The ID of the ASM i .
ServiceMeshid String es 8ccladsfel0d e ID of the ASM instance

The names of the services. Separate
ServiceNames String No reviews,sleep multiple service names with commas (,).
Example: reviews,sleep.

ASMGatewayName String No ingressgateway The name of the ASM gateway.

ServiceNamespace String No default The namespace in which the service resides.

Response param eters
Parameter Type Example Description

11fd0027-c27e-41bb-

2565-75583054%++* The ID of the request.

Requestld String

Examples

Sample requests

http(s) ://[Endpoint]/?Action=UpdateASMGatewayImportedServices
&ServiceMeshId=c08ba3fdle6484b0f8cclad8fel0d****
&ServiceNames=reviews, sleep

&ASMGatewayName=ingressgateway

&ServiceNamespace=default

&Common request parameters

Sample success responses

xML  format
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HTTP/1.1 200 OK

Content-Type:application/xml

<UpdateASMGatewayImportedServicesResponse>
<RequestId>11£d0027-c27e-41bb-a565-75583054****</RequestId>

</UpdateASMGatewayImportedServicesResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" : "11£d0027-c27e-41bb-a565-75583054****"

Error codes

For a list of error codes, visit the API Error Center.

11.10. UpdatelstioGatewayRoutes

Updates a routing rule for an Alibaba Cloud Service Mesh (ASM) gateway.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description

. The operation that you want to perform.
UpdatelstioGateway P 4 P

Action String Yes Routes Set the value to
UpdatelstioGatewayRoutes.
c08ba3fd1e6484b0f
iceMeshl i Y The ID of the ASM i .
ServiceMeshld String es 8ccladsfel0d e ID of the ASM instance
IstioGatewayName String No ingressgateway The name of the ASM gateway.
. The information about the routing rule to
GatewayRoute Object No
4 ) be updated for the ASM gateway.
RouteName String No reviews-v2-routes The name of the routing rule.
. The type of the traffic to be routed. Valid
RouteType String No HTTP i
values: HTTP , TLS ,and TCP
MatchRequest Object No The matching rules for traffic routing.
URI Object No The matching rule for URIs.
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Parameter Type Required Example Description

The matching mode for the routing rule.
Valid values:

MatchingMode String No prefix ® exact :exact match
® prefix : match by prefix

® regex : match by regular expression

MatchingContent String No /ratings/v2/ The content to be matched.
Headers Array No The request headers to be matched.
Name String No x-request-id The header key to be matched.

The matching mode for the header value.
Valid values:

MatchingMode String No exact ® exact :@exact match
e prefix : match by prefix

® regex : match by regular expression

MatchingContent String No V1 The header value to be matched.

The matching rule for Transport Layer

TLSMatchAttributes Arra No . .
v Security (TLS) traffic.
TLSPort Integer No 443 The TLS port.
The Server Name Indication (SNI) values to
be matched. wWildcards can be used as the
prefix of an SNIvalue. For example, a value
of *.com matches foo.example.com
Array of and le.
SNIHosts . Y No *.com crampre.con
String
@ Note The SNIvalues must be a
subset of the hostnames of the
corresponding virtual hosts.
Array of The ports of the specified hosts to which
Ports v No 443 ports ¢ pect! i
Integer the traffic is routed.
. The endpoints of destination services for
RouteDestinations Array No

Layer 4 weighted routing.
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Parameter Type Required Example Description
The unique endpoint of the destination
Destination Object No service to which the specified requests are
sent.
- ) The name of the service defined in the
Host String No reviews . .
service registry.
Subset String No V1 The name of the service subset.
Weight Integer No 80 The weight of the service subset.
HTTPAdvancedOpti ) The advanced settings for routing HTTP
P Object No . o °
ons traffic.
HT T PRedirect Object No The HTTP redirect rule.
. . /v1/getProductRati The value to be used to overwrite the URL
Uri String No . . .
ngs path during redirection.
newratings.default The value to be used to overwrite the value
Authority String No 9s. ’ of the Authority or Host header during
svc.cluster.local ) )
redirection.
. The response code to be used to indicate
RedirectCode Integer No 301 URL redirection. Default value: 301.
X The virtual service that defines traffic
Delegate Object No .
routing.
Name String No reviews The name of the virtual service.
The namespace to which the virtual service
Namespace String No default P
belongs.
The configurations for rewriting the virtual
Rewrite Object No service.
. . /v1/getProductRati The value to be used to overwrite the path
Uri String No .
ngs or prefix of the URI.
. ) newratings.default. The value to be used to overwrite the value
Authority String No .
svc.cluster.local of the Authority or Host header.
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Parameter Type Required Example Description

Timeout String No 5s The timeout period for requests.

The configurations of retries for failed

Retries Object No

requests.

The maximum number of retries allowed for
Attempts Integer No 3

a request.

connect- The condition for retries. Example:
RetryOn String No failure,refused- connect-failure, refused-
stream,503 stream, 503
RetryRemotelocaliti : Specifies whether to allow retries to other
Object No L

es localities.

Specifies whether to allow retries to other

localities. Valid values:

e true : allows retries to other
Value Boolean No false localities.

e false :does not allow retries to

other localities.

Default value: false
PerTryTimeout String No 2s The timeout period for each retry.
Fault Object No The configurations of fault injection.
Delay Object No The duration to delay a request.
FixedDelay String No 5s The fixed duration for request delay.

The percentage of requests to which the
Percentage Object No delay fault is injected.

The percentage of requests to which the
Value Float No 0.1 delay fault is injected, expressed as a

decimal.

. The configurations for aborting requests

Abort Object No . g . greq

with specified error codes.
HttpStatus Integer No 400 The specified HTTP error code.
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Parameter Type Required Example Description

The percentage of requests that are

Percentage Object No . .
9 ! aborted with the specified error code.

The percentage of requests that are
Value Float No 0.1 aborted with the specified error code,
expressed as a decimal.

The configurations for mirroring HTTP traffic
to another destination in addition to

Mirror Object No ) i
) forwarding requests to the specified
destination.
) reviews.default.svc. The name of the service defined in the
Host String No . .
cluster.local service registry.
Subset String No V1 The name of the service subset.

The percentage of requests that are
MirrorPercentage Object No mirrored to another destination except for
the original destination.

The percentage of requests that are
mirrored to another destination except for

Value Float No 0.2 - L.
the original destination, expressed as a
decimal.
. The namespace in which the destination
Namespace String No default P

service resides.

The priority of the routing rule. The value of
Priority Integer No 1 this parameter is an integer. A smaller value
indicates a higher priority.

The status of the routing rule. Valid values:

e (0 :Therouting rule is valid.
Status Integer No 1 e 1 :The routing rule is invalid.

e 2 : Anerroroccurs during the creation
or update of the routing rule.

Description String No demo route The description of the routing rule.

Response parameters

Parameter Type Example Description
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Parameter Type Example Description

31d3a0f0-07ed-4f6e- The ID of the request.

Requestid string 9004-1804498C****

Examples

Sample requests

http(s) ://[Endpoint]/?Action=UpdatelstioGatewayRoutes

&ServiceMeshId=c08ba3fdle6484b0f8cclad8fel0d****

&IstioGatewayName=ingressgateway
&GatewayRoute={"RouteName":"reviews-v2-routes", "RouteType" : "HTTP", "MatchRequest": {"URI": { "MatchingMode
":"prefix", "MatchingContent":"/ratings/v2/"}, "Headers": [{"Name":"x-request-id", "MatchingMode": "exact",
"MatchingContent":"v1"}], "TLSMatchAttributes": [{"TLSPort":443,"SNIHosts":["*.com"]}],"Ports":[443]},"R
outeDestinations": [{"Destination":{"Host":"reviews", "Subset":"v1"}, "Weight":80}], "HTTPAdvancedOptions"
:{"HTTPRedirect":{"Uri":"/v1l/getProductRatings", "Authority":"newratings.default.svc.cluster.local", "Re
directCode":301}, "Delegate": {"Name":"reviews", "Namespace" :"default"}, "Rewrite": {"Uri":"/vl/getProductR
atings", "Authority":"newratings.default.svc.cluster.local"}, "Timeout":"5s","Retries": {"Attempts":3, "Re
tryOn":"connect-failure, refused-stream, 503", "RetryRemoteLocalities": {"Value":false}, "PerTryTimeout":"2
s"},"Fault":{"Delay":{"FixedDelay":"5s", "Percentage": {"Value":0.1}},"Abort": {"HttpStatus":400, "Percent
age":{"Value":0.1}}},"Mirror": {"Host":"reviews.default.svc.cluster.local", "Subset":"v1"}, "MirrorPercen
tage":{"Value":0.2}}, "Namespace":"default"}

&Priority=1

&Status=1

&Description=demo route

&<Common request parameters>

Sample success responses

xur,  format

HTTP/1.1 200 OK

Content-Type:application/xml

<UpdateIstioGatewayRoutesResponse>
<RequestId>31d3a0f0-07ed-4£6e-9004-1804498c****</RequestId>

</UpdateIstioGatewayRoutesResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" : "31d3a0f0-07ed-4f6e-9004-1804498c****"

Error codes

For a list of error codes, visit the API Error Center.

11.11. UpdatelstioRouteAdditionalStatus

Updates the information about a routing rule for an Alibaba Cloud Service Mesh (ASM) gateway.

Debugging
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OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description

) The operation that you want to perform.
UpdatelstioRouteAd P 4 P

Action String Yes ditionalSt at us Set the value to
UpdatelstioRouteAdditionalStatus.
. . c08ba3fd1e6484b0f .
ServiceMeshld String Yes 8ccl adsfe]0d The ID of the ASM instance.
IstioGatewayName String No ingressgateway The name of the ASM gateway.
RouteName String No http-test The name of the routing rule.

The priority of the routing rule. The value of
Priority Integer No 0 this parameter is an integer. A smaller value
indicates a higher priority.

The status of the routing rule. Valid values:

e 0 :Therouting rule is valid.
Status Integer No 0 e 1 :The routing rule is invalid.

e 2 :Anerroroccurs during the creation
or update of the routing rule.

Description String No demo route The description of the routing rule.

Response parameters
Parameter Type Example Description

BD65COAD-D3C6-48D3-

8D93-38D2015C++* The ID of the request.

Requestlid String

Examples

Sample requests

http(s) ://[Endpoint]/?Action=UpdatelstioRouteAdditionalStatus
&ServiceMeshId=c08ba3fdle6484b0f8cclad8fel0d****
&IstioGatewayName=ingressgateway

&RouteName=http-test

&Priority=0

&Status=0

&Description=demo route

&<Common request parameters>

Sample success responses
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xML  format

HTTP/1.1 200 OK

Content-Type:application/xml

<UpdateIstioRouteAdditionalStatusResponse>
<RequestId>BD65COAD-D3C6-48D3-8D93-38D2015C****</RequestId>

</UpdateIstioRouteAdditionalStatusResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" : "BD65COAD-D3C6-48D3-8D93-38D2015C****"

Error codes

HTTP status

Error code Error message Description
code

The error message returned because

500 ERR500 An internal server error occurred. .
a backend service error has occurred.

For a list of error codes, visit the API Error Center.

11.12. DescribelngressGateways

Queries the information about the ingress gateways of an Alibaba Cloud Service Mesh (ASM) instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description

) The operation that you want to perform.
DescribelngressGate P 4 P

Action String Yes wavs Set the value to
v DescribelngressGateways.
. . ca04bc38979214bf2 .
ServiceMeshld String No 882be79d39h 4 ** The ID of the ASM instance.
Response parameters
Parameter Type Example Description

31d3a0f0-07ed-4f6e-

Requestld String 0004-1804498C****

The ID of the request.
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Parameter Type Example Description

The information about the ingress gateways of

{Clusterld:c75918e36d8 .
the ASM instance.

IngressGateways Array of Object 964fa2bc0a5d049c89**

**}

Examples

Sample requests

http(s)://[Endpoint]/?Action=DescribelIngressGateways
&ServiceMeshId=ca04bc38979214bf2882be79d39b4****

&<Common request parameters>

Sample success responses

xMn  format

HTTP/1.1 200 OK

Content-Type:application/xml

<DescribeIngressGatewaysResponse>
<RequestId>31d3a0f0-07ed-4f6e-9004-1804498c****</RequestId>
<IngressGateways/>

</DescribelIngressGatewaysResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" : "31d3a0f0-07ed-4£6e-9004-1804498c****",

"IngressGateways" : ""

Error codes

For a list of error codes, visit the API Error Center.

11.13. DescribelmportedServicesDetail

Queries the details of the imported services on an Alibaba Cloud Service Mesh (ASM) gateway.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description

) The operation that you want to perform.
. ) DescribelmportedSe P 4 P
Action String Yes . ) Set the value to
rvicesDet ail X . .
DescribelmportedServicesDet ail.
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Parameter

ServiceMeshlid

ASMGatewayName

ServiceNamespace

Type

String

String

String

Response parameters

Parameter

RequestId
Details
ServiceName
Namespace

Labels

Clusterlds

ServiceType
Ports

Name
Protocol
Port
TargetPort

NodePort

Examples

Type

String

Array of detail

String

String

Map

String

Array of String

String

Array of port

String

String

Integer

Integer

Integer

Required Example Description
Yes €b8963379255149¢ The ID of the ASM instance
b98c8686f274x**** ’
No ingressgateway The name of the ASM gateway.
No default The namespace in which the service resides.
Example Description

E0496204-7586-5B4C-
B364-2361CCOEDXxxx

productpage

default

app: productpage

C€7894c929677643a5bf
e1a732d778****

Kuberntes

http-0

tcp

80

8080

12345

The ID of the request.

The details of the services.

The name of the service.

The namespace in which the service resides.

The labels of the service.

The label of the service.

The IDs of the clusters to which the service
belongs.

The type of the service.

The ports declared for the service.

The name of the port.

The protocol of the port.

The port number.

The container port.

The node port.
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Sample requests

http(s) ://[Endpoint]/?Action=DescribelmportedServicesDetail

&ServiceMeshId=cb8963379255149cb98c8686£274x****
&ASMGatewayName=ingressgateway

&ServiceNamespace=default

&Common request parameters

Sample success responses

xMn  format

HTTP/1.1 200 OK
Content-Type:application/xml

<DescribeImportedServicesDetailResponse>

<RequestId>E0496204-7586-5B4C-B364-2361CCOEDxxxx</RequestId>

<Details>
<ServiceName>productpage</ServiceName>
<Namespace>default</Namespace>
<Labels>
<key>app: productpage</key>
</Labels>

<ClusterIds>c7894c929677643a5bfela732d778****</ClusterIds>

<ServiceType>Kuberntes</ServiceType>

<Ports>
<Name>http-0</Name>
<Protocol>tcp</Protocol>
<Port>80</Port>
<TargetPort>8080</TargetPort>
<NodePort>12345</NodePort>

</Ports>

</Details>

</DescribeImportedServicesDetailResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json

{

"RequestId" "E0496204-7586-5B4C-B364-2361CCOEDxxxx",
"Details" : {
"ServiceName" : "productpage",
"Namespace" : "default",
"Labels" : {
"key" : "app: productpage"
by
"ClusterIds" : "c7894c929677643a5bfela732d778****",
"ServiceType" : "Kuberntes",
"Ports" : {
"Name" : "http-0",
"Protocol" : "tcp",
"Port" : 80,
"TargetPort" : 8080,

"NodePort" : 12345

163

> Document Version: 20220712



Alibaba Cloud Service Mesh

APl Reference- ASM Gateway

Error codes

For a list of error codes, visit the API Error Center.

11.14.

DescribeASMGatewaylmportedServices

Queries imported services on an Alibaba Cloud Service Mesh (ASM) gateway.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for

different SDKs.

Request parameters

Parameter

Action

ServiceMeshlid

ASMGatewayName

ServiceNamespace

Type

String

String

String

String

Response parameters

Parameter

Requestld
ImportedServices

ServiceName

ServiceNamespac
e

Examples

Sample requests

Type

String

Array of
importedService

String

String

Required Example Description
The operation that you want to perform.
DescribeASMGatewa P y P
Yes ImpbortedSenvices Set the value to
yimp DescribeASMGatewaylmportedServices.
Yes €08ba3fd1e6484b0f The ID of the ASM instance
8cclad8fe10d**** ’
No ingressgateway The name of the ASM gateway.
No default The namespace in which the service resides.
Example Description

11fd0027-c27e-41bb-
a565-75583054****

productpage

default

The ID of the request.

The imported services.

The name of the service.

The namespace in which the service resides.

http(s) ://[Endpoint]/?Action=DescribeASMGatewaylImportedServices
&ServiceMeshId=c08ba3fdle6484b0f8cclad8fel0d****
&ASMGatewayName=ingressgateway

&ServiceNamespace=default

&Common request parameters
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Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml

<DescribeASMGatewayImportedServicesResponse>
<RequestId>E0496204-7586-5B4C-B364-2361CCOExxxx</RequestId>

<ImportedServices>

<ServiceName>productpage</ServiceName>

<ServiceNamespace>default</ServiceNamespace>

</ImportedServices>

</DescribeASMGatewayImportedServicesResponse>

Jgson format

HTTP/1.1 200 OK

Content-Type:application/json

{

"RequestId" : "E0496204-7586-5B4C-B364-2361CCOExxxx",

"ImportedServices" : [ {

"ServiceName" : "productpage",

"ServiceNamespace" : "default"

Hl

Error codes

For a list of error codes, visit the API Error Center.

11.15. DescribelstioGatewayRouteDetail

Queries the detailed information about a routing rule of an Alibaba Cloud Service Mesh (ASM) gateway.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for

different SDKs.

Request parameters

Parameter Type

Action String
ServiceMeshlid String
IstioGatewayName String
RouteName String

Response parameters

Required

Yes

Yes

No

No

Example

DescribelstioGatewa
yRouteDet ail

c08ba3fd1e6484b0f
8cclad8fel0d* **

ingressgateway

demo-route

Description

The operation that you want to perform.
Set the value to
DescribelstioGatewayRouteDetail.

The ID of the ASM instance.

The name of the ASM gateway.

The name of the routing rule.
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Parameter

RouteDetail

RouteName

RouteType

MatchRequest

URI

MatchingMode

MatchingContent

Headers

Name

MatchingMode

MatchingContent

TLSMatchAttribut
es

TLSPort

Type

Object

String

String

Object

Object

String

String

Array of header

String

String

String

Array of
tlsMatchAttribute

Integer

Example

demo-route

HTTP

prefix

/ratings/v2/

x-request-id

exact

\al

443

Description

The detailed information about the routing rule.

The name of the routing rule.

The type of the traffic to be routed. Valid values:
HTTP , TLS ,and TCP

The matching rules for traffic routing.

The matching rule for URIs.

The matching mode. Valid values:

® cxact :exact match

® prefix : match by prefix

® regex : match by regular expression

The content to be matched.

The request headers to be matched.

The header key to be matched.

The matching mode for the header value. Valid
values:

® exact :exact match
® prefix : match by prefix

® regex : match by regular expression

The header value to be matched.

The matching rule for TLS traffic.

The TLS port.
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Parameter

SNIHosts

Ports

HTTPAdvancedOp

tions

HT T PRedirect

Uri

Authority

RedirectCode

Delegate

Name

Namespace

Rewrite

Uri

Type Example
Array of String *.com
Array of Integer 443

Object

Object

String /v1/getProductRatings

String newratings.default.svc.
cluster.local

Integer 301

Object

String reviews

String default

Object

String /v1/getProductRatings

Description

The Server Name Indication (SNI) values to be
matched. Wildcards can be used as the prefix of

an SNI value. For example, a value of  *.com

matches foo.example.com and

example.com

@ Note The SNIvalues must be a subset
of the hostnames of the corresponding virtual
hosts.

The ports of the specified hosts to which the
traffic is routed.

The advanced settings for routing HTTP traffic.

The HTTP redirect rule.

The value to be used to overwrite the URL path
during redirection.

The value to be used to overwrite the value of the
Authority or Host header during redirection.

The response code to be used for indicating URL
redirection. Default value: 301.

The virtual service that defines traffic routing.

The name of the virtual service.

The namespace to which the virtual service
belongs.

The configurations for rewriting virtual service.

The value to be used to overwrite the path or
prefix of the URL.
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Parameter

Authority

Timeout

Retries

Attempts

PerTryTimeout

RetryOn

RetryRemotelLoca

lities

Value

Fault

Delay

FixedDelay

ExponentialDelay

Percentage

Value

Type

String

String

Object

Integer

String

String

Object

Boolean

Object

Object

String

String

Object

Float

Example

newratings.default.svc.

cluster.local

5s

2s

connect-
failure,refused-
stream,503

false

5s

0.1

Description

The value to be used to overwrite the value of the
Authority or Host header.

The timeout period for requests.

The configurations of retries for failed requests.

The maximum number of retries that are allowed
for a request.

The timeout period for each retry.

The condition for retries. Example: connect-

failure, refused-stream, 503

Specifies whether to allow retries to other
localities.

Specifies whether to allow retries to other
localities. Valid values:

e true : allows retries to other localities.

® false :does not allow retries to other
localities.

Default value: false

The configurations of fault injection.

The duration to delay a request.

The fixed duration for request delay.

The duration for request delay is expressed as 2
raised to the power of x. You must specify the
value of x.

The percentage of requests to which the delay
fault is injected.

The percentage of requests that are aborted with
specified error codes, expressed as a decimal.
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Parameter

Abort

HttpStatus

Percentage

Value

Mirror

Host

Subset

MirrorPercentage

Value

RouteDestination
s

Destination

Host

Subset

Port

Number

Type

Object

Integer

Object

Float

Object

String

String

Object

Float

Array of
routeDestination

Object

String

String

Object

Integer

Example

400

0.1

reviews.default.svc.clu
ster.local

4

0.2

reviews

\al

443

Description

The configurations for aborting requests with
specified error codes.

The specified HTTP error code.

The percentage of requests that are aborted with
the specified error code.

The percentage of requests that are aborted with
the specified error code, expressed as a decimal.

The configurations for mirroring HTTP traffic to
another destination in addition to forwarding
requests to the specified destination.

The name of the service defined in the service
registry.

The name of the service subset.

The percentage of requests that are mirrored to
another destination except for the original
destination.

The percentage of requests that are mirrored to
another destination except for the original
destination, expressed as a decimal.

The endpoints of service instances for Layer 4
weighted routing.

The unigue endpoint of the service instance to
which the specified requests are sent.

The name of the service defined in the service
registry.

The name of the service subset.

The ports of the specified hosts from which the
traffic is routed.

The port of the specified host to which the traffic
is routed.
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Parameter Type Example Description

Weight Integer 80 The traffic weight. Valid values: 1 to 100.
Headers Object The request headers to be matched.
Request Object The request header to be matched.

The header key to be used to overwrite the

Set Map original header key.
String key The header key that you specify.
Add Map The values to be added to the header key.
Remove Array of String key The key to be deleted.
Response Object The Processing of the headers of the response
that is to be returned.
The header key to be used to overwrite the
Set Map .
original header key.
Add Map The values to be added to the header key.
Remove Array of String key The key to be deleted.
. 31d3a0f0-07ed-4f6e-
Requestid String 0004-1804498C+* The ID of the request.
The priority of the routing rule. The value of this
Priority Integer 1 parameter is an integer. A smaller value indicates a
higher priority.
The status of the routing rule. Valid values:
e 0 :Therouting ruleis valid.
Status Integer 1 e 1 :The routing rule is invalid.
e 2 :Anerroroccurs during the creation or
update of the routing rule.
Description String demo route The description of the routing rule.
Examples

Sample requests
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http(s) ://[Endpoint]/?Action=DescribelstioGatewayRouteDetail
&ServiceMeshId=c08ba3fdle6484b0f8cclad8fel0d****
&IstioGatewayName=ingressgateway

&RouteName=demo-route

&<Common request parameters>

Sample success responses

xMn  format

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeIstioGatewayRouteDetailResponse>
<RouteDetail>
<RouteName>demo-route</RouteName>
<RouteType>HTTP</RouteType>
<MatchRequest>
<URI>
<MatchingMode>prefix</MatchingMode>
<MatchingContent>/ratings/v2/</MatchingContent>
</URI>
<Headers>
<Name>x-request-1id</Name>
<MatchingMode>exact</MatchingMode>
<MatchingContent>v1</MatchingContent>
</Headers>
<TLSMatchAttributes>
<TLSPort>443</TLSPort>
<SNIHosts>*.com</SNIHosts>
</TLSMatchAttributes>
<Ports>443</Ports>
</MatchRequest>
<HTTPAdvancedOptions>
<HTTPRedirect>
<Uri>/vl/getProductRatings</Uri>
<Authority>newratings.default.svc.cluster.local</Authority>
<RedirectCode>301</RedirectCode>
</HTTPRedirect>
<Delegate>
<Name>reviews</Name>
<Namespace>default</Namespace>
</Delegate>
<Rewrite>
<Uri>/vl1/getProductRatings</Uri>
<Authority>newratings.default.svc.cluster.local</Authority>
</Rewrite>
<Timeout>5s</Timeout>
<Retries>
<Attempts>3</Attempts>
<PerTryTimeout>2s</PerTryTimeout>
<RetryOn>connect-failure, refused-stream, 503</RetryOn>
<RetryRemoteLocalities>
<Value>false</Value>
</RetryRemotelocalities>
</Retries>
<Fault>
<Delay>
<FixedDelay>5s</FixedDelay>
<ExponentialDelay>3</ExponentialDelay>
<Percentage>
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<Value>0.1</Value>
</Percentage>
</Delay>
<Abort>
<HttpStatus>400</HttpStatus>
<Percentage>
<Value>0.1</Value>
</Percentage>
</Rbort>
</Fault>
<Mirror>
<Host>reviews.default.svc.cluster.local</Host>
<Subset>v1</Subset>
</Mirror>
<MirrorPercentage>
<Value>0.2</Value>
</MirrorPercentage>
</HTTPAdvancedOptions>
<RouteDestinations>
<Destination>
<Host>reviews</Host>
<Subset>v1</Subset>
<Port>
<Number>443</Number>
</Port>
</Destination>
<Weight>80</Weight>
<Headers>
<Request>
<Set>
<key>key</key>
</Set>
<Remove>key</Remove>
</Request>
<Response>
<Remove>key</Remove>
</Response>
</Headers>
</RouteDestinations>
</RouteDetail>
<RequestId>31d3a0f0-07ed-4f6e-9004-1804498c****</RequestId>
<Priority>1</Priority>
<Status>1</Status>
<Description>demo route</Description>
</DescribelstioGatewayRouteDetailResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{

"RouteDetail"™ : {
"RouteName" : "demo-route",
"RouteType" : "HTTP",
"MatchRequest" : {
"URI" : {
"MatchingMode" : "prefix",
"MatchingContent" : "/ratings/v2/"

I

RS B
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nedaers P
"Name" : "x-request-id",
"MatchingMode" : "exact",
"MatchingContent" : "v1"
by
"TLSMatchAttributes" : {
"TLSPort" : 443,
"SNIHosts" : "*.com"
by
"Ports" : 443
by
"HTTPAdvancedOptions" : {
"HTTPRedirect" : {
"Uri" : "/vl/getProductRatings",
"Authority" : "newratings.default.svc.cluster.local",
"RedirectCode" : 301
by
"Delegate" : {
"Name" : "reviews",
"Namespace" : "default"
by
"Rewrite" : {
"Uri" : "/vl/getProductRatings",
"Authority" : "newratings.default.svc.cluster.local"
by
"Timeout" : "5s",
"Retries" : {
"Attempts" : 3,
"PerTryTimeout" : "2s",
"RetryOn" : "connect-failure,refused-stream, 503",
"RetryRemoteLocalities" : {
"Value" : false
}
by
"Fault" : {
"Delay" : {
"FixedDelay" : "5s",
"ExponentialDelay" : 3,
"Percentage" : {

"Value" : 0.1

br
"Abort" : {
"HttpStatus" : 400,
"Percentage" : {
"Value" : 0.1

by

"Mirror" : {
"Host" : "reviews.default.svc.cluster.local",
"Subset" : "v1"

by

"MirrorPercentage" : {
"Value" : 0.2

by
"RouteDestinations"™ : {
"Destination" : {
"Host" : "reviews",

"Subset" : "v1".
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"Port" : {
"Number" : 443
}
br
"Weight" : 80,

"Headers" : {
"Request" : {
"Set" : {
"key" : "key"
by
"Remove" : "key"
by
"Response" : {
"Remove" : "key"
}
}
}
by
"RequestId" : "31d3a0f0-07ed-4f6e-9004-1804498c****",
"Priority" : 1,
"Status" : 1,
"Description" : "demo route"

Error codes

HTTP status

Error code Error message Description
code

The error message returned because

500 ERR500 An internal server error occurred. .
a backend service error has occurred.

For a list of error codes, visit the API Error Center.

11.16. DescribeGatewaySecretDetails

Queries the detailed information about a secret of an Alibaba Cloud Service Mesh (ASM) gateway.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description

) The operation that you want to perform.
. . DescribeGatewaySe
Action String Yes Set the value to

cretDetails . -
DescribeGatewaySecretDetails.
) . c08ba3fd1e6484b0f )
ServiceMeshld String Yes 8cc1adsfe]0d The ID of the ASM instance.
IstioGatewayName String No ingressgateway The name of the ASM gateway.
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Response parameters

Parameter

Requestld

GatewaySecretDe
tails

IssueTime
ExpiredTime

GatewayName

State

Message

SNI

SecretName

Examples

Sample requests

http(s)://[Endpoint]/?Action=DescribeGatewaySecretDetails

Type

String

Array of
gatewaySecretDe
tail

String

String

String

String

String

String

String

Example

31d3a0f0-07ed-4f6e-

9004-1804498c****

2022-03-03 07:45

2023-03-03 07:45

bookinfo-gateway

normal

tls.crt not exist

demo.com

demo-secret

&ServiceMeshId=c08ba3fdle6484b0f8cclad8fel0d****

&IstioGatewayName=ingressgateway

&<Common request parameters>

Sample success responses

xun  format

Description

The ID of the request.

The detailed information about the secret of the
ASM gateway.

The time when the certificate was issued.

The time when the certificate expires.

The name of the gateway.

The status of the certificate. Valid values:
L4 normal

L4 abnormal

® Anerror message is returned if the status of the
gateway is abnormal. Examples: tls.crt not
exist , tls.key not exist ,and secret

type must be kubernetes.io/tls

® Anempty value is returned if the status of the
gateway is normal.

The Server Name Indication (SNI) value that
indicates the hostname of the service.

The name of the secret.
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HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeGatewaySecretDetailsResponse>
<RequestId>31d3a0f0-07ed-4£6e-9004-1804498c****</RequestId>
<GatewaySecretDetails>
<IssueTime>2022-03-03 07:45</IssueTime>
<ExpiredTime>2023-03-03 07:45</ExpiredTime>
<GatewayName>bookinfo-gateway</GatewayName>
<State>normal</State>
<Message>tls.crt not exist</Message>
<SNI>demo.com</SNI>
<SecretName>demo-secret</SecretName>
</GatewaySecretDetails>

</DescribeGatewaySecretDetailsResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" : "31d3a0f0-07ed-4f6e-9004-1804498c****",
"GatewaySecretDetails" : {

"IssueTime" : "2022-03-03 07:45",

"ExpiredTime" : "2023-03-03 07:45",

"GatewayName" : "bookinfo-gateway",

"State" : "normal",

"Message" : "tls.crt not exist",

"SNI" : "demo.com",

"SecretName" : "demo-secret"

Error codes

For a list of error codes, visit the API Error Center.

11.17. DescribelstioGatewayDomains

Queries the domain names that are exposed by an Alibaba Cloud Service Mesh (ASM) gateway.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description

) ) The operation that you want to perform.
. . DescribelstioGatewa
Action String Yes Set the value to

Domains . . .
4 DescribelstioGatewayDomains.
. . c08ba3fd1e6484b0f .
ServiceMeshlid String Yes 8cc] adsfe]0d The ID of the ASM instance.
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Parameter Type Required Example Description

IstioGatewayName String No ingressgateway The name of the ASM gateway.

The namespace in which the ASM gateway

Namespace String No default resides.
Limit String No 10 The maximum number of ASM gateways to
query.
Response para meters
Parameter Type Example Description

31d3a0f0-07ed-4f6e-

Requestld String 0004-1804498C++* The ID of the request.
Array of .
GatewaySecretDe The domain names that are exposed by the ASM
. gatewaySecretDe
tails ) gateway.
tail
Domains Array of String example.com The domain name.

The type of the protocol. Valid values: HTTP ,
Protocol String HTTPS HTTPS , GRPC , HTTP2 , MONGO ,
TCP ,and TLS

The name of the secret that contains the
CredentialName String bookinfo-secret Transport Layer Security (TLS) certificate and
certificate authority (CA) certificate.

The details of the domain name in the JSON

Detail String null format.

PortName String https-demo The name of the port.

Namespace String default The namespace in which the ASM gateway resides.
Examples

Sample requests

http(s) ://[Endpoint]/?Action=DescribelstioGatewayDomains
&ServiceMeshId=c08ba3fdle6484b0f8cclad8fel0d****
&IstioGatewayName=ingressgateway

&Namespace=default

&Limit=10

&<Common request parameters>

Sample success responses
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xML  format

HTTP/1.1 200 OK
Content-Type:application/xml

<DescribeIstioGatewayDomainsResponse>

<RequestId>31d3a0f0-07ed-4£6e-9004-1804498c****</RequestId>

<GatewaySecretDetails>
<Domains>example.com</Domains>
<Protocol>HTTPS</Protocol>

<CredentialName>bookinfo-secret</CredentialName>

<Detail>{
W, "protocol": "MONGO" be
<PortName>https-demo</PortName>

"servers": [ {

<Namespace>default</Namespace>
</GatewaySecretDetails>
</DescribelstioGatewayDomainsResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId"
"GatewaySecretDetails" : {

"Domains" "example.com",

"Protocol" "HTTPS",
"CredentialName" "bookinfo-secret",
"Detail"™ : "{ \"servers\": [ {

\"mongo\", \"protocol\":
13
"PortName" "https-demo",

"Namespace" "default"

Error codes

For a list of error codes, visit the API Error Center.

\"MONGO\ "

"31d3a0£f0-07ed-4£6e-9004-1804498c****",

"port": { "number": 27018, "name": "mongo
"hosts": [ wesw ] } ] }</Detail>
\"port\": { \"number\": 27018, \"name\"
)’ \"hosts\": [ \"*\" ] }

11.18. DescribelstioGatewayRoutes

Queries the routing rules for an Alibaba Cloud Service Mesh (ASM) gateway.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for

different SDKs.
Request parameters
Parameter

Type Required

Action String Yes

Example

DescribelstioGatewa
yRoutes

Description

The operation that you want to perform.
Set the value to
DescribelstioGatewayRoutes.
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Parameter Type Required Example Description
c08ba3fd1e6484b0f .
iceMeshl tri Y The ID of the ASM instance.
ServiceMeshld String es 8cc1adsfe]0d
IstioGatewayName String No ingressgateway The name of the ASM gateway.

Response parameters

Parameter Type Example Description
Array of
ManagementRout .
os managementRout The routing rules.
e
ASMGatewayNam . )
R 4 String ingressgateway The name of the ASM gateway.
RouteName String http-route The name of the routing rule.
RoutePath String /reviews/v1 The path that is used to match request URLs.

The status of the routing rule. Valid values:
® 0 :Therouting rule is valid.
Status Integer 1 e 1 :The routing rule is invalid.

e 2 :Anerroroccurs during the creation or
update of the routing rule.

The priority of the routing rule. The value of this

Priority Integer 1 parameter is an integer. A smaller value indicates a
higher priority.
Description String demo route The description of the routing rule.

31d3a0f0-07ed-4f6e-

Requestld String 0004-1804498C****

The ID of the request.

Examples
Sample requests

http(s) ://[Endpoint]/?Action=DescribelstioGatewayRoutes
&ServiceMeshId=c08ba3fdle6484b0f8cclad8fel0d****
&IstioGatewayName=ingressgateway

&<Common request parameters>

Sample success responses

xML  format
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HTTP/1.1 200 OK
Content-Type:application/xml
<DescribelstioGatewayRoutesResponse>
<ManagementRoutes>
<ASMGatewayName>ingressgateway</ASMGatewayName>
<RouteName>http-route</RouteName>
<RoutePath>/reviews/v1</RoutePath>
<Status>1</Status>
<Priority>1</Priority>
<Description>demo route</Description>

</ManagementRoutes>

<RequestId>31d3a0f0-07ed-4£6e-9004-1804498c****</RequestId>

</DescribelstioGatewayRoutesResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{

"ManagementRoutes" : {
"ASMGatewayName" : "ingressgateway",
"RouteName" : "http-route",
"RoutePath" : "/reviews/v1l",
"Status" : 1,
"Priority" : 1,
"Description" : "demo route"
by
"RequestId" : "31d3a0f0-07ed-4£6e-9004-1804498c****"

Error codes

HTTP status

Error code Error message
code

500 ERR500

For a list of error codes, visit the API Error Center.

An internal server error occurred.

Description

The error message returned because
a backend service error has occurred.

> Document Version: 20220712

180


https://error-center.alibabacloud.com/status/product/servicemesh

API Reference- Observability Alibaba Cloud Service Mesh

12.0bservability
12.1. DescribeClusterGrafana

Queries the information of Grafana dashboards of a cluster in an Alibaba Cloud Service Mesh (ASM) instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer automatically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description
) ce3c25e247da24f3a
K8sClusterld String Yes abob7edfae83++ The ID of the cluster on the data plane.
' ) cb8963379255149c .
ServiceMeshld String Yes bOBCB636f 274X+ The ID of the ASM instance.

Response parameters

Parameter Type Example Description
Array of ) .

Dashboards The information of Grafana dashboards.
Dashboard

Title String test The title of the Grafana dashboard.

Url String test.com The endpoint of the Grafana dashboard.

; BD65COAD-D3C6-48D3-
Requestid String 8D93-38D2015C+*** The ID of the request.
Examples
Sample requests

http(s) ://[Endpoint]/? Action=DescribeClusterGrafana

&<Common request parameters>

Sample success responses

xMn  format

<RequestId>BD65COAD-D3C6-48D3-8D93-38D2015C****</RequestId>
<Dashboards>

<Title>test</Title>

<Url>test.com</Url>
</Dashboards>

Jgson format
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"RequestId": "BD65COAD-D3C6-48D3-8D93-38D2015C****",
"Dashboards": {
"Title": "test",

"Url": "test.com"

Error codes

For a list of error codes, visit the API Error Center.

12.2. DescribeClusterPrometheus

Queries the public endpoint of the Prometheus service that is used to monitor a cluster in an Alibaba Cloud Service
Mesh (ASM) instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description
cb8963379255149¢c
iceMeshl tri N The ID of the ASM inst .
ServiceMeshld String o bOSCB686f 274+ e ID of the ASM instance
) ce3c25e247da24f3a
K8sClusterld String No abob7edfae83+++* The ID of the cluster on the data plane.

The ID of the region where the cluster on

K8sClusterRegionld Strin No cn-hangzhou
9 9 9 the data plane resides.

Response parameters

Parameter Type Example Description

The public endpoint of the Prometheus service
Prometheus String p.com that is used to monitor a cluster in the ASM
instance.

BD65COAD-D3C6-48D3-

8D93-38D2075C**** The ID of the request.

Request!d String

Examples
Sample requests
http(s) ://[Endpoint]/? Action=DescribeClusterPrometheus

&<Common request parameters>

Sample success responses
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xML  format

<RequestId>BD65COAD-D3C6-48D3-8D93-38D2015C****</RequestId>

<Prometheus>p.com</Prometheus>

Jgson format

"RequestId": "BD65COAD-D3C6-48D3-8D93-38D2015C****"

"Prometheus": "p.com"

Error codes

For a list of error codes, visit the API Error Center.

12.3. DescribeServiceMeshLogs

Queries the logs of an Alibaba Cloud Service Mesh (ASM) instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description

) ) The operation that you want to perform.
. . DescribeServiceMes P y P
Action String Yes Set the value to

hLogs DescribeServiceMeshLogs.
) . €a04bc38979214bf2 )
ServiceMeshld String Yes 882be79d39h 4™+ The ID of the ASM instance.
Response para meters
Parameter Type Example Description

31d3a0f0-07ed-4f6e-

Requestid String 9004-1804498C+*+* The ID of the request.

Logs Array of Log The details of the logs.

CreationTime String 2021-11- The point in time when the logs were generated.
19T15:21:53+08:00

ServiceMeshld String 3221;2328917422?“288 The ID of the ASM instance.
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Parameter Type Example Description

[RequestID: 31d3a0f0-
07ed-4f6e-9004-
1804498c****, UID-
110982038403****]
Log String c096d641835af465882 The content of the logs.
7a4c66c234**** | Start
to add cluster
€186a6d9641a24098b5
499d4d8313****

Examples

Sample requests

http(s) ://[Endpoint]/?Action=DescribeServiceMeshLogs
&ServiceMeshId=ca04bc38979214bf2882be79d39b4****

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeServiceMeshLogsResponse>
<RequestId>31d3a0f0-07ed-4£6e-9004-1804498c****</RequestId>
<Logs>
<CreationTime>2021-11-19T15:21:53+08:00</CreationTime>
<ServiceMeshId>ca04bc38979214b£2882be79d39b4****</ServiceMeshId>
<Log>[RequestID: 31d3a0f0-07ed-4£6e-9004-1804498c****, UID-110982038403****] c096d641835af4658
827a4c66c234**** | Start to add cluster c186a6d9641a24098b5499d4d8313****</Log>
</Logs>

</DescribeServiceMeshLogsResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" : "31d3a0f0-07ed-4f6e-9004-1804498c****",
"Logs" : {
"CreationTime" : "2021-11-19T15:21:53+08:00",
"ServiceMeshId" : "ca04bc38979214b£f2882be79d39%b4****",
"Log" : "[RequestID: 31d3a0f0-07ed-4f6e-9004-1804498c****, UID-110982038403****] c096d641835af4658
827a4c66c234**** | Start to add cluster cl86a6d9641a24098b5499d4d8313****"
}

Error codes

For a list of error codes, visit the API Error Center.

12.4.
DescribeGuestClusterAccessLogDashboards
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Queries the access log reports of a cluster onthe data plane.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description

DescribeGuestCluste The operation that you want to perform.

Action String No rAccessLogDashboa Set the value to
rds DescribeGuestClusterAccessLogDashboards.
. ce3c25e247da24f3a
K8sClusterld String Yes abob7edfae83+++ The ID of the cluster on the data plane.

Response parameters

Parameter Type Example Description

The access log reports of a cluster on the data

Dashboards Array
plane.
Title String test The title of the report.
Url String test.com The URL of the report.
K8sClusterld Strin cesc25e247da24f 3aab The ID of the cluster on the data plane
o 9b7edfae83**** plane.
. BD65COAD-D3C6-48D3-
Requestid String 8D93-38D2015C+*** The ID of the request.
Examples

Sample requests

http(s) ://[Endpoint]/? Action=DescribeGuestClusterAccessLogDashboards
&K8sClusterId=ce3c25e247da24f3aabOb7edfae83****

&<Common request parameters>

Samp le success responses

xML  format

<RequestId>BD65COAD-D3C6-48D3-8D93-38D2015C****</RequestId>
<Dashboards>

<Title>test</Title>

<Url>test.com</Url>
</Dashboards>
<K8sClusterId>ce3c25e247da24f3aab9b7edfae83****</K8sClusterId>
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Jgson format

"RequestId": "BD65COAD-D3C6-48D3-8D93-38D2015C****",
"Dashboards": ({
"Title": "test",
"Url": "test.com"
br
"K8sClusterId": "ce3c25e247da24f3aabOb7edfae83***x*"

Error codes

For a list of error codes, visit the API Error Center.
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13.Update
13.1. UpgradeMeshVersion

Updates the version of an Alibaba Cloud Service Mesh (ASM) instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description

UpgradeMeshVersio The operation that you want to perform.

Acti Stri Y
ction ring e n Set the value to UpgradeMeshVersion.
. . c08ba3fd1e6484b0f .
ServiceMeshld String Yes 8cc] adsfe]0d The ID of the ASM instance.
Response para meters
Parameter Type Example Description

11fd0027-c27e-41bb-
Requestid String a565—75583053**** The ID of the request.

Examples
Sample requests

http(s) ://[Endpoint]/?Action=UpgradeMeshVersion
&ServiceMeshId=c08ba3fdle6484b0f8cclad8fel0d****
&<Common request parameters>

Sample success responses

xur,  format

HTTP/1.1 200 OK

Content-Type:application/xml

<UpgradeMeshVersionResponse>
<RequestId>17056026-31A7-1473-B6DA-XXXXXXXXXXXX</RequestId>

</UpgradeMeshVersionResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json

{
"RequestId" : "11£d0027-c27e-41bb-a565-75583054****"
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Error codes

For a list of error codes, visit the API Error Center.

13.2. UpgradeMeshEditionPartially

Upgrades an Alibaba Cloud Service Mesh (ASM) instance to Commercial Edition (Prof essional Edition).

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for

different SDKs.

Request parameters

Parameter Type
Action String
ServiceMeshlid String
SwitchToPro Boolean

ASMGatewayContinu

Boolean
e
UpgradeGatewayRe
Pg way String
cords

Response parameters

Parameter Type

Requestlid String

Required Example

UpgradeMeshEditio

Yes .
nPartially

ca04bc38979214bf2

ves 882be79d39h4****

No true

No true

ingressgateway1,in

No
gressgateway?2

Description

The operation that you want to perform.
Set the value to
UpgradeMeshEditionPartially.

The ID of the ASM instance.

Specifies whether to upgrade the ASM
instance to Commercial Edition (Professional
Edition). Valid values:

® true :upgradesthe ASM instance to
Commercial Edition (Professional Edition).
e false :does not upgrade the ASM

instance to Commercial Edition
(Professional Edition).

Specifies whether to upgrade the ingress
gateways for the ASM instance. Valid
values:

e true :upgrades theingress
gateways.

e false :does not upgrade the ingress
gateways.

Specifies the ingress gateways to be
upgraded. Separate multiple ingress
gateways with commas (,).

Example Description

31d3a0f0-07ed-4f6e-
9004-1804498c****

The ID of the request.
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Examples

Sample requests

http(s) ://[Endpoint]/?Action=UpgradeMeshEditionPartially
&ServiceMeshId=ca04bc38979214bf2882be79d39b4****
&SwitchToPro=true

&ASMGatewayContinue=true
&UpgradeGatewayRecords=ingressgatewayl, ingressgateway2

&<Common request parameters>

Sample success responses

xMn  format

HTTP/1.1 200 OK

Content-Type:application/xml

<UpgradeMeshEditionPartiallyResponse>
<RequestId>31d3a0f0-07ed-4£6e-9004-1804498c****</RequestId>

</UpgradeMeshEditionPartiallyResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" : "31d3a0f0-07ed-4£6e-9004-1804498c****"

Error codes

For a list of error codes, visit the API Error Center.

13.3. DescribeUpgradeVersion

Queries the versions of components that can be updated in an ASM instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform.

DescribeUpgradeVer
Action String Yes sion Pg Set the value to
DescribeUpgradeVersion.
c08ba3fd1e6484b0f
iceMeshl tri Y The ID of the ASM inst .
ServiceMeshld String es 8ccladsfel0d e ID of the ASM instance

Response parameters
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Parameter Type Example Description

11fd0027-c27e-41bb-

2565-75583054+++* The ID of the request.

Requestld String

Version Object The version information.

KubernetesVersio

n String 1.20 The Kubernetes version.
IstioOperatorVersi v1.10.5.34-g7689a219-
P String ) 9 The version of the ASM instance.
on aliyun
IstioVersion String 1.10.5.34 The Istio version.
Examples

Sample requests

http (s) ://[Endpoint]/?Action=DescribeUpgradeVersion
&ServiceMeshId=c08ba3fdle6484b0f8cclad8fel0d****

&<Common request parameters>

Sample success responses

xML  format

HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeUpgradeVersionResponse>
<RequestId>11£d0027-c27e-41bb-a565-75583054****</RequestId>
<Version>
<KubernetesVersion>1.20</KubernetesVersion>
<IstioOperatorVersion>v1.10.5.34-g7689a219-aliyun</IstioOperatorVersion>
<IstioVersion>1.10.5.34</IstioVersion>
</Version>
</DescribeUpgradeVersionResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" : "11£d0027-c27e-41bb-a565-75583054****",
"Version" : {
"KubernetesVersion" : 1.2,
"IstioOperatorVersion" : "v1.10.5.34-g7689a219-aliyun",
"IstioVersion" : "1.10.5.34"

Error codes

For a list of error codes, visit the API Error Center.

13.4. DescribeServiceMeshUpgradeStatus
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Queries the upgrade details of an Alibaba Cloud Service Mesh (ASM) instance and its ingress gateways.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for

different SDKs.

Request parameters

Parameter

Action

ServiceMeshid

GuestClusterlds

AlllstioGatewayFullN

ames

Response parameters

Parameter

Requestld

UpgradeDetail

FinishedGateways
Num

MeshStatus

TotalGatewaysNu
m

Type

String

String

String

String

Type

String

Object

Long

String

Long

Required

Yes

Yes

No

No

Example

Example

DescribeServiceMes
hUpgradeStatus

11fd0027-c27e-
41bb-a565-
75583054****

caeac85a793c94afb
bb0a4bb20320****

istio-
system:ingressgate
wayT,istio-
system:ingressgate
way2

Description

The operation that you want to perform.
Set the value to
DescribeServiceMeshUpgradeStatus.

The ID of the ASM instance.

The IDs of the clusters on the data plane of
the ASM instance. Separate multiple clusters
with commas (,).

The fully qualified names of ingress
gateways in the ASM instance. Separate
multiple names with commas (,).

Description

11fd0027-c27e-41bb-

a565-75583054****

running

The ID of the request.

The upgrade results.

The number of ingress gateways that are
upgraded.

The status of the ASM instance. Valid values:

® running: The instance is running.

upgrading

upgrading failed
instance fails.

: The instance is being upgraded.

: The upgrade of the

The total number of ingress gateways in the ASM
instance.
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Parameter Type
R

GatewayStatusRe Map
cord

Object
Status String
Message String
Version String

Examples

Sample requests

Example

upgrading

success

1.9.7

Description

The information about the status of the ingress
gateways.

The status of the ingress gateway.

The status of the ingress gateway upgrade. Valid
values:

® upgrading : Theingress gateway is being
upgraded.

® pending : Theingress gateway waits to be
upgraded.

® finished : Theingress gateway upgrade is
complete.

® notStart : Theingress gateway upgrade
does not start.

® failed : Theingress gateway upgrade fails.

® unknown : The upgrade status of the ingress
gateway is unknown.

Indicates whether the operation to upgrade the
ingress gateway is successful.

The version of the ingress gateway.

http(s) ://[Endpoint]/?Action=DescribeServiceMeshUpgradeStatus

&ServiceMeshId=11£fd0027-c27e-41bb-a565-75583054* ***
&GuestClusterIds=caeac85a793c94afbbb0adbb20320****

&AllIstioGatewayFullNames=istio-system:ingressgatewayl, istio-system:ingressgateway?2

&<Common request parameters>

Sample success responses

xMn  format
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HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeServiceMeshUpgradeStatusResponse>

<RequestId>11£d0027-c27e-41bb-a565-75583054****</RequestId>

<UpgradeDetail>
<FinishedGatewaysNum>1</FinishedGatewaysNum>
<MeshStatus>running</MeshStatus>
<TotalGatewaysNum>2</TotalGatewaysNum>
<GatewayStatusRecord>
<key>
<Status>upgrading</Status>
<Message>success</Message>
<Version>1.9.7</Version>
</key>
</GatewayStatusRecord>
</UpgradeDetail>

</DescribeServiceMeshUpgradeStatusResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" : "11£d0027-c27e-41bb-a565-75583054****",
"UpgradeDetail"” : {
"FinishedGatewaysNum" : 1,
"MeshStatus" : "running",
"TotalGatewaysNum" : 2,
"GatewayStatusRecord" : {
"key" : {
"Status" : "upgrading",
"Message" : "success",
"Version" : "1.9.7"

Error codes

HTTP status

Error code Error message
code

503 ERR404 Not found

For a list of error codes, visit the API Error Center.

Description

The error message returned because
the requested resource does not
exist.
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14.Virtual machine
14.1. AddVMIntoServiceMesh

Adds a virtual machine (VM) to an Alibaba Cloud Service Mesh (ASM) instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for

different SDKs.

Request parameters

Parameter Type

ServiceMeshid String
Ecsid String
Action String

Response parameters

Parameter Type
Requestld String
Examples

Sample requests

Required

Yes

Yes

Yes

Example

Example

ccb37ff104caf419fb
f48fb38e6f3****

i-
2ze90ts4e7dj3650**

*k

AddVMintoServiceM
esh

Description

The ID of the ASM instance.

The ID of the VM.

The operation that you want to perform.

Set the value to AddVMIntoServiceMesh.

Description

4b2c0fe0-6705-4614-
8521-6b9d289163c8

The ID of the request.

http(s) ://[Endpoint]/?ServiceMeshId=ccb37ff104cafd19fbf48fb38e6f3****

&EcsId=1-2ze90ts4e7dj3650****
&Action=AddVMIntoServiceMesh

&<Common request parameters>

Sample success responses

xMn  format

HTTP/1.1 200 OK
Content-Type:application/xml

<AddVMIntoServiceMeshResponse>
<RequestId>4b2c0fe0-6705-4614-8521-609d289163c8</RequestId>
</AddVMIntoServiceMeshResponse>

Jgson format
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HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" : "4b2c0fe0-6705-4614-8521-6b9d289163c8"

Error codes

For a list of error codes, visit the API Error Center.

14.2. RemoveVMFromServiceMesh

Removes a virtual machine (VM) from an Alibaba Cloud Service Mesh (ASM) instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description
cch37ff104caf419fb
iceMeshl i Y The ID of the ASM i .
ServiceMeshld String es £48b38e6f 3+ e ID of the ASM instance
The operation that you want to perform.
. . RemoveVMFromServ P y P
Action String Yes ) Set the value to
iceMesh

RemoveVMFromServiceMesh.

i-
Ecsld String Yes 2ze90ts4edj3650*** The ID of the VM.
*

Response param eters
Parameter Type Example Description

4b2c0fe0-6705-4614-

R tid Stri
eques rng 8521-6b9d289163c8

The ID of the request.

Examples

Sample requests

http(s) ://[Endpoint]/?ServiceMeshId=ccb37f£f104cafd19fbfd8fb38e6f3****
&Action=RemoveVMFromServiceMesh

&EcsId=1-2ze90tsd4ed]j3650**x**

&<Common request parameters>

Sample success responses

xML  format
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HTTP/1.1 200 OK

Content-Type:application/xml

<RemoveVMFromServiceMeshResponse>
<RequestId>4b2c0fe0-6705-4614-8521-6b9d289163c8</RequestId>

</RemoveVMFromServiceMeshResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{
"RequestId" : "4b2c0fe0-6705-4614-8521-6b9d289163c8"

Error codes

For a list of error codes, visit the API Error Center.

14.3. GetVmMeta

Queries the metadata that is required to add a non-containerized application to an Alibaba Cloud Service Mesh
(ASM) instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer automatically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description
ce51a7ded4as144db
ServiceMeshid Strin Yes The ID of the ASM instance.
' "o 88a864ed9 1+ '

The trusted domain. Default value:
cluster.local. This parameter is valid only
after you set the Namespace and the
ServiceAccount parameters.

TrustDomain String No cluster.local

The namespace. This parameter is valid only
Namespace String No hello after you set the Namespace and the
ServiceAccount parameters.

The service account. This parameter is valid
ServiceAccount String No http-sa only after you set the Namespace and the
ServiceAccount parameters.

Response param eters
Parameter Type Example Description

9522f7c9-63a1-4603-

Requestld String b850-37d12a****

The ID of the request.
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Parameter Type Example Description

The metadata that is required to add a non-

VmMetainfo Struct containerized application to the ASM instance.
CertChainContent String The content of the CertChain file.
CertChainPath String /.../cert-chain.pem The path of the CertChain file.
EnvoyEnvContent String The content of the EnvoyEnv file.
EnvoyEnvPath String /.../cluster.env The path of the EnvoyEnv file.
HostsContent String The content of the hosts file.
HostsPath String /.../hosts The path of the hosts file.
KeyContent String The content of the key file.
KeyPath String /.../key.pem The path of the key file.
RootCertContent String The content of the RootCert file.
RootCertPath String /.../root-cert.pem The path of the RootCert file.
TokenContent String The content of the Token file.
TokenPath String /.../token The path of the Token file.
Examples

Sample requests

http(s)://[Endpoint]/? Action=GetVmMeta
&Namespace=hello

&ServiceAccount=http-sa
&ServiceMeshId=ce5la7ded4a5144db88a864ed9l****

&<Common request parameters>

Sample success responses

xMn  format
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<VmMetaInfo>

<TokenPath>/.../token</TokenPath>

<EnvoyEnvContent>.... </EnvoyEnvContent>

<CertChainContent>.... </CertChainContent>
<CertChainPath>/.../cert-chain.pem</CertChainPath>
<HostsPath>/.../hosts</HostsPath>

<RootCertContent>.... </RootCertContent>
<RootCertPath>/.../root-cert.pem</RootCertPath>
<TokenContent>.... </TokenContent>
<HostsContent>.... </HostsContent>

<EnvoyEnvPath>/.../cluster.env</EnvoyEnvPath>

<KeyContent>.... </KeyContent>
<KeyPath>/.../key.pem</KeyPath>

</VmMetaInfo>

<RequestId>9522f7¢9-63al-4603-b850-37d1l2a****</RequestId>

Jgson format

{"VmMetaInfo":{"TokenPath":"/.../token", "EnvoyEnvContent":"....", "CertChainContent":"...
ath":"/.../cert-chain.pem", "HostsPath":"/.../hosts", "RootCertContent":"...

-cert.pem", "TokenContent":"....","HostsContent":"...

"....","KeyPath":"/.../key.pem"}, "RequestId":"9522£f7c9-63al-4603-b850-37d12a****"}

Error codes

HttpCode Error code

404 ServiceMesh.NotFound

.","CertChainP
.","RootCertPath":"/.../root
., "EnvoyEnvPath":"/.../cluster.env", "KeyContent":

Error message Description
The Service Mesh cluster does not The error message returned because
exist. the ASM instance does not exist.

For a list of error codes, visit the API Error Center.

14.4. GetVmAppMeshinfo

Queries the information about VMs that are added to an Alibaba Cloud Service Mesh (ASM) instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for

different SDKs.

Request parameters

Parameter Type

ServiceMeshlid String

Response parameters

Parameter Type

Data String

Required Example Description
ce51a7ded4a5144db
Yes The ID of the ASM instance.
88a864****
Example Description

The returned information.
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Parameter Type Example Description

9522f7¢9-63a1-4603- The ID of the request.

Requestid String b850-37d12a%***

Examples

Sample requests
http(s) ://[Endpoint]/?Action=GetVmAppMeshInfo

&ServiceMeshId=ce5la7ded4a5144db88aB864****

&<Common request parameters>

Sample success responses

xML  format

<RequestId>9522f7c9-63al1-4603-b850-37d1l2a****</RequestId>
<Data>...</Data>

Jgson format

"RequestId": "9522f7c9-63al1-4603-b850-37d12a****",
"Data": "..."

Error codes

HttpCode Error code Error message Description
. The Service Mesh cluster does not The error message returned because
404 ServiceMesh.NotFound ) . )
exist. the ASM instance does not exist.

For a list of error codes, visit the API Error Center.

14.5. DescribeServiceMeshVMs

Queries the Elastic Compute Service (ECS) instances that reside in the same virtual private cloud (VPC) as an Alibaba
Cloud Service Mesh (ASM) instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description
ccb37ff104caf419fb
iceMeshl i Y The ID of the ASM i .
ServiceMeshid String es £48fb38e6f e ID of the ASM instance
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API Reference:- Virt ual machine

Parameter

Action

Response parameters

Parameter

Requestlid

VMs

Status
Instanceld
HasTag
IpAddress

HostName

SecurityGrouplds

ServiceMeshlid
Region

Examples

Sample requests

Description

The operation that you want to perform.
Set the value to
DescribeServiceMeshVMs.

Description

Type Required Example
- DescribeServiceMes
String Yes
hVMs
Type Example
. 4b2c0fe0-6705-4614-
String

Array of instances

String

String

Boolean

String

String

String

String

String

8521-6b9d289163c8

Running

i_
2zeOkub9scdguom™****

false

192.168.2.241

iz2ze45cgxkx4ql2eh***
*

sg-
2zeaqy08amco9os[****

cch37ff104caf419fbf4
8fb38e6f3****

cn-beijing

The ID of the request.

The ECS instances that reside in the same VPC as
the ASM instance.

The state of the ECS instance.

The ID of the ECS instance.

Indicates whether the ECS instance has labels.

The IP address of the ECS instance.

The hostname of the ECS instance.

The security group to which the ECS instance
belongs.

The ID of the ASM instance.

The ID of the region.

http(s)://[Endpoint]/?ServiceMeshId=ccb37ff104cafd19fbf48fb38ebf****
&Action=DescribeServiceMeshVMs

&<Common request parameters>

Sample success responses

xMn  format
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HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeServiceMeshVMsResponse>
<RequestId>4b2c0fe0-6705-4614-8521-6b9d289163c8</RequestId>
<VMs>
<Status>Running</Status>
<InstancelId>i-2zeOkub9scdguom****</InstanceId>
<HasTag>false</HasTag>
<IpAddress>192.168.2.241</IpAddress>
<HostName>iZz2ze45cgxkx4qgl2eh* ***</HostName>
<SecurityGroupIds>sg-2zeaqy08amcodosl****</SecurityGroupIlds>
<ServiceMeshId>ccb37ff104cafd419fbf48fb38e6f3****</ServiceMeshId>
<Region>cn-beijing</Region>
</VMs>

</DescribeServiceMeshVMsResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" : "4b2c0fe0-6705-4614-8521-6b9d289163c8",
"VMs" : {

"Status" : "Running",

"InstanceId" : "i-2zeOkub9scdguom****",

"HasTag" : false,

"IpAddress" : "192.168.2.241",

"HostName" : "iZ2zed5cgxkx4gl2eh****",
"SecurityGroupIds" : "sg-2zeaqy08amcoosl****",
"ServiceMeshId" : "ccb37ff104caf419fbf48fb38e6f3****",

"Region" : "cn-beijing"

Error codes

For a list of error codes, visit the API Error Center.

14.6. DescribeVMsInServiceMesh

Queries the virtual machines (VMs) that are added to an Alibaba Cloud Service Mesh (ASM) instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call
this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of the operation for
different SDKs.

Request parameters

Parameter Type Required Example Description
. . ccb37ff104caf419fb .
ServiceMeshld String Yes £48f 3863+ The ID of the ASM instance.
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Parameter Type Required Example Description

The operation that you want to perform.

) ) Set the value to
Action String Yes DescribeVMsinServic  pescribevMsinServiceMesh.

eMesh

Response param eters
Parameter Type Example Description

4b2c0fe0-6705-4614-

Requestld String 8521-6b9d289163¢8 The ID of the request.

VMs Array of VMs The VMs that are added to the ASM instance.
Instanceld String i-2ze45cgxkx4q12e**** The ID of the VM.

HasTag Boolean true Indicates whether the VM has labels.
IpAddress String 10.0.%,*** The IP address of the VM.

HostName String Efze45chkx4q12eh9l* The host name of the VM.

Status String Running The status of the VM.

Sg-

27eaqy08amco90sI*** The security group to which the VM belongs.

SecurityGrouplds String
Region String cn-beijing The region ID.

Examples
Sample requests

http(s) ://[Endpoint]/?ServiceMeshId=ccb37ff104caf419fbf48fb38e6f3****
&Action=DescribeVMsInServiceMesh

&<Common request parameters>

Samp le success responses

xMn  format
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HTTP/1.1 200 OK
Content-Type:application/xml
<DescribeVMsInServiceMeshResponse>
<RequestId>4b2c0fe0-6705-4614-8521-6b9d289163c8</RequestId>
<VMs>
<Instanceld>i-2ze45cgxkx4ql2e****</Instanceld>
<HasTag>true</HasTag>
<IpAddress>10.0.*,***</IpAddress>
<HostName>iZzZ2ze45cgxkx4ql2eh91****</HostName>
<Status>Running</Status>
<SecurityGroupIds>sg-2zeaqy08amcodosl****</SecurityGroupIlds>
<Region>cn-beijing</Region>
</VMs>

</DescribeVMsInServiceMeshResponse>

Jgson format

HTTP/1.1 200 OK
Content-Type:application/json
{

"RequestId" : "4b2c0fe0-6705-4614-8521-6b9d289163c8",
"VMs" : {

"InstanceId" : "i-2ze45cgxkxd4qgl2e*x**",

"HasTag" : true,

"IpAddress" : "10.0.%*,***",

"HostName" : "iZ2ze45cgxkx4gl2eh9l***=*",

"Status" : "Running",

"SecurityGroupIds" : "sg-2zeaqy08amcoosl****",

"Region" : "cn-beijing"

Error codes

For a list of error codes, visit the API Error Center.
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