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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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Anti-DDoS Origin is offered in two edit ions: Anti-DDoS Origin Basic and Anti-DDoS Origin Enterprise. Anti-
DDoS Origin Basic provides a protect ion capability of up to 5 Gbit/s for the Elast ic Compute Service
(ECS) instances, Server Load Balancer (SLB) instances, elast ic IP addresses (EIPs), and Web Application
Firewall (WAF) instances under your Alibaba Cloud account. It  is enabled by default  and free of charge.
Anti-DDoS Origin Enterprise provides unlimited protect ion against  DDoS attacks for all your assets. It  is
billed on a yearly subscript ion basis. Protect ion is provided after you purchase an Anti-DDoS Origin
Enterprise instance.

Instance specifications of Anti-DDoS Origin EnterpriseInstance specifications of Anti-DDoS Origin Enterprise
By default , Anti-DDoS Origin Enterprise provides shared and unlimited protect ion. Unlimited protect ion
provides defense against  DDoS attacks. The unlimited protect ion capability is based on the total
number of available resources and strengthens with the increase of the overall network capability of
Alibaba Cloud. The increased protect ion capability is provided free of charge.

Anti-DDoS Origin Enterprise supports the following subscript ion durations: one year, two years, and
three years. The unit  price of a yearly subscript ion Anti-DDoS Origin Enterprise instance varies based on
the specific business scale and the number of IP addresses that you choose. Before you use Anti-DDoS
Origin Enterprise, you must select  instance specificat ions based on your business scale and complete
the payment.

Business ScaleBusiness Scale: specifies the scale of your business that you want to protect. The business scale is
measured in bit/s based on the 95th percentile per month. Valid values: 100 Mbit/s, 300 Mbit/s, 500
Mbit/s, 800 Mbit/s, 1 Gbit/s, 1.5 Gbit/s, 2 Gbit/s, 2.5 Gbit/s, and 3 Gbit/s. For more information about
how to determine your business scale, see Business scale est imation.

IP AddressesIP Addresses: specifies the number of IP addresses that you want to protect. The default  value is
100. Valid values range from 100 to 255.

Billing methods of Anti-DDoS Origin EnterpriseBilling methods of Anti-DDoS Origin Enterprise
If  you want to protect  100 IP addresses in a single region, the subscript ion fee for an Anti-DDoS Origin
Enterprise instance in the region is calculated by using the following formula: Monthly unit  price for the
specific business scale × 12 (months) × Subscript ion duration (years)

If  you want to protect  more than 100 IP addresses in a single region, the subscript ion fee for an Anti-
DDoS Origin Enterprise instance in the region is calculated by using the following formula: [Monthly unit
price for the specific business scale + (Number of IP addresses that you want to protect  - 100) × USD 30
per month] × 12 (months) × Subscript ion duration (years).

The following table lists the monthly unit  prices for different business scales.

Not e Not e By default , an Anti-DDoS Origin Enterprise instance provides protect ion for 100 IP
addresses in a single region. If  you want to protect  more than 100 IP addresses, the unit  price will
be increased by USD 30 per month for each added IP address. If  you want to protect  IP addresses
across regions, you must create mult iple instances or submit  a t icket  to create an Anti-DDoS Origin
Enterprise instance with custom specificat ions.

Prices that are listed in the following table may be different from those on the Anti-DDoS Origin buy
page. The prices on the Anti-DDoS Origin buy page prevail.

1.Billing methods of Anti-DDoS1.Billing methods of Anti-DDoS
OriginOrigin
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Not e Not e The monthly price unit  for an Anti-DDoS Origin Enterprise instance remains unchanged
no matter whether IPv4 or IPv6 is used.

Business scale Unit price (USD per month)

100 Mbit/s 7,016

300 Mbit/s 9,025

500 Mbit/s 11,034

800 Mbit/s 14,047

1 Gbit/s 16,056

1.5 Gbit/s 21,079

2 Gbit/s 26,101

2.5 Gbit/s 31,124

3 Gbit/s 36,146

Not e Not e The minimum business scale is 100 Mbit/s, which is also the default  value. The maximum
business scale is 3 Gbit/s. If  the business scale that you specify exceeds 3 Gbit/s, we recommend
that you submit  a t icket  to create an Anti-DDoS Origin Enterprise instance with custom
specificat ions.

Business scale estimationBusiness scale estimation
You can est imate a business scale or clean bandwidth by using the following method:

Sample inbound and outbound bandwidth at  f ive-minute intervals. Calculate the average inbound and
outbound bandwidth. Use the greater average value as the bandwidth of the sample point. At  the end
of each month, sort  all sample points in descending order, ignore the top 5% of sample points, and use
the first  value of the remaining 95% of sample points is as the 95th percentile bandwidth.

Assume that the actual business bandwidth exceeds the clean bandwidth of an Anti-DDoS Origin
Enterprise instance that you purchase.

Anti-DDoS Origin Enterprise allows your clean bandwidth to exceed the purchased business scale for a
short  period of t ime. If  the period exceeds 36 hours, unlimited protect ion becomes invalid. Anti-DDoS
Origin Enterprise imposes no limit  on your clean bandwidth but provides only basic protect ion.

RefundsRefunds
Anti-DDoS Origin instances do not support  the 5-day money-back guarantee refund.

Contact usContact us
You can submit  a t icket  or contact  your service manager to create an Anti-DDoS Origin Enterprise
instance with custom specificat ions.

Pricing··Billing met hods of Ant i-DDoS
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This topic describes the billing methods of Anti-DDoS Pro.

OverviewOverview
Anti-DDoS Pro provides basic prot ect ionbasic prot ect ion and burst able prot ect ionburst able prot ect ion to protect  your services that are
deployed in regions in mainland China against  DDoS attacks. You are charged for these protect ion
services based on the following billing methods:

Basic protect ion: subscript ion (billed monthly)
Before you use Anti-DDoS Pro, you must purchase an Anti-DDoS Pro instance. When you purchase an
Anti-DDoS Pro instance, you must specify the specificat ions and the subscript ion period and
complete the payment. The Anti-DDoS Pro instance provides basic protect ion within the specified
subscript ion period.
For example, if  you purchase a basic protect ion bandwidth of 30 Gbit/s for an Anti-DDoS Pro
instance and the peak bandwidth of DDoS attacks is no greater than 30 Gbit/s, basic protect ion is
triggered, and no addit ional fees are generated.

Burstable protect ion: pay-as-you-go (billed daily)
You can enable burstable protect ion based on your business needs. To enable burstable protect ion,
specify a burstable protect ion bandwidth that is greater than the basic protect ion bandwidth. If  the
bandwidth of DDoS attacks is greater than the basic protect ion bandwidth but is less than the
burstable protect ion bandwidth, burstable protect ion is triggered to mit igate the DDoS attacks. You
are charged for the usage of burstable protect ion.
For example, the basic protect ion bandwidth of your Anti-DDoS Pro instance is 30 Gbit/s and the
burstable protect ion bandwidth is 100 Gbit/s. If  the peak bandwidth of DDoS attacks is no greater
than 30 Gbit/s or exceeds 100 Gbit/s, burstable protect ion is not triggered, and no fees are
generated for burstable protect ion. If  the peak bandwidth of DDoS attacks is between 30 Gbit/s and
100 Gbit/s, burstable protect ion is triggered, and fees are generated for burstable protect ion.

For more information, visit  the Anti-DDoS pricing page.

Basic protection: subscription (billed monthly)Basic protection: subscription (billed monthly)
The following table lists the prices of an Anti-DDoS Pro instance based on different basic protect ion
bandwidths when the default  specificat ions are used. Anti-DDoS Pro provides the Standard and
Enhanced function plans. The prices vary based on the function plan. For more information about the
Standard and Enhanced function plans, see Function plan.

Not e Not e If  the protect ion bandwidths listed in the following table cannot meet your business
needs, submit  a t icket.

Basic protection
bandwidth

Line
Unit price for the Standard
function plan

Unit price for the Enhanced
function plan

30 Gbit/s USD 3,120/month USD 4,320/month

60 Gbit/s USD 7,020/month USD 8,220/month

100 Gbit/s
USD 49,230/year (including
yearly subscription discount)

USD 63,630/year (including
yearly subscription discount)

2.Billing methods of Anti-DDoS Pro2.Billing methods of Anti-DDoS Pro
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Eight BGP lines

300 Gbit/s
USD 79,260/year (including
yearly subscription discount)

USD 93,660/year (including
yearly subscription discount)

400 Gbit/s
USD 145,300/year (including
yearly subscription discount)

USD 159,700/year (including
yearly subscription discount)

500 Gbit/s
USD 563,430/year (including
yearly subscription discount)

USD 577,830/year (including
yearly subscription discount)

600 Gbit/s
USD 670,610/year (including
yearly subscription discount)

USD 685,010/year (including
yearly subscription discount)

Basic protection
bandwidth

Line
Unit price for the Standard
function plan

Unit price for the Enhanced
function plan

The following table lists the default  specificat ions of an Anti-DDoS Pro instance and the prices for
upgrades. If  the default  specificat ions cannot meet your business needs, you can choose higher
specificat ions when you purchase the instance. You can also upgrade the instance after you purchase
it .

Item Description Default value Price for upgrades

Number of
protected ports

The number of
TCP and UDP ports
that the instance
can protect

50
Price for every five ports: USD
37.5/month

Number of
protected domain
names

The number of
HTTP and HTTPS
domain names
that the instance
can protect

50

Not e Not e The domain
names that you add to
an instance can belong
to a maximum of five
second-level domain
names.

Price for every 10 domain
names in the Standard
function plan: USD
45/month

Price for every 10 domain
names in the Enhanced
function plan: USD 75
/month

Not e Not e For every 10
additional domain
names, the total number
of second-level domain
names that are
supported is increased
by one.

Pricing··Billing met hods of Ant i-DDoS
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Clean bandwidth

The maximum
bandwidth that
the instance uses
to manage service
traffic if no
attacks occur

100 Mbit/s

Price for every Mbit/s:USD 15
/month

Not e Not e If your clean
bandwidth exceeds 600
Mbit/s, you are charged
for the bandwidth over
600 Mbit/s. The
additional fees are
added to your regular
monthly fee. The unit
price per additional
Mbit/s is USD 11 per
month.

Queries per
second (QPS)

The maximum
number of HTTP
and HTTPS
requests that the
instance can
concurrently
process per
second if no
attacks occur

3,000 QPS
Price for every 100 QPS: USD
150/month

Item Description Default value Price for upgrades

Burstable protection: pay-as-you-go (billed daily)Burstable protection: pay-as-you-go (billed daily)
Anti-DDoS Pro provides burstable protect ion to protect  your services when the peak bandwidth of
DDoS attacks exceeds the basic protect ion bandwidth but is less than the burstable protect ion
bandwidth. The usage of burstable protect ion is charged based on the difference between the peak
bandwidth of DDoS attacks on the day and the basic protect ion bandwidth.

Not e Not e If  you specify the same value for the burstable protect ion bandwidth and the basic
protect ion bandwidth, your Anti-DDoS Pro instance does not provide burstable protect ion, and no
addit ional fees are generated.

Billing:

If the peak bandwidth of DDoS attacks on the day is no greater than the basic protect ion bandwidth,
burstable protect ion is not triggered, and no fees are generated for burstable protect ion.

Ant i-DDoS Pricing··Billing met hods of Ant i-DDoS
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If  the peak bandwidth of DDoS attacks on the day is greater than the burstable protect ion
bandwidth, burstable protect ion is not triggered, and no fees are generated for burstable
protect ion. In this case, if  DDoS attacks on the day trigger blackhole filtering for the IP address that is
protected by an Anti-DDoS Pro instance, no fees are generated for burstable protect ion.

The bill for burstable protect ion each day is generated between 08:00 to 09:00 the following day.

For example, the basic protect ion bandwidth of your Anti-DDoS Pro instance is 30 Gbit/s and the
burstable protect ion bandwidth is 100 Gbit/s. Two DDoS attacks are launched against  the instance on
the same day. The peak bandwidths of the two DDoS attacks are 80 Gbit/s and 40 Gbit/s, both of
which exceed the basic protect ion bandwidth. You are charged for the usage of burstable protect ion
based on the higher peak bandwidth (80 Gbit/s). The difference between the peak bandwidth and
basic protect ion bandwidth (30 Gbit/s) is 50 Gbit/s. Based on the pricing t iers listed in the following
table, the fee generated for burstable protect ion on the day is USD 960.

The following table lists prices of burstable protect ion based on different pricing t iers.

Pricing tier Price for burstable protection (Unit: USD/day)

0 Gbit/s < Bandwidth difference ≤ 5
Gbit/s

120

5 Gbit/s < Bandwidth difference ≤ 10
Gbit/s

180

10 Gbit/s < Bandwidth difference ≤ 20
Gbit/s

330

20 Gbit/s < Bandwidth difference ≤ 30
Gbit/s

540

30 Gbit/s < Bandwidth difference ≤ 40
Gbit/s

730

40 Gbit/s < Bandwidth difference ≤ 50
Gbit/s

960

50 Gbit/s < Bandwidth difference ≤ 60
Gbit/s

1,170

60 Gbit/s < Bandwidth difference ≤ 70
Gbit/s

1,380

70 Gbit/s < Bandwidth difference ≤ 80
Gbit/s

1,590

80 Gbit/s < Bandwidth difference ≤ 100
Gbit/s

1,770

100 Gbit/s < Bandwidth difference ≤ 150
Gbit/s

2,190

150 Gbit/s < Bandwidth difference ≤ 200
Gbit/s

3,240
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200 Gbit/s < Bandwidth difference ≤ 300
Gbit/s

4,200

300 Gbit/s < Bandwidth difference ≤ 400
Gbit/s

6,000

400 Gbit/s < Bandwidth difference ≤ 500
Gbit/s

7,510

500 Gbit/s < Bandwidth difference ≤ 600
Gbit/s

9,010

600 Gbit/s < Bandwidth difference ≤ 700
Gbit/s

10,510

700 Gbit/s < Bandwidth difference ≤ 800
Gbit/s

12,010

800 Gbit/s < Bandwidth difference ≤ 900
Gbit/s

13,510

900 Gbit/s < Bandwidth difference ≤
1,000 Gbit/s

15,010

1,000 Gbit/s < Bandwidth difference ≤
1,100 Gbit/s

16,510

1,100 Gbit/s < Bandwidth difference ≤
1,200 Gbit/s

18,010

1,200 Gbit/s < Bandwidth difference ≤
1,300 Gbit/s

19,510

1,300 Gbit/s < Bandwidth difference ≤
1,400 Gbit/s

21,010

1,400 Gbit/s < Bandwidth difference ≤
1,500 Gbit/s

22,520

Pricing tier Price for burstable protection (Unit: USD/day)

Instance expirationInstance expiration
If  you do not renew your Anti-DDoS Pro instance in t ime after the instance expires, your services are
adversely affected. The following table describes the impacts.
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T ime period Protection capability Traffic forwarding Instance configuration

From the
expiration
date to 7
calendar
days
(excluded)
after the
expiration
date

The instance provides only
the basic protection against
attacks of 5 Gbit/s.
If you renew your instance
within this t ime period, the
instance continues to
provide the protection
capabilit ies based on the
plan that you purchased.

The instance still forwards
service traffic.

Instance configurations are
retained.
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7 calendar
days
(included)
after the
expiration
date to 15
calendar
days
(excluded)
after the
expiration
date

The instance provides only
the basic protection against
attacks of 5 Gbit/s.

The instance no longer
forwards service traffic.

Warning Warning If you
no longer need Anti-
DDoS Pro, you must
switch service traffic
from the Anti-DDoS Pro
instance to the origin
server seven calendar
days before the
expiration date.
Otherwise, access to
your services may be
adversely affected. If
you want to switch
service traffic, make
sure that the domain
name of your website
does not map to the
CNAME assigned by
Anti-DDoS Pro. You
must also make sure
that your non-website
service does not use an
exclusive IP address
provided by the
instance.

If you renew your instance
within this t ime period, the
instance continues to
forward service traffic, and
you do not need to
configure the instance
again.

Instance configurations are
retained.

T ime period Protection capability Traffic forwarding Instance configuration

Ant i-DDoS Pricing··Billing met hods of Ant i-DDoS
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15 calendar
days
(included)
after the
expiration
date to
later points
in t ime

The instance provides only
the basic protection against
attacks of 5 Gbit/s.

The instance no longer
forwards service traffic.

The Anti-DDoS Pro instance
is released.

Warning Warning After
all Anti-DDoS Pro
instances that are
created by using your
Alibaba Cloud account
are released, the
configurations that are
added to Anti-DDoS
Pro, such as website
access configurations,
port access
configurations,
mitigation settings,
and reports, are
deleted and cannot be
restored. If you want
to use Anti-DDoS Pro
again, you must
purchase and configure
another Anti-DDoS Pro
instance.

T ime period Protection capability Traffic forwarding Instance configuration

Not ice Not ice We recommend that you carefully read the instance expirat ion prompt that is
displayed in the Anti-DDoS Pro console. Then, renew the instance in t ime or set  auto-renewal for
the instance to prevent negative impacts on your services.

RefundsRefunds
The subscript ion of a subscript ion Anti-DDoS Pro instance cannot be canceled before the expirat ion
date. The 5-day money-back guarantee is not provided for the subscript ion. After an Anti-DDoS Pro
instance is created, the fees you paid cannot be refunded.

ReferencesReferences
Purchase an Anti-DDoS Pro instance

Upgrade an instance

Renew an instance
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This topic describes the billing methods of the Anti-DDoS Premium Insurance and Unlimited mit igation
plans.

OverviewOverview
Anti-DDoS Premium provides advanced mit igat ionadvanced mit igat ion1 to protect  your services that are deployed in
regions outside the Chinese mainland against  DDoS attacks. The number of advanced mit igation
sessions that you can use varies based on the mit igation plan that you purchase. You can purchase the
InsuranceInsurance2 or Unlimit edUnlimit ed3 mit igation plan.

Anti-DDoS Premium supports only the subscript ionsubscript ion billing method. Before you use Anti-DDoS Premium,
you must purchase an Anti-DDoS Premium instance. When you purchase an Anti-DDoS Premium instance,
you must specify the mit igation plan, instance specificat ions, and subscript ion period and complete the
payment. The Anti-DDoS Premium instance provides advanced mit igation within the subscript ion period
that you specify.

11Advanced mit igat ionAdvanced mit igat ion
Advanced mit igation integrates with all Alibaba Cloud Anti-DDoS scrubbing centers outside the
Chinese mainland to protect  your services against  DDoS attacks. Advanced mit igation provides
unlimited protect ion.
Services that are protected by Anti-DDoS Premium are less vulnerable to DDoS attacks. In most
cases, the goal of DDoS attacks is to disrupt your services. The cost  of launching a DDoS attack is
relat ively high. If  attackers cannot achieve their goal within the t ime frame, they stop their attacks.
Anti-DDoS Premium provides unlimited advanced mit igation and integrates with all Alibaba Cloud
Anti-DDoS scrubbing centers outside the Chinese mainland to protect  your services.

Not ice Not ice If  the attacks that are launched against  your services threaten the infrastructure
of the Anti-DDoS scrubbing centers, Alibaba Cloud reserves the rights to thrott le network
traffic. If  thrott ling is triggered for your Anti-DDoS Premium instance, your services may be
adversely affected. For example, the network traffic may be thrott led or blackhole filtering
may be triggered.

22Insurance mit igat ion planInsurance mit igat ion plan
The Insurance mit igation plan is a basic mit igation plan of Anti-DDoS Premium. The Insurance
mit igation plan provides two advanced mit igation sessions per month and is suitable for users who
are less likely to be targeted. If  DDoS attacks are detected, advanced mit igation is triggered and
one advanced mit igation session is consumed to provide unlimited protect ion over the next  24
hours. The number of advanced mit igation sessions that are available is automatically reset  to two
on the first  day of each month.

3.Anti-DDoS premium billing3.Anti-DDoS premium billing
methodsmethods
3.1. Billing methods of the Insurance and3.1. Billing methods of the Insurance and
Unlimited mitigation plansUnlimited mitigation plans
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For example, a volumetric DDoS attack was detected on a protected IP address at  11:20:00 on
September 12 (UTC+8), and advanced mit igation was triggered. One advanced mit igation session
was consumed to provide unlimited protect ion for the IP address over the next  24 hours. Then,
another volumetric DDoS attack was detected on the same IP address at  18:50:00 on September
13 (UTC+8), and advanced mit igation is triggered. Another advanced mit igation session was
consumed because this attack happened 24 hours after the first  attack. In this case, the two
sessions included in the Insurance mit igation plan for September were exhausted. The number of
advanced mit igation sessions that are available is reset  to two on October 1.

Not e Not e If  the two advanced mit igation sessions that are provided per month cannot meet
your business requirements, we recommend that you purchase global advanced mit igation. For
more information, see Billing methods of global advanced mit igation sessions.

33Unlimit ed mit igat ion planUnlimit ed mit igat ion plan
The Unlimited mit igation plan provides unlimited advanced mit igation sessions. If  you purchase the
Unlimited mit igation plan, Anti-DDoS Premium provides unlimited protect ion to protect  your
services against  DDoS attacks at  all t imes.

PricingPricing
The following table describes the prices of an Anti-DDoS Premium instance with default  specificat ions
at different clean bandwidt hsclean bandwidt hs4. Anti-DDoS Premium provides the Standard and Enhanced function
plans. The prices vary based on the function plan. For more information about the Standard and
Enhanced function plans, see Function plan.

44Clean bandwidt hClean bandwidt h
Clean bandwidth specifies the maximum bandwidth that an Anti-DDoS Premium instance can use to
manage service traffic if  no attacks occur. The clean bandwidth of an instance must be greater
than the peak volume between the inbound and outbound traffic of protected services.

Warning Warning If  the actual bandwidth exceeds the clean bandwidth of the instance,
thrott ling and packet loss may occur. In this case, your services may become unavailable,
respond slowly, or have high latency for a period of t ime.

Not e Not e If  the clean bandwidths that are listed in the following table cannot meet your
business requirements, submit  a t icket.
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Mitigation plan Clean bandwidth
Unit price of the Standard
function plan (USD/month)

Unit price of the Enhanced
function plan (USD/month)

InsuranceInsurance
Two advanced
mitigation
sessions per
month

Not eNot e
You can
purchase
global
advanced
mitigation
sessions to
obtain more
advanced
mitigation
sessions. For
more
information,
see Billing
methods of
global
advanced
mitigation
sessions.

100 Mbit/s 2,630 3,830

150 Mbit/s 3,420 4,620

200 Mbit/s 4,210 5,410

250 Mbit/s 5,000 6,200

300 Mbit/s 5,570 6,770

Unlimit edUnlimit ed
Unlimited
advanced
mitigation
sessions

100 Mbit/s 11,560 12,760

150 Mbit/s 12,610 13,810

200 Mbit/s 13,660 14,860

250 Mbit/s 14,720 15,920

300 Mbit/s 15,770 16,970

The following table describes the default  specificat ions of an Anti-DDoS Premium instance and the
prices for upgrades. If  the default  specificat ions cannot meet your business requirements, you can
select  higher specificat ions when you purchase the instance. You can also upgrade the instance after
you purchase it .
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Item Description Default value Price for upgrades

Number of
protected ports

The number of
TCP and UDP ports
that the instance
can protect

5
Price for every five ports: USD
150/month

Number of
protected domain
names

The number of
HTTP and HTTPS
domain names
that the instance
can protect

10

Not e Not e You can add
one second-level domain
name and nine
subdomains of this
second-level domain
name. Alternatively, you
can add 10 domain
names that belong to a
second-level domain
name.

Price for every 10 domain
names in the Standard
function plan: USD
45/month

Price for every 10 domain
names in the Enhanced
function plan: USD 75
/month

Not e Not e For every 10
additional domain
names, the total number
of second-level domain
names that are
supported is increased
by one.

Queries per
second (QPS)

The maximum
number of HTTP
and HTTPS
requests that the
instance can
concurrently
process per
second if no
attacks occur

Insurance mitigation plan:
500

Unlimited mitigation plan:
1,000

Price for every 100 QPS: USD
150/month

Instance expirationInstance expiration
If  you do not renew your Anti-DDoS Premium instance in t ime after the instance expires, your services
are adversely affected. The following table describes the impacts.

T ime period Protection capability Traffic forwarding Instance configuration

From the
expiration
date to 30
(excluded)
calendar
days after
the
expiration
date

The instance provides only
the basic protection against
attacks of 5 Gbit/s.
If you renew your instance
within this t ime period, the
instance continues to
provide the protection
capabilit ies based on the
plan that you purchased.

The instance still forwards
service traffic.

Instance configurations are
retained.
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30
(included)
calendar
days after
the
expiration
date to
later points
in t ime

The instance provides only
the basic protection against
attacks of 5 Gbit/s.

The instance no longer
forwards service traffic.

Warning Warning If you
no longer need Anti-
DDoS Premium, you
must switch service
traffic from the Anti-
DDoS Premium instance
to the origin server 30
calendar days before
the expiration date.
Otherwise, access to
your services may be
adversely affected. If
you want to switch
service traffic, make
sure that the domain
name of your website
does not map to the
CNAME assigned by
Anti-DDoS Premium.
You must also make
sure that your non-
website service does
not use an exclusive IP
address provided by
the instance.

The Anti-DDoS Premium
instance is released.

Warning Warning After
all Anti-DDoS Premium
instances that are
created by using your
Alibaba Cloud account
are released, the
configurations that are
added to Anti-DDoS
Premium, such as
website access
configurations, port
access configurations,
mitigation settings,
and reports, are
deleted and cannot be
restored. If you want
to use Anti-DDoS
Premium again, you
must purchase and
configure another Anti-
DDoS Premium
instance.

T ime period Protection capability Traffic forwarding Instance configuration

RefundsRefunds
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You cannot cancel the subscript ion of an Anti-DDoS Premium instance before the expirat ion date. The
5-day money-back guarantee does not apply to subscript ion Anti-DDoS Premium instances. After you
create an Anti-DDoS Premium instance, you cannot request  a refund of the fees that you paid.

Related informationRelated information
Purchase an Anti-DDoS Premium instance of the Insurance or Unlimited plan

Purchase global advanced mit igation sessions

Upgrade an instance

Renew an instance

This topic describes the billing methods of Anti-DDoS Premium Mainland China Acceleration (MCA).
Before you use MCA, you must purchase an Anti-DDoS Premium instance. You can purchase an Anti-
DDoS Premium instance to defend against  DDoS attacks for services that are deployed outside
mainland China. If  no attacks are launched, you can use MCA to accelerate service delivery to users in
mainland China.

OverviewOverview
MCA is suitable for services that are deployed in regions outside mainland China and are protected by
Anti-DDoS Premium. If  no attack is launched against  your Anti-DDoS Premium instance, you can use MCA
to accelerate service delivery to users in mainland China.

Not ice Not ice An MCA instance does not offer any protect ion and must be used with an Anti-DDoS
Premium Insurance Plan or Unlimited Plan instance.

MCA instances support  only the subscript ionsubscript ion billing method. Before you use MCA, you must purchase
an MCA instance, and specify the specificat ions and the subscript ion period. An MCA instance provides
acceleration for services that are added to Anti-DDoS Premium within the subscript ion period.

PricingPricing
The following table lists the prices of an MCA instance based on different clean bandwidt hsclean bandwidt hs1.

11Clean bandwidt hClean bandwidt h
Clean bandwidth refers to the maximum bandwidth that an MCA instance can use to accelerate
service delivery if  no attacks are launched. The clean bandwidth of an MCA instance must be
greater than the peak volume of the inbound and outbound traffic of the protected services.

Warning Warning If  the actual bandwidth exceeds the clean bandwidth of the instance,
thrott ling and packet loss can occur. In some cases, your services become unavailable or slow
down within a period of t ime.

Clean bandwidth Unit price (USD/month)

10 Mbit/s 1,548

3.2. Mainland China Acceleration billing3.2. Mainland China Acceleration billing
methodsmethods

Pricing··Ant i-DDoS premium billing m
et hods

Ant i-DDoS

20 > Document  Version: 20220111

https://www.alibabacloud.com/help/doc-detail/69316.htm#task-2415749/section-a0g-sb7-uu1
https://www.alibabacloud.com/help/doc-detail/168964.htm#task-1796740
https://www.alibabacloud.com/help/doc-detail/84952.htm#task737
https://www.alibabacloud.com/help/doc-detail/169565.htm#task737


20 Mbit/s 3,096

30 Mbit/s 4,643

40 Mbit/s 6,191

50 Mbit/s 7,739

60 Mbit/s 9,287

70 Mbit/s 10,834

80 Mbit/s 12,382

90 Mbit/s 13,930

100 Mbit/s 15,478

Clean bandwidth Unit price (USD/month)

Instance expirationInstance expiration

Instance status Description

Before expiration
Alibaba Cloud sends you text messages and emails seven days, three days, and one
day before your instance expires to remind you to renew your subscription.

Within 30 days
after expiration

Impact on acceleration:
You must renew the subscription of your MCA instance before the expiration date.
After the MCA instance expires, it  stops accelerating service delivery.

Impact on instance configurations:
The configurations of an expired MCA instance are retained for 30 days. To continue
using the MCA instance with the retained configurations, renew the subscription of
your MCA instance within 30 days after the expiration date.

30 days after
expiration

If you do not renew the subscription of your MCA instance within 30 days after the
instance expires, the instance and the instance configurations are automatically
released. To continue using the acceleration service, you must purchase another MCA
instance.

ReferencesReferences
Purchase an Anti-DDoS Premium instance of the MCA plan

Configure Anti-DDoS Premium MCA

This topic describes the billing methods of the Anti-DDoS Premium Secure Mainland China Acceleration
(Sec-MCA) mit igation plan.

OverviewOverview

3.3. Sec-MCA billing methods3.3. Sec-MCA billing methods
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The Sec-MCA mit igation plan of Anti-DDoS Premium supports only the subscript ionsubscript ion billing method.
Before you use the Sec-MCA mit igation plan, you must purchase an Anti-DDoS Premium instance. When
you purchase an Anti-DDoS Premium instance, you must select  the Sec-MCA mit igation plan, instance
specificat ions, and subscript ion period and complete the payment. An Anti-DDoS Premium instance of
the Sec-MCA mit igation plan provides access acceleration and DDoS mit igation services within the
subscript ion period.

PricingPricing
The following table describes the prices of an Anti-DDoS Premium instance of the Sec-MCA mit igation
plan with the default  specificat ions at  different An Anti-DDoS Premium instance of the Sec-MCA
mitigation plan provides the Standard and Enhanced function plans. The prices vary based on the
function plan. For more information about the Standard and Enhanced function plans, see Function plan.
clean bandwidths

Warning Warning The clean bandwidth of an instance must be greater than the peak volume
between the inbound and outbound traffic of protected services.
If  the actual bandwidth exceeds the clean bandwidth of the instance, thrott ling and packet loss
may occur. In this case, your services may become unavailable, respond slowly, or have high latency
for a period of t ime.
If  the clean bandwidths listed in the following table cannot meet your business requirements,
submit  a t icket.

Mitigation plan Clean bandwidth
Unit price of the
Standard function plan
(USD/month)

Unit price of the
Enhanced function plan
(USD/month)

Sec-MCA
Two advanced
mitigation sessions per
calendar month

Not e Not e You
can purchase
global advanced
mitigation sessions
to obtain more
advanced
mitigation sessions.
For more
information, see
Billing methods of
global advanced
mitigation sessions.

10 Mbit/s 15,480 16,680

20 Mbit/s 17,028 18,228

30 Mbit/s 18,576 19,776

40 Mbit/s 20,124 21,324

50 Mbit/s 21,672 22,872

60 Mbit/s 23,220 24,420

70 Mbit/s 24,768 25,968

80 Mbit/s 26,316 27,516

90 Mbit/s 27,864 29,064

100 Mbit/s 29,412 30,612

150 Mbit/s 37,152 38,352

200 Mbit/s 44,892 46,092
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The following table describes the default  specificat ions of an Anti-DDoS Premium instance of the Sec-
MCA mit igation plan and the prices for upgrades. If  the default  specificat ions cannot meet your
business requirements, you can select  higher specificat ions when you purchase the instance. You can
also upgrade the instance after you purchase it .

Item Description Default value Price for upgrades

Number of
protected ports

The number of
TCP and UDP ports
that the instance
can protect

5
Price for every five ports: USD
150/month

Number of
protected domain
names

The number of
HTTP and HTTPS
domain names
that the instance
can protect

10

Not e Not e You can add
one second-level domain
name and nine
subdomains of this
second-level domain
name. Alternatively, you
can add 10 domain
names that belong to a
second-level domain
name.

Price for every 10 domain
names in the Standard
function plan: USD
45/month

Price for every 10 domain
names in the Enhanced
function plan: USD 75
/month

Not e Not e For every 10
additional domain
names, the total number
of second-level domain
names that are
supported is increased
by one.

Queries per
second (QPS)

The maximum
number of HTTP
and HTTPS
requests that the
instance can
concurrently
process per
second if no
attacks occur

500 QPS
Price for every 100 QPS: USD
150/month

Instance expirationInstance expiration
If  you do not renew your Anti-DDoS Premium instance in t ime after the instance expires, your services
are adversely affected. The following table describes the impacts.
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T ime period Protection capability Traffic forwarding Instance configuration

From the
expiration
date to 30
(excluded)
calendar
days after
the
expiration
date

The instance provides only
the basic protection against
attacks of 5 Gbit/s.
If you renew your instance
within this t ime period, the
instance continues to
provide the protection
capabilit ies based on the
plan that you purchased.

The instance still forwards
service traffic.

Instance configurations are
retained.
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30
(included)
calendar
days after
the
expiration
date to
later points
in t ime

The instance provides only
the basic protection against
attacks of 5 Gbit/s.

The instance no longer
forwards service traffic.

Warning Warning If you
no longer need Anti-
DDoS Premium, you
must switch service
traffic from the Anti-
DDoS Premium instance
to the origin server 30
calendar days before
the expiration date.
Otherwise, access to
your services may be
adversely affected. If
you want to switch
service traffic, make
sure that the domain
name of your website
does not map to the
CNAME assigned by
Anti-DDoS Premium.
You must also make
sure that your non-
website service does
not use an exclusive IP
address provided by
the instance.

The Anti-DDoS Premium
instance is released.

Warning Warning After
all Anti-DDoS Premium
instances that are
created by using your
Alibaba Cloud account
are released, the
configurations that are
added to Anti-DDoS
Premium, such as
website access
configurations, port
access configurations,
mitigation settings,
and reports, are
deleted and cannot be
restored. If you want
to use Anti-DDoS
Premium again, you
must purchase and
configure another Anti-
DDoS Premium
instance.

T ime period Protection capability Traffic forwarding Instance configuration

RefundsRefunds
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You cannot cancel the subscript ion of an Anti-DDoS Premium instance before the expirat ion date. The
5-day money-back guarantee does not apply to subscript ion Anti-DDoS Premium instances. After you
create an Anti-DDoS Premium instance, you cannot request  a refund of the fees that you paid.

Related informationRelated information
Purchase an Anti-DDoS Premium instance of the Sec-MCA plan

Configure Anti-DDoS Premium Sec-MCA

Purchase global advanced mit igation sessions

This topic describes the billing methods of global advanced mit igation sessions of Anti-DDoS Premium.

Global advanced mitigation sessionGlobal advanced mitigation session
Global advanced mit igation sessions are used to increase the number of advanced mit igation sessions
of an Anti-DDoS Premium instance of the Insurance mit igation plan or of the Secure Mainland China
Acceleration (Sec-MCA) mit igation plan.

An Anti-DDoS Premium instance of the Insurance mit igation plan or of the Sec-MCA mit igation plan
provides two advanced mit igation sessions free of charge per month. If  the two advanced mit igation
sessions that are provided each month cannot meet your business requirements, we recommend that
you purchase global advanced mit igation sessions. The following table describes the types of global
advanced mit igation sessions.

Type Protection scope
Validity
period

Number of advanced mitigation
sessions

Global advanced
mitigation session for
the Insurance mitigation
plan

Services protected by
all valid Anti-DDoS
Premium instances of
the Insurance mitigation
plan within your Alibaba
Cloud account

One year Each Alibaba Cloud account can use
advanced mitigation sessions up to 20
times per month. The advanced
mitigation sessions include the
advanced mitigation sessions that are
provided free of charge and the
global advanced mitigation sessions
that you purchase.

Global advanced
mitigation session for
the Sec-MCA mitigation
plan

Services protected by
all valid Anti-DDoS
Premium instances of
the Sec-MCA mitigation
plan within the Alibaba
Cloud account

One year

For more information about global advanced mit igation sessions, see Method to use global advanced
mitigation sessions.

OverviewOverview
Global advanced mit igation sessions use the subscript ion billing method.

You must specify the number of global advanced mit igation sessions when you purchase the sessions.
After you complete the payment, you can use the global advanced mit igation sessions that you
purchase within the validity period of the sessions.

3.4. Billing methods of global advanced3.4. Billing methods of global advanced
mitigation sessionsmitigation sessions
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By default , the validity period is one year.

PricingPricing
The unit  prices of global advanced mit igation sessions vary based on the types of global advanced
mit igation sessions.

Global advanced mit igation session for the Insurance mit igation plan: USD 1,580 per session

Global advanced mit igation session for the Sec-MCA mit igation plan: USD 7,790 per session

RefundsRefunds
After you purchase global advanced mit igation sessions, you cannot request  a refund of the fees that
you paid.

Related informationRelated information
Purchase global advanced mit igation sessions

Billing methods of the Insurance and Unlimited mit igation plans

Sec-MCA billing methods
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Both Anti-DDoS Pro and Anti-DDoS Premium provide standard and enhanced function plans. The
enhanced function plan provides the following features in addit ion to all the features of the standard
function plan: stat ic page caching, non-standard ports support, and blocked regions. These features
enhance connection capabilit ies of instances and the ability of Anti-DDoS Pro and Anti-DDoS Premium
to prevent DDoS attacks. You can select  a mit igation plan as required.
When you purchase Anti-DDoS Pro or Anti-DDoS Premium instances, the standard function plan is
selected by default . You can select  the enhanced function plan to obtain advanced anti-DDoS
protect ion. The price for each instance that uses the enhanced function plan is USD 1,145 per month.

For a purchased instance that uses the standard function plan, you can scale up the specificat ion to
obtain enhanced anti-DDoS protect ion. For more information, see Upgrade an instance.

Not e Not e After you purchase an instance that uses the enhanced function plan or upgrade an
instance to the enhanced function plan, you need to configure the domain names to enable the
enhanced capabilit ies.

Comparison of the standard and enhanced function plansComparison of the standard and enhanced function plans
The following table describes feature differences between the standard and enhanced function plans.

Category Feature Description
Standard
function plan

Enhanced
function plan

Protection
algorithm

Protection against
volumetric DDoS
attacks

Supports protection
against volumetric DDoS
attacks such as
malformed packet
attacks and flood
attacks.

Protection against
resource exhaustion
DDoS attacks

Supports protection
against common HTTP
flood attacks at the
transport layer, such as
HTTP GET  floods and
HTTP POST floods.
For more information,
see Configure frequency
control.

4.Function plan4.Function plan
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Intelligent
protection

Supports intelligent
protection against
application-layer
floods and mitigates
HTTP flood attacks.

Supports intelligent
protection against
transport-layer floods
and mitigates TCP
flood attacks.

For more information,
see Use the intelligent
protection feature.

Protection rule

Black lists and
white lists

A blacklist  and whitelist
for each protected
domain name can each
contain a maximum of
200 IP addresses.
For more information,
see Configure blacklists
and whitelists for domain
names.

Accurate access
control

Supports fine-grained
access control based on
HTTP.
For more information,
see Configure accurate
access control rules.

For each
protected
domain name,
you can
configure a
maximum of
five rules based
on the
following
fields: IP, URL,
Referer, and
User-Agent.

For each
protected
domain name,
you can
configure a
maximum of 10
rules.

Blocked regions

Blocks traffic based on
geographic locations.
For more information,
see Configure blocked
regions for domain
names.

Standard HTTP
ports (80 and 8080)
and HTTPS ports
(443 and 8443)

Supports anti-DDoS
protections based on
standard HTTP ports (80
and 8080) and HTTPS
ports (443 and 8443).

Category Feature Description
Standard
function plan

Enhanced
function plan
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Connection
methods

Non-standard HTTP
and HTTPS ports

Supports DDoS
prevention based on non-
standard HTTP and
HTTPS ports.

Not e Not e For each
instance, you can
configure a
maximum of 10 port
forwarding rules that
use non-standard
ports.

Other Static page caching

Supports static page
caching to reduce page
loading time.

Not e Not e Static
page caching is in
the public preview
stage. For each
protected domain
name, you can
configure a
maximum of three
rules.

For more information,
see Configure static page
caching.

Category Feature Description
Standard
function plan

Enhanced
function plan
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This topic describes the billing of the burstable clean bandwidth feature that is provided by Anti-DDoS
Pro and Anti-DDoS Premium.

Burstable clean bandwidthBurstable clean bandwidth
Clean bandwidth refers to the peak bandwidth of normal service traffic that can be protected by an
Anti-DDoS Pro or Anti-DDoS Premium instance. Clean bandwidth is measured in Mbit/s. In the following
sections, the peak bandwidth of normal service traffic is referred to as the peak traffic. The normal
service traffic refers to the sum of the normal service traffic of all services that are protected by the
Anti-DDoS Pro or Anti-DDoS Premium instance.

When you purchase an Anti-DDoS Pro or Anti-DDoS Premium instance, you must select  a value for the
clean bandwidt hclean bandwidt h based on your normal service traffic. The normal service traffic is determined based
on the inbound traffic or outbound traffic, whichever is larger. The fee for the clean bandwidth is
included in the subscript ion fee for the Anti-DDoS Pro or Anti-DDoS Premium instance. The larger the
clean bandwidth, the higher the subscript ion fee of the Anti-DDoS Pro or Anti-DDoS Premium instance.

The burstable clean bandwidth feature provides extra clean bandwidth for your Anti-DDoS Pro or Anti-
DDoS Premium instance. When the peak traffic of your service exceeds the clean bandwidth of the
instance during peak hours, the burstable clean bandwidth feature prevents your service from being
thrott led.

By default , the burstable clean bandwidth feature is disabled. After you purchase an Anti-DDoS Pro or
Anti-DDoS Premium instance, you can enable the burstable clean bandwidth feature. When you enable
the burstable clean bandwidth feature, you must specify a value for the burstable clean bandwidth.
You can specify a value that is up to nine t imes the clean bandwidth of the Anti-DDoS Pro or Anti-DDoS
Premium instance. For more information, see Configure burstable clean bandwidth.

The burstable clean bandwidth feature uses the pay-as-you-go billing method. After you enable the
burstable clean bandwidth feature, you are charged for the burstable clean bandwidth when the peak
traffic exceeds the specified clean bandwidth. For more information, see Billing of the burstable clean
bandwidth feature.

Billing of the burstable clean bandwidth featureBilling of the burstable clean bandwidth feature

Item Description

5.Billing of the burstable clean5.Billing of the burstable clean
bandwidth featurebandwidth feature
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Billing scope

The billing scope refers to the usage of the burstable clean bandwidth. If the
burstable clean bandwidth feature is disabled, you are not charged for the feature.
Anti-DDoS Pro or Anti-DDoS Premium generates monthly bills for the usage of the
burstable clean bandwidth only if the burstable clean bandwidth feature is enabled.
The burstable clean bandwidth that can be used within a calendar month does not
exceed the value that you specify for the burstable clean bandwidth. The actual
usage of the burstable clean bandwidth is determined based on the actual peak
traffic.

Actual peak traffic ≤ Clean bandwidth:
The burstable clean bandwidth is not used, and you are not charged for the
burstable clean bandwidth.

Clean bandwidth < Actual peak traffic ≤ Sum of the clean bandwidth and the
burstable clean bandwidth:
The burstable clean bandwidth is billed based on the difference between the
actual peak traffic and the clean bandwidth.

Actual peak traffic > Sum of the clean bandwidth and the burstable clean
bandwidth:
The burstable clean bandwidth is billed based on the burstable clean bandwidth
that you specify.

Not ice Not ice In this case, your service may be throttled. To prevent service
throttling, you must increase the burstable clean bandwidth or increase the
clean bandwidth at the earliest opportunity. For more information, see
Configure burstable clean bandwidth and Upgrade an instance.

Metering method
(monthly 95th
percentile
bandwidth)

The actual peak traffic is calculated based on the monthly 95th percentile bandwidth.
The following list  describes how to calculate the actual peak traffic based on the
monthly 95th percentile bandwidth:

1. Calculate the daily 95th percentile bandwidth values within a calendar month. To
calculate the 95th percentile bandwidth value of a calendar day, collect the valid
bandwidth values of your Anti-DDoS Pro or Anti-DDoS Premium instance every 5
minutes within the day, sort the collected bandwidth values in descending order,
and then exclude the top 5% of the bandwidth values. The largest bandwidth
value among the remaining 95% of the bandwidth values is used as the 95th
percentile bandwidth value of the day.
For example, if you collect a bandwidth value every 5 minutes, you can collect 12
bandwidth values within an hour and 288 bandwidth values within a day, which is
calculated based on the following formula: 12 × 24 = 288. Then, you can sort the
bandwidth values in descending order and exclude the top 5% of the bandwidth
values. In this example, the number of the top 5% of the bandwidth values is 14,
which is calculated based on the following formula and is rounded down to the
nearest integer: 288 ×5% = 14.4. Therefore, the 15th bandwidth value is used as
the 95th percentile bandwidth value of the day.

2. Use the largest daily 95th percentile bandwidth value within a calendar month as
the actual peak traffic of the month.

Item Description
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Pricing

After you enable the burstable clean bandwidth feature, the fee of the burstable
clean bandwidth within a calendar month is calculated based on the usage of the
burstable clean bandwidth multiplied by the monthly unit  price of the burstable clean
bandwidth feature of your Anti-DDoS Pro or Anti-DDoS Premium instance. The billing
cycle of the burstable clean bandwidth feature is calculated from 00:00:00 on the
first day of the month to 23:59:59 on the last day of the month. The usage of the
burstable clean bandwidth is measured in Mbit/s. The monthly unit  price of the
burstable clean bandwidth is measured in (USD per month per Mbit/s).
The monthly unit  price of the burstable clean bandwidth feature varies based on the
mitigation plan of your Anti-DDoS Pro or Anti-DDoS Premium instance. For more
information, see the Monthly unit  price of the burstable clean bandwidth feature
section of this topic.
For more information about billing examples, see the Billing examples section of this
topic.

Bill generation
time and
settlement t ime

Bill generation time:
A bill is generated at 10:00 the first  day of the next calendar month after the current
billing cycle ends. For example, the bill for the usage of the burstable clean
bandwidth in January is generated on February 1. The January bill is generated for the
usage of the burstable clean bandwidth from 00:00:00 on January 1 to 23:59:59 on
January 31.
After a bill is generated, the bill is not immediately issued. You can query and check
the details about the usage of the burstable clean bandwidth of the previous
calendar month on the Syst em logsSyst em logs  page. If you have questions about the bill,
submit a t icket.
If the usage of the burstable clean bandwidth that is indicated by the bill is different
from your actual usage, the bill is terminated, and you do not need to pay for the bill.
Settlement t ime:
If you do not have concerns about a bill, Alibaba Cloud deducts the fee of the
burstable clean bandwidth from your account balance at 10:00 on the tenth day of
the current calendar month. For example, Alibaba Cloud deducts the fee of January on
February 10. You must make sure that the balance of your Alibaba Cloud account is
sufficient. Otherwise, the burstable clean bandwidth feature becomes unavailable due
to overdue payments.
You can query the issued bills on the Syst em LogSyst em Log page.

Item Description
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Mitigation plan
Unit price for the monthly 95th percentile bandwidth
(USD per month per Mbit/s)

Anti-DDoS Pro instance of the Profession mitigation
plan

15

Anti-DDoS Premium instance of the Insurance
mitigation plan

16

Anti-DDoS Premium instance of the Unlimited
mitigation plan

21
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Anti-DDoS Premium instance of the Mainland China
Acceleration (MCA) plan

155

Anti-DDoS Premium instance of the Secure Mainland
China Acceleration (Sec-MCA) plan

155

Mitigation plan
Unit price for the monthly 95th percentile bandwidth
(USD per month per Mbit/s)

Billing examplesBilling examples
You purchase an Anti-DDoS Pro instance and select  100 Mbit/s for the clean bandwidth. You also
enable the burstable clean bandwidth feature and set  the value of the burstable clean bandwidth to
400 Mbit/s.

Example 1: The actual peak traffic within a month is 300 Mbit/s. How is the burstable clean
bandwidth billed?
In this example, the actual peak traffic within the month is 300 Mbit/s and the clean bandwidth that
you select  is 100 Mbit/s. Therefore, the usage of the burstable clean bandwidth is 200 Mbit/s, which
is calculated based on the following formula: 300 - 100 = 200. The monthly unit  price of the
burstable clean bandwidth feature is CNY 100. Therefore, the fee of the burstable clean bandwidth
is CNY 20,000, which is calculated based on the following formula: 200 × 100 = 20,000.

Example 2: The actual peak traffic within a month is 800 Mbit/s. How is the burstable clean
bandwidth billed?
In this example, the actual peak traffic within the month exceeds the sum of the clean bandwidth
that you select  and the burstable clean bandwidth that you specify. The burstable clean bandwidth
is billed based on the usage of the burstable clean bandwidth. The usage of the burstable clean
bandwidth is the burstable clean bandwidth that you specify, which is 400 Mbit/s. The monthly unit
price of the burstable clean bandwidth feature is CNY 100. Therefore, the fee of the burstable clean
bandwidth is CNY 40,000, which is calculated based on the following formula: 400 × 100 = 40,000.

Not ice Not ice If  the actual peak traffic exceeds the sum of the clean bandwidth and the
burstable clean bandwidth, packet loss may occur. We recommend that you increase the
burstable clean bandwidth at  the earliest  opportunity. In this example, you must set  the
burstable clean bandwidth to a value that is no less than 700 Mbit/s to prevent packet loss.

Example 3: The actual peak traffic within a month is 1,200 Mbit/s. How is the burstable clean
bandwidth billed?
The fee of the burstable clean bandwidth in this example is the same as the fee in Example 2.

Not ice Not ice In this example, the actual peak traffic is more than ten t imes the clean bandwidth
that you select. To prevent packet loss, you must upgrade your instance to increase the clean
bandwidth. For example, you can increase the clean bandwidth to 200 Mbit/s and set  the
burstable clean bandwidth to a value that is no less than 1,000 Mbit/s.
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