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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be
deemed as your total acceptance of this legal disclaimer.

1.

You shall download and obtain this document from the Alibaba Cloud website or other Alibaba
Cloud-authorized channels, and use this document for your own legal business activities only. The
content of this document is considered confidential information of Alibaba Cloud. You shall
strictly abide by the confidentiality obligations. No part of this document shall be disclosed or
provided to any third party for use without the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or

disseminated by any organization, company or individual in any form or by any means without the
prior written consent of Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment,

or other reasons. Alibaba Cloud reserves the right to modify the content of this document
without notice and an updated version of this document will be released through Alibaba Cloud-
authorized channels from time to time. You should pay attention to the version changes of this
document as they occur and download and obtain the most up-to-date version of this document
from Alibaba Cloud-authorized channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and

services. Alibaba Cloud provides this document based on the "status quo", "being defective", and
"existing functions" of its products and services. Alibaba Cloud makes every effort to provide
relevant operational guidance based on existing technologies. However, Alibaba Cloud hereby
makes a clear statement that it in no way guarantees the accuracy, integrity, applicability, and
reliability of the content of this document, either explicitly or implicitly. Alibaba Cloud shall not
take legal responsibility for any errors or lost profits incurred by any organization, company, or
individual arising from download, use, or trust in this document. Alibaba Cloud shall not, under
any circumstances, take responsibility for any indirect, consequential, punitive, contingent,
special, or punitive damages, including lost profits arising from the use or trust in this document
(even if Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures,

architecture design, page layout, and text description, are intellectual property of Alibaba Cloud
and/or its affiliates. This intellectual property includes, but is not limited to, trademark rights,
patent rights, copyrights, and trade secrets. No part of this document shall be used, modified,
reproduced, publicly transmitted, changed, disseminated, distributed, or published without the
prior written consent of Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud
shall not be used, published, or reproduced for marketing, advertising, promotion, or other
purposes without the prior written consent of Alibaba Cloud. The names owned by Alibaba Cloud
include, but are not limited to, "Alibaba Cloud", "Aliyun", "HiChina", and other brands of Alibaba
Cloud and/or its affiliates, which appear separately or in combination, as well as the auxiliary
signs and patterns of the preceding brands, or anything similar to the company names, trade
names, trademarks, product or service names, domain names, patterns, logos, marks, signs, or
special descriptions that third parties identify as Alibaba Cloud and/or its affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

& Danger

Warning

p Notice

@ Note

Bold

Courier font

Italic

[1or [a]b]

{} or {a]b}

Description

A danger notice indicates a situation
that will cause major system changes,
faults, physicalinjuries, and other
adverse results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other
adverse results.

A caution notice indicates warning
information, supplementary
instructions, and other content that
the user must understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

Italic formatting is used for
parameters and variables.

This format is used for an optional
value, where only one item can be
selected.

This format is used for a required
value, where only one item can be
selected.

Example

& Danger:

Resetting will result in the loss of
user configuration data.

Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

) Notice:

If the weight is set to 0, the server
no longer receives new requests.

@ Note:

You can use Ctrl+ A to select all
files.

Click Settings> Network> Set network
type.

Click OK.
Run the cd /d C:/window command to

enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1. 774N ARATLEID NS BHINDE
BEIg

IOV MRAY FEEMLES, ROV MRAY FEALTAVEL—FAYTIY—RALT7AILIR
TLEIVVINTEERT,

BiRRRH
IIVIMRLYFENLTIFPALNVARATFLEECS AVRAIVAICTIY RN TR ESE, ROREEIC
ABRTIVENHDET,

o YYUVKNKRALYIMNILTHVPCOEES., A1VRAIVRETYY MR4Y MPEL VPCRHICH B IBSIC
DH., FT7ANIVARATFLEECSAVRAIVRICTIVRTEET, 5. v9VMRaAY Mg
YEINTULBHERIIL—TFTOIL—INICL>THERMNSINEIPZPRLRAIE, ECSAIVRAY Y AD VP
CP7RLRE—HBITIIVENHNDET,

¢ TUVIMRAVYINIATHISYIYIRYMNTI—IDHGE. AVAYVAREIDY MRAY MHEL
FHYYMIBLTWBEBEICOH, F7AIINVRATLEECSAVAYVRICYIVNTEET, &
512, IOV MRAYMINAY REINTULBRERIIL—TDOIL—IILICE>TERESESNEIPT7R
LRIFZ,. ECSAYVRIVADA Y ESEXYRMIPFPRLAE—HTIVENRHDET .,

edy VAN

e NAS[ENFS & SMB 77 A IV AT LEZEYER—RMNLET, 2DDIT77AILVRFLDOIIY NAFZEICD
Wl & el
BRBRLETIW,
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2ECSAVARAIVAANDTFANI AT L

DVII2 b
2.1.LINUX TNFS 77 AN AT L%ZEIIV B

£

LNuXICNFS 9547 b4V AM—=ILES, NS T7ALNIRATLEECS AV RIVRAIIYI Y b
TEXY,

NASNFS 77 ANV ATFLEECSAVRAYVRAICIIVINTRESE, 77A4ILVRATFLODNS G, *
RRIZFANRAFLOIVY MEDY—45y b 2ERTEET, 72714V RAFLODNS ZlE, ¥
VEINFEECSAVRYVRADFERATTRY —VYHADIIV Y=Yy RDIP7RLRAICEHHWICRES
ni?o

v bR
ROWTNHADIATYREEFLTNS 774NV AFLEIIVINTSET,
e NFSVA 77 AIYRAFLERIVMNTBICIE, XOAT Y REEFTLET,

sudo mount -t nfs -0 vers=4.0,rsize=1048576,wsize=1048576,hard,timeo=600,retrans=2,noresvport fil

e-system-id-xxxx.region.nas.aliyuncs.com:/ /mount-point

@ 8 mmmﬁmax—a—uas4ﬂ~hwm—vayc;orﬁubivozvyﬁv
vers=4.0 ZFERALEESIICIS—DHRELEBER. vers=4 ZFERALFET,

e NFSV3 77 ALY AT LEIDIY MTBICIE, ROATVKREEFTLET,
sudo mount -t nfs -0 vers=3,nolock,proto=tcp, rsize=1048576,wsize=1048576,hard,timeo=600,retrans

=2,noresvport file-system-id-xxxx.region.nas.aliyuncs.com:/ /mount-point

INS A—4—EiER
ROFIC, IV MV RTERAINBZNSA—9—%RLET,
NS A—H— L]

file-system-id,region & & U nas.aliyuncs.com# &
DERHSERIND, IV EMRAVBPDRAAVE

Domain name of the mount point ZRLET, CONFA—F—&, 774V AT L
OERED E S ICEFNICER SN, FETEY b0
EEHhHFEFEA.

NAS 77 AN RATFLDI IV bRA Y bERLE
. chid, L—=bFaL I )"/" £FENAS 77
ANV RATFLADERDY TTF4LIMIICTBHIEN
TEXY,

mount-point
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INSA—H— BL]

T7ANYRATFLON—Y3v%ERLET., NFSV3 &

vers NFSV4 DHHHR—FSNTUVET .

NAS 77 ANV AT LERYY RN TBESCEBROATyavEaiEETEET, #7vaviE, awY
FATEEIYITRYINDET, NSA—H—ICDOVWT, XOXRICHBALET,

F7yay EL

F=570v DA XEBELET. T—HE, ¥
FATYMEISVRRBESNEI7AILIRAT AL
NEOTOy 7BENTHRAMESNET ., HEE:
1048576

rsize

T=970v DY A XEEELET. TV
SATYMEYSTVRRBRESNETI 7MLV AT LE
OEOTOy VEUNTESAENEY., HEEE:
1048576

wsize

T7ALYRATFLRERAINTVEZ 7270)LoO0—A)L
FIVr—2avaERT3LEIC, T—9EEZFLE
hard L T—BHNICHBARTEICE>T=7 7MLy AT LHE
BI202FO>DESHhEIBELFET. hard /N5 %X —
Y—EZBMCTRLEHEBLET,

I9SORICBRESININAS 7274ILYRAFALICY) ST
timeo ZANEHEEETBHIICNFS 9547V rABEEFED
B5R (0.1RVENI) ZIBEL 9. HE(E: 600

NFS 9S4 7Y DRV I I A NEBEET 3R EE

retrans ELET. BEE: 2

XY RI—HBEEOREFICTI 7ML AT LE ECS
ARV ABOEFEGHIIFINABVWLSICT IR
noresvport IS, FLOLWTCP K—bZzRY N7 — Y DBIELKICER
FTBILEIBELET, noresvport NS X—9—%
BMCTBLEEELET,

@ B mounting NS X—9ERETZL S}, ROSCERTIRERHBDET,

® I/0O /NS XA—% (rsized & Uwsize) DEEZZETINELHIGHFIEF. NT7F+—IVADET
EHCTEHICINSA—9EZ R K@ (1048576) Icty hT B & &HWELET,

o time-out /X5 X —% — (timeo) NEZZEETZ2LELNHZHEEE. INFA—H—% 150 LA L
DEICEY FTBLEEELET., timeo/NSA—Y—DEAF0I1MTT., LEAST
. {E150 FEBRDOY A LT MNABMNMIS B THE L ERLET,

e hard# 72 avaEMCTBLE&HELET, hard AT a vy EFMCLEVWEEIF, ti
meo NS A—4H—%150 A EDEICEY FLTLEESWL,

o DV IYRNATLAVICDODVWTIF, ENFNOFI7AIINMEZEARALTLETWL, EX
X, RABMDFLEEZIARNY IFHAXZZELRED, BENY 77 ZEMICLEDLE
WTLESTW, INSHIEEEERFTIBRENTA—IVADBBETLET.

> Document Version:20200813 7



TP7ANIVRATFLDIIVIN ECSA VARGV AND I 7AWV AT LDT IV~ X HTEfENAS

YOV MERERTT B
TV MRYILES, ROIVY FERFLIIIY PEINETIF ALY RTLEERTEET,

mount -1

RDIATYFZERFTLT, IV FEINTVEI7AMLNIRATLICEIZBEBHRERTISHLHLTS
Y.

df -h

2.2. Windows AN NAS DV b

NAS 3, EHDECSA VYV ARAY VAR TORHI7FAILVATFLEEBERAN L —VE2REMBTBZRANL—Y
H—ERTYT., ZZTIlX. NAST77A1IL Y R F Lk Windows Server2012R2 EICv oY T3 Fi%%
HBELXT,
BiRRH

NAS 77 ALY AT L% Windows F VAPV RICIV Y M BICIE, ROBEZRTIZLELNHDF
g‘ﬂ

o TF|g2: 425 2nEM) IC#>TWINdowsECS A Y APV AEERLET., ZOFITIE:
o [W=yavl&k, [Z5>F/LF(F1Y)]TT,
o A A=Yk, Windows 2012 R2 Data Cen-UStre Edition T ,
o [®#YMI—=99 4T [VPCJTHIINIERD FHA,
o IFALNYARATLEERL. YOV R4V NZEBMLET,
i. NASH—ERZBMICLET
ii. NAS OV —LlcOda4vLET,
ji. ARL=I Ny sr—I2BALET., ROFIEEXRITLET,
a. EADFES—2arv o4V RIT, [AMNL—=I Ny 5=y ILET,
b. [RbL=INysr—SDEANZIVYILET,

Q. A siling Management ... English 0

Hang Keng  Asaa Pacific SE 1 (Singapare)

5 File System List £ Refresh Buy Storage Package
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C. [NASRAPL=Y Ny F=J|DOR=IT, [V=I3aV](COBITE, 7529 TLK(R1Y)
MERINTUVET), [BE]. $LUNYIr—I0HBEEERLET,

| NAS Storage Package

Current Selected

China Esst 1 China North 2 Chirss East 2 China South 1 China Morth 1 Asia Pacific 5£1
Hangzhou) { Beijing (Shanghai) (Shenzhen) {Hngdac) ) Regior EU Central 1 (Frankfur)
F Systemn Creste new FS and band
EU Central 1
package
[Franifuri) Hang Kareg e Capacity-Type
ype NFS

Create new S and bind package

e EU Cembral 1 Zore A

Baslc Configuration

11
s
E

500GE 178 5TB 1078 3078 50T

10078 20078 TR 500TB 1PB

I

month & months 1 year

iv. 727 MLV RATFLEERLET., ROFIEEEITLET,

a. NAS OV VY —ILTR, EROFEF—2ava4 Y RIS, [F7ANIRAFLYARN %Y
VwoLET,

b. [75Y 9 7L M (KaY)U—YavaE&ERLET,
CIZ7ANYRAFLOER]EZV)VYILET,
d 774N RATFLOMAEEIEEL., TNICRA ML= Ny —YENAYRLET,

Create File System

The: upper limit of the storage capacity of an S5D pedformance-type file system is 1 petabyte, and
that of a capacity-type file system is 10 petabytes.
* Region: EU Central 1 {Frankfurt) :

File systems and computing nodes in
different regions are not connected.

* Storage Type: Capacity-type
* Protocol Type: MNFS (including NFSv3 and MFSwd) %
* Zone. ELl Ceniral 1 Zone A H

File systems and computing nodes in
diffarint 20nes in the same rgion ane
connecled.

Storage Package: afault Mo 3
naspackage-1140" 7000

e. [OK|z2VvyILZET,

> Document Version:20200813 9
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V. ROV MRAV NEBINT
COFTIER, TIOVENRAY MY L4 TELTIVPC] &8IRLET .,

Add Mount Point

The mount point is the entry for the ECS server to visit the file system. The mownt point types
currantly supported ane classic network and VPG, Each mount point must be bound to a
PEMESSIon group.

The Linux clent implements a default limitation on the nuember of concurrent requests to the NFS,
In the event of poor parformance, you can refer to this document to adjust the configuration.

File Systern ID:
* Mount Poirt Type: VPG =
*WPC: VPCg o — n mh 18 3
Go to the VPG console to create a VPG
*VSwitch WEW-OW 3h(192.° ¢
* Permission Group: + Select the permission group

VPC default permission group (allow all)

Cancal

Vii. 7Z7ANVRAFLIVRARNTIZ7ANVYRATFLIDEIYYILT, HLWIIYRRAV MDD [TY
YFPRLRIERXRLET, Windows A YAV RAEICT7ANY AT LERI VI NTHLES
F. SOOIV 7RLAZERHALETY.

Basic Information -~
" ] EW Central 1 (Franiturt) 7 EW Cantral 1 Zana A
Capacity-type T NFS (NFSva and NFSw4.0) Symh aB

Feb 08, 2018 10:47:24 +0000

| Storage Package ~
nae 4 500.00 GB Upgrade At Jan D8, 2018 09:2514 40000 v Feb 08, 2018 16:00:00 «0000 Fenew
| Mount Paint Hew to mount | Add Mount Point ~
® * ® ®
vpe- V- VPC defau Mty Parmbsion Group
VPG 1 2w [8.ou-central-1 nasaliyuncs.com | permission fualabie
¥ mh g ah g Dizable Dwlute

F &

windows 2012 R2 Data Cen-USter Edition ZEBHL T, Y—N\N—[CI¥IO Y R4V b ETIOVRTES
51D FLE, COFRIE. NFSUSATY RDRA YA M=ILEINT=Windows DIFEAEDIN—
JavTEELET.

1. Windows 4 Y 2% ¥ ZAD#E&,
2. A VA9 VAETNSYSAT7V a4V AM—ILLET,
i. [V—NN—RX—Vv—=]7020%0 Uy I LXET,

10 > Document Version:20200813
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i. EHOX=Za—n5. [ER]>[O0—ILEHEDEN] ZBIRLET.
o

iii. O—JLEEEDEBM YA F—R[CHLTAIYAM—ILEZRTLET,

n [Y—N—O—-IL] D5 TT, [NFSH—N—] %BIRLZT,

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

server Selection 4 [H] File and Storage Services (1 of 12 installed)

4[] File and iSCSI Services

Features ] File Server

[ BranchCache for Network Files
[] Data Deduplication

[[] DFS Namespaces

[] DFS Replication

[[] File Server Resource Manager
[[] File Server V5SS Agent Service

[] iSCSI Target Server

[MRServer for NFS I
[ Work Folders
Storage Services (Installed)

L A
<| "

[] i5CSI Target Storage Provider (VDS and V5 a

DESTINATION SERVER
localhost

Description

Server for NFS enables this
computer to share files with UNIX-
based computers and other
computers that use the network file
system (NFS) protocol.

n [EEIDYTT,. INFSOS147 > MEERLEFY,

Select features

Before You Begin Select one or more features to install on the selected server.

Installation Type Features

Server Selection
[ [W] .MET Framework 3.5 Features (1 of 3 installed)

I [m] .NET Framework 4.5 Features (2 of 7 installed)
I [] Background Intelligent Transfer Service (BITS)
Confirmation [] BitLocker Drive Encryption

[ BitLocker MNetwark Unlack

[ BranchCache

ient for MFS|

[[] Data Center Bridging

[] Direct Play

[] Enhanced Storage

[] Failover Clustering

Server Roles

[] Group Policy Management
[ 15 Hostable Web Care

[] Ink and Handwriting Services

< n

DESTINATION SERVER
localhost

Description

Client for NF5 enables this computer
to access files on UNIX-based NFS
servers, When installed, you can
configure a computer to connect to
UNIX NFS shares that allow
anonymous access.

> Document Version:20200813
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iv. ¥ 2 FOSHOY—N—ZFHEHLET.

v. Ay R 7O0Y7 b ZEEL. "mount” ZRITLET., ROLSLERVEBEINLESEZ.
NFSOSATYMBA VA PM—ILEINTVET,

ssAdministrator Imount

local Remote Properties

CslzerssAdminiztratorl

3.NFSYYYVRRLYIMNERSATELTIYYYMNTBICIE, XODATYREEFTLET.

mount -0 nolock \\11xxxxxxxx9-wxx88.eu-central-1.nas.aliyuncs.com\! h:

C T, "TIXXXXxXXx9-wxx88.eu-cen-UStral-1.nas.aliyuncs.com" (&, SGICERR L=V R 7 RL
ATY,

serssAdministrator>

rssAdministrator>mount —o nolock “\11 P—w B.eu—central-1l.nas.aliy
om~* h:

is now successfully connected to “\11 ?-w 8.eu—central-1.nas.aliyunc
s .com™\?

he command completed successfully.

islUserssAdministrator?

4. AVAHIVATIVATO—5—%EHL. COPCHSHERSAT2HRBLET,
a g This PC |- eix]

-'-. mputer v W ﬂ
T % » ThisPC » v
Favorites 4 Folders (&
Bl Desktop
4 Downloads l Desktop - Documents
Recent places
Downloads 1 Music
B This PC ; 2 ™
€W Metw
M Network L- Pictures E Videos
F ‘l._,..(_'. and drive: 3
Local Disk (C:) CD Drive (%)
h\_\_‘w
4 Network locations (3
M 1 3w B.eu-central-... _H" T 5.eu-central-...
—
Ok S.eu-central-...
==

5, FARELT ALY —%EBL., FEDTALT—RHNICTFZFRAMN I 7AILEERLTHET,
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(=)

1item

FSTMNYa—Favy

"IFALINYRLIS—" BERELEL

W Favorites
Il Desktep

KL=

w1 [« L O\117e209129-wyhd8.eu-central-Tnas.aliyu... » New folder

New folder

v ] [[Sesrch New folder

MName

| Mew Text Document

File Edit Format View Help

Date modified

Type

2620181049 PM Text Document

1 item

9. "Locking" ®fElx. 1) THIFNEADFEA.

52(%. HKEY_LOCAL_MACHINE> ¥ 7 b% T 7 > Microsoft >
ClientForNFS > CurrentVersion> A—H¥—=> FI7 A b > IV MPOLIAPMI) IV M) 28EABLE

b
viEEEEEEEEEEEEE

T T T T T T

Advanced INF Setup
ALG
AllUserinstallAgent
ASP.NET
Assistance
AuthHest
BestPractices
Bidinterface
Chikdsk
ClientForMFS
). CurrentVersion
4- ). Default
)i RegNotify
-y Users
4- ), Default
L Auth
b
b
b 5-1-5-21-4221164

b-J COM3

Name Type Data
ab] (Default) REG_SZ (value not set)
% AutoTuning REG_DWORD 00000000 (0)
[::Ihiiuﬂi EEG DWORD Qﬂllliiiilﬂﬂ.]
#4| Locking REG_DWORD ODO000001 (1)
% MountType REG_DWORD 00000001 (1)
4| ReadBuffer REG_DWORD 0xD0100000 (1048576)
4 Retransmissions  REG_DWORD 00000001 (1)
24| Timeout REG_DWORD 00000008 (8)
4 WriteBuffer REG_DWORD 007 (1048576)

> Document Version:20200813
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LYAMIIVRMYZEERLT, GDEUD 2RETBLHTEET,

1. HKEY_LOCAL_MACHINE > SOFTWARE > Microsoft > ClientForNFS > CurrentVersion > DefaultA
BEILET,

2. THEREG Y Yo L., [#i#]>DWORD (32Ew M) {E %EIRL T, XOLYRAMNYIV Y %
BmLEd,

o "AnonymousGID ": fE% 0, IS
o "AnonymousUID": {E% T0; [CE

File Edit View Favorites Help
4 Microsoft
NETFramework

Type Data
REG_SZ (value not set)

Active Setup REG_DWORD 000000000 (0)

ADs REG_DWORD 000000000 (0)

Advanced INF Setup : REG_DWORD 0x00000040 (64)

ALG 24 DeleteSymLinks  REG_DWORD 0xD0000001 (1)

P _ || ®FirstContact REG_DWORD 0x00000003 (3)
§ Poval " || #MaxNfsUser  REG_DWORD 0:00000020 (32)
g Y 4] MountType REG_DWORD 000000001 (1)
: 24 Protocols REG_DWORD DuDOCHcH (13630719
b BestPractices i
: Bicllntarface e Retransmissions  REG_DWORD 000000001 (1)
. B Chiask 24 Timeout REG_DWORD 000000008 (8)
3 ClientForNFS e UseReservedPorts REG_DWORD 000000001 (1)

4 - tVersion
4 Default
egiotify
F] Users

3. a9y R 7OV 7 b #8#HL. "mount” ZESFLTUDEGIDZFIVvILET.

Properties

~ UID=8, GID=8
rsize=1048576, wsize=1848576
mount=soft, timeout=0.8
retry=1, locking=yes
C

lang=ANSI

casesensitive=no
se ys
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3.AVTFF—=AADITFPANIATLDIYD
v b
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NAS

4.VPC ¥ 7=13 Alibaba Cloud 7A9 >V b
ADTTZ7AINIATLDIDY B

4.1. SFTP Z{EHL TNAS 77 AMIY AT L
F—H#%27y7O0—FRHEO®5YOO0—FKT3
COMEYITIE, SFTIPEFERALTNAS 77 MY AT LATF—49%27y 70— RELTYyyO0—RT
BAEICOVWTEHBLET,

B

SFTP OZiXEEIIX, ECSDA VY —X Yy FEEHEBEICE>TELANDEYT, EVRXRRA=Z—XICKHL T EYIL
XY M- BEHIBEZRETEET,

FIg

1. NAS 77 AV RAFLDRBEEINTVWR ) —IavyDARL—F o VIV RAFLEL T Cent0S %{&
HLTECS A VARAYVYRAEEALET,

2. ECSA VRS VAICOFa4 L., BEZF7AINL /etc/ssh/sshd_config ZRDESICEELET
i. BETZ7AJ "sshd_config" ® HTLRFL TEIAAVEITIRLET, #FHL LT "Subsyst
em sftp internal-sftp" ZEML £,
# override default of no subsystems
#Subsystem sftp /usr/libexec/openssh/sftp-server

Subsystem sftp internal-sftp

i. 727 1MILDOKREARDITY REEML ET., "sshd_config" . "/usr/sftp"l&, 1—H—0 SF
TPIL—FF4LYUTY, FITEALTVSRAEIE. SRENOATY. ZEORRICHL
TNTVY I IPERETEEY,

X11Forwarding no
AllowTcpForwarding no
ForceCommand internal-sftp

ChrootDirectory /usr/sftp

3. "groupadd sftp"a v RZE{TL, A—H¥—JIL—TZEMLZET.

4. "useradd -g sftp -s /sbin/nologin -Msftp" a7 Y REETL. 1—¥—%EML . SFTP 21— —
JIL—T~NEMLEY,

5. SFTP 1—H¥—DNRT7—K 28RELET.
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NAS

[root@localhost ~]# passwd sftp

Change the password for the user SFTP.

New password:

Invalid password: the password is less than 8 characters

Enter new password:

passwd: All authentication tokens have been successfully updated.

6. L—rFa4L 2 M)EEBRL, SFTPA—HY—DA—F—LFI—T%2RELZFT, SFTP 1 —H¥—0
¥EPR%Z "755" ICEELET.

[root@localhost ~]# cd /usr
[root@localhost usr]# mkdir sftp
[root@localhost usr]# chown root:sftp sftp

[root@localhost usr]# chmod 755 sftp

7. SFTP 2 —H—DIL—FF4LYRI)T. . NAS T7AILVARATFLEIIVIRNTETFALY M) BERK
LxY,

[root@localhost usr]# cd sftp/
[root@localhost sftp]# mkdir file

[root@localhost sftp]# chown sftp:sftp file

8. XNDIATYK%EREFTL., NAS TP ALY AT L% "Jusr/sftp/file" T4 LI MUATIVNLET,
sudo mount -t nfs -o vers=4.0

91fd04a7b7-cvn49.cn-zhangjiakou.nas.aliyuncs.com:/ /usr/sftp/file

9. '"service sshdrestart" A9 R&E{TLSFTP 2BEHLET.

10. BIDFIETHRELSFTP 2—H—DEZHENRT—RE2FEHL T, SFTPY9S547Y bk 2FEHALT

SFTPH—ERICOFa4YLET., SFIPH—ERICELETZ-HICSFTP 7O MIILEYR—FT B
9547V b EBIRTEET,
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5.FVTLEIRT—9E9—DI774)L
VATLICTOECARAT S

51.NAT 5= b x4 %Z2ERHLNASTD T 7
ANWNIATLDIIV b

COXETIE, O—AILIDCFBFEBRDZV—JaVICTFETBVPCHSTIFPAILYRATL%ZENASICY
DVRNTBIEEBLYFIAT, NATH— b I A 2EHLTNASICTVERTBHEZHBELE
g‘ﬂ

s 2
A=

NAS 2EHJ35HE. V—YaYRARERINEI 7ML AFL(NFS)IZ, ALY —Y3YRADECS 1
VAGVRACOHATIVITEET, BRBV—VIaVODESSAYVAY VR, $LUHBED IDC DY —
N=IlF, 774NV AT LEEEBIYIIY IR LEHFTINTLEEA,

ERBV—YaVDECSAVAY VAR, FERIEDCYH—N—ICT7ANIATLEIDVYMNTBICIE. B
%% VPC 713 IDC & VPC [§T Express Connect #{EH L £9 . Express Connect (3 REIIELICIX
BLTWETAH., Express Connect O F 704 (3—EDI—H—ICLH>TIFIAR MDD ZOHEHDH D
E?O

LEDAISAVT—H%ENASIC7y7O0—RITZLHOLDERANEMEOSVWY V21— aviE,
NAT ¥— bz A4 %2EALTA Y —%y N5 Alibaba CloudNAS [C7 9 R TBETY,
#lBR

e EIP &£ VPCHELHINTWVWBIES. EIP ZEEBLEI—Y—([3#TH,. EMOFTEZHELETIC EIP
[CHETBTIV M RAY M2 ERTEET .,

o BEIPLKR—FMIE, 1D2DIFIVIMRAYMIORARYTTEET, LIEA>T, ARBICEHRDOITY Y
FRAYPET7 VAT RICIE. EHDEP P RLANBETYT,

XYEI—OTF—XFUF ¥

RXOEIE, NATH — bz A4 %2EALTAY 9 —2 Yy D5 Alibaba Cloud NAS IC7 9 ERT B Ry b

JT—97—FFU9FvERLTVLET,

T—2FI9FvRROESICEEINTVLET,

EIP
N . S &@
Client NAT Gateway VPC —
NAS
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1. NAS 77 ALY RTFLEERL. 727ALYRFLDIIYMRLAY M EEMLET .,

2. NAT¥—h9 x4 %EML. NATH —Fr Oz AHDOFEEIENYSF—I%EBMLTEP 7RLRAZE
BLEY.
3. NAT — 9T A DDNAT XTIV MY ZEMLET .

F g

1. NAS OV Y —=ITIFPAILIYRATLEERLET,

2. F7ANYRTLOTI Y MRAV b ZEMLET ., NAT OEREYR—FIBICEVPCTIY b+
KAV FNEERTBRENBHDET,

B.ECSAYARYVARICELSL, vIOYIMRAIVIMDIP7RLRAERNEBITZEHICTIVERRAIV LD
FPRLR%ZpingLFd, I—FHIZXRICSRLET,

P T — 2. 2 UNCS.com (192.168.92.38) 56(84) bytes of data.
64 bytes from 192.168.92.38: icmp_seq=1 ttl=64 time=2.53 ms

64 bytes from 192.168.92.38: icmp_seq=2 ttl=64 time=0.877 ms
64 bytes from 192.168.92.38: icmp_seq=3 ttl=64 time=0.864 ms
64 bytes from 192.168.92.38: icmp_seq=4 ttl=64 time=0.835 ms
64 bytes from 192.168.92.38: icmp_seq=5 ttl=64 time=0.869 ms

4. .
5. R, BEE/N Yy —2 % NAT S — b A (CENL.
6. DNAT TV M) —%{ERLET.

o WTVy U IPICIE, FIES5 TEMLIZEIP ZBIRLFT,
o F3ANR—=PFIPICR, FOERTBZIIVIMRAVMNIPTRLRZEANLET,

o R—FPRE X, IANTOR—PFZBIRLEFT., NFS X/(ISMB 7O b JILICHERKR— b ZER
TBHEHLTEIXY,

7.NFSTOY 2B LET. DNATZNFS TV MRAVMCRELET. AR ROESEDHT
?D

DNAT Entry List

fwd-bpltys653y8jznsuhisxp 114.55.126.64 any any 192.168.92.35 any

gsudo mount -t nfs4 114.55.126.64:/ /mnt
[sudo] password for giying.zf:
Warning: rpc.idmapd appears not to be running.
ALl uids will be mapped to the nobody uid.

$moun

/dev/sda2 on / type ext3 (rw)
p
SU

atime,delalloc,user_xattr,acl)

mnt type nfs4 (rw,addr=114.55.126.64)
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5.2. VPN GatewayZz{ERHL TI77MILI AT L
ZIIOVBMTB

il PR

Alibaba Cloud NAS (Network Attached Storage) Z{E X1, $2V—YaYHNICER SN ECS 1~
AI9VALEDI7ANY AT L%E, BLYV—Y3IVADECSSA VAR VAR T, IOV bFBIED
TEET,

D) —aVICHBECSAVRIVADIFANIYATLZEHETI VMBI LR TEERA., &
fo. BHOTFT—9 LY 9—RAOY—N—LLITI7PANIRATLEEEIIVVNTB LR TEEEA,

fezE, dE (M) V—Ya vy TERSINEI 7MLV AT LE, PE(BB)V—YavYDECS A Y
APV AIC(NFS £7=[3 SMB T)EEVY IV M TR LIETEE A,

BMYU—Y3avYDECSAYVARAIVAP, B IDCYH—N—EICTFAIILYRATLERIDY MTBICIE.
Express Connect AMERTE £9 . Express Connect i{iﬁﬁ?nli Bl&L2a VPC 2EHKLED, F—
Sy —E VPCEELHLIEDTEET, LHL, ExpressConnect 257704 F3ICIFEMOERN
RELET,

fRRAE
VPN Gateway Y—ER&FEHL T, =9tV Y—SVPCICF72EALED, Bl2D)—I3vn

VPCREZELKLIDTEET, VPNGateway H—ERICL> T, NASODIA—H—(F 2BEOARXT.
RICRTRY M7= b ROY—%F7040L. 774UV RTLEIDVVINTBIENTEXT,

e DCH—N—ATF7AINIVATLEIDVINT S
o FIV—YaYDECSAVARYVABTIZFANIATLEIDVNT S

QM &2 @&@

a VPN Gateway WAN VPN Gateway VPC —

File Storage

IDCH—IN—ATF7AINIATLEIIDVINTS
1. NAS OV VY —=ilcada4vL., 274NV RATFLEERL. 7274 RAFLICVPC Y Y MRAa
YhEEMLEY,

2. VPCIvY—)lco¥ 4 L. VPC IOVPN Gateway & IDC W(DVPN Gateway Z#&#&L . VPN
BEEFERLEY. M. "0 FEHEGOERTE 2I8R<ET
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NXHZMENAS T7ANIATFLDIIVN AV TLEZAT =905 —DIT7 ANV ATLICTIEATS

NSORENTETLES, IDCH—N—&¢, ECSAYARAYVARAERIEVPCRIFPAILYRATLDIIY
FRAYMEDEDESZ, "ping"” IV REFEALTHERIZEHNTEERT., @HOIPT7RLR
M ping KOJRETH B L ZBBINIE. VPCROD T 7MLV RAF L%, IDCHD VPN Gateway il IC &
BH—N—CII VP NTBRIEHNTEET,

V=Y YDECAYRAIYVARTITZ7FANIY AT LERI VM S

AMROV—=aVICHBBECSAVRAIVABTIPANIRATLEZR IV MTBICR, 2D00FELRHD
3

B 10HEE. VPC2HD ECS H—/N\—%{EML T, VPN Gateway 2{E T 3NEAHNEFT. I TIC
FA#HOFS— b I TAY—EREF7O0/4LTVBRBEAE. COFENBELTVET, COES5LEEES
BE5THVERE., AiR22EHT3ENTEET,

o Hik1
i. NASaOyvy—ilcabda4yL., 274NV RATFLEERL. VPCIRD T 7 ALY AT LI VPC
DIIY R4V MEBMLET.

i. OV —yavIc®h s VPC2RHD ECS H—/N—%EFEAL T, 1—Y—0 VPN Gateway 21 —H
—45—bFY T4 LTHEELET, ZOECSICIE, VPCT1 HICH B VPN Gateway LELET 3-8
S, 49—y PMIP7RLADMBETY,

@ 8 ECS ¥ —/\—%{EAL T VPN Gateway 2 EET 3520 TIF, 1V 9—%v
FEDFa—bUF7II, FEXIE., FCentOS7 T IPSec VPN [CXf L TStrongSwan #{EH Y
%1 BTBRCETV,

ii. VPCOYY—lcOod 14> L. VPNEGZEML . VPC1 £VPC2 HODVPN Gateway (RFv 7 2
TIERLEHD) 245 L FY, HA1E3,. T4 NEHEGOETE 2T8RCESL,

iv. VPC2 ICfid ECS 4 Y R Y ADEBIIL— FZEIML, VPC1 D ERAIC, 9—4y k CIDR T
Oy Y%8RELET. VPQADT—b Iz (RTFYT2THERLELD)EZRIANKY T/
—KRELTRHRELET.,

CNSOREHNTTLES, "ping" ATV REFEHALT, VPC1E, VP2 DECS A VY RAY VY RAFET:

FI77ANIVRTLDIVY M RAY PEDESEEBERBTEET., @MiKD IP 7 KL XD ping HTTEET

HBELEERITNE, VPCIRD T 7AILIRATFL%E, VP2 HDOMDECS A Y RAY VR EICTIY

rgBZeENTEET.,

o Hik2

i NASOYVY—)lcaba4vL, 274NV RAFLEERL, VPCIHD 77 ALY AT LICVPC O
IYUVMRAY M EEMLEY,

ii. VPCaOYVY—JLicao¥ 4> L, VPNGateway Z{EREL £9 ., H#X, TH 4 FEESOEE,
ETBRCESVL,

ii. Aavyvy—iicaod4q4vL, BloY—y3>rdn VPC2AICVPN Gateway Z{ERL £7,

iv. 7Y 72 ERX7Y 73 TEML T VPN Gateway ® IP7 RL R &EHAL T, #hEhica—¥
—F—b Iz &5ERLET, HAIRZ., T4 NEHEGDEE EI8BLETY,

V. 7Y T 2ERFTY T 3THERINI VPN Gateway %495 VPNESGEERL 9. 34
. THq FNEEGDET 2T8BESL,

Vi. 220D VPCDIL—hr%ZEBMLEYT, VPC1TIX, 9—4 v FCIDRT7OY 9% VPQ2DAY bS5 X
YRIP7RLRELT, RIAMKRYT/—REVPCIRADYS—b Iz 4ELT, ENENRE
Lxd, VPC2TIF, 9—4 v FCDRTOY 2% VPCIDAYFSEXYMIPFRLRELT, R
GARKYT/—FRZVPQ2AHADHF =PIz AELT, TNENRELETT, FHMEE., "1
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EGEOEE) ETBRCETV,

CNSO/ENTTLES, "ping” ATV FZFEHAL T, VPC1 &, VPC2DECS A VY RY VY RAFE L
BI77ANIRATLDIVYMRAY MEDEGEERTETET., MFHD IP 7 FL AH ping HTJET
HBIELEERINE, VPCIHDTI7ALY AT LE, VPQ2HADMDECS 1 Y RY VA EICTIY
BT ENTEET,

=

e VPN Gateway H—E R (&:
o BEOMBEEMRRLET.,
o BXaT7HT IR (IPsec N—RADEESKIERES) 2i2HLET.
o Express Connect &L T, 2—4—DIRMZXIBICHIRL XY,
o IzFEL. VPNEBHTIFALYARATLICTI9ERTBRE. VONTA—T Y ADFIRINFT., Ol

FRIZ. IDCHY—N—& VPC LD, ¥LEELZ VPCOFD, 15—y MEEHIBELATV VI
£B3HMDTY,
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6.

F77ANIRATLDT Y Y MER

6.1.LINUX TIT7 PAILI AT LER DY MRIRT

3

T77ANYRATLZHIRTBICE., FP7AUNIRTLBIIYFINTVBZINRTOECS A VRAY Y AH

5%

VY MNERTBVELNHBNDET,

F &

1.

2.

BECSAVRAIVATRODIAIY REZEFTLET.

umount <directory where the file systemis mounted>

@ g

<oy MERATaVEEBELED., TNSOTFI7AIMEETZTELD LBV L&
BLET,

ECSAYVAYVATAf ATV REZEFTLT. NAS 77 ALV RATFLDRIEEICRYY MERI WD
ESHhaERLET,

df vV RIE, BEECSAVRAYIVRICTIVIFENTWB IPAILIYRATFLOAMNL—JERE
CHEFBRICBETB VT VICERAINET, Y9V MERLENAS 7274V RFLICET 3158
PATY RHBARERINBVWES., 774V RATFLRBERICYYY MERINTWLWET,

e NAS D7 AW RTLDIVY PARAT—9 ADERR

$df -T

Filesystem Type 1K-blocks Used Available Use% Mounted on

/dev/vdal ext4 41151808 5658860 33379516 15% /

devtmpfs devtmpfs 8122760 0 8122760 0% /dev

tmpfs tmpfs 8133492 0 8133492 0% /dev/shm

tmpfs tmpfs 8133492 552 8132940 1% /run

tmpfs tmpfs 8133492 0 8133492 0% /sys/fs/cgroup

fid-xxxx.cn-hangzhou.nas.aliyuncs.com:/ nfs4 1099511627776 2498679808 1097012947968 1% /mnt

e IJPALNYARAFLDITIY MER

Do

$ umount /mnt
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