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BARM. BHREIFIENIRE, SERPERANGEHRAEMEZNFBRE,
ABERE (AMENEZERSMZFRENTTEL)
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KasPERR, EFUARGEBER. B, £, 2FEE. KT, 8/h. X
THAAFAREMEZMY ., FREFIAS, I, REWEZSFLPTEEAR, £
WARBATEDTEH. &, BHEHIEMENER. AHHAEFTEZNRIR
(BEEARTRBARUASKAEGES "WER" . "Alyun” | "ARW" FH[
BERM/FEXBEA S ME, LARBONERSRERIEMTEBATZR. B
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BB O LUE SRR Cri+ Al h 2 8332
(8
ZRFBBH,
HiE FRER. KB

BHIEE> ME>REMKLER,
. TEZHRFUTE,

HEERBIATIE, BEHRE.
Courier=z4{& e

47 cd /d C:/window %<, #HA
Windows &4 X 43,
AL

bae log list --instanceid
Instance_ID
(=& [alb] FRABER, ESEE—,

ipconfig [-all]-t]
{} & {alb}

RRWIER, EBEE—,

switch {active|stand}
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1.1. B &5 fl BB

HaR "B, ?

TBHEKB) ARR—THE, RINNFRRBSEER 'BHEKB, S THNALR, EESHREM
5, MERETUA, RBEAN TERER, WANBERERN, X 'SHKM, EXQEEMIAAN, 5
M TERER) OBSRERE, METWS, oTBmMAXR- M T REwREER.
NFRLFERANAAMS, XREINRUNVERFEREL, IMES—H, ERAFPHRAFTEER—
R, BIEIAEABNNARS. (3%, STRRARNEBARRH, SNKBLEQRERSHMS, tb
S, ) UNAERN, FENXHEMILEENKER,

AMRanke, NFEREH—AN IAME—BMNEFS BEEPEEL TEN) IAXRMER, XA
minss, XESHMESHLREME ., ATILNESR Daas NP XYEXRMISBERKXS, 1BET IAM
FRiAM, AXERERMESHXAFLS.

BIMNBERERFBIRE.
B 5% Single Sign On (SS0O)
BRER AR ITEAZIRARXNEN, MERARE—MMRERPINEARNNE, —BMsS, BERERE
BNE:
BAREEME—K, BT— B85 EE S8 T ERE B H LA,

RESPUTXHHR, MOIUEXAZINT BRER, , RVERINIRASRSMSHE, BEFHLEL
ZERZEMNT B, TREET ERBR-—SMANIRANERE, AXNFHAEFTEEMRITE
HITHNERRME, EMS N EIEER cookie, jsonp., MEEER FF, hWEET LB IERITEMNEIN
SAML, ODC%, (XESMRIE—R 'SHKB, (8, EzFA=E. )

B-UEASE THPHARENNARLZE—ERFE+EE, I ERER NS —REX, APSHER
BNAHFEERRBA—XAE—HZAFLE+EH, RMNAAZHIALTAR "RERER, (BRELE
BRPEMNLIET TZHBRE, RIH|WSS0) , AXEARAZWE, RF/IUMSEMBERER,
FECWINER[RERE, FSRRFHNAENREREITE, RUBNARZACHKEZIAOBNA
REE, SRGAMARBEFERINKSAR, XHBERNEEANT:

1. BF—EKSHUERMENA, FEABESMNARILEFSERRANE UEERRZLER, BR
BRIBRY, HEMEARR.

2. AIBRGE, REFHAENSTIUNARREIHR/ZAGEE. IBES:

i TRESIERKBERLE, ENEER2RE.
i. TRESSHEVKBABRR THEFEWRH license, EMIIFX,

FFEKR, "SHEDP 5 'BERER HXFIZFHALEXR,
BB 3B Identity Federation

TBMEN, BXY 'BRER) N—MRELR, B T8RER, AR 'SHEM, NE—BH. RE
SIMT "BHEI) , BRRAEELXINT 'BERER, , MRZAMIL,
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M WENRBRENCRITERARR2EZBNAFSH, £BE. BEfFm. BATNHIPX
MERERHLE, 8BT—RIPAILE. #i1X,. SMHEE. EESHEL. R— license B, BFRER
BSRES . MMNAIEESEI, ERASSIT "BHEF B IAMRS, BolbiERW T ZREPREEHENRE
BEEREMBUHRX, HAE—I—1"RETAHTEE., 'SHEB, 2—MREEIERE (BNAERER
£4) #938.

£ TSMEB) MWD, FRET—TSHNRRF R DRLGENE, ARRERENAOHERKRS.
BENARAABREREPHRINKSHER, SHEUAR—NERAD, ERERAPARIFENDNE
WM PE,

XN IESHFANREE N0 BN IDP Identity Provider, ZTERZ T 4FESMEMA., EMHNWERSH
SP Service Provider, BREEHA.

B{3424t7 IDP Identity Provider

XE—R, SPBEHPVESHARREERTXIRSN '5MEE, , 8FIANE. BBEEE. EHXK
2. NRIRAIEEF8ESN, Ao@ELE—7# DP LIBMER NS, IMATENBEMRE, BoHBERT
SNHHREFE,

BRIESh, DP JUAR—EEAERFPNRAREUREGEELZ, REERNSEARNBAERHEILER
P, EBHEEME GDPR LAKRAIMEY CCPA, HFXNEMBVIFR, SrERNW (% 2EEMERARSH
FE. BREFTL) gENTF—IR—BERAD. K—EBMENANIZEMHERIERE. BEREALE
FENERE, ERHREAMERENSEZE. BRARENRE, RRAZSEMEHD DP FRIJIWERELR
.

BT 'SHBIF, BIANEEREM (Interoperability, BIZR% 28R BARETNTEMIKSH—HPiEE
), £ 'BMEEH, RREPIUN TBERER) FEBKBT cookie, AORFIERELZEEAN, FESR
—f{&/ SAML, OIDC, CAS EHnEIMYIIEE (HIEBE) BERER. ERBEHNEEN. HIL—K, KRR
FRETMYSIRERIN B, BRe N 51E@dF SAML, OIDC. CAS 89 IDP #{TELE &R, SLIKFTFEEIDP &
RENERER,

[ & Provisioning

BREINIAZAFTERBTRALSH, ESHNEBERISESHERZBHNXEK,. RENEPER, F
ERPRIEA IDP JFIMEZRBIXEMA.

Ay IDP AFERBE— (HERHN. ZHFEN/LD) , EEHRRELEABIXRRAADEFE. MR
AESLHE DP IS H T—MER. LLER, 19F, BEHNFHLBATD,

—MEELNHE, BUVIMEN AMEASHRIREEZMER, BHYAFPNEHKESEE, NATE
BFE ADh, EANARSENAKIT ADFRMA1 DP,

IDP FEREFEM LDAP, SCM X#FNIRES MM, BHIRBIYNY, SEME IDP, SP ESHEET
B, IMBHERIBIEE,

MR E® Permission Management

E—L DPRERIAREN, RHA—NNREAEIEEESN . X2 FID (Federated Identity Management
BRBESMHER) NERALEM, Holdaizt DPERTHRENANSHNEE, ATNEGBBREEFE
IDP i fTEPER, REFINREERT—INSE.

RITEEBRIMENE, EHRNAPHNBLERR, HHESHE, MUUEESHEBARD IDP LR
HERIREREEENTEAR.

RS E R Social Login
TBREIB) HIBRER, RNXXERNABERINE—H.
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EMED, ZIHNE. BF. MEE (B NEFE Facebook, Google &) ZFERAFEMNERNFES (DP &
RRME77) , @B OAuth MY, RECHIFERPERAREAEREIMNE=SEH, HREEINEN
& (Al FBEKBER) , K—ROERENA (B SPRSREHTT) .

£ AWS, Google 1#AE "BES51# ), (Federate ldentity) BIMES, TIUXAER: 'BEES5H, 2—
MERE, RESHUNERE "SHEF, .

24t Conclusion

TBRER) REHNE DAL X—HANRAIH, JlBERERNINE 'SHEKD BEREDN—/NI
RXBES, "BRER) BEN EAFPSEPEZENES, M 'SHEM WEEFTESSAFPXA
F. BRXERS. URERFZZENE,

RAEERMNTIUER, EAB=L, "BHED BERETSERNSHMSURNIMYAIRE, HE— W
REH, M EBERAI S, IDPFISP (Service Provider, BINVE N FA) . {£4 IDP #1 IDP, IDP 1 SP Z &,

URBEVEFER, BEREMNY. FEEXIED, AMFNIMKZEE, IMEWESERN 'SHEFE,

REZ, HUBIHNEFTHNESMIRER, RAEBELMALIWALE T 5248, BREEEMEAREK, R
BEYE,

FMEZ DaaS BAFAEFRESENSHEERRRAR, #ES

. https://www.aliyun.com/product/idaas

1.2. BipRENEEMN

B =2 In 59 &L

HFEELMNERNEVERNEZRR, BESK. BHHOHEMR, NEDRLFHURBEY, £5
BMipaE s, AFEFRERWHTHL, RNBBFEF NSO ENEONENRANETIR. B
HFEEEEA, BNNEEFRESIAGREMER, RE=FANENHULINZNDIASHEERAE
BESNER, " EXLAPSHERFEEREHTEEER, BARA, BUMPATRATRENE
RIRK,

EEXRERIEERESEERNYUEHBENSHRRINZEBAFAXR, HINEREEREEG. B
ZERIRESEH, PREEHELESE, EEHAZAANSHERALASEERATERMIRA I ER
MRAF, MARRABEWHOELRE, EERFERNZONE, BHRATAEERENEEZEE

o
HRMEZ N

HREFRPZRIP AN BHIRTEBREERNNIAEE, AFNERNSHE, BoTEXNEERE,
HEMEFEIRIMARER, TARRER, TABHER, BUMERAIRSN,

AHEHELE, STRNMEMETREFNEOS, BEKSELBREREX, EAERANKFPZIRIAL
AR, RESWEBENLE, KEASAIREAEBNKFAIZLERTBDNRE, EXBAINAHLER
BEMERBLNIR, FMELAERNNARATRAR, tEHENARRATREANRZRE.

BnreLt I HERAkE

BHRITEPEI%NMIEBEHZALFA R EREHNN, SFIA, AFPERIHE, WAFPKSHEIG
WERXKE, NTARMRMFEZEEURE, XTI, HEHESHEEARTPHNREMNEEETR, 28
BEXZEFPRBERNG, FRWAE-—AHEANBENSF ., Lok, EHESEROERMMAR MR
EZNOX, HEEFRNREXFRUFE, AREER, EFFa, £ERXFL, PUKEEENREREE
Bagme VMRS,
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A
BB BERK
R

NEHRE, HBHENRHAEIEE FIIBERIE, MABARNEBMEELF. NEVAEER,
BREBPOAEERNNE, RAEHNEREREBDTERNZR2ETEEN. N, EMARTUNNE
BEFAER, BEARUUEAARFRNEEHE, HRARUTUEEERRHBDOLHE, THIRTER
FXRFFENEHES, NARERBEIBNOAF ERBEEVER, EREMEANZI. RENMA
HIKPAR, SNANHERRES, THRIIAMEZTREREAENANATEIPULLE, EREZSER
BIF, SBHEHENRE,

REBRESHOIIMMARTRZRBDEWERTER, WEF. HNEHSEXE, BENSIXHHNERES
Kwebfe Rt T4, SMBARTLMREZHEENKRETIHE, ERHURES NEEMESHRERETS
ZARERRWOIHE, WEARENIPEHEREN DR S ERBERBIHEL .

BHINERA
MARIELEFZESRHTRENRFEMERMFENEERAEEL, RN, RERFENMESHS
HFBMENN, SMHANERARMEN T H#RX B NIETEN .

BHNERARNEBENTHITEISMHES, LIIMREMZERRZENEIA. SMANENENRE
ANZERAENSNEEEEEEL, BRESELSMHMEZRRNEN, XTFEMINERERTHER
&, MERFHSEILEENBEXMNZNHE, SMANERRZITENREPLENERESHNERFR.

BEEER U I ROAMHEHFUR T ENMERANERE, AMINBEEFREMELNL, BFEREHFL,
BMHNERFRANRERFPEEZENEALAFR. SMANER2EEOT—PERNTREERL, SHINE
ZERETRERET RMNRBIIFAR,

EEXMR, SAPNSMINERARTETUSAUT=R, BoPEXIMINMESRBES,
i RBRANEBENEESRKIERFRNSH, LNKSED, FHED, PNGS

i. RIBARBENARAREBRNSH, LLBEHHPKUAZRIAIE, USBkey, EHHEi£, BUHHSLHE, F
NF
iii. RIFR—E_NEMFEREBROZH, LWAR, BR, B, 2L, UK, BKEF

EERERIMENL, Z25EEUF—ER— I FENER, BERXENEM CNEAERNOSIMNISMIA
ERFBBERXEN. SMNENEEFINERZEAFINE, ABSNERHSNE, RERFIEFR.
FERBIFNERFNE—EXO, SMAPEESERUERNFER.

1.3. &M IDaaS, MRB|BEMMHALESF?
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E{EF IDaas 77, BIMEEERBEEB 8 NIA
—. = k? Kih?
NHABEHESRENEERNE, EAXPEEFH Daas HNEEURES 28 ARKIIN,

=L EE Saas kS5, HERE, AHEA, AFEEYE, BEEH. BrRE4ME, FEMEDN
B, REHEWVHEEANKE, IRTHRERNTERBMNEITE, L= L8 IDaas BR558ETE T RIS
SETNARTER, MERE,

Y4t BILENA, HERE, FRRSFSESAMENET, BRBT.

A DaaS ha] AAMAERE, XEMERTAMNAERDZE, ERIMETEELIPRSSE, HEA
REMBRAEB,

MRELWHMERERHRNER, FEREEHS L Daas, £E, NERSEFHAEENEUBIHTE
E=,

= BURIRREEE R R ?

B Daas 281, BANBEMWEENMERS A,

o MENIRE, BUEFTEE (LHEH) ?

o THEZRSLBLLVSRE (THEH) 2

EREIEIR, BRNEBHFRE—, HE—LEK, LL%E8, IAMNEANTLRINBRSHPAZRAL, #
RENERSINSEE, BNtAEEESH EANVERE, T TSHMENEMR,

ZHPBRASH S
1) IDaaS fE R #EIE ( IDaas -&gt; SP)

IDaaS fEAHIRIRZ, HHTHENE. B, KFRFHEINELEUSRRE, EEBRT, ARELE
—EME, BRHEREL, WSRRM Daas AMBETEH T,

2) BEEAVSRRENEHIRIE (SP -&gt; IDaas -&gt; SP)

IDaaS I th32#F4T5T. AD. OA, HR EWFZRAFALIRRETHIERS . BEIH IDaas B94TiE, EPI
SHE, REBHEAWSRE., HE—LEBK, LLEN.
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X_

TIEFAN

ETIEIE

\?@I@/_ &
E_

=. BEXFZH SS0 thiX?

AEXE, BREFPARREEEL SSO MY, EEEHOMY, SIENAXE Daas RMEESR, FH, t
£ IDaas 9 SSO MUZFHNE. AFPEXEFTEN AR~ @B OHkIE.

BT UM T AN A EE RINMTiER SSO MU,

1) IDaaS W&

£ IDaaS B, SEHAER T —LHEHMN SaasS A, tbin: 747, MEZ RAM . [IEHIES
2) B/SorcC/S?

BEUSRENNEEQENEEZFTWM: B/SEHE (NER/MSH[/ERN) /S EM (FPK/NEH/ER
%)

B/S &4 BAVBEHERFER: SAML, OAuth2.0. JWT. CAS [ AERRTE
3) IDaas tREY
IDaaS BRI E24tPUfh SSO 4 : SAML. JWT. OAuth2.0. CAS

MEERPVESRSEZF LREFHNEMMY, NEENAERFHTEE, ARUVSREEHTLENFELATL
£, BNOJSLIN SSO B &R,

MRULNUEAZS, EXE, RIVEEEWT EX, FREE, FHIH,
4) KERR

HFRESKBERT, WERAAZSF Daas {2416 4 FiMY, RNXEIRSCERMN DR, thi: RAE
RETEK, KRENHEYE, XEHNFEESSEERITERRES.

FXXAER, TUERREAERINVSEENERER, BREIEMAPBAKSHES LN,
B TR, BOJLUE—SIEZFER
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SPEYMY (R FER) B/S /s SPREEREFRK FER /33 =
JWT v x v &8
v v X v I:Fl%
v v X v b
CAS v x v @
C/s (EF) x v v &8
;?(m%%) (fEeR , . N e
FBMAE v x x G

N, NREAEH?
IEFHANITA T AN SSO R R ERMNIE, TR THIERS, i, BRINMEBAFBRH SR ZNET N E .

RE, HNATEBRBIZI MY/ KM, BEZDERITAERR, MEERHH, RNAFTENENGL,
EAAEE

EIMABH Daas =@, ERENBERK?.
tban, B8 IDaas X3 FF R A EIEERHEIRPR, AT ZRFR ., REANIR,; BH IDaasS AFFZERI RN

feragaray
SF=Fo

EMFERNBEAZTNRNBRE, BRFR, RXIEHE Daas FmtiTxitt, Hik,

. EHAARINE?
Bal, miH L Daas WEER LIS Am AR
(1) =Lt IDaasS : WXL license ({FAAZ) . A, FiHHEBX

(2) K#hERE IDaaS : TBEMIRESER, HERBRAREFAHITEYE, 8%, Kitfkd IDaasS Mi&EE
F=_k IDaas,

(3) o, MBRBELZHRANNE Daas K&, LBEMMNEA.
ANICIE N33 U D

o BMEER, Daas FRHINEROREBEH? REKEHMNFREEERIBFNHTENZENY &,
XEWMERTEA,

B%, =L IDaas RS OTEFMERNAENRE, KB RBANER. Ef. &6, BHERK, Y%
NMHFERFER. HR, RNBIUERZ LNEBRSE,

At EER) IDaas T BUSIFRE, REHUMREP NERETERUE,
t. RS AENG?

MEESHE: Z ENAMEARNRANET, ZLRBEEIHE, RERSBEEFTRENT R, AHMENTER
A EIFRSSH/ER, MFRENE, SUBRF

ZRAMAE: TERE, EERRFEER, LFESE, UR#ITHE, BERFIENREERNE, XTH
FEXLMAIEA TRNEMERE.

> MA4RRZA: 20210802 11



BNREERSIL- L NSRS

N, RERBUMERE?

TR ESRE:

(1) BN

(2) BIREH RS

(3) EEBE RN

(4) EEBEBSERNE (52, FB. ABRY. TANES)
k% DaaS FFRNEHE, BEEERXHENS

1.4. CIAM BZEBSHNEETE

HEMTIE AMBEHME, ASBARIPHBR2E_+FERAHEARN. SXYEVARBRI. SEKE. RE
7. IR ARSFRUEA-SHNNRERENORE R, AW, BE "HNAH) NARBRIENEENT
FHE, #—EEBSHNTREANERAR, UbWARY, HAMSI, FRENEWIMNIFEESF.

EiX 20 &£, IAM (ldentity and Access Management ) B SMESL—0, ERE3IESE, H
FRIGAPEETHNRERLAE, 2BHT —EHN CIHAFNEERFPNSHERBEAFR, A
CIAM (Customer Identity and Access Management, MESHRIREIE) , UXFTFRAESEH

EIAM (Employee Identity and Access Management, R THHREER) .

TEN ClRmHEESERELNENERETN, FXNARN. HERELNASTH, FETEEASFH
BIVEUHT, RETRAMARPRMSE. BMBENHE. PEAFPIRSARTIE, BRIMEANETFR
TEXWHE, EARMNERD, BUHOTEREREE, BPAEENEREX. BAPEARABRE—
WERENEN, MERTERURRHFIRE.

EWANRT, TRESENNAE, RER—RERABAMNRE. Bl IERERISEELN AM =@,
BR% CRrPEKEZEHERN, MBRGIBENSR, MERZRX.

2015 R, ARBEEZEAERE CAMEA—MELY . HERBBERNTREERF. TEAETULS
BMEAZOEN EAM =&, CAM BRI ENTRERKEE, EFrEINRSTPR—AFPNSH, &
PARRARONAPSSEYT, ME8EAFPRESENSHERS . ARRFEERFREFE—MRHIE
F.OERAR, Add M EMRABHNZORESNERRS, NRRESHFNESR. &, R
ESSITERENEHENNERYE, #—FEEME, ETUVRSFPREEN.

The unique requirements of customer identity, especially scale, performance, usability, and support for
seamless multichannel interactions, have necessitated the development of CIAM as its own market segment
with competitive offerings distinct from traditional solutions for employee IAM.

BESHEBIRIFER, BHEXFHFHE. HEE. THMEURELFHRRIEHZFZE, (15 CAM EX
WESES EAM AT BF 5 F RO E 5

—— Forrester

hEHHNLEAFBEREBRE, EERAIR. BEHSN. JEEE. RSUAM. REENERBEE
FREBRFRE., ERFP, EBARALIANAR, ILAPRE. KEEAMRURKRSHEY, BS2FEX
DS

FEEWAE, CAMBERNREBNTHER], —ELE@EBREET]. HAREI. ESZEHI]. ZPRSH
%, AEEIIN CAMBPXERtA2ER, FER—TEEN CAM B RNE, FESZSRINNE
X, BE-IEARELEESEAFPEZR. TH AMIENREREMINEXR. HeeRETI A RMBEIE
HEVSAFPBRORSREE, EFEHRNGAMBNER, BUERIAFEE, "TENREERERE
ERMEVER,
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M2 Z IDaaS AW EFRUHETIEREMNAR N CAMBR AR, WOREEHMNKER CAM =& H
BE. #EsE:

https://www.aliyun.com/product/idaas

1.5. WA AR B4 R G R gEZE K

fEE R EWSHAMIER, PEN ToCWSHERMEF/ER, SNRAIEOMERRIAN AT FEEN
MEXR, ARUSHFEHAERNERBARER, EVRENOEEETRERESZALEIFNTE, R
WHEHENARE, TTEEEMHNER. OF. mERNIRX,

THRE-ESE, HEWITEEEERRIEA,

B, REBUNMEERNEEARE, EUYRENVSAERE, ARBNYSHARNERNEFES
BENLR. B7TEE, THE7IEERTRIRNIRE,

BAMERER—TREZAZEZEEBUTENIE, FTERHBEHEE.
F—HERERSNHINEE

ERSHUR, FERERANNEERES:

1. EM. NEFRR

2. EMEHER

MNEXBED R, RTUBUEREAANMNER. #6MS, EMWSNARNAFPE 80%+ BHIAERZ &
AXMEERN. MIKINER N ] AT Z /R TERERSHEDNE .

R E AN UGN TREBSZVSRANBHERNKRTERBR, N ETMEENXRETZIE,
HARFRABIERTHE,
HE-LEHERANBERETNEL I YRR RMEHSH, WNBREN XN BHERBONKE, &
HEENFEFIMND, REMBEADENSIBA,

F_HHRERNXEEZE
RENERENFARRFPERAER, MEUREENRMEER, EEEEEXNEEHMMMENIIEER
B, MEZ DaasS 2EARESNRAFEMNBEHENS RIS E ORI ENHIEENE, ENARTE
RRBEBREERNERE.

HrHRERNOXBEE, FEUTEREMNIISNRENRI. FERERNE, UR-EERX, F
DEERERAXER, BAREERNENMEEZRINIERERE,

F= i S5 R B HOR N E
RIFCWAABNNEHIMERATRNNARE, HFER Daas SHNENMRELFIEERNENL, 246
mE, EFEVNERSUESEEFERLIRIONTF 1R, BA—ERRAEEETY, TELUN
EETTEEES A NOEEDRENUR—F—RON+—ERORE, RESURRENAPGEUREER
€, BA—R. BE—REEHEF R, ALBENHRAEA—XRBEHRIT R, TRHEENESD,
EWRRIFE—FA. —PNFER. —TMAR. —BAAR. —XAWIGEMAE, FLALLKFIRTXS IDaas X NI
BERISURE K

S HEEENSME
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ERY TN E=RIANANGE, ROEFHEHERNIEENSE. 20mMs, RIE—IXBEFD, BHEARL
ERHEEFX DaasS FH—XBMER., FEHANNL 10 08, WitdE 10w A5, ERI10HESE 10%
NAFS25#RE, B84, HEOHME 10 PAEYFSVEE KAFPHFRRERS., BN ARIZERE, K
NRSGNEEEEERITERAIN,

LREEFDN, RAEESETF—MINTEN. BREARDTEED, TUENREHE.
&4 4k

P[5 |

MERERNITME . WX ELREMNBIA, BREE—EREL. ARHNEEAFERUNOERT, o8
WRARZZ P ETHRREEMTEN., SXEVHHHRANORERR, EFEEFOMITME. EHR. E
WLSEMMANERE, FEBREASHTHENRENE., WEZR Daas KETHEZFEEHMRERE
R, TTURIFGENSSHEAOMETE, FHEEEE~REN.

14 > MHRRA: 20210802



NS5 RS BNR2EESIL- Ik

2.0k
2.1. KP4 G R HETE

HARKFEEGABMER

BERE, MENKPHFEEETCHNBINIREEE, NISAEREMERTIANREREKFEZRATE
RENKFP SN2 REE.

KPREMEXREY

UserlD

B

IAMIEIE X
MAlEIE R
BRIFILE

M3
FHlS
B BRAE

BE, I =ENKPHBEFUTOMEY:

1) EiER: BE—1MKPREARTHROER, EESHE: D (E—HFE) . KPER, BBSE,

2) PAGR: BREESTKFNEYR, TEQE: APESR. FIS. BEKS. FAEH]. ISF.
3) MAMIR: ARERSTIKSHRRER, HRKSHEERNER.

4) E;S%‘H-: AREREMKSHATICR, TEEGHE: LR, BRFEIER. BA/BHIER. #1F
LxRF.

KPe4EwRARERFTERS

— N IKSHEGEREREE-TAE:

1) RTANRR

2) IERIIKP

3) PR B

4) KFPEMEE (RIEN)

5) lKPEH (KSEREER)

> MA4RRZA: 20210802
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6) RIBIR
7) MPIAEE, RREI

P mitITE SR

P& EHA

L Y RAImm @
VT eIa

SN B EAi) Y ek =§ : 3

ER: X saleELBR, [ g
ot 4R AT ABIECRM?

~_ -
Clo: FAR/NENRT,
Fft4processoniB R FFi@?

HR: HREWEE, 52
SIHE—EHAB AT,
ABRiEEER,

WSS RGAB ALK ETE

BEADNARE, BURBNAMARKESAMEM, ARKNAR, BIRARARREMERE (%
K) , BNEVABARAE (EXAT/IREI. RE/SEKESE) ANER, BTNANEERFHA
XESHIEENHA. BN, AFHNEBARKS, FEHAAREBREKFPRXANSBER.

MEEPHNTR

1) NRRIKPRE—EFE

2) AFHLNMIBE, ERBBLVSRRERFETE
3) BERR TP RURARE — B EEARRIRE

AREMTEMNSZSRAEEANTIAHE, EETH, INEFEKSEERING, RAFERWE, FIWIE
B, ERIBRKSHBRREFKE, EEFSSEADMERESEANK.
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A, WPE£aBAPEENER, BEEVHLARAROE.

ET105FR, EREWEHHLIHREENRAHNBARBRIKF2EGEHHNEET R, EM: BWOAR
%, HRR%G, ADFRINKFEE., ERXEKRESHIMBNMER, SRESHERRY, EREAFRE
M, BIREEKX, NRAERE,

IDaaSkS 4G EHPEHE

|DaaSﬁJﬁE’=:9&ﬁ;‘iLAEF%IEE‘JX’EE‘]F,ﬁ\, RATHREPRHE, ETISHR, #RREBEH—ERENKF £
WEAMPEEMNE, DaaSEEKSHZOBE: R—EHhEH, —LEKR, LLER

. SRS s .
——————————————————— J\ (=]
. " s

AD R AL
. LB S

IDaaSZ— FTAE AL Ry A2

HR
BTHIRR
. SRR S .

\L

SCIMIAX E 45 BIMHIERE .

-

2.2. Active Directory

+ 42 Active Directory

JEEBR (Active Directory) , f&#R AD, 2 Windows Serverd, fAREMDPAENEAENELKE
i%ﬁﬂﬁﬂ ( Directory Services) , Windows 2000 ServerFll“WL:FWmdows Server= @, ELETHE

HRPHNEYE, MHECTTUZHEN, AP, B4, A8%8 5% (0U) ¥%, RER%Active Directory
LEHMEXH (schema) EXHYMG, #oJLAEFEEACtive DirectoryZ#H4t, FHF)FHActive Directory
Service InterfaceSE72EX

AD Bft4aIngt
1.AFRS

SERAFNEKS. AFPER. RIEER (SBRFMERAEN) . BRFAEE. AFRSMAE. BFRE
NEE, RELMASERES, XEFARREREL FNNVAESHNREEINITEN, RSB(E., i
SRS RNTSIEEZTZ, RIEWINdowsiZ2#89.NET FrameworkflPowerShellZ £ o] A E] M IR E 428

HIRB IR SR FERIE.

2 ENER

EERSBREPHHENKS . FERSHEREFPHITENMASEEH RTLRARE,
3. RREHR

EEITENN.. XHHZERS . NERRFLHEARE,

4.5 RGBT HF
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X FEBFHE (Exchange) . & REHEW (Lync) . RMEEERE (SharePoint) . ffEXCRM,ERPE I &
RARBEBIRNE (BHIAE. $IBRER. ALANE) . XBEREEMRTRNER, HENLSESAR
BAREONS X —HETTARNEHE,

5.EPREHER

ZAEEAUMETNEESHVREEEERE, W: BAEREPRRKRIRE . REINENRS . NHAR
FHATRERIRS . MEERRE . REEERTE.

Active DirectoryiZZE M E BN S
1.5 (Domain).
BIRIERA: ANTEE

% (Domain) 2ADHIR, RADHMERERN, HhEESEXRENEXR, W AL L (Organizational
Unit), #A(Group), AAF(User), iH&#l(Computer), BXE& A (Contact) TENH, ZE£HKKE,

2.4 47 B {3 (Organization Unit).
BRIEMA: ARNTWH AT

PARBUBHRAOUR—PERNR, TTEHPHUNRARMZIEL, THMXEERBHEERHA. AR
UTUE S THRBENNR: BF, 8N, TEH, T0H, Re2XRK, HMARRUE, JUAEAR
R EEFAKE, A—ERARBMPHENR,

3. B4 (Group).
BRERA: ENATIENESLE

BHAR—HABHRERESHALKS,, HENKFPREEMENRN—1TEE, INQ80FLE,
mf, EHAESE,

BHAXB S AWE:

Z2f: ARREFRENRAXESNAPAETENKFANES, tin: TigerA#H o] AT RHHE
Rftpitbit, HEFENM,

BEH: ATRAFPZEEENE, ERBEATMUN—HAFKEEFIRMF, tkin: REQEAKRI10A
BRERIER—HBAXEREDEIR, MEABIERERTMUKIEL@Tiger, FAATigerARNIINRED
SUIREI BB,

4. AP (User).
BRERAN: EPMIEAR

ADHEAFRR/NNEREN, HAFPREZEENGHEER, NMRBFHAFIRIREX, BHERRZLR
B, WRRRS/NEBFEEERTE.

HAPNEE, ShELAPXESA:
RS A P I P ROAR AR INE "Domain Users"dh,
HEE R EEE AP AME"Domain Admins't, ERRAAHERR,

W EE R BB EE R AN Enterprise Admins"f5, ERREAANCUERR, CUVEEBRAESR
SR,

18 > MHRRA: 20210802
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3.M
3.1. SAML

SAML{E A

SAMLEFRER LW =HrCIES (Security Assertion Markup Language) 2—MNEFXMLEFF BT LIRS
K. AFEARANZE2EZBRBINEMEBFEFEN ., ESAMUREE X T B1P12 4 E (DP)MRFZIZEE(SP),
XEEMR T REMRNARNZ 2, SAMLZOASISSEHAZ 2 REFHAZ RS (Security Services
Technical Committee)8I7= &,

SAMLR RN REENFEREWebIiH AN ERER (SS0) .

SAMLIMY TER 2

SAMLIMXEEB=1THE:

SP (Service Provider) : EFHF#ZERSMweb HEA,

IDP (Ildentity Provide) : [ISPIZtEFESMHER

AP B ERDPRIEMETS, FHESPIRE S K SREMASPRENRS .
TER SAML MY B TIERTE

I L

1A P& KIAESP

2 SPARISAMLUIER, FFEEmEIDPAISSO URL

3 S EEFEmESSO URL 4 |DPEEATSAMLIER

5 HARTHHAME. AEEIE, BESAML

MR

6.3 B3 mR R SAMLIE R 4235 SP Y ACS URL

7SPRATIRE <
SAMLIE R 7R PR REISP

I N

1. BPiERIAIE Web A ERS,
2. Web BHRZKER— SAML BHIEIEIEX,

3. Web NARRREEMNILLXEAFPHXERE. EXEMIEEEMESSO RSRRBFHG SAML B4
KHEE K,

4. IDP X} SAML 35 R TR,

5. IDPXY AP T B IIE, IAERING, DPER— SAMLIGN, HEGE8E&3RIENAFNEFE.
SRR SAML I N 4555 FHE [B] 2 BB F B930) BE 28 .

6. N 284 SAML MR 4L & 2 Web REF &St ACS URL,

> MA4RRZA: 20210802 19
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7. Web RS (ER IDP B9 AHIEIE SAML WA, WNREINEIEZIA, ACS WS¥REFEEQE BiRM
i.]to

8. APKEEQE BRMiILFHERE Web NHRSR,

M ERRIERAICTLABE L : 7£ SAMLIMY S, IDP ] SP AFEEZHTEN, RERFPN KR ILILEE
IDP 1 SP BN ], thE 2 SAMLIMYEREZHRE T NER#TER, RERAFANESRATIBEELE
Z B9 IDP FIA MBI AR T LAER SAMLIMXER N AN E R E R,

3.2. OAuth2

OAuth (Open Authorization, FFE#ER) 22— NBARERNERIMY, RFRFENRE=S KB
GREERRS LSEIPNGER, MATESAFRENSHIRHAE=ANA, @8 TIAEMEZENR, OAuth
ER—TE R, BEEEr ,z#%&#}-éi@ L., OAUth2.02OAUthtMYBIELIRA, EMZSE, FHFL
I, BERMEEFEI0AUth1.0, BIs=£ELET0AuUth1.0,

th =26

IEREECREAR, MRRERAMNERRNESR, BERAAE T SHEAFNONIR, XFERLEE.
MEFBEUEARFIARRKANR, TEERBLA T, RIEMIR,

REEMTE, BRULEARR, B2 RZ‘%D@%Z%I?T’EE’]EE% BRUMRZXHENER, BREMFE
,Iﬂﬁzﬂ’]ﬁ& EAERNHMHARE, RERETEHEE.

BN OTAE=R:

F—%, ANERGENEZHMARZTE, BN—NMEE, LWMEREER", BREEERBRX MR,
EHBFEN,

F-F, PBRETRENE, BNFNANSBEETR: SAEEERER, AETRRNES, HHABER
B, REREEN.

F=H, NERZSIERNHING, RBEREE—TMHEANEENSHE (accesstoken) , SEEEMZEH
—BHF, REEHREH.

FNE, PRANEZRFHASHE, HAEBE.
OAuth2/N48

MEEBENNAZSESLY FENERGR, sEB8FSHNIM A, MOAuth2H 2L _Eif BARrey—Ffh#l
B, UMEEARIINIES AR, OAuth (Open Authorization, FIER) EARPEENENEX T—
Mg, ARKREENNE, E=ZFEENERFPNKSRER, MoRBABFRPHNERER.

e OAuth22FFREST/APIsBICIE 1N HE2E (delegated authorization framework)
o OAUth2REF L TokenWIEN ELFTRER P ZWBAER T, 1L AKX B HIEE R R R
o OAuth2f#FBIAEA X

ZRBRE
e Third-party application: £#=5 A, XWK"EF K" (clent) , M LEHEPHIIERR,
e Resource Owner: BRBEE, tHEAF.

e Http Service: FREZME, bt EiFEResource Serverfi7FZ#E S, TR ALMMIES, FTEXER
BAFREENERSE.

e Authorization server: AIEARSS 28, BIRZSIRHEA T ERLENENRS .

e Resource server: BiRRSS =, ARSREUEEFRAFAERNERNERSSRE. SINERSREAEHIE
BYR, EREMEL, RARUUE—EN

20 > MA4RRA: 20210802
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e User Agent: AFPRIE, —MH BN,
EPim &k Client dFZBATFANERF,
WAL : ENRSREEERKEIAFPERE ML ESE,

[ % < B8 (Refresh Token): BFRI—PHNSHE. BTIENERBILLRE, —BEXN, APTEBRK
RSENRERLRENN, ATRABPAR, oTRERreflesh_tokensRIRENHTEIL .

BEXM 17 R 2561

OAuthE"ZEFIH"5"IREFBEHE "ZE, ®RET —1MENXE (authorization layer) ., "EFIR"FEEERERE
R'BREREF", REERBENE, MBBFSEFPERAFAR. "EFRFE"ERENEMHENSE
(token) , 5AFPHNZBAR, BPINEERNME, BEEENESHENANIEEEMERE,

"ERE"ERENEMUE, "RERHE"RESENSIRERNERE, B"SF k" FRAFPEENER,
[/NBA] £81R [FE%#TEappl 2 [QQ=(a] 13i8) [MNAEYEEMEM] , UTMITENTE,

xRS i %61

— S AFINEE, BURE (8] o
I RS EEN, ——
Sy AR S AR p—
S FRERPARRSE, REWRS | (ARSI, A\ s
KRS = SRR . e
EPHEE R ST SRETSHRT | qqsmmiorEaiTappR AR
S ERSEE [BB /s, AN [BENEE] Elapp EoEIR e,
IR RISk B IENE S S
OAuth %=

FRRFEEN: HREEER. FRAPES

tbin: APPEEMIEA—LE=FNAN, NESFTEAFPERZ—IEFTEE, LT, QQ, #IEH
BRER, XEFSHRMTETOAUth2NE, RUTARELENKSERMEZTEE MWL LHTE
i, ARNENMERREKSER, S8FEAPE. LG5,

MRMIREZLL: BIHNEEEAPP(HTMLE/)S/ TTIRTS). TAREAPP

tetn: appBERBEKREEENO, ATXEINE, FTEEXRETokenER, MRERRKIE. BHRESHIE.
A R ER R FAERAR (IAM/SS0), BIRHABRREMA (spa)

tean: BEMNARIAFRE, REEBRAETESHELETE, KNFTEERER,; AIRHNBIE
R, FmEREAHIE, FTE#IToauth2Z2INIE,

LHNES

< (token) 5%% (password) BIERR—HE, EUILLEARSR, ERBILRER.

(1) RPN, DHESEPEM, BRPECEEER. BB—REBEY, ARRENR, MAsKRE

T,
(2) SETUDERFRFEERE, SYMXR. UEHMES, RUMBNEBUEBRRNSE, BB—RAR
LN GER

(3) LEERRERE (scope) , LHMFERASHARTHART, FARIFENENE., W TFRMERSKH, R
ETHRILEECHERS, MEB—RIZTENR.
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LTEXLEEH, FRIETSRETLLLE=FNAREGNIE, BNXERTE, FaBREAZZE. X2
OAuth 2.0 B9k,

BRAZMET M, MEHARR., RE—RAIBRBINEH, AUSHEXARE, HESH SR
ZEENERE—HN., XURATASENERE, —RIMRESRENER.,
OAuth25session, cookie#l#l b xd

1. SsessionfflEIZL, OAuth2 R 23 Ttoken, {EEsessionGHBIRM, 4532 apixdiE

2, BE—LELREEHIAZ A S cookiely, tbilAndroid

3. OAuth2TJPAiR[Elrefresh_toke, itZEFisE—ENBRRIFHtoken, S EFapp— ENBALEEEE
FRo

OAuth2fk s

o MMYERKRZ EMSHIMNFREEMBERIEME

o MOAUth1.0RFEZS

o OAUth2.0AR 22— MAMETMY (R FERIMY),0Auth2 OAR B H AL RIRETAFER.

OAuthf#ENIELR

ZPiEnRSEI AP (authorizationgrant) , A 8E$KS S (accesstoken) , OAUuth20MET
MR ELENRE, TTRUERIRERERRESN—f, BE=FNAMESLHE,

o TR (authorization-code) : IERAT, XiFrefresh token

o BRI (implicit) : AwebXIEBWN A&, AR3Hrefresh_token

o ZEIHEI (password) : AIRBERFAIKIT, ZiFrefresh_token

o ZPiEiR (client credentials) AE&apilRBZi&IT, Rx#Frefresh_token

REH—FENAR, E=FNARBELEZE, BULREIARAETR, RPEBCHEH, REXFIR/D
SRAIES: &% ID (client ID ARMFMRE=ZANA) MIEFIHEH (client secret FARSITR M
%), REATHLESERERR, SEERINE=FNA, EFS20EN.

EBERX

XEOAUth2EE AN —fSHUF T8, ERClient EE T AT IEEServerfR & 285k #E=Z Aut horization
Code

o XiE{E R IFRMoauth2BIZRIET
e ZitTauthcode, BiTiX/{ codeBEIkEltoken

o T i&refresh token

R R p=s

Access tokeni@id fRS3 28 2 BT

TN BRI RS HEFZEL

22 > MA4RRA: 20210802



MASBIRS B2 ERSIE- VA

[A] Authorization Request

Rescource Owner DAuth E5eE lresponse_type: i, %Eij@‘ "code” .
- _ 2.client id: w4, E=FMWRAFAFRID, =

3state: 15, ClentZEr— ==, BsEs
EtEEEEClent, .
4redirect_uri: ik, FiHAEDERNEERISEE.

[B]

A [A] PEEsIEL
ETFEENE, 1EARME
BFEfClentElHEHLEE

|j Sscops: HiE. ETEEE.

f

TAERRTD

[C] Authorization Response

BE=EE| (4] miEEHIredirect url, FHEE:

: code: FFIES.
D | stote: £ (A) BEAEEEHstote SHREEE
[D] Access Token Request
l.grant_type: @35, EFEE “authorization_code” .
2.code : Wi, Authorization Response Pl E cede.
3.redirect_uri: &35, ##F1Authorization Request-RiEMHa)
redirect_urifB&.
dclient_id: @3, @FlAuthorization RequestRiEEy)
client 1di5E,

]

I |

[E] Access Token Response
access_token: HEAISHE,
refresh_token: ERFSHE.
expires_in: JZEIAJIEL
==Response Body®

1. BFRFERNBRR, BRBEEIIANERSSE, H302REERIANERE;
2. BPBAKP+ZEHTIAE, INERSF/IANERITRE codeta N RS ;

3. NARG#EFcodeMINERS B[RS, INERS[WIEClient ID, codeFER, BANARRAL

eI CIRSY
4. NARFEFHISHEHRFPERER, WNERSH[REBFER, WAFPS;
5. NERAKKIIAFZEN, IESE, HBkiER redirect url,

B

BRETMAENE (Authorization Code) AEPFIKHTIE, EIZREHIES AR oIk BRI

AT 8B ServerfR Z e kiEZ LB Aut horization CodefY5E = A M A

R R p=s

1.;8F KB codelidFE, Access
tokenEENENRRSH[IRE LS
clentZFi%, CHEZEAFEEE
5 It E

BERRH R D, &8 ERAT AN SR SN A

2.1k F refresh token, R3z#%
Rl R E4access tokendiY
MHLA1R K E4access tokenid £1
&, IEBPEALE

PN
~

&

> MA4RRZA: 20210802
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[A] Authorization Request

. I 1.response_type: @45, {EEER “token” .
Rescource Owner Obhuth EFE Dclient idi MiE, E=ALESTHAD, server

3.state: EE, ClientiZBB8—1FHE, BEEE2
EEFEERECIent, H

Aredirect_uri: T, BiUEIENSEAEkbt. i
S.scope: O, FTimiliBE.

[B]
L [A)] FiEERSH
ETERbE, [ERFIALL
FBFEEClientnl i EIELEEHE

F

WERH

-t

[E] Access Token Response
access token: HESHE,
refresh_token: RIEF<HE,
expires_in: JZEAEEL
==Location:
http://client.example.comfoauth2#access_token=2YotnFZFEjr
1zCsichMWpAA&istate=xyz iexpires_in=3600

EEEfAuthorization CodeBIEAESET =SB tokenEEM
I TurlfhashZn (FE5H)  MAEEASECEE). =EHE
FET AR EEAHLocationdEERIurllT, SASEEEIHESEER
EEESE. MCientALIETET L ocation{EEFEEIE]

access takenEE.

REEN

XX E—$ 84, FAuthorzation Code(BE TEEHX AR A EE T Authorization Request ]
Authorization Response, T2 Client B 1&{# FResource owneriZ it BusernameflIpasswordE B #EiE s
access_token (EiZEA&#CAccess Token Request A f5iR[E]Access Token Responsef5 &) . XFER—ARE
B FResource servers EEEE = A ClientERT

R R &

1.ClietSRBRAFNERER, K
ERIEBEENNE, BUTEESE
BERRH D, HE BERERME,

1. STARSRIEBIMBAERA
oauth28iEE R

2 REZEF BRI 2. Client 2 8 i FA#2
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2 username:
3.passward:

: d.scope: . TSt
g NEES : => grant_type=passw ordb&usemamc blackhea
rtlipassword=1234

[D] Access Token Request T
DAuth EFE 1.grant_type: .LIZ (EEEHR “password”
- %= BFREEE. .

o]

[E] Access Token Response
access_token: HESHE,
Oefresh token: BIEFSEE, o}
expires_in: iTERETIEL

J
] ==Res ;5on5e_Eody‘¢'
- Q

EFPRER

Client HiZE B C & XA ZResource ownerfi & X X EKifjalResource servert] —&Z R P 5]

o ERTRESREERSHE, HEREClent®idFZAENTkRtoken, TEAFES5
XiER RS EERapiNEiRRS, WNRBR—ARFPERS

o AR ¥Erefresh token

Refreshtokenf¥VIREER AT AP ARBAEAFEEM AR S ZE K LEFHFtoken, EMigit T refresh
tokenf F#E#token, EFIHEEXBTREAFSS, MAGASERF KRS, VURIEECHIJH
SRR ] AR E S token, BE iR M Erefresh token.

s Authorization
i
Oauth EFiE cerver
[D] Access Token Request :
l.grant_type: #. EEFER “client_credentials” .
2.scope: A%, FrELEE.
== grant type=client credentials
-
=]
[E] Access Token Response

access_token: HESHE,
refresh_token: RIERSEE,
expires_in: ZEAETEL

==Response Body™

R < B
BMEFE I 1< RIS BRI B T LA R 28 P 0 E S BKER AR 035 1) K8, TIRRILA P BREREN,
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3.3. 0IDC

Oauth EFE

[D] Refresh Access Token Request
1.grant_type: #4i%. EEE “refresh token” .
2refresh token: %, EFiEESlaccess tokendiFET
SIHRFSE.
== grant_type=refresh_tokenfrefresh_token=tGzv3)
OkFOXGSQx2TIKWIA

Authorization

SEnver

[E] Access Token Response
access_token: HASEE,

refresh_token: RIET<EE,
expires_in: ZEAETE],
==Response Body=

OIDCZ OpenID Connect 8{&#R, OIDC=(Identity, Authentication) + OAuth 2.0, B#O0Auth2 E¥ET—
SHE, B—TMETFOAuth2iMYBISMAEREIMY . OIDCE—MMYE, RERSHIMEINY, B81F
CorefZz /UMY Al — L4 BN,

IR TID Tokens i ResE =1 M AIRSIB RS 4 HIEE

OIDCGIAIER
Authorization Code Flow
£ FA OAUt h2 By $Z BB F2 3R # BUId TokenFl1Access Token

Userlnfopd&E]

OAuth2: E#t7T Access TokensEf SN E =1 N A HRSEIPERNEE

26
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BHe=EES

End User

Relying Party
Client)

[A] Authorization Request
1response_type: %, EEEAR "code” .
2elient_id: 445, E—FHWERIREID.
lstate: 1S, ClientiZH—FTE,
’E"ihﬁ[ﬁ(ﬁhent EJJ_'tCSRF XSRF.

E==e

“openid” ﬂgscopeﬁ'&l?ﬂ

F [A] BiEERIEI
&7 TE, HAPLGE
ﬁ*‘%ﬂ'illent__h:ﬂaﬁ-‘*ﬁ”_

OpenlD Provider

LAZERETD

[C] Authorization Response
=28 [A] FiEERredirect_url, FHEM]:

code: A,

state: #FE (A) PEFEEHNstate BHFEISEE]L

[D] Access Token Request

l.grant_type: %, BEIZE(E “authorization_code”
2.code : #3%, Authorization Response FIHNHcode,
3.redirect_uri: @45, 4d#NAuthorization RequestiREED
redirect uritEEL

d.client_id: #i%, ##0i0Authonzation RequestHi2Ha]
client_idtER.

S.client_secret: client#lsecret, BETHELEEEEE R cient®)
SiESMT

[E] &=52id token] -t

access token

[E] Access Token Response
access_token:
refresh_token:

HESHE,
RIFTHE,

[F]
IEFaccess tokeniE®Userinfo EndPointfl
FEEED, #allhttpsHEimsd

Y

Implicit Flow
s FHOAUt h2f9 fai fk A= =0 3k #: BXId T oken

[3]
Userinfo EndPointiEEEUHIC]aims

"sub® “248289761001"

1
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NASH RS

Bl

teisid token/state

Hybird Flow

\
/

:  client_id=6eba6914391e

I 8&response_type=id_token code
I &redirect_un=https://www.url.com?

1  Bresponse_mode=form_post
:  &scope=openid
D Bistate=12345

D &nonce=678910

T BRETALE 81

id_token=eyJOeXAi
&icode=xxx
| Bistate=12345

#55id tokenflcodeEEAE]
redirect uri

client_id=6ebat9143%1e
&response_type=id_token
Bredirect un=https://www.url.com
Biresponse mode=form_post

Bizcope=openid
Bistate=12345
Einonce=678910

LRSS

EOERES

-

PTG, B

id_token=eylOeXAi
istate=12345

tokenfREZSE Web Server API/Resource

Y

{EFcode, clientidE, EHaccess

]] #32id token/c hash

token
I <
-

P f38id token/at_hash
#|Esession/cookie
& access tokeniERAPI

iEElid token. access tokenfll
| refresh token

i
L
[g;: iEEIData

#238access token
ETEA

28
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OIDCEH M4l

BHE

1B Discoverytm MU ESEBERE 3EMend _session_endpointiBil
2 R SRR S H A TSRS i post logout redirect uritSERIIEEEE

WS COIm

EMRS=R

IE%id_token. stateZ:ITEH

FHiEXR., HE
end session endpointiiilt

-

B Ay AR

OIDC 1 OAuth2i X 3

-J:;Dst_ln gout_redirect_uriit

ﬁﬂﬁﬁ%ﬁﬁ 18l[Al
end user2S51EH, F

==, IERH

> MA4RRZA: 20210802
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Userinfofz [

\ - Core
SIREIFAFNSHS$HE EEERAFPFEESHH - .
id_token userinfoiZ[] - Discovery: EigOIDCARSHEM

Hb, PlanfERbht, FRENT okenftthk
- Dynamic Registration: ZFiRRNS
R FEIE
- Session Management
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4 I\UE
4.1. RADIUS #1 WIfi IAE

RADIUS

+4 2 RADIUS?

RADIUS (Remote Authentication Dial-In User Server, iZf@INIEkS AP RS ) 2—fHHAE. C/S5EH
PEEREMY, BESMEAZSREBERIFAN TN, ENAEREERRSZ2N. XA EEBPihEE
ERMEREDR,

MNENX TEFUDP (User Datagram Protocol) BJRADIUSIR A R E/ZEALEI, HEUDPIFMO1812,
18133 BIEIAIE. HHERiIKO,

MBEBRNEE: IAMEAENIGOAUDP1645, 1t+#i%[1646.

RADIUSER ¥R B MRS AP HAAAITMY, EXREERFEAFTINSHFHLE, RADIUSEENZHMHF
BAFR, WMAXMEAE., EEDINERCRIRERARS, BiitERKRE. ERBPYMNEERNE
H.

RadiustyZE44
ZPis/RESEER.

RADIUSE Fifs: —fRIIFMKZIEANIRSEENAS (Network Access Server) F, TTLUBFREBANLE, fAsE
HWAFPERREENRADIUSIRSE RS, AERIBMRSFRRENEEHTHEMAIE (NEZ/IELAFE
A) .

R E1EARADIUSHMYBIZ i, SLILATIAE

XISHRERADIUSHMY R Y ZEfE M, B3ERFC (Request For Comments) 2865, RFC2866,
XEEAT BNFAEREM,

XFRADIUSBR 55 28 K &89 E BRI BE.

HBRERBXN AR EFEEINGE.

RADIUS R $5- 28 ) B BT #R TN BE

RADIUSARSS 28 : —RBfTAEDOITENH TIEE £, EFEXNAANENRERSFEER, ARERE
PEEBERPNEAF, ARAEPHEOMEFENER (MEZ/IELINEER) . RADIUSIRSHERE
BYIP=NHIREE,

[- RADIUS servers |
e vy

N i N ¢ =
Users [ Clients Dictionary
e b

A

e Users: ATFHEHBAFPER (MAFEZ. OSURERANMY. PHILEREREFER)
o Clients: BFHEMRADUSEFIHNER (MBBANSENHZZE, PHMSE) |
e Dictionary: FFZFERADIUSHMYFRIEMFEMES XHNER.

RADIUST {ER1E
RADIUSIAIE. #BAFLH2::
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User RADIUS client RADIUS server
= -
CE s, 5

I

RN N e ~ R !

: > 2INEERIEY K

=

: L EEmsEemy

| AEMARIMESE P '

! SitEFHAERET

=

| G ETHAREIEY i
(el

|
< ?ﬁpﬂmlﬂ@% ?

[ 8. (Oli% ) SERHTEESRL

I
1
1
1
1
1
= |
|
|- (5 ) ST R :
I
10 BPERITTERE | :
U pesmmEEy _i
S PR I e [
_ 1EmAswaEE |
- ! |
RADISUIRI KA :
BETRADIUSTE X T + 78R L8,
RADIUSIAEIR X :
irare=to L]

Access-  AINETARS, ERADIUSIESZEEITIEHNE—MNEY, FARESAFIALES (Flll: BrE. 265%) | ALENESCHRADIUSE
Request FimEIEARADIUSERSES, RADIUSIRESBREZR FIESHAFESIES RifEA.

Access- TAIDEFIRN, RIESENEFIRAENAccess-RequesHRNIEZIRNARSL, M5 Access-RequestEShATEEMETRILUES: (AIAE
Accept BEY) |, NASSZEERY, ERiRlEIHESTS, INERFRA RSN BB IR EAAHR.

Access- TAIHESEIEY, RIRSHEWEFIRTAccess-RequestE X AERIMIHESL, iN5RAccess-RequestR N R HI—MNEMEAoliES (BRAEE
Reject M) , MIRADIUSERSE28iREIAccess-RejectisL, FIFIAIESM,

AR, EAPIAIER, RADIUSERSES:EMEIACcess-RequesttR N HIESIIEPSEEE, ShEl4Em—MD5HEE, ERbEItHL

Access-  kFIETAccess-Challengetf S AR AEMim. B My ArEmtiTnsiNeR, S Ar 2 =aiE T Access-Request

Challenge RN AiEARADIUSIRSEE. RADIUSIRSS SIS KEINE NS S S Sl i B EmS (Sl Trit, (NSERE, IWZRFhA
HiEERF.

RADIUSIH#&IR :
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BXER 5488
Accounting-  HEOTAERIEY, WSS HEERADIUSEITIHE, B amar e EREaE, MRSESS R TeER
Request(Start) .
Accounting- W ETFHARIIES, R RS A IR S, SEEN— SRR,
Response(Start)
Re“‘;:’;g:[‘;’ri'm_ STETREIIRT, it MRS oA S LR IR i, ST MRS R, &
a et PSR AR R AT BRI R,
Accounting-
Response(Interim- TERHEARIRL, PR EEsO AISEa RS, SRR T SRR,
update)
Accounting- SEREREIRY, SEPWUTEES (EEtaSEARSIENT) | ErenaRsasatREeiiRy, EhaEs
Request(Stop) PR SRS EIATHEE (FRETE. NSRS | ARRSEEnE,
Accounting- . 5 et = s
HEERINEEY, eSO RHEILE RS, RO S R,

Response(Stop)

RADIUSEREIRX :

BB 548
CoA-  FASIENENEY. MEEREEENE MEAACINIRS (1, SERTEEERSEEAR) | TBIRSEE A A
Request BIREE I, S ISR TR,
i‘;‘?( SRS RS, RSP SN T IR, NS s m R e ARE R,
m ARG IE R, NREr s EREIOIE, M e R R AR,

DM- BrEgEidel, YEERFEIEIEENES M, iSRS SEsE— M ErEEEOEEAT I, EREFIREEHEINE

Request .

DM-ACK FAFEEERESR, REFEEETNTRFNEE, NErRRNAr RS s eI CaREeE,

DM-NAK AFBLEEEIR., NREFIRIGEIMAFNES, NEriRn A S e eiR R RS,
WIFI SAE

WIFI AE= K iE

BENTFELAFPERRNR, EERWFIIERE, 2FHNRERTAFNLNWFIRE, BRIOE P
BR, WA, KAL), SHESLEM,

ENMENEHRNER, SRARREEAENTLBERA, ANNRLRERERXMNMIE, 252!
e 13 (Scanning)

e JAIE (Authentication)

e XEBX (Association)

TEHA—KERERZXMIRE,
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(191
%

FHL WIFIF £
- 4 | 15 4 s R
< A > AT S AT
- FIBe | 3. JCHak T T
e 1 B T | a0k F UL WIRIH R R
Y v Wayne.Woo
B‘J’ rE—th H-J' I‘E.lt hitp:/iblog.csdn.netirighthek
1) B
HEX D ARFHER
ESTESE ]

BNEAINFEN, (TEEESTA) UEHH AR, EEMSE LA Probe Requesttsi, FRENMSEL LML
FLAEBIR, EHPABEENIHMNE, MARBELLENESHEAESNEE, FREDFBNITEINESIA
MTHREFERBEERRVIRE:

(1) EENMSE, AEZEBEFENIER (indicationof anincoming frame) =& % ProbeDelayiE Bt 5248
B, MREXMEEWEIN, MIERZEEERFEER, BELoIRNRARN ., mProbeDelayxE B &8 o] Ak
mLEENREGEILENIREL, EATEBAS—ESHFMNEIE,

(2) FMBEKRNDCHARIEERESENMERN, REXE—Probe Requesti,
(3) 2L EE—REENEERE (BIMnChannelTime) .
AMBENHRICR, BREEMEEE, ALOUABRETMEE.

b.A1REMinChannelTimeX EZHAEIENEF IR, MEESE—KRNE, BEEREKNEENE (B
MaxChannelTime) B, AELEE{TEIProbe Responsefi,

EESE ]

WEXBABHNBEF~REB2EMAEMNEARE (passive scanning) MAR, REZAMIRETIARERET
ES, JUER, EREHEED, TFEREFESIE (channellist) FRIFINEMEEZ B A, H
##{EBeacontiBIE] K, FRINEIEMHAMESWEFENR, DIERLMEXXLMIIBSS 91X 4R,

EFESPAENEES, THEESEGEEBARKTE, FESIERFKBRIREIHN{EDBeacont{E 2. Beacon
ERH EEATIUETEHMEMAENERRSE (Basic Service Set, f&FR BSS) FIEE NS UEHRTT
BE, ETED, BFUIFREIN=MEASNBeacontsi, B TR HiZXFEBSS, M
RiZTHEMARKEI KB ENMEN 2HBeacon, MECIREIRLKIME=BSS,
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Beacon
{((( (ig1)

Fil
( ( AP1
FEFH I ATLL (( @
wER O I %
=2, 58 AP2
AP1. (-('

AP2. T
AP3.
AP3 “
)RR

AP4

Wayne.Woo
http:iblog.csdn.netirighthek

2) INIE
TEMEFERANENREIBRFELSAFHINELBRERE., ERRFAAMNARITE, RENLLE

RERARMTROA, BUUELLBESCEALKENEKES. RLNHRENEHNIELETIZS AN
g

HTFELMENERAREHELSNE, H#THMNEROAN, BEHAERNERTERARTLAMNE, B
AREFRNERENET,

BHIRIEEES02. 1T ENX T RFIAIE T T :
(1) FRESIAE (OpenSystem authentication) ;
(2) H£E=Z4BINIE (SharedKey authentication) .

FRESKINERIEEESO2.11RUABNAIEA X, LR EHEEMIAE, EELLENEN, BiEHEGERIETHE
WHESLEH, INEIRHUTENSBER: £—, TEBLAEEHNEBEIAESEX,;, £, BENEIA
LR, MBIREINERE “successful” , ERMESHEINERS.

HERAINEKETWEP (Wired Equivalent Privacy, 4S8N ) Hl&, M EXEREE WEPHT K
K, BNRAHRT, BETRUEHBERNRELEMER 2B XHWPA-PSK/WPA2-PSKIAENFI, 2
BNHALTEZEASRRERE, IALLRSRE, MSEIUTESR, WEA1, WPA (Wi-FiProtected
Access) RWIFEXEHEHNLZ2MIRE, WPA2ZE T/ NRA, PSK (PreShared Key) ML= 24A,
WPA-PSK/WPA2-PSKEZRZHNNMAXREMEE, WLEHERAZRRENAF . MWPA /WPA2 23T
PWE, HE2HERRBRSNAF, EWPA/WPA2ETRS, KZRIJEF EEEWPA-PSK/WPA2-PSKEZ 7 —
MRadiusfRF 8, XTMEBINERS . MIENREMEZRE, EEIEFEWPA-PSK/WPA2-PSKIEIR,
ABNABEINERSE. B RAIKIFHA D HrWPA-PSK/WPA2-PSKIAEHLE

1. WPA-PSK

WPA-PSK (Wi-FiProtectedAccess, Wi-FilriFipin) SWIFEXEELNIRE, ERNRBEEHWEPEH
m, FILEXENERZ:

WPA-PSK = PSK + TKIP + MIC

PSK: PreShared Key, Fitt=248,

TKIP: Temporal Keyintegrity Protocol, If58Y23%8 52 BMERN,
MIC: Message IntegrityCode, &R EMERIEM,
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TKPHARXBHEANTRERENETWEPEANZ 2, EtEMWEP—HEEFRANMZE X, BENE
BTWEPHEARLEMMBMEAT, TKP2—MEENMBZHN, HEHKIBPLE2ERAS., Bk, RMNHAFE
MR T .,

2. WPA2-PSK

WPA2Z7E802.11iMMm 2z /e, WIFEXEREEEHNRHTETEIME, ©EMES02.11HRE, UTERERAN
B

WPA2-PSK= PSK + AES + CCMP

PSK: PreShared Key, Tii=%40, EE2—f802.118MBIEAT, UMLK EFNESSHEETENG
iE, BPMNAFERTER, DRRIMNVFNEBWFERSHEEHANZG,

AES: Advanced EncryptionStandard, S&RMZtRE. AESEEENIST #lEHNEADESH N EMBEE.
AESEBEMFNERT BRAR, RIENBHEREE. EENHNEERIRE, AEERIRANKEDHEE
RISRIFOMRE, MEMBHEFEZTRITUE=MKETBRIEENFX, AESEF128, 192, 256/ lY%
$8, 802.1TMECCMPRIAESERHZE 12834, SHMBHRA/NEE 12841,

CCMP: Counter modewith Cipher-block chaining Message aut hentication code Protocol, H#28&E %
ZHRREERINEBINY,. ERETERMEBITE (AES) #ICCM (CTRwith CBC-MAC) #3x, CCMEZ—FP
BANER, SUMEREERAAERNMZBE LT, CCMERXNERCTR (Counter Mode) RIEHIERZE,
FHAZEHREERINELR (Cipher-Block Chaining with Message Authentication Code, CBC-MAC) 3Rig4it
HIRNER TR MRS .

3) XE

THEMSEIHTXE, DUERSMNENTSIFEN., XBEEF—FIER (record keeping) 38, BitH
HXES (Distribution System) BLUCREBNBHX TEWHNME, PEBEXLBHX TIERIN,
KAEHNELL, FRXEZE, BRAAZEN TENEMSE LM, wik—k, KX/ zBEmT
EIhEIm, ASBEXZEEFRERE., HF—fMIMARX2ELE—DARPES, iLZTEILEIMACHIETS AR
S5RIEZRNR G O R XEL,

XERRFEME (Infrastructure) W%, EREB LERATFEEEMNEDBEANEG, —BXMIERE, T&
THEMMUTLUES AR RS EETEN, MEMABRIUEZBENGXRAE T AEIN, EEES02.11/EMIE D
AFEZEIET RS — ML ENEILTE RIEE,

FANE—#, XBESRERHBEIRITHFEREN., EUHATERIINFRS, BEAXKEFRELI =1
B, HRRARNRE ML, #HKIA%EAAssociationEEM, MBRERE (Unicast) EEM—#, XBEER
B B B — N IR e B B B R 3 NPT AR -

1. —BRHMA T SEILTMAIALE, @oXEXEEEXRK (Association Request ) 1, &R BHIAIE
HIEl, SEREMNESE PR —PMERXEX (Deauthenticaton) g,

2. BUBESNXEGERETLHE, EEEB02.1THREH RAEM@ A M 2 BB AR FXE, XEEILHIIMm
2. REINAFLREEMEFERZENZE KA/, LAAssociation RequestiiF BB IFIE][E (Listen
Interval) FEFRHEE, KRB ETLEKRESEL.

a. —BXEBEXRFE, BIEMSUARRNERSHBORXEKIRAIT (Association D, E#R AID) [l
Rz, ADARSZHEMNNIRAE, Fi2E ENEARMNREENAEREENTHR THEL,

b. XEKBERMREY, MRASREREE, HEPILEBIIRE,

3. BB AR TEELEM, EERNFTRT, FEANIHIRZRENEE REthemet, HEIE

BRI B B B9t A 5 2 XEXRE s TAEIREY, MSKZmiM Ethemet iR EL L EN, WRZBHHXT

EIL&FAE B (Power-Saving) K&, MAZEEM, EHZ=HEthernetd, ZMSFEXERBEIL, 2

AEFHNEILSHTHELRE, EX#RAEthernet B, Z TEILHIMACHHEE IR E M E I #i% O
(Switch Port) FERXEX, HHR, ZXMiH O TUEER HT A Z TIENRERS R,
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Association Request . ()

Association Response

Communication

AP
>

Wayne.Woo
hitp:/iblog.csdn.net/righthek

4.2. OTP sizx&0<%

AT A2ERDHSOL?
EXSIRMARNERERRE D, FABSOSHTENRIE]ESFEN TEM:

(1) ATETFENL, AFZEFEHIEFEAEE, MERSOHELHITOLMS, S28BNARKE,
(2) BEUMMNLSEIEL FERBHSTN, WRZ2FMELXER, BPINEERUHESZRE;
(3) AEBIEARTTBESEERNREALBEMIEEER;

BSOSREALAREHERFNEHN, HERR, DTATUBRHIE—MBRENREZRA—TERE
RENSH, AEWEREANEFNEERK. ANEENAHALA T —HHESOL (0TP) KWLM
E:vR

FARMSOL?

;AMA< (OTP, One-Time Password) X#R—XMZEE, 2ERZBREALIINESFiHFRSSEZ
EEEHEZMEN—FINERAR, B—HRINERAR, BRIZREE#SOSNEN—fEEHFERAFE,
BE—REENNERNERA, ISOSANERASEZFHEATEROSTERSN, 5288, 2— 1M &
HigE, MATEERSEROSNINGANSASINERSAHR.,

—REBBNIELSR

ERETFOTPHSMRIIETEDT, BPNOTPRARFMSNIIERS /KL ZNE ., ERRFHERINIED
(HVMAC) BEMBHET (FIMEFHENER (TOTP) HBHIHEEE (HOTP) ) REM—REEBH
B, OTPEEESHHAE_ITHEH, MEeRel. —RIEZLINBISHREECRAAF, 8FET
SMSHIXAHER, BFiHSE- LNERANARRE.

KUK, Z2EWAR—HBOLSMSHERREMPEA (MTM) K EH 0] ARERKE— R ERHI2FAR
%, B, EEERMERAHRRR (NIST) E/ 7 HHEIFHAFAN—REZBEASMSHITY, BRAZA
FEESRIFHRENRE, XERTURESBRILEZBMACH. Bk, ZE—XEHEEHHEINZ
RESMSZAMEMRAT T,

—RERBNFL

—RAMENEETTEERNRELEARENZSENEREH. BONRMEOASAN, EMNNEIRA
EEE, AZZRFESNMKPANRELESERBERNESR, —REZBHNS—MRZE, BENSE/LD
AKX, XOUARmLEREERREBHBREREN.

OTPH=fER
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OTP NEARAB=MEX, NERLF. B4ELS. Rt/ NE.
(1) BERF

REZET ISTEN ISOSKWIERSH[ONBELY, EF HEESH S, —REB0DTE—1HO
<, BERBRSREBTARHNRSERONT, BNNESENZRMEGTENER, XA MY
LinEEHRE.

(2) EHEF

ETEARPNSHE, ERERBIRE—RHENSHRFREBNTFEFENBAN, BIHASHEETIZEE

H—EE %8,

(3) Bhbk/ %

FRTOMEWS, EMIE/NE EBA RSHTAN &G, HSSRBNZKES, BEERENEEL
EH—T6/SUNBNEF, OL—RAN, XMPEKABNNARAEE, SFEE <. EEEH. HI5L

REEg/ NEFL.
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5.3
5.1. LR

428N (Authorization)?
I~ X BB

R ILFBZHERTEMBANRNNBELABEAR, SASEBINRATINTERMESHEEN, KR
ARBIRERE.

ERARGPHENR:

REEARRELTRNNE. BB, BESEKNRETFAF, XAEENEANEN., ENENOHRERR
PR, EIMINEERBNERARRTREETHEIIEZERR,

RIXEHERRER PRSI TEEHE

BERAOEX
BREBRERBUESREEARTRLH—IBH!
VAE:

1) MEEBRFE: BEATENERARIED, ARNRMOIRFHREEW, HDRERHBPHE, AR
REAARDVEBNVLEFR, FENRMA, REFTEHITARIREN

2) REHFERE: MEEEWHNZOEF, NMEFRURE, BERELATNHIEREBIRE, AR
IREEBBRBEARNEIE, HIERFEREE. ARKR, HEHES

3) RATIMEYE: FHEN, RNREE, FURTNITEREFIRA. LRREMSS, LMW SZRE
LREMEE, SRRBATRSEMTERE.

RRERRAE

1) 22 RIPERAZRNBRMFEEARE, HiETE, WHILHE, SHRE.
2) B #RAFRNTHESNE, FHORNNEE, EEIZREAFSE,
3) At LRAEREMNERE, RABFER, YEBERENRE.
RRE 533

=ZHER

HAVBEAEDEBEY D A=ZR

(1) —RAR: HEARR

(2) 2R KB, RHARR

(3) =R : BHENIR

EIEARFRORN, KZFERNR/NNBRLE,
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T El{E
RRRGEEFILEES, SUHAIL

KB, BEE

Y HERGN—%. —R. —RINERBAIR
BRIEH, WURBRIEIRAFE AR

— iR HBHRIEH
= CURY e 3. SRR
FHNENER
ERANENERTER 3f:
ACL IEEETRZIE S
RBAC ETABHNBIRIZES
ABAC ETF BRI RIZES

ACL (Access ControlList) , #EACLH, BLE R (User). &iR(Resource), &R {E(Operation)=1 %
X,

BIRRIRAR B IREERRG P MER PR B RS TERERNRR,

RBAC (Role-Based Access Control ) , 2EAFRAGHTIHE, BEIAFNACGKHBERFESHYE
B RHITETZEE, RBACEMNFACRANAEMRCBHUTHFPSNENEIE, EXXAPHITAE,
FEABENRXEEER, MBAFSNIRETHK T BEXE,

ABAC (Attribute Base Access Control) EFEMN RS

AAFERNERAFPBEIERSXXBKIDIRNAN, ABACUZEBEHSHE— I —HBEMRETHE
REMEERBTERAY (TUREHENEE) . BEEEREANNE: AFPEY (WAPFR) , ®
BEME (MmEtE) , #BERYE (WZR) MXREN, AUEL CEEINIEERIFORRZE, LF
RERERMERENTR,

5.2. =N IEETE

ETRBACEENNIREE, LA A=R

(1) —RXR: NAFRNR, tBH2E A LA o) L & B

(2) THAUR: REFIERIR, BB T — SIS o B e 52 8 A% 4 AN R
(3) SHAUR: HURBIRIR, BPTGHEENEE T 0L LR R
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i8] AGEAE
BUBR RARRGEFRFEES, SHAIL

XE. ZEE

VERGH—R. %, ZRNERXBHIR
RIEH), URBRIEZEFERES

BAREH
BURR. M. . BERHMBIERRIEESH

1730

—RNIR

1. BR=ZWBF "ANRFEZRE" AL, TLUAROADRRFHNNIR, IK=TJLAEROARSL, HEOAPH
FrElE, RF "EARI" . "HRMERI" . "EBREI" M "BREI" NR.

2. EMARANMNEYE, RERIRSR0ARS,
—RIR

1. BK=ZBF "ANBRER" A, TJURROANARZNMNIR, ERAEEROARMBNIE,
MAREFIAMAINRE, BF "SMRI" B9XR.

=/

1. BAKZRIARDATN "ANBREE" , FUMbEBEREBERLIRDATRIMIRSQIT
BOFAE (BERFAS. BAFAE. AERFATIEF) HARAT,

2. AAZMEFEFAIN "ANBREE" , IUMEEBHEAEBERSEFAINRT,

5.3. RBAC

RBACEHA?

RBAC REFAGBMIAEEF] (Role-based access control ) £ RBAC ', RIREABIEXE, AP EEK
NEHACHRAMSAXEAGHIAIR, XFMRAMELTHENERE, IHXEEHAEERBEKREBL,
NEBFLAE, MIEABXETHF,, IHENNERITREE, EEERRAE.,

RBAC AN AR LR EZWho, What . How =tAZBHXZE, thEtE Who 3 what #1T How BI324E,
e “EE T =R BRE,

Who: 2RERNMBEEZEML (WM: User, Role) ,
What: 2B#EFHXN K (operation, object) .
How: B{AMIAPR (Privilege, ERENRSREENR) .
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NASH RS

RBAC B9 &R

RBACO: ERBACHIZLEE,

RBACT:
RBAC2:
RBAC3:

RBACO EAER

RBAC1 EF AN BER

EIERBACHAE N EER,
A0 T RBACHI L SRS RS,
HSTERBAC2 + RBACT,

RBAC (Role Based Access Control) EF & &85 HZ#]

RBACOERBACEI#Z L, FEEIUEL54H A

1. BF (User)
2. F% (Role)

3. &0 (Pemission)

4. <% (Session)

<< P==

User

1

<< ==
Role

<< A==
Pemission

=
Session

S<<#:{E>> ops
S <<tf %>> obs
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RBAC (Role Based Access Control) ET & &E17HZH
RBAC1EWRBACO#/T TH E. ERBACHIAE S E#A, RBACISI AT &4t
EBE, ETHEMET L THHMEEXEE

<<H P=>
User

RBAC2 #FRIEH

1

R
Session

<<=
Role

/\ SSEIES
on 0.n Pemission
- S << {E>> ops
0.n & <<xt 5 >>obs

> MA4RRZA: 20210802

43



BNLLEBEHEEIL- 12 NASMRS
RBAC (Role Based Access Cortrol) ET &8 81FEZE S &N

RBACZ2ZE TRBACOT EHI. EEFIATSSD (EERESE) FIDSD (HFRFFE)

SSDXENHAZERFAAGZE (BERKE) , EEAR:

1. IFAE, A—THAPTRETEFRXEZNARG, I TEFANEFSITALANASE
2. EFHR, —THRPAENASAEREN. — TAEHEENTITEERAY

3. RREHENE, APFEBIRENF, BDALEERERF

DSD&ENABRZAIMANR, TEDERAETEL4HTIAR, . —PHPEE AR, REE2D

<< P>
User

<<EE IR o B
SSD
<< Es>
Role
0.n 0..n
1 0.n
1 1
L TR
Session

< HFE =2
Pemmission
& <<i2{E>>0ps
0.n 0.n |S&<<7t%E>>0bs
<<HBEBFLHE>>
DSD

RBAC3 Hi2RBAC1+RBAC2
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RBAC3=RBAC1+RBAC2

RBAC (Role Based Access Control) 28 & B g s] j

<<BHEETLE
SSD

/\ <R T
ccF Py <«<g&>> g 0-.n Permission
User Role - Sp<<12{E>> Ops
0.n 0..n 0.n & <<t E>>obs
1 0.n 1
! 1
C<giETy <FhEERF F B>
Session DSD

5.4. ABAC

4 2ABACIH )R §1E R

ETEMHEES] (Attribute-Based Access Control, T EFRABAC) B—M RFHWINER, BB
STRRIEM . BEXE . BXNIFERZHEEE TREXNSHR,

Bign: P5 (BRZR) HIREIZFHEOARFHIMNIR,

LERZ—EEIABACHISF, MREELANIRRX—EBHEREHZEH0ARLEINR
Btban: pPs (RER) 89f& (BRL) BZFB QS GitlabsI R

LR FRES—HALANENE (RRFMERML) KIZHXSRENRENR

Biban: ps (RER) 89ftA (BRL) BZEEASTAN (FR) TTIEEMNTH (BF) K8,

ERGFERLEZAWNEME SR, RTHESANEYE (BREMRM) , BRI T Sa0RREERRE
Bt

FrAZAT) O] LAABACHI 5 B4 FIAE L A T X 5K B R 3 1 SR
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ATTE
i SN
XXRLF

ABACHIERG =

ABACIE SRR IRIS FRES LI IEE RIFNAURIZE], L FEEEHBAERENTER, NMERFERIRLRIE
BTHEFPH#EsHABNEBREZRNIGS, “‘Iiﬂﬂiﬁﬁmmﬁlwﬁﬁmmcﬂ’q, {(ER2EREMNACEE
RBACHBEH B E K,

HE—

RE2E FENEFRIR: PS5 (RER) WA (BRfI) BEEASTIAN (FE) oJUAEEMTEH (B1E) £
EN

ESERFEHRERENBRERBMRISIHENRNME, FREMINBIERTERAKREFTEST K, XN
BHEE(EAABACERIEE

2—.
HRe—-

ABACLERFAEIMA (AE) RETUNH R, HTFABACREZRAFNEMERENN, EFERF /&
BAPEENSENEXAPORE, TREERAFHEXKFAE,

ERMNASHRE, SEEMAEMIIACHNERT, RBACEEENAKENAE., ABAGERERSE

MRE.

5RBACH IR FIER X e

ABACKT FRBACE L T A

o WFARAL, EFRBCANBRFIEEZEHIPRENACHIBNXEK, HILMS, ABACENMRE,; NF
fU/NRAR, HIPACHNBENXREANIEEAKR, RMEHSHRIEBENKEM, ES5EZRBACENIE
ggo

o HIEEER, ABACNEEB4IPR/DIEE, MRBACEEHIPFIEHEXNAE, ABACIIY BHER, &
7‘5@0

o RBACKIFHEMSSHAVIZANN, RBACRAEE F NS HOETHIE,

o ABACKIRIZHI KL E LLRBACE A,

IDaaSHHABAC
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DaaStHHFENERFTERZETAPEY (¥ RFR) (RN, EERIUEDaaSHEIZEN BRFR, #
BAKPAREREFRNZRE. REESXEERD, RETFRFRURZFRENENEX. BETHEINN
BARRFROFEREER, (REFESERPIREFIRKRM)

22— REAPNE—TEENSIERIR
EDaaSHEERED, TTMREE - BRFRNFRELIZ— L, TJUASIRESLRRE BT

BE.
W TEtAEICRNBZTE "HERR" NANHRRR,
=22 RIBEAPZ T EMASHSIENR (GHARF)
REHEDaaSHELERED, TJUESHFPZPTEEMAMFBMREENE, IMX—FHR,
2= REAFPSRENAPBENSAENR (FEAZE)
OJREIR SPG/T1 &0 AT ?
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