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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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Before you start  data replicat ion workloads, you must set  up a network environment that allows Data
Transmission Service (DTS) to access your source and target databases, including network connectivity
and security sett ings. For example, you must add the IP ranges of DTS servers to the whitelists of your
source and target databases. Your database may reside in your corporate network so you have to
connect your network into Alibaba Cloud.

The following table lists the configuration steps that are required for each specific scenario:

Migration path Replication mode Required configurations

Source or target: User-Created
Database with Public IP Address

Data migration

Change tracking
Whitelist  DTS IP ranges for
your user-created database

Source or target: Database
without public IP:Port (Accessed
through database gateway)

Data migration

Data synchronization

Change tracking

Connect a non-Alibaba Cloud
database to Alibaba Cloud
Database Gateway

Whitelist  DTS IP ranges for
your user-created database

Source: Self built  database
accessed through Cloud
Enterprise Network(CEN)

Data migration

Data synchronization

Connect a non-Alibaba Cloud
database to Alibaba Cloud
Database Gateway

Whitelist  DTS IP ranges for
your user-created database

Source or target: User-Created
Database Connected over Express
Connect, VPN Gateway, or Smart
Access Gateway

Data migration

Data synchronization

Change tracking

Connect your on-premises
networks to Alibaba Cloud

Configure a route between
DTS and Express Connect, VPN
Gateway, or Smart Access
Gateway

Whitelist  DTS IP ranges for
your user-created database

Connect your on-premises
networks to Alibaba Cloud
over an IPsec-VPN tunnel

1.Set up a network environment1.Set up a network environment
for replicationfor replication
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Your user-created database hosted off Alibaba Cloud may have been configured to only accept
connections from designated IP ranges. In this case, you need to configure your security sett ings to
allow DTS servers to connect.

Applicable data storesApplicable data stores
Certain types of user-created databases, either as the source or target database, require that you
configure the security sett ings to allow DTS servers to access your user-created database. This is
required if  the database type is any of the following types: user-created database with public IP
address, database without public IP:port  (accessed through database gateway), self built  database
accessed through Cloud Enterprise Network (CEN), or user-created database connected over Express
Connect, VPN Gateway, or Smart  Access Gateway.

Determine the DTS task regionDetermine the DTS task region
Use the following list  to determine which region of the DTS servers that you need to whitelist:

Data migration: select  the region of the target database and whitelist  the corresponding IP ranges in
the source and target database sett ings.

Change tracking: select  the region of the source database and whitelist  the corresponding IP ranges
in the source database sett ings.

Data synchronization:

To allow DTS to access the source database, select  the regions of the source and target
databases and whitelist  the corresponding IP ranges in the source database sett ings.

To allow DTS to access the target database, select  the region of the target database and
whitelist  the corresponding IP ranges in the target database sett ings.

Obtain the IP rangeObtain the IP range
The IP range varies, depending on the network over which DTS accesses your database.

Reachable over t he Int ernet :Reachable over t he Int ernet : If  DTS accesses your user-created database over the Internet, use the
following table to obtain the DTS IP ranges (CIDR blocks) for your selected region:

Not e Not e Data synchronization does not support  user-created databases that are reachable
over the Internet.

2.Whitelist DTS IP ranges for2.Whitelist DTS IP ranges for
your user-created databaseyour user-created database

Net work Set up··Whit elist  DTS IP rang
es for your user-creat ed dat abase
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WarningWarning

If the source ordestination database is an Alibaba Cloud database instance (such as an
ApsaraDB RDS for MySQL instance and an ApsaraDB for MongoDB instance), DTS
automatically adds the CIDR blocks of DTS servers in the corresponding region to the
whitelist  of the database instance. If  the source or dest ination database is a self-managed
database hosted on Elast ic Compute Service (ECS), DTS automatically adds the CIDR blocks
of DTS servers in the corresponding region to the security rules of the ECS instance. You do
not need to manually add the CIDR blocks of DTS servers. The following table lists the CIDR
blocks of DTS servers in each region.

If  the source or dest ination database is a self-managed database and the public IP
addresses of DTS servers are added to allow access from DTS servers, security risks may arise.
Proceed with caution. We recommend that you keep your account and password strict ly
confidential, control access to port  numbers, or establish connections over internal networks
(Express Connect, VPN Gateway, or Smart  Access Gateway).

After the DTS task is completed or released, we recommend that you remove the CIDR
blocks of DTS servers from the whitelist .

Region IP range

China (Hangzhou)

101.37.14.0/24,114.55.89.0/24,115.29.198.0/24,118.
178.120.0/24,118.178.121.0/24,120.26.106.0/24,120.
26.116.0/24,120.26.117.0/24,120.26.118.0/24,120.55
.192.0/24,120.55.193.0/24,120.55.194.0/24,120.55.2
41.0/24,121.40.125.0/24,121.196.246.0/24,101.37.12
.0/24,101.37.13.0/24,101.37.15.0/24,101.37.25.0/24,
47.96.39.0/24,118.31.165.0/24,118.31.246.0/24,120.
55.12.0/24,47.97.7.0/24,47.97.27.142,47.97.73.210,1
21.43.162.118,121.43.185.141,121.196.211.16,114.55
.125.94,121.43.179.168,121.43.174.187,47.99.171.0/2
4,118.31.118.0/24,47.97.118.0/24,47.98.251.0/24,47.
99.43.0/24,47.97.195.0/24,120.27.211.0/24,47.97.12
5.0/24,47.98.52.0/24,47.97.116.0/24,47.97.119.0/24,
47.98.51.0/24,47.97.106.0/24,116.62.172.0/24,120.5
5.40.0/24,47.98.39.0/24,121.43.162.0/24,47.97.73.0/
24,121.43.174.0/24,114.55.125.0/24,47.97.27.0/24,1
21.43.179.0/24,121.43.185.0/24,118.31.238.0/24,118
.31.43.0/24,118.31.38.0/24,101.37.152.0/24,120.55.6
0.0/24,101.37.149.0/24,47.98.103.0/24,47.98.101.0/
24,47.98.96.0/24,118.31.45.0/24,47.97.103.0/24,47.9
6.31.0/24,47.98.115.0/24,47.96.15.0/24,121.40.66.0/
24,120.55.67.0/24,112.124.6.0/24,121.41.48.20,121.1
99.28.0/24,121.41.49.0/24,121.40.249.0/24,121.41.5
0.0/24,121.196.211.0/24,112.124.237.96/27,112.124.
239.0/26,118.31.37.0/24,121.40.111.0/24,121.41.113
.0/24,121.40.155.0/24,121.41.104.0/24,121.41.106.0
/24,47.97.98.0/24,120.26.42.0/24,114.55.92.0/24,12
0.55.94.0/24,114.55.36.0/24,116.62.171.0/24,121.40.
60.0/24,121.43.233.0/24,121.41.73.0/24,112.124.140
.0/24,120.55.129.0/24,47.102.181.0/24,47.102.234.0
/24,47.101.109.0/24
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China (Shanghai)

139.196.17.0/24,139.196.18.0/24,139.196.25.0/24,13
9.196.27.0/24,139.196.154.0/24,139.196.116.0/24,13
9.196.254.0/24,139.196.166.0/24,106.14.46.0/24,106
.14.37.0/24,106.14.36.0/24,106.15.250.0/24,101.132.
248.0/24,47.100.95.0/24,106.15.73.0/24,106.15.75.0
/24,47.100.137.0/24,106.14.177.89,106.14.178.118,1
39.196.138.36,106.14.4.132,139.196.92.27,139.196.1
43.11,139.196.44.156,139.196.6.35,139.196.50.106,1
39.196.25.56,139.196.47.137,139.196.6.124,139.196.
49.138,139.196.41.168,139.196.48.218,139.196.51.72
,47.101.194.0/24,47.101.166.0/24,47.101.181.0/24,4
7.101.177.0/24,47.100.186.0/24,139.196.6.0/24,139.
196.138.0/24,139.196.51.0/24,139.196.49.0/24,106.1
4.177.0/24,139.196.48.0/24,106.14.178.0/24,106.14.
4.0/24,139.196.41.0/24,139.196.44.0/24,139.196.92.
0/24,139.196.143.0/24,139.196.47.0/24,47.101.175.0
/24,101.132.174.0/24,139.196.52.0/24,47.101.31.0/2
4,47.100.3.0/24,47.100.160.244,47.101.61.0/24,47.10
1.205.0/24,106.14.95.0/24,101.132.133.0/24,139.224
.19.0/24,139.196.155.0/24,47.102.40.0/24,106.15.24
8.0/24,139.196.209.0/24,101.132.17.0/24,106.14.105
.0/24,101.132.223.0/24,101.133.205.0/24,112.124.14
0.0/24,120.55.129.0/24,47.102.181.0/24,47.102.234.
0/24,47.101.109.0/24

China (Qingdao)

115.28.200.0/24,115.28.216.0/24,115.28.226.0/24,11
5.28.247.0/24,118.190.133.0/24,120.27.53.0/24,10.3
1.69.0/24,10.144.88.0/24,10.144.153.0/24,10.161.39.
0/24,10.161.59.0/24,10.252.29.0/24,100.104.72.0/24
,47.104.10.200,118.190.157.247,47.104.19.209,47.10
4.105.196,47.104.97.251,120.55.129.0/24,47.102.181.
0/24,47.102.234.0/24,47.101.109.0/24,118.190.207.2
5,118.190.207.194,118.190.159.0/24,118.190.158.0/2
4,112.124.140.0/24,120.55.129.0/24,47.102.181.0/24
,47.102.234.0/24,47.101.109.0/24

Region IP range
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China (Beijing)

112.126.80.0/24,112.126.87.0/24,112.126.91.0/24,11
2.126.92.0/24,123.56.108.0/24,123.56.137.0/24,123.
56.148.0/24,123.56.164.0/24,123.57.48.0/24,182.92.
153.0/24,101.200.174.0/24,101.200.160.0/24,101.20
0.176.0/24,47.94.36.0/24,47.94.47.0/24,101.201.214.
0/24,101.201.82.0/24,123.56.182.0/24,101.201.105.0
/24,182.92.132.0/24,60.205.157.0/24,101.201.107.0/
24,60.205.164.0/24,60.205.165.0/24,59.110.4.0/24,5
9.110.17.0/24,123.56.186.0/24,60.205.146.0/24,59.1
10.37.0/24,59.110.19.0/24,60.205.112.0/24,60.205.2
43.0/24,59.110.38.0/24,60.205.197.0/24,60.205.166.
0/24,101.200.194.0/24,101.200.182.0/24,123.57.204.
0/24,101.200.235.0/24,123.57.206.0/24,123.57.65.0/
24,47.94.167.117/32,182.92.157.129/32,101.200.39.1
23/32,101.200.192.4/32,39.105.58.165/32,101.200.2
13.59/32,59.110.164.0/24,47.94.150.0/24,39.105.56.
0/24,47.93.21.0/24,47.93.30.0/24,47.93.24.0/24,60.2
05.222.0/24,60.205.186.0/24,47.93.22.174/32,47.93.
10.168/32,47.94.246.43/32,47.94.94.233/32,47.95.24
1.173/32,59.110.155.242/32,60.205.230.219/32,101.
200.50.74/32,101.201.65.33/32,112.126.96.49/32,11
2.126.96.184/32,112.126.98.30/32,112.126.99.22/32,
112.126.99.87/32,112.126.99.205/32,39.105.247.0/2
4,8.131.132.0/26,39.105.161.255/32,123.56.70.208/3
2,101.200.120.94/32,123.57.238.231/32,182.92.217.1
4/32,47.94.240.86/32,47.94.2.56/32,59.110.226.187/
32,47.94.210.30/32,47.93.236.163/32,47.94.212.10/3
2,47.95.241.0/24,101.201.152.0/24,47.93.10.0/24,18
2.92.217.0/24,112.126.96.0/24,101.200.192.0/24,120
.55.129.0/24,47.102.181.0/24,47.102.234.0/24,47.10
1.109.0/24,123.56.244.0/24,101.200.215.0/24,123.56
.43.0/24,101.200.72.0/24,123.56.100.0/24,123.57.16
6.0/24,182.92.196.0/24,101.200.141.0/24,123.57.136
.0/24,123.57.5.0/24,182.92.0.0/24,39.106.90.0/24,12
3.56.128.0/24,123.57.205.0/24,101.200.189.0/24,101
.200.209.0/24,112.124.140.0/24,120.55.129.0/24,47.
102.181.0/24,47.102.234.0/24,47.101.109.0/24,100.1
04.143.0/26,100.104.201.0/26,100.104.247.64/26,10
0.104.232.128/26

China (Zhangjiakou)

47.92.22.0/24,47.92.185.0/26,47.92.185.64/26,47.92.
185.128/26,47.92.185.192/26,39.98.96.0/26,39.98.96
.128/26,39.98.96.192/26,39.98.96.64/26,39.101.252.
128/26,47.92.22.110,47.92.22.16,47.92.22.131,47.92.
22.169,47.92.22.212,47.92.22.211,47.92.22.210,47.92
.22.209,47.92.22.208,47.92.22.68,120.55.129.0/24,47.
102.181.0/24,47.102.234.0/24,47.101.109.0/24,112.1
24.140.0/24,120.55.129.0/24,47.102.181.0/24,47.102
.234.0/24,47.101.109.0/24,100.104.144.128/26,100.1
04.84.128/26,100.104.52.0/26,100.104.32.64/26

Region IP range
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China (Hohhot)

39.104.29.0/24,120.55.129.0/24,47.102.181.0/24,47.
102.234.0/24,47.101.109.0/24,112.124.140.0/24,120.
55.129.0/24,47.102.181.0/24,47.102.234.0/24,47.101
.109.0/24

China (Shenzhen)

120.78.6.0/24,120.78.5.0/24,47.115.165.0/24,47.115.
166.0/24,47.115.162.0/24,47.115.161.0/24,120.24.65
.0/24,120.24.67.0/24,120.24.160.0/24,120.25.215.0/
24,120.24.214.0/24,120.24.223.0/24,120.25.124.0/24
,120.25.107.0/24,120.25.79.0/24,112.74.211.0/24,12
0.24.174.0/24,120.24.173.0/24,120.25.150.0/24,112.
74.98.0/24,120.25.123.0/24,112.74.97.0/24,47.106.2
21.0/24,120.78.184.0/24,47.107.118.0/24,47.106.38.
0/24,39.108.66.0/24,39.108.110.0/24,47.113.76.192/
26,120.25.248.86,120.24.64.155,120.25.105.105,47.1
06.37.166,47.112.160.156,120.79.71.173,120.79.74.1
79,112.74.44.248,120.79.72.217,120.79.68.184,120.7
9.71.129,120.55.129.0/24,47.102.181.0/24,47.102.23
4.0/24,47.101.109.0/24,120.77.195.128/26,120.77.19
5.192/26,47.106.63.192/26,112.124.140.0/24,120.55.
129.0/24,47.102.181.0/24,47.102.234.0/24,47.101.10
9.0/24

China (Guangzhou)
8.134.79.124,8.134.79.169,8.134.79.140/30,112.124.1
40.0/24,120.55.129.0/24,47.102.181.0/24,47.102.234
.0/24,47.101.109.0/24

China (Chengdu)

47.109.5.0/26,120.55.129.0/24,47.102.181.0/24,47.1
02.234.0/24,47.101.109.0/24,112.124.140.0/24,120.5
5.129.0/24,47.102.181.0/24,47.102.234.0/24,47.101.
109.0/24,100.104.166.64/26,100.104.100.128/26,100
.104.136.192/26,100.104.16.64/26

China (Hong Kong)

203.88.163.0/24,47.90.37.0/24,47.90.38.0/24,47.89.3
9.0/24,47.52.111.0/24,47.52.25.202/32,47.91.228.24
9/32,47.52.166.98/32,47.244.33.65/32,47.244.35.187
/32,47.243.9.0/24,47.91.155.181,47.52.23.184,47.89.
12.225,120.55.129.0/24,47.102.181.0/24,47.102.234.
0/24,47.101.109.0/24,47.244.92.0/24,47.56.45.0/24,
112.124.140.0/24,120.55.129.0/24,47.102.181.0/24,4
7.102.234.0/24,47.101.109.0/24,47.243.0.32/28

Singapore

47.88.235.0/24,47.88.139.0/24,161.117.146.128/26,1
61.117.146.192/26,161.117.164.0/26,161.117.164.64
/26,47.88.235.0/24,47.88.139.0/24,161.117.146.128/
26,161.117.146.192/26,161.117.164.0/26,161.117.16
4.64/26,47.88.235.0/24,47.88.139.0/24,161.117.146.
128/26,161.117.146.192/26,161.117.164.0/26,161.11
7.164.64/26,161.117.234.42,47.241.209.7,47.241.217.
237,10.88.51.0/24,112.124.140.0/24,120.55.129.0/24
,47.102.181.0/24,47.102.234.0/24,47.101.109.0/24

Region IP range

Net work Set up··Whit elist  DTS IP rang
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Australia (Sydney)
47.91.49.0/24,47.91.50.0/24,112.124.140.0/24,120.5
5.129.0/24,47.102.181.0/24,47.102.234.0/24,47.101.
109.0/24

Malaysia (Kuala Lumpur)
47.254.212.0/24,120.55.129.0/24,112.124.140.0/24,1
12.124.140.0/24,120.55.129.0/24,47.102.181.0/24,47
.102.234.0/24,47.101.109.0/24

Indonesia (Jakarta)
149.129.228.0/24,149.129.229.0/24,147.139.156.0/2
4,112.124.140.0/24,120.55.129.0/24,47.102.181.0/24
,47.102.234.0/24,47.101.109.0/24

Thailand (Bangkok)
8.213.0.128/26,8.213.0.192/26,8.213.5.0/26,8.213.5.
64/26

India (Mumbai)

149.129.164.0/24,147.139.21.0/24,147.139.23.0/24,1
49.129.165.192/26,147.139.23.0/26,147.139.23.128/
26,147.139.23.64/26,149.129.165.192/26,112.124.14
0.0/24,120.55.129.0/24,47.102.181.0/24,47.102.234.
0/24,47.101.109.0/24

Japan (Tokyo)

47.91.9.0/24,47.91.13.0/24,47.91.27.0/24,47.245.18.
0/24,47.245.51.0/24,47.91.0.192/26,47.91.0.128/26,
112.124.140.0/24,120.55.129.0/24,47.102.181.0/24,4
7.102.234.0/24,47.101.109.0/24,47.88.1.17,47.88.6.1
96,47.88.10.217,47.88.15.174,47.245.51.128/26,47.24
5.51.192/26,8.209.192.160/28

US (Silicon Valley)

198.11.174.0/24,198.11.175.0/24,47.89.244.175/32,1
12.124.140.0/24,120.55.129.0/24,47.102.181.0/24,47
.102.234.0/24,47.101.109.0/24,100.104.166.64/26,10
0.104.100.128/26,100.104.136.192/26,100.104.16.64
/26,47.88.98.0/26,47.88.98.64/26,47.88.98.128/26,4
7.88.98.192/26

US (Virginia)
47.89.170.0/24,47.88.98.0/24,47.250.29.0/24,112.12
4.140.0/24,120.55.129.0/24,47.102.181.0/24,47.102.
234.0/24,47.101.109.0/24,47.253.64.0/28

Germany (Frankfurt)
47.89.170.0/24,47.88.98.0/24,47.250.29.0/24,112.12
4.140.0/24,120.55.129.0/24,47.102.181.0/24,47.102.
234.0/24,47.101.109.0/24

UK (London)
8.208.17.0/24,8.208.72.0/24,47.91.82.0/24,47.91.83.
0/24,112.124.140.0/24,120.55.129.0/24,47.102.181.0
/24,47.102.234.0/24,47.101.109.0/24

UAE (Dubai)

47.91.102.0/24,47.91.103.0/246,112.124.140.0/24,12
0.55.129.0/24,47.102.181.0/24,47.102.234.0/24,47.1
01.109.0/24,100.104.161.0/26,100.104.53.0/26,100.1
04.111.128/26,100.104.248.128/26

Region IP range
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South Korea (Seoul)
149.129.13.0/26,149.129.13.64/26,149.129.14.128/2
6,149.129.14.192/26

SAU (Riyadh)
8.213.0.128/26,8.213.0.192/26,8.213.5.0/26,8.213.5.
64/26

Region IP range

Reachable f rom an int ernal net work: Reachable f rom an int ernal net work: If  DTS accesses your user-created database over a virtual or
physical internal network, such as Express Connect, VPN Gateway, and Smart  Access Gateway, use the
following table to obtain the DTS IP ranges (CIDR blocks) for your selected region:

Not e Not e When DTS adds new servers, your user-created database may become inaccessible if
you do not update the whitelist  sett ings in a t imely manner. To avoid this issue, we recommend
that you whitelist  the 100.104.0.0/16 IP range for all user-created databases that are reachable
from an internal network.

Region IP range

China (Hangzhou)

100.104.52.0/24,100.104.61.128/26,100.104.244.64/
26,100.104.216.192/26,100.104.85.0/26,100.104.221.
128/26,100.104.2.0/26,100.104.251.192/26,100.104.
159.64/26,100.104.216.128/26

China (Shanghai)
100.104.205.0/24,100.104.226.128/26,100.104.149.6
4/26,100.104.241.128/26,100.104.177.128/26,100.10
4.203.192/26

China (Qingdao)
100.104.72.0/24,100.104.35.192/26,100.104.12.0/26,
100.104.111.0/26

China (Beijing)
100.104.183.0/24,100.104.236.128/26,100.104.227.1
92/26,100.104.128.192/26,100.104.11.64/26,100.104
.84.128/26,100.104.200.64/26

China (Zhangjiakou)
100.104.175.0/24,100.104.249.0/26,100.104.180.192
/26

China (Hohhot) 100.104.72.0/24

China (Shenzhen)
100.104.75.64/26,100.104.235.192/26,100.104.205.0
/24,100.104.41.64/26,100.104.171.128/26

China (Guangzhou)
100.104.132.64/26,100.104.240.128/26,100.104.122.
128/26,100.104.233.0/26

China (Chengdu)
100.104.76.192/26,100.104.145.64/26,100.104.235.1
92/26,100.104.127.0/26

China (Hong Kong)
100.104.233.0/24,100.104.177.192/26,100.104.158.1
92/26,100.104.180.192/26

Net work Set up··Whit elist  DTS IP rang
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Singapore
100.104.188.0/24,100.104.207.128/26,100.104.12.0/
26,100.104.179.64/26,100.104.12.0/26,10.88.51.0/24

Australia (Sydney) 100.104.233.0/24,100.104.3.128/26

Malaysia (Kuala Lumpur)
100.104.5.0/24,100.104.36.0/26,100.104.234.192/26,
100.104.76.192/26

Indonesia (Jakarta) 100.104.175.0/24,100.104.35.192/26

Philippines (Manila)
100.104.153.64/26,100.104.76.192/26,100.104.246.1
92/26

Thailand 100.104.150.192/26

India (Mumbai) 100.104.8.0/24,100.104.127.0/26

Japan (Tokyo)
100.104.112.0/24,100.104.117.192/26,100.104.12.0/
26,100.104.166.64/26

US (Silicon Valley)
100.104.175.0/24,100.104.48.128/26,100.104.166.64
/26,100.104.108.128/26

US (Virginia)
100.104.233.0/24,100.104.240.128/26,100.104.132.6
4/26,100.104.177.192/26,100.104.12.0/26,100.104.1
11.0/26

Germany (Frankfurt) 100.104.5.0/24,100.104.193.128/26

UK (London) 100.104.133.64/26,100.104.207.128/26

UAE (Dubai) 100.104.205.0/24

South Korea (Seoul)
100.104.119.128/26,100.104.153.64/26,100.104.76.1
92/26,100.104.246.192/26,100.104.106.192/26,100.1
04.210.128/26

SAU (Riyadh)
100.104.76.192/26,100.104.210.128/26,100.104.48.1
28/26,100.104.69.0/26,100.104.87.192/26,100.104.1
45.64/26

Region IP range

Whitelist  the IP rangeWhitelist  the IP range
After obtaining the IP range, you need to whitelist  the IP range in the security sett ings of your user-
created database system. The actual procedure may vary, depending on your system deployment. For
example, if  your database is deployed behind a firewall, you need to configure the security rules to
allow the DTS IP range to access your database server. If  your database is deployed on a virtual
machine offered by a third-party vendor, you need to configure the security groups to allow the DTS IP
range to access your virtual machine.

Dat a Transmission Service Net work Set up··Whit elist  DTS IP rang
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You can use VPN Gateway, Express Connect, or Smart  Access Gateway to connect your on-premises
networks to a virtual private cloud (VPC) in Alibaba Cloud.

OverviewOverview
Enterprises may leverage cloud services as an extension to their on-premises infrastructure. To allow
on-cloud and off-cloud workloads to operate seamlessly together, you must enable your on-premises
facilit ies and Alibaba Cloud infrastructure to communicate over a private network. To help you achieve
this goal, Alibaba Cloud offers mult iple private networking options, including VPN Gateway, Express
Connect, Smart  Access Gateway, and Cloud Enterprise Network (CEN).

SolutionsSolutions

Solution Description

3.Connect your on-premises3.Connect your on-premises
networks to Alibaba Cloudnetworks to Alibaba Cloud

Net work Set up··Connect  your on-pre
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VPN Gateway

You can use VPN Gateway to create a VPN over IPsec tunnel between your VPCs
and on-premises facilit ies. VPN Gateway runs on servers with primary/secondary
redundancy. If the primary server fails, the tunneling workloads are switched
over to a secondary server within seconds.

VPN tunnels are based on Internet communications. The transmission
performance of a VPN tunnel depends on the Internet speed. Therefore, VPN
Gateway is an ideal option for latency-insensit ive tasks.

For more information, see 建立VPC到本地数据中心的连接.

Express Connect

You can connect your on-premises networks to Alibaba Cloud access points over
a leased line provided by a third-party service provider. You can apply for a
circuit  in the Express Connect console.

An Express Connect circuit  provides fast and stable connectivity between your
on-premises network and Alibaba Cloud networks. Therefore, Express Connect is
an ideal option for latency-sensit ive tasks.

For more information about how to deploy Express Connect circuits, see
Overview of access solutions.

Redundant Express
Connect circuits

You can use redundant Express Connect circuits to connect your on-premises
networks into Alibaba Cloud VPCs. You can provision up to four Express Connect
circuits that work in equal-cost multi-path routing (ECMP) mode.

For more information, see Establish active/standby connections between a data
center and Alibaba Cloud and Establish active/active connections between a
data center and Alibaba Cloud.

Smart Access Gateway

Smart Access Gateway provides an easy-to-deploy but highly secure connection
between your on-premises networks and Alibaba Cloud VPCs. You can establish
an encrypted connection to the nearest VPC based on Internet communications.
Smart Access Gateway is an ideal option for connecting multiple branch sites
into Alibaba Cloud with affordable costs and minimal deployment efforts.

For more information, see Connect private networks outside the Chinese
mainland to Alibaba Cloud

Smart Access Gateway
as a backup

You can use Smart Access Gateway as a backup if you already have an Express
Connect circuit  that connects your on-premises network to Alibaba Cloud
networks.

Solution Description

Dat a Transmission Service Net work Set up··Connect  your on-pre
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This topic describes how to connect an on-premises database or a database that is hosted on a third-
party cloud to Alibaba Cloud by using Database Gateway. Then, you can specify the connected
database as the source or target in your tasks of data migration, data synchronization, or change
tracking.

PrerequisitesPrerequisites
An AccessKey pair is created. The AccessKey pair consists of an AccessKey ID and AccessKey secret. For
more information, see Create an AccessKey pair.

ContextContext
Database Gateway helps you connect your non-Alibaba Cloud databases to Alibaba Cloud. This option
is more affordable than other networking solut ions, such as Express Connect and Cloud Enterprise
Network. This service works with either an on-premises database or a database that is hosted on a
third-party cloud. For more information about the design concept of Database Gateway, see How it
works.

PrecautionsPrecautions
Database Gateway is in public preview and is available only in the following regions:

China (Hangzhou)

Singapore

Indonesia (Jakarta)

UK (London)

US (Virginia)

BillingBilling
Database Gateway incurs no fees while it  is in public preview.

ProcedureProcedure
1. Log on to the Database Gateway console.

Not e Not e You are prompted to act ivate the service the first  t ime that you log on to the
Database Gateway console. On the Enable ServiceEnable Service page, select  the check box to confirm that
you agree to the Terms of Service, and then click Enable NowEnable Now.

2. Click Creat e Gat ewayCreat e Gat eway.

3. In the Create Gateway dialog box, enter the name and descript ion of the database gateway, and
then click Next  st epNext  st ep.

4. Download the gateway program.

4.Connect a non-Alibaba Cloud4.Connect a non-Alibaba Cloud
database to Alibaba Clouddatabase to Alibaba Cloud
Database GatewayDatabase Gateway

Net work Set up··Connect  a non-Aliba
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Not ice Not ice The server that runs the gateway program must meet the following
requirements:

Performance: 1 CPU core, 1 GB memory

Software environment: JRE 1.7 or later. We recommend that you use a 64-bit  operating
system.

Network:

The server can connect to the target database. You can minimize the network
latency by placing the server and the database in the same internal network.

The server can access the Internet. The service port  of the server does not need
to be accessible over the Internet. For an optimal transmission rate, make sure
that the outbound bandwidth is 10 Mbit/s or higher.

i. In the Creat e Gat ewayCreat e Gat eway dialog box, download the gateway program for the target operating
system.

ii. Copy the downloaded installat ion file to the server where you want to deploy the gateway
program, and decompress the file.

5. Start  the gateway program.

i. Log on to the server where the gateway program is deployed, and go to the directory where
the gateway program is decompressed.

ii. Select  one of the following methods to start  the gateway program, depending on your
operating system:

For Linux or Mac, run the  bin/start.bat  command.

For Windows, double-click the db_agent.bat file in the bin directory.

Dat a Transmission Service
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iii. Enter the AccessKey ID and AccessKey secret.

iv. After the verificat ion is successful, return to the Database Gateway console and click NextNext
st epst ep to obtain a random verificat ion code.

v. Enter the verificat ion code in the CLI of the gateway program and press the Enter key. Wait
until the connection is established.

6. Add a database.

Not e Not e You can repeat this step to add mult iple databases.

i. Return to the Database Gateway console and click Add dat abaseAdd dat abase.

Net work Set up··Connect  a non-Aliba
ba Cloud dat abase t o Alibaba Cloud
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ii. In the dialog box that appears, enter the address and port  number of the database server,
enter a descript ion for the server connection, and then click OKOK. The address must be
reachable from the server that is running the gateway program. If  the gateway program is
running on the same server as the database server, set  the address to 127.0.0.1.

What's nextWhat's next
You can select  the database that is connected over Database Gateway as either the source database
or target database when you create a task. To do this, select  Dat abase wit hout  public IP:PortDat abase wit hout  public IP:Port
(Accessed t hrough dat abase gat eway)(Accessed t hrough dat abase gat eway) as the instance type, and then select  the database
address from the drop-down list .

Not e Not e If  you select  Dat abase wit hout  public IP:Port  (Accessed t hrough dat abaseDat abase wit hout  public IP:Port  (Accessed t hrough dat abase
gat eway)gat eway) as the instance type when you configure data migration, the source and target
instances must reside in the same region.

Dat a Transmission Service
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VPN Gateway allows you to connect on-premises data centers, corporate networks, individual clients to
Alibaba Cloud Virtual Private Cloud (VPC) networks through encrypted tunnels. This topic describes how
to connect an on-premises data center to a VPC by using an IPsec-VPN tunnel.

PrerequisitesPrerequisites
The gateway device that you use to connect to Alibaba Cloud supports the standard IKEv1 and IKEv2
protocols. In this example, IKEv2 must be supported because mult iple subnets are configured.
Compatible devices include certain models manufactured by Hillstone, Sangfor, Cisco ASA, Juniper,
SonicWall, Nokia, IBM, and Ixia.

The gateway device has a stat ic public IP address assigned.

The IP address ranges of the on-premises network do not overlap the IP address ranges of the VPC.

ContextContext

You can select  User-creat ed dat abase connect ed over Express Connect , VPN Gat eway, orUser-creat ed dat abase connect ed over Express Connect , VPN Gat eway, or
Smart  Access Gat ewaySmart  Access Gat eway when you create a replicat ion task in data migration, data synchronization, or
change tracking mode, and then enter the private IP address of your on-premises database.

PrecautionsPrecautions
If  you have already connected your on-premises networks to Alibaba Cloud, you can skip the steps of
VPN tunnel setup. However, you need to whitelist  DTS servers in your VPN sett ings and create several
stat ic routes. To do this, follow these steps:

1. Add the CIDR blocks of DTS servers to the IPsec-VPN connection. For more information, see Modify
an IPsec-VPN connection.

Not e Not e Click +  Add CIDR Block+  Add CIDR Block and enter the CIDR blocks of DTS servers for the
corresponding region. For more information, see Add the CIDR blocks of DTS servers to the
security sett ings of on-premises databases.

5.Connect your on-premises5.Connect your on-premises
networks to Alibaba Cloud overnetworks to Alibaba Cloud over
an IPsec-VPN tunnelan IPsec-VPN tunnel

Net work Set up··Connect  your on-pre
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2. Configure stat ic routes on your customer gateway. For more information, see Step 4: Configure an
IPsec-VPN connection and a stat ic route on the on-premises gateway.

BillingBilling
VPN Gateway is a paid service. For more information, see Pay-as-you-go.

Step 1: Create a VPN gatewayStep 1: Create a VPN gateway
1. Log on to the VPC console.

2. In the upper-left  corner of the page, select  a region.

3. In the left-side navigation pane, click Int erconnect ionsInt erconnect ions >  > VPNVPN >  > VPN Gat ewaysVPN Gat eways.

4. On the VPN Gat ewaysVPN Gat eways page, click Creat e VPN Gat ewayCreat e VPN Gat eway.

5. Complete the VPN gateway sett ings as follows:

NameName: Enter a name for the VPN gateway.

RegionRegion:Select  the region where you want to deploy the VPN gateway.

Not e Not e Make sure that the VPC and the VPN gateway are deployed in the same region.

VPCVPC:Select  the VPC to be associated with the VPN gateway.

Specif y vSwit chSpecif y vSwit ch: Specify whether to create the VPN gateway in a vSwitch of the VPC. In this
example, NoNo is selected.

If  you select  YesYes, you must also specify a vSwit chvSwit ch.

Peak Bandwidt hPeak Bandwidt h: Select  a maximum bandwidth value for the VPN gateway. Unit: Mbit/s.

T raf f icT raf f ic: By default , the VPN gateway uses the pay-by-data-transfer billing method.

IPsec-VPNIPsec-VPN: Specify whether to enable IPsec-VPN for the VPN gateway. In this example, EnableEnable
is selected.

SSL-VPNSSL-VPN: Specify whether to enable SSL-VPN. In this example, DisableDisable is selected.

Durat ionDurat ion: By default , the VPN gateway is billed on an hourly basis.

6. Click Buy NowBuy Now and follow the instruct ions to complete the payment.

Step 2: Create a customer gatewayStep 2: Create a customer gateway
1. Log on to the VPC console.

2. In the upper-left  corner of the page, select  the region where the VPN gateway resides.

3. In the left-side navigation pane, click Int erconnect ionsInt erconnect ions >  > VPNVPN >  > Cust omer Gat ewaysCust omer Gat eways.

4. Click Creat e Cust omer Gat ewayCreat e Cust omer Gat eway.

5. Complete the customer gateway sett ings as follows:

Parameter Description

NameName Enter a name for the customer gateway.

IP AddressIP Address
Enter the static public IP address of the gateway device of the on-premises data
center.

Dat a Transmission Service
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ASNASN
Enter the autonomous system number (ASN) of the gateway device in the data
center.

Descript ionDescript ion
The description must be 2 to 256 characters in length and cannot start with  http
://  or  https:// .

Parameter Description

6. Click OKOK.

Step 3: Create an IPsec-VPN connection and configure a routeStep 3: Create an IPsec-VPN connection and configure a route
1. Log on to the VPC console.

2. In the upper-left  corner of the page, select  the region to which the VPN gateway belongs.

3. In the left-side navigation pane, click Int erconnect ionsInt erconnect ions >  > VPNVPN >  > IPsec Connect ionsIPsec Connect ions.

4. Click Creat e IPsec Connect ionCreat e IPsec Connect ion.

5. In the Creat e IPsec Connect ionCreat e IPsec Connect ion pane, complete the sett ings as follows:

Parameter Description

NameName

Enter a name for the IPsec-VPN connection.

The name must be 2 to 128 characters in length and can contain digits,
hyphens (-), and underscores (_). It  must start with a letter.

VPN Gat ewayVPN Gat eway
Select the standard VPN gateway to be connected through the IPsec-VPN
connection.

Cust omer Gat ewayCust omer Gat eway
Select the customer gateway to be connected through the IPsec-VPN
connection.

Net work Set up··Connect  your on-pre
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Rout ing ModeRout ing Mode

Select a routing mode. Default value: Dest inat ion Rout ing ModeDest inat ion Rout ing Mode.

Dest inat ion Rout ing ModeDest inat ion Rout ing Mode: forwards traffic to specified destination IP
addresses.

After you create an IPsec-VPN connection, you must add destination-
based routes to the route table of the VPN gateway.

Prot ect ed Dat a FlowsProt ect ed Dat a Flows : forwards traffic based on source and
destination IP addresses.

If you select Prot ect ed Dat a FlowsProt ect ed Dat a Flows  when you create an IPsec-VPN
connection, you must configure Local Net workLocal Net work and Remot e Net workRemot e Net work.
After you complete the configurations, the system automatically adds
policy-based routes to the route table of the VPN gateway.

After the system adds policy-based routes to the route table of the VPN
gateway, the routes are not advertised by default. You must manually
advertise the routes to the VPC.

Not eNot e

If you use an earlier version of VPN Gateway, you do not need to
select a routing mode. After you create an IPsec-VPN connection,
you must manually add destination-based routes or policy-
based routes to the VPN gateway.

Do not create a route that meets the following conditions: The
destination CIDR block is 100.64.0.0/10 or one of its subnets. The
next hop is an IPsec-VPN connection. If you create such a route,
one of the following errors occurs: The status of the IPsec-VPN
connection cannot be displayed in the console. The negotiations
of the IPsec-VPN connection fail.

Local Net workLocal Net work

Enter the CIDR block on the VPC side. The CIDR block is used in Phase 2
negotiations.

Click  next to the field to add multiple CIDR blocks on the VPC side.

Not e Not e You can add multiple CIDR blocks only if IKEv2 is used.

Parameter Description
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Remot e Net workRemot e Net work

Enter the CIDR block on the data center side. This CIDR block is used in Phase
2 negotiations.

Click  next to the field to add multiple CIDR blocks on the data center side.

Not e Not e You can add multiple CIDR blocks only if IKEv2 is used.

Ef f ect iveEf f ect ive
Immediat elyImmediat ely

Specify whether to immediately start negotiations.

YesYes : starts connection negotiations after the configuration is completed.

NoNo : starts negotiations when inbound traffic is detected.

Pre-Shared KeyPre-Shared Key

Enter the pre-shared key that is used for identity authentication between the
VPN gateway and the data center. The key must be 1 to 100 characters in
length.

If you do not specify a pre-shared key, the system randomly generates a 16-
bit  string as the pre-shared key. After you create an IPsec-VPN connection,
you can click EditEdit  to view the pre-shared key that is generated by the
system.

Not ice Not ice The pre-shared key of the IPsec-VPN connection must be
the same as the authentication key of the data center. Otherwise, you
cannot establish a connection between the data center and the VPN
gateway.

Advanced Conf igurat ion:  IKE Conf igurat ionsAdvanced Conf igurat ion:  IKE Conf igurat ions

VersionVersion

Select an IKE version.

ikev1ikev1

ikev2ikev2

IKEv1 and IKEv2 are supported. Compared with IKEv1, IKEv2 simplifies the SA
negotiation process and provides better support for scenarios in which
multiple CIDR blocks are used. We recommend that you select IKEv2.

Negot iat ion ModeNegot iat ion Mode

Select a negotiation mode.

mainmain: This mode offers higher security during negotiations.

aggressiveaggressive: This mode is faster and has a higher success rate.

Connections negotiated in both modes ensure the same level of security for
data transmission.

Encrypt ionEncrypt ion
Algorit hmAlgorit hm

Select the encryption algorithm that is used in Phase 1 negotiations.
Supported algorithms are aesaes , aes192aes192, aes256aes256, desdes , and 3des3des .

Aut hent icat ionAut hent icat ion
Algorit hmAlgorit hm

Select the authentication algorithm that is used in Phase 1 negotiations.
Supported algorithms are sha1sha1, md5md5, sha256sha256, sha384sha384, and sha512sha512.

Parameter Description
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DH GroupDH Group

Select the DH key exchange algorithm that is used in Phase 1 negotiations.
The following DH groups are supported:

group1group1: DH group 1

group2group2: DH group 2

group5group5: DH group 5

group14group14: DH group 14

SA Lif e CycleSA Lif e Cycle
(seconds)(seconds)

Specify the lifecycle of the SA after Phase 1 negotiations succeed. Unit:
seconds. Default value: 8640086400. Valid values: 0 t o 864000 t o 86400.

LocalIdLocalId

Specify the identifier of the VPN gateway that is used in Phase 1
negotiations. The default value is the public IP address of the VPN gateway.
If you set LocalId to a fully qualified domain name (FQDN), we recommend
that you set Negotiation Mode to aggressiveaggressive.

Remot eIdRemot eId

Specify the identifier of the customer gateway that is used in Phase 1
negotiations. The default value is the public IP address of the customer
gateway. If you set RemoteId to an FQDN, we recommend that you set
Negotiation Mode to aggressiveaggressive.

Advanced Conf igurat ion:  IPSec Conf igurat ionsAdvanced Conf igurat ion:  IPSec Conf igurat ions

Encrypt ionEncrypt ion
Algorit hmAlgorit hm

Select the encryption algorithm that is used in Phase 2 negotiations.
Supported algorithms are aesaes , aes192aes192, aes256aes256, desdes , and 3des3des .

Aut hent icat ionAut hent icat ion
Algorit hmAlgorit hm

Select the authentication algorithm that is used in Phase 2 negotiations.
Supported algorithms are sha1sha1, md5md5, sha256sha256, sha384sha384, and sha512sha512.

DH GroupDH Group

Select the DH key exchange algorithm that is used in Phase 2 negotiations.
Standard VPN gateways support the following values:

disableddisabled: does not use a DH key exchange algorithm.

For clients that do not support perfect forward secrecy (PFS), select
disableddisabled.

If you select a value other than disableddisabled, the PFS feature is enabled by
default, which requires a key update for every renegotiation. Therefore,
you must also enable PFS for the client.

group1group1: DH group 1

group2group2: DH group 2

group5group5: DH group 5

group14group14: DH group 14

SA Lif e CycleSA Lif e Cycle
(seconds)(seconds)

Specify the lifecycle of the SA after Phase 2 negotiations succeed. Unit:
seconds. Default value: 8640086400. Valid values: 0 t o 864000 t o 86400.

DPDDPD
Specify whether to enable the DPD feature. This feature is enabled by
default.

Parameter Description
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NAT  T raversalNAT  T raversal
Specify whether to enable the NAT traversal feature. This feature is enabled
by default.

BGP Conf igurat ionBGP Conf igurat ion

T unnel CIDR BlockT unnel CIDR Block

Enter the CIDR block of the IPsec tunnel.

The CIDR block must fall within 169.254.0.0/16. The subnet mask of the CIDR
block must be 30 bits in length.

Local BGP IPLocal BGP IP
addressaddress

Enter the BGP IP address on the VPC side.

This IP address must fall within the CIDR block of the IPsec tunnel.

Not e Not e Make sure that the BGP IP addresses on the VPC side and on
the data center side do not conflict  with each other.

Local ASNLocal ASN

Enter the autonomous system number (ASN) on the VPC side. Valid values: 11
t o 4294967295t o 4294967295. Default value: 4510445104.

Not e Not e We recommend that you use a private ASN to establish a
connection with Alibaba Cloud over BGP. Refer to the relevant
documentation for the valid range of a private ASN.

Healt h CheckHealt h Check

Dest inat ion IPDest inat ion IP
Enter the IP address on the data center side that the VPC can communicate
with through the IPsec-VPN connection.

Source IPSource IP
Enter the IP address on the VPC side that the data center can communicate
with through the IPsec-VPN connection.

Ret ry Int ervalRet ry Int erval Specify the interval between two consecutive health checks. Unit: seconds.

Number of  Ret riesNumber of  Ret ries Specify the maximum number of health check retries.

Parameter Description

6. Click OKOK.

7. In the success message, click OKOK to configure routing for the VPN gateway.

8. The VPN Gat ewayVPN Gat eway page appears. On the Dest inat ion-based Rout ingDest inat ion-based Rout ing tab, click Add Rout eAdd Rout e
Ent ryEnt ry.

9. In the Add Rout e Ent ryAdd Rout e Ent ry pane, complete the sett ings as follows.

Setting Description

Dest inat ionDest inat ion
CIDR blockCIDR block

Enter the private CIDR block of the on-premises network. In this example, enter
192.168.10.0/24.

Next  Hop T ypeNext  Hop T ype Select IPsec Connect ionIPsec Connect ion.
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Next  HopNext  Hop Select the IPsec-VPN connection that you create.

Publish t o VPCPublish t o VPC

Specify whether to publish the new route entry to the VPC routing table.

YesYes (recommended): publish the new route entry to the VPC routing table.

NoNo : do not publish the new route entry to the VPC routing table.

Not e Not e If you select No, you must publish the route entry to the
destination-based routing table after you add the destination-based route
entry.

WeightWeight

Select a weight:

100100: The highest weight

00: The lowest weight

Not e Not e If two static routes are based on the same destination CIDR block,
you cannot set the weight of both route entries to 100.

Setting Description

Step 4: Configure an IPsec-VPN connection and a static route on theStep 4: Configure an IPsec-VPN connection and a static route on the
on-premises gatewayon-premises gateway

1. Log on to the VPC console.

2. In the upper-left  corner of the page, select  the region where the VPN gateway resides.

3. In the left-side navigation pane, click Int erconnect ionsInt erconnect ions >  > VPNVPN >  > IPsec Connect ionsIPsec Connect ions.

4. Find the target IPsec-VPN connection and choose  >  > Download Conf igurat ionDownload Conf igurat ion in the Act ionsAct ions

column.

5. In the IPsec Connect ion Conf igurat ionIPsec Connect ion Conf igurat ion pane, the JSON notation of the peer configuration is
displayed. Add the peer configuration to the on-premises gateway device. The configurations vary
depending on the device manufacturer and model.
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6. Add a stat ic route entry to the on-premises gateway device. The dest ination addresses are the
CIDR blocks of DTS servers for the corresponding region. For more information, see Add the CIDR
blocks of DTS servers to the security settings of on-premises databases. The next  hop is the new IPsec-
VPN tunnel interface.
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