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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yle  Descript ion  Example

 Danger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:

Resetting will result  in the loss of user
configuration data.

 Warning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ings   > Net work > Set  net work 
t ype .

Bold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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The data migration mode migrates data between data stores. This mode is typically used for one-t ime
migrations that require minimized downtimes. The data migration mode also provides transform, and
load (ETL) features such as object  name mapping and data filtering. The data migration mode allows
you to migrate either into or out of Alibaba Cloud.

Not e   For more information about the supported sources and targets, see Supported sources
and targets

Scenario Source database Topics

Migrate data from a user-
created database to
Alibaba Cloud

MySQL

Migrate data from a user-created MySQL database to
an ApsaraDB RDS for MySQL instance

Migrate data from a user-created MySQL database
connected over Express Connect, VPN Gateway, or
Smart Access Gateway to an ApsaraDB RDS for MySQL
database

Migrate data from a user-created MySQL database
connected over Express Connect, VPN Gateway, or
Smart Access Gateway to an ApsaraDB RDS for MySQL
instance across Alibaba Cloud accounts

Migrate data from a user-created MySQL database to
an Apsara PolarDB for MySQL cluster

Migrate data from a user-created MySQL database to a
DRDS instance

SQL Server

Migrate incremental data from a user-created SQL
Server database to an ApsaraDB RDS for SQL Server
instance

Migrate full data from a user-created SQL Server
database to ApsaraDB RDS for SQL Server

Oracle

Migrate data from a user-created Oracle database to
an ApsaraDB RDS for MySQL instance

Migrate data from a user-created Oracle database to a
DRDS instance

Migrate data from a user-created Oracle database to
an ApsaraDB RDS for PPAS instance

Migrate data from a user-created Oracle database to a
PolarDB cluster compatible with Oracle

Migrate incremental data from a user-created
PostgreSQL database (version 10.1 to 12) to an
ApsaraDB RDS for PostgreSQL instance

1.Data migration procedure list
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PostgreSQL
Migrate incremental data from a user-created
PostgreSQL database (version 9.4 to 10.0) to an
ApsaraDB RDS for PostgreSQL instance

Migrate full data from a user-created PostgreSQL
database to an ApsaraDB RDS for PostgreSQL instance

Redis
Migrate data from a user-created Redis database to an
ApsaraDB for Redis instance

MongoDB

Migrate user-created standalone MongoDB databases
to Alibaba Cloud by using DTS

Migrate the replica set of a user-created MongoDB
database to ApsaraDB for MongoDB by using DTS

Migrate the user-created sharded MongoDB database
to ApsaraDB for MongoDB by using DTS

TiDB

Migrate incremental data from a user-created T iDB
database to an ApsaraDB RDS for MySQL instance

Migrate full data from a user-created T iDB database to
an ApsaraDB RDS for MySQL instance

Db2
Migrate data from a user-created Db2 database to an
ApsaraDB RDS for MySQL instance

Migrate data from a third-
party cloud to Alibaba
Cloud

Amazon RDS

Migrate data from an Amazon RDS for MySQL instance
to an ApsaraDB RDS for MySQL instance

Migrate data from an Amazon RDS for Oracle database
to an ApsaraDB RDS for MySQL database

Migrate full data from an Amazon RDS for Oracle
database to an ApsaraDB RDS for PPAS database

Migrate full data from an Amazon RDS for PostgreSQL
database to an ApsaraDB RDS for PostgreSQL database

Amazon Aurora

Migrate data from an Amazon Aurora MySQL database
to an ApsaraDB RDS for MySQL database

Migrate data from an Amazon Aurora MySQL database
to a PolarDB for MySQL database

Migrate full data from an Amazon Aurora PostgreSQL
database to an ApsaraDB RDS for PostgreSQL database

Amazon RDS for
SQL Server

Migrate full data from an Amazon RDS for SQL Server
database to an ApsaraDB RDS for SQL Server database

Scenario Source database Topics

Dat a Migrat ion·Dat a migrat ion proc
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Migrate data between the
same Alibaba Cloud
account

RDS instance Migrate data between RDS instances

ApsaraDB RDS for
MySQL instance

Migrate data from an ApsaraDB RDS for MySQL instance
to an Apsara PolarDB for MySQL cluster

ApsaraDB RDS for
MariaDB TX
instance

Migrate data from an ApsaraDB RDS for MariaDB TX
instance to an ApsaraDB RDS for MySQL instance

Apsara PolarDB for
MySQL cluster

Migrate data between Apsara PolarDB for MySQL
clusters

Migrate data from an Apsara PolarDB for MySQL cluster
to an ApsaraDB RDS for MySQL instance

ApsaraDB for
MongoDB instance

Migrate data from a standalone MongoDB instance to a
replica set or sharded cluster instance

Migrate data from a replica set MongoDB instance to a
sharded cluster instance

Migrate the data of an ApsaraDB for MongoDB instance
across regions

Migrate data across
Alibaba Cloud accounts

ApsaraDB for RDS
instance

Migrate data between RDS instances across Alibaba
Cloud accounts

ApsaraDB for
PolarDB cluster

Migrate data between Apsara PolarDB for MySQL
clusters across Alibaba Cloud accounts

ApsaraDB for
MongoDB instance

Migrate data between ApsaraDB for MongoDB
instances created by different Alibaba Cloud accounts

Migrate data from Alibaba
Cloud to a user-created
database

ApsaraDB RDS for
MySQL instance

Migrate data from an ApsaraDB RDS for MySQL
database to a user-created MySQL database

ApsaraDB RDS for
SQL Server
instance

Migrate incremental data from an ApsaraDB RDS for
SQL Server database to a user-created SQL Server
database

Apsara PolarDB for
MySQL

Migrate data from an Apsara PolarDB for MySQL cluster
to a user-created MySQL database

Migrate data between
user-created databases

Oracle Migrate data between user-created Oracle databases

Scenario Source database Topics
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For a heterogeneous migration, Data Transmission Service converts columns to data types supported
by the target database engine. The following tables list  the mappings of source and target types for
supported migration paths.

TiDB-to-MySQL
Source: a user-created TiDB database

T arget  : a user-created MySQL database, an ApsaraDB RDS for MySQL database, or an ApsaraDB for
PolarDB database

T iDB data type MySQL data type

BIGINT BIGINT

BINARY BINARY

BIT BIT

BOOL\ BOOLEAN TINYINT

CHAR CHAR

DATE DATE

DATETIME DATETIME

DECIMAL DECIMAL

DOUBLE DOUBLE

ENUM ENUM

FLOAT FLOAT

INT INT

INTEGER INTEGER

JSON JSON

MEDIUMBLOB/LONGBLOB
TINYBLOB/BLOB/

MEDIUMBLOB/LONGBLOB
TINYBLOB/BLOB/

MEDIUMINT MEDIUMINT

SET SET

SMALLINT SMALLINT

2.ETL features
2.1. Data type conversion

Dat a Migrat ion·ETL feat ures Dat a Transmission Service
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TEXT/LONGTEXT TEXT/LONGTEXT

TIME TIME

TIMESTAMP TIMESTAMP

TINYINT TINYINT

VARBINARY VARBINARY

VARCHAR VARCHAR

YEAR YEAR

TiDB data type MySQL data type

Oracle-to-MySQL
Source: a user-created Oracle database

T arget  : a user-created MySQL database, an ApsaraDB RDS for MySQL database, or an ApsaraDB for
PolarDB database

Oracle data type MySQL data type

varchar2(n [char/byte]) varchar(n)

nvarchar2[(n)] national varchar[(n)]

char[(n [byte/char])] char[(n)]

nchar[(n)] national char[(n)]

number[(p[,s])] decimal[(p[,s])]

float(p)] double

long longtext

date datetime

binary_float decimal(65,8)

binary_double double

timestamp[(fractional_seconds_precision)] datetime[(fractional_seconds_precision)]

t imestamp[(fractional_seconds_precision)]with
localtimezone

datetime[(fractional_seconds_precision)]

t imestamp[(fractional_seconds_precision)]with
localtimezone

datetime[(fractional_seconds_precision)]

clob longtext

Dat a Transmission Service Dat a Migrat ion·ETL feat ures
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nclob longtext

blob longblob

raw varbinary(2000)

long raw longblob

bfile Not supported

interval year(year_precision) to month Not supported

interval day(day_precision)to
second[(fractional_seconds_precision)]

Not supported

Oracle data type MySQL data type

Not e

A CHAR column with a length greater than 255 bytes is converted to the varchar(n) type.

Data types such as BFILE, INTERVAL YEAR TO MONTH, and INTERVAL DAY TO SECOND in Oracle
databases are not supported in MySQL databases. They cannot be converted to data types
supported by the dest ination database during schema migration.
The schema migration fails if  the table to be migrated contains unsupported data types.
You must make sure that these unsupported columns are excluded from the objects to be
migrated.

The TIMESTAMP WITH TIME ZONE and TIMESTAMP WITH LOCAL TIME ZONE data types in
Oracle databases contain t ime zone information. However, the t imestamp data type of
MySQL databases does not contain t ime zone information. Therefore, DTS translates the
time values of these data types into UTC t ime before transferring them to the target
database.

Oracle-to-DRDS
Source: a user-created Oracle database

T arget  : a database created on a DRDS instance

Oracle data type DRDS data type

varchar2(n [char/byte]) varchar(n)

nvarchar2[(n)] national varchar[(n)]

char[(n [byte/char])] char[(n)]

nchar[(n)] national char[(n)]

number[(p[,s])] decimal[(p[,s])]

float(p)] double

Dat a Migrat ion·ETL feat ures Dat a Transmission Service
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long longtext

date datetime

binary_float decimal(65,8)

binary_double double

timestamp[(fractional_seconds_precision)] datetime[(fractional_seconds_precision)]

t imestamp[(fractional_seconds_precision)]with
localtimezone

datetime[(fractional_seconds_precision)]

t imestamp[(fractional_seconds_precision)]with
localtimezone

datetime[(fractional_seconds_precision)]

clob longtext

nclob longtext

blob longblob

raw varbinary(2000)

long raw longblob

bfile Not supported

interval year(year_precision) to month Not supported

interval day(day_precision)to
second[(fractional_seconds_precision)]

Not supported

Oracle data type DRDS data type

Not e

A CHAR column with a length greater than 255 bytes is converted to the VARCHAR(n) type in
the DRDS database.

The TIMESTAMP WITH TIME ZONE and TIMESTAMP WITH LOCAL TIME ZONE types in Oracle
databases contain t ime zone information. However, the t imestamp data type of DRDS
databases does not contain the t ime zone information. Therefore, DTS translates the t ime
values of these data types into UTC t ime before transferring them to the target database.

Oracle-to-PPAS
Source: a user-created Oracle database

T arget  : an ApsaraDB RDS for PPAS database

Oracle data type PPAS data type

varchar2(n [char/byte]) varchar2[(n)]
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nvarchar2[(n)] nvarchar2[(n)]

char[(n [byte/char])] char[(n)]

nchar[(n)] nchar[(n)]

number[(p[,s])] number[(p[,s])]

float(p)] double precision

long long

date date

binary_float real

binary_double double precision

timestamp[(fractional_seconds_precision)] t imestamp[(fractional_seconds_precision)]

t imestamp[(fractional_seconds_precision)]with
time zone

timestamp[(fractional_seconds_precision)]with t ime
zone

timestamp[(fractional_seconds_precision)]with
local t ime zone

timestamp[(fractional_seconds_precision)]with t ime
zone

clob clob

nclob nclob

blob blob

raw raw(size)

long raw long raw

bfile Not supported

interval year(year_precision) to month interval year to month

interval day(day_precision) to
second[(fractional_seconds_precision)]

interval day to second[(fractional_seconds_precision)]

Oracle data type PPAS data type

Not e   The TIMESTAMP [(fract ional_seconds_precision)] WITH LOCAL TIME ZONE data type in
Oracle databases is not supported in ApsaraDB RDS for PPAS databases. DTS translates the t ime
values of these data types into UTC t ime before storing them as the TIMESTAMP
[(fract ional_seconds_precision)] WITH TIME ZONE data type of the target instance.

2.2. Object name mapping
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Data Transmission Service (DTS) allows you to configure name mappings between source and target
columns, tables, or databases that have different names. You can either define one-to-one mappings
for individual objects or specify renaming rules to rename mult iple objects at  a t ime.

Limits
MongoDB supports only database name mapping and table name mapping.

Configure name mappings for individual databases, tables, and
columns

1. Create a data migration task.

2. In the Conf igure Migrat ion T ypes and Object s     step, select  the required objects into the
Select ed  list , move the pointer over a database or table, and then click Edit  next  to the object.

3. In the dialog box that appears, specify a name for the object  in the target instance.

Not e

If the source or target database is a user-created MySQL database, ApsaraDB RDS for
MySQL, or Apsara PolarDB for MySQL, you can specify the data definit ion language (DDL)
and data manipulation language (DML) operations that you want to replicate to the
target database.

If  different sets of operations are selected for database name mapping and table name
mapping, the operations that are selected for table name mapping take precedence.

Database name mapping
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In the Edit  Dat abase Name   dialog box, enter the database name that you want to use in the
target database system.

Table name mapping
In the Edit  T able   dialog box, enter the table name that you want to use in the target database.
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Column name mapping
In the Edit  T able   dialog box, enter a new name for each column.

Not e   In this step, you can clear the select ion for columns that you do not want to
migrate.

4. Click OK.

5. Complete other configurations and continue to create a task.

Configure name mappings for multiple tables and columns at a t ime
1. Create a data migration task.

2. In the Conf igure Migrat ion T ypes and Object s     step, select  the required objects into the
Select ed  list .
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Not e   If  the last  object  in your select ion is a database, you cannot configure name
mapping for tables or columns by using the Name bat ch change  sett ing.

3. In the lower part  of the page, set  the Name bat ch change  sett ing to Yes, and then click
Advanced Set t ings  .

4. In the Advanced Set t ings   step, create renaming rules for tables and columns as follows:

i. For the Choice Range sett ing, select  the scope of objects to which you want to apply the
renaming rules. To select  all objects, select  All. To select  specific objects, select  Sect ion , and
then enter keywords to search for the desired databases (the text  box in the left) and tables
(the text  box in the right).

ii. For the Select ion Rules  sett ing, select  a renaming pattern from the drop-down list , and enter
the corresponding naming element in the text  box. The available renaming patterns include
commonly used patterns, such as prefixing and suffixing.

iii. Click Add Modif icat ion Rules  .

Not e   You can repeat steps i and ii to add more rules for different tables.
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iv. Click Preview to verify that the objects are renamed to the target names as expected.

v. On the Part ial Preview  tab, click the  icon next  to the database name in the Dest inat ion 

Dat abase  sect ion, and then click Column Name Modif icat ion  .

vi. Configure renaming rules for column names, and then click OK.
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Not e

By default , a renaming rule applies to all column names. You can search for a
specific column name and modify the renaming rule. To do this, enter the column
name in the search box, and then click Search.

In the dialog box, you can specify condit ions to filter data.

vii. Click OK.

5. Click Precheck.

6. Complete other configurations and continue to create a task.

You can use SQL-like queries to filter the source table to migrate only records that match certain
condit ions. For example, you can migrate records that were created within a t ime range or split  a table
into mult iple smaller tables.

Procedure
1. Create a data migration task.

2. In the Conf igure Migrat ion T ypes and Object s     step, select  the required objects into the

2.3. Data filtering
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Select ed  list , move the pointer over a database or table, and then click Edit  next  to the object.

3. In the Filt er  text  area, enter a filter expression.

For relat ional databases, such as MySQL and SQL Server, use a SQL condit ion.
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Not e

The filter expression follows the syntax of the WHERE clause of most SQL languages.
Do not include WHERE in the filter expression. The following operators are supported:
 = ,  ! = ,  < , and  > . For example,  orderid>100 .

You can use apostrophes (') around object  names for clearer delimitat ion. For
example,  address in('sandiego','tokyo') .

For NoSQL databases, such as MongoDB, sue a JSON-formatted condit ion.
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Not e   You can specify a JSON-formatted condit ion. For example, enter  {"id":{$gt:"5
2b64e55dc4449b7ba3d1183a0ea171b"}}  to migrate only records with an ID greater than this
value.

4. Click Verif y  to verify that the specified expression is valid.

Not e

If the syntax is valid, you receive an Inf ormat ion   message that the validation is passed.

If  the syntax is invalid, you receive an Error message that indicates the error in your
expression. In this case, correct  the filter expression and verify it  again.

5. Click OK.

6. Complete other configurations and continue to create a task.
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This topic describes how to modify the transmission rate of full data migration in the Data Transmission
Service (DTS) console. You can set  the data transmission rate to apply thrott ling so that the data
migration workloads do not overload your source database and disrupt your normal operations.

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. On the Migrat ion T asks   page, click the ID of the target instance.

4. At  the top of the Migrat ion T asks   page, select  the region where the target instance resides.

5. In the left-side navigation pane, click Perf ormance Monit oring   > Full Dat a Migrat ion 
Perf ormance .

6. In the upper-right corner of the page, click Adjust  f ull migrat ion rat e    .

7. Change the transmission rates.

Not e   You can click the question mark  icon next  to T he current  f ull migrat ion rat e    

is to view the current values of these thrott ling parameters.

8. Click OK.

3.Throttling
3.1. Configure throttling for full data
migration
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This topic describes how to view the progress of a data migration task in the Data Transmission Service
(DTS) console. A task defines configurations for a data replicat ion workload, such as the connections to
the source and target data stores. You can also view the task status to track the progress of your
replicat ion workloads. A data migration task consists of several phases, namely schema migration, full
data migration, and incremental data migration.

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. At  the top of the Migrat ion T asks   page, select  the region where the target instance resides.

4. On the Migrat ion T asks   page, click the ID of the target instance.

5. Depending on the migration phase, only relevant details are displayed. Perform the following
operations accordingly:

View the details of schema migration.

a. In the left-side navigation pane, choose Migrat ion Det ails   > Schema Migrat ion .

4.Migration task management
4.1. View the progress of a data
migration task
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b. Click the tab that indicates a type of schema object  to view the migration details. For
example, click T ables  to view the migration details of tables. You can search for the
migration details of a specific object  by specifying the object  name.

Not e   You can click View Creat ion Synt ax   or choose View Index Foreign Keys
> View Creat ion Synt ax   in the Act ions  column to view the CREATE statement of the
object.

View the details of full data migration

a. In the left-side navigation pane, click Migrat ion Det ails   > Full Dat a Migrat ion  .

b. View the migration details of each object  or search for the migration details of a specific
object  by specifying the object  name.

View the details of incremental data migration

a. In the left-side navigation pane, choose Migrat ion Det ails   > Increment al Dat a 
Migrat ion .

Dat a Migrat ion·Migrat ion t ask mana
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b. View the migration details of each object  or search for the migration details of a specific
object  by specifying the object  name.

References
You can check performance metrics of the full data migration phase, such as bandwidth, records per
second (RPS), read/write response t imes, and network latency. For more information, see View the
connection state and performance of full data migration

You can check performance metrics of the full data migration phase, such as number of migrated
rows, bandwidth, and data transmission rate. For more information, see View the connection status
and performance of incremental data migration.

This topic describes how to view the performance metrics of the full data migration phase in the Data
Transmission Service (DTS) console. DTS provides various performance metrics for the full data
migration phase, including bandwidth, records per second (RPS), read/write response t ime, and network
latency.

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. At  the top of the Migrat ion T asks   page, select  the region where the dest ination instance resides.

4. On the Migrat ion T asks   page, click the ID of the target instance.

5. In the left-side navigation pane, click Perf ormance Monit oring   > Full Dat a Migrat ion 
Perf ormance .

6. Select  a t ime range to display the performance profile of full data migration.

4.2. View performance metrics of full
data migration
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Not e   Move the pointer over the Indicat or Meaning  button in the upper-right corner of
a chart  to view the descript ion of performance metrics.

This topic describes how to view the performance metrics of the incremental data migration phase in
the Data Transmission Service (DTS) console. DTS provides various performance metrics for the
incremental data migration phase, including migrated rows, bandwidth, and migration performance
(QPS).

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. At  the top of the Migrat ion T asks   page, select  the region where the dest ination instance resides.

4. On the Migrat ion T asks   page, click the ID of the target instance.

5. In the left-side navigation pane, click Perf ormance Monit oring   > Increment al Dat a Migrat ion  
Perf ormance .

6. Select  a t ime range to view the trend charts for the performance of incremental data migration.

4.3. View performance metrics of
incremental data migration

Dat a Migrat ion·Migrat ion t ask mana
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Performance metrics

Performance
metric

Description

Migrated rows
The total number of incremental data records that are migrated to the destination
database.

Bandwidth
(MBit/s)

The bandwidth between the data writ ing module and the data pulling module.
Unit: MBit/s.

Migration
performance
(QPS)

The number of data records that are migrated to the destination database per
second.

This topic describes how to restart  a failed data migration task. You can perform this operation if  your
data migration task is in the Migrat ion Failed  status during the schema migration or full data migration
phase.

Restart a migration task that failed during schema migration
The task may fail during schema migration due to various causes. A typical cause is that unsupported
data types are included in the migration task.

1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. At  the top of the Migrat ion T asks   page, select  the region where the dest ination instance resides.

4.4. Restart a failed data migration
task
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4. Use one of the following methods to resolve the issues with the failed task:

Method 1

a. Find the target task and click View Cause and Rect if y  .

b. Fix the issue based on the cause of failure that is displayed in the View Cause and Rect if y 
message. For example, you have to modify table definit ions of the source database to
convert  the columns into supported data types.

c. Click Rest art  T ask   .

Method 2

a. Click the ID of the target task.

b. In the left-side navigation pane, choose Migrat ion Det ails   > Schema Migrat ion .

c. On the Schema Migrat ion  page, find the object  that causes the migration failure and click
Rect if y   in the St at us   column.

d. Fix the issue based on the cause of failure that is displayed in the Rect if y   dialog box. For
example, you have to modify table definit ions of the source database to convert  the
columns into supported data types.

e. Click Rect if y  .

Not e

If the failure is not fixed, the Rect if y   dialog box does not close and shows the
cause of failure. You must continue troubleshooting based on the cause of
failure until all issues are resolved.

If  the troubleshooting is successful, the Schema Migrat ion  page appears and
the status of the object  changes to Finished.

5. If  no objects are in the Failed status, DTS proceeds with the data migration task, for example,
entering the full data migration process.

Fix a migration task that failed during full data migration
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. At  the top of the Migrat ion T asks   page, select  the region where the target instance resides.

Dat a Migrat ion·Migrat ion t ask mana
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4. Find the target task and click View Cause and Rect if y  .
DTS allows you to fix a task that fails during full data migration due to the following reasons.

Not e   If  a task fails during full data migration due to other reasons, DTS provides only the
Ignore option. The object  that causes the failure is not migrated to the target database.

The connection to the source or target database failed or t imed out.
Troubleshoot the issue, make sure that the connection is successful, and then click Rest art
T ask .

The storage space of the target instance is insufficient  or the instance is locked.
Upgrade the target instance to a larger size or clear the log files, and then click Rest art  T ask   .

MyISAM tables in the source database are corrupted.
Repair the MyISAM table in the source database, and then click Rest art  T ask   . For more
information, see the official MySQL documentation.

5. In the dialog box that appears, f ix the issue based on the cause of failure.

6. Click Rest art  T ask   .

This topic describes how to stop a data migration task. If  you no longer need a task or if  you want to
discard a failed task, you can stop the task and release the instance. After a migration task is stopped,
it  changes to the Complet ed  status. In this status, you can only release the instance.

Prerequisites
The data migration task is in the Migrat ing , Paused, or Migrat ion Failed  status.

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. At  the top of the Migrat ion T asks   page, select  the region where the dest ination cluster resides.

4. Perform operations based on the selected migration phases.

Warning  To minimize the negative impact of data migration on your normal operations,
we recommend that you have a rollback plan before you switch workloads to the target
instance. For more information, see Switch workloads to the target database.

Full data migration (incremental data migration not included)
Do not manually stop a task during full data migration. Otherwise, the system may fail to migrate
all data. Wait  until the migration task automatically ends.

4.5. Stop a data migration task
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Incremental data migration included
A migration task with an incremental data migration phase included does not end automatically.
Incremental data migration is an continuous process that replicates ongoing updates to the
target database. You must manually stop the task.

a. Wait  until the task progress bar shows Increment al Dat a Migrat ion    and T he migrat ion 
t ask is not  delayed  . Then, suspend write requests to the source database for a few
minutes. In some cases, the progress bar shows a delay t ime for increment al dat a 
migrat ion  because certain newly committed updates have not been replicated.

b. After the status of increment al dat a migrat ion    changes to T he migrat ion t ask is not  
delayed, select  the task and click St op  to manually stop the migration task.

Dat a Migrat ion·Migrat ion t ask mana
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MySQL SQL Server Oracle PostgreSQL Redis MongoDB

This topic describes how to switch your workloads to the target database and prepare a rollback
solut ion. This allows you to minimize the negative impact of data migration on your business.

Prerequisites
A data migration task is configured and it  is in the Migrat ing  or Complet ed  state.

Notes
We recommend that you switch workloads to the target database during off-peak hours to minimize
the disruption to your normal operations. Before you switch workloads to the target database, you
must suspend all write requests to the source database and schedule a downtime for your
application.

We recommend that you create separate accounts for data migration and assign it  the required
permissions. This will help you identify sessions used by DTS and manage your security more easily.

Procedure
1. Wait  until the task progress bar shows Increment al Dat a Migrat ion    and T he migrat ion t ask is  

not  delayed  or a delay t ime of less than 5 seconds.

Not e   If  you do not select  Increment al Dat a Migrat ion    when creating the data
migration task, the task progress bar does not show Increment al Dat a Migrat ion   . After data
is migrated, the migration task automatically ends. In this case, you must suspend all write
requests to the source database before start ing the data migration task. Skip to step 5 and
proceed.

2. To suspend write requests to the source database, stop your application and make the source
database read-only.

3. Log on to the source database and make sure that no new sessions are created that write into the
source database. Depending on your database engine, run one of the following statements to
view session information:

Not e   By running the preceding statements, you can view the processes or sessions
between DTS and the source database.

     

4. After the status of increment al dat a migrat ion    changes to T he migrat ion t ask is not  
delayed (the source and target are fully in sync), wait  for one minute or longer, and then manually

5.Application switchover
5.1. Switch workloads to the target
database
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stop the migration task.

5. While the application is stopped, make the source database writable again.

6. Create and start  a migration task in the reverse direct ion so that new updates made to the target
database are replicated to the source database. The migration in the reverse direct ion makes sure
that the two databases are synchronized so that you can switch workloads back to the source
database if  an error occurs. When you create this migration task, select  only the Increment al Dat a 
Migrat ion  phase.

For example, if  migrate from a user-created MySQL database to an ApsaraDB RDS for MySQL
instance, you can refer to the procedure described in Migrate data from an ApsaraDB RDS for MySQL
instance to a self-managed MySQL database (select  only Increment al Dat a Migrat ion   ) to create a
migration task in the reverse direct ion.

Warning  When you configure a data migration task in the reverse direct ion, you must
select  only Increment al Dat a Migrat ion    in the Conf igure Migrat ion T ypes and Object s   
step. Then, you must select  the database or table to be replicated back to the source
database.

7. Verify that the source and target databases are in sync, modify your application to connect to the
target database, and then restart  your application.

Dat a Migrat ion·Applicat ion swit cho
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Not e   With the data migration task in the reverse direct ion, updates made to the target
database are replicated back to the source database and these two databases are in sync. If  the
target database fails during the test  period, you can switch workloads back to the source
database.

Next steps
After you switch workloads to the target database and test  all application features, you can stop the
task in the reverse direct ion (target-to-source). For more information, see Stop a data migration task.

Warning  The database accounts used for data migration have the read/write permissions.
After the migration is complete, you must remove permissions from these accounts or delete the
accounts to avoid security risks.

FAQ
Q: What can I do if  an error occurs after I switch workloads to the target database?
A: If  an error occurs, you can switch workloads back to the source database. After you create a data
migration task in the reverse direct ion, updates made to the target database are replicated back to
the source database in real t ime.

Q: How can I ensure data consistency in the source database if  I am unable to switch workloads to
the target database?
A: You can back up the source database before switching workloads.

Q: What can I do if  updates are unexpectedly writ ten to the source database after I switch
workloads to the target database?
A: You can manually compare the data objects in source and target databases and apply correct ions.
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Before data migration, Data Transmission Service (DTS) checks whether DTS servers can connect to the
source database to avoid failures at  migration t ime. This topic describes causes of check failure and
how to fix the failure.
The connectivity check may fail due to the following reasons.

The database account or password is incorrect

The source instance blocks access from external IP addresses

A firewall is enabled on the source database server

The network is unavailable

The database account or password is incorrect
Troubleshooting:

To verify that the specified account and password are correct, you can log on to the target database
from a remote database client, using the account and password.

Not e   If  the source database is a user-created database, you can also log on locally from a
client  on the server where the source database resides.

Solut ion:

Log on to the DTS console, enter the correct  account and password, and perform another precheck.

The source instance blocks access from external IP addresses
Troubleshooting:

If your source database is a user-created database, you can log on to the server that hosts the
database system and init iate a database logon session locally from that server. If  you can log on
locally from the source server, it  means that the source database does not allow access from
external IP addresses.

If  the source database is a MySQL database, you can use a MySQL client  to connect to the database
and run the following statement:

SELECT HOST FROM mysql.user WHERE user='username',password='password';

Not e   Replace the username and password placeholders with the database account and
password specified for the data migration task.

Check whether the authorized IP address list  includes the IP addresses of the DTS servers. For more
information, see Whitelist  DTS IP ranges for your user-created database.

If  the source database is an SQL Server database, check whether a firewall is enabled for the server
where the database resides. You can also check whether endpoints or triggers in the source database
disallow access from external IP addresses.

If  the source database is an Oracle database, check whether the  TCP.VALIDNODE_CHECKING 
parameter in the sqlnet.ora configuration file is set  to  yes . If  the parameter is set  to  yes , it
means that the source database blocks access from external IP addresses.

6.Precheck troubleshooting
6.1. Source database connectivity
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Solution:

For a source MySQL database: run the following statement to authorize the database account
again:

GRANT ALL ON . TO 'username'@''%' IDENTIFIED BY 'password';

Not e   Replace the username and password placeholders with the account and password
that are specified in the data migration task.

For a source SQL Server database: disable the triggers that block access from external IP addresses.
Addit ionally, add DTS IP address ranges to the firewall rules or temporarily disable the firewall during
migration.

For a source Oracle database: set  the  TCP.VALIDNODE_CHECKING  parameter to  no  and restart
the Oracle Net Listener process.

Log on to the DTS console to perform another precheck.

A firewall is enabled on the source database server
Troubleshooting:

If the server where the source database resides runs Windows, find Windows Defender Firewall from
the Control Panel to check whether a firewall is enabled for the server.

If  the server where the source database resides runs Linux, run the  iptables -L  command in the
shell to check whether a firewall is enabled for the server.

Solut ion:

Add DTS IP address ranges to the firewall rules or temporarily disable the firewall during migration.
Then, log on to the DTS console to perform a precheck again.

The network is unavailable
If  the connectivity check failure persists after you perform the preceding troubleshooting steps, the
network between DTS servers and the source database may be unavailable. You can contact  Alibaba
Cloud Customer Services by submitt ing a t icket.

If  your migration task involves incremental data migration between MySQL databases, Data Transmission
Service (DTS) checks the binary logging (binlog) configurations of the source database during the
precheck. This topic describes how to fix issues detected by the Source Database Binary Logging check
item.

Source database binary logging status
This item checks whether binary logging is enabled in the source database. Follow these instruct ions to
fix the issue:

Solution:

1. Log on to the server where your user-created MySQL database is installed.

2. Open the  my.cnf  f ile in a text  editor. In a Linux system, you can run the  vim  command to edit
the file. Edit  the text  f ile to include the following parameters.

6.2. Source database binary logging

Dat a Transmission Service Dat a Migrat ion·Precheck t roublesho
ot ing

> Document  Version: 20220617 38

https://dts-intl.console.aliyun.com/
https://dts-intl.console.aliyun.com/


log_bin=mysql_bin
binlog_format=row
binlog_row_image=full //This parameter is required for MySQL versions later than 5.6

3. Restart  the MySQL process. In a Linux system, run the following commands:

$mysql_dir/bin/mysqladmin -u root -p shutdown
$mysql_dir/bin/safe_mysqld &

Not e   Replace the installat ion directory  mysql_dir  of the MySQL database with the
actual MySQL installat ion directory.

4. Log on to the DTS console to perform another precheck.

Source database binlog format
This item checks whether the binary log (binlog) format of the source database is  ROW . Follow these
instruct ions to fix the issue:

Solution:

1. Log on to the user-created MySQL database in a MySQL client.

2. Run the following statement to set  the binlog format of the database to  ROW .

set global binlog_format='ROW';

3. Restart  the MySQL process. In a Linux system, run the following commands:

$mysql_dir/bin/mysqladmin -u root -p shutdown
$mysql_dir/bin/safe_mysqld &

Not e   Replace the installat ion directory  mysql_dir  of the MySQL database with the
actual MySQL installat ion directory.

4. Log on to the DTS console to perform another precheck.

Source database binlog files
This item checks whether binary log (binlog) files of the source database are complete. If  this item fails
the precheck, it  indicates that some binlog files are missing. Follow these instruct ions to fix the issue:

Solution:

1. In the Precheck dialog box, click the information icon  next  to Binlog Files in Source Database

check item.
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2. In the View More dialog box, check the deleted binlog files displayed in the Cause of  Failure
sect ion. In this example, the binlog file deleted is mysql_bin.000003.

3. Log on to the user-created MySQL database.

4. Run the following command on the command line to delete all binary log files before the specified
log file.

Not e   In this example, the specified log file is the file right after the missing binary log file
mysql_bin.000003. Therefore, the binlog_filename is  mysql_bin.000004 .

PURGE BINARY LOGS TO '<binlog_filename>';

Example:

PURGE BINARY LOGS TO 'mysql_bin.000004';

5. Log on to the DTS console to perform another precheck.

Parameter binlog_row_image
This item checks whether the  binlog_row_image  parameter of the source database is set  to  Full .
Before images or after images are not writ ten to the binary log files if  the item fails to pass the
precheck. The following shows how to troubleshoot the problem.

Solution:

1. Log on to the user-created MySQL database.

2. Run the following command on the command line and set   binlog_row_image  to  FULL .

set global binlog_row_image=FULL;

Dat a Transmission Service Dat a Migrat ion·Precheck t roublesho
ot ing

> Document  Version: 20220617 40

https://dts-intl.console.aliyun.com/


3. Log on to the DTS console to perform another precheck.

Before data migration, Data Transmission Service (DTS) checks the integrity constraints in the source
database to make sure that the integrity constraints st ill hold after the migration.
This item checks whether all the parent and child tables with foreign key dependencies with the
selected objects are also included in the migration scope. If  this precheck item fails, certain parent
tables are not selected in the migration scope. You can choose one of the following methods to fix this
issue:

Add parent tables to the migration scope
Follow these steps to include parent tables of the tables that fail the precheck.

1. Find the migration task and click Edit  T ask  .

2. Click Set  Whit elist  and Next     in the lower-right corner of the page.

3. Select  parent tables of the tables that fail to pass the precheck and click  to move them to

the Selected sect ion.

6.3. Integrity constraints
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4. Click Precheck.

Remove child tables from the migration scope
Follow these steps to remove tables that fail the precheck from the objects to be migrated.

1. Find the migration task and click Edit  T ask  .

2. Click Set  Whit elist  and Next     in the lower-right corner of the page.

3. Select  tables that fail to pass the precheck and click  to remove them from the Selected

section.

4. Click Precheck.

Delete foreign key dependencies
Follow these steps to delete foreign key dependencies from the source tables that fail to pass the
precheck.

1. Log on to the source database.

2. Delete foreign key dependencies from the tables that fail the precheck.
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Not e   If  the source database is on a managed database service provided by Alibaba
Cloud, you can also log on to the DMS console to perform this operation. For more information,
see Manage foreign keys.

3. Perform another precheck.

If  your migration task involves incremental data migration between MySQL databases, Data Transmission
Service (DTS) checks storage engines of the source database during the precheck. This topic describes
how to fix issues detected by the Storage Engine check item.
This item checks whether storage engines used in the source database support  incremental data
migration. For example, the FEDERATED and MRG_MYISAM storage engines do not support  incremental
data migration. If  this item fails to pass the precheck, the source database may have one of the
unsupported storage engines.

Solution
1. In the precheck results report, click the information icon next  to the error item.

2. In the View More dialog box that appears, check the table name displayed in the Cause of
Failure sect ion.

3. Find the data migration task and click Edit  T ask  .

4. Click Set  Whit elist  and Next     in the lower-right corner of the page.

5. Select  the tables whose storage engines fail to pass the precheck and click  to move them out

of the Selected sect ion.

6. Click Precheck.

More information
To migrate tables with the FEDERATED and MRG_MYISAM storage engines, you can create a data
migration task for these tables and select  Full Dat a Migrat ion   and Schema Migrat ion  only.

Before data migration, Data Transmission Service (DTS) checks permissions granted to the source
database account to make sure that the specified account is authorized to perform the required
migration operations.
The required permissions vary, depending on the source database and the migration phases involved.
Refer to the documentation about the prerequisites for each migration procedure. For more
information, see Data migration procedure list

6.4. MySQL storage engine

6.5. Source database permissions

6.6. Target database permissions
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Before data migration, Data Transmission Service (DTS) checks permissions granted to the target
database account to make sure the specified account is authorized to perform the required migration
operations.
The required permissions vary, depending on the target database and the migration phases involved.
Refer to the documentation about the prerequisites for each migration procedure. For more
information, see Data migration procedure list

Before data migration, Data Transmission Service (DTS) checks whether the objects to be migrated
already exist  in the target database. This topic describes how to find the same-named objects in the
target database and rename these objects.

This check item fails if  objects in the target database have identical names with the objects to be
migrated. To resolve this issue, use one of the following methods:

Configure object name mappings
You can configure name mappings to rename the objects with conflict ing names for them to have
different names in the target database. To do this, follow these steps:

1. Find the migration task and click Edit  T ask  .

2. Click Set  Whit elist  and Next     in the lower-right corner of the page.

3. Rename objects migrated to the target database by using the object  name mapping feature. For
more information about how to use this feature, see Object  name mapping.

4. Click Precheck.

Rename objects in the target database
Log on to the target database, and rename or delete the objects that have identical names with the
objects to be migrated.

Remove objects with conflicting names from the migration scope
Modify the task configurations to exclude the objects that have conflict ing names from the migration
scope.

1. Find the migration task and click Edit  T ask  .

2. Click Set  Whit elist  and Next     in the lower-right corner of the page.

3. Select  the objects that have identical names with those in the target database and click the left

6.7. Object name conflicts
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arrow  to remove these objects from the Select ed  list .

4. Click Precheck.

Before data migration, Data Transmission Service (DTS) checks whether a database with the same name
as the source database exists in the target database system. If  no such a database exists in the target
instance, DTS creates a database. If  the automatic creation fails, the precheck fails.
In the following cases, DTS cannot automatically create a database in the target instance and the
precheck fails.

The name or character set of the source database do not comply
with rules in the target RDS instance.

The name of the source database contains special characters other than underscores (_) and
hyphens (-).

The character set  of the source database is not UTF-8, GBK, Latin1, or UTF-8 (MB4).

Solut ion:

1. Create a database in the target RDS instance that complies with the naming convention and
character set  rules. For more information, see Create a database for an RDS for MySQL instance.

Not e   When you create the database, you must grant permissions to the target
database account that is used by the data migration task.

6.8. Target database availability
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2. Log on to the DTS console.

3. In the left-side navigation pane, click Dat a Migrat ion  .

4. Find the data migration task and click Edit  T ask  .

5. Click Set  Whit elist  and Next     in the lower-right corner of the page.

6. Configure the name of the target database by using the object  name mapping feature. For more
information about how to use this feature, see Object  name mapping.

7. Click Precheck.

The permissions granted to the target database account are
insufficient
Solution:

1. Grant read and write permissions to the target database account. For more information about how
to change permissions, see Modify the permissions of a standard account on an ApsaraDB RDS for
MySQL instance

2. Perform another precheck

Before you start  incremental data migration between MySQL databases, DTS checks the value of the
server-id parameter in the source database. This topic describes how to configure the server-id
parameter to pass the precheck.

Solution
1. Log on to the source user-created MySQL database.

2. Run the following statement to view the current server_id value:

show variables like '%server_id%';

3. Run the following statement to set  the  server-id  parameter.

set global server_id=<id>;

Not e   Replace the <id> placeholder with a valid numeric server ID. Follow these rules
when determining a server ID:

The server ID must be an integer greater than 1.

If  your source database is in a primary/secondary replicat ion deployment, make sure
that the assigned server ID is unique in the cluster of your source database system.

The server ID is overwritten after you restart  the database service. To make the sett ing
permanent, apply the change into the corresponding configuration file.

6.9. server_id in the source database
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Example:

set global server_id=2;

4. Log on to the DTS console and perform another precheck.

Before data migration, Data Transmission Service (DTS) tests the connectivity between DTS servers and
the target database. This topic lists common causes of check failures and how to troubleshoot these
failures.
The connectivity check may fail due to the following reasons.

The database account or password is incorrect

The target database blocks access from external IP addresses

A firewall is enabled on the target database server

The network is unavailable

The database account or password is incorrect
Troubleshooting:

To verify that the specified account and password are correct, you can log on to the target database
from a remote database client, using the account and password.

Solut ion:

Log on to the DTS console, enter the correct  database account and password, and then perform a
precheck again.

The target database blocks access from external IP addresses
Troubleshooting:

If your target database is a user-created database, you can log on to the server that hosts the
database system and init iate a database logon session locally from that server. If  you can log on
locally from the target server, it  means that the target database does not allow access from
external IP addresses.

If  the target database is a MySQL database, you can use a MySQL client  to connect to the database
and run the following statement:

SELECT HOST FROM mysql.user WHERE user='username',password='password';

Not e   Replace the username and password placeholders with the database account and
password specified for the data migration task.

Check whether the authorized IP address list  includes the IP address ranges of DTS servers. For more
information, see Whitelist  DTS IP ranges for your user-created database.

If  the target database is an SQL Server database, check whether a firewall is enabled for the server
where the database resides. You can also check whether endpoints or triggers in the target database
disallow access from external IP addresses.

If  the target database is an Oracle database, check whether the  TCP.VALIDNODE_CHECKING 
parameter in the sqlnet.ora configuration file is set  to  yes . If  the paremeter is set  to  yes , the
target database blocks access from external IP addresses.

6.10. Target database connectivity
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Solution:

For a target MySQL database: run the following statement to authorize the database account
again:

GRANT ALL ON *.* TO 'username'@''%' IDENTIFIED BY 'password';

Not e   Replace the username and password placeholders with the database account and
password specified for the data migration task.

For a target SQL Server database: disable the triggers that block access from external IP addresses.
Addit ionally, add DTS IP address ranges to the firewall rules or temporarily disable the firewall during
migration.

For a target Oracle database: set  the  TCP.VALIDNODE_CHECKING  parameter to  no  and restart  the
Oracle Net Listener process.

Log on to the DTS console to perform a precheck again.

A firewall is enabled on the target database server
Troubleshooting:

If the server where the target database resides runs Windows, find Windows Defender Firewall from
the Control Panel to check whether a firewall is enabled for the server.

If  the server where the target database resides runs Linux, run the  iptables -L  command in the
shell to check whether a firewall is enabled for the server.

Solut ion:

Add DTS IP address ranges to the firewall rules or temporarily disable the firewall during migration.
Then, log on to the DTS console to perform a precheck again.

The network is unavailable
If  the connectivity check failure persists after you perform the preceding troubleshooting steps, the
network between DTS servers and the source database may be unavailable. You can contact  Alibaba
Cloud Customer Services by submitt ing a t icket.

Before data migration, Data Transmission Service (DTS) checks the version number of the source
database engine to make sure that the selected source database engine is supported.
For more information about supported sources and targets, see Supported sources and targets.

6.11. Source database engine version
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This topic describes how to migrate data from a user-created MySQL database to an ApsaraDB RDS for
MySQL instance by using Data Transmission Service (DTS). DTS supports schema migration, full data
migration, and incremental data migration. When you migrate data from a user-created MySQL
database, you can select  all of the supported migration types to ensure service continuity.

Prerequisites
An ApsaraDB RDS for MySQL instance is created. For more information, see Create an ApsaraDB RDS
for MySQL instance.

The version of the user-created MySQL database is 5.1, 5.5, 5.6, 5.7, or 8.0.

The available storage space of the dest ination ApsaraDB RDS for MySQL instance is larger than the
total size of the data in the user-created MySQL database.

Precautions
DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the database load. If  the database performance is unfavorable, the
specificat ion is low, or the data volume is large, database services may become unavailable. For
example, DTS occupies a large amount of read and write resources in the following cases: a large
number of slow SQL queries are performed on the source database, the tables have no primary keys,
or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
performance of the source and dest ination databases. We recommend that you migrate data during
off-peak hours. For example, you can migrate data when the CPU usage of the source and
destination databases is less than 30%.

The source database must have PRIMARY KEY or UNIQUE constraints and all f ields must be unique.
Otherwise, duplicate data may exist  in the dest ination database.

DTS uses the  ROUND(COLUMN,PRECISION)  funct ion to retrieve values from columns of the float or
double data type. If  the precision is not specified, DTS sets the precision for the float data type to
38 digits and the precision for the double data type to 308 digits. You must check whether the
precision sett ings meet your business requirements.

DTS automatically creates a dest ination database in the ApsaraDB RDS for MySQL instance. However,
if  the name of the source database is invalid, you must manually create a database in the ApsaraDB
RDS for MySQL instance before you configure the data migration task.

Not e   For more information about how to create a database and the database naming
conventions, see Create databases and accounts.

DTS automatically resumes a failed data migration task. Before you switch your workloads to the

7.Migrate from a user-created
database to Alibaba Cloud
7.1. Source: MySQL
7.1.1. Migrate data from a user-created MySQL
database to an ApsaraDB RDS for MySQL instance
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destination database, stop or release the data migration task. Otherwise, the data in the source
database will overwrite the data in the dest ination database after the task is resumed.

Billing

Migration type Task configuration fee Internet traffic fee

Schema migration and full
data migration

Free of charge.
Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
information, see Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

Migration types
Schema migration
DTS migrates the schemas of the required objects to the dest ination instance. DTS supports schema
migration for the following types of objects: table, view, trigger, stored procedure, and function.

Not e

During schema migration, DTS changes the value of the SECURITY attribute in views,
stored procedures, and functions from DEFINER to INVOKER.

DTS does not migrate user information. Before a user can call views, stored procedures,
and functions of the dest ination database, you must grant the read/write permissions to
the user.

Full data migration
DTS migrates historical data of the required objects from the user-created MySQL database to the
destination database in the ApsaraDB RDS for MySQL instance.

Not e   During full data migration, concurrent INSERT operations cause fragmentation in the
tables of the dest ination instance. After full data migration is complete, the tablespace of the
destination instance is larger than that of the source database.

Incremental data migration
After full data migration is complete, DTS retrieves binary log files from the user-created MySQL
database. Then, DTS synchronizes incremental data from the user-created MySQL database to the
destination ApsaraDB RDS for MySQL instance. Incremental data migration allows you to ensure
service continuity when you migrate data from a user-created MySQL database to Alibaba Cloud.

SQL operations that can be synchronized during incremental data
migration

Operation type SQL statements

DML INSERT, UPDATE, DELETE, and REPLACE
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DDL

ALTER TABLE and ALTER VIEW

CREATE FUNCTION, CREATE INDEX, CREATE PROCEDURE, CREATE TABLE, and
CREATE VIEW

DROP INDEX and DROP TABLE

RENAME TABLE

TRUNCATE TABLE

Operation type SQL statements

Permissions required for database accounts

Database
Schema
migration

Full data
migration

Incremental data migration

User-created
MySQL
database

The SELECT
permission

The SELECT
permission

The REPLICATION SLAVE, REPLICATION CLIENT, SHOW
VIEW, and SELECT permissions

ApsaraDB RDS
for MySQL
instance

The read/write
permissions

The read/write
permissions

The read/write permissions

For information about how to create and authorize a database account, see the following topics:

Create an account for a user-created MySQL database and configure binary logging for a user-
created MySQL database

Create an account for an RDS for MySQL instance and Change the permissions of an account for an
RDS for MySQL instance

Preparations
Create an account for a user-created MySQL database and configure binary logging

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. In the upper part  of the Migrat ion T asks   page, select  the region where the RDS instance resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Configure the source and dest ination databases for the data migration task.
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Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.

Source
Database

Instance Type

Select an instance type based on where the source database is
deployed. The procedure in this topic uses User-Creat ed Dat abase 
wit h Public IP Address    as an example.

Not e   If you select other instance types, you must prepare
the environments that are required for the source database. For
more information, see Preparation overview.

Instance
Region

If the instance type is set to User-Creat ed Dat abase wit h Public  
IP Address , you do not need to specify the inst ance region .

Not e   If a whitelist  is configured for the user-created
MySQL database, you must manually add the CIDR blocks of DTS
servers to the whitelist  of the user-created MySQL database. You
can click Get  IP Address Segment  of  DT S      next to Inst ance
Region to obtain the CIDR blocks of DTS servers.

Database Type Select MySQL.
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Database

Hostname or
IP Address

Enter the IP address that is used to access the user-created MySQL
database. In this example, enter the public IP address.

Port Number
Enter the service port number of the user-created MySQL database.
The default port number is 3306.

Database
Account

Enter the account of the user-created MySQL database. For more
information about the permissions that are required for the account,
see Permissions required for database accounts.

Database
Password

Enter the password for the source database account.

Not e   After you specify the information about the self-
managed Oracle database, you can click T est  Connect ivit y     next
to Dat abase Password  to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.

Destinatio
n
Database

Instance Type Select RDS Inst ance .

Instance
Region

Select the region where the destination RDS instance resides.

RDS Instance ID Select the ID of the destination RDS instance.

Database
Account

Enter the database account of the destination RDS instance. For more
information about the permissions that are required for the account,
see Permissions required for database accounts.

Database
Password

Enter the password for the destination database account.

Not e   After you specify the information about the RDS
instance, you can click T est  Connect ivit y     next to Dat abase
Password to check whether the information is valid. If the
information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

Encryption

Select Non-encrypt ed  or SSL-encrypt ed . If you want to select
SSL-encrypt ed , you must enable SSL encryption for the RDS instance
before you configure the data migration task. For more information,
see Configure SSL encryption for an RDS for MySQL instance.

Not e   The Encrypt ion  parameter is available only for
regions in mainland China and the Hong Kong (China) region.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .
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Not e   The CIDR blocks of DTS servers are automatically added to the whitelist  of the
destination RDS instance. This ensures that DTS servers can connect to the dest ination RDS
instance.

7. Select  the migration types and objects to be migrated.

Paramet
er

Description
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Migratio
n Types

To perform only full data migration, select Schema Migrat ion  and Full Dat a
Migrat ion .

To migrate data with minimal downtime, select Schema Migrat ion , Full Dat a
Migrat ion , and Increment al Dat a Migrat ion   .

Not e   If Increment al Dat a Migrat ion    is not selected, do not write data into
the source database during full data migration. This ensures data consistency
between the source and destination databases.

Objects

Select objects from the Available section and click the  icon to move the objects to

the Select ed  section.

Not e

You can select columns, tables, or databases as the objects to be migrated.

After an object is migrated to the destination database, the name of the
object remains the same as that in the source database. You can change the
names of the objects that are migrated to the destination database by using
the object name mapping feature. For more information about how to use this
feature, see Object name mapping.

If you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

Paramet
er

Description

8. 

9. After the data migration task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, configure the Channel Specif icat ion   parameter. Then, read
and select  Dat a T ransmission Service (Pay-as-you-go) Service T erms   .

11. Click Buy and St art   to start  the migration task.

Stop the migration task

Warning  We recommend that you prepare a rollback solut ion to migrate incremental data
from the dest ination database to the source database in real t ime. This allows you to minimize the
negative impact of switching your workloads to the dest ination database. For more information,
see Switch workloads to the dest ination database. If  you do not need to switch your workloads,
you can stop the migration task by using the following procedure.

Full data migration
Do not manually stop a task during full data migration. Otherwise, the system may fail to migrate all
data. Wait  until the migration task automatically ends.

Incremental data migration
The task does not automatically end during incremental data migration. You must manually stop the
migration task.
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i. Wait  until the task progress bar shows Increment al Dat a Migrat ion    and T he migrat ion t ask  
is not  delayed . Then, stop writ ing data to the source database for a few minutes. In some
cases, the progress bar shows the delay t ime of increment al dat a migrat ion   .

ii. After the status of increment al dat a migrat ion    changes to T he migrat ion t ask is not  
delayed, manually stop the migration task.

What to do next
The database accounts used for data migration have the read/write permissions. After data is
migrated, you must delete the database accounts to ensure security.

This topic describes how to migrate data from a user-created MySQL database that is connected over
Express Connect, VPN Gateway, or Smart  Access Gateway to an ApsaraDB RDS for MySQL database by
using Data Transmission Service (DTS). DTS supports schema migration, full data migration, and
incremental data migration. To migrate data from a user-created MySQL database, you can select  all of
the supported migration types to ensure service continuity.

Prerequisites
The version of the user-created MySQL database is 5.1, 5.5, 5.6, 5.7, or 8.0.

The available storage space of the dest ination ApsaraDB RDS for MySQL database is larger than the
total space of the data in the user-created MySQL database.

The on-premises network to which the user-created MySQL database belongs is connected to
Alibaba Cloud over Express Connect, VPN Gateway, or Smart  Access Gateway.

Not e   For more information, see Connect an on-premises database to Alibaba Cloud.

Precautions
DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the loads of the database servers. If  the database performance is
unfavorable, the specificat ion is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and dest ination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilizat ion of the source and dest ination databases is less than 30%.

7.1.2. Migrate data from a user-created MySQL
database connected over Express Connect, VPN
Gateway, or Smart Access Gateway to an
ApsaraDB RDS for MySQL database
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The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all f ields must be unique. Otherwise, the dest ination database may contain duplicate data records.

DTS uses the  ROUND(COLUMN,PRECISION)  funct ion to retrieve values from columns of the FLOAT or
DOUBLE data type. If  you do not specify a precision, DTS sets the precision for the FLOAT data type
to 38 digits and the precision for the DOUBLE data type to 308 digits. You must check whether the
precision sett ings meet your business requirements.

DTS automatically creates a dest ination database in the ApsaraDB RDS for MySQL instance. However,
if  the name of the source database is invalid, you must manually create a database in the ApsaraDB
RDS for MySQL instance before you configure the data migration task.

Not e   For more information about the naming conventions of ApsaraDB RDS for MySQL
databases and how to create a database, see Create a database on an ApsaraDB RDS for MySQL
instance.

If  a data migration task fails, DTS automatically resumes the task. Before you switch your workloads
to the dest ination instance, stop or release the data migration task. Otherwise, the data in the source
instance will overwrite the data in the dest ination instance after the task is resumed.

Billing

Migration type Task configuration fee Internet traffic fee

Schema migration and full
data migration

Free of charge.
Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
information, see Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

Migration types
Schema migration
DTS migrates the schemas of the required objects to the dest ination instance. DTS supports schema
migration for the following types of objects: table, view, trigger, stored procedure, and function.

Not e

During schema migration, DTS changes the value of the SECURITY attribute from DEFINER
to INVOKER for views, stored procedures, and functions.

DTS does not migrate user information. To call a view, stored procedure, or function of
the dest ination database, you must grant the read and write permissions to INVOKER.

Full data migration
DTS migrates historical data of the required objects from the self-managed MySQL database to the
destination database in the ApsaraDB RDS for MySQL instance.

Not e   During full data migration, concurrent INSERT operations cause fragmentation in the
tables of the dest ination database. After full data migration is completed, the tablespace of
the dest ination database is larger than that of the source database.

Incremental data migration
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After full data migration is completed, DTS retrieves binary log files from the self-managed MySQL
database. Then, DTS synchronizes incremental data from the self-managed MySQL database to the
destination ApsaraDB RDS for MySQL instance. Incremental data migration allows you to ensure
service continuity when you migrate data from a self-managed MySQL database to Alibaba Cloud.

SQL operations that can be synchronized during incremental data
migration

Permissions required for database accounts

Database Schema migration Full data migration Incremental data migration

Self-managed
MySQL database

The SELECT
permission

The SELECT
permission

The REPLICATION SLAVE, REPLICATION
CLIENT, SHOW VIEW, and SELECT
permissions

ApsaraDB RDS for
MySQL instance

The read and write
permissions

The read and write
permissions

The read and write permissions

For more information about how to create and authorize a database account, see the following
topics:

Self-managed MySQL database: Create an account for a user-created MySQL database and
configure binary logging

ApsaraDB RDS for MySQL instance: Create an account on an ApsaraDB RDS for MySQL instance and
Modify the permissions of a standard account on an ApsaraDB RDS for MySQL instance.

Preparations
1. Create an account for a user-created MySQL database and configure binary logging.

2. Configure a route between DTS and Express Connect, VPN Gateway, or Smart Access Gateway.

Procedure
1. 

2. 

3. 

4. 

5. Configure the information about the source and dest ination databases for the data migration task.
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Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
use an informative name for easy identification. You do not need to
use a unique task name.

Source
Database

Instance Type
Select User-Creat ed Dat abase Connect ed Over Express  
Connect , VPN Gat eway, or Smart  Access Gat eway    .

Instance
Region

Select the region to which the VPC that is connected to Express
Connect, VPN Gateway, or Smart Access Gateway belongs.

Peer VPC
Select the VPC that is connected to Express Connect, VPN Gateway, or
Smart Access Gateway.

Database Type Select MySQL.

IP Address
Enter the endpoint that is used to connect to the user-created MySQL
database.

Port Number
Enter the service port number of the user-created MySQL database.
The default port number is 3306.

Database
Account

Enter the account for the user-created MySQL database. For more
information about permissions required for the account, see
Permissions required for database accounts.
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Database
Password

Enter the password for the database account.

Not e

Destinatio
n
Database

Instance Type Select RDS Inst ance .

Instance
Region

Select the region where the destination RDS instance resides.

RDS Instance ID Select the ID of the destination RDS instance.

Database
Account

Enter the database account of the destination RDS instance. For more
information about permissions required for the account, see
Permissions required for database accounts.

Database
Password

Enter the password for the database account.

Not e

Encryption

Select Non-encrypt ed  or SSL-encrypt ed . If you want to select
SSL-encrypt ed , you must enable SSL encryption for the RDS instance
before configuring the data migration task. For more information, see
Configure SSL encryption for an RDS for MySQL instance.

Not e   The Encrypt ion  parameter is available only in
mainland China and Hong Kong(China).

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Not e   The CIDR blocks of DTS servers are automatically added to the whitelist  of the
destination ApsaraDB RDS for MySQL instance. This ensures that DTS servers can connect to the
destination RDS instance.

7. 

8. 

9. 

10. 

11. 

12. Switch your workloads to the ApsaraDB RDS for MySQL instance.
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This topic describes how to migrate data from a user-created MySQL database that is connected over
Express Connect, VPN Gateway, or Smart  Access Gateway to an ApsaraDB RDS for MySQL instance by
using Data Transmission Service (DTS). In this scenario, the Express Connect circuit  and the dest ination
RDS instance are owned by different Alibaba Cloud accounts. DTS supports schema migration, full data
migration, and incremental data migration. You can select  all of the supported migration types to
ensure service continuity.

Prerequisites
The version of the user-created MySQL database is 5.1, 5.5, 5.6, 5.7, or 8.0.

The available storage space of the dest ination ApsaraDB RDS for MySQL instance is larger than the
total size of the data in the user-created MySQL database.

The on-premises network to which the user-created MySQL database belongs is connected to
Alibaba Cloud VPC over Express Connect, VPN Gateway, or Smart  Access Gateway. The Express
Connect circuit  and the dest ination RDS instance are owned by different Alibaba Cloud accounts.

Not e   For more information about how to connect an on-premises data center to a VPC,
see Connect an on-premises database to Alibaba Cloud.

Context
The on-premises data center is connected to Alibaba Cloud VPC over Express Connect, VPN Gateway, or
Smart  Access Gateway. You need to migrate data from a user-created MySQL database that resides in
an on-premises data center to an RDS instance across different Alibaba Cloud accounts. The following
figure shows the architecture for this scenario.

7.1.3. Migrate data from a user-created MySQL
database connected over Express Connect, VPN
Gateway, or Smart Access Gateway to an
ApsaraDB RDS for MySQL instance across Alibaba
Cloud accounts
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Precautions
DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the loads of the database servers. If  the database performance is
unfavorable, the specificat ion is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and dest ination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilizat ion of the source and dest ination databases is less than 30%.

The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all f ields must be unique. Otherwise, the dest ination database may contain duplicate data records.

DTS uses the  ROUND(COLUMN,PRECISION)  funct ion to retrieve values from columns of the FLOAT or
DOUBLE data type. If  you do not specify a precision, DTS sets the precision for the FLOAT data type
to 38 digits and the precision for the DOUBLE data type to 308 digits. You must check whether the
precision sett ings meet your business requirements.

DTS automatically creates a dest ination database in the ApsaraDB RDS for MySQL instance. However,
if  the name of the source database is invalid, you must manually create a database in the ApsaraDB
RDS for MySQL instance before you configure the data migration task.

Not e   For more information about the naming conventions of ApsaraDB RDS for MySQL
databases and how to create a database, see Create a database on an ApsaraDB RDS for MySQL
instance.

If  a data migration task fails, DTS automatically resumes the task. Before you switch your workloads
to the dest ination instance, stop or release the data migration task. Otherwise, the data in the source
instance will overwrite the data in the dest ination instance after the task is resumed.
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Billing

Migration type Task configuration fee Internet traffic fee

Schema migration and full
data migration

Free of charge.
Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
information, see Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

Migration types
Schema migration
DTS migrates the schemas of the required objects to the dest ination instance. DTS supports schema
migration for the following types of objects: table, view, trigger, stored procedure, and function.

Not e

During schema migration, DTS changes the value of the SECURITY attribute from DEFINER
to INVOKER for views, stored procedures, and functions.

DTS does not migrate user information. To call a view, stored procedure, or function of
the dest ination database, you must grant the read and write permissions to INVOKER.

Full data migration
DTS migrates historical data of the required objects from the self-managed MySQL database to the
destination database in the ApsaraDB RDS for MySQL instance.

Not e   During full data migration, concurrent INSERT operations cause fragmentation in the
tables of the dest ination database. After full data migration is completed, the tablespace of
the dest ination database is larger than that of the source database.

Incremental data migration
After full data migration is completed, DTS retrieves binary log files from the self-managed MySQL
database. Then, DTS synchronizes incremental data from the self-managed MySQL database to the
destination ApsaraDB RDS for MySQL instance. Incremental data migration allows you to ensure
service continuity when you migrate data from a self-managed MySQL database to Alibaba Cloud.

SQL operations that can be synchronized during incremental data
migration

Operatio
n type

SQL statement

DML INSERT, UPDATE, DELETE, and REPLACE

DDL

ALTER TABLE and ALTER VIEW

CREATE FUNCTION, CREATE INDEX, CREATE PROCEDURE, CREATE TABLE, and CREATE VIEW

DROP INDEX and DROP TABLE

RENAME TABLE

TRUNCATE TABLE
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Permissions required for database accounts

Database Schema migration Full data migration Incremental data migration

Self-managed
MySQL database

The SELECT
permission

The SELECT
permission

The REPLICATION SLAVE, REPLICATION
CLIENT, SHOW VIEW, and SELECT
permissions

ApsaraDB RDS for
MySQL instance

The read and write
permissions

The read and write
permissions

The read and write permissions

For more information about how to create and authorize a database account, see the following
topics:

Self-managed MySQL database: Create an account for a user-created MySQL database and
configure binary logging

ApsaraDB RDS for MySQL instance: Create an account on an ApsaraDB RDS for MySQL instance and
Modify the permissions of a standard account on an ApsaraDB RDS for MySQL instance.

Preparations
1. Create an account for a user-created MySQL database and configure binary logging.

2. Log on to the Alibaba Cloud console by using the Alibaba Cloud account to which the Express
Connect circuit  belongs. Authorize DTS to access the network that is connected over Express
Connect. For more information, see Configure a route between DTS and Express Connect, VPN Gateway,
or Smart Access Gateway.

3. Create a RAM role and authorize this role to access the cloud resources of the Alibaba Cloud
account to which the Express Connect circuit  belongs. For more information, see Configure RAM
authorization for data migration or synchronization from a self-managed database in a VPC across different
Alibaba Cloud accounts.

Procedure
1. Log on to the DTS console by using the Alibaba Cloud account to which the dest ination RDS

instance belongs.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. At  the top of the Migrat ion T asks   page, select  the region where the dest ination cluster resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Select  User-Creat ed Dat abase Connect ed over Express Connect , VPN Gat eway, or Smart    
Access Gat eway  as the instance type. Then, click VPC of  Anot her Alibaba Cloud Account 
next  to the Peer VPC field.
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6. Configure the source and dest ination databases for the data migration task.

Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.

Instance Type
Select User-Creat ed Dat abase Connect ed over Express  
Connect , VPN Gat eway, or Smart  Access Gat eway    .
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Source
Database

Instance
Region

Select the region of the VPC that is connected to the user-created
MySQL database.

Alibaba Cloud
Account ID

Enter the ID of the Alibaba Cloud account to which the Express
Connect circuit  belongs.

Not e   To obtain the ID of the Alibaba Cloud account to
which the Express Connect circuit  belongs, you must log on to the
Account Management console by using this account. The account
ID is displayed on the Security Settings page.

Role Name
Enter the name of the RAM role that you created earlier in
Preparations.

Peer VPC
Select the ID of the VPC that is connected to the user-created MySQL
database.

Database Type Select MySQL.

IP Address
Enter the endpoint that is used to access the user-created MySQL
database.

Port Number
Enter the service port number of the user-created MySQL database.
The default port number is 3306.

Database
Account

Enter the account of the user-created MySQL database. For more
information about the permissions that are required for the account,
see Permissions required for database accounts.

Database
Password

Enter the password of the source database account.

Not e   After you specify the information about the self-
managed Oracle database, you can click T est  Connect ivit y     next
to Dat abase Password  to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.

Instance Type Select RDS Inst ance .

Instance
Region

Select the region where the destination RDS instance resides.

RDS Instance ID Select the ID of the destination RDS instance.

Section Parameter Description
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Destinatio
n
Database

Database
Account

Enter the database account of the destination RDS instance. For more
information about the permissions that are required for the account,
see Permissions required for database accounts.

Database
Password

Enter the password of the destination database account.

Not e   After you specify the information about the RDS
instance, you can click T est  Connect ivit y     next to Dat abase
Password to check whether the information is valid. If the
information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

Encryption

Select Non-encrypt ed  or SSL-encrypt ed . If you want to select
SSL-encrypt ed , you must enable SSL encryption for the RDS instance
before you configure the data migration task. For more information,
see Configure SSL encryption for an RDS MySQL instance.

Not e   The Encrypt ion  parameter is available only for
regions in mainland China and the Hong Kong (China) region.

Section Parameter Description

7. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Not e   DTS adds the CIDR blocks of DTS servers to the whitelist  of the dest ination
ApsaraDB RDS for MySQL instance. This ensures that DTS servers can connect to the dest ination
RDS instance.

8. Select  the migration types and the objects to be migrated.
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Setting Description

Select
the
migratio
n types

To perform only full migration, select Schema Migrat ion  and Full Dat a Migrat ion  .

To ensure service continuity during data migration, select Schema Migrat ion , Full
Dat a Migrat ion  , and Increment al Dat a Migrat ion   .

Not e   If Increment al Dat a Migrat ion    is not selected, we recommend that you
do not write data to the source database during data migration. This ensures data
consistency between the source and destination databases.
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Select
the
objects
to be
migrate
d

Select one or more objects from the Available section and click the  icon to move the

objects to the Select ed  section.

Not e

You can select columns, tables, or databases as the objects to be migrated.

By default, after an object is migrated to the destination database, the name
of the object remains unchanged. You can use the object name mapping
feature to rename the objects that are migrated to the destination database.
For more information, see Object name mapping.

If you use the object name mapping feature to rename an object, other
objects that are dependent on the object may fail to be migrated.

Specify
whether
to
rename
objects

You can use the object name mapping feature to rename the objects that are migrated to
the destination instance. For more information, see Object name mapping.

Specify
the retry
time for
failed
connecti
ons to
the
source
or
destinati
on
databas
e

By default, if DTS fails to connect to the source or destination database, DTS retries within
the next 720 minutes (12 hours). You can specify the retry t ime based on your needs. If DTS
reconnects to the source and destination databases within the specified time, DTS resumes
the data migration task. Otherwise, the data migration task fails.

Not e   When DTS retries a connection, you are charged for the DTS instance. We
recommend that you specify the retry t ime based on your business needs. You can
also release the DTS instance at your earliest opportunity after the source and
destination instances are released.

Setting Description
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Specify
whether
to copy
tempora
ry tables
to the
destinati
on
databas
e when
DMS
perform
s online
DDL
operatio
ns on
the
source
table

If you use Data Management (DMS) to perform online DDL operations on the source
database, you can specify whether to migrate temporary tables generated by online DDL
operations.

Yes : DTS migrates the data of temporary tables generated by online DDL operations.

Not e   If online DDL operations generate a large amount of data, the data
migration task may be delayed.

No : DTS does not migrate the data of temporary tables generated by online DDL
operations. Only the original DDL data of the source database is migrated.

Not e   If you select No, the tables in the destination database may be locked.

Setting Description

9. In the lower-right corner of the page, click Precheck.

Not e

Before you can start  the data migration task, a precheck is performed. You can start  the
data migration task only after the task passes the precheck.

If  the task fails to pass the precheck, you can click the  icon next  to each failed item

to view details.

You can troubleshoot the issues based on the causes and run a precheck again.

If  you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

10. After the task passes the precheck, click Next .

11. In the Conf irm Set t ings    dialog box, specify the Channel Specif icat ion   parameter and select
Dat a T ransmission Service (Pay-As-You-Go) Service T erms   .

12. Click Buy and St art   to start  the data migration task.

Schema migration and full data migration
We recommend that you do not manually stop the task during full data migration. Otherwise, the
data migrated to the dest ination database will be incomplete. You can wait  until the data
migration task automatically stops.

Schema migration, full data migration, and incremental data migration
The task does not automatically stop during incremental data migration. You must manually stop
the task.
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Not ice   We recommend that you select  an appropriate t ime to manually stop the data
migration task. For example, you can stop the task during off-peak hours or before you
switch your workloads to the dest ination cluster.

a. Wait  until Increment al Dat a Migrat ion    and T he migrat ion t ask is not  delayed     appear
in the progress bar of the migration task. Then, stop writ ing data to the source database for
a few minutes. The delay t ime of increment al dat a migrat ion    may be displayed in the
progress bar.

b. Wait  until the status of increment al dat a migrat ion    changes to T he migrat ion t ask is  
not  delayed  again. Then, manually stop the migration task.

13. Switch your workloads to the dest ination ApsaraDB RDS for MySQL instance.

Apsara PolarDB is a next-generation relat ional database service that is developed by Alibaba Cloud.
The service is compatible with the MySQL database engine and features high availability, ease of use,
and reliability. This topic describes how to migrate data from a user-created MySQL database to an
Apsara PolarDB for MySQL cluster by using Data Transmission Service (DTS).

Prerequisites
The version of the user-created MySQL database is 5.1, 5.5, 5.6, 5.7, or 8.0.

The dest ination Apsara PolarDB for MySQL cluster is created. For more information, see Create a
PolarDB MySQL cluster.

If  the source MySQL database is an on-premises database, the CIDR blocks of DTS servers are added
to the IP whitelist  of the source MySQL database. This sett ing ensures that DTS servers can access
the source MySQL database. For more information, see Add the CIDR blocks of DTS servers to the
security sett ings of on-premises databases.

Precautions
DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the loads of the database servers. If  the database performance is
unfavorable, the specificat ion is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and dest ination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilizat ion of the source and dest ination databases is less than 30%.

The source database must have PRIMARY KEY or UNIQUE constraints and all f ields must be unique.
Otherwise, the dest ination database may contain duplicate data records.

7.1.4. Migrate data from a user-created MySQL
database to an Apsara PolarDB for MySQL cluster
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DTS uses the  ROUND(COLUMN,PRECISION)  funct ion to retrieve values from columns of the FLOAT or
DOUBLE data type. If  you do not specify a precision, DTS sets the precision for the FLOAT data type
to 38 digits and the precision for the DOUBLE data type to 308 digits. You must check whether the
precision sett ings meet your business requirements.

If  a data migration task fails, DTS automatically resumes the task. Before you switch your workloads
to the dest ination cluster, stop or release the data migration task. Otherwise, the data in the source
database will overwrite the data in the dest ination cluster after the task is resumed.

Migration types
DTS supports schema migration, full data migration, and incremental data migration. For more
information, see Terms.

Not e   When you migrate data between PolarDB for MySQL clusters, you can select  all of the
supported migration types to ensure service continuity.

Billing

Migration type Task configuration fee Internet traffic fee

Schema migration and full
data migration

Free of charge.
Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
information, see Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

SQL operations that can be synchronized during incremental data
migration

Operatio
n type

SQL statements

DML INSERT, UPDATE, DELETE, and REPLACE

DDL

ALTER TABLE and ALTER VIEW

CREATE FUNCTION, CREATE INDEX, CREATE PROCEDURE, CREATE TABLE, and CREATE VIEW

DROP INDEX and DROP TABLE

RENAME TABLE

TRUNCATE TABLE

Permissions required for database accounts

Database
Schema migration and full
data migration

Incremental data migration

User-created MySQL
database

The SELECT permission
The REPLICATION CLIENT, REPLICATION SLAVE,
SHOW VIEW, and SELECT permissions

Apsara PolarDB for MySQL
cluster

The read/write permissions The read/write permissions
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For information about how to create and authorize a database account, see the following topics:

Create an account for a user-created MySQL database and configure binary logging for a user-
created MySQL database

Create a database account for an Apsara PolarDB for MySQL cluster

Preparations
Create an account for a user-created MySQL database and configure binary logging

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. At  the top of the Migrat ion T asks   page, select  the region where the dest ination cluster resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Configure the source and dest ination databases for the data migration task.

Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that
you specify an informative name for easy identification. You do
not need to use a unique task name.

Dat a Migrat ion·Migrat e from a user-
creat ed dat abase t o Alibaba Cloud

Dat a Transmission Service

73 > Document  Version: 20220617

https://www.alibabacloud.com/help/doc-detail/125728.htm#concept-1198525
https://www.alibabacloud.com/help/doc-detail/68508.htm#task-1580301
https://www.alibabacloud.com/help/doc-detail/125728.htm#concept-1198525
https://dts-intl.console.aliyun.com/


Source
Database

Instance Type

Select an instance type based on where the source database is
deployed. In this example, select User-Creat ed Dat abase wit h  
Public IP Address  .

Not e   If you select other instance types, you must
deploy the network environment for the self-managed
database. For more information, see Preparation overview.

Instance
Region

If the instance type is set to User-Creat ed Dat abase wit h  
Public IP Address  , you do not need to specify the inst ance
region.

Not e   If a whitelist  is configured for the user-created
MySQL database, you must add the CIDR blocks of DTS servers
to the whitelist  of the database. You can click Get  IP 
Address Segment  of  DT S    next to Inst ance Region  to
obtain the CIDR blocks of DTS servers.

Database
Type

Select MySQL.

Hostname or
IP Address

Enter the endpoint that is used to connect to the user-created
MySQL database. In this example, enter the public IP address.

Port Number
Enter the service port number of the user-created MySQL
database. The default port number is 3306.

Database
Account

Enter the account of the user-created MySQL database. For more
information about the permissions that are required for the
account, see Permissions required for database accounts.

Database
Password

Enter the password of the source database account.

Not e   After you specify the source database
parameters, click T est  Connect ivit y     next to Dat abase
Password to verify whether the specified parameters are
valid. If the specified parameters are valid, the Passed
message appears. If the Failed message appears, click Check
next to Failed. Modify the source database parameters
based on the check results.

Section Parameter Description

Dat a Transmission Service Dat a Migrat ion·Migrat e from a user-
creat ed dat abase t o Alibaba Cloud

> Document  Version: 20220617 74

https://www.alibabacloud.com/help/doc-detail/146958.htm#concept-2364477


Destination
Database

Instance Type Select PolarDB.

Instance
Region

Select the region where the destination PolarDB cluster resides.

PolarDB
Instance ID

Select the ID of the destination PolarDB cluster.

Database
Account

Enter the database account of the destination PolarDB cluster. For
more information about the permissions that are required for the
account, see Permissions required for database accounts.

Database
Password

Enter the password of the destination database account.

Not e   After you specify the destination database
parameters, click T est  Connect ivit y     next to Dat abase
Password to verify whether the specified parameters are
valid. If the specified parameters are valid, the Passed
message appears. If the Failed message appears, click Check
next to Failed. Modify the destination database parameters
based on the check results.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Not e   DTS adds the CIDR blocks of DTS servers to the whitelist  of the dest ination Apsara
PolarDB for MySQL cluster. This ensures that DTS servers can connect to the dest ination cluster.

7. Select  the migration types and the objects to be migrated.
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Setting Description

Select
the
migratio
n types

To perform only full migration, select Schema Migrat ion  and Full Dat a Migrat ion  .

To ensure service continuity during data migration, select Schema Migrat ion , Full
Dat a Migrat ion  , and Increment al Dat a Migrat ion   .

Not ice   If Increment al Dat a Migrat ion    is not selected, we recommend that
you do not write data to the source database during full data migration. This ensures
data consistency between the source and destination databases.
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Select
the
objects
to be
migrate
d

Select one or more objects from the Available section and click the  icon to move the

objects to the Select ed  section.

Not ice

You can select columns, tables, or databases as the objects to be migrated.

By default, after an object is migrated to the destination database, the name
of the object remains unchanged. You can use the object name mapping
feature to rename the objects that are migrated to the destination database.
For more information, see Object name mapping.

If you use the object name mapping feature to rename an object, other
objects that are dependent on the object may fail to be migrated.

Specify
whether
to
rename
objects

You can use the object name mapping feature to rename the objects that are migrated to
the destination instance. For more information, see Object name mapping.

Specify
the retry
time for
failed
connecti
ons to
the
source
or
destinati
on
databas
e

By default, if DTS fails to connect to the source or destination database, DTS retries within
the next 720 minutes (12 hours). You can specify the retry t ime based on your needs. If DTS
reconnects to the source and destination databases within the specified time, DTS resumes
the data migration task. Otherwise, the data migration task fails.

Not e   When DTS retries a connection, you are charged for the DTS instance. We
recommend that you specify the retry t ime based on your business needs. You can
also release the DTS instance at your earliest opportunity after the source and
destination instances are released.

Setting Description
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Specify
whether
to copy
tempora
ry tables
to the
destinati
on
databas
e when
DMS
perform
s online
DDL
operatio
ns on
the
source
table

If you use Data Management (DMS) to perform online DDL operations on the source
database, you can specify whether to migrate temporary tables generated by online DDL
operations.

Yes : DTS migrates the data of temporary tables generated by online DDL operations.

Not e   If online DDL operations generate a large amount of data, the data
migration task may be delayed.

No : DTS does not migrate the data of temporary tables generated by online DDL
operations. Only the original DDL data of the source database is migrated.

Not e   If you select No, the tables in the destination database may be locked.

Setting Description

8. In the lower-right corner of the page, click Precheck.

Not e

Before you can start  the data migration task, a precheck is performed. You can start  the
data migration task only after the task passes the precheck.

If  the task fails to pass the precheck, you can click the  icon next  to each failed item

to view details.

You can troubleshoot the issues based on the causes and run a precheck again.

If  you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

9. After the task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, specify the Channel Specif icat ion   parameter and select
Dat a T ransmission Service (Pay-As-You-Go) Service T erms   .

11. Click Buy and St art   to start  the data migration task.

Schema migration and full data migration
We recommend that you do not manually stop the task during full data migration. Otherwise, the
data migrated to the dest ination database will be incomplete. You can wait  until the data
migration task automatically stops.

Schema migration, full data migration, and incremental data migration
The task does not automatically stop during incremental data migration. You must manually stop
the task.
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Not ice   We recommend that you select  an appropriate t ime to manually stop the data
migration task. For example, you can stop the task during off-peak hours or before you
switch your workloads to the dest ination cluster.

a. Wait  until Increment al Dat a Migrat ion    and T he migrat ion t ask is not  delayed     appear
in the progress bar of the migration task. Then, stop writ ing data to the source database for
a few minutes. The delay t ime of increment al dat a migrat ion    may be displayed in the
progress bar.

b. Wait  until the status of increment al dat a migrat ion    changes to T he migrat ion t ask is  
not  delayed  again. Then, manually stop the migration task.

12. Switch your workloads to the dest ination PolarDB cluster.

This topic describes how to migrate data from a user-created MySQL database to a Distributed
Relational Database System (DRDS) instance by using Data Transmission Service (DTS). DTS supports
schema migration, full data migration, and incremental data migration. When you migrate data from a
user-created MySQL database to a DRDS instance, you can select  all of the supported migration types
to ensure service continuity.

Prerequisites
The version of the user-created MySQL database is 5.1, 5.5, 5.6, 5.7, or 8.0.

A database is created in the DRDS instance based on one or more ApsaraDB RDS for MySQL instances
that you purchased. DTS does not support  databases that are created based on Apsara PolarDB for
MySQL clusters.

The available storage space of the dest ination RDS instance is larger than the total size of the data
in the user-created MySQL database.

Precautions
DTS does not support  schema migration from a user-created MySQL database to a DRDS instance.

Not e   During schema migration, DTS migrates the schemas of the required objects such as
tables to the dest ination database.

DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the loads of the database servers. If  the database performance is
unfavorable, the specificat ion is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and dest ination databases. We

7.1.5. Migrate data from a user-created MySQL
database to a DRDS instance
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recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilizat ion of the source and dest ination databases is less than 30%.

The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all f ields must be unique. Otherwise, the dest ination database may contain duplicate data records.

DTS uses the  ROUND(COLUMN,PRECISION)  funct ion to retrieve values from columns of the FLOAT or
DOUBLE data type. If  you do not specify a precision, DTS sets the precision for the FLOAT data type
to 38 digits and the precision for the DOUBLE data type to 308 digits. You must check whether the
precision sett ings meet your business requirements.

If  a data migration task fails, DTS automatically resumes the task. Before you switch your workloads
to the dest ination instance, stop or release the data migration task. Otherwise, the data in the source
database will overwrite the data in the dest ination instance after the task is resumed.

Billing

Migration type Instance configuration Internet traffic

Full data migration Free of charge.
Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
information, see Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

Migration types
Full data migration
DTS migrates historical data of the required objects from the user-created MySQL database to the
destination DRDS instance.

Not e   During full data migration, concurrent INSERT operations cause fragmentation in the
tables of the dest ination instance. After full data migration is complete, the tablespace of the
destination instance is larger than that of the source database.

Incremental data migration
After full data migration is complete, DTS retrieves binary log files from the user-created MySQL
database. Then, DTS synchronizes incremental data from the user-created MySQL database to the
destination DRDS instance. Incremental data migration allows you to ensure service continuity when
you migrate data from the user-created MySQL database to the DRDS instance.

SQL operations that can be synchronized during incremental data
migration
INSERT, UPDATE, DELETE, and REPLACE

Permissions required for database accounts

Database Full data migration Incremental data migration

User-created MySQL database The SELECT permission
The REPLICATION CLIENT,
REPLICATION SLAVE, SHOW VIEW,
and SELECT permissions

DRDS instance The read/write permissions The read/write permissions
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Before you begin
1. Create an account for the user-created MySQL database and enable binary logging. For more

information, see Create an account for a user-created MySQL database and configure binary
logging.

2. Create a database and tables in the dest ination DRDS instance based on the schema to be
migrated from the user-created MySQL database. For more information, see Create a DRDS
database and Create a table.

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. In the upper part  of the Migrat ion T asks   page, select  the region where the RDS instance resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Configure the source and dest ination databases for the data migration task.

Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.
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Source
Database

Instance Type

Select an instance type based on where the source database is
deployed. In this example, select User-Creat ed Dat abase wit h  
Public IP Address  .

Not e   If you select other instance types, you must deploy
the network environment for the self-managed database. For
more information, see Preparation overview.

Instance
Region

If the instance type is set to User-Creat ed Dat abase wit h Public  
IP Address , you do not need to specify the inst ance region .

Not e   If a whitelist  is configured for the user-created
MySQL database, you must add the CIDR blocks of DTS servers to
the whitelist  of the database. You can click Get  IP Address 
Segment  of  DT S    next to Inst ance Region  to obtain the CIDR
blocks of DTS servers.

Database Type Select MySQL.

Hostname or
IP Address

Enter the endpoint that is used to connect to the user-created MySQL
database. In this example, enter the public IP address.

Port Number
Enter the service port number of the user-created MySQL database.
The default port number is 3306.

Database
Account

Enter the account of the user-created MySQL database. For more
information about the permissions that are required for the account,
see Permissions required for database accounts.

Database
Password

Enter the password of the source database account.

Not e   After you specify the information about the self-
managed Oracle database, you can click T est  Connect ivit y     next
to Dat abase Password  to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.

Instance Type Select DRDS Inst ance .

Instance
Region

Select the region where the destination DRDS instance resides.

DRDS Instance
ID

Select the ID of the destination DRDS instance.

Section Parameter Description
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Destinatio
n
Database

Database
Name

Select the name of the destination database.

Database
Account

Enter the database account of the destination DRDS instance. For
more information about the permissions that are required for the
account, see Permissions required for database accounts.

Database
Password

Enter the password of the destination database account.

Not e   After you specify the information about the RDS
instance, you can click T est  Connect ivit y     next to Dat abase
Password to check whether the information is valid. If the
information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Not e   DTS adds the CIDR blocks of DTS servers to the whitelist  of the dest ination DRDS
instance. This ensures that DTS servers can connect to the dest ination DRDS instance.

7. Select  the migration types and objects to be migrated.
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Paramet
er

Description

Migratio
n Types

To perform only full data migration, select only Full Dat a Migrat ion  .

To ensure service continuity during data migration, select both Full Dat a Migrat ion   and
Increment al Dat a Migrat ion   .

Not e   If Increment al Dat a Migrat ion    is not selected, do not write data to the
source database during full data migration. This ensures data consistency between
the source and destination databases.
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Objects

Select objects from the Available section and click the  icon to move the objects to

the Select ed  section.

Not e

You can select columns, tables, or databases as the objects to be migrated. If
you select tables or columns as the objects to be migrated, DTS does not
migrate other objects such as views, triggers, and stored procedures to the
destination database.

By default, after an object is migrated to the destination database, the name
of the object remains unchanged. You can use the object name mapping
feature to rename the objects that are migrated to the destination database.
For more information, see Object name mapping.

If you use the object name mapping feature to rename an object, other
objects that are dependent on the object may fail to be migrated.

Paramet
er

Description

8. 

9. After the data migration task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, configure the Channel Specif icat ion   parameter. Then, read
and select  Dat a T ransmission Service (Pay-as-you-go) Service T erms   .

11. Click Buy and St art   to start  the data migration task.

Full data migration
Do not manually stop a full data migration task. If  you manually stop a full data migration task,
the data that is migrated to the RDS instance may be incomplete. You can wait  until the full data
migration task automatically stops.

Incremental data migration
An incremental data migration task does not automatically stop. You must manually stop the
task.

Not e   We recommend that you manually stop an incremental data migration task at  an
appropriate point  in t ime. For example, you can stop the task during off-peak hours or
before you switch your workloads over to the RDS instance.
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a. Wait  until Increment al Dat a Migrat ion    and T he dat a migrat ion t ask is not  delayed    
appear in the progress bar of the data migration task. Then, stop writ ing data to the self-
managed Oracle database for a few minutes. The delay t ime of increment al dat a 
migrat ion  may be displayed in the progress bar.

b. Wait  until the status of increment al dat a migrat ion    changes to T he dat a migrat ion  
t ask is not  delayed   again. Then, manually stop the migration task.

12. Switch your workloads to the dest ination DRDS instance.

What to do next
The database accounts used for data migration have the read/write permissions. After data migration
is complete, you must delete the accounts of both the user-created MySQL database and the
database in the DRDS instance.

Data Transmission Service (DTS) provides an incremental data migration phase that allows you to
perform a minimized-downtime migration. You do not have to suspend write requests to the source
database during migration. The migration task captures ongoing changes that occur during the full
data migration and reapplies the changes after the full data migration is complete.

Prerequisites
The version of the user-created SQL Server database is 2008, 2008 R2, 2012, 2014, 2016, or 2017.

Not e

SQL Server Cluster or SQL Server AlwaysOn High Availability Group is not supported.

If  you migrate data between different versions of databases, make sure that the
database versions are compatible.

The tables to be migrated from the user-created SQL Server database must have primary keys or
UNIQUE NOT NULL indexes.

The available storage space of the ApsaraDB RDS for SQL Server instance is larger than the total size
of the data in the user-created SQL Server database.

Precautions
DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the loads of the database servers. If  the database performance is

7.2. Source: SQL Server
7.2.1. Migrate incremental data from a user-
created SQL Server database to an ApsaraDB RDS
for SQL Server instance
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unfavorable, the specificat ion is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and dest ination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilizat ion of the source and dest ination databases is less than 30%.

To ensure that the incremental data migration task runs as expected, do not frequently back up the
source database. We recommend that you retain log files for more than three days. Otherwise, you
cannot retrieve log files after they are truncated.

To ensure that the delay t ime of incremental data migration is accurate, DTS adds a heartbeat table
to the user-created SQL Server database. The name of the heartbeat table is  Source table name_dt
s_mysql_heartbeat .

DTS automatically creates a dest ination database in the ApsaraDB RDS for SQL Server instance.
However, if  the name of the source database is invalid, you must create a database in the ApsaraDB
RDS for SQL Server instance before you configure the data migration task.

Not e   For more information about how to create a database and the database naming
conventions, see Create a database for an RDS SQL Server instance.

If  a data migration task fails, DTS automatically resumes the task. Before you switch your workloads
to the dest ination instance, stop or release the data migration task. Otherwise, the data in the source
database will overwrite the data in the dest ination instance after the task is resumed.

Limits
DTS does not migrate the schemas of assemblies, service brokers, full-text  indexes, full-text
catalogs, distributed schemas, distributed functions, CLR stored procedures, CLR scalar-valued
functions, CLR table-valued functions, internal tables, systems, and aggregate functions.

DTS does not migrate data of the sql_variant type.

DTS does not migrate tables that contain computed columns.

A single data migration task can migrate incremental data from only one database. To migrate
incremental data from mult iple databases, you must create a data migration task for each database.

Migration types
Schema migration
DTS migrates the schemas of the required objects to the dest ination instance. DTS supports schema
migration for the following types of objects: table, view, trigger, synonym, SQL stored procedure,
SQL function, plan guide, user-defined type, rule, and default .

Full data migration
DTS migrates historical data of the required objects from the user-created SQL Server database to
the dest ination ApsaraDB RDS for SQL Server instance.

Incremental data migration
After full data migration is complete, DTS synchronizes incremental data from the user-created SQL
Server database to the dest ination ApsaraDB RDS for SQL Server instance. Incremental data migration
allows you to ensure service continuity when you migrate data from a user-created SQL Server
database to Alibaba Cloud.
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SQL operations that can be synchronized during incremental data
migration

INSERT, UPDATE, and DELETE

Not e   The UPDATE operations that update only the large fields cannot be synchronized.

CREATE TABLE

Not e   The CREATE TABLE operations used to create part it ion tables or tables that contain
functions cannot be synchronized.

ALTER TABLE operations, only including ADD COLUMN, DROP COLUMN, and RENAME COLUMN

DROP TABLE

RENAME TABLE, TRUNCATE TABLE, and CREATE INDEX

Billing

Migration type Task configuration fee Internet traffic fee

Schema migration and full
data migration

Free of charge.
Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
information, see Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

Permissions required for database accounts

Database Schema migration Full data migration
Incremental data
migration

User-created SQL Server
database

The SELECT permission The SELECT permission
The sysadmin
permission

ApsaraDB RDS for SQL
Server instance

The read/write
permissions

The read/write
permissions

The read/write
permissions

For information about how to create and authorize a database account, see the following topics:

CREATE USER for a user-created SQL Server database

Create an account for an RDS for SQL Server instance for an ApsaraDB RDS for SQL Server instance

Incremental data migration
To avoid data migration failures caused by dependencies between objects, DTS migrates the schemas
and data of the source SQL Server database in the following order:

1. Migrate the schemas of tables, views, synonyms, user-defined types, rules, defaults, and plan
guides.

2. Perform full data migration.

3. Migrate the schemas of SQL stored procedures, SQL functions, triggers, and foreign keys.
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4. Perform incremental data migration.

Not e   During schema migration and full data migration, do not perform DDL operations
on the objects to be migrated. Otherwise, the objects may fail to be migrated.

Before you begin
Before you configure a data migration task, configure log sett ings on the user-created SQL Server
database.

1. Run the following command in the user-created SQL Server database to change the recovery mode
to full:

use master;
GO
ALTER DATABASE <database_name> SET RECOVERY FULL WITH ROLLBACK IMMEDIATE;
GO

Parameters
<database_name>: the name of the source database.
Example

use master;
GO
ALTER DATABASE mytestdata SET RECOVERY FULL WITH ROLLBACK IMMEDIATE;
GO

2. Run the following command to create a logical backup for the source database. Skip this step if
you have already created a logical backup.

BACKUP DATABASE <database_name> TO DISK='<physical_backup_device_name>';
GO

Parameters

<database_name>: the name of the source database.

<physical_backup_device_name>: the storage path and file name of the backup file.

Example

BACKUP DATABASE mytestdata TO DISK='D:\backup\dbdata.bak';
GO

3. Run the following command to back up the log entries of the source database:

BACKUP LOG <database_name> to DISK='<physical_backup_device_name>' WITH init;
GO

Parameters

<database_name>: the name of the source database.

<physical_backup_device_name>: the storage path and file name of the backup file.

Example

BACKUP LOG mytestdata TO DISK='D:\backup\dblog.bak' WITH init;
GO

Dat a Migrat ion·Migrat e from a user-
creat ed dat abase t o Alibaba Cloud

Dat a Transmission Service

89 > Document  Version: 20220617



Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. In the upper part  of the Migrat ion T asks   page, select  the region where the RDS instance resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Configure the source and dest ination databases for the data migration task.

Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.

Instance Type

Select an instance type based on where the source database is
deployed. In this example, select User-Creat ed Dat abase wit h  
Public IP Address  .

Not e   If you select other instance types, you must deploy
the network environment for the self-managed database. For
more information, see Preparation overview.
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Source
Database

Instance
Region

If the instance type is set to User-Creat ed Dat abase wit h Public  
IP Address , you do not need to specify the inst ance region .

Not e   If a whitelist  is configured for the user-created SQL
Server database, you must add the CIDR blocks of DTS servers to
the whitelist  of the database. You can click Get  IP Address 
Segment  of  DT S    next to Inst ance Region  to obtain the CIDR
blocks of DTS servers.

Database Type Select SQL Server.

Hostname or
IP Address

Enter the endpoint that is used to connect to the user-created SQL
Server database. In this example, enter the public IP address.

Port Number

Enter the service port number of the user-created SQL Server
database. The default port number is 1433.

Not e   The service port of the user-created SQL Server
database must be accessible over the Internet.

Database
Account

Enter the account of the user-created SQL Server database.

Database
Password

Enter the password of the source database account.

Not e   After you specify the information about the self-
managed Oracle database, you can click T est  Connect ivit y     next
to Dat abase Password  to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.

Destinatio
n
Database

Instance Type Select RDS Inst ance .

Instance
Region

Select the region where the destination RDS instance resides.

RDS Instance ID Select the ID of the destination RDS instance.

Database
Account

Enter the database account of the destination RDS instance.

Section Parameter Description
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Database
Password

Enter the password of the destination database account.

Not e   After you specify the information about the RDS
instance, you can click T est  Connect ivit y     next to Dat abase
Password to check whether the information is valid. If the
information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Not e   DTS adds the CIDR blocks of DTS servers to the whitelist  of the dest ination RDS
instance. This ensures that DTS servers can connect to the dest ination RDS instance.

7. Select  the migration types and objects to be migrated.
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Paramet
er

Description

Migratio
n Types

To perform only full data migration, select Schema Migrat ion  and Full Dat a
Migrat ion .

To ensure service continuity during data migration, select Schema Migrat ion , Full
Dat a Migrat ion  , and Increment al Dat a Migrat ion   . In this example, select all of the
three migration types.

Not e   If Increment al Dat a Migrat ion    is not selected, do not write data to the
user-created SQL Server database during full data migration. This ensures data
consistency between the source and destination databases.

Objects

Select objects from the Available section and click the  icon to move the objects to

the Select ed  section.

Not e

A single data migration task can migrate incremental data from only one
database. To migrate incremental data from multiple databases, you must
create a data migration task for each database.

You can select columns, tables, or databases as the objects to be migrated.

After an object is migrated to the destination database, the name of the
object remains unchanged. You can change the names of the objects that are
migrated to the destination database by using the object name mapping
feature. For more information about how to use this feature, see Object name
mapping.

If you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

8. 

9. After the data migration task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, configure the Channel Specif icat ion   parameter. Then, read
and select  Dat a T ransmission Service (Pay-as-you-go) Service T erms   .

11. Click Buy and St art   to start  the data migration task.

Full data migration
Do not manually stop a full data migration task. If  you manually stop a full data migration task,
the data that is migrated to the RDS instance may be incomplete. You can wait  until the full data
migration task automatically stops.

Incremental data migration
An incremental data migration task does not automatically stop. You must manually stop the
task.
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Not e   We recommend that you manually stop an incremental data migration task at  an
appropriate point  in t ime. For example, you can stop the task during off-peak hours or
before you switch your workloads over to the RDS instance.

a. Wait  until Increment al Dat a Migrat ion    and T he dat a migrat ion t ask is not  delayed    
appear in the progress bar of the data migration task. Then, stop writ ing data to the self-
managed Oracle database for a few minutes. The delay t ime of increment al dat a 
migrat ion  may be displayed in the progress bar.

b. Wait  until the status of increment al dat a migrat ion    changes to T he dat a migrat ion  
t ask is not  delayed   again. Then, manually stop the migration task.

12. Switch your workloads to the dest ination RDS instance.

What to do next
The database accounts used for data migration have the read/write permissions. After data migration
is complete, you must delete the accounts of both the user-created SQL Server database and the
ApsaraDB RDS for SQL Server instance to ensure database security.

For a planned migration where downtime is acceptable, you can create a migration task without
incremental data migration. If  you do not include the incremental data migration phase when you
create the migration task, you must suspend all write requests to the source database during migration.

Prerequisites
The version of the user-created SQL Server database is 2005, 2008, 2008 R2, 2012, 2014, 2016, or
2017.

Not e

SQL Server clusters and SQL Server Always On high availability group are not supported.

To perform full migration between databases of different versions, make sure that the
two versions are compatible.

The available storage space of the ApsaraDB RDS for SQL Server instance is larger than the total size
of the data in the user-created SQL Server database.

Background information
DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the loads of the database servers. If  the database performance is
unfavorable, the specificat ion is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following

7.2.2. Migrate full data from a user-created SQL
Server database to ApsaraDB RDS for SQL Server
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cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and dest ination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilizat ion of the source and dest ination databases is less than 30%.

The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all f ields must be unique. Otherwise, the dest ination database may contain duplicate data records.

DTS automatically resumes a failed data migration task. Before you switch your workloads to the
destination instance, stop or release the data migration task. Otherwise, the data in the source
database will overwrite the data in the dest ination instance after the task is resumed.

Limits
DTS cannot migrate data of the sql_variant type.

DTS does not support  the schema migration for assemblies, service brokers, full-text  indexes, full-
text  catalogs, distributed schemas, distributed functions, CLR stored procedures, CLR scalar-valued
functions, CLR table-valued functions, internal tables, systems, and aggregate functions.

Migration types
Schema migration
DTS migrates the schemas of objects to the dest ination instance. DTS can migrate the schemas of
the following objects: tables, views, triggers, synonyms, SQL stored procedures, SQL functions, plan
guides, user-defined types, rules, and defaults.

Full data migration
DTS migrates full data of the source objects from the user-created SQL Server database to the
ApsaraDB RDS for SQL Server instance.

Billing

Migration type Instance configurations Internet traffic

Full data migration Free of charge

Charged only when data is
migrated from Alibaba Cloud
over the Internet. For more
information, see Pricing.

Permissions required for database accounts

Database Schema migration Full data migration

User-created SQL Server
database

SELECT privilege SELECT privilege

ApsaraDB RDS for SQL Server
database

Read and write permissions Read and write permissions

For more information about how to create and authorize a database account, see the following
topics:

Full data migration
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To avoid data migration failures caused by dependencies among objects, DTS migrates the schemas
and data from the source SQL Server database in the following order:

1. Migrate the schemas of tables, views, synonyms, user-defined types, rules, defaults, and plan
guides.

2. Migrate full data.

3. Migrate the schemas of SQL stored procedures, SQL functions, triggers, and foreign keys.

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. In the upper part  of the Migrat ion T asks   page, select  the region where the RDS instance resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Configure the source and dest ination databases.

Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.
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Source
Database

Instance Type

Select an instance type based on the location where the database is
deployed. In this topic, a User-Creat ed Dat abase wit h Public IP   
Address  is used as an example.

Not e   If you select other instance types, you must deploy
the network environment for the self-managed database. For
more information, see Preparation overview.

Instance
Region

If Instance Type is set to User-Creat ed Dat abase wit h Public IP   
Address , you do not need to specify the Inst ance Region .

Not e   If you have configured a whitelist  for the user-
created SQL Server database, you must add the CIDR blocks of
DTS servers to the whitelist. You can click Get  IP Address 
Segment  of  DT S    next to Inst ance Region  to obtain the CIDR
blocks of DTS servers.

Database Type Select SQL Server.

Hostname or
IP Address

Enter the endpoint that is used to connect to the user-created SQL
Server database. In this example, enter the public IP address.

Port Number

Enter the service port number of the user-created SQL Server
database. The default port number is 1433.

Not e   In this example, the service port of the user-created
MongoDB database must be open to the public network.

Database
Account

Enter the account that is used to log on to the user-created SQL
Server database. For more information about the permissions that are
required for the account, see Permissions required for database
accounts.

Database
Password

Enter the password of the source database account.

Not e   After you specify the information about the self-
managed Oracle database, you can click T est  Connect ivit y     next
to Dat abase Password  to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.

Section Parameter Description
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Destinatio
n
Database

Instance Type Select RDS Inst ance .

Instance
Region

Select the region in which the destination RDS instance resides.

RDS Instance ID Select the ID of the destination RDS instance.

Database
Account

Enter the account that is used to log on to the destination RDS
instance. For more information about the permissions that are
required for the account, see Permissions required for database
accounts.

Database
Password

Enter the password of the destination database account.

Not e   After you specify the information about the RDS
instance, you can click T est  Connect ivit y     next to Dat abase
Password to check whether the information is valid. If the
information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Not e   The CIDR blocks of DTS servers are automatically added to the whitelist  of the
destination RDS instance. This ensures that DTS servers can connect to the dest ination RDS
instance.

7. Select  the migration types and objects to be migrated.
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Paramet
er

Description

Migratio
n Types

To perform only full data migration, select Schema Migrat ion  and Full Dat a
Migrat ion .

To migrate data with minimal downtime, select Schema Migrat ion , Full Dat a
Migrat ion , and Increment al Dat a Migrat ion   .

In this example, select Schema Migrat ion  and Full Dat a Migrat ion  .

Not e   To ensure data consistency, we recommend that you do not write new
data into the user-created SQL Server database during full data migration.
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Migratio
n
objects

Select objects from the Available section and click the  icon to move the objects to

the Select ed  section.

Not e

The selected objects can be databases, tables, or columns.

By default, the name of an object remains unchanged after migration. You can
change the names of the objects in the destination RDS instance by using the
object name mapping feature. For more information about how to use this
feature, see Object name mapping.

If you use the object name mapping feature for an object, objects that depend
on the object may fail to be migrated.

Paramet
er

Description

8. 

9. After the data migration task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, configure the Channel Specif icat ion   parameter. Then, read
and select  Dat a T ransmission Service (Pay-as-you-go) Service T erms   .

11. Click Buy and St art   to start  the data migration task.

Not e   Do not manually stop a data migration task. Otherwise, data migrated to the
destination database will be incomplete. Wait  until the data migration task succeeds.

12. Switch your workloads to the dest ination RDS instance.

What to do next
The database accounts used for data migration have the read/write permissions. After the data
migration is complete, you must delete the accounts of both the user-created SQL Server database
and the ApsaraDB RDS for SQL Server instance to ensure database security.

Apsara PolarDB is a next-generation relat ional database service developed by Alibaba Cloud. It  is
compatible with MySQL, PostgreSQL, and Oracle database engines. The superior performance of Apsara
PolarDB in storage and computing meets diverse requirements of enterprises. This topic describes how
to migrate data from a user-created Oracle database to a PolarDB cluster compatible with Oracle by
using Data Transmission Service (DTS).

Prerequisites

7.3. Source: Oracle
7.3.1. Migrate data from a user-created Oracle
database to a PolarDB cluster compatible with
Oracle
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Prerequisites
The version of the user-created Oracle database is 9i, 10g, 11g, 12c, 18c, or 19c.

The ARCHIVELOG mode is enabled for the user-created Oracle database. Archived log files are
accessible and a suitable retention period is set  for archived log files. For more information, see
Managing Archived Redo Log Files.

Supplemental logging, including SUPPLEMENTAL_LOG_DATA_PK and SUPPLEMENTAL_LOG_DATA_UI, is
enabled for the user-created Oracle database. For more information, see Supplemental Logging.

The tables to be migrated from the user-created Oracle database contain primary keys or UNIQUE
NOT NULL indexes.

Precautions
DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the loads of the database servers. If  the database performance is
unfavorable, the specificat ion is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and dest ination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilizat ion of the source and dest ination databases is less than 30%.

DTS automatically resumes a failed data migration task. Before you switch your workloads to the
destination database, stop or release the data migration task. Otherwise, the data in the source
database will overwrite the data in the dest ination database after the task is resumed.

Billing

Migration type Task configuration fee Internet traffic fee

Schema migration and full
data migration

Free of charge.
Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
information, see Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

Migration types

Migration type Description

Schema migration

DTS migrates the schemas of the required objects to the destination database. DTS
supports schema migration for the following types of objects: table, view,
synonym, trigger, stored procedure, function, package, and user-defined type.

Not e   However, if an object contains triggers, the data between the
source and destination databases will become inconsistent.
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Full data migration

DTS migrates historical data of the required objects from the user-created Oracle
database to the destination PolarDB cluster.

Not e   During schema migration and full data migration, do not perform
DDL operations on the objects to be migrated. Otherwise, the objects may fail
to be migrated.

Incremental data
migration

DTS retrieves redo log files from the user-created Oracle database. Then, DTS
synchronizes incremental data from the user-created Oracle database to the
destination PolarDB cluster. Incremental data migration allows you to ensure service
continuity when you migrate data from the user-created Oracle database to the
destination PolarDB cluster.

Migration type Description

SQL operations that can be synchronized during incremental data
migration

INSERT, UPDATE, and DELETE operations

CREATE TABLE operations

Not e   The CREATE TABLE operations to create part it ion tables or tables that contain
functions cannot be synchronized.

ALTER TABLE, DROP TABLE, RENAME TABLE, CREATE INDEX, and ADD INDEX operations

Preparations
Log on to the source Oracle database, create an account for data collect ion, and grant permissions to
the account.

Not e   If  you have created a database account and the account has the permissions that are
listed in the following table, skip this step.

Database Schema migration Full data migration
Incremental data
migration

User-created Oracle
database

The owner permission
on schemas

The owner permission
on schemas

The database
administrator (DBA)
permission

PolarDB cluster
The owner permission
on schemas

The owner permission
on schemas

The owner permission
on schemas

For more information about how to create and authorize a database account, see the following
topics:

CREATE USER and GRANT for a user-created Oracle database

Create an account for a PolarDB cluster
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Not ice   If  you want to migrate incremental data from an Oracle database but the DBA
permission cannot be granted to the database account, you can grant fine-grained permissions to
the account. The following sample statements show you how to grant specific permissions to an
Oracle database account.

Procedure
1. 

2. 

3. 

4. 

5. Configure the source and dest ination databases for the data migration task.

Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.

Grant  Specif ic Permissions (Click t o Show Det ails)    ❯
Sample St at ement s (Click t o Show Det ails)     ❯
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Source
Database

Instance Type

Select an instance type based on where the source database is
deployed. The procedure in this topic uses User-Creat ed Dat abase 
wit h Public IP Address    as an example.

Not e   If you select other instance types, you must prepare
the environments that are required for the source database. For
more information, see Preparation overview.

Instance
Region

If the instance type is set to User-Creat ed Dat abase wit h Public  
IP Address , you do not need to specify the inst ance region .

Not e   If a whitelist  is configured for the user-created
Oracle database, you must manually add the CIDR blocks of DTS
servers to the whitelist  of the user-created Oracle database. You
can click Get  IP Address Segment  of  DT S      next to Inst ance
Region to obtain the CIDR blocks of DTS servers.

Database Type Select Oracle.

Hostname or
IP Address

Enter the endpoint that is used to connect to the user-created Oracle
database.

Port Number

Enter the service port number of the user-created Oracle database.
The default port number is 1521.

Not e   In this example, The service port of the user-created
Oracle database is accessible over the Internet.

Instance Type

Non-RAC Inst ance : If you select this option, you must specify the
SID.

RAC Inst ance : If you select this option, you must specify the
Service Name.

Database
Account

Enter the account of the user-created Oracle database. For more
information about the permissions that are required for the account,
see Preparations.

Database
Password

Enter the password for the source database account.

Not e   After you specify the information about the self-
managed Oracle database, you can click T est  Connect ivit y     next
to Dat abase Password  to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.

Section Parameter Description
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Destinatio
n
Database

Instance Type Select PolarDB.

Instance
Region

Select the region where the destination PolarDB cluster resides.

PolarDB
Instance ID

Select the ID of the destination PolarDB cluster.

Database
Name

Enter the name of the destination database.

Database
Account

Enter the database account of the destination PolarDB cluster. For
more information about the permissions that are required for the
account, see Preparations.

Database
Password

Enter the password for the destination database account.

Not e   After you specify the information about the RDS
instance, you can click T est  Connect ivit y     next to Dat abase
Password to check whether the information is valid. If the
information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Not e   The CIDR blocks of DTS servers are automatically added to the whitelist  of the
destination PolarDB cluster. This ensures that DTS servers can connect to the dest ination
PolarDB cluster.

7. Select  the migration types and objects to be migrated.
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Paramet
er

Description

Migratio
n Types

To perform only full data migration, select Schema Migrat ion  and Full Dat a
Migrat ion .

To migrate data with minimal downtime, select Schema Migrat ion , Full Dat a
Migrat ion , and Increment al Dat a Migrat ion   .

Not e   If Increment al Dat a Migrat ion    is not selected, do not write data into
the source database during full data migration. This ensures data consistency
between the source and destination databases.
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Objects

Select objects from the Available section and click the  icon to move the objects to

the Select ed  section.

Not e

You can select columns, tables, or databases as the objects to be migrated.

After an object is migrated to the destination database, the name of the
object remains the same as that in the source database. You can change the
names of the objects that are migrated to the destination database by using
the object name mapping feature. For more information about how to use this
feature, see Object name mapping.

If you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

Paramet
er

Description

8. 

9. 

10. 

11. 

12. 

This topic describes how to migrate data from a user-created Oracle database to an ApsaraDB RDS for
MySQL instance by using Data Transmission Service (DTS). DTS supports schema migration, full data
migration, and incremental data migration. When you migrate data from a user-created Oracle
database, you can select  all of the supported migration types to ensure service continuity.

Prerequisites
The version of the user-created Oracle database is 9i, 10g, 11g, 12c, 18c, or 19c.

Supplemental logging, including SUPPLEMENTAL_LOG_DATA_PK and SUPPLEMENTAL_LOG_DATA_UI, is
enabled for the user-created Oracle database. For more information, see Supplemental Logging.

The ARCHIVELOG mode is enabled for the user-created Oracle database. Archived log files are
accessible and a suitable retention period is set  for archived log files. For more information, see
Managing Archived Redo Log Files.

The service port  of the user-created Oracle database is accessible over the Internet.

The available storage space of the dest ination ApsaraDB RDS for MySQL instance is larger than the
total size of the data in the user-created Oracle database.

Precautions
DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the loads of the database servers. If  the database performance is

7.3.2. Migrate data from a user-created Oracle
database to an ApsaraDB RDS for MySQL instance
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unfavorable, the specificat ion is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and dest ination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilizat ion of the source and dest ination databases is less than 30%.

The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all f ields must be unique. Otherwise, the dest ination database may contain duplicate data records.

Table names in the ApsaraDB RDS for MySQL instance are case-insensit ive. If  a table name in the user-
created Oracle database contains uppercase letters, ApsaraDB RDS for MySQL converts all uppercase
letters to lowercase letters before creating the table.
If  the source Oracle database contains identical table names that differ only in capitalizat ion, these
table names are identified as duplicate. During schema migration, the following message is returned:
"The object  already exists". To avoid name conflicts in the dest ination database, you can change the
names of the migrated objects by using the object  name mapping feature. For more information, see
Object name mapping.

DTS automatically creates a dest ination database in the ApsaraDB RDS for MySQL instance. However,
if  the name of the source database is invalid, you must manually create a database in the ApsaraDB
RDS for MySQL instance before you configure the data migration task. For more information about
how to create a database and the database naming conventions, see Create a database.

Billing

Migration type Instance configurations Internet traffic

Schema migration and full
data migration

Free of charge.
Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
information, see Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

Migration types
Schema migration
DTS supports schema migration for tables and indexes. DTS does not support  schema migration for
the following types of objects: view, synonym, trigger, stored procedure, function, package, and
user-defined type. DTS has the following limits on schema migration for tables and indexes:

Schema migration of nested tables is not supported. Clustered tables and index-organized tables
(IOTs) are converted into common tables in the dest ination database.

Schema migration of function-based indexes, domain indexes, bitmap indexes, and reverse indexes
is not supported.

Full data migration
DTS migrates historical data of the required objects from the user-created Oracle database to the
destination ApsaraDB RDS for MySQL instance.

Incremental data migration
DTS retrieves redo log files from the user-created Oracle database. Then, DTS synchronizes
incremental data from the user-created Oracle database to the dest ination database in the
ApsaraDB RDS for MySQL instance. Incremental data migration allows you to ensure service continuity
when you migrate data from the user-created Oracle database to the dest ination database.
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SQL operations that can be synchronized during incremental data
migration

INSERT, DELETE, and UPDATE

CREATE TABLE

Not e   The CREATE TABLE operations to create tables that contain functions cannot be
synchronized.

ALTER TABLE, ADD COLUMN, DROP COLUMN, RENAME COLUMN, and ADD INDEX

DROP TABLE

RENAME TABLE, TRUNCATE TABLE, and CREATE INDEX

Data type mappings
For more information, see Data type mappings between heterogeneous databases.

Preparations
Log on to the source Oracle database, create an account for data collect ion, and grant permissions to
the account.

Not e   If  you have created a database account and the account has the permissions that are
listed in the following table, skip this step.

Database Schema migration Full data migration
Incremental data
migration

User-created Oracle
database

The owner permission
on schemas

The owner permission
on schemas

The database
administrator (DBA)
permission

ApsaraDB RDS for
MySQL instance

The write permission on
the destination
database

The write permission on
the destination
database

The write permission on
the destination
database

For more information about how to create and authorize a database account, see the following
topics:

CREATE USER and GRANT for a user-created Oracle database

Create an account for an RDS for MySQL instance and Change the permissions of an account for an
RDS for MySQL instance

Not ice   If  you want to migrate incremental data from an Oracle database but the DBA
permission cannot be granted to the database account, you can grant fine-grained permissions to
the account. The following sample statements show you how to grant specific permissions to an
Oracle database account.

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .
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3. At  the top of the Migrat ion T asks   page, select  the region where the dest ination RDS instance
resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Configure the source and dest ination databases for the data migration task.

Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.

Instance Type

Select an instance type based on where the source database is
deployed. The procedure in this topic uses User-Creat ed Dat abase 
wit h Public IP Address    as an example.

Not e   If you select other instance types, you must prepare
the environments that are required for the source database. For
more information, see Preparation overview.
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Source
Database

Instance
Region

If the instance type is set to User-Creat ed Dat abase wit h Public  
IP Address , you do not need to specify the inst ance region .

Not e   If a whitelist  is configured for the user-created
Oracle database, you must manually add the CIDR blocks of DTS
servers to the whitelist  of the user-created Oracle database. You
can click Get  IP Address Segment  of  DT S      next to Inst ance
Region to obtain the CIDR blocks of DTS servers.

Database Type Select Oracle.

Hostname or
IP Address

Enter the IP address that is used to connect to the user-created Oracle
database. In this example, enter the public IP address.

Port Number
Enter the service port number of the user-created Oracle database.
The default port number is 1521.

Instance Type

Non-RAC Inst ance : If you select this option, you must specify the
SID.

RAC Inst ance : If you select this option, you must specify the
Service Name.

Database
Account

Enter the account of the user-created Oracle database. For more
information about the permissions that are required for the account,
see Preparations.

Database
Password

Enter the password for the source database account.

Not e   After you specify the source database parameters,
click T est  Connect ivit y     next to Dat abase Password  to verify
whether the specified parameters are valid. If the specified
parameters are valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Modify the source
database parameters based on the check results.

Instance Type Select RDS Inst ance .

Instance
Region

Select the region where the destination RDS instance resides.

RDS Instance ID Select the ID of the destination RDS instance.

Database
Account

Enter the database account of the destination RDS instance. For more
information about the permissions that are required for the account,
see Preparations.

Section Parameter Description
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Destinatio
n
Database

Database
Password

Enter the password for the destination database account.

Not e   After you specify the destination database
parameters, click T est  Connect ivit y     next to Dat abase
Password to verify whether the parameters are valid. If the
specified parameters are valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Modify
the destination database parameters based on the check results.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Not e   The CIDR blocks of DTS servers are automatically added to the whitelist  of the
destination RDS instance. This ensures that DTS servers can connect to the dest ination RDS
instance.

7. Select  the migration types and objects to be migrated.
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Paramet
er

Description

Migratio
n Types

To perform only full data migration, select Schema Migrat ion  and Full Dat a
Migrat ion .

To migrate data with minimal downtime, select Schema Migrat ion , Full Dat a
Migrat ion , and Increment al Dat a Migrat ion   .

Not e   If Increment al Dat a Migrat ion    is not selected, do not write data into
the source database during full data migration. This ensures data consistency
between the source and destination databases.
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Objects

Select objects from the Available section and click the  icon to move the objects to

the Select ed  section.

Not e

You can select columns, tables, or databases as the objects to be migrated.

After an object is migrated to the destination RDS instance, the name of the
object remains the same as that in the user-created Oracle database. You can
change the names of the objects that are migrated to the destination RDS
instance by using the object name mapping feature. For more information
about how to use this feature, see Object name mapping.

Paramet
er

Description

8. In the lower-right corner of the page, click Precheck.

Not e

Before you can start  the data migration task, a precheck is performed. You can start  the
data migration task only after the task passes the precheck.

If  the task fails to pass the precheck, click the  icon next  to each failed item to view

details. Troubleshoot the issues based on the causes and run the precheck again.

9. After the task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, specify the Channel Specif icat ion   and select  the Dat a
T ransmission Service (Pay-As-You-Go) Service T erms  .

11. Click Buy and St art   to start  the migration task.

Full data migration
Do not manually stop a task during full data migration. Otherwise, data migrated to the
destination database will be incomplete. Wait  until the migration task automatically stops.

Incremental data migration
An incremental data migration task does not automatically stop. You must manually stop the
migration task.

Not e   Select  an appropriate t ime to manually stop the migration task. For example,
you can stop the migration task during off-peak hours or before you switch your workloads
to the dest ination instance.

a. Wait  until Increment al Dat a Migrat ion    and T he migrat ion t ask is not  delayed     appear
in the progress bar of the migration task. Then, stop writ ing data to the source database for
a few minutes. The delay t ime of increment al dat a migrat ion    may be displayed in the
progress bar.
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b. After the status of increment al dat a migrat ion    changes to T he migrat ion t ask is not  
delayed, manually stop the migration task.

12. Switch your workloads to the dest ination RDS instance.

What to do next
The database accounts used for data migration have the read/write permissions. After the data
migration is complete, you must delete the accounts of both the user-created Oracle database and the
ApsaraDB RDS for MySQL instance to ensure database security.

More information
DTS supports reverse data transmission when you migrate data from a user-created Oracle database to
an ApsaraDB RDS for MySQL instance. You can use this feature to synchronize data changes from the
ApsaraDB RDS for MySQL instance to the user-created Oracle database. To do this, submit  a t icket.

This topic describes how to migrate data from a user-created Oracle database to a Distributed
Relational Database System (DRDS) instance by using Data Transmission Service (DTS). DTS supports full
data migration and incremental data migration. When you migrate data from a user-created Oracle
database, you can select  the two migration types to ensure service continuity.

Prerequisites
The version of the user-created Oracle database is 9i, 10g, 11g, 12c, 18c, or 19c.

Supplemental logging, including SUPPLEMENTAL_LOG_DATA_PK and SUPPLEMENTAL_LOG_DATA_UI, is
enabled for the user-created Oracle database. For more information, see Supplemental Logging.

The ARCHIVELOG mode is enabled for the user-created Oracle database. Archived log files are
accessible and a suitable retention period is set  for archived log files. For more information, see
Managing Archived Redo Log Files.

The service port  of the user-created Oracle database is accessible over the Internet.

The databases in DRDS instances are created based on ApsaraDB RDS for MySQL instances. DTS does
not support  databases that are created based on Apsara PolarDB for MySQL clusters.

A DRDS instance is created based on an RDS instance. The available storage space of the dest ination
RDS instance is larger than the total size of the data in the user-created Oracle database.

Precautions
DTS does not support  schema migration from a user-created Oracle database to a DRDS instance.

Not e   During schema migration, DTS migrates the schemas of the required objects, such as
tables, from the source database to the dest ination database.

DTS uses read and write resources of the source and dest ination databases during full data

7.3.3. Migrate data from a user-created Oracle
database to a DRDS instance
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migration. This may increase the loads of the database servers. If  the database performance is
unfavorable, the specificat ion is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and dest ination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilizat ion of the source and dest ination databases is less than 30%.

The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all f ields must be unique. Otherwise, the dest ination database may contain duplicate data records.

DTS automatically resumes a failed data migration task. Before you switch your workloads to the
destination instance, stop or release the data migration task. Otherwise, the data in the source
database will overwrite the data in the dest ination instance after the task is resumed.

Billing

Migration type Task configuration fee Internet traffic fee

Schema migration and full
data migration

Free of charge.
Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
information, see Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

Migration types
Full data migration
DTS migrates historical data of the required objects from the user-created Oracle database to the
database in the dest ination DRDS instance.

Not e   To ensure data consistency, do not write data into the source Oracle database
during full data migration.

Incremental data migration
After full data migration is complete, DTS retrieves redo log files from the user-created Oracle
database. Then, DTS synchronizes incremental data from the user-created Oracle database to the
database in the dest ination DRDS instance. Incremental data migration allows you to ensure service
continuity when you migrate data from the user-created Oracle database to the database in the
destination DRDS instance.

Not e   The following SQL operations can be synchronized during incremental data
migration: INSERT, DELETE, and UPDATE operations. DDL operations cannot be synchronized
during incremental data migration.

Preparations
1. Create a database and tables in the dest ination DRDS instance based on the schema of the user-

created Oracle database. For more information, see Create a DRDS database and Create a DRDS
table.
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Not e   The data types of Oracle databases and DRDS instances do not have one-to-one
correspondence. You must define the corresponding data types in DRDS instances. For more
information, see Data type mappings between heterogeneous databases.

2. Log on to the source Oracle database, create an account for data collect ion, and grant permissions
to the account.

Database Full data migration Incremental data migration

User-created Oracle database
The owner permission on
schemas

The database administrator
(DBA) permission

DRDS instance
The write permission on the
destination database

The write permission on the
destination database

For more information about how to create and authorize an account for a user-created Oracle
database, see CREATE USER and GRANT.

Not ice   If  you want to migrate incremental data from an Oracle database but the DBA
permission cannot be granted to the database account, you can grant fine-grained
permissions to the account. The following sample statements show you how to grant specific
permissions to an Oracle database account.

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. In the upper part  of the Migrat ion T asks   page, select  the region where the RDS instance resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Configure the source and dest ination databases for the data migration task.
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Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.

Instance Type

Select an instance type based on where the source database is
deployed. The procedure in this topic uses User-Creat ed Dat abase 
wit h Public IP Address    as an example.

Not e   If you select other instance types, you must prepare
the environments that are required for the source database. For
more information, see Preparation overview.

Instance
Region

If the instance type is set to User-Creat ed Dat abase wit h Public  
IP Address , you do not need to specify the inst ance region .

Not e   If a whitelist  is configured for the user-created
Oracle database, you must add the CIDR blocks of DTS servers to
the whitelist  of the user-created Oracle database. You can click
Get  IP Address Segment  of  DT S      next to Inst ance Region  to
obtain the CIDR blocks of DTS servers.

Database Type Select Oracle.
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Source
Database Hostname or

IP Address
Enter the IP address that is used to connect to the user-created Oracle
database. In this example, enter the public IP address.

Port Number
Enter the service port number of the user-created Oracle database.
The default port number is 1521.

Instance Type

Non-RAC Inst ance : If you select this option, you must specify the
SID.

RAC Inst ance : If you select this option, you must specify the
Service Name.

Database
Account

Enter the account of the user-created Oracle database. For more
information about the permissions that are required for the account,
see Preparations.

Database
Password

Enter the password for the source database account.

Not e   After you specify the information about the self-
managed Oracle database, you can click T est  Connect ivit y     next
to Dat abase Password  to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.

Destinatio
n
Database

Instance Type Select DRDS Inst ance .

Instance
Region

Select the region where the destination DRDS instance resides.

DRDS Instance
ID

Select the ID of the destination DRDS instance.

Database
Account

Enter the database account of the destination DRDS instance. For
more information about the permissions that are required for the
account, see Preparations.

Database
Password

Enter the password for the destination database account.

Not e   After you specify the information about the RDS
instance, you can click T est  Connect ivit y     next to Dat abase
Password to check whether the information is valid. If the
information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .
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Not e   The CIDR blocks of DTS servers are automatically added to the whitelist  of the
destination DRDS instance. This ensures that DTS servers can connect to the dest ination DRDS
instance.

7. Select  the migration types and objects to be migrated.

Paramet
er

Description

Migratio
n Types

To perform only full data migration, select Full Dat a Migrat ion  .

To migrate data with minimal downtime, select Full Dat a Migrat ion   and Increment al
Dat a Migrat ion  .

Not e   If Increment al Dat a Migrat ion    is not selected, do not write data into
the source database during full data migration. This ensures data consistency
between the source and destination databases.
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Objects

Select objects from the Available section and click the  icon to move the objects to

the Select ed  section.

Not e

You can select columns, tables, or databases as the objects to be migrated.

After an object is migrated to the destination database, the name of the
object remains the same as that in the source database. You can change the
names of the objects that are migrated to the destination database by using
the object name mapping feature. For more information about how to use this
feature, see Object name mapping.

If you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

Paramet
er

Description

8. 

9. After the data migration task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, configure the Channel Specif icat ion   parameter. Then, read
and select  Dat a T ransmission Service (Pay-as-you-go) Service T erms   .

11. Click Buy and St art   to start  the data migration task.

Full data migration
Do not manually stop a full data migration task. If  you manually stop a full data migration task,
the data that is migrated to the RDS instance may be incomplete. You can wait  until the full data
migration task automatically stops.

Incremental data migration
An incremental data migration task does not automatically stop. You must manually stop the
task.

Not e   We recommend that you manually stop an incremental data migration task at  an
appropriate point  in t ime. For example, you can stop the task during off-peak hours or
before you switch your workloads over to the RDS instance.

a. Wait  until Increment al Dat a Migrat ion    and T he dat a migrat ion t ask is not  delayed    
appear in the progress bar of the data migration task. Then, stop writ ing data to the self-
managed Oracle database for a few minutes. The delay t ime of increment al dat a 
migrat ion  may be displayed in the progress bar.

b. Wait  until the status of increment al dat a migrat ion    changes to T he dat a migrat ion  
t ask is not  delayed   again. Then, manually stop the migration task.
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12. Switch your workloads to the dest ination DRDS instance.

What to do next
The database accounts used for data migration have the read/write permissions. After the data
migration is complete, you must delete the accounts of both the user-created Oracle database and the
DRDS database to ensure database security.

This topic describes how to migrate incremental data from a user-created PostgreSQL database to an
ApsaraDB RDS for PostgreSQL instance by using Data Transmission Service (DTS). DTS supports schema
migration, full data migration, and incremental data migration. When you migrate data from a user-
created PostgreSQL database to Alibaba Cloud, you can select  all of the supported migration types to
ensure service continuity.

Prerequisites
The version of the user-created PostgreSQL database is 10.1 to 12.

An ApsaraDB RDS for PostgreSQL instance is created. For more information, see Create an RDS for
PostgreSQL instance.

Not e   Ensure that the database version of the ApsaraDB RDS for PostgreSQL instance is the
same as the version of the user-created PostgreSQL database.

The available storage space of the ApsaraDB RDS for PostgreSQL instance is larger than the total size
of the data in the user-created PostgreSQL database.

Precautions
DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the loads of the database servers. If  the database performance is
unfavorable, the specificat ion is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and dest ination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilizat ion of the source and dest ination databases is less than 30%.

The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all f ields must be unique. Otherwise, the dest ination database may contain duplicate data records.

To ensure that the delay t ime of incremental data migration is accurate, DTS adds a heartbeat table
named dts_postgres_heartbeat to the source database.

During incremental data migration, DTS creates a replicat ion slot  for the source database. The
replicat ion slot  is prefixed with  dts_sync_ . DTS automatically clears historical replicat ion slots

7.4. Source: PostgreSQL
7.4.1. Migrate incremental data from a user-
created PostgreSQL database (version 10.1 to 12)
to an ApsaraDB RDS for PostgreSQL instance
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every 90 minutes to prevent them from occupying disk space.

Not e   If  a migration task is released or fails, DTS automatically clears the replicat ion slot.
After a switchover between primary and secondary ApsaraDB RDS for PostgreSQL databases, you
must log on to the secondary database to manually clear the replicat ion slot.

If  a data migration task fails, DTS automatically resumes the task. Before you switch your workloads
to the dest ination instance, stop or release the data migration task. Otherwise, the data in the source
database will overwrite the data in the dest ination instance after the task is resumed.

Limits

During incremental data migration, only data manipulation language (DML) operations, such as
INSERT, UPDATE, DELETE, and UPDATE operations, can be migrated.

Billing

Migration type Task configuration fee Internet traffic fee

Schema migration and full
data migration

Free of charge.
Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
information, see Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

Permissions required for database accounts

Database Schema migration Full data migration
Incremental data
migration

Self-managed
PostgreSQL database

The USAGE permission
on pg_catalog

The SELECT permission
on the objects to be
migrated

The permissions of the
superuser role

ApsaraDB RDS for
PostgreSQL instance

The CREATE and USAGE
permissions on the
objects to be migrated

The permissions of the
schema owner

The permissions of the
schema owner

For more information about how to create and authorize a database account, see the following
topics:

Self-managed PostgreSQL database: CREATE USER and GRANT

ApsaraDB RDS for PostgreSQL instance: Create an account on an ApsaraDB RDS for PPAS instance.
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Data migration process
To avoid data migration failures caused by dependencies between objects, DTS migrates the schemas
and data of the source PostgreSQL database in the following order:

Not e   For more information about schema migration, full data migration, and incremental
data migration, see Terms.

Data migration process Description

1. Schema migration

DTS migrates the schemas of tables, views, sequences, functions, user-defined
types, rules, domains, operations, and aggregates to the destination database.

Not e   Functions that are written in the C programming language
cannot be migrated.

2. Full data migration DTS migrates historical data of the required objects to the destination database.

3. Schema migration
DTS migrates the schemas of triggers and foreign keys to the destination
database.

4. Incremental data
migration

DTS migrates incremental data of the required objects to the destination
database.

Not e   Incremental data migration does not support the bit  data type.

Preparations
1. Log on to the server to which the user-created PostgreSQL database belongs.

2. Set  the value of the wal_level parameter in the  postgresql.conf  configuration file to  logical
 .

Not e   Skip this step if  you do not need to perform incremental data migration.

3. Add the CIDR blocks of DTS servers to the pg_hba.conf configuration file of the user-created
PostgreSQL database. You only need to add the CIDR blocks of DTS servers that are located in the
same region as the dest ination database. For more information, see Add the CIDR blocks of DTS
servers to the security settings of on-premises databases.

Not e   For more information about how to configure the pg_hba.conf file, see The
pg_hba.conf File. Skip this step if  you have set  the IP address in the pg_hba.conf file to  0.0.0
.0/0 .
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Procedure
1. 

2. 

3. 

4. 

5. Configure the source and dest ination databases for the data migration task.

Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.
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Source
Database

Instance Type

Select an instance type based on where the source database is
deployed. The procedure in this topic uses User-Creat ed Dat abase 
wit h Public IP Address    as an example.

Not e   If you select other instance types, you must prepare
the environments that are required for the source database. For
more information, see Preparation overview.

Instance
Region

If the instance type is set to User-Creat ed Dat abase wit h Public  
IP Address , you do not need to specify the inst ance region .

Database Type Select Post greSQL .

Hostname or
IP Address

Enter the endpoint that is used to connect to the user-created
PostgreSQL database. In this example, enter the public IP address.

Port Number
Enter the service port number of the user-created PostgreSQL
database. The port is accessible over the Internet.

Database
Name

Enter the name of the user-created PostgreSQL database.

Database
Account

Enter the account of the user-created PostgreSQL database.

Database
Password

Enter the password for the source database account.

Not e   After you specify the information about the self-
managed Oracle database, you can click T est  Connect ivit y     next
to Dat abase Password  to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.

Instance Type Select RDS Inst ance .

Instance
Region

Select the region where the destination RDS instance resides.

RDS Instance ID Select the ID of the destination RDS instance.

Section Parameter Description
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Destinatio
n
Database

Database
Name

Enter the database name of the destination RDS instance. The name
can be different from the name of the user-created PostgreSQL
database.

Not e   Before you configure the data migration task, create
a database in the ApsaraDB RDS for PostgreSQL instance. For
more information, see Create a database.

Database
Account

Enter the database account of the destination RDS instance.

Database
Password

Enter the password for the destination database account.

Not e   After you specify the information about the RDS
instance, you can click T est  Connect ivit y     next to Dat abase
Password to check whether the information is valid. If the
information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Not e   The CIDR blocks of DTS servers are automatically added to the whitelist  of the
destination ApsaraDB RDS for PostgreSQL instance. This ensures that DTS servers can connect
to the dest ination ApsaraDB RDS for PostgreSQL instance.

7. Select  the migration types and objects to be migrated.
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Paramet
er

Description

Migratio
n Types

To perform only full data migration, select Schema Migrat ion  and Full Dat a
Migrat ion .

To migrate data with minimal downtime, select Schema Migrat ion , Full Dat a
Migrat ion , and Increment al Dat a Migrat ion   . In this example, all of the three
migration types are selected.

Not e   If Increment al Dat a Migrat ion    is not selected, do not write data into
the source database during full data migration. This ensures data consistency
between the source and destination databases.
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Objects

Select objects from the Available section and click the  icon to move the objects to

the Select ed  section.

Not e

You can select columns, tables, or Schemas as the objects to be migrated. If
you select a Schema as an object to be migrated in a data migration task, new
tables that are created after the task is started can also be migrated.
However, you must run the following statement on the new tables before they
can be migrated:

ALTER TABLE schema.table REPLICA IDENTITY FULL;

You must replace the schema and table in the preceding sample statement
with the actual schema name and table name.

After an object is migrated to the destination RDS instance, the name of the
object remains the same as that in the user-created PostgreSQL database. You
can change the names of the objects that are migrated to the destination RDS
instance by using the object name mapping feature. For more information
about how to use this feature, see Object name mapping.

If you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

Paramet
er

Description

8. 

9. 

10. 

11. Click Buy and St art   to start  the migration task.

Stop the migration task

Warning  We recommend that you prepare a rollback solut ion to migrate incremental data
from the dest ination database to the source database in real t ime. This allows you to minimize the
negative impact of switching your workloads to the dest ination database. For more information,
see Switch workloads to the dest ination database. If  you do not need to switch your workloads,
you can perform the following steps to stop the migration task.

Full data migration
Do not manually stop a task during full data migration. Otherwise, the system may fail to migrate all
data. Wait  until the migration task automatically ends.

Incremental data migration
The task does not automatically end during incremental data migration. You must manually stop the
migration task.

i. Wait  until the task progress bar shows Increment al Dat a Migrat ion    and T he migrat ion t ask  
is not  delayed . Then, stop writ ing data to the source database for a few minutes. In some
cases, the progress bar shows the delay t ime of increment al dat a migrat ion   .
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ii. After the status of increment al dat a migrat ion    changes to T he migrat ion t ask is not  
delayed, manually stop the migration task.

This topic describes how to migrate incremental data from a user-created PostgreSQL database to an
ApsaraDB RDS for PostgreSQL instance by using Data Transmission Service (DTS). DTS supports schema
migration, full data migration, and incremental data migration. When you migrate data from a user-
created PostgreSQL database to Alibaba Cloud, you can select  all of the supported migration types to
ensure service continuity.
This topic uses User-Creat ed Dat abase wit h Public IP Address    as an example to describe how to
configure an incremental data migration task. For information about how to perform only full data
migration, see Migrate full data from a self-managed PostgreSQL database to an ApsaraDB RDS for PostgreSQL
instance.

Prerequisites
The version of the user-created PostgreSQL database is 9.4, 9.5, 9.6, or 10.0.

The available storage space of the ApsaraDB RDS for PostgreSQL instance is larger than the total size
of the data in the user-created PostgreSQL database.

The service port  of the user-created PostgreSQL database is accessible over the Internet.

Precautions
DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the loads of the database servers. If  the database performance is
unfavorable, the specificat ion is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and dest ination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilizat ion of the source and dest ination databases is less than 30%.

The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all f ields must be unique. Otherwise, the dest ination database may contain duplicate data records.

A single data migration task can migrate data from only one database. To migrate data from
mult iple databases, you must create a data migration task for each database.

DTS automatically resumes a failed data migration task. Before you switch your workloads to the

7.4.2. Migrate incremental data from a user-
created PostgreSQL database (version 9.4 to
10.0) to an ApsaraDB RDS for PostgreSQL
instance

Dat a Transmission Service Dat a Migrat ion·Migrat e from a user-
creat ed dat abase t o Alibaba Cloud

> Document  Version: 20220617 130

https://www.alibabacloud.com/help/doc-detail/120097.htm#concept-304058


destination instance, stop or release the data migration task. Otherwise, the data in the source
database will overwrite the data in the dest ination instance after the task is resumed.

Billing

Migration type Task configuration fee Internet traffic fee

Schema migration and full
data migration

Free of charge.
Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
information, see Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

Permissions required for database accounts

Database Schema migration Full data migration
Incremental data
migration

User-created
PostgreSQL database

The usage permission
on pg_catalog

The SELECT permission
on the objects to be
migrated

The superuser
permission

ApsaraDB RDS for
PostgreSQL instance

The create and usage
permissions on the
objects to be migrated

The owner permission
on schemas

The owner permission
on schemas

For more information about how to create and authorize a database account, see the following
topics:

CREATE USER and GRANT for a user-created PostgreSQL database

Create an account for an ApsaraDB RDS for PostgreSQL instance

Data migration process
The following table describes how DTS migrates the schemas and data of the source PostgreSQL
database. The process prevents data migration failures that are caused by dependencies between
objects.

Not e   For more information about schema migration, full data migration, and incremental
data migration, see Terms.

Data migration process Description

1. Schema migration

DTS migrates the schemas of tables, views, sequences, functions, user-defined
types, rules, domains, operations, and aggregates to the destination database.

Not e   DTS does not migrate plug-ins. In addition, DTS does not
migrate functions that are written in the C programming language.

2. Full data migration
DTS migrates all historical data of the required objects to the destination
database.

Dat a Migrat ion·Migrat e from a user-
creat ed dat abase t o Alibaba Cloud

Dat a Transmission Service

131 > Document  Version: 20220617

https://www.alibabacloud.com/help/doc-detail/117780.htm#concept-261679
https://www.alibabacloud.com/help/doc-detail/117780.htm#concept-261679
https://www.postgresql.org/docs/10/sql-createuser.html
https://www.postgresql.org/docs/10/sql-grant.html
https://www.alibabacloud.com/help/doc-detail/96753.htm
https://www.alibabacloud.com/help/doc-detail/43782.htm#concept-1614295


3. Schema migration
DTS migrates the schemas of triggers and foreign keys to the destination
database.

4. Incremental data
migration

DTS migrates incremental data of the required objects to the destination
database. Incremental data migration ensures service continuity of self-
managed applications.

Not e

During incremental data migration, DTS migrates only data
manipulation language (DML) operations. DML operations include
INSERT, DELETE, and UPDATE.

Incremental data migration does not support the BIT  data type.

Data migration process Description

Preparation 1: Install the logical flow replication plug-in and modify
system settings
Before you configure an incremental data migration task, you must install the logical flow replicat ion
plug-in provided by DTS in the user-created PostgreSQL database.

Not e   In the following procedure, PostgreSQL 9.6 is used as an example.

1. On the server of the user-created PostgreSQL database, run the  wget  command to download
the logical flow replicat ion plug-in based on the database version. Download the plug-in from one
of the following links:

Plug-in for PostgreSQL 9.4

Plug-in for PostgreSQL 9.5

Plug-in for PostgreSQL 9.6

Plug-in for PostgreSQL 10.0

2. Extract  the plug-in from the compressed file.

tar xvf tar xvf ali_decoding_9.6.tar

3. Copy the ali_decoding.so file to the lib directory where PostgreSQL is installed.

cp ali_decoding.so /usr/lib/postgresql/9.6/lib/

4. Copy the ali_decoding.control f ile to the extension directory where PostgreSQL is installed.

cp ali_decoding.control /usr/share/postgresql/9.6/extension/

5. Log on to the user-created PostgreSQL database by using an account that has the superuser
permission.

6. Set  the value of the  max_replication_slots  parameter to an integer greater than 1. In this
example, set  the value to  5 .

Not e   For more information, see PostgreSQL official documentation.
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ALTER SYSTEM set max_replication_slots = '5';

7. Set  the value of the  wal_level  parameter to  logical .

ALTER SYSTEM SET wal_level = logical;

8. Set  the value of the  max_wal_senders  parameter to an integer greater than 1. In this example,
set  the value to  5 .

Not e   The max_wal_senders parameter specifies the maximum number of concurrent
tasks. We recommend that you set  the value of this parameter to the same as the value of the
 max_replication_slots  parameter.

ALTER SYSTEM SET max_wal_senders = '5';

9. Return to the shell of the server for the user-created PostgreSQL database and run the following
command to restart  the PostgreSQL service.

service postgresql restart

10. Log on to the user-created PostgreSQL database again and run the following command to check
whether the replicat ion slot  can be created:

SELECT * FROM pg_create_logical_replication_slot('replication_slot_test', 'ali_decoding
');

The following message indicates that the logical flow replicat ion plug-in is installed.

11. Add the CIDR blocks of DTS servers to the PostgreSQL configuration file (pg_hba.conf). For more
information about how to edit  this configuration file, see The pg_deploy.conf file. Skip this step if
you have set  the IP address in the pg_hba.conf file to  0.0.0.0/0 .

Not e   You only need to add the CIDR blocks of DTS servers that reside in the same region
as the dest ination database. For more information, see Add the CIDR blocks of DTS servers to
the security sett ings of on-premises databases.

Preparation 2: Create a database and schema in the destination RDS
instance
Create a database and schema in the dest ination RDS instance based on the database and schema
information of the objects to be migrated. The schema name of the source and dest ination databases
must be the same. For more information, see Create a database and Schema management.

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. In the upper part  of the Migrat ion T asks   page, select  the region where the RDS instance resides.
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4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Configure the source and dest ination databases for the data migration task.

Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.

Instance Type

Select an instance type based on where the source database is
deployed. The procedure in this topic uses User-Creat ed Dat abase 
wit h Public IP Address    as an example.

Not e   If you select other instance types, you must prepare
the environments that are required for the source database. For
more information, see Preparation overview.

Instance
Region

If the instance type is set to User-Creat ed Dat abase wit h Public  
IP Address , you do not need to specify the inst ance region .

Not e   If a whitelist  is configured for the user-created
PostgreSQL database, you must add the CIDR blocks of DTS
servers to the whitelist  of the user-created PostgreSQL database.
You can click Get  IP Address Segment  of  DT S      next to
Inst ance Region  to obtain the CIDR blocks of DTS servers.

Dat a Transmission Service Dat a Migrat ion·Migrat e from a user-
creat ed dat abase t o Alibaba Cloud

> Document  Version: 20220617 134

https://www.alibabacloud.com/help/doc-detail/146958.htm#concept-2364477


Source
Database

Database Type Select Post greSQL .

Hostname or
IP Address

Enter the endpoint that is used to connect to the user-created
PostgreSQL database. In this example, enter the public IP address.

Port Number
Enter the service port number of the user-created PostgreSQL
database. The default port number is 5432.

Database
Name

Enter the name of the user-created PostgreSQL database.

Database
Account

Enter the account of the user-created PostgreSQL database.

Database
Password

Enter the password for the source database account.

Not e   After you specify the information about the self-
managed Oracle database, you can click T est  Connect ivit y     next
to Dat abase Password  to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.

Destinatio
n
Database

Instance Type Select RDS Inst ance .

Instance
Region

Select the region where the destination RDS instance resides.

RDS Instance ID Select the ID of the destination RDS instance.

Database
Name

Enter the database name of the destination RDS instance. The name
can be different from the name of the user-created PostgreSQL
database.

Not e   Before you configure the data migration task, create
a database and schema in the destination RDS instance. For more
information, see Migrate incremental data from a self-managed
PostgreSQL database (in PostgreSQL 10.0 or an earlier version) to
an ApsaraDB RDS for PostgreSQL instance.

Database
Account

Enter the database account of the destination RDS instance.

Section Parameter Description
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Database
Password

Enter the password for the destination database account.

Not e   After you specify the information about the RDS
instance, you can click T est  Connect ivit y     next to Dat abase
Password to check whether the information is valid. If the
information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Not e   The CIDR blocks of DTS servers are automatically added to the whitelist  of the
destination RDS instance. This ensures that DTS servers can connect to the dest ination RDS
instance.

7. Select  the migration types and objects to be migrated.

Paramet
er

Description
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Migratio
n Types

To perform only full data migration, select Schema Migrat ion  and Full Dat a
Migrat ion .

To migrate data with minimal downtime, select Schema Migrat ion , Full Dat a
Migrat ion , and Increment al Dat a Migrat ion   . In this example, all of the three
migration types are selected.

Not e   If Increment al Dat a Migrat ion    is not selected, do not write data into
the source database during full data migration. This ensures data consistency
between the source and destination databases.

Objects

Select objects from the Available section and click the  icon to move the objects to

the Select ed  section.

Not e

You can select columns, tables, or Schemas as the objects to be migrated.
You can select a Schema as an object to be migrated, and then create a new
table in the source PostgreSQL database during data migration. In this case,
you must run the following statement on the new table:

ALTER TABLE schema.table REPLICA IDENTITY FULL;

Replace the schema and table in the preceding sample statement with the
actual schema name and table name.

After an object is migrated to the destination RDS instance, the name of the
object remains the same as that in the user-created PostgreSQL database. You
can change the names of the objects that are migrated to the destination RDS
instance by using the object name mapping feature. For more information
about how to use this feature, see Object name mapping.

If you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

Paramet
er

Description

8. 

9. After the data migration task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, configure the Channel Specif icat ion   parameter. Then, read
and select  Dat a T ransmission Service (Pay-as-you-go) Service T erms   .

11. Click Buy and St art   to start  the data migration task.

Full data migration
Do not manually stop a full data migration task. If  you manually stop a full data migration task,
the data that is migrated to the RDS instance may be incomplete. You can wait  until the full data
migration task automatically stops.

Incremental data migration
An incremental data migration task does not automatically stop. You must manually stop the
task.
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Not e   We recommend that you manually stop an incremental data migration task at  an
appropriate point  in t ime. For example, you can stop the task during off-peak hours or
before you switch your workloads over to the RDS instance.

a. Wait  until Increment al Dat a Migrat ion    and T he dat a migrat ion t ask is not  delayed    
appear in the progress bar of the data migration task. Then, stop writ ing data to the self-
managed Oracle database for a few minutes. The delay t ime of increment al dat a 
migrat ion  may be displayed in the progress bar.

b. Wait  until the status of increment al dat a migrat ion    changes to T he dat a migrat ion  
t ask is not  delayed   again. Then, manually stop the migration task.

12. Switch your workloads to the RDS instance.

What to do next
The database accounts used for data migration have the read/write permissions. After the data
migration is complete, you must delete the accounts of both the user-created PostgreSQL database
and the ApsaraDB RDS for PostgreSQL instance to ensure database security.

This topic describes how to migrate full data from a user-created PostgreSQL database to an ApsaraDB
RDS for PostgreSQL instance by using Data Transmission Service (DTS). DTS supports schema migration,
full data migration, and incremental data migration. To migrate full data from a user-created
PostgreSQL database, you can select  schema migration and full data migration.

Background
This topic uses User-Creat ed Dat abase wit h Public IP Address    as an example to describe how to
configure a full data migration task. To ensure data consistency, we recommend that you do not write
data into the user-created PostgreSQL database during full data migration. To migrate data with
minimal downtime, see Migrate incremental data from a self-managed PostgreSQL database (version 10.1 to
13) to an ApsaraDB RDS for PostgreSQL instance and Migrate incremental data from a self-managed PostgreSQL
database (in PostgreSQL 10.0 or an earlier version) to an ApsaraDB RDS for PostgreSQL instance.

Prerequisites
The version of the user-created PostgreSQL database is 9.2, 9.3, 9.4, 9.5, 9.6, 10.x, 11, or 12.

The available storage space of the ApsaraDB RDS for PostgreSQL instance is larger than the total size
of the data in the user-created PostgreSQL database.

The service port  of the user-created PostgreSQL database is accessible over the Internet.

Precautions
DTS uses read and write resources of the source and dest ination databases during full data

7.4.3. Migrate full data from a user-created
PostgreSQL database to an ApsaraDB RDS for
PostgreSQL instance
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DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the loads of the database servers. If  the database performance is
unfavorable, the specificat ion is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and dest ination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilizat ion of the source and dest ination databases is less than 30%.

The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all f ields must be unique. Otherwise, the dest ination database may contain duplicate data records.

A single data migration task can migrate data from only one database. To migrate data from
mult iple databases, you must create a data migration task for each database.

DTS automatically resumes a failed data migration task. Before you switch your workloads to the
destination instance, stop or release the data migration task. Otherwise, the data in the source
database will overwrite the data in the dest ination instance after the task is resumed.

Migration types
Schema migration
DTS migrates the schemas of the required objects to the dest ination instance. DTS supports schema
migration for the following types of objects: table, trigger, view, sequences function, user-defined
type, rule, domain, operation, and aggregate.

Full data migration
DTS migrates historical data of the required objects from the user-created PostgreSQL database to
the dest ination ApsaraDB RDS for PostgreSQL instance.

Billing

Migration type Instance configurations Internet traffic

Full data migration Free of charge.

Charged only when data is
migrated from Alibaba Cloud
over the Internet. For more
information, see Pricing.

Permissions required for database accounts

Database Schema migration Full data migration

User-created PostgreSQL
database

The usage permission on
pg_catalog

The permission to perform
SELECT operations on the objects
to be migrated

ApsaraDB RDS for PostgreSQL
instance

The create and usage
permissions on the objects to be
migrated

The owner permission on
schemas

For more information about how to create and authorize a database account, see the following
topics:

Self-managed PostgreSQL database: CREATE USER and GRANT

Dat a Migrat ion·Migrat e from a user-
creat ed dat abase t o Alibaba Cloud

Dat a Transmission Service

139 > Document  Version: 20220617

https://www.alibabacloud.com/help/doc-detail/117780.htm#concept-261679
https://www.postgresql.org/docs/10/sql-createuser.html
https://www.postgresql.org/docs/10/sql-grant.html


ApsaraDB RDS for PostgreSQL instance: Create an account on an ApsaraDB RDS for PPAS instance.

Process of full data migration
To avoid data migration failures caused by dependencies between objects, DTS migrates the schemas
and data of the source PostgreSQL database in the following order:

1. Migrate the schemas of tables, views, sequences, functions, user-defined types, rules, domains,
operations, and aggregates.

Not e   Functions that are writ ten in the C programming language cannot be migrated.

2. Migrate full data.

3. Migrate the schemas of triggers and foreign keys.

Preparations before data migration
Create a database and schema in the dest ination RDS instance based on the database and schema
information of the objects to be migrated. The schema name of the source and dest ination databases
must be the same. For more information, see Create a database and Schema management.

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. In the upper part  of the Migrat ion T asks   page, select  the region where the RDS instance resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Configure the source and dest ination databases.
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Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.

Source
Database

Instance Type

Select an instance type based on where the source database is
deployed. The procedure in this topic uses User-Creat ed Dat abase 
wit h Public IP Address    as an example.

Not e   If you select other instance types, you must prepare
the environments that are required for the source database. For
more information, see Preparation overview.

Instance
Region

If the instance type is set to User-Creat ed Dat abase wit h Public  
IP Address , you do not need to specify the inst ance region .

Not e   If a whitelist  is configured for the user-created
PostgreSQL database, you must add the CIDR blocks of DTS
servers to the whitelist  of the user-created PostgreSQL database.
You can click Get  IP Address Segment  of  DT S      next to
Inst ance Region  to obtain the CIDR blocks of DTS servers.

Database Type Select Post greSQL .

Hostname or
IP Address

Enter the endpoint that is used to connect to the user-created
PostgreSQL database. In this example, enter the public IP address.

Port Number
Enter the service port number of the user-created PostgreSQL
database. The default port number is 5432.

Database
Name

Enter the name of the user-created PostgreSQL database.

Database
Account

Enter the account of the user-created PostgreSQL database.

Database
Password

Enter the password for the source database account.

Not e   After you specify the information about the self-
managed Oracle database, you can click T est  Connect ivit y     next
to Dat abase Password  to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.

Instance Type Select RDS Inst ance .

Instance
Region

Select the region where the destination RDS instance resides.
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Destinatio
n
Database

RDS Instance ID Select the ID of the destination RDS instance.

Database
Name

Enter the database name of the destination RDS instance. The name
can be different from the name of the user-created PostgreSQL
database.

Not e   Before you configure the data migration task, create
a database and schema in the destination RDS instance. For more
information, see Before you begin.

Database
Account

Enter the database account of the destination RDS instance.

Database
Password

Enter the password for the destination database account.

Not e   After you specify the information about the RDS
instance, you can click T est  Connect ivit y     next to Dat abase
Password to check whether the information is valid. If the
information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Not e   The CIDR blocks of DTS servers are automatically added to the whitelist  of the
destination RDS instance. This ensures that DTS servers can connect to the dest ination RDS
instance.

7. Select  the migration types and objects to be migrated.
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Paramet
er

Description

Migratio
n Types

To perform only full data migration, select Schema Migrat ion  and Full Dat a
Migrat ion .

To migrate data with minimal downtime, select Schema Migrat ion , Full Dat a
Migrat ion , and Increment al Dat a Migrat ion   .

In this example, you must select Schema Migrat ion  and Full Dat a Migrat ion  .

Not e   To ensure data consistency, we recommend that you do not write data
into the user-created PostgreSQL database during full data migration.
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Objects

Select objects from the Available section and click the  icon to move the objects to

the Select ed  section.

Not e

You can select columns, tables, or Schemas as the objects to be migrated.

After an object is migrated to the destination database, the name of the
object remains the same as that in the source database. You can change the
names of the objects that are migrated to the destination database by using
the object name mapping feature. For more information about how to use this
feature, see Object name mapping.

If you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

Paramet
er

Description

8. 

9. After the data migration task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, configure the Channel Specif icat ion   parameter. Then, read
and select  Dat a T ransmission Service (Pay-as-you-go) Service T erms   .

11. Click Buy and St art   to start  the data migration task.

Not e   Do not manually stop a task during full data migration. Otherwise, data migrated
to the dest ination database will be incomplete. Wait  until the migration task automatically
stops.

12. Switch your workloads to the dest ination RDS instance.

What to do next
The database accounts used for data migration have the read/write permissions. After the data
migration is complete, you must delete the accounts of both the user-created PostgreSQL database
and the ApsaraDB RDS for PostgreSQL instance to ensure database security.

This topic describes how to migrate data from a user-created Redis database to an ApsaraDB for Redis
instance by using Data Transmission Service (DTS). DTS supports full data migration and incremental
data migration. When you migrate data from a user-created Redis database to Alibaba Cloud, you can
select  the two migration types to ensure service continuity.

Prerequisites

7.5. Source: Redis
7.5.1. Migrate data from a user-created Redis
database to an ApsaraDB for Redis instance
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The version of the user-created Redis database is 2.8, 3.0, 3.2, 4.0, or 5.0.

The user-created Redis database uses the standalone architecture rather than the cluster
architecture.

Not e   If  the user-created Redis database uses the cluster architecture, you can migrate
data by using the data synchronization feature. For more information, see Synchronize data from
a self-managed Redis cluster to an ApsaraDB for Redis cluster instance.

The  PSYNC  or  SYNC  command can be run on the user-created Redis database.

The available storage space of the dest ination ApsaraDB for Redis database is larger than the total
size of the data in the user-created Redis database.

Precautions
DTS uses resources of the source and dest ination databases during full data migration. This may
increase the load of the database server. If  the data volume is large or the specificat ion is low,
database services may become unavailable. Before you migrate data, evaluate the performance of
the source and dest ination databases. We recommend that you migrate data during off-peak hours.

If  the data evict ion policy (  maxmemory-policy ) of the dest ination database is not set  to  noevicti
on , the data between the source and dest ination databases may become inconsistent. For more
information about the data evict ion policy, see How does ApsaraDB for Redis evict  data by default?

If  you use the EVAL or EVALSHA command to call Lua scripts, DTS cannot identify whether these Lua
scripts are executed on the dest ination database. During incremental data migration, the dest ination
database does not explicit ly return the execution results of Lua scripts.

When calling the  PSYNC  or  SYNC  command to transmit  data of the LIST type, DTS does not
perform the  flush  operation on the exist ing data. Therefore, duplicate data may exist  in the
destination database.

DTS automatically resumes a failed data migration task. Before you switch your workloads to the
destination instance, stop or release the data migration task. Otherwise, the data in the source
database will overwrite the data in the dest ination instance after the task is resumed.

Billing

Migration type Task configuration fee Internet traffic fee

Schema migration and full
data migration

Free of charge.
Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
information, see Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

Migration types
Full data migration
DTS migrates historical data of the required objects from the user-created Redis database to the
destination ApsaraDB for Redis instance.

Not e   To ensure data consistency, do not write data into the user-created Redis database
during full data migration.
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Incremental data migration
After full data migration is complete, DTS synchronizes incremental data from the user-created Redis
database to the dest ination ApsaraDB for Redis instance. Incremental data migration allows you to
ensure service continuity when you migrate data from a user-created Redis database to Alibaba
Cloud.

Operations that can be synchronized during incremental data
migration

APPEND

BITOP, BLPOP, BRPOP, and BRPOPLPUSH

DECR, DECRBY, and DEL

EVAL, EVALSHA, EXEC, EXPIRE, and EXPIREAT

FLUSHALL and FLUSHDB

GEOADD and GETSET

HDEL, HINCRBY, HINCRBYFLOAT, HMSET, HSET, and HSETNX

INCR, INCRBY, and INCRBYFLOAT

LINSERT, LPOP, LPUSH, LPUSHX, LREM, LSET, and LTRIM

MOVE, MSET, MSETNX, and MULTI

PERSIST, PEXPIRE, PEXPIREAT, PFADD, PFMERGE, PSETEX, and PUBLISH

RENAME, RENAMENX, RESTORE, RPOP, RPOPLPUSH, RPUSH, and RPUSHX

SADD, SDIFFSTORE, SELECT, SET, SETBIT, SETEX, SETNX, SETRANGE, SINTERSTORE, SMOVE, SPOP, SREM,
and SUNIONSTORE

ZADD, ZINCRBY, ZINTERSTORE, ZREM, ZREMRANGEBYLEX, ZUNIONSTORE, ZREMRANGEBYRANK, and
ZREMRANGEBYSCORE

Preparations before incremental data migration
To ensure that incremental data migration tasks can run as expected, we recommend that you remove
the limit  on the replicat ion output buffer. This topic uses a server that runs on Linux as an example.

Not e   Skip this step if  you perform only full data migration.

1. Use the redis-cli program to connect to the user-created Redis database.

Not e   You can use the redis-cli program after you install the Redis client. For more
information, see Redis community official website.

redis-cli -h <host> -p <port> -a <password>
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Not e

<host>: the endpoint  that is used to connect to the user-created Redis database. You
can use 127.0.0.1 in this example.

<port>: the service port  number of the user-created Redis database. The default  port
number is 6379.

<password>: the password for the user-created Redis database.

Example

redis-cli -h 127.0.0.1 -p 6379 -a Test123456

2. Run the following command to remove the limit  on the replicat ion output buffer:

config set client-output-buffer-limit 'slave 0 0 0'

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. In the upper part  of the Migrat ion T asks   page, select  the region where the RDS instance resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Configure the source and dest ination databases for the data migration task.

Section Parameter Description
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N/A Task Name
DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.

Source
Database

Instance Type

Select an instance type based on where the source database is
deployed. The procedure in this topic uses User-Creat ed Dat abase 
wit h Public IP Address    as an example.

Not e   If you select other instance types, you must prepare
the environments that are required for the source database. For
more information, see Preparation overview.

Instance
Region

If the instance type is set to User-Creat ed Dat abase wit h Public  
IP Address , you do not need to specify the inst ance region .

Not e   If a whitelist  is configured for the user-created Redis
database, you must add the CIDR blocks of DTS servers to the
whitelist  of the user-created Redis database. You can click Get  IP 
Address Segment  of  DT S    next to Inst ance Region  to obtain
the CIDR blocks of DTS servers.

Database Type Select Redis .

Instance Mode
The value of this parameter is set to St andalone  and cannot be
changed to Cluster.

Hostname or
IP Address

Enter the endpoint that is used to connect to the user-created Redis
database. In this example, enter the public IP address.

Port Number
Enter the service port number of the user-created Redis database. The
default port number is 6379.

Database
Password

Enter the password for the user-created Redis database.

Not e   After you specify the information about the self-
managed Oracle database, you can click T est  Connect ivit y     next
to Dat abase Password  to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.

Instance Type Select Redis Inst ance  .

Instance
Region

Select the region where the destination ApsaraDB for Redis instance
resides.

Section Parameter Description
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Destinatio
n
Database

Redis Instance
ID

Select the ID of the destination ApsaraDB for Redis instance.

Database
Password

Enter the database password of the destination ApsaraDB for Redis
instance.

Not e   After you specify the information about the RDS
instance, you can click T est  Connect ivit y     next to Dat abase
Password to check whether the information is valid. If the
information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Not e   The CIDR blocks of DTS servers are automatically added to the whitelist  of the
destination ApsaraDB for Redis instance. This ensures that DTS servers can connect to the
destination ApsaraDB for Redis instance.

7. Select  the migration types and objects to be migrated.
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Paramet
er

Description

Migratio
n Types

To perform only full data migration, select Full Dat a Migrat ion  .

To migrate data with minimal downtime, select both Full Dat a Migrat ion   and
Increment al Dat a Migrat ion   .

Not e   If Increment al Dat a Migrat ion    is not selected, do not write data into
the user-created Redis database during full data migration. This ensures data
consistency between the source and destination databases.

Objects

Select objects from the Available section and click the  icon to move the objects to

the Select ed  section.

Not e   You can select databases as the objects to be migrated.

8. 
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9. After the data migration task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, configure the Channel Specif icat ion   parameter. Then, read
and select  Dat a T ransmission Service (Pay-as-you-go) Service T erms   .

11. Click Buy and St art   to start  the data migration task.

Full data migration
Do not manually stop a full data migration task. If  you manually stop a full data migration task,
the data that is migrated to the RDS instance may be incomplete. You can wait  until the full data
migration task automatically stops.

Incremental data migration
An incremental data migration task does not automatically stop. You must manually stop the
task.

Not e   We recommend that you manually stop an incremental data migration task at  an
appropriate point  in t ime. For example, you can stop the task during off-peak hours or
before you switch your workloads over to the RDS instance.

a. Wait  until Increment al Dat a Migrat ion    and T he dat a migrat ion t ask is not  delayed    
appear in the progress bar of the data migration task. Then, stop writ ing data to the self-
managed Oracle database for a few minutes. The delay t ime of increment al dat a 
migrat ion  may be displayed in the progress bar.

b. Wait  until the status of increment al dat a migrat ion    changes to T he dat a migrat ion  
t ask is not  delayed   again. Then, manually stop the migration task.

12. Switch your workloads to the dest ination ApsaraDB for Redis instance.

What to do next
The database accounts used for data migration have the read/write permissions. After the data
migration is complete, you must delete the accounts of both the user-created Redis database and the
ApsaraDB for Redis instance to ensure database security.

This topic describes how to use Data Transmission Service (DTS) to migrate data from standalone user-
created MongoDB databases to Alibaba Cloud. DTS supports full data migration and incremental data
migration.

To migrate all data without service interruption, you can select  both full data migration and
incremental data migration. You can also use the built-in commands of MongoDB to migrate user-
created MongoDB databases. For more information, see Migrate self-managed MongoDB databases to
standalone instances by using tools provided by MongoDB.

7.6. Source: MongoDB
7.6.1. Migrate user-created standalone MongoDB
databases to Alibaba Cloud by using DTS
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For more information about data migration or synchronization solut ions, see Data migration procedure
list.

Prerequisites
The version of the user-created MongoDB database is 3.0, 3.2, or 3.4.

The storage space of the ApsaraDB for MongoDB instance is larger than the size of the user-created
MongoDB database.

Precautions
To avoid service disruptions, we recommend that you migrate data during off-peak hours.

If  the source user-created MongoDB database and the dest ination ApsaraDB for MongoDB instance
run different MongoDB versions or storage engines, ensure that your applications can run on both
databases. For more information about MongoDB versions and storage engines that are supported
by ApsaraDB for MongoDB, see MongoDB versions and storage engines.

To migrate incremental data from a standalone user-created MongoDB database, you must enable
the oplog feature for the database. For more information, see Preparations for incremental data
migration.

Billing

Migration type Instance configurations Internet traffic

Full data migration Free of charge.
Charged only when data is migrated from Alibaba
Cloud over the Internet. For more information, see
Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

Migration types
Full data migration: All historical data in the source MongoDB database is migrated to the dest ination
MongoDB database.

Not e   Data migration is supported at  the database, collect ion, and index levels.

Incremental data migration: After full data migration, incremental data is synchronized to the
destination MongoDB database.

Not e

The create and delete operations for databases, collect ions, and indexes can be
synchronized.

The create, delete, and update operations for documents can also be synchronized.

Permissions required for database accounts

Database Full data migration Incremental data migration

Source user-created MongoDB
database

Read permissions on the source
database

Read permissions on the source
database, admin database, and
local database
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Destination ApsaraDB for
MongoDB instance

Read/write permissions on the
destination database

Read/write permissions on the
destination database

Database Full data migration Incremental data migration

For more information about how to create and authorize a database account:

Create User for MongoDB for a user-created MongoDB database

Manage MongoDB users though DMS for an ApsaraDB for MongoDB instance

Preparations for incremental data migration
Before you use DTS to migrate incremental data, enable the oplog feature for the source database. If
you only perform full data migration, skip the following steps.

Not e   This operation restarts the MongoDB database. We recommend that you perform this
operation during off-peak hours.

1. Use Mongo Shell to connect to the user-created MongoDB database.

2. Run the following commands to shut down the MongoDB database:

use admin
db.shutdownServer()

3. Run the following command to start  the MongoDB database in the background as a replica set:

mongod --port 27017 --dbpath /var/lib/mongodb --logpath /var/log/mongodb/mongod.log --r
eplSet rs0 --bind_ip 0.0.0.0 --auth --fork

Not e

In this command, /var/lib/mongodb is the database path, and /var/log/mongodb/mon
god.log is the log file path. Specify the paths based on business needs.

This command uses 0.0.0.0 as the associated IP address of the MongoDB database. This
allows you to access the database by using all IP addresses. After the migration is
complete, run the  kill  command to end the process, and start  the MongoDB
database by using the original configuration file.

This command enables authentication. You can only access the database after you pass
the authentication.

4. Use Mongo Shell to reconnect to the user-created MongoDB database.

5. Run the following commands to init ialize the replica set:

use admin
rs.initiate()

6. The role of the current node changes to primary.

Not e   You can run the  rs.printReplicationInfo()  command to view the status of
oplog.
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Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. In the Migrat ion T asks   sect ion, select  the region in which the ApsaraDB for MongoDB instance
resides.

4. In the upper-right corner, click Creat e Migrat ion T ask   .

5. Configure the source and dest ination databases.

Section Parameter Description

N/A Task name
DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.

Dat a Transmission Service Dat a Migrat ion·Migrat e from a user-
creat ed dat abase t o Alibaba Cloud

> Document  Version: 20220617 154

https://dts-intl.console.aliyun.com/


Source
Database

Instance Type

Select an instance type based on the location where the database is
deployed. In this topic, a User-Creat ed Dat abase wit h Public IP   
Address  is used as an example.

Not e   If you select other instance types, you must deploy
the network environment for the self-managed database. For
more information, see Preparation overview.

Instance
Region

If Instance Type is set to User-Creat ed Dat abase wit h Public IP   
Address , you do not need to specify the Inst ance Region
parameter.

Not e   If you have configured a whitelist  for the user-
created MongoDB database, you must add the CIDR blocks of DTS
servers to the whitelist. You can click Get  IP Address Segment 
of  DT S   next to Inst ance Region  to obtain the CIDR blocks of
DTS servers.

Database Type Select MongoDB.

Hostname or IP
Address

Enter the endpoint that is used to connect to the user-created
MongoDB database. In this example, enter the public IP address.

Port Number

Enter the service port of the user-created MongoDB database.

Not e   In this example, the service port of the user-created
MongoDB database must be open to the public network.

Database
Name

Enter the name of the authentication database to which the database
account belongs.

Database
Account

Enter the username of the database account that you use to manage
the source database.

Database
Password

Enter the password of the database account.

Not e   After you specify the source database information,
click T est  Connect ivit y     next to Dat abase Password  to check
whether the information is correct. If the information is correct,
the Passed message is displayed. If the Failed message is
displayed, you can click Check next to the Failed message to
modify the information as prompted.

Section Parameter Description
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Connection
Method

Select Non-encrypt ed .

Not e   The SSL-encrypt ed  option is available only when
you migrate MongoDB Atlas.

Destinatio
n
Database

Instance Type Select MongoDB Inst ance .

Instance
Region

Select the region in which the destination ApsaraDB for MongoDB
instance resides.

MongoDB
Instance ID

Select the ID of the destination ApsaraDB for MongoDB instance.

Database
Name

Enter the name of the authentication database to which the database
account belongs.

Not e   If you want to use the root account, specify admin
for the Database Name parameter.

Database
Account

Enter the username of the database account that you use to manage
the destination database.

Database
Password

Enter the password of the database account.

Not e   After you specify the destination database
information, click T est  Connect ivit y     next to Dat abase
Password to check whether the information is correct. If the
information is correct, the Passed message is displayed. If the
Failed message is displayed, click Check next to the Failed
message to modify the information as prompted.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Not e   The CIDR blocks of DTS servers are automatically added to the whitelist  of the
destination RDS instance. This ensures that DTS servers can connect to the dest ination
ApsaraDB for MongoDB instance. After the migration is completed, you can remove these CIDR
blocks from the whitelist . For more information, see Configure a whitelist  for a replica set
instance.

7. Configure migration types and objects to be migrated.
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Paramet
er

Description

Migratio
n Types

To perform only full data migration, select Full Dat a Migrat ion  .

To migrate data with minimal downtime, select both Full Dat a Migrat ion   and
Increment al Dat a Migrat ion   .

Not e

Before migrating incremental data from a standalone user-created
MongoDB database, you must enable oplog for the database. For more
information, see Preparations for incremental data migration.

If the Increment al Dat a Migrat ion    option is not selected, do not write
new data to the user-created MongoDB database when full data migration
is in progress. Otherwise, data inconsistency may occur.
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Migratio
n
objects

Select objects from the Available section and click the  icon to move the objects to

the Select ed  section.

Not e

Data in the admin and local databases cannot be migrated.

The config database is an internal database. We recommend that you do
not migrate data in the config database.

A migration object can be a database, collection, or function.

By default, the name of an object remains unchanged after migration. You can change
the names of the objects in the destination RDS instance by using the object name
mapping feature. For more information, see Object name mapping.

Paramet
er

Description

8. In the lower-right corner of the page, click Precheck.

Not e

Before you can start  the data migration task, a precheck is performed. You can start  the
data migration task only after the task passes the precheck.

If  the task fails to pass the precheck, click the  icon next  to each failed item to view

details. Troubleshoot the issues based on the causes and run the precheck again.

9. After the task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, specify the Channel Specif icat ion   parameter and select
Dat a T ransmission Service (Pay-As-You-Go) Service T erms   .

11. Click Buy and St art   to start  the migration task.

Full data migration
Do not manually stop a task during full data migration. Otherwise, the system may fail to perform
a full data migration. Wait  until the data migration task automatically stops.

Incremental data migration
An incremental data migration task does not automatically stop. You must manually stop the
migration task.

Not e   Select  an appropriate t ime to manually stop the migration task. For example,
you can stop the migration task during off-peak hours or before you switch your workloads
to the dest ination instance.

a. Wait  until Increment al Dat a Migrat ion    and T he migrat ion t ask is not  delayed     appear
in the progress bar of the migration task. Then, stop writ ing data to the source database for
a few minutes. The delay t ime of increment al dat a migrat ion    may be displayed in the
progress bar.
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b. After the status of Increment al Dat a Migrat ion    changes to T he migrat ion t ask is not  
delayed, stop the migration task.

12. Switch your workloads to the ApsaraDB for MongoDB instance.

This topic describes how to migrate the replica set  of a user-created MongoDB database to ApsaraDB
for MongoDB by using Data Transmission Service (DTS). DTS supports full data migration and
incremental data migration.
To migrate all data without service interruption, you can select  both full data migration and
incremental data migration. You can also use the built-in commands of MongoDB to migrate user-
created MongoDB databases. For more information, see Migrate self-managed databases to Alibaba Cloud
by using tools provided by MongoDB.

For more information about data migration or synchronization solut ions, see Overview.

Prerequisites
The version of the user-created MongoDB database is 3.0, 3.2, 3.4, 3.6, or 4.0.

The storage capacity of the ApsaraDB for MongoDB instance is larger than the size of the user-
created MongoDB database.

Precautions
During full data migration, DTS occupies some storage space of the source and dest ination
databases. This may increase the load of the database servers. If  you migrate a large volume of data
or the server specificat ions cannot meet your requirements, the databases may be overloaded or
become unavailable. We recommend that you migrate user-created MongoDB databases during off-
peak hours.

If  the source user-created MongoDB database and the dest ination ApsaraDB for MongoDB instance
run different MongoDB versions or storage engines, ensure that your applications can run on both
databases. For more information about MongoDB versions and storage engines that are supported
by ApsaraDB for MongoDB, see MongoDB versions and storage engines.

Billing

Migration type Instance configurations Internet traffic

Full data migration Free of charge.
Charged only when data is migrated from Alibaba
Cloud over the Internet. For more information, visit
Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

7.6.2. Migrate the replica set of a user-created
MongoDB database to ApsaraDB for MongoDB by
using DTS
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Migration types
Full data migration: All historical data in the source MongoDB database is migrated to the dest ination
MongoDB database.

Not e   Data migration is supported at  the database, collect ion, and index levels.

Incremental data migration: After full data migration, incremental data is synchronized to the
destination MongoDB database.

Not e

The create and delete operations for databases, collect ions, and indexes can also be
synchronized.

The create, delete, and update operations for documents can be synchronized.

Permissions required for database accounts

Database Full data migration Incremental data migration

Source user-created MongoDB
database

Read permissions on the source
database

Read permissions on the source
database, admin database, and
local database

Destination ApsaraDB for
MongoDB database

Read/write permissions on the
destination database

Read/write permissions on the
destination database

For more information about how to create and authorize a database account, see the following
topics:

Manage MongoDB users through DMS for an ApsaraDB for MongoDB instance

Create User in MongoDB for a user-created MongoDB database

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. In the Migrat ion T asks   sect ion, select  the region in which the ApsaraDB for MongoDB instance
resides.

4. In the upper-right corner, click Creat e Migrat ion T ask   .

5. Configure the source and dest ination database.
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Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.

Instance Type

Select an instance type based on the location where the database is
deployed. In this topic, a User-Creat ed Dat abase wit h Public IP   
Address  is used as an example.

Not e   If you select other instance types, you must deploy
the network environment for the self-managed database. For
more information, see Preparation overview.

Dat a Migrat ion·Migrat e from a user-
creat ed dat abase t o Alibaba Cloud

Dat a Transmission Service

161 > Document  Version: 20220617

https://www.alibabacloud.com/help/doc-detail/146958.htm#concept-2364477


Source
Database

Instance
Region

If Instance Type is set to User-Creat ed Dat abase wit h Public IP   
Address , you do not need to specify the Inst ance Region
parameter.

Not e   If you have configured a whitelist  for the user-
created MongoDB database, you must add the CIDR blocks of DTS
servers to the whitelist. You can click Get  IP Address Segment 
of  DT S   next to Inst ance Region  to obtain the CIDR blocks of
DTS servers.

Database Type Select MongoDB.

Hostname or IP
Address

Enter the IP address of the user-created MongoDB database. In this
example, enter the public IP address.

Port Number

Enter the service port of the user-created MongoDB database.

Not e   In this example, the service port of the user-created
MongoDB database must be open to the public network.

Database
Name

Enter the name of the authentication database to which the database
account belongs.

Database
Account

Enter the account that is used to log on to the user-created MongoDB
database.

Database
Password

Enter the password of the source database account.

Not e   After you specify the source database information,
click T est  Connect ivit y     next to Dat abase Password  to check
whether the information is correct. If the source database
configuration is correct, the Passed message is displayed. If the
T est  Failed    message is displayed, click Check next to the Failed
message to modify the information as prompted.

Connection
Method

Select Non-encrypt ed .

Not e   The SSL-encrypt ed  option is available only when
you migrate MongoDB Atlas.

Instance Type Select MongoDB Inst ance .

Instance
Region

Select the region in which the ApsaraDB for MongoDB instance resides.

Section Parameter Description
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Destinatio
n
Database

MongoDB
Instance ID

Select the ID of the ApsaraDB for MongoDB database.

Database
Name

Enter the name of the authentication database to which the database
account belongs.

Not e   If you want to use the root account, specify admin
for the Database Name parameter.

Database
Account

Enter the account that is used to log on to the ApsaraDB for MongoDB
instance.

Database
Password

Enter the password of the destination database account.

Not e   After you specify the destination database
information, click T est  Connect ivit y     next to Dat abase
Password to check whether the information is correct. If the
information is correct, the Passed message is displayed. If the
information is incorrect, the Failed message is displayed, and you
must click Check next to the Failed message to modify the
information as prompted.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Not e   The CIDR blocks of DTS servers are automatically added to the whitelist  of the
destination RDS instance. This ensures that DTS servers can connect to the dest ination
ApsaraDB for MongoDB instance. After the migration is completed, you can remove these CIDR
blocks from the whitelist . For more information, see Configure a whitelist  for an ApsaraDB for
MongoDB instance.

7. Select  the migration types and objects to be migrated.
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Paramet
er

Description

Migratio
n Types

To perform only full data migration, select Full Dat a Migrat ion  .

To migrate data with minimal downtime, select both Full Dat a Migrat ion   and
Increment al Dat a Migrat ion   .

Not e   If the Increment al Dat a Migrat ion    option is not selected, do not write
new data to the user-created MongoDB database when full data migration is in
progress. Otherwise, data inconsistency may occur.
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Migratio
n
objects

Select objects from the Available section and click the  icon to move the objects to

the Select ed  section.

Not e

Data in the admin and local databases cannot be migrated.

The config database is an internal database. We recommend that you do
not migrate data in the config database.

A migration object can be a database, collection, or function.

By default, the name of an object remains unchanged after migration. You can change
the names of the objects in the destination RDS instance by using the object name
mapping feature. For more information, see Object name mapping.

Paramet
er

Description

8. In the lower-right corner of the page, click Precheck.

Not e

Before you can start  the data migration task, a precheck is performed. You can start  the
data migration task only after the task passes the precheck.

If  the task fails to pass the precheck, click the  icon for each failed check item to view

details. Troubleshoot the issues based on the causes and run the precheck again.

9. After the task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, specify the Channel Specif icat ion   and select  the Dat a
T ransmission Service (Pay-As-You-Go) Service T erms  .

11. Click Buy and St art   to start  the migration task.

Full data migration
Do not manually stop a task during full data migration. Otherwise, data migrated to the
destination database will be incomplete. Wait  until the data migration task succeeds.

Incremental data migration
An incremental data migration task does not automatically stop. You must manually stop the
migration task.

Not e   Select  an appropriate t ime to manually stop the migration task. For example,
you can stop the migration task during off-peak hours or before you switch your workloads
to the dest ination instance.

a. Wait  until Increment al Dat a Migrat ion    and T he migrat ion t ask is not  delayed     appear
in the progress bar of the migration task. Then, stop writ ing data to the source database for
a few minutes. The delay t ime of increment al dat a migrat ion    may be displayed in the
progress bar.
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b. After the status of Increment al Dat a Migrat ion    changes to T he migrat ion t ask is not  
delayed, stop the migration task.

12. Switch your workloads to the ApsaraDB for MongoDB instance.

References
How do I connect to the replica set instance of ApsaraDB for MongoDB?

This topic describes how to migrate shards of a user-created MongoDB database to ApsaraDB for
MongoDB by using Data Transmission Service (DTS). DTS allows you to migrate historical and incremental
data without service disruptions.
For more information about data migration and synchronization solut ions, see Overview.

Prerequisites
The version of the user-created MongoDB database is 3.0, 3.2, 3.4, 3.6, or 4.0.

Each shard in the ApsaraDB for MongoDB instance has sufficient  storage space.

Not e   For example, a user-created MongoDB database has three shards, and one of these
shards occupies the most storage space (500 GB). In this case, the storage space of each shard in
the ApsaraDB for MongoDB instance must be greater than 500 GB.

How it  works
DTS migrates a user-created MongoDB database by migrating each shard in the database. You must
create a data migration task for each shard.

Not e   The distribution of migrated data in the ApsaraDB for MongoDB instance depends on
the shard key that you specify. For more information, see Configure sharding to maximize the
performance of shards.

7.6.3. Migrate the user-created sharded
MongoDB database to ApsaraDB for MongoDB by
using DTS
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Precautions
During full data migration, DTS occupies some storage space of the source and dest ination
databases. This may increase the load of the database servers. If  you migrate a large volume of data
or the server specificat ions cannot meet your requirements, the databases may be overloaded or
become unavailable. We recommend that you migrate user-created MongoDB databases during off-
peak hours.

If  the source user-created MongoDB database and the dest ination ApsaraDB for MongoDB instance
run different MongoDB versions or storage engines, ensure that your applications can run on both
databases. For more information about MongoDB versions and storage engines that are supported
by ApsaraDB for MongoDB, see MongoDB versions and storage engines.

Billing

Migration type Instance configurations Internet traffic

Full data migration Free of charge.
Charged only when data is migrated from Alibaba
Cloud over the public network. For more
information, visit  Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

Migration types
Full data migration: All historical data in the source MongoDB database is migrated to the dest ination
MongoDB database.

Not e   Data migration is supported at  the database, collect ion, and index levels.
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Incremental data migration: After full data migration, incremental data is synchronized to the
destination MongoDB database.

Not e

The create and delete operations for databases, collect ions, and indexes can also be
synchronized.

The create, delete, and update operations for documents can be synchronized.

Permissions required for database accounts

Database Full data migration Incremental data migration

Source user-created MongoDB
database

Read permissions on the source
database

Read permissions on the source
database, admin database, and
local database

Destination ApsaraDB for
MongoDB instance

Read/write permissions on the
destination database

Read/write permissions on the
destination database

For more information about how to create and authorize a database account:

Create User in MongoDB for a user-created MongoDB database.

Manage MongoDB users through DMS for a sharded cluster instance of ApsaraDB for MongoDB.

Preparations
1. Disable the balancer of the user-created MongoDB database. For more information, see Manage

the ApsaraDB for MongoDB balancer.

2. Delete the orphaned documents generated due to migration failures from the user-created
MongoDB database.

Not e   If  the orphaned documents are not deleted, the documents with  _id  conflicts
may exist  during migration and unwanted data may be migrated.

i. Download the cleanupOrphaned.js f ile.

wget "http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/120562/cn_zh/
1564451237979/cleanupOrphaned.js"
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ii. In the cleanupOrphaned.js f ile, replace  test  with the name of the database from which you
want to delete orphaned documents.

Not e   If  you want to delete orphaned documents from mult iple databases, repeat
step ii and step iii.
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iii. Run the following command on a shard to delete the orphaned documents from all collect ions
in the specified database:

Not e   You must repeat this step for each shard.

mongo --host <Shardhost> --port <Primaryport>  --authenticationDatabase <database> 
-u <username> -p <passowrd> cleanupOrphaned.js

Not e

<Shardhost>: the IP address of the shard

<Primaryport>: the service port  of the primary node of the shard

<database>: the name of the authentication database to which the database
account belongs

<username>: the username that you use to log on to the user-created MongoDB
database

<password>: the password that you use to log on to the user-created MongoDB
database

Example:
In this example, a user-created MongoDB database has three shards, and you must delete the
orphaned documents on each shard.

mongo --host 172.16.1.10 --port 27018  --authenticationDatabase admin -u root -p 'T
est123456' cleanupOrphaned.js

mongo --host 172.16.1.11 --port 27021 --authenticationDatabase admin -u root -p 'Te
st123456' cleanupOrphaned.js

mongo --host 172.16.1.12 --port 27024  --authenticationDatabase admin -u root -p 'T
est123456' cleanupOrphaned.js

3. Create required databases and collect ions in the dest ination ApsaraDB for MongoDB instance, and
configure data sharding for the databases and collect ions. For more information, see Configure
sharding to maximize the performance of shards.

Not e   If  you configure data sharding before you start  data migration, data in the user-
created MongoDB database is evenly migrated to the shards in the dest ination sharded cluster
instance. This prevents overloading a single shard.

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. In the Migrat ion T asks   sect ion, select  the region in which the ApsaraDB for MongoDB instance
resides.
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4. In the upper-right corner, click Creat e Migrat ion T ask   .

5. Configure the source and dest ination databases.

Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.

Instance Type

Select an instance type based on the location where the database is
deployed. In this topic, a User-Creat ed Dat abase wit h Public IP   
Address  is used as an example.

Not e   If you select other instance types, you must deploy
the network environment for the self-managed database. For
more information, see Preparation overview.
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Source
Database

Instance
Region

If Instance Type is set to User-Creat ed Dat abase wit h Public IP   
Address , you do not need to specify the Inst ance Region .

Not e   If you have configured a whitelist  for the user-
created MongoDB database, you must add the CIDR blocks of DTS
servers to the whitelist. You can click Get  IP Address Segment 
of  DT S   next to Inst ance Region  to obtain the CIDR blocks of
DTS servers.

Database Type Select MongoDB.

Hostname or IP
Address

Enter the endpoint of a shard for the source database. In this example,
enter the public IP address of the shard.

Not e   DTS migrates each shard of the source database in
turn. In this example, enter the endpoint of the first  shard. Then
enter the endpoint of the second shard in the second migration
task. Repeat this operation until all shards are migrated.

Port Number

Enter the service port of the shard.

Not e   The service port of each shard for user-created
MongoDB databases must be open to the public network.

Database
Name

Enter the name of the authentication database to which the database
account belongs.

Database
Account

Enter the username of the database account that you use to manage
the source database.

Database
Password

Enter the password of the source database account.

Not e   After you specify the source database information,
click T est  Connect ivit y     next to Dat abase Password  to check
whether the information is correct. If the information is correct,
the Passed message is displayed. If the Failed message is
displayed, click Check in the Failed message to modify the
information as prompted.

Connection
Method

Select Non-encrypt ed .

Not e   The SSL-encrypt ed  option is available only when
you migrate MongoDB Atlas.

Section Parameter Description

Dat a Transmission Service Dat a Migrat ion·Migrat e from a user-
creat ed dat abase t o Alibaba Cloud

> Document  Version: 20220617 172



Destinatio
n
Database

Instance Type Select MongoDB Inst ance .

Instance
Region

Select the region in which the ApsaraDB for MongoDB instance resides.

MongoDB
Instance ID

Select the ID of the ApsaraDB for MongoDB instance.

Database
Name

Enter the name of the authentication database to which the database
account belongs.

Not e   If you want to use the root account, specify admin
for the Database Name parameter.

Database
Account

Enter the username of the database account that you use to manage
the source database.

Database
Password

Enter the password for the destination database account.

Not e   After you specify the destination database
information, click T est  Connect ivit y     next to Dat abase
Password to check whether the information is correct. If the
information is correct, the Passed message is displayed. If the
information is incorrect, the Failed message is displayed, and you
must click Check next to the Failed message to modify the
information as prompted.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Not e   The CIDR blocks of DTS servers are automatically added to the whitelist  of the
destination RDS instance. This ensures that DTS servers can connect to the dest ination
ApsaraDB for MongoDB instance. After the migration is completed, you can remove these CIDR
blocks from the whitelist . For more information, see Configure a whitelist  for a sharded cluster
instance.

7. Select  the migration types and objects to be migrated.
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Paramet
er

Description

Migratio
n Types

To perform only full data migration, select Full Dat a Migrat ion  .

To migrate data with minimal downtime, select both Full Dat a Migrat ion   and
Increment al Dat a Migrat ion   .

Not e   If the Increment al Dat a Migrat ion    option is not selected, do not write
new data to the user-created MongoDB database when full data migration is in
progress. Otherwise, data inconsistency may occur.

Migratio
n
objects

Select objects from the Available section and click the  icon to move the objects to

the Select ed  section.

Not e

Data in the admin and local databases cannot be migrated.

The config database is an internal database. We recommend that you do
not migrate data in the config database.

A migration object can be a database, collection, or function.

By default, the name of an object remains unchanged after migration. You can change
the names of the objects in the destination RDS instance by using the object name
mapping feature. For more information, see Object name mapping.
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8. In the lower-right corner of the page, click Precheck.

Not e

Before you can start  the data migration task, a precheck is performed. You can start  the
data migration task only after the task passes the precheck.

If  the task fails to pass the precheck, click the  icon next  to each failed item to view

details. Troubleshoot the issues based on the causes and run the precheck again.

9. After the task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, specify the Channel Specif icat ion   and select  Dat a
T ransmission Service (Pay-As-You-Go) Service T erms  .

11. Click Buy and St art   to start  the migration task.

12. Repeat step 1 to step 11 to create data migration tasks for the remaining shards.

13. Stop the data migration task.

Full data migration
Do not manually stop a task during full data migration. Otherwise, data migrated to the
destination database will be incomplete. Wait  until the data migration task automatically stops.

Incremental data migration
An incremental data migration task does not automatically stop. You must manually stop the
migration task.

Not e   Select  an appropriate t ime to manually stop the migration task. For example,
you can stop the migration task during off-peak hours or before you switch your workloads
to the dest ination instance.

a. Wait  until Increment al Dat a Migrat ion    and T he migrat ion t ask is not  delayed     appear
in the progress bar of the migration task. Then, stop writ ing data to the source database for
a few minutes. The delay t ime of increment al dat a migrat ion    may be displayed in the
progress bar.

b. After the status of Increment al Dat a Migrat ion    changes to T he migrat ion t ask is not  
delayed, stop the migration task.
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14. Switch your workloads to the ApsaraDB for MongoDB instance.

This topic describes how to migrate incremental data from a user-created TiDB database to an
ApsaraDB RDS for MySQL instance by using Data Transmission Service (DTS). Incremental data migration
allows you to ensure service continuity when you migrate data to Alibaba Cloud. In this example, Pump,
Drainer, and a Kafka cluster are deployed.

Prerequisites

Context

The binary log format and implementation mechanism of a TiDB database are different from those of a
MySQL database. To migrate incremental data and minimize modificat ions to the source TiDB database,
you must deploy Pump, Drainer, and a Kafka cluster.

Pump records the binary log files that are generated in TiDB in real t ime, and sends the binary log files
to Drainer. Drainer writes the binary log files to the downstream Kafka cluster. During incremental data
migration, DTS retrieves data from the Kafka cluster and migrates the data to the dest ination database
in real t ime. For example, DTS can migrate incremental data to an ApsaraDB RDS for MySQL instance.

Precautions
DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the loads of the database servers. If  the database performance is
unfavorable, the specificat ion is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the

7.7. Source: TiDB
7.7.1. Migrate incremental data from a user-
created TiDB database to an ApsaraDB RDS for
MySQL instance
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impact of data migration on the performance of the source and dest ination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilizat ion of the source and dest ination databases is less than 30%.

The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all f ields must be unique. Otherwise, the dest ination database may contain duplicate data records.

DTS uses the  ROUND(COLUMN,PRECISION)  funct ion to retrieve values from columns of the FLOAT or
DOUBLE data type. If  you do not specify a precision, DTS sets the precision for the FLOAT data type
to 38 digits and the precision for the DOUBLE data type to 308 digits. You must check whether the
precision sett ings meet your business requirements.

DTS automatically creates a dest ination database in the ApsaraDB RDS for MySQL instance. However,
if  the name of the source database is invalid, you must manually create a database in the ApsaraDB
RDS for MySQL instance before you configure the data migration task.

Not e   For more information about the naming conventions of ApsaraDB RDS for MySQL
databases and how to create a database, see Create a database on an ApsaraDB RDS for MySQL
instance.

If  a data migration task fails, DTS automatically resumes the task. Before you switch your workloads
to the dest ination instance, stop or release the data migration task. Otherwise, the data in the source
instance will overwrite the data in the dest ination instance after the task is resumed.

Billing

Migration type Task configuration fee Internet traffic fee

Schema migration and full
data migration

Free of charge.
Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
information, see Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

Migration types

Migration type Description

Schema migration

DTS migrates the schemas of the required objects to the destination database. DTS
supports schema migration for views, tables, and databases.

Warning  T iDB and MySQL are heterogeneous databases. DTS does not
ensure that the schemas of the source and destination databases are
consistent after schema migration. We recommend that you evaluate the
impact of data type conversion on your business. For more information, see
Data type mappings between heterogeneous databases.
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Full data migration

DTS migrates historical data of the required objects to the destination database.

Not e   During full data migration, concurrent INSERT operations cause
fragmentation in the tables of the destination database. After full data
migration is complete, the tablespace of the destination database is larger
than that of the source database.

Incremental data
migration

DTS retrieves binary log files that are generated in T iDB from the Kafka cluster, and
migrates incremental data to the destination database in real t ime. During
incremental data migration, the following SQL operations can be synchronized:

Data manipulation language (DML) operations: INSERT, UPDATE, and DELETE

Data definit ion language (DDL) operations: CREATE TABLE, DROP TABLE, ALTER
TABLE, RENAME TABLE, TRUNCATE TABLE, CREATE VIEW, DROP VIEW, and ALTER
VIEW

Incremental data migration allows you to ensure service continuity when you
migrate data from a user-created T iDB database to Alibaba Cloud.

Migration type Description

Before you begin

Not e   The server on which the source database is deployed must be in the same internal
network as the servers on which Pump, Drainer, and the Kafka cluster are deployed. This minimizes
the impact of network latency on incremental data migration.

1. Deploy Pump and Drainer. For more information, visit  TiDB Binlog Cluster Deployment.

2. Modify the configuration file of Drainer and specify a Kafka cluster to receive data from Drainer. For
more information, visit  Binlog Slave Client  User Guide.

3. Deploy a Kafka cluster by using one of the following methods:

Deploy a user-created Kafka cluster. For more information, visit  Apache Kafka official website.

Warning  We recommend that you set  the  message.max.bytes  and  replica.fetch.
max.bytes  parameters for the Kafka broker to greater values. We also recommend that you
set the  fetch.message.max.bytes  parameter for the Kafka consumer to a greater value.
These sett ings ensure that the Kafka cluster can receive the binary log files that are
generated in TiDB. For more information, visit  Kafka 2.5 Documentation.

Purchase and deploy a Message Queue for Apache Kafka instance. For more information, see
Quick start  in the Message Queue for Apache Kafka documentation.

Not e   The Message Queue for Apache Kafka instance must be deployed in the same
VPC as the source database server. This ensures reliable data transmission and minimizes the
impact of network latency on incremental data migration.

4. Create a topic in the user-created Kafka cluster or the Message Queue for Apache Kafka instance.

5. Add the CIDR blocks of DTS servers to the whitelist  of the TiDB database. For more information, see
Add the CIDR blocks of DTS servers to the security settings of on-premises databases.
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Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. At  the top of the Migrat ion T asks   page, select  the region where the dest ination cluster resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Configure the source and dest ination databases for the data migration task.

i. Configure the task name and source database.

Parameter Description

Task Name
DTS automatically generates a task name. We recommend that you specify an
informative name for easy identification. You do not need to use a unique
task name.

Instance Type

Select an instance type based on where the source database is deployed.
User-Creat ed Dat abase in ECS Inst ance      is used in this example.

Not e   If you select other instance types, you must deploy the
network environment for the self-managed database. For more
information, see Preparation overview.

Instance Region
Select the region of the ECS instance on which the source T iDB database is
deployed.

Database Type Select T iDB .
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Port Number
Enter the service port number of the source T iDB database. The default port
number is 4000.

Database
Account

Enter the account of the source T iDB database. The account must have the
SELECT permission on the objects to be migrated and the SHOW VIEW
permission.

Database
Password

Enter the password of the source database account.

Not ice   After you specify the information about the self-managed
Oracle database, you can click T est  Connect ivit y     next to Dat abase
Password to check whether the information is valid. If the information is
valid, the Passed message appears. If the Failed message appears, click
Check next to Failed. Then, modify the information based on the check
results.

Incremental
migration or not

Specify whether to perform incremental data migration. Yes  is selected in this
example. For information about how to perform only full data migration, see
Migrate full data from a self-managed T iDB database to an ApsaraDB RDS for
MySQL instance.

Kafka Cluster
Type

Select an instance type based on where the user-created Kafka cluster is
deployed. User-Creat ed Dat abase wit h Public IP Address      is selected in
this example.

Not e   If you select other instance types, you must prepare the
environments that are required for the source database. For more
information, see Preparation overview.

Instance Region
The value of this parameter is the same as the region of the source database
and cannot be changed.

ECS Instance ID
Select the ID of the ECS instance on which the user-created Kafka cluster is
deployed.

Kafka Port
Number

Enter the service port number of the user-created Kafka cluster. The default
port number is 9092.

Kafka Cluster
Account

Enter the username that is used to log on to the user-created Kafka cluster. If
authentication is disabled for the Kafka cluster, you do not need to enter the
username.

Kafka Cluster
Password

Enter the password of the cluster account. If authentication is disabled for the
Kafka cluster, you do not need to enter the password.

Topic Click Get  T opic List   , and select a topic name from the drop-down list.

Kafka Version Select the version of the user-created Kafka cluster.

Parameter Description
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Kafka Cluster
Encryption

Select Non-encrypt ed  or SCRAM-SHA-256 based on your business and
security requirements.

Parameter Description

ii. Configure the dest ination database.

Parameter Description

Instance Type Select RDS Inst ance .

Instance Region Select the region where the destination RDS instance resides.

Database
Account

Enter the database account of the destination RDS instance. The account
must have the read/write permissions on the destination database. For more
information about how to create and authorize a database account, see
Create an account for an ApsaraDB RDS for MySQL instance and Modify the
permissions of an account for an RDS instance.

Database
Password

Enter the password of the destination database account.

Not ice   After you specify the information about the self-managed
Oracle database, you can click T est  Connect ivit y     next to Dat abase
Password to check whether the information is valid. If the information is
valid, the Passed message appears. If the Failed message appears, click
Check next to Failed. Then, modify the information based on the check
results.

Encryption

Select Non-encrypt ed  or SSL-encrypt ed . If you want to select SSL-
encrypt ed , you must enable SSL encryption for the RDS instance before you
configure the data migration task. For more information, see Configure SSL
encryption for an RDS MySQL instance.

Not ice   The Encrypt ion  parameter is available only for regions in
mainland China and the China (Hong Kong) region.

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .
DTS adds the CIDR blocks of DTS servers to the whitelist  of the dest ination ApsaraDB RDS for
MySQL instance. This ensures that DTS servers can connect to the dest ination RDS instance.
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7. Select  the migration types and objects to be migrated.

Paramet
er

Description

Migratio
n Types

To perform only full data migration, select Schema Migrat ion  and Full Dat a
Migrat ion .

To ensure service continuity during data migration, select Schema Migrat ion , Full
Dat a Migrat ion  , and Increment al Dat a Migrat ion   . In this example, all of the three
migration types are selected.

Objects

Select objects from the Available section and click the  icon to move the objects to

the Select ed  section.

Not e

You can select columns, tables, or databases as the objects to be migrated. If
you select tables or columns as the objects to be migrated, DTS does not
migrate other objects such as views, triggers, and stored procedures to the
destination database.

By default, after an object is migrated to the destination database, the name
of the object remains unchanged. You can use the object name mapping
feature to rename the objects that are migrated to the destination database.
For more information, see Object name mapping.

If you use the object name mapping feature to rename an object, other
objects that are dependent on the object may fail to be migrated.
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Paramet
er

Description

8. In the lower-right corner of the page, click Precheck.

Not e

Before you can start  the data migration task, a precheck is performed. You can start  the
data migration task only after the task passes the precheck.

If  the task fails to pass the precheck, you can click the  icon next  to each failed item

to view details.

You can troubleshoot the issues based on the causes and run a precheck again.

If  you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

9. After the task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, specify the Channel Specif icat ion   parameter and select
Dat a T ransmission Service (Pay-As-You-Go) Service T erms   .

11. Click Buy and St art   to start  the data migration task.

Schema migration and full data migration
We recommend that you do not manually stop the task during full data migration. Otherwise, the
data migrated to the dest ination database will be incomplete. You can wait  until the data
migration task automatically stops.

Schema migration, full data migration, and incremental data migration
The task does not automatically stop during incremental data migration. You must manually stop
the task.
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Not ice   We recommend that you select  an appropriate t ime to manually stop the data
migration task. For example, you can stop the task during off-peak hours or before you
switch your workloads to the dest ination cluster.

a. Wait  until Increment al Dat a Migrat ion    and T he migrat ion t ask is not  delayed     appear
in the progress bar of the migration task. Then, stop writ ing data to the source database for
a few minutes. The delay t ime of increment al dat a migrat ion    may be displayed in the
progress bar.

b. Wait  until the status of increment al dat a migrat ion    changes to T he migrat ion t ask is  
not  delayed  again. Then, manually stop the migration task.

This topic describes how to migrate data from a user-created TiDB database to an ApsaraDB RDS for
MySQL instance by using Data Transmission Service (DTS).

Prerequisites
An ApsaraDB RDS for MySQL instance is created. For more information, see Create an ApsaraDB RDS for
MySQL instance.

Not ice

The dest ination ApsaraDB RDS for MySQL instance reside in the China (Hangzhou), China
(Shanghai), China (Qingdao), China (Beijing), China (Shenzhen), China (Zhangjiakou-Beijing
Winter Olympics), China (Hong Kong), Singapore, US (Silicon Valley), US (Virginia). The feature
is available only in these regions.

The available storage space of the dest ination ApsaraDB RDS for MySQL instance is larger
than the total size of the data in the user-created TiDB database.

Precautions
DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the loads of the database servers. If  the database performance is
unfavorable, the specificat ion is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and dest ination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilizat ion of the source and dest ination databases is less than 30%.

The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all f ields must be unique. Otherwise, the dest ination database may contain duplicate data records.

7.7.2. Migrate full data from a user-created TiDB
database to an ApsaraDB RDS for MySQL instance
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DTS uses the  ROUND(COLUMN,PRECISION)  funct ion to retrieve values from columns of the FLOAT or
DOUBLE data type. If  you do not specify a precision, DTS sets the precision for the FLOAT data type
to 38 digits and the precision for the DOUBLE data type to 308 digits. You must check whether the
precision sett ings meet your business requirements.

DTS automatically creates a dest ination database in the ApsaraDB RDS for MySQL instance. However,
if  the name of the source database is invalid, you must manually create a database in the ApsaraDB
RDS for MySQL instance before you configure the data migration task.

Not e   For more information about the naming conventions of ApsaraDB RDS for MySQL
databases and how to create a database, see Create a database on an ApsaraDB RDS for MySQL
instance.

If  a data migration task fails, DTS automatically resumes the task. Before you switch your workloads
to the dest ination instance, stop or release the data migration task. Otherwise, the data in the source
instance will overwrite the data in the dest ination instance after the task is resumed.

Billing

Migration type Instance configuration Internet traffic

Schema migration and full data
migration

Free of charge.

Charged only when data is
migrated from Alibaba Cloud
over the Internet. For more
information, see Pricing.

Migration types

Migration type Description

Schema migration

DTS migrates the schemas of the required objects to the destination database. DTS
supports schema migration for the following types of objects: database, table,
and view.

Warning  Heterogeneous databases support different data types. DTS
maps a data type in the source database to a data type supported by the
destination database during schema migration. For more information, see Data
type mappings between heterogeneous databases.

Full data migration

DTS migrates historical data of the required objects to the destination database.

Not ice   During full data migration, concurrent INSERT operations cause
fragmentation in the tables of the destination database. After full data
migration is complete, the tablespace of the destination database is larger
than that of the source database.

Permissions required for database accounts
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Database Schema migration Full data migration

TiDB database
The SELECT
permission

The SHOW VIEW permission and the SELECT permission on
the required objects.

ApsaraDB RDS for
MySQL instance

The read/write
permissions

The read/write permissions

For more information about how to create and authorize a database account in the ApsaraDB RDS for
MySQL instance, see Create an account for an ApsaraDB RDS for MySQL instance and Modify the
permissions of an account for an RDS instance.

Preparations
If  a whitelist  is configured for the TiDB database, you must add the CIDR blocks of DTS servers to the
whitelist  of the database. For more information, see Add the CIDR blocks of DTS servers to the security
settings of on-premises databases.

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. At  the top of the Migrat ion T asks   page, select  the region where the dest ination cluster resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Configure the source and dest ination databases for the data migration task.
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Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.

Source
Database

Instance Type

Select an instance type based on where the source database is
deployed. The procedure in this topic uses a user-creat ed
dat abase host ed on ECS   as an example.

Not e   If you select other instance types, you must deploy
the network environment for the self-managed database. For
more information, see Preparation overview.

Instance
Region

Select the region of the ECS instance on which the source T iDB
database is deployed.

Database Type Select T iDB .

Port Number
Enter the service port number of the source T iDB database. The
default port number is 4000.

Database
Account

Enter the account of the source T iDB database.

Database
Password

Enter the password of the source database account.

Not ice   After you specify the information about the self-
managed Oracle database, you can click T est  Connect ivit y     next
to Dat abase Password  to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.

Instance Type Select RDS Inst ance .

Instance
Region

Select the region where the destination RDS instance resides.

RDS Instance ID Select the ID of the destination RDS instance.

Database
Account

Enter the database account of the destination RDS instance.
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Destinatio
n
Database

Database
Password

Enter the password of the destination database account.

Not ice   After you specify the information about the RDS
instance, you can click T est  Connect ivit y     next to Dat abase
Password to check whether the information is valid. If the
information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

Encryption

Select Non-encrypt ed  or SSL-encrypt ed . If you want to select
SSL-encrypt ed , you must enable SSL encryption for the RDS instance
before you configure the data migration task. For more information,
see Configure SSL encryption for an RDS MySQL instance.

Not ice   The Encrypt ion  parameter is available only for
regions in mainland China and the Hong Kong (China) region.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .
DTS adds the CIDR blocks of DTS servers to the whitelist  of the dest ination ApsaraDB RDS for
MySQL instance. This ensures that DTS servers can connect to the dest ination RDS instance.

7. Select  the migration types and objects to be migrated.
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Paramet
er

Description

Migratio
n Types

Select both Schema Migrat ion  and Full Dat a Migrat ion  .

Not ice   To ensure data consistency, do not write data to the source T iDB
database during data migration.
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Objects

Select objects from the Available section and click the  icon to move the objects to

the Select ed  section.

Not ice

You can select columns, tables, or databases as the objects to be migrated.

After an object is migrated to the destination database, the name of the
object remains unchanged. You can change the names of the objects that are
migrated to the destination database by using the object name mapping
feature. For more information about how to use this feature, see Object name
mapping.

If you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

Paramet
er

Description

8. In the lower-right corner of the page, click Precheck.

Not e

Before you can start  the data migration task, a precheck is performed. You can start  the
data migration task only after the task passes the precheck.

If  the task fails to pass the precheck, you can click the  icon next  to each failed item

to view details.

You can troubleshoot the issues based on the causes and run a precheck again.

If  you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

9. After the task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, specify the Channel Specif icat ion   parameter and select
Dat a T ransmission Service (Pay-As-You-Go) Service T erms   .

11. Click Buy and St art   to start  the migration task.

Warning  We recommend that you do not manually stop a data migration task.
Otherwise, data migrated to the dest ination database will be incomplete. Wait  until the
migration task automatically stops.
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This topic describes how to migrate data from a user-created Db2 database to an ApsaraDB RDS for
MySQL instance by using Data Transmission Service (DTS). DTS supports schema migration, full data
migration, and incremental data migration. When you migrate data from a user-created Db2 database,
you can select  all of the supported migration types to ensure service continuity.

Prerequisites
The Db2 database is deployed on Linux.

The version of the Db2 database is 9.7 or 10.5.

The available storage space of the dest ination ApsaraDB RDS for MySQL instance is larger than the
total size of the data in the user-created Db2 database.

Precautions
DTS does not synchronize data definit ion language (DDL) operations to the dest ination instance.

If  the name of the source database is invalid, you must create a database in the ApsaraDB RDS for
MySQL instance before you configure a data migration task.

Not e   For more information about how to create a database and the database naming
conventions, see Create databases and accounts.

DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the loads of the database servers. If  the database performance is
unfavorable, the specificat ion is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and dest ination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilizat ion of the source and dest ination databases is less than 30%.

If a data migration task fails, DTS automatically resumes the task. Before you switch your workloads
to the dest ination instance, stop or release the data migration task. Otherwise, the data in the source
database will overwrite the data in the dest ination instance after the task is resumed.

Billing

Migration type Task configuration fee Internet traffic fee

Schema migration and full
data migration

Free of charge.
Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
information, see Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

7.8. Source: Db2
7.8.1. Migrate data from a user-created Db2
database to an ApsaraDB RDS for MySQL instance
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Migration types
Schema migration
DTS migrates the schemas of the required objects to the dest ination instance. DTS supports schema
migration for the following types of objects: table, index, and foreign key.

Full data migration
DTS migrates historical data of the required objects from the source Db2 database to the dest ination
ApsaraDB RDS for MySQL instance.

Incremental data migration
After full data migration is complete, DTS synchronizes incremental data from the source Db2
database to the dest ination ApsaraDB RDS for MySQL instance. Incremental data migration allows
you to ensure service continuity when you migrate data from a user-created Db2 database.

Permissions required for database accounts

Database Schema migration Full data migration
Incremental data
migration

Db2 database
The CONNECT and
SELECT permissions

The CONNECT and
SELECT permissions

The DBADM permission

ApsaraDB RDS for
MySQL instance

The read/write
permissions

The read/write
permissions

The read/write
permissions

For information about how to create and authorize a database account, see the following topics:

Creating group and user IDs for a Db2 database installat ion (Linux and UNIX) and Authorit ies overview
for a user-created Db2 database

Create an account for an ApsaraDB RDS for MySQL instance and Modify the permissions of an account
for an RDS instance for an ApsaraDB RDS for MySQL instance

Data migration process
To avoid data migration failures caused by dependencies between objects, DTS migrates the schemas
and data of the source Db2 database in the following order:

1. Migrate the schemas and indexes.

2. Perform full data migration.

3. Migrate the schemas of foreign keys.

4. Perform incremental data migration.

Before you begin
Before you configure an incremental data migration task, enable the archive log feature for the source
Db2 database. For more information, see Primary log archive method and Secondary log archive
method.

Not e   Skip this step if  you perform only full data migration.

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .
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3. In the upper part  of the Migrat ion T asks   page, select  the region where the RDS instance resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Configure the source and dest inat ion dat abases    for the data migration task.

Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.

Instance Type

Select an instance type based on where the source database is
deployed. In this example, select User-Creat ed Dat abase wit h  
Public IP Address  .

Not e   If you select other instance types, you must deploy
the network environment for the self-managed database. For
more information, see Preparation overview.

Instance
Region

If the instance type is set to User-Creat ed Dat abase wit h Public  
IP Address , you do not need to specify the inst ance region .

Not e   If a whitelist  is configured for the user-created Db2
database, you must add the CIDR blocks of DTS servers to the
whitelist  of the database. You can click Get  IP Address 
Segment  of  DT S    next to Inst ance Region  to obtain the CIDR
blocks of DTS servers.
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Source
Database

Database Type Select DB2.

Hostname or
IP Address

Enter the endpoint that is used to connect to the user-created Db2
database. In this example, enter the public IP address.

Port

Enter the service port number of the user-created Db2 database. The
default port number is 50000.

Not e   The service port of the user-created Db2 database
must be accessible over the Internet.

Database
Name

Enter the name of the user-created Db2 database.

Database
Account

Enter the account of the user-created Db2 database.

Database
Password

Enter the password of the source database account.

Not e   After you specify the source database parameters,
click T est  Connect ivit y     next to Dat abase Password  to verify
whether the specified parameters are valid. If the specified
parameters are valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Modify the source
database parameters based on the check results.

Instance Type Select RDS Inst ance .

Instance
Region

Select the region where the destination RDS instance resides.

RDS Instance ID Select the ID of the destination RDS instance.

Database
Account

Enter the database account of the destination RDS instance.

Section Parameter Description
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Destinatio
n
Database

Database
Password

Enter the password of the destination database account.

Not e   After you specify the destination database
parameters, click T est  Connect ivit y     next to Dat abase
Password to verify whether the specified parameters are valid. If
the specified parameters are valid, the Passed message appears.
If the Failed message appears, click Check next to Failed.
Modify the destination database parameters based on the check
results.

Encryption

Select Non-encrypt ed  or SSL-encrypt ed . If you want to select
SSL-encrypt ed , you must enable SSL encryption for the RDS instance
before you configure the data migration task. For more information,
see Configure SSL encryption for an RDS MySQL instance.

Not e   The Encrypt ion  parameter is available only for
regions in mainland China and the China (Hong Kong) region.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Not e   DTS adds the CIDR blocks of DTS servers to the whitelist  of the dest ination RDS
instance. This ensures that DTS servers can connect to the dest ination RDS instance.

7. Select  the migration types and objects to be migrated.
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Paramet
er

Description

Migratio
n Types

To perform only full data migration, select Schema Migrat ion  and Full Dat a
Migrat ion .

To ensure service continuity during data migration, select Schema Migrat ion , Full
Dat a Migrat ion  , and Increment al Dat a Migrat ion   .

Not e   If Increment al Dat a Migrat ion    is not selected, do not write data to the
user-created Db2 database during full data migration. This ensures data consistency
between the source and destination databases.
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Objects

Select objects from the Available section and click the  icon to move the objects to

the Select ed  section.

Not e

You can select columns, tables, or databases as the objects to be migrated.

After an object is migrated to the destination RDS instance, the name of the
object remains the same as that in the source Db2 database. You can change
the names of the objects that are migrated to the destination RDS instance by
using the object name mapping feature. For more information about how to
use this feature, see Object name mapping.

If you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

Paramet
er

Description

8. 

9. After the data migration task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, configure the Channel Specif icat ion   parameter. Then, read
and select  Dat a T ransmission Service (Pay-as-you-go) Service T erms   .

11. Click Buy and St art   to start  the data migration task.

Full data migration
Do not manually stop a full data migration task. If  you manually stop a full data migration task,
the data that is migrated to the RDS instance may be incomplete. You can wait  until the full data
migration task automatically stops.

Incremental data migration
An incremental data migration task does not automatically stop. You must manually stop the
task.

Not e   We recommend that you manually stop an incremental data migration task at  an
appropriate point  in t ime. For example, you can stop the task during off-peak hours or
before you switch your workloads over to the RDS instance.

a. Wait  until Increment al Dat a Migrat ion    and T he dat a migrat ion t ask is not  delayed    
appear in the progress bar of the data migration task. Then, stop writ ing data to the self-
managed Oracle database for a few minutes. The delay t ime of increment al dat a 
migrat ion  may be displayed in the progress bar.

b. Wait  until the status of increment al dat a migrat ion    changes to T he dat a migrat ion  
t ask is not  delayed   again. Then, manually stop the migration task.
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12. Switch your workloads to the ApsaraDB RDS for MySQL instance.
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This topic describes how to migrate data from an Amazon RDS for MySQL instance to an ApsaraDB RDS
for MySQL instance by using Data Transmission Service (DTS). DTS supports schema migration, full data
migration, and incremental data migration. You can select  all of the supported migration types to
ensure service continuity.

Prerequisites
The Public accessibilit y  option of the Amazon RDS for MySQL instance is set  to Yes. This ensures
that DTS can access the Amazon RDS for MySQL instance over the Internet.

An ApsaraDB RDS for MySQL instance is created. For more information, see Create an ApsaraDB RDS
for MySQL instance.

The available storage space of the ApsaraDB RDS for MySQL instance is larger than the total size of
the data in the Amazon RDS for MySQL instance.

Precautions
DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the loads of the database servers. If  the database performance is
unfavorable, the specificat ion is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and dest ination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilizat ion of the source and dest ination databases is less than 30%.

The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all f ields must be unique. Otherwise, the dest ination database may contain duplicate data records.

DTS uses the  ROUND(COLUMN,PRECISION)  funct ion to retrieve values from columns of the FLOAT or
DOUBLE data type. If  you do not specify a precision, DTS sets the precision for the FLOAT data type
to 38 digits and the precision for the DOUBLE data type to 308 digits. You must check whether the
precision sett ings meet your business requirements.

DTS automatically creates a dest ination database in the ApsaraDB RDS for MySQL instance. However,
if  the name of the source database is invalid, you must manually create a database in the ApsaraDB
RDS for MySQL instance before you configure the data migration task.

Not e   For more information about the naming conventions of ApsaraDB RDS for MySQL
databases and how to create a database, see Create a database on an ApsaraDB RDS for MySQL
instance.

8.Migrate from a third-party
cloud to Alibaba Cloud
8.1. Migrate data from an Amazon
RDS for MySQL instance to an
ApsaraDB RDS for MySQL instance
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If  a data migration task fails, DTS automatically resumes the task. Before you switch your workloads
to the dest ination instance, stop or release the data migration task. Otherwise, the data in the source
instance will overwrite the data in the dest ination instance after the task is resumed.

Billing

Migration type Task configuration fee Internet traffic fee

Schema migration and full
data migration

Free of charge.
Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
information, see Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

Migration types
Schema migration
DTS migrates the schemas of the required objects to the dest ination instance. DTS supports schema
migration for the following types of objects: table, view, trigger, stored procedure, and function.
DTS does not support  schema migration for events.

Not e

During schema migration, DTS changes the value of the SECURITY attribute from DEFINER
to INVOKER for views, stored procedures, and functions.

DTS does not migrate user information. Before a user can call views, stored procedures,
and functions of the dest ination database, you must grant the read/write permissions to
the user.

Full data migration
DTS migrates historical data of the required objects from the Amazon RDS for MySQL instance to the
ApsaraDB RDS for MySQL instance.

Not e

During full data migration, concurrent INSERT operations cause fragmentation in the
tables of the dest ination instance. After full data migration is complete, the tablespace
of the dest ination instance is larger than that of the source instance.

During schema migration and full data migration, do not perform DDL operations in the
source database, for example, add a field. Otherwise, data migration may fail.

Incremental data migration
After full data migration is complete, DTS retrieves binary log files from the Amazon RDS for MySQL
instance. Then, DTS synchronizes incremental data from the Amazon RDS for MySQL instance to the
ApsaraDB RDS for MySQL instance. Incremental data migration allows you to ensure service continuity
when you migrate data between MySQL databases.

Permissions required for database accounts
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Database Schema migration Full data migration
Incremental data
migration

Amazon RDS for MySQL The SELECT permission The SELECT permission

The REPLICATION
CLIENT, REPLICATION
SLAVE, SHOW VIEW, and
SELECT permissions

ApsaraDB RDS for
MySQL

The read/write
permissions

The read/write
permissions

The read/write
permissions

For information about how to create and authorize a database account, see the following topics:

Create an account for a user-created MySQL database and configure binary logging for an Amazon
RDS for MySQL instance

Create an account for an ApsaraDB RDS for MySQL instance and Modify the permissions of an account
for an RDS instance for an ApsaraDB RDS for MySQL instance

Before you begin
1. Log on to the Amazon RDS Management Console.

2. Go to the Basic inf ormat ion   page of the Amazon RDS for MySQL instance.

3. In the Securit y group rules  sect ion, click the name of the security group corresponding to the
exist ing inbound rule.

4. On the Securit y groups  page, click the Inbound tab in the Security group sect ion. On the Inbound
tab, click Edit  to add the CIDR blocks of DTS servers in the corresponding region to the inbound rule.
For more information, see Add the CIDR blocks of DTS servers to the security settings of on-premises
databases.
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Not e

You need to add only the CIDR blocks of DTS servers that are located in the same region
as the dest ination database. For example, the source database is located in Singapore
and the dest ination database is located in Hangzhou. You need to add only the CIDR
blocks of DTS servers that are located in the China (Hangzhou) region.

You can add all of the required CIDR blocks to the inbound rule at  a t ime.

5. Log on to the Amazon RDS for MySQL database and specify the number of hours to retain binary
log files. Skip this step if  you do not need to perform incremental data migration.

call mysql.rds_set_configuration('binlog retention hours', 24);

Not e

The preceding command sets the retention period of binary log files to 24 hours. The
maximum value is 168 hours (7 days).

The binary logging feature of the Amazon RDS for MySQL instance must be enabled and
the value of the binlog_format parameter must be set  to row. If  the version of MySQL is
5.6 or later, the value of the binlog_row_image parameter must be set  to full.

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. At  the top of the Migrat ion T asks   page, select  the region where the dest ination cluster resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Configure the source and dest ination databases for the data migration task.
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Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.

Instance Type Select User-Creat ed Dat abase wit h Public IP Address     .

Instance
Region

If the instance type is set to User-Creat ed Dat abase wit h Public  
IP Address , you do not need to specify the inst ance region .

Database Type Select MySQL.
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Source
Database

Hostname or
IP Address

Enter the endpoint that is used to connect to the Amazon RDS for
MySQL instance.

Not e   You can obtain the endpoint on the Basic
inf ormat ion   page of the Amazon RDS for MySQL instance.

Port Number
Enter the service port number of the Amazon RDS for MySQL instance.
The default port number is 3306.

Database
Account

Enter the database account of the Amazon RDS for MySQL instance.
For more information about the permissions that are required for the
account, see Permissions required for database accounts.

Database
Password

Enter the password of the source database account.

Not e   After you specify the source database parameters,
click T est  Connect ivit y     next to Dat abase Password  to verify
whether the specified parameters are valid. If the specified
parameters are valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Modify the source
database parameters based on the check results.

Instance Type Select RDS Inst ance .

Instance
Region

Select the region where the ApsaraDB RDS for MySQL instance resides.

RDS Instance ID Select the ID of the ApsaraDB RDS for MySQL instance.

Database
Account

Enter the database account of the ApsaraDB RDS for MySQL instance.
For more information about the permissions that are required for the
account, see Permissions required for database accounts.

Section Parameter Description
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Destinatio
n
Database

Database
Password

Enter the password of the destination database account.

Not e   After you specify the destination database
parameters, click T est  Connect ivit y     next to Dat abase
Password to verify whether the specified parameters are valid. If
the specified parameters are valid, the Passed message appears.
If the Failed message appears, click Check next to Failed.
Modify the destination database parameters based on the check
results.

Encryption

Select Non-encrypt ed  or SSL-encrypt ed . If you want to select
SSL-encrypt ed , you must enable SSL encryption for the RDS instance
before you configure the data migration task. For more information,
see Configure SSL encryption for an RDS MySQL instance.

Not e   The Encrypt ion  parameter is available only for
regions in mainland China and the China (Hong Kong) region.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Not e   DTS adds the CIDR blocks of DTS servers to the whitelist  of the ApsaraDB RDS for
MySQL instance. This ensures that DTS servers can connect to the ApsaraDB RDS for MySQL
instance.

7. Select  the migration types and objects to be migrated.
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Paramet
er

Description
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Migratio
n Types

To perform only full data migration, select Schema Migrat ion  and Full Dat a
Migrat ion .

To ensure service continuity during data migration, select Schema Migrat ion , Full
Dat a Migrat ion  , and Increment al Dat a Migrat ion   .

Not e

If Increment al Dat a Migrat ion    is not selected, do not write data to the
source database during full data migration. This ensures data consistency
between the source and destination databases.

During schema migration and full data migration, do not perform DDL
operations on the objects to be migrated. Otherwise, the objects may fail to
be migrated.

Objects

Select objects from the Available section and click the  icon to move the objects to

the Select ed  section.

Not e

You can select columns, tables, or databases as the objects to be migrated.

After an object is migrated to the destination database, the name of the
object remains unchanged. You can change the names of the objects that are
migrated to the destination database by using the object name mapping
feature. For more information about how to use this feature, see Object name
mapping.

If you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

Paramet
er

Description

8. In the lower-right corner of the page, click Precheck.

Not e

Before you can start  the data migration task, a precheck is performed. You can start  the
data migration task only after the task passes the precheck.

If  the task fails to pass the precheck, you can click the  icon next  to each failed item

to view details.

You can troubleshoot the issues based on the causes and run a precheck again.

If  you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

9. After the task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, specify the Channel Specif icat ion   parameter and select
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Dat a T ransmission Service (Pay-As-You-Go) Service T erms   .

11. Click Buy and St art   to start  the data migration task.

Schema migration and full data migration
We recommend that you do not manually stop the task during full data migration. Otherwise, the
data migrated to the dest ination database will be incomplete. You can wait  until the data
migration task automatically stops.

Schema migration, full data migration, and incremental data migration
The task does not automatically stop during incremental data migration. You must manually stop
the task.

Not ice   We recommend that you select  an appropriate t ime to manually stop the data
migration task. For example, you can stop the task during off-peak hours or before you
switch your workloads to the dest ination cluster.

a. Wait  until Increment al Dat a Migrat ion    and T he migrat ion t ask is not  delayed     appear
in the progress bar of the migration task. Then, stop writ ing data to the source database for
a few minutes. The delay t ime of increment al dat a migrat ion    may be displayed in the
progress bar.

b. Wait  until the status of increment al dat a migrat ion    changes to T he migrat ion t ask is  
not  delayed  again. Then, manually stop the migration task.

12. Switch your workloads to the ApsaraDB RDS for MySQL instance.

This topic describes how to migrate data from an Amazon RDS for Oracle database to an ApsaraDB RDS
for MySQL database by using Data Transmission Service (DTS). DTS supports schema migration, full data
migration, and incremental data migration. You can select  all of the three migration types to migrate
data without service interruptions.

Prerequisites
Public Availabilit y  is set  to Yes for the Amazon RDS for Oracle database. This ensures that DTS can
access the Amazon RDS for Oracle database through the public network.

The version of the Amazon RDS for Oracle database is 9i, 10g, or 11g.

The version of the ApsaraDB RDS for MySQL database is 5.6 or 5.7.

The available storage space of the ApsaraDB RDS for MySQL database is larger than the total size of
the data in the Amazon RDS for Oracle database.

8.2. Migrate data from an Amazon
RDS for Oracle database to an
ApsaraDB RDS for MySQL database
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Not e   The binary log files generated during the migration occupy some space. They are
automatically cleared when the migration is complete.

Precautions
DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the loads of the database servers. If  the database performance is
unfavorable, the specificat ion is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and dest ination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilizat ion of the source and dest ination databases is less than 30%.

The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all f ields must be unique. Otherwise, the dest ination database may contain duplicate data records.

DTS uses the  ROUND(COLUMN,PRECISION)  funct ion to retrieve values from columns of the FLOAT or
DOUBLE data type. If  you do not specify a precision, DTS sets the precision for the FLOAT data type
to 38 digits and the precision for the DOUBLE data type to 308 digits. You must check whether the
precision sett ings meet your business requirements.

DTS automatically creates a dest ination database in the ApsaraDB RDS for MySQL instance. However,
if  the name of the source database is invalid, you must manually create a database in the ApsaraDB
RDS for MySQL instance before you configure the data migration task.

Not e   For more information about the naming conventions of ApsaraDB RDS for MySQL
databases and how to create a database, see Create a database on an ApsaraDB RDS for MySQL
instance.

If  a data migration task fails, DTS automatically resumes the task. Before you switch your workloads
to the dest ination instance, stop or release the data migration task. Otherwise, the data in the source
instance will overwrite the data in the dest ination instance after the task is resumed.

Billing

Migration type Task configuration fee Internet traffic fee

Schema migration and full
data migration

Free of charge.
Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
information, see Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

Migration types
Schema migration
DTS supports schema migration of tables, indexes, constraints, and sequences. However, DTS does
not support  schema migration of views, synonyms, triggers, stored procedures, stored functions,
packages, and custom object  types.

Full data migration
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DTS migrates full data of objects to be migrated from the Amazon RDS for Oracle database to the
database in the ApsaraDB RDS for MySQL instance.

Incremental data migration
During full data migration, DTS polls and captures the redo log files from the Amazon RDS for Oracle
database. After the full data migration is complete, DTS synchronizes incremental data from the
Amazon RDS for Oracle database to the dest ination ApsaraDB RDS for MySQL database. Incremental
data migration helps you achieve service continuity when migrating data from an Amazon RDS for
Oracle database to the dest ination database.

SQL operations that can be synchronized during incremental data
migration

INSERT, DELETE, and UPDATE

CREATE TABLE

Not e   The operations on tables or part it ions that contain computed columns cannot be
synchronized.

ALTER TABLE operations, including ADD COLUMN, DROP COLUMN, RENAME COLUMN, and ADD INDEX

DROP TABLE

RENAME TABLE, TRUNCATE TABLE, and CREATE INDEX

Permissions required for database accounts

Database Schema migration Full data migration
Incremental data
migration

Amazon RDS for Oracle
database

Owner permissions on
schemas to be
migrated

Owner permissions on
schemas to be
migrated

Master user permissions

ApsaraDB RDS for
MySQL.

Read and write
permissions on the
destination database

Read and write
permissions on the
destination database

Read and write
permissions on the
destination database

For more information about how to create a database account and grant permissions to the account,
see the following topics:

CREATE USER and GRANT for an Amazon RDS for Oracle database

Create accounts and databases for an RDS for MySQL instance

Data type mappings
For more information, see Data type mappings between heterogeneous databases.

Preparation
1. Log on to the Amazon RDS Management Console.

2. Go to the Basic Inf ormat ion   page of the source Amazon RDS for Oracle instance.

3. In the Securit y group rules  sect ion, click the name of the security group corresponding to the
exist ing inbound rule.
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4. On the Securit y Groups  page, click the Inbound tab in the Security Group sect ion. On the Inbound
tab, click Edit , and add CIDR blocks of DTS servers to the Edit  inbound rules dialog box that
appears. The CIDR blocks of DTS servers vary with the region where the dest ination database
resides. For more information about the CIDR blocks of DTS servers, see Add the CIDR blocks of DTS
servers to the security settings of on-premises databases.

Not e

You need to add only the CIDR blocks of DTS servers that reside in the same region as
the dest ination database. For example, the source database resides in the Singapore
(Singapore) region and the dest ination database resides in the China (Hangzhou) region.
You need to add only the CIDR blocks of DTS servers that reside in the China (Hangzhou)
region.

You can add all of the required CIDR blocks to the inbound rule at  a t ime.

5. Change log configurations for the Amazon RDS for Oracle database. Skip this step if  you do not
need to perform incremental data migration.

i. Use the master user account and the SQL*Plus tool provided by Oracle to connect to the
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Amazon RDS for Oracle database.

ii. Run the  archive log list;  command to check whether archiving is enabled for the
Amazon RDS for Oracle database.

Not e   If  archiving is disabled for the instance, enable the archiving mode. For more
information, see Managing Archived Redo Logs.

iii. Enable force logging.

exec rdsadmin.rdsadmin_util.force_logging(p_enable => true);

iv. Enable supplemental logging for primary keys.

begin rdsadmin.rdsadmin_util.alter_supplemental_logging(p_action => 'ADD',p_type =>
'PRIMARY KEY');end;/

v. Enable supplemental logging for unique keys.

begin rdsadmin.rdsadmin_util.alter_supplemental_logging(p_action => 'ADD',p_type =>
'UNIQUE');end;/

vi. Set  a retention period for archived logs.

begin rdsadmin.rdsadmin_util.set_configuration(name => 'archivelog retention hours'
, value => '24');end;/

Not e   We recommend that you set  the retention period of archived logs to at  least
24 hours.

vii. Commit the changes.

commit;

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. At  the top of the Migrat ion T asks   page, select  the region where the dest ination cluster resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Configure the source and dest ination databases.
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Section Parameter Description

N/A Task Name
DTS generates a random task name. However, we recommend that
you specify an informative name to ease management.

Instance Type Select User-Creat ed Dat abase wit h Public IP Address     .

Instance
Region

When the instance type is set to User-Creat ed Dat abase wit h  
Public IP Address  , you do not need to set Inst ance Region .

Database Type Select Oracle.
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Source
Database Hostname or

IP Address

Enter the endpoint for accessing the Amazon RDS for Oracle
database.

Not e   You can obtain the endpoint on the Basic
inf ormat ion   page of the source Amazon RDS for Oracle
database.

Port Number
Enter the port number configured for the Amazon RDS for Oracle
database. The default port number is 1521.

Instance Type

Non-RAC Instance: If you select this option, you must specify the
SID.

RAC Instance: If you select this option, you must specify the
Service Name.

In this example, select Non-RAC Instance and enter SID.

Database
Account

Enter the account for the Amazon RDS for Oracle database. For more
information about permissions required for the account, see
Permissions required for database accounts.

Database
Password

Enter the password of the database account.

Not e   After you specify the source database parameters,
click T est  Connect ivit y     next to Dat abase Password  to verify
whether the specified parameters are valid. If the specified
parameters are valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Modify the source
database parameters based on the check results.

Instance Type Select RDS Inst ance .

Instance
Region

Select the region where the destination ApsaraDB RDS for MySQL
instance resides.

Section Parameter Description
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Destinatio
n
Database

RDS Instance ID Select the RDS instance ID.

Database
Account

Enter the database account of the ApsaraDB RDS for MySQL instance.
For more information about permissions required for the account, see
Permissions required for database accounts.

Database
Password

Enter the password of the database account.

Not e   After you specify the destination database
parameters, click T est  Connect ivit y     next to Dat abase
Password to verify whether the specified parameters are valid. If
the specified parameters are valid, the Passed message appears.
If the Failed message appears, click Check next to Failed.
Modify the destination database parameters based on the check
results.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Warning

If the source or dest ination database instance is an Alibaba Cloud database instance,
such as an ApsaraDB RDS for MySQL or ApsaraDB for MongoDB instance, or is a self-
managed database hosted on Elast ic Compute Service (ECS), DTS automatically adds
the CIDR blocks of DTS servers to the whitelist  of the database instance or ECS security
group rules. For more information, see Add the CIDR blocks of DTS servers to the security
sett ings of on-premises databases. If  the source or dest ination database is a self-
managed database on data centers or is from other cloud service providers, you must
manually add the CIDR blocks of DTS servers to allow DTS to access the database.

If  the CIDR blocks of DTS servers are automatically or manually added to the whitelist  of
the database instance or ECS security group rules, security risks may arise. Therefore,
before you use DTS to migrate data, you must understand and acknowledge the
potential risks and take preventive measures, including but not limited to the following
measures: enhance the security of your account and password, limit  the ports that are
exposed, authenticate API calls, regularly check the whitelist  or ECS security group rules
and forbid unauthorized CIDR blocks, or connect the database to DTS by using Express
Connect, VPN Gateway, or Smart  Access Gateway.

After the DTS task is completed or released, we recommend that you manually detect
and remove the added CIDR blocks from the whitelist  of the database instance or ECS
security group rules.

7. Configure migration types and objects.
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Section Description

Migratio
n Types

To perform only full data migration, select Schema Migrat ion  and Full Dat a
Migrat ion .

To achieve service continuity during migration, select Schema Migrat ion , Full Dat a
Migrat ion , and Increment al Dat a Migrat ion   .

Not e   If Increment al Dat a Migrat ion    is not selected, do not write data into
the source database during full data migration. This ensures data consistency
between the source and destination databases.

Dat a Transmission Service Dat a Migrat ion·Migrat e from a t hird
-part y cloud t o Alibaba Cloud

> Document  Version: 20220617 216



Objects
to be
migrate
d

Select the objects to be migrated in the Available section and click  to move them to

the Select ed  section.

Not e

Objects to be migrated can be databases, tables, or columns.

By default, the selected objects are not renamed after the migration. If you
want to rename the objects that are migrated to the destination instance, you
can use the object name mapping feature provided by DTS. For more
information about how to use this feature, see Object name mapping.

If you use the object name mapping feature for an object, objects that depend
on the object may fail to be migrated.

Section Description

8. In the lower-right corner of the page, click Precheck.

Not e

Before you can start  the data migration task, a precheck is performed. You can start  the
data migration task only after the task passes the precheck.

If  the task fails to pass the precheck, you can click the  icon next  to each failed item

to view details.

You can troubleshoot the issues based on the causes and run a precheck again.

If  you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

9. After the task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, specify the Channel Specif icat ion   parameter and select
Dat a T ransmission Service (Pay-As-You-Go) Service T erms   .

11. Click Buy and St art   to start  the data migration task.

Schema migration and full data migration
We recommend that you do not manually stop the task during full data migration. Otherwise, the
data migrated to the dest ination database will be incomplete. You can wait  until the data
migration task automatically stops.

Schema migration, full data migration, and incremental data migration
The task does not automatically stop during incremental data migration. You must manually stop
the task.

Not ice   We recommend that you select  an appropriate t ime to manually stop the data
migration task. For example, you can stop the task during off-peak hours or before you
switch your workloads to the dest ination cluster.
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a. Wait  until Increment al Dat a Migrat ion    and T he migrat ion t ask is not  delayed     appear
in the progress bar of the migration task. Then, stop writ ing data to the source database for
a few minutes. The delay t ime of increment al dat a migrat ion    may be displayed in the
progress bar.

b. Wait  until the status of increment al dat a migrat ion    changes to T he migrat ion t ask is  
not  delayed  again. Then, manually stop the migration task.

12. Switch your workloads to the ApsaraDB RDS for MySQL database.

This topic describes how to migrate incremental data from an Amazon RDS for PostgreSQL database to
an ApsaraDB RDS for PostgreSQL database by using Data Transmission Service (DTS). DTS supports
schema migration, full data migration, and incremental data migration. You can select  all of the
supported migration types to ensure service continuity.

Prerequisites
The version of the Amazon RDS for PostgreSQL database is 10.4-R1 to 11.4-R1.

The Public accessibilit y  option of Amazon RDS for PostgreSQL is set  to Yes. This ensures that DTS
can access Amazon RDS for PostgreSQL over the Internet.

The value of the rds.logical_replicat ion parameter is set  to 1. This ensures that DTS can read
incremental data from the Amazon RDS for PostgreSQL database.

An ApsaraDB RDS for PostgreSQL instance is created. For more information, see Create an RDS for
PostgreSQL instance.

Not e

The version of the ApsaraDB RDS for PostgreSQL database is 10 or 11. To migrate data
between different database versions, create a pay-as-you-go instance to verify
compatibility.

The available storage space of the ApsaraDB RDS for PostgreSQL database is larger than
the total size of the data in the Amazon RDS for PostgreSQL database.

Notes
DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the loads of the database servers. If  the database performance is
unfavorable, the specificat ion is low, or the data volume is large, database services may become

8.3. Migrate incremental data from an
Amazon RDS for PostgreSQL database
to an ApsaraDB RDS for PostgreSQL
database
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unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and dest ination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilizat ion of the source and dest ination databases is less than 30%.

The objects to be migrated must have PRIMARY KEY or UNIQUE constraints and all f ields must be
unique. Otherwise, duplicate data may exist  in the dest ination database and migration may fail.

A single data migration task can migrate data from only one database. To migrate data from
mult iple databases, you must create a data migration task for each database.

Only data manipulation language (DML) operations, such as INSERT, UPDATE, DELETE, and UPDATE
operations, can be migrated.

During data migration, DTS creates a replicat ion slot  for the Amazon RDS for PostgreSQL database.
The replicat ion slot  is prefixed with  dts_sync_ . DTS automatically clears historical replicat ion slots
every 90 minutes to prevent them from occupying disk space.

Not e   If  a migration task is released or fails, DTS automatically clears the replicat ion slot.
After a switchover between primary and secondary Amazon RDS for PostgreSQL databases, you
must log on to the secondary database to manually clear the replicat ion slot.

DTS automatically resumes a failed data migration task. Before switching your workloads to the
destination instance, you must stop or release the data migration task. Otherwise, the data from the
source database will overwrite the data in the dest ination instance after the task is resumed.

Billing

Migration type Task configuration fee Internet traffic fee

Schema migration and full
data migration

Free of charge.
Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
information, see Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

Migration types
Schema migration
DTS migrates the schemas of the required objects to the ApsaraDB RDS for PostgreSQL database.
DTS supports schema migration for the following types of objects: table, trigger, view, sequence,
function, user-defined type, rule, domain, operation, and aggregate.

Not e   Functions that are writ ten in the C programming language cannot be migrated.
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Full data migration
DTS migrates historical data of the required objects from the Amazon RDS for PostgreSQL database
to the ApsaraDB RDS for PostgreSQL database.

Incremental data migration
After full data migration is complete, DTS synchronizes incremental data from the Amazon RDS for
PostgreSQL database to the ApsaraDB RDS for PostgreSQL database. Incremental data migration
allows you to ensure service continuity when you migrate data between PostgreSQL databases.

Permissions required for database accounts

Database Schema migration Full data migration
Incremental data
migration

Amazon RDS for
PostgreSQL database

The usage permission
for pg_catalog

The SELECT permission
for the objects to be
migrated

The rds_superuser
permission

ApsaraDB RDS for
PostgreSQL database

The create and usage
permissions for the
objects to be migrated

The owner permission
for schemas

The owner permission
for schemas

Data migration process
To avoid data migration failures caused by dependencies between objects, DTS migrates the schemas
and data of the source PostgreSQL database in the following order:

1. Migrate the schemas of tables, views, sequences, functions, user-defined types, rules, domains,
operations, and aggregates.

2. Perform full data migration.

3. Migrate the schemas of triggers and foreign keys.

4. Perform incremental data migration.

Not e   Before performing incremental data migration, do not perform DDL operations on
the objects to be migrated in the Amazon RDS for PostgreSQL database. Otherwise, the
objects may fail to be migrated.

Preparations
1. Log on to the Amazon RDS Management Console.

2. In the upper-right corner of the page, select  the region where the dest ination instance resides.

3. In the left-side navigation pane, click Dat abases . On the page that appears, click the ID of the
destination database. The Basic inf ormat ion   page appears.
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4. In the Securit y group rules  sect ion, click the name of the security group corresponding to the
exist ing inbound rule.

5. 

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. At  the top of the Migrat ion T asks   page, select  the region where the dest ination cluster resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Configure the information about the source and dest ination databases for the data migration task.
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Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
use an informative name for easy identification. You do not need to
use a unique task name.

Instance Type Select User-Creat ed Dat abase wit h Public IP Address     .

Instance
Region

Select the region where the source instance resides. If the instance
type is set to User-Creat ed Dat abase wit h Public IP Address     ,
you do not need to specify the instance region.

Database
Type

Select Post greSQL .
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Source
Database

Hostname or
IP Address

Enter the endpoint that is used to connect to the Amazon RDS for
PostgreSQL database.

Not e   You can find the endpoint on the Basic
inf ormat ion   page of the source Amazon RDS for PostgreSQL
instance.

Port Number
Enter the service port number of the Amazon RDS for PostgreSQL
database. The default port number is 5432.

Database
Name

Enter the name of the source Amazon RDS for PostgreSQL database.

Database
Account

Enter the account for the Amazon RDS for PostgreSQL database. For
more information about permissions required for the account, see
Permissions required for database accounts.

Database
Password

Enter the password for the database account.

Not e   After you specify the source database parameters,
click T est  Connect ivit y     next to Dat abase Password  to verify
whether the specified parameters are valid. If the specified
parameters are valid, the Passed message appears. If the
Failed message appears, click Check next to Failed. Modify
the source database parameters based on the check results.

Instance Type Select RDS Inst ance .

Instance
Region

Select the region where the destination ApsaraDB RDS for
PostgreSQL instance resides.

RDS Instance
ID

Select the ID of the destination ApsaraDB RDS for PostgreSQL
instance.

Section Parameter Description
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Destination
Database

Database
Name

Enter the name of the destination ApsaraDB RDS for PostgreSQL
database. The name can be different from the name of the source
Amazon RDS for PostgreSQL database.

Not e   Before you configure the data migration task, you
must create a database in the ApsaraDB RDS for PostgreSQL
instance. For more information, see Create a database.

Database
Account

Enter the database account for the destination ApsaraDB RDS for
PostgreSQL instance. For more information about permissions
required for the account, see Permissions required for database
accounts.

Database
Password

Enter the password for the database account.

Not e   After you specify the destination database
parameters, click T est  Connect ivit y     next to Dat abase
Password to verify whether the specified parameters are valid.
If the specified parameters are valid, the Passed message
appears. If the Failed message appears, click Check next to
Failed. Modify the destination database parameters based on
the check results.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Not e   The CIDR blocks of DTS servers are automatically added to the whitelist  of the
destination ApsaraDB RDS for PostgreSQL instance. This ensures that DTS servers can connect
to the dest ination ApsaraDB RDS for PostgreSQL instance.

7. Select  the migration types and objects to be migrated.
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Parameter Description

Migration
types

Select Schema Migrat ion , Full Dat a Migrat ion  , and Increment al Dat a Migrat ion   .

Objects to be
migrated

Select objects from the Available section and click the  icon to add the objects to

the Select ed  section.

Not e

You can select columns, tables, or schemas as the objects to be
migrated.

After an object is migrated to the destination database, the name of the
object remains unchanged. You can change the name of an object in the
destination ApsaraDB RDS for PostgreSQL instance by using the object
name mapping feature provided by DTS. For more information about the
authorization methods, see Object name mapping.

If you use the object name mapping feature on an object, other objects
that are dependent on the object may fail to be migrated.

8. In the lower-right corner of the page, click Precheck.
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Not e

Before you can start  the data migration task, a precheck is performed. You can start  the
data migration task only after the task passes the precheck.

If  the task fails to pass the precheck, you can click the  icon next  to each failed item

to view details.

You can troubleshoot the issues based on the causes and run a precheck again.

If  you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

9. After the task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, specify the Channel Specif icat ion   parameter and select
Dat a T ransmission Service (Pay-As-You-Go) Service T erms   .

11. Click Buy and St art   to start  the migration task.

Not e   The migration task does not automatically end. You must manually stop the
migration task. Select  an appropriate t ime to manually stop the migration task. For example,
you can stop the migration task during off-peak hours or before you switch your workloads to
the dest ination instance.

i. Wait  until Increment al Dat a Migrat ion    and T he migrat ion t ask is not  delayed     appears in
the progress bar of the migration task. Then, stop writ ing data to the source database for a
few minutes. The delay t ime of increment al dat a migrat ion    may be displayed in the
progress bar.

ii. After the status of increment al dat a migrat ion    changes to T he migrat ion t ask is not  
delayed, manually stop the migration task.

12. Switch your workloads to the ApsaraDB RDS for PostgreSQL instance.

This topic describes how to migrate full data from an Amazon RDS for PostgreSQL database to an
ApsaraDB RDS for PostgreSQL database by using Data Transmission Service (DTS).

Prerequisites

8.4. Migrate full data from an Amazon
RDS for PostgreSQL database to an
ApsaraDB RDS for PostgreSQL
database
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The version of the Amazon RDS for PostgreSQL database is 9.4, 9.5, 9.6, or 10.0.

The Public accessibilit y  option of Amazon RDS for PostgreSQL is set  to Yes. This ensures that DTS
can access Amazon RDS for PostgreSQL over the Internet.

An ApsaraDB RDS for PostgreSQL instance is created. For more information, see Create an RDS for
PostgreSQL instance.

Not e   The version of the ApsaraDB RDS for PostgreSQL database is 9.4 or 10.0.

The available storage space of the ApsaraDB RDS for PostgreSQL instance is larger than the total
space of the data in the Amazon RDS for PostgreSQL instance.

Notes
A single data migration task can migrate data from only one database. To migrate data from
mult iple databases, you must create a data migration task for each database.

Functions that are writ ten in the C programming language cannot be migrated.

The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all f ields must be unique. Otherwise, the dest ination database may contain duplicate data records.

DTS automatically resumes a failed data migration task. Before switching your workloads to the
destination instance, you must stop or release the data migration task. Otherwise, the data from the
source database will overwrite the data in the dest ination instance after the task is resumed.

Billing

Migration type Instance configurations Internet traffic

Schema migration or full data
migration

Free of charge

Migrating data from Alibaba
Cloud over the Internet incurs
fees. For more information, see
Pricing.

Migration types
Schema migration
DTS migrates the schemas of the required objects to the ApsaraDB RDS for PostgreSQL database.
DTS supports schema migration for the following types of objects: table, trigger, view, sequence,
function, user-defined type, rule, domain, operation, and aggregate.

Full data migration
DTS migrates historical data of the required objects from the Amazon RDS for PostgreSQL database
to the ApsaraDB RDS for PostgreSQL database.

Permissions required for database accounts

Database Schema migration Full data migration

Amazon RDS for PostgreSQL
database

The usage permission for
pg_catalog

The permission to perform
SELECT operations on the objects
to be migrated
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ApsaraDB RDS for PostgreSQL
database

The create and usage
permissions on the objects to be
migrated

The owner permission for
schemas

Database Schema migration Full data migration

Full data migration
To avoid data migration failures caused by dependencies between objects, DTS migrates the schemas
and data of the source PostgreSQL database in the following order:

1. Migrate the schemas of tables, views, sequences, functions, user-defined types, rules, domains,
operations, and aggregates.

2. Perform full data migration.

3. Migrate the schemas of triggers and foreign keys.

Preparation 1: Modify Amazon inbound rules
1. Log on to the Amazon RDS Management Console.

2. Go to the Basic Inf ormat ion   page of the source Amazon RDS for PostgreSQL instance.

3. In the Securit y group rules  sect ion, click the name of the security group corresponding to the
exist ing inbound rule.

4. On the Securit y Groups  page, click the Inbound tab in the Security Group sect ion. On the Inbound
tab, click Edit , and add CIDR blocks of DTS servers to the Edit  inbound rules dialog box that
appears. The CIDR blocks of DTS servers vary with the region where the dest ination database
resides. For more information about the CIDR blocks of DTS servers, see Add the CIDR blocks of DTS
servers to the security settings of on-premises databases.
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Not e

You need to add only the CIDR blocks of DTS servers that reside in the same region as
the dest ination database. For example, the source database resides in the Singapore
(Singapore) region and the dest ination database resides in the China (Hangzhou) region.
You need to add only the CIDR blocks of DTS servers that reside in the China (Hangzhou)
region.

You can add all of the required CIDR blocks to the inbound rule at  a t ime.

Preparation 2: Create a database and schema in the destination RDS
instance
Create a database and schema in the dest ination RDS instance based on the database and schema
information of the objects to be migrated. The schema name of the dest ination database must be the
same as that of the source database. For more information, see Create a database and Schema
management.

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. At  the top of the Migrat ion T asks   page, select  the region where the dest ination cluster resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Configure the information about the source and dest ination databases for the data migration task.
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Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
use an informative name for easy identification. You do not need to
use a unique task name.

Instance Type Select User-Creat ed Dat abase wit h Public IP Address     .

Instance
Region

Select the region where the source instance resides. If the instance
type is set to User-Creat ed Dat abase wit h Public IP Address     ,
you do not need to specify the instance region.

Database
Type

Select Post greSQL .
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Source
Database

Hostname or
IP Address

Enter the endpoint that is used to connect to the Amazon RDS for
PostgreSQL database.

Not e   You can obtain the endpoint on the Basic
inf ormat ion   page of the source Amazon RDS for PostgreSQL
instance.

Port Number
Enter the service port number of the Amazon RDS for PostgreSQL
database. The default port number is 5432.

Database
Name

Enter the name of the source Amazon RDS for PostgreSQL database.

Database
Account

Enter the account for the Amazon RDS for PostgreSQL database. For
more information about permissions required for the account, see
Permissions required for database accounts.

Database
Password

Enter the password for the database account.

Not e   After you specify the source database parameters,
click T est  Connect ivit y     next to Dat abase Password  to verify
whether the specified parameters are valid. If the specified
parameters are valid, the Passed message appears. If the
Failed message appears, click Check next to Failed. Modify
the source database parameters based on the check results.

Instance Type Select RDS Inst ance .

Instance
Region

Select the region where the destination ApsaraDB RDS for
PostgreSQL instance resides.

RDS Instance
ID

Select the ID of the destination ApsaraDB RDS for PostgreSQL
instance.

Section Parameter Description
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Destination
Database

Database
Name

Enter the name of the destination ApsaraDB RDS for PostgreSQL
database. The name can be different from the name of the source
Amazon RDS for PostgreSQL database.

Not e   Before you configure the data migration task, you
must create a database and schema in the ApsaraDB RDS for
PostgreSQL instance. For more information, see Preparation 2:
Create a database and schema in the destination ApsaraDB RDS
instance.

Database
Account

Enter the database account of the destination ApsaraDB RDS for
PostgreSQL instance. For more information about permissions
required for the account, see Permissions required for database
accounts.

Database
Password

Enter the password for the database account.

Not e   After you specify the destination database
parameters, click T est  Connect ivit y     next to Dat abase
Password to verify whether the specified parameters are valid.
If the specified parameters are valid, the Passed message
appears. If the Failed message appears, click Check next to
Failed. Modify the destination database parameters based on
the check results.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Not e   The CIDR blocks of DTS servers are automatically added to the whitelist  of the
destination RDS instance. This ensures that DTS servers can connect to the dest ination RDS
instance.

7. Select  the migration types and objects to be migrated.
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Parameter Description

Migration
types

Select Schema Migrat ion  and Full Dat a Migrat ion  . In this data migration task,
increment al dat a migrat ion    is not supported.

Not e   To ensure data consistency, do not write new data into the Amazon
RDS for PostgreSQL database during data migration.

Objects to be
migrated

In the Available section, select the objects to be migrated and click the  icon to

add the objects to the Select ed  section.

Not e

You can select databases, tables, or columns as the objects to be
migrated.

After an object is migrated to the destination instance, the name of the
object remains unchanged. If you want an object to have a different name
after the object is migrated to the ApsaraDB RDS for PostgreSQL instance,
you can use the object name mapping feature provided by DTS. For more
information about how to use this feature, see Object name mapping.

If you use the object name mapping feature on an object, other objects
that are dependent on the object may fail to be migrated.
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8. In the lower-right corner of the page, click Precheck.

Not e

Before you can start  the data migration task, a precheck is performed. You can start  the
data migration task only after the task passes the precheck.

If  the task fails to pass the precheck, you can click the  icon next  to each failed item

to view details.

You can troubleshoot the issues based on the causes and run a precheck again.

If  you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

9. After the task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, specify the Channel Specif icat ion   parameter and select
Dat a T ransmission Service (Pay-As-You-Go) Service T erms   .

11. Click Buy and St art   to start  the data migration task.

Not e   We recommend that you do not manually stop the task during full data migration.
Otherwise, the data migrated to the dest ination database will be incomplete. You can wait
until the data migration task automatically stops.

12. Switch your workloads to the ApsaraDB RDS for PostgreSQL instance.

This topic describes how to migrate data from an Amazon Aurora MySQL database to an ApsaraDB RDS
for MySQL database by using Data Transmission Service (DTS). DTS supports schema migration, full data
migration, and incremental data migration. When configuring a data migration task, you can select  all of
the supported migration types to ensure service continuity.

Prerequisites
The Public accessibility option of Amazon Aurora MySQL is set  to Yes. This ensures that DTS can
access Amazon Aurora MySQL over the Internet.

The available storage space of the ApsaraDB RDS for MySQL instance is larger than the total space of
the data in the Amazon Aurora MySQL instance.

8.5. Migrate data from an Amazon
Aurora MySQL database to an
ApsaraDB RDS for MySQL database
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Precautions
DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the loads of the database servers. If  the database performance is
unfavorable, the specificat ion is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and dest ination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilizat ion of the source and dest ination databases is less than 30%.

The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all f ields must be unique. Otherwise, the dest ination database may contain duplicate data records.

DTS uses the  ROUND(COLUMN,PRECISION)  funct ion to retrieve values from columns of the FLOAT or
DOUBLE data type. If  you do not specify a precision, DTS sets the precision for the FLOAT data type
to 38 digits and the precision for the DOUBLE data type to 308 digits. You must check whether the
precision sett ings meet your business requirements.

DTS automatically creates a dest ination database in the ApsaraDB RDS for MySQL instance. However,
if  the name of the source database is invalid, you must manually create a database in the ApsaraDB
RDS for MySQL instance before you configure the data migration task.

Not e   For more information about the naming conventions of ApsaraDB RDS for MySQL
databases and how to create a database, see Create a database on an ApsaraDB RDS for MySQL
instance.

If  a data migration task fails, DTS automatically resumes the task. Before you switch your workloads
to the dest ination instance, stop or release the data migration task. Otherwise, the data in the source
instance will overwrite the data in the dest ination instance after the task is resumed.

Billing

Migration type Task configuration fee Internet traffic fee

Schema migration and full
data migration

Free of charge.
Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
information, see Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

Migration types
Schema migration
DTS migrates the schemas of the required objects to the ApsaraDB RDS for MySQL instance. DTS
supports schema migration for the following types of objects: table, view, trigger, synonym, stored
procedure, and function. DTS does not support  schema migration for events.
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Not e

During schema migration, DTS changes the value of the SECURITY attribute from DEFINER
to INVOKER for views, stored procedures, and functions.

DTS does not migrate user information. Before a user can call views, stored procedures,
and functions of the dest ination database, you must grant the read/write permissions to
the user.

Full data migration
DTS migrates historical data of the required objects from the source Amazon Aurora MySQL database
to the dest ination ApsaraDB RDS for MySQL database.

Not e   During full data migration, concurrent INSERT operations cause segments in the
tables of the dest ination instance. After full data migration is complete, the tablespace of the
destination instance is larger than that of the source instance.

Incremental data migration
After full data migration is complete, DTS retrieves binary log files from the source Amazon Aurora
MySQL database. Then, DTS synchronizes incremental data from the source Amazon Aurora MySQL
database to the dest ination ApsaraDB RDS for MySQL database. Incremental data migration helps
you ensure service continuity when you migrate data between MySQL databases.

Permissions required for database accounts

Database Schema migration Full data migration
Incremental data
migration

Amazon Aurora MySQL

The permission to
perform SELECT
operations on the
objects to be migrated

The permission to
perform SELECT
operations on the
objects to be migrated

The REPLICATION SLAVE
permission, REPLICATION
CLIENT permission, and
permission to perform
SELECT operations on
the objects to be
migrated

ApsaraDB RDS for
MySQL

The read/write
permissions for the
objects to be migrated

The read/write
permissions for the
objects to be migrated

The read/write
permissions for the
objects to be migrated

For more information about how to create and authorize a database account, see the following
topics:

Create an account for a user-created MySQL database and configure binary logging for an Amazon
Aurora MySQL database

Create an account for an RDS for MySQL instance and Change the permissions of an account for an
RDS for MySQL instance for an ApsaraDB RDS for MySQL database

Preparations before data migration
1. Log on to the Amazon Aurora console.

2. Go to the Basic inf ormat ion   page of the source Amazon Aurora MySQL instance.
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3. Select  the node that is set  to the role of Writ er .

4. In the Connect ivit y &  securit y     sect ion, click the name of the VPC security group that corresponds
to the Writer node.

5. 

6. Log on to the Amazon Aurora MySQL database and specify the number of hours to retain binary
log files. Skip this step if  you do not need to perform incremental data migration.

call mysql.rds_set_configuration('binlog retention hours', 24);

Not e

The preceding command sets the retention period of binary log files to 24 hours. The
maximum value is 168 hours (7 days).

The binary logging feature of Amazon Aurora MySQL must be enabled and the value of
the binlog_format parameter must be set  to row. If  the version of MySQL is 5.6 or later,
the value of the binlog_row_image parameter must be set  to full.

Procedure
1. 

2. 

3. 

4. 

5. Configure the information about the source and dest ination databases for the data migration task.
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Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
use an informative name for easy identification. You do not need to
use a unique task name.

Instance Type Select User-Creat ed Dat abase wit h Public IP Address     .

Instance
Region

If the instance type is set to User-Creat ed Dat abase wit h Public  
IP Address , you do not need to specify the inst ance region .

Database Type Select MySQL.

Dat a Transmission Service Dat a Migrat ion·Migrat e from a t hird
-part y cloud t o Alibaba Cloud

> Document  Version: 20220617 238



Source
Database

Hostname or
IP Address

Enter the endpoint that is used to connect to the Amazon Aurora
MySQL database.

Not e   You can obtain the endpoint on the Basic
inf ormat ion   page of the source Amazon Aurora MySQL instance.

Port Number
Enter the service port number of the Amazon Aurora MySQL database.
The default port number is 3306.

Database
Account

Enter the account for the Amazon Aurora MySQL database. For more
information about permissions required for the account, see
Permissions required for database accounts.

Database
Password

Enter the password for the database account.

Not e

Instance Type Select RDS Inst ance .

Instance
Region

Select the region where the ApsaraDB RDS for MySQL instance resides.

RDS Instance ID Select the ID of the ApsaraDB RDS for MySQL instance.

Database
Account

Enter the database account of the ApsaraDB RDS for MySQL instance.
For more information about permissions required for the account, see
Permissions required for database accounts.

Section Parameter Description
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Destinatio
n
Database

Database
Password

Enter the password for the database account.

Not e

Encryption

Select Non-encrypt ed  or SSL-encrypt ed . If you want to select
SSL-encrypt ed , you must enable SSL encryption for the RDS instance
before configuring the data migration task. For more information, see
Configure SSL encryption for an RDS for MySQL instance.

Not e   Encrypt ion  is available only in mainland China and
Hong Kong(China).

Section Parameter Description

6. 

7. Select  the migration types and objects to be migrated.
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Paramet
er

Description

Migratio
n types

To perform only full data migration, select Schema Migrat ion  and Full Dat a
Migrat ion .

To migrate data with minimal downtime, you must select Schema Migrat ion , Full
Dat a Migrat ion  , and Increment al Dat a Migrat ion   .

Not e   If the Increment al Dat a Migrat ion    option is not selected, do not write
new data to the Amazon Aurora MySQL instance when full data migration is in
progress. Otherwise, data inconsistency may occur.
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Objects
to be
migrate
d

In the Available section, select the objects to be migrated and click the  icon to add

the objects to the Select ed  section.

Not e

You can select databases, tables, or columns as the objects to be migrated.

After an object is migrated to the destination instance, the name of the object
remains unchanged. If you want an object to have a different name after the
object is migrated to the ApsaraDB RDS for MySQL instance, you can use the
object name mapping feature provided by DTS. For more information about
how to use this feature, see Object name mapping.

If you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

Paramet
er

Description

8. 

9. 

10. 

11. 

12. Switch your workloads to the ApsaraDB RDS for MySQL instance.

This topic describes how to migrate data from an Amazon Aurora MySQL database to a PolarDB for
MySQL database by using Data Transmission Service (DTS). DTS supports schema migration, full data
migration, and incremental data migration. When configuring a data migration task, you can select  all of
the supported migration types to ensure service continuity.

Prerequisites
The Public accessibility option of the Amazon Aurora MySQL cluster is set  to Yes. The sett ing ensures
that DTS can access the Amazon Aurora MySQL cluster over the Internet.

A PolarDB for MySQL cluster is created. For more information, see Create a PolarDB for MySQL cluster.

The available storage space of the PolarDB for MySQL instance is larger than the total space of the
data in the Amazon Aurora MySQL instance.

Notes
DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the loads of the database servers. If  the database performance is
unfavorable, the specificat ion is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following

8.6. Migrate data from an Amazon
Aurora MySQL database to a PolarDB
for MySQL database
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cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and dest ination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilizat ion of the source and dest ination databases is less than 30%.

If the source database does not have primary keys or UNIQUE constraints and fields are not required
to be unique, duplicate data may exist  in the dest ination database.

DTS uses the  ROUND(COLUMN,PRECISION)  funct ion to retrieve values from columns of the float or
double data type. If  the precision is not specified, DTS sets the precision for the float data type to
38 digits and the precision for the double data type to 308 digits. You must check whether the
precision sett ings meet your business requirements.

If  the name of the source database is invalid, you must create a database in the PolarDB for MySQL
instance before configuring a data migration task.

Not e   For more information about how to create a database and the database naming
conventions, see Create a database.

DTS automatically resumes a failed data migration task. Before switching your workloads to the
destination instance, you must stop or release the data migration task. Otherwise, the data from the
source database will overwrite the data in the dest ination instance after the task is resumed.

Billing

Migration type Migration channel fee Public network traffic fee

Schema migration or
full data migration

Free of charge
Migrating data from Alibaba Cloud over the Internet
incurs fees. For more information, see Pricing.

Incremental data
migration

Billed. For more
information, see Pricing.

Migration types
Schema migration
DTS migrates the schemas of the required objects to the PolarDB for MySQL instance. DTS supports
schema migration for the following types of objects: table, view, trigger, stored procedure, and
function. DTS does not support  schema migration for events.

Not e

During schema migration, DTS changes the value of the SECURITY attribute in views,
stored procedures, and functions from DEFINER to INVOKER.

DTS does not migrate user information. Before a user can call views, stored procedures,
and functions of the dest ination database, you must grant the read/write permissions to
the user.

Full data migration
DTS migrates historical data of the required objects from the Amazon Aurora MySQL database to the
destination PolarDB for MySQL database.
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Not e   During full data migration, concurrent INSERT operations cause segments in the
tables of the dest ination instance. After full data migration is complete, the tablespace of the
destination instance is larger than that of the source instance.

Incremental data migration
After full data migration is complete, DTS retrieves binary log files from the source Amazon Aurora
MySQL database. Then, DTS synchronizes incremental data from the source Amazon Aurora MySQL
database to the dest ination PolarDB for MySQL database. Incremental data migration helps you
ensure service continuity when you migrate data between MySQL databases.

Permissions required for database accounts

Database Schema migration Full data migration
Incremental data
migration

Amazon Aurora MySQL

The permission to
perform SELECT
operations on the
objects to be migrated

The permission to
perform SELECT
operations on the
objects to be migrated

The REPLICATION SLAVE
permission, REPLICATION
CLIENT permission,
SHOW VIEW permission,
and permission to
perform SELECT
operations on the
objects to be migrated

PolarDB for MySQL
The read/write
permissions for the
objects to be migrated

The read/write
permissions for the
objects to be migrated

The read/write
permissions for the
objects to be migrated

For more information about how to create and authorize a database account, see the following
topics:

Create an account for a user-created MySQL database and configure binary logging for an Amazon
Aurora MySQL database

Create database accounts for a PolarDB for MySQL database

Before you begin
1. Log on to the Amazon Aurora console.

2. Go to the Basic inf ormat ion   page of the Amazon Aurora MySQL cluster.

3. Select  the node that assumes the writ er  role.

4. In the Connect ivit y &  securit y     sect ion, click the name of the VPC security group that corresponds
to the writer node.
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5. On the Securit y Groups  page, click the Inbound tab in the Security Group sect ion. On the Inbound
tab, click Edit  to add the CIDR blocks of DTS servers in the corresponding region to the inbound rule.
For more information, see Add the CIDR blocks of DTS servers to the security settings of on-premises
databases.
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Not e

You need to add only the CIDR blocks of DTS servers that reside in the same region as
the dest ination database. For example, the source database resides in the Singapore
(Singapore) region and the dest ination database resides in the China (Hangzhou) region.
You need to add only the CIDR blocks of DTS servers that reside in the China (Hangzhou)
region.

You can add all of the required CIDR blocks to the inbound rule at  a t ime.

6. Log on to the Amazon Aurora MySQL database and specify the number of hours to retain binary
log files. Skip this step if  you do not need to perform incremental data migration.

call mysql.rds_set_configuration('binlog retention hours', 24);

Not e

The preceding command sets the retention period of binary log files to 24 hours. The
maximum value is 168 hours (7 days).

The binary logging feature of the Amazon Aurora MySQL cluster must be enabled and
the value of the binlog_format parameter must be set  to row. If  the MySQL version is 5.6
or later, the value of the binlog_row_image parameter must be set  to full.

Procedure
1. 

2. 

3. 

4. 

5. Configure the information about the source and dest ination databases for the data migration task.
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Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
use an informative name for easy identification. You do not need to
use a unique task name.

Instance Type Select User-Creat ed Dat abase wit h Public IP Address     .

Instance
Region

If the instance type is set to User-Creat ed Dat abase wit h Public  
IP Address , you do not need to specify the inst ance region .

Database Type Select MySQL.
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Source
Database

Hostname or
IP Address

Enter the endpoint that is used to connect to the Amazon Aurora
MySQL database.

Not e   You can obtain the endpoint on the Basic
inf ormat ion   page of the source Amazon Aurora MySQL instance.

Port Number
Enter the service port number of the Amazon Aurora MySQL database.
The default port number is 3306.

Database
Account

Enter the account for the Amazon Aurora MySQL database. For more
information about permissions required for the account, see
Permissions required for database accounts.

Database
Password

Enter the password for the database account.

Not e

Destinatio
n
Database

Instance Type Select PolarDB.

Instance
Region

Select the region where the ApsaraDB RDS for MySQL instance resides.

PolarDB
instance ID

Select the ID of the PolarDB for MySQL instance.

Database
Account

Enter the database account of the PolarDB for MySQL instance. For
more information about permissions required for the account, see
Permissions required for database accounts.

Section Parameter Description
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Database
Password

Enter the password for the database account.

Not e

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Not e   The CIDR blocks of DTS servers are automatically added to the whitelist  of the
PolarDB for MySQL instance. This ensures that DTS servers can connect to the PolarDB for
MySQL instance.

7. Select  the migration types and objects to be migrated.
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Paramet
er

Description

Migratio
n types

To perform only full data migration, select Schema Migrat ion  and Full Dat a
Migrat ion .

To migrate data with minimal downtime, you must select Schema Migrat ion , Full
Dat a Migrat ion  , and Increment al Dat a Migrat ion   .

Not e   If the Increment al Dat a Migrat ion    option is not selected, do not write
new data to the Amazon Aurora MySQL instance when full data migration is in
progress. Otherwise, data inconsistency may occur.

Objects
to be
migrate
d

In the Available section, select the objects to be migrated and click the  icon to add

the objects to the Select ed  section.

Not e

You can select databases, tables, or columns as the objects to be migrated.

After an object is migrated to the destination instance, the name of the object
remains unchanged. If you want an object to have a different name after the
object is migrated to the PolarDB for MySQL instance, you can use the object
name mapping feature provided by DTS. For more information about how to
use this feature, see Object name mapping.

If you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

8. 

9. 

10. 

11. 

12. Switch your workloads to the PolarDB for MySQL instance.

This topic describes how to migrate full data from an Amazon Aurora PostgreSQL database to an
ApsaraDB RDS for PostgreSQL database by using Data Transmission Service (DTS).

Prerequisites
The version of the Amazon Aurora PostgreSQL database is 9.4, 9.5, 9.6, or 10.0.

8.7. Migrate full data from an Amazon
Aurora PostgreSQL database to an
ApsaraDB RDS for PostgreSQL
database
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The Public accessibilit y  option of Amazon Aurora PostgreSQL is set  to Yes. This ensures that DTS
can access Amazon Aurora PostgreSQL over the Internet.

An ApsaraDB RDS for PostgreSQL instance is created. For more information, see Create an ApsaraDB
RDS for PostgreSQL instance.

Not e   The database engine version of the ApsaraDB RDS for PostgreSQL instance is 9.4 or
10.0.

The available storage space of the ApsaraDB RDS for PostgreSQL instance is larger than the total
space of the data in the Amazon Aurora PostgreSQL instance.

Notes
DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the database load. If  the database performance is unfavorable, the
specificat ion is low, or the data volume is large, database services may become unavailable. For
example, DTS occupies a large amount of read and write resources in the following cases: a large
number of slow SQL queries are performed on the source database, the tables have no primary keys,
or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
performance of the source and dest ination databases. We recommend that you migrate data during
off-peak hours. For example, you can migrate data when the CPU usage of the source and
destination databases is less than 30%.

DTS does not support  incremental data migration. When using DTS for full data migration, you need
to stop business operations that are related to the Amazon Aurora PostgreSQL database before
migration. To ensure data consistency, do not write new data to the Amazon Aurora PostgreSQL
database during migration.

Each data migration task can migrate data from only a single database. To migrate data from
mult iple databases, you must create a data migration task for each database.

Functions that are writ ten in the C programming language cannot be migrated.

The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all f ields must be unique. Otherwise, the dest ination database may contain duplicate data records.

If  a data migration task fails, DTS automatically resumes the task. Therefore, before you switch your
workloads to the dest ination instance, stop or release the data migration task. Otherwise, the data in
the source instance overwrites the data in the dest ination instance after the task is resumed.

Billing

Migration type Task configuration fee Internet traffic fee

Schema migration and full data
migration

Free of charge.

Charged only when data is
migrated from Alibaba Cloud
over the Internet. For more
information, see Pricing.

Migration types
Schema migration
DTS migrates the schemas of required objects to the ApsaraDB RDS for PostgreSQL instance. DTS
supports the following types of objects for schema migration: table, trigger, view, sequence,
function, user-defined type, rule, domain, operation, and aggregate.
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Full data migration
DTS migrates the historical data of required objects from the Amazon RDS for PostgreSQL instance
to the ApsaraDB RDS for PostgreSQL instance.

Permissions required for database accounts

Database Schema migration Full data migration

Amazon Aurora PostgreSQL
The usage permission for
pg_catalog

The permission to perform
SELECT operations on the objects
to be migrated

ApsaraDB RDS for PostgreSQL
database

The create and usage
permissions on the objects to be
migrated

The owner permission for
schemas

Process of full data migration
To prevent data migration failures caused by dependencies between objects, DTS migrates the
schemas and data of the source PostgreSQL database in the following order:

1. Migrate the schemas of tables, views, sequences, functions, user-defined types, rules, domains,
operations, and aggregates.

2. Perform full data migration.

3. Migrate the schemas of triggers and foreign keys.

Preparation 1: Modify Amazon inbound rules
1. Log on to the Amazon Aurora console.

2. Go to the Basic Inf ormat ion   page of the source Amazon Aurora PostgreSQL instance.

3. Select  the node that assumes the writ er  role.

4. In the Connect ivit y &  securit y     sect ion, click the name of the VPC security group that corresponds
to the writer node.
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5. 

Preparation 2: Create a database and schema in the destination RDS
instance
Create a database and schema in the dest ination RDS instance based on the database and schema
information of the objects to be migrated. The schema name of the dest ination database must be the
same as that of the source database. For more information, see Create a database and Schema
management.

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. At  the top of the Migrat ion T asks   page, select  the region where the dest ination cluster resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Configure the information about the source and dest ination databases for the data migration task.
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Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
use an informative name for easy identification. You do not need to
use a unique task name.

Instance Type Select User-Creat ed Dat abase wit h Public IP Address     .

Instance
Region

Select the region where the source instance resides. If the instance
type is set to User-Creat ed Dat abase wit h Public IP Address     ,
you do not need to specify the instance region.

Database
Type

Select Post greSQL .
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Source
Database

Hostname or
IP Address

Enter the endpoint that is used to connect to the Amazon Aurora
PostgreSQL database.

Not e   You can obtain the endpoint on the Basic
inf ormat ion   page of the source Amazon Aurora PostgreSQL
instance.

Port Number
Enter the service port number of the Amazon Aurora PostgreSQL
database. The default port number is 5432.

Database
Name

Enter the name of the source Amazon Aurora PostgreSQL database.

Database
Account

Enter the account for the Amazon Aurora PostgreSQL database. For
more information about permissions required for the account, see
Permissions required for database accounts.

Database
Password

Enter the password for the database account.

Not e   After you specify the source database parameters,
click T est  Connect ivit y     next to Dat abase Password  to verify
whether the specified parameters are valid. If the specified
parameters are valid, the Passed message appears. If the
Failed message appears, click Check next to Failed. Modify
the source database parameters based on the check results.

Instance Type Select RDS Inst ance .

Instance
Region

Select the region where the destination ApsaraDB RDS for
PostgreSQL instance resides.

RDS Instance
ID

Select the ID of the destination ApsaraDB RDS for PostgreSQL
instance.

Section Parameter Description
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Destination
Database

Database
Name

Enter the name of the destination ApsaraDB RDS for PostgreSQL
database. The name can be different from the name of the source
Amazon Aurora PostgreSQL database.

Not e   Before you configure the data migration task, you
must create a database and schema in the ApsaraDB RDS for
PostgreSQL instance. For more information, see Preparation 2:
Create a database and schema in the destination RDS instance.

Database
Account

Enter the database account of the destination ApsaraDB RDS for
PostgreSQL instance. For more information about permissions
required for the account, see Permissions required for database
accounts.

Database
Password

Enter the password for the database account.

Not e   After you specify the destination database
parameters, click T est  Connect ivit y     next to Dat abase
Password to verify whether the specified parameters are valid.
If the specified parameters are valid, the Passed message
appears. If the Failed message appears, click Check next to
Failed. Modify the destination database parameters based on
the check results.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Dat a Transmission Service Dat a Migrat ion·Migrat e from a t hird
-part y cloud t o Alibaba Cloud

> Document  Version: 20220617 256

https://www.alibabacloud.com/help/doc-detail/112815.htm#concept-xhn-mpw-fhb/section-ssq-aob-h07


Warning

If the source or dest ination database instance is an Alibaba Cloud database instance,
such as an ApsaraDB RDS for MySQL or ApsaraDB for MongoDB instance, or is a self-
managed database hosted on Elast ic Compute Service (ECS), DTS automatically adds
the CIDR blocks of DTS servers to the whitelist  of the database instance or ECS security
group rules. For more information, see Add the CIDR blocks of DTS servers to the security
sett ings of on-premises databases. If  the source or dest ination database is a self-
managed database on data centers or is from other cloud service providers, you must
manually add the CIDR blocks of DTS servers to allow DTS to access the database.

If  the CIDR blocks of DTS servers are automatically or manually added to the whitelist  of
the database instance or ECS security group rules, security risks may arise. Therefore,
before you use DTS to migrate data, you must understand and acknowledge the
potential risks and take preventive measures, including but not limited to the following
measures: enhance the security of your account and password, limit  the ports that are
exposed, authenticate API calls, regularly check the whitelist  or ECS security group rules
and forbid unauthorized CIDR blocks, or connect the database to DTS by using Express
Connect, VPN Gateway, or Smart  Access Gateway.

After the DTS task is completed or released, we recommend that you manually detect
and remove the added CIDR blocks from the whitelist  of the database instance or ECS
security group rules.

7. Select  the migration types and objects to be migrated.
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Parameter Description

Migration
types

Select Schema Migrat ion  and Full Dat a Migrat ion  . In this data migration task,
increment al dat a migrat ion    is not supported.

Not e   To ensure data consistency, do not write new data into the Amazon
Aurora PostgreSQL database during data migration.

Objects to be
migrated

In the Available section, select the objects to be migrated and click the  icon to

add the objects to the Select ed  section.

Not e

You can select databases, tables, or columns as the objects to be
migrated.

After an object is migrated to the destination database, the name of the
object remains unchanged. If you want an object to have a different name
after the object is migrated to the ApsaraDB RDS for PostgreSQL instance,
you can use the object name mapping feature provided by DTS. For more
information about how to use this feature, see Object name mapping.

If you use the object name mapping feature on an object, other objects
that are dependent on the object may fail to be migrated.

8. In the lower-right corner of the page, click Precheck.

Not e

Before you can start  the data migration task, a precheck is performed. You can start  the
data migration task only after the task passes the precheck.

If  the task fails to pass the precheck, you can click the  icon next  to each failed item

to view details.

You can troubleshoot the issues based on the causes and run a precheck again.

If  you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

9. After the task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, specify the Channel Specif icat ion   parameter and select
Dat a T ransmission Service (Pay-As-You-Go) Service T erms   .

11. Click Buy and St art   to start  the data migration task.
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Not e   We recommend that you do not manually stop the task during full data migration.
Otherwise, the data migrated to the dest ination database will be incomplete. You can wait
until the data migration task automatically stops.

12. Switch your workloads to the ApsaraDB RDS for PostgreSQL instance.

This topic describes how to migrate full data from an Amazon RDS for SQL Server database to an
ApsaraDB RDS for SQL Server database by using Data Transmission Service (DTS).

Prerequisites
The Public accessibilit y  option of Amazon RDS for SQL Server is set  to Yes. This ensures that DTS
can access Amazon RDS for SQL Server over the Internet.

The database version of Amazon RDS for SQL Server is 2005, 2008, 2008 R2, 2012, 2014, or 2016.

An ApsaraDB RDS for SQL Server instance is created. For more information, see Create an RDS for SQL
Server instance.

The available storage space of the dest ination ApsaraDB RDS for SQL Server database is larger than
the total space of the data in the Amazon RDS for SQL Server database.

Notes
DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the loads of the database servers. If  the database performance is
unfavorable, the specificat ion is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and dest ination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilizat ion of the source and dest ination databases is less than 30%.

Amazon RDS for SQL Server does not support  incremental data migration because the sysadmin
server-level role is not available in Amazon RDS.

The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all f ields must be unique. Otherwise, the dest ination database may contain duplicate data records.

If  the name of the source database is invalid, you must create a database in the ApsaraDB RDS for
SQL Server instance before configuring a data migration task.

8.8. Migrate full data from an Amazon
RDS for SQL Server database to an
ApsaraDB RDS for SQL Server
database
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Not e   For more information about how to create a database and the database naming
conventions, see Create databases and accounts.

DTS automatically resumes a failed data migration task. Before switching your workloads to the
destination instance, you must stop or release the data migration task. Otherwise, the data from the
source database will overwrite the data in the dest ination instance after the task is resumed.

Migration types
Schema migration
DTS migrates the schemas of the required objects to the dest ination instance. DTS supports schema
migration for the following types of objects: table, view, trigger, synonym, SQL stored procedure,
SQL function, plan guide, user-defined type, rule, and default .

Full data migration
DTS migrates historical data of the required objects from the source Amazon RDS for SQL Server
database to the dest ination ApsaraDB RDS for SQL Server database.

Not e   Data of the sql_variant type cannot be migrated.

Billing

Migration type Instance configurations Internet traffic

Schema migration or full data
migration

Free of charge

Migrating data from Alibaba
Cloud over the Internet incurs
fees. For more information, see
Pricing.

Permissions required for database accounts

Database Schema migration Full data migration

Amazon RDS for SQL Server
database

The permission to perform
SELECT operations

The permission to perform
SELECT operations

ApsaraDB RDS for SQL Server
database

The read/write permissions The read/write permissions

For more information about how to create and authorize a database account, see the following
topics:

CREATE USER for an Amazon RDS for SQL Server database

Create an account for an RDS for SQL Server instance for an ApsaraDB RDS for SQL Server database

Full data migration
To avoid data migration failures caused by dependencies between objects, DTS migrates the schemas
and data of the source SQL Server database in the following order:

1. Migrate the schemas of tables, views, synonyms, user-defined types, rules, defaults, and plan
guides.

2. Perform full data migration.
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3. Migrate the schemas of SQL stored procedures, SQL functions, triggers, and foreign keys.

Preparations before data migration
1. Log on to the Amazon RDS Management Console.

2. Go to the Basic inf ormat ion   page of the source Amazon RDS for SQL Server instance.

3. In the Securit y group rules  sect ion, click the name of the security group corresponding to the
exist ing inbound rule.

4. On the Securit y groups  page, click the Inbound tab in the Security group sect ion. On the Inbound
tab, click Edit  to add CIDR blocks of DTS servers in the corresponding region to the inbound rule. For
more information, see Add the CIDR blocks of DTS servers to the security settings of on-premises
databases.
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Not e

You only need to add the CIDR blocks of DTS servers that are located in the same region
as the dest ination database. For example, the source database is located in Singapore
and the dest ination database is located in Hangzhou. You only need to add the CIDR
blocks of DTS servers that are located in the China (Hangzhou) region.

You can add all the required CIDR blocks to the inbound rule at  one t ime.

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. At  the top of the Migrat ion T asks   page, select  the region where the dest ination cluster resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Configure the information about the source and dest ination databases for the data migration task.

Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
use an informative name for easy identification. You do not need to
use a unique task name.

Instance Type Select User-Creat ed Dat abase wit h Public IP Address     .
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Source
Database

Instance
Region

If the instance type is set to User-Creat ed Dat abase wit h Public  
IP Address , you do not need to specify the inst ance region .

Database Type Select SQL Server.

Hostname or
IP Address

Enter the endpoint that is used to connect to the Amazon RDS for SQL
Server database.

Not e   You can obtain the endpoint on the Basic
inf ormat ion   page of the source Amazon RDS for SQL Server
instance.

Port Number
Enter the service port number of the Amazon RDS for SQL Server
database. The default port number is 1433.

Database
Account

Enter the account for the Amazon RDS for SQL Server database. For
more information about permissions required for the account, see
Permissions required for database accounts.

Database
Password

Enter the password for the database account.

Not e   After you specify the information about the self-
managed Oracle database, you can click T est  Connect ivit y     next
to Dat abase Password  to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.

Instance Type Select RDS Inst ance .

Instance
Region

Select the region where the ApsaraDB RDS for SQL Server instance
resides.

RDS Instance ID Select the ID of the ApsaraDB RDS for SQL Server instance.

Section Parameter Description

Dat a Migrat ion·Migrat e from a t hird
-part y cloud t o Alibaba Cloud

Dat a Transmission Service

263 > Document  Version: 20220617



Destinatio
n
Database

Database
Account

Enter the database account of the ApsaraDB RDS for SQL Server
instance. For more information about permissions required for the
account, see Permissions required for database accounts.

Database
Password

Enter the password for the database account.

Not e   After you specify the information about the RDS
instance, you can click T est  Connect ivit y     next to Dat abase
Password to check whether the information is valid. If the
information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Not e   The CIDR blocks of DTS servers are automatically added to the whitelist  of the
ApsaraDB for RDS instance. This ensures that DTS servers can connect to the ApsaraDB for RDS
instance.

7. Select  the migration types and objects to be migrated.
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Paramet
er

Description

Migratio
n types

Select Schema Migrat ion  and Full Dat a Migrat ion  .

Not e

Amazon RDS for SQL Server does not support incremental data migration
because the sysadmin server-level role is not available in Amazon RDS.

To ensure data consistency, do not write new data into Amazon RDS for SQL
Server during full data migration.
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Objects
to be
migrate
d

In the Available section, select the objects to be migrated and click the  icon to add

the objects to the Select ed  section.

Not e

You can select databases, tables, or columns as the objects to be migrated.

After an object is migrated to the destination instance, the name of the object
remains unchanged. If you want an object to have a different name after the
object is migrated to the ApsaraDB RDS for SQL Server instance, you can use
the object name mapping feature provided by DTS. For more information
about how to use this feature, see Object name mapping.

If you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

Paramet
er

Description

8. In the lower-right corner of the page, click Precheck.

Not e

Before you can start  the data migration task, a precheck is performed. You can start  the
data migration task only after the task passes the precheck.

If  the task fails to pass the precheck, you can click the  icon next  to each failed item

to view details.

You can troubleshoot the issues based on the causes and run a precheck again.

If  you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

9. After the task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, specify the Channel Specif icat ion   parameter and select
Dat a T ransmission Service (Pay-As-You-Go) Service T erms   .

11. Click Buy and St art   to start  the data migration task.

Not e   We recommend that you do not manually stop the task during full data migration.
Otherwise, the data migrated to the dest ination database will be incomplete. You can wait
until the data migration task automatically stops.
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12. Switch your workloads to the ApsaraDB RDS for SQL Server instance.

This topic describes how to migrate incremental data from a MongoDB Atlas database to Alibaba Cloud
by using Data Transmission Service (DTS). DTS supports full data migration and incremental data
migration. When you migrate data from a MongoDB Atlas database, you can select  both migration
types to ensure service continuity.

Prerequisites
The available storage space of the dest ination ApsaraDB for MongoDB instance is larger than the total
size of the data in the MongoDB Atlas database.

Precautions
During full data migration, DTS uses read and write resources of the source and dest ination
databases. This may increase the load of the database server. If  you migrate a large volume of data
or the server specificat ions cannot meet your requirements, database services may become
unavailable. Before you migrate data, evaluate the impact of data migration on the performance of
the source and dest ination databases. We recommend that you migrate data during off-peak hours.

You cannot migrate data from the admin or local database.

The config database is an internal database. We recommend that you do not migrate this database.

If  the source MongoDB Atlas database and the dest ination ApsaraDB for MongoDB instance have
different versions or storage engines, make sure that the versions or storage engines are compatible.
For more information, see MongoDB versions and storage engines.

Billing

Migration type Instance configuration Internet traffic

Full data migration Free of charge.
Charged only when data is migrated from Alibaba
Cloud over the Internet. For more information, see
Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

Permissions required for database accounts

Database Full data migration Incremental data migration

8.9. Migrate data from a MongoDB
Atlas database to Alibaba Cloud
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MongoDB Atlas database

The read permission on the
source database and the
permission to perform the
listDatabases operation

The read permission on the
source database, admin
database, and local database

The permission to perform the
listDatabases operation

ApsaraDB for MongoDB instance
The read/write permissions on
the destination database

The read/write permissions on
the destination database

Database Full data migration Incremental data migration

For more information about how to create and authorize a database account, see the following
topics:

Create User in MongoDB for a MongoDB Atlas database

Manage MongoDB users through DMS for an ApsaraDB for MongoDB instance

Before you begin
1. Log on to the MongoDB Atlas console.

2. In the left-side navigation pane, click Net work Access . On the page that appears, click ADD IP
ADDRESS.

3. In the dialog box that appears, click ALLOW ACCESS FROM ANYWHERE, and click Conf irm .
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Not e   This step allows all IP addresses to access the MongoDB Atlas database. Delete
this rule after data migration is complete.

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. At  the top of the Migrat ion T asks   page, select  the region where the ApsaraDB for MongoDB
instance resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Configure the source and dest ination databases for the data migration task.
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Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.

Source
Database

Instance Type Select User-Creat ed Dat abase wit h Public IP Address     .

Instance
Region

If the instance type is set to User-Creat ed Dat abase wit h Public  
IP Address , you do not need to specify the inst ance region .

Database Type Select MongoDB.

Hostname or
IP Address

Enter the endpoint of the PRIMARY node in the MongoDB Atlas
database.
You can obtain the endpoint in the MongoDB Atlas console, as shown
in the following figure.
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Port Number
Enter the service port number of the MongoDB Atlas database. The
default port number is 27017.

Database
Name

Enter the name of the authentication database. The database account
is created in this database.

Database
Account

Enter the account of the MongoDB Atlas database. For more
information about the permissions that are required for the account,
see Permissions required for database accounts.

Database
Password

Enter the password of the source database account.

Not e   After you specify the source database parameters,
click T est  Connect ivit y     next to Dat abase Password  to verify
whether the specified parameters are valid. If the specified
parameters are valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Modify the source
database parameters based on the check results.

Encryption Select SSL-encrypt ed .

Destinatio
n
Database

Instance Type Select MongoDB Inst ance .

Instance
Region

Select the region where the ApsaraDB for MongoDB instance resides.

MongoDB
Instance ID

Select the ID of the ApsaraDB for MongoDB instance.

Database
Name

Enter the name of the authentication database. The database account
is created in this database.

Not e   If the database account is root, enter admin.

Database
Account

Enter the database account of the ApsaraDB for MongoDB instance.
For more information about the permissions that are required for the
account, see Permissions required for database accounts.

Database
Password

Enter the password of the destination database account.

Not e   After you specify the destination database
parameters, click T est  Connect ivit y     next to Dat abase
Password to verify whether the specified parameters are valid. If
the specified parameters are valid, the Passed message appears.
If the Failed message appears, click Check next to Failed.
Modify the destination database parameters based on the check
results.

Section Parameter Description

Dat a Migrat ion·Migrat e from a t hird
-part y cloud t o Alibaba Cloud

Dat a Transmission Service

271 > Document  Version: 20220617



6. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Not e   DTS adds the CIDR blocks of DTS servers to the whitelist  of the ApsaraDB for
MongoDB instance. This ensures that DTS servers can connect to the ApsaraDB for MongoDB
instance.

7. Select  the migration types and objects to be migrated.

Parameter Description

Migration Types

To perform only full data migration, select only Full Dat a Migrat ion  .

Not e   If you select only Full Dat a Migrat ion  , do not write data to
the MongoDB Atlas database during data migration. This ensures data
consistency between the source and destination databases.

To ensure service continuity during data migration, select both Full Dat a
Migrat ion  and Increment al Dat a Migrat ion   .
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Objects

Select objects from the Available section and click the

icon to move the objects to the Select ed  section.

Not e   You cannot migrate data from the admin or local database.

You can select databases, collections, or functions as the objects to be
migrated.

After an object is migrated to the destination database, the name of the object
remains unchanged. You can change the names of the objects that are
migrated to the ApsaraDB for MongoDB instance by using the object name
mapping feature. For more information about how to use this feature, see
Object name mapping.

Parameter Description

8. In the lower-right corner of the page, click Precheck.

Not e

Before you can start  the data migration task, a precheck is performed. You can start  the
data migration task only after the task passes the precheck.

If  the task fails to pass the precheck, click the  icon next  to each failed item to view

details. Troubleshoot the issues based on the causes and run the precheck again.

9. After the task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, specify the Channel Specif icat ion   parameter and select
Dat a T ransmission Service (Pay-As-You-Go) Service T erms   .

11. Click Buy and St art   to start  the migration task.

Full data migration
We recommend that you do not manually stop a data migration task. Otherwise, data migrated
to the dest ination database will be incomplete. Wait  until the data migration task automatically
stops.

Incremental data migration
An incremental data migration task does not automatically stop. You must manually stop the
migration task.

Not e   Select  an appropriate t ime to manually stop the migration task. For example,
you can stop the migration task during off-peak hours or before you switch your workloads
to the ApsaraDB for MongoDB instance.

a. Wait  until Increment al Dat a Migrat ion    and T he migrat ion t ask is not  delayed     appear
in the progress bar of the migration task. Then, stop writ ing data to the source database for
a few minutes. The delay t ime of increment al dat a migrat ion    may be displayed in the
progress bar.
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b. After the status of increment al dat a migrat ion    changes to T he migrat ion t ask is not  
delayed, manually stop the migration task.

12. Switch your workloads to the ApsaraDB for MongoDB instance.
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This topic describes how to use Data Transmission Service (DTS) to migrate data between RDS
instances. DTS supports schema migration, full data migration, and incremental data migration. When
you configure a data migration task, you can select  all of the supported migration types to ensure
service continuity.

Prerequisites
The source and dest ination RDS instances use the same database engines.

Precautions
DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the loads of the database servers. If  the database performance is
unfavorable, the specificat ion is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and dest ination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilizat ion of the source and dest ination databases is less than 30%.

The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all f ields must be unique. Otherwise, the dest ination database may contain duplicate data records.

To ensure data consistency, do not write data to the source RDS instance during full data migration.

If  a data migration task fails, DTS automatically resumes the task. Before you switch your workloads
to the dest ination instance, stop or release the data migration task. Otherwise, the data in the source
instance will overwrite the data in the dest ination instance after the task is resumed.

Billing

Migration type Task configuration fee Internet traffic fee

Schema migration and full
data migration

Free of charge.
Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
information, see Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

Migration types
Schema migration
DTS migrates the schemas of the required objects to the dest ination instance.

Full data migration

9.Migrate using the same
Alibaba Cloud account
9.1. Migrate data between RDS
instances
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DTS migrates historical data of the required objects from the source RDS instance to the dest ination
RDS instance.

Incremental data migration
After full data migration is complete, DTS synchronizes incremental data from the source RDS
instance to the dest ination RDS instance. Incremental data migration allows you to ensure service
continuity when you migrate data between RDS instances.

Permissions required for database accounts

Database Schema migration Full data migration
Incremental data
migration

Source RDS instance
The read/write
permissions

The read/write
permissions

The read/write
permissions

Destination RDS
instance

The read/write
permissions

The read/write
permissions

The read/write
permissions

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. In the upper part  of the Migrat ion T asks   page, select  the region where the RDS instance resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Configure the source and dest ination databases for the data migration task.
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Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.

Source
Database

Instance Type Select RDS Inst ance .

Instance
Region

Select the region where the source RDS instance resides.

RDS Instance ID

Select the ID of the source RDS instance.

Not e   The source and destination RDS instances can be the
same or different. You can use DTS to migrate data within an RDS
instance or between two RDS instances.

Database
Name

Enter the name of the source database in the ApsaraDB RDS for
PostgreSQL instance.

Not e   This parameter is required only if the database
engine of the RDS instance is Post greSQL .

Database
Account

Enter the database account of the source RDS instance. For more
information about the permissions that are required for the account,
see Permissions required for database accounts.

Database
Password

Enter the password of the source database account.

Not e   After you specify the information about the self-
managed Oracle database, you can click T est  Connect ivit y     next
to Dat abase Password  to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.

Encryption

Select Non-encrypt ed  or SSL-encrypt ed . If you want to select
SSL-encrypt ed , you must enable SSL encryption for the RDS instance
before you configure the data migration task. For more information,
see Configure SSL encryption for an RDS MySQL instance.

Not e
This parameter is required only if the database engine of the RDS
instance is MySQL.
The Encrypt ion  parameter is available only for regions in
mainland China and the China (Hong Kong) region.
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Destinatio
n
Database

Instance Type Select RDS Inst ance .

Instance
Region

Select the region where the destination RDS instance resides.

RDS Instance ID

Select the ID of the destination RDS instance.

Not e   The source and destination RDS instances can be the
same or different. You can use DTS to migrate data within an RDS
instance or between two RDS instances.

Database
Name

Enter the name of the destination database in the ApsaraDB RDS for
PostgreSQL instance. The name of the destination database can be
different from the name of the source database.

Not e   This parameter is required only if the database
engine of the RDS instance is Post greSQL .

Database
Account

Enter the database account of the destination RDS instance. For more
information about the permissions that are required for the account,
see Permissions required for database accounts.

Database
Password

Enter the password of the destination database account.

Not e   After you specify the information about the RDS
instance, you can click T est  Connect ivit y     next to Dat abase
Password to check whether the information is valid. If the
information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

Encryption

Select Non-encrypt ed  or SSL-encrypt ed . If you want to select
SSL-encrypt ed , you must enable SSL encryption for the RDS instance
before you configure the data migration task. For more information,
see Configure SSL encryption for an RDS MySQL instance.

Not e   This parameter is required only if the database
engine of the RDS instance is MySQL.
The Encrypt ion  parameter is available only for regions in
mainland China and the China (Hong Kong) region.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .
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Not e   DTS adds the CIDR blocks of DTS servers to the whitelists of the source and
destination RDS instances. This ensures that DTS servers can connect to the source and
destination RDS instances.

7. Select  the migration types and objects to be migrated.

Paramet
er

Description

Dat a Migrat ion·Migrat e using t he sa
me Alibaba Cloud account

Dat a Transmission Service

279 > Document  Version: 20220617



Migratio
n Types

Select the migration types based on your business requirements. The migration types must
be supported by the database engine.

To perform only full data migration, select Schema Migrat ion  and Full Dat a
Migrat ion .

To ensure service continuity during data migration, select Schema Migrat ion , Full
Dat a Migrat ion  , and Increment al Dat a Migrat ion   .

Not e   If Increment al Dat a Migrat ion    is not selected, do not write data to the
source RDS instance during full data migration. This ensures data consistency between
the source and destination instances.

Available

Select objects from the Available section and click the  icon to move the objects to

the Select ed  section.

Not e

You can select columns, tables, or databases as the objects to be migrated. If
you select tables or columns as the objects to be migrated, DTS does not
migrate other objects such as views, triggers, and stored procedures to the
destination database.

By default, after an object is migrated to the destination database, the name
of the object remains unchanged. You can use the object name mapping
feature to rename the objects that are migrated to the destination database.
For more information, see Object name mapping.

If you use the object name mapping feature to rename an object, other
objects that are dependent on the object may fail to be migrated.

Paramet
er

Description

8. 

9. After the data migration task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, configure the Channel Specif icat ion   parameter. Then, read
and select  Dat a T ransmission Service (Pay-as-you-go) Service T erms   .

11. Click Buy and St art   to start  the data migration task.

Full data migration
Do not manually stop a full data migration task. If  you manually stop a full data migration task,
the data that is migrated to the RDS instance may be incomplete. You can wait  until the full data
migration task automatically stops.

Incremental data migration
An incremental data migration task does not automatically stop. You must manually stop the
task.
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Not e   We recommend that you manually stop an incremental data migration task at  an
appropriate point  in t ime. For example, you can stop the task during off-peak hours or
before you switch your workloads over to the RDS instance.

a. Wait  until Increment al Dat a Migrat ion    and T he dat a migrat ion t ask is not  delayed    
appear in the progress bar of the data migration task. Then, stop writ ing data to the self-
managed Oracle database for a few minutes. The delay t ime of increment al dat a 
migrat ion  may be displayed in the progress bar.

b. Wait  until the status of increment al dat a migrat ion    changes to T he dat a migrat ion  
t ask is not  delayed   again. Then, manually stop the migration task.

This topic describes how to migrate data from an ApsaraDB RDS for MariaDB TX instance to an
ApsaraDB RDS for MySQL instance by using Data Transmission Service (DTS). DTS supports schema
migration, full data migration, and incremental data migration. When you migrate data from an
ApsaraDB RDS for MariaDB TX instance to an ApsaraDB RDS for MySQL instance, you can select  all of the
supported migration types to ensure service continuity.

Prerequisites
An ApsaraDB RDS for MySQL instance is created. For more information, see Create an ApsaraDB RDS for
MySQL instance.

Not e   The available storage space of the ApsaraDB RDS for MySQL instance must be larger
than the total size of the data in the ApsaraDB RDS for MariaDB TX instance.

Precautions
DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the loads of the database servers. If  the database performance is
unfavorable, the specificat ion is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and dest ination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilizat ion of the source and dest ination databases is less than 30%.

The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all f ields must be unique. Otherwise, the dest ination database may contain duplicate data records.

9.2. Migrate data from an ApsaraDB
RDS for MariaDB TX instance to an
ApsaraDB RDS for MySQL instance
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DTS automatically resumes a failed data migration task. Before you switch your workloads to the
destination instance, stop or release the data migration task. Otherwise, the data in the source
instance will overwrite the data in the dest ination instance after the task is resumed.

Billing

Migration type Task configuration fee Internet traffic fee

Schema migration and full
data migration

Free of charge.
Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
information, see Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

Migration types
Schema migration
DTS migrates the schemas of the required objects to the dest ination instance. DTS supports schema
migration for the following types of object: table, view, trigger, stored procedure, and function. DTS
does not support  schema migration for events.

Not e

During schema migration, DTS changes the value of the SECURITY attribute from DEFINER
to INVOKER for views, stored procedures, and functions.

DTS does not migrate user information. Before a user can call views, stored procedures,
and functions of the dest ination instance, you must grant the read/write permissions to
the user.

Full data migration
DTS migrates historical data of the required objects to the dest ination instance.

Not e

During full data migration, concurrent INSERT operations cause segments in the tables of
the dest ination instance. After full data migration is completed, the tablespace of the
destination instance is larger than that of the source instance.

To ensure successful data migration, do not perform DDL operations on the source
instance during full data migration.

Incremental data migration
After full migration is completed, DTS retrieves binary log files from the source instance, and migrates
incremental data to the dest ination instance in real t ime.

SQL operations that can be synchronized during incremental data
migration

Operatio
n type

SQL statement

DML INSERT, UPDATE, DELETE, and REPLACE
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DDL

ALTER TABLE and ALTER VIEW

CREATE FUNCTION, CREATE INDEX, CREATE PROCEDURE, CREATE TABLE, and CREATE VIEW

DROP INDEX and DROP TABLE

RENAME TABLE

TRUNCATE TABLE

Operatio
n type

SQL statement

Permissions required for database accounts

Database Schema migration Full data migration Incremental data migration

Source ApsaraDB
RDS for MariaDB TX
instance

The SELECT
permission

The SELECT
permission

The REPLICATION SLAVE permission,
the REPLICATION CLIENT permission,
the SHOW VIEW permission, and the
permission to perform SELECT
operations on the required objects

Destination
ApsaraDB RDS for
MySQL instance

The read/write
permissions

The read/write
permissions

The read/write permissions

For information about how to create and authorize a database account, see the following topics:

Create accounts and databases for an ApsaraDB RDS for MariaDB TX instance

Create an account for an ApsaraDB RDS for MySQL instance and Change the permissions of an
account for an RDS MySQL instance

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. At  the top of the Migrat ion T asks   page, select  the region where the dest ination cluster resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Configure the source and dest ination databases for the data migration task.
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Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that
you use an informative name for easy identification. You do not
need to use a unique task name.

Source
Database

Instance Type Select RDS Inst ance .

Instance
Region

Select the region where the source ApsaraDB RDS for MariaDB TX
instance resides.

RDS Instance
ID

Select the ID of the source ApsaraDB RDS for MariaDB TX instance.

Database
Account

Enter the database account of the source ApsaraDB RDS for
MariaDB TX instance. For more information about the permissions
that are required for the account, see Permissions required for
database accounts.

Database
Password

Enter the password of the database account.
After you specify the source database parameters, click T est
Connect ivit y   next to the Dat abase Password  parameter to
verify whether the parameters are valid.

Not e   If the specified parameters are valid, the Passed
message appears. If the Failed message appears, click Check
next to Failed. Modify the parameters based on the check
results.
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Destination
Database

Instance Type Select RDS Inst ance .

Instance
Region

Select the region where the destination ApsaraDB RDS for MySQL
instance resides.

RDS Instance
ID

Select the ID of the destination ApsaraDB RDS for MySQL instance.

Database
Account

Enter the database account of the destination ApsaraDB RDS for
MySQL instance. For more information about the permissions that
are required for the account, see Permissions required for
database accounts.

Database
Password

Enter the password of the database account.
After you specify the destination database parameters, click T est
Connect ivit y   next to the Dat abase Password  parameter to
verify whether the parameters are valid.

Not e   If the specified parameters are valid, the Passed
message appears. If the Failed message appears, click Check
next to Failed. Modify the parameters based on the check
results.

Encryption

Select Non-encrypt ed  or SSL-encrypt ed . If you select SSL-
encrypt ed , you must have enabled SSL encryption for the
ApsaraDB RDS for MySQL instance. For more information, see
Configure SSL encryption for an RDS MySQL instance.

Not e   The Encrypt ion  parameter is available only for
data migration instances that reside in mainland China and
Hong Kong (China).

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Not e   The CIDR blocks of DTS servers are automatically added to the whitelist  of the
destination instance. This ensures that DTS servers can connect to the dest ination instance.

7. Select  the migration types and objects to be migrated.
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Setting Description

Select
the
migratio
n types

To perform only full migration, select Schema Migrat ion  and Full Dat a Migrat ion  .

To ensure service continuity during data migration, select Schema Migrat ion , Full
Dat a Migrat ion  , and Increment al Dat a Migrat ion   .

Not ice   If Increment al Dat a Migrat ion    is not selected, we recommend that
you do not write data to the source database during full data migration. This ensures
data consistency between the source and destination databases.

Select
the
objects
to be
migrate
d

Select one or more objects from the Available section and click the  icon to move the

objects to the Select ed  section.

Not ice

You can select columns, tables, or databases as the objects to be migrated.

By default, after an object is migrated to the destination database, the name
of the object remains unchanged. You can use the object name mapping
feature to rename the objects that are migrated to the destination database.
For more information, see Object name mapping.

If you use the object name mapping feature to rename an object, other
objects that are dependent on the object may fail to be migrated.

Dat a Transmission Service Dat a Migrat ion·Migrat e using t he sa
me Alibaba Cloud account

> Document  Version: 20220617 286

https://www.alibabacloud.com/help/doc-detail/26628.htm#concept-610481


Specify
whether
to
rename
objects

You can use the object name mapping feature to rename the objects that are migrated to
the destination instance. For more information, see Object name mapping.

Specify
the retry
time for
failed
connecti
ons to
the
source
or
destinati
on
databas
e

By default, if DTS fails to connect to the source or destination database, DTS retries within
the next 720 minutes (12 hours). You can specify the retry t ime based on your needs. If DTS
reconnects to the source and destination databases within the specified time, DTS resumes
the data migration task. Otherwise, the data migration task fails.

Not e   When DTS retries a connection, you are charged for the DTS instance. We
recommend that you specify the retry t ime based on your business needs. You can
also release the DTS instance at your earliest opportunity after the source and
destination instances are released.

Specify
whether
to copy
tempora
ry tables
to the
destinati
on
databas
e when
DMS
perform
s online
DDL
operatio
ns on
the
source
table

If you use Data Management (DMS) to perform online DDL operations on the source
database, you can specify whether to migrate temporary tables generated by online DDL
operations.

Yes : DTS migrates the data of temporary tables generated by online DDL operations.

Not e   If online DDL operations generate a large amount of data, the data
migration task may be delayed.

No : DTS does not migrate the data of temporary tables generated by online DDL
operations. Only the original DDL data of the source database is migrated.

Not e   If you select No, the tables in the destination database may be locked.

Setting Description

8. In the lower-right corner of the page, click Precheck.
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Not e

Before you can start  the data migration task, a precheck is performed. You can start  the
data migration task only after the task passes the precheck.

If  the task fails to pass the precheck, you can click the  icon next  to each failed item

to view details.

You can troubleshoot the issues based on the causes and run a precheck again.

If  you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

9. After the task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, specify the Channel Specif icat ion   parameter and select
Dat a T ransmission Service (Pay-As-You-Go) Service T erms   .

11. Click Buy and St art   to start  the data migration task.

Stop the migration task

Warning  We recommend that you prepare a rollback solut ion to migrate incremental data
from the dest ination database to the source database in real t ime. This allows you to minimize the
negative impact of switching your workloads to the dest ination database. For more information,
see Switch workloads to the dest ination database. If  you do not need to switch your workloads,
you can perform the following steps to stop the migration task.

Full data migration
Do not manually stop a task during full data migration. Otherwise, the system may fail to migrate all
data. Wait  until the migration task automatically ends.

Incremental data migration
The task does not automatically end during incremental data migration. You must manually stop the
migration task.

i. Wait  until the task progress bar shows Increment al Dat a Migrat ion    and T he migrat ion t ask  
is not  delayed . Then, stop writ ing data to the source database for a few minutes. In some
cases, the progress bar shows the delay t ime of increment al dat a migrat ion   .

ii. After the status of increment al dat a migrat ion    changes to T he migrat ion t ask is not  
delayed, manually stop the migration task.

What's next
The database accounts that are used for data migration have the read/write permissions. After the
data migration is completed, you must delete the database accounts of both the ApsaraDB RDS for
MariaDB TX instance and the ApsaraDB RDS for MySQL instance to ensure database security.

9.3. Migrate data from an ApsaraDB
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Apsara PolarDB is a next-generation relat ional database service that is developed by Alibaba Cloud.
The service is compatible with the MySQL database engine and features high availability, ease of use,
and reliability. This topic describes how to migrate data from an ApsaraDB RDS for MySQL instance to an
Apsara PolarDB for MySQL cluster by using Data Transmission Service (DTS).

Prerequisites
The dest ination Apsara PolarDB for MySQL cluster is created. For more information, see Create a PolarDB
MySQL cluster.

Precautions
DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the loads of the database servers. If  the database performance is
unfavorable, the specificat ion is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and dest ination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilizat ion of the source and dest ination databases is less than 30%.

The source database must have PRIMARY KEY or UNIQUE constraints and all f ields must be unique.
Otherwise, the dest ination database may contain duplicate data records.

During full data migration, concurrent INSERT operations cause fragmentation in the tables of the
destination database. After full data migration is complete, the tablespace of the dest ination
database is larger than that of the source database.

If  a data migration task fails, DTS automatically resumes the task. Before you switch your workloads
to the dest ination database, stop or release the data migration task. Otherwise, the data in the
source database will overwrite the data in the dest ination database after the task is resumed.

Limits
DTS supports schema migration for the following types of objects: table, view, trigger, stored
procedure, and function.

Not e   During schema migration, DTS changes the value of the SECURITY attribute from  DE
FINER  to  INVOKER  for views, stored procedures, and functions.

DTS does not migrate user information from the source database. Before a user can call views, stored
procedures, and functions of the dest ination database, you must grant the read/write permissions to
the user.

Migration types
DTS supports schema migration, full data migration, and incremental data migration. For more
information, see Terms.

9.3. Migrate data from an ApsaraDB
RDS for MySQL instance to an Apsara
PolarDB for MySQL cluster
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Not e   When you migrate data between PolarDB for MySQL clusters, you can select  all of the
supported migration types to ensure service continuity.

Billing

Migration type Task configuration fee Internet traffic fee

Schema migration and full
data migration

Free of charge.
Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
information, see Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

SQL operations that can be synchronized during incremental data
migration

Operatio
n type

SQL statements

DML INSERT, UPDATE, DELETE, and REPLACE

DDL

ALTER TABLE and ALTER VIEW

CREATE FUNCTION, CREATE INDEX, CREATE PROCEDURE, CREATE TABLE, and CREATE VIEW

DROP INDEX and DROP TABLE

RENAME TABLE

TRUNCATE TABLE

Permissions required for database accounts

Database Required permission

ApsaraDB RDS for MySQL The read permission on the objects to be migrated

Apsara PolarDB for MySQL
The read/write permissions on the objects to be
migrated

Not e   For more information about how to create and authorize a database account, see
Create an account for an ApsaraDB RDS for MySQL instance and Create database accounts.

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. At  the top of the Migrat ion T asks   page, select  the region where the dest ination cluster resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Configure the source and dest ination databases for the data migration task.
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Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that
you specify an informative name for easy identification. You do
not need to use a unique task name.

Source
Database

Instance Type Select RDS Inst ance .

Instance
Region

Select the region where the source RDS instance resides.

Database
Account

Enter the database account of the source RDS instance. For more
information about the permissions that are required for the
account, see Permissions required for database accounts.

Database
Password

Enter the password of the source database account.

Not e   After you specify the source database
parameters, click T est  Connect ivit y     next to Dat abase
Password to verify whether the specified parameters are
valid. If the specified parameters are valid, the Passed
message appears. If the Failed message appears, click Check
next to Failed. Modify the source database parameters
based on the check results.
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Encryption

Select Non-encrypt ed  or SSL-encrypt ed . If you want to select
SSL-encrypt ed , you must enable SSL encryption for the RDS
instance before you configure the data migration task. For more
information, see Configure SSL encryption for an RDS MySQL
instance.

Not e   The Encrypt ion  parameter is available only for
regions in mainland China and the China (Hong Kong) region.

Destination
Database

Instance Type Select PolarDB.

Instance
Region

Select the region where the destination PolarDB cluster resides.

PolarDB
Instance ID

Select the ID of the destination PolarDB cluster.

Database
Account

Enter the database account of the destination PolarDB cluster. For
more information about the permissions that are required for the
account, see Permissions required for database accounts.

Database
Password

Enter the password of the destination database account.

Not e   After you specify the destination database
parameters, click T est  Connect ivit y     next to Dat abase
Password to verify whether the specified parameters are
valid. If the specified parameters are valid, the Passed
message appears. If the Failed message appears, click Check
next to Failed. Modify the destination database parameters
based on the check results.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Not e   DTS adds the CIDR blocks of DTS servers to the whitelists of the source ApsaraDB
RDS for MySQL instance and the dest ination Apsara PolarDB for MySQL cluster. This ensures that
DTS servers can connect to the source instance and the dest ination cluster.

7. Select  the migration types and the objects to be migrated.
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Setting Description

Select
the
migratio
n types

To perform only full migration, select Schema Migrat ion  and Full Dat a Migrat ion  .

To ensure service continuity during data migration, select Schema Migrat ion , Full
Dat a Migrat ion  , and Increment al Dat a Migrat ion   .

Not ice   If Increment al Dat a Migrat ion    is not selected, we recommend that
you do not write data to the source database during full data migration. This ensures
data consistency between the source and destination databases.
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Select
the
objects
to be
migrate
d

Select one or more objects from the Available section and click the  icon to move the

objects to the Select ed  section.

Not ice

You can select columns, tables, or databases as the objects to be migrated.

By default, after an object is migrated to the destination database, the name
of the object remains unchanged. You can use the object name mapping
feature to rename the objects that are migrated to the destination database.
For more information, see Object name mapping.

If you use the object name mapping feature to rename an object, other
objects that are dependent on the object may fail to be migrated.

Specify
whether
to
rename
objects

You can use the object name mapping feature to rename the objects that are migrated to
the destination instance. For more information, see Object name mapping.

Specify
the retry
time for
failed
connecti
ons to
the
source
or
destinati
on
databas
e

By default, if DTS fails to connect to the source or destination database, DTS retries within
the next 720 minutes (12 hours). You can specify the retry t ime based on your needs. If DTS
reconnects to the source and destination databases within the specified time, DTS resumes
the data migration task. Otherwise, the data migration task fails.

Not e   When DTS retries a connection, you are charged for the DTS instance. We
recommend that you specify the retry t ime based on your business needs. You can
also release the DTS instance at your earliest opportunity after the source and
destination instances are released.

Setting Description
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Specify
whether
to copy
tempora
ry tables
to the
destinati
on
databas
e when
DMS
perform
s online
DDL
operatio
ns on
the
source
table

If you use Data Management (DMS) to perform online DDL operations on the source
database, you can specify whether to migrate temporary tables generated by online DDL
operations.

Yes : DTS migrates the data of temporary tables generated by online DDL operations.

Not e   If online DDL operations generate a large amount of data, the data
migration task may be delayed.

No : DTS does not migrate the data of temporary tables generated by online DDL
operations. Only the original DDL data of the source database is migrated.

Not e   If you select No, the tables in the destination database may be locked.

Setting Description

8. In the lower-right corner of the page, click Precheck.

Not e

Before you can start  the data migration task, a precheck is performed. You can start  the
data migration task only after the task passes the precheck.

If  the task fails to pass the precheck, you can click the  icon next  to each failed item

to view details.

You can troubleshoot the issues based on the causes and run a precheck again.

If  you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

9. After the task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, specify the Channel Specif icat ion   parameter and select
Dat a T ransmission Service (Pay-As-You-Go) Service T erms   .

11. Click Buy and St art   to start  the data migration task.

Schema migration and full data migration
We recommend that you do not manually stop the task during full data migration. Otherwise, the
data migrated to the dest ination database will be incomplete. You can wait  until the data
migration task automatically stops.

Schema migration, full data migration, and incremental data migration
The task does not automatically stop during incremental data migration. You must manually stop
the task.
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Not ice   We recommend that you select  an appropriate t ime to manually stop the data
migration task. For example, you can stop the task during off-peak hours or before you
switch your workloads to the dest ination cluster.

a. Wait  until Increment al Dat a Migrat ion    and T he migrat ion t ask is not  delayed     appear
in the progress bar of the migration task. Then, stop writ ing data to the source database for
a few minutes. The delay t ime of increment al dat a migrat ion    may be displayed in the
progress bar.

b. Wait  until the status of increment al dat a migrat ion    changes to T he migrat ion t ask is  
not  delayed  again. Then, manually stop the migration task.

12. Switch your workloads to the dest ination PolarDB cluster.

Apsara PolarDB is a next-generation relat ional database service that is developed by Alibaba Cloud.
The service is compatible with the MySQL database engine and features high availability, ease of use,
and reliability. This topic describes how to migrate data between Apsara PolarDB for MySQL clusters by
using Data Transmission Service (DTS).

Not e   An Apsara PolarDB for MySQL cluster of an earlier version cannot be upgraded to 8.0.
However, you can create an Apsara PolarDB for MySQL cluster of version 8.0, and then migrate data
to this cluster. Before you migrate data between different versions of Apsara PolarDB for MySQL
clusters, we recommend that you create a pay-as-you-go PolarDB cluster to test  the compatibility.
After test ing, you can release the cluster.

Prerequisites
The source and dest ination Apsara PolarDB for MySQL clusters are created. For more information, see
Create a PolarDB MySQL cluster.

The binary logging feature is enabled for the source Apsara PolarDB for MySQL cluster. For more
information, see Enable binlogging.

Precautions
DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the loads of the database servers. If  the database performance is
unfavorable, the specificat ion is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and dest ination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when

9.4. Migrate data between Apsara
PolarDB for MySQL clusters

Dat a Transmission Service Dat a Migrat ion·Migrat e using t he sa
me Alibaba Cloud account

> Document  Version: 20220617 296

https://www.alibabacloud.com/help/doc-detail/58769.htm
https://www.alibabacloud.com/help/doc-detail/113546.htm


the CPU utilizat ion of the source and dest ination databases is less than 30%.

The source database must have PRIMARY KEY or UNIQUE constraints and all f ields must be unique.
Otherwise, the dest ination database may contain duplicate data records.

If  a data migration task fails, DTS automatically resumes the task. Before you switch your workloads
to the dest ination database, stop or release the data migration task. Otherwise, the data from the
source database will overwrite the data in the dest ination database after the task is resumed.

Migration types
DTS supports schema migration, full data migration, and incremental data migration. For more
information, see Terms.

Not e   When you migrate data between Apsara PolarDB for MySQL clusters, you can select  all
of the supported migration types to ensure service continuity.

Billing

Migration type Instance configuration Internet traffic

Schema migration and full
data migration

Free of charge.
Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
information, see Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

SQL operations that can be synchronized during incremental data
migration

Operatio
n type

SQL statement

DML INSERT, UPDATE, DELETE, and REPLACE

DDL

ALTER TABLE and ALTER VIEW

CREATE FUNCTION, CREATE INDEX, CREATE PROCEDURE, CREATE TABLE, and CREATE VIEW

DROP INDEX and DROP TABLE

RENAME TABLE

TRUNCATE TABLE

Permissions required for database accounts

Database Required permission

Source Apsara PolarDB for MySQL cluster The read permission on the objects to be migrated

Destination Apsara PolarDB for MySQL cluster
The read/write permissions on the objects to be
migrated
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Not e   For more information about how to create and authorize a database account, see
Create database accounts.

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. At  the top of the Migrat ion T asks   page, select  the region where the dest ination cluster resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Configure the source and dest ination databases for the data migration task.

Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that
you specify an informative name for easy identification. You do
not need to use a unique task name.

Instance Type Select PolarDB.

Instance
Region

Select the region where the source PolarDB cluster resides.
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Source
Database

PolarDB
Instance ID

Select the ID of the source PolarDB cluster.

Database
Account

Enter the database account of the source PolarDB cluster.

Database
Password

Enter the password of the source database account.

Not e   After you specify the source database
parameters, click T est  Connect ivit y     next to Dat abase
Password to verify whether the specified parameters are
valid. If the specified parameters are valid, the Passed
message appears. If the Failed message appears, click Check
next to Failed. Modify the source database parameters
based on the check results.

Destination
Database

Instance Type Select PolarDB.

Instance
Region

Select the region where the destination PolarDB cluster resides.

PolarDB
Instance ID

Select the ID of the destination PolarDB cluster.

Database
Account

Enter the database account of the destination PolarDB cluster.

Database
Password

Enter the password of the destination database account.

Not e   After you specify the destination database
parameters, click T est  Connect ivit y     next to Dat abase
Password to verify whether the specified parameters are
valid. If the specified parameters are valid, the Passed
message appears. If the Failed message appears, click Check
next to Failed. Modify the destination database parameters
based on the check results.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Not e   DTS adds the CIDR blocks of DTS servers to the whitelists of the source and
destination PolarDB clusters. This ensures that DTS servers can connect to the source and
destination PolarDB clusters.

7. Select  the migration types and objects to be migrated.
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Paramet
er

Description

Migratio
n Types

To perform only full data migration, select Schema Migrat ion  and Full Dat a
Migrat ion .

To ensure service continuity during data migration, select Schema Migrat ion , Full
Dat a Migrat ion  , and Increment al Dat a Migrat ion   .

Not ice   If Increment al Dat a Migrat ion    is not selected, do not write data to
the source database during full data migration. This ensures data consistency
between the source and destination databases.
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Objects

Select objects from the Available section and click the  icon to move the objects to

the Select ed  section.

Not ice

You can select columns, tables, or databases as the objects to be migrated.

After an object is migrated to the destination database, the name of the
object remains unchanged. You can change the names of the objects that are
migrated to the destination database by using the object name mapping
feature. For more information about how to use this feature, see Object name
mapping.

If you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

Paramet
er

Description

8. In the lower-right corner of the page, click Precheck.

Not ice

Before you can start  the data migration task, a precheck is performed. A data migration
task can be started only if  it  passes the precheck.

If  the task fails to pass the precheck, click the  icon next  to each failed item to view

details. Troubleshoot the issues based on the causes and perform a precheck again.

9. After the task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, specify the Channel Specif icat ion   parameter and select
Dat a T ransmission Service (Pay-As-You-Go) Service T erms   .

11. Click Buy and St art   to start  the data migration task.

Schema migration and full data migration
We recommend that you do not manually stop a data migration task. Otherwise, data migrated
to the dest ination database will be incomplete. Wait  until the data migration task automatically
stops.

Schema migration, full data migration, and incremental data migration
An incremental data migration task does not automatically stop. You must manually stop the
migration task.

Not ice   Select  an appropriate t ime to manually stop the migration task. For example,
you can stop the migration task during off-peak hours or before you switch your workloads
to the dest ination instance.

a. Wait  until Increment al Dat a Migrat ion    and T he migrat ion t ask is not  delayed     appear
in the progress bar of the migration task. Then, stop writ ing data to the source database for
a few minutes. The delay t ime of increment al dat a migrat ion    may be displayed in the
progress bar.
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b. After the status of increment al dat a migrat ion    changes to T he migrat ion t ask is not  
delayed, manually stop the migration task.

12. Switch your workloads to the dest ination PolarDB cluster.

What's next
The database accounts that are used for data migration have the read/write permissions. After data
migration is complete, you must delete the database accounts to ensure security.

ApsaraDB for RDS is a stable, reliable, and scalable online database service. ApsaraDB for RDS provides a
complete database solut ion that includes disaster recovery, data backup, data recovery, and data
migration. This topic describes how to migrate data from an Apsara PolarDB for MySQL cluster to an
ApsaraDB RDS for MySQL instance by using Data Transmission Service (DTS).

Prerequisites
The binary logging feature is enabled for the source Apsara PolarDB for MySQL cluster. For more
information, see Enable binlogging.

An ApsaraDB RDS for MySQL instance is created. For more information, see Create an ApsaraDB RDS
for MySQL instance.

Precautions
DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the loads of the database servers. If  the database performance is
unfavorable, the specificat ion is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and dest ination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilizat ion of the source and dest ination databases is less than 30%.

The source database must have PRIMARY KEY or UNIQUE constraints and all f ields must be unique.
Otherwise, the dest ination database may contain duplicate data records.

During full data migration, concurrent INSERT operations cause fragmentation in the tables of the
destination database. After full data migration is complete, the size of used tablespace of the
destination database is larger than that of the source database.

If  a data migration task fails, DTS automatically resumes the task. Therefore, before you switch your
workloads to the dest ination database, stop or release the data migration task. Otherwise, the data
in the source database overwrites the data in the dest ination database after the task is resumed.

9.5. Migrate data from an Apsara
PolarDB for MySQL cluster to an
ApsaraDB RDS for MySQL instance
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Limits
DTS supports the following types of objects for schema migration: table, view, trigger, stored
procedure, and function.

Not e   During schema migration, DTS changes the value of the SECURITY attribute from  DE
FINER  to  INVOKER  for views, stored procedures, and functions.

DTS does not migrate user information from the source database. After data migration is complete,
if  you want to call a view, stored procedure, or function of the dest ination database, you must grant
the read and write permissions to INVOKER.

Migration types
DTS supports schema migration, full data migration, and incremental data migration. For more
information, see Terms.

Not e   When you migrate data between PolarDB for MySQL clusters, you can select  all of the
supported migration types to ensure service continuity.

Billing

Migration type Task configuration fee Internet traffic fee

Schema migration and full
data migration

Free of charge.
Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
information, see Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

SQL operations that can be synchronized during incremental data
migration

Operatio
n type

SQL statements

DML INSERT, UPDATE, DELETE, and REPLACE

DDL

ALTER TABLE and ALTER VIEW

CREATE FUNCTION, CREATE INDEX, CREATE PROCEDURE, CREATE TABLE, and CREATE VIEW

DROP INDEX and DROP TABLE

RENAME TABLE

TRUNCATE TABLE

Permissions required for database accounts

Database Permission

Apsara PolarDB for MySQL The read permission on the objects to be migrated
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ApsaraDB RDS for MySQL
The read/write permissions on the objects to be
migrated

Database Permission

Not e   For more information about how to create and authorize a database account, see
Create database accounts and Create an account for an ApsaraDB RDS for MySQL instance.

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. At  the top of the Migrat ion T asks   page, select  the region where the dest ination RDS instance
resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Configure the source and dest ination databases for the data migration task.

Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that
you specify an informative name for easy identification. You do
not need to use a unique task name.
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Source
Database

Instance Type Select PolarDB.

Instance
Region

Select the region where the source PolarDB cluster resides.

PolarDB
Instance ID

Select the ID of the source PolarDB cluster.

Database
Account

Enter the database account of the source PolarDB cluster. For
more information about the permissions that are required for the
account, see Permissions required for database accounts.

Database
Password

Enter the password of the source database account.

Not e   After you specify the source database
parameters, click T est  Connect ivit y     next to Dat abase
Password to verify whether the specified parameters are
valid. If the specified parameters are valid, the Passed
message appears. If the Failed message appears, click Check
next to Failed. Modify the source database parameters
based on the check results.

Destination
Database

Instance Type Select RDS Inst ance .

Instance
Region

Select the region where the destination RDS instance resides.

Database
Account

Enter the database account of the destination RDS instance. For
more information about the permissions that are required for the
account, see Permissions required for database accounts.

Database
Password

Enter the password of the destination database account.

Not e   After you specify the destination database
parameters, click T est  Connect ivit y     next to Dat abase
Password to verify whether the specified parameters are
valid. If the specified parameters are valid, the Passed
message appears. If the Failed message appears, click Check
next to Failed. Modify the destination database parameters
based on the check results.

Section Parameter Description
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Encryption

Select Non-encrypt ed  or SSL-encrypt ed . If you want to select
SSL-encrypt ed , you must enable SSL encryption for the RDS
instance before you configure the data migration task. For more
information, see Configure SSL encryption for an RDS MySQL
instance.

Not e   The Encrypt ion  parameter is available only for
regions in mainland China and the China (Hong Kong) region.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Not e   DTS adds the CIDR blocks of DTS servers to the whitelists of the source PolarDB
cluster and the dest ination RDS instance. This ensures that DTS servers can connect to the
source PolarDB cluster and the dest ination RDS instance.

7. Select  the migration types and objects to be migrated.
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Paramet
er

Description

Migratio
n Types

To perform only full data migration, select Schema Migrat ion  and Full Dat a
Migrat ion .

To ensure service continuity during data migration, select Schema Migrat ion , Full
Dat a Migrat ion  , and Increment al Dat a Migrat ion   .

Not e   If Increment al Dat a Migrat ion    is not selected, do not write data to the
source database during full data migration. This ensures data consistency between
the source and destination databases.
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Objects

Select objects from the Available section and click the  icon to move the objects to

the Select ed  section.

Not e

You can select columns, tables, or databases as the objects to be migrated.

After an object is migrated to the destination database, the name of the
object remains unchanged. You can change the names of the objects that are
migrated to the destination database by using the object name mapping
feature. For more information about how to use this feature, see Object name
mapping.

If you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

Paramet
er

Description

8. In the lower-right corner of the page, click Precheck.

Not e

Before you can start  the data migration task, a precheck is performed. You can start  the
data migration task only after the task passes the precheck.

If  the task fails to pass the precheck, you can click the  icon next  to each failed item

to view details.

You can troubleshoot the issues based on the causes and run a precheck again.

If  you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

9. After the task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, specify the Channel Specif icat ion   parameter and select
Dat a T ransmission Service (Pay-As-You-Go) Service T erms   .

11. Click Buy and St art   to start  the data migration task.

Schema migration and full data migration
We recommend that you do not manually stop the task during full data migration. Otherwise, the
data migrated to the dest ination database will be incomplete. You can wait  until the data
migration task automatically stops.

Schema migration, full data migration, and incremental data migration
The task does not automatically stop during incremental data migration. You must manually stop
the task.

Not ice   We recommend that you select  an appropriate t ime to manually stop the data
migration task. For example, you can stop the task during off-peak hours or before you
switch your workloads to the dest ination cluster.
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a. Wait  until Increment al Dat a Migrat ion    and T he migrat ion t ask is not  delayed     appear
in the progress bar of the migration task. Then, stop writ ing data to the source database for
a few minutes. The delay t ime of increment al dat a migrat ion    may be displayed in the
progress bar.

b. Wait  until the status of increment al dat a migrat ion    changes to T he migrat ion t ask is  
not  delayed  again. Then, manually stop the migration task.

12. Switch your workloads to the dest ination RDS instance.

Apsara PolarDB is a next-generation relat ional database service developed by Alibaba Cloud. It  is
compatible with MySQL, PostgreSQL, and Oracle database engines. Apsara PolarDB provides superior
performance in storage and computing to meet diverse requirements of enterprises. This topic
describes how to migrate data between PolarDB clusters compatible with Oracle by using Data
Transmission Service (DTS).

Prerequisites
The tables to be migrated contain primary keys or UNIQUE NOT NULL indexes.

Precautions
DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the loads of the database servers. If  the database performance is
unfavorable, the specificat ion is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and dest ination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilizat ion of the source and dest ination databases is less than 30%.

A single data migration task can migrate data from only one database. To migrate data from
mult iple databases, you must create a data migration task for each database.

To ensure that the delay t ime of incremental data migration is accurate, DTS adds a heartbeat table
named  dts_postgres_heartbeat  to the source database. The following figure shows the schema
of the heartbeat table.

DTS automatically resumes a failed data migration task. Before you switch your workloads to the
destination database, stop or release the data migration task. Otherwise, the data from the source

9.6. Migrate data between PolarDB
clusters compatible with Oracle

Dat a Migrat ion·Migrat e using t he sa
me Alibaba Cloud account

Dat a Transmission Service

309 > Document  Version: 20220617



database will overwrite the data in the dest ination database after the task is resumed.

Billing

Migration type Task configuration fee Internet traffic fee

Schema migration and full
data migration

Free of charge.
Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
information, see Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

Migration types

Migration type Description

Schema migration

DTS migrates the schemas of the required objects to the destination PolarDB
cluster. DTS supports schema migration for the following types of objects: table,
view, synonym, trigger, stored procedure, function, package, and user-defined type.

Not ice   However, if an object contains triggers, data will become
inconsistent between the source and destination databases.

Full data migration

DTS migrates historical data of the required objects from the source PolarDB cluster
to the destination PolarDB cluster.

Not ice   During schema migration and full data migration, do not
perform DDL operations on the objects to be migrated. Otherwise, the objects
may fail to be migrated.

Incremental data
migration

DTS retrieves redo log files from the source PolarDB cluster. Then, DTS synchronizes
incremental data from the source PolarDB cluster to the destination PolarDB cluster.
The following SQL operations can be synchronized:

INSERT, UPDATE, and DELETE operations

CREATE TABLE operations

Not ice   The CREATE TABLE operations used to create partit ion tables
or tables that contain functions cannot be synchronized.

ALTER TABLE, DROP TABLE, RENAME TABLE, CREATE INDEX, and ADD INDEX
operations

Incremental data migration allows you to ensure service continuity when you
migrate data between PolarDB clusters.

Preparation
Set the value of the wal_level parameter to logical for the source PolarDB cluster. This sett ing ensures
that logical decoding is supported in write-ahead logging (WAL). For more information, see Configure
cluster parameters.
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Warning  If  you change the value of the wal_level parameter, the source PolarDB cluster is
restarted. Perform this operation with caution.

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. At  the top of the Migrat ion T asks   page, select  the region where the dest ination cluster resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Configure the source and dest ination databases.

Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.

Instance Type Select PolarDB.

Instance
Region

Select the region where the source PolarDB cluster resides.

PolarDB
Instance ID

Select the ID of the source PolarDB cluster.
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Source
Database

Database
Name

Enter the name of the source database.

Database
Account

Enter the privileged account of the source PolarDB cluster. For more
information, see Create database accounts.

Database
Password

Enter the password of the source database account.

Not e   After you specify the information about the self-
managed Oracle database, you can click T est  Connect ivit y     next
to Dat abase Password  to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.

Destinatio
n
Database

Instance Type Select PolarDB.

Instance
Region

Select the region where the destination PolarDB cluster resides.

PolarDB
Instance ID

Select the ID of the destination PolarDB cluster.

Database
Name

Enter the name of the destination database.

Database
Account

Enter the database account of the destination PolarDB cluster. The
account must have the owner permission on t he dat abase  .

Not ice   You can specify the dat abase owner  when you
create a database.

Database
Password

Enter the password of the destination database account.

Not e   After you specify the information about the RDS
instance, you can click T est  Connect ivit y     next to Dat abase
Password to check whether the information is valid. If the
information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .
DTS adds the CIDR blocks of DTS servers to the whitelists of the source and dest ination PolarDB
clusters. This ensures that DTS servers can connect to the source and dest ination PolarDB clusters.

7. Select  the migration types and objects to be migrated.
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Parameter Description

Migration Types

To perform only full data migration, select Schema Migrat ion  and Full
Dat a Migrat ion  .

To ensure service continuity during data migration, select Schema
Migrat ion , Full Dat a Migrat ion  , and Increment al Dat a Migrat ion   .

Not ice

If Increment al Dat a Migrat ion    is not selected, do not write
data to the source database during full data migration. This
ensures data consistency between the source and destination
databases.

During schema migration and full data migration, do not perform
DDL operations on the objects to be migrated. Otherwise, the
objects may fail to be migrated.
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Objects

Select objects from the Available section and click the  icon to move the

objects to the Select ed  section. You can select columns, tables, or schemas
as the objects to be migrated.

Not ice

After an object is migrated to the destination database, the name
of the object remains unchanged. You can change the names of
the objects that are migrated to the destination PolarDB cluster
by using the object name mapping feature. For more information
about how to use this feature, see Object name mapping.

If you use the object name mapping feature on an object, other
objects that are dependent on the object may fail to be migrated.

Parameter Description

8. In the lower-right corner of the page, click Precheck.

Not e

Before you can start  the data migration task, a precheck is performed. You can start  the
data migration task only after the task passes the precheck.

If  the task fails to pass the precheck, you can click the  icon next  to each failed item

to view details.

You can troubleshoot the issues based on the causes and run a precheck again.

If  you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

9. After the task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, specify the Channel Specif icat ion   parameter and select
Dat a T ransmission Service (Pay-As-You-Go) Service T erms   .

11. Click Buy and St art   to start  the data migration task.

Schema migration and full data migration
We recommend that you do not manually stop the task during full data migration. Otherwise, the
data migrated to the dest ination database will be incomplete. You can wait  until the data
migration task automatically stops.

Schema migration, full data migration, and incremental data migration
The task does not automatically stop during incremental data migration. You must manually stop
the task.

Not ice   We recommend that you select  an appropriate t ime to manually stop the data
migration task. For example, you can stop the task during off-peak hours or before you
switch your workloads to the dest ination cluster.
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a. Wait  until Increment al Dat a Migrat ion    and T he migrat ion t ask is not  delayed     appear
in the progress bar of the migration task. Then, stop writ ing data to the source database for
a few minutes. The delay t ime of increment al dat a migrat ion    may be displayed in the
progress bar.

b. Wait  until the status of increment al dat a migrat ion    changes to T he migrat ion t ask is  
not  delayed  again. Then, manually stop the migration task.

Related topics
Switch workloads to the destination database

ApsaraDB for MongoDB provides standalone instances, replica set  instances, and sharded cluster
instances. Standalone instances are designed to store non-core enterprise data, for example, in
development and test ing scenarios. Replica set  instances and sharded cluster instances are more
suitable for production scenarios. This topic describes how to migrate data from a standalone instance
to a replica set  instance or a sharded cluster instance by using Data Transmission Service (DTS).

Prerequisites
The available storage space of the dest ination instance is larger than the total size of the data in the
source instance.

Precautions
During full data migration, DTS uses read and write resources of the source and dest ination
databases. This may increase the load of the database server. If  you migrate a large volume of data
or the server specificat ions cannot meet your requirements, database services may become
unavailable. Before you migrate data, evaluate the impact of data migration on the performance of
the source and dest ination databases. We recommend that you migrate data during off-peak hours.

DTS does not support  incremental data migration from a standalone instance. To ensure data
consistency, do not write data to the source instance during full data migration.

If  the source and dest ination ApsaraDB for MongoDB instances have different versions or storage
engines, make sure that the versions or storage engines are compatible. For more information, see
MongoDB versions and storage engines.

Billing

Migration type Instance configuration Internet traffic

Full data migration Free of charge Free of charge

9.7. Migrate data from a standalone
MongoDB instance to a replica set or
sharded cluster instance
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Migration types
Full data migration: DTS migrates all historical data of the required objects from the source MongoDB
database to the dest ination MongoDB database.

Not e   The following types of objects are supported: database, collect ion, and index.

Permissions required for database accounts

Instance Permission

Source ApsaraDB for MongoDB instance The read permission on the source database

Destination ApsaraDB for MongoDB instance
The read/write permissions on the destination
database

For more information about how to create and authorize a database account, see Use DMS to manage
MongoDB users.

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. At  the top of the Migrat ion T asks   page, select  the region where the dest ination ApsaraDB for
MongoDB instance resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Configure the source and dest ination databases for the data migration task.
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Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.

Source
Database

Instance Type Select ApsaraDB f or MongoDB .

Instance
Region

Select the region where the source ApsaraDB for MongoDB instance
resides.

MongoDB
Instance ID

Select the ID of the source ApsaraDB for MongoDB instance.

Database
Name

Enter the name of the authentication database. The database account
is created in this database.

Not e   If the database account is root, enter admin.

Database
Account

Enter the database account of the source ApsaraDB for MongoDB
instance. For more information about the permissions that are required
for the account, see Permissions required for database accounts.
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Database
Password

Enter the password of the source database account.

Not e   After you specify the source database parameters,
click T est  Connect ivit y     next to Dat abase Password  to verify
whether the specified parameters are valid. If the specified
parameters are valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Modify the source
database parameters based on the check results.

Destinatio
n
Database

Instance Type Select MongoDB Inst ance .

Instance
Region

Select the region where the destination ApsaraDB for MongoDB
instance resides.

MongoDB
Instance ID

Select the ID of the destination ApsaraDB for MongoDB instance.

Database
Name

Enter the name of the authentication database. The database account
is created in this database.

Not e   If the database account is root, enter admin.

Database
Account

Enter the database account of the destination ApsaraDB for MongoDB
instance. For more information about the permissions that are required
for the account, see Permissions required for database accounts.

Database
Password

Enter the password of the destination database account.

Not e   After you specify the destination database
parameters, click T est  Connect ivit y     next to Dat abase
Password to verify whether the specified parameters are valid. If
the specified parameters are valid, the Passed message appears.
If the Failed message appears, click Check next to Failed. Modify
the destination database parameters based on the check results.

Section Parameter Description

6. In the lower-right corner, click Set  Whit elist  and Next    .

Not e   DTS adds the CIDR blocks of DTS servers to the whitelists of the source and
destination ApsaraDB for MongoDB instances. This ensures that DTS servers can connect to the
source and dest ination ApsaraDB for MongoDB instances. After data migration is complete, you
can remove the CIDR blocks of DTS servers from the whitelists. For more information, see
Configure a whitelist  for a sharded cluster instance.

7. Select  the migration types and objects to be migrated.
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Paramete
r

Description

Migration
Types

Select Full Dat a Migrat ion  .

Not e   If the data source is a standalone instance, you can select only Full Dat a
Migrat ion . To ensure data consistency, do not write data to the source instance
during full data migration.

Objects

Select objects from the Available section and click the  icon to move the objects to

the Select ed  section.

Not e   You cannot migrate data from the admin or local database.

You can select databases, collections, or functions as the objects to be migrated.

After an object is migrated to the destination instance, the name of the object remains
unchanged. You can change the names of the objects that are migrated to the
destination instance by using the object name mapping feature. For more information
about how to use this feature, see Object name mapping.

8. In the lower-right corner of the page, click Precheck.
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Not e

Before you can start  the data migration task, a precheck is performed. You can start  the
data migration task only after the task passes the precheck.

If  the task fails to pass the precheck, click the  icon next  to each failed item to view

details. Troubleshoot the issues based on the causes and run the precheck again.

9. After the task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, specify the Channel Specif icat ion   and select  Dat a
T ransmission Service (Pay-As-You-Go) Service T erms  .

11. Click Buy and St art   to start  the data migration task.

Not e   We recommend that you do not manually stop a data migration task. Otherwise,
data migrated to the dest ination instance will be incomplete. Wait  until the data migration
task automatically stops.

12. Switch your workloads to the dest ination ApsaraDB for MongoDB instance.

References
Connect to a replica set  instance

Connect to a sharded cluster instance

Configure sharding to maximize the performance of shards

This topic describes how to migrate data from a replica set  MongoDB instance to a sharded cluster
instance by using Data Transmission Service (DTS). DTS supports full data migration and incremental
data migration. When you migrate data between ApsaraDB for MongoDB instances, you can select  both
of the supported migration types to ensure service continuity.

Prerequisites
Each shard in the dest ination sharded cluster instance has sufficient  storage space.

Precautions
During full data migration, DTS uses read and write resources of the source and dest ination
databases. This may increase the load of the database server. If  you migrate a large volume of data
or the server specificat ions cannot meet your requirements, database services may become
unavailable. Before you migrate data, evaluate the impact of data migration on the performance of

9.8. Migrate data from a replica set
MongoDB instance to a sharded
cluster instance
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the source and dest ination databases. We recommend that you migrate data during off-peak hours.

If  the source and dest ination ApsaraDB for MongoDB instances have different versions or storage
engines, make sure that the versions or storage engines are compatible. For more information, see
MongoDB versions and storage engines.

Billing

Migration type Instance configuration Internet traffic

Full data migration Free of charge.
Charged only when data is migrated from Alibaba
Cloud over the Internet. For more information, see DTS
pricing.Incremental data

migration

Charged. For more
information, see DTS
pricing.

Migration types

Migration type Description

Full data migration

DTS migrates all historical data of the required objects from the source MongoDB
database to the destination MongoDB database.

Not e   The following types of objects are supported: database,
collection, and index.

Incremental data
migration

After full data migration is complete, DTS synchronizes incremental data from the
source MongoDB database to the destination MongoDB database.

Not e

The create and delete operations that are performed on databases,
collections, and indexes can be synchronized.

The create, delete, and update operations that are performed on
documents can be synchronized.

Permissions required for database accounts

Instance Full data migration Incremental data migration

ApsaraDB for MongoDB replica
set instance

The read permission on the
source database

The read permission on the
source database, admin
database, and local database

ApsaraDB for MongoDB sharded
cluster instance

The read/write permissions on
the destination database

The read/write permissions on
the destination database

Not e   For more information about how to create and authorize a database account, see Use
DMS to manage MongoDB users.
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Before you begin
Create databases and collect ions to be sharded in the dest ination ApsaraDB for MongoDB instance,
and configure data sharding based on your business requirements. For more information, see Configure
sharding to maximize the performance of shards.

Not e   After you configure sharding for a cluster, data will not  be migrated to the same shard.
This maximizes the performance of the sharded cluster.

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. At  the top of the Migrat ion T asks   page, select  the region where the dest ination ApsaraDB for
MongoDB instance resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Configure the source and dest ination databases for the data migration task.

Section Parameter Description
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N/A Task Name
DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.

Source
Database

Instance Type Select ApsaraDB f or MongoDB .

Instance
Region

Select the region where the source ApsaraDB for MongoDB instance
resides.

MongoDB
Instance ID

Select the ID of the source ApsaraDB for MongoDB instance.

Database
Name

Enter the name of the authentication database. The database account
is created in this database.

Not e   If the database account is root, enter admin.

Database
Account

Enter the database account of the source ApsaraDB for MongoDB
instance. For more information about the permissions that are
required for the account, see Permissions required for database
accounts.

Database
Password

Enter the password of the source database account.

Not e   After you specify the source database parameters,
click T est  Connect ivit y     next to Dat abase Password  to verify
whether the specified parameters are valid. If the specified
parameters are valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Modify the source
database parameters based on the check results.

Destinatio
n

Instance Type Select MongoDB Inst ance .

Instance
Region

Select the region where the destination ApsaraDB for MongoDB
instance resides.

MongoDB
Instance ID

Select the ID of the destination ApsaraDB for MongoDB instance.

Database
Name

Enter the name of the authentication database. The database account
is created in this database.

Not e   If the database account is root, enter admin.

Section Parameter Description
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n
Database

Database
Account

Enter the database account of the destination ApsaraDB for MongoDB
instance. For more information about the permissions that are
required for the account, see Permissions required for database
accounts.

Database
Password

Enter the password of the destination database account.

Not e   After you specify the destination database
parameters, click T est  Connect ivit y     next to Dat abase
Password to verify whether the specified parameters are valid. If
the specified parameters are valid, the Passed message appears.
If the Failed message appears, click Check next to Failed. Modify
the destination database parameters based on the check results.

Section Parameter Description

6. In the lower-right corner, click Set  Whit elist  and Next    .

Not e   DTS adds the CIDR blocks of DTS servers to the whitelists of the source and
destination ApsaraDB for MongoDB instances. This ensures that DTS servers can connect to the
source and dest ination ApsaraDB for MongoDB instances. After data migration is complete, you
can remove the CIDR blocks of DTS servers from the whitelists. For more information, see
Configure a whitelist  for a sharded cluster instance.

7. Select  the migration types and objects to be migrated.
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Paramet
er

Description

Migratio
n Types

To perform only full data migration, select only Full Dat a Migrat ion  .

To ensure service continuity during data migration, select both Full Dat a Migrat ion   and
Increment al Dat a Migrat ion   .

Not e   If Increment al Dat a Migrat ion    is not selected, do not write data to the
source ApsaraDB for MongoDB database during full data migration. This ensures data
consistency between the source and destination databases.

Objects

Select objects from the Available section and click the  icon to move the objects to

the Select ed  section.

Not e   You cannot migrate data from the admin or local database.

You can select databases, collections, or functions as the objects to be migrated.

After an object is migrated to the destination database, the name of the object remains
unchanged. You can change the names of the objects that are migrated to the
destination database by using the object name mapping feature. For more information
about how to use this feature, see Object name mapping.

8. In the lower-right corner of the page, click Precheck.

Not e

Before you can start  the data migration task, a precheck is performed. You can start  the
data migration task only after the task passes the precheck.

If  the task fails to pass the precheck, click the  icon next  to each failed item to view

details. Troubleshoot the issues based on the causes and run the precheck again.

9. After the task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, specify the Channel Specif icat ion   and select  Dat a
T ransmission Service (Pay-As-You-Go) Service T erms  .

11. Click Buy and St art   to start  the migration task.

Full data migration
We recommend that you do not manually stop a migration task. Otherwise, data migrated to the
destination database will be incomplete. Wait  until the migration task automatically stops.

Incremental data migration
An incremental data migration task does not automatically stop. You must manually stop the
migration task.
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Not e   Select  an appropriate t ime to manually stop the migration task. For example,
you can stop the migration task during off-peak hours or before you switch your workloads
to the dest ination ApsaraDB for MongoDB instance.

a. Wait  until Increment al Dat a Migrat ion    and T he migrat ion t ask is not  delayed     appear
in the progress bar of the migration task. Then, stop writ ing data to the source database for
a few minutes. The delay t ime of increment al dat a migrat ion    may be displayed in the
progress bar.

b. After the status of increment al dat a migrat ion    changes to T he migrat ion t ask is not  
delayed, manually stop the migration task.

12. Switch your workloads to the dest ination ApsaraDB for MongoDB instance.

This topic describes how to migrate the data of a standalone instance or a replica set  instance across
regions by using Data Transmission Service (DTS). DTS supports both full data migration and incremental
data migration. You can use these two methods together to migrate the data of an ApsaraDB for
MongoDB instance across regions without interruptions to your business.

Prerequisites
The source instance is either a standalone instance or a replica set  instance. If  the source instance is a
sharded cluster instance, we recommend that you use the built-in commands of MongoDB to migrate
data. For more information, see Migrate a self-managed MongoDB database to ApsaraDB for
MongoDB by using tools provided by MongoDB.

Not e   You cannot use DTS to incrementally migrate the data of a standalone instance. For
more information, see Migration types.

The dest ination instance is created in the dest ination region. For more information, see Create a
standalone instance, Create a replica set  instance, or Create a sharded cluster instance.

Not e   The storage capacity of the dest ination instance must be greater than the occupied
storage space of the source instance.

Context
You may need to migrate the data of an ApsaraDB for MongoDB instance across regions if:

You want to restructure your business.

You want to use the ApsaraDB for MongoDB instance to provide database services for applications
deployed on an ECS instance, but the two instances are in different regions.

9.9. Migrate the data of an ApsaraDB
for MongoDB instance across regions
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The following procedure illustrates how to migrate data from an ApsaraDB for MongoDB instance in
China (Qingdao) to an instance in China (Hangzhou).

Not e   The procedure described in this topic only shows how to migrate the data of the
source instance. If  you no longer need the source instance after the migration is complete, you can
release it .

Precautions
We recommend that you migrate your data during off-peak hours to avoid business interruptions.

To ensure data consistency, we recommend that you do not write data to the source instance while
full data migration of a standalone instance is in progress.

If  the source and dest ination instances run different database versions or storage engines, ensure
there are no compatibility issues between them before you start  migration. For more information
about the database versions and storage engines supported by ApsaraDB for MongoDB, see
MongoDB versions and storage engines.

Billing

Migration type Task configuration fee Internet traffic fee

Full data migration Free of charge.
Charged only when data is migrated from Alibaba
Cloud over the Internet. For more information, see
Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

Migration types

Migration type Description

Full data migration

DTS migrates the historical data of required objects from the source MongoDB
database to the destination MongoDB database.

Not e   The following types of objects are supported: database,
collection, and index.

Dat a Migrat ion·Migrat e using t he sa
me Alibaba Cloud account

Dat a Transmission Service

327 > Document  Version: 20220617

https://www.alibabacloud.com/help/doc-detail/61906.htm#concept-qg2-xcr-52b
file:///home/admin/dita-files/output/71602202/task18756859/~~117780~~
file:///home/admin/dita-files/output/71602202/task18756859/~~117780~~


Incremental data
migration

After full data migration is complete, DTS synchronizes incremental data from the
source MongoDB database to the destination MongoDB database.

Not e

The create and delete operations that are performed on databases,
collections, and indexes can be synchronized.

The create, delete, and update operations that are performed on
documents can be synchronized.

Migration type Description

Required database account permissions

Data source Full data migration Incremental data migration

Source ApsaraDB for MongoDB
instance

Read permissions on the source
database

Read permissions on the source
database, admin database, and
local database

Destination ApsaraDB for
MongoDB instance

Read/write permissions on the
destination database

Read/write permissions on the
destination database

Not e   For more information about how to create and authorize a database account, see Use
DMS to manage MongoDB users.

Procedure
1. 

2. 

3. In the upper-right corner of the page that appears, click Migrat e Dat abases  .

4. On the Creat e Migrat ion T ask    page, create a migration task.

i. Configure the source and dest ination databases.
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Section Parameter Parameter

N/A Task Name
The task name that DTS automatically generates. We recommend
that you specify a descriptive name that makes it  easy to identify
the task. You do not need to specify a unique task name.

Source
Database

Instance Type Select ApsaraDB f or MongoDB .

Instance
Region

The region where the source ApsaraDB for MongoDB instance
resides.

MongoDB
Instance ID

The ID of the source instance.

Database
Name

The name of the authentication database. The database account is
created in this database.

Not e   If you want to use the root account, enter admin
in the Database Name field.

Database
Account

The username of the account that is used to connect to the source
instance. For information about the permissions that are required
for the account, see .
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Database
Password

The password of the database account.

Not e   After you specify the information about the
source database, you can click T est  Connect ivit y     next to
Dat abase Password  to check whether the information is
correct. If the information is correct, the Passed message is
displayed. If the information is incorrect, the Failed message
is displayed and you must click Check next to the Failed
message to modify the information.

Destinati
on
Database

Instance Type Select MongoDB Inst ance .

Instance
Region

The region where the destination ApsaraDB for MongoDB instance
resides.

MongoDB
Instance ID

The ID of the destination instance.

Database
Name

The name of the authentication database. The database account is
created in this database.

Not e   If you want to use the root account, enter admin
in the Database Name field.

Database
Account

The username of the account that is used to connect to the
destination instance. For information about the permissions that
are required for the account, see .

Database
Password

The password of the database account.

Not e   After you specify the information about the
destination database, you can click T est  Connect ivit y     next to
Dat abase Password  to check whether the information is
correct. If the information is correct, the Passed message
appears. If the information is incorrect, the Failed message
appears and you must click Check next to the Failed message
to modify the information.

Section Parameter Parameter
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ii. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Warning

If the source or dest ination database instance is an Alibaba Cloud database
instance, such as an ApsaraDB RDS for MySQL or ApsaraDB for MongoDB instance, or
is a self-managed database hosted on Elast ic Compute Service (ECS), DTS
automatically adds the CIDR blocks of DTS servers to the whitelist  of the database
instance or ECS security group rules. For more information, see Add the CIDR blocks
of DTS servers to the security sett ings of on-premises databases. If  the source or
destination database is a self-managed database on data centers or is from other
cloud service providers, you must manually add the CIDR blocks of DTS servers to
allow DTS to access the database.

If  the CIDR blocks of DTS servers are automatically or manually added to the
whitelist  of the database instance or ECS security group rules, security risks may
arise. Therefore, before you use DTS to migrate data, you must understand and
acknowledge the potential risks and take preventive measures, including but not
limited to the following measures: enhance the security of your account and
password, limit  the ports that are exposed, authenticate API calls, regularly check
the whitelist  or ECS security group rules and forbid unauthorized CIDR blocks, or
connect the database to DTS by using Express Connect, VPN Gateway, or Smart
Access Gateway.

After the DTS task is completed or released, we recommend that you manually
detect  and remove the added CIDR blocks from the whitelist  of the database
instance or ECS security group rules.

iii. Configure migration types and the objects to migrate.
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Setting Description

Select
migrati
on
types

If you want to migrate only the existing data in the source instance, select Full Dat a
Migrat ion .

If you want to migrate data without downtime, select Full Dat a Migrat ion   and
Increment al Dat a Migrat ion   .

Not e   If Increment al Dat a Migrat ion    is not selected, do not write data to
the source instance during full data migration. This ensures data consistency
between the source instance and destination instance.

Select
objects
to
migrate

The method to select objects to migrate:

a. Select one or more objects from the Available section.

b. Click  to add the selected objects to the Select ed  section.

Not e

DTS cannot migrate data from the admin or local database.

The objects that you can migrate are databases, collections, and
functions.

By default, after an object is migrated to the destination instance, the
name of the object remains unchanged. If you want to rename an object in
the destination database, you can use the object name mapping feature.
For more information, see Object name mapping.

Specify
whether
to
rename
objects

You can use the object name mapping feature to rename the objects that are migrated
to the destination instance. For more information, see Object name mapping.

Specify
the
retry
time
range
for a
failed
connect
ion to
the
source
or
destinat
ion
databas
e

By default, if DTS fails to connect to the source or destination database, DTS retries
within the following 12 hours. You can specify the retry t ime range based on your
business requirements. If DTS is reconnected to the source and destination databases
within the specified time range, DTS resumes the data migration task. Otherwise, the
data migration task fails.

Not e   When DTS retries a connection, you are charged for the DTS instance.
We recommend that you specify the retry t ime range based on your business
needs. You can also release the DTS instance at your earliest opportunity after the
source and destination instances are released.
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iv. In the lower-right corner of the page, click Precheck.

Not e

Before you can start  the data migration task, DTS performs a precheck. You can
start  the data migration task only after the task passes the precheck.

If  the task fails to pass the precheck, you can click the  icon next  to each failed

item to view details.

After you troubleshoot the issues based on the causes, you can run a
precheck again.

If  you do not need to troubleshoot the issues, you can ignore failed items
and run a precheck again.

v. After the data migration task passes the precheck, click Next .

vi. In the Conf irm Set t ings    dialog box, configure the Inst ance Class  parameter. Then, read and
select  Dat a T ransmission Service (Pay-As-You-Go) Service T erms   .

vii. Click Buy and St art   to start  the data migration task.

5. Configure both the source and dest ination databases.

Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
specify your own task name that helps identify the task. Task names
do not need to be unique.
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Source
Database

Instance Type Select ApsaraDB f or MongoDB .

Instance
Region

Select the region where the source ApsaraDB for MongoDB instance
resides. For this example, select China (Qingdao).

MongoDB
Instance ID

Select the ID of the source ApsaraDB for MongoDB instance.

Database
Name

Enter the name of the authentication database. It  is the database
where the database account is created.

Not e   If the database account is root, enter admin.

Database
Account

Enter the username of the database account you use to manage the
source database. For more information about the account permission
requirements, see Required database account permissions.

Database
Password

Enter the password of the database account.

Not e   After you specify the source database information,
click T est  Connect ivit y     next to Dat abase Password  to check
whether the information is correct. If the information is correct,
the Passed message is displayed. If the information is incorrect,
the Failed message is displayed, and you must click Check next
to the Failed message to modify the information as prompted.

Destinatio
n
Database

Instance Type Select MongoDB Inst ance .

Instance
Region

Select the region where the destination ApsaraDB for MongoDB
instance resides. For this example, select China (Hangz hou) .

MongoDB
Instance ID

Select the ID of the destination ApsaraDB for MongoDB instance.

Database
Name

Enter the name of the authentication database. It  is the database
where the database account is created.

Not e   If the database account is root, enter admin.

Database
Account

Enter the username of the database account you use to manage the
destination database. For more information about the account
permission requirements, see Required database account permissions.

Section Parameter Description
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Database
Password

Enter the password of the database account.

Not e   After you specify the destination database
information, click T est  Connect ivit y     next to Dat abase
Password to check whether the information is correct. If the
information is correct, the Passed message is displayed. If the
information is incorrect, the Failed message is displayed, and you
must click Check next to the Failed message to modify the
information as prompted.

Section Parameter Description

6. 

7. Configure migration types and migration objects.

Paramet
er

Description
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Migratio
n Types

If you want to migrate all data, select Full Dat a Migrat ion  .

If you want to migrate data without interruptions to your business, select both Full
Dat a Migrat ion   and Increment al Dat a Migrat ion   .

Not e

You cannot use DTS to incrementally migrate the data of a standalone
instance.

If Increment al Dat a Migrat ion    is not selected, do not write data into the
source database during full data migration. This ensures data consistency
between the source and destination databases.

Availabl
e

In the Available section, select the objects you want to migrate and then click the 

icon to move them to the Select ed  section.

Not e   Data in the admin database cannot be migrated even if this database is
selected.

A migration object can be a database, collection, or function.

By default, the name of an object remains unchanged after migration. If you want a
different object name after migration, use the object name mapping feature provided by
DTS. For more information, see Object name mapping.

Paramet
er

Description

8. 

9. 

10. 

11. View the progress of the migration task.

Full data migration
We recommend that you do not manually stop the task during full data migration. Otherwise, the
data migrated to the dest ination database may be incomplete. You can wait  until the full data
migration task automatically stops.

Incremental data migration
An incremental data migration task does not automatically stop. You must manually stop the
task.

i. Wait  until Increment al Dat a Migrat ion    and T he dat a migrat ion t ask is not  delayed    
appear in the progress bar of the data migration task. Then, stop writ ing data to the source
instance for a few minutes. The latency of increment al dat a migrat ion    may be displayed in
the progress bar.

ii. Wait  until the state of increment al dat a migrat ion    changes to T he migrat ion t ask is not  
delayed again. Then, manually stop the migration task.

What to do next
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Determine whether to release the source instance.

If  the source instance uses pay-as-you-go billing, release it . For more information, see Release an
instance or a node.

If  the source instance uses subscript ion billing, you cannot release it .
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Apsara PolarDB is a next-generation relat ional database service developed by Alibaba Cloud. It  is a
high-performance, high-availability, easy-to-use, and reliable service that is compatible with the MySQL
database engine. This topic describes how to migrate data between Apsara PolarDB for MySQL clusters
that are owned by different Alibaba Cloud accounts by using Data Transmission Service (DTS).

Prerequisites
The source and dest ination Apsara PolarDB for MySQL clusters are created. For more information, see
Create a PolarDB MySQL cluster.

The binary logging feature is enabled for the source Apsara PolarDB for MySQL cluster. For more
information, see Enable binlogging.

Precautions
DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the loads of the database servers. If  the database performance is
unfavorable, the specificat ion is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and dest ination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilizat ion of the source and dest ination databases is less than 30%.

The source database must have PRIMARY KEY or UNIQUE constraints and all f ields must be unique.
Otherwise, the dest ination database may contain duplicate data records.

If  a data migration task fails, DTS automatically resumes the task. Before you switch your workloads
to the dest ination database, stop or release the data migration task. Otherwise, the data in the
source database will overwrite the data in the dest ination database after the task is resumed.

Migration types
DTS supports schema migration, full data migration, and incremental data migration. For more
information, see Terms.

Not e   When you migrate data between PolarDB for MySQL clusters, you can select  all of the
supported migration types to ensure service continuity.

Billing

10.Migrate across different
Alibaba Cloud accounts
10.1. Migrate data between Apsara
PolarDB for MySQL clusters across
Alibaba Cloud accounts
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Migration type Task configuration fee Internet traffic fee

Schema migration and full
data migration

Free of charge.
Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
information, see Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

SQL operations that can be synchronized during incremental data
migration

Operatio
n type

SQL statements

DML INSERT, UPDATE, DELETE, and REPLACE

DDL

ALTER TABLE and ALTER VIEW

CREATE FUNCTION, CREATE INDEX, CREATE PROCEDURE, CREATE TABLE, and CREATE VIEW

DROP INDEX and DROP TABLE

RENAME TABLE

TRUNCATE TABLE

Permissions required for database accounts

Database Required permission

Source Apsara PolarDB for MySQL cluster The read permission on the objects to be migrated

Destination Apsara PolarDB for MySQL cluster
The read/write permissions on the objects to be
migrated

Not e   For more information about how to create and authorize a database account, see
Create database accounts.

Preparations
1. Log on to the Alibaba Cloud console by using the Alibaba Cloud account to which the source

Apsara PolarDB for MySQL cluster belongs.

2. Create a RAM role and authorize this role to access the cloud resources of the Alibaba Cloud
account to which the source Apsara PolarDB for MySQL cluster belongs. For more information, see
Configure RAM authorization for data migration or synchronization from a self-managed database in a VPC
across different Alibaba Cloud accounts.
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Not e   To migrate data between Apsara PolarDB for MySQL clusters across Alibaba Cloud
accounts, you can specify the source Apsara PolarDB for MySQL cluster as a user-created
database connected over Express Connect. You can also request  a public endpoint  for the
source Apsara PolarDB for MySQL cluster and specify the source cluster as a user-creat ed
dat abase wit h a public IP address  . In this case, you do not need to create a RAM role and
configure authorization.

Procedure
1. Log on to the DTS console by using the Alibaba Cloud account to which the dest ination Apsara

PolarDB for MySQL cluster belongs.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. At  the top of the Migrat ion T asks   page, select  the region where the dest ination cluster resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Select  User-Creat ed Dat abase Connect ed over Express Connect , VPN Gat eway, or Smart    
Access Gat eway  as the instance type. Then, click Propriet ary net work of  Ot her Apsara St ack    
Account s  next  to the Peer VPC field.

Not e   To migrate data between Apsara PolarDB for MySQL clusters across Alibaba Cloud
accounts, you can specify the source Apsara PolarDB for MySQL cluster as a user-created
database connected over Express Connect. You can also request  a public endpoint  for the
source Apsara PolarDB for MySQL cluster and specify the source cluster as a user-creat ed
dat abase wit h a public IP address  .

6. Configure the source and dest ination databases for the data migration task.
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Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.

Instance Type
Select User-Creat ed Dat abase Connect ed over Express  
Connect , VPN Gat eway, or Smart  Access Gat eway    .

Instance
Region

Select the region where the source PolarDB cluster resides.

Alibaba Cloud
Account ID

Enter the ID of the Alibaba Cloud account to which the source PolarDB
cluster belongs.

Not e   To obtain the ID of the Alibaba Cloud account to
which the source PolarDB cluster belongs, you must log on to the
Account Management console by using this account. The account
ID is displayed on the Security Settings page.

Role Name
Enter the name of the RAM role that you created earlier in
Preparations.
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Source
Database

Peer VPC

Select the ID of the VPC where the source PolarDB cluster resides.
To obtain the VPC ID, you must log on to the Apsara PolarDB console
by using the Alibaba Cloud account to which the source PolarDB
cluster belongs. On the Clusters page, click the ID of the source
PolarDB cluster. The VPC ID is displayed in the Basic Inf ormat ion  
section.

Database Type Select MySQL.

IP Address

Enter the private IP address of the source PolarDB cluster. In this
example, enter 172.16.20.20.
You can obtain the private IP address by pinging the VPC-f acing
endpoint  of the source PolarDB cluster.

Port Number
Enter the service port number of the source PolarDB cluster. The
default port number is 3306.

Database
Account

Enter the database account of the source PolarDB cluster. For more
information about the permissions that are required for the account,
see Permissions required for database accounts.

Database
Password

Enter the password of the source database account.

Not e   After you specify the information about the self-
managed Oracle database, you can click T est  Connect ivit y     next
to Dat abase Password  to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.

Section Parameter Description
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Destinatio
n
Database

Instance Type Select PolarDB.

Instance
Region

Select the region where the destination PolarDB cluster resides.

PolarDB
Instance ID

The ID of the destination PolarDB cluster.

Database
Account

Enter the database account of the destination PolarDB cluster. For
more information about the permissions that are required for the
account, see Permissions required for database accounts.

Database
Password

Enter the password of the destination database account.

Not e   After you specify the information about the RDS
instance, you can click T est  Connect ivit y     next to Dat abase
Password to check whether the information is valid. If the
information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

Section Parameter Description

7. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Not e   DTS adds the CIDR blocks of DTS servers to the whitelists of the source and
destination PolarDB clusters. This ensures that DTS servers can connect to the source and
destination PolarDB clusters.

8. Select  the migration types and the objects to be migrated.
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Setting Description

Select
the
migratio
n types

To perform only full migration, select Schema Migrat ion  and Full Dat a Migrat ion  .

To ensure service continuity during data migration, select Schema Migrat ion , Full
Dat a Migrat ion  , and Increment al Dat a Migrat ion   .

Not ice   If Increment al Dat a Migrat ion    is not selected, we recommend that
you do not write data to the source database during full data migration. This ensures
data consistency between the source and destination databases.
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Select
the
objects
to be
migrate
d

Select one or more objects from the Available section and click the  icon to move the

objects to the Select ed  section.

Not ice

You can select columns, tables, or databases as the objects to be migrated.

By default, after an object is migrated to the destination database, the name
of the object remains unchanged. You can use the object name mapping
feature to rename the objects that are migrated to the destination database.
For more information, see Object name mapping.

If you use the object name mapping feature to rename an object, other
objects that are dependent on the object may fail to be migrated.

Specify
whether
to
rename
objects

You can use the object name mapping feature to rename the objects that are migrated to
the destination instance. For more information, see Object name mapping.

Specify
the retry
time for
failed
connecti
ons to
the
source
or
destinati
on
databas
e

By default, if DTS fails to connect to the source or destination database, DTS retries within
the next 720 minutes (12 hours). You can specify the retry t ime based on your needs. If DTS
reconnects to the source and destination databases within the specified time, DTS resumes
the data migration task. Otherwise, the data migration task fails.

Not e   When DTS retries a connection, you are charged for the DTS instance. We
recommend that you specify the retry t ime based on your business needs. You can
also release the DTS instance at your earliest opportunity after the source and
destination instances are released.

Setting Description
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Specify
whether
to copy
tempora
ry tables
to the
destinati
on
databas
e when
DMS
perform
s online
DDL
operatio
ns on
the
source
table

If you use Data Management (DMS) to perform online DDL operations on the source
database, you can specify whether to migrate temporary tables generated by online DDL
operations.

Yes : DTS migrates the data of temporary tables generated by online DDL operations.

Not e   If online DDL operations generate a large amount of data, the data
migration task may be delayed.

No : DTS does not migrate the data of temporary tables generated by online DDL
operations. Only the original DDL data of the source database is migrated.

Not e   If you select No, the tables in the destination database may be locked.

Setting Description

9. In the lower-right corner of the page, click Precheck.

Not e

Before you can start  the data migration task, a precheck is performed. You can start  the
data migration task only after the task passes the precheck.

If  the task fails to pass the precheck, you can click the  icon next  to each failed item

to view details.

You can troubleshoot the issues based on the causes and run a precheck again.

If  you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

10. After the task passes the precheck, click Next .

11. In the Conf irm Set t ings    dialog box, specify the Channel Specif icat ion   parameter and select
Dat a T ransmission Service (Pay-As-You-Go) Service T erms   .

12. Click Buy and St art   to start  the data migration task.

Schema migration and full data migration
We recommend that you do not manually stop the task during full data migration. Otherwise, the
data migrated to the dest ination database will be incomplete. You can wait  until the data
migration task automatically stops.

Schema migration, full data migration, and incremental data migration
The task does not automatically stop during incremental data migration. You must manually stop
the task.
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Not ice   We recommend that you select  an appropriate t ime to manually stop the data
migration task. For example, you can stop the task during off-peak hours or before you
switch your workloads to the dest ination cluster.

a. Wait  until Increment al Dat a Migrat ion    and T he migrat ion t ask is not  delayed     appear
in the progress bar of the migration task. Then, stop writ ing data to the source database for
a few minutes. The delay t ime of increment al dat a migrat ion    may be displayed in the
progress bar.

b. Wait  until the status of increment al dat a migrat ion    changes to T he migrat ion t ask is  
not  delayed  again. Then, manually stop the migration task.

What's next
The database accounts that are used for data migration have the read/write permissions. After the
data migration is complete, you must delete the database accounts to ensure security.

This topic describes how to migrate data between ApsaraDB for MongoDB instances created by
different Alibaba Cloud accounts by using Data Transmission Service (DTS). DTS supports both full data
migration and incremental data migration. You can use these two methods together to migrate data
between ApsaraDB for MongoDB instances without interruptions to your business.

Prerequisites
The source instance is either a standalone instance or a replica set  instance. If  the source instance is a
sharded cluster instance, we recommend that you use the built-in commands of MongoDB to migrate
data. For more information, see Migrate a self-managed MongoDB database to ApsaraDB for
MongoDB by using tools provided by MongoDB.

Not e   You cannot use DTS to incrementally migrate the data of a standalone instance. For
more information, see Migration types.

The dest ination instance is created in the dest ination region. For more information, see Create a
standalone instance, Create a replica set  instance, or Create a sharded cluster instance.

Not e   The storage capacity of the dest ination instance must be greater than the occupied
storage space of the source instance.

Precautions

10.2. Migrate data between ApsaraDB
for MongoDB instances created by
different Alibaba Cloud accounts
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DTS consumes the resources of the source and dest ination instances during full data migration. This
may increase the loads of the database servers. If  you migrate a large volume of data or the server
specificat ions cannot meet your requirements, database services may become unavailable. Before
you migrate data, evaluate the impact of data migration on the performance of the source and
destination databases. We recommend that you migrate data during off-peak hours.

DTS does not support  incremental data migration from a standalone instance. To ensure data
consistency, do not write data to the source instance during full data migration.

If  the source and dest ination MongoDB databases use different versions or storage engines, make
sure that your applications can run on both databases. For more information about the versions and
storage engines that are supported by ApsaraDB for MongoDB, see MongoDB versions and storage
engines.

Billing

Migration type Task configuration fee Internet traffic fee

Full data migration Free of charge.
Charged only when data is migrated from Alibaba
Cloud over the Internet. For more information, see
Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

Migration types

Migration type Description

Full data migration

DTS migrates the historical data of required objects from the source MongoDB
database to the destination MongoDB database.

Not e   The following types of objects are supported: database,
collection, and index.

Incremental data
migration

After full data migration is complete, DTS synchronizes incremental data from the
source MongoDB database to the destination MongoDB database.

Not e

The create and delete operations that are performed on databases,
collections, and indexes can be synchronized.

The create, delete, and update operations that are performed on
documents can be synchronized.

Required database account permissions
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Data source Full data migration Incremental data migration

Source ApsaraDB for MongoDB
instance

Read permissions on the source
database

Read permissions on the source
database, admin database, and
local database

Destination ApsaraDB for
MongoDB instance

Read/write permissions on the
destination database

Read/write permissions on the
destination database

Not e   For more information about how to create and authorize a database account, see Use
DMS to manage MongoDB users.

Preparation
1. Log on to the ApsaraDB for MongoDB console with the Alibaba Cloud account to which the source

instance belongs.

2. Apply for a public endpoint  for the source instance. For more information, see Apply for a public
endpoint.

3. Add the Classless Inter-Domain Routing (CIDR) blocks of DTS servers to a whitelist  of the source
instance. For more information, see Configure a whitelist  or an ECS security group for an ApsaraDB
for MongoDB instance.

Not e   You can determine the CIDR blocks you need to add based on the region where the
destination instance resides. For more information, see Add the CIDR blocks of DTS servers to
the IP whitelist  of on-premises databases. For example, if  the source instance is in China
(Hangzhou) and the dest ination instance is in China (Shenzhen), add the CIDR blocks of the DTS
servers in China (Shenzhen) to a whitelist  of the source instance.

Procedure
1. Log on to the DTS console with the Alibaba Cloud account to which the dest ination ApsaraDB for

MongoDB instance belongs.

2. 

3. In the upper-right corner of the page that appears, click Migrat e Dat abases  .

4. On the Creat e Migrat ion T ask    page, create a migration task.

i. Configure the source and dest ination databases.
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Section Parameter Parameter

N/A Task Name
The task name that DTS automatically generates. We recommend
that you specify a descriptive name that makes it  easy to identify
the task. You do not need to specify a unique task name.

Source
Database

Instance Type Select ApsaraDB f or MongoDB .

Instance
Region

The region where the source ApsaraDB for MongoDB instance
resides.

MongoDB
Instance ID

The ID of the source instance.

Database
Name

The name of the authentication database. The database account is
created in this database.

Not e   If you want to use the root account, enter admin
in the Database Name field.

Database
Account

The username of the account that is used to connect to the source
instance. For information about the permissions that are required
for the account, see .
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Database
Password

The password of the database account.

Not e   After you specify the information about the
source database, you can click T est  Connect ivit y     next to
Dat abase Password  to check whether the information is
correct. If the information is correct, the Passed message is
displayed. If the information is incorrect, the Failed message
is displayed and you must click Check next to the Failed
message to modify the information.

Destinati
on
Database

Instance Type Select MongoDB Inst ance .

Instance
Region

The region where the destination ApsaraDB for MongoDB instance
resides.

MongoDB
Instance ID

The ID of the destination instance.

Database
Name

The name of the authentication database. The database account is
created in this database.

Not e   If you want to use the root account, enter admin
in the Database Name field.

Database
Account

The username of the account that is used to connect to the
destination instance. For information about the permissions that
are required for the account, see .

Database
Password

The password of the database account.

Not e   After you specify the information about the
destination database, you can click T est  Connect ivit y     next to
Dat abase Password  to check whether the information is
correct. If the information is correct, the Passed message
appears. If the information is incorrect, the Failed message
appears and you must click Check next to the Failed message
to modify the information.

Section Parameter Parameter
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ii. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Warning

If the source or dest ination database instance is an Alibaba Cloud database
instance, such as an ApsaraDB RDS for MySQL or ApsaraDB for MongoDB instance, or
is a self-managed database hosted on Elast ic Compute Service (ECS), DTS
automatically adds the CIDR blocks of DTS servers to the whitelist  of the database
instance or ECS security group rules. For more information, see Add the CIDR blocks
of DTS servers to the security sett ings of on-premises databases. If  the source or
destination database is a self-managed database on data centers or is from other
cloud service providers, you must manually add the CIDR blocks of DTS servers to
allow DTS to access the database.

If  the CIDR blocks of DTS servers are automatically or manually added to the
whitelist  of the database instance or ECS security group rules, security risks may
arise. Therefore, before you use DTS to migrate data, you must understand and
acknowledge the potential risks and take preventive measures, including but not
limited to the following measures: enhance the security of your account and
password, limit  the ports that are exposed, authenticate API calls, regularly check
the whitelist  or ECS security group rules and forbid unauthorized CIDR blocks, or
connect the database to DTS by using Express Connect, VPN Gateway, or Smart
Access Gateway.

After the DTS task is completed or released, we recommend that you manually
detect  and remove the added CIDR blocks from the whitelist  of the database
instance or ECS security group rules.

iii. Configure migration types and the objects to migrate.
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Setting Description

Select
migrati
on
types

If you want to migrate only the existing data in the source instance, select Full Dat a
Migrat ion .

If you want to migrate data without downtime, select Full Dat a Migrat ion   and
Increment al Dat a Migrat ion   .

Not e   If Increment al Dat a Migrat ion    is not selected, do not write data to
the source instance during full data migration. This ensures data consistency
between the source instance and destination instance.

Select
objects
to
migrate

The method to select objects to migrate:

a. Select one or more objects from the Available section.

b. Click  to add the selected objects to the Select ed  section.

Not e

DTS cannot migrate data from the admin or local database.

The objects that you can migrate are databases, collections, and
functions.

By default, after an object is migrated to the destination instance, the
name of the object remains unchanged. If you want to rename an object in
the destination database, you can use the object name mapping feature.
For more information, see Object name mapping.

Specify
whether
to
rename
objects

You can use the object name mapping feature to rename the objects that are migrated
to the destination instance. For more information, see Object name mapping.

Specify
the
retry
time
range
for a
failed
connect
ion to
the
source
or
destinat
ion
databas
e

By default, if DTS fails to connect to the source or destination database, DTS retries
within the following 12 hours. You can specify the retry t ime range based on your
business requirements. If DTS is reconnected to the source and destination databases
within the specified time range, DTS resumes the data migration task. Otherwise, the
data migration task fails.

Not e   When DTS retries a connection, you are charged for the DTS instance.
We recommend that you specify the retry t ime range based on your business
needs. You can also release the DTS instance at your earliest opportunity after the
source and destination instances are released.
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iv. In the lower-right corner of the page, click Precheck.

Not e

Before you can start  the data migration task, DTS performs a precheck. You can
start  the data migration task only after the task passes the precheck.

If  the task fails to pass the precheck, you can click the  icon next  to each failed

item to view details.

After you troubleshoot the issues based on the causes, you can run a
precheck again.

If  you do not need to troubleshoot the issues, you can ignore failed items
and run a precheck again.

v. After the data migration task passes the precheck, click Next .

vi. In the Conf irm Set t ings    dialog box, configure the Inst ance Class  parameter. Then, read and
select  Dat a T ransmission Service (Pay-As-You-Go) Service T erms   .

vii. Click Buy and St art   to start  the data migration task.

5. Configure both the source and dest ination databases.

Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
specify your own task name that helps identify the task. Task names
do not need to be unique.
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Source
Database

Instance Type Select User-Creat ed Dat abase wit h Public IP Address     .

Instance
Region

If you set the instance type to User-Creat ed Dat abase wit h Public  
IP Address , the system automatically specifies Inst ance Region .

Database Type Select MongoDB.

Hostname or IP
Address

Enter the domain name obtained from the public endpoint of the
source instance. For example, enter dds-1udxxxxxxx-
pub.mongodb.rds.aliyuncs.com.

Port Number Enter 3717, which is the service port of the source instance.

Database
Name

Enter the name of the authentication database. It  is the database
where the database account is created.

Not e   If the database account is root, enter admin.

Database
Account

Enter the username of the database account you use to manage the
source database. For more information about the account permission
requirements, see Required database account permissions.

Database
Password

Enter the password of the database account.

Not e   After you specify the source database information,
click T est  Connect ivit y     next to Dat abase Password  to check
whether the information is correct. If the information is correct,
the Passed message is displayed. If the information is incorrect,
the Failed message is displayed, and you must click Check next
to the Failed message to modify the information as prompted.

Instance Type Select MongoDB Inst ance .

Instance
Region

Select the region where the destination ApsaraDB for MongoDB
instance resides.

MongoDB
Instance ID

Select the ID of the destination ApsaraDB for MongoDB instance.

Section Parameter Description
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Destinatio
n
Database

Database
Name

Enter the name of the authentication database. It  is the database
where the database account is created.

Not e   If the database account is root, enter admin.

Database
Account

Enter the username of the database account you use to manage the
destination database. For more information about the account
permission requirements, see Required database account permissions.

Database
Password

Enter the password of the database account.

Not e   After you specify the destination database
information, click T est  Connect ivit y     next to Dat abase
Password to check whether the information is correct. If the
information is correct, the Passed message is displayed. If the
information is incorrect, the Failed message is displayed, and you
must click Check next to the Failed message to modify the
information as prompted.

Section Parameter Description

6. In the lower-right corner, click Set  Whit elist  and Next    .

Not e   The IP addresses of DTS servers are automatically added to a whitelist  of the
destination instance. This ensures that the DTS servers can connect to the dest ination
instance. After the migration is complete, you can remove the IP addresses from the whitelist  if
you no longer need them. For more information, see Configure a whitelist .

7. Configure migration types and migration objects.
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8. 

9. 

10. 

11. View the progress of the migration task.

Full data migration
We recommend that you do not manually stop the task during full data migration. Otherwise, the
data migrated to the dest ination database may be incomplete. You can wait  until the full data
migration task automatically stops.

Incremental data migration
An incremental data migration task does not automatically stop. You must manually stop the
task.

i. Wait  until Increment al Dat a Migrat ion    and T he dat a migrat ion t ask is not  delayed    
appear in the progress bar of the data migration task. Then, stop writ ing data to the source
instance for a few minutes. The latency of increment al dat a migrat ion    may be displayed in
the progress bar.

ii. Wait  until the state of increment al dat a migrat ion    changes to T he migrat ion t ask is not  
delayed again. Then, manually stop the migration task.

References
If  you migrate data to a sharded cluster instance, you can configure data sharding as needed. For more
information, see Configure sharding to maximize the performance of shards.
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This topic describes how to migrate data from an ApsaraDB RDS for MySQL database to a user-created
MySQL database by using Data Transmission Service (DTS). This is applicable to scenarios such as data
analysis and functional test.

Prerequisites
The tables to be migrated from the ApsaraDB RDS for MySQL database contain primary keys or
UNIQUE NOT NULL indexes.

The available storage space of the user-created MySQL database is greater than the total size of the
data in the ApsaraDB RDS for MySQL database.

The version of the user-created MySQL database is the same as that of the ApsaraDB RDS for MySQL
database. This ensures compatibility.

SQL operations that can be synchronized during incremental data
migration

Permissions required for database accounts

Database Permission

ApsaraDB RDS for MySQL database The read permission for the objects to be migrated

User-created MySQL database
The read/write permissions for the objects to be
migrated

For more information about how to create and authorize a database account, see the following
topics:

Create an account for an RDS for MySQL instance and Change the permissions of an account for an
RDS for MySQL instance

Create an account for a user-created MySQL database and configure binary logging for a user-
created MySQL database

Procedure
1. 

2. 

3. 

4. 

11.Migrate from Alibaba Cloud
to a user-created database
11.1. Migrate data from an ApsaraDB
RDS for MySQL database to a user-
created MySQL database
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5. Configure the information about the source and dest ination databases for the data migration task.

Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that
you use an informative name for easy identification. You do not
need to use a unique task name.

Source

Instance Type Select RDS Inst ance .

Instance
Region

Select the region where the source RDS instance resides.

RDS Instance
ID

Select the ID of the source RDS instance.

Database
Account

Enter the database account of the source RDS instance. For more
information about permissions required for the account, see
Permissions required for database accounts.
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Source
Database

Database
Password

Enter the password for the database account.

Not e   After the source database information is
specified, click T est  Connect ivit y     next to Dat abase
Password to verify whether the specified information is
valid. If the specified information is valid, the Passed
message appears. If the Failed message appears, click Check
in the Failed message. Modify the source database
information based on the instructions.

Encryption

Select Non-encrypt ed  or SSL-encrypt ed . If you want to select
SSL-encrypt ed , you must enable SSL encryption for the RDS
instance before configuring the data migration task. For more
information, see Configure SSL encryption for an RDS for MySQL
instance.

Not e   The Encrypt ion  parameter is available only in
mainland China and Hong Kong(China).

Destination
Database

Instance Type Select User-Creat ed Dat abase in ECS Inst ance     .

Instance
Region

Select the region where the ECS instance resides.

ECS Instance
ID

Select the ID of the ECS instance that is connected to the user-
created MySQL database.

Database
Type

Select MySQL.

Port Number
Enter the service port number of the user-created MySQL
database. In this example, enter 3306.

Database
Account

Enter the account of the user-created MySQL database. For more
information about permissions required for the account, see
Permissions required for database accounts.

Database
Password

Enter the password for the account of the user-created MySQL
database.

Not e   After the destination database information is
specified, click T est  Connect ivit y     next to Dat abase
Password to verify whether the specified information is
valid. If the specified information is valid, the Passed
message appears. If the Failed message appears, click Check
in the Failed message. Modify the destination database
information based on the instructions.

Section Parameter Description
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Encryption
Select Non-encrypt ed  or SSL-encrypt ed . In this example, Non-
encrypt ed  is selected.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .

Not e   The CIDR blocks of DTS servers are automatically added to the whitelist  of the
source RDS instance and the inbound rule of the dest ination ECS instance. This ensures that
DTS servers can connect to the source and dest ination instances.

7. Configure migration types and objects.
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Item Description

Migratio
n types

To perform only full data migration, select Schema Migrat ion  and Full Dat a
Migrat ion .

If you want to migrate data without disruptions to your business, select Schema
Migrat ion , Full Dat a Migrat ion  , and Increment al Dat a Migrat ion   .

Not e   If Increment al Dat a Migrat ion    is not selected, do not write data into
the source database during full data migration. This ensures data consistency
between the source and destination databases.

Objects
to be
migrate
d

Select the objects to be migrated in the Available section and click  icon to move them

to the Select ed  section.

Not e

Objects to be migrated can be databases, tables, or columns.

The selected objects are not renamed after the migration by default. If you
want to rename the objects migrated to the destination instance, you can use
the object name mapping feature provided by DTS. For more information, see
Object name mapping.

If you use the object name mapping feature for an object, objects that depend
on the object may fail to be migrated.

8. 

9. 

10. 

11. 

This topic describes how to migrate data from an Apsara PolarDB for MySQL cluster to a user-created
MySQL database by using Data Transmission Service (DTS). This is applicable to scenarios such as data
analysis and functional test.

Prerequisites
The binary logging feature for the Apsara PolarDB for MySQL cluster is enabled. For more information,
see Enable binary logging.

Precautions
DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the loads of the database servers. If  the database performance is

11.2. Migrate data from an Apsara
PolarDB for MySQL cluster to a user-
created MySQL database
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unfavorable, the specificat ion is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and dest ination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilizat ion of the source and dest ination databases is less than 30%.

The source database must have PRIMARY KEY or UNIQUE constraints and all f ields must be unique.
Otherwise, the dest ination database may contain duplicate data records.

During full data migration, concurrent INSERT operations cause fragmentation in the tables of the
destination database. After full data migration is complete, the size of used tablespace of the
destination database is larger than that of the source database.

If  a data migration task fails, DTS automatically resumes the task. Therefore, before you switch your
workloads to the dest ination database, stop or release the data migration task. Otherwise, the data
in the source database overwrites the data in the dest ination database after the task is resumed.

Limits
DTS supports the following types of objects for schema migration: table, view, trigger, stored
procedure, and function.

Not e   During schema migration, DTS changes the value of the SECURITY attribute from  DE
FINER  to  INVOKER  for views, stored procedures, and functions.

DTS does not migrate user information from the source database. After data migration is complete,
if  you want to call a view, stored procedure, or function of the dest ination database, you must grant
the read and write permissions to INVOKER.

Migration types
DTS supports schema migration, full data migration, and incremental data migration. For more
information, see Terms.

Not e   When you migrate data between PolarDB for MySQL clusters, you can select  all of the
supported migration types to ensure service continuity.

Billing

Migration type Task configuration fee Internet traffic fee

Schema migration and full
data migration

Free of charge.
Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
information, see Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

SQL operations that can be synchronized during incremental data
migration
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Operatio
n type

SQL statements

DML INSERT, UPDATE, DELETE, and REPLACE

DDL

ALTER TABLE and ALTER VIEW

CREATE FUNCTION, CREATE INDEX, CREATE PROCEDURE, CREATE TABLE, and CREATE VIEW

DROP INDEX and DROP TABLE

RENAME TABLE

TRUNCATE TABLE

Permissions required for database accounts

Database Permission

Apsara PolarDB for MySQL cluster The read permission for the objects to be migrated

User-created MySQL database
The read/write permissions for the objects to be
migrated

For more information about how to create and authorize a database account, see Create database
accounts and Create an account for an RDS for MySQL instance.

Procedure
1. Log on to the DTS console.

2. In the left-side navigation pane, click Dat a Migrat ion  .

3. At  the top of the Migrat ion T asks   page, select  the region where the dest ination cluster resides.

4. In the upper-right corner of the page, click Creat e Migrat ion T ask   .

5. Configure the source and dest ination databases.
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Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that
you use an informative name for easy identification. You do not
need to use a unique task name.

Source
Database

Instance Type Select PolarDB.

Instance
Region

Select the region where the source PolarDB cluster resides.

PolarDB
Instance ID

Select the ID of the source PolarDB cluster.

Database
Account

Enter the database account for the source PolarDB cluster. For
more information about permissions required for the account, see
Permissions required for database accounts.

Database
Password

Enter the password for the database account.

Not e   After you specify the source database
parameters, click T est  Connect ivit y     next to the Dat abase
Password parameter to verify whether the specified
parameters are valid. If the specified parameters are valid, the
Passed message appears. If the Failed message appears,
click Check next to Failed. Modify the source database
parameters based on the check results.
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Destination
Database

Instance Type Select User-Creat ed Dat abase in ECS Inst ance     .

Instance
Region

Select the region where the ECS instance resides.

ECS Instance
ID

Select the ID of the ECS instance that is connected to the user-
created MySQL database.

Database
Type

Select MySQL.

Port Number
Enter the service port number of the user-created MySQL
database. In this example, enter 3306.

Database
Account

Enter the account for the user-created MySQL database. For more
information about permissions required for the database account,
see Permissions required for database accounts.

Database
Password

Enter the password for the database account.

Not e   After you specify the destination database
parameters, click T est  Connect ivit y     next to the Dat abase
Password parameter to verify whether the parameters are
valid. If the specified parameters are valid, the Passed
message appears. If the Failed message appears, click Check
next to Failed. Modify the destination database parameters
based on the check results.

Encryption
Select Non-encrypt ed  or SSL-encrypt ed . In this example, Non-
encrypt ed  is selected.

Section Parameter Description

6. Click Set  Whit elist  and Next     in the lower-right corner of the page.

Not e   The CIDR blocks of DTS servers are automatically added to the whitelist  of the
source PolarDB for MySQL cluster and the inbound rule of the dest ination ECS instance. This
ensures that DTS servers can connect to the source cluster and dest ination instance.

7. Select  the migration types and the objects to be migrated.
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Setting Description

Select
the
migratio
n types

To perform only full migration, select Schema Migrat ion  and Full Dat a Migrat ion  .

To ensure service continuity during data migration, select Schema Migrat ion , Full
Dat a Migrat ion  , and Increment al Dat a Migrat ion   .

Not e   If Increment al Dat a Migrat ion    is not selected, we recommend that you
do not write data to the source database during data migration. This ensures data
consistency between the source and destination databases.
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Select
the
objects
to be
migrate
d

Select one or more objects from the Available section and click the  icon to move the

objects to the Select ed  section.

Not e

You can select columns, tables, or databases as the objects to be migrated.

By default, after an object is migrated to the destination database, the name
of the object remains unchanged. You can use the object name mapping
feature to rename the objects that are migrated to the destination database.
For more information, see Object name mapping.

If you use the object name mapping feature to rename an object, other
objects that are dependent on the object may fail to be migrated.

Specify
whether
to
rename
objects

You can use the object name mapping feature to rename the objects that are migrated to
the destination instance. For more information, see Object name mapping.

Specify
the retry
time for
failed
connecti
ons to
the
source
or
destinati
on
databas
e

By default, if DTS fails to connect to the source or destination database, DTS retries within
the next 720 minutes (12 hours). You can specify the retry t ime based on your needs. If DTS
reconnects to the source and destination databases within the specified time, DTS resumes
the data migration task. Otherwise, the data migration task fails.

Not e   When DTS retries a connection, you are charged for the DTS instance. We
recommend that you specify the retry t ime based on your business needs. You can
also release the DTS instance at your earliest opportunity after the source and
destination instances are released.

Setting Description
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Specify
whether
to copy
tempora
ry tables
to the
destinati
on
databas
e when
DMS
perform
s online
DDL
operatio
ns on
the
source
table

If you use Data Management (DMS) to perform online DDL operations on the source
database, you can specify whether to migrate temporary tables generated by online DDL
operations.

Yes : DTS migrates the data of temporary tables generated by online DDL operations.

Not e   If online DDL operations generate a large amount of data, the data
migration task may be delayed.

No : DTS does not migrate the data of temporary tables generated by online DDL
operations. Only the original DDL data of the source database is migrated.

Not e   If you select No, the tables in the destination database may be locked.

Setting Description

8. In the lower-right corner of the page, click Precheck.

Not e

Before you can start  the data migration task, a precheck is performed. You can start  the
data migration task only after the task passes the precheck.

If  the task fails to pass the precheck, you can click the  icon next  to each failed item

to view details.

You can troubleshoot the issues based on the causes and run a precheck again.

If  you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

9. After the task passes the precheck, click Next .

10. In the Conf irm Set t ings    dialog box, specify the Channel Specif icat ion   parameter and select
Dat a T ransmission Service (Pay-As-You-Go) Service T erms   .

11. Click Buy and St art   to start  the data migration task.

Schema migration and full data migration
We recommend that you do not manually stop the task during full data migration. Otherwise, the
data migrated to the dest ination database will be incomplete. You can wait  until the data
migration task automatically stops.

Schema migration, full data migration, and incremental data migration
The task does not automatically stop during incremental data migration. You must manually stop
the task.
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Not ice   We recommend that you select  an appropriate t ime to manually stop the data
migration task. For example, you can stop the task during off-peak hours or before you
switch your workloads to the dest ination cluster.

a. Wait  until Increment al Dat a Migrat ion    and T he migrat ion t ask is not  delayed     appear
in the progress bar of the migration task. Then, stop writ ing data to the source database for
a few minutes. The delay t ime of increment al dat a migrat ion    may be displayed in the
progress bar.

b. Wait  until the status of increment al dat a migrat ion    changes to T he migrat ion t ask is  
not  delayed  again. Then, manually stop the migration task.
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This topic describes how to migrate data between user-created Oracle databases by using Data
Transmission Service (DTS). DTS supports schema migration, full data migration, and incremental data
migration. You can select  all of the supported migration types to ensure service continuity.

Prerequisites
The versions of the source and dest ination Oracle databases are 9i, 10g, 11g, 12c, 18c, or 19c.

Not e   To ensure compatibility, make sure the versions of the source and dest ination
databases are the same.

Supplemental logging, including SUPPLEMENTAL_LOG_DATA_PK and SUPPLEMENTAL_LOG_DATA_UI, is
enabled for the source Oracle database. For more information, see Supplemental Logging.

The ARCHIVELOG mode is enabled for the source Oracle database. Archived log files are accessible
and a suitable retention period is set  for archived log files. For more information, see Managing
Archived Redo Log Files.

The available storage space of the dest ination Oracle database is larger than the total size of the
data in the source Oracle database.

Precautions
DTS uses read and write resources of the source and dest ination databases during full data
migration. This may increase the loads of the database servers. If  the database performance is
unfavorable, the specificat ion is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the dest ination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and dest ination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilizat ion of the source and dest ination databases is less than 30%.

The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all f ields must be unique. Otherwise, the dest ination database may contain duplicate data records.

DTS automatically resumes a failed data migration task. Before you switch your workloads to the
destination database, stop or release the data migration task. Otherwise, the data in the source
database will overwrite the data in the dest ination database after the task is resumed.

Billing

12.Migrate between user-
created databases
12.1. Migrate data between user-
created Oracle databases
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Migration type Task configuration fee Internet traffic fee

Schema migration and full
data migration

Free of charge.
Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
information, see Pricing.Incremental data

migration
Charged. For more
information, see Pricing.

Migration types

Migration type Description

Schema migration

DTS migrates the schemas of the required objects to the destination Oracle
database. DTS supports schema migration for the following types of objects:
table, view, synonym, trigger, stored procedure, function, package, and user-
defined type.

Not e   If an object contains triggers, the data between the source and
destination databases will become inconsistent.

Full data migration

DTS migrates historical data of the required objects from the source Oracle
database to the destination Oracle database.

Not e   During schema migration and full data migration, do not perform
DDL operations on the objects to be migrated. Otherwise, the objects may fail
to be migrated.

Incremental data
migration

After full data migration, DTS retrieves redo log files from the source Oracle
database. Then, DTS synchronizes incremental data from the source Oracle
database to the destination Oracle database. Incremental data migration allows
you to ensure service continuity when you migrate data between Oracle databases.

Permissions required for database accounts

Database Schema migration Full data migration
Incremental data
migration

Source Oracle database
The owner permission
on schemas

The owner permission
on schemas

The database
administrator (DBA)
permission

Destination Oracle
database

The owner permission
on schemas

The owner permission
on schemas

The owner permission
on schemas

For more information about how to create and authorize an Oracle database account, see CREATE
USER and GRANT.
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Not ice   If  you want to migrate incremental data from an Oracle database but the DBA
permission cannot be granted to the database account, you can grant fine-grained permissions to
the account. The following sample statements show you how to grant specific permissions to an
Oracle database account.

Procedure
The procedure in this topic uses a user-creat ed dat abase host ed on ECS    as an example. You can
also follow the procedure to configure data migration tasks for other types of user-created Oracle
databases.

1. 

2. 

3. 

4. 

5. Configure the source and dest ination databases for the data migration task.

Section Parameter Description

N/A Task Name
DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.
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Source
Database

Instance Type

Select User-Creat ed Dat abase in ECS Inst ance     .

Not e   If you select other instance types, you must prepare
the environments that are required for the source database. For
more information, see Preparation overview.

Instance
Region

Select the region of the ECS instance on which the source Oracle
database is deployed.

ECS Instance ID
Select the ID of the ECS instance on which the source Oracle database
is deployed.

Database Type Select Oracle.

Port Number Enter the service port number of the source Oracle database.

Instance Type

Non-RAC Inst ance : If you select this option, you must specify the
SID.

RAC Inst ance : If you select this option, you must specify the
Service Name.

Database
Account

Enter the account of the source Oracle database. For more
information about the permissions that are required for the account,
see Permissions required for database accounts.

Database
Password

Enter the password for the source database account.

Not e   After you specify the information about the self-
managed Oracle database, you can click T est  Connect ivit y     next
to Dat abase Password  to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.

Instance Type Select User-Creat ed Dat abase in ECS Inst ance     .

Instance
Region

Select the region of the ECS instance on which the destination Oracle
database is deployed.

ECS Instance ID
Select the ID of the ECS instance on which the destination Oracle
database is deployed.

Database Type Select Oracle.

Port Number Enter the service port number of the destination Oracle database.

Section Parameter Description
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Destinatio
n
Database

Instance Type

Non-RAC Inst ance : If you select this option, you must specify the
SID.

RAC Inst ance : If you select this option, you must specify the
Service Name.

Database
Account

Enter the account of the destination Oracle database. For more
information about the permissions that are required for the account,
see Permissions required for database accounts.

Database
Password

Enter the password for the destination database account.

Not e   After you specify the information about the RDS
instance, you can click T est  Connect ivit y     next to Dat abase
Password to check whether the information is valid. If the
information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

Section Parameter Description

6. In the lower-right corner of the page, click Set  Whit elist  and Next    .

7. Select  the migration types and objects to be migrated.
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Paramet
er

Description

Migratio
n Types

To perform only full data migration, select Schema Migrat ion  and Full Dat a
Migrat ion .

To migrate data with minimal downtime, select Schema Migrat ion , Full Dat a
Migrat ion , and Increment al Dat a Migrat ion   .

Not e   If Increment al Dat a Migrat ion    is not selected, do not write data into
the source Oracle database during full data migration. This ensures data consistency
between the source and destination databases. For more information about migration
types, see Migration types.
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Objects

Select objects from the Available section and click the  icon to move the objects to

the Select ed  section.

Not e

You can select columns, tables, or databases as the objects to be migrated.

After an object is migrated to the destination Oracle database, the name of
the object remains the same as that in the source Oracle database. You can
change the names of the objects that are migrated to the destination Oracle
database by using the object name mapping feature. For more information
about how to use this feature, see Object name mapping.

If you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

Paramet
er

Description

8. 

9. 

10. 

11. 
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