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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.Data migration procedure list

The data migration mode migrates data between data stores. This mode is typically used for one-time
migrations that require minimized downtimes. The data migration mode also provides transform, and
load (ETL) features such as object name mapping and data filtering. The data migration mode allows
you to migrate eitherinto or out of Alibaba Cloud.

@ Note Formore information about the supported sources and targets, see Supported sources
and targets

Scenario Source database Topics

Migrate data from a user-created MySQL database to
an ApsaraDB RDS for MySQL instance

Migrate data from a user-created MySQL database
connected over Express Connect, VPN Gateway, or
Smart Access Gateway to an ApsaraDB RDS for MySQL
database

Migrate data from a user-created MySQL database
connected over Express Connect, VPN Gateway, or
Smart Access Gateway to an ApsaraDB RDS for MySQL
instance across Alibaba Cloud accounts

MySQL

Migrate data from a user-created MySQL database to
an Apsara PolarDB for MySQL cluster

Migrate data from a user-created MySQL database to a
DRDS instance

Migrate incremental data from a user-created SQL
Server database to an ApsaraDB RDS for SQL Server
instance

SQL Server
Migrate full data from a user-created SQL Server
database to ApsaraDB RDS for SQL Server

Migrate data from a user-created Oracle database to
an ApsaraDB RDS for MySQL instance

Migrate data from a user-created Oracle database to a
DRDS instance
Oracle
Migrate data from a user-created Oracle database to
an ApsaraDB RDS for PPAS instance
Migrate data from a user-
created database to Migrate data from a user-created Oracle database to a
Alibaba Cloud PolarDB cluster compatible with Oracle

Migrate incremental data from a user-created
PostgreSQL database (version 10.71 to 12) to an
ApsaraDB RDS for PostgreSQL instance
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Source database
PostgreSQL

Scenario

Redis

MongoDB

TiDB

Db2

Amazon RDS

Migrate data from a third-
party cloud to Alibaba
Cloud

Amazon Aurora

Amazon RDS for
SQL Server

Topics

Migrate incremental data from a user-created
PostgreSQL database (version 9.4 to 10.0) to an
ApsaraDB RDS for PostgreSQL instance

Migrate full data from a user-created PostgreSQL
database to an ApsaraDB RDS for PostgreSQL instance

Migrate data from a user-created Redis database to an
ApsaraDB for Redis instance

Migrate user-created standalone MongoDB databases
to Alibaba Cloud by using DTS

Migrate the replica set of a user-created MongoDB
database to ApsaraDB for MongoDB by using DTS

Migrate the user-created sharded MongoDB database
to ApsaraDB for MongoDB by using DTS

Migrate incremental data from a user-created TiDB
database to an ApsaraDB RDS for MySQL instance

Migrate full data from a user-created TiDB database to
an ApsaraDB RDS for MySQL instance

Migrate data from a user-created Db2 database to an
ApsaraDB RDS for MySQL instance

Migrate data from an Amazon RDS for MySQL instance
to an ApsaraDB RDS for MySQL instance

Migrate data from an Amazon RDS for Oracle database
to an ApsaraDB RDS for MySQL database

Migrate full data from an Amazon RDS for Oracle
database to an ApsaraDB RDS for PPAS database

Migrate full data from an Amazon RDS for PostgreSQL
database to an ApsaraDB RDS for PostgreSQL database

Migrate data from an Amazon Aurora MySQL database
to an ApsaraDB RDS for MySQL database

Migrate data from an Amazon Aurora MySQL database
to a PolarDB for MySQL database

Migrate full data from an Amazon Aurora PostgreSQL
database to an ApsaraDB RDS for PostgreSQL database

Migrate full data from an Amazon RDS for SQL Server
database to an ApsaraDB RDS for SQL Server database
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Scenario

Migrate data between the
same Alibaba Cloud
account

Migrate data across
Alibaba Cloud accounts

Migrate data from Alibaba
Cloud to a user-created
database

Migrate data between
user-created databases

Source database
RDS instance

ApsaraDB RDS for
MySQL instance

ApsarabDB RDS for
MariaDB TX
instance

Apsara PolarDB for
MySQL cluster

ApsaraDB for
MongoDB instance

ApsaraDB for RDS
instance

ApsaraDB for
PolarDB cluster

ApsaraDB for
MongoDB instance

ApsaraDB RDS for
MySQL instance

ApsarabDB RDS for
SQL Server

instance

Apsara PolarDB for
MySQL

Oracle

Topics
Migrate data between RDS instances

Migrate data from an ApsaraDB RDS for MySQL instance
to an Apsara PolarDB for MySQL cluster

Migrate data from an ApsaraDB RDS for MariaDB T X
instance to an ApsaraDB RDS for MySQL instance

Migrate data between Apsara PolarDB for MySQL
clusters

Migrate data from an Apsara PolarDB for MySQL cluster
to an ApsaraDB RDS for MySQL instance

Migrate data from a standalone MongoDB instance to a
replica set or sharded cluster instance

Migrate data from a replica set MongoDB instance to a
sharded cluster instance

Migrate the data of an ApsaraDB for MongoDB instance
across regions

Migrate data between RDS instances across Alibaba
Cloud accounts

Migrate data between Apsara PolarDB for MySQL
clusters across Alibaba Cloud accounts

Migrate data between ApsaraDB for MongoDB
instances created by different Alibaba Cloud accounts

Migrate data from an ApsaraDB RDS for MySQL
database to a user-created MySQL database

Migrate incremental data from an ApsaraDB RDS for
SQL Server database to a user-created SQL Server

database

Migrate data from an Apsara PolarDB for MySQL cluster
to a user-created MySQL database

Migrate data between user-created Oracle databases
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2.ETL features
2.1. Data type conversion

For a heterogeneous migration, Data Transmission Service converts columns to data types supported
by the target database engine. The following tables list the mappings of source and target types for
supported migration paths.

TiDB-to-MySQL

Source: a user-created TiDB database

Target: a user-created MySQL database, an ApsaraDB RDS for MySQL database, or an ApsaraDB for

PolarDB database

TiDB data type

MySQL data type

BIGINT BIGINT
BINARY BINARY

BIT BIT

BOOL\ BOOLEAN TINYINT

CHAR CHAR

DATE DATE

DATET IME DATETIME

DECIMAL DECIMAL

DOUBLE DOUBLE

ENUM ENUM

FLOAT FLOAT

INT INT

INTEGER INTEGER

JSON JSON
MEDIUMBLOB/LONGBLOB MEDIUMBLOB/LONGBLOB

TINYBLOB/BLOB/

TINYBLOB/BLOB/

MEDIUMINT MEDIUMINT
SET SET
SMALLINT SMALLINT

11
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TiDB data type MySQL data type
TEXT /LONGT EXT TEXT /LONGT EXT
TIME TIME

TIMEST AMP TIMEST AMP
TINYINT TINYINT
VARBINARY VARBINARY
VARCHAR VARCHAR

YEAR YEAR

Oracle-to-MySQL

Source: a user-created Oracle database

Target: a user-created MySQL database, an ApsaraDB RDS for MySQL database, or an ApsaraDB for
PolarDB database

Oracle data type MySQL data type
varchar2(n [char/byte]) varchar(n)
nvarchar2[(n)] national varchar[(n)]
char[(n [byte/char])] char[(n)]

nchar[(n)] national char[(n)]
number[(p[,s])] decimal[(p[,s])]
float(p)] double

long longtext

date datetime
binary_float decimal(65,8)
binary_double double
timestamp[(fractional_seconds_precision)] datetime[(fractional_seconds_precision)]

timestamp|(fractional_seconds_precision)Jwith . . L
. Pl - P ) datetime[(fractional_seconds_precision)]
localtimezone
timestamp|(fractional_seconds_precision)]with . . ..
. Pl - P ) datetime[(fractional_seconds_precision)]
localtimezone

clob longtext
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Oracle data type

nclob

blob

raw

long raw

bfile

interval year(year_precision) to month
interval day(day_precision)to

second[(fractional_seconds_precision)]

® Note

MySQL data type
longtext
longblob
varbinary(2000)
longblob

Not supported

Not supported

Not supported

e A CHAR column with a length greater than 255 bytes is converted to the varchar(n) type.

e Datatypes such as BFILE, INTERVAL YEAR TO MONTH, and INTERVAL DAY TO SECOND in Oracle
databases are not supported in MySQL databases. They cannot be converted to data types
supported by the destination database during schema migration.

The schema migration fails if the table to be migrated contains unsupported data types.
You must make sure that these unsupported columns are excluded fromthe objects to be

migrated.

e The TIMESTAMP WITH TIME ZONE and TIMESTAMP WITH LOCAL TIME ZONE data types in
Oracle databases contain time zone information. However, the timestamp data type of
MySQL databases does not contain time zone information. Therefore, DTS translates the
time values of these data types into UTC time before transferring themto the target

database.

Oracle-to-DRDS

Source: a user-created Oracle database

Target: a database created on a DRDS instance
Oracle data type
varchar2(n [char/byte])
nvarchar2[(n)]

char[(n [byte/char])]

DRDS data type
varchar(n)
national varchar[(n)]

char[(n)]

nchar[(n)] national char[(n)]
number[(p[,s])] decimal[(p[,s])]
float(p)] double
13 > Document Version: 20220617
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Oracle data type DRDS data type
long longtext

date datetime
binary_float decimal(65,8)
binary_double double

timestamp[(fractional_seconds_precision)] datetime[(fractional_seconds_precision)]
ti t fractional d isi ith

|mes.amp[( ractional_seconds_precision)jwi datetime[(fractional_seconds_precision)]
localtimezone

timestamp|(fractional_seconds_precision)]with

. datetime[(fractional_seconds_precision)]
localtimezone

clob longtext
nclob longtext
blob longblob
raw varbinary(2000)
long raw longblob
bfile Not supported
interval year(year_precision) to month Not supported

interval day(day_precision)to

N
second[(fractional_seconds_precision)] ot supported

® Note

e A CHAR column with a length greater than 255 bytes is converted to the VARCHAR(n) type in
the DRDS database.

e The TIMESTAMP WITH TIME ZONE and TIMESTAMP WITH LOCAL TIME ZONE types in Oracle
databases contain time zone information. However, the timestamp data type of DRDS
databases does not contain the time zone information. Therefore, DTS translates the time
values of these data types into UTC time before transferring themto the target database.

Oracle-to-PPAS

Source: a user-created Oracle database

Target: an ApsaraDB RDS for PPAS database
Oracle data type PPAS data type

varchar2(n [char/byte]) varchar2[(n)]

> Document Version: 20220617 14
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Oracle data type
nvarchar2[(n)]
char[(n [byte/char])]
nchar[(n)]
number[(p[,s])]
float(p)]

long

date

binary_float
binary_double
timestamp[(fractional_seconds_precision)]

timestamp[(fractional_seconds_precision)]with
time zone

timestamp|(fractional_seconds_precision)]with
local time zone

clob

nclob

blob

raw

long raw

bfile

interval year(year_precision) to month

interval day(day_precision) to
second[(fractional_seconds_precision)]

PPAS data type
nvarchar2[(n)]
char[(n)]
nchar[(n)]
number[(p[,s])]
double precision
long

date

real

double precision
timestamp[(fractional_seconds_precision)]

timestamp[(fractional_seconds_precision)]with time
zone

timestamp|(fractional_seconds_precision)]with time
zone

clob

nclob

blob

raw(size)

long raw

Not supported

interval year to month

interval day to second[(fractional_seconds_precision)]

@ Note The TIMESTAMP [(fractional seconds_precision)] WITH LOCAL TIME ZONE data type in
Oracle databases is not supported in ApsaraDB RDS for PPAS databases. DTS translates the time
values of these data types into UTC time before storing them as the TIMESTAMP

[(fractional seconds_precision)] WITH TIME ZONE data type of the target instance.

2.2. Object name mapping

15
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Data Transmission Service (DTS) allows you to configure name mappings between source and target
columns, tables, or databases that have different names. You can either define one-to-one mappings
forindividual objects or specify renaming rules to rename multiple objects at a time.

Limits

MongoDB supports only database name mapping and table name mapping.

Configure name mappings for individual databases, tables, and
columns

1. Create a data migration task.

2. Inthe Configure Migration Types and Objects step, select the required objects into the
Selected list, move the pointer over a database ortable, and then click Edit next to the object.

2.Configure Migration Types and Objects

*  Migration Types: Schema Migration Full Data Migration Incremental Data Migration

scenarios. Typical scenarios include migrating data to the cloud, scaling and sharding databases, and migrating data

n real time, use the data synchronization feature

Avzilable Selected
Learn more.
If you search globally, please expand the Q
Q

5] distestdata

] v Tables dtstestdata (20bjects)

Views customer

Functions order

Procedures >
sys

<
Select All
Remove All
*Name batch change: ® MNo Yes

m Cancel Previous Save

3. Inthe dialog box that appears, specify a name for the object in the target instance.

® Note

o If the source ortarget database is a user-created MySQL database, ApsaraDB RDS for
MySQL, or Apsara PolarDB for MySQL, you can specify the data definition language (DDL)
and data manipulation language (DML) operations that you want to replicate to the
target database.

o If different sets of operations are selected for database name mapping and table name
mapping, the operations that are selected for table name mapping take precedence.

o Database name mapping
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Inthe Edit Database Name dialog box, enter the database name that you want to use inthe
target database system.

Edit Database Name

Information: After you edit the source database name, the name of the destination database is

also updated. |
| Source Datzbase Name:dtstestdata

* DatabaseName: | dtstestdatanew|

DML and DDL
Statement
Filtering Select DDL or DML statements.

DML Filter: insert update [v] delete
Table: create alter [w] drop rename [w] truncate
View: create alter [w] drop
Procedure: create alter [w] drop
Trig&Func: create trigger [v] drop trigger [w] create function drop function
Index: create drop

o Table name mapping
Inthe Edit Table dialog box, enter the table name that you want to use in the target database.
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Edit Table

Information: After you edit the table or column name in the source database, the

corresponding table or column nam™— o ~so updated.
| Source Table Name:customer |

* Table Name: | customernew

DTS supports the WHERE clause in SQL
Filter: | statements. Only data that meets the WHERE

clause can be migrated to the destination

DML and DDL
Statement
Filtering Select DDL or DML statements.

DML Filter: insert [w] update [v] delete
Table: create [w] alter [v] drop rename [v] truncate
View: create [w] alter [w] drop
Procedure: create [w] alter [v] drop
Trig&Func: create trigger [w] drop trigger [v] create function drop function
Index: create [w] drop

o Column name mapping
Inthe Edit Table dialog box, enter a new name for each column.

Select

i EToLETE | Source Column Name:address |
addressnew varchar(32)
id int{11)
name varchar{32)

@ Note Inthis step, you can clear the selection for columns that you do not want to
migrate.
4. Click OK.

5. Complete other configurations and continue to create a task.

Configure name mappings for multiple tables and columns at a time
1. Create a data migration task.

2. Inthe Configure Migration Types and Objects step, select the required objects into the
Selected list.
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@ Note If the last object in your selection is a database, you cannot configure name
mapping for tables or columns by using the Name batch change setting.

3. Inthe lower part of the page, set the Name batch change setting to Yes, and then click
Advanced Settings.

2.Configure Migration Types and Objects

* Migration Types: [v] Schema Migration [+ Full Data Migration ["]Incremental Datz Migration

nation instance.
and Incremental Data Migration.

Available Selected
Learn more.
If you search globally, please expand Q

apitestdata Q
characterset_testdata distestdata (20bjects)
custm_info customer
dmtestl order
dts 5
dtstestdata

Tables <

child

parent
tabledd|
Views
1 Functicns
Procedures

Select All o
Remove All

*Name batch No ® Yes
change:

Cancel Pravious Advanced Settings Save Precheck

4. Inthe Advanced Settings step, create renaming rules for tables and columns as follows:

i. Forthe Choice Range setting, select the scope of objects to which you want to apply the
renaming rules. To select all objects, select All. To select specific objects, select Section, and
then enter keywords to search for the desired databases (the text box inthe left) and tables
(the text box in the right).

ii. Forthe Selection Rules setting, select a renaming pattern fromthe drop-down list, and enter
the corresponding naming element in the text box. The available renaming patterns include
commonly used patterns, such as prefixing and suffixing.

ii. ClickAdd Modification Rules.

® Note Youcan repeat stepsiand iito add more rules for different tables.
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iv. ClickPreview to verify that the objects are renamed to the target names as expected.

In this task, 3 total of 1 libraries and 2 tables are selected, and multiple rule conditions can be edited for name modification:

Choice @ Section

All(All library entries)
Range:

Source instance library

Source instance table

Atotal of 1 libraries 2 tables that meet the above conditions

Selection | Change Name v

Change Name:
Rules:

Mame

Add Modification Rules

Modify Rulesi: Table Name(customer}Add Prefix:test_,Suffix: X Modify Rules2: Table Name(order)Change Name: neworder

Overall Preview Partial Preview

Destination Data

ase(Click on the name below to edit directly)
distestdata (2) dtstestdata Batch Change Table Name
customer test_customer Column Name Modification
order

neworder Column Name Modification

Cancel Previous Save

v. Onthe Partial Preview tab, click the icon next to the database name in the Destination

Database section, and then click Column Name Modification.

vi. Configure renaming rules for column names, and then click OK.
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Column selection and column name changes

customer table 3 columns

Filter:

So

rce instance colum

Search

I

Name Added Suffix v Prefix:

Modify Rules 1: Table Namecustomer_Column MameAdd Prefix: test ,Suffix: X
Original list name Type Target column name
zddress varchar(32) test_address

@)

name

Note

int(11)

varchar(32)

test_id

test_name

m By default, a renaming rule applies to all column names. You can search fora
specific column name and modify the renaming rule. To do this, enter the column
name in the search box, and then click Search.

m Inthe dialog box, you can specify conditions to filter data.

vii. Click OK.
5. Click Precheck.

6. Complete other configurations and continue to create atask.

2.3. Data filtering

You can use SQL-like queries to filter the source table to migrate only records that match certain
conditions. For example, you can migrate records that were created within a time range or split a table

into multiple smaller tables.

Procedure

1. Create a data migration task.

2. Inthe Configure Migration Types and Objects step, select the required objects into the

21
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Selected list, move the pointer over a database ortable, and then click Edit next to the object.

2.Configure Migration Types and Objects

*  Migration Types: Schema Migration Full Data Migration Incremental Data Migration

rt-term migration scenarios. Typical scenarios include migrating data to the doud, scaling and sharding databases, and migrating data
Stack databases

data synchronization in real time, use the data synchronization feature.

Available

Selected (To edit an object name or its filter, hover over the object and click
Edit.) Learn more.
If you search globally, please expand the Q
Q
=] dtstestdata
[=] i Tables dtstestdata (20bjects)
Views =i customer
Functions =| order
Procedures >
sYs
£
Select all
Remove All
*Name batch change: ® No O Yes

formation:

m Cancel Previous Save

3. Inthe Filter text area, enter a filter expression.

o Forrelational databases, such as MySQL and SQL Server, use a SQL condition.
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Edit Table

Information: After you edit the table or column name in the source database, the
corresponding table or column name in the destination database is also updated.

* Table Name: | customer

orderid=100
&

Select

All Column Name Type

address varchar(32)

orderid int{11)

name varchar{32)
@ Note

m The filter expression follows the syntax of the WHERE clause of most SQL languages.
Do not include WHERE in the filter expression. The following operators are supported:
=, !'=, < ,and > .Forexample, orderid>100

m You can use apostrophes (') around object names for clearer delimitation. For
example, address in('sandiego', 'tokyo')

o For NoSQL databases, such as MongoDB, sue a JSON-formatted condition.
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Edit Collection Name

Information: If a collection name in the source database is edited, the corresponding
collection name in the destination database is also updated.

* Collection
Name: | customer

{id":{%at:"52b64e55dc4449b7ba3d1183a0ea171b"
Filter:

o

@ Note Youcan specify a JSON-formatted condition. For example, enter {"id": {Sgt:"5
2b64e55dc444907ba3d1183a0eal71b"}}  to migrate only records with an ID greater than this
value.

4. ClickVerify to verify that the specified expression is valid.

@ Note
o If the syntax is valid, you receive an Information message that the validation is passed.

o If the syntax is invalid, you receive an Error message that indicates the error in your
expression. In this case, correct the filter expression and verify it again.

5. Click OK.

6. Complete other configurations and continue to create atask.
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3.Throttling

3

.1. Configure throttling for full data

This topic describes how to modify the transmission rate of full data migration in the Data Transmission

Service (DTS) console. You can set the data transmission rate to apply throttling so that the data
migration workloads do not overload your source database and disrupt your normal operations.

Procedure

1.

8.

Log onto the DTS console.

. Inthe left-side navigation pane, click Data Migration.

2
3.
4

On the Migration T asks page, clickthe ID of the target instance.

. At the top of the Migration Tasks page, select the region where the target instance resides.

Data Transmission Se... Migration Tasks  singapore e/ \=NGELlr WDE China (Shanghai) China (Qingdao) China (Bejing)  China (Shenzhen) Hong Kong  US (Silicon Valley)  US (Virginia)  UAE (Dubai)
Germany (Frankfurt) ~ Malaysia (Kuala Lumpur) ~ China (Hohhot)  Australia (Sydney) India (Mumbai) UK (London) Japan (Tokyo) Indonesia (Jakarta)
Overview
i Refresh

Data Migration

In the left-side navigation pane, click Performance Monitoring > Full Data Migration
Performance.

. Inthe upper-right corner of the page, click Adjust full migration rate.

. Change the transmission rates.

Adjust full migration rate

Limit full migration rate? ® Yeg No

The per second rate of Adjusted
queries to the original libra to

L

00

per Adjusted
second RPS to

o0

5]

Adjusted
per second to | 20

@ Note Youcanclickthe question mark = icon next to The current full migration rate

is to view the current values of these throttling parameters.

Click OK.

25
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4.Migration task management

4.1. View the progress of a data
migration task

This topic describes how to view the progress of a data migration task in the Data Transmission Service
(DTS) console. A task defines configurations for a data replication workload, such as the connections to
the source and target data stores. You can also view the task status to track the progress of your
replication workloads. A data migration task consists of several phases, namely schema migration, full
data migration, and incremental data migration.

Procedure

1.
2.
3.

Logontothe DTS console.
In the left-side navigation pane, click Data Migration.

At the top of the Migration Tasks page, select the region where the target instance resides.

Data Transmission Se... Migration Tasks  singapore o ERGENr DN China (Shanghai) China (Qingdao) China (Beijing) ~ China (Shenzhen) Hong Kong  US (Silicon Valley)  US (Virginia) ~ UAE (Dubai)

Germany (Frankfurt) ~ Malaysia (Kuala Lumpur) ~ China (Hohhot) ~ Australia (Sydney) India (Mumbai) UK (London) Japan (Tokyo) Indonesia (Jakarta)
Overview
2 Refresh

Data Migration

. Onthe Migration T asks page, clickthe ID of the target instance.

. Depending on the migration phase, only relevant details are displayed. Perform the following

operations accordingly:
o View the details of schema migration.

a. Inthe left-side navigation pane, choose Migration Details > Schema Migration.
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b. Clickthe tab that indicates a type of schema object to view the migration details. For
example, click Tables to view the migration details of tables. You can search forthe
migration details of a specific object by specifying the object name.

Configure Task
& Search: | Search by object name. Search
¥ Migration Details
Tables o Views Sequences Functions User Defined Types Rule Domains Operators Agaregates Extensions
Schema Migration
Full Data Migration Object Nam Source D D T Status Actions
) View CREATE Syntax  View Foreign
Incremental Data Mig... order testschema testschema Completed Key of Indexs
b Performance Monitorl...  — Object Type Status Actions
Configure Monitoring... thl_user_pkey Constraint Completed View CREATE Syntax

Task Log

View CREATE Syntax = View Foreign
customer testschema testschema Completed Key of Index:

Total: 2 item{s). Per Page: 20 item(s) « s

@ Note YoucanclickView Creation Syntax or choose View Index Foreign Keys

> View Creation Syntax inthe Actions column to view the CREATE statement of the
object.

View CREATE Syntax

CREATE TABLE "testschema"."customer” {
"id" integer NOT MULL,
"user_id" bigint,
"user_name" character varying(64),
"create_time" timestamp(6) with time zone DEFAULT dock_timestamp()

Close

o View the details of full data migration
a. Inthe left-side navigation pane, click Migration Details > Full Data Migration.

b. View the migration details of each object or search for the migration details of a specific
object by specifying the object name.

Configure Task
! Search: | Search by object

ame. Search

¥ Migration Details

Object Name Source Database Destination Estimated Keys Completed Time Consumed (Seconds; Status Actions
Schema Migration

order testschema testschema 1000000 1000000 20Minutes365econds Completed
Full Data Migration

customer testschema testschema 10000 10000 435econds Completed

Incremental Data Mig...

» Performance Monitori...

Total: 2 item(s), Per Page: 20 item(s) & - >

Configure Monitoring...

Task Log
o View the details of incremental data migration

a. Inthe left-side navigation pane, choose Migration Details > Incremental Data
Migration.
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b. View the migration details of each object or search for the migration details of a specific
object by specifying the object name.
Configure Task Search: S

~ Migration Details

Schema Migration

order testschema.testschema testschema.testschema The migration task is not delayed.
Full Data Migration

customer testschema.testschema testschema.testschema The migration task is not delayed.
Incremental Data Mig...

» Performance Monitori... = Total: 2 item(s). Per Page: 20 item(s

Configure Monitoring...

Task Log

References

You can check performance metrics of the full data migration phase, such as bandwidth, records per
second (RPS), read/write response times, and network latency. For more information, see View the
connection state and performance of full data migration

You can check performance metrics of the full data migration phase, such as nhumber of migrated
rows, bandwidth, and data transmission rate. For more information, see View the connection status
and performance of incremental data migration.

4.2. View performance metrics of full
data migration

This topic describes how to view the performance metrics of the full data migration phase in the Data
Transmission Service (DTS) console. DTS provides various performance metrics for the full data
migration phase, including bandwidth, records per second (RPS), read/write response time, and network

latency.
Procedure
1. Logontothe DTS console.
2. Inthe left-side navigation pane, click Data Migration.
3. At the top of the Migration Tasks page, select the region where the destination instance resides.
Data Transmission Se... Migration Tasks  Singapore China (Shanghai) ~ China (Qingdao) China (Beijing) China (Shenzhen) Hong Kong  US (Silicon Valley)  US (Virginia)  UAE (Dubai)
Germany (Frankfurt) Malaysia (Kuala Lumpur)  China (Hohhot) Australia (Sydney) India (Mumbai) UK (London) Japan (Tokyo) Indonesia (Jakarta)
Overview
Z Refresh
Data Migration
4. Onthe Migration Tasks page, clickthe ID of the target instance.
5. Inthe left-side navigation pane, click Perf ormance Monitoring > Full Data Migration
Performance.
6. Select atime range to display the performance profile of full data migration.
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Read traffic: The amount of data that DTS
reads from the source instance to synchronize,

in Mb/s
Full Data Migration Pg Adjust full migration rate
Write traffic: The amount of data written to the

target instance by DTS in Mb/s
Select Range: 2

=]

Indicator judgment: i

1. When the difference between read and write ) . _
traffic is large, you can view the performance of Indicator Meaning Indicator Meaning

one side of the poor performance of the

instance. (Mbit/s) Source, Target Instance RPS
1.25
2. When the target side write traffic is low and 3
the target instance RPS is constant on the RPS
of the current DTS instance, the DTS
specification needs to be upgraded to avoid !
delay increase.
0.75
0
0.5
0.25 E
’ @
10:01:10 10:01:12 10:01:14 10:01:18 10:01:18 10:01:20 10:01:22 10:01:2 10:01:1010:01:12 10:01:14 10:01:16 10:01:18 10:01:20 10:01:22

@ Note Movethe pointer over the Indicator Meaning button in the upper-right corner of
a chart to view the description of performance metrics.

4.3. View performance metrics of
incremental data migration

This topic describes how to view the performance metrics of the incremental data migration phase in
the Data Transmission Service (DTS) console. DTS provides various performance metrics for the
incremental data migration phase, including migrated rows, bandwidth, and migration performance

(QPS).

Procedure

1.
2.

Log onto the DTS console.

In the left-side navigation pane, click Data Migration.

. At the top of the Migration Tasks page, select the region where the destination instance resides.

Data Transmission Se... Migration Tasks  Singapore [Qei\CXGELNr WDE China (Shangha) China (Qingdao) China (Befjing)  China (Shenzhen) Hong Kong  US (Silicon Valley)  US (Virginia) ~ UAE (Dubai)

Germany (Frankfurt)  Malaysia (Kuala Lumpur)  China (Hohhot) ~Australia (Sydney) India (Mumbai) UK (London) Japan (Tokyo) Indonesia (Jakarta)
Overview

= Refresh
Data Migration

. Onthe Migration T asks page, clickthe ID of the target instance.

. Inthe left-side navigation pane, click Perf ormance Monitoring > Incremental Data Migration

Performance.

. Select atime range to view the trend charts for the performance of incremental data migration.
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< rati

Configure Task
Incremental Data Migration Performance

¥ Migration Details

Select Range: 2019-08-29 13:45 - 2019-08-20 13:43 =
Full Data Migration
Incremental Data Mig... Migrated Rows
30.000
~ Performance Monitori...
Full Data Migration ... 25.000
Incremental Data Mig... 20.000
Configure Monitoring... = 5.000
Task Log 0.000
5,000
o -
12:41:00 24118 2:41:30 13:41:45 12:42:00 13:42:15 13:42:30 2:42.45 2:43:00 13:43:15

Migrated Rows
Performance metrics

Performance _
. Description
metric

. The total number of incremental data records that are migrated to the destination
Migrated rows

database.
Bandwidth The bandwidth between the data writing module and the data pulling module.
(MBIt/s) Unit: MBit/s.
Migrati
'gration The number of data records that are migrated to the destination database per
performance second
(QPs) '

4.4. Restart a failed data migration
task

This topic describes how to restart a failed data migration task. You can performthis operation if your
data migration task is in the Migration Failed status during the schema migration or full data migration
phase.

Restart a migration task that failed during schema migration
The task may fail during schema migration due to various causes. A typical cause is that unsupported
data types are included in the migration task.

1. Logontothe DTS console.
2. Inthe left-side navigation pane, click Data Migration.

3. At the top of the Migration Tasks page, select the region where the destination instance resides.

Data Transmission Se... Migration Tasks  Singapore [R@NENGERNEIVDN China (Shanghai)  China (Qingdao) ~China (Beiiing)  China (Shenzhen) Hong Kong  US (Silicon Valley)  US (Virginia) ~ UAE (Dubai)

Germany (Frankfurt)  Malaysia (Kuala Lumpur)  China (Hohhot)  Australia (Sydney) India (Mumbai) UK (London) Japan (Tokyo) Indonesia (Jakarta)
Overview
2 Refresh
Data Migration
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4. Use one of the following methods to resolve the issues with the failed task:
o Method 1

a. Find the target task and click View Cause and Rectify.

Task ID/Name: Status: Migration Failed|View Cause and Rectify
Start Tas| lew Details Duplicate Task Uparade Configure Monitoring and Alerting

b. Fix the issue based on the cause of failure that is displayed in the View Cause and Rectify
message. For example, you have to modify table definitions of the source database to
convert the columns into supported data types.

c. ClickRestart Task.
o Method 2
a. Clickthe ID of the target task.
b. Inthe left-side navigation pane, choose Migration Details > Schema Migration.

c. Onthe Schema Migration page, find the object that causes the migration failure and click
Rectify inthe Status column.

< m -

Confi Task
onfigure Tasl Search: Search

4

Migration Details

Tables Views Functions Procedures
Schema MigrdffanRectify)
Full Data Migration

View CREATE Syntax = View Foreign

Incrementzl Data Mig... order distestdata dstestdata Ignore Key of Index

Performance Monitori...
Total: 1item(s), Per Page: 20 item(s)

Configure Monitoring... =

d. Fixthe issue based on the cause of failure that is displayed in the Rectify dialog box. For
example, you have to modify table definitions of the source database to convert the
columns into supported data types.

e. ClickRectify.

@ Note

m [f the failure is not fixed, the Rectify dialog box does not close and shows the
cause of failure. You must continue troubleshooting based on the cause of
failure until all issues are resolved.

m [f the troubleshooting is successful, the Schema Migration page appears and
the status of the object changes to Finished.

5. If no objects are in the Failed status, DTS proceeds with the data migration task, for example,
entering the full data migration process.
Fix a migration task that failed during full data migration
1. Logontothe DTS console.
2. Inthe left-side navigation pane, click Data Migration.

3. At the top of the Migration Tasks page, select the region where the target instance resides.
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Data Transmission Se... Migration Tasks  Singapore [R@INENGENNEIVDE China (Shanghai)  China (Qingdao) ~China (Beiiing)  China (Shenzhen) ~Hong Kong  US (Silicon Valley)  US (Virginia)  UAE (Dubai)

Germany (Frankfurt)  Malaysia (Kuala Lumpur)  China (Hohhot)  Australia (Sydney) India (Mumbai) UK (London) Japan (Tokyo) Indonesia (Jakarta)
Overview
2 Refresh
Data Migration

4. Find the target task and click View Cause and Rectify.
DTS allows you to fix a task that fails during full data migration due to the following reasons.

@ Note If ataskfails during full data migration due to other reasons, DTS provides only the
Ignore option. The object that causes the failure is not migrated to the target database.

o The connectionto the source ortarget database failed or timed out.
Troubleshoot the issue, make sure that the connection is successful, and then click Restart
T ask.

o The storage space of the target instance is insufficient or the instance is locked.
Upgrade the target instance to a larger size or clear the log files, and then click Restart T ask.

o MylSAMtables in the source database are corrupted.
Repairthe MylSAM table in the source database, and then click Restart Task. For more
information, see the official MySQL documentation.

5. Inthe dialog box that appears, fix the issue based on the cause of failure.
6. ClickRestart Task.

4.5. Stop a data migration task

This topic describes how to stop a data migration task. If you no longer need a task or if you want to
discard a failed task, you can stop the task and release the instance. After a migration task is stopped,
it changes to the Completed status. In this status, you can only release the instance.

Prerequisites
The data migration task is in the Migrating, Paused, or Migration Failed status.

Procedure
1. Logontothe DTS console.
2. Inthe left-side navigation pane, click Data Migration.

3. At the top of the Migration Tasks page, select the region where the destination cluster resides.

Data Transmission Se... Migration Tasks  singapore o ERGENr DN China (Shanghai) China (Qingdao) China (Beijing) ~ China (Shenzhen) Hong Kong  US (Silicon Valley)  US (Virginia) ~ UAE (Dubai)
Germany (Frankfurt) ~ Malaysia (Kuala Lumpur) ~ China (Hohhot) ~ Australia (Sydney) India (Mumbai) UK (London) Japan (Tokyo) Indonesia (Jakarta)
Overview
2 Refresh
Data Migration

4. Perform operations based on the selected migration phases.

warning To minimize the negative impact of data migration on your normal operations,
we recommend that you have a rollback plan before you switch workloads to the target
instance. For more information, see Switch workloads to the target database.

o Full data migration (incremental data migration not included)
Do not manually stop a task during full data migration. Otherwise, the system may fail to migrate
all data. Wait until the migration task automatically ends.
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o Incremental data migration included
A migration task with an incremental data migration phase included does not end automatically.
Incremental data migration is an continuous process that replicates ongoing updates to the
target database. You must manually stop the task.

a. Wait until the task progress bar shows Incremental Data Migration and The migration
task is not delayed. Then, suspend write requests to the source database for afew
minutes. In some cases, the progress bar shows a delay time forincremental data
migration because certain newly committed updates have not been replicated.

b. Afterthe status of incremental data migration changes to The migration task is not
delayed, select the task and click Stop to manually stop the migration task.

Task ID/Name- ’ Status: Migrating Quick Diagnostics | Pause Task | View Details | Duplicate Task  Upgrade | Configure Monitoring and Alerting | Change password | Edit Tag

] e stop Delete Edit Tag Total: 1 item(s), Per Page: 20 item(s)
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5.Application switchover

5.1. Switch workloads to the target
database

T his topic describes how to switch your workloads to the target database and prepare a rollback
solution. This allows you to minimize the negative impact of data migration on your business.

Prerequisites
A data migration task is configured and it is in the Migrating or Completed state.

Notes

e We recommend that you switch workloads to the target database during off-peak hours to minimize
the disruption to your normal operations. Before you switch workloads to the target database, you
must suspend all write requests to the source database and schedule a downtime for your

application.

e We recommend that you create separate accounts for data migration and assign it the required
permissions. T his will help you identify sessions used by DTS and manage your security more easily.

Procedure

1. Wait until the task progress bar shows Incremental Data Migration and The migration task is
not delayed or a delay time of less than 5 seconds.

Task ID/Name: Status: Migrating
Pause Task Wiew Details Duplicate Task Upgrade Configure Monitoring and Alerting Modify password

@ Note If you do not select Incremental Data Migration when creating the data
migration task, the task progress bar does not show Incremental Data Migration. After data
is migrated, the migration task automatically ends. In this case, you must suspend all write
requests to the source database before starting the data migration task. Skip to step 5 and
proceed.

2. To suspend write requests to the source database, stop your application and make the source
database read-only.

3. Log onto the source database and make sure that no new sessions are created that write into the
source database. Depending on your database engine, run one of the following statements to
view session information:

@ Note By running the preceding statements, you can view the processes or sessions
between DTS and the source database.

4. Afterthe status of incremental data migration changes to The migration task is not
delayed (the source and target are fully in sync), wait for one minute or longer, and then manually
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stop the migration task.

Task Name v ‘ migration task name ‘ Search  Sort: | Default Sorting v status: Al v WTag

Task ID/Name: 7/ Status: Migrating Quick Diagnostics | Pause Task | View Details | Duplicate Task  Upgrade | Configure Monitoring and Alerting | Change password | Edit Tag

e Stop. Delete Edit Tag Total: 1 item(s), Per Page: 20 item(s)

5. While the application is stopped, make the source database writable again.

6. Create and start a migration task in the reverse direction so that new updates made to the target
database are replicated to the source database. The migration in the reverse direction makes sure
that the two databases are synchronized so that you can switch workloads back to the source

database if an error occurs. When you create this migration task, select only the Incremental Data
Migration phase.

For example, if migrate from a user-created MySQL database to an ApsaraDB RDS for MySQL
instance, you can refer to the procedure described in Migrate data from an ApsaraDB RDS for MySQL

instance to a self-managed MySQL database (select only Incremental Data Migration)to create a
migration task in the reverse direction.

Warning When you configure a data migration task in the reverse direction, you must
select only Incremental Data Migration in the Configure Migration Types and Objects
step. Then, you must select the database ortable to be replicated backto the source

database.
2.Configure Migration Types and Objects
*  Migration Types: [] Schema Migration [] Full Data Migration Incrementzl Data Migration
Data mi on ) 5 lude migrating data to the cloud, scaling and sharding databases, and migrating data
betw
For long-term d
Available Selected
Learn more.
If you search globally, ple Q
Q
data123
mysqltest mysqgltest (20bjects)
Tables customer
customer2 vipinfo
Views >
Functions
Procedures 4
sys
Select All
Remove All
*Name batch change: ® No Yes

Cancel Previous Save

7. Verify that the source and target databases are in sync, modify your application to connect to the
target database, and then restart your application.
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@ Note Withthe data migration task in the reverse direction, updates made to the target
database are replicated back to the source database and these two databases are in sync. If the
target database fails during the test period, you can switch workloads backto the source
database.

Next steps
Afteryou switch workloads to the target database and test all application features, you can stop the
taskin the reverse direction (target-to-source). For more information, see Stop a data migration task.

Warning The database accounts used for data migration have the read/write permissions.
Afterthe migration is complete, you must remove permissions from these accounts or delete the
accounts to avoid security risks.

FAQ

e Q: What canldo if anerror occurs after | switch workloads to the target database?
A: If an error occurs, you can switch workloads back to the source database. After you create a data
migration task in the reverse direction, updates made to the target database are replicated backto
the source database in real time.

e Q: How can | ensure data consistency in the source database if | am unable to switch workloads to
the target database?
A: You can back up the source database before swit ching workloads.

e Q: What can ldo if updates are unexpectedly written to the source database after | switch
workloads to the target database?
A: You can manually compare the data objects in source and target databases and apply corrections.
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6.Precheck troubleshooting
6.1. Source database connectivity

Before data migration, Data Transmission Service (DTS) checks whether DTS servers can connect to the
source database to avoid failures at migration time. This topic describes causes of check failure and
how to fix the failure.

The connectivity check may fail due to the following reasons.

e The database account or password is incorrect

e The source instance blocks access from external IP addresses

e A firewallis enabled on the source database server

e The networkis unavailable

The database account or password is incorrect
Troubleshooting:

To verify that the specified account and password are correct, you can log onto the target database
from a remote database client, using the account and password.

(@ Note If the source database is a user-created database, you can also log on locally from a
client on the server where the source database resides.

Solution:

Log onto the DTS console, enterthe correct account and password, and perform another precheck.

The source instance blocks access from external IP addresses
Troubleshooting:

e If your source database is a user-created database, you can log on to the server that hosts the
database system and initiate a database logon session locally fromthat server. If you can log on
locally fromthe source server, it means that the source database does not allow access from
external IP addresses.

e [f the source database is a MySQL database, you can use a MySQL client to connect to the database
and run the following statement:

SELECT HOST FROM mysqgl.user WHERE user='username', password='password';

@ Note Replace the usermame and password placeholders with the database account and
password specified for the data migration task.

Check whether the authorized IP address list includes the IP addresses of the DTS servers. For more
information, see whitelist DTS IP ranges for your user-created database.

e [f the source database is an SQL Server database, check whether a firewall is enabled for the server
where the database resides. You can also check whether endpoints or triggers in the source database
disallow access from external IP addresses.

o If the source database is an Oracle database, check whetherthe TcP.VALIDNODE CHECKING
parameterin the sglnet.oraconfigurationfile isset to yes .If the parameterissetto vyes ,it
means that the source database blocks access from external IP addresses.
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Solution:

e Forasource MySQL database: run the following statement to authorize the database account
again:

GRANT ALL ON . TO 'username'@''$' IDENTIFIED BY 'password';

@ Note Replace the username and password placeholders with the account and password
that are specified in the data migration task.

e Forasource SQL Server database: disable the triggers that block access from external IP addresses.
Additionally, add DTS IP address ranges to the firewall rules or temporarily disable the firewall during
migration.

e Forasource Oracle database: set the TCP.VALIDNODE CHECKING parameterto no and restart
the Oracle Net Listener process.

Log onto the DTS console to perform another precheck.

A firewall is enabled on the source database server
Troubleshooting:

e If the server where the source database resides runs Windows, find Windows Defender Firewall from
the Control Panel to check whether a firewall is enabled for the server.

e If the server where the source database resides runs Linux, runthe iptables -. command inthe
shell to check whet her a firewall is enabled for the server.

Solution:

Add DTS IP address ranges to the firewall rules or temporarily disable the firewall during migration.
Then, log onto the DTS console to perform a precheck again.

The network is unavailable

If the connectivity check failure persists after you performthe preceding troubleshooting steps, the
network between DTS servers and the source database may be unavailable. You can contact Alibaba
Cloud Customer Services by submitting a ticket.

6.2. Source database binary logging

If your migration task involves incremental data migration between MySQL databases, Data Transmission
Service (DTS) checks the binary logging (binlog) configurations of the source database during the
precheck. This topic describes how to fix issues detected by the Source Database Binary Logging check
item.

Source database binary logging status
This item checks whether binary logging is enabled in the source database. Follow these instructions to
fix the issue:

Solution:

1. Log onto the server where your user-created MySQL database is installed.

2. Openthe my.cnf fileinatext editor. In aLinux system,youcanrunthe vim command to edit
the file. Edit the text file to include the following parameters.
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log bin=mysql bin
binlog format=row

binlog row image=full //This parameter is required for MySQL versions later than 5.6

3. Restart the MySQL process. In a Linux system, run the following commands:

$mysql dir/bin/mysgladmin -u root -p shutdown
Smysqgl dir/bin/safe mysqgld &

@ Note Replace the installation directory mysql dir of the MySQL database with the
actual MySQL installation directory.

4. Logontothe DTS console to perform another precheck.

Source database binlog format
This item checks whether the binary log (binlog) format of the source databaseis row . Follow these
instructions to fix the issue:

Solution:

1. Log onto the user-created MySQL database in a MySQL client.

2. Runthe following statement to set the binlog format of the databaseto row
set global binlog format='ROW';

3. Restart the MySQL process. In a Linux system, run the following commands:

$mysql dir/bin/mysgladmin -u root -p shutdown
Smysql dir/bin/safe mysqld &

@ Note Replace the installation directory mysql dir of the MySQL database with the
actual MySQL installation directory.

4. Logontothe DTS console to perform another precheck.

Source database binlog files
T his item checks whether binary log (binlog) files of the source database are complete. If this itemfails
the precheck, it indicates that some binlog files are missing. Follow these instructions to fix the issue:

Solution:

1. Inthe Precheck dialog box, click the information icon next to Binlog Files in Source Database

checkitem.
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Precheck

Chedk Ttem Description Result
Parameter If the source database version is MySQL 5.6,
binlog_row_image of the binlog_row_image parameter must be Successful
Source Database set to FULL.

Check whether the value of the server_id

Value of server_id in ) )
- parameter in the source database is greater  Successful

Source Database

than 1.
Binlog Files in Source Check whether binlog files in the source Esiled
Database datzbase are deleted.
Storage Engine Check whether unsupported storage enagines Successhul
are used for source tables.
MNext Cancel

2. Inthe View More dialog box, check the deleted binlog files displayed in the Cause of Failure
section. In this example, the binlog file deleted is mysql_bin.000003.

3. Log onto the user-created MySQL database.

4. Runthe following command on the command line to delete all binary log files before the specified
log file.

@ Note Inthis example, the specified log file is the file right after the missing binary log file
mysql_bin.000003. Therefore, the binlog_filename is mysql bin.000004

PURGE BINARY LOGS TO '<binlog filename>';

Example:

PURGE BINARY LOGS TO 'mysqgl bin.000004';

5. Logonto the DTS console to perform another precheck.

Parameter binlog _row_image

This item checks whetherthe binlog row image parameterof the source database isset to Full
Before images or after images are not written to the binary log files if the itemfails to pass the
precheck. The following shows how to troubleshoot the problem.

Solution:
1. Log onto the user-created MySQL database.

2. Runthe following command on the command line and set binlog row image tO FULL

set global binlog row image=FULL;
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3. Logonto the DTS console to perform another precheck.

6.3. Integrity constraints

Before data migration, Data Transmission Service (DTS) checks the integrity constraints in the source
database to make sure that the integrity constraints still hold after the migration.

This item checks whet her all the parent and child tables with foreign key dependencies with the
selected objects are also included in the migration scope. If this precheck itemfails, certain parent
tables are not selected in the migration scope. You can choose one of the following methods to fix this
issue:

Add parent tables to the migration scope
Follow these steps to include parent tables of the tables that fail the precheck.

1. Find the migration task and click Edit T ask.

[] Task ID/Name: Status: Not Started

Start Task Edit Task Duplicate Task Configure Monitoring and Alerting

O Total: 1 tem(s), Per Page: 20 item(s) n
2. ClickSet Whitelist and Next inthe lower-right corner of the page.

3. Select parent tables of the tables that failto pass the precheckand click » to movethemto

the Selected section.

2.Configure Migration Types and Objects

*  Migration Types: Schema Migration Full Data Migration Incremental Data Migration

Available Selected
Leamn more.

7] dtstestdata
5]/ Tables dtstestdata (10bjects)

customer o order
Views
Functions >

Procedures
sys

Select all
Remove All

*Name batch change: = No es

Cancel Previous Save
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4. ClickPrecheck.
Remove child tables from the migration scope
Follow these steps to remove tables that fail the precheck fromthe objects to be migrated.
1. Find the migration task and click Edit T ask.

[ Task ID/Name: Status: Mot Started
Start Task Edit Task Duplicate Task Configure Monitoring and Alerting

Total: 1 item(s), Per Page: 20 item(s) " ¢ - .

O

2. ClickSet Whitelist and Next in the lower-right corner of the page.

3. Select tables that fail to pass the precheckand click ¢ to remove themfromthe Selected

section.

2.Configure Migration Types and Objects

* Migration Types: Schema Migration Full Data Migration Incremental Data Migration
d migrating data

include migrating data to the doud, scaling and shard

Available Selected
Learn more.
If you search globa nd th Q
Q

[ 1% dtstestdata

=] Tables distestdata (20bjects)

Views customer

>

Procedures

Sys
@

Select All
Remove All

*Name batch change: ® No es

Cancel Previous Save

4. ClickPrecheck.

Delete foreign key dependencies
Follow these steps to delete foreign key dependencies fromthe source tables that fail to pass the

precheck.

1. Log onto the source database.
2. Delete foreign key dependencies fromthe tables that fail the precheck.
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@ Note If the source database is on a managed database service provided by Alibaba
Cloud, you can also log onto the DMS console to perform this operation. For more information,
see Manage foreign keys.

3. Perform another precheck.

6.4. MySQL storage engine

If your migration task involves incremental data migration between MySQL databases, Data Transmission
Service (DTS) checks storage engines of the source database during the precheck. This topic describes
how to fix issues detected by the Storage Engine checkitem.

This item checks whet her storage engines used in the source database support incremental data
migration. For example, the FEDERATED and MRG_MYISAM storage engines do not support incremental
data migration. If this itemfails to pass the precheck, the source database may have one of the
unsupported storage engines.

Solution
1. Inthe precheck results report, click the information icon next to the error item.

2. Inthe View More dialog box that appears, checkthe table name displayed in the Cause of
Failure section.

3. Find the data migration task and click Edit T ask.

Task ID/Name: Status:

Start Task Duplicate Task Configure Monitoring and Alerting

4. ClickSet Whitelist and Next in the lower-right corner of the page.

5. Select the tables whose storage engines fail to pass the precheck and click ¢ to move them out

of the Selected section.
6. ClickPrecheck.

More information
To migrate tables with the FEDERATED and MRG_MYISAM storage engines, you can create a data
migration task for these tables and select Full Data Migration and Schema Migration only.

6.5. Source database permissions

Before data migration, Data Transmission Service (DTS) checks permissions granted to the source
database account to make sure that the specified account is authorized to performthe required
migration operations.

The required permissions vary, depending on the source database and the migration phases involved.
Referto the documentation about the prerequisites for each migration procedure. For more
information, see Data migration procedure list

6.6. Target database permissions
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Before data migration, Data Transmission Service (DTS) checks permissions granted to the target
database account to make sure the specified account is authorized to performthe required migration
operations.

The required permissions vary, depending on the target database and the migration phases involved.
Referto the documentation about the prerequisites for each migration procedure. For more
information, see Data migration procedure list

6.7. Object name conflicts

Before data migration, Data Transmission Service (DTS) checks whether the objects to be migrated
already exist in the target database. This topic describes how to find the same-named objects inthe
target database and rename these objects.

This checkitemfails if objects inthe target database have identical names with the objects to be
migrated. To resolve this issue, use one of the following methods:

Configure object name mappings
You can configure name mappings to rename the objects with conflicting names forthemto have
different names in the target database. To do this, follow these steps:

1. Find the migration task and click Edit T ask.

Task ID/Name: Status:

Start Task Duplicate Task Configure Monitoring and Alerting

Total: 1 item(s), Per Page: 20 item(s -

2. ClickSet Whitelist and Next in the lower-right corner of the page.

3. Rename objects migrated to the target database by using the object name mapping feature. For
more information about how to use this feature, see Object name mapping.

4. Click Precheck.

Rename objects in the target database
Log onto the target database, and rename or delete the objects that have identical names with the
objects to be migrated.

Remove objects with conflicting names from the migration scope
Modify the task configurations to exclude the objects that have conflicting names fromthe migration
scope.

1. Find the migration task and click Edit T ask.

Task ID/Name: Status:

Start Task Duplicate Task Configure Monitoring and Alerting

2. ClickSet Whitelist and Next in the lower-right corner of the page.

3. Select the objects that have identical names with those in the target database and click the left
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arrow < toremove these objects fromthe Selected list.

2.Configure Migration Types and Objects

*  Migration Types: Schema Migration Full Data Migration Incremental Data Migration

Available Selected
Learn more,

[=] [ dtstestdata

Tables distestdata (20bjects)

Views customer

Procedures

sys
@

HEHBED

Select All
Remove All

*Name batch change: ® No Yes

Cancel Previous Save

4. ClickPrecheck.

6.8. Target database availability

Before data migration, Data Transmission Service (DTS) checks whether a database with the same name
as the source database exists in the target database system. If no such a database exists in the target
instance, DTS creates a database. If the automatic creation fails, the precheck f ails.

In the following cases, DTS cannot automatically create a database in the target instance and the

precheck fails.

The name or character set of the source database do not comply
with rules in the target RDS instance.

e The name of the source database contains special characters other than underscores (_) and
hyphens (-).
e The character set of the source database is not UTF-8, GBK, Latin1, or UTF-8 (MB4).

Solution:

1. Create a database in the target RDS instance that complies with the naming convention and
character set rules. For more information, see Create a database for an RDS for MySQL instance.

@ Note When you create the database, you must grant permissions to the target
database account that is used by the data migration task.
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2. Logontothe DTS console.
3. Inthe left-side navigation pane, click Data Migration.
4. Find the data migration task and click Edit T ask.

[ Task ID/Name: Status: Not Started

Start Task Edit Task Duplicate Task Configure Monitoring and Alerting

O Total: 1 item(s), Per Page: 20 item(s) « -

5. ClickSet Whitelist and Next in the lower-right corner of the page.

6. Configure the name of the target database by using the object name mapping feature. For more
information about how to use this feature, see Object name mapping.

7. Click Precheck.

The permissions granted to the target database account are

insufficient
Solution:

1. Grant read and write permissions to the target database account. For more information about how
to change permissions, see Modify the permissions of a standard account on an ApsaraDB RDS for
MySQL instance

2. Perform another precheck

6.9. server_id in the source database

Before you start incremental data migration between MySQL databases, DTS checks the value of the
server-id parameter in the source database. This topic describes how to configure the server-id
parameterto pass the precheck.

Solution

1. Log onto the source user-created MySQL database.

2. Runthe following statement to view the current server_id value:

show variables like 'S$server id%';

3. Runthe following statement to set the server-id parameter.

set global server id=<id>;

@ Note Replace the <id> placeholder with a valid numeric server ID. Follow these rules
when determining a server ID:

o The server ID must be an integer greaterthan 1.

o If your source database is in a primary/secondary replication deployment, make sure
that the assigned server ID is unique in the cluster of your source database system.

o The server ID is overwritten after you restart the database service. To make the setting
permanent, apply the change into the corresponding configuration file.
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Example:

set global server id=2;

4. Logontothe DTS console and perform another precheck.

6.10. Target database connectivity

Before data migration, Data Transmission Service (DTS) tests the connectivity between DTS servers and
the target database. This topic lists common causes of check failures and how to troubleshoot these
failures.

The connectivity check may fail due to the following reasons.

e The database account or password is incorrect

e The target database blocks access from external IP addresses

e A firewallis enabled onthe target database server

e The network is unavailable

The database account or password is incorrect
Troubleshooting:

To verify that the specified account and password are correct, you can log onto the target database
from a remote database client, using the account and password.

Solution:

Log onto the DTS console, enter the correct database account and password, and then perform a
precheck again.

The target database blocks access from external IP addresses
Troubleshooting:

e [f yourtarget database is a user-created database, you can log on to the server that hosts the
database system and initiate a database logon session locally fromthat server. If you can log on
locally fromthe target server, it means that the target database does not allow access from
external IP addresses.

e If the target database is a MySQL database, you can use a MySQL client to connect to the database
and run the following statement:

SELECT HOST FROM mysqgl.user WHERE user='username', password='password';

@ Note Replace the username and password placeholders with the database account and
password specified for the data migration task.

Check whether the authorized IP address list includes the IP address ranges of DTS servers. For more
information, see Whitelist DTS IP ranges for your user-created database.

e [f the target database is an SQL Server database, check whether a firewall is enabled for the server
where the database resides. You can also check whether endpoints or triggers in the target database
disallow access from external IP addresses.

e If the target database is an Oracle database, check whetherthe TCP.VALIDNODE CHECKING
parameterin the sqlnet.ora configuration file is set to  yes .If the paremeterisset to yes ,the
target database blocks access from external IP addresses.
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Solution:

e Foratarget MySQL database: run the following statement to authorize the database account
again:

GRANT ALL ON *.* TO 'username'@''S$' IDENTIFIED BY 'password';

@ Note Replace the username and password placeholders with the database account and
password specified for the data migration task.

e Foratarget SQL Server database: disable the triggers that block access from external IP addresses.
Additionally, add DTS IP address ranges to the firewall rules or temporarily disable the firewall during
migration.

e Foratarget Oracle database: set the TcP.VvALIDNODE CHECKING parameterto no and restart the
Oracle Net Listener process.

Log onto the DTS console to perform a precheck again.

A firewall is enabled on the target database server
Troubleshooting:

e [f the server where the target database resides runs Windows, find Windows Defender Firewall from
the Control Panel to check whether a firewall is enabled for the server.

e If the server where the target database resides runs Linux, runthe iptables -1 command inthe
shell to check whether a firewall is enabled for the server.

Solution:

Add DTS IP address ranges to the firewall rules or temporarily disable the firewall during migration.
Then, log onto the DTS console to perform a precheck again.

The network is unavailable

If the connectivity check failure persists after you performthe preceding troubleshooting steps, the
network between DTS servers and the source database may be unavailable. You can contact Alibaba
Cloud Customer Services by submitting a ticket.

6.11. Source database engine version

Before data migration, Data Transmission Service (DTS) checks the version number of the source
database engine to make sure that the selected source database engine is supported.
For more information about supported sources and targets, see Supported sources and targets.
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7.Migrate from a user-created
database to Alibaba Cloud

7.1. Source: MySQL

7.1.1. Migrate data from a user-created MySQL
database to an ApsaraDB RDS for MySQL instance

This topic describes how to migrate data from a user-created MySQL database to an ApsaraDB RDS for
MySQL instance by using Data Transmission Service (DTS). DTS supports schema migration, full data
migration, and incremental data migration. When you migrate data from a user-created MySQL
database, you can select all of the supported migration types to ensure service continuity.

Prerequisites

e An ApsaraDB RDS for MySQL instance is created. For more information, see Create an ApsaraDB RDS
for MySQL instance.

e The version of the user-created MySQL database is 5.1, 5.5, 5.6, 5.7, or 8.0.

e The available storage space of the destination ApsaraDB RDS for MySQL instance is larger than the
total size of the data in the user-created MySQL database.

Precautions

e DTS uses read and write resources of the source and destination databases during full data
migration. This may increase the database load. If the database performance is unfavorable, the
specification is low, or the data volume is large, database services may become unavailable. For
example, DTS occupies a large amount of read and write resources in the following cases: a large
number of slow SQL queries are performed on the source database, the tables have no primary keys,
or a deadlock occurs in the destination database. Before you migrate data, evaluate the
performance of the source and destination databases. We recommend that you migrate data during
off-peak hours. For example, you can migrate data when the CPU usage of the source and
destination databases is less than 30%.

e The source database must have PRIMARY KEY or UNIQUE constraints and all fields must be unique.
Otherwise, duplicate data may exist in the destination database.

e DTS usesthe RounD(coLumn, PRECTISION) function to retrieve values from columns of the float or
double datatype. If the precision is not specified, DTS sets the precision forthe float data type to
38 digits and the precision for the double data type to 308 digits. You must check whether the
precision settings meet your business requirements.

e DTS automatically creates a destination database in the ApsaraDB RDS for MySQL instance. However,

if the name of the source database is invalid, you must manually create a database in the ApsaraDB
RDS for MySQL instance before you configure the data migration task.

@ Note For more information about how to create a database and the database naming
conventions, see Create databases and accounts.

e DTS automatically resumes a failed data migration task. Before you switch your workloads to the
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destination database, stop or release the data migration task. Otherwise, the data in the source
database will overwrite the data in the destination database after the task is resumed.

Billing
Migration type Task configuration fee Internet traffic fee

h igrati full
Schema migration and fu Free of charge.

data migration Charged only when data is migrated from
Alibaba Cloud over the Internet. For more

Incremental data Charged. For more information, see Pricing.

migration information, see Pricing.

Migration types

e Schema migration
DTS migrates the schemas of the required objects to the destination instance. DTS supports schema
migration for the following types of objects: table, view, trigger, stored procedure, and function.

@ Note

o During schema migration, DTS changes the value of the SECURITY attribute in views,
stored procedures, and functions from DEFINER to INVOKER.

o DTS does not migrate user information. Before a user can call views, stored procedures,
and functions of the destination database, you must grant the read/write permissions to
the user.

e Full data migration
DTS migrates historical data of the required objects fromthe user-created MySQL database to the
destination database in the ApsaraDB RDS for MySQL instance.

@ Note During full data migration, concurrent INSERT operations cause fragmentation in the
tables of the destination instance. After full data migration is complete, the tablespace of the
destination instance is larger than that of the source database.

e Incremental data migration
After full data migration is complete, DTS retrieves binary log files from the user-created MySQL
database. Then, DTS synchronizes incremental data fromthe user-created MySQL database to the
destination ApsaraDB RDS for MySQL instance. Increment al data migration allows you to ensure
service continuity when you migrate data from a user-created MySQL database to Alibaba Cloud.

SQL operations that can be synchronized during incremental data
migration

Operation type SQL statements

DML INSERT, UPDATE, DELETE, and REPLACE
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Operation type SQL statements

® ALTER TABLE and ALTER VIEW

® (CREATE FUNCTION, CREATE INDEX, CREATE PROCEDURE, CREATE TABLE, and
CREATE VIEW

e DROP INDEX and DROP TABLE
e RENAME TABLE
® TRUNCATE TABLE

DDL

Permissions required for database accounts

Schema Full data : .
Database ) . . . Incremental data migration
migration migration
User-created
MySQL The SELECT The SELECT The REPLICATION SLAVE, REPLICATION CLIENT, SHOW
4 permission permission VIEW, and SELECT permissions
database

ApsaraDB RDS
for MySQL
instance

The read/write The read/write
permissions permissions

The read/write permissions

For information about how to create and authorize a database account, see the following topics:

e (reate an account for a user-created MySQL database and configure binary logging for a user-
created MySQL database

e (Create an account foran RDS for MySQL instance and Change the permissions of an account foran
RDS for MySQL instance

Preparations
Create an account for a user-created MySQL database and configure binary logging

Procedure
1. Logontothe DTS console.
In the left-side navigation pane, click Data Migration.
In the upper part of the Migration Tasks page, select the region where the RDS instance resides.

In the upper-right corner of the page, click Create Migration Task.

oA wenN

Configure the source and destination databases for the data migration task.
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1.Configure Source and Destination

* Task Name:

MySQL_TO_MySQL

| Source Database

* Instance Type: | User-Created Database with Public IP Address v

* Instance Region: | Singapore

= Database Type: | MysQL

v Get IP Address Segment of DTS

* Hostname or IP Address:

* Port Number: | 3306

* Database Account: | distest

* Database Password: ‘ srsssssassas

L./

Test Connectivity = ) Passed

Destination Database

* Instance Type: | RDS Instance
* Instance Region: | Singapore

* RDS Instance ID:

* Database Account: ‘ distest

= Database Password: ‘ eresusrrnreenren

@ ‘ Test Connectivity | Passed

Section Parameter

N/A Task Name

Instance Type

Instance
Region

Database Type

Source
Database

Cancel Set Whitelist and Next

Description

DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unigue task name.

Select an instance type based on where the source database is
deployed. The procedure in this topic uses User-Created Database
with Public IP Address as an example.

@ Note If you select other instance types, you must prepare
the environments that are required for the source database. For
more information, see Preparation overview.

If the instance type is set to User-Created Database with Public
IP Address, you do not need to specify the instance region.

@ Note If awhitelist is configured for the user-created
MySQL database, you must manually add the CIDR blocks of DTS
servers to the whitelist of the user-created MySQL database. You
can click Get IP Address Segment of DTS next to Instance
Region to obtain the CIDR blocks of DTS servers.

Select MySQL.
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Section

Destinatio
n
Database

Parameter

Hostname or
IP Address

Port Number

Database
Account

Database
Password

Instance Type

Instance
Region

RDS Instance ID

Database
Account

Database
Password

Encryption

Description

Enter the IP address that is used to access the user-created MySQL
database. In this example, enter the public IP address.

Enter the service port number of the user-created MySQL database.
The default port number is 3306.

Enter the account of the user-created MySQL database. For more
information about the permissions that are required for the account,
see Permissions required for database accounts.

Enter the password for the source database account.

@ Note After you specify the information about the self-
managed Oracle database, you can click Test Connectivity next
to Database Password to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.

Select RDS Instance.
Select the region where the destination RDS instance resides.

Select the ID of the destination RDS instance.

Enter the database account of the destination RDS instance. For more
information about the permissions that are required for the account,
see Permissions required for database accounts.

Enter the password for the destination database account.

@ Note After you specify the information about the RDS
instance, you can click Test Connectivity next to Database
Password to check whether the information is valid. If the
information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

Select Non-encrypted or SSL-encrypted. If you want to select
SSL-encrypted, you must enable SSL encryption for the RDS instance
before you configure the data migration task. For more information,
see Configure SSL encryption for an RDS for MySQL instance.

@ Note The Encryption parameter is available only for
regions in mainland China and the Hong Kong (China) region.

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.
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@ Note The CIDR blocks of DTS servers are automat ically added to the whitelist of the

destination RDS instance. This ensures that DTS servers can connect to the destination RDS
instance.

7. Select the migration types and objects to be migrated.

2.Configure Migration Types and

*  Migration Types: Schema Migration [Full Data Migration Incremental Data Migration Moke: Incremental data migration doss not support
triggers. For mare information, see Reference
Note: do not dean up the inon
cleans up the log too early, th

ental data log generated by the source database after the DTS task is started when the DTS full task is running. If the source database
incremental task may fail

Data migration applies to short-term migration scenarios. Typical scenarios indude migrating data to the doud, scaling and sharding databases, and migrating data
betwesn Apsara Stack databases.

For kang-term data synchronization in real time, use the data synchronization feature,

Available Selected {To edit an chject name or its filter, hover over the object and dick

Edit.) Learmn mare.,

Expand the tree before you perform a glo Q

a
[ distestdata
=] i Tables dtstestdata (20bjects)
[ G Views customer
= order
>
: <
Salact All
Remove All
*Raname Databases and Tables: @ Do Mot Change Databass and Tablz Names Change Diatabase and Table Names
* Retry Time for Failed Connection 720 Minutes (7]

Information:

n only copies the data and schema in the source
database.
2. Do not do DDL operation during structure and full migration, othes

database and save:

= copy in the destination datsbase, The process does not affect any dats or schema

viise the task may fail

Paramet

Description
er P
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Paramet
er

Migratio
n Types

Objects

8.

Description

o To perform only full data migration, select Schema Migration and Full Data
Migration.

o To migrate data with minimal downtime, select Schema Migration, Full Data
Migration, and Incremental Data Migration.

@ Note If Incremental Data Migration is not selected, do not write data into
the source database during full data migration. This ensures data consistency
between the source and destination databases.

Select objects from the Available section and clickthe 3 iconto move the objects to

the Selected section.

@ Note

© You can select columns, tables, or databases as the objects to be migrated.

o After an object is migrated to the destination database, the name of the
object remains the same as that in the source database. You can change the
names of the objects that are migrated to the destination database by using
the object name mapping feature. For more information about how to use this
feature, see Object name mapping.

o If you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

9. Afterthe data migration task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, configure the Channel Specification parameter. Then, read
and select Data Transmission Service (Pay-as-you-go) Service Terms.

11. ClickBuy and Start to start the migration task.

Stop the migration task

warning We recommend that you prepare a rollback solution to migrate incremental data
fromthe destination database to the source database in real time. T his allows you to minimize the
negative impact of switching your workloads to the destination database. For more information,
see Switch workloads to the destination database. If you do not need to switch your workloads,
you can stop the migration task by using the following procedure.

e Full data migration
Do not manually stop a task during full data migration. Otherwise, the system may fail to migrate all
data. Wait until the migration task automatically ends.

e Incremental data migration
The task does not automatically end during incremental data migration. You must manually stop the

migration task.
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i. Wait until the task progress bar shows Incremental Data Migration and The migration task
is not delayed. Then, stop writing data to the source database for a few minutes. In some
cases, the progress bar shows the delay time of incremental data migration.

ii. Afterthe status of incremental data migration changesto The migration task is not
delayed, manually stop the migration task.

Task Name v‘ | Search  Sort: | Default Sorting v Status: | Al ol ®mg

Task ID/Name: ’ Status: Migrating Quick Diagnostics | Pause Task | View Details | Duplicate Task ~ Upgrade | Configure Monitoring and Alerting | Change password | Edit Tag

What to do next

The database accounts used for data migration have the read/write permissions. After data is
migrated, you must delete the database accounts to ensure security.

7.1.2. Migrate data from a user-created MySQL
database connected over Express Connect, VPN
Gateway, or Smart Access Gateway to an
ApsaraDB RDS for MySQL database

This topic describes how to migrate data from a user-created MySQL database that is connected over
Express Connect, VPN Gateway, or Smart Access Gateway to an ApsaraDB RDS for MySQL database by
using Data Transmission Service (DTS). DTS supports schema migration, full data migration, and
incremental data migration. To migrate data from a user-created MySQL database, you can select all of
the supported migration types to ensure service continuity.

Prerequisites
e The version of the user-created MySQL database is 5.1, 5.5, 5.6, 5.7, or 8.0.

e The available storage space of the destination ApsaraDB RDS for MySQL database is larger than the
total space of the data in the user-created MySQL database.

e The on-premises network to which the user-created MySQL database belongs is connected to
Alibaba Cloud over Express Connect, VPN Gateway, or Smart Access Gateway.

@ Note Formore information, see Connect an on-premises database to Alibaba Cloud.

Precautions

e DTS uses read and write resources of the source and destination databases during full data
migration. This may increase the loads of the database servers. If the database performance is
unfavorable, the specification is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the destination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and destination databases. We
recommend that you migrate data during of f-peak hours. For example, you can migrate data when
the CPU utilization of the source and destination databases is less than 30%.
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e The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all fields must be unique. Otherwise, the destination database may contain duplicate data records.

e DTS usesthe rounp(corumn, PRECISTION) function to retrieve values from columns of the FLOAT or
DOUBLE data type. If you do not specify a precision, DTS sets the precision for the FLOAT data type
to 38 digits and the precision for the DOUBLE data type to 308 digits. You must check whether the
precision settings meet your business requirements.

e DTS automatically creates a destination database in the ApsaraDB RDS for MySQL instance. However,
if the name of the source database is invalid, you must manually create a database in the ApsaraDB
RDS for MySQL instance before you configure the data migration task.

@ Note Formore information about the naming conventions of ApsaraDB RDS for MySQL
databases and how to create a database, see Create a database on an ApsaraDB RDS for MySQL
instance.

e If adata migration taskfails, DTS automatically resumes the task. Before you switch your workloads
to the destination instance, stop or release the data migration task. Otherwise, the data in the source
instance will overwrite the data in the destination instance after the task is resumed.

Billing
Migration type Task configuration fee Internet traffic fee

Schema migration and full Free of charge.

data migration Charged only when data is migrated from
Alibaba Cloud over the Internet. For more

Incremental data Charged. For more information, see Pricing.

migration information, see Pricing.

Migration types

e Schema migration
DTS migrates the schemas of the required objects to the destination instance. DTS supports schema
migration for the following types of objects: table, view, trigger, stored procedure, and function.

@ Note

o During schema migration, DTS changes the value of the SECURITY attribute from DEFINER
to INVOKER for views, stored procedures, and functions.

o DTS does not migrate user information. To call a view, stored procedure, or function of
the destination database, you must grant the read and write permissions to INVOKER.

e Full data migration
DTS migrates historical data of the required objects fromthe self-managed MySQL database to the
destination database in the ApsaraDB RDS for MySQL instance.

@ Note During full data migration, concurrent INSERT operations cause fragmentation in the
tables of the destination database. After full data migration is completed, the tablespace of
the destination database is larger than that of the source database.

e Incremental data migration
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Afterfull data migration is completed, DTS retrieves binary log files from the self-managed MySQL
database. Then, DTS synchronizes incremental data fromthe self-managed MySQL database to the
destination ApsaraDB RDS for MySQL instance. Incremental data migration allows you to ensure
service continuity when you migrate data from a self-managed MySQL database to Alibaba Cloud.

SQL operations that can be synchronized during incremental data
migration

Permissions required for database accounts

Database Schema migration Full data migration Incremental data migration
The REPLICATION SLAVE, REPLICATION
Self-managed The SELECT The SELECT ’
9 L .. CLIENT, SHOW VIEW, and SELECT
MySQL database permission permission .
permissions
ApsaraDB RDS for The read and write The read and write . -
. o . The read and write permissions
MySQL instance permissions permissions

For more information about how to create and authorize a database account, see the following
topics:

e Self-managed MySQL database: Create an account for a user-created MySQL database and
configure binary logging

e ApsaraDB RDS for MySQL instance: Create an account on an ApsarabDB RDS for MySQL instance and
Modify the permissions of a standard account on an ApsaraDB RDS for MySQL instance.

Preparations

1. Create an account for a user-created MySQL database and configure binary logging.

2. Configure a route between DTS and Express Connect, VPN Gateway, or Smart Access Gateway.

Procedure
1.

2
3.
4
5

. Configure the information about the source and destination databases for the data migration task.
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1.Configure Source and Destination Databases

* Task Name: ‘ MySQL_TO_RDS MySQL

Source Database

“ Instance Type: | User-Created Database Connected Over Express Connect, VPr v DTS support type

* Instance Region: | China (Hangzhou)
* Peer VPC: | vpc-bp!

* Database Type: | MySQL

¥ Guide
- Proprietary network of Other Apsara Stack Accounts

v

* IP Address | 172.16.88.)

* Port Number: | 3306

* Database Account: | distest

= Database Password | ssans

L3 ‘ Test Connectivity

Destination Database

= Instance Type: | RDS Instance
* Instance Region: | China (Hangzhou)

* RDS Instance ID: | rm-1u]

* Database Account: | distest

* Database Password | sssssssn

-4 ‘ Test Connectivity

* Encryption: ® Non-encrypted © SSL-encrypted

Section Parameter

N/A Task Name

Instance Type

Instance
Region

Peer VPC

Database Type

IP Address
Source Port Number
Database

Database

Account

Cancel Set Whitelist and Next

Description

DTS automatically generates a task name. We recommend that you
use an informative name for easy identification. You do not need to
use a unique task name.

Select User-Created Database Connected Over Express
Connect, VPN Gateway, or Smart Access Gateway.

Select the region to which the VPC that is connected to Express
Connect, VPN Gateway, or Smart Access Gateway belongs.

Select the VPC that is connected to Express Connect, VPN Gateway, or
Smart Access Gateway.

Select MySQL.

Enter the endpoint that is used to connect to the user-created MySQL
database.

Enter the service port number of the user-created MySQL database.
The default port number is 3306.

Enter the account for the user-created MySQL database. For more
information about permissions required for the account, see
Permissions required for database accounts.
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Section Parameter Description

Enter the password for the database account.

Database

Password @ Note

Instance Type Select RDS Instance.

Instance . L ) .
Region Select the region where the destination RDS instance resides.

RDS Instance ID Select the ID of the destination RDS instance.

Enter the database account of the destination RDS instance. For more

Database . ) - .
information about permissions required for the account, see
Account . .
Permissions required for database accounts.
Destinatio Enter the password for the database account.
n Database
Database Password @ Note
Select Non-encrypted or SSL-encrypted. If you want to select
SSL-encrypted, you must enable SSL encryption for the RDS instance
before configuring the data migration task. For more information, see
Configure SSL encryption for an RDS for MySQL instance.
Encryption

@ Note The Encryption parameter is available only in
mainland China and Hong Kong(China).

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

@ Note The CIDR blocks of DTS servers are automatically added to the whitelist of the
destination ApsaraDB RDS for MySQL instance. T his ensures that DTS servers can connect to the
destination RDS instance.

10.
11.
12. Switch your workloads to the ApsaraDB RDS for MySQL instance.
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7.1.3. Migrate data from a user-created MySQL
database connected over Express Connect, VPN
Gateway, or Smart Access Gateway to an
ApsaraDB RDS for MySQL instance across Alibaba
Cloud accounts

This topic describes how to migrate data from a user-created MySQL database that is connected over
Express Connect, VPN Gateway, or Smart Access Gateway to an ApsaraDB RDS for MySQL instance by
using Data Transmission Service (DTS). In this scenario, the Express Connect circuit and the destination
RDS instance are owned by different Alibaba Cloud accounts. DTS supports schema migration, full data
migration, and incremental data migration. You can select all of the supported migration types to
ensure service continuity.

Prerequisites
e The version of the user-created MySQL database is 5.1, 5.5, 5.6, 5.7, or 8.0.

e The available storage space of the destination ApsaraDB RDS for MySQL instance is larger than the
total size of the data in the user-created MySQL database.

e The on-premises networkto which the user-created MySQL database belongs is connected to
Alibaba Cloud VPC over Express Connect, VPN Gateway, or Smart Access Gateway. The Express
Connect circuit and the destination RDS instance are owned by different Alibaba Cloud accounts.

@ Note Formore information about how to connect an on-premises data centerto a VPC,
see Connect an on-premises database to Alibaba Cloud.

Context

The on-premises data centeris connected to Alibaba Cloud VPC over Express Connect, VPN Gateway, or
Smart Access Gateway. You need to migrate data from a user-created MySQL database that resides in
an on-premises data centerto an RDS instance across different Alibaba Cloud accounts. The following
figure shows the architecture for this scenario.
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Alibaba Cloud accoumt ID: 111111111 Alibaba Cloud accoumt ID: 22222222

e

-

,.r'“'J

Connected to Alibaba Cloud over Express
Connect, VPN Gateway, or Smart Access Gateway.

R
i {-E: ]
B

0 |

Local IDC or thirdparty cloud |

User-created
database

Precautions

DTS uses read and write resources of the source and destination databases during full data
migration. This may increase the loads of the database servers. If the database performance is
unfavorable, the specification is low, or the data volume is large, dat abase services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the destination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and destination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilization of the source and destination databases is less than 30%.

The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all fields must be unique. Otherwise, the destination database may contain duplicate data records.

DTS usesthe RoOUND (COLUMN, PRECTSTON) function to retrieve values from columns of the FLOAT or
DOUBLE data type. If you do not specify a precision, DTS sets the precision for the FLOAT data type
to 38 digits and the precision for the DOUBLE data type to 308 digits. You must check whether the
precision settings meet your business requirements.

DTS automatically creates a destination database in the ApsaraDB RDS for MySQL instance. However,
if the name of the source database is invalid, you must manually create a database in the ApsaraDB
RDS for MySQL instance before you configure the data migration task.

@ Note Formore information about the naming conventions of ApsaraDB RDS for MySQL
databases and how to create a database, see Create a database on an ApsaraDB RDS for MySQL
instance.

If a data migration taskfails, DTS automatically resumes the task. Before you switch your workloads
to the destination instance, stop or release the data migration task. Otherwise, the data in the source
instance will overwrite the data in the destination instance after the task is resumed.
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Billing
Migration type Task configuration fee Internet traffic fee

Schema migration and full

. . Free of charge.
data migration

Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
Incremental data Charged. For more information, see Pricing.

migration information, see Pricing.

Migration types

e Schema migration
DTS migrates the schemas of the required objects to the destination instance. DTS supports schema
migration for the following types of objects: table, view, trigger, stored procedure, and function.

@ Note

o During schema migration, DTS changes the value of the SECURITY attribute from DEFINER
to INVOKER for views, stored procedures, and functions.

o DTS does not migrate user information. To call a view, stored procedure, or function of
the destination database, you must grant the read and write permissions to INVOKER.

e Full data migration
DTS migrates historical data of the required objects fromthe self-managed MySQL database to the
destination database in the ApsaraDB RDS for MySQL instance.

@ Note During full data migration, concurrent INSERT operations cause fragmentation in the
tables of the destination database. After full data migration is completed, the tablespace of
the destination database is larger than that of the source database.

e Incremental data migration
Afterfull data migration is completed, DTS retrieves binary log files from the self-managed MySQL
database. Then, DTS synchronizes incremental data fromthe self-managed MySQL database to the
destination ApsaraDB RDS for MySQL instance. Incremental data migration allows you to ensure
service continuity when you migrate data from a self-managed MySQL database to Alibaba Cloud.

SQL operations that can be synchronized during incremental data
migration

0 ti
peratio SQL statement
ntype
DML INSERT, UPDATE, DELETE, and REPLACE

® ALTER TABLE and ALTER VIEW

® CREATE FUNCTION, CREATE INDEX, CREATE PROCEDURE, CREATE TABLE, and CREATE VIEW
DDL ® DROP INDEX and DROP TABLE

® RENAME TABLE

® TRUNCATE TABLE
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Permissions required for database accounts

Database Schema migration Full data migration Incremental data migration

The REPLICATION SLAVE, REPLICATION

Self-managed The SELECT The SELECT
9 o . CLIENT, SHOW VIEW, and SELECT
MySQL database permission permission .
permissions
ApsaraDB RDS for The read and write The read and write . L
. o . The read and write permissions
MySQL instance permissions permissions

For more information about how to create and authorize a database account, see the following
topics:

e Self-managed MySQL database: Create an account for a user-created MySQL database and
configure binary logging

e ApsaraDB RDS for MySQL instance: Create an account on an ApsarabB RDS for MySQL instance and
Modify the permissions of a standard account on an ApsaraDB RDS for MySQL instance.

Preparations

1.
2.

Create an account for a user-created MySQL database and configure binary logging.

Log onto the Alibaba Cloud console by using the Alibaba Cloud account to which the Express
Connect circuit belongs. Authorize DTS to access the network that is connected over Express
Connect. For more information, see Configure a route between DTS and Express Connect, VPN Gateway,
or Smart Access Gateway.

Create a RAMrole and authorize this role to access the cloud resources of the Alibaba Cloud
account to which the Express Connect circuit belongs. For more information, see Configure RAM
authorization for data migration or synchronization from a self-managed database in a VPC across different
Alibaba Cloud accounts.

Procedure

1.

u b~ W N

Log onto the DTS console by using the Alibaba Cloud account to which the destination RDS
instance belongs.

. Inthe left-side navigation pane, click Data Migration.
. At the top of the Migration Tasks page, select the region where the destination cluster resides.
. Inthe upper-right corner of the page, click Create Migration T ask.

. Select User-Created Database Connected over Express Connect, VPN Gateway, or Smart

Access Gateway as the instance type. Then, click VPC of Another Alibaba Cloud Account
next to the Peer VPC field.

> Document Version: 20220617 64


https://www.alibabacloud.com/help/doc-detail/125728.htm#concept-1198525
https://www.alibabacloud.com/help/zh/doc-detail/96089.htm
https://www.alibabacloud.com/help/zh/doc-detail/96101.htm
https://www.alibabacloud.com/help/doc-detail/125728.htm#concept-1198525
https://homenew.console.aliyun.com/
https://www.alibabacloud.com/help/doc-detail/117525.htm#concept-227432
https://www.alibabacloud.com/help/doc-detail/142576.htm#task-2332989
https://dts-intl.console.aliyun.com/

Data Migration-Migrate from a user-
created database to Alibaba Cloud

Data Transmission Service

1.Configure Source and Destination

* Task Name: | g o gl

Source Database

* Instance Type: | User-Created Database with PublrﬁIP Address

* Instance Region: | China (Hangzhou)

* Database Type: | MySQL

* Hostname or IP Address:

* port Number: | 3306

* Database Account:

* Database Password:

Get IP Address Segment of DTS

6. Configure the source and destination databases for the data migration task.

* Task Name: | MySQL

Source Database

* Instance Type:

* Instance Region:

*Apsara Stack Tenant Account ID:
*Role Name:

* Peer VPC:

* Database Type:

* IP Address

* Port Number:

* Database Account:

= Database Password:

Destination Database

* Instance Type:

* Instance Region:

* RDS Instance ID:

* Database Account:
* Database Password:

* Encryption:

User-Created Database Connected Over Express Connect, VP ¥

China {Hangzhou)

ram-for-dts

| Authorize Role Across Accounts

MySQL

| 172.16)

3306

‘ dtstest

RDS Instance

China {Hangzhou)

-

‘ dtstest

® Non-encrypted O SSL-encrypted

Section Parameter Description

N/A Task Name

Proprietary network of the current login account

Cancel Set Whitelist and Next

DTS automatically generates a task name. We recommend that you

specify an informative name for easy identification. You do not need
to use a unique task name.

Select User-Created Database Connected over Express

Instance Type

Connect, VPN Gateway, or Smart Access Gateway.
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Section

Source
Database

Parameter

Instance
Region

Alibaba Cloud
Account ID

Role Name

Peer VPC

Database Type

IP Address

Port Number

Database
Account

Database
Password

Instance Type

Instance
Region

RDS Instance ID

Description

Select the region of the VPC that is connected to the user-created
MySQL database.

Enter the ID of the Alibaba Cloud account to which the Express
Connect circuit belongs.

@ Note To obtainthe ID of the Alibaba Cloud account to
which the Express Connect circuit belongs, you must log on to the
Account Management console by using this account. The account
ID is displayed on the Security Settings page.

Account Management

ne: 2021-05-25 11:39.00

Logon Account o™ @testaliyunid com Edit erified No real-name authentication  Go to
certiication
G O Account IC - -1

ing: No binding Detail

Contact Management 7

Enter the name of the RAM role that you created earlier in
Preparations.

Select the ID of the VPC that is connected to the user-created MySQL
database.

Select MySQL.

Enter the endpoint that is used to access the user-created MySQL
database.

Enter the service port number of the user-created MySQL database.
The default port number is 3306.

Enter the account of the user-created MySQL database. For more
information about the permissions that are required for the account,
see Permissions required for database accounts.

Enter the password of the source database account.

@ Note After you specify the information about the self-
managed Oracle database, you can click Test Connectivity next
to Database Password to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.

Select RDS Instance.
Select the region where the destination RDS instance resides.

Select the ID of the destination RDS instance.
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Section Parameter Description

Enter the database account of the destination RDS instance. For more
information about the permissions that are required for the account,
see Permissions required for database accounts.

Database
Account

Enter the password of the destination database account.
Destinatio

n @ Note After you specify the information about the RDS
Database instance, you can click Test Connectivity next to Database
Password to check whether the information is valid. If the
information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

Database
Password

Select Non-encrypted or SSL-encrypted. If you want to select
SSL-encrypted, you must enable SSL encryption for the RDS instance
before you configure the data migration task. For more information,

see Configure SSL encryption for an RDS MySQL instance.
Encryption

@ Note The Encryption parameter is available only for
regions in mainland China and the Hong Kong (China) region.
7. Inthe lower-right corner of the page, clickSet Whitelist and Next.

@ Note DTS adds the CIDR blocks of DTS servers to the whitelist of the destination
ApsaraDB RDS for MySQL instance. This ensures that DTS servers can connect to the destination
RDS instance.

8. Select the migration types and the objects to be migrated.
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2.Configure Migration Types and

* Migrstion Types: [w] Schema Migration [w] Full Data Migration [w] Incremantal Data Migration Mote: Incremeantal data migration doss not support
triggers. For more information, see Reference

Mote: do not dean up the incrementzl data log generated by the source database after the DTS task is started when the DTS full task is running. If the source daktabase
cleans up the log too early, the DTS incremental task may fail

Diata migration applies to short-term migration scenarios. Typical scenarios indude migrating data to the doud, scaling and sharding databases, and migrating data
between Apsara Stack databases.
For long-term data synchronization in real time, use the data synchronization feature,

Availabla Sdected {To edit an object name or its filter, hover over the object and dick
Edit.) Learm mare.
Expand the tree before you perform a glo qQ
Q,
[ p: dtstestdata
=] Tables dtstestdata (20bjects)
. customer
[ i Views
= order
?
I <
Salact All
Remove All
*Rzname Databases and Tables: @ Do Not Change Databass and Table Names Change Database and Table Names
* Retry Time for Failed Connection 720 Minutes
*Source table DMS_ ONLINE_ Do you O Yes ® Ne (V)

want to copy the kemporary table to
the target database during DOL:

Information:

1. Data migration only copies the data and schena in the source databaese and saves H oy in the destination datsbase, The process does not affect any data or schema

n the source database.
2. Do not do DOL operation during structure and full migration, otherwise the task may fail
Cancel Pravious Save ‘
0
0
Setting Description

o To perform only full migration, select Schema Migration and Full Data Migration.

o To ensure service continuity during data migration, select Schema Migration, Full

Select Data Migration, and Incremental Data Migration.

the

migratio ) o

nt?/pes @ Note If Incremental Data Migration is not selected, we recommend that you

do not write data to the source database during data migration. This ensures data
consistency between the source and destination databases.
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Setting

Select
the
objects
to be
migrate
d

Specify
whether
to
rename
objects

Specify
the retry
time for
failed
connecti
ons to
the
source
or
destinati
on
databas
e

Description

Select one or more objects from the Available section and click the s iconto move the

objects to the Selected section.

@ Note

© You can select columns, tables, or databases as the objects to be migrated.

o By default, after an object is migrated to the destination database, the name
of the object remains unchanged. You can use the object name mapping
feature to rename the objects that are migrated to the destination database.
For more information, see Object name mapping.

o |f you use the object name mapping feature to rename an object, other
objects that are dependent on the object may fail to be migrated.

You can use the object name mapping feature to rename the objects that are migrated to
the destination instance. For more information, see Object name mapping.

By default, if DTS fails to connect to the source or destination database, DTS retries within
the next 720 minutes (12 hours). You can specify the retry time based on your needs. If DTS
reconnects to the source and destination databases within the specified time, DTS resumes
the data migration task. Otherwise, the data migration task fails.

@ Note When DTS retries a connection, you are charged for the DTS instance. We
recommend that you specify the retry time based on your business needs. You can
also release the DTS instance at your earliest opportunity after the source and
destination instances are released.
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Setting Description

Specify

whether

to copy If you use Data Management (DMS) to perform online DDL operations on the source

tempora database, you can specify whether to migrate temporary tables generated by online DDL

rytables  operations.
to the

destinati
on
databas @ Note If online DDL operations generate a large amount of data, the data
e when migration task may be delayed.

DMS

perform o No: DTS does not migrate the data of temporary tables generated by online DDL

s online operations. Only the original DDL data of the source database is migrated.
DDL

o Yes: DTS migrates the data of temporary tables generated by online DDL operations.

operatio ) o
ns on @ Note If you select No, the tables in the destination database may be locked.

the
source
table

9. Inthe lower-right corner of the page, click Precheck.

@ Note

o Before you can start the data migration task, a precheck is performed. You can start the
data migration task only after the task passes the precheck.

o If the taskfails to pass the precheck, you can clickthe icon next to each failed item

to view details.
m You can troubleshoot the issues based on the causes and run a precheck again.

m If you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

10. Afterthe task passes the precheck, click Next.

11. Inthe Confirm Settings dialog box, specify the Channel Specification parameter and select
Data Transmission Service (Pay-As-You-Go) Service Terms.

12. ClickBuy and Start to start the data migration task.

o Schema migration and full data migration
We recommend that you do not manually stop the task during full data migration. Otherwise, the
data migrated to the destination database will be incomplete. You can wait until the data
migration task automatically stops.

o Schema migration, full data migration, and incremental data migration
The task does not automatically stop during incremental data migration. You must manually stop
the task.
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D Notice We recommend that you select an appropriate time to manually stop the data
migration task. For example, you can stop the task during off-peak hours or before you
switch your workloads to the destination cluster.

a. Wait untilIncremental Data Migration and The migration task is not delayed appear
in the progress bar of the migration task. Then, stop writing data to the source database for
a few minutes. The delay time of incremental data migration may be displayed in the
progress bar.

b. Wait until the status of incremental data migration changes to The migration task is
not delayed again. Then, manually stop the migration task.

Task Name v| ‘ Search | Sort: | Default Sorting v status: | All v %

Task ID/Name. 7 Status: Migrating Quick Diagnostics | Pause Task | View Details | Duplicate Task  Upgrade | Configure Monitoring and Alerting | Change password | Edit Tag

13. Switch your workloads to the destination ApsaraDB RDS for MySQL instance.

7.1.4. Migrate data from a user-created MySQL
database to an Apsara PolarDB for MySQL cluster

Apsara PolarDB is a next-generation relational database service that is developed by Alibaba Cloud.
The service is compatible with the MySQL database engine and features high availability, ease of use,
and reliability. T his topic describes how to migrate data from a user-created MySQL database to an
Apsara PolarDB for MySQL cluster by using Data Transmission Service (DTS).

Prerequisites

The version of the user-created MySQL database is 5.1, 5.5, 5.6, 5.7, or 8.0.

The destination Apsara PolarDB for MySQL cluster is created. For more information, see Create a
PolarDB MySQL cluster.

If the source MySQL database is an on-premises database, the CIDR blocks of DTS servers are added
to the IP whitelist of the source MySQL database. This setting ensures that DTS servers can access
the source MySQL database. For more information, see Add the CIDR blocks of DTS servers to the
security settings of on-premises databases.

Precautions

DTS uses read and write resources of the source and destination databases during full data
migration. This may increase the loads of the database servers. If the database performance is
unfavorable, the specification is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the destination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and destination databases. We
recommend that you migrate data during of f-peak hours. For example, you can migrate data when
the CPU utilization of the source and destination databases is less than 30%.

The source database must have PRIMARY KEY or UNIQUE constraints and all fields must be unique.
Otherwise, the destination database may contain duplicate data records.
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e DTS usesthe rounp(corumn, PRECTSTON) function to retrieve values from columns of the FLOAT or
DOUBLE data type. If you do not specify a precision, DTS sets the precision for the FLOAT data type
to 38 digits and the precision for the DOUBLE data type to 308 digits. You must check whether the
precision settings meet your business requirements.

e If a data migration taskfails, DTS automatically resumes the task. Before you switch your workloads
to the destination cluster, stop or release the data migration task. Otherwise, the data in the source
database will overwrite the data in the destination cluster after the task is resumed.

Migration types

DTS supports schema migration, full data migration, and incremental data migration. For more
information, see Terms.

@ Note When you migrate data between PolarDB for MySQL clusters, you can select all of the
supported migration types to ensure service continuity.

Billing
Migration type Task configuration fee Internet traffic fee

sch igration and full
chema migration an u Free of charge.

data migration Charged only when data is migrated from
Alibaba Cloud over the Internet. For more

Incremental data Charged. For more information, see Pricing.

migration information, see Pricing.

SQL operations that can be synchronized during incremental data
migration

Operatio
P SQL statements
ntype
DML INSERT, UPDATE, DELETE, and REPLACE
® ALTER TABLE and ALTER VIEW
® CREATE FUNCTION, CREATE INDEX, CREATE PROCEDURE, CREATE TABLE, and CREATE VIEW
DDL ® DROP INDEX and DROP TABLE
e RENAME TABLE
e TRUNCATE TABLE

Permissions required for database accounts

Schema migration and full

Database . ; Incremental data migration
data migration
User-created MySQL L The REPLICATION CLIENT, REPLICATION SLAVE,
The SELECT permission .
database SHOW VIEW, and SELECT permissions
Apsara PolarDB for MySQL o . .
P ysQ The read/write permissions The read/write permissions

cluster
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For information about how to create and authorize a database account, see the following topics:

e Create an account for a user-created MySQL database and configure binary logging for a user-
created MySQL database

e (reate a database account for an Apsara PolarDB for MySQL cluster

Preparations
Create an account for a user-created MySQL database and configure binary logging

Procedure
1. Logontothe DTS console.
In the left-side navigation pane, click Data Migration.
At the top of the Migration Tasks page, select the region where the destination cluster resides.

In the upper-right corner of the page, click Create Migration Task.

vk W

Configure the source and destination databases for the data migration task.

* Task Name:

MySQL_TO_POLARDE

Source Database

* Instance Type: | User-Created Database with Public 1P Address v
* Instance Region: | Singapore v Get TP Address Segment of DTS
* Database Type: | MysQL v
* Hostname or IP Address: |
* Port Number: | 3306
* Database Account: ‘ distest |
* Database Password: ‘ [ITrTrre——. & | Test Connectivity & Passed
Destination Database
* Instance Type: | PolarDB v
* Instance Region: | Singapore v
* PolarDB Instance ID: -
* Database Account: ‘ dtstest |
* Database Password: ‘ [P P—— @ | Test Connectivity & Passed
Cancel Set Whitelist and Next
Section Parameter Description

DTS automatically generates a task name. We recommend that
N/A Task Name you specify an informative name for easy identification. You do
not need to use a unique task name.
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Section Parameter Description

Select aninstance type based on where the source database is
deployed. In this example, select User-Created Database with
Public IP Address.

Instance Type
@ Note If you select other instance types, you must

deploy the network environment for the self-managed
database. For more information, see Preparation overview.

If the instance type is set to User-Created Database with
Public IP Address, you do not need to specify the instance
region.

@ Note If a whitelist is configured for the user-created

Instance
Region MySQL database, you must add the CIDR blocks of DTS servers
to the whitelist of the database. You can click Get IP
Address Segment of DTS next to Instance Region to
obtain the CIDR blocks of DTS servers.
Database
Select MySQL.
Type
Hostname or Enter the endpoint that is used to connect to the user-created
IP Address MySQL database. In this example, enter the public IP address.
Enter the service port number of the user-created MySQL
Port Number icep . 'u a vsQ
database. The default port number is 3306.
Enter the account of the user-created MySQL database. For more
Database . ) . .
information about the permissions that are required for the
Account o }
account, see Permissions required for database accounts.
Enter the password of the source database account.
Source
Database @ Note After you specify the source database
parameters, click Test Connectivity next to Database
Password to verify whether the specified parameters are
valid. If the specified parameters are valid, the Passed
message appears. If the Failed message appears, click Check
next to Failed. Modify the source database parameters
Database based on the check results.
Password
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Section Parameter

Instance Type

Instance
Region

PolarDB
Instance ID

Database

Account
Destination

Database

Database
Password

Description

Select PolarDB.

Select the region where the destination PolarDB cluster resides.

Select the ID of the destination PolarDB cluster.

Enter the database account of the destination PolarDB cluster. For
more information about the permissions that are required for the
account, see Permissions required for database accounts.

Enter the password of the destination database account.

@ Note After you specify the destination database
parameters, click Test Connectivity next to Database
Password to verify whether the specified parameters are
valid. If the specified parameters are valid, the Passed
message appears. If the Failed message appears, click Check
next to Failed. Modify the destination database parameters
based on the check results.

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

@ Note DTS adds the CIDR blocks of DTS servers to the whitelist of the destination Apsara
PolarDB for MySQL cluster. This ensures that DTS servers can connect to the destination cluster.

7. Select the migration types and the objects to be migrated.
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2.Configure Migration Types and

* Migrstion Types: [w] Schema Migration [w] Full Data Migration [w] Incremantal Data Migration Mote: Incremeantal data migration doss not support
triggers. For more information, see Reference

Mote: do not dean up the incrementzl data log generated by the source database after the DTS task is started when the DTS full task is running. If the source daktabase
cleans up the log too early, the DTS incremental task may fail

Diata migration applies to short-term migration scenarios. Typical scenarios indude migrating data to the doud, scaling and sharding databases, and migrating data
between Apsara Stack databases.
For long-term data synchronization in real time, use the data synchronization feature,

Availabla Sdected {To edit an object name or its filter, hover over the object and dick
Edit.) Learm mare.
Expand the tree before you perform a glo qQ
Q,
[ p: dtstestdata
=] Tables dtstestdata (20bjects)
. customer
[ i Views
= order
?
I <
Salact All
Remove All
*Rzname Databases and Tables: @ Do Not Change Databass and Table Names Change Database and Table Names
* Retry Time for Failed Connection 720 Minutes
*Source table DMS_ ONLINE_ Do you O Yes ® Ne (V)

want to copy the kemporary table to
the target database during DOL:

Information:
1. Data migration only copies the data and schena in the source databaese and saves H

oy in the destination datsbase. The process does not affect any data or schema

n the source database.
2. Do not do DOL operation during structure and full migration, otherwise the task may fail
[
Cancel Pravious Save ‘
Setting Description
o To perform only full migration, select Schema Migration and Full Data Migration.
o To ensure service continuity during data migration, select Schema Migration, Full
Data Migration, and Incremental Data Migration.
tSslect ) Notice If Incremental Data Migration is not selected, we recommend that
,e i you do not write data to the source database during full data migration. This ensures
m;gra 0 data consistency between the source and destination databases.
ntypes
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Setting

Select
the
objects
to be
migrate
d

Specify
whether
to
rename
objects

Specify
the retry
time for
failed
connecti
ons to
the
source
or
destinati
on
databas
e

Description

Select one or more objects from the Available section and click the s iconto move the

objects to the Selected section.

D Notice
© You can select columns, tables, or databases as the objects to be migrated.

o By default, after an object is migrated to the destination database, the name
of the object remains unchanged. You can use the object name mapping
feature to rename the objects that are migrated to the destination database.
For more information, see Object name mapping.

o |f you use the object name mapping feature to rename an object, other
objects that are dependent on the object may fail to be migrated.

You can use the object name mapping feature to rename the objects that are migrated to
the destination instance. For more information, see Object name mapping.

By default, if DTS fails to connect to the source or destination database, DTS retries within
the next 720 minutes (12 hours). You can specify the retry time based on your needs. If DTS
reconnects to the source and destination databases within the specified time, DTS resumes
the data migration task. Otherwise, the data migration task fails.

@ Note When DTS retries a connection, you are charged for the DTS instance. We
recommend that you specify the retry time based on your business needs. You can
also release the DTS instance at your earliest opportunity after the source and
destination instances are released.
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Setting Description

Specify

whether

to copy If you use Data Management (DMS) to perform online DDL operations on the source

tempora database, you can specify whether to migrate temporary tables generated by online DDL

rytables  operations.
to the

destinati
on
databas @ Note If online DDL operations generate a large amount of data, the data
e when migration task may be delayed.

DMS

perform ©o No: DTS does not migrate the data of temporary tables generated by online DDL

s online operations. Only the original DDL data of the source database is migrated.
DDL

o Yes: DTS migrates the data of temporary tables generated by online DDL operations.

operatio ® ) o
ns on Note If youselect No, the tables in the destination database may be locked.

the
source
table

8. Inthe lower-right corner of the page, click Precheck.

® Note

o Before you can start the data migration task, a precheck is performed. You can start the
data migration task only after the task passes the precheck.

o If the taskfails to pass the precheck, you can clickthe icon next to each failed item

to view details.
m You can troubleshoot the issues based on the causes and run a precheck again.

m If you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

9. Afterthe task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, specify the Channel Specification parameter and select
Data Transmission Service (Pay-As-You-Go) Service Terms.

11. ClickBuy and Start to start the data migration task.

o Schema migration and full data migration
We recommend that you do not manually stop the task during full data migration. Otherwise, the
data migrated to the destination database will be incomplete. You can wait until the data
migration task automatically stops.

o Schema migration, full data migration, and incremental data migration
The task does not automatically stop during incremental data migration. You must manually stop
the task.
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D Notice We recommend that you select an appropriate time to manually stop the data
migration task. For example, you can stop the task during off-peak hours or before you
switch your workloads to the destination cluster.

a. Wait untilIncremental Data Migration and The migration task is not delayed appear
in the progress bar of the migration task. Then, stop writing data to the source database for
a few minutes. The delay time of incremental data migration may be displayed in the
progress bar.

b. Wait until the status of incremental data migration changes to The migration task is
not delayed again. Then, manually stop the migration task.

Task Name v| ‘ Search | Sort: | Default Sorting v status: | All v %

Task ID/Name. 7 Status: Migrating Quick Diagnostics | Pause Task | View Details | Duplicate Task  Upgrade | Configure Monitoring and Alerting | Change password | Edit Tag

12. Switch your workloads to the destination PolarDB cluster.

7.1.5. Migrate data from a user-created MySQL

database to a DRDS instance

This topic describes how to migrate data from a user-created MySQL database to a Distributed
Relational Database System (DRDS) instance by using Data Transmission Service (DTS). DTS supports
schema migration, full data migration, and incremental data migration. When you migrate data froma
user-created MySQL database to a DRDS instance, you can select all of the supported migration types
to ensure service continuity.

Prerequisites

e The version of the user-created MySQL database is 5.1, 5.5, 5.6, 5.7, or 8.0.

e A database is created in the DRDS instance based on one or more ApsaraDB RDS for MySQL instances
that you purchased. DTS does not support databases that are created based on Apsara PolarDB for
MySQL clusters.

e The available storage space of the destination RDS instance is larger than the total size of the data
in the user-created MySQL database.

Precautions
e DTS does not support schema migration from a user-created MySQL database to a DRDS instance.

@ Note During schema migration, DTS migrates the schemas of the required objects such as
tables to the destination database.

e DTS uses read and write resources of the source and destination databases during full data
migration. T his may increase the loads of the database servers. If the database performance is
unfavorable, the specification is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the destination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and destination databases. We

79 > Document Version: 20220617



Data Transmission Service

Data Migration-Migrate from a user-
created database to Alibaba Cloud

recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilization of the source and destination databases is less than 30%.

The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all fields must be unique. Otherwise, the destination database may contain duplicate data records.

DTS usesthe RouND (corLUMN, PRECTISTON) function to retrieve values from columns of the FLOAT or
DOUBLE data type. If you do not specify a precision, DTS sets the precision for the FLOAT data type
to 38 digits and the precision for the DOUBLE data type to 308 digits. You must check whether the
precision settings meet your business requirements.

If a data migration task fails, DTS automatically resumes the task. Before you switch your workloads
to the destination instance, stop or release the data migration task. Otherwise, the data in the source
database will overwrite the data in the destination instance after the task is resumed.

Billing

Migration type Instance configuration Internet traffic

Full data migration Free of charge. Charged only when data is migrated from

Alibaba Cloud over the Internet. For more

Incremental data Charged. For more . . .
information, see Pricing.

migration information, see Pricing.

Migration types

Full data migration
DTS migrates historical data of the required objects fromthe user-created MySQL database to the
destination DRDS instance.

@ Note During full data migration, concurrent INSERT operations cause fragmentation in the
tables of the destination instance. After full data migration is complete, the tablespace of the
destination instance is larger than that of the source database.

Incremental data migration

Afterfull data migration is complete, DTS retrieves binary log files fromthe user-created MySQL
database. Then, DTS synchronizes incremental data fromthe user-created MySQL database to the
destination DRDS instance. Incremental data migration allows you to ensure service continuity when
you migrate data fromthe user-created MySQL database to the DRDS instance.

SQL operations that can be synchronized during incremental data
migration
INSERT, UPDATE, DELETE, and REPLACE

Permissions required for database accounts

Database Full data migration Incremental data migration
The REPLICATION CLIENT,
User-created MySQL database The SELECT permission REPLICATION SLAVE, SHOW VIEW,
and SELECT permissions

DRDS instance The read/write permissions The read/write permissions
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Before you begin

1. Create an account forthe user-created MySQL database and enable binary logging. For more
information, see Create an account for a user-created MySQL database and configure binary

logging.

2. Create a database and tables in the destination DRDS instance based on the schema to be
migrated fromthe user-created MySQL database. For more information, see Create a DRDS
database and Create a table.

Procedure
1. Logontothe DTS console.
In the left-side navigation pane, click Data Migration.
In the upper part of the Migration Tasks page, select the region where the RDS instance resides.

In the upper-right corner of the page, click Create Migration Task.

vk wN

Configure the source and destination databases for the data migration task.

* Task Name: ‘ MySQL_TO_DRDS

Source Database

¥ Instance Type: | User-Created Database with Public IP Address v

-«

* Instance Region: | Singapore Get IP Address Segment of DTS

= Database Type: | MySQL v
* Hostname or IP Address | |
* Port Number: | 3306

| dtstest |

* Dat; 2 Password: | sesessssrees q‘)| Test Connectivity (& Passed
Destination Database
* Instance Type: | DRDS Instance M
* Instance Region: | Singapore M
* DRDS Instance ID: -
* Database Name mysqitest v
* Database Account: | dtstest |
* Database Password: | eseessessseseses q‘)| Test Connectivity (@) Passed

Cancel Set Whitelist and Next

Section Parameter Description

DTS automatically generates a task name. We recommend that you
N/A Task Name specify an informative name for easy identification. You do not need
to use a unigue task name.
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Section

Source
Database

Parameter

Instance Type

Instance
Region

Database Type

Hostname or
IP Address

Port Number

Database
Account

Database
Password

Instance Type

Instance
Region

DRDS Instance
ID

Description

Select an instance type based on where the source database is
deployed. In this example, select User-Created Database with
Public IP Address.

@ Note If you select other instance types, you must deploy
the network environment for the self-managed database. For
more information, see Preparation overview.

If the instance type is set to User-Created Database with Public
IP Address, you do not need to specify the instance region.

@ Note If a whitelist is configured for the user-created
MySQL database, you must add the CIDR blocks of DTS servers to
the whitelist of the database. You can click Get IP Address
Segment of DTS next to Instance Region to obtain the CIDR
blocks of DTS servers.

Select MySQL.

Enter the endpoint that is used to connect to the user-created MySQL
database. In this example, enter the public IP address.

Enter the service port number of the user-created MySQL database.
The default port number is 3306.

Enter the account of the user-created MySQL database. For more
information about the permissions that are required for the account,
see Permissions required for database accounts.

Enter the password of the source database account.

@ Note Afteryou specify the information about the self-
managed Oracle database, you can click Test Connectivity next
to Database Password to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.

Select DRDS Instance.

Select the region where the destination DRDS instance resides.

Select the ID of the destination DRDS instance.
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Section Parameter Description
Database
N Select the name of the destination database.
Destinatio Name
n
Database Enter the database account of the destination DRDS instance. For
Database ) ) L .
Account more information about the permissions that are required for the
account, see Permissions required for database accounts.
Enter the password of the destination database account.
@ Note After you specify the information about the RDS
Database instance, you can click Test Connectivity next to Database
Password to check whether the information is valid. If the
Password

information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

(® Note DTS adds the CIDR blocks of DTS servers to the whitelist of the destination DRDS
instance. T his ensures that DTS servers can connect to the destination DRDS instance.

7. Select the migration types and objects to be migrated.
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2.Configure Migration Types and

*  Migration Types: Schama Migration Full Data Migration Incremental Data Migration Mote: Incremeantal data migration doss not support
triggers. For more information, see Reference

Mote: do not dean up the incrementzl data log generated by the source database after the DTS task is started when the DTS full task is running. If the source daktabase
cleans up the log too early, the DTS incremental task may fail

Diata migration applies to short-term migration scenarios. Typical scenarios indude migrating data to the doud, scaling and sharding databases, and migrating data

between Apsara Stack databases.
For long-term data synchronization in real time, use the data synchronization feature,

Availabla Sdected {To edit an object name or its filter, hover over the object and dick
Edit.) Learm mare.

Expand the tree before you perform a glo qQ

Q,
[ p: dtstestdata
=] Tables dtstestdata (20bjects)
. customer
[=] e Views
= | order
?
I <
Salact All
Remave All
*Rzname Databases and Tables: @ Do Not Change Databass and Table Names Change Database and Table Names
* Retry Time for Failed Connection 720 Minutes
*Source table DMS_ONLINE_Dayou (O Yes @ Ne (7)

want to copy the kemporary table to
the target database during DOL:

Information:
1. Data migration only copies the data and schena in the source databaese and saves H

oy in the destination datsbase. The process does not affect any data or schema

n the source database.
2. Do not do DOL operation during structure and full migration, otherwise the task may fail
[
Cancel Pravious Save ‘
Paramet o
Description
er
o To perform only full data migration, select only Full Data Migration.
©o To ensure service continuity during data migration, select both Full Data Migration and
Incremental Data Migration.
Migratio
nTypes @ Note If Incremental Data Migration is not selected, do not write data to the

source database during full data migration. This ensures data consistency between
the source and destination databases.
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Paramet

Description
er P

Select objects from the Available section and click the 3 iconto move the objects to

the Selected section.

@ Note

© You can select columns, tables, or databases as the objects to be migrated. If
you select tables or columns as the objects to be migrated, DTS does not
migrate other objects such as views, triggers, and stored procedures to the
destination database.

o By default, after an object is migrated to the destination database, the name
of the object remains unchanged. You can use the object name mapping
feature to rename the objects that are migrated to the destination database.

Objects For more information, see Object name mapping.

o If you use the object name mapping feature to rename an object, other
objects that are dependent on the object may fail to be migrated.

9. Afterthe data migration task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, configure the Channel Specification parameter. Then, read
and select Data Transmission Service (Pay-as-you-go) Service Terms.

11. ClickBuy and Start to start the data migration task.

o Full data migration
Do not manually stop a full data migration task. If you manually stop a full data migration task,
the data that is migrated to the RDS instance may be incomplete. You can wait until the full data
migration task automatically stops.

o Incremental data migration
An increment al data migration task does not automatically stop. You must manually stop the
task.

@ Note We recommend that you manually stop an incremental data migration task at an
appropriate point in time. For example, you can stop the task during of f-peak hours or
before you switch your workloads over to the RDS instance.
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a. Wait untilIncremental Data Migration and The data migration task is not delayed
appear in the progress bar of the data migration task. Then, stop writing data to the self-
managed Oracle database for a few minutes. The delay time of incremental data
migration may be displayed in the progress bar.

b. Wait until the status of incremental data migration changes to The data migration
task is not delayed again. Then, manually stop the migration task.

Task Name v| ‘ Search | Sort: | Default Sorting v Status: | All v %Tg

Task ID/Name: s Status: Migrating Quick Diagnostics | Pause Task | View Details | Duplicate Task ~ Upgrade | Configure Monitoring and Alerting | Change password | Edit Tag

v e stop Delete Edit Tag Total: 1 item(s}, Per Page: 20 itemn(s

12. Switch your workloads to the destination DRDS instance.

What to do next

The database accounts used for data migration have the read/write permissions. After data migration
is complete, you must delete the accounts of both the user-created MySQL database and the
database in the DRDS instance.

7.2. Source: SQL Server

7.2.1. Migrate incremental data from a user-
created SQL Server database to an ApsaraDB RDS

for SQL Server instance

Data Transmission Service (DTS) provides an incremental data migration phase that allows you to
perform a minimized-downtime migration. You do not have to suspend write requests to the source
database during migration. The migration task captures ongoing changes that occur during the full
data migration and reapplies the changes after the full data migration is complete.

Prerequisites
e The version of the user-created SQL Server database is 2008, 2008 R2, 2012, 2014, 2016, or 2017.

@ Note
o SQL Server Cluster or SQL Server AlwaysOn High Availability Group is not supported.

o If you migrate data between different versions of databases, make sure that the
database versions are compatible.

e The tables to be migrated fromthe user-created SQL Server database must have primary keys or
UNIQUE NOT NULL indexes.

e The available storage space of the ApsaraDB RDS for SQL Server instance is larger than the total size
of the data in the user-created SQL Server database.

Precautions

e DTS uses read and write resources of the source and destination databases during full data
migration. This may increase the loads of the database servers. If the database performance is
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unfavorable, the specification is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the destination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and destination databases. We
recommend that you migrate data during of f-peak hours. For example, you can migrate data when
the CPU utilization of the source and destination databases is less than 30%.

To ensure that the incremental data migration task runs as expected, do not frequently back up the
source database. We recommend that you retain log files for more than three days. Otherwise, you
cannot retrieve log files after they are truncated.

To ensure that the delay time of incremental data migration is accurate, DTS adds a heartbeat table
to the user-created SQL Server database. The name of the heartbeat tableis source table name dt

s mysgl heartbeat

DTS automatically creates a destination database in the ApsaraDB RDS for SQL Server instance.
However, if the name of the source database is invalid, you must create a database in the ApsaraDB
RDS for SQL Server instance before you configure the data migration task.

@ Note For more information about how to create a database and the database naming
conventions, see Create a database for an RDS SQL Server instance.

If a data migration task fails, DTS automatically resumes the task. Before you switch your workloads
to the destination instance, stop or release the data migration task. Otherwise, the data in the source
database will overwrite the data in the destination instance after the task is resumed.

Limits

DTS does not migrate the schemas of assemblies, service brokers, full-text indexes, full-text
catalogs, distributed schemas, distributed functions, CLR stored procedures, CLR scalar-valued
functions, CLR table-valued functions, internal tables, systems, and aggregate functions.

DTS does not migrate data of the sql variant type.
DTS does not migrate tables that contain computed columns.

A single data migration task can migrate incremental data from only one database. To migrate
incremental data from multiple databases, you must create a data migration task for each database.

Migration types

Schema migration

DTS migrates the schemas of the required objects to the destination instance. DTS supports schema
migration for the following types of objects: table, view, trigger, synonym, SQL stored procedure,
SQL function, plan guide, user-defined type, rule, and default.

Full data migration
DTS migrates historical data of the required objects fromthe user-created SQL Server database to
the destination ApsaraDB RDS for SQL Server instance.

Incremental data migration

Afterfull data migration is complete, DTS synchronizes incremental data fromthe user-created SQL
Server database to the destination ApsaraDB RDS for SQL Server instance. Incremental data migration
allows you to ensure service continuity when you migrate data from a user-created SQL Server
database to Alibaba Cloud.
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SQL operations that can be synchronized during incremental data
migration
e INSERT, UPDATE, and DELETE

@ Note The UPDATE operations that update only the large fields cannot be synchronized.

CREATE TABLE

@ Note The CREATE TABLE operations used to create partition tables ortables that contain
functions cannot be synchronized.

ALTER TABLE operations, only including ADD COLUMN, DROP COLUMN, and RENAME COLUMN
DROP TABLE
RENAME TABLE, TRUNCATE TABLE, and CREATE INDEX

Billing
Migration type Task configuration fee Internet traffic fee

Schema migration and full
Free of charge.

data migration Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
Incremental data Charged. For more information, see Pricing.

migration information, see Pricing.

Permissions required for database accounts

Incremental data

Database Schema migration Full data migration . .
migration
User-created SQL Server The sysadmin
Q The SELECT permission The SELECT permission y .
database permission
ApsarabDB RDS for SQL The read/write The read/write The read/write
Server instance permissions permissions permissions

For information about how to create and authorize a database account, see the following topics:

® CREATE USERfor a user-created SQL Server database
e (reate anaccount foranRDS for SQL Server instance for an ApsaraDB RDS for SQL Server instance

Incremental data migration
To avoid data migration failures caused by dependencies between objects, DTS migrates the schemas
and data of the source SQL Server database in the following order:

1. Migrate the schemas of tables, views, synonyms, user-defined types, rules, defaults, and plan
guides.

2. Performfull data migration.

3. Migrate the schemas of SQL stored procedures, SQL functions, triggers, and foreign keys.
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4. Performincremental data migration.

@ Note During schema migration and full data migration, do not perform DDL operations
onthe objects to be migrated. Otherwise, the objects may fail to be migrated.

Before you begin
Before you configure a data migration task, configure log settings on the user-created SQL Server
database.

1. Runthe following command in the user-created SQL Server database to change the recovery mode
to full:

use master;

GO

ALTER DATABASE <database name> SET RECOVERY FULL WITH ROLLBACK IMMEDIATE;
GO

Parameters
<database _name>: the name of the source database.
Example

use master;

GO

ALTER DATABASE mytestdata SET RECOVERY FULL WITH ROLLBACK IMMEDIATE;
GO

2. Runthe following command to create a logical backup for the source database. Skip this step if
you have already created a logical backup.

BACKUP DATABASE <database name> TO DISK='<physical backup device name>';
GO
Parameters
o <database _name>: the name of the source database.
o <physical backup_device_name>: the storage path and file name of the backup file.

Example

BACKUP DATABASE mytestdata TO DISK='D:\backup\dbdata.bak';
GO

3. Runthe following command to back up the log entries of the source database:

BACKUP LOG <database name> to DISK='<physical backup device name>' WITH init;
GO

Parameters

o <database _name>: the name of the source database.

o <physical backup_device_name>: the storage path and file name of the backup file.

Example

BACKUP LOG mytestdata TO DISK='D:\backup\dblog.bak' WITH init;
GO
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Procedure
1. Logontothe DTS console.

. Inthe left-side navigation pane, click Data Migration.

2
3. Inthe upper part of the Migration Tasks page, select the region where the RDS instance resides.
4. Inthe upper-right corner of the page, click Create Migration T ask.

5

. Configure the source and destination databases for the data migration task.

1.Configure Source and Destination

* Task Name: ‘ SQL Server_TO_RDS

| Source Database

= Instance Type: | User-Created Database with Public IP Address v
* Instance Region singapore v Get IP Address Segment of DTS
* Database Type ‘ SQLServer M

* Hostname or IP Address

* Port Number: | 1433

* Database Account ‘ dtstest ‘

* Database Password: | ssssssssssss @ ‘ Test Connectivity &) Passed
Destination Database
= Instance Type: | RDS Instance M
* Instance Region Singapore T
* RDS Instance ID -

* Database Account ‘ dtstest ‘

Database Password

................ L] ‘ Test Connectivity &) Passed

Cancel Set Whitelist and Next

Section Parameter Description

DTS automatically generates a task name. We recommend that you
N/A Task Name specify an informative name for easy identification. You do not need
to use a unique task name.

Select an instance type based on where the source database is
deployed. In this example, select User-Created Database with
Public IP Address.

Instance Type
P @ Note If you select other instance types, you must deploy

the network environment for the self-managed database. For
more information, see Preparation overview.
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Section

Source
Database

Destinatio

n
Database

Parameter

Instance
Region

Database Type

Hostname or
IP Address

Port Number

Database
Account

Database
Password

Instance Type

Instance
Region

RDS Instance ID

Database
Account

Description

If the instance type is set to User-Created Database with Public
IP Address, you do not need to specify the instance region.

@ Note If a whitelist is configured for the user-created SQL
Server database, you must add the CIDR blocks of DTS servers to
the whitelist of the database. You can click Get IP Address
Segment of DTS next to Instance Region to obtain the CIDR
blocks of DTS servers.

Select SQL Server.

Enter the endpoint that is used to connect to the user-created SQL
Server database. In this example, enter the public IP address.

Enter the service port number of the user-created SQL Server
database. The default port numberis 1433.

@ Note The service port of the user-created SQL Server
database must be accessible over the Internet.

Enter the account of the user-created SQL Server database.

Enter the password of the source database account.

@ Note After you specify the information about the self-
managed Oracle database, you can click Test Connectivity next
to Database Password to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.

Select RDS Instance.
Select the region where the destination RDS instance resides.
Select the ID of the destination RDS instance.

Enter the database account of the destination RDS instance.
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Section Parameter Description

Enter the password of the destination database account.

@ Note After you specify the information about the RDS
instance, you can click Test Connectivity next to Database
Password to check whether the information is valid. If the
information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

Database
Password

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

(® Note DTS adds the CIDR blocks of DTS servers to the whitelist of the destination RDS
instance. T his ensures that DTS servers can connect to the destination RDS instance.

7. Select the migration types and objects to be migrated.

2.Configure Migration Types and

* Migration Types: [+| Schema Migration [w! Full Data Migration [+] Incremental Data Migration Note: Incremental data migration doss not support
triggers. For mare information, s=e Reference

Mate: do not dean up the incn
deans up the log too arly, th

emental data log generated by the so
= DTS incremental task may fail

e database after the DTS task is started when the DTS full task is running. If the scurce database

Availablz Selacted {To aedit an object name or its filter, hover over the object and dick

Edit.) Learm more,

Expand the tree before you perform a gld Q

Q
test123
tastdb distestdata
>
<
Salect 2l
Remove Al
*Rzname Databasas and Tablas: @ Do Mot Change Databass and Tablz Names Change Database and Table Names
# Retry Time for Failed Connection 720 Minutes

Information:

1. D ation only copies the data and schema in the source database and saves the copy in the destination database. The process does net affect any data or schema
n the source database,
2. Do not do DOL operation during structure and full migration, otherwise the task may fail

Cancel Previous Save Precheck

== Y&
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11.

Paramet
er

Migratio
nTypes

Objects

Description

o To perform only full data migration, select Schema Migration and Full Data
Migration.

o To ensure service continuity during data migration, select Schema Migration, Full
Data Migration, and Incremental Data Migration. In this example, select all of the
three migration types.

@ Note If Incremental Data Migration is not selected, do not write data to the
user-created SQL Server database during full data migration. This ensures data
consistency between the source and destination databases.

Select objects from the Available section and clickthe 3 iconto move the objects to

the Selected section.

@ Note

o Asingle data migration task can migrate incremental data from only one
database. To migrate incremental data from multiple databases, you must
create a data migration task for each database.

o You can select columns, tables, or databases as the objects to be migrated.

o After an object is migrated to the destination database, the name of the
object remains unchanged. You can change the names of the objects that are
migrated to the destination database by using the object name mapping
feature. For more information about how to use this feature, see Object name
mapping.

o If you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

. Afterthe data migration task passes the precheck, click Next.

. Inthe Confirm Settings dialog box, configure the Channel Specification parameter. Then, read

and select Data Transmission Service (Pay-as-you-go) Service Terms.

Click Buy and Start to start the data migration task.

o Full data migration
Do not manually stop a full data migration task. If you manually stop a full data migration task,
the datathat is migrated to the RDS instance may be incomplete. You can wait until the full data
migration task automatically stops.

o Incremental data migration
An incremental data migration task does not automatically stop. You must manually stop the

task.
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@ Note We recommend that you manually stop an incremental data migration task at an
appropriate point in time. For example, you can stop the task during of f-peak hours or
before you switch your workloads over to the RDS instance.

a. Wait untilIncremental Data Migration and The data migration task is not delayed
appear in the progress bar of the data migration task. Then, stop writing data to the self-
managed Oracle database for a few minutes. The delay time of incremental data
migration may be displayed in the progress bar.

b. Wait until the status of incremental data migration changes to The data migration
task is not delayed again. Then, manually stop the migration task.

Task Name v| ‘ Search | Sort: | Default Sorting v status: | All v %

Task ID/Name. 7 Status: Migrating Quick Diagnostics | Pause Task | View Details = Duplicate Task  Upgrade | Configure Monitoring and Alerting | Change password | Edit Tag
o @ o] o | oo sovms T

12. Switch your workloads to the destination RDS instance.

What to do next

The database accounts used for data migration have the read/write permissions. After data migration
is complete, you must delete the accounts of both the user-created SQL Server database and the
ApsaraDB RDS for SQL Server instance to ensure database security.

7.2.2. Migrate full data from a user-created SQL
Server database to ApsaraDB RDS for SQL Server

For a planned migration where downtime is acceptable, you can create a migration task without
incremental data migration. If you do not include the incremental data migration phase when you
create the migration task, you must suspend all write requests to the source database during migration.

Prerequisites

e The version of the user-created SQL Server database is 2005, 2008, 2008 R2, 2012, 2014, 2016, or
2017.

@ Note
o SQL Server clusters and SQL Server Always On high availability group are not supported.

o To performfull migration between databases of different versions, make sure that the
two versions are compatible.

e The available storage space of the ApsaraDB RDS for SQL Server instance is larger than the total size
of the datain the user-created SQL Server database.

Background information

e DTS uses read and write resources of the source and destination databases during full data
migration. This may increase the loads of the database servers. If the database performance is
unfavorable, the specification is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
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cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the destination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and destination databases. We
recommend that you migrate data during of f-peak hours. For example, you can migrate data when
the CPU utilization of the source and destination databases is less than 30%.

e Thetablesto be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all fields must be unique. Otherwise, the destination database may contain duplicate data records.

e DTS automatically resumes a failed data migration task. Before you switch your workloads to the
destination instance, stop or release the data migration task. Otherwise, the data in the source
database will overwrite the data in the destination instance after the task is resumed.

Limits
e DTS cannot migrate data of the sqgl_variant type.
e DTS does not support the schema migration for assemblies, service brokers, full-text indexes, full-

text catalogs, distributed schemas, distributed functions, CLR stored procedures, CLR scalar-valued
functions, CLR table-valued functions, internal tables, systems, and aggregate functions.

Migration types

e Schema migration
DTS migrates the schemas of objects to the destination instance. DTS can migrate the schemas of
the following objects: tables, views, triggers, synonyms, SQL stored procedures, SQL functions, plan
guides, user-defined types, rules, and defaults.

e Full data migration
DTS migrates full data of the source objects fromthe user-created SQL Server database to the
ApsaraDB RDS for SQL Server instance.

Billing
Migration type Instance configurations Internet traffic
Charged only when data is
Full data migration Free of charge migrated from Alibaba Cloud

over the Internet. For more
information, see Pricing.

Permissions required for database accounts

Database Schema migration Full data migration

User-created SQL Server

database SELECT privilege SELECT privilege

ApsaraDB RDS for SQL Server

Read and write permissions Read and write permissions
database

For more information about how to create and authorize a database account, see the following
topics:

Full data migration
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To avoid data migration failures caused by dependencies among objects, DTS migrates the schemas
and data fromthe source SQL Server database in the following order:

1. Migrate the schemas of tables, views, synonyms, user-defined types, rules, defaults, and plan
guides.

2. Migrate full data.

3. Migrate the schemas of SQL stored procedures, SQL functions, triggers, and foreign keys.

Procedure

1. Logontothe DTS console.

2. Inthe left-side navigation pane, click Data Migration.
3. Inthe upper part of the Migration Tasks page, select the region where the RDS instance resides.
4. Inthe upper-right corner of the page, click Create Migration T ask.
5. Configure the source and destination databases.
= Task Name: ‘ SQL Server_TO_RDS

| Source Database

= Instance Type: | User-Created Database with Public IP Address v
* Instance Region singapore v Get IP Address Segment of DTS
* Database Type SQLServer M

* Database Password: | ssssssasssss @ ‘ Test Connectivity &) Passed
Destination Database
= Instance Type: | RDS Instance N
* Instance Region Singapore M
* RDS Instance ID -
* Database Account: | dtstest ‘
* Database P, (1 i [R——— @ ‘ Test Connectivity ) Passed
Cancel Set Whitelist and Next
Section Parameter Description

DTS automatically generates a task name. We recommend that you
N/A Task Name specify an informative name for easy identification. You do not need
to use a unique task name.
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Section Parameter

Instance Type

Instance
Region

Database Type

Hostname or
IP Address

Source
Database

Port Number

Database
Account

Database
Password

Description

Select an instance type based on the location where the database is
deployed. In this topic, a User-Created Database with Public IP
Address is used as an example.

@ Note If you select other instance types, you must deploy
the network environment for the self-managed database. For
more information, see Preparation overview.

If Instance Type is set to User-Created Database with Public IP
Address, you do not need to specify the Instance Region.

@ Note If you have configured a whitelist for the user-
created SQL Server database, you must add the CIDR blocks of
DTS servers to the whitelist. You can click Get IP Address
Segment of DTS next to Instance Region to obtain the CIDR
blocks of DTS servers.

Select SQL Server.

Enter the endpoint that is used to connect to the user-created SQL
Server database. In this example, enter the public IP address.

Enter the service port number of the user-created SQL Server
database. The default port number is 1433.

@ Note Inthis example, the service port of the user-created
MongoDB database must be open to the public network.

Enter the account that is used to log onto the user-created SQL
Server database. For more information about the permissions that are
required for the account, see Permissions required for database
accounts.

Enter the password of the source database account.

@ Note After you specify the information about the self-
managed Oracle database, you can click Test Connectivity next
to Database Password to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.
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Section Parameter Description
Instance Type Select RDS Instance.
Instance L . s . .
Region Select the region in which the destination RDS instance resides.

RDS Instance ID Select the ID of the destination RDS instance.

Enter the account that is used to log on to the destination RDS

Database instance. For more information about the permissions that are
Destinatio Account required for the account, see Permissions required for database
n accounts.

Database
Enter the password of the destination database account.

@ Note After you specify the information about the RDS
instance, you can click Test Connectivity next to Database
Password to check whether the information is valid. If the
information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

Database
Password

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

@ Note The CIDR blocks of DTS servers are automatically added to the whitelist of the
destination RDS instance. This ensures that DTS servers can connect to the destination RDS
instance.

7. Select the migration types and objects to be migrated.
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2.Configure Migration Types and

* Migrstion Types: [+| Schema Migration [« Full D=ta Migration [+#] Incrementzl Data Migration Mobe: Incre
triggers. For more information, see Reference
aftar the DTS task is started when the DTS full ta:
Availablz Selected {To edit an object name or its filter, hover over the object and dick
Edit.) Learn more.
Expand the tree before you perform a glol Q
Q
testi23
testdb distestdats
>
<
Select &l
Remave Al
*Rzname Databases and Tables: @ Do Mot Change Database and Tablz Names Change Database and Table Names
* Retry Time for Failed Connection 720 Minutes
es the data and schema in the source database and saves the copy in the destination database. The process does not affect any data or schema
tion during structure and full migration, otherwise the task may fail
Cancsl Previous Save Precheck

Paramet _
Description
er
o To perform only full data migration, select Schema Migration and Full Data
Migration.
©o To migrate data with minimal downtime, select Schema Migration, Full Data
) ) Migration, and Incremental Data Migration.
Migratio
n this example, select Schema Migration and Full Data Migration.
n Types In thi L lect Sch Migrati d Full Data Migrati

@ Note To ensure data consistency, we recommend that you do not write new
data into the user-created SQL Server database during full data migration.
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Paramet s
Description
er
Select objects from the Available section and clickthe 3 iconto move the objects to
the Selected section.
@ Note
Migratio o The selected objects can be databases, tables, or columns.
n o By default, the name of an object remains unchanged after migration. You can
objects change the names of the objects in the destination RDS instance by using the

object name mapping feature. For more information about how to use this
feature, see Object name mapping.

o If you use the object name mapping feature for an object, objects that depend
on the object may fail to be migrated.

9. Afterthe data migration task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, configure the Channel Specification parameter. Then, read

and select Data Transmission Service (Pay-as-you-go) Service Terms.

11. ClickBuy and Start to start the data migration task.

@ Note Do not manually stop a data migration task. Otherwise, data migrated to the
destination database will be incomplete. Wait until the data migration task succeeds.

12. Switch your workloads to the destination RDS instance.

What to do next

The database accounts used for data migration have the read/write permissions. After the data
migration is complete, you must delete the accounts of both the user-created SQL Server database
and the ApsaraDB RDS for SQL Server instance to ensure database security.

7.3. Source: Oracle

7.3.1. Migrate data from a user-created Oracle
database to a PolarDB cluster compatible with

Oracle

Apsara PolarDB is a next-generation relational database service developed by Alibaba Cloud. It is

compatible with MySQL, PostgreSQL, and Oracle database engines. The superior performance of Apsara
PolarDB in storage and computing meets diverse requirements of enterprises. T his topic describes how

to migrate data from a user-created Oracle database to a PolarDB cluster compatible with Oracle by

using Data Transmission Service (DTS).

Prerequisites
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e The version of the user-created Oracle database is 9i, 10g, 11g, 12¢, 18c, or 19c.

e The ARCHIVELOG mode is enabled for the user-created Oracle database. Archived log files are
accessible and a suitable retention period is set for archived log files. For more information, see
Managing Archived Redo Log Files.

e Supplemental logging, including SUPPLEMENTAL LOG_DATA_PK and SUPPLEMENTAL_LOG_DATA_Ul, is
enabled forthe user-created Oracle database. For more information, see Supplemental Logging.

e The tablesto be migrated fromthe user-created Oracle database contain primary keys or UNIQUE
NOT NULL indexes.

Precautions

e DTS uses read and write resources of the source and destination databases during full data
migration. This may increase the loads of the database servers. If the database performance is
unfavorable, the specification is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the destination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and destination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilization of the source and destination databases is less than 30%.

e DTS automatically resumes a failed data migration task. Before you switch your workloads to the
destination database, stop or release the data migration task. Otherwise, the data in the source
database will overwrite the data in the destination database after the task is resumed.

Billing
Migration type Task configuration fee Internet traffic fee

Sch igrati d full
chema migration and fu Free of charge.

data migration Charged only when data is migrated from
Alibaba Cloud over the Internet. For more

Incremental data Charged. For more information, see Pricing.

migration information, see Pricing.

Migration types
Migration type Description

DTS migrates the schemas of the required objects to the destination database. DTS
supports schema migration for the following types of objects: table, view,
synonym, trigger, stored procedure, function, package, and user-defined type.

Schema migration
@ Note However, if an object contains triggers, the data between the

source and destination databases will become inconsistent.
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Migration type Description

DTS migrates historical data of the required objects from the user-created Oracle
database to the destination PolarDB cluster.

Full data migration @ Note During schema migration and full data migration, do not perform
DDL operations on the objects to be migrated. Otherwise, the objects may fail
to be migrated.

DTS retrieves redo log files from the user-created Oracle database. Then, DTS
synchronizes incremental data from the user-created Oracle database to the
destination PolarDB cluster. Incremental data migration allows you to ensure service
continuity when you migrate data from the user-created Oracle database to the
destination PolarDB cluster.

Incremental data
migration

SQL operations that can be synchronized during incremental data
migration

e INSERT, UPDATE, and DELETE operations

e CREATE TABLE operations

(@ Note The CREATE TABLE operations to create partition tables or tables that contain
functions cannot be synchronized.

e ALTER TABLE, DROP TABLE, RENAME TABLE, CREATE INDEX, and ADD INDEX operations

Preparations
Log onto the source Oracle database, create an account for data collection, and grant permissions to
the account.

@ Note ff you have created a database account and the account has the permissions that are
listed in the following table, skip this step.

Incremental data

Database Schema migration Full data migration . .
migration
- L The database
User-created Oracle The owner permission The owner permission .
administrator (DBA)
database on schemas on schemas S
permission
The owner permission The owner permission The owner permission
PolarDB cluster
on schemas on schemas on schemas

For more information about how to create and authorize a database account, see the following
topics:
e (REATE USER and GRANT for a user-created Oracle database

e Create anaccount for a PolarDB cluster
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) Notice

If you want to migrate incremental data from an Oracle database but the DBA

permission cannot be granted to the database account, you can grant fine-grained permissions to
the account. The following sample statements show you how to grant specific permissions to an

Oracle database account.

Grant Specific Permissions (Click to Show Details) )

Sample Statements (Click to Show Details) )

Procedure
1.

2.
3.
4,
5.

* Task Name: ‘ Oracle_To_PolarDB-0

Source Database

* Instance Type: | User-Created Database with Public TP Address
* Instance Region: | China (Hangzhou)

* Database Type: | Oracle

* Hostname or IP Address:

* Port Number: | 1521

* Instance Type: ® Non-RAC Instance © RAC or PDB Instance

* SID: ‘ testsid

* Database Account: ‘ dtstest

* Database Password: ‘ .............

@]

Destination Database

* Instance Type: | polarDB
* Instance Region: | China (Hangzhou)

* PolarDB Instance ID:

* Database Name: ‘ dtstestdata

* Database Account: ‘ dtstest

* Database Password:

e‘>|

Section Parameter

Description

Configure the source and destination databases for the data migration task.

DTS support type

Get IP Address Segment of DTS

Test Connectivity

Test Connectivity

Cancel Assess Data Migration to Cloud Set Whitelist and Next

DTS automatically generates a task name. We recommend that you

N/A Task Name

specify an informative name for easy identification. You do not need

to use a unique task name.
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Section Parameter

Instance Type

Instance
Region

Database Type

Hostname or
IP Address

Source

Database Port Number

Instance Type

Database
Account

Database
Password

Description

Select an instance type based on where the source database is
deployed. The procedure in this topic uses User-Created Database
with Public IP Address as an example.

@ Note If you select other instance types, you must prepare
the environments that are required for the source database. For
more information, see Preparation overview.

If the instance type is set to User-Created Database with Public
IP Address, you do not need to specify the instance region.

@ Note If a whitelist is configured for the user-created
Oracle database, you must manually add the CIDR blocks of DTS
servers to the whitelist of the user-created Oracle database. You
can click Get IP Address Segment of DTS next to Instance
Region to obtain the CIDR blocks of DTS servers.

Select Oracle.

Enter the endpoint that is used to connect to the user-created Oracle
database.

Enter the service port number of the user-created Oracle database.
The default port numberis 1521.

@ Note Inthis example, The service port of the user-created
Oracle database is accessible over the Internet.

o Non-RAC Instance: If you select this option, you must specify the
SID.

o RAC Instance: If you select this option, you must specify the
Service Name.

Enter the account of the user-created Oracle database. For more
information about the permissions that are required for the account,
see Preparations.

Enter the password for the source database account.

@ Note After you specify the information about the self-
managed Oracle database, you can click Test Connectivity next
to Database Password to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.
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Section Parameter Description

Instance Type Select PolarDB.

Instance ) N .
Region Select the region where the destination PolarDB cluster resides.
PolarDB L
Select the ID of the destination PolarDB cluster.
Instance ID
Database .
Enter the name of the destination database.
Name
Destinatio Enter the database account of the destination PolarDB cluster. For
n Database . ) L .
more information about the permissions that are required for the
Database Account :
account, see Preparations.
Enter the password for the destination database account.
@ Note After you specify the information about the RDS
Database instance, you can click Test Connectivity next to Database
Password Password to check whether the information is valid. If the

information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

@ Note The CIDR blocks of DTS servers are automatically added to the whitelist of the
destination PolarDB cluster. T his ensures that DTS servers can connect to the destination
PolarDB cluster.

7. Select the migration types and objects to be migrated.
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2.Configure Migration Types and

* Migrstion Types: [+| Schema Migration [« Full D=ta Migration [+#] Incrementzl Data Migration Note: Incremental data migration doss not suppart
triggers. For more information, see Reference

e database after the DTS tack is started when the DTS full tack is running. If the source database

Nete: do not dean up the incremental data log generated by
dears up the log too early, the DTS incremental tas f

Availablz Selected {To edit an object name or its filter, hover over the object and dick
Edit.) Learn more.
Expand the tree before you perform a glol Q
aQ
testi23
testdb distestdats
>
L]
Select &l
Remave Al
*Rzname Databases and Tables: @ Do Mot Change Database and Tablz Names Change Database and Table Names
* Retry Time for Failed Connection 720 Minutes

Information:

1. Data migration only copies the data and schema in the source database and saves the copy in the destination database. The process does not affect any data or schema
atabase.

do DOL operation during structure and full migration, othenwise the task may fail

i

Cancsl Previous Save Precheck

Paramet L.
Description
er
o To perform only full data migration, select Schema Migration and Full Data
Migration.
°o To migrate data with minimal downtime, select Schema Migration, Full Data
Migratio Migration, and Incremental Data Migration.
nTypes

@ Note If Incremental Data Migration is not selected, do not write data into
the source database during full data migration. This ensures data consistency
between the source and destination databases.
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Paramet -

Description
er

Select objects from the Available section and clickthe 3 iconto move the objects to

the Selected section.

@ Note
© You can select columns, tables, or databases as the objects to be migrated.

Objects o After an object is migrated to the destination database, the name of the

object remains the same as that in the source database. You can change the
names of the objects that are migrated to the destination database by using
the object name mapping feature. For more information about how to use this
feature, see Object name mapping.

o |f you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

8.
9.
10.
11.
12.

7.3.2. Migrate data from a user-created Oracle
database to an ApsaraDB RDS for MySQL instance

This topic describes how to migrate data from a user-created Oracle database to an ApsaraDB RDS for
MySQL instance by using Data Transmission Service (DTS). DTS supports schema migration, full data
migration, and incremental data migration. When you migrate data from a user-created Oracle
database, you can select all of the supported migration types to ensure service continuity.

Prerequisites
e The version of the user-created Oracle database is 9i, 10g, 11g, 12¢, 18c, or 19c.

e Supplemental logging, including SUPPLEMENTAL LOG_DATA_PK and SUPPLEMENTAL_LOG_DATA_Ul, is
enabled forthe user-created Oracle database. For more information, see Supplemental Logging.

e The ARCHIVELOG mode is enabled for the user-created Oracle database. Archived log files are
accessible and a suitable retention period is set for archived log files. For more information, see
Managing Archived Redo Log Files.

e The service port of the user-created Oracle database is accessible over the Internet.

e The available storage space of the destination ApsaraDB RDS for MySQL instance is larger than the
total size of the datain the user-created Oracle database.

Precautions

e DTS uses read and write resources of the source and destination databases during full data
migration. This may increase the loads of the database servers. If the database performance is
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unfavorable, the specification is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the destination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and destination databases. We
recommend that you migrate data during of f-peak hours. For example, you can migrate data when
the CPU utilization of the source and destination databases is less than 30%.

e Thetablesto be migrated inthe source database must have PRIMARY KEY or UNIQUE constraints and
all fields must be unique. Otherwise, the destination database may contain duplicate data records.

e Table names in the ApsaraDB RDS for MySQL instance are case-insensitive. If a table name in the user-
created Oracle database contains uppercase letters, ApsaraDB RDS for MySQL converts all uppercase
letters to lowercase letters before creating the table.

If the source Oracle database contains identical table names that differ only in capitalization, these
table names are identified as duplicate. During schema migration, the following message is returned:
"The object already exists". To avoid name conflicts in the destination database, you can change the
names of the migrated objects by using the object name mapping feature. For more information, see
Object name mapping.

e DTS automatically creates a destination database in the ApsaraDB RDS for MySQL instance. However,
if the name of the source database is invalid, you must manually create a database in the ApsaraDB
RDS for MySQL instance before you configure the data migration task. For more information about
how to create a database and the database naming conventions, see Create a database.

Billing
Migration type Instance configurations Internet traffic

Schema migration and full

) . Free of charge.
data migration

Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
Incremental data Charged. For more information, see Pricing.

migration information, see Pricing.

Migration types

e Schema migration
DTS supports schema migration for tables and indexes. DTS does not support schema migration for
the following types of objects: view, synonym, trigger, stored procedure, function, package, and
user-defined type. DTS has the following limits on schema migration for tables and indexes:

o Schema migration of nested tables is not supported. Clustered tables and index-organized tables
(I0Ts) are converted into common tables in the destination database.

o Schema migration of function-based indexes, domain indexes, bitmap indexes, and reverse indexes
is not supported.

e Full data migration
DTS migrates historical data of the required objects from the user-created Oracle database to the
destination ApsaraDB RDS for MySQL instance.

e Incremental data migration
DTS retrieves redo log files fromthe user-created Oracle database. Then, DTS synchronizes
incremental data fromthe user-created Oracle database to the destination database in the
ApsaraDB RDS for MySQL instance. Incremental data migration allows you to ensure service continuity
when you migrate data fromthe user-created Oracle database to the destination database.
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SQL operations that can be synchronized during incremental data
migration

e INSERT, DELETE, and UPDATE

e CREATE TABLE

@ Note The CREATE TABLE operations to create tables that contain functions cannot be
synchronized.

e ALTERTABLE, ADD COLUMN, DROP COLUMN, RENAME COLUMN, and ADD INDEX
e DROP TABLE
e RENAME TABLE, TRUNCATE TABLE, and CREATE INDEX

Data type mappings

For more information, see Data type mappings between heterogeneous databases.

Preparations
Log onto the source Oracle database, create an account for data collection, and grant permissions to
the account.

@ Note If you have created a database account and the account has the permissions that are
listed in the following table, skip this step.

Incremental data

Database Schema migration Full data migration . .
migration
- o The database
User-created Oracle The owner permission The owner permission .
administrator (DBA)
database on schemas on schemas

permission

The write permission on The write permission on The write permission on
the destination the destination the destination
database database database

ApsaraDB RDS for
MySQL instance

For more information about how to create and authorize a database account, see the following
topics:

e CREATE USER and GRANT for a user-created Oracle database

e Create an account for an RDS for MySQL instance and Change the permissions of an account for an
RDS for MySQL instance

) Notice If you want to migrate incremental data from an Oracle database but the DBA
permission cannot be granted to the database account, you can grant fine-grained permissions to
the account. The following sample statements show you how to grant specific permissions to an
Oracle database account.

Procedure
1. Logonto the DTS console.

2. Inthe left-side navigation pane, click Data Migration.
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3. At the top of the Migration Tasks page, select the region where the destination RDS instance

resides.

Data Transmission Se... Migration Tasks  singapore [ReUNCYGEUNFMDE China (Shangha) China (Qingdao) China (Beiiing) ~China (Shenzhen) Heng Kong  US (Silicon Valley)  US (Virginia) — UAE (Dubai)
Germany (Frankfurt) ~Malaysia (Kuala Lumpur) ~ China (Hohhot) ~ Australia (Sydney) India (Mumbai) UK (London) Japan (Tokyo) Indonesia (Jakarta)

Overview

2 Refresh
Data Migration

4. Inthe upper-right corner of the page, click Create Migration T ask.

5. Configure the source and destination databases for the data migration task.

* Task Name: ‘ Oracle_TO_RDS

Source Database

= Instance Type: | User-Created Database with Public IP Address v DTS support type
* Instance Region: | China {Hangzhou) v Get IP Address Segment of DTS
* Database Type: | Orade T

* Hostname or IP Address

* Port Number: | 1521

* Instance Type: ® Non-RAC Instance © RAC Instance

=sID | ‘

* Database Account | ‘

* Database Password. | .............. q;‘

Test Connectivity
Destination Database
* Instance Type: | RDS Instance M
* Instance Region: | China (Hangzhou) M
* RDS Instance ID. -
* Database Account | ‘
= Database Password. | ............. o @)‘ Test Connectivity

* Encryption: ® Non-encrypted O SSL-encrypted

Cancel Assess Data Migration to Cloud Set Whitelist and Next

Section Parameter Description

DTS automatically generates a task name. We recommend that you
N/A Task Name specify an informative name for easy identification. You do not need
to use a unique task name.

Select an instance type based on where the source database is
deployed. The procedure in this topic uses User-Created Database
with Public IP Address as an example.

Instance Type .
@ Note If you select other instance types, you must prepare

the environments that are required for the source database. For
more information, see Preparation overview.
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Section

Source
Database

Parameter

Instance
Region

Database Type

Hostname or
IP Address

Port Number

Instance Type

Database
Account

Database
Password

Instance Type

Instance
Region

RDS Instance ID

Database
Account

Description

If the instance type is set to User-Created Database with Public
IP Address, you do not need to specify the instance region.

@ Note If awhitelist is configured for the user-created
Oracle database, you must manually add the CIDR blocks of DTS
servers to the whitelist of the user-created Oracle database. You
can click Get IP Address Segment of DTS next to Instance
Region to obtain the CIDR blocks of DTS servers.

Select Oracle.

Enter the IP address that is used to connect to the user-created Oracle
database. In this example, enter the public IP address.

Enter the service port number of the user-created Oracle database.
The default port numberis 1521.

o Non-RAC Instance: If you select this option, you must specify the
SID.

o RAC Instance: If you select this option, you must specify the
Service Name.

Enter the account of the user-created Oracle database. For more
information about the permissions that are required for the account,
see Preparations.

Enter the password for the source database account.

@ Note After you specify the source database parameters,
click Test Connectivity next to Database Password to verify
whether the specified parameters are valid. If the specified
parameters are valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Modify the source
database parameters based on the check results.

Select RDS Instance.
Select the region where the destination RDS instance resides.

Select the ID of the destination RDS instance.

Enter the database account of the destination RDS instance. For more
information about the permissions that are required for the account,
see Preparations.
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BectiAdto  Parameter

Database

Database
Password

Description

Enter the password for the destination database account.

@ Note After you specify the destination database
parameters, click Test Connectivity next to Database
Password to verify whether the parameters are valid. If the
specified parameters are valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Modify

the destination database parameters based on the check results.

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

@ Note The CIDR blocks of DTS servers are automatically added to the whitelist of the
destination RDS instance. This ensures that DTS servers can connect to the destination RDS

instance.

7. Select the migration types and objects to be migrated.

> Document Version: 20220617

112



Data Migration-Migrate from a user- - .
. Data Transmission Service
created database to Alibaba Cloud

2.Configure Migration Types and

* Migrstion Types: [+| Schema Migration [« Full D=ta Migration [+#] Incrementzl Data Migration Note: Incremental data migration doss not suppart
triggers. For more information, see Reference

e database after the DTS tack is started when the DTS full tack is running. If the source database

Nete: do not dean up the incremental data log generated by
dears up the log too early, the DTS incremental tas f

Availablz Selected {To edit an object name or its filter, hover over the object and dick
Edit.) Learn more.
Expand the tree before you perform a glol Q
aQ
testi23
testdb distestdats
>
L]
Select &l
Remave Al
*Rzname Databases and Tables: @ Do Mot Change Database and Tablz Names Change Database and Table Names
* Retry Time for Failed Connection 720 Minutes

Information:

1. Data migration only copies the data and schema in the source database and saves the copy in the destination database. The process does not affect any data or schema
atabase.

do DOL operation during structure and full migration, othenwise the task may fail

i

Cancsl Previous Save Precheck

Paramet L.
Description
er
o To perform only full data migration, select Schema Migration and Full Data
Migration.
©o To migrate data with minimal downtime, select Schema Migration, Full Data
Migratio Migration, and Incremental Data Migration.
n Types

@ Note If Incremental Data Migration is not selected, do not write data into
the source database during full data migration. This ensures data consistency
between the source and destination databases.
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Paramet A
Description
er
Select objects from the Available section and click the 3 iconto move the objects to
the Selected section.
@ Note
© You can select columns, tables, or databases as the objects to be migrated.
Objects o After an object is migrated to the destination RDS instance, the name of the

object remains the same as that in the user-created Oracle database. You can
change the names of the objects that are migrated to the destination RDS
instance by using the object name mapping feature. For more information
about how to use this feature, see Object name mapping.

8. Inthe lower-right corner of the page, click Precheck.

® Note

o Before you can start the data migration task, a precheck is performed. You can start the
data migration task only after the task passes the precheck.

o If the taskfails to pass the precheck, clickthe icon next to each failed itemto view

details. Troubleshoot the issues based on the causes and run the precheck again.

9. Afterthe task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, specify the Channel Specification and select the Data
Transmission Service (Pay-As-You-Go) Service Terms.

11. ClickBuy and Start to start the migration task.

o Full data migration
Do not manually stop a task during full data migration. Otherwise, data migrated to the
destination database will be incomplete. Wait until the migration task automatically stops.

o Incremental data migration
An increment al data migration task does not automatically stop. You must manually stop the
migration task.

@ Note Select an appropriate time to manually stop the migration task. For example,
you can stop the migration task during of f-peak hours or before you switch your workloads
to the destination instance.

a. Wait untilIncremental Data Migration and The migration task is not delayed appear
in the progress bar of the migration task. Then, stop writing data to the source database for
a few minutes. The delay time of incremental data migration may be displayed in the
progress bar.
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b. Afterthe status of incremental data migration changes to The migration task is not
delayed, manually stop the migration task.

Task Name v| ‘ Search | Sort: | Default Sorting v status: | All v %

Task ID/Name: ’ Status: Migrating Quick Diagnostics | Pause Task | View Details | Duplicate Task  Upgrade

12. Switch your workloads to the destination RDS instance.

What to do next

The database accounts used for data migration have the read/write permissions. After the data
migration is complete, you must delete the accounts of both the user-created Oracle database and the
ApsaraDB RDS for MySQL instance to ensure database security.

More information

DTS supports reverse data transmission when you migrate data from a user-created Oracle database to
an ApsaraDB RDS for MySQL instance. You can use this feature to synchronize data changes fromthe
ApsaraDB RDS for MySQL instance to the user-created Oracle database. To do this, submit a ticket.

7.3.3. Migrate data from a user-created Oracle

database to a DRDS instance

This topic describes how to migrate data from a user-created Oracle database to a Distributed
Relational Database System (DRDS) instance by using Data Transmission Service (DTS). DTS supports full
data migration and incremental data migration. When you migrate data from a user-created Oracle
database, you can select the two migration types to ensure service continuity.

Prerequisites
e The version of the user-created Oracle database is 9i, 10g, 11g, 12¢, 18c, or 19c.

e Supplemental logging, including SUPPLEMENTAL LOG_DATA_PK and SUPPLEMENTAL _LOG_DATA Ul is
enabled forthe user-created Oracle database. For more information, see Supplemental Logging.

e The ARCHIVELOG mode is enabled for the user-created Oracle database. Archived log files are
accessible and a suitable retention period is set for archived log files. For more information, see
Managing Archived Redo Log Files.

e The service port of the user-created Oracle database is accessible over the Internet.

e The databases in DRDS instances are created based on ApsaraDB RDS for MySQL instances. DTS does
not support databases that are created based on Apsara PolarDB for MySQL clusters.

e A DRDS instance is created based on an RDS instance. The available storage space of the destination
RDS instance is larger than the total size of the data in the user-created Oracle database.

Precautions
e DTS does not support schema migration from a user-created Oracle database to a DRDS instance.

@ Note During schema migration, DTS migrates the schemas of the required objects, such as
tables, fromthe source database to the destination database.

e DTS uses read and write resources of the source and destination databases during full data
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migration. This may increase the loads of the database servers. If the database performance is
unfavorable, the specification is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the destination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and destination databases. We
recommend that you migrate data during of f-peak hours. For example, you can migrate data when
the CPU utilization of the source and destination databases is less than 30%.

e Thetablesto be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all fields must be unique. Otherwise, the destination database may contain duplicate data records.

e DTS automatically resumes a failed data migration task. Before you switch your workloads to the
destination instance, stop or release the data migration task. Otherwise, the data in the source
database will overwrite the data in the destination instance after the task is resumed.

Billing
Migration type Task configuration fee Internet traffic fee

Schema migration and full
Free of charge.

data migration Charged only when data is migrated from
Alibaba Cloud over the Internet. For more

Incremental data Charged. For more information, see Pricing.

migration information, see Pricing.

Migration types

e Full data migration
DTS migrates historical data of the required objects fromthe user-created Oracle database to the
database in the destination DRDS instance.

@ Note To ensure data consistency, do not write data into the source Oracle database
during full data migration.

e Incremental data migration
Afterfull data migration is complete, DTS retrieves redo log files fromthe user-created Oracle
database. Then, DTS synchronizes incremental data fromthe user-created Oracle database to the
database in the destination DRDS instance. Incremental data migration allows you to ensure service
continuity when you migrate data fromthe user-created Oracle database to the database in the
destination DRDS instance.

@ Note The following SQL operations can be synchronized during incremental data
migration: INSERT, DELETE, and UPDATE operations. DDL operations cannot be synchronized
during incremental data migration.

Preparations

1. Create a database and tables in the destination DRDS instance based on the schema of the user-
created Oracle database. For more information, see Create a DRDS database and Create a DRDS
table.
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@ Note Thedata types of Oracle databases and DRDS instances do not have one-to-one
correspondence. You must define the corresponding data types in DRDS instances. For more
information, see Data type mappings between heterogeneous databases.

2. Log onto the source Oracle database, create an account for data collection, and grant permissions
to the account.

Database Full data migration Incremental data migration
The owner permission on The database administrator
User-created Oracle database P .
schemas (DBA) permission
. The write permission on the The write permission on the
DRDS instance o P . P
destination database destination database

For more information about how to create and authorize an account for a user-created Oracle
database, see CREATE USER and GRANT.

) Notice If you want to migrate incremental data from an Oracle database but the DBA
permission cannot be granted to the database account, you can grant fine-grained
permissions to the account. The following sample statements show you how to grant specific
permissions to an Oracle database account.

Procedure
1. Logontothe DTS console.
In the left-side navigation pane, click Data Migration.
In the upper part of the Migration T asks page, select the region where the RDS instance resides.

In the upper-right corner of the page, click Create Migration Task.

vk wN

Configure the source and destination databases for the data migration task.
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1.Configure Source and Destination Databases

" Task Name: ‘ Oracle_TO_DRDS

Source Database

* Instance Type:
* Instance Region: | Singapore

* Database Type: | Oracle

User-Created Database with Public IP Address v

4

* Hostname or IP Address: |

* Port Number: | 1521

* Instance Type: @ Mon-RAC Instance © RAC Instance

* SID: |

* Database Account: | dtstest

* Database Password: | ............

@)|

Destination Database

= Instance Type: | DRDS Instance

* Instance Region: | Singapore
* DRDS Instance ID:

* Database Name: | mytest v

* Database Account: | dtstest

* Database Password: | ................

d)|

Section Parameter

N/A Task Name

Instance Type

Instance
Region

Database Type

Description

Get IP Address Segment of DTS

Test Connectivity

Test Connectivity

Cancel Set Whitelist and Next

DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.

Select an instance type based on where the source database is
deployed. The procedure in this topic uses User-Created Database
with Public IP Address as an example.

® Note

If you select other instance types, you must prepare

the environments that are required for the source database. For
more information, see Preparation overview.

If the instance type is set to User-Created Database with Public
IP Address, you do not need to specify the instance region.

@ Note

If a whitelist is configured for the user-created

Oracle database, you must add the CIDR blocks of DTS servers to
the whitelist of the user-created Oracle database. You can click
Get IP Address Segment of DTS next to Instance Region to
obtain the CIDR blocks of DTS servers.

Select Oracle.
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Section

Source
Database

Destinatio
n
Database

Parameter

Hostname or
IP Address

Port Number

Instance Type

Database
Account

Database
Password

Instance Type

Instance
Region

DRDS Instance
ID

Database
Account

Database
Password

Description

Enter the IP address that is used to connect to the user-created Oracle
database. In this example, enter the public IP address.

Enter the service port number of the user-created Oracle database.
The default port numberis 1521.

o Non-RAC Instance: If you select this option, you must specify the
SID.

o RAC Instance: If you select this option, you must specify the
Service Name.

Enter the account of the user-created Oracle database. For more
information about the permissions that are required for the account,
see Preparations.

Enter the password for the source database account.

@ Note After you specify the information about the self-
managed Oracle database, you can click Test Connectivity next
to Database Password to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.

Select DRDS Instance.

Select the region where the destination DRDS instance resides.

Select the ID of the destination DRDS instance.

Enter the database account of the destination DRDS instance. For
more information about the permissions that are required for the
account, see Preparations.

Enter the password for the destination database account.

@ Note After you specify the information about the RDS
instance, you can click Test Connectivity next to Database
Password to check whether the information is valid. If the
information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.
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@ Note The CIDR blocks of DTS servers are automatically added to the whitelist of the
destination DRDS instance. This ensures that DTS servers can connect to the destination DRDS

instance.

7. Select the migration types and objects to be migrated.

2.Configure Migration Types and

*  Migrstion Types: [ Schema Migration [w] Full Data Migration [w] Incremental Data Migration Note: Incremental data migration does not support
triggers. For maore information, see Reference

datz bog generated by the source database after the DTS task is started when the DTS full task is running. If the source database

Mote: do not dean up the increrr

dleans up the log too arly, the D mental task may fail

Cres

Selected {To edit an cbject name or its filker, hover over the object and dick

Available
Edit.) Learm more.
Expand the tree before you perform a glo Q
aQ
festl23
P distestdats
>
<
Select Al
Remove Al
*Rzname Databases and Tables: ® Do Mot Change Databass and Table Names Change Database and Table Names
* Retry Time for Failed Connection 720 Minutzs
Information:
1. Data migration only copies the data and schema in the source database and saves the copy in the destination database. The process does not affect any data or schema

= databasz.

n the

2. Do not do DOL operation during structure and full migration, otherwise the task may fail
=
Cancel Pravious Save Precheck E
Paramet .
Description
er
o To perform only full data migration, select Full Data Migration.
o To migrate data with minimal downtime, select Full Data Migration and Incremental
Data Migration.
Migratio
nTypes @ Note If Incremental Data Migration is not selected, do not write data into

the source database during full data migration. This ensures data consistency
between the source and destination databases.
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Paramet A

Description
er

Select objects from the Available section and click the 3 iconto move the objects to

the Selected section.

@ Note
© You can select columns, tables, or databases as the objects to be migrated.

Objects o After an object is migrated to the destination database, the name of the

object remains the same as that in the source database. You can change the
names of the objects that are migrated to the destination database by using
the object name mapping feature. For more information about how to use this
feature, see Object name mapping.

o If you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

9. Afterthe data migration task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, configure the Channel Specification parameter. Then, read
and select Data Transmission Service (Pay-as-you-go) Service Terms.

11. ClickBuy and Start to start the data migration task.

o Full data migration
Do not manually stop a full data migration task. If you manually stop a full data migration task,
the data that is migrated to the RDS instance may be incomplete. You can wait until the full data
migration task automatically stops.

o Incremental data migration
An increment al data migration task does not automatically stop. You must manually stop the
task.

@ Note We recommend that you manually stop an incremental data migration task at an
appropriate point in time. For example, you can stop the task during off-peak hours or
before you switch your workloads over to the RDS instance.

a. Wait untilIncremental Data Migration and The data migration task is not delayed
appear in the progress bar of the data migration task. Then, stop writing data to the self-
managed Oracle database for a few minutes. The delay time of incremental data
migration may be displayed in the progress bar.

b. Wait until the status of incremental data migration changes to The data migration
task is not delayed again. Then, manually stop the migration task.

Task Name ~ |, h by migration task name ‘ Search | Sort: | Default Sorting v Status: | All v ®Tag

Task ID/Name 7] Status: Migrating Quick Diagnostics | Pause Task | View Details | Duplicate Task  Upgrade | Configure Monitoring and Alerting | Change password | Edit Tag
(3) e R
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12. Switch your workloads to the destination DRDS instance.

What to do next

The database accounts used for data migration have the read/write permissions. After the data
migration is complete, you must delete the accounts of both the user-created Oracle database and the
DRDS database to ensure database security.

7.4. Source: PostgreSQL

7.4.1. Migrate incremental data from a user-
created PostgreSQL database (version 10.1 to 12)
to an ApsaraDB RDS for PostgreSQL instance

This topic describes how to migrate incremental data from a user-created PostgreSQL database to an
ApsaraDB RDS for PostgreSQL instance by using Data Transmission Service (DTS). DTS supports schema
migration, full data migration, and incremental data migration. When you migrate data from a user-
created PostgreSQL database to Alibaba Cloud, you can select all of the supported migration types to
ensure service continuity.

Prerequisites
e The version of the user-created PostgreSQL database is 10.1 to 12.

e An ApsaraDB RDS for PostgreSQL instance is created. For more information, see Create an RDS for
PostgreSQL instance.

@ Note Ensure that the database version of the ApsaraDB RDS for PostgreSQL instance is the
same as the version of the user-created PostgreSQL database.

e The available storage space of the ApsaraDB RDS for PostgreSQL instance is larger than the total size
of the datain the user-created PostgreSQL database.

Precautions

e DTS uses read and write resources of the source and destination databases during full data
migration. This may increase the loads of the database servers. If the database performance is
unfavorable, the specification is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the destination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and destination databases. We
recommend that you migrate data during of f-peak hours. For example, you can migrate data when
the CPU utilization of the source and destination databases is less than 30%.

e The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all fields must be unique. Otherwise, the destination database may contain duplicate data records.

e To ensure that the delay time of incremental data migration is accurate, DTS adds a heartbeat table
named dts postgres heartbeat to the source database.

e During incremental data migration, DTS creates a replication slot for the source database. The
replication slot is prefixed with dts sync_ . DTS automatically clears historical replication slots
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every 90 minutes to prevent them from occupying disk space.
@ Note Ifa migration task is released or fails, DTS automatically clears the replication slot.
After a switchover between primary and secondary ApsaraDB RDS for PostgreSQL databases, you

must log onto the secondary database to manually clear the replication slot.

Query Editor  Query History Scratch Pad x

1 SELECT = FROM pg_replication_slots;

Data Output  Explain  Messages  Notifications

slot_name plugin slot_type datoid database temporary active active_pid
] a ] ] ) ]
4 name name text oid name boolean boolean integer
1 [ dts_sync_ohu I pgoutput logical 16 distestdata false true

e [f a data migration taskfails, DTS automatically resumes the task. Before you switch your workloads
to the destination instance, stop or release the data migration task. Otherwise, the data in the source
database will overwrite the data in the destination instance after the task is resumed.

Limits
[ ]

e During incremental data migration, only data manipulation language (DML) operations, such as
INSERT, UPDATE, DELETE, and UPDATE operations, can be migrated.

Billing
Migration type Task configuration fee Internet traffic fee

chema migration anad tu Free of charge.

data migration Charged only when data is migrated from
Alibaba Cloud over the Internet. For more

Incremental data Charged. For more information, see Pricing.

migration information, see Pricing.

Permissions required for database accounts

Incremental data

Database Schema migration Full data migration . .
migration

The SELECT permission

Self-managed The USAGE permission . The permissions of the
PostgreSQL database on catalo on the objects to be superuser role
9 P9 9 migrated P
The CREATE and USAGE . -
ApsaraDB RDS for L The permissions of the The permissions of the
i permissions on the
PostgreSQL instance schema owner schema owner

objects to be migrated

For more information about how to create and authorize a database account, see the following
topics:

e Self-managed PostgreSQL database: CREATE USER and GRANT

e ApsaraDB RDS for PostgreSQL instance: Create an account on an ApsarabDB RDS for PPAS instance.
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Data migration process
To avoid data migration f ailures caused by dependencies between objects, DTS migrates the schemas
and data of the source PostgreSQL database in the following order:

@ Note For more information about schema migration, full data migration, and incremental
data migration, see Terms.

Data migration process Description

DTS migrates the schemas of tables, views, sequences, functions, user-defined
types, rules, domains, operations, and aggregates to the destination database.

1. Schema migration
@ Note Functions that are written in the C programming language

cannot be migrated.

2. Full data migration DTS migrates historical data of the required objects to the destination database.

DTS migrates the schemas of triggers and foreign keys to the destination

3. Schema migration
9 database.

DTS migrates incremental data of the required objects to the destination

database.
4. Incremental data

migration ) A )
@ Note Incremental data migration does not support the bit data type.

Preparations
1. Log onto the server to which the user-created PostgreSQL database belongs.

2. Set the value of the wal levelparameterinthe postgresqgl.conf configurationfileto 1logical

wal level = logical

@ Note Skip this step if you do not need to performincremental data migration.

3. Add the CIDR blocks of DTS servers to the pg hba.conf configuration file of the user-created
PostgreSQL database. You only need to add the CIDR blocks of DTS servers that are located inthe
same region as the destination database. For more information, see Add the CIDR blocks of DTS
servers to the security settings of on-premises databases.

(@ Note Formore information about how to configure the pg_hba.conf file, see The
pg_hba.conf File. Skip this step if you have set the IP address in the pg_hba.conf fileto 0.0.0

.0/0
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Procedure

vos W

1.Configure Source and Destination Databases

Source Database

Destination Database

Section

N/A

125

Data Transmission Service

peer

0.0.0.0/0 trust

::1/128 md5

. Configure the source and destination databases for the data migration task.

‘ PostgreSQL_TO_RDS

User-Created Database with Public IP Address v

Singapore

PostgreSQL

v Get IP Address Segment of DTS

v

| 5432

‘ mytestdata

‘ distest ‘
‘ ------------ @ Test Connectivity ) Passed
RDS Instance v
Singapore v
mytestdata
| dtstest |
| ................ @)| Test Connectivity ) Passed
Parameter Description
DTS automatically generates a task name. We recommend that you
Task Name specify an informative name for easy identification. You do not need

to use a unique task name.
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Section Parameter Description

Select an instance type based on where the source database is
deployed. The procedure in this topic uses User-Created Database
with Public IP Address as an example.

Instance Type .
@ Note If you select other instance types, you must prepare

the environments that are required for the source database. For
more information, see Preparation overview.

Instance If the instance type is set to User-Created Database with Public
Region IP Address, you do not need to specify the instance region.

Database Type Select PostgreSQL.

Hostname or Enter the endpoint that is used to connect to the user-created
IP Address PostgreSQL database. In this example, enter the public IP address.
Enter the service port number of the user-created PostgreSQL
Port Number . .
database. The port is accessible over the Internet.
Source Database
Database Name Enter the name of the user-created PostgreSQL database.
Database
Enter the account of the user-created PostgreSQL database.
Account
Enter the password for the source database account.
@ Note After you specify the information about the self-
managed Oracle database, you can click Test Connectivity next
to Database Password to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
Database modify the information based on the check results.
Password
Instance Type Select RDS Instance.
Instance . L . .
Region Select the region where the destination RDS instance resides.

RDS Instance ID Select the ID of the destination RDS instance.
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Section Parameter Description

Enter the database name of the destination RDS instance. The name
can be different from the name of the user-created PostgreSQL

database.
Destinatio Database
n Name @ Note Before you configure the data migration task, create
Database a database in the ApsaraDB RDS for PostgreSQL instance. For
more information, see Create a database.
Database
Enter the database account of the destination RDS instance.
Account
Enter the password for the destination database account.
@ Note After you specify the information about the RDS
Database instance, you can click Test Connectivity next to Database
Password to check whether the information is valid. If the
Password

information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

@ Note The CIDR blocks of DTS servers are automatically added to the whitelist of the
destination ApsaraDB RDS for PostgreSQL instance. T his ensures that DTS servers can connect
to the destination ApsaraDB RDS for PostgreSQL instance.

7. Select the migration types and objects to be migrated.
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2.Configure Migration Types and Objects

* Migration Types: Schema Migration Full Data Migration Incremental Datz Migration

Data migration applies to short-term migration scenarios. Typical scenarios include migrating data to the doud, scaling and sharding databases, and migrating data
between Apsara Stack databases.
For long-term data synchronization in real time, use the data synchronization feature.

Available Selected (To edit an object name or its filter, hover over the object and dick
Edit.} Learn more.

If you search globally, please expand the Q
[# & public
[=) 1 testschema testschema (10bjects)
[ i Tables custorner
(= fr Views
[=] i Sequences >
[=] & Functions
[#) 5 User Defined Types <
[£7 Rules
[l i Domains
(=] Operations
[:]0 Aggregates
[) i Extensions

Select Al
Remove All

*Name batch change: ® MNo O Yes

Information:

1. Data m on only copi h hase and saves the copy in the destination datzbase. The process does not affect any data or schema

2. DDL opel 0 I this can cause migration failures.

Cancel Previous Save

Paramet I
Description
er
o To perform only full data migration, select Schema Migration and Full Data
Migration.
o To migrate data with minimal downtime, select Schema Migration, Full Data
Migration, and Incremental Data Migration. In this example, all of the three
Migratio migration types are selected.
n Types

@ Note If Incremental Data Migration is not selected, do not write data into
the source database during full data migration. This ensures data consistency
between the source and destination databases.
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Paramet -
Description
er
Select objects from the Available section and click the 3 iconto move the objects to
the Selected section.
@ Note
© You can select columns, tables, or Schemas as the objects to be migrated. If
you select a Schema as an object to be migrated in a data migration task, new
tables that are created after the task is started can also be migrated.
However, you must run the following statement on the new tables before they
can be migrated:
Objects ALTER TABLE schema.table REPLICA IDENTITY FULL;

You must replace the schema and table in the preceding sample statement
with the actual schema name and table name.

o After an object is migrated to the destination RDS instance, the name of the
object remains the same as that in the user-created PostgreSQL database. You
can change the names of the objects that are migrated to the destination RDS
instance by using the object name mapping feature. For more information
about how to use this feature, see Object name mapping.

o If you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

8.
9.
10.
11. ClickBuy and Start to start the migration task.

Stop the migration task

warning We recommend that you prepare a rollback solution to migrate incremental data
fromthe destination database to the source database in real time. This allows you to minimize the
negative impact of switching your workloads to the destination database. For more information,
see Switch workloads to the destination database. If you do not need to switch your workloads,
you can performthe following steps to stop the migration task.

e Full data migration
Do not manually stop a task during full data migration. Otherwise, the system may fail to migrate all
data. Wait until the migration task automatically ends.

e Incremental data migration
The task does not automatically end during incremental data migration. You must manually stop the
migration task.

i. Wait until the task progress bar shows Incremental Data Migration and The migration task
is not delayed. Then, stop writing data to the source database for a few minutes. In some
cases, the progress bar shows the delay time of incremental data migration.
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ii. Afterthe status of incremental data migration changesto The migration task is not
delayed, manually stop the migration task.

Task Name v‘ | Search | Sort: | Default Sorting v status: Al v WTag

Task ID/Name: rd Status: Migrating Quick Diagnostics =~ Pause Task  View Detalls ~ Duplicate Task ~ Upgrade  Configure Monitoring and Alerting

7.4.2. Migrate incremental data from a user-
created PostgreSQL database (version 9.4 to
10.0) to an ApsaraDB RDS for PostgreSQL

instance

This topic describes how to migrate incremental data from a user-created PostgreSQL database to an
ApsaraDB RDS for PostgreSQL instance by using Data Transmission Service (DTS). DTS supports schema
migration, full data migration, and incremental data migration. When you migrate data from a user-
created PostgreSQL database to Alibaba Cloud, you can select all of the supported migration types to
ensure service continuity.

This topic uses User-Created Database with Public IP Address as an example to describe how to
configure an incremental data migration task. For information about how to performonly full data
migration, see Migrate full data from a self-managed PostgreSQL database to an ApsaraDB RDS for PostgreSQL
instance.

Prerequisites
e The version of the user-created PostgreSQL database is 9.4, 9.5, 9.6, or 10.0.

e The available storage space of the ApsaraDB RDS for PostgreSQL instance is larger than the total size
of the data in the user-created PostgreSQL database.

e The service port of the user-created PostgreSQL database is accessible over the Internet.

Precautions

e DTS uses read and write resources of the source and destination databases during full data
migration. T his may increase the loads of the database servers. If the database performance is
unfavorable, the specification is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the destination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and destination databases. We
recommend that you migrate data during of f-peak hours. For example, you can migrate data when
the CPU utilization of the source and destination databases is less than 30%.

e The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all fields must be unique. Otherwise, the destination database may contain duplicate data records.

e A single data migration task can migrate data from only one database. To migrate data from
multiple databases, you must create a data migration task for each database.

DTS automatically resumes a failed data migration task. Before you switch your workloads to the
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destination instance, stop or release the data migration task. Otherwise, the data in the source
database will overwrite the data in the destination instance after the task is resumed.

Billing
Migration type Task configuration fee Internet traffic fee

Schema migration and full

) : Free of charge.
data migration

Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
Incremental data Charged. For more information, see Pricing.

migration information, see Pricing.

Permissions required for database accounts

Incremental data

Database Schema migration Full data migration . .
migration

The SELECT permission

User-created The usage permission . The superuser
PostgreSQL database on catalo on the objects to be ermission
9 P 9 migrated P
The create and usage . -
ApsaraDB RDS for L The owner permission The owner permission
. permissions on the
PostgreSQL instance on schemas on schemas

objects to be migrated

For more information about how to create and authorize a database account, see the following
topics:

e (REATE USER and GRANT for a user-created PostgreSQL database

e (reate an account foran ApsaraDB RDS for PostgreSQL instance

Data migration process

The following table describes how DTS migrates the schemas and data of the source PostgreSQL
database. The process prevents data migration failures that are caused by dependencies between
objects.

@ Note Formore information about schema migration, full data migration, and incremental
data migration, see Terms.

Data migration process Description

DTS migrates the schemas of tables, views, sequences, functions, user-defined
types, rules, domains, operations, and aggregates to the destination database.

1. Schema migration
9 @ Note DTS does not migrate plug-ins. In addition, DTS does not

migrate functions that are written in the C programming language.

DTS migrates all historical data of the required objects to the destination

2. Full data migration
o database.
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Data migration process

3. Schema migration

4. Incremental data
migration

Description

DTS migrates the schemas of triggers and foreign keys to the destination
database.

DTS migrates incremental data of the required objects to the destination
database. Incremental data migration ensures service continuity of self-
managed applications.

@ Note

® During incremental data migration, DTS migrates only data
manipulation language (DML) operations. DML operations include
INSERT, DELETE, and UPDATE.

® |ncremental data migration does not support the BIT data type.

Preparation 1: Install the logical flow replication plug-in and modify

system settings

Before you configure an incremental data migration task, you must install the logical flow replication
plug-in provided by DTS in the user-created PostgreSQL database.

@ Note Inthe following procedure, PostgreSQL 9.6 is used as an example.

1. Onthe server of the user-created PostgreSQL database, runthe wget command to download
the logical flow replication plug-in based on the database version. Download the plug-in from one

of the following links:

o

o

o

(e]

Plug-in for PostgreSQL 9.4
Plug-in for PostgreSQL 9.5
Plug-in for PostgreSQL 9.6
Plug-in for PostgreSQL 10.0

2. Extract the plug-in fromthe compressed file.

tar xvf tar xvf ali decoding 9.6.tar

3. Copythe ali decoding.sofile to the /b directory where PostgreSQL is installed.

cp ali decoding.so /usr/lib/postgresql/9.6/1lib/

4. Copythe ali decoding.controlfile to the extensiondirectory where PostgreSQL is installed.

cp ali decoding.control /usr/share/postgresql/9.6/extension/

5. Log onto the user-created PostgreSQL database by using an account that has the superuser

permission.

6. Set the value of the

max_replication slots parameterto anintegergreaterthan 1.Inthis

example, set the valueto 5

@ Note Formore information, see PostgreSQL official documentation.
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ALTER SYSTEM set max replication slots = '5';
7. Set the value of the wal 1evel parameterto 1ogical
ALTER SYSTEM SET wal level = logical;

8. Set the value of the max wal senders parameterto anintegergreaterthan 1.In this example,
set thevalueto 5

@ Note The max_wal_senders parameter specifies the maximum number of concurrent
tasks. We recommend that you set the value of this parameterto the same as the value of the
max_replication slots parameter.

ALTER SYSTEM SET max wal senders = '5';

9. Returnto the shell of the server forthe user-created PostgreSQL database and run the following
command to restart the PostgreSQL service.

service postgresqgl restart

10. Log onto the user-created PostgreSQL database again and run the following command to check
whether the replication slot can be created:

SELECT * FROM pg create logical replication slot('replication slot test', 'ali decoding
') i

The following message indicates that the logical flow replication plug-in is installed.

ylication_slot_test', 'ali_

11. Add the CIDR blocks of DTS servers to the PostgreSQL configuration file (pg_hba.conf). For more
information about how to edit this configuration file, see . Skip this step if
you have set the IP address in the pg_hba.conf fileto 0.0.0.0/0

@ Note You only need to add the CIDR blocks of DTS servers that reside in the same region
as the destination database. For more information, see

Preparation 2: Create a database and schema in the destination RDS

instance

Create a database and schema in the destination RDS instance based on the database and schema
information of the objects to be migrated. The schema name of the source and destination databases
must be the same. For more information, see and

Procedure
1. Logontothe
2. Inthe left-side navigation pane, click Data Migration.

3. Inthe upper part of the Migration Tasks page, select the region where the RDS instance resides.
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4. Inthe upper-right corner of the page, click Create Migration T ask.

5. Configure the source and destination databases for the data migration task.

1.Configure Source and Destination Databases

* Task Name: ‘ PostgreSQL_TO_RDS

Source Database

¥ Instance Type: | User-Created Database with Public IP Address v

* Instance Region: | Singapore

* Database Type: | PostgreSQL

v Get 1P Address Segment of DTS

v

* Hostname or IP Address:

* Port Number: |5432

* Database Name: ‘ mytestdata

* Database Account: | dtstest

* Database Password: ‘ ............

L2 ‘ Test Connectivity (2 Passed

Destination Database

* Instance Type: | RDS Instance
* Instance Region: | Singapore
* RDS Instance ID: u

* Database Name: | mytestdata

* Database Account: | dtstest

* Database Password: | ................

€)| Test Connectivity &) Passed

Section Parameter

N/A Task Name

Instance Type

Instance
Region

Cancel Set Whitelist and Next

Description

DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unigue task name.

Select an instance type based on where the source database is
deployed. The procedure in this topic uses User-Created Database
with Public IP Address as an example.

@ Note If you select other instance types, you must prepare
the environments that are required for the source database. For
more information, see Preparation overview.

If the instance type is set to User-Created Database with Public
IP Address, you do not need to specify the instance region.

@ Note If a whitelist is configured for the user-created
PostgreSQL database, you must add the CIDR blocks of DTS
servers to the whitelist of the user-created PostgreSQL database.
You can click Get IP Address Segment of DTS next to
Instance Region to obtain the CIDR blocks of DTS servers.
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Section Parameter Description
Source Database Type Select PostgreSQL.
Database
Hostname or Enter the endpoint that is used to connect to the user-created
IP Address PostgreSQL database. In this example, enter the public IP address.
Enter the service port number of the user-created PostgreSQL
Port Number )
database. The default port number is 5432.
Database
Enter the name of the user-created PostgreSQL database.
Name
Database
Enter the account of the user-created PostgreSQL database.
Account
Enter the password for the source database account.
@ Note After you specify the information about the self-
Database managed Oracle database, you can click Test Connectivity next
password to Database Password to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.
Instance Type Select RDS Instance.
Instance . L . .
. Select the region where the destination RDS instance resides.
Region
RDS Instance ID Select the ID of the destination RDS instance.
Enter the database name of the destination RDS instance. The name
can be different from the name of the user-created PostgreSQL
database.
@ Note Before you configure the data migration task, create
a database and schema in the destination RDS instance. For more
information, see Migrate incremental data from a self-managed
Database PostgreSQL database (in PostgreSQL 10.0 or an earlier version) to
Name an ApsaraDB RDS for PostgreSQL instance.
Destinatio
n
Database
Database

Enter the database account of the destination RDS instance.
Account
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Section Parameter Description

Enter the password for the destination database account.

@ Note After you specify the information about the RDS
instance, you can click Test Connectivity next to Database
Password to check whether the information is valid. If the
information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

Database
Password

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

@ Note The CIDR blocks of DTS servers are automatically added to the whitelist of the
destination RDS instance. This ensures that DTS servers can connect to the destination RDS
instance.

7. Select the migration types and objects to be migrated.

* Migration Tvpes:l Schema Migration Full Datz Migration Incremental Data Migration

Data migration applies to short-term migration scenarios. Typical scenarios include migrating data to the doud, scaling and sharding databases, and migrating data
between Apsara Stack databases.
For long-term data synchronization in real time, use the data synchronization feature.

Ayailable Selected (To edit an object name or its filter, hover over the object and dick
Edit.) Leamn more.

If you search globally, please expand the Q

public
testschema testschema (10bjects)
[=] i Tables custorner
[=] 5 Views
[+ Sequences >
[ Functions
(=11 User Defined Types <
[ i Rules
[=] & Domains
[=) - Operations
[*10 Aggregates

[] i Extensions

Select All
Remaove All

*Name batch change: ® No O Yes

¢ copies the data and schema in the source datab

ase and saves the copy in the destinztion database. The process does not affect any data or schema

ot supported during data migration because this can cause migration failures.

Cancel Previous Save

Paramet

Description
er P
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Paramet

Description
er P

o To perform only full data migration, select Schema Migration and Full Data
Migration.

o To migrate data with minimal downtime, select Schema Migration, Full Data
Migration, and Incremental Data Migration. In this example, all of the three
Migratio migration types are selected.
nTypes

@ Note If Incremental Data Migration is not selected, do not write data into

the source database during full data migration. This ensures data consistency
between the source and destination databases.

Select objects from the Available section and clickthe s iconto move the objects to

the Selected section.

@ Note

© You can select columns, tables, or Schemas as the objects to be migrated.
You can select a Schema as an object to be migrated, and then create a new
table in the source PostgreSQL database during data migration. In this case,
you must run the following statement on the new table:

ALTER TABLE schema.table REPLICA IDENTITY FULL;
Objects

Replace the schema and table in the preceding sample statement with the
actual schema name and table name.

o After an object is migrated to the destination RDS instance, the name of the
object remains the same as that in the user-created PostgreSQL database. You
can change the names of the objects that are migrated to the destination RDS
instance by using the object name mapping feature. For more information
about how to use this feature, see Object name mapping.

o If you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

9. Afterthe data migration task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, configure the Channel Specification parameter. Then, read
and select Data Transmission Service (Pay-as-you-go) Service Terms.

11. ClickBuy and Start to start the data migration task.

o Full data migration
Do not manually stop a full data migration task. If you manually stop a full data migration task,
the data that is migrated to the RDS instance may be incomplete. You can wait until the full data
migration task automatically stops.

o Incremental data migration
An increment al data migration task does not automatically stop. You must manually stop the
task.
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@ Note We recommend that you manually stop an incremental data migration task at an
appropriate point in time. For example, you can stop the task during of f-peak hours or
before you switch your workloads over to the RDS instance.

a. Wait untilIncremental Data Migration and The data migration task is not delayed
appearin the progress bar of the data migration task. Then, stop writing data to the self-
managed Oracle database for a few minutes. The delay time of incremental data
migration may be displayed in the progress bar.

b. Wait until the status of incremental data migration changes to The data migration
task is not delayed again. Then, manually stop the migration task.

Task Name v| ‘ Search | Sort: | Default Sorting v status: | All v WTag

Task ID/Name: Vi Status: Migrating Quick Diagnostics | Pause Task | View Details | Duplicate Task  Upgrade | Configure Monitoring and Alerting | Change password | Edit Tag
= @ swp | Dekte | cdthg Total 1 eGP Poge: 20 ot

12. Switch your workloads to the RDS instance.

What to do next

The database accounts used for data migration have the read/write permissions. After the data
migration is complete, you must delete the accounts of both the user-created PostgreSQL database
and the ApsaraDB RDS for PostgreSQL instance to ensure database security.

7.4.3. Migrate full data from a user-created
PostgreSQL database to an ApsaraDB RDS for

PostgreSQL instance

This topic describes how to migrate full data from a user-created PostgreSQL database to an ApsaraDB
RDS for PostgreSQL instance by using Data Transmission Service (DTS). DTS supports schema migration,
full data migration, and increment al data migration. To migrate full data from a user-created
PostgreSQL database, you can select schema migration and full data migration.

Background

This topic uses User-Created Database with Public IP Address as an example to describe how to
configure a full data migration task. To ensure data consistency, we recommend that you do not write
datainto the user-created PostgreSQL database during full data migration. To migrate data with
minimal downtime, see Migrate incremental data from a self-managed PostgreSQL database (version 10.1 to
13) to an ApsaraDB RDS for PostgreSQL instance and Migrate incremental data from a self-managed PostgreSQL
database (in PostgreSQL 10.0 or an earlier version) to an ApsaraDB RDS for PostgreSQL instance.

Prerequisites
e The version of the user-created PostgreSQL database is 9.2,9.3,9.4,9.5,9.6, 10.x, 11, or 12.

e The available storage space of the ApsaraDB RDS for PostgreSQL instance is larger than the total size
of the data in the user-created PostgreSQL database.

e The service port of the user-created PostgreSQL database is accessible over the Internet.

Precautions
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e DTS uses read and write resources of the source and destination databases during full data
migration. This may increase the loads of the database servers. If the database performance is
unfavorable, the specification is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the destination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and destination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilization of the source and destination databases is less than 30%.

e The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all fields must be unique. Otherwise, the destination database may contain duplicate data records.

e A single data migration task can migrate data fromonly one database. To migrate data from
multiple databases, you must create a data migration task for each database.

e DTS automatically resumes a failed data migration task. Before you switch your workloads to the
destination instance, stop or release the data migration task. Otherwise, the data in the source
database will overwrite the data in the destination instance after the task is resumed.

Migration types

e Schema migration
DTS migrates the schemas of the required objects to the destination instance. DTS supports schema
migration for the following types of objects: table, trigger, view, sequences function, user-defined
type, rule, domain, operation, and aggregate.

e Full data migration
DTS migrates historical data of the required objects fromthe user-created PostgreSQL database to
the destination ApsaraDB RDS for PostgreSQL instance.

Billing
Migration type Instance configurations Internet traffic
Charged only when data is
) . migrated from Alibaba Cloud
Full data migration Free of charge.

over the Internet. For more
information, see Pricing.

Permissions required for database accounts

Database Schema migration Full data migration

The permission to perform
SELECT operations on the objects
to be migrated

User-created PostgreSQL The usage permission on
database pg_catalog

The create and usage
permissions on the objects to be
migrated

ApsarabDB RDS for PostgreSQL
instance

The owner permission on
schemas

For more information about how to create and authorize a database account, see the following
topics:

e Self-managed PostgreSQL database: CREATE USER and GRANT
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e ApsaraDB RDS for PostgreSQL instance: Create an account on an ApsarabDB RDS for PPAS instance.

Process of full data migration
To avoid data migration failures caused by dependencies between objects, DTS migrates the schemas
and data of the source PostgreSQL database in the following order:

1. Migrate the schemas of tables, views, sequences, functions, user-defined types, rules, domains,
operations, and aggregates.

@ Note Functions that are written inthe C programming language cannot be migrated.

2. Migrate full data.

3. Migrate the schemas of triggers and foreign keys.

Preparations before data migration

Create a database and schema in the destination RDS instance based on the database and schema
information of the objects to be migrated. The schema name of the source and destination databases
must be the same. For more information, see Create a database and Schema management.

Procedure
1. Logontothe DTS console.
In the left-side navigation pane, click Data Migration.

In the upper part of the Migration Tasks page, select the region where the RDS instance resides.

In the upper-right corner of the page, click Create Migration Task.

ok wonN

Configure the source and destination databases.

* Task Name: ‘P:sigreSC_L_TC_RDS

Source Database

“ Instance Type: | User-Created Database with Public IP Address v
* Instance Region: | Singapore v Get IP Address Segment of DTS
* Database Type: | PostgreSQL v

* Hostname or IP Address ‘ ‘

* Port Numbe | 5432 ‘

ne ‘ mytestdata ‘

count ‘ dtstest ‘

s ‘ """""""" @ ‘ Test Connectivity @ Passed

Destination Database

* Instance Type: | RDS Instance M

i Singapore v

d)| Test Connectivity @ Passed

Cancel Set Whitelist and Next
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Section Parameter Description

DTS automatically generates a task name. We recommend that you
N/A Task Name specify an informative name for easy identification. You do not need
to use a unique task name.

Select an instance type based on where the source database is
deployed. The procedure in this topic uses User-Created Database
with Public IP Address as an example.

Instance Type
P @ Note If you select other instance types, you must prepare

the environments that are required for the source database. For
more information, see Preparation overview.

If the instance type is set to User-Created Database with Public
IP Address, you do not need to specify the instance region.

@ Note If a whitelist is configured for the user-created
PostgreSQL database, you must add the CIDR blocks of DTS
servers to the whitelist of the user-created PostgreSQL database.
You can click Get IP Address Segment of DTS next to
Instance Region to obtain the CIDR blocks of DTS servers.

Instance
Region

Database Type Select PostgreSQL.
Source

Database Hostname or Enter the endpoint that is used to connect to the user-created

IP Address PostgreSQL database. In this example, enter the public IP address.

Enter the service port number of the user-created PostgreSQL

Port Number
database. The default port number is 5432.
Database
Name Enter the name of the user-created PostgreSQL database.
Database
Enter the account of the user-created PostgreSQL database.
Account
Enter the password for the source database account.
@ Note After you specify the information about the self-
Database managed Oracle database, you can click Test Connectivity next
password to Database Password to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.
Instance Type Select RDS Instance.
Instance
Region Select the region where the destination RDS instance resides.
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Section Parameter Description
RDS Instance ID Select the ID of the destination RDS instance.

Enter the database name of the destination RDS instance. The name
can be different from the name of the user-created PostgreSQL

database.
Database
. Name @ Note Before you configure the data migration task, create
Destinatio . L .
N a database and schema in the destination RDS instance. For more
information, see Before you begin.
Database Y 9
Database
Enter the database account of the destination RDS instance.
Account
Enter the password for the destination database account.
@ Note After you specify the information about the RDS
Database instance, you can click Test Connectivity next to Database
Password to check whether the information is valid. If the
Password

information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

@ Note The CIDR blocks of DTS servers are automatically added to the whitelist of the
destination RDS instance. This ensures that DTS servers can connect to the destination RDS
instance.

7. Select the migration types and objects to be migrated.
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2.Configure Migration Types and Objects

*  Migration T\.’pes:’ Schema Migration

Full Data Migration l [] Incremental Data Migration

During full data migration, data updates in the source database are not migrated to the destination instance.

For data consisten

Availzble

If you search globally, please expand the

public
testschema
[=] i Tables
[ Views
[*10w Sequences
[5]7 Functions
[=17 User Defined Types
[5]7 Rules
[=15 Domains
[£] Operations
[£]7 Aggregates
[=] 5 Extensions

Select Al

*Name batch change: ® MNo

Information:
1. Data

Paramet

we recommend that you select Schema Migration, Full Data Migration, and Incremental Data Migration.

Selected (To edit an
Edit.} Learn more.

bject name or its filter, hover aver the object and dlick

testschema (10bjects)
custamer

Remove All

Cancel Previous Save

Description
er P
o To perform only full data migration, select Schema Migration and Full Data
Migration.
© To migrate data with minimal downtime, select Schema Migration, Full Data
. . Migration, and Incremental Data Migration.
Migratio
n Types In this example, you must select Schema Migration and Full Data Migration.

@ Note To ensure data consistency, we recommend that you do not write data
into the user-created PostgreSQL database during full data migration.
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Paramet A

Description
er

Select objects from the Available section and clickthe 3 iconto move the objects to

the Selected section.

@ Note
© You can select columns, tables, or Schemas as the objects to be migrated.

Objects o After an object is migrated to the destination database, the name of the

object remains the same as that in the source database. You can change the
names of the objects that are migrated to the destination database by using
the object name mapping feature. For more information about how to use this
feature, see Object name mapping.

o |f you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

9. Afterthe data migration task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, configure the Channel Specification parameter. Then, read
and select Data Transmission Service (Pay-as-you-go) Service Terms.

11. ClickBuy and Start to start the data migration task.

@ Note Do not manually stop a task during full data migration. Otherwise, data migrated
to the destination database will be incomplete. Wait until the migration task automatically
stops.

12. Switch your workloads to the destination RDS instance.

What to do next

The database accounts used for data migration have the read/write permissions. After the data
migration is complete, you must delete the accounts of both the user-created PostgreSQL database
and the ApsaraDB RDS for PostgreSQL instance to ensure database security.

7.5. Source: Redis

7.5.1. Migrate data from a user-created Redis

database to an ApsaraDB for Redis instance

This topic describes how to migrate data from a user-created Redis database to an ApsaraDB for Redis
instance by using Data Transmission Service (DTS). DTS supports full data migration and incremental
data migration. When you migrate data from a user-created Redis database to Alibaba Cloud, you can
select the two migration types to ensure service continuity.

Prerequisites
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e The version of the user-created Redis database is 2.8, 3.0, 3.2, 4.0, or 5.0.

e The user-created Redis database uses the standalone architecture ratherthan the cluster
architecture.

@ Note If the user-created Redis database uses the cluster architecture, you can migrate
data by using the data synchronization feature. For more information, see Synchronize data from
a self-managed Redis clusterto an ApsaraDB for Redis cluster instance.

e The psync or sync command can be runonthe user-created Redis database.

e The available storage space of the destination ApsaraDB for Redis database is larger than the total
size of the data in the user-created Redis database.

Precautions

e DTS uses resources of the source and destination databases during full data migration. This may
increase the load of the database server. If the data volume is large or the specification is low,
database services may become unavailable. Before you migrate data, evaluate the performance of
the source and destination databases. We recommend that you migrate data during off-peak hours.

e If the data eviction policy ( maxmemory-policy ) of the destination database is not set to noevicti
on ,the data between the source and destination databases may become inconsistent. For more
information about the data eviction policy, see How does ApsaraDB for Redis evict data by default?

e [f you use the EVAL or EVALSHA command to call Lua scripts, DTS cannot identify whether these Lua
scripts are executed on the destination database. During incremental data migration, the destination
database does not explicitly return the execution results of Lua scripts.

e When callingthe psync or sync command to transmit data of the LIST type, DTS does not
performthe flush operationonthe existing data. Therefore, duplicate data may exist in the
destination database.

e DTS automatically resumes a failed data migration task. Before you switch your workloads to the

destination instance, stop or release the data migration task. Otherwise, the data in the source
database will overwrite the data in the destination instance after the task is resumed.

Billing
Migration type Task configuration fee Internet traffic fee

Sch igrati d full
chema migration and fu Free of charge.

data migration Charged only when data is migrated from
Alibaba Cloud over the Internet. For more

Incremental data Charged. For more information, see Pricing.

migration information, see Pricing.

Migration types

e Full data migration
DTS migrates historical data of the required objects fromthe user-created Redis database to the
destination ApsaraDB for Redis instance.

@ Note To ensure data consistency, do not write data into the user-created Redis database
during full data migration.
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e Incremental data migration
Afterfull data migration is complete, DTS synchronizes incremental data fromthe user-created Redis
database to the destination ApsaraDB for Redis instance. Incremental data migration allows you to
ensure service continuity when you migrate data from a user-created Redis database to Alibaba
Cloud.

Operations that can be synchronized during incremental data
migration

e APPEND

e BITOP, BLPOP, BRPOP, and BRPOPLPUSH

e DECR, DECRBY, and DEL

e EVAL, EVALSHA, EXEC, EXPIRE, and EXPIREAT

e FLUSHALL and FLUSHDB

e GEOADD and GETSET

e HDEL, HINCRBY, HINCRBYFLOAT, HMSET, HSET, and HSET NX

e INCR, INCRBY, and INCRBYFLOAT

e LINSERT, LPOP, LPUSH, LPUSHX, LREM, LSET, and LTRIM

e MOVE, MSET, MSETNX, and MULTI

e PERSIST, PEXPIRE, PEXPIREAT, PFADD, PFMERGE, PSETEX, and PUBLISH

e RENAME, RENAMENX, REST ORE, RPOP, RPOPLPUSH, RPUSH, and RPUSHX

e SADD, SDIFFSTORE, SELECT, SET, SETBIT, SETEX, SETNX, SETRANGE, SINTERST ORE, SMOVE, SPOP, SREM,
and SUNIONST ORE

e ZADD, ZINCRBY, ZINTERST ORE, ZREM, ZREMRANGEBYLEX, ZUNIONST ORE, ZREMRANGEBYRANK, and
ZREMRANGEBYSCORE

Preparations before incremental data migration
To ensure that incremental data migration tasks can run as expected, we recommend that you remove
the limit on the replication output buffer. This topic uses a server that runs on Linux as an example.

@ Note Skip this step if you performonly full data migration.

1. Use the redis-cli programto connect to the user-created Redis database.

@ Note You can use the redis-cli program after you install the Redis client. For more
information, see Redis community official website.

redis-cli -h <host> -p <port> -a <password>
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@ Note

o <host>: the endpoint that is used to connect to the user-created Redis database. You
can use 127.0.0.1 in this example.

o <port>: the service port number of the user-created Redis database. The default port
number is 6379.

o <password>: the password for the user-created Redis database.

Example

redis-cli -h 127.0.0.1 -p 6379 -a Testl1l23456

2. Runthe following command to remove the limit on the replication output buffer:

config set client-output-buffer-limit 'slave 0 0 0'

Procedure
1. Logontothe DTS console.
In the left-side navigation pane, click Data Migration.
In the upper part of the Migration T asks page, select the region where the RDS instance resides.

In the upper-right corner of the page, click Create Migration Task.

vk wWwonN

Configure the source and destination databases for the data migration task.

= Task Name ‘Redls |

Source Database

= Instance Type: | User-Created Database with Public IP Address v

* Instance Region: | Singapore v Get IP Address Segment of DTS

* Database Type: Redis v

* Instance Mode: @ Standalone

* Hostname or IP Address ‘ |
* Port Number: | 6379
Database Password ‘ ............ .13 | Test Connectivity @) Passed
Destination Database

¥ Instance Type: | Redis Instance M
* Instance Region: Singapore M

* Redis Instance ID: -

Database Password: | essesssseeseease @ Test Connectivity (@) Passed

Cancel Set Whitelist and Next

Section Parameter Description
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Section Parameter

N/A Task Name

Instance Type

Instance
Region
source Database Type
Database

Instance Mode

Hostname or
IP Address

Port Number

Database
Password

Instance Type

Instance
Region

Description

DTS automatically generates a task name. We recommend that you

specify an informative name for easy identification. You do not need

to use a unique task name.

Select an instance type based on where the source database is

deployed. The procedure in this topic uses User-Created Database

with Public IP Address as an example.

@ Note If you select other instance types, you must prepare
the environments that are required for the source database. For
more information, see Preparation overview.

If the instance type is set to User-Created Database with Public
IP Address, you do not need to specify the instance region.

@ Note If a whitelist is configured for the user-created Redis
database, you must add the CIDR blocks of DTS servers to the
whitelist of the user-created Redis database. You can click Get IP
Address Segment of DTS next to Instance Region to obtain
the CIDR blocks of DTS servers.

Select Redis.

The value of this parameter is set to Standalone and cannot be
changed to Cluster.

Enter the endpoint that is used to connect to the user-created Redis
database. In this example, enter the public IP address.

Enter the service port number of the user-created Redis database. The

default port numberis 6379.

Enter the password for the user-created Redis database.

@ Note After you specify the information about the self-
managed Oracle database, you can click Test Connectivity next
to Database Password to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.

Select Redis Instance.

Select the region where the destination ApsaraDB for Redis instance
resides.
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Section Parameter Description

Redis Instance

Destinatio D Select the ID of the destination ApsaraDB for Redis instance.
n
Database
Enter the database password of the destination ApsaraDB for Redis
instance.
@ Note After you specify the information about the RDS
Database instance, you can click Test Connectivity next to Database
Password Password to check whether the information is valid. If the

information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

@ Note The CIDR blocks of DTS servers are automatically added to the whitelist of the
destination ApsaraDB for Redis instance. This ensures that DTS servers can connect to the
destination ApsaraDB for Redis instance.

7. Select the migration types and objects to be migrated.
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2.Configure Migration Types and

* Migrstion Types: [+| Schema Migration [« Full D=ta Migration [+#] Incrementzl Data Migration Note: Incremental data migration doss not suppart

triggers. For more information, see Reference

e database after the DTS tack is started when the DTS full tack is running. If the source database

Nete: do not dean up the incremental data log generated by
dears up the log too early, the DTS incremental tas f

Selected {To edit an object name or its filter, hover over the object and dick

Available
Edit.) Learn more.
Expand the tree before you perform a glol Q
aQ
testi23
testdb distestdats
>
<
Select &l
Remave Al
*Rzname Databases and Tables: @ Do Mot Change Database and Tablz Names Change Database and Table Names
* Retry Time for Failed Connection 720 Minutes
Information:

1. Data migration only copies the data and schema in the source database and saves the copy in the destination database. The process does not affect any data or schema

stabase.
do DOL operation during structure and full migration, othenwise the task may fail
=
Cancal Pravious Save Precheck E
Paramet L.
Description
er
o To perform only full data migration, select Full Data Migration.
o To migrate data with minimal downtime, select both Full Data Migration and
Incremental Data Migration.
Migratio
nTypes . . . . .
P @ Note If Incremental Data Migration is not selected, do not write data into
the user-created Redis database during full data migration. This ensures data
consistency between the source and destination databases.
Select objects from the Available section and clickthe s iconto move the objects to
the Selected section.
Objects

@ Note You canselect databases as the objects to be migrated.
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9. Afterthe data migration task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, configure the Channel Specification parameter. Then, read
and select Data Transmission Service (Pay-as-you-go) Service Terms.

11. ClickBuy and Start to start the data migration task.

o Full data migration
Do not manually stop a full data migration task. If you manually stop a full data migration task,
the datathat is migrated to the RDS instance may be incomplete. You can wait until the full data
migration task automatically stops.

o Incremental data migration
An incremental data migration task does not automatically stop. You must manually stop the
task.

@ Note We recommend that you manually stop an incremental data migration task at an
appropriate point in time. For example, you can stop the task during of f-peak hours or
before you switch your workloads over to the RDS instance.

a. Wait untilIncremental Data Migration and The data migration task is not delayed
appear in the progress bar of the data migration task. Then, stop writing data to the self-
managed Oracle database for a few minutes. The delay time of incremental data
migration may be displayed in the progress bar.

b. Wait until the status of incremental data migration changes to The data migration
task is not delayed again. Then, manually stop the migration task.

Task Name v| ‘ Search  Sort: | Default Sorting v status: | All v WTag

Task ID/Name 7 Status: Migrating Quick Diagnostics | Pause Task | View Details | Duplicate Task ~ Upgrade | Configure Monitoring and Alerting | Change password | Edit Tag

7 e stop Delete Edit Tag Total: 1 itemn(s). Per Page: 20 item(s

12. Switch your workloads to the destination ApsaraDB for Redis instance.

What to do next

The database accounts used for data migration have the read/write permissions. After the data
migration is complete, you must delete the accounts of both the user-created Redis database and the
ApsaraDB for Redis instance to ensure database security.

/7.6. Source: MongoDB

7.6.1. Migrate user-created standalone MongoDB
databases to Alibaba Cloud by using DTS

This topic describes how to use Data Transmission Service (DTS) to migrate data from standalone user-
created MongoDB databases to Alibaba Cloud. DTS supports full data migration and incremental data
migration.

To migrate all data without service interruption, you can select both full data migration and
incremental data migration. You can also use the built-in commands of MongoDB to migrate user-
created MongoDB databases. For more information, see Migrate self-managed MongoDB databases to
standalone instances by using tools provided by MongoDB.
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For more information about data migration or synchronization solutions, see Data migration procedure
list.

Prerequisites
e The version of the user-created MongoDB database is 3.0, 3.2, or 3.4.

e The storage space of the ApsaraDB for MongoDB instance is larger than the size of the user-created
MongoDB database.

Precautions
e To avoid service disruptions, we recommend that you migrate data during off-peak hours.

e [f the source user-created MongoDB database and the destination ApsaraDB for MongoDB instance
run dif ferent MongoDB versions or storage engines, ensure that your applications can run on both
databases. For more information about MongoDB versions and storage engines that are supported
by ApsaraDB for MongoDB, see MongoDB versions and storage engines.

e To migrate incremental data from a standalone user-created MongoDB database, you must enable
the oplog feature for the database. For more information, see Preparations for incremental data
migration.

Billing
Migration type Instance configurations Internet traffic
Full data migration Free of charge.
9 9 Charged only when data is migrated from Alibaba
Cloud over the Internet. For more information, see
Incremental data Charged. For more Pricing
migration information, see Pricing. '

Migration types
e Full data migration: All historical data in the source MongoDB database is migrated to the destination
MongoDB database.

@ Note Data migration is supported at the database, collection, and index levels.

e Incremental data migration: After full data migration, incremental data is synchronized to the
destination MongoDB database.

@ Note

o The create and delete operations for databases, collections, and indexes can be
synchronized.

o The create, delete, and update operations for documents can also be synchronized.

Permissions required for database accounts
Database Full data migration Incremental data migration
Read permissions on the source

database, admin database, and
local database

Source user-created MongoDB Read permissions on the source
database database
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Database Full data migration Incremental data migration
Destination ApsaraDB for Read/write permissions on the Read/write permissions on the
MongoDB instance destination database destination database

For more information about how to create and authorize a database account:

e (reate User for MongoDB for a user-created MongoDB database
e Manage MongoDB users though DMS for an ApsaraDB for MongoDB instance

Preparations for incremental data migration
Before you use DTS to migrate incremental data, enable the oplog feature forthe source database. If
you only perform full data migration, skip the following steps.

@ Note This operation restarts the MongoDB database. We recommend that you perform this
operation during off-peak hours.

1. Use Mongo Shellto connect to the user-created MongoDB database.

2. Runthe following commands to shut down the MongoDB database:

use admin

db.shutdownServer ()

3. Runthe following command to start the MongoDB database in the background as a replica set:

mongod —--port 27017 --dbpath /var/lib/mongodb --logpath /var/log/mongodb/mongod.log —--r
eplSet rsO --bind ip 0.0.0.0 --auth --fork

® Note

o Inthis command, /var/lib/mongodbis the database path, and /var/log/mongodb/mon
god.logis the log file path. Specify the paths based on business needs.

o This command uses 0.0.0.0 as the associated IP address of the MongoDB database. T his
allows you to access the database by using all IP addresses. After the migration is
complete, runthe ki1l command to end the process, and start the MongoDB

database by using the original configuration file.

o This command enables authentication. You can only access the database after you pass
the authentication.

4. Use Mongo Shell to reconnect to the user-created MongoDB database.

5. Run the following commands to initialize the replica set:

use admin

rs.initiate ()

6. The role of the current node changes to primary.

® Note Youcanrunthe rs .printReplicationInfo() command to view the status of
oplog.
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Procedure
1. Logontothe DTS console.
2. Inthe left-side navigation pane, click Data Migration.

3. Inthe Migration T asks section, select the region in which the ApsaraDB for MongoDB instance

resides.

Data Transmission Se... Migration Tasks  Singapore [RINENGERNEVON China (Shanghai)  China (Qingdao) ~China (Beiiing) ~ China (Shenzhen) ~Hong Kong  US (Silicon Valley)  US (Virginia) ~UAE (Dubai)
Germany (Frankfurt) ~ Malaysia (Kuala Lumpur) ~ China (Hohhot)  Australia (Sydney) India (Mumbai) UK (London) Japan (Tokyo) Indonesia (Jakarta)

Overview

S Refresh
Data Migration

4. Inthe upper-right comer, click Create Migration Task.
5. Configure the source and destination databases.

* Task Name:
Source Database
¥ Instance Type: | User-Created Database with Public IP Address v DTS support type
* Instance Region: | China (Hangzhou) v Get IP Address Segment of DTS
* Database Type: | MongoDB M

* Hostname or IP Address:

* Port Number: | 27017

Database Name

admin | Authenticate Database with Account

count: | |

seerannanes €)| Test Connectivity (@ Passed

® Mon-encrypted © SSL-encrypted(MongoDB Atlas only)

Destination Database

= Instance Type: | MongoDB Instance M
* Instance Region: | China {Hangzhou) v
* MongoDB Instance ID: | dds-bp] -

* Database Name | admin | Authenticate Database with Account

* Database Account: |r[)(]t |
= Database Password: | ssssssssssssss /3 | Test Connectivity & Passed
Cancel Set Whitelist and Next
Section Parameter Description

DTS automatically generates a task name. We recommend that you
N/A Task name specify an informative name for easy identification. You do not need
to use a unique task name.
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Section Parameter

Instance Type

Instance
Region

Database Type

Hostname or IP
Address

Source Port Number
Database

Database
Name

Database
Account

Database
Password

Description

Select aninstance type based on the location where the database is
deployed. In this topic, a User-Created Database with Public IP
Address is used as an example.

@ Note If you select other instance types, you must deploy
the network environment for the self-managed database. For
more information, see Preparation overview.

If Instance Type is set to User-Created Database with Public IP
Address, you do not need to specify the Instance Region
parameter.

@ Note If you have configured a whitelist for the user-
created MongoDB database, you must add the CIDR blocks of DTS
servers to the whitelist. You can click Get IP Address Segment
of DTS next to Instance Region to obtain the CIDR blocks of
DTS servers.

Select MongoDB.

Enter the endpoint that is used to connect to the user-created
MongoDB database. In this example, enter the public IP address.

Enter the service port of the user-created MongoDB database.

@ Note Inthis example, the service port of the user-created
MongoDB database must be open to the public network.

Enter the name of the authentication database to which the database
account belongs.

Enter the username of the database account that you use to manage
the source database.

Enter the password of the database account.

@ Note Afteryou specify the source database information,
click Test Connectivity next to Database Password to check
whether the information is correct. If the information is correct,
the Passed message is displayed. If the Failed message is
displayed, you can click Check next to the Failed message to
modify the information as prompted.
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Section Parameter

Connection
Method

Instance Type

Instance
Region

MongoDB
Instance ID

Database
Name

Destinatio

n

Database
Database
Account

Database
Password

Description

Select Non-encrypted.

@ Note The SSL-encrypted option is available only when
you migrate MongoDB Atlas.

Select MongoDB Instance.

Select the region in which the destination ApsaraDB for MongoDB
instance resides.

Select the ID of the destination ApsaraDB for MongoDB instance.

Enter the name of the authentication database to which the database
account belongs.

@ Note If youwant to use the root account, specify admin
for the Database Name parameter.

Enter the username of the database account that you use to manage
the destination database.

Enter the password of the database account.

@ Note Afteryou specify the destination database
information, click Test Connectivity next to Database
Password to check whether the information is correct. If the
information is correct, the Passed message is displayed. If the
Failed message is displayed, click Check next to the Failed
message to modify the information as prompted.

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

@ Note The CIDR blocks of DTS servers are automatically added to the whitelist of the
destination RDS instance. T his ensures that DTS servers can connect to the destination
ApsaraDB for MongoDB instance. After the migration is completed, you can remove these CIDR
blocks from the whitelist. For more information, see Configure a whitelist for a replica set

instance.

7. Configure migration types and objects to be migrated.
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2.Configure Migration Types and

*  Migration Types{w| Full Data Migration Incremental Data Migrabion Mote: Incremental dsta migration does not support triggers. For more information, see
Reference

Mote: do not clean up the incrementzl data bog generated by the source database after the DTS tazk is started when the DTS full task is running. If the source datzhase
cleans up the log too early, the DTS incremental task may fail

Aovailable Selactad
rFY
Expand the tree before you perform a glo Q Q
admin mongodbtest
>
-
Salact All Femaove All
*Rename Databases and Tables: @ Do Not Change Database and Tablz Names Change Database and Table Names
* Retry Time for Failed Connection 720 Minutes
Information:
1. Data migration only copies the data and schema in the so database and saves the copy in the destination database, The process does not affect any data or schema
n the source database.
2. Do not do DOL operation during structure and full migration, othenwisz the task may fail
Canezl Previous Save Precheck
Paramet L
Description
er

o To perform only full data migration, select Full Data Migration.

o To migrate data with minimal downtime, select both Full Data Migration and
Incremental Data Migration.

@ Note

Migratio ® Before migrating incremental data from a standalone user-created
nTypes MongoDB database, you must enable oplog for the database. For more
information, see Preparations for incremental data migration.

= |f the Incremental Data Migration option is not selected, do not write
new data to the user-created MongoDB database when full data migration
is in progress. Otherwise, data inconsistency may occur.
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Paramet i

Description
er

o Select objects from the Available section and click the 3 iconto move the objects to

the Selected section.
@ Note

Migratio ® Datainthe admin and local databases cannot be migrated.
n ® The config database is an internal database. We recommend that you do
objects not migrate data in the config database.

o A migration object can be a database, collection, or function.

o By default, the name of an object remains unchanged after migration. You can change
the names of the objects in the destination RDS instance by using the object name
mapping feature. For more information, see Object name mapping.

8. Inthe lower-right corner of the page, click Precheck.

® Note

o Before you can start the data migration task, a precheck is performed. You can start the
data migration task only after the task passes the precheck.

o If the taskfails to pass the precheck, clickthe icon next to each failed itemto view

details. Troubleshoot the issues based on the causes and run the precheck again.

9. Afterthe task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, specify the Channel Specification parameter and select
Data Transmission Service (Pay-As-You-Go) Service Terms.

11. ClickBuy and Start to start the migration task.

o Full data migration
Do not manually stop a task during full data migration. Otherwise, the system may fail to perform
a full data migration. Wait until the data migration task automatically stops.

o Incremental data migration
An incremental data migration task does not automatically stop. You must manually stop the
migration task.

@ Note Select an appropriate time to manually stop the migration task. For example,
you can stop the migration task during of f-peak hours or before you switch your workloads
to the destination instance.

a. Wait untilIncremental Data Migration and The migration task is not delayed appear
in the progress bar of the migration task. Then, stop writing data to the source database for
a few minutes. The delay time of incremental data migration may be displayed in the
progress bar.
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b. Afterthe status of Incremental Data Migration changes to The migration task is not
delayed, stop the migration task.
Task ID/Name: Status: Migrating Pause Task View Details Duplicate T;s<“§‘ade Configure Monitoring and Alerting
v Pause Delete Total: 1 item(s) , Per Page: 20 item(s)

12. Switch your workloads to the ApsaraDB for MongoDB instance.

7.6.2. Migrate the replica set of a user-created
MongoDB database to ApsaraDB for MongoDB by
using DTS

This topic describes how to migrate the replica set of a user-created MongoDB database to ApsaraDB
for MongoDB by using Data Transmission Service (DTS). DTS supports full data migration and
incremental data migration.

To migrate all data without service interruption, you can select both full data migration and
incremental data migration. You can also use the built-in commands of MongoDB to migrate user-
created MongoDB databases. For more information, see Migrate self-managed databases to Alibaba Cloud
by using tools provided by MongoDB.

For more information about data migration or synchronization solutions, see Overview.

Prerequisites
e The version of the user-created MongoDB database is 3.0, 3.2, 3.4, 3.6, or 4.0.

e The storage capacity of the ApsaraDB for MongoDB instance is larger than the size of the user-
created MongoDB database.

Precautions

e During full data migration, DTS occupies some storage space of the source and destination
databases. This may increase the load of the database servers. If you migrate a large volume of data
or the server specifications cannot meet your requirements, the databases may be overloaded or
become unavailable. We recommend that you migrate user-created MongoDB databases during off-
peak hours.

e If the source user-created MongoDB database and the destination ApsaraDB for MongoDB instance
run dif ferent MongoDB versions or storage engines, ensure that your applications can run on both
databases. For more information about MongoDB versions and storage engines that are supported
by ApsaraDB for MongoDB, see MongoDB versions and storage engines.

Billing
Migration type Instance configurations Internet traffic
Full data migration Free of charge. L .
9 9 Charged only when data is migrated from Alibaba
Cloud over the Internet. For more information, visit
Incremental data Charged. For more Pricing
migration information, see Pricing. '
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Migration types
e Full data migration: All historical data in the source MongoDB database is migrated to the destination
MongoDB database.

@ Note Data migration is supported at the database, collection, and index levels.

e Incremental data migration: After full data migration, incremental data is synchronized to the
destination MongoDB database.

@ Note

o The create and delete operations for databases, collections, and indexes can also be
synchronized.

o The create, delete, and update operations for documents can be synchronized.

Permissions required for database accounts

Database Full data migration Incremental data migration

Read permissions on the source

Source user-created MongoDB Read permissions on the source .

database, admin database, and
database database

local database
Destination ApsaraDB for Read/write permissions on the Read/write permissions on the
MongoDB database destination database destination database

For more information about how to create and authorize a database account, see the following
topics:
e Manage MongoDB users through DMS for an ApsaraDB for MongoDB instance

e (reate Userin MongoDB for a user-created MongoDB database

Procedure
1. Logontothe DTS console.
2. Inthe left-side navigation pane, click Data Migration.
3. Inthe Migration T asks section, select the region in which the ApsaraDB for MongoDB instance

resides.

Data Transmission Se... Migration Tasks  Singapore ReUEGELLEDE China (Shanghai) China (Qingdao) China (Beiing) ~China (Shenzhen) Hong Kong  US (Silicon Valley)  US (Virginia) ~ UAE (Dubai)
Germany (Frankfurt) ~ Malaysia (Kuala Lumpur)  China (Hohhot)  Australia (Sydney) India (Mumbai) UK (London) Japan (Tokye) Indonesia (Jakarta)

Overview
2 Refresh

Data Migration

4. Inthe upper-right corner, click Create Migration Task.

5. Configure the source and destination database.
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1.Configure Source and Destination Databases

* Task Name:

Source Database

* Instance Type:

* Instance Region:

* Database Type:

User-Created Database with Public IP Address

Chinz (Hangzhou)

MongoDB

v DTS support type

v Get IP Address Segment of DTS

v

* Hostname or IP Address:

* Port Number: | 27017

Database Name: | admin

| Authenticate Database with Account

Database Account: |

Database Password:

k-3 | Test Connectivity (@ Passed

* Encryption: ® Mon-encrypted © SSL-encrypted(MongoDB Atlas only)

Destination Database

* Instance Type: | MongoDB Instance

* Instance Region: | China {Hangzhou)

* MongoDB Instance ID: | dds-bp:,

* Database Name: | admin

| Authenticate Database with Account

* Database Account: | root

= Database Password:

-4 | Test Connectivity () Passed

Section Parameter

N/A Task Name

Instance Type

Description

DTS automatically generates a task name. We
specify an informative name for easy identifica
to use a unique task name.

Cancel Set Whitelist and Next

recommend that you
tion. You do not need

Select aninstance type based on the location where the database is
deployed. In this topic, a User-Created Database with Public IP

Address is used as an example.

@ Note

If you select other instance types, you must deploy

the network environment for the self-managed database. For

more information, see Preparation overview.
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Section Parameter Description

If Instance Type is set to User-Created Database with Public IP
Address, you do not need to specify the Instance Region
parameter.

@ Note If you have configured a whitelist for the user-
Instance created MongoDB database, you must add the CIDR blocks of DTS
Region servers to the whitelist. You can click Get IP Address Segment
of DTS next to Instance Region to obtain the CIDR blocks of
DTS servers.

Source
Database

Database Type Select MongoDB.

Hostname or IP Enter the IP address of the user-created MongoDB database. In this
Address example, enter the public IP address.

Enter the service port of the user-created MongoDB database.

Port Number @ Note Inthis example, the service port of the user-created
MongoDB database must be open to the public network.

Database Enter the name of the authentication database to which the database
Name account belongs.

Database Enter the account that is used to log on to the user-created MongoDB
Account database.

Enter the password of the source database account.

@ Note Afteryou specify the source database information,
click Test Connectivity next to Database Password to check

Database . L

Password whether the information is correct. If the source database
configuration is correct, the Passed message is displayed. If the
Test Failed message is displayed, click Check next to the Failed
message to modify the information as prompted.

Select Non-encrypted.

Connection o i

Method @ Note The SSL-encrypted option is available only when
you migrate MongoDB Atlas.

Instance Type Select MongoDB Instance.

Instance

Region Select the region in which the ApsaraDB for MongoDB instance resides.
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Section Parameter

MongoDB
Instance ID

Database

Name
Destinatio

n
Database

Database
Account

Database
Password

Description
Select the ID of the ApsaraDB for MongoDB database.

Enter the name of the authentication database to which the database
account belongs.

@ Note If youwant to use the root account, specify admin
for the Database Name parameter.

Enter the account that is used to log on to the ApsaraDB for MongoDB
instance.

Enter the password of the destination database account.

@ Note Afteryou specify the destination database
information, click Test Connectivity next to Database
Password to check whether the information is correct. If the
information is correct, the Passed message is displayed. If the
information is incorrect, the Failed message is displayed, and you
must click Check next to the Failed message to modify the
information as prompted.

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

@ Note The CIDR blocks of DTS servers are automatically added to the whitelist of the
destination RDS instance. T his ensures that DTS servers can connect to the destination
ApsaraDB for MongoDB instance. After the migration is completed, you can remove these CIDR
blocks from the whitelist. For more information, see Configure a whitelist for an ApsaraDB for

MongoDB instance.

7. Select the migration types and objects to be migrated.
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2.Configure Migration Types and

*  Migration Types{w| Full Data Migration Incremental Data Migrabion Mote: Incremental dsta migration does not support triggers. For more information, see
Reference

Mote: do not clean up the incrementzl data bog generated by the source database after the DTS tazk is started when the DTS full task is running. If the source datzhase
cleans up the log too early, the DTS incremental task may fail

Avzilabls Selactad
rFY
Expand the tree before you perform a glo Q Q
admin mongodbtest
>
<
-
Salact All Femaove All
*Rename Databases and Tables: @ Do Not Change Database and Tablz Names Change Database and Table Names
* Retry Time for Failed Connection 720 Minutes
Information:
1. Data migration only copies the data and schema in the so database and saves the copy in the destination database, The process does not affect any data or schema
n the source database.
2. Do not do DOL operation during structure and full migration, othenwisz the task may fail
Canezl Previous Save Precheck

Paramet i
Description
er
o To perform only full data migration, select Full Data Migration.
o To migrate data with minimal downtime, select both Full Data Migration and
Incremental Data Migration.
@ Note If thelIncremental Data Migration option is not selected, do not write
Migratio new data to the user-created MongoDB database when full data migration is in
nTypes progress. Otherwise, data inconsistency may occur.
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Paramet i

Description
er

o Select objects from the Available section and click the 3 iconto move the objects to

the Selected section.
@ Note

Migratio ® Datainthe admin and local databases cannot be migrated.
n ® The config database is an internal database. We recommend that you do
objects not migrate data in the config database.

o A migration object can be a database, collection, or function.

o By default, the name of an object remains unchanged after migration. You can change
the names of the objects in the destination RDS instance by using the object name
mapping feature. For more information, see Object name mapping.

8. Inthe lower-right corner of the page, click Precheck.

® Note

o Before you can start the data migration task, a precheck is performed. You can start the
data migration task only after the task passes the precheck.

o If the taskfails to pass the precheck, clickthe icon for each failed checkitemto view

details. Troubleshoot the issues based on the causes and run the precheck again.

9. Afterthe task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, specify the Channel Specification and select the Data
Transmission Service (Pay-As-You-Go) Service Terms.

11. ClickBuy and Start to start the migration task.

o Full data migration
Do not manually stop a task during full data migration. Otherwise, data migrated to the
destination database will be incomplete. Wait until the data migration task succeeds.

o Incremental data migration
An incremental data migration task does not automatically stop. You must manually stop the
migration task.

@ Note Select an appropriate time to manually stop the migration task. For example,
you can stop the migration task during of f-peak hours or before you switch your workloads
to the destination instance.

a. Wait untilIncremental Data Migration and The migration task is not delayed appear
in the progress bar of the migration task. Then, stop writing data to the source database for
a few minutes. The delay time of incremental data migration may be displayed in the
progress bar.
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b. Afterthe status of Incremental Data Migration changes to The migration task is not
delayed, stop the migration task.

[v] Pause Delete Total: 1 item{s) . Per Page: 20 item(s) n

12. Switch your workloads to the ApsaraDB for MongoDB instance.

References

How do | connect to the replica set instance of ApsaraDB for MongoDB?

7.6.3. Migrate the user-created sharded

ng

Task ID/Name: Status: Migrating Pause Task | View Details | Duplicate Tzs<d£rade Configure Monitoring and Alerti

MongoDB database to ApsaraDB for MongoDB by

using DTS

This topic describes how to migrate shards of a user-created MongoDB database to ApsaraDB for

MongoDB by using Data Transmission Service (DTS). DTS allows you to migrate historical and incremental

data without service disruptions.
For more information about data migration and synchronization solutions, see Overview.

Prerequisites
e The version of the user-created MongoDB database is 3.0, 3.2, 3.4, 3.6, or 4.0.

e Each shard in the ApsaraDB for MongoDB instance has sufficient storage space.

@ Note For example, a user-created MongoDB database has three shards, and one of these
shards occupies the most storage space (500 GB). In this case, the storage space of each shard in
the ApsaraDB for MongoDB instance must be greater than 500 GB.

How it works
DTS migrates a user-created MongoDB database by migrating each shard in the database. You must
Create a data migration task for each shard.

@ Note The distribution of migrated data in the ApsaraDB for MongoDB instance depends on
the shard key that you specify. For more information, see Configure sharding to maximize the
performance of shards.
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Precautions

e During full data migration, DTS occupies some storage space of the source and destination
databases. This may increase the load of the database servers. If you migrate a large volume of data
or the server specifications cannot meet your requirements, the databases may be overloaded or
become unavailable. We recommend that you migrate user-created MongoDB databases during off-
peak hours.

e If the source user-created MongoDB database and the destination ApsaraDB for MongoDB instance
run different MongoDB versions or storage engines, ensure that your applications can run on both
databases. For more information about MongoDB versions and storage engines that are supported
by ApsaraDB for MongoDB, see MongoDB versions and storage engines.

Billing
Migration type Instance configurations Internet traffic
Full data migration Free of charge. N .
o 9 Charged only when data is migrated from Alibaba
Cloud over the public network. For more
Incremental data Charged. For more . . o
. ) . ) " information, visit Pricing.
migration information, see Pricing.

Migration types
e Full data migration: All historical data in the source MongoDB database is migrated to the destination
MongoDB database.

@ Note Data migration is supported at the database, collection, and index levels.
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e Incremental data migration: After full data migration, incremental data is synchronized to the
destination MongoDB database.

@ Note
o The create and delete operations for databases, collections, and indexes can also be
synchronized.
o The create, delete, and update operations for documents can be synchronized.

Permissions required for database accounts

Database Full data migration Incremental data migration
. Read permissions on the source

Source user-created MongoDB Read permissions on the source .

database, admin database, and
database database

local database
Destination ApsaraDB for Read/write permissions on the Read/write permissions on the
MongoDB instance destination database destination database

For more information about how to create and authorize a database account:

e (reate Userin MongoDB for a user-created MongoDB database.
e Manage MongoDB users through DMS for a sharded cluster instance of ApsaraDB for MongoDB.

Preparations

1. Disable the balancer of the user-created MongoDB database. For more information, see Manage
the ApsaraDB for MongoDB balancer.

2. Delete the orphaned documents generated due to migration failures fromthe user-created
MongoDB database.

@ Note If the orphaned documents are not deleted, the documents with  id conflicts
may exist during migration and unwanted data may be migrated.

i. Download the cleanupOrphaned s file.

wget "http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/120562/cn_zh/
1564451237979/cleanupOrphaned.js"
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ii. Inthe cleanupOnphaned jsfile, replace test with the name of the database from which you
want to delete orphaned documents.

@ Note If you want to delete orphaned documents from multiple databases, repeat
step iiand step iii.

function cleanupOrphaned(coll) {
var nextkKey = { };

var result;

while [ nextKey != null ) { .
result = db.adminCommand( { cleanupOrphaned: coll, startingFromKey: nextkKey } };

if (result.ok !'= 1) )
print{"Unable to complete at this time: failure or timeout.")

printjsoniresult);

nextkKey = result.stoppedAtKey;
}
var dbName =|'test
db = db.getSiblingDB(dbName)

db.getCollectionNames () .forEach(function(collName) {
cleanupOrphaned(dbName + "." + collName);

)
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iii. Runthe following command on a shard to delete the orphaned documents from all collections
in the specified database:

@ Note Youmust repeat this step for each shard.

mongo --host <Shardhost> --port <Primaryport> --authenticationDatabase <database>

-u <username> -p <passowrd> cleanupOrphaned.ijs

@ Note
m <Shardhost>: the IP address of the shard
m <Primaryport>: the service port of the primary node of the shard

m <database>: the name of the authentication database to which the database
account belongs

m <username>: the username that you use to log onto the user-created MongoDB
database

m <password>: the password that you use to log on to the user-created MongoDB
database

Example:
In this example, a user-created MongoDB database has three shards, and you must delete the
orphaned documents on each shard.

mongo --host 172.16.1.10 --port 27018 --authenticationDatabase admin -u root -p 'T
estl123456' cleanupOrphaned.js

mongo --host 172.16.1.11 --port 27021 --authenticationDatabase admin -u root -p 'Te
st123456"' cleanupOrphaned.js

mongo --host 172.16.1.12 --port 27024 --authenticationDatabase admin -u root -p 'T
est123456' cleanupOrphaned.js

3. Create required databases and collections in the destination ApsarabDB for MongoDB instance, and
configure data sharding for the databases and collections. For more information, see Configure
sharding to maximize the performance of shards.

@ Note If you configure data sharding before you start data migration, data in the user-
created MongoDB database is evenly migrated to the shards in the destination sharded cluster
instance. This prevents overloading a single shard.

Procedure
1. Logontothe DTS console.
2. Inthe left-side navigation pane, click Data Migration.

3. Inthe Migration T asks section, select the region in which the ApsaraDB for MongoDB instance
resides.
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Data Transmission Se...

Germany (Frankfurt)  Malaysia (Kuala Lumpur)  China (Hohhot)  Australia (Sydney) India (Mumbai)

Overview

Data Migration

4. Inthe upper-right comner, click Create Migration Task.

5. Configure the source and destination databases.

1.Configure Source and Destination Databases

* Task Name:

Source Database

* Instance Type: | User-Created Database with Public IP Address v

* Instance Region: | China {Hangzhou)

= Database Type: | MongoDB

DTS support type

v Get IP Address Segment of DTS

* Hostname or IP Address:

* Port Number: | 27017

Database Name: | admin

| Authenticate Database with Account

Database Account: |

Database Password:

L4 | Test Connectivity () Passed

* Encryption: ® Non-encrypted © SSL-encrypted(MongoDB Atlas only)

Destination Database

= Instance Type: | MongoDB Instance

* Instance Region: | China (Hangzhou)

* MongoDB Instance ID: dds-bp:

* Database Name: | admin

| Authenticate Database with Account

* Database Account: | root

* Database Password:

L4 | Test Connectivity @ Passed

Section Parameter

N/A Task Name

Instance Type

Description

| Migration Tasks  singapore [ReuICRUEUNEIDN China (Shanghai) China (Qingdao) ~China (Beifing) ~China (Shenzhen) Hong Kong  US (Siicon Valley)  US (Virginiz)  UAE (Dubai)

UK (London) Japan (Tokyo) Indonesia (Jakarta)

2 Refresh

Cancel Set Whitelist and Next

DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need

to use a unique task name.

Select an instance type based on the location where the database is
deployed. In this topic, a User-Created Database with Public IP

Address is used as an example.

@ Note

If you select other instance types, you must deploy

the network environment for the self-managed database. For
more information, see Preparation overview.
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Section Parameter

Instance
Region

Database Type

Hostname or IP
Address
Source
Database

Port Number

Database
Name

Database
Account

Database
Password

Connection
Method

Description

If Instance Type is set to User-Created Database with Public IP
Address, you do not need to specify the Instance Region.

@ Note If you have configured a whitelist for the user-
created MongoDB database, you must add the CIDR blocks of DTS
servers to the whitelist. You can click Get IP Address Segment
of DTS next to Instance Region to obtain the CIDR blocks of
DTS servers.

Select MongoDB.

Enter the endpoint of a shard for the source database. In this example,
enter the public IP address of the shard.

@ Note DTS migrates each shard of the source database in
turn. In this example, enter the endpoint of the first shard. Then
enter the endpoint of the second shard in the second migration
task. Repeat this operation until all shards are migrated.

Enter the service port of the shard.

@ Note The service port of each shard for user-created
MongoDB databases must be open to the public network.

Enter the name of the authentication database to which the database
account belongs.

Enter the username of the database account that you use to manage
the source database.

Enter the password of the source database account.

@ Note After you specify the source database information,
click Test Connectivity next to Database Password to check
whether the information is correct. If the information is correct,
the Passed message is displayed. If the Failed message is
displayed, click Check in the Failed message to modify the
information as prompted.

Select Non-encrypted.

@ Note The SSL-encrypted option is available only when
you migrate MongoDB Atlas.
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Section Parameter

Instance Type

Instance
Region

MongoDB
Instance ID

Database
Name

Destinatio
n

Database
Database

Account

Database
Password

Description

Select MongoDB Instance.

Select the region in which the ApsaraDB for MongoDB instance resides.

Select the ID of the ApsaraDB for MongoDB instance.

Enter the name of the authentication database to which the database
account belongs.

@ Note If youwant to use the root account, specify admin
for the Database Name parameter.

Enter the username of the database account that you use to manage
the source database.

Enter the password for the destination database account.

@ Note After you specify the destination database
information, click Test Connectivity next to Database
Password to check whether the information is correct. If the
information is correct, the Passed message is displayed. If the
information is incorrect, the Failed message is displayed, and you
must click Check next to the Failed message to modify the
information as prompted.

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

(@ Note The CIDR blocks of DTS servers are automatically added to the whitelist of the
destination RDS instance. T his ensures that DTS servers can connect to the destination
ApsaraDB for MongoDB instance. After the migration is completed, you can remove these CIDR
blocks from the whitelist. For more information, see Configure a whitelist for a sharded cluster

instance.

7. Select the migration types and objects to be migrated.
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2.Configure Migration Types and Objects

* Migration Types:¥] Full Data Migration Incremental Data Migration

Available Selected (To edit an object name or its filter, hover over the object | Hover over the
and click Edit.) Learn more. required object and
dick Edit. In the dialog
If you search globally, please expand Q - -

) box that appears,

admin madify the object name
mongodbtest stination
and select the
columns to migrate.
>
<
Select All
Remove Al
*Name batch ® No Yes

change :

Information:

Cancel Previous Save

Paramet .
Description
er
o To perform only full data migration, select Full Data Migration.
o To migrate data with minimal downtime, select both Full Data Migration and
Incremental Data Migration.
Migratio
nTypes L .
P @ Note If thelncremental Data Migration option is not selected, do not write
new data to the user-created MongoDB database when full data migration is in
progress. Otherwise, data inconsistency may occur.
o Select objects from the Available section and click the 3 iconto move the objects to
the Selected section.
@ Note
Migratio ® Datainthe admin and local databases cannot be migrated.
n = The config database is an internal database. We recommend that you do
objects not migrate data in the config database.

o A migration object can be a database, collection, or function.

o By default, the name of an object remains unchanged after migration. You can change
the names of the objects in the destination RDS instance by using the object name
mapping feature. For more information, see Object name mapping.
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8.

11.
12.
13.

In the lower-right corner of the page, click Precheck.

@ Note

o Before you can start the data migration task, a precheck is performed. You can start the
data migration task only after the task passes the precheck.

o If the taskfails to pass the precheck, clickthe icon next to each failed itemto view

details. Troubleshoot the issues based on the causes and run the precheck again.

. Afterthe task passes the precheck, click Next.

. Inthe Confirm Settings dialog box, specify the Channel Specification and select Data

Transmission Service (Pay-As-You-Go) Service Terms.

Click Buy and Start to start the migration task.

Repeat step 1to step 11 to create data migration tasks for the remaining shards.
Stop the data migration task.

o Full data migration
Do not manually stop a task during full data migration. Otherwise, data migrated to the
destination database will be incomplete. Wait until the data migration task automatically stops.

o Incremental data migration
An incremental data migration task does not automatically stop. You must manually stop the
migration task.

@ Note Select an appropriate time to manually stop the migration task. For example,
you can stop the migration task during of f-peak hours or before you switch your workloads
to the destination instance.

a. Wait until Incremental Data Migration and The migration task is not delayed appear
in the progress bar of the migration task. Then, stop writing data to the source database for
a few minutes. The delay time of incremental data migration may be displayed in the
progress bar.

b. Afterthe status of Incremental Data Migration changesto The migration task is not
delayed, stop the migration task.

Task Name T |5}*En: | Search Sort: | Default Sorting v | Smatus: | Al T

[w] | Task ID/Name: [ Shard3 Status: Migrating view Details = Duplicate Task  Configure Monitoring and Alerting

[ TasilD,.’Nar‘le: / Shard?2 Status: Migrating view Details = Duplicate Task  Configure Monitoring and Alerfing

[w | Task ID/Name: / Shard1 Status: Migrating View Detzils | Duplicste Task  Configure Monitoring and Alerfing

[v] Pause Delete Total: 3 item(s) . Per Page: 20 item(s) s - )
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14. Switch your workloads to the ApsaraDB for MongoDB instance.

7.7. Source: TiDB

7.7.1. Migrate incremental data from a user-
created TiDB database to an ApsaraDB RDS for
MySQL instance

This topic describes how to migrate incremental data from a user-created TiDB database to an
ApsaraDB RDS for MySQL instance by using Data Transmission Service (DTS). Incremental data migration
allows you to ensure service continuity when you migrate data to Alibaba Cloud. In this example, Pump,
Drainer, and a Kafka cluster are deployed.

Prerequisites

Context
Pump Cluster §
Kafka
PD Cluster Pump Cluster
DTS
Pump
Drainer
Pump
TiDB Server a
ApsaraDB RDS for

MySQL instance

The binary log format and implementation mechanism of a TiDB database are different fromthose of a
MySQL database. To migrate incremental data and minimize modifications to the source TiDB database,
you must deploy Pump, Drainer, and a Kafka cluster.

Pump records the binary log files that are generated in TiDB in real time, and sends the binary log files
to Drainer. Drainer writes the binary log files to the downstream Kafka cluster. During incremental data
migration, DTS retrieves data fromthe Kafka cluster and migrates the data to the destination database
in real time. For example, DTS can migrate incremental data to an ApsaraDB RDS for MySQL instance.

Precautions

e DTS uses read and write resources of the source and destination databases during full data
migration. This may increase the loads of the database servers. If the database performance is
unfavorable, the specification is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the destination database. Before you migrate data, evaluate the
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impact of data migration on the performance of the source and destination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilization of the source and destination databases is less than 30%.

e The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all fields must be unique. Otherwise, the destination database may contain duplicate data records.

e DTS usesthe rounp(coLumn, PRECISION) function to retrieve values from columns of the FLOAT or
DOUBLE data type. If you do not specify a precision, DTS sets the precision for the FLOAT data type
to 38 digits and the precision for the DOUBLE data type to 308 digits. You must check whether the
precision settings meet your business requirements.

e DTS automatically creates a destination database in the ApsaraDB RDS for MySQL instance. However,
if the name of the source database is invalid, you must manually create a database in the ApsaraDB
RDS for MySQL instance before you configure the data migration task.

@ Note For more information about the naming conventions of ApsaraDB RDS for MySQL
databases and how to create a database, see Create a database on an ApsaraDB RDS for MySQL
instance.

e [f a data migrationtaskfails, DTS automatically resumes the task. Before you switch your workloads
to the destination instance, stop or release the data migration task. Otherwise, the data in the source
instance will overwrite the data in the destination instance after the task is resumed.

Billing
Migration type Task configuration fee Internet traffic fee

Schema migration and full

) . Free of charge.
data migration

Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
Incremental data Charged. For more information, see Pricing.

migration information, see Pricing.

Migration types
Migration type Description

DTS migrates the schemas of the required objects to the destination database. DTS
supports schema migration for views, tables, and databases.

warning TiDB and MySQL are heterogeneous databases. DTS does not
ensure that the schemas of the source and destination databases are
consistent after schema migration. We recommend that you evaluate the
Schema migration impact of data type conversion on your business. For more information, see
Data type mappings between heterogeneous databases.
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Migration type

Full data migration

Incremental data
migration

Description

DTS migrates historical data of the required objects to the destination database.

@ Note During full data migration, concurrent INSERT operations cause
fragmentation in the tables of the destination database. After full data
migration is complete, the tablespace of the destination database is larger
than that of the source database.

DTS retrieves binary log files that are generated in TiDB from the Kafka cluster, and
migrates incremental data to the destination database in real time. During
incremental data migration, the following SQL operations can be synchronized:

® Data manipulation language (DML) operations: INSERT, UPDATE, and DELETE

e Data definition language (DDL) operations: CREATE TABLE, DROP TABLE, ALTER
TABLE, RENAME TABLE, TRUNCATE TABLE, CREATE VIEW, DROP VIEW, and ALTER
VIEW

Incremental data migration allows you to ensure service continuity when you

migrate data from a user-created TiDB database to Alibaba Cloud.

Before you begin

@ Note The server on which the source database is deployed must be in the same internal
network as the servers on which Pump, Drainer, and the Kafka cluster are deployed. This minimizes
the impact of network latency on incremental data migration.

1. Deploy Pump and Drainer. For more information, visit TiDB Binlog Cluster Deployment.

2. Modify the configuration file of Drainer and specify a Kafka cluster to receive data from Drainer. For
more information, visit Binlog Slave Client User Guide.

3. Deploy a Kafka cluster by using one of the following methods:

o Deploy a user-created Kafka cluster. For more information, visit Apache Kafka official website.

warning We recommend that you set the message.max.bytes and replica.fetch.

max.bytes

parameters for the Kafka broker to greater values. We also recommend that you

set the fetch.message.max.bytes parameterforthe Kafka consumerto a greatervalue.

These settings ensure that the Kafka cluster can receive the binary log files that are
generated in TIiDB. For more information, visit Kafka 2.5 Documentation.

o Purchase and deploy a Message Queue for Apache Kafka instance. For more information, see
Quick start inthe Message Queue for Apache Kafka documentation.

® Note

The Message Queue for Apache Kafka instance must be deployed in the same

VPC as the source database server. This ensures reliable data transmission and minimizes the
impact of network latency on incremental data migration.

4. Create atopic inthe user-created Kafka cluster or the Message Queue for Apache Kafka instance.

5. Add the CIDR blocks of DTS servers to the whitelist of the TiDB database. For more information, see
Add the CIDR blocks of DTS servers to the security settings of on-premises databases.
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Procedure
1. Logontothe DTS console.

. Inthe left-side navigation pane, click Data Migration.

2
3. At the top of the Migration Tasks page, select the region where the destination cluster resides.
4. Inthe upper-right corner of the page, click Create Migration T ask.

5

. Configure the source and destination databases for the data migration task.

i. Configure the task name and source database.

* Task Name ‘ TIiDB_To_RDS |

Click to buy data synchronization Click to see the difference between dzta migration and synchronization

Source Database

* Instance Type: | User-Created Database in ECS Instance v DTS support type
* Instance Region China (Hangzhou) h
= ECS Instance ID: | j-hp -
* Database Type: | TiDB v
* Port Number: | 4000 |
* Database Account: | dtstest |
* Database Password @ | Test Connectivity
* Incremental migration or not: @ Yes O No
* Kafka ClusterType User-Created Database in ECS Instance v
* Instance Region: China (Hangzhou)
= ECS Instance ID: | j-hp -
* KafkaPort Number: | 9092
Kafka Cluster Account: Optiona
Kafka Cluster Password L3 Optional
* Topic: | tidb_test_topic v Get Toplic list
Click Get Topic List and then select the specific topic.
* Kafka Version | 1,0 v

* Kafka ClusterEncryption: @ Non-encrypted () SCRAM-SHA-256
Parameter Description

DTS automatically generates a task name. We recommend that you specify an
Task Name informative name for easy identification. You do not need to use a unique
task name.

Select an instance type based on where the source database is deployed.
User-Created Database in ECS Instance is used in this example.

Instance Type @ Note If you select other instance types, you must deploy the
network environment for the self-managed database. For more
information, see Preparation overview.

Select the region of the ECS instance on which the source TiDB database is

Inst Regi
nstance Region deployed.

Database Type Select TiDB.
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Parameter

Port Number

Database
Account

Database
Password

Incremental
migration or not

Kafka Cluster
Type

Instance Region

ECS Instance ID

Kafka Port
Number

Kafka Cluster
Account

Kafka Cluster
Password

Topic

Kafka Version

Description

Enter the service port number of the source TiDB database. The default port
number is 4000.

Enter the account of the source TiDB database. The account must have the
SELECT permission on the objects to be migrated and the SHOW VIEW
permission.

Enter the password of the source database account.

(b Notice After you specify the information about the self-managed
Oracle database, you can click Test Connectivity next to Database
Password to check whether the information is valid. If the information is
valid, the Passed message appears. If the Failed message appears, click
Check next to Failed. Then, modify the information based on the check
results.

Specify whether to perform incremental data migration. Yes is selected in this
example. For information about how to perform only full data migration, see

Migrate full data from a self-managed TiDB database to an ApsaraDB RDS for

MySQL instance.

Select aninstance type based on where the user-created Kafka cluster is
deployed. User-Created Database with Public IP Address is selected in
this example.

@ Note If you select other instance types, you must prepare the
environments that are required for the source database. For more
information, see Preparation overview.

The value of this parameter is the same as the region of the source database
and cannot be changed.

Select the ID of the ECS instance on which the user-created Kafka cluster is
deployed.

Enter the service port number of the user-created Kafka cluster. The default
port number is 9092.

Enter the username that is used to log on to the user-created Kafka cluster. If
authentication is disabled for the Kafka cluster, you do not need to enter the

username.

Enter the password of the cluster account. If authentication is disabled for the
Kafka cluster, you do not need to enter the password.

Click Get Topic List, and select a topic name from the drop-down list.

Select the version of the user-created Kafka cluster.
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Parameter Description
Kafka Cluster Select Non-encrypted or SCRAM-SHA-256 based on your business and
Encryption security requirements.

ii. Configure the destination database.

Destination Database

* Instance Type: | RDS Instance ~
* Instance Region: China (Hanazhou) e
* RDS Instance ID: | rm- -
* Database Account: | dtstest ‘
* Database Password. | .............. @ Test Connectivity
* Encryption: ® Non-encrypted O SSL-encrypted
Parameter Description
Instance Type Select RDS Instance.
Instance Region Select the region where the destination RDS instance resides.

Enter the database account of the destination RDS instance. The account
must have the read/write permissions on the destination database. For more
information about how to create and authorize a database account, see
Create an account for an ApsaraDB RDS for MySQL instance and Modify the
permissions of an account for an RDS instance.

Database
Account

Enter the password of the destination database account.

(]3 Notice After you specify the information about the self-managed
Oracle database, you can click Test Connectivity next to Database
Password to check whether the information is valid. If the information is
valid, the Passed message appears. If the Failed message appears, click
Check next to Failed. Then, modify the information based on the check
results.

Database
Password

Select Non-encrypted or SSL-encrypted. If you want to select SSL-
encrypted, you must enable SSL encryption for the RDS instance before you
configure the data migration task. For more information, see Configure SSL

encryption for an RDS MySQL instance.
Encryption

Ej) Notice The Encryption parameter is available only for regions in
mainland China and the China (Hong Kong) region.

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.
DTS adds the CIDR blocks of DTS servers to the whitelist of the destination ApsaraDB RDS for
MySQL instance. This ensures that DTS servers can connect to the destination RDS instance.
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7. Select the migration types and objects to be migrated.

Paramet
er

Migratio
n Types

Objects

*  Migration Types

2.Configure Migration Types and Objects

Schema Migration Full Data Migration Incremental Data Migration Note: Incremental data migration does not support

triggers. For more mation, see Reference
Available Selected (To edit an ol me or its filter, h
Edit.) Learn more.
If you search globally, please expand the Q
Q
PERFORMANCE_SCHEMA
schema-test tidbtestdata (20bjects)
[0 v tidbtestdata =| customer
[£ (v Tables =/ order
Views >
xxtest <
Select All
Remaove All
*Name batch change: ® No O Yes
Information:
ce database and saves the copy in the destination database. The process does not affect any data or schema
5 Can cause mig lures.

Cancel Previous Save

Description

To perform only full data migration, select Schema Migration and Full Data
Migration.

To ensure service continuity during data migration, select Schema Migration, Full
Data Migration, and Incremental Data Migration. In this example, all of the three
migration types are selected.

Select objects from the Available section and clickthe 3 iconto move the objects to

the Selected section.

@ Note

© You can select columns, tables, or databases as the objects to be migrated. If
you select tables or columns as the objects to be migrated, DTS does not

migrate other objects such as views, triggers, and stored procedures to the
destination database.

By default, after an object is migrated to the destination database, the name
of the object remains unchanged. You can use the object name mapping
feature to rename the objects that are migrated to the destination database.
For more information, see Object name mapping.

If you use the object name mapping feature to rename an object, other
objects that are dependent on the object may fail to be migrated.
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Paramet
er

Description

8. Inthe lower-right corner of the page, click Precheck.

@ Note

o Before you can start the data migration task, a precheck is performed. You can start the
data migration task only after the task passes the precheck.

o If the taskfails to pass the precheck, you can clickthe icon next to each failed item

to view details.
m You can troubleshoot the issues based on the causes and run a precheck again.

m If you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

9. Afterthe task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, specify the Channel Specification parameter and select
Data Transmission Service (Pay-As-You-Go) Service Terms.

11. ClickBuy and Start to start the data migration task.

o Schema migration and full data migration
We recommend that you do not manually stop the task during full data migration. Otherwise, the
data migrated to the destination database will be incomplete. You can wait untilthe data
migration task automatically stops.

o Schema migration, full data migration, and incremental data migration
The task does not automatically stop during incremental data migration. You must manually stop
the task.
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D Notice We recommend that you select an appropriate time to manually stop the data
migration task. For example, you can stop the task during off-peak hours or before you
switch your workloads to the destination cluster.

a. Wait untilIncremental Data Migration and The migration task is not delayed appear
in the progress bar of the migration task. Then, stop writing data to the source database for
a few minutes. The delay time of incremental data migration may be displayed in the
progress bar.

b. Wait until the status of incremental data migration changes to The migration task is
not delayed again. Then, manually stop the migration task.

Task Name v| ‘ Search | Sort: | Default Sorting v status: | All v %

Task ID/Name: 7 Status: Migrating Quick Diagnostics | Pause Task | View Details | Duplicate Task  Upgrade | Configure Monitoring and Alerting | Change password | Edit Tag
- @ swp | Dekie | atmg ol 1 e, P Page: 20 et

7.7.2. Migrate full data from a user-created TiDB
database to an ApsaraDB RDS for MySQL instance

This topic describes how to migrate data from a user-created TiDB database to an ApsaraDB RDS for
MySQL instance by using Data Transmission Service (DTS).

Prerequisites
An ApsaraDB RDS for MySQL instance is created. For more information, see Create an ApsaraDB RDS for
MySQL instance.

@) Notice

e The destination ApsaraDB RDS for MySQL instance reside in the China (Hangzhou), China
(Shanghai), China (Qingdao), China (Beijing), China (Shenzhen), China (Zhangjiakou-Beijing
Winter Olympics), China (Hong Kong), Singapore, US (Silicon Valley), US (Virginia). The feature
is available only in these regions.

e The available storage space of the destination ApsaraDB RDS for MySQL instance is larger
thanthe total size of the data in the user-created TiDB database.

Precautions

e DTS uses read and write resources of the source and destination databases during full data
migration. This may increase the loads of the database servers. If the database performance is
unfavorable, the specification is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the destination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and destination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilization of the source and destination databases is less than 30%.

e Thetables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all fields must be unique. Otherwise, the destination database may contain duplicate data records.
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e DTS usesthe Rrounp(corumn, PRECISTON) function to retrieve values from columns of the FLOAT or
DOUBLE data type. If you do not specify a precision, DTS sets the precision for the FLOAT data type
to 38 digits and the precision for the DOUBLE data type to 308 digits. You must check whether the
precision settings meet your business requirements.

e DTS automatically creates a destination database in the ApsaraDB RDS for MySQL instance. However,
if the name of the source database is invalid, you must manually create a database in the ApsaraDB
RDS for MySQL instance before you configure the data migration task.

@ Note Formore information about the naming conventions of ApsaraDB RDS for MySQL
databases and how to create a database, see Create a database on an ApsaraDB RDS for MySQL
instance.

e [f a data migration taskfails, DTS automatically resumes the task. Before you switch your workloads
to the destination instance, stop or release the data migration task. Otherwise, the data in the source
instance will overwrite the data in the destination instance after the task is resumed.

Billing
Migration type Instance configuration Internet traffic

Charged only when data is
Schema migration and full data migrated from Alibaba Cloud
h . Free of charge.
migration over the Internet. For more
information, see Pricing.

Migration types
Migration type Description

DTS migrates the schemas of the required objects to the destination database. DTS
supports schema migration for the following types of objects: database, table,
and view.

Schema migration warning Heterogeneous databases support different data types. DTS
maps a data type in the source database to a data type supported by the
destination database during schema migration. For more information, see Data
type mappings between heterogeneous databases.

DTS migrates historical data of the required objects to the destination database.

) Notice During full data migration, concurrent INSERT operations cause

Full data migration fragmentation in the tables of the destination database. After full data
migration is complete, the tablespace of the destination database is larger
than that of the source database.

Permissions required for database accounts
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Database Schema migration
. The SELECT
TiDB database .
permission
ApsaraDB RDS for The read/write
MySQL instance permissions

Full data migration

The SHOW VIEW permission and the SELECT permission on
the required objects.

The read/write permissions

For more information about how to create and authorize a database account in the ApsaraDB RDS for
MySQL instance, see Create an account foran ApsaraDB RDS for MySQL instance and Modify the

permissions of an account for an RDS instance.

Preparations

If a whitelist is configured for the TiDB database, you must add the CIDR blocks of DTS servers to the
whitelist of the database. For more information, see Add the CIDR blocks of DTS servers to the security
settings of on-premises databases.

Procedure

1. Logontothe DTS console.

u b~ wWw N

1.Configure Source and Destination

. Inthe left-side navigation pane, click Data Migration.
. At the top of the Migration Tasks page, select the region where the destination cluster resides.
. Inthe upper-right corner of the page, click Create Migration T ask.

. Configure the source and destination databases for the data migration task.

* Task Name: ‘ TIiDB_To_RDS

Source Database

* Instance Region

* ECS Instance ID!

* Database Type

* Port Number:

* Database Account:

User-Created Database in ECS Instance

China (Hangzhou)

v DTS support type

* Database Password ‘ sssasane

Destination Database

* Instance Region:

* RDS Instance ID

* Database Account:

i-bp1 -
TiDB v
4000
dtstest ‘
& ‘ Test Connectivity & Passed
RDS Instance v
China (Hangzhou) v
rm-bp -
dtstest
9@ Test Connectivity (%) Passed

= Database Password: | eessssss

= Encryption

* Non-encrypted SSL-encrypted

Cancel Set Whitelist and Next
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Section

N/A

Source
Database

Parameter

Task Name

Instance Type

Instance
Region

Database Type

Port Number

Database
Account

Database
Password

Instance Type

Instance
Region

RDS Instance ID

Database
Account

Description

DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.

Select an instance type based on where the source database is

deployed. The procedure in this topic uses a user-created
database hosted on ECS as an example.

@ Note If you select other instance types, you must deploy
the network environment for the self-managed database. For
more information, see Preparation overview.

Select the region of the ECS instance on which the source TiDB
database is deployed.

Select TiDB.

Enter the service port number of the source TiDB database. The
default port number is 4000.

Enter the account of the source TiDB database.

Enter the password of the source database account.

(]) Notice After you specify the information about the self-
managed Oracle database, you can click Test Connectivity next
to Database Password to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.

Select RDS Instance.
Select the region where the destination RDS instance resides.
Select the ID of the destination RDS instance.

Enter the database account of the destination RDS instance.
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Section Parameter Description

Enter the password of the destination database account.

<]> Notice After you specify the information about the RDS
instance, you can click Test Connectivity next to Database

Destinatio Password to check whether the information is valid. If the
n information is valid, the Passed message appears. If the Failed
Database message appears, click Check next to Failed. Then, modify the
Database information based on the check results.
Password

Select Non-encrypted or SSL-encrypted. If you want to select
SSL-encrypted, you must enable SSL encryption for the RDS instance
before you configure the data migration task. For more information,

see Configure SSL encryption for an RDS MySQL instance.
Encryption

Q) Notice The Encryption parameter is available only for
regions in mainland China and the Hong Kong (China) region.

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.
DTS adds the CIDR blocks of DTS servers to the whitelist of the destination ApsaraDB RDS for
MySQL instance. This ensures that DTS servers can connect to the destination RDS instance.

7. Select the migration types and objects to be migrated.

> Document Version: 20220617 188


https://www.alibabacloud.com/help/doc-detail/96120.htm

Data Migration-Migrate from a user-

Data Transmission Service

created database to Alibaba Cloud

2.Configure Migration Types and

*  Migration Types: Schema Migration Full Data Migration

During full data migration, data updates in the source database are not migrated to the destination instance.
For data consistency, we recommend that you select Schema Migration, Full Data Migration, and Incremental Data Migration.

Avsilable Selacted
a
Expand the tree before you peformagld | @ Q
dm meta mysaltest (20bjects)
[=] [ mysgltest customer
[=][ = Tables =| vipinfo
Views >
Functions <
Procedures

PERFORMANCE_SCHEMA

-
Salact All Femaove All

*Rename Databases and Tables: @ Do Not Change Database and Tablz Names Change Database and Table Names

* Retry Time for Failed Connection 720 Minutes

Information:

1. Data migration only copies the data and schema in the so database and saves the copy in the destination database, The process does not affect any data or schema

n the source database.

2. Do not do DOL operation during structure and full migration, othenwisz the task may fail

Canezl Previous Save Precheck

Paramet s
Description
er
Select both Schema Migration and Full Data Migration.
Migratio (]> i . . ;
n Types Notice To ensure data consistency, do not write data to the source TiDB

database during data migration.
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Paramet .
Description
er
Select objects from the Available section and click the 3 iconto move the objects to
the Selected section.
D Notice
© You can select columns, tables, or databases as the objects to be migrated.
o After an object is migrated to the destination database, the name of the
object remains unchanged. You can change the names of the objects that are
Objects

migrated to the destination database by using the object name mapping
feature. For more information about how to use this feature, see Object name
mapping.

o If you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

8. Inthe lower-right corner of the page, click Precheck.

® Note

o Before you can start the data migration task, a precheck is performed. You can start the
data migration task only after the task passes the precheck.

o If the taskfails to pass the precheck, you can click the icon next to each failed item

to view details.
m You can troubleshoot the issues based on the causes and run a precheck again.

m [f you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

9. Afterthe task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, specify the Channel Specification parameter and select
Data Transmission Service (Pay-As-You-Go) Service Terms.

11. ClickBuy and Start to start the migration task.

Q warning We recommend that you do not manually stop a data migration task.
Otherwise, data migrated to the destination database will be incomplete. Wait until the
migration task automatically stops.

[[] Task ID/Name: = Status: Completed View Details = Duplicate Task  Configure Monitoring and Alerting
2018-05-24 17:01:02 Created 2019-05-27 15:54:33 Completed
Schema Migration 100% Full Data Migration 100%(Migrated Rows: 1000000)
O

Total: 1 item{s). Per Page: 20 item(s) & | ¢ - >
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7.8. Source: Db2

7.8.1. Migrate data from a user-created Db2
database to an ApsaraDB RDS for MySQL instance

T his topic describes how to migrate data from a user-created Db2 database to an ApsaraDB RDS for
MySQL instance by using Data Transmission Service (DTS). DTS supports schema migration, full data
migration, and incremental data migration. When you migrate data from a user-created Db2 database,
you can select all of the supported migration types to ensure service continuity.

Data Transmission Service

Prerequisites
e The Db2 database is deployed on Linux.
e The version of the Db2 database is 9.7 or 10.5.

e The available storage space of the destination ApsaraDB RDS for MySQL instance is larger than the
total size of the data in the user-created Db2 database.

Precautions
e DTS does not synchronize data definition language (DDL) operations to the destination instance.

e [f the name of the source database is invalid, you must create a database in the ApsaraDB RDS for
MySQL instance before you configure a data migration task.

@ Note For more information about how to create a database and the database naming
conventions, see Create databases and accounts.

e DTS uses read and write resources of the source and destination databases during full data
migration. This may increase the loads of the database servers. If the database performance is
unfavorable, the specification is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the destination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and destination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilization of the source and destination databases is less than 30%.

e [f a data migration taskfails, DTS automatically resumes the task. Before you switch your workloads
to the destination instance, stop or release the data migration task. Otherwise, the data in the source
database will overwrite the data in the destination instance after the task is resumed.

Billing
Migration type Task configuration fee Internet traffic fee

Schema migration and full
Free of charge.

data migration Charged only when data is migrated from
Alibaba Cloud over the Internet. For more

Incremental data Charged. For more information, see Pricing.

migration information, see Pricing.

191 > Document Version: 20220617


https://www.alibabacloud.com/help/doc-detail/96105.htm
https://www.alibabacloud.com/help/doc-detail/117780.htm#concept-261679
https://www.alibabacloud.com/help/doc-detail/117780.htm#concept-261679

Data Migration-Migrate from a user-

Data Transmission Service
created database to Alibaba Cloud

Migration types
e Schema migration

DTS migrates the schemas of the required objects to the destination instance. DTS supports schema
migration for the following types of objects: table, index, and foreign key.

e Full data migration
DTS migrates historical data of the required objects fromthe source Db2 database to the destination
ApsaraDB RDS for MySQL instance.

e Incremental data migration
Afterfull data migration is complete, DTS synchronizes incremental data from the source Db2
database to the destination ApsarabDB RDS for MySQL instance. Incremental data migration allows
you to ensure service continuity when you migrate data from a user-created Db2 database.

Permissions required for database accounts

Incremental data

Database Schema migration Full data migration . .
migration
The CONNECT and The CONNECT and L
Db2 database . L The DBADM permission
SELECT permissions SELECT permissions
ApsaraDB RDS for The read/write The read/write The read/write
MySQL instance permissions permissions permissions

For information about how to create and authorize a database account, see the following topics:

e (Creating group and user IDs for a Db2 database installation (Linux and UNIX) and Aut horities overview
for a user-created Db2 database

e Create an account for an ApsaraDB RDS for MySQL instance and Modify the permissions of an account
foran RDS instance for an ApsaraDB RDS for MySQL instance

Data migration process
To avoid data migration failures caused by dependencies between objects, DTS migrates the schemas
and data of the source Db2 database in the following order:

1. Migrate the schemas and indexes.

2. Perform full data migration.

3. Migrate the schemas of foreign keys.
4,

Performincremental data migration.

Before you begin

Before you configure an incremental data migration task, enable the archive log feature for the source
Db2 database. For more information, see Primary log archive method and Secondary log archive
method.

@ Note Skip this step if you perform only full data migration.

Procedure
1. Logontothe DTS console.

2. Inthe left-side navigation pane, click Data Migration.
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3. Inthe upper part of the Migration T asks page, select the region where the RDS instance resides.
4. Inthe upper-right corner of the page, click Create Migration T ask.

5. Configure the source and destination databases for the data migration task.

* Task Name: | DB2_TO_RDS

| Source Database

* Instance Type: | User-Created Database with Public IP Address v

* Instance Region: | Singapore

P

Get IP Address Segment of DTS

DB2 A

* Hostname or IP Address | ‘

* Port Number: | 50000

* Database Name | dtstestdata ‘

* Database Account: | distest ‘

* Database Password | sssssssssssanses @)‘ Test Connectivity &) Passed
Destination Database
* Instance Type: | RDS Instance M
* Instance Region: Singapore v

* RDS Instance ID

* Database Account: | dtstest ‘

* Database Password | assrsesssase d)‘ Test Connectivity () Passed

Cancel Set Whitelist and Next

Section Parameter Description

DTS automatically generates a task name. We recommend that you
N/A Task Name specify an informative name for easy identification. You do not need
to use a unigue task name.

Select an instance type based on where the source database is
deployed. In this example, select User-Created Database with
Public IP Address.

Instance Type
P @ Note If you select otherinstance types, you must deploy

the network environment for the self-managed database. For
more information, see Preparation overview.

If the instance type is set to User-Created Database with Public
IP Address, you do not need to specify the instance region.

@ Note If a whitelist is configured for the user-created Db2
database, you must add the CIDR blocks of DTS servers to the
whitelist of the database. You can click Get IP Address
Segment of DTS next to Instance Region to obtain the CIDR
blocks of DTS servers.

Instance
Region
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Section Parameter Description

Source
Database

Database Type Select DB2.

Hostname or Enter the endpoint that is used to connect to the user-created Db2
IP Address database. In this example, enter the public IP address.

Enter the service port number of the user-created Db2 database. The
default port number is 50000.

Port
@ Note The service port of the user-created Db2 database
must be accessible over the Internet.

Database
Enter the name of the user-created Db2 database.
Name
Database
Enter the account of the user-created Db2 database.
Account
Enter the password of the source database account.
@ Note After you specify the source database parameters,
Database click Test Connectivity next to Database Password to verify
Password whether the specified parameters are valid. If the specified
parameters are valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Modify the source
database parameters based on the check results.
Instance Type Select RDS Instance.
Instance ) . . .
Region Select the region where the destination RDS instance resides.

RDS Instance ID Select the ID of the destination RDS instance.

Database

Enter the database account of the destination RDS instance.
Account
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Section Parameter Description
Destinatio Enter the password of the destination database account.
n
Database @ Note After you specify the destination database
parameters, click Test Connectivity next to Database
Database Password to verify whether the specified parameters are valid. If
Password the specified parameters are valid, the Passed message appears.

If the Failed message appears, click Check next to Failed.
Modify the destination database parameters based on the check
results.

Select Non-encrypted or SSL-encrypted. If you want to select
SSL-encrypted, you must enable SSL encryption for the RDS instance
before you configure the data migration task. For more information,

see Configure SSL encryption for an RDS MySQL instance.
Encryption

@ Note The Encryption parameter is available only for
regions in mainland China and the China (Hong Kong) region.

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

@ Note DTS adds the CIDR blocks of DTS servers to the whitelist of the destination RDS
instance. T his ensures that DTS servers can connect to the destination RDS instance.

7. Select the migration types and objects to be migrated.

195 > Document Version: 20220617


https://www.alibabacloud.com/help/doc-detail/96120.htm

Data Migration-Migrate from a user-

Data Transmission Service
created database to Alibaba Cloud

2.Configure Migration Types and

* Migration Types: || Schama Migration [w] Full Data Migration [v] Incremental Data Migration Mote: Incremental data migration doss net support
triggers. For more information, ses Reference

Nobe: do mot dean up the incrementz| data log generated by the source database after the DTS task is started when the 0TS full task is running. If the source database

cleans up the log too early, the DTS incremental task may fail

Daka migration applies to short-term migration scenarios, Typical scenarios indude migrating data to the doud, scaling and sharding databases, and migrating data
between Apsara Stack databases.
For long-term data synchronization in real ime, uss the data synchronization faature,

Avzilable Salected {To edit an chject name or its filter, hover over the object and dick
Edit.) Learm maore.

Expand the tree before you perform a glo Q

Q

[-1 ditstestdata
dtstestdata (20bjects)

[=] [ Tables
. customer
[# 5 Views
=| order
?
Salact All
Remave Al

*Raname Databases and Tables: ® Do Mot Change Database and Table Names Change Databasa and Table Names
* Retry Time for Failed Connection 720 Minutss

Information:
1. Data migration only copies the data and schema in the source database and saves the copy in the dectination database. The process does not affect any data or schema

nt database.
2. Do not do DOL operation during structure and full migration, otherwiss the task may fail
Canczl Previous Save ‘
i
i
Paramet L
or Description

o To perform only full data migration, select Schema Migration and Full Data
Migration.

o To ensure service continuity during data migration, select Schema Migration, Full

. . Data Migration, and Incremental Data Migration.
Migratio

nTypes
@ Note If Incremental Data Migration is not selected, do not write data to the

user-created Db2 database during full data migration. This ensures data consistency
between the source and destination databases.
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Paramet A
Description
er
Select objects from the Available section and click the 3 iconto move the objects to
the Selected section.
@ Note
© You can select columns, tables, or databases as the objects to be migrated.
Objects o After an object is migrated to the destination RDS instance, the name of the

object remains the same as that in the source Db2 database. You can change
the names of the objects that are migrated to the destination RDS instance by
using the object name mapping feature. For more information about how to
use this feature, see Object name mapping.

o |If you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

9. Afterthe data migration task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, configure the Channel Specification parameter. Then, read
and select Data Transmission Service (Pay-as-you-go) Service Terms.

11. ClickBuy and Start to start the data migration task.

o Full data migration
Do not manually stop a full data migration task. If you manually stop a full data migration task,
the data that is migrated to the RDS instance may be incomplete. You can wait until the full data
migration task automatically stops.

o Incremental data migration
An increment al data migration task does not automatically stop. You must manually stop the
task.

@ Note We recommend that you manually stop an incremental data migration task at an
appropriate point in time. For example, you can stop the task during of f-peak hours or
before you switch your workloads over to the RDS instance.

a. Wait until Incremental Data Migration and The data migration task is not delayed
appear in the progress bar of the data migration task. Then, stop writing data to the self-
managed Oracle database for a few minutes. The delay time of incremental data
migration may be displayed in the progress bar.

b. Wait until the status of incremental data migration changes to The data migration
task is not delayed again. Then, manually stop the migration task.

Task Name ~ |, h by migration task name ‘ Search | Sort: | Default Sorting v Status: | All v ®Tag

Task ID/Name 7] Status: Migrating Quick Diagnostics | Pause Task | View Details | Duplicate Task  Upgrade | Configure Monitoring and Alerting | Change password | Edit Tag
(3) e R
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12. Switch your workloads to the ApsaraDB RDS for MySQL instance.
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8.Migrate from a third-party
cloud to Alibaba Cloud

8.1. Migrate data from an Amazon
RDS for MySQL instance to an
ApsaraDB RDS for MySQL instance

This topic describes how to migrate data froman Amazon RDS for MySQL instance to an ApsaraDB RDS
for MySQL instance by using Data Transmission Service (DTS). DTS supports schema migration, full data
migration, and incremental data migration. You can select all of the supported migration types to
ensure service continuity.

Prerequisites

e The Public accessibility option of the Amazon RDS for MySQL instance is set to Yes. This ensures
that DTS can access the Amazon RDS for MySQL instance over the Internet.

e An ApsaraDB RDS for MySQL instance is created. For more information, see Create an ApsaraDB RDS
for MySQL instance.

e The available storage space of the ApsaraDB RDS for MySQL instance is larger than the total size of
the data in the Amazon RDS for MySQL instance.

Precautions

e DTS uses read and write resources of the source and destination databases during full data
migration. This may increase the loads of the database servers. If the database performance is
unfavorable, the specification is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the destination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and destination databases. We
recommend that you migrate data during of f-peak hours. For example, you can migrate data when
the CPU utilization of the source and destination databases is less than 30%.

e Thetablesto be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all fields must be unique. Otherwise, the destination database may contain duplicate data records.

e DTS usesthe RounD(coLuMN, PRECTISION) function to retrieve values from columns of the FLOAT or
DOUBLE data type. If you do not specify a precision, DTS sets the precision for the FLOAT data type
to 38 digits and the precision for the DOUBLE data type to 308 digits. You must check whether the
precision settings meet your business requirements.

e DTS automatically creates a destination database in the ApsaraDB RDS for MySQL instance. However,
if the name of the source database is invalid, you must manually create a database in the ApsaraDB
RDS for MySQL instance before you configure the data migration task.

@ Note For more information about the naming conventions of ApsaraDB RDS for MySQL
databases and how to create a database, see Create a database on an ApsaraDB RDS for MySQL
instance.
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e [f a data migration taskfails, DTS automatically resumes the task. Before you switch your workloads
to the destination instance, stop or release the data migration task. Otherwise, the data in the source
instance will overwrite the data in the destination instance after the task is resumed.

Billing
Migration type Task configuration fee Internet traffic fee

h igrati full
Schema migration and fu Free of charge.

data migration Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
Incremental data Charged. For more information, see Pricing.

migration information, see Pricing.

Migration types

e Schema migration
DTS migrates the schemas of the required objects to the destination instance. DTS supports schema
migration for the following types of objects: table, view, trigger, stored procedure, and function.
DTS does not support schema migration for events.

@ Note

o During schema migration, DTS changes the value of the SECURITY attribute from DEFINER
to INVOKER for views, stored procedures, and functions.

o DTS does not migrate user information. Before a user can call views, stored procedures,
and functions of the destination database, you must grant the read/write permissions to
the user.

e Full data migration
DTS migrates historical data of the required objects fromthe Amazon RDS for MySQL instance to the
ApsaraDB RDS for MySQL instance.

@ Note

o During full data migration, concurrent INSERT operations cause fragmentation in the
tables of the destination instance. After full data migration is complete, the tablespace
of the destination instance is larger than that of the source instance.

o During schema migration and full data migration, do not perform DDL operations in the
source database, for example, add a field. Otherwise, data migration may fail.

e Incremental data migration
Afterfull data migration is complete, DTS retrieves binary log files from the Amazon RDS for MySQL
instance. Then, DTS synchronizes incremental data fromthe Amazon RDS for MySQL instance to the
ApsaraDB RDS for MySQL instance. Incremental data migration allows you to ensure service continuity
when you migrate data between MySQL databases.

Permissions required for database accounts
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Incremental data

Database Schema migration Full data migration . .
migration
The REPLICATION
CLIENT, REPLICATION
Amazon RDS for MySQL The SELECT permission The SELECT permission
SLAVE, SHOW VIEW, and
SELECT permissions
ApsaraDB RDS for The read/write The read/write The read/write
MySQL permissions permissions permissions

For information about how to create and authorize a database account, see the following topics:

e (reate an account for a user-created MySQL database and configure binary logging for an Amazon
RDS for MySQL instance

e Create an account for an ApsaraDB RDS for MySQL instance and Modify the permissions of an account
foran RDS instance for an ApsaraDB RDS for MySQL instance

Before you begin

1.
2.
3.

4.

Log onto the Amazon RDS Management Console.
Go to the Basic information page of the Amazon RDS for MySQL instance.

Inthe Security group rules section, clickthe name of the security group corresponding to the
existing inbound rule.

Security group rules (2)

Q 1 &

Security group 'y Type v Rule v

CIDR/IP - Inbound

CIDR/IP - Outbound 0.0.0.0/0

Onthe Security groups page, clickthe Inbound tab in the Security group section. On the Inbound
tab, click Edit to add the CIDR blocks of DTS servers in the corresponding region to the inbound rule.
For more information, see Add the CIDR blocks of DTS servers to the security settings of on-premises
databases.
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Edit inbound rules

Type ®° Protocol (i) Port Range (i) Source (i) Description (i)

[Tcustomtcpev | [ree | [z || |[custom+]] | Jats

Add Rule ° e o

NOTE: Any edits made on existing rules will result in the edited rule being deleted and a new rule created with the new details. This will cause traffic that depends
on that rule to be dropped for a very brief period of time until the new rule can be created.

7

Gancel

® Note

o You need to add only the CIDR blocks of DTS servers that are located in the same region
as the destination database. For example, the source database is located in Singapore
and the destination database is located in Hangzhou. You need to add only the CIDR
blocks of DTS servers that are located in the China (Hangzhou) region.

o You can add all of the required CIDR blocks to the inbound rule at a time.

5. Log onto the Amazon RDS for MySQL database and specify the number of hours to retain binary
log files. Skip this step if you do not need to performincremental data migration.

call mysqgl.rds set configuration('binlog retention hours', 24);

® Note

o The preceding command sets the retention period of binary log files to 24 hours. The
maximum value is 168 hours (7 days).

o The binary logging feature of the Amazon RDS for MySQL instance must be enabled and
the value of the binlog_format parameter must be set to row. If the version of MySQL is
5.6 or later, the value of the binlog_row_image parameter must be set to full.

Procedure
1. Logontothe DTS console.
2. Inthe left-side navigation pane, click Data Migration.
3. At the top of the Migration Tasks page, select the region where the destination cluster resides.
4. Inthe upper-right corner of the page, click Create Migration T ask.

5. Configure the source and destination databases for the data migration task.
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1.Configure Source and Destination

* Task Name:

MySQL_TO_MySQL

| Source Database

* Instance Type: | User-Created Database with Public IP Address v

* Instance Region: | Singapore

= Database Type: | MysQL

v Get IP Address Segment of DTS

* Hostname or IP Address:

* Port Number: | 3306

* Database Account: ‘ distest

* Database Password:

L./

Destination Database

* Instance Type: | RDS Instance
* Instance Region: | Singapore

* RDS Instance ID: n

* Database Account: ‘ distest

= Database Password: ‘ eresusrrnreenren

w‘

Section Parameter

N/A Task Name

Instance Type

Instance
Region

Database Type

Description

Test Connectivity

Test Connectivity

() Passed

() Passed

Cancel Set Whitelist and Next

DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need

to use a unigue task name.

Select User-Created Database with Public IP Address.

If the instance type is set to User-Created Database with Public
IP Address, you do not need to specify the instance region.

Select MySQL.

203
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Section Parameter Description

Enter the endpoint that is used to connect to the Amazon RDS for
MySQL instance.

@ Note You can obtain the endpoint on the Basic
information page of the Amazon RDS for MySQL instance.

Source ‘Amazon RDS X Connectivity & security Monitoring Logs & events Configuration Maintenance & backups
Database
Dashboard Tags
Databases
Performance Insights
Snapshots Connectivity & security
Automated backups
Hostname or Endpoint & port Networking Security
Reserved instances
IP Address

Endpoint VPC security groups

Subnet groups

Parameter groups 1.rdsamazonaws.com (active)

Option groups
Port Public accessibilty
Events Yes
Subnet group
Event subscriptions

default Certificate authority

rds-ca-2015
Recommendations (@) Subnete
Certificate authority date

Mar 6th, 2020

Enter the service port number of the Amazon RDS for MySQL instance.

Port Number .
The default port number is 3306.
Database Enter the database account of the Amazon RDS for MySQL instance.
Account For more information about the permissions that are required for the
account, see Permissions required for database accounts.
Enter the password of the source database account.
@ Note After you specify the source database parameters,
Database click Test Connectivity next to Database Password to verify
Password whether the specified parameters are valid. If the specified
parameters are valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Modify the source
database parameters based on the check results.
Instance Type Select RDS Instance.
Instance
Region Select the region where the ApsaraDB RDS for MySQL instance resides.

RDS Instance ID Select the ID of the ApsaraDB RDS for MySQL instance.

Enter the database account of the ApsaraDB RDS for MySQL instance.
For more information about the permissions that are required for the
account, see Permissions required for database accounts.

Database
Account
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Section Parameter Description

Enter the password of the destination database account.

Destinatio

n @ Note After you specify the destination database

Database parameters, click Test Connectivity next to Database
Database Password to verify whether the specified parameters are valid. If
Password the specified parameters are valid, the Passed message appears.

If the Failed message appears, click Check next to Failed.
Modify the destination database parameters based on the check
results.

Select Non-encrypted or SSL-encrypted. If you want to select
SSL-encrypted, you must enable SSL encryption for the RDS instance
before you configure the data migration task. For more information,

see Configure SSL encryption for an RDS MySQL instance.
Encryption

@ Note The Encryption parameter is available only for
regions in mainland China and the China (Hong Kong) region.

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

@ Note DTS adds the CIDR blocks of DTS servers to the whitelist of the ApsaraDB RDS for
MySQL instance. T his ensures that DTS servers can connect to the ApsaraDB RDS for MySQL
instance.

7. Select the migration types and objects to be migrated.
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1.Configure Source and

nfigure Migration Types and

* Migration Types: || Schama Migration [w] Full Cata Migration [v] Incremental Data Migration Mote: Incremental data migration does not support
triggers. For more information, see Reference

Nobe: do mot dean up the incrementz| data log generated by the source database after the DTS task is started when the 0TS full task is running. If the source database
cleans up the log too early, the DTS incremental task may fail

Daka migration applies to short-term migration scenarios, Typical scenarios indude migrating data to the doud, scaling and sharding databases, and migrating data
between Apsara Stack databases.
For long-term data synchronization in real ime, uss the data synchronization faature,

Availabla Salected {To edit an chject name or its filter, hover over the object and dick
Edit.) Learm maore.

Expand the tree before you perform a glo Q

a
[=] 1 dtstestdata
= .
=] g Tables .-: dtstestdata (20bjects)
i Views = customer
= order
>
<
Salect all
Femave Al
*Raname Databases and Tables: ® Do Mot Change Database and Table Names Change Databasa and Table Names

* Retry Time for Failed Connection El Minutes ()

Information:

1. Data migration only copies the data and schema in the source database and saves the copy in the dectination database. The process does not affect any data or schema
in the source database.

2. Do not do DOL operation during structure and full migration, otherwise the task may fail

o e N

Paramet

Description
er P
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Paramet .
Description
er
o To perform only full data migration, select Schema Migration and Full Data
Migration.
o To ensure service continuity during data migration, select Schema Migration, Full
Data Migration, and Incremental Data Migration.
o @ Note
Migratio
n Types o If Incremental Data Migration is not selected, do not write data to the
source database during full data migration. This ensures data consistency
between the source and destination databases.
© During schema migration and full data migration, do not perform DDL
operations on the objects to be migrated. Otherwise, the objects may fail to
be migrated.
Select objects from the Available section and click the 3 iconto move the objects to
the Selected section.
@ Note
o You can select columns, tables, or databases as the objects to be migrated.
Objects o After an object is migrated to the destination database, the name of the

object remains unchanged. You can change the names of the objects that are
migrated to the destination database by using the object name mapping
feature. For more information about how to use this feature, see Object name
mapping.

o If you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

8. Inthe lower-right corner of the page, click Precheck.

® Note

o Before you can start the data migration task, a precheck is performed. You can start the
data migration task only after the task passes the precheck.

o If the taskfails to pass the precheck, you can click the icon next to each failed item

to view details.
m You cantroubleshoot the issues based on the causes and run a precheck again.

m If you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

9. Afterthe task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, specify the Channel Specification parameter and select
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Data Transmission Service (Pay-As-You-Go) Service Terms.
11. ClickBuy and Start to start the data migration task.

o Schema migration and full data migration
We recommend that you do not manually stop the task during full data migration. Otherwise, the
data migrated to the destination database will be incomplete. You can wait until the data

migration task automatically stops.

o Schema migration, full data migration, and incremental data migration
The task does not automatically stop during incremental data migration. You must manually stop
the task.

b Notice We recommend that you select an appropriate time to manually stop the data
migration task. For example, you can stop the task during of f-peak hours or before you
switch your workloads to the destination cluster.

a. Wait untilIncremental Data Migration and The migration task is not delayed appear
in the progress bar of the migration task. Then, stop writing data to the source database for
a few minutes. The delay time of incremental data migration may be displayed inthe
progress bar.

b. Wait until the status of incremental data migration changes to The migration task is
not delayed again. Then, manually stop the migration task.

Task ID/Name. 7 Status: Migrating Quick Diagnostics | Pause Task | View Details | Duplicate Task  Upgrade | Configure Monitoring and Alerting | Change password | Edit Tag

] e Stop Delete Edit Tag Total: 1 iter(s), Per Page: 20 item(s

12. Switch your workloads to the ApsaraDB RDS for MySQL instance.

8.2. Migrate data from an Amazon
RDS for Oracle database to an
ApsaraDB RDS for MySQL database

This topic describes how to migrate data from an Amazon RDS for Oracle database to an ApsaraDB RDS
for MySQL database by using Data Transmission Service (DTS). DTS supports schema migration, full data
migration, and incremental data migration. You can select all of the three migration types to migrate
data without service interruptions.

Prerequisites

e Public Availability is set to Yes forthe Amazon RDS for Oracle database. This ensures that DTS can
access the Amazon RDS for Oracle database through the public network.

e The version of the Amazon RDS for Oracle database is 9i, 10g, or 11g.
e The version of the ApsaraDB RDS for MySQL database is 5.6 or 5.7.

e The available storage space of the ApsaraDB RDS for MySQL database is larger than the total size of
the data in the Amazon RDS for Oracle database.
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@ Note The binary log files generated during the migration occupy some space. They are
automatically cleared when the migration is complete.

Precautions

DTS uses read and write resources of the source and destination databases during full data
migration. This may increase the loads of the database servers. If the database performance is
unfavorable, the specification is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the destination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and destination databases. We
recommend that you migrate data during of f-peak hours. For example, you can migrate data when
the CPU utilization of the source and destination databases is less than 30%.

The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all fields must be unique. Otherwise, the destination database may contain duplicate data records.

DTS usesthe RouND (cOLUMN, PRECISION) functionto retrieve values from columns of the FLOAT or
DOUBLE data type. If you do not specify a precision, DTS sets the precision for the FLOAT data type
to 38 digits and the precision for the DOUBLE data type to 308 digits. You must check whether the
precision settings meet your business requirements.

DTS automatically creates a destination database in the ApsaraDB RDS for MySQL instance. However,
if the name of the source database is invalid, you must manually create a database in the ApsaraDB
RDS for MySQL instance before you configure the data migration task.

@ Note For more information about the naming conventions of ApsaraDB RDS for MySQL
databases and how to create a database, see Create a database on an ApsaraDB RDS for MySQL
instance.

If a data migration task fails, DTS automatically resumes the task. Bef ore you switch your workloads
to the destination instance, stop or release the data migration task. Otherwise, the data in the source
instance will overwrite the data in the destination instance after the task is resumed.

Billing

Schema migration and full
data migration

Migration type Task configuration fee Internet traffic fee

F f ch .
ree of charge Charged only when data is migrated from

Alibaba Cloud over the Internet. For more

Incremental data Charged. For more information, see Pricing.
migration information, see Pricing.

Migration types

Schema migration

DTS supports schema migration of tables, indexes, constraints, and sequences. However, DTS does
not support schema migration of views, synonyms, triggers, stored procedures, stored functions,
packages, and custom object types.

Full data migration
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DTS migrates full data of objects to be migrated fromthe Amazon RDS for Oracle database to the
database in the ApsaraDB RDS for MySQL instance.

e Incremental data migration
During full data migration, DTS polls and captures the redo log files fromthe Amazon RDS for Oracle
database. After the full data migration is complete, DTS synchronizes incremental data fromthe
Amazon RDS for Oracle database to the destination ApsaraDB RDS for MySQL database. Increment al
data migration helps you achieve service continuity when migrating data from an Amazon RDS for
Oracle database to the destination database.

SQL operations that can be synchronized during incremental data
migration

e INSERT, DELETE, and UPDATE

e CREATE TABLE

@ Note The operations on tables or partitions that contain computed columns cannot be
synchronized.

e ALTER TABLE operations, including ADD COLUMN, DROP COLUMN, RENAME COLUMN, and ADD INDEX
e DROP TABLE
e RENAME TABLE, TRUNCATE TABLE, and CREATE INDEX

Permissions required for database accounts

Incremental data

Database Schema migration Full data migration . .
migration
Owner permissions on Owner permissions on
Amazon RDS for Oracle P P o
schemas to be schemas to be Master user permissions
database . .
migrated migrated
Read and write Read and write Read and write
ApsaraDB RDS for o L L
MySQL permissions on the permissions on the permissions on the
4 ’ destination database destination database destination database

For more information about how to create a database account and grant permissions to the account,
see the following topics:

e (CREATE USER and GRANT foran Amazon RDS for Oracle database

e (reate accounts and databases for an RDS for MySQL instance

Data type mappings

For more information, see Data type mappings between heterogeneous databases.

Preparation
1. Log onto the Amazon RDS Management Console.
2. Go to the Basic Information page of the source Amazon RDS for Oracle instance.

3. Inthe Security group rules section, click the name of the security group corresponding to the
existing inbound rule.
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Security group rules (2)
Q, Fitter security group rules < 1 > @
Security group A Type v Rule v
= CIDR/IP - Inbound
- ma CIDR/IP - Qutbound 0.00.0/0

4. Onthe Security Groups page, clickthe Inbound tab in the Security Group section. On the Inbound
tab, click Edit, and add CIDR blocks of DTS servers to the Edit inbound rules dialog box that
appears. The CIDR blocks of DTS servers vary with the region where the destination database
resides. For more information about the CIDR blocks of DTS servers, see Add the CIDR blocks of DTS
servers to the security settings of on-premises databases.

Edit inbound rules

Type ®° Protocol (i) Port Range (i) Source (i) Description (i)

[Tcustom tcpPev | [ree | |ls21 || |[custom+]| | Jats

Add Rule ° e o

NOTE: Any edits made on existing rules will result in the edited rule being deleted and a new rule created with the new details. This will cause traffic that depends
on that rule to be dropped for a very brief period of time until the new rule can be created.

7

Ganeel

@ Note

o You need to add only the CIDR blocks of DTS servers that reside in the same region as
the destination database. For example, the source database resides in the Singapore
(Singapore) region and the destination database resides in the China (Hangzhou) region.

You need to add only the CIDR blocks of DTS servers that reside in the China (Hangzhou)
region.

o You can add all of the required CIDR blocks to the inbound rule at a time.

5. Change log configurations for the Amazon RDS for Oracle database. Skip this step if you do not
need to performincremental data migration.

i. Use the master user account and the SQL*Plus tool provided by Oracle to connect to the
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Amazon RDS for Oracle database.

i. Runthe archive log list; command to checkwhether archiving is enabled forthe
Amazon RDS for Oracle database.

@ Note ff archiving is disabled for the instance, enable the archiving mode. For more
information, see Managing Archived Redo Logs.
iii. Enable force logging.

exec rdsadmin.rdsadmin util.force logging(p_enable => true);

iv. Enable supplemental logging for primary keys.

begin rdsadmin.rdsadmin util.alter supplemental logging (p action => 'ADD',p type =>
'"PRIMARY KEY');end;/

v. Enable supplemental logging for unique keys.

begin rdsadmin.rdsadmin util.alter supplemental logging(p action => 'ADD',p type =>
'"UNIQUE') ;end;/

vi. Set aretention period for archived logs.

begin rdsadmin.rdsadmin util.set configuration (name => 'archivelog retention hours'
, value => '24'");end;/

@ Note We recommend that you set the retention period of archived logs to at least
24 hours.
vii. Commit the changes.

commit;

Procedure
1. Logontothe DTS console.
In the left-side navigation pane, click Data Migration.
At the top of the Migration Tasks page, select the region where the destination cluster resides.

In the upper-right corner of the page, click Create Migration Task.

ok wnN

Configure the source and destination databases.
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1.Configure Source and Destination Databases.

* Task Name: ‘ Oracle_TO_RDS

Source Database

* Instance Type: | User-Created Database with Public [P Address v DTS support type

* Instance Region: | China (Hangzhou)

* Database Type: | Orade

v Get IP Address Segment of DTS

* Hostname or TP Address:

* Port Number: | 1521

* Instance Type: ® Non-RAC Instance

© RAC Instance

* SID: |

* Database Account: |

= Database Password: | ..............

@ ‘ Test Connectivity

Destination Database

* Instance Type: | RDS Instance
* Instance Region: | China {Hangzhou)

* RDS Instance ID:

* Database Account: |

* Database Password: | ............. o

QD ‘ Test Connectivity

* Encryption: ® Non-encrypted © SSL-encrypted

Section Parameter

N/A Task Name

Instance Type

Instance
Region

Database Type

Cancel Assess Data Migration to Cloud Set Whitelist and Next

Description

DTS generates a random task name. However, we recommend that
you specify an informative name to ease management.

Select User-Created Database with Public IP Address.

When the instance type is set to User-Created Database with
Public IP Address, you do not need to set Instance Region.

Select Oracle.
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Section Parameter

Source

Database Hostname or
IP Address
Port Number

Instance Type

Database
Account

Database
Password

Instance Type

Instance
Region

Description

Enter the endpoint for accessing the Amazon RDS for Oracle
database.

@ Note You can obtain the endpoint on the Basic
information page of the source Amazon RDS for Oracle
database.

‘Amazon RDS X Connectivity & security Monitoring Logs & events. Configuration Maintenance & backups

Dashboard Tags
Databases

Performance Insights

Snapshots Connectivity & security

Automated backups
Endpoint & port Networking Security

Reserved instances

Endpoint Availability zone VPC security groups

Subnet groups
southeast- ap-southeast-Ta
Parameter groups 1.rds.am azonaws.com (active)
Option groups vee
Port Public accessibility

Events Yes
Subnet group

Event subscriptions default Certificate authority
rds-ca-: 2015
Recommendations (@) Subnets

Certificate authority date

Mar 6th, 2020

Enter the port number configured for the Amazon RDS for Oracle
database. The default port numberis 1521.

o Non-RAC Instance: If you select this option, you must specify the
SID.

o RAC Instance: If you select this option, you must specify the
Service Name.

In this example, select Non-RAC Instance and enter SID.

Enter the account for the Amazon RDS for Oracle database. For more
information about permissions required for the account, see
Permissions required for database accounts.

Enter the password of the database account.

@ Note After you specify the source database parameters,
click Test Connectivity next to Database Password to verify
whether the specified parameters are valid. If the specified
parameters are valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Modify the source
database parameters based on the check results.

Select RDS Instance.

Select the region where the destination ApsaraDB RDS for MySQL
instance resides.
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Section Parameter Description
RDS Instance ID Select the RDS instance ID.

Enter the database account of the ApsaraDB RDS for MySQL instance.

Destinatio Database . . - .
n Account For more information about permissions required for the account, see
Permissions required for database accounts.
Database
Enter the password of the database account.
@ Note After you specify the destination database
parameters, click Test Connectivity next to Database
Database Password to verify whether the specified parameters are valid. If
Password the specified parameters are valid, the Passed message appears.

If the Failed message appears, click Check next to Failed.
Modify the destination database parameters based on the check
results.

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

Q warning

o If the source or destination database instance is an Alibaba Cloud database instance,
such as an ApsaraDB RDS for MySQL or ApsaraDB for MongoDB instance, or is a self -
managed database hosted on Elastic Compute Service (ECS), DTS automatically adds
the CIDR blocks of DTS servers to the whitelist of the database instance or ECS security
group rules. For more information, see Add the CIDR blocks of DTS servers to the security
settings of on-premises databases. If the source or destination database is a self -
managed database on data centers or is from other cloud service providers, you must
manually add the CIDR blocks of DTS servers to allow DTS to access the database.

o If the CIDR blocks of DTS servers are automatically or manually added to the whitelist of
the database instance or ECS security group rules, security risks may arise. Therefore,
before you use DTS to migrate data, you must understand and acknowledge the
potential risks and take preventive measures, including but not limited to the following
measures: enhance the security of your account and password, limit the ports that are
exposed, authenticate API calls, reqularly check the whitelist or ECS security group rules
and forbid unauthorized CIDR blocks, or connect the database to DTS by using Express
Connect, VPN Gateway, or Smart Access Gateway.

o Afterthe DTS taskis completed or released, we recommend that you manually detect
and remove the added CIDR blocks from the whitelist of the database instance or ECS
security group rules.

7. Configure migration types and objects.

215 > Document Version: 20220617


https://www.alibabacloud.com/help/doc-detail/120156.htm#section-mwi-xp4-c2m
https://www.alibabacloud.com/help/doc-detail/84900.htm#concept-1340353

- . Data Migration- Migrate from a third
Data Transmission Service .
-party cloud to Alibaba Cloud

2.Configure Migration Types and

* Migrstion Types: [+| Schema Migration [« Full D=ta Migration [+#] Incrementzl Data Migration Note: Incremental data migration doss not suppart
triggers. For more information, see Reference

e database after the DTS tack is started when the DTS full tack is running. If the source database

Nete: do not dean up the incremental data log generated by
dears up the log too early, the DTS incremental tas f

Selected {To edit an object name or its filter, hover over the object and dick

Available
Edit.) Learn more.
Expand the tree before you perform a glol Q
aQ
testi23
testdb distestdats
>
<
Select &l
Remave Al
*Rzname Databases and Tables: @ Do Mot Change Database and Tablz Names Change Database and Table Names
* Retry Time for Failed Connection 720 Minutes
Information:
1. Data migration only copies the data and schema in the source database and saves the copy in the destination database. The process does not affect any data or schema
atabase.
do DOL operation during structure and full migration, othenwise the task may fail

i

Cancsl Previous Save Precheck

Section Description

o To perform only full data migration, select Schema Migration and Full Data
Migration.

o To achieve service continuity during migration, select Schema Migration, Full Data

Migratio Migration, and Incremental Data Migration.

nTypes
@ Note If Incremental Data Migration is not selected, do not write data into

the source database during full data migration. This ensures data consistency
between the source and destination databases.
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Section Description

Select the objects to be migrated in the Available section and click » to move them to

the Selected section.

@ Note
Objects © Objects to be migrated can be databases, tables, or columns.
to be o By default, the selected objects are not renamed after the migration. If you
migrate want to rename the objects that are migrated to the destination instance, you
d can use the object name mapping feature provided by DTS. For more

information about how to use this feature, see Object name mapping.

o |f you use the object name mapping feature for an object, objects that depend
on the object may fail to be migrated.

8. Inthe lower-right corner of the page, click Precheck.

@ Note

o Before you can start the data migration task, a precheck is performed. You can start the
data migration task only after the task passes the precheck.

o If the taskfails to pass the precheck, you can click the icon next to each failed item

to view details.
m You can troubleshoot the issues based on the causes and run a precheck again.

m [f you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

9. Afterthe task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, specify the Channel Specification parameter and select
Data Transmission Service (Pay-As-You-Go) Service Terms.

11. ClickBuy and Start to start the data migration task.

o Schema migration and full data migration
We recommend that you do not manually stop the task during full data migration. Otherwise, the
data migrated to the destination database will be incomplete. You can wait until the data
migration task automatically stops.

o Schema migration, full data migration, and incremental data migration
The task does not automatically stop during incremental data migration. You must manually stop
the task.

) Notice We recommend that you select an appropriate time to manually stop the data
migration task. For example, you can stop the task during of f-peak hours or before you
switch your workloads to the destination cluster.
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a. Wait untilIncremental Data Migration and The migration task is not delayed appear
in the progress bar of the migration task. Then, stop writing data to the source database for
a few minutes. The delay time of incremental data migration may be displayed in the
progress bar.

b. Wait until the status of incremental data migration changes to The migration task is
not delayed again. Then, manually stop the migration task.

Task Name v| ‘ Search | Sort: | Default Sorting v Status: | All v %Tg

Task ID/Name: s Status: Migrating Quick Diagnostics | Pause Task | View Details | Duplicate Task ~ Upgrade | Configure Monitoring and Alerting | Change password | Edit Tag

v e stop Delete Edit Tag Total: 1 item(s}, Per Page: 20 itemn(s

12. Switch your workloads to the ApsaraDB RDS for MySQL database.

8.3. Migrate incremental data from an
Amazon RDS for PostgreSQL database
to an ApsaraDB RDS for PostgreSQL
database

This topic describes how to migrate incremental data from an Amazon RDS for PostgreSQL database to
an ApsaraDB RDS for PostgreSQL database by using Data Transmission Service (DTS). DTS supports
schema migration, full data migration, and incremental data migration. You can select all of the
supported migration types to ensure service continuity.

Prerequisites
e The version of the Amazon RDS for PostgreSQL database is 10.4-R1 to 11.4-R1.

e The Public accessibility option of Amazon RDS for PostgreSQL is set to Yes. This ensures that DTS
can access Amazon RDS for PostgreSQL over the Internet.

e The value of the rds.logical_replication parameteris set to 7. This ensures that DTS can read
incremental data fromthe Amazon RDS for PostgreSQL database.

e An ApsaraDB RDS for PostgreSQL instance is created. For more information, see Create an RDS for
PostgreSQL instance.

@ Note
o The version of the ApsaraDB RDS for PostgreSQL database is 10 or 11. To migrate data
between different database versions, create a pay-as-you-go instance to verify
compatibility.
o The available storage space of the ApsaraDB RDS for PostgreSQL database is larger than
the total size of the data in the Amazon RDS for PostgreSQL database.

Notes

e DTS uses read and write resources of the source and destination databases during full data
migration. This may increase the loads of the database servers. If the database performance is
unfavorable, the specification is low, or the data volume is large, database services may become

> Document Version: 20220617 218


https://www.alibabacloud.com/help/doc-detail/53730.htm

Data Migration- Migrate from a third

Data Transmission Service
-party cloud to Alibaba Cloud

unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the destination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and destination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilization of the source and destination databases is less than 30%.

e The objects to be migrated must have PRIMARY KEY or UNIQUE constraints and all fields must be
unique. Otherwise, duplicate data may exist in the destination database and migration may fail.

e A ssingle data migration task can migrate data from only one database. To migrate data from
multiple databases, you must create a data migration task for each database.

e Only data manipulation language (DML) operations, such as INSERT, UPDATE, DELETE, and UPDATE
operations, can be migrated.

e During data migration, DTS creates a replication slot for the Amazon RDS for PostgreSQL database.
The replication slot is prefixed with dts_sync_ . DTS automatically clears historical replication slots
every 90 minutes to prevent them from occupying disk space.

@ Note ffa migration task is released or fails, DTS automatically clears the replication slot.
After a switchover between primary and secondary Amazon RDS for PostgreSQL databases, you
must log onto the secondary database to manually clear the replication slot.

Query Editor  Query History Scratch Pad x

1 SELECT = FROM pg_replication_slots;

Data Output  Explain Messages Notifications

slot_name plugin slot_type a datoid database temporary active active_pid a
4 name name text oid name boolean boolean integer
1 | dts_sync_ohu | pgoutput logical 16 distesidata false true

e DTS automatically resumes a failed data migration task. Bef ore switching your workloads to the
destination instance, you must stop or release the data migration task. Otherwise, the data fromthe
source database will overwrite the data in the destination instance after the task is resumed.

Billing
Migration type Task configuration fee Internet traffic fee

Schema migration and full

) : Free of charge.
data migration

Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
Incremental data Charged. For more information, see Pricing.

migration information, see Pricing.

Migration types

e Schema migration
DTS migrates the schemas of the required objects to the ApsaraDB RDS for PostgreSQL database.
DTS supports schema migration for the following types of objects: table, trigger, view, sequence,
function, user-defined type, rule, domain, operation, and aggregate.

@ Note Functions that are written in the C programming language cannot be migrated.
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e Full data migration
DTS migrates historical data of the required objects fromthe Amazon RDS for PostgreSQL database
to the ApsaraDB RDS for PostgreSQL database.

e Incremental data migration
Afterfull data migration is complete, DTS synchronizes incremental data fromthe Amazon RDS for
PostgreSQL database to the ApsaraDB RDS for PostgreSQL database. Increment al data migration
allows you to ensure service continuity when you migrate data between PostgreSQL databases.

Permissions required for database accounts

Incremental data

Database Schema migration Full data migration . .
migration

The SELECT permission

Amazon RDS for The usage permission . The rds_superuser
PostgreSQL database for catalo forthe objects to be ermission
9 Pa_ 9 migrated P
The create and usage L -
ApsaraDB RDS for L The owner permission The owner permission
permissions for the
PostgreSQL database for schemas for schemas

objects to be migrated

Data migration process

To avoid data migration f ailures caused by dependencies between objects, DTS migrates the schemas
and data of the source PostgreSQL database in the following order:

1. Migrate the schemas of tables, views, sequences, functions, user-defined types, rules, domains,
operations, and aggregates.

2. Performfull data migration.
3. Migrate the schemas of triggers and foreign keys.

4. Performincremental data migration.

@ Note Before performing incremental data migration, do not perform DDL operations on
the objects to be migrated in the Amazon RDS for PostgreSQL database. Otherwise, the
objects may fail to be migrated.

Preparations
1. Log onto the Amazon RDS Management Console.
2. Inthe upper-right corner of the page, select the region where the destination instance resides.

3. Inthe left-side navigation pane, click Databases. On the page that appears, click the ID of the
destination database. The Basic information page appears.
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Amazon RDS X RDS Databases
Dashboard

Databases
Databases

‘ ) Group resources
Performance Insights c
Snapshots Q

Automated backups

Reserved instances DB identifier
Subnet groups database-1

Parameter groups

1 &
v Engine W Region & AZ ¥
Instance PostgreSQL ap-southeast-1c

4. Inthe Security group rules section, click the name of the security group corresponding to the

existing inbound rule.

Security group rules (2)

Q
Security group A Type
CIDR/IF - Inbound
CIDR/IP - Qutbound
5.
Procedure

1. Logontothe DTS console.

ok wnN

In the left-side navigation pane, click Data Migration.

In the upper-right corner of the page, click Create Migration Task.

Rule v

0.0.0.0/0

At the top of the Migration Tasks page, select the region where the destination cluster resides.

Configure the information about the source and destination databases for the data migration task.
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1.Set Source and Destination Databases

* Task Name:

Source Database

* Instance Type:
* Source Instance Region:
* Database Type:

* Hostname or TP Address:

* Port Number:

* Database Name:

Singapore

PostgresQL

User-Created Database with Public IP Address v

v Obtain IP Address Segment of DTS

1|5432

dtstestdata

............. @ Test Connection
Destination Databass
= Instance Type: | RDS Instance v
* Source Instance Region: | China (Hangzhou) M
* RDS Instance ID: -
* Databass Name: | dtstestdata ‘
* Database Account: | ‘
* Database Password: |.... Q‘:‘ Test Connection
Cancel Assess Migration
Section Parameter Description
DTS automatically generates a task name. We recommend that you
N/A Task Name use an informative name for easy identification. You do not need to

Instance Type

use a unique task name.

Select User-Created Database with Public IP Address.

Select the region where the source instance resides. If the instance

Instance . . .
Region type is set to User-Created Database with Public IP Address,
9 you do not need to specify the instance region.
Database
Select PostgreSQL.
Type
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Section Parameter Description

Enter the endpoint that is used to connect to the Amazon RDS for
PostgreSQL database.

@ Note You can find the endpoint on the Basic
information page of the source Amazon RDS for PostgreSQL

instance.
Source
Database
Amazon RDS X Connectivity & securi ity Monitoring Logs & events Configuration Maintenance & backups
Dashboard Tags
Hostname or Databases
Performance Insights
IP Address Srapshots Connectivity & security
Automated backups.
Reserved nstances Endpoint & port Networking Security
Endpoint Availability zone VPC security groups
Subnet groups ap-southeast-Ta
Parameter groups
VPC
Option groups. port
Events
Subnet group
Event subscriptions default Certificate authority
rds-ca-2015
Recommendations (@) Subnet:
Certificate authority date
Mar 6th, 2020
Enter the service port number of the Amazon RDS for PostgreSQL
Port Number .
database. The default port numberis 5432.
Database
Name Enter the name of the source Amazon RDS for PostgreSQL database.
Dat abase Enter the account for the Amazon RDS for PostgreSQL database. For
more information about permissions required for the account, see
Account . :
Permissions required for database accounts.
Enter the password for the database account.
@ Note Afteryou specify the source database parameters,
Database click Test Connectivity next to Database Password to verify
whether the specified parameters are valid. If the specified
Password P P P

parameters are valid, the Passed message appears. If the
Failed message appears, click Check next to Failed. Modify
the source database parameters based on the check results.

Instance Type Select RDS Instance.

Instance Select the region where the destination ApsaraDB RDS for
Region PostgreSQL instance resides.

RDS Instance Select the ID of the destination ApsaraDB RDS for PostgreSQL
ID instance.
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Section Parameter Description

Enter the name of the destination ApsaraDB RDS for PostgreSQL
database. The name can be different from the name of the source
Amazon RDS for PostgreSQL database.

Database
o Name @ Note Before you configure the data migration task, you
Destination must create a database in the ApsaraDB RDS for PostgreSQL
Database . ! .
instance. For more information, see Create a database.
Enter the database account for the destination ApsaraDB RDS for
Database PostgreSQL instance. For more information about permissions
Account required for the account, see Permissions required for database
accounts.
Enter the password for the database account.
@ Note After you specify the destination database
parameters, click Test Connectivity next to Database
Database Password to verify whether the specified parameters are valid.
Password If the specified parameters are valid, the Passed message

appears. If the Failed message appears, click Check next to
Failed. Modify the destination database parameters based on
the check results.

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

@ Note The CIDR blocks of DTS servers are automatically added to the whitelist of the
destination ApsaraDB RDS for PostgreSQL instance. T his ensures that DTS servers can connect
to the destination ApsaraDB RDS for PostgreSQL instance.

7. Select the migration types and objects to be migrated.
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2.Configure Migration Types and Objects

* Migration Tvpes:l Schema Migration Full Data Migration Incremental Datz Migration

Data migration applies to short-term migration scenarios. Typical scenarios include migrating data to the doud, scaling and sharding databases, and migrating data
between Apsara Stack databases.
For long-term data synchronization in real time, use the data synchronization feature.

Available Selected (To edit an object name or its filter, hover over the object and dick
Edit.} Learn more.
If you search globally, please expand the Q
Q
public
testschema testschema (10bjects)
(= s Tables customer
(= fr Views
[=] i Sequences >
[=] & Functions
[#) 5 User Defined Types <
[£7 Rules
[l i Domains
(=] Operations
[:]0 Aggregates
[) i Extensions
Select Al
Remove All
*Name batch change: ® MNo O Yes
Information:
1. Data opies the data and s ain [ e and saves the copy in the destination database. The process does not affect zny data or schema
in the so
2, DDL ope = ecause this can cause migration failures.

Cancel Previous Save

Parameter Description

Migration

types Select Schema Migration, Full Data Migration, and Incremental Data Migration.

Select objects from the Available section and click the 3 iconto add the objects to

the Selected section.

@ Note

© You can select columns, tables, or schemas as the objects to be

migrated.
Objects to be S o
migrated o After an object is migrated to the destination database, the name of the

object remains unchanged. You can change the name of an object in the
destination ApsaraDB RDS for PostgreSQL instance by using the object
name mapping feature provided by DTS. For more information about the
authorization methods, see Object name mapping.

o |f you use the object name mapping feature on an object, other objects
that are dependent on the object may fail to be migrated.

8. Inthe lower-right corner of the page, click Precheck.
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@ Note

o Before you can start the data migration task, a precheck is performed. You can start the
data migration task only after the task passes the precheck.

o If the taskfails to pass the precheck, you can clickthe icon next to each failed item

to view details.
m You can troubleshoot the issues based on the causes and run a precheck again.

m [f you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

9. Afterthe task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, specify the Channel Specification parameter and select
Data Transmission Service (Pay-As-You-Go) Service Terms.

11. ClickBuy and Start to start the migration task.

@ Note The migration task does not automatically end. You must manually stop the
migration task. Select an appropriate time to manually stop the migration task. For example,
you can stop the migration task during of f-peak hours or before you switch your workloads to
the destination instance.

i. Wait untilIncremental Data Migration and The migration task is not delayed appears in
the progress bar of the migration task. Then, stop writing data to the source database for a
few minutes. The delay time of incremental data migration may be displayed in the
progress bar.

ii. Afterthe status of incremental data migration changesto The migration task is not
delayed, manually stop the migration task.

Task Name v‘ | Search | Sort: | Default Sorting ~ | Status: | A v Wmg

Duplicate Task ~ Upgrade | Configure Monitoring and Alerting | Change password | Edit Tag

v e Stop Delete Edit Tag Total: 1 item(s). Per Page: 20 item(s)

12. Switch your workloads to the ApsaraDB RDS for PostgreSQL instance.

8.4. Migrate full data from an Amazon
RDS for PostgreSQL database to an
ApsaraDB RDS for PostgreSQL
database

This topic describes how to migrate full data froman Amazon RDS for PostgreSQL database to an
ApsaraDB RDS for PostgreSQL database by using Data Transmission Service (DTS).

Task ID/Name s Status: Migrating Quick Diagnostics | Pause Task | View Details

Prerequisites

> Document Version: 20220617 226



Data Migration- Migrate from a third

Data Transmission Service
-party cloud to Alibaba Cloud

e The version of the Amazon RDS for PostgreSQL database is 9.4, 9.5, 9.6, or 10.0.

e The Public accessibility option of Amazon RDS for PostgreSQL is set to Yes. This ensures that DTS
can access Amazon RDS for PostgreSQL over the Internet.

e An ApsaraDB RDS for PostgreSQL instance is created. For more information, see Create an RDS for
PostgreSQL instance.

@ Note The version of the ApsaraDB RDS for PostgreSQL database is 9.4 or 10.0.

e The available storage space of the ApsaraDB RDS for PostgreSQL instance is larger than the total
space of the datain the Amazon RDS for PostgreSQL instance.

Notes

e A single data migration task can migrate data fromonly one database. To migrate data from
multiple databases, you must create a data migration task for each database.

e Functions that are written in the C programming language cannot be migrated.

e Thetablesto be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all fields must be unique. Otherwise, the destination database may contain duplicate data records.

e DTS automatically resumes a failed data migration task. Bef ore switching your workloads to the
destination instance, you must stop or release the data migration task. Otherwise, the data fromthe
source database will overwrite the data in the destination instance after the task is resumed.

Billing
Migration type Instance configurations Internet traffic
Migrating data from Alibaba
Schema migration or full data Cloud over the Internet incurs
) . Free of charge . )
migration fees. For more information, see
Pricing.

Migration types

e Schema migration
DTS migrates the schemas of the required objects to the ApsaraDB RDS for PostgreSQL database.
DTS supports schema migration for the following types of objects: table, trigger, view, sequence,
function, user-defined type, rule, domain, operation, and aggregate.

e Full data migration
DTS migrates historical data of the required objects fromthe Amazon RDS for PostgreSQL database
to the ApsaraDB RDS for PostgreSQL database.

Permissions required for database accounts
Database Schema migration Full data migration
The permission to perform

SELECT operations on the objects
to be migrated

Amazon RDS for PostgreSQL The usage permission for
database pg_catalog
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Database Schema migration Full data migration

ApsaraDB RDS for PostgreSQL
database

The create and usage
permissions on the objects to be
migrated

The owner permission for
schemas

Full data migration
To avoid data migration failures caused by dependencies between objects, DTS migrates the schemas
and data of the source PostgreSQL database in the following order:

1.

2.
3.

Migrate the schemas of tables, views, sequences, functions, user-defined types, rules, domains,
operations, and aggregates.

Performfull data migration.

Migrate the schemas of triggers and foreign keys.

Preparation 1: Modify Amazon inbound rules

1.
2.
3.

Log onto the Amazon RDS Management Console.
Go to the Basic Information page of the source Amazon RDS for PostgreSQL instance.

Inthe Security group rules section, click the name of the security group corresponding to the
existing inbound rule.

Security group rules (2)

Q 1 &

Security group Y Type v Rule v

CIDR/IP - Inbound

CIDR/IP - Outbound 0.0.0.0/0

. Onthe Security Groups page, clickthe Inbound tab in the Security Group section. On the Inbound

tab, click Edit, and add CIDR blocks of DTS servers to the Edit inbound rules dialog box that
appears. The CIDR blocks of DTS servers vary with the region where the destination database
resides. For more information about the CIDR blocks of DTS servers, see Add the CIDR blocks of DTS
servers to the security settings of on-premises databases.

> Document Version: 20220617 228


https://www.alibabacloud.com/help/doc-detail/84900.htm#concept-1340353

Data Migration-Migrate from a third

Data Transmission Service
-party cloud to Alibaba Cloud

Edit inbound rules

Type ®° Protocol (i) Port Range (i) Source (i) Description (i)

| CustomTCPEv | [TCP | (s |”|Cuslom || | ldts

Add Rule ° e o

NOTE: Any edits made on existing rules will result in the edited rule being deleted and a new rule created with the new details. This will cause traffic that depends

on that rule to be dropped for a very brief period of time until the new rule can be created. 7

Gancel

® Note

o You need to add only the CIDR blocks of DTS servers that reside in the same region as
the destination database. For example, the source database resides in the Singapore
(Singapore) region and the destination database resides in the China (Hangzhou) region.
You need to add only the CIDR blocks of DTS servers that reside in the China (Hangzhou)
region.

o You can add all of the required CIDR blocks to the inbound rule at a time.

Preparation 2: Create a database and schema in the destination RDS
instance
Create a database and schema in the destination RDS instance based on the database and schema

information of the objects to be migrated. The schema name of the destination database must be the
same as that of the source database. For more information, see Create a database and Schema
management.
Procedure

1. Logonto the DTS console.

2. Inthe left-side navigation pane, click Data Migration.

3. At the top of the Migration Tasks page, select the region where the destination cluster resides.
4. Inthe upper-right corner of the page, click Create Migration T ask.
5

. Configure the information about the source and destination databases for the data migration task.
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1.Set Source and Destination Databases

* Task Name:

Source Database

* Instance Type:
* Source Instance Region:
* Database Type:

* Hostname or TP Address:

* Port Number:

* Database Name:

Singapore

PostgresQL

User-Created Database with Public IP Address v

v Obtain IP Address Segment of DTS

1|5432

dtstestdata

............. @ Test Connection
Destination Databass
= Instance Type: | RDS Instance v
* Source Instance Region: | China (Hangzhou) M
* RDS Instance ID: -
* Databass Name: | dtstestdata ‘
* Database Account: | ‘
* Database Password: |.... Q‘:‘ Test Connection
Cancel Assess Migration
Section Parameter Description
DTS automatically generates a task name. We recommend that you
N/A Task Name use an informative name for easy identification. You do not need to

Instance Type

use a unique task name.

Select User-Created Database with Public IP Address.

Select the region where the source instance resides. If the instance

Instance . . .
Region type is set to User-Created Database with Public IP Address,
9 you do not need to specify the instance region.
Database
Select PostgreSQL.
Type
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Section Parameter Description

Enter the endpoint that is used to connect to the Amazon RDS for
PostgreSQL database.

@ Note You can obtain the endpoint on the Basic
information page of the source Amazon RDS for PostgreSQL

instance.
Source
Database
Amazon RDS X Connectivity & securi ity Monitoring Logs & events Configuration Maintenance & backups
Hostname or Databises
IP Address ::::::ms'gm Connectivity & security
:::::::k: Endpoint & port Networking Security
Submet groups Endpoint Availability zone VPC security groups
Option groups. port vee
Event subscriptions Z:::j: e Certificate authority
Recommendations (@) Subnet: e
Certificate authority date
Enter the service port number of the Amazon RDS for PostgreSQL
Port Number .
database. The default port numberis 5432.
Database
Name Enter the name of the source Amazon RDS for PostgreSQL database.
Dat abase Enter the account for the Amazon RDS for PostgreSQL database. For
more information about permissions required for the account, see
Account o .
Permissions required for database accounts.
Enter the password for the database account.
@ Note Afteryou specify the source database parameters,
Database click Test Connectivity next to Database Password to verify
Password whether the specified parameters are valid. If the specified
parameters are valid, the Passed message appears. If the
Failed message appears, click Check next to Failed. Modify
the source database parameters based on the check results.
Instance Type Select RDS Instance.
Instance Select the region where the destination ApsaraDB RDS for
Region PostgreSQL instance resides.
RDS Instance Select the ID of the destination ApsaraDB RDS for PostgreSQL
ID instance.
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Section Parameter Description

Enter the name of the destination ApsaraDB RDS for PostgreSQL
database. The name can be different from the name of the source
Amazon RDS for PostgreSQL database.

Database @ Note Before you configure the data migration task, you
o Name must create a database and schema in the ApsaraDB RDS for
Destination . . . :
PostgreSQL instance. For more information, see Preparation 2:
Database

Create a database and schema in the destination ApsaraDB RDS
instance.

Enter the database account of the destination ApsaraDB RDS for

Database PostgreSQL instance. For more information about permissions
Account required for the account, see Permissions required for database
accounts.

Enter the password for the database account.

@ Note After you specify the destination database
parameters, click Test Connectivity next to Database
Database Password to verify whether the specified parameters are valid.
Password If the specified parameters are valid, the Passed message
appears. If the Failed message appears, click Check next to
Failed. Modify the destination database parameters based on
the check results.

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

@ Note The CIDR blocks of DTS servers are automatically added to the whitelist of the
destination RDS instance. This ensures that DTS servers can connect to the destination RDS
instance.

7. Select the migration types and objects to be migrated.
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2.Configure Migration Types and Objects

*  Migration T\.’pes:l Schema Migration Full Data Migration I [] incremental Data Migration

During full data migration, data updates in the source database are not migrated to the destination instance.
For data consistency, we recommend that you select Schema Migration, Full Data Migration, and Incremental Data Migration.

Available Selected (To edit an object name or its filter, hover over the object and dick
Edit.} Learn more.

If you search globally, please expand the Q

[+ i public
(1 testschema testschema (10bjects)
[=1 1 Tables customer
[ Views
[*10w Sequences >
[5]7 Functions
[=17 User Defined Types <
[zl Rules
[=15 Domains
[£] Operations
=11 Aggregates
[=] 5 Extensions

Select All
Remove All

*Name batch change: ® MNo O Yes

Information:
1. Data migration only copies the data and schema in the source database and saves the copy in the destination datzbase. The process does not affect any data or schema
in the sourc
2. DDL operations

not supported during data migration because this can cause migration failures.
Cancel Previous Save Precheck.

Parameter Description

Select Schema Migration and Full Data Migration. In this data migration task,
incremental data migration is not supported.

Migration
types @ Note To ensure data consistency, do not write new data into the Amazon
RDS for PostgreSQL database during data migration.

In the Available section, select the objects to be migrated and click the 3 iconto

add the objects to the Selected section.

@ Note

© You can select databases, tables, or columns as the objects to be

migrated.
Objects to be

migrated o After an object is migrated to the destination instance, the name of the

object remains unchanged. If you want an object to have a different name
after the object is migrated to the ApsaraDB RDS for PostgreSQL instance,
you can use the object name mapping feature provided by DTS. For more

information about how to use this feature, see Object name mapping.

o |f you use the object name mapping feature on an object, other objects
that are dependent on the object may fail to be migrated.
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8. Inthe lower-right corner of the page, click Precheck.

@ Note

o Before you can start the data migration task, a precheck is performed. You can start the
data migration task only after the task passes the precheck.

o If the taskfails to pass the precheck, you can clickthe icon next to each failed item

to view details.
m You can troubleshoot the issues based on the causes and run a precheck again.

m [f you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

9. Afterthe task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, specify the Channel Specification parameter and select
Data Transmission Service (Pay-As-You-Go) Service Terms.

11. ClickBuy and Start to start the data migration task.

@ Note We recommend that you do not manually stop the task during full data migration.
Otherwise, the data migrated to the destination database will be incomplete. You can wait
until the data migration task automatically stops.

Task ID/Name: Status: Completed View Detzils = Duplicate Task | Configure Monitoring and Alerting

Total: 1item(s), Per Page: 20 item(s)

12. Switch your workloads to the ApsaraDB RDS for PostgreSQL instance.

8.5. Migrate data from an Amazon
Aurora MySQL database to an
ApsaraDB RDS for MySQL database

This topic describes how to migrate data from an Amazon Aurora MySQL database to an ApsaraDB RDS
for MySQL database by using Data Transmission Service (DTS). DTS supports schema migration, full data
migration, and incremental data migration. When configuring a data migration task, you can select all of
the supported migration types to ensure service continuity.

Prerequisites

e The Public accessibility option of Amazon Aurora MySQL is set to Yes. This ensures that DTS can
access Amazon Aurora MySQL over the Internet.

[ ]

e The available storage space of the ApsaraDB RDS for MySQL instance is larger than the total space of
the data in the Amazon Aurora MySQL instance.
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Precautions

e DTS uses read and write resources of the source and destination databases during full data
migration. This may increase the loads of the database servers. If the database performance is
unfavorable, the specification is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the destination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and destination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilization of the source and destination databases is less than 30%.

e The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all fields must be unique. Otherwise, the destination database may contain duplicate data records.

e DTS usesthe rounp(coLumn, PRECISTION) function to retrieve values from columns of the FLOAT or
DOUBLE data type. If you do not specify a precision, DTS sets the precision for the FLOAT data type
to 38 digits and the precision for the DOUBLE data type to 308 digits. You must check whether the
precision settings meet your business requirements.

e DTS automatically creates a destination database in the ApsaraDB RDS for MySQL instance. However,

if the name of the source database is invalid, you must manually create a database in the ApsaraDB
RDS for MySQL instance before you configure the data migration task.

@ Note For more information about the naming conventions of ApsaraDB RDS for MySQL
databases and how to create a database, see Create a database on an ApsaraDB RDS for MySQL
instance.

e If adata migration taskfails, DTS automatically resumes the task. Before you switch your workloads
to the destination instance, stop or release the data migration task. Otherwise, the data in the source
instance will overwrite the data in the destination instance after the task is resumed.

Billing
Migration type Task configuration fee Internet traffic fee

Schema migration and full Free of charge.

data migration Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
Incremental data Charged. For more information, see Pricing.

migration information, see Pricing.

Migration types

e Schema migration
DTS migrates the schemas of the required objects to the ApsaraDB RDS for MySQL instance. DTS
supports schema migration for the following types of objects: table, view, trigger, synonym, stored
procedure, and function. DTS does not support schema migration for events.
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@ Note

o During schema migration, DTS changes the value of the SECURITY attribute from DEFINER
to INVOKER for views, stored procedures, and functions.

o DTS does not migrate user information. Before a user can call views, stored procedures,
and functions of the destination database, you must grant the read/write permissions to
the user.

e Full data migration
DTS migrates historical data of the required objects fromthe source Amazon Aurora MySQL database
to the destination ApsaraDB RDS for MySQL database.

@ Note During full data migration, concurrent INSERT operations cause segments in the
tables of the destination instance. After full data migration is complete, the tablespace of the
destination instance is larger than that of the source instance.

e Incremental data migration
Afterfull data migration is complete, DTS retrieves binary log files from the source Amazon Aurora
MySQL database. Then, DTS synchronizes incremental data from the source Amazon Aurora MySQL
database to the destination ApsaraDB RDS for MySQL database. Incremental data migration helps
you ensure service continuity when you migrate data between MySQL databases.

Permissions required for database accounts

Incremental data

Database Schema migration Full data migration . .
migration
The REPLICATION SLAVE
L o permission, REPLICATION
The permission to The permission to .
CLIENT permission, and
perform SELECT perform SELECT L
Amazon Aurora MySQL . . permission to perform
operations on the operations on the .
. ) . ) SELECT operations on
objects to be migrated objects to be migrated .
the objects to be
migrated
The read/write The read/write The read/write
ApsaraDB RDS for . . o
MySOL permissions for the permissions for the permissions for the
y objects to be migrated objects to be migrated objects to be migrated

For more information about how to create and authorize a database account, see the following
topics:

e C(Create an account for a user-created MySQL database and configure binary logging for an Amazon
Aurora MySQL database

e Create an account for an RDS for MySQL instance and Change the permissions of an account for an
RDS for MySQL instance for an ApsaraDB RDS for MySQL database

Preparations before data migration

1. Log onto the Amazon Aurora console.

2. Go to the Basic information page of the source Amazon Aurora MySQL instance.
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3. Select the node that is set to the role of Writer.

4. Inthe Connectivity & security section, click the name of the VPC security group that corresponds
to the Writer node.

DB identifier A Role ¥ Engine v Class W
Cluster Aurora PostgreSQL
O Aurora PostgreSQL db.rd.large
Ll »
Connectivity & security Monitoring Logs & events Configuration Tags

Connectivity & security

Endpoint & port Networking Security
Endpoint Availability zone VPC security groups
ap- ap-northeast-2c

northeast-2.rds.amazonaws.com

VPC ( active)
Port

Public accessibility

Subnet group Yes

5.

6. Log onto the Amazon Aurora MySQL database and specify the number of hours to retain binary
log files. Skip this step if you do not need to performincremental data migration.

call mysqgl.rds set configuration('binlog retention hours', 24);

@ Note

o The preceding command sets the retention period of binary log files to 24 hours. The
maximum value is 168 hours (7 days).

o The binary logging feature of Amazon Aurora MySQL must be enabled and the value of
the binlog_format parameter must be set to row. If the version of MySQL is 5.6 or later,
the value of the binlog_row_image parameter must be set to full.

Procedure

. Configure the information about the source and destination databases for the data migration task.
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1.Configure Source and Destination

* Task Name:

MySQL_TO_MySQL

| Source Database

* Instance Type: | User-Created Database with Public IP Address v

* Instance Region: | Singapore

= Database Type: | MysQL

v Get IP Address Segment of DTS

* Hostname or IP Address:

* Port Number: | 3306

* Database Account: ‘ distest

* Database Password:

Destination Database

* Instance Type: | RDS Instance
* Instance Region: | Singapore

* RDS Instance ID: n

* Database Account: ‘ distest

= Database Password: ‘ eresusrrnreenren

‘ i <@ Test Connectivity | () Passed
v
v

@ ‘ Test Connectivity (2 Passed

Section Parameter

N/A Task Name

Instance Type

Instance
Region

Database Type

Cancel Set Whitelist and Next

Description

DTS automatically generates a task name. We recommend that you
use an informative name for easy identification. You do not need to
use a unique task name.

Select User-Created Database with Public IP Address.

If the instance type is set to User-Created Database with Public
IP Address, you do not need to specify the instance region.

Select MySQL.
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Parameter

Hostname or
IP Address

Port Number

Database
Account

Database
Password

Instance Type

Instance
Region

RDS Instance ID

Database
Account

Description

Enter the endpoint that is used to connect to the Amazon Aurora
MySQL database.

@ Note You can obtain the endpoint on the Basic
information page of the source Amazon Aurora MySQL instance.

DB identifier A Role ¥ Engine v Class ¥
Cluster Aurora PostgreSQL
(o] Aurora PostgreSQL dbré.large
4 »
Connectivity & security Monitoring Logs & events Configuration Tags

Connectivity & security

Endpoint & port Networking Security
Endpoint Availability zone VPC security groups
ap- ap-northeast-2c
northeast-2.rds.amazonaws.com
VPC ( active)

Port
Public accessibility

Subnet group Yes

Enter the service port number of the Amazon Aurora MySQL database.
The default port number is 3306.

Enter the account for the Amazon Aurora MySQL database. For more
information about permissions required for the account, see

Permissions required for database accounts.

Enter the password for the database account.

@ Note

Select RDS Instance.
Select the region where the ApsaraDB RDS for MySQL instance resides.

Select the ID of the ApsaraDB RDS for MySQL instance.

Enter the database account of the ApsaraDB RDS for MySQL instance.
For more information about permissions required for the account, see
Permissions required for database accounts.
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Bestioatio Parameter

n

Database
Database
Password
Encryption

6.

Description

Enter the password for the database account.

@ Note

Select Non-encrypted or SSL-encrypted. If you want to select
SSL-encrypted, you must enable SSL encryption for the RDS instance
before configuring the data migration task. For more information, see
Configure SSL encryption for an RDS for MySQL instance.

@ Note Encryption is available only in mainland China and
Hong Kong(China).

7. Select the migration types and objects to be migrated.
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2.Configure Migration Types and

* Migration Types: || Schama Migration [w] Full Data Migration [v] Incremental Data Migration Mote: Incremental data migration doss net support
triggers. For more information, ses Reference

Nobe: do mot dean up the incrementz| data log generated by the source database after the DTS task is started when the 0TS full task is running. If the source database

cleans up the log too early, the DTS incremental task may fail

Daka migration applies to short-term migration scenarios, Typical scenarios indude migrating data to the doud, scaling and sharding databases, and migrating data
between Apsara Stack databases.
For long-term data synchronization in real ime, uss the data synchronization faature,

Avzilable Salected {To edit an chject name or its filter, hover over the object and dick
Edit.) Learm maore.
Expand the tree before you perform a glo Q
a
[=] 1 dtstestdata
=] Tables dtstestdata (20bjects)
. customer
[# 5 Views
=| order
?
I <
Salect all
Remave Al
*Raname Databases and Tables: ® Do Mot Change Database and Table Names Change Databasa and Table Names
* Retry Time for Failed Connection 720 Minutss

Information:
1. Data migration only copies the data and schema in the source database and saves the copy in the dectination database. The process does not affect any data or schema

nt database.
2. Do not do DOL operation during structure and full migration, otherwiss the task may fail
Canczl Previous Save Precheck ‘
i
Paramet N
Description
er

o To perform only full data migration, select Schema Migration and Full Data
Migration.

o To migrate data with minimal downtime, you must select Schema Migration, Full

Migratio Data Migration, and Incremental Data Migration.

ntypes
@ Note If the Incremental Data Migration option is not selected, do not write
new data to the Amazon Aurora MySQL instance when full data migration is in
progress. Otherwise, data inconsistency may occur.
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Paramet A
Description
er
In the Available section, select the objects to be migrated and click the s iconto add
the objects to the Selected section.
@ Note
; ° You can select databases, tables, or columns as the objects to be migrated.
Objects
to be o After an object is migrated to the destination instance, the name of the object
migrate remains unchanged. If you want an object to have a different name after the
d object is migrated to the ApsaraDB RDS for MySQL instance, you can use the

object name mapping feature provided by DTS. For more information about
how to use this feature, see Object name mapping.

o If you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

8.
9.
10.
11.
12. Switch your workloads to the ApsaraDB RDS for MySQL instance.

8.6. Migrate data from an Amazon
Aurora MySQL database to a PolarDB
for MySQL database

This topic describes how to migrate data from an Amazon Aurora MySQL database to a PolarDB for
MySQL database by using Data Transmission Service (DTS). DTS supports schema migration, full data
migration, and incremental data migration. When configuring a data migration task, you can select all of
the supported migration types to ensure service continuity.

Prerequisites

e The Public accessibility option of the Amazon Aurora MySQL cluster is set to Yes. The setting ensures
that DTS can access the Amazon Aurora MySQL cluster over the Internet.

e A PolarDB for MySQL cluster is created. For more information, see Create a PolarDB for MySQL cluster.

e The available storage space of the PolarDB for MySQL instance is larger than the total space of the
data in the Amazon Aurora MySQL instance.

Notes

e DTS uses read and write resources of the source and destination databases during full data
migration. This may increase the loads of the database servers. If the database performance is
unfavorable, the specification is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
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cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the destination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and destination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilization of the source and destination databases is less than 30%.

e [f the source database does not have primary keys or UNIQUE constraints and fields are not required
to be unique, duplicate data may exist in the destination database.

e DTS usesthe RounD(coLUMN,PRECISION) functionto retrieve values from columns of the float or
double datatype. If the precision is not specified, DTS sets the precision forthe float data type to
38 digits and the precision for the double data type to 308 digits. You must check whether the
precision settings meet your business requirements.

e If the name of the source database is invalid, you must create a database in the PolarDB for MySQL
instance before configuring a data migration task.

@ Note For more information about how to create a database and the database naming
conventions, see Create a database.

e DTS automatically resumes a failed data migration task. Bef ore switching your workloads to the
destination instance, you must stop or release the data migration task. Otherwise, the data fromthe
source database will overwrite the data in the destination instance after the task is resumed.

Billing
Migration type Migration channel fee Public network traffic fee

Schema migration or

full data migration Free of charge

Migrating data from Alibaba Cloud over the Internet

. incurs fees. For more information, see Pricing.
Incremental data Billed. For more

migration information, see Pricing.

Migration types

e Schema migration
DTS migrates the schemas of the required objects to the PolarDB for MySQL instance. DTS supports
schema migration for the following types of objects: table, view, trigger, stored procedure, and
function. DTS does not support schema migration for events.

@ Note

o During schema migration, DTS changes the value of the SECURITY attribute in views,
stored procedures, and functions from DEFINER to INVOKER.

o DTS does not migrate user information. Before a user can call views, stored procedures,
and functions of the destination database, you must grant the read/write permissions to
the user.

e Full data migration
DTS migrates hist orical data of the required objects fromthe Amazon Aurora MySQL database to the
destination PolarDB for MySQL database.
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@ Note

During full data migration, concurrent INSERT operations cause segments in the

tables of the destination instance. After full data migration is complete, the tablespace of the
destination instance is larger than that of the source instance.

e Incremental data migration
Afterfull data migration is complete, DTS retrieves binary log files from the source Amazon Aurora
MySQL database. Then, DTS synchronizes incremental data from the source Amazon Aurora MySQL
database to the destination PolarDB for MySQL database. Incremental data migration helps you

ensure service continuity when you migrate data between MySQL databases.

Permissions required for database accounts

Database

Amazon Aurora MySQL

PolarDB for MySQL

Schema migration

The permission to
perform SELECT
operations on the
objects to be migrated

The read/write
permissions for the
objects to be migrated

Full data migration

The permission to
perform SELECT
operations on the
objects to be migrated

The read/write
permissions for the
objects to be migrated

Incremental data
migration

The REPLICATION SLAVE
permission, REPLICATION
CLIENT permission,
SHOW VIEW permission,
and permission to
perform SELECT
operations on the
objects to be migrated

The read/write
permissions for the
objects to be migrated

For more information about how to create and authorize a database account, see the following
topics:

e Create an account for a user-created MySQL database and configure binary logging for an Amazon
Aurora MySQL database

e (reate database accounts for a PolarDB for MySQL database

Before you begin

1. Log onto the Amazon Aurora console.

2. Go to the Basic information page of the Amazon Aurora MySQL cluster.
3. Select the node that assumes the writer role.
4

. Inthe Connectivity & security section, click the name of the VPC security group that corresponds
to the writer node.
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5.

[~ DB identifier A Role ¥ Engine v Class W
O E] - u = Cluster Aurora PostgreSQL -
O ' Aurora PostgreSQL db.rd.large
o 0| >
Connectivity & security Monitoring Logs & events ‘ Configuration ‘ Tags

Connectivity & security

Endpoint & port Networking Security
Endpoint Availability zone VPC security groups
N S CEEESECE EE 3p- ap-northeast-2c =
northeast-2.rds.amazonaws.com -
VPC ( active )
Port E B
] Public accessibility
Subnet group Yes

On the Security Groups page, clickthe Inbound tab in the Security Group section. On the Inbound
tab, click Edit to add the CIDR blocks of DTS servers in the corresponding region to the inbound rule.
For more information, see Add the CIDR blocks of DTS servers to the security settings of on-premises
databases.

Edit inbound rules

Type ®° Protocol (i) Port Range (i) Source (i) Description (i)

[TCustom rcrev]] [rce | ldts

Add Rule

NOTE: Any edits made on existing rules will result in the edited rule being deleted and a new rule created with the new details. This will cause traffic that depends
on that rule to be dropped for a very brief period of time until the new rule can be created.

Cancel
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@ Note

o You need to add only the CIDR blocks of DTS servers that reside in the same region as
the destination database. For example, the source database resides in the Singapore
(Singapore) region and the destination database resides in the China (Hangzhou) region.

You need to add only the CIDR blocks of DTS servers that reside in the China (Hangzhou)
region.

o You can add all of the required CIDR blocks to the inbound rule at a time.

6. Log onto the Amazon Aurora MySQL database and specify the number of hours to retain binary
log files. Skip this step if you do not need to performincremental data migration.

call mysqgl.rds set configuration('binlog retention hours', 24);

@ Note

o The preceding command sets the retention period of binary log files to 24 hours. The
maximum value is 168 hours (7 days).

o The binary logging feature of the Amazon Aurora MySQL cluster must be enabled and
the value of the binlog_format parameter must be set to row. If the MySQL version is 5.6
or later, the value of the binlog_row_image parameter must be set to full.

Procedure
1.
2
3
4.
5

. Configure the information about the source and destination databases for the data migration task.
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1.Configure Source and Destination

* Task Name: ‘ MySQL_TO_POLARDE

| Source Database

= Instance Type: | User-Created Database with Public IP Address v
* Instance Region: | Singapore v |  GetIP Address Segment of DTS
* Database Type: | MySQL v

* Hostname or TP Address:

* Port Number: | 3306

* Database Account: ‘ dtstest |

= Database Password: ‘ sessessarens @ | Test Connectivity 2 Passed

Destination Database

* Instance Type: | PolarDB N
* Instance Region: | Singapore M
* PolarDB Instance ID: -

* Database Account: ‘ dtstest |

* Database Password: ‘ [ [ | Test Connectivity () Passed

Cancel Set Whitelist and Next

Section Parameter Description
DTS automatically generates a task name. We recommend that you
N/A Task Name use an informative name for easy identification. You do not need to
use a unique task name.

Instance Type Select User-Created Database with Public IP Address.

Instance If the instance type is set to User-Created Database with Public
Region IP Address, you do not need to specify the instance region.

Database Type Select MySQL.
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Section Parameter

Source
Database

Hostname or
IP Address

Port Number

Database
Account

Database
Password

Instance Type

Instance
Region
PolarDB
instance ID
Database
Account

Destinatio

n

Database

Description

Enter the endpoint that is used to connect to the Amazon Aurora
MySQL database.

@ Note You can obtain the endpoint on the Basic
information page of the source Amazon Aurora MySQL instance.

DB identifier A Role ¥ Engine v Class ¥
Cluster Aurora PostgreSQL
(o] Aurora PostgreSQL dbré.large
4 »
Connectivity & security Monitoring Logs & events Configuration Tags

Connectivity & security

Endpoint & port Networking Security
Endpoint Availability zone VPC security groups
ap- ap-northeast-2c
northeast-2.rds.amazonaws.com
VPC ( active)

Port
Public accessibility

Subnet group Yes

Enter the service port number of the Amazon Aurora MySQL database.
The default port number is 3306.

Enter the account for the Amazon Aurora MySQL database. For more
information about permissions required for the account, see
Permissions required for database accounts.

Enter the password for the database account.

@ Note

Select PolarDB.

Select the region where the ApsaraDB RDS for MySQL instance resides.

Select the ID of the PolarDB for MySQL instance.

Enter the database account of the PolarDB for MySQL instance. For
more information about permissions required for the account, see
Permissions required for database accounts.
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Section Parameter Description

Enter the password for the database account.

Database
Password @ Note

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

@ Note The CIDR blocks of DTS servers are automatically added to the whitelist of the
PolarDB for MySQL instance. This ensures that DTS servers can connect to the PolarDB for
MySQL instance.

7. Select the migration types and objects to be migrated.
# Migration Types: [v| Schama Migration [+ Full Data Migration [«] Incremental Data Migration Mote: Incremental data migration does not support

Note: do not dean up the incremental data log generated by the source database after the DTS task is started when the DTS full task is running. If the source database
dleans up the log too early, the DTS incremental task may fail

Daka migration applies to short-term migration scenarios, Typical scenarios indude migrating data to the doud, scaling and sharding databases, and migrating data
between Apsara Stack databases.
For kong-term data synchronization in real ime, use the data synchronization festure,

Available Selected (To edit an cbject name or its filter, hover over the object and dick
Edit.) Learm maore,
Expand the tree before you perform a glo Q
Q
[=) fw: distestdata
=] Tables dtstestdata (20bjects)
) customer
[=] e Views
=| order
>
L <
Select All
Remaove All
*Rzname Databases and Tables: @ Do Mot Change Databass and Table Names Change Database and Table Names
* Retry Time for Failed Connection 720 Minutas

Information:
1. Data migration only copies the data and schema in the source database and saves the copy in the destination database. The process does not affect any data or schema

2. Do not do DOL operation during strudiure and full migration, otherwise the task may fail

Cancel Previous Save ‘
i
i
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Paramet A
Description
er
o To perform only full data migration, select Schema Migration and Full Data
Migration.
o To migrate data with minimal downtime, you must select Schema Migration, Full
Migratio Data Migration, and Incremental Data Migration.
ntypes
@ Note If theIncremental Data Migration option is not selected, do not write
new data to the Amazon Aurora MySQL instance when full data migration is in
progress. Otherwise, data inconsistency may occur.
In the Available section, select the objects to be migrated and click the 3 iconto add
the objects to the Selected section.
@ Note
Objects © You can select databases, tables, or columns as the objects to be migrated.
to be o After an object is migrated to the destination instance, the name of the object
migrate remains unchanged. If you want an object to have a different name after the
d object is migrated to the PolarDB for MySQL instance, you can use the object

name mapping feature provided by DTS. For more information about how to
use this feature, see Object name mapping.

o If you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

8.
9.
10.
11.
12. Switch your workloads to the PolarDB for MySQL instance.

8.7. Migrate full data from an Amazon
Aurora PostgreSQL database to an
ApsaraDB RDS for PostgreSQL
database

This topic describes how to migrate full data from an Amazon Aurora PostgreSQL database to an
ApsaraDB RDS for PostgreSQL database by using Data Transmission Service (DTS).

Prerequisites
e The version of the Amazon Aurora PostgreSQL database is 9.4, 9.5, 9.6, or 10.0.
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e The Public accessibility option of Amazon Aurora PostgreSQL is set to Yes. This ensures that DTS
can access Amazon Aurora PostgreSQL over the Internet.

e An ApsaraDB RDS for PostgreSQL instance is created. For more information, see Create an ApsaraDB
RDS for PostgreSQL instance.

@ Note The database engine version of the ApsaraDB RDS for PostgreSQL instance is 9.4 or
10.0.

e The available storage space of the ApsaraDB RDS for PostgreSQL instance is larger than the total
space of the datain the Amazon Aurora PostgreSQL instance.

Notes

e DTS uses read and write resources of the source and destination databases during full data
migration. This may increase the database load. If the database performance is unfavorable, the
specification is low, or the data volume is large, database services may become unavailable. For
example, DTS occupies a large amount of read and write resources in the following cases: a large
number of slow SQL queries are performed on the source database, the tables have no primary keys,
or a deadlock occurs in the destination database. Before you migrate data, evaluate the
performance of the source and destination databases. We recommend that you migrate data during
off-peak hours. For example, you can migrate data when the CPU usage of the source and
destination databases is less than 30%.

e DTS does not support incremental data migration. When using DTS for full data migration, you need
to stop business operations that are related to the Amazon Aurora PostgreSQL database before
migration. To ensure data consistency, do not write new data to the Amazon Aurora PostgreSQL
database during migration.

e Each data migration task can migrate data fromonly a single database. To migrate data from
multiple databases, you must create a data migration task for each database.

e Functions that are written in the C programming language cannot be migrated.

e The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all fields must be unique. Otherwise, the destination database may contain duplicate data records.

e If a data migration taskfails, DTS automatically resumes the task. Therefore, before you switch your
workloads to the destination instance, stop or release the data migration task. Otherwise, the data in
the source instance overwrites the data in the destination instance after the task is resumed.

Billing
Migration type Task configuration fee Internet traffic fee

Charged only when data is
Schema migration and full data migrated from Alibaba Cloud
: . Free of charge.
migration over the Internet. For more
information, see Pricing.

Migration types

e Schema migration
DTS migrates the schemas of required objects to the ApsaraDB RDS for PostgreSQL instance. DTS
supports the following types of objects for schema migration: table, trigger, view, sequence,
function, user-defined type, rule, domain, operation, and aggregate.
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e Full data migration
DTS migrates the historical data of required objects fromthe Amazon RDS for PostgreSQL instance
to the ApsaraDB RDS for PostgreSQL instance.

Permissions required for database accounts

Database Schema migration Full data migration

The permission to perform
SELECT operations on the objects
to be migrated

The usage permission for

Amazon Aurora PostgreSQL
pg_catalog

The create and usage
permissions on the objects to be
migrated

The owner permission for
schemas

ApsaraDB RDS for PostgreSQL
database

Process of full data migration
To prevent data migration failures caused by dependencies between objects, DTS migrates the
schemas and data of the source PostgreSQL database in the following order:

1. Migrate the schemas of tables, views, sequences, functions, user-defined types, rules, domains,
operations, and aggregates.

2. Performfull data migration.

3. Migrate the schemas of triggers and foreign keys.

Preparation 1: Modify Amazon inbound rules

1. Log onto the Amazon Aurora console.

2. Go to the Basic Information page of the source Amazon Aurora PostgreSQL instance.
3. Select the node that assumes the writer role.
4

. Inthe Connectivity & security section, click the name of the VPC security group that corresponds
to the writer node.
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5.

DB identifier A Role ¥ Engine v Class W
Cluster Aurora PostgreSQL
O Aurora PostgreSQL db.rd.large
3
Connectivity & security Monitoring Logs & events Configuration Tags

Connectivity & security

Endpoint & port Networking Security
Endpoint Availability zone VPC security groups
ap- ap-northeast-2c

northeast-2.rds.amazonaws.com

VPC ( active)
Port
Public accessibility

Subnet group Yes

Preparation 2: Create a database and schema in the destination RDS

instance

Create a database and schema in the destination RDS instance based on the database and schema
information of the objects to be migrated. The schema name of the destination database must be the
same as that of the source database. For more information, see Create a database and Schema
management.

Procedure

1.

ok wnN

Log onto the DTS console.

In the left-side navigation pane, click Data Migration.

At the top of the Migration Tasks page, select the region where the destination cluster resides.
In the upper-right corner of the page, click Create Migration Task.

Configure the information about the source and destination databases for the data migration task.
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1.Set Source and Destination Databases

* Task Name:

Source Database

* Instance Type:
* Source Instance Region:
* Database Type:

* Hostname or TP Address:

* Port Number:

* Database Name:

Singapore

PostgresQL

User-Created Database with Public IP Address v

v Obtain IP Address Segment of DTS

1|5432

dtstestdata

............. @ Test Connection
Destination Databass
= Instance Type: | RDS Instance v
* Source Instance Region: | China (Hangzhou) M
* RDS Instance ID: -
* Databass Name: | dtstestdata ‘
* Database Account: | ‘
* Database Password: |.... Q‘:‘ Test Connection
Cancel Assess Migration
Section Parameter Description
DTS automatically generates a task name. We recommend that you
N/A Task Name use an informative name for easy identification. You do not need to

Instance Type

use a unique task name.

Select User-Created Database with Public IP Address.

Select the region where the source instance resides. If the instance

Instance . . .
Region type is set to User-Created Database with Public IP Address,
9 you do not need to specify the instance region.
Database
Select PostgreSQL.
Type
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Section Parameter Description

Enter the endpoint that is used to connect to the Amazon Aurora
PostgreSQL database.

@ Note You can obtain the endpoint on the Basic
information page of the source Amazon Aurora PostgreSQL

instance.
Source
Database
Related
Q €
Hostname or ] DBidentifier 4  Rolev  Engine v Class v Stws v CPU
IP Address o o Cluster  Aurora PostgreSQL - © Available
Writer Aurora PostgreSQL db.rd.large @ Creating 4
<
Connectivity & security | Monitoring | Logs&events | Configuration | Maintenance & backups | Tags
Q <1 > g

Endpoint name A Stats v Type ¥ Port

database-1.cluster-ro- \us-west-1.rds.amazonaws.com Available Reader 5432

| database-1.cluster us-west-1.rds.amazonaws.com | Available Writer 5432

Enter the service port number of the Amazon Aurora PostgreSQL

Port Number .
database. The default port number is 5432.
Database
Name Enter the name of the source Amazon Aurora PostgreSQL database.
Database Enter the account for the Amazon Aurora PostgreSQL database. For
more information about permissions required for the account, see
Account . :
Permissions required for database accounts.
Enter the password for the database account.
@ Note After you specify the source database parameters,
Database click Test Connectivity next to Database Password to verify
password whether the specified parameters are valid. If the specified
parameters are valid, the Passed message appears. If the
Failed message appears, click Check next to Failed. Modify
the source database parameters based on the check results.
Instance Type Select RDS Instance.
Instance Select the region where the destination ApsaraDB RDS for
Region PostgreSQL instance resides.
RDS Instance Select the ID of the destination ApsaraDB RDS for PostgreSQL
ID instance.
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Section Parameter Description

Enter the name of the destination ApsaraDB RDS for PostgreSQL
database. The name can be different from the name of the source
Amazon Aurora PostgreSQL database.

Database @ ) : .

o Name Note Before you configure the data migration task, you
Destination must create a database and schema in the ApsaraDB RDS for
Database PostgreSQL instance. For more information, see Preparation 2:

Create a database and schema in the destination RDS instance.
Enter the database account of the destination ApsaraDB RDS for
Database PostgreSQL instance. For more information about permissions
Account required for the account, see Permissions required for database
accounts.
Enter the password for the database account.
@ Note After you specify the destination database
parameters, click Test Connectivity next to Database
Database Password to verify whether the specified parameters are valid.
Password If the specified parameters are valid, the Passed message

appears. If the Failed message appears, click Check next to
Failed. Modify the destination database parameters based on
the check results.

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

> Document Version: 20220617 256


https://www.alibabacloud.com/help/doc-detail/112815.htm#concept-xhn-mpw-fhb/section-ssq-aob-h07

Data Migration-Migrate from a third

Data Transmission Service
-party cloud to Alibaba Cloud

Q warning

o If the source or destination database instance is an Alibaba Cloud database instance,
such as an ApsaraDB RDS for MySQL or ApsaraDB for MongoDB instance, or is a self -
managed database hosted on Elastic Compute Service (ECS), DTS automatically adds
the CIDR blocks of DTS servers to the whitelist of the database instance or ECS security
group rules. For more information, see Add the CIDR blocks of DTS servers to the security
settings of on-premises databases. If the source or destination database is a self -
managed database on data centers oris from other cloud service providers, you must
manually add the CIDR blocks of DTS servers to allow DTS to access the database.

o If the CIDR blocks of DTS servers are automatically or manually added to the whitelist of
the database instance or ECS security group rules, security risks may arise. Therefore,
before you use DTS to migrate data, you must understand and acknowledge the
potential risks and take preventive measures, including but not limited to the following
measures: enhance the security of your account and password, limit the ports that are
exposed, authenticate API calls, reqularly check the whitelist or ECS security group rules
and forbid unauthorized CIDR blocks, or connect the database to DTS by using Express
Connect, VPN Gateway, or Smart Access Gateway.

o Afterthe DTS taskis completed or released, we recommend that you manually detect
and remove the added CIDR blocks from the whitelist of the database instance or ECS
security group rules.

7. Select the migration types and objects to be migrated.

*  Migration Types: | Schema Migration Full Data Migration I [] tncremental Data Migration

During full data migration, data updates in the source database are not migrated to the destination instance.
For data consistency, we recommend that you select Schema Migration, Full Data Migration, and Incremental Data Migration.

Available Selected (To edit an object name or its filter, hover over the ebject and dick
Edit.} Learn more.

If you search globally, please expand the Q

(31 public

=11 testschema testschema (10bjects)
Tables Customer
Views

Sequences >

Functions

User Defined Typas <

Rules

Domains

Operations

Aggregates

I EEEEEEEEO

Extensions

Select All
Remove All

*Name batch change: ® No O Yes

Information:

1. Data migration only copies the data and schema in the source database and saves the copy in the destination database. The process does not affect any data or schema
in the source database.

2. DDL operations are not supported during data migration because this can cause migration failures.

Cancel Previous Save
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Parameter Description

Select Schema Migration and Full Data Migration. In this data migration task,
incremental data migration is not supported.

Migration
types @ Note To ensure data consistency, do not write new data into the Amazon
Aurora PostgreSQL database during data migration.

In the Available section, select the objects to be migrated and click the 3 iconto

add the objects to the Selected section.

@ Note

©o You can select databases, tables, or columns as the objects to be
migrated.

o After an object is migrated to the destination database, the name of the
object remains unchanged. If you want an object to have a different name
after the object is migrated to the ApsaraDB RDS for PostgreSQL instance,
you can use the object name mapping feature provided by DTS. For more
information about how to use this feature, see Object name mapping.

Objects to be
migrated

o If you use the object name mapping feature on an object, other objects
that are dependent on the object may fail to be migrated.

8. Inthe lower-right corner of the page, click Precheck.

@ Note

o Before you can start the data migration task, a precheck is performed. You can start the
data migration task only after the task passes the precheck.

o If the taskfails to pass the precheck, you can clickthe icon next to each failed item

to view details.
m You can troubleshoot the issues based on the causes and run a precheck again.

m If you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

9. Afterthe task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, specify the Channel Specification parameter and select
Data Transmission Service (Pay-As-You-Go) Service Terms.

11. ClickBuy and Start to start the data migration task.
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@ Note We recommend that you do not manually stop the task during full data migration.
Otherwise, the data migrated to the destination database will be incomplete. You can wait
until the data migration task automatically stops.

Task ID/Name: Status: Completed View Details =~ Duplicate Task = Configure Maonitoring and Alerting

Total: 1 item(s), Per Page: 20 item(s]

12. Switch your workloads to the ApsaraDB RDS for PostgreSQL instance.

8.8. Migrate full data from an Amazon
RDS for SQL Server database to an
ApsaraDB RDS for SQL Server
database

T his topic describes how to migrate full data froman Amazon RDS for SQL Server database to an
ApsaraDB RDS for SQL Server database by using Data Transmission Service (DTS).

Prerequisites

e The Public accessibility option of Amazon RDS for SQL Server is set to Yes. This ensures that DTS
can access Amazon RDS for SQL Server over the Internet.

e The database version of Amazon RDS for SQL Server is 2005, 2008, 2008 R2, 2012, 2014, or 2016.

e An ApsaraDB RDS for SQL Server instance is created. For more information, see Create an RDS for SQL
Server instance.

e The available storage space of the destination ApsaraDB RDS for SQL Server database is larger than
the total space of the data inthe Amazon RDS for SQL Server database.

Notes

e DTS uses read and write resources of the source and destination databases during full data
migration. This may increase the loads of the database servers. If the database performance is
unfavorable, the specification is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the destination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and destination databases. We
recommend that you migrate data during of f-peak hours. For example, you can migrate data when
the CPU utilization of the source and destination databases is less than 30%.

e Amazon RDS for SQL Server does not support incremental data migration because the sysadmin
server-level role is not available in Amazon RDS.

e Thetablesto be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all fields must be unique. Otherwise, the destination database may contain duplicate data records.

e [If the name of the source database is invalid, you must create a database in the ApsaraDB RDS for
SQL Server instance before configuring a data migration task.
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@ Note For more information about how to create a database and the database naming
conventions, see Create databases and accounts.

e DTS automatically resumes a failed data migration task. Before switching your workloads to the
destination instance, you must stop or release the data migration task. Otherwise, the data fromthe
source database will overwrite the data in the destination instance after the taskis resumed.

Migration types

e Schema migration
DTS migrates the schemas of the required objects to the destination instance. DTS supports schema
migration for the following types of objects: table, view, trigger, synonym, SQL stored procedure,
SQL function, plan guide, user-defined type, rule, and default.

e Full data migration

DTS migrates historical data of the required objects from the source Amazon RDS for SQL Server
database to the destination ApsaraDB RDS for SQL Server database.

@ Note Dataof the sql_variant type cannot be migrated.

Billing
Migration type Instance configurations Internet traffic
Migrating data from Alibaba
Schema migration or full data Cloud over the Internet incurs
. . Free of charge . .
migration fees. For more information, see
Pricing.
Permissions required for database accounts
Database Schema migration Full data migration
Amazon RDS for SQL Server The permission to perform The permission to perform
database SELECT operations SELECT operations
A DB RDS for SQL S
psara or SQL Server The read/write permissions The read/write permissions

database

For more information about how to create and authorize a database account, see the following
topics:

e (CREATE USERforan Amazon RDS for SQL Server database

e (reate anaccount foranRDS for SQL Server instance for an ApsaraDB RDS for SQL Server database

Full data migration

To avoid data migration failures caused by dependencies between objects, DTS migrates the schemas
and data of the source SQL Server database in the following order:

1. Migrate the schemas of tables, views, synonyms, user-defined types, rules, defaults, and plan
guides.

2. Performfull data migration.
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3. Migrate the schemas of SQL stored procedures, SQL functions, triggers, and foreign keys.

Preparations before data migration
1. Log onto the Amazon RDS Management Console.
2. Go to the Basic information page of the source Amazon RDS for SQL Server instance.

3. Inthe Security group rules section, click the name of the security group corresponding to the
existing inbound rule.

Security group rules (2)
Q Filter security group rules < 1 > @
Security group 'y Type v Rule v
[ o8 ] CIDR/IP - Inbound
u oS CIDR/IF - Qutbound 0.0.0.0/0

4. Onthe Security groups page, clickthe Inbound tab in the Security group section. On the Inbound
tab, click Edit to add CIDR blocks of DTS servers in the corresponding region to the inbound rule. For
more information, see Add the CIDR blocks of DTS servers to the security settings of on-premises
databases.

Edit inbound rules

Type ®° Protocol (i) Port Range (i) Source (i) Description (i)

[TcustomTcrev]] [rep N || |[custom+|| | as

Add Rule o o o

NOTE: Any edits made on existing rules will result in the edited rule being deleted and a new rule created with the new details. This will cause traffic that depends
on that rule to be dropped for a very brief period of time until the new rule can be created. 7

Gancel
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@ Note

o You only need to add the CIDR blocks of DTS servers that are located in the same region
as the destination database. For example, the source database is located in Singapore
and the destination database is located in Hangzhou. You only need to add the CIDR
blocks of DTS servers that are located in the China (Hangzhou) region.

o You can add all the required CIDR blocks to the inbound rule at one time.

Procedure

vk wN

. Logontothe DTS console.

In the left-side navigation pane, click Data Migration.

At the top of the Migration Tasks page, select the region where the destination cluster resides.
In the upper-right corner of the page, click Create Migration T ask.

Configure the information about the source and destination databases for the data migration task.

* Task Name ‘ SQL Server_TO_RDS

| Source Database

¥ Instance Type:  User-Created Database with Public IP Address v
* Instance Region singapore v Get IP Address Segment of DTS
* Database Type ‘ SQLServer v

* Hostname or IP Address ‘ ‘

* port Number: | 1433

* Database Account: ‘ dtstest ‘

* Database Password ‘ ............ - ‘ Test Connectivity @ Passed
Destination Database
* Instznce Type: | RDS Instance v
* Instance Region Singapore M

* RDS Instance ID -

* Database Account:

dtstest ‘

* Database Password ‘ ................ @ ‘ Test Connectivity () Passed

Cancel Set Whitelist and Next

Section Parameter Description
DTS automatically generates a task name. We recommend that you
N/A Task Name use an informative name for easy identification. You do not need to

use a unique task name.

Instance Type Select User-Created Database with Public IP Address.

> Document Version: 20220617 262


https://dts-intl.console.aliyun.com/

Data Migration-Migrate from a third
-party cloud to Alibaba Cloud

Data Transmission Service

Section

Source

Database

Parameter

Instance
Region

Database Type

Hostname or
IP Address

Port Number

Database
Account

Database
Password

Instance Type

Instance
Region

RDS Instance ID

Description

If the instance type is set to User-Created Database with Public
IP Address, you do not need to specify the instance region.

Select SQL Server.

Enter the endpoint that is used to connect to the Amazon RDS for SQL
Server database.

@ Note You can obtainthe endpoint on the Basic
information page of the source Amazon RDS for SQL Server
instance.

‘Amazon RDS X Connectivity & security Monitoring Logs & events. Configuration Maintenance & backups

Dashboard Tags
Databases

Performance Insights.
Snapshots Connectivity & security

Automated backups

Endpoint & port

Networking Security

Reserved instances
Endpoint Availability zone VRC security groups
Subnet groups
ap-southeast-1a

Parameter groups

Option groups

Events

Event subscriptions default Certificate authority

rds-ca-2015
Recommendations ()

Certificate authority date

Mar 6th, 2020

Enter the service port number of the Amazon RDS for SQL Server
database. The default port numberis 1433.

Enter the account for the Amazon RDS for SQL Server database. For
more information about permissions required for the account, see
Permissions required for database accounts.

Enter the password for the database account.

@ Note After you specify the information about the self-
managed Oracle database, you can click Test Connectivity next
to Database Password to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.

Select RDS Instance.

Select the region where the ApsaraDB RDS for SQL Server instance
resides.

Select the ID of the ApsaraDB RDS for SQL Server instance.
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Section Parameter Description
Destinatio Database Enter the database account of the ApsaraDB RDS for SQL Server
n instance. For more information about permissions required for the
Database Account o :
account, see Permissions required for database accounts.
Enter the password for the database account.
@ Note After you specify the information about the RDS
Database instance, you can click Test Connectivity next to Database
Password to check whether the information is valid. If the
Password

information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

@ Note The CIDR blocks of DTS servers are automatically added to the whitelist of the
ApsaraDB for RDS instance. This ensures that DTS servers can connect to the ApsaraDB for RDS
instance.

7. Select the migration types and objects to be migrated.
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2.Configure Migration Types and

#  Migration Types: Schema Migration Full D=ta Migration Incremental Data Migration Note: Incremental data migration doss not suppart
triggers. For more information, see Reference

Nete: do not dean up the incremental data log generated by the source database after the DTS tack is started when the DTS full tack is running. If the source database
dlears up the log too arly, the DTS incramental task may fail

Availablz Selected {To edit an object name or its filter, hover over the object and dick
Edit.) Learn more.

Expand the tree before you perform a glol Q

Q
testi23
testdb dtstestdata
>
{
Select All
Remave Al

*Rzname Databases and Tables: @ Do Mot Change Database and Tablz Names Change Database and Table Names

* Retry Time for Failed Connection 720 Minutes ()

1. Data migration only copies the data and schema in the = database and saves opy in the destination database. The process does not affect any data or schema

n th database.

2. Do not do DOL operation during structure and full migration, otherwise the task may fail

=
Cancsl Previous Save Precheck
Paramet N
Descrlpt on
er
Select Schema Migration and Full Data Migration.
@ Note

Migratio o Amazon RDS for SQL Server does not support incremental data migration
ntypes because the sysadmin server-level role is not available in Amazon RDS.

o To ensure data consistency, do not write new data into Amazon RDS for SQL
Server during full data migration.
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Paramet -
Description
er
In the Available section, select the objects to be migrated and click the 3 iconto add
the objects to the Selected section.
@ Note
© You can select databases, tables, or columns as the objects to be migrated.
. o After an object is migrated to the destination instance, the name of the object
Objects . . .
tob remains unchanged. If you want an object to have a different name after the
0. et object is migrated to the ApsaraDB RDS for SQL Server instance, you can use
(rjnlgra € the object name mapping feature provided by DTS. For more information

about how to use this feature, see Object name mapping.

o If you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

8. Inthe lower-right corner of the page, click Precheck.

® Note

o Before you can start the data migration task, a precheck is performed. You can start the
data migration task only after the task passes the precheck.

o If the taskfails to pass the precheck, you can clickthe icon next to each failed item

to view details.
m You cantroubleshoot the issues based on the causes and run a precheck again.

m If you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

9. Afterthe task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, specify the Channel Specification parameter and select
Data Transmission Service (Pay-As-You-Go) Service Terms.

11. ClickBuy and Start to start the data migration task.

@ Note We recommend that you do not manually stop the task during full data migration.
Otherwise, the data migrated to the destination database will be incomplete. You can wait
until the data migration task automatically stops.
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Task ID/Name: Status: Completed View Detzils = Duplicate Task | Configure Monitoring and Alerting

Total: 1item{s), Per Page: 20 item(s

12. Switch your workloads to the ApsaraDB RDS for SQL Server instance.

8.9. Migrate data from a MongoDB
Atlas database to Alibaba Cloud

This topic describes how to migrate incremental data from a MongoDB Atlas database to Alibaba Cloud
by using Data Transmission Service (DTS). DTS supports full data migration and incremental data
migration. When you migrate data from a MongoDB Atlas database, you can select both migration
types to ensure service continuity.

Prerequisites
The available storage space of the destination ApsarabDB for MongoDB instance is larger than the total
size of the data in the MongoDB Atlas database.

Precautions

e During full data migration, DTS uses read and write resources of the source and destination
databases. This may increase the load of the database server. If you migrate a large volume of data
or the server specifications cannot meet your requirements, database services may become
unavailable. Before you migrate data, evaluate the impact of data migration on the performance of
the source and destination databases. We recommend that you migrate data during of f-peak hours.

e You cannot migrate data fromthe admin or local database.
e The config database is an internal database. We recommend that you do not migrate this database.

e [f the source MongoDB Atlas database and the destination ApsaraDB for MongoDB instance have
different versions or storage engines, make sure that the versions or storage engines are compatible.
For more information, see MongoDB versions and storage engines.

Billing
Migration type Instance configuration Internet traffic
Full data migration Free of charge. L .
9 9 Charged only when data is migrated from Alibaba
Cloud over the Internet. For more information, see
Incremental data Charged. For more Pricing
migration information, see Pricing. '

Permissions required for database accounts

Database Full data migration Incremental data migration

267 > Document Version: 20220617


https://www.alibabacloud.com/help/doc-detail/61906.htm#concept-qg2-xcr-52b
https://www.alibabacloud.com/help/doc-detail/117780.htm#concept-261679
https://www.alibabacloud.com/help/doc-detail/117780.htm#concept-261679

Data Migration- Migrate from a third

Data Transmission Service
-party cloud to Alibaba Cloud

Database Full data migration Incremental data migration

® The read permission on the
source database, admin
database, and local database

The read permission on the
source database and the
permission to perform the
listDatabases operation

MongoDB Atlas database
e The permission to perform the
listDatabases operation

The read/write permissions on The read/write permissions on

ApsaraDB for MongoDB instance
P 9 ! the destination database the destination database

For more information about how to create and authorize a database account, see the following
topics:

e (Create Userin MongoDB for a MongoDB Atlas database
e Manage MongoDB users through DMS for an ApsaraDB for MongoDB instance

Before you begin
1. Log onto the MongoDB Atlas console.

2. Inthe left-side navigation pane, click Network Access. On the page that appears, click ADD IP

CONTEXT i > PROJECT 0

pictd *  Network Access
ATLAS "

IP Whitelist

Clusters —

Data Lake BETA + ADD IP ADDRESS
SECURITY You will only be able to connect to your cluster from the following list of IP Addresses o

Database Access

Network Access o Address Comment Status Actions

Advanced
@ Active £ EDIT | W DELETE

PROJECT

Access Management

3. Inthe dialog box that appears, click ALLOW ACCESS FROM ANYWHERE, and click Confirm.
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Add Whitelist Entry

Add a whitelist entry using either CIDR notation or a single IP address. Learn more.

ADD CURRENT IP ADDRESS | ALLOW ACCESS FROM ANYWHERE o

Whitelist Entry: 0.0.0.0/0

Comment: Optional comment describing this entry

| Save as temporary whitelist Cancel

@ Note This step allows all IP addresses to access the MongoDB Atlas database. Delete
this rule after data migration is complete.

Procedure
1. Logontothe DTS console.
2. Inthe left-side navigation pane, click Data Migration.

3. At the top of the Migration T asks page, select the region where the ApsaraDB for MongoDB
instance resides.

Data Transmission Se... Migration Tasks  singapore o EXGENr VDN China (Shanghai) China (Qingdao) China (Befjing)  China (Shenzhen) Hong Kong  US (Silicon Valley)  US (Virginia)  UAE (Dubai)
Germany (Frankfurt) ~ Malaysia (Kuala Lumpur) ~ China (Hohhot) ~ Australia (Sydney) India (Mumbai) UK (London) Japan (Tokyo) Indonesia (Jakarta)
Overview

2 Refresh
Data Migration

4. Inthe upper-right corner of the page, click Create Migration T ask.

5. Configure the source and destination databases for the data migration task.
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| Create Migration Task = ®Back

1.Source endpoint and target endpoint

* Task Name: | atlas_to_aliyun

Source Databass

* Instance Type: | On-premises Databases v

* Instance Region: v Get DTS IP

* Database Engine: | MongoDB v

* Host Name or IP Address: | clusterd-shard- mongodb.net ‘

* Port: | 27017

Database Name: |admin ‘ Account verification database

Database account: | atlastest ‘

Dat:

Password: | [ Q)‘ Test the Connection = @ Passed

Target Database

¥ Instance Type: | MongoDB Instance M

* Instance Region: v

* MongoDB Instance ID:

* Database Name: |admin ‘ Account verification database

* Database account: | root ‘

B 9| Test the Connection | (@ Passed

Cancel Authorize Whitelist and Enter into Next Step

Section Parameter Description

DTS automatically generates a task name. We recommend that you
N/A Task Name specify an informative name for easy identification. You do not need
to use a unigue task name.

Instance Type Select User-Created Database with Public IP Address.

Instance If the instance type is set to User-Created Database with Public
Region IP Address, you do not need to specify the instance region.

Database Type Select MongoDB.

Enter the endpoint of the PRIMARY node in the MongoDB Atlas
database.

You can obtain the endpoint in the MongoDB Atlas console, as shown
in the following figure.

@ mongoDB. Ates Al Clusters

Are .. - »
Projet0 - Clusters .
ATLAS Q
Hostname or Clusters
Data Lake 5514 ‘@ Cluster0 R 0003 W-0 oo J2UNE
IP Address Verson 40.1
Datab: cess CONNECT ~ METRICS ~ COLLECTIONS  «=+
Network Access .
— cwsrennen —
)
Access Management o
Activity Feed R S
Alerts LINKED STITCH APP
Settings.
Charts

Source
Database
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Section Parameter

Port Number

Database
Name

Database
Account

Database
Password

Encryption
Instance Type

Instance
Region

MongoDB
Instance ID

Database
Name

Destinatio

n

Database Database
Account

Database
Password

Description

Enter the service port number of the MongoDB Atlas database. The
default port numberis 27017.

Enter the name of the authentication database. The database account
is created in this database.

Enter the account of the MongoDB Atlas database. For more
information about the permissions that are required for the account,
see Permissions required for database accounts.

Enter the password of the source database account.

@ Note After you specify the source database parameters,
click Test Connectivity next to Database Password to verify
whether the specified parameters are valid. If the specified
parameters are valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Modify the source
database parameters based on the check results.

Select SSL-encrypted.

Select MongoDB Instance.

Select the region where the ApsaraDB for MongoDB instance resides.

Select the ID of the ApsaraDB for MongoDB instance.

Enter the name of the authentication database. The database account
is created in this database.

@ Note If the database account is root, enter admin.

Enter the database account of the ApsaraDB for MongoDB instance.
For more information about the permissions that are required for the
account, see Permissions required for database accounts.

Enter the password of the destination database account.

@ Note After you specify the destination database
parameters, click Test Connectivity next to Database
Password to verify whether the specified parameters are valid. If
the specified parameters are valid, the Passed message appears.
If the Failed message appears, click Check next to Failed.
Modify the destination database parameters based on the check
results.
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6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

= Migration Types: Full Data Migration Incremental Data Migration

Available Selected (To edit an object name or its filter, hover over the object | Hover over the
and click Edit.) Leamn more. required object and
click Edit. In the dialof
If you search globally, please expand Q box th o d
= ms mongodbtest Q modify ject name

[=1 1% Collections mongodbtest of the tion

Functions company
test
test123

admin <

columns to migrate.
customer [—

Select All
Remove All
*Name batch ® No
change :

Information:

Cancel Previous Save Precheck

@ Note DTS adds the CIDR blocks of DTS servers to the whitelist of the ApsaraDB for

MongoDB instance. T his ensures that DTS servers can connect to the ApsaraDB for MongoDB
instance.

7. Select the migration types and objects to be migrated.

Parameter Description

o To perform only full data migration, select only Full Data Migration.

@ Note If you select only Full Data Migration, do not write data to
. . the MongoDB Atlas database during data migration. This ensures data
Migration Types . o
consistency between the source and destination databases.

o To ensure service continuity during data migration, select both Full Data
Migration and Incremental Data Migration.
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Parameter Description

o Select objects from the Available section and click the
»

iconto move the objects to the Selected section.

@ Note You cannot migrate data from the admin or local database.

Objects . . .
) © You can select databases, collections, or functions as the objects to be

migrated.

o After an object is migrated to the destination database, the name of the object
remains unchanged. You can change the names of the objects that are
migrated to the ApsaraDB for MongoDB instance by using the object name
mapping feature. For more information about how to use this feature, see
Object name mapping.

8. Inthe lower-right corner of the page, click Precheck.

@ Note

o Before you can start the data migration task, a precheck is performed. You can start the
data migration task only after the task passes the precheck.

o If the taskfails to pass the precheck, click the icon next to each failed itemto view

details. Troubleshoot the issues based on the causes and run the precheck again.

9. Afterthe task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, specify the Channel Specification parameter and select
Data Transmission Service (Pay-As-You-Go) Service Terms.

11. ClickBuy and Start to start the migration task.

o Full data migration
We recommend that you do not manually stop a data migration task. Otherwise, data migrated
to the destination database will be incomplete. Wait until the data migration task automatically
stops.

o Incremental data migration
An increment al data migration task does not automatically stop. You must manually stop the
migration task.

@ Note Select an appropriate time to manually stop the migration task. For example,
you can stop the migration task during of f-peak hours or before you switch your workloads
to the ApsaraDB for MongoDB instance.

a. Wait untilIncremental Data Migration and The migration task is not delayed appear
in the progress bar of the migration task. Then, stop writing data to the source database for
a few minutes. The delay time of incremental data migration may be displayed in the
progress bar.
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b. Afterthe status of incremental data migration changes to The migration task is not
delayed, manually stop the migration task.

Task ID/Name: Status: Migrating Pause Task  View Detalls | Duplicate Taﬁkdogmde Configure Monitoring and Alerting

ozmg-c?-m 15:57:43 Created Completed

mlmammlwa‘glmdlmm) Incremental Data Migration The migration task is not delayed.
Pause Delete Total: 1 item(s) , Per Page: 20 item(s) x| < n > »

12. Switch your workloads to the ApsaraDB for MongoDB instance.
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9.Migrate using the same
Alibaba Cloud account

9.1. Migrate data between RDS
instances

This topic describes how to use Data Transmission Service (DTS) to migrate data between RDS
instances. DTS supports schema migration, full data migration, and incremental data migration. When
you configure a data migration task, you can select all of the supported migration types to ensure
service continuity.

Prerequisites
The source and destination RDS instances use the same database engines.

Precautions

e DTS uses read and write resources of the source and destination databases during full data
migration. This may increase the loads of the database servers. If the database performance is
unfavorable, the specification is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the destination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and destination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilization of the source and destination databases is less than 30%.

e The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all fields must be unique. Otherwise, the destination database may contain duplicate data records.

e To ensure data consistency, do not write data to the source RDS instance during full data migration.

e [f a data migration taskfails, DTS automatically resumes the task. Before you switch your workloads
to the destination instance, stop or release the data migration task. Otherwise, the data in the source
instance will overwrite the data in the destination instance after the task is resumed.

Billing
Migration type Task configuration fee Internet traffic fee

sch igration and full
chema migration and fu Free of charge.

data migration Charged only when data is migrated from
Alibaba Cloud over the Internet. For more

Incremental data Charged. For more information, see Pricing.

migration information, see Pricing.

Migration types

e Schema migration
DTS migrates the schemas of the required objects to the destination instance.

e Full data migration
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DTS migrates historical data of the required objects fromthe source RDS instance to the destination

RDS instance.

e Incremental data migration

Afterfull data migration is complete, DTS synchronizes incremental data fromthe source RDS
instance to the destination RDS instance. Incremental data migration allows you to ensure service

continuity when you migrate data between RDS instances.

Permissions required for database accounts

Database Schema migration

The read/write
permissions

Source RDS instance

Destination RDS The read/write
instance permissions

Procedure

1. Logontothe DTS console.

Full data migration

The read/write

The read/write

In the left-side navigation pane, click Data Migration.

In the upper-right corner of the page, click Create Migration Task.

2.
3.
4.
5.
* Task Name ‘ RDS_TO_RDS

| Source Database

RDS Instance

Singapore

Destination Database

B
-

RDS Instance

Singapore

Incremental data
migration

The read/write
permissions

The read/write
permissions

In the upper part of the Migration Tasks page, select the region where the RDS instance resides.

Configure the source and destination databases for the data migration task.

RDS Instances of Other Apsara Stack Accounts

() Passed

& Passed

Cancel Set Whitelist and Next
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Section Parameter Description

DTS automatically generates a task name. We recommend that you
N/A Task Name specify an informative name for easy identification. You do not need
to use a unigue task name.

Instance Type Select RDS Instance.

Instance . . .
Region Select the region where the source RDS instance resides.

Select the ID of the source RDS instance.

@ Note The source and destination RDS instances can be the
same or different. You can use DTS to migrate data within an RDS
instance or between two RDS instances.

RDS Instance ID

Enter the name of the source database in the ApsaraDB RDS for
PostgreSQL instance.
Database

Name @ Note This parameter is required only if the database
engine of the RDS instance is PostgreSQL.

Enter the database account of the source RDS instance. For more
information about the permissions that are required for the account,
see Permissions required for database accounts.

Database
Account

Source Enter the password of the source database account.

Database

@ Note After you specify the information about the self-
managed Oracle database, you can click Test Connectivity next
to Database Password to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.

Database
Password

Select Non-encrypted or SSL-encrypted. If you want to select
SSL-encrypted, you must enable SSL encryption for the RDS instance
before you configure the data migration task. For more information,
see Configure SSL encryption for an RDS MySQL instance.

Encryption @ Note
This parameter is required only if the database engine of the RDS
instance is MySQL.
The Encryption parameter is available only for regions in
mainland China and the China (Hong Kong) region.
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Section Parameter Description
Instance Type Select RDS Instance.
Instance . s . .
Region Select the region where the destination RDS instance resides.

Select the ID of the destination RDS instance.

@ Note The source and destination RDS instances can be the
same or different. You can use DTS to migrate data within an RDS
instance or between two RDS instances.

RDS Instance ID

Enter the name of the destination database in the ApsaraDB RDS for
PostgreSQL instance. The name of the destination database can be

different from the name of the source database.
Database

Name
@ Note This parameter is required only if the database
engine of the RDS instance is PostgreSQL.

Enter the database account of the destination RDS instance. For more
information about the permissions that are required for the account,
see Permissions required for database accounts.

Destinatio Database
n Account
Database

Enter the password of the destination database account.

@ Note After you specify the information about the RDS
instance, you can click Test Connectivity next to Database
Password to check whether the information is valid. If the
information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

Database
Password

Select Non-encrypted or SSL-encrypted. If you want to select
SSL-encrypted, you must enable SSL encryption for the RDS instance
before you configure the data migration task. For more information,
see Configure SSL encryption for an RDS MySQL instance.

Encryption @ Note This parameter is required only if the database
engine of the RDS instance is MySQL.
The Encryption parameter is available only for regions in
mainland China and the China (Hong Kong) region.

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.
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(® Note DTS adds the CIDR blocks of DTS servers to the whitelists of the source and

destination RDS instances. T his ensures that DTS servers can connect to the source and
destination RDS instances.

7. Select the migration types and objects to be migrated.

2.Configure Migration Types and

*  Migration Types: Schema Migration [Full Data Migration Incremental Data Migration Moke: Incremental data migration doss not support
triggers. For mare information, see Reference
Note: do not dean up the inon
cleans up the log too early, th

ental data log generated by the source database after the DTS task is started when the DTS full task is running. If the source database
incremental task may fail

Data migration applies to short-term migration scenarios. Typical scenarios indude migrating data to the doud, scaling and sharding databases, and migrating data
betwesn Apsara Stack databases.

For kang-term data synchronization in real time, use the data synchronization feature,

Available Selected {To edit an chject name or its filter, hover over the object and dick

Edit.) Learmn mare.,

Expand the tree before you perform a glo Q

a
[-1 - dtstestdata
[=] 1 Tables distestdata (20bjects)
. customer
[ Views
= order
>
\ <
Salact All
Remove All
*Rename Databases and Tables: ® Do Mot Change Databass and Table Names Change Database and Table Names
# Retry Time for Failed Connection 720 Minutes (7]

Information:

n only copies the data and schema in the source «
database.
2. Do not do DDL operation during structure and full migration, othe

= copy in the destination datahase. The process does not affect any data or schema

wise the task may fail

Paramet

Description
er P
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Paramet

Description
er P

Select the migration types based on your business requirements. The migration types must
be supported by the database engine.

o To perform only full data migration, select Schema Migration and Full Data
Migration.
o To ensure service continuity during data migration, select Schema Migration, Full

Migratio Data Migration, and Incremental Data Migration.
nTypes

@ Note If Incremental Data Migration is not selected, do not write data to the
source RDS instance during full data migration. This ensures data consistency between
the source and destination instances.

Select objects from the Available section and clickthe s iconto move the objects to

the Selected section.

@ Note

© You can select columns, tables, or databases as the objects to be migrated. If
you select tables or columns as the objects to be migrated, DTS does not
migrate other objects such as views, triggers, and stored procedures to the
Available destination database.

o By default, after an object is migrated to the destination database, the name
of the object remains unchanged. You can use the object name mapping
feature to rename the objects that are migrated to the destination database.
For more information, see Object name mapping.

o |f you use the object name mapping feature to rename an object, other
objects that are dependent on the object may fail to be migrated.

9. Afterthe data migration task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, configure the Channel Specification parameter. Then, read
and select Data Transmission Service (Pay-as-you-go) Service Terms.

11. ClickBuy and Start to start the data migration task.

o Full data migration
Do not manually stop a full data migration task. If you manually stop a full data migration task,
the data that is migrated to the RDS instance may be incomplete. You can wait until the full data
migration task automatically stops.

o Incremental data migration
An incremental data migration task does not automatically stop. You must manually stop the
task.

> Document Version: 20220617 280


https://www.alibabacloud.com/help/doc-detail/26628.htm#concept-610481

Data Migration- Migrate using the sa

. Data Transmission Service
me Alibaba Cloud account

@ Note We recommend that you manually stop an incremental data migration task at an
appropriate point in time. For example, you can stop the task during of f-peak hours or
before you switch your workloads overto the RDS instance.

a. Wait untilIncremental Data Migration and The data migration task is not delayed
appearin the progress bar of the data migration task. Then, stop writing data to the self-
managed Oracle database for a few minutes. The delay time of incremental data
migration may be displayed in the progress bar.

b. Wait until the status of incremental data migration changes to The data migration
task is not delayed again. Then, manually stop the migration task.

Task Name v| ‘ Search | Sort: | Default Sorting v status: | All v Wy

Task ID/Name: ’ Status: Migrating Quick Diagnostics | Pause Task | View Details | Duplicate Task  Upgrade | Configure Monitoring and Alerting | Change password | Edit Tag

9.2. Migrate data from an ApsaraDB
RDS for MariaDB TX instance to an
ApsaraDB RDS for MySQL instance

This topic describes how to migrate data from an ApsarabDB RDS for MariaDB TX instance to an
ApsaraDB RDS for MySQL instance by using Data Transmission Service (DTS). DTS supports schema
migration, full data migration, and incremental data migration. When you migrate data froman
ApsaraDB RDS for MariaDB TX instance to an ApsaraDB RDS for MySQL instance, you can select all of the
supported migration types to ensure service continuity.

Prerequisites

An ApsarabDB RDS for MySQL instance is created. For more information, see Create an ApsarabDB RDS for
MySQL instance.

@ Note The available storage space of the ApsaraDB RDS for MySQL instance must be larger
than the total size of the data in the ApsaraDB RDS for MariaDB TX instance.

Precautions

e DTS uses read and write resources of the source and destination databases during full data
migration. This may increase the loads of the database servers. If the database performance is
unfavorable, the specification is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the destination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and destination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilization of the source and destination databases is less than 30%.

e The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all fields must be unique. Otherwise, the destination database may contain duplicate data records.
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e DTS automatically resumes a failed data migration task. Before you switch your workloads to the
destination instance, stop or release the data migration task. Otherwise, the data in the source
instance will overwrite the data in the destination instance after the task is resumed.

Billing
Migration type Task configuration fee Internet traffic fee

h igrati full
Schema migration and fu Free of charge.

data migration Charged only when data is migrated from
Alibaba Cloud over the Internet. For more
Incremental data Charged. For more information, see Pricing.

migration information, see Pricing.

Migration types

e Schema migration
DTS migrates the schemas of the required objects to the destination instance. DTS supports schema
migration for the following types of object: table, view, trigger, stored procedure, and function. DTS
does not support schema migration for events.

@ Note

o During schema migration, DTS changes the value of the SECURITY attribute from DEFINER
to INVOKER for views, stored procedures, and functions.

o DTS does not migrate user information. Before a user can call views, stored procedures,
and functions of the destination instance, you must grant the read/write permissions to
the user.

e Full data migration
DTS migrates historical data of the required objects to the destination instance.

@ Note

o During full data migration, concurrent INSERT operations cause segments in the tables of
the destination instance. After full data migration is completed, the tablespace of the
destination instance is larger than that of the source instance.

o To ensure successful data migration, do not perform DDL operations on the source
instance during full data migration.

e Incremental data migration
After full migration is completed, DTS retrieves binary log files fromthe source instance, and migrates
incremental data to the destination instance in real time.

SQL operations that can be synchronized during incremental data
migration

Operatio
P SQL statement
ntype
DML INSERT, UPDATE, DELETE, and REPLACE
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Operatio

SQL statement
ntype

® ALTER TABLE and ALTER VIEW

® CREATE FUNCTION, CREATE INDEX, CREATE PROCEDURE, CREATE TABLE, and CREATE VIEW
DDL ® DROP INDEX and DROP TABLE

® RENAME TABLE

® TRUNCATE TABLE

Permissions required for database accounts

Database Schema migration Full data migration Incremental data migration

The REPLICATION SLAVE permission,

Source ApsaraDB the REPLICATION CLIENT permission,

The SELECT The SELECT
RDS for MariaDB TX o . the SHOW VIEW permission, and the
. permission permission .
instance permission to perform SELECT
operations on the required objects
Destination
The read/write The read/write . L
ApsaraDB RDS for o o The read/write permissions
permissions permissions

MySQL instance

For information about how to create and authorize a database account, see the following topics:

e (reate accounts and databases for an ApsaraDB RDS for MariaDB TX instance

e Create an account for an ApsaraDB RDS for MySQL instance and Change the permissions of an
account foran RDS MySQL instance

Procedure
1. Logontothe DTS console.
In the left-side navigation pane, click Data Migration.
At the top of the Migration Tasks page, select the region where the destination cluster resides.

In the upper-right corner of the page, click Create Migration Task.

ok wnN

Configure the source and destination databases for the data migration task.
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1.Configure Source and Destination

= Task Name:

MariaDB_TO_MySQL

| Source Database

* Instance Type: | RDS Instance
* Instance Region: | China (Hangzhou)

* RDS Instance ID: | py-

v DTS support type

v

- RDS Instances of Other Apsara Stack Accounts

* Database Account: ‘ dtstest

* Database Password: ‘ sesesene

LA

Test Connectivity (@ Passed

Destination Database

* Instance Type: | RDS Instance
* Instance Region: | China (Hangzhou)

* RDS Instance ID: | py-

* Database Account: ‘ dtstest

= Database Password: ‘ sasasans

LA

Test Connectivity (Z) Passed

* Encryption: ® Non-encrypted

Section

N/A

Source
Database

Parameter

Task Name

Instance Type

Instance
Region

RDS Instance

ID

Database
Account

Database
Password

Cancel Set Whitelist and Next

Description

DTS automatically generates a task name. We recommend that
you use an informative name for easy identification. You do not
need to use a unique task name.

Select RDS Instance.

Select the region where the source ApsaraDB RDS for MariaDB TX
instance resides.

Select the ID of the source ApsaraDB RDS for MariaDB TX instance.

Enter the database account of the source ApsaraDB RDS for
MariaDB TX instance. For more information about the permissions
that are required for the account, see Permissions required for
database accounts.

Enter the password of the database account.

After you specify the source database parameters, click Test
Connectivity next to the Database Password parameter to
verify whether the parameters are valid.

@ Note If the specified parameters are valid, the Passed
message appears. If the Failed message appears, click Check
next to Failed. Modify the parameters based on the check
results.
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Section Parameter
Instance Type

Instance
Region

RDS Instance
ID

Database
Account

Destination
Database Database

Password

Encryption

Description
Select RDS Instance.

Select the region where the destination ApsaraDB RDS for MySQL
instance resides.

Select the ID of the destination ApsaraDB RDS for MySQL instance.

Enter the database account of the destination ApsaraDB RDS for
MySQL instance. For more information about the permissions that
are required for the account, see Permissions required for
database accounts.

Enter the password of the database account.

After you specify the destination database parameters, click Test
Connectivity next to the Database Password parameter to
verify whether the parameters are valid.

@ Note If the specified parameters are valid, the Passed
message appears. If the Failed message appears, click Check
next to Failed. Modify the parameters based on the check
results.

Select Non-encrypted or SSL-encrypted. If you select SSL-
encrypted, you must have enabled SSL encryption for the
ApsaraDB RDS for MySQL instance. For more information, see
Configure SSL encryption for an RDS MySQL instance.

@ Note The Encryption parameter is available only for
data migration instances that reside in mainland China and
Hong Kong (China).

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

@ Note The CIDR blocks of DTS servers are automatically added to the whitelist of the
destination instance. This ensures that DTS servers can connect to the destination instance.

7. Select the migration types and objects to be migrated.
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2.Configure Migration Types and Objects

*  Migration Typi Schema Migration Full Data Migration Incremental Data Migration Mote: Incremental migration does not support trigger
synchronization. For details, please Reference Document

Data migration applies to short-term migration scenarios. Typical scenarios include migrating data to the doud, scaling and sharding databases, and migrating data
between Apsara Stack databases.
For long-term data synchronization in real time, use the data synchronization feature.

Available Selected (To edit an object name or its filter, hover over the object and click
Edit.) Learn more.

If you search globally, please expand the Q

[ s mariadbtest
Tables mariadbtest (10bjects)

o}

Views =| customer

]

Functions

]

Procedures >

]

Select All
Remove All

*Mame batch change: ® Mo O Yes

Information:

1. Data migration only copies the data and schema in the source database and saves the copy in the destination database. The process does not affect any data or schema
in the source database,

2. DDL operations are not supported during data migration because this can cause migration failures.

Cancel Previous Save

Setting Description

o To perform only full migration, select Schema Migration and Full Data Migration.

o To ensure service continuity during data migration, select Schema Migration, Full

Select Data Migration, and Incremental Data Migration.
the
migratio
9 '<]) Notice If Incremental Data Migration is not selected, we recommend that
ntypes . . . . .
you do not write data to the source database during full data migration. This ensures
data consistency between the source and destination databases.
Select one or more objects from the Available section and click the s iconto move the
objects to the Selected section.
Select Q) Notice
the © You can select columns, tables, or databases as the objects to be migrated.
objects
to be o By default, after an object is migrated to the destination database, the name
migrate of the object remains unchanged. You can use the object name mapping

d feature to rename the objects that are migrated to the destination database.
For more information, see Object name mapping.

o If you use the object name mapping feature to rename an object, other
objects that are dependent on the object may fail to be migrated.
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Setting Description

Specify
whether
to
rename
objects

You can use the object name mapping feature to rename the objects that are migrated to
the destination instance. For more information, see Object name mapping.

Specify
the retry By default, if DTS fails to connect to the source or destination database, DTS retries within
time for the next 720 minutes (12 hours). You can specify the retry time based on your needs. If DTS

failed reconnects to the source and destination databases within the specified time, DTS resumes
connecti the data migration task. Otherwise, the data migration task fails.

ons to

the @ . . .

source Note When DTS retries a connection, you are charged for the DTS instance. We
or recommend that you specify the retry time based on your business needs. You can
destinati also release the DTS instance at your earliest opportunity after the source and

on destination instances are released.

databas

e

Specify

whether

to copy If you use Data Management (DMS) to perform online DDL operations on the source

tempora database, you can specify whether to migrate temporary tables generated by online DDL

rytables  operations.
to the

destinati
on
databas @ Note If online DDL operations generate a large amount of data, the data
e when migration task may be delayed.

DMS

perform © No: DTS does not migrate the data of temporary tables generated by online DDL

s online operations. Only the original DDL data of the source database is migrated.
DDL

o Yes: DTS migrates the data of temporary tables generated by online DDL operations.

operatio ® ) o
ns on Note If youselect No, the tables in the destination database may be locked.

the
source
table

8. Inthe lower-right corner of the page, click Precheck.
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@ Note

o Before you can start the data migration task, a precheck is performed. You can start the
data migration task only after the task passes the precheck.

o If the taskfails to pass the precheck, you can click the icon next to each failed item

to view details.
m You can troubleshoot the issues based on the causes and run a precheck again.

m [f you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

9. Afterthe task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, specify the Channel Specification parameter and select
Data Transmission Service (Pay-As-You-Go) Service Terms.

11. ClickBuy and Start to start the data migration task.

Stop the migration task

Warning We recommend that you prepare a rollback solution to migrate incremental data
fromthe destination database to the source database in real time. T his allows you to minimize the
negative impact of switching your workloads to the destination database. For more information,
see Switch workloads to the destination database. If you do not need to switch your workloads,
you can performthe following steps to stop the migration task.

e Full data migration
Do not manually stop a task during full data migration. Otherwise, the system may fail to migrate all
data. Wait until the migration task automatically ends.

e Incremental data migration

The task does not automatically end during incremental data migration. You must manually stop the
migration task.

i. Wait until the task progress bar shows Incremental Data Migration and The migration task
is not delayed. Then, stop writing data to the source database for a few minutes. In some
cases, the progress bar shows the delay time of incremental data migration.

ii. Afterthe status of incremental data migration changesto The migration task is not
delayed, manually stop the migration task.

Task Name v ‘ migration task name. | Search | Sort: | Default Sorting V| status: | Al v WTag

Tack ID/Name: ’ Status: Migrating Quick Diagnostics | Pause Task | View Details | Duplicate Task  Upgrade | Configure Monitoring and Alerting | Change password | Edit Tag

e Stop. Delete Edit Tag Total: 1item(s), Per Page: 20 item(s)

What's next

The database accounts that are used for data migration have the read/write permissions. Afterthe
data migration is completed, you must delete the database accounts of both the ApsaraDB RDS for
MariaDB TX instance and the ApsaraDB RDS for MySQL instance to ensure database security.
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9.3. Migrate data from an ApsaraDB
RDS for MySQL instance to an Apsara
PolarDB for MySQL cluster

Apsara PolarDB is a next-generation relational database service that is developed by Alibaba Cloud.
The service is compatible with the MySQL database engine and features high availability, ease of use,
and reliability. This topic describes how to migrate data from an ApsaraDB RDS for MySQL instance to an
Apsara PolarDB for MySQL cluster by using Data Transmission Service (DTS).

Prerequisites

The destination Apsara PolarDB for MySQL cluster is created. For more information, see Create a PolarDB
MySQL cluster.

Precautions

e DTS uses read and write resources of the source and destination databases during full data
migration. This may increase the loads of the database servers. If the database performance is
unfavorable, the specification is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the destination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and destination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilization of the source and destination databases is less than 30%.

e The source database must have PRIMARY KEY or UNIQUE constraints and all fields must be unique.
Otherwise, the destination database may contain duplicate data records.

e During full data migration, concurrent INSERT operations cause fragmentation in the tables of the
destination database. After full data migration is complete, the tablespace of the destination
database is larger than that of the source database.

e [f a data migration taskfails, DTS automatically resumes the task. Before you switch your workloads
to the destination database, stop or release the data migration task. Otherwise, the data inthe
source database will overwrite the data in the destination database after the task is resumed.

Limits
e DTS supports schema migration for the following types of objects: table, view, trigger, stored
procedure, and function.

@ Note During schema migration, DTS changes the value of the SECURITY attribute from bpE
FINER to InNvOKER forviews, stored procedures, and functions.

e DTS does not migrate user information fromthe source database. Before a user can call views, stored
procedures, and functions of the destination database, you must grant the read/write permissions to
the user.

Migration types
DTS supports schema migration, full data migration, and incremental data migration. For more
information, see Terms.
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@ Note When you migrate data between PolarDB for MySQL clusters, you can select all of the
supported migration types to ensure service continuity.

Billing
Migration type Task configuration fee Internet traffic fee

Schema migration and full Free of charge.

data migration Charged only when data is migrated from
Alibaba Cloud over the Internet. For more

Incremental data Charged. For more information, see Pricing.

migration information, see Pricing.

SQL operations that can be synchronized during incremental data
migration

Operatio
P SQL statements
ntype
DML INSERT, UPDATE, DELETE, and REPLACE

® ALTER TABLE and ALTER VIEW

® (CREATE FUNCTION, CREATE INDEX, CREATE PROCEDURE, CREATE TABLE, and CREATE VIEW
DDL ® DROP INDEX and DROP TABLE

® RENAME TABLE

® TRUNCATE TABLE

Permissions required for database accounts

Database Required permission
ApsaraDB RDS for MySQL The read permission on the objects to be migrated

The read/write permissions on the objects to be

A PolarDB for M L
psara Polar or MysQ migrated

(@ Note Formore information about how to create and authorize a database account, see
Create an account for an ApsaraDB RDS for MySQL instance and Create database accounts.

Procedure
1. Logontothe DTS console.
In the left-side navigation pane, click Data Migration.
At the top of the Migration T asks page, select the region where the destination cluster resides.

In the upper-right corner of the page, click Create Migration Task.

ok wnN

Configure the source and destination databases for the data migration task.
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1.Configure Source and Destination

* Task Name: ‘ RDS_TO_PolarDB

| Source Database

* Instance Type: | RDS Instance

* Instance Region: | Singapore

* RDS Instance ID:

- RDS Instances of Other Apsara Stack Accounts

* Database Account: | distest

* Database Password: | .............

@ | Test Connectivity

Destination Database

* Instance Type: | polarDB

* Instance Region: | Singapore

* PolarDB Instance ID:

* Database Account: | dtstest

* Database Password: | ............

@ | Test Connectivity

Section Parameter

N/A Task Name

Instance Type

Instance
Region

Database
Account

Database
Password

Source
Database

Description

) Passed

&) passed

Cancel Set Whitelist and Next

DTS automatically generates a task name. We recommend that

you specify an informative name for
not need to use a unique task name.

Select RDS Instance.

easy identification. You do

Select the region where the source RDS instance resides.

Enter the database account of the source RDS instance. For more
information about the permissions that are required for the
account, see Permissions required for database accounts.

Enter the password of the source database account.

@ nNote

After you specify the

source database

parameters, click Test Connectivity next to Database

Password to verify whether the s

pecified parameters are

valid. If the specified parameters are valid, the Passed
message appears. If the Failed message appears, click Check

next to Failed. Modify the source
based on the check results.

database parameters
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Section Parameter Description

Select Non-encrypted or SSL-encrypted. If you want to select
SSL-encrypted, you must enable SSL encryption for the RDS
instance before you configure the data migration task. For more
information, see Configure SSL encryption for an RDS MySQL

instance.
Encryption

@ Note The Encryption parameter is available only for
regions in mainland China and the China (Hong Kong) region.

Instance Type Select PolarDB.

Instance . N .
Region Select the region where the destination PolarDB cluster resides.
PolarDB N
Select the ID of the destination PolarDB cluster.
Instance ID
Enter the database account of the destination PolarDB cluster. For
Database . . . .
Account more information about the permissions that are required for the
Destination account, see Permissions required for database accounts.
Database
Enter the password of the destination database account.
@ Note Afteryou specify the destination database
parameters, click Test Connectivity next to Database
Database Password to verify whether the specified parameters are
Password valid. If the specified parameters are valid, the Passed

message appears. If the Failed message appears, click Check
next to Failed. Modify the destination database parameters
based on the check results.

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

@ Note DTS adds the CIDR blocks of DTS servers to the whitelists of the source ApsaraDB
RDS for MySQL instance and the destination Apsara PolarDB for MySQL cluster. T his ensures that
DTS servers can connect to the source instance and the destination cluster.

7. Select the migration types and the objects to be migrated.
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2.Configure Migration Types and

* Migrstion Types: [w] Schema Migration [w] Full Data Migration [w] Incremantal Data Migration Mote: Incremeantal data migration doss not support
triggers. For more information, see Reference

Mote: do not dean up the incrementzl data log generated by the source database after the DTS task is started when the DTS full task is running. If the source daktabase
cleans up the log too early, the DTS incremental task may fail

Diata migration applies to short-term migration scenarios. Typical scenarios indude migrating data to the doud, scaling and sharding databases, and migrating data
between Apsara Stack databases.
For long-term data synchronization in real time, use the data synchronization feature,

Availabla Sdected {To edit an object name or its filter, hover over the object and dick
Edit.) Learm mare.
Expand the tree before you perform a glo qQ
Q,
[ p: dtstestdata
=] Tables dtstestdata (20bjects)
. customer
[ i Views
= order
?
I <
Salact All
Remove All
*Rzname Databases and Tables: @ Do Not Change Databass and Table Names Change Database and Table Names
* Retry Time for Failed Connection 720 Minutes
*Source table DMS_ ONLINE_ Do you O Yes ® Ne (V)

want to copy the kemporary table to
the target database during DOL:

Information:
1. Data migration only copies the data and schena in the source databaese and saves H

oy in the destination datsbase. The process does not affect any data or schema

n the source database.
2. Do not do DOL operation during structure and full migration, otherwise the task may fail
Cancel Pravious Save Precheck ‘
0
0
Setting Description

o To perform only full migration, select Schema Migration and Full Data Migration.

o To ensure service continuity during data migration, select Schema Migration, Full

Select Data Migration, and Incremental Data Migration.
the
migratio . - L
9 ) Notice If Incremental Data Migration is not selected, we recommend that

ntypes . . ) : )
P you do not write data to the source database during full data migration. This ensures

data consistency between the source and destination databases.
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Setting Description

Select one or more objects from the Available section and clickthe s iconto move the

objects to the Selected section.

select D Notice

the ©° You can select columns, tables, or databases as the objects to be migrated.
objects

to be o By default, after an object is migrated to the destination database, the name
migrate of the object remains unchanged. You can use the object name mapping

d feature to rename the objects that are migrated to the destination database.
For more information, see Object name mapping.

o |f you use the object name mapping feature to rename an object, other
objects that are dependent on the object may fail to be migrated.

Specify
whether
to
rename
objects

You can use the object name mapping feature to rename the objects that are migrated to
the destination instance. For more information, see Object name mapping.

Specify
the retry By default, if DTS fails to connect to the source or destination database, DTS retries within
time for the next 720 minutes (12 hours). You can specify the retry time based on your needs. If DTS

failed reconnects to the source and destination databases within the specified time, DTS resumes
connecti the data migration task. Otherwise, the data migration task fails.

ons to

the @ N . . f

source ote When DTS retries a connection, you are charged for the DTS instance. We

or recommend that you specify the retry time based on your business needs. You can
destinati also release the DTS instance at your earliest opportunity after the source and

on destination instances are released.

databas

e
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Setting Description
Specify
whether ) .
; If you use Data Management (DMS) to perform online DDL operations on the source
to copy database, you can specify whether to migrate temporary tables generated by online DDL
empora operations.
ry tables
to the o Yes: DTS migrates the data of temporary tables generated by online DDL operations.
destinati
on @ Note If online DDL operations generate a large amount of data, the data
databas migration task may be delayed.
e when
DMS . .
erform o No: DTS does not migrate the data of temporary tables generated by online DDL
Sonline operations. Only the original DDL data of the source database is migrated.
DDL
operatio @ Note I you select No, the tables in the destination database may be locked.
ns on
the
source
table

8. Inthe lower-right corner of the page, click Precheck.

® Note

o Before you can start the data migration task, a precheck is performed. You can start the
data migration task only after the task passes the precheck.

o If the taskfails to pass the precheck, you can click the icon next to each failed item

to view details.
m You can troubleshoot the issues based on the causes and run a precheck again.

m If you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

9. Afterthe task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, specify the Channel Specification parameter and select
Data Transmission Service (Pay-As-You-Go) Service Terms.

11. ClickBuy and Start to start the data migration task.

o Schema migration and full data migration
We recommend that you do not manually stop the task during full data migration. Otherwise, the
data migrated to the destination database will be incomplete. You can wait until the data
migration task automatically stops.

o Schema migration, full data migration, and incremental data migration
The task does not automatically stop during incremental data migration. You must manually stop
the task.
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) Notice We recommend that you select an appropriate time to manually stop the data
migration task. For example, you can stop the task during off-peak hours or before you
switch your workloads to the destination cluster.

a. Wait untilIncremental Data Migration and The migration task is not delayed appear
in the progress bar of the migration task. Then, stop writing data to the source database for
a few minutes. The delay time of incremental data migration may be displayed in the
progress bar.

b. Wait until the status of incremental data migration changes to The migration task is
not delayed again. Then, manually stop the migration task.

Task Name v| ‘ Search | Sort: | Default Sorting v status: | All v WTag

Task ID/Name: Vi Status: Migrating Quick Diagnostics | Pause Task | View Details | Duplicate Task  Upgrade | Configure Monitoring and Alerting | Change password | Edit Tag
= @ swp | Dekte | cdthg D, REEERE

12. Switch your workloads to the destination PolarDB cluster.

9.4. Migrate data between Apsara
PolarDB for MySQL clusters

Apsara PolarDB is a next-generation relational database service that is developed by Alibaba Cloud.
The service is compatible with the MySQL database engine and features high availability, ease of use,
and reliability. T his topic describes how to migrate data between Apsara PolarDB for MySQL clusters by
using Data Transmission Service (DTS).

@ Note An Apsara PolarDB for MySQL cluster of an earlier version cannot be upgraded to 8.0.
However, you can create an Apsara PolarDB for MySQL cluster of version 8.0, and then migrate data
to this cluster. Before you migrate data between different versions of Apsara PolarDB for MySQL
clusters, we recommend that you create a pay-as-you-go PolarDB cluster to test the compatibility.
Aftertesting, you can release the cluster.

Prerequisites

e The source and destination Apsara PolarDB for MySQL clusters are created. For more information, see
Create a PolarDB MySQL cluster.

e The binary logging feature is enabled for the source Apsara PolarDB for MySQL cluster. For more
information, see Enable binlogging.

Precautions

e DTS uses read and write resources of the source and destination databases during full data
migration. This may increase the loads of the database servers. If the database performance is
unfavorable, the specification is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the destination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and destination databases. We
recommend that you migrate data during of f-peak hours. For example, you can migrate data when
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the CPU utilization of the source and destination databases is less than 30%.

e The source database must have PRIMARY KEY or UNIQUE constraints and all fields must be unique.
Otherwise, the destination database may contain duplicate data records.

e [f a data migration task fails, DTS automatically resumes the task. Before you switch your workloads
to the destination database, stop or release the data migration task. Otherwise, the data fromthe
source database will overwrite the data in the destination database after the task is resumed.

Migration types

DTS supports schema migration, full data migration, and incremental data migration. For more
information, see Terms.

@ Note When you migrate data between Apsara PolarDB for MySQL clusters, you can select all
of the supported migration types to ensure service continuity.

Billing
Migration type Instance configuration Internet traffic

Sch igration and full
chema migration and fu Free of charge.

data migration Charged only when data is migrated from
Alibaba Cloud over the Internet. For more

Incremental data Charged. For more information, see Pricing.

migration information, see Pricing.

SQL operations that can be synchronized during incremental data
migration

Operatio
P SQL statement
ntype
DML INSERT, UPDATE, DELETE, and REPLACE

® ALTER TABLE and ALTER VIEW

® CREATE FUNCTION, CREATE INDEX, CREATE PROCEDURE, CREATE TABLE, and CREATE VIEW
DDL ® DROP INDEX and DROP TABLE

® RENAME TABLE

® TRUNCATE TABLE

Permissions required for database accounts
Database Required permission
Source Apsara PolarDB for MySQL cluster The read permission on the objects to be migrated

The read/write permissions on the objects to be

Destination Apsara PolarDB for MySQL cluster .
migrated
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(@ Note Formore information about how to create and authorize a database account, see
Create database accounts.

Procedure
1. Logontothe DTS console.
2. Inthe left-side navigation pane, click Data Migration.

3. At the top of the Migration Tasks page, select the region where the destination cluster resides.

Data Transmission Se... Migration Tasks  Singapore [R@INENGERNEVON China (Shanghai)  China (Qingdao) ~China (Beiiing) ~ China (Shenzhen) ~Hong Kong  US (Silicon Valley)  US (Virginia) ~UAE (Dubai)

Germany (Frankfurt)  Malaysia (Kuala Lumpur) ~ China (Hohhot)  Australia (Sydney) India (Mumbai) UK (London) Japan (Tokyo) Indonesia (Jakarta)
Overview
2 Refresh

Data Migration

4. Inthe upper-right corner of the page, click Create Migration T ask.

5. Configure the source and destination databases for the data migration task.

1.Configure Source and Destination

* Task Name: | PolarDB MySQL
Source Database
* Instance Type: | PolarDB v DTS support type
* Instance Region: | China (Hangzhou) v
* PolarDB Instance ID: | pc- -

* Database Account: | dtstest ‘

* Database Password: | eessssss q‘)‘ Test Connectivity = & Passed
Destination Database
* Instance Type: | PolarDB v
* Instance Region: | China (Hangzhou) v
* PolarDB Instance ID: | pc- -

* Database Account: | dtstest ‘

* Database Password!

R q‘)‘ Test Connectivity = & Passed

Cancel Set Whitelist and Next

Section Parameter Description

DTS automatically generates a task name. We recommend that
N/A Task Name you specify an informative name for easy identification. You do
not need to use a unique task name.

Instance Type Select PolarDB.

Instance

. Select the region where the source PolarDB cluster resides.
Region
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Section Parameter Description
PolarDB
Select the ID of the source PolarDB cluster.
Instance ID
Source
Database
Database Enter the database account of the source PolarDB cluster.
Account
Enter the password of the source database account.
@ Note After you specify the source database
parameters, click Test Connectivity next to Database
Database Password to verify whether the specified parameters are
Password valid. If the specified parameters are valid, the Passed
message appears. If the Failed message appears, click Check
next to Failed. Modify the source database parameters
based on the check results.
Instance Type Select PolarDB.
Instance . N .
Region Select the region where the destination PolarDB cluster resides.
PolarDB
Select the ID of the destination PolarDB cluster.
Instance ID
Database o
Enter the database account of the destination PolarDB cluster.
Account
Destination
Database Enter the password of the destination database account.
@ Note After you specify the destination database
parameters, click Test Connectivity next to Database
Database Password to verify whether the specified parameters are
Password valid. If the specified parameters are valid, the Passed

message appears. If the Failed message appears, click Check
next to Failed. Modify the destination database parameters
based on the check results.

6. Inthe lower-right corer of the page, clickSet Whitelist and Next.

@ Note DTS adds the CIDR blocks of DTS servers to the whitelists of the source and
destination PolarDB clusters. T his ensures that DTS servers can connect to the source and
destination PolarDB clusters.

7. Select the migration types and objects to be migrated.
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2.Configure Migration Types and

* Migrstion Types: [w] Schema Migration [w] Full Data Migration [w] Incremantal Data Migration Mote: Incremeantal data migration doss not support
triggers. For more information, see Reference

Mote: do not dean up the incrementzl data log generated by the source database after the DTS task is started when the DTS full task is running. If the source daktabase
cleans up the log too early, the DTS incremental task may fail

Diata migration applies to short-term migration scenarios. Typical scenarios indude migrating data to the doud, scaling and sharding databases, and migrating data
between Apsara Stack databases.
For long-term data synchronization in real time, use the data synchronization feature,

Availabla Sdected {To edit an object name or its filter, hover over the object and dick
Edit.) Learm mare.
Expand the tree before you perform a glo qQ
Q,
[ p: dtstestdata
=] Tables dtstestdata (20bjects)
. customer
[ i Views
= order
?
I <
Salact All
Remove All
*Rzname Databases and Tables: @ Do Not Change Databass and Table Names Change Database and Table Names
* Retry Time for Failed Connection 720 Minutes
*Source table DMS_ ONLINE_ Do you O Yes ® Ne (V)

want to copy the kemporary table to
the target database during DOL:

Information:
1. Data migration only copies the data and schena in the source databaese and saves H
n the source database.

oy in the destination datsbase. The process does not affect any data or schema

2. Do not do DOL operation during structure and full migration, otherwise the task may fail
[
Cancel Pravious Save ‘
Paramet o
Description
er
o To perform only full data migration, select Schema Migration and Full Data
Migration.
o To ensure service continuity during data migration, select Schema Migration, Full
Migratio Data Migration, and Incremental Data Migration.
nTypes

) Notice If Incremental Data Migration is not selected, do not write data to
the source database during full data migration. This ensures data consistency
between the source and destination databases.
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Paramet -

Description
er

Select objects from the Available section and click the 3 iconto move the objects to

the Selected section.

) Notice
© You can select columns, tables, or databases as the objects to be migrated.

Objects o After an object is migrated to the destination database, the name of the

object remains unchanged. You can change the names of the objects that are
migrated to the destination database by using the object name mapping
feature. For more information about how to use this feature, see Object name
mapping.

o [If you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

8. Inthe lower-right corner of the page, click Precheck.

) Notice

o Before you can start the data migration task, a precheck is performed. A data migration
task can be started only if it passes the precheck.

o If the taskfails to pass the precheck, clickthe icon next to each failed itemto view

details. Troubleshoot the issues based on the causes and perform a precheck again.

9. Afterthe task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, specify the Channel Specification parameter and select
Data Transmission Service (Pay-As-You-Go) Service Terms.

11. ClickBuy and Start to start the data migration task.

o Schema migration and full data migration
We recommend that you do not manually stop a data migration task. Otherwise, data migrated

to the destination database will be incomplete. Wait until the data migration task automatically
stops.

o Schema migration, full data migration, and incremental data migration
An incremental data migration task does not automatically stop. You must manually stop the
migration task.

) Notice Select an appropriate time to manually stop the migration task. For example,
you can stop the migration task during of f-peak hours or before you switch your workloads
to the destination instance.

a. Wait untilIncremental Data Migration and The migration task is not delayed appear
in the progress bar of the migration task. Then, stop writing data to the source database for
a few minutes. The delay time of incremental data migration may be displayed in the
progress bar.
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b. Afterthe status of incremental data migration changes to The migration task is not
delayed, manually stop the migration task.

Task Name v| ‘ Search | Sort: | Default Sorting v status: | All v Wy

Task ID/Name: 7 Status: Migrating Quick Diagnostics | Pause Task | View Details | Duplicate Task  Upgrade | Configure Monitoring and Alertin

12. Switch your workloads to the destination PolarDB cluster.

What's next
The database accounts that are used for data migration have the read/write permissions. After data
migration is complete, you must delete the database accounts to ensure security.

9.5. Migrate data from an Apsara
PolarDB for MySQL cluster to an
ApsaraDB RDS for MySQL instance

ApsaraDB for RDS is a stable, reliable, and scalable online database service. ApsaraDB for RDS provides a
complete database solution that includes disaster recovery, data backup, data recovery, and data
migration. T his topic describes how to migrate data from an Apsara PolarDB for MySQL cluster to an
ApsaraDB RDS for MySQL instance by using Data Transmission Service (DTS).

Prerequisites

e The binary logging feature is enabled for the source Apsara PolarDB for MySQL cluster. For more
information, see Enable binlogging.

e An ApsaraDB RDS for MySQL instance is created. For more information, see Create an ApsaraDB RDS
for MySQL instance.

Precautions

e DTS uses read and write resources of the source and destination databases during full data
migration. This may increase the loads of the database servers. If the database performance is
unfavorable, the specification is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the destination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and destination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilization of the source and destination databases is less than 30%.

e The source database must have PRIMARY KEY or UNIQUE constraints and all fields must be unique.
Otherwise, the destination database may contain duplicate data records.

e During full data migration, concurrent INSERT operations cause fragmentation in the tables of the
destination database. After full data migration is complete, the size of used tablespace of the
destination database is larger than that of the source database.

e [f a data migration taskfails, DTS automatically resumes the task. Therefore, before you switch your
workloads to the destination database, stop or release the data migration task. Otherwise, the data
in the source database overwrites the data in the destination database after the taskis resumed.
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Limits
e DTS supports the following types of objects for schema migration: table, view, trigger, stored
procedure, and function.

@ Note During schema migration, DTS changes the value of the SECURITY attribute from bE
FINER to INVOKER forviews, stored procedures, and functions.

e DTS does not migrate user information fromthe source database. After data migration is complete,
if you want to call a view, stored procedure, or function of the destination database, you must grant
the read and write permissions to INVOKER.

Migration types
DTS supports schema migration, full data migration, and incremental data migration. For more
information, see Terms.

@ Note When you migrate data between PolarDB for MySQL clusters, you can select all of the
supported migration types to ensure service continuity.

Billing
Migration type Task configuration fee Internet traffic fee

Schema migration and full Free of charge.

data migration Charged only when data is migrated from
Alibaba Cloud over the Internet. For more

Incremental data Charged. For more information, see Pricing.

migration information, see Pricing.

SQL operations that can be synchronized during incremental data
migration

Operatio
P SQL statements
ntype
DML INSERT, UPDATE, DELETE, and REPLACE

® ALTER TABLE and ALTER VIEW

® (CREATE FUNCTION, CREATE INDEX, CREATE PROCEDURE, CREATE TABLE, and CREATE VIEW
DDL ® DROP INDEX and DROP TABLE

® RENAME TABLE

® TRUNCATE TABLE

Permissions required for database accounts

Database Permission

Apsara PolarDB for MySQL The read permission on the objects to be migrated
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Database

ApsaraDB RDS for MySQL

Permission

The read/write permissions on the objects to be

migrated

@ Note Formore information about how to create and authorize a database account, see
Create database accounts and Create an account for an ApsaraDB RDS for MySQL instance.

Procedure

. Logontothe DTS console.
. Inthe left-side navigation pane, click Data Migration.

. At the top of the Migration Tasks page, select the region where the destination RDS instance
resides.

Data Transmission Se... Migration Tasks  Singapore [RINENGERNEVON China (Shanghai)  China (Qingdao) ~China (Beiiing) ~ China (Shenzhen) ~Hong Kong  US (Silicon Valley)  US (Virginia) ~UAE (Dubai)
Germany (Frankfurt) ~ Malaysia (Kuala Lumpur)  China (Hohhot)  Australia (Sydney) India (Mumbai) UK (London) Japan (Tokyo) Indonesia (Jakarta)
Overview
Z Refresh
Data Migration

. Inthe upper-right corner of the page, click Create Migration T ask.
. Configure the source and destination databases for the data migration task.

1.Configure Source and Destination

* Task Name: | polarDB_To_RDS
Source Database
* Instance Type: | PolarDB v DTS support type
* Instance Region: | China (Hangzhou) v
* PolarDB Instance ID: | pc- -

* Databa ccount: ‘ dtstest |
* Database Password: | sssseses @')| Test Connectivity ) Passed
Destination Database
* Instance Type: | RDS Instance M
* Instance Region: | China (Hangzhou) M
* RDS Instance ID: | m- -

* Database Account: ‘ dtstest |

* Database Password

sesssnss S | Test Connedlivity | & Passed

* Encryption: ® Non-gncrypted © SSL-encrypted

Cancel Set Whitelist and Next

Section Parameter Description

DTS automatically generates a task name. We recommend that
you specify an informative name for easy identification. You do
not need to use a unique task name.

N/A Task Name
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Section Parameter

Instance Type

Instance
Region

PolarDB
Instance ID

Database

Account
Source

Database

Database
Password

Instance Type

Instance
Region

Database
Account

Database
Password

Destination
Database

Description

Select PolarDB.

Select the region where the source PolarDB cluster resides.

Select the ID of the source PolarDB cluster.

Enter the database account of the source PolarDB cluster. For
more information about the permissions that are required for the
account, see Permissions required for database accounts.

Enter the password of the source database account.

@ Note Afteryou specify the source database
parameters, click Test Connectivity next to Database
Password to verify whether the specified parameters are
valid. If the specified parameters are valid, the Passed
message appears. If the Failed message appears, click Check
next to Failed. Modify the source database parameters
based on the check results.

Select RDS Instance.
Select the region where the destination RDS instance resides.

Enter the database account of the destination RDS instance. For
more information about the permissions that are required for the
account, see Permissions required for database accounts.

Enter the password of the destination database account.

@ Note After you specify the destination database
parameters, click Test Connectivity next to Database
Password to verify whether the specified parameters are
valid. If the specified parameters are valid, the Passed
message appears. If the Failed message appears, click Check
next to Failed. Modify the destination database parameters
based on the check results.
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Section Parameter Description

Select Non-encrypted or SSL-encrypted. If you want to select
SSL-encrypted, you must enable SSL encryption for the RDS
instance before you configure the data migration task. For more
information, see Configure SSL encryption for an RDS MySQL

Encryption instance.

@ Note The Encryption parameter is available only for
regions in mainland China and the China (Hong Kong) region.
6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

(® Note DTS adds the CIDR blocks of DTS servers to the whitelists of the source PolarDB
cluster and the destination RDS instance. This ensures that DTS servers can connect to the
source PolarDB cluster and the destination RDS instance.

7. Select the migration types and objects to be migrated.
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Data Transmission Service

2.Configure Migration Types and

* Migrstion Types: [w] Schema Migration [w] Full Data Migration [w] Incremantal Data Migration Mote: Incremeantal data migration doss not support
triggers. For more information, see Reference

Mote: do not dean up the incrementzl data log generated by the source database after the DTS task is started when the DTS full task is running. If the source daktabase
cleans up the log too early, the DTS incremental task may fail

Diata migration applies to short-term migration scenarios. Typical scenarios indude migrating data to the doud, scaling and sharding databases, and migrating data

between Apsara Stack databases.
For long-term data synchronization in real time, use the data synchronization feature,

Availabla Sdected {To edit an object name or its filter, hover over the object and dick
Edit.) Learm mare.
Expand the tree before you perform a glo qQ
Q,
[ p: dtstestdata
=] Tables dtstestdata (20bjects)
. customer
[ i Views
= order
?
I <
Salact All
Remove All
*Rzname Databases and Tables: @ Do Not Change Databass and Table Names Change Database and Table Names
* Retry Time for Failed Connection 720 Minutes
*Source table DMS_ ONLINE_ Do you O Yes ® Ne (V)

want to copy the kemporary table to
the target database during DOL:

Information:
1. Data migration only copies the data and schena in the source databaese and saves H
vz database.

oy in the destination datsbase. The process does not affect any data or schema

n the =
2. Do not do DOL operation during structure and full migration, otherwise the task may fail
[
Cancel Pravious Save Precheck ‘
Paramet _
Description
er
o To perform only full data migration, select Schema Migration and Full Data
Migration.
o To ensure service continuity during data migration, select Schema Migration, Full
Migratio Data Migration, and Incremental Data Migration.
nTypes

@ Note If Incremental Data Migration is not selected, do not write data to the
source database during full data migration. This ensures data consistency between
the source and destination databases.
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Paramet

Description
er P

Select objects from the Available section and click the 3 iconto move the objects to

the Selected section.

@ Note

©° You can select columns, tables, or databases as the objects to be migrated.

Objects o After an object is migrated to the destination database, the name of the
object remains unchanged. You can change the names of the objects that are
migrated to the destination database by using the object name mapping
feature. For more information about how to use this feature, see Object name

mapping.

o If you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

8. Inthe lower-right corner of the page, click Precheck.

® Note

o Before you can start the data migration task, a precheck is performed. You can start the
data migration task only after the task passes the precheck.

o If the taskfails to pass the precheck, you can clickthe icon next to each failed item

to view details.
m You can troubleshoot the issues based on the causes and run a precheck again.

m If you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

9. Afterthe task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, specify the Channel Specification parameter and select
Data Transmission Service (Pay-As-You-Go) Service Terms.

11. ClickBuy and Start to start the data migration task.

o Schema migration and full data migration
We recommend that you do not manually stop the task during full data migration. Otherwise, the
data migrated to the destination database will be incomplete. You can wait until the data
migration task automatically stops.

o Schema migration, full data migration, and incremental data migration
The task does not automatically stop during incremental data migration. You must manually stop
the task.

) Notice We recommend that you select an appropriate time to manually stop the data
migration task. For example, you can stop the task during of f-peak hours or before you
switch your workloads to the destination cluster.
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Data Transmission Service

a. Wait untilIncremental Data Migration and The migration task is not delayed appear
in the progress bar of the migration task. Then, stop writing data to the source database for
a few minutes. The delay time of incremental data migration may be displayed in the
progress bar.

b. Wait until the status of incremental data migration changes to The migration task is
not delayed again. Then, manually stop the migration task.

Task Name v| ‘ Search | Sort: | Default Sorting v status: | All v WTag

Task ID/Name: ’ Status: Migrating Quick Diagnostics | Pause Task | View Details | Duplicate Task ~ Upgrade | Configure Monitoring and Alerting | Change password | Edit Tag

12. Switch your workloads to the destination RDS instance.

9.6. Migrate data between PolarDB
clusters compatible with Oracle

Apsara PolarDB is a next-generation relational database service developed by Alibaba Cloud. It is
compatible with MySQL, PostgreSQL, and Oracle database engines. Apsara PolarDB provides superior
performance in storage and computing to meet diverse requirements of enterprises. T his topic
describes how to migrate data between PolarDB clusters compatible with Oracle by using Data
Transmission Service (DTS).

Prerequisites
The tables to be migrated contain primary keys or UNIQUE NOT NULL indexes.

Precautions

e DTS uses read and write resources of the source and destination databases during full data
migration. This may increase the loads of the database servers. If the database performance is
unfavorable, the specification is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the destination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and destination databases. We
recommend that you migrate data during of f-peak hours. For example, you can migrate data when
the CPU utilization of the source and destination databases is less than 30%.

e A single data migration task can migrate data fromonly one database. To migrate data from
multiple databases, you must create a data migration task for each database.

e To ensure that the delay time of incremental data migration is accurate, DTS adds a heartbeat table
named dts postgres heartbeat t0 the source database. The following figure shows the schema
of the heartbeat table.

execute(F8) Row Details Plan(F7) Format({F9)

select * from “dtstest"."dts_postgres_heartbeat"”

Messages m Cross Database SOL Query

SLOT_NAME REVICE_TIME REVICE_LSN FLUSHED _LSN UPDATE_TIME DTS_SERVICE_TIME
1 w81 1E35104942E60 044 o 2020-03-26 10:E6:47 BaE157+08 1635104347679

e DTS automatically resumes a failed data migration task. Before you switch your workloads to the
destination database, stop or release the data migration task. Otherwise, the data fromthe source
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database will overwrite the data in the destination database after the task is resumed.
Billing
Migration type Task configuration fee Internet traffic fee

Schema migration and full
Free of charge.

data migration Charged only when data is migrated from
Alibaba Cloud over the Internet. For more

Incremental data Charged. For more information, see Pricing.

migration information, see Pricing.

Migration types
Migration type Description

DTS migrates the schemas of the required objects to the destination PolarDB
cluster. DTS supports schema migration for the following types of objects: table,
view, synonym, trigger, stored procedure, function, package, and user-defined type.

Schema migration
(b Notice However, if an object contains triggers, data will become
inconsistent between the source and destination databases.

DTS migrates historical data of the required objects from the source PolarDB cluster
to the destination PolarDB cluster.

Full data migration @) Notice During schema migration and full data migration, do not
perform DDL operations on the objects to be migrated. Otherwise, the objects
may fail to be migrated.

DTS retrieves redo log files from the source PolarDB cluster. Then, DTS synchronizes
incremental data from the source PolarDB cluster to the destination PolarDB cluster.
The following SQL operations can be synchronized:

® |NSERT, UPDATE, and DELETE operations
® CREATE TABLE operations

Incremental data

migration (]3 Notice The CREATE TABLE operations used to create partition tables

or tables that contain functions cannot be synchronized.

® ALTER TABLE, DROP TABLE, RENAME TABLE, CREATE INDEX, and ADD INDEX
operations

Incremental data migration allows you to ensure service continuity when you
migrate data between PolarDB clusters.

Preparation

Set the value of the wal_level parameterto logicalforthe source PolarDB cluster. This setting ensures
that logical decoding is supported in write-ahead logging (WAL). For more information, see Configure
cluster parameters.
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Warning If you change the value of the wal_level parameter, the source PolarDB cluster is
restarted. Perform this operation with caution.

Procedure
1. Logontothe DTS console.
In the left-side navigation pane, click Data Migration.
At the top of the Migration Tasks page, select the region where the destination cluster resides.

In the upper-right corner of the page, click Create Migration Task.

ok wnN

Configure the source and destination databases.

* Task Name: | polarDB-O
Source Database
* Instance Type PolarDB v DTS support type
* Instance Region: China (Hangzhou) v
* PolarDB Instance ID -

* Database Name ‘ dtstestdata ‘

* Database Account: ‘ distest ‘

* Database Password. - Test Connectivity
Destination Database
* Instance Type PolarDB v
* Instance Region: | China (Hangzhou) v
= PolarDB Instance ID: -
* Database Name: ‘ dtstestdata ‘
* Database Account: | dtstest ‘
* Database Password @ ‘ Test Connectivity
Section Parameter Description

DTS automatically generates a task name. We recommend that you
N/A Task Name specify an informative name for easy identification. You do not need
to use a unique task name.

Instance Type Select PolarDB.

Instance . .
. Select the region where the source PolarDB cluster resides.
Region
PolarDB
Select the ID of the source PolarDB cluster.
Instance ID
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Section Parameter Description
Database
Enter the name of the source database.
Source Name
Database
Database Enter the privileged account of the source PolarDB cluster. For more
Account information, see Create database accounts.
Enter the password of the source database account.
@ Note After you specify the information about the self-
Database managed Oracle database, you can click Test Connectivity next
Password to Database Password to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.
Instance Type Select PolarDB.
Instance . . .
. Select the region where the destination PolarDB cluster resides.
Region
PolarDB
Select the ID of the destination PolarDB cluster.
Instance ID
Database L.
Enter the name of the destination database.
Name
Enter the database account of the destination PolarDB cluster. The
o account must have the owner permission on the database.
Destinatio
n Database
Database Account ) Notice You can specify the database owner when you
create a database.
Enter the password of the destination database account.
@ Note After you specify the information about the RDS
Database instance, you can click Test Connectivity next to Database
Password to check whether the information is valid. If the
Password

information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.
DTS adds the CIDR blocks of DTS servers to the whitelists of the source and destination PolarDB
clusters. This ensures that DTS servers can connect to the source and destination PolarDB clusters.

7. Select the migration types and objects to be migrated.
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2.Configure Migration Types and Objects

*  Migration Types: Schema Migration Full Data Migration Incremental Data Migration Note: Incremental data migration does not support
triggers. For more information, see Reference

Available Selected (To edit an object name or its filter, hover over the object and click
Edit.) Leamn more.

Expand the tree before you perform a glol Q
Q

dbms_session
dbms_sgl distest (10bjects)

=

dbms_utility oracletesttable
] dtstest

[=] [ Tables >
= newtesttable

Views <
msg_prop_t

=

public

H &

utl_encode
utl_file
utl_http

HEHE

utl_mail

Select All
Remove All

*Change Mapped ® Do Mot Change Database and Table Names () Change Database and Table Names
Name:

Information:
1 m

Cancel Previous Save

Parameter Description

o To perform only full data migration, select Schema Migration and Full
Data Migration.

o To ensure service continuity during data migration, select Schema
Migration, Full Data Migration, and Incremental Data Migration.

) Notice

Migration Types o If Incremental Data Migration is not selected, do not write
data to the source database during full data migration. T his
ensures data consistency between the source and destination
databases.

o During schema migration and full data migration, do not perform
DDL operations on the objects to be migrated. Otherwise, the
objects may fail to be migrated.
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Parameter Description

Select objects from the Available section and click the 3 iconto move the

objects to the Selected section. You can select columns, tables, or schemas
as the objects to be migrated.

D Notice

o After an object is migrated to the destination database, the name
of the object remains unchanged. You can change the names of
the objects that are migrated to the destination PolarDB cluster
by using the object name mapping feature. For more information
about how to use this feature, see Object name mapping.

Objects

o If you use the object name mapping feature on an object, other
objects that are dependent on the object may fail to be migrated.

8. Inthe lower-right corner of the page, click Precheck.

® Note

o Before you can start the data migration task, a precheck is performed. You can start the
data migration task only after the task passes the precheck.

o If the taskfails to pass the precheck, you can click the icon next to each failed item

to view details.
m You can troubleshoot the issues based on the causes and run a precheck again.

m If you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

9. Afterthe task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, specify the Channel Specification parameter and select
Data Transmission Service (Pay-As-You-Go) Service Terms.

11. ClickBuy and Start to start the data migration task.

o Schema migration and full data migration
We recommend that you do not manually stop the task during full data migration. Otherwise, the
data migrated to the destination database will be incomplete. You can wait until the data
migration task automatically stops.

o Schema migration, full data migration, and incremental data migration
The task does not automatically stop during incremental data migration. You must manually stop
the task.

) Notice We recommend that you select an appropriate time to manually stop the data
migration task. For example, you can stop the task during of f-peak hours or before you
switch your workloads to the destination cluster.
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a. Wait untilIncremental Data Migration and The migration task is not delayed appear
in the progress bar of the migration task. Then, stop writing data to the source database for
a few minutes. The delay time of incremental data migration may be displayed in the
progress bar.

b. Wait until the status of incremental data migration changes to The migration task is
not delayed again. Then, manually stop the migration task.

Task Name v| ‘ Search | Sort: | Default Sorting v Status: | All v %Tg

Task ID/Name: s Status: Migrating Quick Diagnostics | Pause Task | View Details | Duplicate Task ~ Upgrade | Configure Monitoring and Alerting | Change password | Edit Tag

] e Stop Delete Edit Tag Total: 1 item(s}, Per Page: 20 item(s -

Related topics

Switch workloads to the destination database

9.7. Migrate data from a standalone
MongoDB instance to a replica set or
sharded cluster instance

ApsaraDB for MongoDB provides standalone instances, replica set instances, and sharded cluster
instances. Standalone instances are designed to store non-core enterprise data, for example, in
development and testing scenarios. Replica set instances and sharded cluster instances are more
suitable for production scenarios. T his topic describes how to migrate data from a standalone instance
to areplica set instance or a sharded cluster instance by using Data Transmission Service (DTS).

Prerequisites
The available storage space of the destination instance is larger than the total size of the datainthe
source instance.

Precautions

e During full data migration, DTS uses read and write resources of the source and destination
databases. This may increase the load of the database server. If you migrate a large volume of data
or the server specifications cannot meet your requirements, database services may become
unavailable. Before you migrate data, evaluate the impact of data migration on the performance of
the source and destination databases. We recommend that you migrate data during off-peak hours.

e DTS does not support incremental data migration from a standalone instance. To ensure data
consistency, do not write data to the source instance during full data migration.

e |f the source and destination ApsaraDB for MongoDB instances have different versions or storage
engines, make sure that the versions or storage engines are compatible. For more information, see
MongoDB versions and storage engines.

Billing
Migration type Instance configuration Internet traffic
Full data migration Free of charge Free of charge
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Migration types
Full data migration: DTS migrates all historical data of the required objects fromthe source MongoDB
database to the destination MongoDB database.

@ Note The following types of objects are supported: database, collection, and index.

Permissions required for database accounts
Instance Permission
Source ApsaraDB for MongoDB instance The read permission on the source database

The read/write permissions on the destination

Destination ApsaraDB for MongoDB instance
database

For more information about how to create and authorize a database account, see Use DMS to manage
MongoDB users.

Procedure
1. Logontothe DTS console.
2. Inthe left-side navigation pane, click Data Migration.

3. At the top of the Migration Tasks page, select the region where the destination ApsaraDB for
MongoDB instance resides.

Data Transmission Se... Migration Tasks  Singapore [Qei\CXGELNr WDE China (Shangha) China (Qingdao) China (Befjing)  China (Shenzhen) Hong Kong  US (Silicon Valley)  US (Virginia) ~ UAE (Dubai)
Germany (Frankfurt) ~Malaysia (Kuala Lumpur) ~ China (Hohhot) Australia (Sydney) India (Mumbai) UK (London) Japan (Tokyo) Indonesia (Jakartz)
Overview

= Refresh
Data Migration

4. Inthe upper-right corner of the page, click Create Migration T ask.

5. Configure the source and destination databases for the data migration task.
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Data Transmission Service

1.Configure Source and Destination

* Task Name: | |

Source Database

* Instance Type:

* Instance Region:

* MongoDB Instance ID:

ApsaraDB for MongoDB v

China (Hangzhou)

dds-bp

-

* Database Name: |

admin

| Authenticate Database with Account

* Database Account: |

* Database Password: |

@ | Test Connectivity

Destination Database

* Instance Type:

* Instance Region:

* MongoDB Instance ID:

MongeDB Instance

China (Hangzhou)

dds-hy

-

* Database Name: |

admin

| Authenticate Database with Account

* Database Account:

* Database Password:

- | Test Connectivity

Section

N/A Task N

Parameter

ame

Instance Type

Instance

Region

Mongo

DB

Instance ID

Database

Name

Database
Account

Source
Database

Cancel Assess Data Migration to Cloud

Set Whitelist and Next

Description

DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.

Select ApsaraDB for MongoDB.

Select the region where the source ApsaraDB for MongoDB instance
resides.

Select the ID of the source ApsaraDB for MongoDB instance.

Enter the name of the authentication database. The database account
is created in this database.

@ Note

If the database account is root, enter admin.

Enter the database account of the source ApsaraDB for MongoDB
instance. For more information about the permissions that are required
for the account, see Permissions required for database accounts.
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Section Parameter Description

Enter the password of the source database account.

@ Note After you specify the source database parameters,
click Test Connectivity next to Database Password to verify

Database . . -

Password whether the specified parameters are valid. If the specified
parameters are valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Modify the source
database parameters based on the check results.

Instance Type Select MongoDB Instance.

Instance Select the region where the destination ApsaraDB for MongoDB

Region instance resides.

MongoDB L .

9 Select the ID of the destination ApsaraDB for MongoDB instance.

Instance ID

Enter the name of the authentication database. The database account
is created in this database.

Database

Name @ Note If the database account is root, enter admin.

Destinatio

n

Database Database Enter the database account of the destination ApsaraDB for MongoDB
instance. For more information about the permissions that are required

Account o .

for the account, see Permissions required for database accounts.
Enter the password of the destination database account.
@ Note After you specify the destination database
Database parameters, click Test Connectivity next to Database
Password Password to verify whether the specified parameters are valid. If

the specified parameters are valid, the Passed message appears.
If the Failed message appears, click Check next to Failed. Modify
the destination database parameters based on the check results.

6. Inthe lower-right corner, click Set Whitelist and Next.

(@ Note DTS adds the CIDR blocks of DTS servers to the whitelists of the source and
destination ApsaraDB for MongoDB instances. T his ensures that DTS servers can connect to the
source and destination ApsaraDB for MongoDB instances. After data migration is complete, you
can remove the CIDR blocks of DTS servers fromthe whitelists. For more information, see
Configure a whitelist for a sharded cluster instance.

7. Select the migration types and objects to be migrated.
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2.Configure Migration Types and Objects
* Migration Typed: Full Data Migration [ Incremental Data Migration

Available Selected (To edit an object name or its filter, hover over the object | Hover over the
and click Edit.) Learn more. required object and
dick Edit. In the dialog
If you search globally, please expand Q - -

a ) box that appears,
admin madify the object name
mongodbtest stination
and select the
columns to migrate.

>
<
Select All
Remave All
*Name batch ® No Yes
change :
Information: -
Cancel Pravious Save Precheck
Paramete N
r Description
Select Full Data Migration.
Migration @ Note If the data source is a standalone instance, you can select only Full Data
Types Migration. To ensure data consistency, do not write data to the source instance
during full data migration.
o Select objects from the Available section and click the 3 iconto move the objects to
the Selected section.
@ Note You cannot migrate data from the admin or local database.
Objects

© You can select databases, collections, or functions as the objects to be migrated.

o After an object is migrated to the destination instance, the name of the object remains
unchanged. You can change the names of the objects that are migrated to the
destination instance by using the object name mapping feature. For more information
about how to use this feature, see Object name mapping.

8. Inthe lower-right corner of the page, click Precheck.
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@ Note

o Before you can start the data migration task, a precheckis performed. You can start the
data migration task only after the task passes the precheck.

o If the taskfails to pass the precheck, clickthe icon next to each failed itemto view

details. Troubleshoot the issues based on the causes and run the precheck again.

9. Afterthe task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, specify the Channel Specification and select Data
Transmission Service (Pay-As-You-Go) Service Terms.

11. ClickBuy and Start to start the data migration task.

Task ID/Name: Status: Completed
View Details Duplicate Task Configure Monitoring and Alerting Modify password

@ Note We recommend that you do not manually stop a data migration task. Otherwise,
data migrated to the destination instance will be incomplete. Wait until the data migration
task automatically stops.

12. Switch your workloads to the destination ApsaraDB for MongoDB instance.

References
e Connect to areplica set instance
e Connect to a sharded cluster instance

e Configure sharding to maximize the performance of shards

9.8. Migrate data from a replica set
MongoDB instance to a sharded
cluster instance

T his topic describes how to migrate data from a replica set MongoDB instance to a sharded cluster
instance by using Data Transmission Service (DTS). DTS supports full data migration and incremental
data migration. When you migrate data between ApsarabDB for MongoDB instances, you can select both
of the supported migration types to ensure service continuity.

Prerequisites
Each shard in the destination sharded cluster instance has sufficient storage space.

Precautions

e During full data migration, DTS uses read and write resources of the source and destination
databases. This may increase the load of the database server. If you migrate a large volume of data
or the server specifications cannot meet your requirements, database services may become
unavailable. Before you migrate data, evaluate the impact of data migration on the performance of
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the source and destination databases. We recommend that you migrate data during off-peak hours.

e [f the source and destination ApsaraDB for MongoDB instances have different versions or storage
engines, make sure that the versions or storage engines are compatible. For more information, see
MongoDB versions and storage engines.

Billing
Migration type Instance configuration Internet traffic
Full data migration Free of charge.
Charged only when data is migrated from Alibaba
Charged. For more Cloud over the Internet. For more information, see DTS
Incremental data . . .
. . information, see DTS pricing.
migration .
pricing.
Migration types
Migration type Description

DTS migrates all historical data of the required objects from the source MongoDB
database to the destination MongoDB database.

Full data migration
d @ Note The following types of objects are supported: database,

collection, and index.

After full data migration is complete, DTS synchronizes incremental data from the
source MongoDB database to the destination MongoDB database.

@ Note

® The create and delete operations that are performed on databases,
collections, and indexes can be synchronized.

Incremental data
migration

® The create, delete, and update operations that are performed on
documents can be synchronized.

Permissions required for database accounts

Instance Full data migration Incremental data migration

The read permission on the

ApsaraDB for MongoDB replica The read permission on the )
. source database, admin
set instance source database
database, and local database
ApsaraDB for MongoDB sharded The read/write permissions on The read/write permissions on
cluster instance the destination database the destination database

@ Note Formore information about how to create and authorize a database account, see Use
DMS to manage MongoDB users.
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Before you begin

Create databases and collections to be sharded in the destination ApsaraDB for MongoDB instance,
and configure data sharding based on your business requirements. For more information, see Configure
sharding to maximize the performance of shards.

@ Note After you configure sharding for a cluster, data will not be migrated to the same shard.
This maximizes the performance of the sharded cluster.

Procedure
1. Logontothe DTS console.
2. Inthe left-side navigation pane, click Data Migration.
3. At the top of the Migration Tasks page, select the region where the destination ApsarabDB for

MongoDB instance resides.

Data Transmission Se... Migration Tasks  Singapore [RINENGERNEVON China (Shanghai)  China (Qingdao) ~China (Beiiing) ~ China (Shenzhen) ~Hong Kong  US (Silicon Valley)  US (Virginia) ~UAE (Dubai)

Germany (Frankfurt) ~ Malaysia (Kuala Lumpur) ~ China (Hohhot)  Australia (Sydney) India (Mumbai) UK (London) Japan (Tokyo) Indonesia (Jakarta)
Overview
S Refresh

Data Migration

4. Inthe upper-right corner of the page, click Create Migration T ask.

5. Configure the source and destination databases for the data migration task.

1.Configure Source and Destination

* Task Name: | |
Source Database
* Instance Type: | ApsaraDB for MongoDB v
* Instance Region: | China (Hangzhou) T
* MongoDB Instance ID: | dds-bp -
* Database Name: | admin | Authenticate Database with Account

* Database Account: | |

¥ Database Password! | ............. q:| Test Connectivity

Destination Database

* Instance Type: | MongoDB Instance M

* Instance Region: | China (Hangzhou) M

* MongoDE Instance ID: | dds-by= -
* Database Name | admin | Authenticate Database with Account

* Database Account: | |

* Database Password | ............... o Q‘:| Test Connectivity

Cancel Assess Data Migration to Cloud Set Whitelist and Next

Section Parameter Description
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Section

N/A

Source
Database

Destinatio

n

Parameter

Task Name

Instance Type

Instance
Region

MongoDB
Instance ID

Database
Name

Database
Account

Database
Password

Instance Type

Instance
Region

MongoDB
Instance ID

Database
Name

Description

DTS automatically generates a task name. We recommend that you
specify an informative name for easy identification. You do not need
to use a unique task name.

Select ApsaraDB for MongoDB.

Select the region where the source ApsaraDB for MongoDB instance
resides.

Select the ID of the source ApsaraDB for MongoDB instance.

Enter the name of the authentication database. The database account
is created in this database.

@ Note

If the database account is root, enter admin.

Enter the database account of the source ApsaraDB for MongoDB
instance. For more information about the permissions that are
required for the account, see Permissions required for database
accounts.

Enter the password of the source database account.

@ Note Afteryou specify the source database parameters,
click Test Connectivity next to Database Password to verify
whether the specified parameters are valid. If the specified
parameters are valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Modify the source
database parameters based on the check results.

Select MongoDB Instance.

Select the region where the destination ApsarabDB for MongoDB
instance resides.

Select the ID of the destination ApsaraDB for MongoDB instance.

Enter the name of the authentication database. The database account
is created in this database.

@ Note

If the database account is root, enter admin.
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Qg&ﬁgﬁse Parameter

Database
Account

Database
Password

Description

Enter the database account of the destination ApsaraDB for MongoDB
instance. For more information about the permissions that are
required for the account, see Permissions required for database
accounts.

Enter the password of the destination database account.

@ Note Afteryou specify the destination database
parameters, click Test Connectivity next to Database
Password to verify whether the specified parameters are valid. If
the specified parameters are valid, the Passed message appears.
If the Failed message appears, click Check next to Failed. Modify
the destination database parameters based on the check results.

6. Inthe lower-right corner, click Set Whitelist and Next.

@ Note DTS adds the CIDR blocks of DTS servers to the whitelists of the source and
destination ApsaraDB for MongoDB instances. T his ensures that DTS servers can connect to the
source and destination ApsaraDB for MongoDB instances. After data migration is complete, you
can remove the CIDR blocks of DTS servers from the whitelists. For more information, see
Configure a whitelist for a sharded cluster instance.

7. Select the migration types and objects to be migrated.

*  Migration Types:™ Full Data Migration

Available
If you search globally, please expand
admin
Select Al
*MName batch ® No Yag

change :

Incremental Data Migration

Hover over the
required object and
click Edit. In the dialog
box that appears,

Selected (To edit an object name or its filter, hover over the object
and click Edit.) Learn more.

Q modify the object name
mongodbtest of the destination
database and select the
columns to migrate.
>
<
Remave All
n the source database and saves the copy in the destination database. The process does not affect any

Cancel Previous Save
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Paramet i
Description
er
o To perform only full data migration, select only Full Data Migration.
o To ensure service continuity during data migration, select both Full Data Migration and
Incremental Data Migration.
Migratio
n Types . . . .
yp @ Note If Incremental Data Migration is not selected, do not write data to the
source ApsaraDB for MongoDB database during full data migration. This ensures data
consistency between the source and destination databases.
o Select objects from the Available section and click the 3 iconto move the objects to
the Selected section.
@ Note You cannot migrate data from the admin or local database.
Objects

o You can select databases, collections, or functions as the objects to be migrated.

o After an object is migrated to the destination database, the name of the object remains
unchanged. You can change the names of the objects that are migrated to the
destination database by using the object name mapping feature. For more information
about how to use this feature, see Object name mapping.

8. Inthe lower-right corner of the page, click Precheck.

@ Note

o Before you can start the data migration task, a precheck is performed. You can start the
data migration task only after the task passes the precheck.

o If the taskfails to pass the precheck, click the icon next to each failed itemto view

details. Troubleshoot the issues based on the causes and run the precheck again.

9. Afterthe task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, specify the Channel Specification and select Data
Transmission Service (Pay-As-You-Go) Service Terms.

11. ClickBuy and Start to start the migration task.

o Full data migration
We recommend that you do not manually stop a migration task. Otherwise, data migrated to the
destination database will be incomplete. Wait until the migration task automatically stops.

o Incremental data migration
An incremental data migration task does not automatically stop. You must manually stop the
migration task.
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@ Note Select an appropriate time to manually stop the migration task. For example,
you can stop the migration task during off-peak hours or before you switch your workloads
to the destination ApsaraDB for MongoDB instance.

a. Wait untilIncremental Data Migration and The migration task is not delayed appear
in the progress bar of the migration task. Then, stop writing data to the source database for
a few minutes. The delay time of incremental data migration may be displayed in the
progress bar.

b. Afterthe status of incremental data migration changes to The migration task is not
delayed, manually stop the migration task.

Task ID/Name: Status: Migrating Pause Task | View Details | Duplicate Tzs<d£rade Configure Monitoring and Alerting
] Pause Delete Total: 1 item{s) . Per Page: 20 item(s) n

12. Switch your workloads to the destination ApsaraDB for MongoDB instance.

9.9. Migrate the data of an ApsaraDB
for MongoDB instance across regions

This topic describes how to migrate the data of a standalone instance or a replica set instance across
regions by using Data Transmission Service (DTS). DTS supports both full data migration and incremental
data migration. You can use these two methods together to migrate the data of an ApsaraDB for
MongoDB instance across regions without interruptions to your business.

Prerequisites

e The source instance is either a standalone instance or a replica set instance. If the source instance is a
sharded cluster instance, we recommend that you use the built-in commands of MongoDB to migrate
data. For more information, see Migrate a self-managed MongoDB database to ApsaraDB for
MongoDB by using tools provided by MongoDB.

@ Note Youcannot use DTS to incrementally migrate the data of a standalone instance. For
more information, see Migration types.

e The destination instance is created in the destination region. For more information, see Create a
standalone instance, Create a replica set instance, or Create a sharded cluster instance.

@ Note The storage capacity of the destination instance must be greater than the occupied
storage space of the source instance.

Context
You may need to migrate the data of an ApsaraDB for MongoDB instance across regions if :

e You want to restructure your business.

e You want to use the ApsaraDB for MongoDB instance to provide database services for applications
deployed on an ECS instance, but the two instances are in different regions.
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The following procedure illustrates how to migrate data from an ApsaraDB for MongoDB instance in
China (Qingdao) to aninstance in China (Hangzhou).

» /
MongoDB instance MongoDB instance

China (Qingdao) China (Hangzhou)

@ Note The procedure described in this topic only shows how to migrate the data of the
source instance. If you no longer need the source instance after the migration is complete, you can
release it.

Precautions

e We recommend that you migrate your data during of f-peak hours to avoid business interruptions.

e To ensure data consistency, we recommend that you do not write data to the source instance while
full data migration of a standalone instance is in progress.

e [f the source and destination instances run different database versions or storage engines, ensure
there are no compatibility issues between them before you start migration. For more information
about the database versions and storage engines supported by ApsaraDB for MongoDB, see
MongoDB versions and storage engines.

Billing
Migration type Task configuration fee Internet traffic fee
Full data migration Free of charge.
9 9 Charged only when data is migrated from Alibaba
Cloud over the Internet. For more information, see
Incremental data Charged. For more Pricing
migration information, see Pricing. '

Migration types
Migration type Description

DTS migrates the historical data of required objects from the source MongoDB
database to the destination MongoDB database.

Full data migration
9 @ Note The following types of objects are supported: database,

collection, and index.
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Migration type Description

After full data migration is complete, DTS synchronizes incremental data from the
source MongoDB database to the destination MongoDB database.

@ Note

e The create and delete operations that are performed on databases,
collections, and indexes can be synchronized.

Incremental data
migration

® The create, delete, and update operations that are performed on
documents can be synchronized.

Required database account permissions
Data source Full data migration Incremental data migration

Read permissions on the source

Source ApsaraDB for MongoDB Read permissions on the source .
. P o P database, admin database, and
instance database

local database
Destination ApsaraDB for Read/write permissions on the Read/write permissions on the
MongoDB instance destination database destination database

(@ Note Formore information about how to create and authorize a database account, see Use
DMS to manage MongoDB users.

Procedure
1.
2.
3. Inthe upper-right corner of the page that appears, click Migrate Databases.
4. Onthe Create Migration Task page, create a migration task.

i. Configure the source and destination databases.
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1.Configure Source and Destination

* Task Name: | |
Source Database
¥ Instance Type: | ApsaraDB for MongoDB T
* Instance Region: | China (Hangzhou) v
* MongoDB Instance ID: | dds-bp v
* Database Name: ‘ admin ‘ Authenticate Database with Account

* Database Account: ‘ ‘

* Database Password: | ssessssssssse Q‘)‘ Test Connectivity
Destination Database
* Instance Type: | MongoDE Instance T
* Instance Region: | China (Hangzhou) M
* MongoDB Instance ID: | dds-bywe v
* Database Name: ‘ admin ‘ Authenticate Database with Account

* Database Account: ‘ ‘

= Database Password: | ssessssssssssssy @‘)‘ Test Connectivity

Cancel Assess Data Migration to Cloud Set Whitelist and Next

Section Parameter Parameter

The task name that DTS automatically generates. We recommend
N/A Task Name that you specify a descriptive name that makes it easy to identify
the task. You do not need to specify a unique task name.

Instance Type Select ApsaraDB for MongoDB.

Instance The region where the source ApsarabDB for MongoDB instance
Region resides.
MongoDB .
9 The ID of the source instance.
Instance ID
The name of the authentication database. The database account is
created in this database.
Database
Name @ Note If youwant to use the root account, enter admin
in the Database Name field.
Database The username of the account that is used to connect to the source
instance. For information about the permissions that are required
Account
Source for the account, see .

Database
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Section Parameter Parameter

The password of the database account.

@ Note After you specify the information about the
source database, you can click Test Connectivity next to
Database Database Password to check whether the information is
Password correct. If the information is correct, the Passed message is
displayed. If the information is incorrect, the Failed message
is displayed and you must click Check next to the Failed
message to modify the information.

Instance Type Select MongoDB Instance.

Instance The region where the destination ApsaraDB for MongoDB instance
Region resides.
MongoDB L
9 The ID of the destination instance.
Instance ID
The name of the authentication database. The database account is
created in this database.
Database
Name @ Note If youwant to use the root account, enter admin
in the Database Name field.
Destinati
on
Database Dat abase The username of the account that is used to connect to the
destination instance. For information about the permissions that
Account .
are required for the account, see .
The password of the database account.
@ Note After you specify the information about the
destination database, you can click Test Connectivity next to
Database Database Password to check whether the information is
Password correct. If the information is correct, the Passed message

appears. If the information is incorrect, the Failed message
appears and you must click Check next to the Failed message
to modify the information.
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ii. Inthe lower-right corner of the page, clickSet Whitelist and Next.

Q warning

m [f the source or destination database instance is an Alibaba Cloud database
instance, such as an ApsaraDB RDS for MySQL or ApsaraDB for MongoDB instance, or
is a self-managed database hosted on Elastic Compute Service (ECS), DTS
automatically adds the CIDR blocks of DTS servers to the whitelist of the database
instance or ECS security group rules. For more information, see Add the CIDR blocks
of DTS servers to the security settings of on-premises databases. If the source or
destination database is a self-managed database on data centers oris from other
cloud service providers, you must manually add the CIDR blocks of DTS servers to

allow DTS to access the database.

m If the CIDR blocks of DTS servers are automatically or manually added to the
whitelist of the database instance or ECS security group rules, security risks may
arise. Therefore, before you use DTS to migrate data, you must understand and
acknowledge the potential risks and take preventive measures, including but not
limited to the following measures: enhance the security of your account and
password, limit the ports that are exposed, authenticate API calls, regularly check
the whitelist or ECS security group rules and forbid unauthorized CIDR blocks, or
connect the database to DTS by using Express Connect, VPN Gateway, or Smart

Access Gateway.

m Afterthe DTS taskis completed or released, we recommend that you manually
detect and remove the added CIDR blocks fromthe whitelist of the database

instance or ECS security group rules.

iii. Configure migration types and the objectsto migrate.

2.Configure Migration Types and Objects

* Migration Types:+] Full Data Migration Incremental Data Migration

Available

If you search globally, please expand Q

Selected (To =dit an object name or its filter, hover over the object

Hover over the
and click Edit.) Learn more. e j

requ

[# G admin Q
mongodbtest
Select All
Remave All
*Name batch ® No Yes
changs :
Information:
1. Data migration only copies and schema in the source database and saves the copy in the destination database. The process does not affect any
data or schema in t e
2. DDL operati i data migration because this can cause migration failures,
Cancel Previous Save
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Setting Description

= [f you want to migrate only the existing data in the source instance, select Full Data

Migration.
Select = [f you want to migrate data without downtime, select Full Data Migration and
migrati Incremental Data Migration.
on
types @ Note If Incremental Data Migration is not selected, do not write data to

the source instance during full data migration. This ensures data consistency

between the source instance and destination instance.

The method to select objects to migrate:

a. Select one or more objects from the Available section.

b. Click » to add the selected objects to the Selected section.
Select @ Note
objects ® DTS cannot migrate data from the admin or local database.
to
migrate ® The objects that you can migrate are databases, collections, and

functions.

m By default, after an object is migrated to the destination instance, the
name of the object remains unchanged. If you want to rename an object in
the destination database, you can use the object name mapping feature.
For more information, see Object name mapping.

Specify

whether . . . .

‘o You can use the object name mapping feature to rename the objects that are migrated

rename to the destination instance. For more information, see Object name mapping.

objects

Specify

the

retry By default, if DTS fails to connect to the source or destination database, DTS retries

time within the following 12 hours. You can specify the retry time range based on your

range business requirements. If DTS is reconnected to the source and destination databases

fora within the specified time range, DTS resumes the data migration task. Otherwise, the

failed data migration task fails.

connect

ionto @ . . .

the Note When DTS retries a connection, you are charged for the DTS instance.

source We recommend that you specify the retry time range based on your business

or needs. You can also release the DTS instance at your earliest opportunity after the
. source and destination instances are released.

destinat

ion

databas

e
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iv. Inthe lower-right corner of the page, click Precheck.

@ Note

m Before you can start the data migration task, DTS performs a precheck. You can
start the data migration task only after the task passes the precheck.

m If the taskfails to pass the precheck, you can click the icon next to each failed

itemto view details.

m Afteryou troubleshoot the issues based on the causes, you canrun a
precheck again.

m [f you do not need to troubleshoot the issues, you can ignore failed items
and run a precheck again.

v. Afterthe data migration task passes the precheck, click Next.

vi. Inthe Confirm Settings dialog box, configure the Instance Class parameter. Then, read and
select Data Transmission Service (Pay-As-You-Go) Service Terms.

vii. ClickBuy and Start to start the data migration task.

5. Configure both the source and destination databases.

* Task Name: | |
Source Database
* Instance Type: | ApsaraDB for MongoDB v
* Instance Region: | China (Qingdao) M
* MongoDE Instance ID: | dds-bp v
* Database Name! | admin | Authenticate Database with Account

* Database Account: | |

* Database Password | ............. @‘)| Test Connectivity
Destination Database
* Instance Type: | MongoDB Instance M
* Instance Region: | |China (Hangzhou) v
* MongoDE Instance ID: | dds-by T -
* Database Name! | admin | Authenticate Database with Account

* Database Account: | |

* Database Password | ............... o @‘)| Test Connectivity

Cancel Assess Data Migration to Cloud Set Whitelist and Next

Section Parameter Description

DTS automatically generates a task name. We recommend that you
N/A Task Name specify your own task name that helps identify the task. Task names
do not need to be unique.
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Section Parameter

Instance Type

Instance
Region

MongoDB
Instance ID

Database
Name

Source

Database
Database
Account

Database
Password

Instance Type

Instance
Region

MongoDB
Instance ID

Database
Name

Database
Account
Destinatio
n
Database

Description
Select ApsaraDB for MongoDB.

Select the region where the source ApsaraDB for MongoDB instance
resides. For this example, select China (Qingdao).

Select the ID of the source ApsaraDB for MongoDB instance.

Enter the name of the authentication database. It is the database
where the database account is created.

@ Note If the database account is root, enter admin.

Enter the username of the database account you use to manage the
source database. For more information about the account permission
requirements, see Required database account permissions.

Enter the password of the database account.

@ Note Afteryou specify the source database information,
click Test Connectivity next to Database Password to check
whether the information is correct. If the information is correct,

the Passed message is displayed. If the information is incorrect,
the Failed message is displayed, and you must click Check next
to the Failed message to modify the information as prompted.

Select MongoDB Instance.

Select the region where the destination ApsarabDB for MongoDB
instance resides. For this example, select China (Hangzhou).

Select the ID of the destination ApsaraDB for MongoDB instance.

Enter the name of the authentication database. It is the database
where the database account is created.

@ Note If the database account is root, enter admin.

Enter the username of the database account you use to manage the
destination database. For more information about the account
permission requirements, see Required database account permissions.
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Section Parameter Description

Enter the password of the database account.

@ Note After you specify the destination database
information, click Test Connectivity next to Database
Database Password to check whether the information is correct. If the
Password information is correct, the Passed message is displayed. If the
information is incorrect, the Failed message is displayed, and you
must click Check next to the Failed message to modify the
information as prompted.

6.
7. Configure migration types and migration objects.

*  Migration Types:¥] Full Data Migration Incremental Data Migration

Available Selected (To edit an object name or its filter, hover over the object | Hover over the
and dlick Edit.) Learn more. required object and
: click Edit. In the dialog
If you search globally, please expand Q box that appears,
=0 admin Q madify the object name
mongodhtest of the destination
a nd select the
columns to migrate.
>
<
Select All
Remove All
*Name batch ® No Yes
change :

Information:
1. Data migratiof
data or schema 2

2. DDL operations are not supperted during data migration because

base and saves the copy in the destination database. The process does not affect any

n only copies the data and schema in the source data

as

this can cause migration failures.

Cancel Pravious Save

Paramet

Description
er P
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Paramet .
Description
er
o If you want to migrate all data, select Full Data Migration.
o If youwant to migrate data without interruptions to your business, select both Full
Data Migration and Incremental Data Migration.
o @ Note
Migratio
n Types o You cannot use DTS to incrementally migrate the data of a standalone
instance.

o If Incremental Data Migration is not selected, do not write data into the
source database during full data migration. This ensures data consistency
between the source and destination databases.

o Inthe Available section, select the objects you want to migrate and then click the
icon to move them to the Selected section.
. @ Note Datainthe admin database cannot be migrated even if this database is
Availabl
selected.
e

o A migration object can be a database, collection, or function.

o By default, the name of an object remains unchanged after migration. If you want a
different object name after migration, use the object name mapping feature provided by
DTS. For more information, see Object name mapping.

8.
9.
10.
11. View the progress of the migration task.

o Full data migration
We recommend that you do not manually stop the task during full data migration. Otherwise, the
data migrated to the destination database may be incomplete. You can wait until the full data
migration task automatically stops.

o Incremental data migration
An increment al data migration task does not automatically stop. You must manually stop the
task.

i. Wait untilIncremental Data Migration and The data migration task is not delayed
appear in the progress bar of the data migration task. Then, stop writing data to the source
instance for a few minutes. The latency of incremental data migration may be displayed in
the progress bar.

ii. Wait untilthe state of incremental data migration changes to The migration task is not
delayed again. Then, manually stop the migration task.

What to do next
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Determine whether to release the source instance.

e [f the source instance uses pay-as-you-go billing, release it. For more information, see Release an
instance or a node.

e [f the source instance uses subscription billing, you cannot release it.
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10.Migrate across different
Alibaba Cloud accounts

10.1. Migrate data between Apsara
PolarDB for MySQL clusters across
Alibaba Cloud accounts

Apsara PolarDB is a next-generation relational database service developed by Alibaba Cloud. It is a
high-performance, high-availability, easy-to-use, and reliable service that is compatible with the MySQL
database engine. This topic describes how to migrate data between Apsara PolarDB for MySQL clusters
that are owned by different Alibaba Cloud accounts by using Data Transmission Service (DTS).

Prerequisites

e The source and destination Apsara PolarDB for MySQL clusters are created. For more information, see
Create a PolarDB MySQL cluster.

e The binary logging feature is enabled for the source Apsara PolarDB for MySQL cluster. For more
information, see Enable binlogging.

Precautions

e DTS uses read and write resources of the source and destination databases during full data
migration. This may increase the loads of the database servers. If the database performance is
unfavorable, the specification is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the destination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and destination databases. We
recommend that you migrate data during of f-peak hours. For example, you can migrate data when
the CPU utilization of the source and destination databases is less than 30%.

e The source database must have PRIMARY KEY or UNIQUE constraints and all fields must be unique.
Otherwise, the destination database may contain duplicate data records.

e [f a data migration taskfails, DTS automatically resumes the task. Before you switch your workloads
to the destination database, stop or release the data migration task. Otherwise, the data inthe
source database will overwrite the data in the destination database after the task is resumed.

Migration types

DTS supports schema migration, full data migration, and incremental data migration. For more
information, see Terms.

@ Note When you migrate data between PolarDB for MySQL clusters, you can select all of the
supported migration types to ensure service continuity.

Billing
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Migration type Task configuration fee Internet traffic fee

Schema migration and full Free of charge.

data migration Charged only when data is migrated from
Alibaba Cloud over the Internet. For more

Incremental data Charged. For more information, see Pricing.

migration information, see Pricing.

SQL operations that can be synchronized during incremental data
migration

Operatio
perati SQL statements
ntype
DML INSERT, UPDATE, DELETE, and REPLACE

® ALTER TABLE and ALTER VIEW

® CREATE FUNCTION, CREATE INDEX, CREATE PROCEDURE, CREATE TABLE, and CREATE VIEW
DDL ® DROP INDEX and DROP TABLE

® RENAME TABLE

® TRUNCATE TABLE

Permissions required for database accounts
Database Required permission
Source Apsara PolarDB for MySQL cluster The read permission on the objects to be migrated

The read/write permissions on the objects to be

Destination Apsara PolarDB for MySQL cluster .
migrated

@ Note Formore information about how to create and authorize a database account, see
Create database accounts.

Preparations

1. Log onto the Alibaba Cloud console by using the Alibaba Cloud account to which the source
Apsara PolarDB for MySQL cluster belongs.

2. Create a RAMrole and authorize this role to access the cloud resources of the Alibaba Cloud
account to which the source Apsara PolarDB for MySQL cluster belongs. For more information, see
Configure RAM authorization for data migration or synchronization from a self-managed database in a VPC

across different Alibaba Cloud accounts.
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@ Note To migrate data between Apsara PolarDB for MySQL clusters across Alibaba Cloud
accounts, you can specify the source Apsara PolarDB for MySQL cluster as a user-created
database connected over Express Connect. You can also request a public endpoint for the
source Apsara PolarDB for MySQL cluster and specify the source cluster as a user-created
database with a public IP address. In this case, you do not need to create a RAM role and
configure authorization.

Procedure

1.

u A W N

Log onto the DTS console by using the Alibaba Cloud account to which the destination Apsara
PolarDB for MySQL cluster belongs.

. Inthe left-side navigation pane, click Data Migration.
. At the top of the Migration Tasks page, select the region where the destination cluster resides.
. Inthe upper-right corner of the page, click Create Migration T ask.

. Select User-Created Database Connected over Express Connect, VPN Gateway, or Smart
Access Gateway as the instance type. Then, click Proprietary network of Other Apsara Stack
Accounts next to the Peer VPC field.

@ Note To migrate data between Apsara PolarDB for MySQL clusters across Alibaba Cloud
accounts, you can specify the source Apsara PolarDB for MySQL cluster as a user-created
database connected over Express Connect. You can also request a public endpoint forthe
source Apsara PolarDB for MySQL cluster and specify the source cluster as a user-created
database with a public IP address.

1.Configure Source and Destination

* Task Name: | @ o -l
| Source Database
= Instance Type: | User-Created Database with Pu:l&lﬂ Address v DTS support type
* Instance Region: | China (Hangzhou) v Get 1P Address Segment of DTS
* Database Type MySQL M
* Hostname or IP Address:

* Port Number: | 3306

* Database Password L2 Test Connectivity

6. Configure the source and destination databases for the data migration task.
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* Task Name: ‘ PolarDB MySQL

Source Database

* Instance Type: | User-Created Datebase Connected Over Express Connect, VP! ¥ | DTS support type

* Instance Region: | Singapore v Guide

*Apsara Stack Tenant Account ID: ‘ |

*Role Name: ‘ ram-for-dts | Authorize Role Across Accounts
* Peer VPC: | ype - n - Proprietary network of the current login account
* Database Type: MySQL v

* 1P Address: ‘ 172.168 |

* Port Number: | 3306

* Database Account: ‘ dtstest |

* Database Password: ‘ ................. d)| Test Connectivity () Passed

Destination Database

* Instance Type: | PolarDB M
* Instance Region: | Singapore M
= PolarDB Instance ID: N

* Database Account: ‘ dtstest |

* Database Password: ‘ e d)| Test Connectivity ) Passed

Cancel Set Whitelist and Next

Section Parameter Description

DTS automatically generates a task name. We recommend that you
N/A Task Name specify an informative name for easy identification. You do not need
to use a unigue task name.

Select User-Created Database Connected over Express

Instance Type
Connect, VPN Gateway, or Smart Access Gateway.

Instance

. Select the region where the source PolarDB cluster resides.

Region
Enter the ID of the Alibaba Cloud account to which the source PolarDB
cluster belongs.

@ Note To obtainthe ID of the Alibaba Cloud account to
which the source PolarDB cluster belongs, you must log on to the
Account Management console by using this account. The account
ID is displayed on the Security Settings page.

Alibaba Cloud

Account ID
Account Management
Basic Information m Logon Account db"@test aliyunid.com Edit i No real-name authentication f:’n::czm
Securly Sefins T;T - o egistration time:  2021-05-25 11:39:00
Resk-name Verifation W dno Nobinang Detal
Contact Management [
Enter the name of the RAM role that you created earlier in
Role Name

Preparations.
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Section Parameter

Peer VPC
source Database Type
Database

IP Address

Port Number

Database
Account

Database
Password

Description

Select the ID of the VPC where the source PolarDB cluster resides.

To obtain the VPC ID, you must log onto the Apsara PolarDB console
by using the Alibaba Cloud account to which the source PolarDB
cluster belongs. On the Clusters page, click the ID of the source
PolarDB cluster. The VPC ID is displayed in the Basic Information
section.

»

>

< | Cluster

® Running

Log On to Database ‘ Migrate from Other Database

Overview .
Basic Information

Settings and Manag
Cluster ID Cluster Name Edit
Diagnostics and Opti

Region Singapore Zones Singapore Zone A (Primary), Singapore.

Compatibiity 100% Compatible with MySQL 8.0 Status ® Running

Maintenance Window 02:0003:00 Modiy

Select MySQL.

Enter the private IP address of the source PolarDB cluster. In this
example, enter 172.16.20.20.

You can obtain the private IP address by pinging the VPC-facing
endpoint of the source PolarDB cluster.

Diagnostics and Opti

Connection Information @

Overview

Whitelists @ Create Whitelist

Settings: and Manag

> default  Configure

Primary Endpoints @

T o e i s o0 sty

Public-acing Endpoint Apply

Cluster Endpoints (Recommended) @ Create Custom Cluster Endpoint

= Default Cluster Endpoint ) Modiy

Readiwite Mode Read and Writs (Automatic Read-write Splitting)
VPC-facing Endpoint pes rwib.singapore.rds.aliyuncs.com:3306 Mody
Public-facing Endpoint Apply.

> Node Ssttings

> Advanced Settings

Enter the service port number of the source PolarDB cluster. The
default port number is 3306.

Enter the database account of the source PolarDB cluster. For more
information about the permissions that are required for the account,
see Permissions required for database accounts.

Enter the password of the source database account.

@ Note After you specify the information about the self-
managed Oracle database, you can click Test Connectivity next
to Database Password to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.
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Section Parameter Description

Instance Type Select PolarDB.

Instance . . .
Region Select the region where the destination PolarDB cluster resides.
PolarDB N
The ID of the destination PolarDB cluster.
Instance ID
Enter the database account of the destination PolarDB cluster. For
Database . . L .
fnati more information about the permissions that are required for the
Destinatio Account
n account, see Permissions required for database accounts.
Database
Enter the password of the destination database account.
@ Note After you specify the information about the RDS
Database instance, you can click Test Connectivity next to Database
Password to check whether the information is valid. If the
Password

information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the
information based on the check results.

7. Inthe lower-right corner of the page, clickSet Whitelist and Next.

@ Note DTS adds the CIDR blocks of DTS servers to the whitelists of the source and
destination PolarDB clusters. T his ensures that DTS servers can connect to the source and
destination PolarDB clusters.

8. Select the migration types and the objects to be migrated.
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2.Configure Migration Types and

* Migrstion Types: [w] Schema Migration [w] Full Data Migration [w] Incremantal Data Migration Mote: Incremeantal data migration doss not support
triggers. For more information, see Reference

Mote: do not dean up the incrementzl data log generated by the source database after the DTS task is started when the DTS full task is running. If the source daktabase
cleans up the log too early, the DTS incremental task may fail

Diata migration applies to short-term migration scenarios. Typical scenarios indude migrating data to the doud, scaling and sharding databases, and migrating data
between Apsara Stack databases.
For long-term data synchronization in real time, use the data synchronization feature,

Availabla Sdected {To edit an object name or its filter, hover over the object and dick
Edit.) Learm mare.
Expand the tree before you perform a glo qQ
Q,
[ p: dtstestdata
=] Tables dtstestdata (20bjects)
. customer
[ i Views
= order
?
I <
Salact All
Remove All
*Rzname Databases and Tables: @ Do Not Change Databass and Table Names Change Database and Table Names
* Retry Time for Failed Connection 720 Minutes
*Source table DMS_ ONLINE_ Do you O Yes ® Ne (V)

want to copy the kemporary table to
the target database during DOL:

Information:
1. Data migration only copies the data and schena in the source databaese and saves H

oy in the destination datsbase. The process does not affect any data or schema

n the source database.
2. Do not do DOL operation during structure and full migration, otherwise the task may fail
Cancel Pravious Save ‘
0
0
Setting Description

o To perform only full migration, select Schema Migration and Full Data Migration.

o To ensure service continuity during data migration, select Schema Migration, Full

Select Data Migration, and Incremental Data Migration.
the
migratio . - L
9 ) Notice If Incremental Data Migration is not selected, we recommend that

ntypes . . . : )
P you do not write data to the source database during full data migration. This ensures

data consistency between the source and destination databases.
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Setting

Select
the
objects
to be
migrate
d

Specify
whether
to
rename
objects

Specify
the retry
time for
failed
connecti
ons to
the
source
or
destinati
on
databas
e

Description

Select one or more objects from the Available section and clickthe s iconto move the

objects to the Selected section.

D Notice
© You can select columns, tables, or databases as the objects to be migrated.

o By default, after an object is migrated to the destination database, the name
of the object remains unchanged. You can use the object name mapping
feature to rename the objects that are migrated to the destination database.
For more information, see Object name mapping.

o |f you use the object name mapping feature to rename an object, other
objects that are dependent on the object may fail to be migrated.

You can use the object name mapping feature to rename the objects that are migrated to
the destination instance. For more information, see Object name mapping.

By default, if DTS fails to connect to the source or destination database, DTS retries within
the next 720 minutes (12 hours). You can specify the retry time based on your needs. If DTS
reconnects to the source and destination databases within the specified time, DTS resumes
the data migration task. Otherwise, the data migration task fails.

@ Note When DTS retries a connection, you are charged for the DTS instance. We
recommend that you specify the retry time based on your business needs. You can
also release the DTS instance at your earliest opportunity after the source and
destination instances are released.
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Setting Description

Specify

whether

to copy If you use Data Management (DMS) to perform online DDL operations on the source

tempora database, you can specify whether to migrate temporary tables generated by online DDL

rytables  operations.
to the

destinati
on
databas @ Note If online DDL operations generate a large amount of data, the data
e when migration task may be delayed.

DMS

perform © No: DTS does not migrate the data of temporary tables generated by online DDL

s online operations. Only the original DDL data of the source database is migrated.
DDL

o Yes: DTS migrates the data of temporary tables generated by online DDL operations.

operatio ® ) o
ns on Note If youselect No, the tables in the destination database may be locked.

the
source
table

9. Inthe lower-right corner of the page, click Precheck.

® Note

o Before you can start the data migration task, a precheck is performed. You can start the
data migration task only after the task passes the precheck.

o If the taskfails to pass the precheck, you can clickthe icon next to each failed item

to view details.
m You can troubleshoot the issues based on the causes and run a precheck again.

m If you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

10. Afterthe task passes the precheck, click Next.

11. Inthe Confirm Settings dialog box, specify the Channel Specification parameter and select
Data Transmission Service (Pay-As-You-Go) Service Terms.

12. ClickBuy and Start to start the data migration task.

o Schema migration and full data migration
We recommend that you do not manually stop the task during full data migration. Otherwise, the
data migrated to the destination database will be incomplete. You can wait until the data
migration task automatically stops.

o Schema migration, full data migration, and incremental data migration
The task does not automatically stop during incremental data migration. You must manually stop
the task.
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D Notice We recommend that you select an appropriate time to manually stop the data
migration task. For example, you can stop the task during of f-peak hours or before you
switch your workloads to the destination cluster.

a. Wait untilIncremental Data Migration and The migration task is not delayed appear
in the progress bar of the migration task. Then, stop writing data to the source database for
a few minutes. The delay time of incremental data migration may be displayed in the
progress bar.

b. Wait until the status of incremental data migration changes to The migration task is
not delayed again. Then, manually stop the migration task.

Task Name v| ‘ Search | Sort: | Default Sorting v status: | All v WTag

Task ID/Name: ’ Status: Migrating Quick Diagnostics | Pause Task | View Details | Duplicate Task  Upgrade | Configure Monitoring and Alerting | Change password | Edit Tag

What's next

The database accounts that are used for data migration have the read/write permissions. Afterthe
data migration is complete, you must delete the database accounts to ensure security.

10.2. Migrate data between ApsaraDB
for MongoDB instances created by
different Alibaba Cloud accounts

This topic describes how to migrate data between ApsaraDB for MongoDB instances created by
different Alibaba Cloud accounts by using Data Transmission Service (DTS). DTS supports both full data
migration and incremental data migration. You can use these two methods together to migrate data
between ApsaraDB for MongoDB instances without interruptions to your business.

Prerequisites

e The source instance is either a standalone instance or a replica set instance. If the source instance is a
sharded cluster instance, we recommend that you use the built-in commands of MongoDB to migrate
data. For more information, see Migrate a self-managed MongoDB database to ApsaraDB for
MongoDB by using tools provided by MongoDB.

@ Note You cannot use DTS to incrementally migrate the data of a standalone instance. For
more information, see Migration types.

e The destination instance is created in the destination region. For more information, see Create a
standalone instance, Create a replica set instance, or Create a sharded cluster instance.

@ Note The storage capacity of the destination instance must be greater than the occupied
storage space of the source instance.

Precautions
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e DTS consumes the resources of the source and destination instances during full data migration. T his
may increase the loads of the database servers. If you migrate a large volume of data or the server
specifications cannot meet your requirements, database services may become unavailable. Before
you migrate data, evaluate the impact of data migration on the performance of the source and
destination databases. We recommend that you migrate data during off-peak hours.

e DTS does not support incremental data migration from a standalone instance. To ensure data
consistency, do not write data to the source instance during full data migration.

e [f the source and destination MongoDB databases use different versions or storage engines, make
sure that your applications can run on both databases. For more information about the versions and
storage engines that are supported by ApsaraDB for MongoDB, see MongoDB versions and storage
engines.

.

Billing
Migration type Task configuration fee Internet traffic fee
Full data migration Free of charge.

Charged only when data is migrated from Alibaba
Cloud over the Internet. For more information, see

Incremental data Charged. For more -
Pricing.

migration information, see Pricing.

Migration types
Migration type Description

DTS migrates the historical data of required objects from the source MongoDB
database to the destination MongoDB database.

Full data migration
9 @ Note The following types of objects are supported: database,

collection, and index.

After full data migration is complete, DTS synchronizes incremental data from the
source MongoDB database to the destination MongoDB database.

@ Note
® The create and delete operations that are performed on databases,
Incremental data collections, and indexes can be synchronized.
migration ® The create, delete, and update operations that are performed on

documents can be synchronized.

Required database account permissions
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Data source Full data migration Incremental data migration

Read permissions on the source

Source ApsaraDB for MongoDB Read permissions on the source
) P 9 P database, admin database, and
instance database

local database
Destination ApsaraDB for Read/write permissions on the Read/write permissions on the
MongoDB instance destination database destination database

@ Note Formore information about how to create and authorize a database account, see Use
DMS to manage MongoDB users.

Preparation

1. Log onto the ApsaraDB for MongoDB console with the Alibaba Cloud account to which the source
instance belongs.

2. Apply for a public endpoint forthe source instance. For more information, see Apply for a public
endpoint.

3. Add the Classless Inter-Domain Routing (CIDR) blocks of DTS servers to a whitelist of the source
instance. For more information, see Configure a whitelist or an ECS security group for an ApsarabDB
for MongoDB instance.

@ Note You can determine the CIDR blocks you need to add based on the region where the
destination instance resides. For more information, see Add the CIDR blocks of DTS servers to
the IP whitelist of on-premises databases. For example, if the source instance is in China
(Hangzhou) and the destination instance is in China (Shenzhen), add the CIDR blocks of the DTS
servers in China (Shenzhen) to a whitelist of the source instance.

Procedure

1. Logonto the DTS console with the Alibaba Cloud account to which the destination ApsaraDB for
MongoDB instance belongs.

2.
3. Inthe upper-right corner of the page that appears, click Migrate Databases.
4. Onthe Create Migration Task page, create a migration task.

i. Configure the source and destination databases.
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1.Configure Source and Destination

* Task Name: | |

Source Database

¥ Instance Type: | ApsaraDB for MongoDB T

* Instance Region: | China (Hangzhou)

* MongoDB Instance ID: | dds-bp

* Database Name: ‘ admin

‘ Authenticate Database with Account

* Database Account: ‘

* Database Password:

‘ Test Connectivity

Destination Database

* Instance Type: | MongoDE Instance

* Instance Region: | China (Hangzhou)

* MongoDB Instance ID: | dds-bywe

-

* Database Name: ‘ admin

‘ Authenticate Database with Account

* Database Account: ‘

* Database Password:

- ‘ Test Connectivity

Section Parameter

N/A Task Name

Instance Type

Instance
Region

MongoDB
Instance ID

Database
Name

Database
Account

source
Database

Cancel Assess Data Migration to Cloud Set Whitelist and Next

Parameter

The task name that DTS automatically generates. We recommend
that you specify a descriptive name that makes it easy to identify
the task. You do not need to specify a unique task name.

Select ApsaraDB for MongoDB.

The region where the source ApsarabDB for MongoDB instance
resides.

The ID of the source instance.

The name of the authentication database. The database account is
created in this database.

@ Note If youwant to use the root account, enter admin
in the Database Name field.

The username of the account that is used to connect to the source
instance. For information about the permissions that are required
for the account, see .
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Section Parameter

Database
Password

Instance Type

Instance
Region

MongoDB
Instance ID

Database
Name

Destinati
on

Database
Database

Account

Database
Password

Parameter

The password of the database account.

@ Note After you specify the information about the
source database, you can click Test Connectivity next to
Database Password to check whether the information is
correct. If the information is correct, the Passed message is
displayed. If the information is incorrect, the Failed message
is displayed and you must click Check next to the Failed
message to modify the information.

Select MongoDB Instance.

The region where the destination ApsaraDB for MongoDB instance
resides.

The ID of the destination instance.

The name of the authentication database. The database account is
created in this database.

@ Note If youwant to use the root account, enter admin
in the Database Name field.

The username of the account that is used to connect to the
destination instance. For information about the permissions that
are required for the account, see .

The password of the database account.

@ Note After you specify the information about the
destination database, you can click Test Connectivity next to
Database Password to check whether the information is
correct. If the information is correct, the Passed message
appears. If the information is incorrect, the Failed message
appears and you must click Check next to the Failed message
to modify the information.
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ii. Inthe lower-right corner of the page, clickSet Whitelist and Next.

Q warning

m If the source or destination database instance is an Alibaba Cloud database

instance, such as an ApsaraDB RDS for MySQL or ApsaraDB for MongoDB instance, or
is a self-managed database hosted on Elastic Compute Service (ECS), DTS
automatically adds the CIDR blocks of DTS servers to the whitelist of the database
instance or ECS security group rules. For more information, see Add the CIDR blocks
of DTS servers to the security settings of on-premises databases. If the source or
destination database is a self-managed database on data centers oris from other
cloud service providers, you must manually add the CIDR blocks of DTS servers to
allow DTS to access the database.

If the CIDR blocks of DTS servers are automatically or manually added to the
whitelist of the database instance or ECS security group rules, security risks may
arise. Therefore, before you use DTS to migrate data, you must understand and
acknowledge the potential risks and take preventive measures, including but not
limited to the following measures: enhance the security of your account and
password, limit the ports that are exposed, authenticate API calls, regularly check
the whitelist or ECS security group rules and forbid unauthorized CIDR blocks, or
connect the database to DTS by using Express Connect, VPN Gateway, or Smart
Access Gateway.

Afterthe DTS taskis completed or released, we recommend that you manually
detect and remove the added CIDR blocks fromthe whitelist of the database
instance or ECS security group rules.

iii. Configure migration types and the objectsto migrate.

2.Configure Migration Types and Objects

* Migration Types:+] Full Data Migration Incremental Data Migration

Available Selected (To edit an object name or its filter, hover over the object

Hover over the
and click Edit.) Learn more. e j

requ

If you search globally, please expand Q

[# G admin Q
mongodbtest
>
G
Select All
Remave All
*Name batch ® No Yes
changs :
Information:
and schema in the source database and saves the copy in the destination database. The process does not affect any

1. Data migration only copies
data or schema in t e
2. DDL operati

i data migration because this can cause migration failures,

Cancel Previous Save
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Setting

Select
migrati
on
types

Select
objects
to
migrate

Specify
whether
to
rename
objects

Specify
the
retry
time
range
fora
failed
connect
ionto
the
source
or
destinat
ion
databas
e

Description

= [f you want to migrate only the existing data in the source instance, select Full Data
Migration.

® |f you want to migrate data without downtime, select Full Data Migration and
Incremental Data Migration.

@ Note If Incremental Data Migration is not selected, do not write data to
the source instance during full data migration. This ensures data consistency
between the source instance and destination instance.

The method to select objects to migrate:

a. Select one or more objects from the Available section.

b. Click » to add the selected objects to the Selected section.

@ Note

® DTS cannot migrate data from the admin or local database.

® The objects that you can migrate are databases, collections, and
functions.

m By default, after an object is migrated to the destination instance, the
name of the object remains unchanged. If you want to rename an object in
the destination database, you can use the object name mapping feature.
For more information, see Object name mapping.

You can use the object name mapping feature to rename the objects that are migrated
to the destination instance. For more information, see Object name mapping.

By default, if DTS fails to connect to the source or destination database, DTS retries
within the following 12 hours. You can specify the retry time range based on your
business requirements. If DTS is reconnected to the source and destination databases
within the specified time range, DTS resumes the data migration task. Otherwise, the
data migration task fails.

@ Note When DTS retries a connection, you are charged for the DTS instance.
We recommend that you specify the retry time range based on your business
needs. You can also release the DTS instance at your earliest opportunity after the
source and destination instances are released.
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iv. Inthe lower-right corner of the page, click Precheck.

@ Note

m Before you can start the data migration task, DTS performs a precheck. You can
start the data migration task only after the task passes the precheck.

m If the taskfails to pass the precheck, you can click the icon next to each failed

itemto view details.

m Afteryou troubleshoot the issues based on the causes, you canrun a
precheck again.

m [f you do not need to troubleshoot the issues, you can ignore failed items
and run a precheck again.

v. Afterthe data migration task passes the precheck, click Next.

vi. Inthe Confirm Settings dialog box, configure the Instance Class parameter. Then, read and
select Data Transmission Service (Pay-As-You-Go) Service Terms.

vii. ClickBuy and Start to start the data migration task.

5. Configure both the source and destination databases.

* Task Name: | g
Source Database
* Instance Type:  User-Created Database with Public IP Address v
* Instance Region: | China (Shanghai) v Get IP Address Segment of DTS
* Database Type: | MongoDB v

* Hostname or IP Address ‘ dds-bp1 |.mongodb.rds.awuncs.co|

* Port Number: ‘ 3717 |

Database Name: | admin Authenticate Database with Account

Database Account: ‘ |

Database Password: | sssssssssssss q»| Test Connectivity
Destination Database
* Instance Type:  MongoDB Instance v
* Instance Region: | China (Hangzhou) v

* MongoDB Instance ID: | dds-by

* Database Name: | admin | Authenticate Datzbase with Account
* Database Account: ‘ |
* Database Password: | sessssssssssesss q>| Test Connectivity

Cancel Assess Data Migration to Cloud Set Whitelist and Next

Section Parameter Description

DTS automatically generates a task name. We recommend that you
N/A Task Name specify your own task name that helps identify the task. Task names
do not need to be unique.
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Section

source
Database

Parameter

Instance Type

Instance
Region

Database Type

Hostname or IP
Address

Port Number

Database
Name

Database
Account

Database
Password

Instance Type

Instance
Region

MongoDB
Instance ID

Description
Select User-Created Database with Public IP Address.

If you set the instance type to User-Created Database with Public
IP Address, the system automatically specifies Instance Region.

Select MongoDB.

Enter the domain name obtained from the public endpoint of the
source instance. For example, enter dds-Tudxxxxxxx-
pub.mongodb.rds.aliyuncs.com.

Enter 3717, which is the service port of the source instance.

Enter the name of the authentication database. It is the database
where the database account is created.

@ Note

If the database account is root, enter admin.

Enter the username of the database account you use to manage the
source database. For more information about the account permission
requirements, see Required database account permissions.

Enter the password of the database account.

@ Note After you specify the source database information,
click Test Connectivity next to Database Password to check
whether the information is correct. If the information is correct,

the Passed message is displayed. If the information is incorrect,
the Failed message is displayed, and you must click Check next
to the Failed message to modify the information as prompted.

Select MongoDB Instance.

Select the region where the destination ApsaraDB for MongoDB
instance resides.

Select the ID of the destination ApsaraDB for MongoDB instance.
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Section Parameter Description

Enter the name of the authentication database. It is the database
where the database account is created.

Destinatio Database
Name ) )
n @ Note If the database account is root, enter admin.
Database
Enter the username of the database account you use to manage the
Database L . .
Account destination database. For more information about the account
permission requirements, see Required database account permissions.
Enter the password of the database account.
@ Note After you specify the destination database
information, click Test Connectivity next to Database
Database Password to check whether the information is correct. If the
Password information is correct, the Passed message is displayed. If the

information is incorrect, the Failed message is displayed, and you
must click Check next to the Failed message to modify the
information as prompted.

6. Inthe lower-right corner, click Set Whitelist and Next.

@ Note The IP addresses of DTS servers are automatically added to a whitelist of the
destination instance. This ensures that the DTS servers can connect to the destination
instance. After the migration is complete, you can remove the IP addresses fromthe whitelist if
you no longer need them. For more information, see Configure a whitelist.

7. Configure migration types and migration objects.
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2.Configure Migration Types and Objects

ation Types:[v] Full Data Migration v| Incremental Data Migration

Available Selected
Learn more,

admin
mongodbtest

Select Al
Remove Al
*Name batch ® No
change :

Cancel Previous Save

8.
9.
10.
11. View the progress of the migration task.

o Full data migration
We recommend that you do not manually stop the task during full data migration. Otherwise, the
data migrated to the destination database may be incomplete. You can wait until the full data
migration task automatically stops.

o Incremental data migration
An incremental data migration task does not automatically stop. You must manually stop the
task.

i. Wait untilIncremental Data Migration and The data migration task is not delayed
appear in the progress bar of the data migration task. Then, stop writing data to the source
instance for a few minutes. The latency of incremental data migration may be displayed in
the progress bar.

ii. Wait untilthe state of incremental data migration changes to The migration task is not
delayed again. Then, manually stop the migration task.

References
If you migrate data to a sharded cluster instance, you can configure data sharding as needed. For more
information, see Configure sharding to maximize the performance of shards.
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11.1. Migrate data from an ApsaraDB
RDS for MySQL database to a user-
created MySQL database

This topic describes how to migrate data from an ApsaraDB RDS for MySQL database to a user-created
MySQL database by using Data Transmission Service (DTS). This is applicable to scenarios such as data
analysis and functional test.

Prerequisites

e The tablesto be migrated fromthe ApsaraDB RDS for MySQL database contain primary keys or
UNIQUE NOT NULL indexes.

e The available storage space of the user-created MySQL database is greater than the total size of the
data inthe ApsaraDB RDS for MySQL database.

e The version of the user-created MySQL database is the same as that of the ApsaraDB RDS for MySQL
database. T his ensures compatibility.

SQL operations that can be synchronized during incremental data
migration

Permissions required for database accounts
Database Permission
ApsaraDB RDS for MySQL database The read permission for the objects to be migrated

The read/write permissions for the objects to be

User-created MySQL database
vsQ migrated

For more information about how to create and authorize a database account, see the following
topics:

. and

° for a user-
created MySQL database

Procedure
1.

2
3.
4
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5. Configure the information about the source and destination databases for the data migration task.

* Task Name: | RDS_TO_MySQL

Source Database

* Instance Type: | RDS Instance v DTS support type
* Instance Region: China (Hangzhou) v
* RDS Instance ID: | rm-b. - RDS Instances of Other Apsara Stack Accounts

* Database Account: ‘ dtstest |

* Database Password ‘ ssssanss q‘)| Test Connectivity ~ & Passed

* Encryption: ® Non-encrypted © SSL-encrypted

Destination Database

¥ Instance Type: | User-Created Database in ECS Instance v
* Instance Region: | China (Hangzhou) v
* ECS Instance ID: | i-bp. -

= Database Type: | MySQL M

* Port Number: | 3306

* Database Account: ‘ dtstest |

= Database Password ‘ ssssanss q,| Test Connectivity ) Passed

* Encryption: @ Non-encrypted © SSL-encrypted

Cancel Set Whitelist and Next

Section Parameter Description

DTS automatically generates a task name. We recommend that
N/A Task Name you use an informative name for easy identification. You do not
need to use a unique task name.

Instance Type Select RDS Instance.

Instance . . .
Region Select the region where the source RDS instance resides.

RDS Instance
Select the ID of the source RDS instance.

ID

Database Enter the database account of the source RDS instance. For more
information about permissions required for the account, see

Account

Permissions required for database accounts.
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source
Battbase Parameter

Database
Password

Encryption

Instance Type

Instance
Region

ECS Instance
ID

Database
Type

Port Number

Database
Account

Destination
Database

Database
Password

Description

Enter the password for the database account.

@ Note After the source database information is
specified, click Test Connectivity next to Database
Password to verify whether the specified information is
valid. If the specified information is valid, the Passed
message appears. If the Failed message appears, click Check
in the Failed message. Modify the source database
information based on the instructions.

Select Non-encrypted or SSL-encrypted. If you want to select
SSL-encrypted, you must enable SSL encryption for the RDS
instance before configuring the data migration task. For more
information, see Configure SSL encryption for an RDS for MySQL
instance.

@ Note The Encryption parameter is available only in
mainland China and Hong Kong(China).

Select User-Created Database in ECS Instance.
Select the region where the ECS instance resides.

Select the ID of the ECS instance that is connected to the user-
created MySQL database.

Select MySQL.

Enter the service port number of the user-created MySQL
database. In this example, enter 3306.

Enter the account of the user-created MySQL database. For more
information about permissions required for the account, see
Permissions required for database accounts.

Enter the password for the account of the user-created MySQL
database.

@ Note After the destination database information is
specified, click Test Connectivity next to Database
Password to verify whether the specified information is
valid. If the specified information is valid, the Passed
message appears. If the Failed message appears, click Check
in the Failed message. Modify the destination database
information based on the instructions.
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Section Parameter Description

Select Non-encrypted or SSL-encrypted. In this example, Non-

E ti
ncryption encrypted is selected.

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

@ Note The CIDR blocks of DTS servers are automatically added to the whitelist of the
source RDS instance and the inbound rule of the destination ECS instance. T his ensures that
DTS servers can connect to the source and destination instances.

7. Configure migration types and objects.

2.Configure Migration Types and

* Migration Types: [v] Schema Migration [] Full Data Migration [+] Incremental Data Migration Mote: Incremental data migration doss not support
triggers. For more information, se= Referance

Note: do not dean wp the incremental dats bog generated by the source databasa after the DTS task is started when the DTS full task is running. If the source database
cleans up the log too early, the DTS incremental task may fail

Diata migration applies to short-term migrabion scenarios. Typical scenarios indude migrating dsta to the doud, scaling and sharding databases, and migrating data
betwean Apsara Stack databases.
For long-term data synchronization in real time, use the data synchronization festure,

Available Selected {To edit an object name or its filter, hover over the object and dick
Edit.) Learm mare.,
Expand the tree before you perform a gl Q
Q
[=) 1w dtstestdata
(] s Tables dtstestdata (20bjects)
. customer
[ Views
= order
>
I <
Select All
Famave Al
*Rename Databases and Tables: ® Do Not Change Database and Table Names Change Database and Table Names
# Retry Time for Failed Connection 720 Minutss
*Source table DMS_ ONLINE Do you ) Yes @ No ()

want to copy the temporary table to
the target database during DODL:

Information:

1. Data migration only copies the data and schema in the source database and saves
database.

do DOL operation during struchure and full migration, othenwise the task may fail

opy in the destination database, The process does not affect any data or schema

n th

Cancal Pravious Save ‘
o
O
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ltem Description

o To perform only full data migration, select Schema Migration and Full Data
Migration.

o If you want to migrate data without disruptions to your business, select Schema
Migration, Full Data Migration, and Incremental Data Migration.

Migratio
ntypes
@ Note If Incremental Data Migration is not selected, do not write data into
the source database during full data migration. This ensures data consistency
between the source and destination databases.
Select the objects to be migrated in the Available section and click 3 iconto move them
to the Selected section.
@ Note
Objects o Objects to be migrated can be databases, tables, or columns.
to be
migrate o The selected objects are not renamed after the migration by default. If you
d want to rename the objects migrated to the destination instance, you can use

the object name mapping feature provided by DTS. For more information, see
Object name mapping.

o |f you use the object name mapping feature for an object, objects that depend
on the object may fail to be migrated.

10.
11.

11.2. Migrate data from an Apsara
PolarDB for MySQL cluster to a user-
created MySQL database

T his topic describes how to migrate data from an Apsara PolarDB for MySQL cluster to a user-created
MySQL database by using Data Transmission Service (DTS). This is applicable to scenarios such as data
analysis and functional test.

Prerequisites
The binary logging feature for the Apsara PolarDB for MySQL cluster is enabled. For more information,
see Enable binary logging.

Precautions

e DTS uses read and write resources of the source and destination databases during full data
migration. This may increase the loads of the database servers. If the database performance is
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unfavorable, the specification is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the destination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and destination databases. We
recommend that you migrate data during of f-peak hours. For example, you can migrate data when
the CPU utilization of the source and destination databases is less than 30%.

e The source database must have PRIMARY KEY or UNIQUE constraints and all fields must be unique.
Otherwise, the destination database may contain duplicate data records.

e During full data migration, concurrent INSERT operations cause fragmentation in the tables of the
destination database. After full data migration is complete, the size of used tablespace of the
destination database is larger than that of the source database.

e [f a data migration taskfails, DTS automatically resumes the task. Therefore, before you switch your
workloads to the destination database, stop or release the data migration task. Otherwise, the data
in the source database overwrites the data in the destination database after the task is resumed.

Limits
e DTS supports the following types of objects for schema migration: table, view, trigger, stored

procedure, and function.

@ Note During schema migration, DTS changes the value of the SECURITY attribute from bpE
FINER to 1INvOKER forviews, stored procedures, and functions.

e DTS does not migrate user information fromthe source database. After data migration is complete,
if you want to call a view, stored procedure, or function of the destination database, you must grant
the read and write permissions to INVOKER.

Migration types

DTS supports schema migration, full data migration, and incremental data migration. For more
information, see Terms.

@ Note When you migrate data between PolarDB for MySQL clusters, you can select all of the
supported migration types to ensure service continuity.

Billing
Migration type Task configuration fee Internet traffic fee

Schema migration and full
Free of charge.

data migration Charged only when data is migrated from
Alibaba Cloud over the Internet. For more

Incremental data Charged. For more information, see Pricing.

migration information, see Pricing.

SQL operations that can be synchronized during incremental data
migration
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Operatio
P SQL statements
ntype
DML INSERT, UPDATE, DELETE, and REPLACE

® ALTER TABLE and ALTER VIEW

® CREATE FUNCTION, CREATE INDEX, CREATE PROCEDURE, CREATE TABLE, and CREATE VIEW
DDL ® DROP INDEX and DROP TABLE

® RENAME TABLE

® TRUNCATE TABLE

Permissions required for database accounts

Database Permission
Apsara PolarDB for MySQL cluster The read permission for the objects to be migrated

The read/write permissions for the objects to be

User-created MySQL database .
migrated

For more information about how to create and authorize a database account, see Create database
accounts and Create an account for an RDS for MySQL instance.

Procedure
1. Logontothe DTS console.
In the left-side navigation pane, click Data Migration.

At the top of the Migration T asks page, select the region where the destination cluster resides.

In the upper-right corner of the page, click Create Migration Task.

oA wN

Configure the source and destination databases.
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1.Configure Source and Destination Databases

* Task Name: | PolarDB_TO_MySQL

Source Database

= Instance Type: | PolarDB
* Instance Region: | China (Hangzhou)

* PolarDB Instance ID:

v DTS support type

v

* Database Account: ‘ dtstest

* Database Password: ‘ sssnsase

@ | Test Connectivity = () Passed

Destination Database

® Instance Type: | User-Created Database in ECS Instance

* Instance Region:

China (Hangzhou)

* ECS Instance ID: | j-bp
= Database Type: | MySQL
* Port Number: | 3306

* Database Account: ‘ dtstest

= Database Password: ‘ sosesnee

B | Test Connectivity ~ & Passed

* Encryption: ® Non-encrypted © SSL-encrypted

Section Parameter

N/A Task Name

Instance Type

Instance
Region

PolarDB
Instance ID

Database
Account

Source

Database

Database
Password

Cancel Set Whitelist and Next

Description

DTS automatically generates a task name. We recommend that
you use an informative name for easy identification. You do not
need to use a unique task name.

Select PolarDB.

Select the region where the source PolarDB cluster resides.

Select the ID of the source PolarDB cluster.

Enter the database account for the source PolarDB cluster. For
more information about permissions required for the account, see
Permissions required for database accounts.

Enter the password for the database account.

@ Note After you specify the source database
parameters, click Test Connectivity next to the Database
Password parameter to verify whether the specified
parameters are valid. If the specified parameters are valid, the
Passed message appears. If the Failed message appears,
click Check next to Failed. Modify the source database
parameters based on the check results.
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Section

Destination
Database

® Note

Parameter

Instance Type

Instance
Region

ECS Instance
ID

Database
Type

Port Number

Database
Account

Database
Password

Encryption

Description

Select User-Created Database in ECS Instance.
Select the region where the ECS instance resides.

Select the ID of the ECS instance that is connected to the user-
created MySQL database.

Select MySQL.

Enter the service port number of the user-created MySQL
database. In this example, enter 3306.

Enter the account for the user-created MySQL database. For more
information about permissions required for the database account,
see Permissions required for database accounts.

Enter the password for the database account.

@ Note After you specify the destination database
parameters, click Test Connectivity next to the Database
Password parameter to verify whether the parameters are
valid. If the specified parameters are valid, the Passed
message appears. If the Failed message appears, click Check
next to Failed. Modify the destination database parameters
based on the check results.

Select Non-encrypted or SSL-encrypted. In this example, Non-
encrypted is selected.

6. ClickSet Whitelist and Next inthe lower-right corner of the page.

The CIDR blocks of DTS servers are automatically added to the whitelist of the

source PolarDB for MySQL cluster and the inbound rule of the destination ECS instance. T his
ensures that DTS servers can connect to the source cluster and destination instance.

7. Select the migration types and the objects to be migrated.
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2.Configure Migration Types and

* Migrstion Types: [w] Schema Migration

[w] Full Data Migration [w] Incremantal Data Migration Mote: Incremeantal data migration doss not support

triggers. For more information, see Reference

Mote: do not dean up the incrementzl data log generated by the source database after the DTS task is started when the DTS full task is running. If the source daktabase
cleans up the log too early, the DTS incremental task may fail

Diata migration applies to short-term migration scenarios. Typical scenarios indude migrating data to the doud, scaling and sharding databases, and migrating data

between Apsara Stack databases.
For long-term data synchronization in real

time, use the data synchronization featura,

Availabla Sdected {To edit an object name or its filter, hover over the object and dick
Edit.) Learm mare.
Expand the tree before you perform a glo qQ
Q,
[ p: dtstestdata
=] Tables dtstestdata (20bjects)
. customer
[ i Views
= order
?
I <
Salact All
Remove All
*Rzname Databases and Tables: @ Do Not Change Databass and Table Names Change Database and Table Names
* Retry Time for Failed Connection 720 Minutes
*Source table DMS_ ONLINE_ Do you O Yes ® Ne (V)

want to copy the kemporary table to
the target database during DOL:

Information:

1. Data migration only copies the data and schena in the source databaese and saves H

vz database.
t do DOL operation during struchure

n the =
2. Do nol

Setting Description

oy in the destination datsbase. The process does not affect any data or schema

and full migration, othenwiss the task may fail

Cancel Pravious Save ‘
0
0

o To perform only full migration, select Schema Migration and Full Data Migration.

o To ensure service continuity during data migration, select Schema Migration, Full

Select Data Migration, and Incremental Data Migration.
the
migratio : L
9 @ Note If Incremental Data Migration is not selected, we recommend that you

n types .
P do not write

data to the source database during data migration. This ensures data

consistency between the source and destination databases.
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Setting Description

Select one or more objects from the Available section and clickthe s iconto move the

objects to the Selected section.

Select @ nNote

the ° You can select columns, tables, or databases as the objects to be migrated.
objects

to be o By default, after an object is migrated to the destination database, the name
migrate of the object remains unchanged. You can use the object name mapping

d feature to rename the objects that are migrated to the destination database.
For more information, see Object name mapping.

o |f you use the object name mapping feature to rename an object, other
objects that are dependent on the object may fail to be migrated.

Specify
whether
to
rename
objects

You can use the object name mapping feature to rename the objects that are migrated to
the destination instance. For more information, see Object name mapping.

Specify
the retry By default, if DTS fails to connect to the source or destination database, DTS retries within
time for the next 720 minutes (12 hours). You can specify the retry time based on your needs. If DTS

failed reconnects to the source and destination databases within the specified time, DTS resumes
connecti the data migration task. Otherwise, the data migration task fails.

ons to

the @ N . . f

source ote When DTS retries a connection, you are charged for the DTS instance. We

or recommend that you specify the retry time based on your business needs. You can
destinati also release the DTS instance at your earliest opportunity after the source and

on destination instances are released.

databas

e
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Setting Description

Specify

whether

to copy If you use Data Management (DMS) to perform online DDL operations on the source

tempora database, you can specify whether to migrate temporary tables generated by online DDL

rytables  operations.
to the

destinati
on
databas @ Note If online DDL operations generate a large amount of data, the data
e when migration task may be delayed.

DMS

perform o No: DTS does not migrate the data of temporary tables generated by online DDL

s online operations. Only the original DDL data of the source database is migrated.
DDL

o Yes: DTS migrates the data of temporary tables generated by online DDL operations.

operatio ® ) o
ns on Note If youselect No, the tables in the destination database may be locked.

the
source
table

8. Inthe lower-right corner of the page, click Precheck.

® Note

o Before you can start the data migration task, a precheck is performed. You can start the
data migration task only after the task passes the precheck.

o If the taskfails to pass the precheck, you can click the icon next to each failed item

to view details.
m You cantroubleshoot the issues based on the causes and run a precheck again.

m If you do not need to troubleshoot the issues, you can ignore failed items and
run a precheck again.

9. Afterthe task passes the precheck, click Next.

10. Inthe Confirm Settings dialog box, specify the Channel Specification parameter and select
Data Transmission Service (Pay-As-You-Go) Service Terms.

11. ClickBuy and Start to start the data migration task.

o Schema migration and full data migration
We recommend that you do not manually stop the task during full data migration. Otherwise, the
data migrated to the destination database will be incomplete. You can wait until the data
migration task automatically stops.

o Schema migration, full data migration, and incremental data migration
The task does not automatically stop during incremental data migration. You must manually stop
the task.

369 > Document Version: 20220617


https://www.alibabacloud.com/help/doc-detail/47550.htm#task-1919582

Data Migration-Migrate from Alibab
a Cloud to a user-created database

Data Transmission Service

) Notice We recommend that you select an appropriate time to manually stop the data
migration task. For example, you can stop the task during of f-peak hours or before you
switch your workloads to the destination cluster.

a. Wait untilIncremental Data Migration and The migration task is not delayed appear
in the progress bar of the migration task. Then, stop writing data to the source database for
a few minutes. The delay time of incremental data migration may be displayed in the
progress bar.

b. Wait until the status of incremental data migration changes to The migration task is
not delayed again. Then, manually stop the migration task.

Task Name v |= y migration task name. ‘ Search | Sort: | Default Sorting v status: Al v WTg

Task ID/Name. 7 Status: Migrating Quick Diagnostics | PauseTask | View Details | Duplicate Task ~ Upgrade | Configure Monitoring and Alerting | Change password | Edit Tag

2021, 09:59:01 Created Completed
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12.Migrate between user-
created databases

12.1. Migrate data between user-
created Oracle databases

This topic describes how to migrate data between user-created Oracle databases by using Data
Transmission Service (DTS). DTS supports schema migration, full data migration, and incremental data
migration. You can select all of the supported migration types to ensure service continuity.

Prerequisites
e The versions of the source and destination Oracle databases are 9i, 10g, 119, 12¢, 18c, or 19c.

@ Note To ensure compatibility, make sure the versions of the source and destination
databases are the same.

e Supplemental logging, including SUPPLEMENTAL LOG _DATA_PK and SUPPLEMENTAL LOG _DATA Ul is
enabled forthe source Oracle database. For more information, see Supplemental Logging.

e The ARCHIVELOG mode is enabled for the source Oracle database. Archived log files are accessible
and a suitable retention period is set for archived log files. For more information, see Managing
Archived Redo Log Files.

e The available storage space of the destination Oracle database is larger than the total size of the
data in the source Oracle database.

Precautions

e DTS uses read and write resources of the source and destination databases during full data
migration. This may increase the loads of the database servers. If the database performance is
unfavorable, the specification is low, or the data volume is large, database services may become
unavailable. For example, DTS occupies a large amount of read and write resources in the following
cases: a large number of slow SQL queries are performed on the source database, the tables have no
primary keys, or a deadlock occurs in the destination database. Before you migrate data, evaluate the
impact of data migration on the performance of the source and destination databases. We
recommend that you migrate data during off-peak hours. For example, you can migrate data when
the CPU utilization of the source and destination databases is less than 30%.

e The tables to be migrated in the source database must have PRIMARY KEY or UNIQUE constraints and
all fields must be unique. Otherwise, the destination database may contain duplicate data records.

e DTS automatically resumes a failed data migration task. Before you switch your workloads to the
destination database, stop or release the data migration task. Otherwise, the data in the source
database will overwrite the data in the destination database after the task is resumed.

Billing
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Migration type

Schema migration and full

data migration

Incremental data
migration

Migration types

Migration type

Schema migration

Full data migration

Incremental data
migration

Task configuration fee Internet traffic fee

F fch .
ree of charge Charged only when data is migrated from

Alibaba Cloud over the Internet. For more
Charged. For more information, see Pricing.

information, see Pricing.

Description

DTS migrates the schemas of the required objects to the destination Oracle
database. DTS supports schema migration for the following types of objects:
table, view, synonym, trigger, stored procedure, function, package, and user-
defined type.

@ Note If an object contains triggers, the data between the source and
destination databases will become inconsistent.

DTS migrates historical data of the required objects from the source Oracle
database to the destination Oracle database.

@ Note During schema migration and full data migration, do not perform
DDL operations on the objects to be migrated. Otherwise, the objects may fail
to be migrated.

After full data migration, DTS retrieves redo log files from the source Oracle
database. Then, DTS synchronizes incremental data from the source Oracle
database to the destination Oracle database. Incremental data migration allows
you to ensure service continuity when you migrate data between Oracle databases.

Permissions required for database accounts

Database

Source Oracle database

Destination Oracle
database

Incremental data

Schema migration . .
migration

Full data migration

The database
administrator (DBA)
permission

The owner permission
on schemas

The owner permission
on schemas

The owner permission
on schemas

The owner permission
on schemas

The owner permission
on schemas

For more information about how to create and authorize an Oracle database account, see CREATE

USER and GRANT.
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D Notice

If you want to migrate incremental data from an Oracle database but the DBA

permission cannot be granted to the database account, you can grant fine-grained permissions to
the account. The following sample statements show you how to grant specific permissions to an
Oracle database account.

Procedure

The procedure in this topic uses a user-created database hosted on ECS as an example. You can
also follow the procedure to configure data migration tasks for other types of user-created Oracle

databases.

1.

2
3
4.
5

* Task Name: | Orade_to_Orade

Source Database

* Instance Type

* Instance Region

= ECS Instance ID:

* Database Type

* Port Number:

* Instance Type

* SID

* Database Account

* Database Password

Destination Database

* Instance Type

* Instance Region

* ECS Instance ID:

* Database Type

* Port Number:

* Instance Type

*SID

User-Created Database in ECS Instance

China (Hangzhou)

i-bp.

Oradle

1521

® Non-RAC Instance © RAC Instance

v DTS support type

| testsid

| distest

-4 | Test Connectivity

User-Created Database in ECS Instance

China (Hangzhou)

i-bp.

Oracle

1521

® Non-RAC Instance ) RAC Instance

| testsidl

* Database Account: | dtstest

= Database Password | Py

Section

N/A

Parameter

Task Name

-1

Test Connectivity

Description

. Configure the source and destination databases for the data migration task.

& Passed
@ Passed
Cancel Assess Data Migration to Cloud Set Whitelist and Next

DTS automatically generates a task name. We recommend that you

to use a unique task name.

specify an informative name for easy identification. You do not need
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Section

Source
Database

Parameter

Instance Type

Instance
Region

ECS Instance ID

Database Type

Port Number

Instance Type

Database
Account

Database
Password

Instance Type

Instance
Region

ECS Instance ID

Database Type

Port Number

Description

Select User-Created Database in ECS Instance.

@ Note If you select other instance types, you must prepare
the environments that are required for the source database. For
more information, see Preparation overview.

Select the region of the ECS instance on which the source Oracle
database is deployed.

Select the ID of the ECS instance on which the source Oracle database
is deployed.

Select Oracle.

Enter the service port number of the source Oracle database.

o Non-RAC Instance: If you select this option, you must specify the
SID.

o RAC Instance: If you select this option, you must specify the
Service Name.

Enter the account of the source Oracle database. For more
information about the permissions that are required for the account,
see Permissions required for database accounts.

Enter the password for the source database account.

@ Note After you specify the information about the self-
managed Oracle database, you can click Test Connectivity next
to Database Password to check whether the information is
valid. If the information is valid, the Passed message appears. If
the Failed message appears, click Check next to Failed. Then,
modify the information based on the check results.

Select User-Created Database in ECS Instance.

Select the region of the ECS instance on which the destination Oracle
database is deployed.

Select the ID of the ECS instance on which the destination Oracle
database is deployed.

Select Oracle.

Enter the service port number of the destination Oracle database.

> Document Version: 20220617

374


https://www.alibabacloud.com/help/doc-detail/146958.htm#concept-2364477

Data Migration-Migrate between us

Data Transmission Service
er-created databases

Section Parameter Description

o Non-RAC Instance: If you select this option, you must specify the

SID.
Instance Type
Destinatio o RAC Instance: If you select this option, you must specify the

n Service Name.
Database
Enter the account of the destination Oracle database. For more

information about the permissions that are required for the account,
see Permissions required for database accounts.

Database
Account

Enter the password for the destination database account.

@ Note After you specify the information about the RDS
instance, you can click Test Connectivity next to Database
Password to check whether the information is valid. If the
information is valid, the Passed message appears. If the Failed
message appears, click Check next to Failed. Then, modify the

Database information based on the check results.
Password

6. Inthe lower-right corner of the page, clickSet Whitelist and Next.

7. Select the migration types and objects to be migrated.
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2.Configure Migration Types and Objects

*  Migration Type
synchronization. Fo

Schema Migration Full Data Migration Incremental Data Migration Mote: Incremental migratien does not support trigger
etails, please Reference Document

Available Selected (To edit an object name or its filter, hover over the object and click
Edit.) Learn more.

If you search globally, please expand the Q

Q

EOA_USER
[E] [ DTSTEST DTSTEST (10bjects)

51 Tables = ORACLETESTTABLE
Views

SCOTT >

QWBSYS_AUDIT

QWBSYS

APEX_030200

APEX_PUBLIC_USER

SPATIAL_CSW_ADMIN_USR

SPATIAL_WFS_ADMIN_USR

ORDDATA

XSSENULL

APPQOSSYS -

HEEHHEEEHAHBHE

Select All
Remove All

*Name batch change: ® Mo O Yes

a and schema in the source

s the copy in the destination database. The pr

orted during data migration because this can cause migration failures.

Cancel Pravious Save

Paramet —
Description
er
o To perform only full data migration, select Schema Migration and Full Data
Migration.
o To migrate data with minimal downtime, select Schema Migration, Full Data
Migration, and Incremental Data Migration.
Migratio
n Types . L i )
yp @ Note If Incremental Data Migration is not selected, do not write data into

the source Oracle database during full data migration. This ensures data consistency
between the source and destination databases. For more information about migration
types, see Migration types.
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Paramet .
Description
er
Select objects from the Available section and clickthe s iconto move the objects to
the Selected section.
@ Note
©° You can select columns, tables, or databases as the objects to be migrated.
Objects o After an object is migrated to the destination Oracle database, the name of

the object remains the same as that in the source Oracle database. You can
change the names of the objects that are migrated to the destination Oracle
database by using the object name mapping feature. For more information
about how to use this feature, see Object name mapping.

o If you use the object name mapping feature on an object, other objects that
are dependent on the object may fail to be migrated.

10.
11.
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