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Pl 2 ZIR BB PR B EAAEZ AP AL, RAERREEFPRIFRORNS,
MBREFVEHERAARNE, BHIZRERTHRRAANAEBEEASTLIAT,

1. BNHESRERMNEHAERRHNEMRNBE TR, KIAXE, BINEE
TEHENGZEEANLSEY, AXENAERAMEZNREES, BN
BFRENS, REANEZFATERR, EASOETE=ZSREAFRASTH
RELETE=HER.

2. REMERFEBEIF, FOREMN. ATHPTARFEEHD. BF. EFHAX
HABZHNEIHEE, AEUMEALTAHERETERENER.

3. BTFF@RAAFE. BEIEMER, AXEHATEURRE., NEZREBERSE
FEMHERT TR ENASTHITERANF, HAEREZRREE DA
KO EHRNRPXE, SNHENXTAPXENRAZEEHEI R RNE
ETH. R AP,

4. AXEREABFPERRNERFRmERSNSEMLES, WERUTaRERS

B PR . "ERET A UHEriiEe” ARSIREAXE ., WEZERARARN
it EREXRSHRMENONEREEES, EMNESEIBHSBHNAER
SHOERME. EE. ERAM. UEESFAMEETRREERNRIE, EER4.
AR MARNTH . EAREHMAXEMAEEAEERLEFREN, MERR
AEEEAERERE. £EUERT, RERHANEGEEE. FRME. ERKE.
BARM. BHREIFIENIRE, SERPERANGEHRAEMEZNFBRE,
ABERE (AMENEZERSMZFRENTTEL)

5. MEZWM LRAERE, B8FEERRTEF. mm. BRF. SR Bifl. Z8. MW
IRZRA . MEAEEOREE. MR, HARERZN/HEXKATREMEEMIR
R, SEERRTEMRN. TN, ZFER. BIRES, FEMEZM/HEX
KasPERR, EFUARGEBER. B, £, 2FEE. KT, 8/h. X
THAAFAREMEZMY ., FREFIAS, I, REWEZSFLPTEEAR, £
WARBATEDTEH. &, BHEHIEMENER. AHHAEFTEZNRIR
(BEEARTRBARUASKAEGES "WER" . "Alyun” | "ARW" FH[
BERM/FEXBEA S ME, LARBONERSRERIEMTEBATZR. B
5. BtR. F@mIERSER. 58 BRAR. RS ARRNETSERRES=
HREBIRAI R =M/ HEXEKAT)

6. MERAAXEFEEMAER, BERNEZREBEEKR.
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A fRE
B, RESHASHESER,

EERMFBERAPERERE.
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’ ° #,
> SRFEEBM, BEEE> NE> REMEZRR,
ik FRIEHE. ¥R TEBREUTE. EERBINTE, REHRE.
= . : O Y
Courier=24k SOHMAT. #1T cd /d C:/window &%, HA
Windows &4 X 43,
bae log list --instanceid
AL ERBH. TE,
Instance_ID
%% [alb] ERTE, BERE—A, Al
{} & {alb} FRWIER, E2HEE—, switch {active|stand}
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1 484

LEETHEE (webMARRS) FERMETNHNFARENTIHAPE, ERELTRARNER
o, RERERE. RERHE—SHAppKeylI %, URIBARIHAPHIRA,
&£ A

o Z=inAPHE A BIAppKeySAppis{E B EIAppKeyR—&, (ER2IFITHRE—., KE=iwAppKeyIFHES L
AXETHASB,

o ETFZLEE, MBTHAPIABIBSERHTITPSA, REFHTTPAER,

o FRBEMAPIIAPOSTIEA,

ZinARARENA

MECHN TR (webMAEARSS) WREEMENFESRENZIKAPE, SHEZROTREE (RSK) ZE
HRERRNTEAR,

BPEE 10T Eif

|
| | OEN RS |

P
1.1: iE[E) % 3 < he B H A AT 8]

- -
.
I
20 IR EIRAP |
L

2.1 EEER

e
L
|
|
3: B GIRE RS I

3.1: IR H S R R

e e
I |
| |
| |
| |
| |

MR T,

1. BN EIEEEAE I S S EToken@ R =loT =ik AR EESM (Cloud Token) ; R =TS
IR K S AR [E Cloud Token, RELXT R (9524848l ,

MEZIOTZHLAE (Project) 4E#FCloud Token, EIARRIEICloud TokenRE, HisCloud
Tokendy, FEFAID,

2. BT iEEBFEF A Cloud TokenA B E = loT=iE EMNEANAP;, R =0T =ik [ 4R EE K

3. #£Cloud Tokensk ¥ Hi, B =HIBEILIE ARG =% %R T okendZEOX ZH i Cloud Tokeni#iT4EH7,
MR Cloud TokenBEL& %%, NEEIHARFI = EET okenE OFRIKENFHICloud TokenXZ E 33 5z #9 5
MAETIE,
K =ixAppkey
BEREUTRELR =T E— S5 AppKey,
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iR IER- A EEVENES (CHTES)

1. BREBVEMES S,
2. EEREMBEWR, HARTMARE.

NN N FREH MEEES EEee Ebieass
I E Iiﬁﬁi 2 0 0

FmEE SR B FaelENF=R? XBR
deng Mt
Framh WIFi KT Frah WIFI fEEE
alm
ProductKey: Productiey:
oductKey \ , oductkey
=
#EFHE: 2019-10-14 SEFTE: 2019-10-14

3. (T]if) WIREHIKFPERTTHFER, LR EEERRERF I EE, BF

i. ERRIBRFOUINEED, BEHHIA

-
0

SEEECEA RS TIRIE

EEERERNEMTaq, EEENECoTHEMTALENNR, EShaElts
AN, IR cloTHERTFaEel S SOfINRLAINN =F=RAMEX R,
EENAFERE R, R =REEMAR.

TRIEEFR]

App EH
FAIEEAE App, EEIESEERIE App

el

n =E8E App

EAFERN,
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i. FRFRDARRTEA, BERBRN.

Cr— — s
=ERIARNEN
» e MEENADEIR, HEE RAM BRHEADERNRE, ERTEME, BRMEETTEISH CloudMonitor FLEHEVFIL AR,

@ LivingLink ESERUAAE = EERRIRR,

TAEESEENIE Livinglink EANAE, #HE, Lvinglink fiaitEiRamaon=mig,

AliyunLivingLinkAccessinglOTRole ==tz

RIEEEEL B

4. EREBEHIRES . ExHEORAERED, BR7T % ELFRENAppKeyFlAppSecret,

& mERE
AEEREE
SRR

APEEO

A AR B

RS EIERE

MEERF: TEEmnE ®EID =45

wih DA

FHRSEIMEI mrEI=TAENR s, SREE TS, PRI HERESRSE.

% PR

HiERS (RES: KFE)

FREE, EHERESTENTHIEEEN, JLIETHTTP2EERIRMESE . FeEEIRESRSE.

EEMEMESRM T SHESNWAPIRRATRE, FEBAREIES LOEERZREAP,
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SR RIER- AUEHTTP/ 27550 EE EEVENTEES (SRES

2. B3BHTTP/2 A #HEXE

HTTP/ 2% EThAEE A TAEYEMEE 5 W RSEBZBNERRE, BIYEMFMERHTTP/2 SDK, BIT]
SMEMINIE. HEIEWEEN, RNEFEBHTITP/209A IR IEFHIE (MBS RSHIE. 8554
BLRE) , BRFERHUESE.

CIE St
BHREMNERS, HARESRSHRNTR, $MASAETLEDS,

(@) LR S test #HA PG T8 Q" fouyg2 ~
T H 85 FORSBANBITIRBOSHRENALRE, ARRETRIEL. BSSEEREERSSE.
HRER # LR
o TiflE—51) (AppKey) : 258
IR (AppSecret) : *** BE
B BRI
APIED]
BIERY (RE&: 2HE)
FRE, ZRENREENINEEEL, TNETAMOPIERZIRMAESE L, RHTTP2 (AEIMESER. $2S S ERRERSsE. 4@
BRERS: BRR .
X
TikE—513 (AppKey) @ & 5 -
LIR@E (AppSecret) : *** BH

HIRREI R E:

EREM Product Key BIERS BIE
test2 e ™ [ @) AR E
test! . 5 [ @ R

@ B YFRKERSE, ERHTTP/2E P iEsDKEITHSIR, MEE:TREaXLAMERSHER
B, EFPinSDKEESEHFTIEERRE, SNEEERSEREE. IR ABNHTITP/2EFiG, &
BILZENEFIKRNT, BEERNERE, SNMEFPETEESEREE,

HTTP/2 SDK{EF

1. SIAKE,
EIRE PR MMavenik#i, MavenfE BT,

<dependency>
<groupId>com.aliyun.openservices</groupld>
<artifactId>iot-client-message</artifactId>
<version>1.1.5</version>
</dependency>
<dependency>
<groupId>commons-codec</groupld>
<artifactId>commons-codec</artifactId>
<version>1.11</version>

</dependency>

2. NEBHER.
o BMNEEEFRAppKeyFlAppSecret, %5 BT LAMNIZEI A h3REL,
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EEVENTEES (SFEES) minFRIER- AUEHTTP/ 25 501X

) LEwEmTa test #E Xkl I Q' *ouyg2 ~
HH®E RS BITNBI TRENSORENAPLME, AOBETLES, BEEMERRERSSE.
RAEE 24 1R

TinE—51) (AppKey) : 25844463
TIREES (AppSecret) @ ** HEF

B BUER
APEED
BERL (K& 2Ha)
FRE, WRABWRETENINBIEEL, TETAMQPHIZEIEMARSE L, RHTTP2 MR IESEM. 5 ERRERSS. €

BRRS: BFE
- XH
LikE—5 (AppKey) : 30454896 -

TIREE (AppSecret) : ** BH

HHRRE %

=@EM Product Key BIRRS BE
test2 (@) AR
testt (@) HRRE

o INESMHERFEEprofileff R, BProfileFEZiRMHtEndPoint. AppKeyFlAppSecret I FEM,

Profile profile = Profile.getAppKeyProfile ("${END POINT}", "S$S{APP KEY}", "S$S{APP SECRE
Ti");

Hop, EndPoint BEZET R, BERENTERAR.

X5 End Point

o E At https://ilop.iot-as-http2.cn-shanghai.aliyuncs.com: 443
FrANE https://ilop.iot-as-http2.ap-southeast-1.aliyuncs.com:443
£E (HFRL) https://ilop.iot-as-http2.us-east-1.aliyuncs.com:443

BE (A=Z%E) https://ilop.iot-as-http2.eu-central-1.aliyuncs.com: 443

3. B =mHE.
BAFEEERERNEPEXRCclent, FEANLESMINENprofileFR ., HEREZERNE, K
MRSHEILERE, REHSUNERBEENEPHREZEITHNER, BIZIERNFERREM
RNERRERN@EED, BTLAERBHEXIER,

RBFERAMT,

MessageClient messageClient = MessageClientFactory.messageClient (profile);
MessageCallback messageCallback = new MessageCallback() {
public Action consume (MessageToken messageToken) {
System.out.println ("receive : " + new String(messageToken.getMessage () .getP
ayload()));
return Action.CommitSuccess;

};

messageClient.connect (messageCallback) ;

o HEEHEIFEO
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mimFRIERE- EHT TP/ 2 U HE EEYBRMEE (KHRES)

AP &ZEXYMessageCallbackiZ i consumesik, HIEAAEFmXIRclientd setMessageListen
er() AFRERIREQ,

RBEBREBRROMT.

MessageCallback messageCallback = new MessageCallback () {
public Action consume (MessageToken messageToken) {
System.out.println ("receive : " + new String (messageToken.getMessage () .getPay

load()));
return Action.CommitSuccess;

}:

messageClient.setMessagelistener (messageCallback) ;

o ¥gETopicEiE
X FHE BB ENREO, EILXTEE%“JEEE?%E’\JTOMC, | /${ProductKey}/{$DeviceName}/# , 1§
ETopicENARERES T ERANERE, —KEERREZS N TopiclH, REXFZFIMFMIEA, X
SEE—R,
X FtopiclIBERIBES N 22 Topic,
R~

// HEE R Topi clLEEEI" /Product A/Device B/update"BY, RAFEIAMZEIR

messageClient.setMessageListener ("/Product A/Device B/#",messageCallback) ;

o EREA
®EZEER, FRIZELENtopicENARNEER, ¥MSERZEE, =~AWT,
// HWKWELEE M topic kLRI BISEN Topich, AMIZEIRE, Z@BEIENIEEMEEFR FressageClie

nt.connect(messageCallback)Ego

messageClient.setMessagelistener (messageCallback) ;

TERBWT,

public static void main(String[] args) throws UnsupportedEncodingException {
Profile profile = Profile.getAppKeyProfile ("E&EEM<END POINT>", "#EM<appkey>", "#&
99<App8ecret>");
MessageCallback messageCallback = new MessageCallback() {
public Action consume (MessageToken messageToken) {
System.out.println ("receive : " + new String(messageToken.getMessage () .getP
ayload()));

return Action.CommitSuccess;

bi
MessageClient messageClient = MessageClientFactory.messageClient (profile);
messageClient.setMessagelistener (messageCallback) ;
messageClient.connect (messageCallback) ;
try
{
System.in.read();

} catch (Exception e) {}
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SR FRIERE- LUEHTTP/ 25 T0HEE

@ B HEEELKN, TASEREE, ERERNT.

o MEMKEAELAKREISackHE, WRIEMHEZHER,

o BEHRERSMNERXMEE—X (BRIEXI0R) . MiRWRAINEETHER, NEXR
BSSSHEERRNBLAER GEXRKEER, T—RELHEX)

o BABRRSSRHFTR, MRTREBEMATEHEERT, WSEMER.

o BEHBSHARIRKAG, R

HEBR
o MHNEHTEHR

topic:  /${productKey}/${deviceName}/thing/event/property/post

HEFRIRBMNT,

25 FEH T

deviceType

gmtCreate

jotld
productKey
deviceName

items

attribute

value

time

HERAIMT,

SR INEEE SR IH#EX,

E3id)

String
Long

String
String
String

JSON
String

BRERER
HEKBERE
E

Long

HRIEREABLHR.

aX

REMEME

HIEREHRTENE, B1970-
- R R EIME

REHHE—ID

R &R @ 0 i —ARIR
REER

TEHRETIE
RETENEYE, RAREHRER
B E

TEE

REBRMRETNNE, B
1970-1-1 RN =EME
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SRR FRIER- EHT TP/ 275 0 HEE EEYBRMEE (KHRES)

"deviceType": "SmartDoor",

"iotId": "Xzfl1l5db9xxxxxxxxWR001046b400",
"productKey": "al7xxxxTYNA",
"gmtCreate": 153xxxx145304,
"deviceName": "Xzfl5xxxxucTHBgUo6WR",
"items": {

"WIFI Rx Rate": {
"value": 74274,
"time": 1534299145344

}

o MNEHLEHR

tOFﬂC: /${productKey}/${deviceName}/thing/event/{tsl.event.identifier}/post

HEFREBWT,

2H FEH et aX

deviceType String RERBERZE

jotld String R EHE—ID

productKey String & & E - i E—RR R

deviceName String BEBR

identifier String EHARRF, WNEGidentifier

name String BEHEWR

type String SR

time Long ﬁzé?jv‘?luei‘lﬂﬂ’\lﬁﬁﬂl E1970-1-1i2

RN EE

value JSON TENEHEMYIE: key-valuefRExS
key String Eittkey
value iféigﬁﬂ S BMEE

HRREIIT,
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iR RIEE- 2UEHTTP/ 2 5 0

"deviceType": "SmartDoor",
"identifier": "Doorxxxxication",
"iotId": "Xzfl5db9xxxxxxxxx01046b400",
"name": "FFIJEH",

"time": 1534319108982,

Iltype" . "info" ,

"productKey": "al7xxxxTYNA",
"deviceName": "Xzfl5xxxxucTHBgUo6WR",
"value": {
"KeyID": "x8xxxxxkDY",
"LockType":

}

o REMSEREIHER

topic:  /s{productKey}/${deviceName}/thing/downlink/reply/message

HEFRIRBMNT.

W

#
gmtCreate
iotld
productKey
deviceName
requestld
code
message

topic

data

HERMIT,

P
Long
String
String
String
String
Integer
String

String

Object

aX

IR ERTERE, B1970-1-1MHNZEME
REWHE—ID

REEF RN E—IRRF

REEBR

MEREMREEENERID

BANERER

HRERRE

BR53A A T478E BBt opic

REERANER, FBEZEERERESR, BERVUE
BRI RS
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"gmtCreate": 151xxxx39881,
"iotId": "42z819VQOHxxxxxxxxxxxx71ee200",

"productKey": "plgxxxxBd",

"deviceName": "xxxxxxxxxx",

"requestId": "1234",

"code": 200,

"message": "success",

"topic": "/sys/plgsv0teUBd/xxxxxxxxxx/thing/service/property/set",
"data": {}

}

o MIKRSEEER
ATREEEEMM, BRELTEITFMEN, SXHRHTIFK,
tOFﬂC: /${productKey}/${deviceName}/mgtt/status

HEFREBWT,

B8 FBH e} X
deviceType String RERMBERZE
MtCreate Lon HIBREEEFTENE, B1970-1-18R
g d M ERE
jotld String ®ENE—ID
RERSTENE:
action String o online: t%m{E
o offline: TL&EIE
productKey String REEF R E—IRIRFF
deviceName String BEBIR
REER, TREHE: value-IR7S
status J5ON 8, time-%& &2 4L H0EYiE]
time Lon ®%& L TERSRETABINE, B1970-
° 1R
WEETERRS
valuelRZSEE X :
value String
o 1: &%
o 0: B%

HERBIWMT,
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"deviceType": "SmartDoor",
"iotId": "Xzfl5hdxxxxxxxxxxxxxxxx01046b400",
"action": "online",
"productKey": "al7xxxxxxTYNA",
"gmtCreate": 153xxxx1368,
"deviceName": "XzflxxxxxxxxxxxxgUo6WR",
"status": {
"time": 1534319611368,

"value": "1"

}

e AFHEZEEHER
BRAE/MPREFENERER, BTRLSAFPSRENHE. B,

topic: /${productKey}/${deviceName}/thing/awss/enrollee/user

HEFRIRBNT.

2H FEH Bl aX
bind bool true-43xE; false-fE4p
productKey String 1% & E P i E—ARR R
deviceName String REZMR
jotld String ®ENE—ID
messagecreate! JSON HRRE
identityinfos list BFERYIE
identityld String BFE#%ID
scopeld String fREID
tenantld String FFID
AR
owned Integer ° 0: NEE
°o 1: WBEAE
params Map VESH (BXER)
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"bind":true,
"productKey": "123xxxx569",
"deviceName": "deviceNamexxxx34",
"iotId": "V,
"messageCreateTime": 151xxxx9881,
"identityInfos": [
{
"identityId":"50xxxxxxxxxxxx62060259",
"scopeId":"",
"tenantId" :"1D8IBOXXXXXXXXXXXXXXXXE861678FF",

"owned":1

1,
"params" : {

}
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EEVENTEES (SFEES) mimHAIER- AEAMOPD T X

3.HUEAMQP IV H#EIX

AMQP (Advanced Message Queuing Protocol, SEEMFITMY) HAENEEER FEFMHEMFEE S
VARG SR 2 EE B miE, BdEMMERAMQP SDK, BTJSLISMIAIE. SHRIEWRMNEE N, BRIEEEE
FAMQPHI A NIEIX IR EHIE (MRERSHIE. RERHICRE) , BFERHES.

-t =
Al =14
ARREHERY, HEEZERSHENTR. FASLLEUER S,
) 4EpENTe test #HA PG T8 Q" fouyg2 ~
TH & RORSHRITNEL RIREOTORENAPNE, A@RETRIES. BSESHIEREERSE.
RAEE A3
o LifE—51% (AppKey) @ ISSaiil3
TIH#EH (AppSecret) : *** BE
BRI

APIEO]

HERL RS 2HR)

FRE, WABMREENZNIIRER, PTNBTAMOPIEEZIEMAESEE, RHTTP2 (MEIMESER. $SE L ERREMES:E. 4

BRERS: BRR .
X

S p— [ xm |

LIRBES (AppSecret) : *** BH

BRI E:
EREM Product Key BIERS BIE
test2 e | [ @) AR E
test! . 5 [ @ R

@ #B NFRMERSE, EMAMQPEFHSDKRITHAE., NEEIEHAXANERSBER
BE, EFinSDKEEEFMETERRRE, SUEERERTREREE. NRTEABNAMOPEFin, FE
EZRNEFPKETAF, BEEMNEPE, SWHEPEITEERREEEE,

AMQP SDK{#

1. SIAK#,

AMQP SDKAFFIRSDK, MREEHjavaF RIES, #HEZFEHApache Qpid IMSEFi%, FEIRBE 5N
Maven{k#, MavenZRIT,

@ 38 BEEEMERMTARISVAESFR, BRRUEBESRA, BUEEMBRNE
BEMAE,
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SR FFRIER- ZEAMOP T U X EEYBRMEE (KHRES)

<!-— amgp 1.0 gpid client -->
<dependency>
<groupId>org.apache.qgpid</groupId>
<artifactId>gpid-jms-client</artifactId>
<version>0.47.0</version>
</dependency>
<!--— util for base64-->
<dependency>
<groupId>commons-codec</groupld>
<artifactId>commons-codec</artifactId>
<version>1.10</version>

</dependency>

2. NEB®ER.
o BMNEEEFRAppKeyFlAppSecret, s 2o LAMNIREI A h3REL,

) £EuEmTEa test #E  SPL I Q" *ouyg2 ~
Wi & MRS BATNEBIZREOERENAPRE, AOBETRES, BEEERRERSE.
RAEE EARZS

TinlE—515 (AppKey) : 25844463
LInZES (AppSecret) @ ** BF

FEsE

e BRI

APIE0)
BRI RS 2R

FRE, WRABWRETENINHIEEY, TEIAMQPHIZEIEMARSE £, RHTTP2 HRIMESER. BSE 3 ERRERSS. €

BRRS: EFE
TE—51 (AppKey) : 30454896

IREE (AppSecret) : *** BHE

HRE B

=REH Product Key HERS RE
test2 @ ERR
testt [ @ AR

o JNEBH{EEEEFEHEndPoint, AppKeyFlAppSecret BT £,
Hdy, EndPoint 2E#ET R, EARBENTEAR.

X1 End Point

o E A it amaqps://ilop.iot-amqp.cn-shanghai.aliyuncs.com:5671
FTANE amaqps://ilop.iot-amqgp.ap-southeast-1.aliyuncs.com:5671
=£E (FFEIL) amqps://ilop.iot-amqgp.us-east-1.aliyuncs.com:5671

=E (GF=RE) amaqps://ilop.iot-amqgp.eu-central-1.aliyuncs.com:5671

3. BRZmHER.

EHABENRERBERNEL B RCclent, FEA LESHNENpofiefEA, H¥RERNE,H
MRS HEDERRE, REBSUNMERBRNES BEECITANEE, FREERNEERM
FINERBRNEAED, ATLESHELNNEA.

TEABREWT,
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import java.net.URI;
import java.util.Hashtable;
import java.util.concurrent.ExecutorService;
import java.util.concurrent.LinkedBlockingQueue;
import java.util.concurrent.ThreadPoolExecutor;
import java.util.concurrent.TimeUnit;
import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;
import javax.jms.Connection;
import javax.jms.ConnectionFactory;
import javax.jms.Destination;
import javax.Jjms.Message;
import javax.jms.MessageConsumer;
import javax.jms.Messagelistener;
import javax.jms.MessageProducer;
import javax.jms.Session;
import javax.naming.Context;
import javax.naming.InitialContext;
import org.apache.commons.codec.binary.Base64;
import org.apache.gpid.jms.JmsConnection;
import org.apache.qgpid.jms.JmsConnectionListener;
import org.apache.gpid.jms.message.JmsInboundMessageDispatch;
import org.slf4j.Logger;
import org.slf4j.LoggerFactory;
public class AmgpJavaClientDemo {
private final static Logger logger = LoggerFactory.getLogger (AmgpJavaClientDemo.cla
ss) ;
/ /LSRR B KR, FIEMSHAILURBENLSFRAE, ECGHTUAEMRS HLIBZIRE
BIES.
private final static ExecutorService executorService = new ThreadPoolExecutor (
Runtime.getRuntime () .availableProcessors(),
Runtime.getRuntime () .availableProcessors() * 2, 60, TimeUnit.SECONDS,
new LinkedBlockingQueue<>(50000)) ;
public static void main(String[] args) throws Exception {
String appKey = "${YourAppkey}"; //TEEHI&BE pp, PHEFAWNNNEE, rIERAppHA
pp Key#lapp Secret BIEAppBI RS
String appSecret = "${YourAppSecret}";
String consumerGroupld = "${YourAppkey}";
long random = XXXXX;
//EWERAMEZvuID, Mackiit, TPEFEM—IRIRF(FNclientld, BFEXSIRBNFRNEF ko
String clientId = "${YourClientId}";
String userName = clientId + "|authMode=appkey"
+ ",signMethod=" + "SHA256"
+ ", random=" + random
+ ",appKey=" + appKey
+ ",groupId=" + consumerGroupld + "|";
String signContent = "random=" + random;
String password = doSign (signContent, appSecret, "HmacSHA256");
String connectionUrlTemplate = "failover: (${AMQPEndPointUrl}?amgp.idleTimeout=8
0000) "
+ "?failover.maxReconnectAttempts=10&failover.reconnectDelay=30";
Hashtable<String, String> hashtable = new Hashtable<>();

hashtable.put ("connectionfactory.SBCF", connectionUrlTemplate) ;
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7

hashtaple.put (Context.LINLTIAL CONIEXLT FACIORY, "org.apache.gpid.jms.]jndil.Jmslni

tialContextFactory") ;
Context context = new InitialContext (hashtable) ;
ConnectionFactory cf = (ConnectionFactory)context.lookup ("SBCE") ;
Destination queue = (Destination)context.lookup ("QUEUE") ;

// BUEEEE,
Connection connection = cf.createConnection (userName, password) ;
( (JmsConnection) connection) .addConnectionListener (myJmsConnectionListener) ;
// BIERIE,
// Session.CLIENT ACKNOWLEDGE : IWEHEE, %E?ﬁ]ﬂﬁﬁﬁmessaqe.acknowledge()o
// Session.AUTO ACKNOWLEDGE: SDKEZHACK (H#FF)
Session session = connection.createSession (false, Session.AUTO ACKNOWLEDGE) ;
connection.start () ;
// BliEReceiveri®i%,
MessageConsumer consumer = session.createConsumer (queue) ;
consumer.setMessagelListener (messagelListener) ;
}
private static Messagelistener messagelistener = new MessagelListener() {
@Ooverride
public void onMessage (Message message) {
try {
//1 WEER Z E—EEACK,
// HEEME: Bl#Sessioni®iEsession. AUTO ACKNOWLEDGE, XEREEIACK,
// Efthf#is: BlEsessioni®FSession.CLIENT ACKNOWLEDGE, XEB—EEifmessage
.acknowledge () 3EACK,
// message.acknowledge () ;
/72 BNSSRIBRIIRER, HffonMessageRBERBFNIZE,
// SRS RBFERFIRF KAEEZIE, PIREMsDxNENH 2 ERIEEER.
executorService.submit ( () -> processMessage (message)) ;
} catch (Exception e) {

logger.error ("submit task occurs exception ", e);

};

/ * Kk
* EXEREEKETES EIARKILSZIE,
*/

private static void processMessage (Message message) {
try {
byte[] body = message.getBody (bytel[].class);
String content = new String(body) ;
String topic = message.getStringProperty ("topic");
String messageld = message.getStringProperty ("messageId") ;

logger.info ("receive message"

+ ", topic = " + topic
+ ", messageld = " + messageld
+ ", content = " + content);

} catch (Exception e) {

logger.error ("processMessage occurs error ", e);

}
private static JmsConnectionListener myJdmsConnectionListener = new JmsConnectionLis
tener () {
/**
* VERZERUThIEST .
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}i

/*k*

ALIK AN R 240
=
@Override
public void onConnectionEstablished (URI remoteURI) ({
logger.info ("onConnectionEstablished, remoteUri:{}", remoteURI) ;
}

/ * %
* BRERAEARBZE, REEELK,
7

@Override

public void onConnectionFailure (Throwable error) ({
logger.error ("onConnectionFailure, {}", error.getMessage()):;
}
/**
= JERErRET,
*/
@override
public void onConnectionInterrupted (URI remoteURI) {
logger.info ("onConnectionInterrupted, remoteUri:{}", remoteURI) ;
}
/**
* EEPIREX BohEE L,
*/
@override
public void onConnectionRestored (URI remoteURI) {
logger.info ("onConnectionRestored, remoteUri:{}", remoteURI);
}
@Ooverride
public void onInboundMessage (JmsInboundMessageDispatch envelope) ({}
@Override
public void onSessionClosed (Session session, Throwable cause) {}
@Override
public void onConsumerClosed (MessageConsumer consumer, Throwable cause) {}
@Override

public void onProducerClosed (MessageProducer producer, Throwable cause) {}

* ITHER, passwordﬁﬂ%f:ﬁf, 158 I AMOPE F U iE N 15 BE ST,

*/

private static String doSign (String toSignString, String secret, String signMethod)

throws Exception {

SecretKeySpec signingKey = new SecretKeySpec (secret.getBytes (), signMethod) ;
Mac mac = Mac.getInstance (signMethod) ;

mac.init (signingKey) ;

byte[] rawHmac = mac.doFinal (toSignString.getBytes())

return Hex.encodeHexString (rawHmac) ;
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@ B HEEELKN, TASEREE, ERERNT.
o MEMNBEAELEHABSacklE, NAEMEEMRN, BIRNHEEIEENE,

o BEHRERSMNEXMEE—X (BRIEXI0R) . MiRWRANEETHEHR, NEXR
BESSSHEERRNBAER GEXRKEER, TREEHEX)

o BAERRESSRF 1 X, MR 1 XENATEMEEMT), WEMIR,
o BEAHBRSHARRNNIG, AEZINEEERHLIHEX,

HEER
e MNBEHZEHER
topic:  /s{productKey}/${deviceName}/thing/event/property/post
HERFRIEENT,
S FEH FEH E3id) aX

deviceType String REERZE

HIERE BRI ERE, 81970-

gmtCreate Long 1R EDE
jotld String ®ENE—ID
productKey String BEREF RO E—IRIRR
deviceName String WEZIR
items JSON TEHRSIIE
) ) RETENEYE, BARERER
attribute String N
e
BAREIERR
value B ERE R TEE
E
time Lon REBMRETNNE, B
9 1970-1- T2 ZPME
HERFIIT,
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"deviceType":

"SmartDoor",

"iotId": "Xzfl15db9xxxxxxxxWR001046b400",

"productKey":

"gmtCreate":

"deviceName" :

"items": {

"al7xxxxTYNA",
153xxxx145304,
"Xz f15xxxxucTHBgUOGWR",

"WIFI Rx Rate":

"value":

"time":

}

o MNEHLEHR

74274,
1534299145344

tOFﬂC: /${productKey}/${deviceName}/thing/event/{tsl.event.identifier}/post

HRFRUEBWT,
2H
deviceType
iotld
productKey
deviceName
identifier

name

type

time

value

HERAIWT,

key

value

B3]
String
String
String
String
String

String

String

Long

JSON

String

BRHEREMEA
RIE R E

ax

REMERE

REHNHE—ID

REFEF RNE—RRF
REBIR

BHRIRR, MMNEHNIdentifier
BHEIR

eSSl

8% FiRvaluesy RIE0BYIE, E1970-1-14
TR ETE

TENEHEMIIE: key-valuelRExS

Eittkey

BHERE
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"deviceType": "SmartDoor",
"identifier": "Doorxxxxication",
"iotId": "Xzfl5db9xxxxxxxxx01046b400",
"name": "FFi @I,

"time": 1534319108982,

Iltype" . "info" ,

"productKey": "al7xxxxTYNA",
"deviceName": "Xzfl5xxxxucTHBgUo6WR",
"value": {

"KeyID": "x8xxxxxkDY",

"LockType": 3
}

o REMSEREIHER

topic:  /s{productKey}/${deviceName}/thing/downlink/reply/message

HEFRIRBMNT.

e Bt aX

gmtCreate Long HIBREERTENE, B1970-1-1ERANZEIME

jotld String ®ENE—ID

productKey String REFFE ™ R E—RR R

deviceName String REBWR

requestid String 2 == EMIREBENERID

code Integer HANERER

message String ZERERIRH

topic String AR55I8 A T 7B E A Ytopic

data Object iﬁ%{&lﬁlﬂ’\]éﬁ%, FBEEZEREREER, BENE
BRI AR

HERBIWMT,
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"gmtCreate": 151xxxx39881,

"iotId": "4z819VQOHxxxxxxxxxxxx7ee200",

"productKey": "plgxxxxBd",

"deviceName": "xxxxxxxxxx",

"requestId": "1234",

"code": 200,

"message": "success",

"topic": "/sys/plgxxxxeUBd/xxxxxxxxxx/thing/service/property/set",
"data": {}

}

o MIRSLEEHR

ATREHBERYE, RELTAITRER, SWHERH#ITHER,

tOFﬂC: /${productKey}/${deviceName}/mgtt/status

HEFREBUT,
BH

deviceType

gmtCreate

jotld

action

productKey

deviceName

status

HERBIIT,

time

value

e} X
String WEFRERE
Lon HiIRREERTTERNE, B1970-1-18%
d M ERE
String ®ENE—ID
RERSTENE:
String o online: t4&#{E
o offline: T&EIE
String R EFRE RN E—RRRT
String REBIR
JSON REER, TREHE: value-IR7&
&, time-K4EZHLHETE
Lon WEETERSRETANEE, B1970-
° 1R
WEETERS
valuelRZSEE X :
String o 1: 7
o 0: B%
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{
"deviceType": "SmartDoor",
"iotId": "Xzflbhdxxxxxxxxxxxxxxxx01046b400",
"action": "online",
"productKey": "al7xxxxxxTYNA",
"gmtCreate": 153xxxx1368,
"deviceName": "XzflxxxxxxxxxxxxgUo6WR",
"status": {
"time": 1534319611368,
"Value" : "1"
}
}
e AFHEZTEHR
BFRHE/MMEEFENERER, BTRSAFPSRENHE. B4,
topic: /${productKey}/${deviceName}/thing/awss/enrollee/user
HEFERIRBUT,
2 FEH Bt} X
bind bool true-435E; false-f#4}
productKey String & & E M E— AR R
deviceName String BEBR
iotld String RENE—ID
messageCreateTi .
9 Long MBS
me
identityinfos list BAFRERZIE
identityld String BFE#%#ID
scopeld String fREID
tenantld String FEFID
HERC
owned Integer ° 0: NEH
o 1: AEE
params Map TBES# (BXRER)
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"bind":true,
"productKey": "123xxxx569",
"deviceName": "deviceNamexxxx34",
"iotId": "V,
"messageCreateTime": 151xxxx9881,
"identityInfos": [
{
"identityId":"50xxxxxxxxxxxx62060259",
"scopeId":"",
"tenantId" :"1D8IBOXXXXXXXXXXXXXXXXE861678FF",

"owned":1

1,
"params" : {

}
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4 BECFHTAIERE

AXEEENRERTEREREAASRINEAANRETER,

BB FEAUAERRRIEZLink Visua M= #5520, SREEFEEEREITE, BRAKRBREE
S MlLink Visuallg #5585,

EBURANEKS

EEVENEaRE—EENREZEFE, BPREIAETA—RX, B—IEKSHERTUBGRR, L&
ENERENNARNEOFAPPEFHEARNZONZZEANEORT . AppEPRBEANED, Rt
NERERINENELARETRALESN, RHEAPPEF HEBZEOLEEFRNAPPEZREANRAE
ZEfE. ZRANED, RATETAESHARKENINEFIUBSZZNENEOR—EEEASE
AppREEZNMHERNFEER. BNER—FERZZNENED, BINZEREBRENE, 1345
BN, RUTZHEHERFERNED, ETERETERGHAFPNSFEHRERAEFR. APEOESREE
BPNZEHEERS.

@ 308

Fri@ELink Visuafl RS HBE P, FraMmr~miligeE, GrAP RN G RAM3NTAN7XBERE
HoFHAESR,

ATRECHAFPZHFHESNMIX, BRUMNBAXTENARMEINRED, AFHEIHERCE
FRFBmhEs,

EESRENAFPNXEA

RERAFE—NEEAAP (BIERHPENAH,) , EERTMUERENZLHMA, . Link Visuai2 a9
ZENEEOARFIMINAF XL, BIENBEAppREIEER T EMIEE. BN R ALK
VisualtIM LN, AAFBIFE=EM, LnkVisualRieRTHMIAF, BINZEFERABRTIHIRE
MEERA, EESRBLERINFEN, MBINERNAMBRERERIER/EREMN.

RENZEHERREBRFAHMAFTENLE, FTHRERIMES. DRENBEEEMHEMNEER
AP, EXZBIZFHEERREFENMENRARTREERAF, FHERBAMNERRAF.
BHMERERAPRECFRERRYE. URREEBRAFPENSEZRE, RaEHEBRMEESN
HARMK AL,

ERENEFF

R APARETNEBENCEHEERAEVIZEMRESE, MARBRFENAEEN., EETHEOHNS
RESNMEEFE, SFEFGRNE. £XRNE, REEENNBEOMNTEREENTEED, BEAS

(immediateUse) RIEEZEEFEEESTERBANNER, ENMF: AFRPHTIELETA. BRIME
B, UREBHFBI—PMEEC, NWBIAREA. BENEEZREN, WR BcnEEHBEECEILNE
M, WM EIEEimmediateUse=true, BIAMMIMNERCGIANEN, BFNERERINFAEAC. A, B,

NRAEAIRPERRABRERNERINF, BATUEIRESFRESLAMERNEAKBPE., 2HEWN
ANERRARANEREZFHES LAEMXMRORBE, MEBINEBRARNEZFRES LS
FOXADEOKIAE, flN: BRYEIEEETA. B. (E1MEE, =P EENERIRFERA->B->C, A, BE
HBRER, CAERERE. NIRAFPEERCARALNEN, BABRAREREZFHERILNERIED
BCEBRBEAINEN, XHBEFNEZIRNFAC>A->B;, MREEXFEFABRNATEIULNEN, BAHE
ARESHFHEBYANERNEOBAERREANINEN, XRHEFNERIRFEHRBEANA->C->B,

EERE
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EEVENTEES (SFEES) minFRIERE- SAE S AT R IER

ERICGRAFPEERAZERERNIRUASBIREADATERRENER, HURAPBRLRE
MINZEFREREBIFNIRE L. APROBBLAS ZFEEEE,

EBSREGHE
AERFREBRCGEAFPNREIBENZHRENERM, SHRENEB RERFSHRA~ENSH
R, EERBNEBTURFELNRE, BNIRPRENSHREGETURS ., FERGULE, =
i BEARBE U RIREQ B, WARFERRR.

FRT Y EEESNREITNABHEDPREIT . FERBITUTEREE— I REITN, BHRERK
HRIRE., AEPERBGIURNEIRE, ZHEASBREXMREVREIULIHETREERDNBE. Bit, C
AP REEASFERGNLERGNT,

s NEBIBREZFRERNEBIABZEFHESR.

o AREFRE—ITRKITL.

ZRICGEAPEAPP LB T ZFRERZE, BURRANREEAEREINMZEASEZRELENT
FRERE, NMSIEAFRER. HABZEFHEENED, IHHRANFEEXROREITY, FERE

enableDefaultPlan A& Atrue, MRAFPXNREITLBEBEXHER, NaLLUEZAppABRREITRIHAEX
BO#TIRE., APHEOES NSRS .

@ 308

¥iBH enableDefaultPlanAtrue, =iGNSAZIFETFEERIELERBITL . S XRNEEEHNREIT
. ZI KNS EAFRELEENEEHHTRE. MREKSH., REHK108,
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