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BY ¥y
/data/plugin.ison
Y

AliYun OneConsole

http

Y

[SV-Service »( paas

http

Aliyun-Api-Service

SEA

OPEN API

15t BA
ISVEEZERAF#ak, Alyun=EtHBFPBiEKMAaccessToken, ISVEIFHOPEN API, BT
accessTokenif] F Aliyun-Api-Service,

Bl ¥ BE

EES

B 82 A XMEBaf JS EL2 MR, X 3F React / VUE / Angular = KHEZE,
ERBENAOXHNRALEBERMNKE, NMEEARNESNMFIRSR. BANT:
Angular
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// BIN—7 portal 8
import { boostrap } from '@alicloud/console-os-ng-portal';
import { platformBrowserDynamic } from '@angular/platform-browser-dynamic';
import { NgZone } from '@angular/core';
import { Router } from '@angular/router';
import { AppModule } from './app/app.module';
// {BBR—TFTANAE#EH export
export default boostrap ({
bootstrapFunction: props => ({
return platformBrowserDynamic () .bootstrapModule (AppModule) ;
}I
template: '<app-root />',
Router,
NgZone: NgZone,
1) i
React
// BIN—7 portal 8
import { mount } from '@alicloud/console-os-react-portal';
import React from 'react';
import App from './app':;
// BER—TFANABZEH export
export default mount (
(props) => <App {...props} />,
document.getElementById('app')
) 7
VUE
// BIAN—A" portal &
import { mount } from '@alicloud/console-os-vue-portal';
import App from './App.vue';
// {BBR—TFTANAE#EH export
export default mount ({
el: '#app',
i18n,
router,
store,
render: h => h(App),
created() {}
1) i
BHIEBRT, REEKRGIER AR S RAAE M E SDK,
EREMAN UIRITLE, FEMERAORITATE. MEERAXNENREEEL,
> MA4RRA: 20220518 7
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BRI
MTEHBSSBEEMERZS, RLERNBIFIERAREEY:

General
- Request URL: https://work.console.aliyun.com/data/plugin.json
- Request Method: POST

Form Data

- product: ${isvCode}-${appCode}

- action: ${actionName}

- params: ${bizParamsMap}

- sec_token: ${window.ALIYUN CONSOLE CONFIG.SEC TOKEN}

REINHIER:

{
"requestId": String,
"code": String,
"successResponse": Boolean,
"data": Object

TRE&
WERTIEM— abc.json X, WNHARGWEZRNIEEER, XHEINBEATEE:

"assets": {
"type": "builder",
"builder": {

"name": "Qali/builder-breezr"

FHEEM— build-utils.js X, WXERE—DPIARY, AREWEZSERA, XHINERT

VABRE:

> MA4RRA: 20220518
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const path = require('path');

// 1sv BCHENZRIRERME, b3l https://somewhere.oss-cn-hangzhou.aliyuncs.com/dest
const ISV CDN PATH = '/';
const CONSOLE OS DEV CDN PATH = 'http://localhost:4200';

const isCloudBuild = () => {
return process.env.BUILD ENV === 'cloud';

};

// TGRSR EI—LiEiE
const getPublicPathFromArg = () => {
const argvString = process.env.BUILD ARGV;

const outputPublicPath = argvString.split('=")[1];
let publicPath = outputPublicPath.substr (0, outputPublicPath.length - 3);
if (!publicPath.endsWith('/')) {

publicPath += '/';
}
return publicPath;
};

// FEIRLMNRRL LIRE Rituht
const getPublicPath = () => {
return process.env.CONSOLE OS DEV LOCAL === 'true' ?
CONSOLE_OS DEV_CDN_PATH : (
isCloudBuild () 2
getPublicPathFromArg ()
ISV_CDN PATH
) i
}i

// HENBERER
const getOutputDir = () => {
return isCloudBuild() 2
path.resolve (process.cwd (), process.env.BUILD DEST DIR || process.env.BUILD DEST)
path.resolve ( dirname, 'dist');

}i

module.exports = {
getPublicPath,
getOutputDir

bi

&E, WEWEZE. RIBARER THIREB BN NEERE XY,
Angular I'#

e webpack.config.js , EITEX:
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const osAngularWebpack = require ('@alicloud/console-os-ng-builder') ;

const { getPublicPath, getOutputDir } = require('./build-utils');

module.exports = osAngularWebpack ({
output: {
// HEEHER
path: getOutputDir (),
// BEIMRERHMIE, #A build-utils.js RBHMTZAREK
publicPath: getPublicPath ()
}
b A
// SR 1D fERHEF
id: “${isvCode}-${appCode}"
1)

B A Webpack 2B T & (React / Non-vue-cli &)

{8 webpack.config.js , fEMITBX:

const Chain = require ('webpack-chain');

const merge = require ('webpack-merge') ;

const { chainOsWebpack } = require('@alicloud/console-toolkit-plugin-os');
const { getPublicPath, getOutputDir } = require('./build-utils");

const chain = new Chain();
chainOsWebpack ({

// BRI 1D FAHF

id: “${isvCode}-${appCode} "

}) (chain) ;

module.exports = merge ({
output: {
// HEMHER
path: getOutputDir (),
// BREFIMRBERMAL, A build-utils.js RHMSTAREK
publicPath: getPublicPath ()

}
}, chain.toConfig()) ;

BT vue-cli NIE

82 vue.config.js , &AL optioniIF:

10 > MHHRA: 20220518
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const { getPublicPath, getOutputDir } = require('./build-utils');

const path = require('path');

module.exports = {
// HEWHBR
outputDir: getOutputDir (),
// SREFIRIMRE R, FH build-utils.js RERISSHARL
publicPath: getPublicPath(),
// YEHEE
pluginOptions: {
consoleOs: {
// ¥BNA 1D fERHETF
id: “${isvCode}-${appCode} "

FHE %% devDeps:

npm install vue-cli-plugin-console-os -D

ok
i

f
SV KRR B EERER =20, HEEM console-fe XIMAFEACERR . FERXASHTERA
|, BTHEHA. SEZ (DN BEZHE,

N

E%?%_té%ﬂﬁﬁiﬁﬁﬂﬂﬂt{%: https://work.console.aliyun.com/${isvCode}-${appCode}

BImEEN M SERZER] nttps://cb.alibabausercontent.com XN CDN T, MAZMAMUET,

Jain RS
BIRREHMEEISVIKSHIBFNVPCER, EKSAMERFTEER, FEHER, SREAEZTENR,
ISVHRSZEUNENE A LS, —PDactionftEE—PRSE.

o url:http://${isv_ip}/api/${action}?
userinf o=${userinf o}&accessT oken=${accessT oken}&params=${params}

e method: get & post
° \Z:
o action: ISVEE X Haction
o params: Hiifm{Ei%id kIS %L, tojsonString,URLEncoder.encode(params)

o userinfo: Aliyun OneConsoleiE{% toJsonString,URLEncoder.encode(userinfo)

aliyunPK: String fIE2 =k S1d

parentPk: String I 2= E K S

accountStructure: Integer, I\ 528! 2-F kS 3-FKS 4-AEKS
roleld: Al (AEKSERNBERSFHE)

roleName: A8 (ABKSERNBERTFHE)

> MA4RRA: 20220518
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NIEFE

o accessToken: Aliyun OneConsole4 %, FFPRBRIAIE

o traceld, BB ERaliyun-api-service, {RIFISKOJ4IEREI, HEZEEBMAKIE,
[H5E]

o locale, B#&Fzh CN. en_USHja, 7aI&RIRPN. EXMAEX

o ISVIREIHHE LN

// EBREMEREEEERXMER

{ requestId: String,
code: String,

message: String,
data: <T>

ISV @A Aliyun-Api-Service

api-service2—proxy, isva]LliEidaccessTokenflappTokenE#EFEAHOPEN AP, XE, Alyunftx&1
ISV TRRBAEE, REEERRENTmA 8EEAR.

e url: http://${api-service-url}/data/openapi
e method: get & post
o iBA: {FMpostAR, BESEvpciEfla THI/data/apijsonkixformdataiEK,
o A&
o product: request.getSysProduct(), sdk& 87 &ID
o version: request.getSysVersion(), sdk2#Japiversion
o params: OPEN APIZ#{,toJsonString,URLEncoder.encode(params), IR Epost, AEEencode,
o accessToken: OneConsole&£ %, AFPIRIRIANIE, ATRERS, RZFRIKAFRE
o consoleKey: A api-serviceBI4EIE, BIREHT accessToken
o consoleSecret: A api-serviceBEIE, BI/RERE accessToken
o action: 3R OPEN APIaction
o regionld: A BIOPEN APl region, EIESKIEXNEZ =~ @B endpoint
o traceld, BEESHERaliyun-api-service, FIEIERIZIEEEN, HEEDHRAKIE,
[#s5e]
o HE

EEREOPEN APTHYIERES

BB tLR B BiRoPEN APIRT, BIASME lapi-servicefBiRig

BHRESEO
HWBELIES, thiEMHLRISVEEaccessToken, {BEEA P stsiB,
e FIR: 3KHElaccessTokeniE[O

12 > MHHRA: 20220518
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o url: http://${api-service-url}/data/
queryAccessToken
e method: get
e \Z&:
o uid: £KSuid
o appToken: MAZISVHE—SHtoken, RRisvCodeflappCode, BFEAEME,

o HZ

// dataBRaccessToken
{
requestId: String,
code: String,
message: String,

data: String

WHMER, FESKSHAEHENN, MWXhBERERE/NERVRAFMERERS, BE CLaBHMe A
Wik, 2B

"Version": "1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecs:DescribeRegions",
"ecs:DescribeAvailableResource",
"ecs:DescribelImages",
"ecs:CreateImage"
1,

"Resource": [
W

1,

"Condition": {}

"Effect": "Allow",

"Action": [
"vpc:DescribeVpcs",
"vpc:DescribeVSwitches"

]I

"Resource": [
mwxn

1,

"Condition": {}

> MA4RRA: 20220518 13
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api-service 123
BIRL SN =T
e OPEN APIHIREIZEREZEBRE, HIREM HTTP RSBESRE N m,
Ecs
e api-service IREIB W FEEIREG, HTTPIRBBLE—IRE 400, B8 ErrorCode &
e api-service BRI ARAMNEE, IR A SystemError, HTTP RSB —IR[E 500, RRHEREIR

14 > SCRYRRA: 20220518
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public enum ErrorCode {

ApiNotExist ("ApiNotExist", "The specified api is not exist"),
ApiVersionNotExist ("ApiVersionNotExist", "The specified api version is not exist"),
ApiActionNotExist ("ApiActionNotExist", "The specified api action is not exist"),

ApiDefineNotExist ("ApiDefineNotExist", "The specified restful api define is not exist")

ApiDefineWrong ("ApiDefineWrong", "The specified restful api define is wrong"),

UnSupportedApiType ("UnSupportedApiType", "The specified api type is not supported"),

ApiInvokeException ("ApiInvokeException", "The api call has some accidents, please try a
gain"),

ApiFormatException ("ApiFormatException", "The specified api information parsing failed"
)y

ApiParamsEncodingException ("ApiParamEncodingException"”, "Some parameters of this specif
ied api encoding error"),

ApiEndpointFormatWrong ("ApiEndpointFormatWrong", "The specified api endpoint format err
or"),

ApiEndpointNotExist ("ApiEndpointNotExist", "The specified api endpoint is not exist"),

AccountInfoDecodeError ("AccountInfoDecodeError", "Account information parsing failed"),

SystemError ("SystemError", "Some accidents have appeared in the system, please try agai
n"),

AccountInfoNotExist ("AccountInfoNotExist", "Account information does not exist"),

ApiVersionForbidden ("ApiVersionForbidden", "The version param is not allowed here"),

ForbiddenAction ("ForbiddenAction", "The specified api action is forbidden"),

MultiApiContentEmpty ("MultiApiContentEmpty", "Content of this request is empty"),

MultiApiActionMismatch ("MultiApiActionMismatch", "The specified api action is not allow
ed"),

ApiNoResponse ("ApiNoResponse", "This api failed to respond, please try again"),

ApiReadTimeOut ("ApiReadTimeOut", "This api read timed out, please try again"),

ApiConnectTimeout ("ApiConnectTimeout", "This api connect timed out, please try again"),

ApiConnectionRefused ("ApiConnectionRefused", "This api connection refused, please try a
gain"),

ApiConnectionReset ("ApiConnectionReset", "This api connection reset, please try again")

ApiUnknownEndpoint ("ApiUnknownEndpoint", "This api endpoint is not reachable"),

ApiEndpontNoRouteToHost ("ApiEndpontNoRouteToHost", "This api endpoint is not reachable"
)/

MissingApiParam("MissingApiParam", "Missing the necessary request parameters, please ad
d and try again"),

StsTokenError ("StsTokenError", "get sts token failed"),

InvalidParams ("InvalidParams", "The params cannot convert to Map"),

AppTokenNotExist ("AppTokenNotExist", "isv app token not exist"),

AccessTokenInvalid ("AccessTokenInvalid", "access token invalid"),

ActionNotInWhiteList ("ActionNotInWhitelList", "this action is not in white list");

private String code;

private String msg;

AP B XRERE

RAPEYRERTHBIHEERS, BIXTRENSEFsvEZOSMNAFPNBRTS, SFEBL, 34,
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ISVIRIEIARESERE T ISVE®RRS
B{RkBactiond X &% ISV &5 SDK

OSSfEH

FEFEHossFR, ATHIERFHELEE, BIOIAARFISVERBESIKSH0SS, Bidstst A, isvaeiR
ERF$5 Ebucket 8942 Eak.

o url: http://${api-service-url}/data/
queryOssCredentials
e method: get & post

o A\B:

o appToken: String. BB % AA, BSERAKBENEAZRLIE,
o 5
.

// dataBBR@Bsts akfER
{
requestId: String,
code: String,
message: String,
data: {
"SecurityToken":"xxx",
"AccessKeyId":"xxxx",
"AccessKeySecret":"xxx",
"Expiration":"2020-06-17T08:11:312"

Wi HF 5=
HFREER, RNBENSIATHMESLLE, WRREREE:

16 > SCRYRRA: 20220518


https://github.com/aliyun/alibabacloud-console-isv-lifecycle-sdk

BiRBRFF R TEGIEE -AE

BHa
& ANEm
FIEECON S 2amerAms
: ) . : 1| charles/Fiddler
21 mEER, i R é ; 3 é
MEER, EENRSHE 22 MRARAR 2.4 FIIREE |

1 AR ‘L
3.1 APIi&®R g 'I:I' ISV itk B iR & TR

» HiFipaEaRa
« BVIBHEIETKS

¥
T Onotionaoio Portal 3.2 APl{accessToken,
userinfo)ig#
N ¥
ISV FZF | : : :> ISV At SR S A
: : FFEREE
v

[y

api service

3.3 OpenAPl{accessToken)
: ] :

3.4 fNERIAE. YA

isv ol AARHIEIL AT iR ACHE, HIERRABKEECHRE (AAK IP) T#HTER.
EE sviEHNESINT:
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"[isvCode]-[appCode]":{ // isvCodefFiRisvi, appCodeTmidfF#A, Hisviet,
"local debug": {
"is_debug": true, // BEFAFMIFE [isviEE]
Tl W g MInElEg // /455 o 2555 , #%5  w g U FTAY )] Eﬁﬁ“ﬁﬂﬁ%ﬂgﬁwip&port [isviET]
}o
"online": {
"ips": [
nxxxxxxxx", // VHRIBIRMIERicERE [isvigft]
1y
"account":{ // MIXKSHIuid. ak [isviEfit]
"uid": xXxXXXxXX,
"accessKeyId":"xxxxx",

"accessKeySecret":"xxxxxx"

s
"offline":{
"ips": [ // isvialmAREAMip [isviEE]
"xxxxxx"

1,
"appToken": "xxxxx", //HFIRIME
"uids": [ // AFstsEBMuid [isviRE]

XXXXXX

WEA

o AHEIARM IPREHA], MEBRLE, SUWENRIFE,

o isv BRIB LA JSON £MIZEEIE, WMFE STSEAFZR, W offline AL FIRME,
e isvCode #RiR isv &2, appCode R/R#EHE, H isvig,

o XIFSTSIA, isvEEREARY STS AAKNUMMEKRSEIE—1 ramrole, mE&5EET, H&H
console.aliyuncs.comiEtX, FIEXBFEE api-service LB E role name, WE:

BAER
RAMAB BB I1SVCloudbilityHostManagerRole BIERETIE) 2019%F12H4H 14:16:40
& ZHNR'TEER-TNERAERL AR AREERE T~ RPHER ARN acs:ram::1792979347838411:rolefisveloudbilityhostmanagerrole

TPRETE (SERBERE

K

3

2 "Statement": [

3 £

4 "Action": "sts:AssumeRole",
5 "Effect": "Allow",

6 "Principal”: {

7 "Service": [

8 "console.aliyuncs.com"
9 ]

10 }

11 }

12 1,

13 "Version": "1"

14 )
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http://work.console.aliyun.test/[isvCode]-[appCode]

MockiEQ

Ey=)
B=

BAVMBRERE A LTHE
1. isvCode: testlsv
2. appCode: testApp

3. —PRAMAF (FHF) BERXME=ITFEREM, UD A 12345678 , XRHIEMKSH UD A
88888888

4. FA—NISVEZER testAction BY3E O
5. IR REZSISVIRE R PR SHEIE Sy ** ** ** **

EIHB S REE/data X NS H THEEAEL, RIESLHTEHEBEEZR http://** ** ** **/data/testAction

5. ISV B X MEOFTERNSE ApageSize 1 pageNumber
Bl ¥ 3 F

General

- Request URL: https://work.console.aliyun.com/data/plugin.json
- Request Method: POST

Form Data

- product: testIsv-TestApp

- action: testAction

- params: {"pageSize": 1, pageNumber: "20"} //XLRBIsVHOEXMNEEEEZHNEHK

- sec token: XjJHIHyOHDf1I2bLotfLGE //M window.ALIYUN CONSOLE CONFIG.SEC TOKEN3REX

ESMEZALEFEELRISVHSH

http://**.** ** **/api/testAction?userInfo=%7B%22aliyunPk%22%3A%2212345678%22%2C%22parentPk
%22%3RA%228888888%22%2C%22accountStructure%22%3A3%2C%22roleld%22%3A%22%22%2C%22roleName$22%3
A%22%22%7D} &accessToken=${accessToken&params=%7B%22pageSize%$22%3A1%2C%22pageNumber$22%$3A%22
20%22%7D //B¥EFidencode

ISVIR O] B9 45 8
E%iRE
"COde":"ZOO",
"data": ["1", "2"’ "3"]’

"requestId":"acl00127160126339964722436",

"message" s

SHEIR[E
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"code":"Permission Forbidden",
"data":null,
"requestId":"acl00127160126339964722436",
"message": "ZRAPEEERNIR. "

] B =REIGHTEG ()
ISV IE &R (G

"code":"200",
"data": ["1"’ "2", "3"]’
"requestId":"acl00127160126339964722436",

"message" P

ISV &R &IiRE

"code":"Permission Forbidden",
"data":null,
"requestId":"acl00127160126339964722436",
"message": "ZRAFPREERNR.

20
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o3 PAN
=l NSRS

2.RALEBHE-BAEANIES

NERAEBERANEANEXRE,

RAEAEANEAHHK
FF FF
| CET YR |
oauth® &
RAlE
_ £ Bo] B = 464X
=7 KA — IAERRSS
M
openAPI
BFE
Bl B = A B8 TR AR
Oauth#&E X
step1: RAM EtEOauthf i E18
REWITER
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aliyun.oauth.clientId=xxxxx
aliyun.oauth.clientSecret=xxxxxx

aliyun.oauth.redirectPath=xxxxx

step2: KNBHBER

BB ERIFIEES OAuth A RIHM=FEN, MRENBREB, SHXEN

access_token

"access token": "eyJraWQiOiJrMTIzNCIsImVu****",
"token type": "Bearer",

"expires in": 3600,

"refresh token": "Ccx63VVeTn2dxV7ovXXELtAQLLERA****!,
"id token": "eyJhbGciOiJIUzIl****"

step3: @
B WT RBTHENT, SRNTEM

{

exp": 1517539523,

"sub": "123456789012****x"

"aud": "4567890123456** **"

iss": "https:\/\/oauth.aliyun.com",//H[Ei4

"iat": 1517535923,

"name": "alice", //BEFRBAPMETRZN

"login name":"alice@example.com", // MERKSHERS
"aid": "123456789012***x"  //JHMHIIEZMKS 1D

"uid": "123456789012%***", //BRAFMNMERIKSID

id token .

E A E =H) Oauth B BY 387 EE 1D access_token #1417 OpenAPIEH, U EEEMTFNE=NRS

3R H OpenAPI A,

OpenAPIiE A

XFRE=OpenAPIRR, SELI=S

step1 MR EF

REBRAMBYEEN RS, EXBURENNRR, a0
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NIEFE

"Version":"1",
"Statement": [
{
"Effect":"Allow",
"Action": [
"ecs:DescribeInstances",
"ecs:DescribelInstanceTypes"

1,
"Resource": [

"k

1,

"Condition": {

}

"Effect":"Allow",

"Action": [
"rds:DescribeDBInstances",
"rds:DescribeAvailableResource"

]I
"Resource": [

"k

1,

"Condition": {

}

RRXAMBRFTER, BEE, RUERSHE. ARTEZILS ISVMA—D  appToken , 1A
OpenAPIE B BEIE.

step2 AP RAM

APBLEEE, BEE RAMENRTE, EAFKS TEIZRSAE, £F ISV OpenAPI AR,
BRE, SEANNNBRSAG. ZAE, 85 stepl HEACERE,

LR, ARMEBREIIAFHEIZRSHE, AREMNRSR,

step3 #1T70penAPIE A

o YBIH Endpoint & http://100.100.0.242

o REEIEIRALE ISVRAEANIER MIEH#TAH
o B%IRIE appToken . idToken 3Kf§ accessToken
o #4E accessToken 52f oOpenarr A

fign
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BimRSFHEXE- ZaEaE- AR
NIEFE

// 3RBlaccessToken, BXHAIR 159§

curl http://100.100.0.242/api/acs/queryAccessToken?idToken=xxx&appToken=xxx

// B#BaccessTokenIAAOpenAPT

curl http://100.100.0.242/api/acs/openapi?accessToken=xxx&product=ecs&action=DescribeRegion

S

RAOENEXRRENA

A

SVEARW TEANE NS BAERBRELTRNNANEENES L, BAEERBEEWLTHER
BZFE, BIIIECS. RDS, 0SS, #MIP%E, AERENANRGHGTHNNNE, BEHTE LN
Wik, BALRZNNSBRAVSEAFES "BEE" 0RGHAEIRIR.

RAENA

RABRE—EASVEENZHNANPaaSTER, ASVILSENFAL. Bid. &4, URKREHELEM
EHN—TEMRS . BYZRS, SVOIZENTRERRTENEER. MN[EERTHTT &, FE
B, SEMBROVEMEYT R, BREMAE,

ROBENZEMN

1. SVEIZARAEANNAABESAEXENSEINRAHTHIERE, BEERRRSEINRRH
BRENISHR, ARRVFHRRFERRE, FEEKETE, FRENEIHRTEL T IRER
AARRMSIEIRRRE,

2. ATHENEERZR2ZHIREARTFERENSUEE D dumpsiig, B3 linto
outfile, load_file, mysqldump, Backup tableE#FEdumplIFLEiTiKiE, EFHIEJuMpE
X, BEEZRIINEERRE (FINREHAILAESMR) , EHAdump TEFHTEHIEJUmp,

RAOENAZRERN

L Z 7R FYIE:3>4

RGHE TASC ECS #] RDS, RIFERETE ECS £, HIRETBE
AILERE RDS_E.

RDS &5 RDS #FI4>4 MYSQLH] SQLSERVER,

ECS RWFREHIRES Finiift, KEME RDS HiEE

% e

MR (DB), {82242 % (DB) R AR L ECS REE L
MARANEERERS RN, WS BEERERECS

RALH L&, ROSMIER A ECS LIBREIE, 2R
9 1 B STAAL RN,

APIEH FrEAPIEAEREERNARIEA;
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