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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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This topic describes how to select  the series type and specificat ions of an ApsaraDB for Redis instance.
This topic also helps you learn how to create, connect to, develop, and manage an ApsaraDB for Redis
instance.

Select a series type and specificationsSelect a series type and specifications
Before you create an ApsaraDB for Redis instance, you must select  a series type and specificat ions
based on various factors, such as performance, price, and workload. For more information, see Select
ApsaraDB for Redis instances.

Use an ApsaraDB for Redis instanceUse an ApsaraDB for Redis instance

Step Description

Step 1: Create an
ApsaraDB for Redis
instance

ApsaraDB for Redis provides multiple service types and architectures to meet
different requirements. You can refer to the relevant topics to create an
ApsaraDB for Redis instance.

Step 2: Configure
whitelists

Before you use an ApsaraDB for Redis instance, you must add the IP addresses of
the clients that are used to access the ApsaraDB for Redis instance to an IP
address whitelist  of the instance.

Step 3: Connect to an
ApsaraDB for Redis
instance

You can use Data Management (DMS), a Redis client, or the redis-cli tool to
connect to an ApsaraDB for Redis instance.

Step 4: Develop and
manage an ApsaraDB
for Redis instance

You can use the ApsaraDB for Redis console, API operations, or SDKs to
manage an ApsaraDB for Redis instance. For more information, see Manage
ApsaraDB for Redis instances and Quick start.

To make full use of an ApsaraDB for Redis instance, you can follow the
standards for business deployment, key design, SDK usage, command usage,
and O&M management. For more information, see Development and O&M
standards for ApsaraDB for Redis.

ReferencesReferences
Overview

Limits

1.Overview1.Overview

选择Redis系列与规格选择Redis系列与规格
在创建Redis实例前，您需要结合性能、价格、工作负载等因素进行选型。

Redis实例选型最佳实践
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ApsaraDB for Redis has two edit ions: Community Edit ion and Enhanced Edit ion (Tair). ApsaraDB for Redis
Enhanced Edit ion (Tair) provides three series types: performance-enhanced instances, persistent
memory-optimized instances, and storage-optimized instances. This topic describes how to create an
ApsaraDB for Redis instance that meets your business requirements.

PrerequisitesPrerequisites
An Alibaba Cloud account is created. For more information, see Sign up with Alibaba Cloud.

If  you want to create a pay-as-you-go instance, make sure that you have sufficient  balance within
your account.

Select a series type and specificationsSelect a series type and specifications
Before you create an ApsaraDB for Redis instance, you must select  a series type and specificat ions
based on various factors, such as performance, price, and workload. For more information, see Select
ApsaraDB for Redis instances.

Create Create an ApsaraDB for Redis Community Edition instance or aan ApsaraDB for Redis Community Edition instance or a
performance-enhanced instance of ApsaraDB for Redis Enhancedperformance-enhanced instance of ApsaraDB for Redis Enhanced
Edition (Tair)Edition (Tair)

1. Log on to the ApsaraDB for Redis console.

2. In the left-side navigation pane, click Instances. In the upper-right corner of the page, click Creat eCreat e
Inst anceInst ance.

3. On the buy page, select  a product type.

Select  a product type that uses local disks

Subscript ion (Local Disk, Including T air)Subscript ion (Local Disk, Including T air): You are charged when you create the subscript ion
instance that uses local disks. For long-term use, the subscript ion billing method is more cost-
effect ive than the pay-as-you-go billing method. Longer subscript ion periods help you reduce
costs.

Pay-as-you-go (Local Disk, Including T air)Pay-as-you-go (Local Disk, Including T air): You are charged on an hourly basis for using the
pay-as-you-go instance. For short-term use, we recommend that you select  the pay-as-you-go
billing method. If  you no longer need a pay-as-you-go instance, you can release the instance to
reduce costs.

4. Configure the instance parameters. The following table describes the parameters.

2.Step 1: Create an ApsaraDB for2.Step 1: Create an ApsaraDB for
Redis instanceRedis instance

选择Redis系列与规格选择Redis系列与规格
在创建Redis实例前，您需要结合性能、价格、工作负载等因素进行选型。

Redis实例选型最佳实践
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Parameter Description

Region andRegion and
ZoneZone

The region in which you want to create the instance. You cannot change the region
after the instance is created.

To maximize access speed, we recommend that you select a region that is close
to the geographic location of your users.

To enable connections over the internal network, make sure that the ApsaraDB for
Redis instance is deployed in the same region as Elastic Compute Service (ECS)
instances that need to access the ApsaraDB for Redis instance. Otherwise, these
ECS instances can access the ApsaraDB for Redis instance only over the Internet.
This prevents the ApsaraDB for Redis instance from delivering its full performance.

ZoneZone

The zone in which you want to create the instance. Each region has multiple isolated
locations known as zones. Each zone has its own independent power supply and
network. All of the zones in a region provide the same level of service performance.
Compared with the access to an ApsaraDB for Redis instance that is deployed in a
different zone from specific ECS instances, these ECS instances can access an
ApsaraDB for Redis instance that is deployed in the same zone as these instances at
a slightly lower latency.

Not e Not e To implement zone-disaster recovery, you can deploy the ApsaraDB
for Redis instance across multiple zones in the same region.

Net workNet work
T ypeT ype

The network type of the instance. This parameter can be set only to VPCVPC. A virtual
private cloud (VPC) is an isolated network that provides higher security and better
performance than the traditional classic network.

Not ice Not ice Make sure that the ApsaraDB for Redis instance is connected to
the same VPC as the ECS instances or ApsaraDB RDS instances that need to
access the ApsaraDB for Redis instance. Otherwise, the ECS instances or
ApsaraDB RDS instances cannot access the ApsaraDB for Redis instance over the
internal network.

VPCVPC
The VPC in which you want to create the instance. If you do not have a VPC, create
one first. For more information, see Create and manage a VPC.

VSwit chVSwit ch
The vSwitch to be used by the instance in the VPC. If no vSwitches are available in
the VPC in the current zone, create a vSwitch. For more information, see Work with
vSwitches.

Edit ionEdit ion

Communit y Edit ionCommunit y Edit ion: This edition is compatible with the open source Redis
protocol and provides high performance.

Enhanced Edit ion (T air)Enhanced Edit ion (T air): This edition is developed based on ApsaraDB for Redis
Community Edition. This edition is optimized in terms of performance, storage,
and data structures. For more information, see Overview.
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SeriesSeries

The series type of the instance. The Enhanced Perf ormanceEnhanced Perf ormance series type uses the
multi-threading model. This parameter is available only if the Edit ionEdit ion parameter is
set to Enhanced Edit ion (T air)Enhanced Edit ion (T air) . The performance of a performance-enhanced
instance of Enhanced Edition (Tair) is three times that of a Community Edition
instance with the same specifications. This series also provides multiple data
structure modules to simplify development. For more information, see Performance-
enhanced instances.

Not e Not e Hybrid-storage instances are phrased out. For more information,
see Sales of ApsaraDB for Redis hybrid-storage instances are discontinued.

VersionVersion
The database engine version of the instance. We recommend that you select a new
engine version to experience more features.

Archit ect ureArchit ect ure
T ypeT ype

Clust erClust er: eliminates the performance bottleneck that is caused by the single-
threading model. You can use the high-performance cluster instance to process
large-capacity workloads.

St andardSt andard: runs in a master-replica architecture, provides high-performance
caching services, and ensures high data reliability.

Read-Writ e Split t ingRead-Writ e Split t ing: ensures high availability (HA) and high performance and
supports multiple specifications. The read/write splitt ing architecture allows a
large number of concurrent reads of hot data from read replicas. This reduces the
loads on the master node and minimizes O&M costs.

For more information, see Overview.

ShardsShards

The number of shards for the cluster instance. Data is distributed across the shards
in the cluster instance.

Not e Not e This parameter is supported only if the Archit ect ure T ypeArchit ect ure T ype
parameter is set to Clust erClust er.

Node T ypeNode T ype

The node type of the instance. If you set the Archit ect ure T ypeArchit ect ure T ype parameter to
Clust erClust er or St andardSt andard, this parameter can be set only to Mast er-ReplicaMast er-Replica.

If you set the Archit ect ure T ypeArchit ect ure T ype parameter to Read-Writ e Split t ingRead-Writ e Split t ing, you can
select the node type based on the number of read replicas.

Inst anceInst ance
T ypeT ype

The specifications of the instance. Each option contains a group of configurations,
such as the memory capacity, maximum number of concurrent connections, and
maximum bandwidth. For more information, see Overview.

Not e Not e The database metadata is generated after you create an ApsaraDB
for Redis instance. The size of the metadata on each shard of a cluster instance
ranges from 30 MB to 50 MB. The total size of the metadata for a cluster
instance equals the total size of metadata on all shards of the cluster instance.

Parameter Description
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PasswordPassword
Set t ingSet t ing

Lat erLat er: Specify a password after the instance is created. For more information,
see Change or reset the password.

NowNow : Specify a password for the instance.

The password must be 8 to 32 characters in length.

The password must contain at least three of the following character types:
uppercase letters, lowercase letters, digits, and special characters.

Special characters include  ! @ # $ % ^ & * ( ) _ + - = 

Bandwidt hBandwidt h
Aut o ScalingAut o Scaling

You can choose whether to enable Bandwidt h Aut o ScalingBandwidt h Aut o Scaling for the instance. If
this feature is enabled, bandwidth can be automatically increased or decreased after
the bandwidth usage exceeds the specified threshold. This helps you handle
expected and unexpected traffic peaks. For more information, see Enable bandwidth
auto scaling.

Inst anceInst ance
NameName

The name of the instance, which is used to identify and manage the instance.

Quant it yQuant it y
The number of instances that you want to create. The instances have the same
specifications. You can create up to 99 instances.

Durat ionDurat ion
If you select the Subscript ion (Local Disk, Including T air)Subscript ion (Local Disk, Including T air)  product type, you
must specify the duration and select whether to enable auto-renewal.

ResourceResource
GroupGroup

The resource group to which the instance belongs. For more information, see What
is Resource Management?

Parameter Description

5. Click Buy NowBuy Now.

6. On the Conf irm OrderConf irm Order page, read and accept the ApsaraDB for Redis Agreement of Service and
follow the instruct ions to pay for the instance.
After your payment is complete, wait  for 1 to 5 minutes. To view the created instance, you can
select  the region where the instance resides on the Instances page of the ApsaraDB for Redis
console.

Create Create a persistent memory-optimized or storage-optimizeda persistent memory-optimized or storage-optimized
instance of ApsaraDB for Redis Enhanced Edition (Tair)instance of ApsaraDB for Redis Enhanced Edition (Tair)

1. Log on to the ApsaraDB for Redis console.

2. In the left-side navigation pane, click Instances. In the upper-right corner of the page, click Creat eCreat e
Inst anceInst ance.

3. On the buy page, set  the Product Type parameter to T air Subscript ionT air Subscript ion.

Not e Not e Only the subscript ion billing method is supported. In this billing method, you are
charged when you create the instance.
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4. Configure the instance parameters. The following table describes the parameters.

Parameter Description

T ypesT ypes

T air Persist ent  MemoryT air Persist ent  Memory: allows users to store and query data in persistent
memory. This instance type provides command-level persistence capabilit ies. It  is
suitable for scenarios that require high performance and data consistency. For
more information, see Persistent memory-optimized instances.

T air Massive St orageT air Massive St orage: allows users to store and query data in enhanced solid-
state disks (ESSDs). This instance type provides command-level persistence
capabilit ies and large storage capacities. It  is suitable for scenarios that require
moderate performance and low costs. For more information, see Storage-
optimized instances.

Dist rict s andDist rict s and
RegionsRegions

The region in which you want to create the instance. You cannot change the region
after the instance is created.

To maximize access speed, we recommend that you select a region that is close
to the geographic location of your users.

To enable connections over the internal network, make sure that the ApsaraDB for
Redis instance is deployed in the same region as Elastic Compute Service (ECS)
instances that need to access the ApsaraDB for Redis instance. Otherwise, these
ECS instances can access the ApsaraDB for Redis instance only over the Internet.
This prevents the ApsaraDB for Redis instance from delivering its full performance.

Primary ZonePrimary Zone

The zone in which you want to create the instance. Each region has multiple isolated
locations that are known as zones. Each zone has its own independent power supply
and network. To minimize the network latency between an ECS instance and an
ApsaraDB for Redis instance that are deployed in the same zone, connect them over
the internal network.

Not e Not e To implement zone-disaster recovery, you can deploy the ApsaraDB
for Redis instance across multiple zones in the same region.

Net workNet work
T ypeT ype

The network type of the instance. This parameter can be set only to VPCVPC. A VPC is an
isolated network that provides higher security and better performance than the
traditional classic network.

Not ice Not ice Make sure that the ApsaraDB for Redis instance is connected to
the same VPC as the ECS instances or ApsaraDB RDS instances that need to
access the ApsaraDB for Redis instance. Otherwise, the ECS instances or
ApsaraDB RDS instances cannot access the ApsaraDB for Redis instance over the
internal network.

VPCVPC
The VPC in which you want to create the instance. If you do not have a VPC, create
one first. For more information, see Create and manage a VPC.
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vSwit chvSwit ch
The vSwitch to be used by the instance in the VPC. If no vSwitches are created in the
VPC in the current zone, create a vSwitch. For more information, see Work with
vSwitches.

Archit ect ureArchit ect ure

St andaloneSt andalone: uses the master-replica architecture. For more information, see
Standard master-replica instances.

Clust erClust er: uses the sharded cluster architecture. For more information, see 集群版-
双副本.

Not e Not e Storage-optimized instances do not support the cluster
architecture.

ShardShard
Specif icat ionSpecif icat ion

The specifications of the instance. Each option contains a group of configurations,
such as the memory capacity, maximum number of concurrent connections, and
maximum bandwidth. For more information, see Persistent memory-optimized
instances and Storage-optimized instances.

Not e Not e The database metadata is generated after you create an ApsaraDB
for Redis instance. The size of the metadata on each shard of a cluster instance
ranges from 30 MB to 50 MB. The total size of the metadata for a cluster
instance equals the total size of metadata on all shards of the cluster instance.

ReplicasReplicas
The number of replicas in the instance. This parameter can be set only to 22 and
cannot be modified. Each shard has a master node and a replica node to ensure HA.

St orageSt orage
ClassClass

The storage type of the instance. This parameter can be set only to ESSD PL1ESSD PL1 and
cannot be modified. For more information about Alibaba Cloud ESSDs at the PL1
performance level, see ESSDs.

St orageSt orage
SpaceSpace

The storage capacity of the instance. If you set the T ypesT ypes  parameter to T airT air
Massive St orageMassive St orage, you can select the storage capacity based on your business
requirements.

Not e Not e You cannot modify this parameter for a persist ent  memory-a persist ent  memory-
opt imiz ed inst anceopt imiz ed inst ance. In a persistent memory-optimized instance, ESSDs are
used only to store system operating data, such as logs and backup data. ESSDs
are not used as the media to read or write data.

Parameter Description
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PasswordPassword
Set t ingSet t ing

Lat erLat er: Specify a password after the instance is created. For more information,
see Change or reset the password.

NowNow : Specify a password for the instance.

The password must be 8 to 32 characters in length.

The password must contain at least three of the following character types:
uppercase letters, lowercase letters, digits, and special characters.

Special characters include  ! @ # $ % ^ & * ( ) _ + - = 

Inst anceInst ance
NameName

The name of the instance, which is used to identify and manage the instance.

Subscript ionSubscript ion
Durat ionDurat ion

The subscription duration of the instance.

ResourceResource
GroupGroup

The resource group to which the instance belongs. For more information, see What
is Resource Management?

Parameter Description

5. Click Buy NowBuy Now.

6. On the Conf irm OrderConf irm Order page, read and accept the ApsaraDB for Redis Agreement of Service and
follow the instruct ions to pay for the instance.
After your payment is complete, wait  for 1 to 5 minutes. To view the created instance, you can
select  the region where the instance resides on the Instances page of the ApsaraDB for Redis
console.

FAQFAQ
Q: How long does it  take to create an instance?
A: The t ime that is required to create an instance depends on the number of shards in the instance. A
larger number of shards require more resources. As a result , it  takes more t ime to allocate resources.
For example, it  takes 2 to 3 minutes to create a standard master-replica instance, 10 to 15 minutes to
create a 128-shard cluster master-replica instance, and 20 to 40 minutes to create a 256-shard
cluster master-replica instance.

Not eNot e

A standard instance is regarded as a single-shard instance.

The master node of a read/write split t ing instance is regarded as a shard that processes
both read and write requests. Each read replica of a read/write split t ing instance is
regarded as a shard that processes only read requests.

Q: Why am I unable to find the created instance?
A: The following table describes the possible causes and solut ions.
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Possible cause Solution

The region that you
selected in the
console is not the
region in which the
instance is
deployed.

Log on to the ApsaraDB for Redis console and select the region in which the
instance is deployed.

The instance list  in
the ApsaraDB for
Redis console is not
updated or is
updated before the
instance is created.

Wait for several minutes and then update the instance list  to check whether the
instance appears in the list.

Resources are
insufficient.

The system may fail to create the instance due to insufficient resources. In this
case, your payment is refunded. You can check your refund on the Orders page.
After you confirm that the payment is refunded, you can try to create your
instance in another zone. You can also submit a t icket.

Q: Why am I unable to create an ApsaraDB for Redis standalone instance?
A: Start ing from December 19, 2019, standalone instances of ApsaraDB for Redis were phased out.
For more information, see Deprecated standalone instances.

Related API operationsRelated API operations

API Description

CreateInstance Creates an ApsaraDB for Redis instance.

CreateTairInstance
Creates a persistent memory-optimized or storage-optimized instance of
ApsaraDB for Redis Enhanced Edition (Tair).
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By default , ApsaraDB for Redis instances block access from all IP addresses to ensure the security and
stability of databases. Before you use an ApsaraDB for Redis instance, you must add IP addresses or
CIDR blocks that are used to access the ApsaraDB for Redis instance to a whitelist  of the instance.
Whitelists can be used to improve the access security of ApsaraDB for Redis instances. We recommend
that you maintain whitelists on a regular basis.

PrerequisitesPrerequisites
The ApsaraDB for Redis instance is updated to the latest  minor version. For more information, see
Update the minor version.

Not e Not e If  the Minor Version Updat eMinor Version Updat e button on the Inst ance Inf ormat ionInst ance Inf ormat ion page is dimmed,
or if  a message indicating that the current version is the latest  version appears after you click this
button, your instance is of the latest  minor version.

PreparationsPreparations
Before you configure a whitelist  for an ApsaraDB for Redis instance, you must obtain the IP addresses
of clients based on the client  installat ion locations.

Client
installation
location

Network
type

How to obtain the IP address of a client

Elastic Compute
Service (ECS)
instance
(recommended)

VPC

Query the IP address of an ECS instance

Not eNot e

Make sure that the ECS instance and the ApsaraDB for Redis
instance are deployed in the same VPC. The basic
information pages of the instances must display the same
VPC ID. If the instances are deployed in different VPCs, you
can change the VPC to which the ECS instance belongs. For
more information, see Change the VPC of an ECS instance.

The network types of the ECS instance and the ApsaraDB for
Redis instance may be different. For example, the ECS
instance belongs to the classic network and the ApsaraDB
for Redis instance belongs to a VPC. For more information
about how to connect to an ApsaraDB for Redis instance
from an ECS instance when the instances are deployed in
different types of networks, see Connect an ECS instance to
an ApsaraDB for Redis instance in different types of
networks.

3.Step 2: Configure whitelists3.Step 2: Configure whitelists
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On-premises
device or third-
party cloud

Internet

Select one of the following methods based on the operating system of
the on-premises device:

Linux operating system: Run the curl ipinf o.io |grep ipcurl ipinf o.io |grep ip  command
on the on-premises device to obtain the public IP address. The
following figure shows the sample result.

Windows operating system: Visit  ipinfo to obtain the public IP
address of the on-premises device.

Client
installation
location

Network
type

How to obtain the IP address of a client

Methods to configure a whitelistMethods to configure a whitelist

Method Description

Method 1: Manually add a
whitelist

Manually add the IP address of a client to a whitelist  of the ApsaraDB
for Redis instance to allow the client to access the instance.

Method 2: Add ECS security
groups as whitelists

A security group is a virtual firewall that is used to control the inbound
and outbound traffic of ECS instances in the security group. For more
information, see Overview. To authorize multiple ECS instances to
access an ApsaraDB for Redis instance, you can associate the ApsaraDB
for Redis instance with the security group of these ECS instances. This
method is more convenient than manually adding the IP addresses of
these ECS instances to a whitelist.

Not e Not e The engine version of the ApsaraDB for Redis instance
must be Redis 4.0 or later. For more information about how to
upgrade the engine version, see Upgrade the major version.

Not e Not e You can set  IP address whitelists and specify ECS security groups as whitelists of an
ApsaraDB for Redis instance. Both IP addresses in the IP address whitelists and ECS instances in the
security groups are allowed to access the instance.

Method 1: Manually add a whitelistMethod 1: Manually add a whitelist
1. Log on to the ApsaraDB for Redis console.

2. In the top navigation bar, select  the region in which the instance is deployed.

3. On the Inst ancesInst ances page, find the instance and click the instance ID.

4. In the left-side navigation pane, click Whit elist  Set t ingsWhit elist  Set t ings.

5. Find the def aultdef ault  security group and click Modif yModif y.
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Not e Not e You can also click Add Whit elistAdd Whit elist  to create a whitelist . The name of a whitelist
must be 2 to 32 characters in length and can contain lowercase letters, digits, and underscores
(_). It  must start  with a lowercase letter and end with a lowercase letter or digit .

6. In the dialog box that appears, perform one of the following operations:

Manually add IP addresses or CIDR blocks to the whitelist

Manually modify the whitelist

Not eNot e

Separate mult iple IP addresses with commas (,). A maximum of 1,000 unique IP
addresses can be added. You can enter specific IP addresses such as 10.23.12.24 and
CIDR blocks such as 10.23.12.24/24. /24 indicates the length of the IP address prefix.
An IP address prefix can be 1 to 32 bits in length. For more information about CIDR
blocks, see CIDR block FAQ.

If you enter CIDR blocks that have a prefix length of 0 such as 0.0.0.0/0 and
127.0.0.1/0, all IP addresses are allowed to access the instance. This poses a high
security risk. Proceed with caution.

Add private IP addresses of ECS instances to the whitelist

a. Click Load ECS Int ernal Net work IPLoad ECS Int ernal Net work IP.
The private IP addresses of ECS instances that are deployed in the same region as the
ApsaraDB for Redis instance are displayed.
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b. Select  IP addresses based on your business requirements.

Select  private IP addresses of ECS instances

Not e Not e To find the ECS instance that is assigned a specific IP address, you can move
the pointer over the IP address. Then, the system displays the ID and name of the ECS
instance.

Remove all IP addresses from the whitelist
To remove all IP addresses from the whitelist  but retain the whitelist , click Delet eDelet e.

7. Click OKOK.

Method 2: Add ECS security groups as whitelistsMethod 2: Add ECS security groups as whitelists
You can add ECS security groups as whitelists of the ApsaraDB for Redis instance. Then, the ECS
instances in the security groups can access the ApsaraDB for Redis instance over an internal network or
the Internet. The ApsaraDB for Redis instance must have a public endpoint  if  you want to access the
ApsaraDB for Redis instance over the Internet. For more information, see Use a public endpoint to connect
to an ApsaraDB for Redis instance.

Not eNot e

Before you add a security group as a whitelist , make sure that the network types of the
ApsaraDB for Redis instance and the ECS instances in the security group are the same. If  the
network types of the ApsaraDB for Redis instance and ECS instances are VPC, make sure that
they are deployed in the same VPC.

You cannot add ECS security groups as whitelists for ApsaraDB for Redis instances deployed
in the following regions: China (Heyuan), China (Guangzhou), China (Nanjing), and China
(Ulanqab).

(Optional)

1. Log on to the ApsaraDB for Redis console.

2. In the top navigation bar, select  the region in which the instance is deployed.

ApsaraDB for Redis Quick St art ··St ep 2: Configure whit el
ist s

> Document  Version: 20220111 17

https://www.alibabacloud.com/help/doc-detail/43850.htm#task-xcl-p2d-5db
https://kvstore.console.aliyun.com/


3. On the Inst ancesInst ances page, find the instance and click the instance ID.

4. In the left-side navigation pane, click Whit elist  Set t ingsWhit elist  Set t ings.

5. Click Securit y GroupsSecurit y Groups.

6. On the Securit y GroupsSecurit y Groups tab, click Add Securit y GroupAdd Securit y Group.

7. In the dialog box that appears, select  the security groups that you want to add as whitelists.

Select  security groups

Not eNot e

To identify a security group, you can move the pointer over the ID of the security group.
Then, the name and descript ion of the security group are displayed. If  you move the
pointer over the VPC icon, you can view the ID of the VPC.

You can add up to 10 security groups as whitelists to each ApsaraDB for Redis instance.

8. In the message that appears, click OKOK.

9. (Optional)To remove all security groups, click Delet eDelet e.

ReferencesReferences
Use a public endpoint  to connect to an ApsaraDB for Redis instance

Connect an ECS instance to an ApsaraDB for Redis instance in different types of networks

Related API operationsRelated API operations

Operation Description

DescribeSecurityIps
Queries the IP address whitelists of an ApsaraDB for
Redis instance.

ModifySecurityIps
Modifies the IP address whitelists of an ApsaraDB
for Redis instance.

DescribeSecurityGroupConfiguration
Queries the security groups that are added as
whitelists to an ApsaraDB for Redis instance.
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ModifySecurityGroupConfiguration
Modifies the security groups that are added as
whitelists to an ApsaraDB for Redis instance.

Operation Description

FAQFAQ
Q: Why are whitelists automatically created for an ApsaraDB for Redis instance? Can I delete these
whitelists?
A: After you create an ApsaraDB for Redis instance, a default  whitelist  is automatically created. After
you perform specific operations on the instance, more whitelists are automatically created, as
described in the following table.

Whitelist  name Source

default The default whitelist  that cannot be deleted.

ali_dms_group

This whitelist  is automatically created by Data Management (DMS) when you log on
to an ApsaraDB for Redis instance from DMS. For more information, see Use DMS. Do
not delete or modify this whitelist. Otherwise, you may fail to log on to the
ApsaraDB for Redis instance from DMS.

hdm_security_ips

This whitelist  is automatically created by Database Autonomy Service (DAS) when
you use CloudDBA-related features such as cache analysis. For more information,
see Use the cache analysis feature to display details about big keys. Do not delete
or modify this whitelist. Otherwise, the CloudDBA-related features may become
unavailable.

Q: A whitelist  contains IP address 127.0.0.1 in addit ion to client  IP addresses. In this case, can these
clients connect to the ApsaraDB for Redis instance?
A: These clients can connect to the ApsaraDB for Redis instance. If  only 127.0.0.1 exists in the
whitelist , all IP addresses are not allowed to connect to the ApsaraDB for Redis instance.

Q: Why does the  (error) ERR illegal address  message appear after I use redis-cli to connect to
an ApsaraDB for Redis instance?
A: The IP address of the client  where you run redis-cli is not added to a whitelist  of the ApsaraDB for
Redis instance. You must check the whitelists of the ApsaraDB for Redis instance.

Q: If  the IP address of my client  is not added to a whitelist  of an ApsaraDB for Redis instance, can I
check port  connectivity by running the telnet  command?
A: Yes. The following message is returned after you run the telnet  command:

Escape character is '^]'.
Connection closed by foreign host.
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You can use a Redis client, Data Management (DMS), or the redis-cli tool to connect to an ApsaraDB for
Redis instance.

PrecautionsPrecautions
ApsaraDB for Redis can monitor the health status of nodes. If  a master node in an instance becomes
unavailable, ApsaraDB for Redis automatically triggers a master-replica switchover. The roles of master
and replica nodes are switched over to ensure the high availability of the instance. Before a client  is
officially released, we recommend that you manually trigger the master-replica switchover. This can
help you verify the error handling capabilit ies or disaster recovery logic of the client. For more
information, see Manually switch workloads from a master node to a replica node.

Endpoint typesEndpoint types
After an ApsaraDB for Redis instance is created, you can view the endpoint  of the instance on the
Instance Information page. By default , ApsaraDB for Redis provides an endpoint  of the following
network type: or If  you want to connect to the ApsaraDB for Redis instance by using a direct
connection endpoint  or a public endpoint, you must apply for the corresponding endpoint. For more
information about endpoints, see View endpoints. VPCclassic network

Endpoints

Not e Not e We recommend that you deploy your client  on an ECS instance and use the
client  to connect the ECS instance to an ApsaraDB for Redis instance over a VPC. This
way, you can improve security, reduce network latency, and avoid performance
degradation caused by network latency. For more information, see What is ECS?

Common connection methodsCommon connection methods

Connection method Description

Use DMS
You can use DMS to connect to ApsaraDB for Redis instances without the need
to install a client. DMS allows you to manage ApsaraDB for Redis instances on a
visual interface.

4.Connect to an ApsaraDB for Redis4.Connect to an ApsaraDB for Redis
instanceinstance

Quick St art ··Connect  t o an ApsaraD
B for Redis inst ance

ApsaraDB for Redis

20 > Document  Version: 20220111

https://www.alibabacloud.com/help/doc-detail/164222.htm#task-2488873
https://www.alibabacloud.com/help/doc-detail/107717.htm#concept-apt-fkl-5gb
https://www.alibabacloud.com/help/doc-detail/25367.htm#EcsWelcome
https://www.alibabacloud.com/help/doc-detail/43847.htm#concept-jvw-c24-tdb


Use a client to connect
to ApsaraDB for Redis

ApsaraDB for Redis is compatible with open source Redis. You can connect to
ApsaraDB for Redis and open source Redis in a similar manner. Therefore, you
can use a client that is compatible with the Redis protocol to connect to
ApsaraDB for Redis.

Not e Not e You can also enable the SSL encryption feature to enhance the
security of data links and ensure data integrity. For more information, see
Connect to an ApsaraDB for Redis instance that has SSL encryption enabled
by using a client.

Use redis-cli to connect
to an ApsaraDB for
Redis instance

The redis-cli tool is a CLI of open source Redis. You can use redis-cli to connect
to an ApsaraDB for Redis instance from an ECS instance or your device. Then, you
can manage data.

Connection method Description

Special connection methodsSpecial connection methods

Connection method Description

Use a public endpoint
to connect to an
ApsaraDB for Redis
instance

If you want to test or manage an ApsaraDB for Redis instance that is deployed
on your device, you can apply for a public endpoint for the instance and connect
to the instance over the public endpoint by using your device.

Use a private endpoint
to connect to an
ApsaraDB for Redis
instance

You can apply for a direct connection endpoint for a cluster master-replica
instance. You can use the endpoint to connect to backend data shards in the
instance in the similar manner as you would connect to an open source Redis
cluster. For more information, see Cluster master-replica instances. Compared
with the direct connection mode reduces the response time of ApsaraDB for
Redis because requests do not need to pass through proxy servers. For more
information about how to enable the direct connection mode, see Enable the
direct connection mode. the proxy mode

Use the Sentinel-
compatible mode to
connect to ApsaraDB
for Redis instances

ApsaraDB for Redis provides the Sentinel-compatible mode. If you enable this
mode, clients can connect to ApsaraDB for Redis instances in the same way as
they connect to native Redis Sentinel.

FAQFAQ
Connect an ECS instance to an ApsaraDB for Redis instance in different types of networks

Troubleshooting for connection issues in ApsaraDB for Redis
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You can manage ApsaraDB for Redis instances in a convenient manner by using the ApsaraDB for Redis
console, API operations, or SDKs.

Understand the limits, development standards, and O&M standardsUnderstand the limits, development standards, and O&M standards

Management methodsManagement methods

Management
method

Description

ApsaraDB for
Redis console

The ApsaraDB for Redis console is a web application that is used to manage ApsaraDB
for Redis instances. It  provides various O&M and management features to help you
manage instances in a convenient and visualized manner.

5.Manage ApsaraDB for Redis5.Manage ApsaraDB for Redis
instancesinstances

使用限制使用限制
了解云数据库Redis中，各数据类型和功能特性的相关使用限制。

使用限制

开发运维规范开发运维规范
介绍业务部署、Key设计、SDK、命令、运维管理等规范，帮助您充分发挥Redis的能力。

云数据库Redis开发运维规范

LimitsLimits
T he limits on different data types and features that are supported by ApsaraDB for Redis.

Limits

Develo pment a nd O&M sta nda rdsDevelo pment a nd O&M sta nda rds
T he development and O&M standards, such as standards for business deployment, key design, SDK usage, command usage,
and O&M management. T hese standards help you make full use of ApsaraDB for Redis.

Development and O&M standards for ApsaraDB for Redis
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API operations and
SDKs

O&M engineers: ApsaraDB for Redis provides a wide range of API operations for you
to manage ApsaraDB for Redis instances. For example, you can call the
CreateInstance operation to create an instance. You can also call the API operations
of different Alibaba Cloud services to implement complex custom features.

Business developers: You can use SDKs that are integrated in clients to run
database commands to manage data in ApsaraDB for Redis instances. For example,
you can run the SETSET  command to set the value of a key.

For more information, see Quick start.

Management
method

Description

Operations in the ApsaraDB for Redis consoleOperations in the ApsaraDB for Redis console
Click a tab to show the details. Click that tab again to hide the details.

数据迁移与同步数据迁移与同步❯
管理计划内运维事件管理计划内运维事件❯
管理Redis实例管理Redis实例❯
账号与安全账号与安全❯
连接实例与操作数据连接实例与操作数据❯
性能与监控性能与监控❯
审计与日志审计与日志❯
备份与恢复备份与恢复❯
性能调优与问题排查性能调优与问题排查❯
Dat a migrat ion and synchronizat ionDat a migrat ion and synchronizat ion❯
Scheduled O&M event  managementScheduled O&M event  management❯
Manage ApsaraDB f or Redis inst ancesManage ApsaraDB f or Redis inst ances❯
Account  and securit y managementAccount  and securit y management❯
Inst ance connect ion and dat a managementInst ance connect ion and dat a management❯
Perf ormance monit oringPerf ormance monit oring❯
Audit  logsAudit  logs❯
Backup and rest orat ionBackup and rest orat ion❯
T roubleshoot ingT roubleshoot ing❯
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