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EEMNE, BRNIFNRSEANERR.

SR=: EERBINIHEEIR
EEUMEAERSYERTARERNRESDY, OETHER. EERSSHOS,
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SERN: EAEBHLH

WO PINF B = BRI S T ERE H B BARG 6 Pk B 2 BN ALK FM. SOKUIXER
EF, ERREBNLGEER, BOUUSERLFHR, BAAPEROEAZHLE.,

PAGVSMABI, o] LAE R E a9t Bl fceTest Main javask Wik Z B LA, KBREIINT:

D F8 SEZEEGDHPIE (121.41.XXXX) &38R AL STE 4B B9FA R IPHL

import cn.com.tass.jce.castle.hsm.connector.pool.PooledConfigReader;
import cn.com.tass.jce.castle.tc.encodings.Hex;
import javax.crypto.*;
import java.security.*;
import java.util.*;
public class APITest {
public static void main(String[] args) throws Exception {
//INEEE
String config = "{"
+ "[LOGGER] ;"
+ "logsw=debug, error;"
+ "logPath=./;"
+ "[HOST 1]1;"
+ "hsmModel=GHSM;"
+ "host=121.41.XX.XX;"
+ "linkNum=-3;"
+ "port=9021;"
+ "timeout=5;"
+ "
PooledConfigReader.setConfig(config) ;
/ /RN
testGenRandom () ;
//sM2ER B
testOutKeySM2SignAndVeirfy () ;
/ /IR AN AR 4R
testOutKeyAES128EncAndDec () ;
}

/**
* SMBEFARES1 2 8 NfRE
w2y
public static void testOutKeyAES128EncAndDec () {
try {
byte[] myAAD = Hex.decode ("31313131313131313131313131313131");
//FEER

KeyGenerator keyGenerator = KeyGenerator.getInstance ("AES", "TASS");
keyGenerator.init (128);
SecretKey key = keyGenerator.generateKey();
byte[] iv = Hex.decode ("31313131313131313131313131313131");
byte[] plain = Hex.decode ("31313131313131313131313131313131");
/ /A REO#ITASERMBRE
symEncAndDec ("AES128 out key", key, "AES", plain, iv, myAAD);
} catch (Exception e) {

e.printStackTrace () ;
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}
/**
* ECB. CBC M#RiNZR

*

*

@param flag #KiR

A

alg BERBW

plain FFINEHIEIE

' 1Vl

GeMIET FHaddfE

*

@param key

* @param
* @param

*

@param iv

@ add
w2y
private static void symEncAndDec (String flag, Key key,
byte[] add) {
try {
//ECB/NoPadding

Cipher encipher

@param

String alg, byte[] plain, bytel]

iv,

"TASS") ;
"TASS") ;

Cipher.getInstance (alg + "/ECB/NoPadding",
Cipher decipher Cipher.getInstance (alg + "/ECB/NoPadding",
encipher.init (Cipher.ENCRYPT MODE, key);
decipher.init (Cipher.DECRYPT MODE, key);

/ /N

byte[]

//System.out.println (" ("+flag+")"+alg + "/ECB/NoPadding" + "
ew String(Hex.encode (resultEnc)));

/ /R

bytel[]

//System.out.println (" ("+flag+")"+alg + "/ECB/NoPadding" + "

resultEnc encipher.doFinal (plain) ;

enc result T4k m

resultDec decipher.doFinal (resultEnc) ;

dec result " +n

ew String(Hex.encode (resultDec))) ;

if (!verifyResult (plain, resultDec)) {

+ RERN) ;

System
System
} else {
System
System
}
bytel]
} catch

newPlain

(Exception e)

.err.println(" (" + flag + ")" + alg + "/ECB/NoPadding"
.out.print ("\n");
.out.println(" (" + flag + ")" + alg + "/ECB/NoPadding" + "ERZRRIN) ;

.out.print ("\n");

Hex.decode ("313131313131313131313131313131313233") ;
{

e.printStackTrace () ;

}

public static boolean verifyResult (bytel]

return Arrays.equals (enc,

}

/**

byte[] dec) {

enc,

dec) ;

* SM2SMEREIAE RINE

*/

public static void testOutKeySM2SignAndVeirfy ()

try {

{

/ 1 FERNIRX R

byte[]

sSrc

Hex.decode ("313233") ;

/ /fERBKeyPairGeneratorf=4 B AT 75 L MR ER

KeyPairGenerator keyPairGenerator

KeyPairGenerator.getInstance ("SM2", "TASS")

keyPairGenerator.initialize (256) ;

10
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KeyPair keyPair = keyPairGenerator.generateKeyPair () ;

//FHIRER

Signature sign = Signature.getInstance ("SM3withSM2", "TASS");

sign.initSign (keyPair.getPrivate());

sign.update (src) ;

byte[] signResult = sign.sign();

System.out.println ("SM3withSM2 out key sign result = " + new String (Hex.encode (

signResult)));

/I FHIRBESE

Signature verify = Signature.getInstance ("SM3withSM2", "TASS");
verify.initVerify (keyPair.getPublic());

verify.update (src);

boolean verifyResult = verify.verify(signResult) ;

System.out.println ("SM3withSM2 out key verify result = " + verifyResult);
[/ BIEEE

MessageDigest digest = MessageDigest.getInstance ("SM3", "TASS");

byte[] digestData = digest.digest (src);

//SM3withSM2ForHashFFIAE &

sign = Signature.getInstance ("SM3withSM2ForHash", "TASS");

sign.initSign (keyPair.getPrivate());

sign.update (digestData) ;

signResult = sign.sign();

System.out.println ("SM3withSM2ForHash int key sign result = " + new String (Hex.

encode (signResult))) ;

}
/**

//SM3withSM2ForHashFFIRIEEE

verify = Signature.getInstance ("SM3withSM2ForHash", "TASS");
verify.initVerify (keyPair.getPublic());

verify.update (digestData) ;

verifyResult = verify.verify(signResult) ;

System.out.println ("SM3withSM2ForHash int key verify result = " + verifyResult)

System.out.print ("\n") ;

} catch (Exception e) {

e.printStackTrace () ;

* FEEERENER

*/

public static void testGenRandom() {

try {

SecureRandom instance = SecureRandom.getInstance ("HSM", "TASS");
instance.nextInt () ;

byte[] bytes = new byte[1024];

instance.nextBytes (bytes) ;

/ /A FEALER

System.out.println("1024 random : " + new String(Hex.encode (bytes)));

System.out.print ("\n") ;

} catch (Exception e) {

e.printStackTrace () ;
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3. ERHMNMIEE, BREEHHER,
BREHARMHDESE R
1. EXAFIERRE, RIEFESHIL, ELHDENESE,

2. ERHNMEE, BEo Bif, RESHEINMHEARE.
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