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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be
deemed as your total acceptance of this legal disclaimer.

1.

You shall download and obtain this document from the Alibaba Cloud website or other Alibaba
Cloud-authorized channels, and use this document for your own legal business activities only. The
content of this document is considered confidential information of Alibaba Cloud. You shall
strictly abide by the confidentiality obligations. No part of this document shall be disclosed or
provided to any third party for use without the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or

disseminated by any organization, company or individual in any form or by any means without the
prior written consent of Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment,

or other reasons. Alibaba Cloud reserves the right to modify the content of this document
without notice and an updated version of this document will be released through Alibaba Cloud-
authorized channels from time to time. You should pay attention to the version changes of this
document as they occur and download and obtain the most up-to-date version of this document
from Alibaba Cloud-authorized channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and

services. Alibaba Cloud provides this document based on the "status quo", "being defective", and
"existing functions" of its products and services. Alibaba Cloud makes every effort to provide
relevant operational guidance based on existing technologies. However, Alibaba Cloud hereby
makes a clear statement that it in no way guarantees the accuracy, integrity, applicability, and
reliability of the content of this document, either explicitly or implicitly. Alibaba Cloud shall not
take legal responsibility for any errors or lost profits incurred by any organization, company, or
individual arising from download, use, or trust in this document. Alibaba Cloud shall not, under
any circumstances, take responsibility for any indirect, consequential, punitive, contingent,
special, or punitive damages, including lost profits arising from the use or trust in this document
(even if Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures,

architecture design, page layout, and text description, are intellectual property of Alibaba Cloud
and/or its affiliates. This intellectual property includes, but is not limited to, trademark rights,
patent rights, copyrights, and trade secrets. No part of this document shall be used, modified,
reproduced, publicly transmitted, changed, disseminated, distributed, or published without the
prior written consent of Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud
shall not be used, published, or reproduced for marketing, advertising, promotion, or other
purposes without the prior written consent of Alibaba Cloud. The names owned by Alibaba Cloud
include, but are not limited to, "Alibaba Cloud", "Aliyun", "HiChina", and other brands of Alibaba
Cloud and/or its affiliates, which appear separately or in combination, as well as the auxiliary
signs and patterns of the preceding brands, or anything similar to the company names, trade
names, trademarks, product or service names, domain names, patterns, logos, marks, signs, or
special descriptions that third parties identify as Alibaba Cloud and/or its affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

& Danger

Warning

p Notice

@ Note

Bold

Courier font

Italic

[1or [a]b]

{} or {a]b}

Description

A danger notice indicates a situation
that will cause major system changes,
faults, physicalinjuries, and other
adverse results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other
adverse results.

A caution notice indicates warning
information, supplementary
instructions, and other content that
the user must understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

Italic formatting is used for
parameters and variables.

This format is used for an optional
value, where only one item can be
selected.

This format is used for a required
value, where only one item can be
selected.

Example

& Danger:

Resetting will result in the loss of
user configuration data.

Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

) Notice:

If the weight is set to 0, the server
no longer receives new requests.

@ Note:

You can use Ctrl+ A to select all
files.

Click Settings> Network> Set network
type.

Click OK.
Run the cd /d C:/window command to

enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.Website access with CNAME
1.1. Web Y1 FDERE

Web 1 MEEIE. Alibaba Cloud WAF TF7O0/43INTWLS Web U1 FOEEZEIL—MERAL E
£

HEFEBFIHORZEEERL T Web Y1 FREZEMLET,

o Web# 4 FMREDBEMERK., WebY 1 FREZEMT B15S. WAF (L Alibaba Cloud DNS D A L
I—RREICTIEAL, IRTOWeb A FRASVEZDEERTY—N—DIP7RLRAE—EE
RLET., WAFREZBMICTBIRASVEHICIRIRLT, BNOREEHEREICT S &HTEE
TY., CODELSIC. WAFIEDNSEREEZEHL T, MERAWAFICWeb k3 74v9%ZU54L 5
TIDICRIUBGET,

o WebH 4 FREDEHEM. AL I— KH¥ Alibaba Cloud DNS [CER SN TULEWESIE. Web
1 MREZFEHTIERITIVENHDET., ZTDE. DNSEHKAMDYRAFLICOF 14> LT, DNS®
EEEHLT, RERAWAFICWeb S5 T4 v 9254 LIMLET.

DNS BBEDEIHAZDFHMICOWVWTIE, TWAF F7O04 v RAq k] 2TBBCES L,

@ 888 Alibaba Cloud WAF £ Y 249 ¥ RICIEIIT % Web ¥ 4 MREDHIZ. ¥ TR 54U T3
VISYEEBMEXAYDEICEDET, #MI3. EBMRAIYI4—%) 2TSRIETL,

BEXY—N—F7FLR, 7O0INGAT, K-+ 2XETS. LG HTTPS OFHARELZTSHS
¥, Webv 1 FOREZHELET .,

WAFREZDEELLBWWeb YA MIOWTIE, EODNSREZBITL T Web ¥« FEEZHIIRL X
?D

Web ¥ 4 b2 E 0 BEEN

AR RM

o REINB KXA I Alibaba CloudDNS THRRA FTNTWEYT, Ff, DNSREICEL B ED T
DOEMBALI—FHRIENZRENRHDET,

Alibaba Cloud DNS AR L B W RS, web o4 F0EEE2S8BL T Web Y1 FEEEFEH TEM
LEY,

o (TiE) (FEXRLTV—YaYDIEA)WebH a1 M, EEBHREFE (MIT) ICL>TICPSIEYR
rfTEINTVEY,

o (TJiE) (HTTPS XIS Web 1 FDIFEA)Web B FOBEML SSLIEIAEEMBZREBAD T 72 REN
HBH . SEBEAM Alibaba Cloud SSL Certificate Service IC7v 7O—RIhTWET,

ES ]

1. Alibaba Cloud WAF o> v —)LiIca¥4 YL,

2. R=I BT —Yary [HEXL]. [EF] 2ERLET.

3. EE>Web YA FREANX—I T, [FXsV0EM 29V Y ILET,
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WAF (. IR#ZE® Alibaba Cloud 7 177 kD Alibaba CloudDNS [CA L O—RABEINTVB T
ARTORASVEZE2HFNIC—EBERLET. AL II— KA Alibaba Cloud DNS ICERE SN TULWA

WIEEIE, [FASVEBRLTLKEIV]|R—IDRRRINFEFLA., TOHERIE. Web H o1 FRE

EFHTEMTBCLEHELET, HMIZ. Tweb v Loz 2ISBLESTL,

- " . Version: Pra
| Website Configuration Expires on Henen

Please choose your domain

Domain Name Server address Protocol type HTTPS Certificate

HTTPS @ HTTP

¥ HTTPS W HTTP ® No certificate]verify certificate

HTTPS [ HTTP

Total: 25 itemn(s), Per Page: 10 item(s) « ¢ n 2 3
Cancel Add other domains manually Add domain protection now

4. [RASVEBIRLTLKEIV]|R—IT, WAFREZBMICTS RXq 870N Y1T %
ERELET,

5. (%) (F 723y )7O0RILNYALFICHTTPS ASENTULZHSIE. RYICHBEEEALT
BREEZEMTZIVELAHNDET,

@ BB BOAEELT. ST HTTPS 2:2RET. Web ¥« MNREEHEL . REEKE
R LI#EICEEREE2 7y 70— KL F9, HMIE., THTTPSIREDEH 2 SBES
Ly,

i. (IRENER] 22V ILET,
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i. GERENHERB] Y4705 Ky VAT, iMASLHERET7YTO—-FLET,

m REEBEAM Alibaba Cloud SSL Certificate Service I Y —JLICRA FINTWB RS, [5HH
ENRERB]| Y4705 RV IR0 [REFEOERAEZER]| 25Uy IL., ThzBERLTTY S
ao— FLE?O

» FHFYIO-—F, [FEHF7YTO—-F]2sJv oL, iMHEOEH 2ANL T, itHAEL
WERBOTXFAMNBEZINTN[EIAE 7 7ML L BRI 7SI Ry I RITEDFITF
v,

HAIZ., THITPSAEREOEH ) EIBRETL,

verify certificate

Domain name

Certificate name :

Certificate file

Private key file

av]
[1+]

(]

ii. [EB]ZzoVvoILTFyTO—KRLEY,
6. [SISC KXV REZEBM] 25V Y ILET,

Web 4« FREZEML=#%, WAFIZ R X4 >Z0DDNSERE (CNAME L O— K ) #BHNICEH
LT. BERAWAFICWeb VS TAMEUSALIMLET., 2FKOTOERIEE 10 ~15 9bhH

bi?o

@ Il FHTDONSRBEEZBEITB&LSICROSNEBAG. FIE2:DNSREEZTHL T
ST4v & WAFIC)SAL Y NTBIRENRBHD XTI,

7. EE>Web YA FPREAXR—IT, FiILKEMLERASAVBLZODNS BRAF—Y R FRRL
£7.
o "Normal" (&, Alibaba Cloud WAFAAWeb ¥4 MMCEEICFFOsINEIEERLET, F
JIE 3: WAFIRER) o —DEEORTICERE T,
o "Exception" (&, LIEF5<&FDN., DNSH—ER FONA 5 —TDNSRELZHRTIVLEHND
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532 tERLEY.

DNS SREMEL K BWGERIE, FIE2:DNs HE0EHERITLET, HMIE, Tons @rzrs—4
2065 BTERCETVL,

Exclusive IP

Domain Name DNS resolution status Protocol status
address

X Mo CNAME resolution detected
X No traffic

~ ~ HTTP Normal
Copy CNam ¢ Exception @ O[5 HTTPS ® Al .
- Abnorma

Web % MEREDFEEN

RIS

o RETBZWebHY A FORXAVEERMBLET,

e WAFDSEINBE 574y v ERETZFEORERY— /N~ IP7FLAZXLRZOMOEED 7

FLRZBRBLET,

e Web %4 F»'CDN, DDoSR#E., LB ZDMOTOF O H—ERTTIOAMINTVEIMNE Sh%E
®ERLET,

o (FEAKXLV—YarvniEa)WebHa M, EEBHREFE (MIT)ICE>TICP SV RAIMTES
nctuwEd,

o (HTTPS X/ Web 1 FDIFE )Web 4 FDEXMA SSLIIBAELMBRBADT 7L RIEHH B H.

F7-135EBHE D' Alibaba Cloud SSL Certificate Service IC7y 7O—R3INTWVWET,
FIE
1.
2.
3.

Alibaba Cloud WAF 2>y —iLica4d4Y L Ed,
R=ytEic)—yay [PEXL]. [ER] 2ERLET.
[EE]>[Web YA FRE]RX—I T, [RXSrVDEM %22V vILET,

WAF (&. IHZE®D Alibaba Cloud 7 A9 > @ Alibaba CloudDNS [CA L O—RABEINTWLDS
TARTORAAVEEEHFHNIC—EERLET., AL I— KA Alibaba Cloud DNS ICERE T TWL
BUOERE, [FAAVEBIRLTLKESVWIR—IHBRRINEFEA.

(T[iE) (AFTYaV)[FALVEBIRLTLESIVWIR—I T, [FHTHOKRASL 2V %EMN] %24
VyoLZET,

. [Web A MEBROANN]DHYR I T, ROREZETVLET.,

RE B
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RIE B

&

RETDFAAVBEANALET,

@ i
o *aliyun.com BEDTAILRA—RRAAVEYR—PLET., 74
LRA—RRXAVERETIE, BEYTRAAYDBITRTRESINE
7.
o FHEHERAAY (HXIE., www.aliyun.com ) REELERXSVE—

) BIBZTAILRA—RRX1sY (BZE, *aliyun.com ) ® Web B
RXq4v8 [ . =
FREZEMLIZES. EBERXASVDOREDBEINET,
o .eduRXAYZFHR—KLEHA., Alibaba Cloud WAF Z{EHL TX
BN edud RXA VB2 RETIHERE. FroybaEELET,

Web 44 FTEHAINTVWS7OMILZHERLEFT, #7F> 3V{E: HTTP, HTTPS

@ wimg
o Web H#4 KT HTTPS BEMICHE>TWVWBIEEIE. HTTPS 282
L. HTTPS sIHEZENEH%22RBL T, BMAMHSLWNZRE2 7y 70—
Jorany47 KL T WAF IC HTTPS 574y 4 2RRE3IEET.

o HTTPS AERBIND &. BHMRE 2]EL. HTTPS OEHVFAL I b
F =13 HTTP back-to-source ZB#ICL T Web 31 hADT7 IR %
MABICLET., M. THTTPS OHMARE) 28BCEIL,

> Document Version:20200824


https://help.aliyun.com/document_detail/97033.html#task-tgm-wwj-5fb
https://help.aliyun.com/document_detail/61993.html#task-kmv-qz3-p2b

DxIY4A b7 R - Website access with CNAME Web iz F B 3K i

13

E B

BETY—N"N\—T7FLRZAADLFEFT., 1D2ULEDIP 7 FL R F =13 0SS CNAME 7
RLABEDMMOT7 KLRICLET, Web 31 A Alibaba Cloud WAF TF 704
INdE., WAF FREL7=Web VI AFEZD7RLRICELET,

o (HE)IPEWEREL,. ECSAYVARAIVAIPROSIBAYVRAYVYRIP HE, BIET
HY—=—N—DONTVY I IPT7RLRZASILET,

@ s

m EHOIP7RLAKIVITRYINET, RK20BOIP 7RLR%E
EBNNTgETY .

m EHDIP 7 RLADNRTRINEEES. WAF (ZIRELR= Web +5
T4V I%ERTEERC, ANLRAFIVILEENSOT RLABEDER S
BziTWEd, HMAGEGE, 'EROBRETY—N\—HOEHESE. 28
BLEEW,

H—N—F7 KL R o DT RLREAFVICL, 0SS ® CNAME 7 RL A& ¥, WAF hS5RINB S
T4V IDZEICFEAINZY—N—FRKLRAZAALET,

@ g

" H—N—FRLR(ZOMOT RLR) [E Web A bDRXVEE
BLTH>TRVWITEEA.,

m 0SS CNAME 7 RLZZABLTEHEA. Web 44 FREZIERL =
#%. Alibaba Cloud 0SS av v —)lcod14>v LT, EL T 0SS
CNAME 7 RLRICARILRAAY (COBAIREETZIRX 1Y)
ZREMITIVENHDFT., HMlE. "TARXRFYLREAASYOREENT
71 Z2T8BLESI L,

H—N—KR—bZIBELET. Web H 4 kN Alibaba Cloud WAF TF7O014EN 3
&, WAF (IBEBL=Web U ITRAMZZDR—MITRLET,

o FOMINH AT ICHTTP HEFEFNZHE. T7AI PO HITP R—K(E 80 T
£

o ZFOMINLHY AT ICHTTPS EEFNBZIBEE. T74IIL D HTTPS K— h & 443
T9Y,

o DA —hEEETBHEE. [ARFL]IZIVYILTENSEZEMLETY.

H—NnN—FK—-Fh

@ wE #H@EF. YE—FINTOBEEER— L, ECSECETL,

L4y 770%y EROKRICKELT, [IFW] FEEF[VWOWR]EZAVICLET, LAY 7 70FIH
( H1 %1 Anti- Alibaba Cloud WAF OFIICTF 7O/ INTWVWBEHEAEF., [BW 2FVICTIRELRD
DDoS #7/=I3 CDN h%x¥, #5ThaW&, Alibaba Cloud WAF BEBDIS514 7Y M IP 7 RL A%
) BEMTTH? BTEAVTREMELHDET .
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https://help.aliyun.com/document_detail/31902.html#concept-n23-1h2-vdb
https://help.aliyun.com/document_detail/51541.html#concept-ild-n1l-l2b

Web 5 F B3 K 1% YT JHAL4 TR - Website access with CNAME

R B8

BHOBETY—N—TRLRAZEET 358, WAF BOERSBORE (IP vy

i 7Ll
RAFBMTATY 459V FOEY) 2BRLT. Ch507 KLAMTRS T4y 558

AL g7
BOWTWB AYST—=TA4—=ILR BEHARILAYT—T4—ILKEEANSILT,
Alibaba Cloud WAF [C& > TE{ETY—/N—ICEBETN=Web VST R ET—SL
£9, WAF (3, EESINAYY—T 14 —ILR%E Web H—/I\—DIREFEH Web U &
IRAMCEMLT, WAF D'SIESNB NS 70y o %HAILET,

J0—v—%

@ BB Web WI/IRNEBHRDPEESNEAYSI—Ts—ILFRZ2ERY 35
A. Alibaba Cloud WAF [3TTDEZEESNIETLEESLET,

6. [RN] &2y I LTREERTLET,
Web ¥4 FREZEM LS, UTOYRIVZEITLET,

o Fa—hMUFLICHEST, ROHYRAIDNS LI—FKNEE £#X£TLFET, FHME. "TWAFFT
O4XAY b #T8BLLETL,

o (HTTPS 3/ Web 4 FDIZEE )HTTPS SEAEZE L MWZRE 7y JO—RL X7, H4E.
THTTPSSFEEZEn 7y 7O—F; 2T8BEI WL,

o [EE]>[Web ¥4 FRE]|RX—JICBHL. HLLEMINEYV I TV A PREEZRTL T, BE
AL TRESBHIRLET,
Web ¥4 FREDHE

H—N—IPF7RLADEZE, 7OMINYALTELRBR—FDEELE, Web H—N—RENEHBIE
%, HTTPS DFHAREERET 25/E. Web Y1 FREZHEELET.

FI&
1. [Alibaba Cloud WAF O v v =)Ll lcada14>v L %7,
2. R=I LT —yary[hEXL]. [ER] ZERLET.

3. [BEE]>[Web Y41 FRE]X—I T, #ET 2 Web ¥« FREZERL., [RE]1Z2IVvILZE
ERS

4. (RE]RX—I T, Web U4 FEEDFHENMOFIES ICH>THREERTLET,

@ B RASVEBEETEEHA. BORXAVE2EEFTZESE. HLL Web ¥
A FNBEEEMLCAELLDENBRT I RELET.

5. [0K| 22Uy 9 LTFIEZRTLEY,

Web ¥ 4 b BERE O HIIR

Web # 1 b T Alibaba Cloud WAF Z #E#IC T 3158 1&. DNS 2ETTL T Web H—N—[ChS5T710v S
#Y4%4L % bkL. Alibaba CloudWAF OYY—JILTWebH 1 MREEZHIBRLET.

Fa
1. Alibaba Cloud WAF 2>y —)LicaO¥d4 YL Ed.
2. X—Y LT —vay [hEARL] [ER] Z#RLET,
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3. [EE]>[wWeb Y1 FRE]|X—I T, HIRT 5 Web U1 FREZERL. [HIRI 22U v ILF
3—0

@ B Webva NREZHIRT BHICDNS REEETTZVLEAHNET, 25 LALE
. WebH A MNPV EATERL LBTEERLBHDFT.

4. [FOV T A=V HF4 705Ky I2AT[OK|Z22)Vv I LET,
1.2. 0—A)ILAYVELA—HY—TOYVHY414L 9 b
FIVvIDEFT

Web 4« FEH® Web # 4 FRE % Alibaba Cloud WAF ICHEREH T, Web 574 v 9 %2BREBET 31
HICWAFICUSF ALY T BES5DNS RELEHFIT3HSEG. O—AHILIYE2—9—TIUFAL I
FIvIEEGTLT, WAFR IS 74y 02 0BTEZHERTZLERELET, VFIL I
FIyoTIR, O—ALKAMIPAILEZELT, O—AINIYE 21—4%—H Alibaba Cloud WAF «
VAYVAEEEBSRTERLISICTIMVELRHNET, COLERE. WAFA VRV AMNIEL < HEEL
TLWBNESHETAMNTRZIENTEET,

O—ALKARMI7PALILDEE

O—AJL hosts7 7 AL ( )ZZEL, O—AHILY ST AM%E WAF[CEEL
¥9. Windows YR FLDHEE. FIERBUATOESDTT,

1. hosts 77 AN EXEIRTHEET. hostsT7 7 41L& C:\Windows\System32\drivers\etc\hosts
FA4LIBMIICHDET,

2. REDITIC, ROWBS%EBMLET., WAF_IP_address Domain_name_protected

www.aliyundemo.cn FI® Web ¥« FRE%Z{ER L . Alibaba Cloud WAF [C;X® CNAME 7 R L &
HEHDHTSNTWLWBELEFT., xoooxxxxxwmgvixt8vedyneaepztpuqu.alicloudwaf.com

i. Windows Tecmd A9 Y RSA4 VY —ILZHSE. ROIATY RFEZRTFLTWAFIP 7 FLRER
BLET., pingxoooxxxxxwmqvixt8vedyneaepztpuqu.alicloudwaf.com S& D WAFIP 7 KL
AEBALET,

LT Fping pie e TunguixtB8vedyneaepztpugu.alic londwaf .com

= fumgu ixtBvedyneaepztpugu.aliclondwaf .com [EE1.T0. 421951 with 32
bhytes of data:
Reply from 1B T.42.195: bytes=32 time=2msz TTL=186
Reply from iie 42 _.195: hytes=32 time=4mz TTL=186
Reply from [EF 42 _.195: hytes=32 time=4mz TTL=186
Reply from 1B T.42.195: bytes=32 time=4msz TTL=186

ii. XD1T% hosts ICBMLET, P7RLAGHOFIETERELEZWAFIP7RLATHH, KX
A VBRIRERXIVETY,

# localhost name resolution is handled within DNS itself.

# 127.0.0.1 localhaost
0.0,0.0 cert. bandicam com
# s localhaost

C 42,195 www. al ivundemo. cn
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3. BF% hosts ITRTELET ., cmd TRERX AV EZD ping #EFLET .

[Reply from I 42 195%: bytes=32 time=2msz TIL=186

[Reply From D&, 5.42_.195: hytes=32 time=4ms TTL=186
Reply from [1..77.42.195: bytes=32 time=4msz TTL=186
Reply from I 0. 42.195: hytes=32 time=4ms TTL=186

WAFNIEL K BEET BHBE. RRSNBZ3IP7RLRABEHOFIETEREL=WAFIP 7 KL RICHD
¥9, BETIP7RLARRRINZBEARIE. O—AIDNS Fvryv o anEHREHALET,
Windows Tl&. cmd T ipconfig F7/=(* flushdns ZE{TLFT,

WAF X DR
RARNI7ANDEENEMICE >S5, O—HLIVEI—9Y—DSRERAS VBT IEALE
T, WAFHBELKRESNTULNIE, WebH 1 MIEEICT7I/7ERTINET,

TSIC, WKOHDBELNBITY FEEM T THREMRE2BRELET, exlE. 1
alert(xss) Z URLICIEMILTFAMEH Web 24T XAMZEMLET. www.aliyundemo.cn/?
alert(xss) IC79tEAL&LSLETBE,

1.3.WAF F70O04 XY FHAR

Web # 4 kIC Alibaba Cloud WAF 25F 70493 &ld. Web B« FREDIEMEICDNS LO—FK
(CNAME £ A9 14 7) 2FEHL T, REDESHICWAFICWeb VIR EYUSFALIINTBLE
BLET.

FrI ZEALTWeb F5T714v 9% 5A4L I MLET, CNAME ZfE
A2 LafHRLEY., CNAME2EAT2E. /—FOEEPYYVOEREDHESIC, /—FoiIb
BAVPIS 7490 &EBRADIVITALIMNIZBYR—bINFET,

ROARZBIX. Web Y1 FEHD Alibaba Cloud WAF O F 704 ICEABALET, 2FDH, WebH o1 M
CDN, DDoS 3£, $&UZ20 70X H—ERE2FERALEFRA. ZOMDIFUAFICOVTIE, L
TORFaAXYMNETSBRLESTWY,

. :CDN & WAF 22—l Web o/ MNCFFO49 35
EEHBELET,

. :Web 1 FC DDoS {R# & WAF Z2—&ICF 7
O/ 9555 HBELET,

(JEE)CNAME LO—FZHELTWAF 257704

BIRRRMG

e Web# 4 FREMNEEICERINTLET, HAK, T 1 EI8RCESTY,

e WAFCNAME 7 RLA&ZAFLF T,

i. cog4>LE9d,

i. XN=YEBTY—Y 3y [hEXL]. [ER] ZRRLEXT,

ii. EE>Web YA MREX—IT, BEITBIRAAVBOLICKRA V5 %2%EFLET, [CName D)
AE-]| R UDBRRINET,
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Exclusive IP

Domain Name DNS resolution status Protocol status
address

Copy CNam 5 HTTP  ® Nommal

m

iv. [(Name ®aE—] %%y~ LTWAFCNAME 7 KL 2% 4w F7H—KIcaE—L %7,

@ $B ALI—REEHLTWebrS570v 5% WAFICUS ALY FTBEEE. S0
CNAME 7 KL RIC ping 5L TSI 3 WAFIP 7 RLAZEEL 9, =H4AZ. TWAF
F7OAAY MHAFR ) 28BSV, — KIS, WAFIP 7 RLRARIFEAEZDDH ZFE
A,

e DNSTRAMDYRAFLTRAL YD DNS REZEH T BIERLHNET,

e (Tik) (7 av)Alibaba CloudWAFIP 7 RLADEKET 4 M) R MADZER, E{STT Web U —
/IN—7% Alibaba Cloud A4t tEF 2 F 4 Y 7 by 7 (Fortinet FortiGate B &) #BXICLTWLS
SR, VIFIVIT7TWAFIP7RLRAZERTA MR MNIEELT, WAFDSESNBERD LS
ZavohTOvIThBVESICTIRENHDFT, FHME. TAlibaba Cloud WAFIP 7 FL A
DETARIARADERG) 2TBRESTY,

e (%) (A7vav)O—ANLIAYELI—9—TOISFALIMFIVYINDETDNSRELETET S
IS, VALY PMFIvIERALT, REVPTARTELWVWILEZRERLEFT, Inlckh, o
RECLDEBRDEAZEBLEY., HME. '0—HLIVELI—9—TOUHALIFFIVIDE
71 ZI8BLLES Y,

FIE

ROFIETIE. Alibaba Cloud DNS TCNAME L O— RA2EHT3HEEHBELET. RXAUH
Alibaba Cloud DNS TRRA FINTUVBRFESIE, XOFIEICKWET ., ZNLSDIBESIE, DNS KR b
DYATFLICOTA Y LTEEEZMAZBELNRHDFT,

1. Alibaba Cloud DNS OV —ILlcod4 YL ¥,
2. BETB3 KXV EBIRL T, [BE]Z22VvILET,

Alibaba Cloud DNS | BasicDNs

3. BETD RAM (KA MR) 2BIRL. [REIZ2VvILFT,
abc.com ZHIICENDFET, ROLSICHKRAMEZRIRLET,

o WWW :WWW TIEEZH T RAMVE—BLET., ZODHBAIE www.abccom TY,
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0 @:)IL—FRXALVICT—ELET., CDBAIE abccom T,
O *IL—=PFRAALVETRTOYTRAAVDEFEZELTAINLRA—FRRASVZIC—HLE

9. CDBEIE blog.abc.com . www.abc.com . abc.com RETT,

< | NS Settings

Type & Host 2 Line(ISP) 2 Value MX Priority T Status Actions

4, [LOA—FROERE| Y4705 Ky AT, ROBIEEITVET,

o 947:CNAME Z:ERL 7,
o f : WAFCNAME 7 RLRAZANLET,

o MDBREFFDEFXEICLET, TTLEZ 10DICRETRIEEZHELET, TTLEALAKIVEF
E. DNS DIGEIFIES BEDET,

DNS L O—RFDREICET 3 FTREHE:

o RAPBMIHZEE,. CNAME LO—KR([3—ETY., WAFCNAME 7 RL RICHRETIHELADH D F
3-0

o BRBLIA—KRHYALTBEVICFELET, EXI1E, RAMEZDEHEAE. CNAMELII—KR%ZAL
J—KR, MXLO—FK, FEETIXTLI—REHEFEIEBZILETEEEA, LI—KRY17%
BEESETILWVEAERF., FIFHEAITBLI—FEEHIRLTHASH LWL CNAME L O—RZEML
7,

@ $E HREEMOT7OLRALBEEBNTESTIRENHNET. 25 THVESR.
RALVICTHRATERLABDET,

o MXLO—RAFEHINTULREHESEF. ALI—REEHALTWeb FS 740 v 9% WAFICY S 1
LYRTSET, B4, TWAFF7OA4AY FAHAER) 2Z8BLLESTW,
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Web 57 A B K 5%

Edit Record

Type:

Host:

ISP Line:

* Malue:

# TTL:

WA

a 'j'LII'lC_"-.'.'B:CCI'ﬁ

10 minute(s)

5. [0K]Z2"Y vy LTDNS&#&E%.5TL. DNSEENBMICLI2DEFEET.

6. (Tli&) (F 7> 3 V)DNSEHREZHERALET.,

FALTDNS ZEENBMNESHERIELET .

RXA VIS ping ZEETBH. @ DNS Check Z{E

@ B B/EHLEMICHBIEITCHIBEBELANMPDET, BIICEKLEESIE. 10
PESTHSBERIELET.

7. DNSfBRRAF— 9 A &HBL XY,
i. Alibaba Cloud WAF 2 vy —)Licada4 YL ET,

16
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i. EE>Web YA FRENX—IT, FASVEDDNSBRATF—YRX 2HALET,

= Normal: Alibaba Cloud WAF RIEEEICF7O01/3N, Web FS 74 v I WAFICEK>TE
ZHYITINTVET,

m Exception:"CNAME @A REIhFEATLE". "F574v o HL", £/(E"DNSFx v
JICKBMLELE" 0fS Ay E—IDIEE. DNSEEHDIEL K BWITREELHH D T T,

CDHBEIE. DNSSREZHEALFEFT., DNSREMNELWVWI L E2BBALES, 1EBEBE->TH
S DNSBRAT—9REBHLET, HME. Tons @kzarz—v2064 ) Z28BES
W,
@ B Z-TOFISMNE. WAFAELL F7OSTNTUAEVIEERLTLET,
WebH 4 FADT7 /L AREEEZITEEA.,

Domain Name DNS resolution status Protocol status Log search

Normal HTTP Norma

X Mo CNAME resolution detected
X Mo traffic

Copy CNam ® Exception @ ) HTTP Norma

B{ETNRE

BEXTY—N—DOIPF7RLADGRHEINZ &, WEBEEZNEZFEAL T Alibaba Cloud WAF %iEEIL .
BET2EEREZMRTITRENABNET. COLSHEKBEHCEDHIC, ECSEXF2IVTFATIL—
TEEESIBHRITAMNIRMEREL T, Alibaba CloudWAFD IP 7 RL AN SEFINTULAEW
Web VI IRF2ITARTIAY I THEEHBLET, A, Tsay—n—oiREE; 2I8K<
=30,

ALI—FZHEELTWAF 257704
ALI—FROAFER. LTOEWVWERWVT CNAME LRILTY,
o RIRARM: WAFCNAME 7 RLAZEBLES, UTE2XRTLTHEHEWAFIP 7 RLAEZRBLET.,
i. Windows AXL—F 4 Y9V RAFTFLT, amd AV RSA VY —ILZRHETET,
i. ROITY R&EXITLET. ping “copied WAF Cname address”
iii. £RICWAFIP7RLREZRRLET.
o FIR: FIE4LI—FOHET. UTEITVLET,
o 4T AEERLET,

o {H:WAFIP7RLARAZANLET,
o MMDBEIXEFDFEICLET,
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1.4. BAEY—/I\—DIRE

BETXY—N—DOIP 7 RLADKAHINTWLRES., WBE(EZENZZEHL T Alibaba Cloud WAF %3F
EIL, BERY—N—ICHL CEERETNEZZMIBT208EIAHNET. TOLSBKREBEFHSIC
&, BEXTY—N—ICEFaVF1FNL—F (ECSEERT) FLERT7a4 M)A (SLBEFERT) 2R_EL
9,

A=
B 5

@ BB A—ITHEINTLSIRERVATEHDEEA. LEL. PABICE>TERET S
TREEAHZ YR EHRTIEHICRET I L EBELET,

RDESIC, BERY—N—CIDESBIVRIDNBEINESHEHERBELET.,

Telnet Z{EMA L T. Alibaba Cloud ISP D KRR RMSEETY—N—DNTIVYIIPTFRLADY R
F—R—bADEGEZEILITT., BEIARDLELESHZERLET. EGICHRNLEEGS. BE
T —N—RBEHOVRFZICEALTVWET, "Ny A—RBNTUYIIP7RLRAEREBETSE. WAF%
ZFE L TEERY—/N—(CRETRETY., BEHGICKBMLEGSE. BERY—/N—13E£TY,

1= Z1E. WAF BEMLEETY—/VIPDOKR—F80 & 800 ANDiELHZTFTAMNLET., EGHAERICHE
AINEES. BETY—/N—RBZ2TRHHELA.

Last login: Tue Jul 31 13:48:10 on ttysoee
1% telnet 4 ) 8@
Trying ¢ }5...
Connected to ( ‘5.
kscape character is '“]'L
AZConnection closed bv foreian host.

i

X2V FATIL—TDREICE—FEDIRIDNHDET., ROFAEEZEBLET,

o BETTY—/NN—(ECSFLIESIBAYRIVR) THRAMINTUVBTARTO KX 1Y Alibaba
CloudWAFICF7O0/3INTVBR L ZHBLET.

e WAF TREINFEINS T4V IBRYIYNAIL—FENL TERETY—/\—ICIREI N3 Alibaba
CloudWAF 4 SR 9 —BEDHES. BETY—/N—TtEFaUF1FIL—TR)—BEMICHEST
W3aeE, Y41 MADTIEANEEEZITET .,

e AlibabaCloudWAF®) IP 7 RL AR T B HEE. BETY—/N—TEF2UFaIIL—TK)O—

BEMCLE->TUVBRE, FRABICHX IS —R—IDPBERICEBRINBZEAHNET,
FIE

1. Alibaba Cloud WAF 2>y —)Llca%4 v LE9d,

2. [EE]>[Web ¥ FPREIN—JICEBHLET.

3. [Alibaba Cloud WAF IP §i] 22 VY Y LTWAFIP7 RLRAZERRLET.
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Website Configuration Mainland Chii Int i |
Web Application Firewall l g rematens

How do | use WAF to protect my website?| How do | modify the DNS resolution? | Alibaba Cloud WAF IP range | Need protection for APP? Check here for ady
~ Repors configuration.
Cverview
Domain Name v m Youve
Reports
Domain Name DNS resolution status Protocal status Logsearcn  DXclusvelP Attack Monitoring
Logs address

Data Visualization

4. [Alibaba Cloud WAF IP §il] 44 7OV Ry VAT, [IPYVRMDIE—-] %2V UY I LET,

Alibaba Cloud WAF IP range

5, BEXY—N—O7 7t AHHEZRELTWAFIP 7 RLADAEHTLFT,
o ECSEESTTNIES
a. ECSA V252 ZARCBEL, BETAVRAYVARDIT, [EB]Z22YYILET,
b. ZRAINFEXF—2a Vo4 Y EYT, [EF2 VT4 IN—T12 0y ILET,
. BETBtEXaUTF4JI—T&REL. [L—ILDEMZIVYILET,

d. [EFa2VF«45I—TL—IIDEN]Z5)Vv oL, ROBFEEZTTLTRLEEENDTVL
WAFIP 7 RLR%ZHOLZEY,

" NIC:AV9—YbRYET—4

m JL=ILDKE: Ingress

LI/ 8 A1)

m JOMINLER: ARY L TCP

n ERFGSY 47 Ipv4CIRD 7Oy &

= R— hEEE: 80/443

n ERFSEATIT M FIE4TIE—LEWAFIP 7 RLAEBDFITET .,
n BEE:
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e. lloEXaVFaIIL—TI—ILZEEML, ROLSICHEL T, BEBEMNIREEVT V&
AEIARTIOVILET,

m NCAYy—XybRYBIT—Y

= JL—)LDJE: Ingress

m 7ovav:ElE

m JOMJLER: AR L TCP

n K— MEEE: 80/443

n ERMFE5Y47:Ipv4CIRD 7Ov ¥
n ERMFE5ATY x5 +:0.0.0.0/0

= E5%E: 100

@ S BETAVRAIVADMBO P FRET7TVr—2ay eRET 3881, SBT3
L—LEEBMLTT Y ERESHTTIBRELNHNET,

o SLBESTENIZE

SLBAYZRH Y ADREIFECS EMTVWET, WAFIP 7 RLRZRTA MJRMCEMLET,
FHMIE, 'TouAREOEE EIBRLTL,

n FOERGHE) X FOERM
m WAFIP7RLRAZIPE74 )R BMTIEM
m PRI MR NOEK

1.5. WAF back-to-origin CIDR 20y 2Hh 50D
POt RA%EFHT]

WAF (3. $EE &I fz back-to-origin CIDR 7Oy Y & FERAL T, BEDO NS 74 v 9%2AFIVI Y —N—
ICERIEL £9., back-to-originCIDR 7Oy 4 SDA YNNIV RS T4y S %HFTUT3(C1E, WAF O
YY—=I)LICWebH 4 FEEBNMTBLEEIC, AVIVYY—N—DOEF2UFaYIbII7, £RET7 S
ERAFER) S —2RETIVLELRHNET,

46 2
(S8

AU YUY —I/N—(C FortiGate BEDEF1VFAV I NIz 72 FERATZHEE/E. VIRV T7DERD
4 M) R MIT, WAF back-to-origin CIDR 70y 2 2 EMT 3 HEHNRHDFEFT. hITkD. WAFIC
FOTANI VY —N—([CHEEINDIBEEDRS 70 v o, FO0EAFHR) V—(C&>TTOv s
N3DEHSIENTEET,

t¥21)F4 LOEHICED, WAFback-to-origin CIDR 70y I MWSDAL VY INI VYR RS T4 v I D&
ZHUTIHERE. AVIVY—N—OF7 IV AFHR) > —2RETIEE2HELFT., Chick
D, WEEHN WAF ZNANALT, BEBEAVI VY- N—%2KREITZ0EHSIENTETET, FAIC
D2WTIE, TEETT—/—0EE; 2I8BEIL,

2020 £ 4 A 30 BICIEN S 17z back-to-origin CIDR 7O0v &

2020FF 4 A 30H. WAF S RAY—DBRF5—IIL7Y hEnf=#&. XD back-to-origin CIDR 70w o H
Em3hzxlLir,

o hHEARLTMD)—Y3»: 39.96.158.0/24,47.110.182.0/24,120.77.139.0/25,47.102.187.0/25
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o EATINDY) —aY: 47.56.50.0/24,161.117.161.0/25,147.139.22.0/25,8.209.192.0/25

B2E FYIIVY—N—ODOIPTRLAKIA M)A MPEF2 )T 14 7IL—TDRET WAF
back-to-origin CIDR 70y Y DHN TV ELATEZ LS5ICH>TWVWBIES. #L L WAF back-to-
originCIDR 7O0Y 92K 74 PR MIEMTZIHELHDFT., EMLEWVWES, WAFICE-T
BRiL INT: back-to-origin FS 74y oD, FVIIH—N—DF7 I RFIHR)S—IC&>TT
Oy 3N, 79vADEEINZTREELAHHET,

# L L back-to-originCIDR 70y 4 %, BYIRY LIV I TIPF7RLARIAMNIRNIEMTEZ &
HEBLET.

WAF back-to-origin CIDR 7Oy 2 %287 3

WAFAS YR VADI—TavVICEDVWT, ROEHL S5 back-to-origin CIDR 70y ¥ BB T 3h. X
DFEIEICHE> TWAF T2 Y —ILh 5, &HD back-to-origin CIDR 7O0v Y BB TEXT,

Ll £f DA D2 back-to-origin CIDR 70y %

nY—vay
121.43.18.0/24,120.25.115.0/24,101.200.106.0/24,120.55.177.0/24,120.27.173.0/24,1
20.55.107.0/24,123.57.117.0/24,120.76.16.0/24,182.92.253.32/27,60.205.193.64/27,60.
hEAL)— 3 205.193.96/27,120.78.44.128/26,118.178.15.0/24,39.106.237.192/26,106.15.101.96/27,
v 47.101.16.64/27,47.106.31.0/24,47.98.74.0/25,47.97.242.96/27,112.124.159.0/24,39.96
.130.0/24,39.96.119.0/24,47.99.20.0/24,47.104.53.0/26,47.108.23.192/26,39.104.199.1
28/26,39.96.158.0/24,47.110.182.0/24,120.77.139.0/25,47.102.187.0/25
47.89.1.160/27,47.89.7.192/26,47.88.145.96/27,47.88.250.0/24,47.52.120.0/ 24,47.254
.217.32/27,47.88.74.0/24,47.89.132.224/27,47.91.69.64/27,47.91.54.128/27,47.74.160.
0/24,47.91.113.64/27,149.129.211.0/27,149.129.140.0/27,8.208.2.192/27,47.56.50.0/ 2
hEA L D 4,161.117.161.0/25,147.139.22.0/25,8.209.192.0/25
V—=oa>r
@ HEBE WebbaAbhDAYIYH—N—HBEHAKRICTFIOMINhTVWRIEEIE.,
8.209.192.0/25 back-to-origin CIDR 7Oy 7 ZEBML TLET L,
1.
2.
3.
4. 7O MBEERAR—JOTEHT, [WAFIPEIAV M I3 VRO, IRTOIPZIE— %

2w oLET, [WAFIPEIT XY M2 a VI, RO back-to-origin CIDR 70 2 ARER
INEY,
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| WAF IP Segments Copy All IPs
121 /24
120 427
50, 6/27 t
47. 0/24
38! 2/26
38, /25
iy —_
RODRATY T

WAF back-to-origin CIDR 70y 4 2B LS5, Zh52AUIYyEFa VT4V INIIT7OIPT
FLRRITAMYRMIEMTEET,

& WAFback-to-originCIDR 7Oy 9% AN IV H—N—DIP 7 RLRAKIA bR BMICE
MLABWES. WAFICK > TEBINEBEEY /IR METINZTREEIHDFT., Th(ck
D, Y—EADTEHEINIBEHHNFT .
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Web [t F By K 1% DITHALANTIER-WAFADT A

2.WAFADT7 7R
2.1. WAF & CDN OREBF 704

Alibaba Cloud WAF & CDN (Content Delivery Network) #—#&(CF704L T, WebH¥ 4 FZ2RE—
FR7y7L. RAFICWeb IEMSRELET. ROT7—FTI/Fv2ERTIELE2HELET: CDN
(T hULALY—, Web ¥4 FRE—K7 v 7)>WAF(hREL 1 v —, Web EZ:#) > BIET.

F I
Alibaba Cloud CDN 2{Ef 92 &L FT. ROFIEICHK>T. WAF & CDN:2—&EICF 7O/ L XY,
1. TAlibaba Cloud CON OfEFE OIE) 28RBL T, RASVZICCDNEZXRELET,
2. Alibaba Cloud WAF T Web 41 FNREZERL ET.
o FAXA4YE (DN THERHUEBRRXSVYEEZANLET., 7ML RA-FAYR—FINTOLE
£

o H—N— F7FL R :ECS&H LU ServerLoad Balancer 4 Y RAHZ Y ADNTV v IP7RLRZE
ERERETY—N—DOHBIH—N—DIPTRLRAEANDLET,

o LA4VY—770%Y (f=& ZI¥. Anti-DDoS/CDN) BEMICHE>TLBHEONRHHFEFTH? Tl
WEzAVICLET.
HAE., Twebta FEE] Z2T8BEIVL,

* Domain name:

* Protocol type: [ HTTP HTTFS

* Server address m (Other addresses

* Server port: HTTF 80

Any layer 7 proxy (e.g. Anti- '® yes no
DDoS/CDON) enabled?:

Load balancing algarithm ® |F HASH Round-robin

Flow Mark:
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3. Web U FEEANEEICHERIND L. WAFIZEHD CNAME 7 RLAZ2EMLET,

@ BB WAFCNAME 7 KL ZADOETRAEOSEMIE. TWAFFTOA XY hHq K] 288
LT3y,

4. CDNBEZZEEL T, BIETYA b7 KL A% WAFCNAME 7 RL RICEELE T,

i. Alibaba CloudCDN >V —iLlcada4vLET,

ii. RXMYEBR—JICBHL, RETIRFXAAVEERLT[BEIZIVYILET,

ii. BBEXYIMREDOTO[EE]Z2/YYILET,

iv. RIETTY 1 MEREZEEL XY,
n 4T [BERYLIM]ZIVYVILET,
n BEXYIF7RLRXIP: WAFCNAME 7 RLRAZANLET,
m back-to-source 7O MIJJJERELF7OMINEFER : [B 22V vILET,

Back-to-Source Settings X

Origin Site Information How to set priorities for multiple arigins?

Type | OSS domain name IP Crigin Site 2

Origin Site Address Domain

Name Priority

Adain
vidl -

Add
Port Port 20 a Paort 443

Back-to-source method

Use the same protocol Enable 2 Close

as the back-to-source Please make sure your origin site supports hitp or hitps
protocal
Back-to-source Follow 3 Hitp Hitps
method
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v. Back-to-Source 3RED T T. Back-to-Source FRA FHAEMICH>TWVWB I LE2ERELET,

Back-to-Source Settings

ConfigurationItem  Description Current Configuration

Modify

TgTC

N node needs to access during the back-to- I:l Modity

RENRTISE, F5T70v VB (DNZEBL, NIV TV YREISEI WAFICE>TFI VIS
LJUREINET,

2.2. WAF & Anti-DDoS Pro ORI 04

Alibaba Cloud WAF & Anti-DDoS Pro [EIZ2ICHIRMENHD EFT., XRO7—FT o9 F v &EHAL T,
WAF & Anti-DDoS Pro #—#&&(c7F 704 L %9, Anti-DDoSPro (T Y MY L 1 ¥—. DDoS INE{R:# )
> WAF (L 1 v —. Web INZ{R:E) > BST.

F 5

1. Alibaba Cloud WAF TWeb %« D Web %1 FREZMEML X,

o B—N—FFRLR:[IPI12F>ICL, ECSA4 YAV AI LU Server Load Balancer £ VXA 9 >~ R
DNTVY I IPFRLRAELEEBINEY—N—DIPT7TRLRAZANLET,

o LA4VY—770%Y (f=& Z(¥. Anti-DDoS/CDN) BEMICHE>TLBHLONRHHFETH? T[IF
Waa>ICLEYT,

HAE, Tweb v FiERE) 2IBRCETL,

2. Anti-DDoS Pro T, Web ¥« FEHD Web H—ER 79 AREEERLEFT. FIEZRODESD
TY,

i. [F2tR]>[Web Y —ERIR—=I T, [FXSVDEME V)Y ILET,
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ii. FXSMYVEBBERODANYRAIT, ATETVET,
B RAL VB RETBRALAVBEANLET,
m ORI :BR—PLTWBTORILEZFIYVILET,

mBETIP/ FALY . BEXTYSLIMRX4Y%EFVICL, WAFCNAME 7 RLXAZANL E
£

@ B WAFCNAME 7 RL RADERAEICDOVTIE. TWAFFFOA XY MHA K,
ECBBETY,

Please choose Instance and ISP Modify DNS resolution Change Origin IP

Line

Domain Name:

Protocol HTTP HTTPS websocket websockets

Origin 1P/ Origin site IP| 124 Origin site domain

Domain

f your source IP was exposed, please see  What to do after

iii. [RN]29VYOLET,
V. 1YRA9VAEISPSAVEBIRLTKESTVWIRVERTLET,

3. KAXS/VEZDDNSREEZEHLET., DNSHKA MDY RAFALICOSY AL, CNAME Ld—FK %8
L T Web k374w %% Anti-DDoS Pro CNAME 7 KL XIS AL 2 LET,

HAR, Ty 2EISRCETL,

X745

WebH 4 hADWeb V9T RARNIIARTHLI)—V 7y TD=HIC Anti-DDoSPro [T AL I b
N, BExTY—N—CELHIIC, BEOEHICWAFICUSYALIMINET,
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3. R — FRDIEFER— b

Alibaba Cloud WAF (&, 74 M TWeb bS5 74y 9 2BETY—/N—DRODKR—PMITIRLET .
HTTP &G DIZEE &, KR— bk 80 & 8080, HTTPS #EGDIZFE(E. R— b 443 & 8443 TY ., Business F
7=13 Enterprise Y 725 ) 72 av 750 TlE, tMOR—b2EETEET. TOMEY I TR, BE
TESRAR—MREFERATEDIHRYLE—MCOWTHBLET,

RAR— M

Alibaba CloudWAF 4 724 1) F2a vy TEIC, $RTH Web ¥4 FRETIEETRAERAR— T
XDEEHTY,

e Business 7S V: BX10BMAR—b (R— b 80, 8080, 443, 8443 #5L) 2EELET.

e Enterprise 7S5 V: ®BAX S50 BEMDFR— bk (K— b 80, 8080, 443, 8443 22 y) 2EEL T,

Sl SO E 30T Sll

@ 8188 Alibaba Cloud WAF (3, #HK— FEIROK—FEY ST ARTBWeb h5T74v5DH
ZREBLFT. YR—PFPINTLHEWVWER—M (EXEF, 4444) DBV VIR M EINEHZE. VIR
MIEEINZET,

e Alibaba Cloud WAF o) Business #7=3 Enterprise Y 724V 723y 7S5V DFEE. XD HTTP
K=Y R—FINTVET,

80, 81, 82, 83, 84, 88, 89, 800, 808, 1000, 1090, 3333, 3501, 3601, 5000, 5222, 6001, 6666, 7000,
7001, 7002, 7003, 7004, 7005, 7006, 7009, 7010, 7011, 7012, 7013, 7014, 7015, 7016, 7018, 7019,
7020, 7021, 7022, 7023, 7024, 7025, 7026, 7070, 7081, 7082, 7083, 7088, 7097, 7777, 7800, 8000,
8001, 8002, 8003, 8008, 8009, 8020, 8021, 8022, 8025, 8026, 8077, 8078, 8080, 8081, 8082, 8083,
8084, 8085, 8086, 8087, 8088, 8089, 8090, 8091, 8106, 8181, 8334, 8336, 8800, 8686, 8888, 8889,
8999, 9000, 2001, 9002, 9003, 9080, 9200, 9999, 10000, 10001, 10080, 12601, 86, 9021, 9023, 9027,
9037, 9081, 9082, 9201, 9205, 9207, 9208, 9209, 9210, 9211, 9212, 9213, 48800, 87, 97, 7510, 9180,
9898, 9908, 9916, 9918, 9919, 9928, 9929, 9939, 28080, 33702

e Alibaba Cloud WAF 0 Business # 7=(3 Enterprise ¥ 724 ) 72 a v 7S5V DHEAE. RD HTTPS
R—bHYR—PFIhTWET,

443, 4443, 5443, 6443, 7443, 8443, 9443, 8553, 8663, 9553, 9663, 18980
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ol LN — — EXN IE

= —] T4 Ez
4.RFEDEESITIP 7 FL ADEE
RFEDT S —HWeb ¥ A MIT7IERT B, EHEIX CDN, WAF, F7=1% Anti-DDoS Pro % #&
HY3k:®H, EEEERY—N—ICEBGIN3ZLREHNDETA., —BHICE., FEXEFE., THHE>
CDN/WAF/ANti-DDoS Pro > BA STt Y —/\—1 DESBT7—FFI/FvICHE->TVWET, TlE, TFY
FLEREZTIELEERFELSOUIIAMIDOVT, BERY—N—RBEDLSLAETERFIED
EETPT7RLAZRBTZINOTL £5h.
F—FrTEBNATOF OV —N—F, BELOROY—N—IC1—HF—DVIITRM2EET .
X-Forwarded-For L — R%& HTTPAY S —IICEMLFET., COLI—FKR@EF, I —HF—DEFTIP 7
RLRAZRZFITB=HICEHIN, X-Forwarded-For: userIP DOFERXEWMHFT., EHo7O0x>
HB—N—HARYIITRAM7O0ERICEASLTWVWSIHES. X-Forwarded-For L 11— K3 X-Forwarded-For:
user's IP address, Proxy 1-IP address, Proxy 2-IP address, Proxy 3-IP address... DX TRRINZET,
2Fh, —BRBTFT TV Sy — a3y —i/N—IF. X-Forwarded-For LO— RZ{EHL TRHFEDIXEET
P7RLAZRBIZEHTEFET., UTOES> 3> Tk, Nginx, IIS6, 1IS7, Apache, & & T
Tomcat B —/\—T® X-Forwarded-For DREAZZHBPLE T,

D #BE BEEX%EF5HIC. ECSRFYTvayv b P WebH—N—BRI7FAILEE, BEDE
BENYOIT7YTLTLETL,

Nginx
1. http_realip_module @1 Y A b—JL
BHESEB D&, Nginx TI3 http_realip_module Z{EAL TEETOHOIP 7 RLRAERELET,

# nginx -V | grep http_realip_module 3<% R%2f7L T, http_realip_module B4 > X b—JLEh
TWUWBIHNESHERERRLEFT., A VAP—ILINTULLRWESIE, Nginx 2B/ 1)L T
http_realip_module 20— KL X9,

@ B NginXAF7AILROEETA YR =L TN TULSIES. http_realip_module 34 >~
AR—ILINTLEEA.

ROI—KR%ZEAL T, http_realip_module €Y 21— ILZAYRA—LTEZT,

wget http://nginx.org/download/nginx-1.12.2.tar.gz

tar zxvf nginx-1.12.2.tar.gz

cd nginx-1.12.2

./configure --user=www --group=www --prefix=/alidata/server/nginx --with-http_stub_status_module
--without-http-cache --with-http_ssl_module --with-http_realip_module

make

make install

kill -USR2 “cat /alidata/server/nginx/logs/nginx.pid’

kill -QUIT “cat /alidata/server/nginx/logs/ nginx.pid.oldbin®

2. Nginx OREIC WAFIP 7 KL X ZiENN
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default.conf %BIS. location/{} ICRONBSEEMLET,

set_real_ip_fromip_rangeT;

set_real_ip_fromip_range2;

set_real_ip_fromip_rangex;

real_ip_header X-Forwarded-For;

©) ##B8  ip_rangel,2,...x [¥. WAF @ back-to-source IP 7 FL 2%ZRL. FNEFNICEHOT
YRUZEMTBIBELHHET,

3.log_format NZEE

log_format |3, % nginx.conf O HTTPREDEHFICHN FI . log_format |Z x-forwarded-for &
ML T, JTD remote-address =B BRZFE T, HEED log format DRBIFLUTOEH N TY,

log_format main '$ http_x_forwarded_for-$ remote_user [$ time_local] "$ request™ '$ status $ body_byt

es_sent "$ http_referer" "$ http_user_agent"';

LEEDBRIELTT LS. nginx-sreload %ZE{TLTNginx Z2BEEL. REZWIALEFT. RED
BMIC4 B &, Nginx H—/\—(3 X-Forwarded-For 7 4 —JLRICRFEDIP P RL R ERELET .,

IS 6
F5XForwardedFordll 7544 BRA VYA M= hTLNIE, IS6 DO TH SKHFEDEEFTIPT R
LAZREBTEEYT,

1. F5XForwardedFor.dll =4 —I\—® 0S /I\—< 3 VT U T x86\Release % 1-13 x64\Release 5 1
LY MNUDSEEDT« LI K (C:\ISAPIFilters) ICaE—L ., IS 7OERRICCODTFALIBMUD

RAMNERIMTESN TR L EZRALET,
2. IS?x—Iv—%RE, BEMLWTLZ WebY s h2Ho Yy oL TTONT 4 %ERL, 7ON
TAR—JE2RHEET,
3. [7ONFAIR—JD[ISAPI 745 =] 9 T&ERL. [EM 2V v ILET,
4. [EM] D4 Y RITRONSA—9%REL. [OK|ZoVvILFT,
o 74 J)L%—%: F5XForwardedFor
o R{TTUJ#ET 7 1 JL: F5XForwardedFordll DZ2/IXAEZANLET., SEDOFTIE, C:\ISAPIFilte
rs\F5XForwardedFor.dll T¥ ,
5 ISH—N—2BEHL. RENVBYCLZDE/HEET.

1S 7
F5XForwardedFor EYa— Iz ERAT2E. RFEDEETIP 7 RLRAZRMETEET,

1. F5XFFHttpModule.dll & & U F5XFFHttpModule.ini % ¥ —IN—@ 0S IN\—< 3 Y ICJE LU T x86\Rele
ase £1:1% x64\Release T4 LV NUDSBEEDT 14 L ¥ MY (C:\x_forwarded_for\x86 & & U C
:\x_forwarded_for\x64) ICOE—L, IS 7OERICETFsL I M) DRI DERIMMTEIATYL

B3LEHEALET,
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2. IS TR—J+v—T, [EVa1—IL]Z2FTLIUYILTHEET,
3. [O—ANLEYaI—-LOWR]| 22y ILET,
4. [O—ANLEZ21-ILOBR] A4 7O Ry VXD [BR] %22V v oIL T, ¥oO0—FLEDLL
774V Z2ERLET,
o x_forwarded_for_x86 € 1 —ILDEF
m ZHj: x_forwarded_for_x86
m /\R: C:\x_forwarded for\x86\F5XFFHttpModule.dl!

o x_forwarded_for_x64 €Y 1 —ILDEH
m 2ZHij: x_forwarded_for_x64
m /\NR: C:\x_forwarded_for\x64\F5XFFHttpModule.dl!

5. BiFE,. HLLBEHINEETY 21— (x_forwarded_for_x86 & & U x_forwarded_for_x64) %iEiR
L.[OK]ZoVy oL THMICLET,

6. BIREINDLLZ TNEN [ISAPIS K UCGIDFIR] ICIEML . REZ[FTLBW] H 5 [FO] ICEE
LFY.

7. IS —N—ZzBEHL . REVBMCLBIETHEET,

Apache
Apache TRIHFEBEBDEEFETIP 7 RLAZERETBICIE, ROFIEICKWVET,
1. XOI—K%&ETL T, Apache BOY—RKN—F 4 EYa1—I HEAYVAPM=ILEY,

wget http://stderr.net/apache/rpaf/download/mod_rpaf-0.6.tar.gz
tar zxvf mod_rpaf-0.6.tar.gz

cd mod_rpaf-0.6

/alidata/server/httpd/bin/apxs -i -c -n mod_rpaf-2.0.s0 mod_rpaf-2.0.c

2. Apache ME&E 7 7 4 JL /alidata/server/httpd/conf/httpd.conf ZZREL. KEICXDERZEM
LEY,
LoadModule rpaf_module modules/mod_rpaf-2.0.so
RPAFenable On
RPAFsethostname On
RPAFproxy_ips IP address
RPAFheader X-Forwarded-For

RPAFproxy_ips ip address &, Server Load Balancer Mgt 2 /1Ty Y IP 7KL ATlEHD
Fth. Apache DOINSHENIP 7 RLRAZRBTEEY. BEH. 220 P 7 FLAHEFI
Y.

3.IP7RLAMDEME, XRDOIAYY KZXTL T Apache 2BREEFHL X7,

/alidata/server/httpd/bin/apachectl restart

Tomcat
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ROFIEICHE> T, Tomcat Y —/\—D X-Forwarded-For #gEZBMICTEI X T,
tomcat/conf/serverxml %R = . AccessLogValve Z XORBICEEL XY,

<Valve className="org.apache.catalina.valves.AccessLogValve" directory="logs"
prefix="localhost_access_log." suffix=".txt"

pattern="%{X-FORWARDED-FOR}i %l %u %t %r %s %b %D %q %{User-Agent}i %T" resolveHosts="false"/>
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