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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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Before you can use Web Application Firewall (WAF) to protect  your web services, you must add your
website to WAF. If  you do not add your website to WAF, WAF does not protect  your website.

Add your website to WAFAdd your website to WAF
After you act ivate WAF, you can add your website to WAF in CNAME recordCNAME record mode.

After you add the domain name of your website in the WAF console, you must change the DNS record
to redirect  the requests that are dest ined for your website to WAF. Then, WAF filters the requests and
forwards normal requests to the origin server of the domain name. You can manually add your website
or configure WAF to automatically add your website.

In CNAME record mode, perform the following operations to add your website to WAF:

1. Add a domain name: This topic describes how to manually add a website to WAF or configure WAF
to automatically add a website.

Not eNot e

If your website uses HTTPS, you must upload a valid HTTPS cert if icate in the WAF
console to make sure that WAF processes HTTPS requests as expected. For more
information, see Upload an HTTPS cert if icate.

If  the origin server uses a port  other than HTTP port  80 and HTTPS port  443, you can
specify the port  and check whether the port  is within the port  range that is supported
by WAF. For more information, see View the allowed port  range.

2. Allow access from back-to-origin CIDR blocks of WAF: WAF uses specified back-to-origin CIDR
blocks to forward normal requests to the origin server. To allow inbound requests from the back-
to-origin CIDR blocks, you must configure security software or access control policies on the origin
server when you add a website to WAF.

3. Verify domain name sett ings: This topic describes how to set  up a staging environment after a
domain name is added to WAF and how to check whether the sett ings to forward requests are in
effect. We recommend that you do not change the DNS record before the sett ings take effect. If
you change the DNS record before the sett ings take effect, access failures may occur.

4. Change a DNS record: This topic describes how to manually change the DNS record to redirect  the
requests that are dest ined for your website to WAF.

After you add the website, WAF filters the requests that are dest ined for the website and forwards
normal requests to the origin server. WAF provides mult iple features to protect  your website against
different types of attacks. By default , only the prot ect ion rules engineprot ect ion rules engine and HT T P f loodHT T P f lood
prot ect ionprot ect ion features are enabled. The protect ion rules engine feature protects your website against
common web attacks, such as SQL inject ions, cross-site script ing (XSS) attacks, and webshell uploads.
The HTTP flood protect ion feature protects your website against  HTTP flood attacks. To use other
features, you must manually enable the features and configure protect ion rules. For more information,
see Overview.

Best practicesBest practices
Configure protect ion for an origin server: If  the origin server is deployed on an Elast ic Compute
Service (ECS) instance, you can configure security group policies for the ECS or Server Load Balancer
(SLB) instance to allow inbound requests only from WAF to the origin server. This way, attackers

1.Tutorials1.Tutorials
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cannot bypass WAF to attack the origin server.

Retrieve actual IP addresses of clients: After you configure WAF, all requests that are dest ined for
your website are forwarded to WAF, and then WAF forwards the normal requests to the origin server.
The origin server can use the X-Forwarded-For header to retrieve the originating IP addresses of
these requests.

Add cloud services to WAFAdd cloud services to WAF
Add a website to both Anti-DDoS Pro or Anti-DDoS Premium and WAF: You can deploy Anti-DDoS Pro
or Anti-DDoS Premium and WAF in sequence to protect  your website against  web application attacks
and DDoS attacks.

Use WAF with CDN: You can deploy Alibaba Cloud CDN and WAF in sequence to protect  your website
against  web application attacks and accelerate access to your website.

Websit e Access··Tut orials Web应用防火墙
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This topic describes how to add a domain name to Web Application Firewall (WAF) in CNAME record
mode after you purchase a WAF instance.

PrerequisitesPrerequisites

If  you use a WAF instance in the Chinese mainland to protect  your domain name, you must complete
Internet Content Provider (ICP) filing for your domain name before you can add your domain name to
the WAF instance. If  you have not completed ICP filing for your domain name, an error is reported
when you add your domain name to WAF. For more information about ICP filing, see ICP filing
application overview.

Not ice Not ice After you add your domain name to WAF, we recommend that you keep the ICP
filing information up-to-date. To meet the requirements of laws and regulations, WAF removes
the domain names whose ICP filing information is invalid on a regular basis.

ContextContext
When you add your domain name to WAF in CNAME record mode, you must enter the domain name
information and change the DNS record to resolve the domain name to the CNAME assigned by WAF.
This way, the requests dest ined for your domain name are redirected to WAF. This mode is supported
regardless of whether your origin server is deployed on the cloud. However, the origin server must be
accessible over the Internet. The following sect ions describe how to add a domain name in CNAME
record mode.

You can use one of the following methods to add a domain name:

Configure WAF to automatically add domain name configurations: You need only to select  the
domain name that you want to add and the network protocol type on the Add Domain NameAdd Domain Name
page. WAF automatically reads the information about the domain name within your Alibaba Cloud
account. Then, WAF automatically adds the domain name configurations, such as the domain name,
server address, and standard ports 80 and 443, and changes the DNS record of the domain name.

Not ice Not ice The account that you use to add domain names must have management
permissions on Alibaba Cloud DNS resources. If  the account does not have the permissions, WAF
cannot automatically change the DNS record. If  WAF does not automatically change the DNS
record, you can manually change the DNS record of the domain name after the domain name is
added.

Manually add domain name configurations: If  WAF cannot automatically add the configurations of a
domain name, you can add the domain name configurations, such as the domain name, protocol
type, server address, and server port. After you add the domain name configurations, you must
change the DNS record of the domain name to redirect  the requests that are dest ined for the
domain name to WAF.

Configure WAF to automatically add domain name configurationsConfigure WAF to automatically add domain name configurations

2.Website access with CNAME2.Website access with CNAME
2.1. Add a domain name2.1. Add a domain name
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You can select  an eligible domain name that you want to add to WAF from the list  on the
Aut omat ically AddAut omat ically Add tab. Then, the domain name is automatically added.

Eligible domain names include only the valid domain names that are configured in Alibaba Cloud DNS.

ProcedureProcedure

1. 

2. 

3. 

4. On the Domain NamesDomain Names tab, click Websit e AccessWebsit e Access.

5. (Optional)On the Add Domain NameAdd Domain Name page, set  Access ModeAccess Mode to CNAME RecordCNAME Record.

If  CNAME RecordCNAME Record is automatically selected, skip this step.

6. On the Aut omat ically AddAut omat ically Add tab, select  the required domain name and protocol type from the
Domain NameDomain Name and Prot ocol T ypeProt ocol T ype columns. Then, click Aut omat ically AddAut omat ically Add.

Not e Not e If  the Aut omat ically AddAut omat ically Add tab displays an empty list , no eligible domain names are
found from your account. In this case, you must manually add a domain name. For more
information, see Complete the wizard.

If  the domain name supports HTTPS, you must select  ht t psht t ps. If  you select  https, you must verify the
HTTPS cert if icate of the domain name before the domain name can be added. To verify the HTTPS
cert if icate, perform the following steps:

i. Select  the domain name and ht t psht t ps. Then, click Verif y Cert if icat eVerif y Cert if icat e in the HT T PS Cert if icat eHT T PS Cert if icat e
column.

ii. In the Verif y Cert if icat eVerif y Cert if icat e dialog box, specify Upload T ypeUpload T ype and upload the cert if icate that is
associated with the domain name as prompted.

For more information, see Upload an HTTPS cert if icate.

iii. After you upload the cert if icate, click Conf irmConf irm.
WAF automatically verifies the uploaded cert if icate.

If  the cert if icate verificat ion is successful, click Aut omat ically AddAut omat ically Add.

If  the cert if icate verificat ion fails, resolve the failure based on the error message that is
returned and perform the cert if icate verificat ion again until the verificat ion is successful.
Error message example: T he cert if icat e and key do not  mat chT he cert if icat e and key do not  mat ch.

For more information, see How do I handle the mismatch between a certificate and its private key?.

WAF automatically adds the domain name configurations and changes the DNS record.

Websit e Access··Websit e access wit
h CNAME

Web应用防火墙

8 > Document  Version: 20220704

https://www.alibabacloud.com/help/doc-detail/213376.htm#concept-2068946


Not e Not e If  you want to add ports in addit ion to ports 80 and 443, modify the domain name
information after the domain name is automatically added. For more information, see What to
do next.

Possible issues and solut ions:

Domain name was added, but  you need t o manually change t he DNS record.Domain name was added, but  you need t o manually change t he DNS record.

Possible causes: The account that you use to add the domain name does not have management
permissions on Alibaba Cloud DNS resources, or the uploaded HTTPS cert if icate does not match
your domain name.

Not e Not e If  your domain name supports HT T PSHT T PS but the uploaded HTTPS cert if icate does
not match the domain name, WAF cannot detect  the cert if icate even if  the cert if icate
verificat ion is successful. In this case, WAF does not automatically change the DNS record.
You must upload a valid and correct  cert if icate and then manually change the DNS record.
For more information, see Upload an HTTPS cert if icate.

Click manually access t he DNSmanually access t he DNS. In the Manual Conf igurat ionManual Conf igurat ion dialog box, change the DNS
record. For more information, see Change a DNS record.

T he maximum number of  domain names has been reached.T he maximum number of  domain names has been reached.

Click ext ra domain packageext ra domain package to purchase an extra domain package. Then, add the domain
name again.

No ICP f iling records are f ound f or t he domain name.No ICP f iling records are f ound f or t he domain name.

If you use a WAF instance in the Chinese mainland to protect  your domain name, you must
complete Internet Content Provider (ICP) filing for your domain name before you can add your
domain name to the WAF instance. If  WAF does not find ICP filing records for your domain name,
you must complete ICP filing for your domain name and try again. For more information, see ICP
filing application overview.

Manually add domain name configurationsManually add domain name configurations
To add a domain name to WAF in CNAME record mode, perform the following steps:

1. 

2. 

3. 

4. On the Domain NamesDomain Names tab, click Websit e AccessWebsit e Access.

5. (Optional)On the Add Domain NameAdd Domain Name page, set  Access ModeAccess Mode to CNAME RecordCNAME Record.

If  CNAME RecordCNAME Record is automatically selected, skip this step.

6. Click the Manually AddManually Add tab and complete the wizard as prompted.

i. In the Ent er Sit e Inf ormat ionEnt er Sit e Inf ormat ion step,

Configure the parameters and click NextNext . The following table describes the parameters.
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Parameter Description
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Domain NameDomain Name

Enter the domain name. The domain name must meet the following
requirements:

The domain name can be an exact match domain name such as  www.
aliyun.com . The domain name can also be a wildcard domain name
such as  *.aliyun.com .

If you enter a wildcard domain name, WAF automatically matches
specific domain names for the wildcard domain name. For example,
if you enter  *.aliyun.com , WAF matches  www.aliyun.com 
and  test.aliyun.com .

Not ice Not ice If you enter a wildcard domain name, WAF does
not match the parent domain name of the wildcard domain
name. For example, if you enter  *.aliyun.com , WAF does
not match  aliyun.com . If you want to use WAF to protect 
 aliyun.com , you must separately add the domain name to

WAF.

If you enter a wildcard domain name and an exact match domain
name, WAF uses the forwarding rules and protection policies of the
exact match domain name.

 .edu  domain names are not supported. If you want to add  .edu
  domain names, you must submit a to request technical support.

Prot ect ionProt ect ion
ResourceResource

Select the type of protection resource that you want to use. Valid values:

Shared Clust erShared Clust er: This is the default value.

Exclusive clust erExclusive clust er: This option is available only when you use a WAF
instance of the Exclusive edition. You can customize an exclusive
cluster to deliver service-specific protection. For more information, see
Best practices for WAF exclusive clusters.

Hybrid Cloud Clust erHybrid Cloud Clust er: If you use Hybrid Cloud WAF, you must select
this option. For more information, see Add a website to Hybrid Cloud
WAF.

Select a protocol type. Valid values:

Parameter Description
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Prot ocol T ypeProt ocol T ype

HT T PHT T P

HT T PSHT T PS

Not ice Not ice If your domain name supports HTTPS, select
HT T PSHT T PS. After your domain name configurations are added, upload
the required certificate and private key files. For more information,
see Upload an HTTPS certificate.

If you select HT T PSHT T PS, you can enable the following features:

Enf orce HT T PS Rout ingEnf orce HT T PS Rout ing

If you enable this feature, HTTP requests are automatically
redirected to HTTPS requests on port 443. If you want a client to
access your domain name by using HTTPS, enable this feature. This
feature improves access security.

Not iceNot ice

You can enable this feature only if HT T PHT T P is not
selected.

Before you enable this feature, make sure that your
domain name supports HTTPS. After you enable this
feature, requests are delivered over HTTPS.

Enable HT T PEnable HT T P

If you enable this feature, WAF forwards requests over HTTP. The
default port is 80. This feature allows HTTPS access to your domain
name without changes to the origin server. This way, the workload
of the origin server is reduced.

Not ice Not ice If the domain name does not support HTTPS,
turn on Enable HTTP.

Parameter Description
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Enable Origin SNIEnable Origin SNI.

Origin Server Name Indication (SNI) specifies the domain name to
which an HTTPS connection must be established at the start of the
TLS handshaking process when WAF forwards requests to the origin
server. If the origin server hosts multiple domain names, you must
enable this feature.

After you select Enable Origin SNIEnable Origin SNI, you can configure the SNI field.
Valid values:

Use Domain Name in Host  HeaderUse Domain Name in Host  Header: indicates that the value of
the SNI field in WAF back-to-origin requests is the same as the
value of the Host header field. This is the default value.

For example, if the domain name you configured is  *.aliyundo
c.com  and the client requests the  www.aliyundoc.com 
domain name, the value of the SNI field in WAF back-to-origin
requests is  www.aliyundoc.com . The www.aliyundoc.com
domain name is the value of the Host header field.

Cust omCust om: indicates that you can customize the SNI field in WAF
back-to-origin requests.

If you want WAF to use an SNI field whose value is different from
the value of the Host header field in back-to-origin requests, you
must specify a custom value for the SNI field.

HT T P 2HT T P 2 (You can select HTTP/2 only after you select HT T PSHT T PS.)

If your domain name supports HTTP/2, you must select HTTP2. The
HTTP/2 port is the same as the HTTPS port. After you select HTTP2,
you need only to set the HTTPS port.

Not ice Not ice You can select HT T P2HT T P2 only for WAF instances of
the Enterprise or higher edition.

For more information, see Is the origin server affected if you add
HTTP/2 services to WAF?.

Enter the address of the origin server. Valid values: IPIP and DomainDomain
Name (Such as CNAME)Name (Such as CNAME). WAF filters and forwards requests to this
address.

Parameter Description
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Dest inat ion ServerDest inat ion Server
(IP Address)(IP Address)

IPIP: Enter the public IP address of the origin server. The IP address must
be accessible over the Internet.

Press Enter each time you enter an IP address. You can enter up to 20
IP addresses.

Not e Not e If you enter multiple IP addresses, WAF automatically
performs health checks and load balancing on these addresses.

If your WAF instance resides outside the Chinese mainland, you can
enter only IPv4 addresses. If your WAF instance resides in the Chinese
mainland, you can enter IPv4 and IPv6 addresses or only IPv4
addresses. However, you cannot enter only IPv6 addresses. You can
enter IPv4 or IPv6 addresses based on the following descriptions:

If you configure both IPv4 and IPv6 addresses and select Use t heUse t he
Same Prot ocolSame Prot ocol , WAF forwards requests from IPv4 addresses to
the origin server over IPv4, and requests from IPv6 addresses to the
origin server over IPv6. If you do not select Use t he SameUse t he Same
Prot ocolProt ocol , WAF randomly forwards requests to the origin server
over IPv4 or IPv6.

Not ice Not ice If you want WAF to forward requests over IPv6,
make sure that IPV6IPV6 is turned on for the domain name on the
Websit e AccessWebsit e Access  page. For more information, see Enable IPv6
traffic protection.

If you enter only IPv4 addresses, WAF forwards all requests to the
origin server over IPv4.

The following list  describes how to enter an IP address:

If the origin server is an Alibaba Cloud Elastic Compute Service (ECS)
instance, enter the public IP address of the instance.

If the ECS instance is associated with a Server Load Balancer (SLB)
instance, enter the public IP address of the SLB instance.

If the origin server is not deployed on Alibaba Cloud, we recommend
that you ping the domain name to query the public IP address of the
origin server. Then, enter the public IP address of the origin server.

Domain Name (Such as CNAME)Domain Name (Such as CNAME): Enter the domain name of the
origin server. For example, enter the CNAME of an Object Storage
Service (OSS) bucket.

If you select Domain Name (Such as CNAME), WAF forwards all requests
to the origin server over IPv4.

Not iceNot ice

The domain name of the origin server must be different
from the domain name that you want to protect.

If you enter a domain name of an OSS bucket, you must
map the domain name that you want to protect to the
bucket in the OSS console. For more information, see Map
custom domain names.

Parameter Description
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Parameter Description
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Server PortServer Port

Specify the port that you use to forward requests.

WAF uses only the port that you specify to receive and forward requests.
This way, the origin server is protected against security threats even if
you enable ports that you do not specify.

Not ice Not ice Prot ocol T ypeProt ocol T ype and Dest inat ion Server PortDest inat ion Server Port  must
be configured to the protocol and port that the origin server uses to
provide web services. WAF does not support port translation. For
example, if the origin server provides web services by using HTTP and
port 80, you must set Protocol Type to HTTP and Destination Server
Port to 80.

Default ports:

HT T P 80HT T P 80: This port is used when HTTP is selected.

HT T PS 443HT T PS 443: This port is used when HTTPS is selected.

Not e Not e HTTP/2 uses the same port as HTTPS.

Custom ports: Enter port numbers in the HT T P PortHT T P Port  and HT T PS PortHT T PS Port
fields. Press Enter each time you enter a port number. Click ViewView
Allowed Port  RangeAllowed Port  Range to query all supported ports.

Not eNot e

WAF Enterprise and Exclusive each support a maximum of 50
different server ports, which include ports 80, 8080, 443, and
8443. WAF Pro and Business each support a maximum of 10
ports, which include ports 80, 8080, 443, and 8443.

For more information about the ports that are supported by
shared clusters, see View the allowed port range.

If you use a WAF instance of the Exclusive edition, you can
select ports only from the Dest inat ion Server PortDest inat ion Server Port  section
on the Exclusive Set t ingsExclusive Set t ings  page. For more information, see
Create an exclusive cluster.

Parameter Description
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Load BalancingLoad Balancing
Algorit hmAlgorit hm

If you enter multiple addresses for origin servers, configure this
parameter. Valid values:

IP hashIP hash: Requests from a specific IP address are forwarded to the
same origin server. This is the default value.

Not e Not e If you select IP hashIP hash but the IP addresses of origin
servers are not scattered on different network segments,
workloads may be unbalanced.

Round-robinRound-robin: All requests are distributed to origin servers in turn.

Least  t imeLeast  t ime: WAF uses the intelligent DNS resolution feature and the
upgraded least-time back-to-origin algorithm to minimize the latency
when requests are forwarded to origin servers.

Not e Not e You can select Least  t imeLeast  t ime only when intelligent load
balancing is enabled. For more information, see Intelligent load
balancing.

After the settings take effect, WAF distributes back-to-origin requests to
multiple addresses of origin servers.

Specify whether a Layer 7 proxy is deployed in front of WAF. The Layer 7
proxies include Anti-DDoS Pro, Anti-DDoS Premium, and Alibaba Cloud
CDN. Valid values:

NoNo : No Layer 7 proxies are deployed in front of WAF, and WAF receives
requests from clients. WAF uses the IP address that is used to
establish connections with WAF as the actual IP address of a client.
WAF obtains the actual IP address from the  REMOTE_ADDR  field.

Parameter Description
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Does a layer 7Does a layer 7
proxy (DDoSproxy (DDoS
Prot ect ion/CDN,Prot ect ion/CDN,
et c.) exist  in f rontet c.) exist  in f ront
of  WAFof  WAF

YesYes : A Layer 7 proxy is deployed in front of WAF, and WAF receives
requests from the Layer 7 proxy, instead of clients. To make sure that
WAF can obtain the actual IP address of a client for security analysis,
you must configure Obt ain Source IP AddressObt ain Source IP Address .

By default, WAF uses the first  IP address in the  X-Forwarded-For 
field as the actual IP address of a client.

You can use other proxies that require the actual IP addresses of
clients to be contained in a custom header field, such as X-Client-IP or
X-Real-IP. In this case, you must select Use t he First  IP Address inUse t he First  IP Address in
Specif ied Header Field as Source IP Address t o Prevent  X-Specif ied Header Field as Source IP Address t o Prevent  X-
Forwarded-For ForgeryForwarded-For Forgery and enter a custom header field in the
Header FieldHeader Field  field.

Not e Not e We recommend that you use custom header fields to
store the actual IP addresses of clients and configure the header
fields in WAF. This way, attackers cannot forge X-Forwarded-For
fields to bypass WAF protection rules. This improves the security
of your business.

You can enter multiple header fields. You must enter a comma (,) each
time you enter a header field. If you enter multiple header fields, WAF
attempts to obtain the actual IP address of a client from the fields in
sequence. WAF obtains the actual IP address of a client from the first
header field until the IP address is obtained. If WAF fails to obtain the
actual IP address of the client from all header fields, WAF uses the first
IP address in the X-Forwarded-For field as the actual IP address of the
client.

Specify whether to enable the WAF traffic marking feature.

This feature adds custom header fields to WAF back-to-origin requests.
You can specify or modify the custom header fields to tag the requests
that are forwarded by WAF or record the IP addresses of clients.

If you select Enable T raf f ic MarkingEnable T raf f ic Marking, you must add custom header
fields.

You can add the following two types of header fields:

Parameter Description
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Enable T raf f ic MarkEnable T raf f ic Mark

Cust om HeaderCust om Header: If you want to add a header field of this type, you
must specify a header f ield nameheader f ield name and header f ield valueheader f ield value. WAF
adds the header field to the back-to-origin requests. This helps the
backend service identify whether requests pass through WAF, collect
statistics, and analyze data.

For example, you can specify the  ALIWAF-TAG: Yes  header field
setting to tag the requests that pass through WAF. In this example,  A
LIWAF-TAG  is the header field name, and  Yes  is the header field
value.

Not ice Not ice We recommend that you do not configure a
standard HTTP header field, such as User-Agent. If you configure a
standard HTTP header field, the value of the standard header field
is overwritten by the value of the custom header field.

Client  IP AddressClient  IP Address : If you want to add a header field of this type, you
must specify t he name of  t he header f ield t hat  records an IPt he name of  t he header f ield t hat  records an IP
addressaddress . This way, WAF adds the header field to the back-to-origin
requests and adds the IP addresses of clients to the value of the
header field. For more information about how WAF obtains the IP
addresses of clients, see the description of the Does a layer 7 proxyDoes a layer 7 proxy
(DDoS Prot ect ion/CDN, et c.) exist  in f ront  of  WAF(DDoS Prot ect ion/CDN, et c.) exist  in f ront  of  WAF parameter.

If the backend service needs to obtain the IP addresses of clients from
a specified custom header field such as example-client-ip for analysis,
you must add a header field of the Client  IP AddressClient  IP Address  type.

Not ice Not ice We recommend that you do not configure a
standard HTTP header field, such as User-Agent. If you configure a
standard HTTP header field, the value of the standard header field
is overwritten by the value of the custom header field.

Click Add MarkAdd Mark to add a header field. You can add up to five header
fields.

Resource GroupResource Group

Select the resource group to which the domain name belongs from the
resource group list.

Not e Not e You can use Resource Management to create resource
groups and manage resources within your Alibaba Cloud account by
department or project. For more information, see Create a resource
group.

Parameter Description
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ii. Change t he DNS recordChange t he DNS record.

Change the DNS record as prompted and click NextNext . After you change the DNS record, the
domain name is mapped to WAF. For more information, see Change a DNS record.

iii. Complet e t he set t ingsComplet e t he set t ings.

Configure the back-to-origin CIDR blocks of WAF as prompted and click Complet ed. Ret urnComplet ed. Ret urn
t o t he websit e list .t o t he websit e list .. Then, the Websit e AccessWebsit e Access page appears. For more information, see
Allow access from back-to-origin CIDR blocks of WAF.

Upload an HTTPS certificateUpload an HTTPS certificate
If  you select  HT T PSHT T PS when you add a domain name, you must upload the valid and correct  HTTPS
cert if icate that is associated with the domain name in the WAF console. This way, WAF can protect
HTTPS requests.

You can use one of the following methods to upload an HTTPS cert if icate:

Manually upload a cert if icate:

You must prepare the following files before you upload a cert if icate. Before you upload a cert if icate,
make sure that the cert if icate chain is valid.

The cert if icate file in the CRT or PEM format

The private key file in the KEY format

Select  an exist ing cert if icate: You can select  the cert if icate that is associated with the domain name
and is managed in the SSL Cert if icates Service console.

ProcedureProcedure

1. 

2. 

3. 

4. On the Domain NamesDomain Names tab, find the domain name that you want to manage and click the

icon in the Origin ServerOrigin Server column.

Not e Not e The

icon appears in the Origin ServerOrigin Server column only when you select  HTTPS for the domain name
that you add to WAF.

5. In the Upload Cert if icat eUpload Cert if icat e or Updat e Cert if icat eUpdat e Cert if icat e dialog box, specify Upload T ypeUpload T ype to upload an
HTTPS cert if icate.
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Not e Not e If  the cert if icate is uploaded, the Updat e Cert if icat eUpdat e Cert if icat e dialog box appears. The
Updat e Cert if icat eUpdat e Cert if icat e and Upload Cert if icat eUpload Cert if icat e dialog boxes have the same configuration
items.

Manual UploadManual Upload: Specify Cert if icat e NameCert if icat e Name, copy and paste the content of the cert if icate file
to the Cert if icat e FileCert if icat e File field, and then copy and paste the content of the private key file to the
Privat e Key FilePrivat e Key File field.

For more information about the cert if icat e f ilecert if icat e f ile, see the following descript ions:

If  the cert if icate file is in the PEM, CER, or CRT format, you can use a text  editor to open the
cert if icate file and copy the text  content.

If  the cert if icate file is in another format, such as PFX or P7B, you must convert  the cert if icate
file format to PEM. Then, you can use a text  editor to open the cert if icate file and copy the
text  content. For information about how to convert  the format of a cert if icate file, see How
do I convert  an HTTPS cert if icate to the PEM format?

Make sure that the cert if icate chain is valid. If  the domain name is associated with mult iple
cert if icate files, you must combine the text  content of the cert if icate files and then copy and
paste the combined content to the Cert if icat e FileCert if icat e File field.

Select  Exist ing Cert if icat eSelect  Exist ing Cert if icat e: Select  the cert if icate that you want to upload from the
Cert if icat eCert if icat e drop-down list .
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The Cert if icat eCert if icat e drop-down list  is a collect ion of cert if icates that are issued in the SSL
Cert if icates Service console. You can select  the cert if icate that is associated with the domain
name. You can click Cloud Securit y - Cert if icat es ServiceCloud Securit y - Cert if icat es Service to go to the SSL Cert if icates Service
console to manage cert if icates.

Purchase Cert if icat ePurchase Cert if icat e: Click Buy NowBuy Now to go to the configuration page of SSL Cert if icates
Service to purchase a cert if icate for the domain name.

The cert if icate that you purchase is automatically uploaded to WAF.

Not e Not e You can purchase only a domain validated (DV) cert if icate on this page. If  you
want to purchase a different type of cert if icate, go to the buy page of SSL Cert if icates
Service. For more information, see 选择购买方式Purchase an SSL cert if icate instance.

6. Click OKOK.

Subsequent configurationsSubsequent configurations
After you add the domain name, the requests that are dest ined for the domain name are protected by
WAF. You can modify domain name configurations to enhance protect ion.

Type Description References

Website
protection
configuration

WAF provides multiple features to protect your domain name
against different types of attacks. By default, the Prot ect ionProt ect ion
Rules EngineRules Engine and HT T P Flood Prot ect ionHT T P Flood Prot ect ion features are
enabled. The protection rules engine feature protects your
domain name against common web attacks, such as SQL
injections, XSS attacks, and webshell uploads. The HTTP flood
protection feature protects your domain name against HTTP
flood attacks. You must manually enable other features and
configure protection rules.

Overview
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Alert configuration

You can configure alert rules to enable WAF to send alert
notifications when attacks and abnormal traffic are detected in
access requests. This way, you can check the security status of
your business in a t imely manner.

Configure WAF
alerting

Configuration of
the Log Service for
WAF feature

After you enable the Log Service for WAF feature, WAF can
collect and store the log data of your domain name. You can
query and analyze the log data. By default, the Log Service for
WAF feature stores full logs for 180 days. This helps you meet
the requirements of classified protection.

Overview of the
Log Service for
WAF feature

Type Description References

What to do nextWhat to do next
You can go to the Domain NamesDomain Names tab of the Websit e AccessWebsit e Access page to view the added domain name
and perform the following operations.

Upload an HTTPS cert if icate: If  your domain name supports HTTPS, make sure that the correct
cert if icate and private key files are uploaded to WAF. This ensures that WAF protects HTTPS
requests. To upload the HTTPS cert if icate and private key files for the domain name, you must click
the  icon in the Origin ServerOrigin Server column.

For more information, see Upload SSL cert if icates.

Enable IPv6 traffic protect ion: If  you want to protect  IPv6 traffic dest ined for your domain name,
turn on IPV6IPV6 for the domain name in the Quick Act ionQuick Act ion column.

For more information, see Enable IPv6 traffic protection.

Enable Log Service for WAF: Turn on Log ServiceLog Service in the Quick AccessQuick Access column to enable the Log
Service for WAF feature. This feature allows you to collect  logs of your domain name. You can use
the logs for query, analysis, dashboard data visualization, and alert ing.

For more information, see Step 2: Enable the log collection feature.

Not ice Not ice Log Service for WAF is a value-added feature that is provided by WAF. You must
enable this feature before you can use it . For more information, see Enable Log Service for WAF.

Configure protect ion resources: Click the  icon next  to Prot ect ion ResourceProt ect ion Resource in the Quick AccessQuick Access

column. Then, configure the protect ion resources for the domain name.

The following types of protect ion resources are supported:

Shared Clust er and Shared IPShared Clust er and Shared IP: This is the default  value.

Shared Clust er and Exclusive IP Shared Clust er and Exclusive IP : For more information about exclusive IP addresses, see
Exclusive IP addresses.

Shared Clust er and Load Balancing Among Mult iple WAF NodesShared Clust er and Load Balancing Among Mult iple WAF Nodes: For more information
about global load balancing, see Intelligent load balancing.

Exclusive Clust erExclusive Clust er: For more information about exclusive clusters, see Create an exclusive cluster.

View attack monitoring reports: Click View ReportView Report  in the At t ack Monit oringAt t ack Monit oring column to go to the
Securit y ReportSecurit y Report  page. On the page that appears, you can view a protect ion report  of the domain
name. For more information, see View Security Reports.
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Configure protect ion policies: Click Conf igConf ig in the Act ionsAct ions column to go to the Websit e Prot ect ionWebsit e Prot ect ion
page. On the page that appears, you can configure the Web Securit yWeb Securit y, Bot  ManagementBot  Management , and
Access Cont rol/T hrot t lingAccess Cont rol/T hrot t ling modules. For more information, see Overview.

Modify domain name configurations: Click EditEdit  in the Act ionsAct ions column to modify domain name
configurations, such as the protocol type, server address, and server port. The domain name cannot
be changed.

Delete a domain name: Click Delet eDelet e in the Act ionsAct ions column to delete a domain name.

Warning Warning Before you can delete a domain name, you must change the DNS record to map
the domain name to the IP address of the origin server. If  you do not change the DNS record, the
requests that are dest ined for the domain name cannot be forwarded after the domain name is
deleted.

FAQFAQ
For more information, see FAQ about  websit e access conf igurat ionFAQ about  websit e access conf igurat ion in FAQ.

After you add a domain name to Web Application Firewall (WAF), we recommend that you change the
DNS record on your computer to verify domain name sett ings in WAF. Then, you can change the DNS
record in the WAF console to redirect  requests to WAF to protect  your service. This topic provides an
example on how to verify domain name sett ings on an on-premises computer. In the following example,
a Windows machine is used.

PrerequisitesPrerequisites
A domain name of your website is added to WAF in CNAME mode. For more information, see Add
domain names.

ContextContext
You can modify the hosts file to reconfigure the DNS record on your computer. In this scenario, the DNS
record takes effect  only on your computer. To verify the domain name sett ings on your computer, you
must resolve the domain name of your website to the IP address of your WAF instance on your
computer. If  you can access the domain name from your computer, the domain name sett ings
configured in WAF are valid. The step on your computer prevents access exceptions caused by
inappropriate domain name sett ings.

ProcedureProcedure
In the following example, your computer runs a Windows operating system.

1. Open File Server Resource Manager on your computer.

2. Enter C:\Windows\System32\drivers\etc\hosts in the address bar and open the hosts file by using
a text  editor.

3. Append the following content to the hosts file:

<IP address of your WAF instance> <Protected domain name>

In the content,  <Protected domain name>  is the domain name that you add to WAF.  <IP addre
ss of your WAF instance>  is the IP address that is mapped to the domain name. Separate  <IP a

2.2. Verify domain name settings2.2. Verify domain name settings
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ddress of your WAF instance>  and  <Protected domain name>  with a space.

To obtain the IP address of your WAF instance, perform the following steps:

i. 

ii. 

iii. 

iv. On the Domain NamesDomain Names tab, move the pointer over the domain name that you add and click
the

icon to copy the CNAMECNAME of the domain name.

v. Open Command Prompt in Windows.

vi. Run the following command to obtain the IP address of your WAF instance:

ping <CNAME that you copy>

vii. Record the IP address of your WAF instance in the output of the  ping  command.

Assume that you add the domain name  test.aliyundoc.com  to WAF and the IP address of
your WAF instance is  47.XX.XX.213 . Append the following content to the hosts file:

47.XX.XX.213 test.aliyundoc.com

4. Save changes to the hosts file and run the  ping <Protected domain name>  command to verify
that your changes are in effect.

If  your changes are in effect, the IP address in the output of the  ping  command is the IP address
of your WAF instance.

If  the IP address of the origin server is displayed in the command output, refresh the local DNS
cache. You can run the  .\ipconfig /flushdns  command to refresh the DNS cache. Then, run the
ping command again until the changes take effect.

5. In the address bar of your browser, enter the protected domain name.

If the website can be accessed, the domain name sett ings in the WAF console are correct  and
valid. In this case, you can restore the hosts file. Then, you can change the DNS record in the WAF
console to redirect  requests to WAF for protect ion. For more information, see Change a DNS
record.

If  the website cannot be accessed, the domain name sett ings may be inappropriate. We
recommend that you check the domain name sett ings in the WAF console. After you fix errors in
the domain name sett ings, verify the domain name sett ings on your computer again. For more
information, see Add a domain name.

6. (Optional)Simulate simple web attack commands to check whether WAF runs as expected.

For example, in the address bar of your browser, enter  <Protected domain name>/alert(xss) ,
which is a web attack request. Then, check whether WAF blocks the request.

If  the request  is blocked, the following page appears.

7. After the verificat ion is complete, delete the record that you add in Step 3 from the hosts file.
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Not ice Not ice If  you do not delete the record after the verificat ion is complete, exceptions may
occur when your computer sends requests to the protected domain name.

Contact technical supportContact technical support
If  you cannot identify errors in domain name sett ings, contact  technical support  by using one of the
following methods:

Log on to the WAF console. In the lower part  of the left-side navigation pane, click Meet  ExpertMeet  Expert .
Then, use your DingTalk to scan the QR code to join the DingTalk group 21715946. This way, you can
contact  Alibaba Cloud security experts for assistance.

Submit  a .

Web Application Firewall (WAF) uses specific back-to-origin classless inter-domain routing (CIDR) blocks
to forward normal traffic back to an origin server. After you add a website to WAF, you must configure
security software or access control policies for the origin server to allow inbound traffic from the back-
to-origin CIDR blocks.

ContextContext
If  you use security software such as Fort iGate for your origin server, you must add the back-to-origin
CIDR blocks of WAF to the IP address whitelist  of the security software. This way, the security software
does not block the normal traffic forwarded by WAF to the origin server.

For security purposes, we recommend that you configure access control policies for the origin server to
allow inbound traffic only from the back-to-origin CIDR blocks of WAF. This way, attackers cannot
bypass WAF to attack the origin server. For more information, see Configure protection for an origin server.

Obtain the back-to-origin CIDR blocks of WAFObtain the back-to-origin CIDR blocks of WAF
1. 

2. 

3. 

4. In the lower part  of the Product  Inf ormat ionProduct  Inf ormat ion page, find the WAF IP Segment sWAF IP Segment s sect ion and click
Copy All IPsCopy All IPs.

The WAF IP Segment sWAF IP Segment s sect ion displays the latest  back-to-origin CIDR blocks.

What to do nextWhat to do next

2.3. Allow access from back-to-origin2.3. Allow access from back-to-origin
CIDR blocks of WAFCIDR blocks of WAF
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After you obtain the back-to-origin CIDR blocks of WAF, you must add them to the IP address whitelist
of the security software on the origin server.

Warning Warning If  you do not add the back-to-origin CIDR blocks of WAF to the IP address whitelist
of the origin server, normal requests forwarded by WAF may be blocked. This may cause service
interruptions.

FAQFAQ
What is a back-to-origin CIDR block of WAF?

A back-to-origin CIDR block is a CIDR block used by WAF to forward requests that are sent from
clients to the origin server. After a website is added to WAF, the origin server considers that all
requests come from the back-to-origin CIDR blocks of WAF. The actual IP addresses of clients are
added to the X-Forwarded-For (XFF) fields in the HTTP headers of requests.

Why must I add the back-to-origin CIDR blocks of WAF to the IP address whitelist  of the security
software on the origin server?

After a website is added to WAF, the origin server receives most requests from the back-to-origin
CIDR blocks of WAF, and requests are sent at  a high rate. In this case, the firewall or security software
on the origin server may consider these CIDR blocks as attack IP addresses and block them. If  these IP
addresses are blocked, WAF cannot receive responses from the origin server as expected. Make sure
that the back-to-origin CIDR blocks of WAF are added to the IP address whitelist  of the origin server
after you add a website to WAF. Otherwise, the website may be inaccessible or become slow.

ReferencesReferences
Does WAF automatically add its back-to-origin CIDR blocks to security groups?

Do I need to allow access requests from all client  IP addresses?

After you add your website to WAF, you must use the CNAME or IP address of WAF to change the DNS
record to redirect  requests dest ined for your website to WAF. This topic describes how to change the
DNS record.

PrerequisitesPrerequisites
The website configurations are manually added to WAF in CNAME mode. For more information, see
Manually add domain name configurations.

You have the permissions to change the DNS record at  your DNS service provider.

2.4. Change a DNS record2.4. Change a DNS record
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(Optional)Requests from WAF back-to-origin CIDR blocks are allowed on the origin server. For more
information, see Allow access from back-to-origin CIDR blocks of WAF.

Not ice Not ice If  you use security software such as Fort iGate for your origin server, you must add
the WAF back-to-origin CIDR blocks to the whitelist  of the software. This prevents normal traffic
from being blocked by access control policies.

(Optional)The forwarding configurations for your website are correct  and in effect. Before you
change the DNS record, you must verify that the website forwarding configurations are correct. This
prevents service interruptions caused by invalid configurations. For more information, see Verify
domain name sett ings.

Warning Warning If  you change the DNS record before the forwarding configurations for your
website take effect, service interruptions may occur.

ContextContext
WAF redirects requests in one of the following methods:

CNAME record: resolves the domain name to the CNAME assigned by WAF.

We recommend that you use the CNAME record method. If  failures occur, such as node failures or
failures in a data center, the CNAME record allows WAF to use another WAF IP address or directs
requests to the origin server directly. This ensures service continuity and provides high availability and
disaster recovery capabilit ies.

A record: resolves the domain name to the WAF IP address.

We recommend that you use the A record method only when the CNAME record conflicts with the
exist ing DNS sett ings. For example, the CNAME record conflicts with the MX record, and the MX record
must be retained.

The following sect ions describe how to configure WAF for a website that does not use proxy services,
such as CDN and Anti-DDoS Pro or Anti-DDoS Premium. If  you want to deploy both WAF and other proxy
services, see the following topics:

Deploy WAF and CDN together

Add a website to both Anti-DDoS Pro or Anti-DDoS Premium and WAF

Obtain the WAF CNAME and WAF IP addressObtain the WAF CNAME and WAF IP address
You must obtain the WAF CNAME or WAF IP address of your domain name before you change the DNS
record. If  you have already obtained the WAF CNAME or IP address, skip the following steps.

1. 

2. 

3. 

4. On the Domain NamesDomain Names tab of the Website Access page, move the pointer over the domain name
and copy the WAF CNAME.

5. (Optional)Obtain the WAF IP address of the domain name.
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Not e Not e Perform this step only when you use the A record. If  you use the CNAME record,
skip this step.

i. Open Command Prompt in Windows.

ii. Run the following command to obtain the WAF IP address:

ping <WAF CNAME that you have copied>

iii. Record the WAF IP address in the command output.

Use Alibaba Cloud DNS to change the DNS recordUse Alibaba Cloud DNS to change the DNS record
The following example demonstrates how to change the DNS record in Alibaba Cloud DNS. If  your
domain name is hosted on Alibaba Cloud DNS, perform the following steps to change the DNS record. If
your domain name is not hosted on Alibaba Cloud DNS, refer to the following steps to change the DNS
record at  your DNS service provider.

1. Log on to the Alibaba Cloud DNS console.

2. On the Manage DNSManage DNS page, find the domain name and click Conf igureConf igure in the Act ions column.

3. On the DNS Set t ingsDNS Set t ings page, find the record in the HostHost  column and click EditEdit  in the Act ions
column.

In the following example,  aliyun.com  is used:

wwwwww: matches domain names that begin with www, such as  www.aliyun.com .

@@: matches the root domain name, for example,  aliyun.com .

**: matches all wildcard domain names, such as  blog.aliyun.com ,  www.aliyun.com , and  al
iyun.com . The wildcard domain names include root domain names and subdomain names.

4. In the Add RecordAdd Record dialog box, select  the CNAME record or the A record to change the DNS record.

CNAME recordCNAME record: Set  T ypeT ype to CNAMECNAME and ValueValue to the WAF CNAME and keep other sett ings
unchanged.

Not e Not e We recommend that you set  the TTL to 10 minutes. The greater the TTL is, the
longer it  takes to synchronize and change the DNS record.
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Note the following descript ions about conflicts:

You can specify only one CNAME value for each record name. Set  Value to the CNAME assigned
by WAF.

Different types of DNS records conflict  with each other. For example, you cannot add a
CNAME record and an A, MX, or TXT record with the same record name. If  you cannot change
the record type, delete all conflict ing records and add a new CNAME record.

Warning Warning You must delete all conflict ing records and add the new CNAME record in a
short  period of t ime. Otherwise, your domain name becomes inaccessible.

If  you must retain the MX record, we recommend that you use the A record method to resolve
the domain name to the WAF IP address.

A recordA record: Set  T ypeT ype to AA and ValueValue to the WAF IP address and keep other sett ings unchanged.

Not e Not e We recommend that you set  the TTL to 10 minutes. The greater the TTL is, the
longer it  takes to synchronize and change the DNS record.
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5. Click OKOK and wait  for the new DNS record to take effect

6. Verify the DNS record. You can ping the domain name of your website or use a DNS detect ion tool
to verify whether the DNS record takes effect.

Not e Not e The DNS record does not take effect  immediately. If  the verificat ion fails, verify the
DNS record again after 10 minutes.

ReferencesReferences
Protect  the origin server.

If  the IP address of your origin server is exposed, attackers may bypass WAF and directly attack your
origin server. To avoid such attacks, we recommend that you configure an ECS security group or SLB
whitelist . For more information, see Configure protection for an origin server.

Retrieve actual IP addresses of clients.

After you add your website to WAF, WAF processes all requests dest ined for your website and
forwards normal requests to the origin server. In this case, you must use the  X-Forwarded-For 
header to retrieve the actual IP addresses of clients. For more information, see Retrieve actual IP
addresses of clients.

When you add a website to your Web Application Firewall (WAF) instance in CNAME record mode, you
must specify the HTTP or HTTPS ports that the website uses. After you specify the ports and add the
website, traffic dest ined for the website is redirected to WAF for detect ion and protect ion.

ContextContext
WAF forwards the traffic only over the specified ports to the origin server. WAF does not forward the

2.5. Specify ports2.5. Specify ports
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traffic over a port  that is not specified.

ScenariosScenarios
You must specify HTTP or HTTPS ports in the following scenarios:

A website is added to WAF in CNAME record mode.

The HTTP or HTTPS ports that the website uses change.

ProcedureProcedure
1. 

2. 

3. 

4. In the domain name listdomain name list , f ind the domain name for which you want to specify ports. Then, click
EditEdit  in the Act ions column.

5. On the EditEdit  page, find the Dest inat ion Server PortDest inat ion Server Port  sect ion and enter the required port  numbers
in the HT T P PortHT T P Port  and HT T PS PortHT T PS Port  f ields.

Press Enter each t ime you enter a port  number.

Not ice Not ice The port  numbers that you enter must be within the allowed port  range.
Otherwise, the sett ings cannot be saved. You can click View Allowed Port  RangeView Allowed Port  Range to check
whether a port  number is within the allowed port  range.

6. Click Conf irmConf irm.

ReferencesReferences
If my website receives requests over an unconfigured port, is the origin server threatened?

Does WAF support custom ports?

What do I do if services on non-standard ports cannot be added to WAF of the Pro edition?

If  you add a website to Web Application Firewall (WAF) and the website uses HTTPS to transmit  data,
you can customize TLS version sett ings and cipher suites for the domain name of the website. This way,
you can increase the security performance of the website in scenarios in which compliance with
classified protect ion is required. You can also improve the TLS compatibility of the website in scenarios
in which compatibility with earlier TLS versions of clients is required.

2.6. Configure custom TLS settings2.6. Configure custom TLS settings
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Background informationBackground information
After an HTTPS website is added to WAF, WAF automatically specifies TLS sett ings for the website to
ensure secure communication. If  requests use TLS versions and cipher suites that are not within the
specified ranges, WAF blocks the requests.

WAF allows you to customize TLS cipher suites. This helps prevent access failures caused by the
mismatch between the cipher suites used by the website and the cipher suites automatically specified
by WAF. You can modify TLS version sett ings and cipher suites for the website based on your business
requirements.

Not ice Not ice If  your website uses HTTP to transmit  data, you do not need to configure TLS
sett ings.

PrerequisitesPrerequisites
The website is added to WAF.

The website uses HTTPS to transmit  data, and the required HTTPS cert if icate is uploaded.

Configure TLS settingsConfigure TLS settings
1. 

2. 

3. On the page, find the domain name for which you want to configure TLS sett ings and click in the
Act ionsAct ions column.

Not e Not e You can configure TLS sett ings only for the domain names that use HTTPS to
transmit  data. If  a domain name uses HTTP or a domain name uses HTTPS but has no HTTPS
cert if icate uploaded, the button does not appear.

4. On the page, configure the TLS version sett ings and cipher suites.

Parameter Description

The domain name for which you want to configure TLS settings.
This value is automatically filled. You do not need to enter the
domain name.

Select the TLS version used by the website. Valid values:

: WAF supports TLS 1.0 and later for your website.

: WAF supports TLS 1.1 and later for your website. If an access
request of the website uses TLS 1.0, the request fails.

: WAF supports TLS 1.2 and later for your website. If an access
request of the website uses TLS 1.0 or 1.1, the request fails.

Enable support for TLS 1.3 Select Enable support for TLS 1.3.
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Select the cipher suite template that you want to use. Valid
values:

: The following cipher suites are supported:

Strong cipher suites:

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA

Weak cipher suites:

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128_GCM_SHA256

TLS_RSA_WITH_AES_256_GCM_SHA384

TLS_RSA_WITH_AES_128_CBC_SHA256

TLS_RSA_WITH_AES_256_CBC_SHA256

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA

SSL_RSA_WITH_3DES_EDE_CBC_SHA

Parameter Description

5. Click SaveSave.

If  requests use the TLS versions and cipher suites that are not within the specified ranges, WAF
blocks the requests.

2.7. Configure protection for an origin2.7. Configure protection for an origin
serverserver
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After you add your website to Web Application Firewall (WAF) in CNAME record mode, you can
configure access control policies for your origin server to allow inbound traffic only from back-to-origin
CIDR blocks of WAF. This way, your website is protected from direct-to-origin attacks. This topic
describes how to configure security group rules or whitelist  policies for an origin server that is deployed
on an Elast ic Compute Service (ECS) instance or a Classic Load Balancer (CLB) instance. CLB is formerly
known as Server Load Balancer (SLB).

PrerequisitesPrerequisites
The origin server is deployed on an ECS instance or a CLB instance. For more information about ECS
and CLB instances, see ECS instances and CLB instances.

All domain names that are hosted on the ECS instance or CLB instance are added to WAF in CNAMECNAME
recordrecord mode.

For more information, see Add a domain name.

PrecautionsPrecautions
After you add your website to WAF for protect ion, traffic is forwarded regardless of whether
protect ion is configured for your origin server. If  the IP address of your origin server is exposed,
attackers can bypass WAF and launch direct-to-origin attacks. In this scenario, you must configure
protect ion for your origin server. For more information about how to check whether the IP address of
your origin server is exposed, see How do I check whether the IP address of my origin server is exposed?.

If  you configure access control policies on the origin server, security risks may occur. Before you
configure protect ion for the origin server, take note of the following points:

Make sure that all domain names that are hosted on the origin server are added to WAF. This way,
attackers cannot use these domain names that are not added to WAF to attack the origin server. If  a
domain name that is not added to WAF is used to attack the origin server, services of the other
domain names that are hosted on the origin server are not affected.

If  a WAF cluster fails, requests that are dest ined for your website are directed to the origin server in
bypass mode. This ensures service continuity. In this case, if  you have configured ECS security group
rules or CLB whitelist  policies for the origin server, the origin server cannot be accessed over the
Internet.

If  back-to-origin CIDR blocks are added during a WAF cluster scale-out and you have configured ECS
security group rules and CLB whitelist  policies for the origin server, HTTP 5XX status codes may be
frequently returned. We recommend that you take note of the notificat ions of changes in back-to-
origin CIDR blocks in the and update the access control policies that involve back-to-origin CIDR
blocks at  the earliest  opportunity.

If  you no longer need to use WAF, you must delete the access control policies that you added before
you switch traffic back to the origin server. This way, traffic is sent to the origin server and service
interruptions are prevented.

Obtain the WAF back-to-origin CIDR blocksObtain the WAF back-to-origin CIDR blocks

Not ice Not ice The WAF back-to-origin CIDR blocks are updated on a regular basis. To avoid service
interruptions, take note of update notificat ions and add the updated back-to-origin CIDR blocks to
the security group rules and whitelist  policies that are configured for your origin server at  the
earliest  opportunity.

1. 
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2. 

3. 

4. In the lower part  of the Product  Inf ormat ionProduct  Inf ormat ion page, find the WAF IP Segment sWAF IP Segment s sect ion and click
Copy All IPsCopy All IPs.

The WAF IP Segment sWAF IP Segment s sect ion displays the latest  back-to-origin CIDR blocks.

Configure ECS security group rulesConfigure ECS security group rules
If  your origin server is deployed on an ECS instance, you must configure security group rules for the ECS
instance after you obtain the WAF back-to-origin CIDR blocks. The security group rules allow inbound
traffic only from the WAF back-to-origin CIDR blocks.

1. Log on to the ECS console.

2. In the left-side navigation pane, choose Inst ances &  ImagesInst ances &  Images >  > Inst ancesInst ances.

3. In the top navigation bar, select  the resource group and the region to which the ECS instance
belongs.

4. On the Inst ancesInst ances page, find the ECS instance for which you want to configure security group rules
and choose MoreMore >  > Net work and Securit y GroupNet work and Securit y Group >  > Conf igure Securit y GroupConf igure Securit y Group in the Act ionsAct ions
column.

5. Find the security group that you want to configure and click Add RulesAdd Rules in the Act ionsAct ions column.

6. Add a security group rule that has the highest  priority to allow inbound traffic only from the WAF
back-to-origin CIDR blocks.

i. On the InboundInbound tab of the Access RuleAccess Rule sect ion, click Add RuleAdd Rule.
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ii. Configure the following parameters and click SaveSave.

Parameter Description

Act ionAct ion Select AllowAllow .

Priorit yPriorit y Enter 11, which specifies the highest priority.

Prot ocol T ypeProt ocol T ype Select Cust om T CPCust om T CP.

Port  RangePort  Range Select HT T P (80)HT T P (80)  and HT T PS (443)HT T PS (443).

Aut horiz at ionAut horiz at ion
ObjectObject

Copy and paste the back-to-origin CIDR blocks of WAF to the SourceSource
field.

You can press Ctrl+V to paste the back-to-origin CIDR blocks.

Descript ionDescript ion
The description of the security group rule. Example: Allow inbound traffic
from the WAF back-to-origin CIDR blocks.

Not ice Not ice If  your origin server uses IP addresses and ports other than the specified WAF
back-to-origin CIDR blocks and HTTP or HTTPS ports to communicate with applications,
you must add these IP addresses and ports to the security group rule.

After the security group rule is added, it  takes the highest  priority in the security group. This
way, the ECS instance allows all inbound traffic from the WAF back-to-origin CIDR blocks.

Warning Warning Make sure that all WAF back-to-origin CIDR blocks are added to the security
group rule. Otherwise, access exceptions may occur.

7. Add a security group rule that has the lowest priority to block all inbound traffic.

i. On the InboundInbound tab of the Access RuleAccess Rule sect ion, click Add RuleAdd Rule.
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ii. Configure the following parameters and click SaveSave.

Parameter Description

Act ionAct ion Select ForbidForbid.

Priorit yPriorit y Enter 100100, which specifies the lowest priority.

Prot ocol T ypeProt ocol T ype Select Cust om T CPCust om T CP.

Port  RangePort  Range Select HT T P (80)HT T P (80)  and HT T PS (443)HT T PS (443).

Aut horiz at ionAut horiz at ion
ObjectObject

Enter 0.0.0.0/0 in the Source field. 0.0.0.0/0 specifies all CIDR blocks.

Descript ionDescript ion
The description of the security group rule. Example: Block all inbound
traffic.

After the security group rules are added, the ECS instance blocks inbound traffic from all CIDR
blocks except the CIDR blocks that are specified in Step 6. This way, all service traffic passes
through WAF before the traffic reaches the ECS instance.

Configure CLB access control policiesConfigure CLB access control policies
If  your origin server is deployed on a CLB instance, you must obtain the WAF back-to-origin CIDR blocks
and configure an access control policy (whitelist) for the CLB instance. The whitelist  policy allows
inbound traffic only from the WAF back-to-origin CIDR blocks.

The following example describes how to configure a whitelist  policy. In this example, a CLB instance is
used. If  you use an Application Load Balancer (ALB) instance, configure a whitelist  policy based on the
following steps and the descript ion in Enable access control for ALB instances.

1. Log on to the SLB console.

2. In the left-side navigation pane, choose CLB (FKA SLB)CLB (FKA SLB) >  > Access Cont rolAccess Cont rol.

3. In the top navigation bar, select  the resource group and the region to which the CLB instance
belongs.

4. Create an access control list  (ACL).

i. On the Access Cont rolAccess Cont rol page, click Creat e Access Cont rol ListCreat e Access Cont rol List .
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ii. In the Creat e Access Cont rol ListCreat e Access Cont rol List  panel, configure the following parameters and click
Creat eCreat e.

The following configurations are used to create an ACL forWAF back-to-origin CIDR blocks.

Parameter Description

NameName Enter the name of the ACL. Example: WAF back-to-origin CIDR blocks.

Add Mult ipleAdd Mult iple
Addresses andAddresses and
Descript ionsDescript ions

Copy and paste all the back-to-origin CIDR blocks of WAF.

Enter one CIDR block in each line. Press Enter to start a new line.

Not e Not e All the back-to-origin CIDR blocks that are copied are
separated by commas (,). Before you paste the CIDR blocks, we
recommend that you use a text editor that supports extension
replacement to replace the commas (,) with line breaks (\n).

5. Configure the ACL for a listener.

i. In the left-side navigation pane, choose CLB (FKA SLB)CLB (FKA SLB) >  > Inst ancesInst ances.

ii. On the Inst ancesInst ances page, find the instance that you want to manage and click the ID of the
instance.

iii. On the List enersList eners tab, f ind the listener that you want to configure, click the  icon in the

Act ionsAct ions column, and then click Set  Access Cont rolSet  Access Cont rol.

Select  the listener based on the type of service that is protected by WAF:

If HTTP services are added to WAF, configure an HTTP listener.

If  HTTPS services are added to WAF, configure an HTTPS listener.

If  HTTP and HTTPS services are added to WAF, configure an HTTP listener and an HTTPS
listener.
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iv. In the Access Cont rol Set t ingsAccess Cont rol Set t ings panel, turn on Enable Access Cont rolEnable Access Cont rol and configure the
following parameters.

Parameter Description

Access Cont rolAccess Cont rol
ModeMode

Select Whit elistWhit elist  to allow specified IP addresses to access the CLB
instance.

Select  ACLSelect  ACL
Select the ACL that you created for the back-to-origin CIDR blocks of
WAF.

After the preceding configurations are complete, the CLB instance allows inbound traffic from the
back-to-origin CIDR blocks of WAF.

What to do nextWhat to do next
After you configure an ECS security group rules and CLB whitelist  policies, we recommend that you
check whether the origin server can be connected over ports 80 and 8080. This way, you can check
whether the protect ion configurations are in effect.

If  the origin server cannot be connected over port  80 or 8080, but the service runs as expected, the
protect ion configurations are in effect.

How do I check whether the IP address of my origin server isHow do I check whether the IP address of my origin server is
exposed?exposed?
Use Telnet to establish a connection from a host  that is not deployed on Alibaba Cloud to your origin
server by using the service port  and the public IP address.

If  the connection is successful, the IP address of your origin server is exposed. In this case, attackers
that obtain the public IP address can bypass WAF and launch attacks on your origin server.

If  the connection fails, the IP address of your origin server is not exposed.

Example: Check whether an origin server that is protected by WAF can be connected over ports 80 and
8080. If  the origin server can be connected over ports 80 and 8080, the IP address of your origin server is
exposed.

2.8. Retrieve actual IP addresses of2.8. Retrieve actual IP addresses of
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If  you deploy proxy servers, such as CDN, Anti-DDoS Premium, Anti-DDoS Pro, or WAF, on your website,
the origin server can use the X-Forwarded-For header in back-to-origin requests to retrieve actual IP
addresses of clients. This topic describes how to configure web application servers, such as NGINX, IIS 6,
IIS 7, Apache, and Tomcat servers, and Kubernetes containers to retrieve the IP addresses of clients.

Background informationBackground information
In most scenarios, access requests init iated from the browsers of clients (visitors) are not directly sent to
the origin server of a website. Instead, the access requests may pass through intermediate proxy
servers, such as CDN, Anti-DDoS Premium, Anti-DDoS Pro, or WAF. During the process, these access
requests are forwarded through mult iple proxies for security and acceleration. This increases the
difficulty in retrieving the actual IP addresses of the clients that init iated the requests.

To address the issue, the X-Forwarded-For header is implemented to record the actual IP addresses of
the clients. The transparent proxy adds the X-Forwarded-For header to the HTTP request  header
before forwarding the access requests to the next-hop server. The header is in the  X-Forwarded-
For:Client IP address  format. If  the access requests pass through mult iple intermediate proxy
servers, the X-Forwarded-For header records the actual IP addresses of the clients and IP addresses of
intermediate proxy servers. The header records mult iple IP addresses separated by a comma (,), such as
 X-Forwarded-For:Client IP address, IP address of Proxy Server 1, IP address of Proxy Server
2, IP address of Proxy Server 3, … .

Therefore, common web application servers can use the X-Forwarded-For header to retrieve the actual
IP addresses of the clients.

The following content demonstrates how to configure the X-Forwarded-For header on the NGINX, IIS 6,
IIS 7, Apache, and Tomcat servers, as well as on the Kubernetes containers.

Not ice Not ice Before you start , make sure that you have backed up the exist ing environment,
including ECS instance snapshots and configuration files of the web application servers.

Configure NGINX serversConfigure NGINX servers
The NGINX servers use an http_realip_module module to retrieve the actual IP addresses of the clients.

1. Install the http_realip_module module.

Run the  # nginx -V | grep http_realip_module  command on the NGINX server to check
whether the module is installed. If  the module is not installed, recompile NGINX and load the
module.

Not e Not e This module is not installed when NGINX is installed by using a quick installat ion
package.

Install the http_realip_module module by using the following method:

2.8. Retrieve actual IP addresses of2.8. Retrieve actual IP addresses of
clientsclients
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wget http://nginx.org/download/nginx-1.12.2.tar.gz
tar zxvf nginx-1.12.2.tar.gz
cd nginx-1.12.2
./configure --user=www --group=www --prefix=/alidata/server/nginx --with-http_stub_stat
us_module --without-http-cache --with-http_ssl_module --with-http_realip_module
make
make install
kill -USR2 `cat /alidata/server/nginx/logs/nginx.pid`
kill -QUIT `cat /alidata/server/nginx/logs/ nginx.pid.oldbin`

2. Modify the configuration file of NGINX.

i. Open the  default.conf  configuration file.

ii. Add the following content to  location / {} :

set_real_ip_from <ip_range1>;
set_real_ip_from <ip_range2>;
...
set_real_ip_from <ip_rangex>;
real_ip_header X-Forwarded-For;

where,  <ip_range1> ,  <ip_range2> , and  <ip_rangex>  are the back-to-origin IP
addresses of WAF. For more information about the back-to-origin CIDR blocks of WAF, see
Allow access from back-to-origin CIDR blocks of WAF.

Enter one back-to-origin IP address in each line. If  the back-to-origin IP addresses of the proxy
servers include 10.0.0.1, 10.0.0.2, and 10.0.0.3, use the format similar to:

set_real_ip_from 10.0.0.1;
set_real_ip_from 10.0.0.2;
set_real_ip_from 10.0.0.3;
real_ip_header X-Forwarded-For;

3. Modify the log format.

i. Open the  nginx.conf  configuration file.  log_format  is typically located in the HTTP
configuration.

ii. In  log_format , replace the  remote-address  f ield with the  x-forwarded-for  f ield.

The modified log_format is as follows:

log_format  main  '$http_x_forwarded_for - $remote_user [$time_local] "$request" ' 
'$status $body_bytes_sent "$http_referer" ' '"$http_user_agent" ';

4. Run the  nginx -s reload  command to restart  NGINX.
The configurations take effect  after the restart . The NGINX server records the actual IP addresses
of the clients by using the X-Forwarded-For header.

Configure IIS 6 serversConfigure IIS 6 servers
You must install the  F5XForwardedFor.dll  plug-in to retrieve the actual IP addresses of the clients
from the access log recorded by an IIS 6 server.

1. Depending on your server OS version, copy the  F5XForwardedFor.dll  f ile from the  x86\Release
  or  x64\Release  directory to a custom directory, such as  C:\ISAPIFilters .
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Not e Not e Make sure that the IIS process has read and write permissions on the custom
directory.

If  the plug-in is unavailable from the directory, click F5XForwardedFor.dll to download it .

2. Open Internet Information Services (IIS) Manager, f ind the website, right-click the website, and
select  Propert iesPropert ies.

3. In the Def ault  Web Sit e Propert iesDef ault  Web Sit e Propert ies dialog box that appears, click the ISAPI Filt ersISAPI Filt ers tab and click
AddAdd.

4. In the Add ISAPI Filter dialog box, set  the following parameters and click OKOK.

Filt er nameFilt er name: Enter  F5XForwardedFor .

Execut ableExecut able: Enter the complete path of  F5XForwardedFor.dll , for example,  C:\ISAPIFilte
rs\F5XForwardedFor.dll .

5. Restart  the IIS server for the configurations to take effect.

Configure IIS 7 serversConfigure IIS 7 servers
You can install the F5XForwardedFor module to retrieve the actual IP addresses of the clients from the
access log recorded by an IIS 7 server.

1. Depending on your server OS version, copy the  F5XFFHttpModule.dll  and  F5XFFHttpModule.ini
  f iles from the  x86\Release  or  x64\Release  directory to a custom directory, such as  C:\x_
forwarded_for\x86  or  C:\x_forwarded_for\x64 .

Not e Not e Make sure that the IIS process has read and write permissions on the custom
directory.

If  the files are unavailable from the directory, click F5XForwardedFor to download it .

2. In the IIS ServerIIS Server sect ion, double-click ModuleModule.

3. Click Conf igure Local ModuleConf igure Local Module.

4. In the Conf igure Local ModuleConf igure Local Module dialog box, click Regist erRegist er to register the DLL file.

Register the x_forwarded_for_x86 module in a 32-bit  system.

NameName: Enter  x_forwarded_for_x86 .

Pat hPat h: Enter the full path of the  F5XFFHttpModule.dll  module, for example  C:\x_forwarde
d_for\x86\F5XFFHttpModule.dll .

Register the x_forwarded_for_x64 module in a 64-bit  system.

NameName: Enter  x_forwarded_for_x64 .

Pat hPat h: Enter the full patch of the  F5XFFHttpModule.dll  module, for example C:\x_forwarde
d_for\x64\F5XFFHttpModule.dll.

5. In the Conf igure Local ModuleConf igure Local Module dialog box, select  the newly registered x_forwarded_for_x86 or
x_forwarded_for_x64 module and click OKOK.

6. In the ISAPI and CGI Rest rict ionsISAPI and CGI Rest rict ions sect ion, add the registered DLL file and set  Rest rict ionRest rict ion to
AllowAllow.

7. Restart  the IIS server and wait  for the configurations to take effect.
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Configure Apache serversConfigure Apache servers
Conf igure Apache servers in Windows.Conf igure Apache servers in Windows.

The installat ion packages of Apache 2.4 and later provide the remoteip_module module file
(  mod_remoteip.so ). You can use this module to retrieve the actual IP addresses of clients.

1. Create a configuration file named  httpd-remoteip.conf  in the extra configuration folder of
Apache (  conf/extra/ ).

Not e Not e You can load the related configurations by import ing the  remoteip.conf 
configuration file. This reduces the number of t imes that you modify the  httpd.conf  f ile
and avoids service exceptions due to misoperations.

2. Add the following content to the  httpd-remoteip.conf  configuration file:

# Load the mod_remoteip.so module.
LoadModule remoteip_module modules/mod_remoteip.so
# Set the RemoteIPHeader header.
RemoteIPHeader X-Forwarded-For
# Set the back-to-origin IP addresses.
RemoteIPInternalProxy <ip_range1> <ip_range2> …… <ip_rangex>

where,  <ip_range1> ,  <ip_range2> , and  <ip_rangex>  are the back-to-origin IP addresses of
WAF. For more information about the back-to-origin CIDR blocks of WAF, see Allow access from back-
to-origin CIDR blocks of WAF.

Separate mult iple back-to-origin IP addresses with spaces. If  the IP addresses of the proxy servers
include 10.0.0.1, 10.0.0.2, and 10.0.0.3, use the format similar to:

RemoteIPInternalProxy 10.0.0.1 10.0.0.2 10.0.0.3

3. Add the following content to the conf/httpd.conf configuration file:

Include conf/extra/httpd-remoteip.conf

The preceding content inserts the  httpd-remoteip.conf  configuration file into conf/httpd.conf.

4. Modify the log format in the  httpd.conf  configuration file.

LogFormat "%a %l %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined
LogFormat "%a %l %u %t \"%r\" %>s %b" common

5. Restart  Apache for the configurations to take effect.

Conf igure Apache servers in Linux.Conf igure Apache servers in Linux.

Follow the preceding steps to add the remoteip_module module (  mod_remoteip.so ) and configure
the log format to retrieve the actual IP addresses of clients. This module is included in Apache 2.4 and
later.

If  the version of Apache is earlier than 2.4, install mod_rpaf (third-party module) to retrieve the actual IP
addresses of clients.

1. Install the mod_rpaf module.
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wget https://github.com/gnif/mod_rpaf/archive/v0.6.0.tar.gz
tar zxvf mod_rpaf-0.6.tar.gz
cd mod_rpaf-0.6
/alidata/server/httpd/bin/apxs -i -c -n mod_rpaf-2.0.so mod_rpaf-2.0.c

2. Append the following content to the  /alidata/server/httpd/conf/httpd.conf  configuration
file of Apache:

LoadModule rpaf_module modules/mod_rpaf-2.0.so
RPAFenable On
RPAFsethostname On
RPAFproxy_ips <rpaf IP address>
RPAFheader X-Forwarded-For

where,  <rpaf IP address>  is the IP address of the mod_rpaf module. You can query the specific
IP addresses in the Apache log. Do not use the IP addresses of the proxy servers. Typically, two IP
addresses are included, as shown in the following example:

LoadModule rpaf_module modules/mod_rpaf-2.0.so
RPAFenable On
RPAFsethostname On
RPAFproxy_ips 10. ***. ***.65 10. ***. ***.131
RPAFheader X-Forwarded-For

3. Restart  Apache for the configurations to take effect.

/alidata/server/httpd/bin/apachectl restart

For more information about the Apache modules, see Apache help document.

Configure Tomcat serversConfigure Tomcat servers
Take the following steps to allow the Tomcat servers to retrieve the actual IP addresses of clients by
using the X-Forwarded-For header.

1. Open the  tomcat/conf/server.xml  configuration file.

2. Modify the AccessLogValve logging function as follows:

<Valve className="org.apache.catalina.valves.AccessLogValve" directory="logs"
prefix="localhost_access_log." suffix=".txt"
pattern="%{X-FORWARDED-FOR}i %l %u %t %r %s %b %D %q %{User-Agent}i %T" resolveHosts="f
alse"/>

Configure Kubernetes containersConfigure Kubernetes containers
If  your ECS instance is deployed on Kubernetes, Kubernetes records the actual IP addresses of clients in
the X-Original-Forwarded-For field and the back-to-origin IP addresses of WAF in the X-Forwarded-For
field. To obtain the actual IP addresses of clients, you must modify the container configuration file to
enable an Ingress controller to add them to the X-Forwarded-For field.

You can modify the container configuration file by performing the following steps:

1. Run the following command to modify the  kube-system/nginx-configuration  configuration file:

kubectl -n kube-system edit cm nginx-configuration
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2. Add the following content to the configuration file:

compute-full-forwarded-for: "true"
forwarded-for-header: "X-Forwarded-For"
use-forwarded-headers: "true"

3. Save the configuration file.
The configurations take effect  immediately after you save the configuration file. Then, the Ingress
controller adds the actual IP addresses of clients to the X-Forwarded-For field.

4. Change the field you use to obtain the actual IP addresses of clients to the X-Original-Forwarded-
For field.
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Web Application Firewall (WAF) can be used in combination with a content delivery network (CDN), such
as Alibaba Cloud CDN, to protect  domain names against  web attacks. The domain names have content
acceleration enabled.

ContextContext
You can deploy WAF and CDN in the following sequence: CDN, WAF, and origin servers. CDN is deployed
at the ingress layer to accelerate the distribution of content. WAF is deployed at  the intermediate layer
to protect  applications.

Use Alibaba Cloud CDNUse Alibaba Cloud CDN
1. Add the domain name that you want to accelerate to Alibaba Cloud CDN. For more information,

see CDN quick start.

2. Add the domain name to WAF.

Domain NameDomain Name: Enter the domain name that you want to protect.

Dest inat ion Server (IP Address)Dest inat ion Server (IP Address): Enter the public IP address of the SLB instance, the public IP
address of the ECS instance, or the IP address of the server that is not deployed on Alibaba
Cloud.

Does a layer 7 proxy (DDoS Prot ect ion/CDN, et c.) exist  in f ront  of  WAFDoes a layer 7 proxy (DDoS Prot ect ion/CDN, et c.) exist  in f ront  of  WAF: Select  YesYes.

For more information, see Add websites.

3.Connect cloud services to3.Connect cloud services to
WAFWAF
3.1. Use WAF with CDN3.1. Use WAF with CDN
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3. After the domain name is added to WAF, WAF generates a dedicated canonical name (CNAME) for
the domain name.

Not e Not e For more information about how to view the CNAME that is generated by WAF, see
Change a DNS record.

4. Change the DNS record of the origin server in the Alibaba Cloud CDN console to point  to the
CNAME.

i. Log on to the Alibaba Cloud CDN console.

ii. Open the Domain NamesDomain Names page. On the page that appears, select  the required domain name
and click ManageManage.

iii. In the Origin Inf ormat ionOrigin Inf ormat ion sect ion, click Modif yModif y.
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iv. Modify the information of the origin server.

Origin Inf oOrigin Inf o: Select  Sit e DomainSit e Domain.

Domain NameDomain Name: Enter the CNAME that is generated by WAF.

PortPort : Select  8080.

v. Go to the Back-t o-originBack-t o-origin page. On the Conf igurat ionsConf igurat ions tab, verify that Origin HostOrigin Host  is
disabled.

After the configuration is complete, traffic passes through Alibaba Cloud CDN. The dynamic
content remains detected and protected by WAF.

3.2. Add a website to both Anti-DDoS3.2. Add a website to both Anti-DDoS
Pro or Anti-DDoS Premium and WAFPro or Anti-DDoS Premium and WAF
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Anti-DDoS Pro or Anti-DDoS Premium and Web Application Firewall (WAF) can be used together to
protect  websites against  both DDoS attacks and web application attacks. This topic describes how to
add a website to both Anti-DDoS Pro or Anti-DDoS Premium and WAF.

PrerequisitesPrerequisites
An Anti-DDoS Pro or Anti-DDoS Premium instance is purchased. For more information, see Purchase an
Anti-DDoS Pro or Anti-DDoS Premium instance.

A WAF instance is purchased. For more information, see Purchase a WAF instance.

ContextContext
To configure Anti-DDoS Pro or Anti-DDoS Premium and WAF for your website, you can deploy the
following network architecture: Use Anti-DDoS Pro or Anti-DDoS Premium at the ingress to defend
against  DDoS attacks. Use WAF at  the intermediate layer to defend against  web application attacks.
Configure an ECS instance, SLB instance, or on-premises server as the origin server.

Not e Not e After you apply the preceding architecture, access requests are sent to mult iple
intermediate proxy servers before reaching the origin server. The origin server cannot directly obtain
the actual source IP addresses of the requests. For more information about how to obtain the
actual source IP addresses, see Obtain the actual source IP addresses of requests.

ProcedureProcedure
1. Add the domain name of your website to WAF. For more information, see Add a domain name.

In the Ent er your websit e inf ormat ionEnt er your websit e inf ormat ion step, set  Dest inat ion Server (IP Address)Dest inat ion Server (IP Address) to IPIP and
enter the public IP address of the origin server. The origin server can be an SLB instance, ECS
instance, or on-premises server. Set  Does a layer 7 proxy (DDoS Prot ect ion/CDN, et c.) existDoes a layer 7 proxy (DDoS Prot ect ion/CDN, et c.) exist
in f ront  of  WAFin f ront  of  WAF to YesYes.
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After you add the domain name to WAF, go to the Websit e AccessWebsit e Access page in the WAF console to
obtain the CNAMECNAME address of WAF.

2. Add your website service to Anti-DDoS Pro or Anti-DDoS Premium. For more information, see Add a
website.

In the Ent er Sit e Inf ormat ionEnt er Sit e Inf ormat ion step, set  Server IPServer IP to Origin Server DomainOrigin Server Domain and enter the CNAMECNAME
address of WAF obtained in the previous step.
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After you add the domain name to Anti-DDoS Pro or Anti-DDoS Premium, go to the Websit eWebsit e
Conf igConf ig page in the Anti-DDoS Pro or Anti-DDoS Premium console to obtain the CNAMECNAME address of
Anti-DDoS Pro or Anti-DDoS Premium.

3. On the website of your DNS service provider, modify DNS records to point  the domain name to the
CNAMECNAME address of Anti-DDoS Pro or Anti-DDoS Premium. For more information, see Change DNS
records to protect website services.
After the preceding configuration is complete, traffic to access your website is f irst  scrubbed by
Anti-DDoS Pro or Anti-DDoS Premium and then forwarded to WAF to filter out web application
attacks. Only normal traffic is forwarded to the origin server.
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Web Application Firewall (WAF) protects services that use standard ports and specific non-standard
ports. The standard ports include ports 80, 8080, 443, and 8443. You can customize server ports when
you configure WAF. Then, WAF receives and redirects traffic at  the server ports that you specify.

Limits on WAF-supported non-standard portsLimits on WAF-supported non-standard ports

Item Description

WAF instances that support
non-standard ports, in
addition to ports 80, 8080,
443, and 8443

The WAF instances are of the Business, Enterprise, or Exclusive edition.

For more information, see Prerequisites.

Allowed port range

The following lists provide the ports that are supported by WAF. You can
also query the allowed port range in the WAF console. For more information,
see Procedure.

Not e Not e A WAF instance of the Exclusive edition supports more non-
standard ports, in addition to the following ports, and allows you to
use HTTP ports, HTTPS ports, and HTTP/2 ports as back-to-origin ports.
For more information, see Create an exclusive cluster.

HTTP-compliant ports:

80, 81, 82, 83, 84, 86, 87, 88, 89, 97, 800, 808, 1000, 1090, 3333, 3501,
3601, 5000, 5222, 6001, 6666, 7000, 7001, 7002, 7003, 7004, 7005, 7006,
7009, 7010, 7011, 7012, 7013, 7014, 7015, 7016, 7018, 7019, 7020, 7021,
7022, 7023, 7024, 7025, 7026, 7070, 7071, 7081, 7082, 7083, 7088, 7097,
7510, 7777, 7800, 8000, 8001, 8002, 8003, 8008, 8009, 8020, 8021, 8022,
8025, 8026, 8077, 8078, 8080, 8081, 8082, 8083, 8084, 8085, 8086, 8087,
8088, 8089, 8090, 8091, 8106, 8181, 8334, 8336, 8686, 8800, 8888, 8889,
8999, 9000, 9001, 9002, 9003, 9021, 9023, 9027, 9037, 9080, 9081, 9082,
9180, 9200, 9201, 9205, 9207, 9208, 9209, 9210, 9211, 9212, 9213, 9898,
9908, 9916, 9918, 9919, 9928, 9929, 9939, 9999, 10000, 10001, 10080,
12601, 28080, 33702, and 48800

Not ice Not ice Only WAF instances that are deployed in mainland
China support port 48800.

HTTPS-compliant ports:

443, 4443, 5443, 6443, 7443, 8443, 8553, 8663, 9443, 9553, 9663, and
18980

Not ice Not ice Only WAF instances that are deployed in mainland
China support port 18980.

4.View the allowed port range4.View the allowed port range

Web应用防火墙 Websit e Access··View t he allowed p
ort  range

> Document  Version: 20220704 53

https://www.alibabacloud.com/help/doc-detail/142281.htm#task-2330938


Number of ports that each
WAF instance supports,
including ports 80, 8080,
443, and 8443

WAF instance of the Business edition: 30

WAF instance of the Enterprise edition: 50

WAF instance of the Exclusive edition: 50

Item Description

PrerequisitesPrerequisites
Your website is added to WAF.

This topic provides an example on how to customize server ports for a website that is added to WAF.
You can also customize server ports when you manually add a website. For more information, see
Manually add domain name configurations.

To use non-standard ports, make sure that the WAF instance that you purchase meets the following
specificat ion requirements:

If  the instance is billed on a subscript ion basis, the instance must be of the BusinessBusiness edit ion or
higher. For more information, see WAF deployment plans and edit ions.

Background informationBackground information
WAF forwards traffic only on the specified ports of the origin server. WAF does not forward traffic on
the ports that you have not specified.

ProcedureProcedure
1. 

2. 

3. 

4. On the Domain NamesDomain Names tab, find the domain name, and click EditEdit  in the Act ions column.

5. In the Dest inat ion Server PortDest inat ion Server Port  sect ion of the EditEdit  page, click Cust omizeCust omize.

6. Click the required protocol type (HT T PHT T P or HT T PSHT T PS). Then, enter the ports that you want to add and
click SaveSave.

Not e Not e The ports that you entered must be within the allowed port  range. Otherwise, the
sett ings cannot be saved. You can click View Allowed Port  RangeView Allowed Port  Range to check whether the
ports are within the allowed port  range.
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7. Click Conf irmConf irm.
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