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- CPUFHE L X VHHER, BIUHINTHE 774 1D0HIE. B 525D vt RI1CD
WTOANEZINE T, 2D, B UTHEE S NBIBIC O o T 7 e & 2%
LTEMSHICT Y 7T ENTORWEES, Z2OT7—XKA ¥ MIT 7 7 THRERICRR
EINET, ToLROT—REL Y FOEEEF, $—N—LTO7 774 74 OREER
LE9,

- ROKNTRT X512, Fv =Tt RiE, HESINE UL 520 7 vt R HE
Mo Y 7 EhTuERA, LehoT. 7 7HNDT—XEA ¥ MIZIES THE
TS, UTDT 7707 —&KRA > ME, WESNLFREDKET 7 vt 255 Bfi 5 07
WKV 3N eZBRLET,

wrapper-CPU Usage (%) wrapper-Memory Usage(%) wrapper-Open Files
0.13 0.02 5.05
0.12 504
0.02 5.02
0.10 .
0.02 5.00
0.08 0.02 4.98
4.96
0.06 0.02 4.85
086:19:00 07:40:00 10:26:40 11:58:31 06:19:00 07:40:00 10:26:40 11:58:31 06:18:00 07:40:00 10:26:40 11:58:31
CPU Usage Memory Usage Open Files

- XOMXNZ, Java 7Rt RADF T 7 ERLTVETS, V7 7HNDT—XRAL » MIEBEL
TWVWTHEHRN TS, ZHud. 72 CPUHEHEROR D EW ENL 520 Y at 2 2H
LTy 7 dns 2 2EKL X3,

java-CPU Usage (%) Java-Memory Usage(%) java-Open Files
0.85 0.82 42.00
0.80 0.81 41.80
0.70 41.60
0.81
0.60 41.40
0.81 41.20
0.50
0.46 0.80 41.00
11:14:00 11:33:20 11:50:00 12:13:4! 11:14:00 11:33:20 11:50:00 12:13:4¢ 11:14:00 11:33:20 11:50:00 12:13:4!

CPU Usage Memory Usage Open Files
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TubtZAPHEE=RY I TEHIET, FEFub 2O ETAREEDO R T — &2 203bh b £
3, BRI, BE o 2R E=_ X —33-00 [Tt 2 (v N 777 7atk
AF—T—FZBINTEX T,
S = ) IV B WA = & S SB[

722 2R, RDT AR —N—TE[TEINTVWE L LEI, [/ usr / bin / java -
Xmx2300m -Xms2300m org.apache.catalina.startup.Bootstrap. / usr / bin
/ ruby. BXU nginx -c /ect/nginx/nginx.conf, X, UTD6O2DF—7—F
ZEML (F—V—FRE, Tz, 77408, RIRXA—X—Z R OMEEEICT S Z
EDRTEET), HEX—F Y P F—U—FIMET 2 70 APBRO LS5 hahxd,

- ¥—U—F: ruby, EIIhTatz2E:1

- F—U—F: nginx. EEENLToL2E:1

- ¥—9—F: Jusr/bin, RN T vt %2

- ¥—7U—F: apache catalina., [UEXN7=7nt2#: 1
- ¥—Y—F: nginx .conf, [NEXhTet 21

- F—U—F: -c, EShLToLRE:1

FIH

1. CloudMonitor 2> Y —nica 74 > LET,

2. EflloFesr—>arv4s Y RYT, [KRRAME=ZXY T 227V 7 LET,

3. RAPE=RY VIDFMR—IICT 7R T 272012, HREZXMDLFTZZ VY 7§
20, [722a]ND[R=FV 7757|227V 27 LET,

4, FREINTZR=I T[T RE=XY VT 2TV 7 LET,

5.[Fve2B (AT N 257 EicKA v & —2BWT [FuatxoEh 227y 7 LE
ER

6. BRI N [ RE=X—DBENM] R—=I T, T=X—NRL T2 0L RDH4HTE 7
BFEF—v—FEEMLTEM Z2Yy 2 LETD,
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B NS T ak ZDHIFR

. CloudMonitor 2>V —nica 74 > LET,
EEoFer—ar s Y RUT, [RRAME=ZAV VT B2V 7 LET,
RAMEZRY VT DFHMAR—IWZT IR RT B DI, NREXNOLHETEZ VY 2F

20, [7272aY]AD[EF=XV 77571 %2Vv 7 LET,

BRENTR=DT [T RE=RYV T 2TV 7 LET,
e 2B (BN T 7 EICRA v EA—FEWT [Tt A0BMN 27V 7 LE

ED

BRENER-ITHNRERZ T ERB LA RBF -V - F2HELTHIRIZ 2V v 7 L

ED

« PI—AINL—LVDEE

BELETORRADE=RY VI RRELEDL, 2070 ADT7 77— LIV —IIE2RETEE
T, ZOH%., TutRABHEDLLZ LT 5 — LB ZITIMA N TEET,

1.
2.
3.

CloudMonitor 2> Y —nizue 74 > L9,
ElloFresr—>arv4 Y RYT[RRAMNE=ZY T2V 2 LET,
TRERE=ZRY Y TDT 7 —bNV—NVDREFLETDRAEHRLT, [T 7> a ] F]
D7 7= =N] "7V LET,

R=VOEEFBIZHB [T —2V—NVDER] 22V 7 LET,
77— =N DFE] =V 7T, DLl D] Fuy xS Y X M5

[(Agent)Host.process.number] Z3#R L, #YL7 7 — AL EWHZREL., =
R—NRZTaLR% [Tat24] Fay FXY YR Mo 2ERLET, KR MIEE
DT READREINTOIHEZ. 7o RBPRLDET, [77—20—1DEM]
B7Vv 7 LT, —~EBRERO7 -2V — LV EHRETEET,

° Set Alarm Rules

Alarm Type Threshold Value Alarm RSN TG b

.00
Alarm Rule:

4.00
Rule Describs (Agent) Host.process.numbe m Averag 1 Count/Min

2.00
p N Anypr j Cust

0.60

15:47:15 16:10:00 16:26:40 16:47:4¢
Alarm Rule: Deer

3ent) Host.process.number—Average—emr_C-7AFOE7BFDS87BOEDF_2_RWjW—dfas
Rule Describe: | (Agent) Host process.number v |smins ¥ || Average v > ~|s Count/Min arning Line (Value: 6)
72v

processName:  Anyprocess() | dfasdf v | Custom

=+Add Alarm Rule
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23FARMEZRUIIDARIOR
AAPEZRYVYIZDRMYZRE, =V =2V MUEX MV Z AL ECS A4 T4 7R MY IR
WKHdohEsd, ===z MUEEX MY 7R 15 Z e icidixh, ECSEAX MY 7 i
172 iTsEEsnE T,

ba
ECSEAX PV v 77 =&, FRXRXROEHICED, OS(ARL—T4 VAT L) X MUY
T —REFIETHAREMD DD T3,

- BRZMEHEHER NV vy 275 77—, JIEBHCIE X N EEEDS D D £ 5
HARE=2Y) V7OMEHAEIE 1 5 TITH, 0S T=X Y U 7ORGHEEIX 15T, X b
Vy 27 —=RDLEHBREVGE. HEAX M)y 77 —RIZ0S XA M)y 77— KD H/H&
KD FEF, ZhE HIFEDT—EXBE—7 2N TN0E7HTT,

- TEIFERHEIBIREARE=RV IOy VY= T T4 v ZEERT—&IZIE, ECS &
Server Load Balancer FlORFHER v vV =27 574 v 73 EFENELA, —F. OS
FEZRXYV I TDRY VT—=T I T4 v IREHE. RV VY= T X TR —DFEED X v
=2 b 574 v 7% LET, LAD-oT, OSE=XYV O IDAY VT —0F7—XI&
BERE=ZYV 7Dy bT—IFT—XEDHRESRDET (0FDH, =—Y =¥ FHULE
L7z7—&F, ERCHBALLTEIEEZLZZEZ NI 7497074 —2XDBREIRDET),

I-SzhTRESNBXFIIZR
- CPUDX YR

X MY 7 2OEKREEES 2121k, Linux @ top 2~ > K& ISR X0,

XLV TR Bify fr%

Host.cpu.idle BIET A4 FAVIREED | % BEDCPUDT A K

CPU 0#I&

VEIG

Host.cpu.system

CPU L TlHEHZ N
TWBHED I — %
IVEERR DEE

%

DX MY 7,
SATAAVTFH

A MDY FEZITX
ZIHERZIEL £
T, EHAKRZWY

A, 2Ll et
RAERIFAL Y B
P—N— ETHETX
NTWBZe%ERL
RN




XMUvw o

TR

Bifyy

fi%

Host.cpu.user

DX MYy 7,

%

2—¥ et Rk

TP Fab 2D % CPU i%
CPU HE R ZHEL
EScp
Host. CPU iowait | HIfE 10 #HfEL R L | % Z AU IR M
Tw3 CPU OFI& THH., THUIHEEK
2 10 #BIEDBTTHONLS
ZeREKRLET,
Host.cpu.other Zoftho CPU % | % ZOfthoTHE R, (
Nice + sofpratt g +
IRQ +stolen) O
TR I E T,
Host.cpu. BIEHBIATVS | % LFEo CPU #HED
totalUsed &t CPU 0 ElE Aite BHEIET 77—
LRI E
ER
- XEVHEE=X—

AP —R—DEREHET 2121, free 2~ FZ2ITSWL XV,

XbFYTR

TR

B

i1

Host.mem.total

X E Y

NA b

iR G

Host.mem.used

fEHXEV &

NA b

A AN
HFHTEZXEV+NY
77+t Frvda,

Ny 77 IHER
2AEVE, BIU
FyrovallkoT
X227 4
FyvlalZHX
NZAEVR

Host.mem.
actualused

2 — Y — PRI fH
HLTWAXEY

NA b

A (B A -
Ny T7—-Fyv
DR 179

Host.mem.free

XEYRE

NA b

BEIXAEY - X
NTWVWBEXEY D)
¢ LCEE




XrY TR EFR BAA At

Host.mem. XEYREBOHEG % (XEVERE /[ XEY

freeutilization e X 100) 2 LT
FHE

Host.mem. XE V& % (DR &/ &5

usedutilization X 100) ¥ L Cit&E

C Y RT LARDR Y 2R

X MY 7 2OBREHFET 2121, Linux O top a~x > FE ISR LIV, £=X) V7
HHOEARKEWZE, YRATLDEDEY—THE I ERLET

XMV TR TEFR Hifi

Host.load1 WE 1OV R74 |7RL
ART, Windows A XL —
TAYITIATHIZIEZDR
MU ZEHHFEEA

Host. load5 WS SEOFEES R T A L
FfiiC., Windows A XL —
TAYTIATHIZIEZDX
MU ZEHHFEEHA

Host. load15 i BN [OR B S AV N AP
ffiiC, Windows 4+ XL —
TAYTIAT HIZIEZD X
M2 EHDEHEA

* TARZEEDX Y 7R

- T AR 1/ — FMEAREEZ., Linux ® DF a~< > F2 IS 30,
- T AV HAAD [EEIAAX MY Z ZZ, Linux O iostat 2> FZ2 TS F X0,

T XFUw D TEFE Hifiz

Host.diskusage.used 74 A7 LOMHBEALER | Nk

Host.disk.utilization 74 A7 DRI %
Host.diskusage.free T4 A7 LOKD OREER | N1 b
Host.diskussage.total BT 4 R RE NA b
Host.disk.readbytes 1 BT 4 A2 X o Tt [ N4 M

A S NT A ML

Host.disk.writebytes 1 BECT4 A2 ICEZRRE (N M
74 M




A Yy EFR Hifir
Host.disk.readiops 1% D74 27 ADF | [BI/f
AHHLD BRI
Host.disk.writeiops 184D DT 1 A7 ~DF |[EI/F
TIABLERE
C T 7ANT AT LAEZR—
P S ER Hifir ath:

Host.fs.inode

i/—F fiEHE,
Unix / Linux > X7
LT, 7741 %
WA B2z —
F FESMHEHE N,
VAR VA ¥
HOFET, L.
J— R HEHYETS
nadeHmLnwr >4
N T 4 R IHERR
TERLIKRDET,
Windows *+ XL —
TAYITIAT LI
FZDX MY w2iX
HHEEA,
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i/—FHFESEF 774
WSAT LT 7 AN
DEERL, NS
77 ANDEZED B
ci/— K OfH&E
DESRDTESLZ
EDBDHH ET,

C Ry bU—ZB#EOR Y 2R

- TCP ##HDOIEEIZOWTIE, Linux @ iftop 2~ K& SSa~w >y FE IS TZI 0,

- TCP #HET 7+ L FCIES R E T,

7 7 4V b Tld, TCP_TOTAL (¥a#&i

#0. ESTABLISHED Gli# 1337 X n /- 456:80. 3 & ° NON_ESTABLISHED (17 X
NTDRBEIC I WERRY) & 212, TCP #6582 HathINEI N T T, SRk

Beliss 2581 ROFHZFITLET,

B Linux

T 7 4V "cloudmonitor/config/conf.properties" @ netstat.tcp.

disable % falselZHELT. T—XINEEXEHMIL T,

WREREBLRS,




I—Yxy MeEERLTLEXN,

VA1 AN
B Windows

WERLEBLIO, T—Y v F2HEHLTL

WETZ 7 A N"C:\”Program\Alibaba\cloudmonitor\config" ® netstat.tcp.

disable %Z false ICTEREL T. T—XINEZH ML EFT,

Px v hEREEFL TSN,

WEREB LS, T—
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Host.netin.rate 1BRCERYy b =27 XT By MR
R—D7 v V) 7HRIEIC
LoTREEINT-EY M

Host.netout.rate 1BRCERYy b =27 XT By MR

R—DRY ) 7 wIRIEI
Lo TEEEINTZEY ML

Host.netin.packages

1By V=7 XS
R—MZE LT Ty b

Ny bR

Host.netout.packages

Fo4 A2 XkoTHRH &N
BELI— 7y O

KXy bR

Host.netin.errorpackage

P4 Tk T E Nk
RIELT—Ty DR

KTy bR

Host.netout.errorpacka
ges

R4 7T koTHHENT-
RIEZS— 7y bO

Rry bR

Host.tcpconnection

LISTEN. SYN_SENT

« ESTABLISHED,
SYN_RECV, FIN_WAIT1
. CLOSE_WAIT,
FIN_WAIT2, LAST_ACK.
TIME_WAIT. CLOSING.
CLOSED 7z ¥, S EX %X
IKFED TCP Hehi DEL




- atADX MY IR

- et REHO CPU AR XY #HROFMICOVWTIE, Linux D top 2~ F%

TSN,

CPU iR, B DA —3x 1D CPUHERZRLE T,

- Host.process.openfile i22W\WTiZ, Linux @ Isof a2~ F% IS X0,

- Host.process.number {2\ TlZ, Linux @ ps aux | grep 'keyword' 2> F%2 Z

SR 2 &0,

XMV w o ER Hifi

Host.process.cpu 7ut 20 CPU {#H* %

Host.process.memory Tt 2D XY R %

Host.process.openfile Fat R K o TH» N 774V
7 7 4 VO

Host.process.number EEXINF—T—FIZ— | FetX
ER-A=E IOV

ECSDXRUOR
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XbrYw o EFR BN
ECS.CPUUtilization CPU =% %
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o774 v 7 DFEFL— b
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W AEE 4
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Kbo74 972
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AMBHLT, RAME=ZZXY VI TH—DH—N—IZT7 F— LN —VZRE. FREBFEELL
IN—=TWZH—=N=% BRI N TN TT7 77— R —2RETEE T, fL I
7 —2L—NVOEH) 2 TSR IIZEWN,

75 —LIL—ILDIERK
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ARAREZRY VI R=TDT T — LIV —IVIZHEEI L T,

A EBBO[7 I —a— DR Y v 2 LET,

T TNV IVDIERR—ITT T — bR TRA—R—%RELET, DEREREITNTOD
74— VRIZANLES, #LE 7721 —L0OEH] 2ZZRITZIW,

5.[fB] 227V 2 L. 79— bL—AHEERELET,

= W N -

7 o=LIL—=ILDHIR
1. Cloud Monitor DR A FE=X Y V7V R—IBFRRLET,
2. [759—2 V=N &2 T2 7V 7 LET,
3. 77— — NI LHIBRE Y 72 av®2 2 Uv 7L, 12007 53— —L2HIBRL %
T, BEOL—NLEEIRLIZGE. ~EDTIZHIHIBRRZR Y Z 7V y 7 LEROL—LE—
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1. Cloud Monitor D RA FE=X Y UV R—IBFRRLET,
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2. [77—2 V=N RTE VI LET,
. [EH]| 7V I L, 79—LN—INEEHLET,
To5—=LIL=ILDRT
1. Cloud Monitor D R A FE=X Y VI R—TZFRLET,
2.[722av] 27D 77—V =N] %27V I L, —DDH—N=D7 F—LNL—NL%ERK
ALET,
3. 77— DR=JIIBEL, IRXRTDT7F7—bNL—VE2FRLET,

2.5 Cloud Monitor Java T—< 1 Y RO
Cloud Monitor (%, —N—ZKZRNCE=R) VTR AT AMIB AR ME=
RY) T2 bR ET, UTREA VA= VY —RDOHHERZ ST, ZOY¥—
Y 2D RIEN T,

ADAF=ILINX
- Linux: /usr/local/cloudmonitor

- Windows: C: \Program Files\Alibaba\cloudmonitor

70t R1EH
I—J Y DA VA =N, == ETRD 20D TR ANETFEINET,

+ Jusr/local/cloudmonitor/jre/bin/java

+ Jusr/local/cloudmonitor/wrapper/bin/wrapper
R— b DA

- B—HhIKZAPDTCP RK—1b 32000127 27RA L, T—EVZRHHEZTET,

- VE—FF—N—0D TCP K—F 3128, 8080. £7/Z443 0. "—t+rE—brE=ZXRVVIE
FUPE=ZZRY I TF—RVLAR—1DLDIIT7I7LRAENET, KA— b 3128 £7213 8080 i
Alibaba Cloud & X M S, R—1 443 3D F R M E T,

+ Cloud Monitor =—2 = > +D7 v 7L — FD7DIZY E— b+ — =D HTTP K— b
80277 EALXET,

I—-sx>hasy
B RY U ITTF—RDOu X, Jusr/local/cloudmonitor/logs \Z®HH 3,

- EH, Yrv bRV Y BXUETFT—r0u &, /usr/local/cloudmonitor/wrapper/
logs IZHH £,
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- B LU, Jusr/local/cloudmonitor/config/log4j.properties Zik 3T 5 Z

ETEHETEXT,
Y —ERE

- [usr/local/cloudmonitor/wrapper/bin/wrapper vt 2%, CPU {fHEMNFZLAY
ROVIREET, W 1IMBOXEY —Z2HELE T,

- [usr/local/cloudmonitor/jre/bin/java 7ot 213, ¥ 70MBOXEV -2 127D
CPU HED 1% 225 2% % LD E T,

A VAR ARy T =TI TOMBT, £ YA M=V THICK 200 MB O 74 A7 ERE S
ALET,

+ B3R A40MB DAR—ZZMHH L, 40 MB ZBX THEMT 2 LIHRIN KT,

CESRV YT RIFISHILITAESN, WI0KBODOA Y Tk y MifliEZ 5H L%
ER

s A== FTF=RIF3HFITLWEEIN, W2KBDOA ¥ Iy MEiEzZ AL X9,

NEpkTERIER

- Cloud Monitor ® Java =— = > FMZ JRE 1.8 IZHHARA TN TVWE T,

c Javar—E R I v =%, T, EFFOES, XL Windows ¥ — b A DEFRICHH
X x5,

© ss —s Aav Y FRETCPHHZ* ¥ 7F ¥ T2%DIMEHINE T, BIEOT AT AIZZDa
<Y EHRRVWEGAEL. iproute A VA =L T ERHEDNDHD £,

1A=L
[Cloud Monitor Java T— 2 > b DA Y A b —)L )] ZITBBL XV,
Alibaba Cloud MRIEL TWEWERZI FADI—S T MDAV X =LA

1. Cloud Monitor 2> Y —ize 27’4 > LE T,

2. FOFE s —2a v YRUT, [KRRAMEZXYV T2V 7 LET,

3. FREINLR=TDLEFICH % [Aliyunecs KA VA b= %27 Vv 7 LET, REND
[E=X—A VAP AHA F]XAT7BIT Ry VAT, T—Y =V bBLXUKR O
FIRL, W24 YA =L HEERRLET,
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2.6 Cloud MonitorJava I—Sx 2 P12V AX =)L

Linux A Cloud MonitorJava T—=x Y FD1IT VX =)L
BRI Tw3a<w >y R

# Running status

Jusr/local/cloudmonitor/wrapper/bin/cloudmonitor.

# Start

Jusr/local/cloudmonitor/wrapper/bin/cloudmonitor.

# Stop

Jusr/local/cloudmonitor/wrapper/bin/cloudmonitor.

# Restart

/usr/local/cloudmonitor/wrapper/bin/cloudmonitor.

# Uninstall

/usr/local/cloudmonitor/wrapper/bin/cloudmonitor.

rm -rf /Jusr/local/cloudmonitor

4 A P—)la<er R

sh

sh

sh

sh

sh

status

start

stop

restart

remove && \

avw YRRV —Ya ickoTEAED T, Whdsavry Fzav—L, —— ETroot

2—HF - LTHFEITLET,

W (F5) cn-gingdao

REGION_ID=cn-qingdao VERSION=1.3.7 \

bash -c "$(curl https://cms-agent-cn-qgingdao.oss-cn-qingdao-internal.

aliyuncs.com/release/cms_install_for_linux.sh)"

HiE (Jbxt) cn-beijing

REGION_ID=cn-beijing VERSION=1.3.7 \

bash -c "$(curl https://cms-agent-cn-beijing.oss-cn-beijing-internal.

aliyuncs.com/release/cms_install_for_linux.sh)"

HE (3% 1) cn-zhangjiakou

REGION_ID=cn-zhangjiakou VERSION=1.3.7 \

bash -c "$(curl https://cms-agent-cn-zhangjiakou.oss-cn-zhangjiakou-
internal.aliyuncs.com/release/cms_install_for_linux.sh)"

HE (7 7k b) ecn-huhehaote

REGION_ID=cn-huhehaote VERSION=1.3.7 \



bash -c "$(curl https://cms-agent-cn-huhehaote.oss-cn-huhehaote-
internal.aliyuncs.com/release/cms_install_for_linux.sh)"

HE (HiN) cn-hangzhou

REGION_ID=cn-hangzhou VERSION=1.3.7 \
bash -c "$(curl https://cms-agent-cn-hangzhou.oss-cn-hangzhou-internal
.aliyuncs.com/release/cms_install_for_linux.sh)"

Hi[E () cn-shanghai

REGION_ID=cn-shanghai VERSION=1.3.7 \
bash -c "$(curl https://cms-agent-cn-shanghai.oss-cn-shanghai-internal
.aliyuncs.com/release/cms_install_for_linux.sh)"

hE (%t >) ecn-shenzhen

REGION_ID=cn-shenzhen VERSION=1.3.7 \
bash -c "$(curl https://cms-agent-cn-shenzhen.oss-cn-shenzhen-internal
.aliyuncs.com/release/cms_install_for_linux.sh)"

HE (A7) cn-hongkong

REGION_ID=cn-hongkong VERSION=1.3.7 \
bash -c "$(curl https://cms-agent-cn-hongkong.oss-cn-hongkong-internal
.aliyuncs.com/release/cms_install_for_linux.sh)"

KE (U a2 L —) us-west-1

REGION_ID=us-west-1 VERSION=1.3.7 \
bash -c "$(curl https://cms-agent-us-west-1.oss-us-west-1-internal.
aliyuncs.com/release/cms_install_for_linux.sh)"

KE (/N—=7) us-east-1

REGION_ID=us-east-1 VERSION=1.3.7 \
bash -c "$(curl https://cms-agent-us-east-1l.0ss-us-east-1l-internal.
aliyuncs.com/release/cms_install_for_linux.sh)"

> ¥ R—)L ap-southeast-1

REGION_ID=ap-southeast-1 VERSION=1.3.7 \
bash -c "$(curl https://cms-agent-ap-southeast-1.oss-ap-southeast-1-
internal.aliyuncs.com/release/cms_install_for_linux.sh)"
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bash -c "$(curl https://cms-agent-ap-southeast-2.oss-ap-southeast-2-
internal.aliyuncs.com/release/cms_install_for_linux.sh)"
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REGION_ID=ap-southeast-3 VERSION=1.3.7 \
bash -c "$(curl https://cms-agent-ap-southeast-3.oss-ap-southeast-3-
internal.aliyuncs.com/release/cms_install_for_linux.sh)"
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bash -c "$(curl https://cms-agent-ap-northeast-1.oss-ap-northeast-1-
internal.aliyuncs.com/release/cms_install_for_linux.sh)"
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REGION_ID=ap-south-1 VERSION=1.3.7 \
bash -c "$(curl https://cms-agent-ap-south-1.oss-ap-south-1-internal.
aliyuncs.com/release/cms_install_for_linux.sh)"
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bash -c "$(curl https://cms-agent-eu-central-1l.oss-eu-central-1-
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-eu-west-1l.oss-eu-west-1-internal.aliyuncs.com/release/cms_instal
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REGION_ID=me-east-1 VERSION=1.3.7 \
bash -c "$(curl https://cms-agent-me-east-1.oss-me-east-1l-internal.
aliyuncs.com/release/cms_install_for_linux.sh)"
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REGION_ID=cn-hangzhou VERSION=1.3.7 \



bash -c "$(curl https://cms-agent-cn-hangzhou.oss-cn-hangzhou-internal
.aliyuncs.com/release/cms_install_for_linux.sh)"
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bash -c "$(curl https://cms-agent-cn-shanghai-finance-1.o0ss-cn-

shanghai-finance-1-pub-internal.aliyuncs.com/release/cms_instal
1_for_1linux.sh)"
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REGION_ID=cn-shenzhen-finance-1 VERSION=1.3.7 \
bash -c "$(curl http://cms-agent-cn-shenzhen-finance-1.o0ss-cn-shenzhen
-finance-1-internal.aliyuncs.com/release/cms_install_for_1linux.sh)"
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Address 7ZEFIP 7R
LA
Request BRI W74 | A VIZIRAaAYTYYHPRESN TV EHEITHR
content Fav T3, AxME : Hexadecimal Format | Text




NI R —K—

i

glullzl

i

Request
content

TXFAMEL
1316 EE T
FA b

Al RE

FE RN I BREINDZTFRAMNLFEDOLTE, T
FAMERBEZR 7 — I XFITHIGL TV ER A,
D% D, \n FHLWITOAS & LTEBINT,
SRATFLFINE 2200XF (Hie5 (\) & n¥)
EHIRLET,

16 HHIER V7 A bDay 7Y BTFA

b CFFNITRBIT Z 720 byte BOSIFHITH 555
A, TOXFHN % 16 #ELFHNZEHRT 5 Z LT
XE9, ZHuL— e LT, % byte i 2-byte ®
16 7oA h g, 72 213, (byte)l
1216 0751 01 &M X, (byte)27 1% 165
XFH 1B I E N E T

ZEHIL—ILIZHE - T, Java FERD N A F U LA
"{(byte)1, (byte)27}" i%. 16 #EXF% 011b %
7213 011B i x 3, CloudMonitor T
F. 16 EXFHN DR F & /I F RSN E R
A . Request content 7 1+ —)L FIZ3XXF4 011B
% AJ1L. Request content format % 16 %L
BRICREL £75

match
response
content
format

FERX N4
T ayv

RYFLARYRAVT VIYBPREINT VWS
BWHMTT, AXE . Hexadecimal Format |
Text

Match
response
content

TXFAMEL
1316 R T
FA b

Al hE

FHicOWVWTIX. Request content 5 X — & —
2B E W,




- DNS OFfliEE

NRIA—&— | VR | A
& m HE

Monitor KX4 % |&E

Domain

Name

DNS query |ERENA | BB | 4304 - A | MX | NS | CNAME | TXT | ANY

type JTav
BEEME : A

DNS server [DNSIP 7 F [EHESAJEE | 2D T X — X —DHEE XN TVWRWGE.

Lz CloudMonitor (ZEEED DNSIP 7 KL 2 2 {#i [

LET, XA VEFEREIP 7 FLRABANTE
¥,

Expected to)| 732 b7 4 | BWAATHE | iy 2 kX 4 > £ %722 IP 7 FLADY 2 b &

resolveIP |~ B
ANTLET, BT FXALVHAFEREIP T RL
AERLET,
HBELZVRAFDBDNS VA MDY Ty b THDB
BEDA, REPEIIL F 75,

- POP3 DFElIERE
NRIRX—&— |l WEIE | B
& m HE
x‘l’;‘imf URL BHE | poPp3(s) 7 b A EER LA, ANT ST
ress

RTDT7 FLABAZF—IEZATOVAIRERDD
%9, il : pop3s://pop3.aliyun.com
AX—BZERVT FLABANT S
¢. CloudMonitor 737 F L AIZpop3 & A ¥ —
<~ LTCEMLETS,
POP3 (s) i&. TLS Z{fH L CT7— &2 ZMES{LL £
S




NI R —K—

i

glullzl

i

username

7 ¥ A b

Password

7F A b

7H7 Y FiE USER BXU PASS a~r K&fl
HALUTERRrENZ 3,

BIHNRA—F—HE AT —FE2ANLT
{7Z&W, CloudMonitor iZ. Monitoring
frequency /%7 X — & —THE S 7R ERET
A& —Fy FRHELET, HHEHFIX DML
IRA—F—H SR — PO AP S h
GE. THUY IR Ty 2 XNBA[HEEDH D
ER

- SMTP OfEE

NI R —K—

fie

i1

Monitor
Address

URL

ANTBEITRTO7 FLRIZIERAF—<H
BENTOWIRENDHY £3, fi 1 smtp://

smtp.aliyun.com

AF—PEFERTVRVT FLRAZANT 2
¥, CloudMonitor 77 F L XiZsmtp % R ¥ —
< LTEML XS,

SMTP !X STARTTLS 2~ RTCTHEE LIBT3
F—N— L DRBETVET, X2V 71 THRE
AN E T % 2, RiLE®mbESbah
3




NRTRX—R— |fl WZE[AE |
& mI HE

username |7XAF WA |rpwy g PLAIN 3wy FTRAESNET,

Password |7 ¥R b WhZH o .
BIANRA—F—HE R —FZANLT
{72&W, CloudMonitor ¥, Monitoring
frequency /87 X — X —THEE X 17 SRR C
Av&—2y bERHL %S, HHEHEX D)
RIL—F =L RRT — PO AT HEICKIt S h
7=%a. ThAvY IR Tuy 7 EN50[eEERH D
EXR

- FTP DFflEE
NRIRXR—=R— A WA | @
& 7] e

Monitor URL DAZE| 5l : ftp://smtp.aliyun.com

Address

Are you i%‘fﬁ A | R f%fE : Anonymous Logon | Authentication

anonymous | 7 ¥ a ¥ .

logi Required B/ & : Anonymous Logon

ogin

Authentication Required %:#R L 72355, AR
BA—YF—RENRRT— R ANT 2RERDHD %
ER

username |7 At FTP FE A XN 5 2—F —H L X2 T — K,

Password |7F X}
Anonymous Logon Z#R L 72855, 2—¥—#
¥ anonymous . YAV — KX ftpeexample.
com 2D £,




475—LY—E2R

4.1 75—LY—EXDIBE
RAPE=ZXYV U ZOHEMBE, . 29V FY—VEPREZRY SV ITDA VARV A, HAETA X
ER) Y ITOWPEMICT 77—V — N ERETEET, 77— —E, ITXRTDY Y —
A, TV r—arvIn—7 FREHE—OA VAR RIHEHATE %Y,
77— LY=L A& Eifi. SMS X v t—, X—/, TradeManager. ¥ X DingTalk
Frv bRy M rOXEXERF I ZBE LT I—LEHIZYR—FLET,
TradeManager &, PC27 547 D7 7 —L@HIDAYR—1+ L %3, Alibaba Cloud
TITVEA VA=, 77— LBHZZITAZ D TEET,

RARNEZRVITDTS5—=LIL—=I
FAFE=ZRY DT RTOHPEMIZT S —2IL— N EHRETEXET, 77— 2HHHEEIIE
INT 1T T

959 FRY—EZRDT7S—=LIL—=)
Cloud Monitor ZfHH 322, 7597 RV Y —ZADHEBREZE=X—FT3-DDLZWHEHT
FT—LEREL, A VARVALY—ELRADAT—RAZEHRTE1-2DDARY N7 7 — L%
ETEZET,

HRARIAXEZZRZV I TS5—=LIL=)
HARRARE=ZRYV YT API ZH L TE=XRY VI F—X%ZLR— b L& oS 2 HlEME
W7 7 —bN— L ERETEET, WEMPEEINZLEWVMER BRI 77— M) H—
XN, HBEINEHGTETY 7— LBHINEEINE T,

HRAEALARY DT S—LIL—IL
HARLALNRY b APLI 2/ LTARY MMV ERE LT2R. ARV DT T —LIIL—ILERRE
TEE3, 77— —NAD=EIN2e, 779—LDB MU —3N, FHEINBHGETT
T — NMBEHIPEEINE T,



427 3—LT>7TL— DfEA

T5—LTY L — MEBERHHLT? S—2 =% T L — MR ETBAZ T, 79—
LV—EBIRIC T 7 — 2V — VBN ER T 2 DED RS BD T, ZOKREZMHHT S
Y. FHCARHIME CTHEMERFEEE ICBWT, EHA L 2R Eem EXB2 28 TEET,

TI—LTY T L= AT TV = a I —Fe I NE T, BB R

V—Z(ECS A AKXV A, RDSH—VE R, SLBA Y RAZXV A, OSS N7 v b2 ¥) 03d 555
B, EIARR=—RRZIBLTINSDV Y —AHDO7 TV r—>a v IN—TEER TS 2
EHRLEST, 20%R. 77TV V= 2T R, BRERT TV = ay -7
WEDTF Y FL— L 2BHATEEY, ZOBLRACED, TRTOEIRREY 2 —IHT
27 7—LN—NEGRIFRTEET,

7 7 4V b Tl&, CloudMonitor 13, ECS. RDS. SLB. CDN. Redis. MongoDB. OSS 7z
corug s MicthEoNEEE S, LI hZET S —AT7 0 L —FERAL XS,

ba s

c TI—LTY TV bME T IV T = a N —TF XDOAEHEINE T, 2Fh. 7I7—4
N—DYY—RHFAL LT, 77V T —aryZN—T2E&R L GECDOAT I —LT
YTV —rEREHTEET

- % Alibaba Cloud 7 77 > Fi2id, K100 D7 5 —LF > L — b 2EZHZ I LNT
ET

BT IT—LT VT — MR &K 30 HOWUEEEEZDZ LN TEET,

7oL T T L— MEREZ. HEODT 5 — 20—V EIERT 2D DUEICT EEE A
77— bN—NVET FT—LT T —hIANL Y RERTVWERA, 77— T7 Y7L —1
EHELEBR. COTY T L= 2L TERINLET 77—V —VEEBEINERA,
BR237 7V 5 —aIN—TD757—LN— L EFEeHTEHT T, ZELET Y
TL—V 287 PV r—a NV —FICHERAT 2R0E8ERH D £5,

To7L—FDIER

. CloudMonitor 2> Y —iza 74 Y L%,

CFEROFE S =2 ar 4 Y RUT, 774> 7577 FL— M ZERLET,
N VA AN N A R 0L 351 R VS A PS5 28

[ EAEER] OTO [T L — ] & [EA AL ¥ T,

TN LERELET, [V—DBEMEZ VLT, 77—2bL—)LEBINLZE
ED

G &= W N -


https://cloudmonitor.console.aliyun.com

6. BM 22V 7 L%,
Fr7L—hrOER

s T IVT—=a I N—TDERRICT T =TS L — bR
VY —Z2ZHD7 TV —2a I —72EKT % & 12, [MonitorAlarm] =V 7 TR
FDO77—LT VTV — b BIRTEES, 77V 57— a3y I n—REEIERINS
. CloudMonitor I3BIRXNST7F—L TV T L — MNCHOWTZIDIN—TD7 F— A
V=L L F 5,

T ALT YTV T7 V= a I — S ICEEEH
TIVE—2a I —FIMER LT, I —TF D7 T — LI —IVIEER L TR WIEES
. 79 —L7 L — b 2ERL T T Y L — b2 — AICREICEHTE $9,

Alarm Templates = Refresh Create Alarm Template

2018-04-26 01:19:30 View Medify Delete Apply to Group

2017-09-15 12:09:57 View Medify Delete Apply to Group

437 7=LIL—=]

4317 F—LI=ILDINFGRA—5—
2T LEWHEZ 7= L= DT X =R —=IZOWTHHAL 5
NFRA=Z—
- Product : £=%Y > 7% —¥ X (ECS. ApsaraDB for RDS. Object Storage Service
(0SS) 2 &) ,
- Resource Range : 7 7 — 2 )L— )L O#iPH, H#hE . All Resources . Instances
)
&ﬂ e
Resource Range % All Resources ([Z5E L7256, 77— 20— 1,000 LT DA
VAR AHEHENET, E=XY YINRY Y —ZADOEH 1,000 ZHEZ 555, fEE
SNTX PV IR EWACELLBRICY 72 2ZELARVEERHDET, 7I7—24
N— VRS 2N, $—EREHDOT7 TV r—a ¥ 7N =71V Y —R%ZEMT % Z



LERWRLET, L —TDOLEWVMET T — LA —IVEERT 3121, I —F L RER Y
AR=IJIEEL, [LEWMETZS—L]l 227V 2 LET,

- All Resources : 1#5E LY —ELRADFTRTDA VAR Y A% T T — LV— )LOEH N
RELTHELET, INHDA VARV ADR MY v ZBHEEI NI L EWHEISET 2
&, VAT LAET I—L@HITEELE T,

- Instances : {FEINA VARV RA%ET 7 — LV —LOBEHAMNRL LTHELE T, A
YARYADA MYy IPHEESNIELEWMEIGET 2. Y AT ART 7 — AlEAIRIR
ELET,

- Alarm Rule : 7 5 — 2V — L D%,

- Rule Description : 77— 2L — LV OAE, TDNRIA—K—iF, 77—LZ5|EELI TR

MUY 2R ERLET,

T —2b—NDWH  RARE=ZEZY TR B—DFRA MDA MY w7 EOF—REA
YRI5 BB THREXNE T, LEN>T, SHOBT200F—&ZFEAL ¥ P MEXH
3,

- S5O A 72 DN CPU SR EKE L7z 33 A4 Z LT 90% Z#EZ 5 © 5 57HY A 2
NTHRE SN S CPU FHED 20 FO 7 — 2 KA >+ OFGHEHD #fi Lz 334 74T
90% WA 2IRBEIEELE T, HESINLA MY v IR LEVHEIGET I, X7 A4
M7 T — LEHIZEEL £ T,

- 574 70 ® CPU R EH L 394 7 LTS 90% 2z 3 15570y 4 2
NTHE SN S CPUEHRD 20 fFO 7 —2 KA > +OfEd @kt L7z 334 71T 90%
ZHEASIREBEIEELET, HESINLA MV IR L EWVEIET 2L, YRAT LMY
Z—LEHZRELE T,

- 5V A4 70D CPU HZRHER Lz 3V A 7L T—E90% 2z 5 5570342
NLNTHE XIS CPUFHED 2007 —2 KA > F oAbk e d 1 FOfED #iki L7z 3
FAIZNTION 2R ZRERZIEELE T, HHESNLX PV y I L FWHIET S
. VAT LET T — L@ EE LT

- STV ATINDNRT Yy I3y NI—=O TN R NT T4 v 7 DERDEKELT 3
YA ZNVTS50MB/sEHEZ 5 .55V A4 7V THEINZ TV I 2y NI —=IT Y
FNTYRETI T4 97D 20D F—RKRA ¥ b DOHFFHIED 50 MB/s %l 2 % IKEE% 5
ELET, ESNAEX MYy ZALEWHEISET S, AT ART 7 — @/l 2 EE
LT,

- Mute For : CloudMonitor {%. #57& X N 7zfIstp345E MEGEK L TRH X 58120

Ay 77— LEHAZRELET, B/MER S 0T RAMEIER 24 TS,



- Effective Period : 7 7 — 2V — LV OAMPABI TS, AT AE 77— LA —ZHE-
T, ARHIBANCOAT 7 — 2@ ZREL £, BMBEIMNCT 7 — 2038 ELHE. >
AT LTRT 7 —LDRLHEDAZITVET,

- Notification Contact : CloudMonitor 237 7 — L @HI % %5 T 28K LN — 7,

- Alarm Levels : f§& SN 7@HAEICHET 27 7 —2DEREL NV ZHEELET. A
fi : CRITICAL., WARN, INFO,

- INFO : X—), DingTalk ChatBot Z{{H L T7 7 — 2@ ZEEL £ 7,

- Auto Scaling : Auto Scaling Z3#R L TL— L EZRET I L., 77 —oBWET 23R —
VY IN—NE NI H—-LET,

- Email Remark : 75 — 24 X —1DHh XX LRI, CloudMonitor i, 77— 2 X —
NeeBIZaXy M eEELET,

- HTTP CallBack : CloudMonitor (& POST V 7 =2 + 2 LT, HE LTV v &
URL7 FLRIZ7 97— %Tv>al%Ed, ZOa—niny2ZiE, HTTPR—ZXDVY 7 TR
MR L TOWE T,

4327 5—=LI—IDEER
CloudMonitor (X, 77V R —ELRDE=ZX)V 7 77— %R ELET, HISOX MY v
I%ZA L) —IREL. I TINTa—T 4 YT EMRMNMCFATLE T,
CloudMonitor 2> Y — L T7 5 — AL —LOEHEBED 2 HEE3 2D £5, ElloFe
F—2a U4 Y RUTI[77Vr—sar V-1 2E R, [7FVr—>arin—7]
R=IJIIBET 2/ BERE=ZRV VTR A TEZERLT, BT E2E=XV TR MYy
IR=JIBMT 2K [77—6]>[7F7—2—A] ZERL., [77—21—N] =T
BEIS 2 55T
TV = a N —TDR—ITT 7 —2L— L EM
c RAME=ZRY VIRV TT T—LN— L% EH
VIR —EREZZRY VI TT 7—LIL—NVEHRE
* HRARLEZRY) YT R=ITT 7 —LINV—NVEHRE



433MNSADTS—LDEZFIAH
TZTE. LEWMEZ7—L%2 X vt—I3—E 2 (MNS) CEZALHIEICOWTHHL £

ED

FIE

1. CloudMonitor iI2X 2% MNS AND7 57— LADEZAAZT[ TR, 2227V 7L E
3

2. OpenAPI Explorer #—¥t 2% f#i L. PutResourceMetricRule BfEZ MU LT, 77— 24

N—VZAERR L £,
3. PutMetricRuleTargets BIEZFEXHH LT, $EED T 7 — 2N =D 7 7 — L ZER L., XIS
5 MNS NTX—R—%RELZET,

ARN : "acs:mns:{$RegionId}:{$UserId}:/queues/{SqueueName}/messages" D
RTHHRD MNS F 2 —ZEELE T, 713, "acs:mns:{$RegionId}:{$UserId}:/
topics/{$queueName} /messages" DENTHED MNS by 7 ZIEEL £3,

XOBFITIE, PutMetricRuleTargets D85 X —X—%/RL T,

RuleId:"dbl7-4afc-blla-568512d5al1f9",

Targets: [{
Id: 1,
Arn:"acs:mns:{$RegionlId}: {$UserId}:/queues/{SqueueName} /messages",
Level: ["INFO", "WARN", "CRITICAL"],

1]
MNSICEZFRATAvE—IFNX

CloudMonitor (&, X v t—IAR3% JSON XFHEAT MNS ICEZIAAE T, MNS DX v
t— VAN EGHAADE, 75472 MERDESITRX ve—IHEEISON 75 L Ui
L%,

{
"ruleId": "putNewAlarm_group_778af9ba-a291-46ab-ac53-3983bceexx*x*",

"ruleName": "test",

//Current level.

"curLevel": "WARN",

//Previous level.

"preLevel": "OK",

//The 1instance that triggers the alarm.

"resources": "{\"instanceId\": \"i-uf6lrfofjd2iku7e*xx*xx\"}",
//The condition that triggers the alarm.

"escalation": {

"comparisonOperator": "GreaterThanYesterday",
"level": 3,
"statistics": "Average",

Iltagll: llWARNII’


https://ram.console.aliyun.com/#/role/authorize?request=%7B%22Requests%22:%20%7B%22request1%22:%20%7B%22RoleName%22:%20%22AliyunCloudMonitorDefaultRole%22,%20%22TemplateId%22:%20%22DefaultRole%22%7D%7D,%20%22ReturnUrl%22:%20%22http:%2F%2Fcms.console.aliyun.com%2F%23%2Feventsubscription%2Ffault%22,%20%22Service%22:%20%22CloudMonitor%22%7D
https://api.aliyun.com/#/?product=Cms&api=PutResourceMetricRule
https://api.aliyun.com/#/?product=Cms&api=PutMetricRuleTargets

"threshold": "o",
"times": 1
s
"metricData": {
"timestamp": 1534736160000,
"userId": "127067667954xx*x"
"instanceId": "i-uf6lrfofjd2iku7ex*xxx",
"Average": 470687744,
"Maximum": 470794240,
"Minimum": 470556672,
//Compare some metrics with those in the previous month and those
in the same period of the previous year.--Start.
"AliyunCmsPrevValues": { //Compared values.
"timestamp": 1534649760000,
"userId": "127067667954x*xx*"
"instanceId": "di-uf6lrfofjd2iku7e*xxxx",
"Average": 468463616,
"Maximum": 468549632,
"Minimum": 468258816
¥,
//Comparison formula.
"AliyunCmsComplexExpression": "100.0 *x (SAverage-$SprevAverage)/$$
prevAverage",
//Conversion formula.
"AliyunCmsComplexMath": "100.0 x (470687744-468463616)/468463616",
//Calculation result.
"AliyunCmsComplexValue": 0.47477070236336133
//Compare some metrics with those in the previous month and those
in the same period last year.--End.

1,

//Metric parameters.

"metricName": "memory_actualusedspace#60",
"namespace": "acs_ecs_dashboard",

"period": "60",

//Application group parameters.
"groupBy": "group",

"productGroupName": "RDS -instance group",
"groupId":'"44958",

//Alarm time
"lastTime": 327362743, //The duration of the alarm.
"time": 1534736160000, //The time when the data occurred.

"userId": "173651113438*x*x*",

"eventName": "AlertOk",

"eventType": "Alert",

//Use the following parameters to trace the alarm.
"batchId": "4272653-152082*x*x*x-0",

"version": "1.0"

4.4 75— LEi&5%



441 T 5= LEEXELVTS—LEEXRITIN—-TDERE
75— BHNE. T —LEERBLUT T — LEERIN—FIEEINET, TT— LI —
IMERDBIZ, 75— LB ZZ T B0 7 5 — LEERYL 77— LRERIT N — T EIEK
FTERENRDD T,
75— LEEFXDER
X—)L7 RLRARY, EELEDEMREER. WE. HIRTE T,
© 7T — LEEHDOVER
1. CloudMonitor 2> Y —nica 74 Y LET,
2. EOFEHF—a s VRUT [77—A2]DFD[75—2kER] 227V 7L E
T, [7 97— 2REREH] R—IBFERINET,
3. R=VE LD [7 57— LBEBRDER] 227V 2 LET, FREINEXL TRy 2
AT, EEXEDA—NLT7 FLABRYDIEREATLET,
BEINIZX—LT7 FUAMBIELL BRWE 7T — @RI EI R W=D, FEENEDIEL
WL BHERTARERD D £,
© 77— LEERDHE
1. CloudMonitor 2> Y —nicazZ 4 Y LET,
2. EOFEHF—2a U4 VRUT, [77—L]|DFD[757—2kER] 227V 7L E
T, [7 97— REREH] R—IBFRINET,
. [77arv]Ho [fE]l|Z27Vy 7 LT, RELDEREZREL £,
© 7T — LEEFOHIBR
1. CloudMonitor 2> Y —nica 74 Y LET,
2. EOFEHF—a s VRUT, [77—A]DFD[75—2kER] 227V 7L E
T [7 7 —LEEREM] R—IDPFRINET,
. [77var]HD[HIKRl 227V 27 LET,

ba
75— LEERZHIRT 2 2. CloudMonitor 7 5 — 2@HNE 7 DEERISEE IR LD
x9,

il

TI5=LEXEXRITIN—-TDER
T —LEERIIN—TIEF. LN EDO 7 S — LR EREEDB N TEET, RLT7I—
LIEERIZ. BROT7 7 —LEERIIN—FITEBINTEE T, 77— LI —ILKERIZ, IXRT
D7 T —LBHNET 7 — LEERIN—TEBUCTEETILEND D T3,


https://cloudmonitor.console.aliyun.com
https://cloudmonitor.console.aliyun.com
https://cloudmonitor.console.aliyun.com

© 77— LB N — T DIEK

1. CloudMonitor 2> Y —pizue 74 > LET,

2. FOF S —=2avv 4 YRUT, [77-L]DTD[77—0kEk] 227V I LE
T [77—LREREH] R—=IBRRINET,

3. R=Y DR EERCH B [7 T —bEEBRIN—T| XTIV 7 LT, 77 —2EERS
N—=TFYVZ YD EZFT,

4. G LD [7 7 —2KMERIN—TOER] 227V v 7 LT, [7F—LEERDIER] X4
TRy Ry 7 2AEFRRLET,

5. 7V—=T%%E AL, ZN—1BMT 2%EREEIRL 3,

© T I —LEEERITN—TDRREE

1. CloudMonitor 2> Y —niza 74 Y LE9,

2. KOFE TS —=>ary 4 Y RYT, [77—L]DTD[7F7—2ikExXK]| 22V I LE
T [7 77— 2REREHE] R—IDPRRINE T,

3. R=VOI|LEFICH 2 [7 7 —LEBRIN—T| 2TV 7 LT, 77—LbikE%RS
N—=TYVZA MY EZET,

4. [72>a ] Ho [[HEl 22V y 7 LT, FERIN—-TEHELE T,

© 77— KRBT N — T OHIBR

1. CloudMonitor 2> Y —ricae 74 Y LET,

2. EOF S —2arvv4 Y RUT, [77—L]DTD[77—0i%4ER]I 227 Vy 7 LE
T, [7 7 —REEREE] R-VDBERINE T,

3. R=VDREIICH 2 [7 57— EBRIN—T| ZTE IV Z LT, 75— LEERY
N—=TFYVZA YD FZE T,

4. [727>a1HoD [HIFR] 22V y 7 LT, #EHRIV—TEHIRL 5,

- BRI N— T NDREIRO—FEEM

1. CloudMonitor 2> Y —izmr 74 Y L9,

2. FOoFE sy —2arvs R T[Alarms] D T [7 5 —AKER]| 27V 27 LET,
[7 7 — 2R EEEH] R—IDBERINET,

3. 77— ALEXEHRVATI0H, BINT 2XELZERL XTI,

4. R=YDm MHICH B [EEhIN—T18M 22V 72 LET,

5. RKRENXA 7Ry 7 AT, HROKEELIN—TZENLT[OK] 227V vy 7 L&
ED


https://cloudmonitor.console.aliyun.com
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4575 —LOJDRFR

TITR 77—2uZ%2RRT 5 EICOVTHIIL T,

CloudMonitor 2> Y — LT, V—NAHEREFIN—-THTT F7—Ln T 2RBTEET,
FIE

1. CloudMonitor 2> Y —iuica 27’4 Y L£79,
2. FlloF s —2avo4 Y RUT, [79—4] > [77—2nZ]| ZERLT. 77—401
IR—TEHEET,

3. PRy FRXY VYR MPOMEFN ([T —2V—N] $REF [FA—T4]) ZERL., MR
N=ZF—TU—F2ANLET, BKR]IZ27Vv 27 LET,
4. XRTdLva—ReREL. [77>ary]asrn[r757]22Vy 2 L%,

5. 77— 2anr IR T HINHEMHZERNL £9, EHiL 31 HEIERIN LT 7 -0 72k
IRTEET,


https://cms-intl.console.aliyun.com

S5aAgE=RY VY

50 7 E=42 I VIDER
AAME=2Y Y 73EMNRBIN X 2 7 2T LT, faE3hka—A v Eki3Y E— oS
AFREAR=IDBIELLIBET 2002l L. WEXA LTV IRELLGE. £
AT —=RAA—= N7 T — LV — VTHRESNLFFICEINTZ I — 2R L ET, T OMKHE
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FLWAFIUDEM
WRO7Z TV r—2a I —TFOFMR—JBHLES, [HT7aVoBm %Z227Vy 27 LE
3, FREN/- AddResource R—I T, WHROTa X b4 VAR ZARFERL, [HEE]
2w 7 LET,
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O FE S =2 ar s YRYT, [TV = ar A= 2r7Vv Z LET
CRNROTN—=T 2 HBOF T, IN—T%%r Vv 7 LET,

AEEBO [LEWMETY F -] 22V vy 7 L& T

TRy FOREEERL., 10 3EBO7 7 — 2 — L EBILET, 77—LXHD=
ALZFREL, HAKFE TN —T2ER L, BNl 22V y 7 L%,

G = W N
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. Cloud Monitor 2>y —izaz4 v LET,

EloFesr—2arv4 Y RUT, [TV r—2a I N—F1%22Vy 27 LET,

RO ITN—T 2 HJHOFT, IN—T%H %27V 27 LET,
RBRENER=DDEEBO [V =T L — L EEH 22V 2 LTS,
BRI LT T L —FEERL, [OK] 227 Vy 7 LET,

—LIL—ILDHIER

G = W N

. Cloud Monitor 2> Y —nizaZ 4 Y L¥75,

CFEMOFES =2 a4 Y RUT, [TV a I A—=TF 7V 7 LET,
HNROT TV =2 a v IN—=T2R]OFT, IV—TH &2V I LET,
ERlOF e —2ar o4 Y RYT, [T =] By 2 LET,
CNBRDT T =N — N/ O, "7 a " OHIR] 22V 7 L TZDO—LRHIRL

F9, —EIEBDONLV—LEHIRT 212X, HIFRT 2EBEDNL—NLVEHERL T, 77 —2LL—
ND—EDTIZH2 [HIFR] 22V 27 LET,

F—=LIL—=IDEE

G &= W N

. Cloud Monitor 2> Y —uize 27’4 Y L3,

SO F =2 a4 Y RYT, [TV =2 ar I A—=T 22V v 7 LET,
CHBROT TV =2 a Y IN—=T /O T, IA—=TH 27V 7 LT,

o F =2 a4 Y RYT, [T A—N] BTV I LET,

CRROT T ==V E/ O, "I a " D[EE]E 7V 7 LTV A EEELE

j_o

7 I3=LIIL=ILOBEMEEIFEDL

TIVT—2alDAYVTFIVARAERE Ty 7L — FDEDICH—ERAREIELZWEA. ©
75— MBI TR DI 7 TV —a s I h—TFTDTRTDT T — LL— L&
TEET, AVFTFUVREREZI 7Y TV —F%ETR, 77— —NZ2GIMLTE T,

TNV T—2a v IN—TDITXRTDT 7 —LL— LD

1. Cloud Monitor 2> Y —izu 74 L9,

2. FlloFvsr—2avv4 YRUT, [PV —2a I nN—T %220y L%,
B MROT7T TV r—a I N—=T2RlOF, "7 a "D Ml 22V vy 7 LET,
4. [TRTDOT7 F—2N—NDEML] 22V 7 LET,
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AN A

s B W=

s TV —2a v IN—TDIRTDT 7 —LNL—ILDEML

Cloud Monitor 2> Y —1ua 274 > LET,
FHloFesr—2arvs YRUT, [TV r—2ar -T2y 7 LET,
MRDT TV =2 ar V=Tl "7 a " O FHMl 22V vy 7 LET,
[TRTOT7IF—21—NDEIMEl ZZ7 Vv 7 L E T,

TNV T—a v IN—TDEHDT 7 — LN — LD

Cloud Monitor 2> Y —uvicua 74 Y L5,
FlloFresr—>ay 4 Y RUT, [TV r—2a I nN—F1 %220y L%,
MRDT7 TV r—2arIN—T2RAOF3T, IA—T%H%27Vv 27 LET,
EfloFesr—aryvs Y RUT, [77—20—N] %2V LET,
WRDT7 S —LN—ILERBOF, "7 a "o L] 22V y 27 LTIDNL—L %5
MLET, ZOFEEZHEDERL MDD T T — 2=V E2NMELT 20, EROL—L%
BIRLT7 79— —BOTEH2 [kl 227 Vv 7 LET,

TN T—a v IN—TDEHDT 7 — LN —LDEIML

Cloud Monitor 2> Y —uizae 74 Y L3,
FHloFesr—2avvs YRUT, [7FV5r—2ayInN—T %220y L%,
MRDT7 TV r—2ar I N—T2RAOFT, IA—-—TH%ZI7Vv 27 LET,
EMoFEsr—>arvs Y RYT, [7F7—A0—N] %27V 7 LET,

WMROT7 T —bN—NER O, "7 a "D EMEl 22V 2 LTZDOL—L%EH
MCLES, ZOFIEEREDBEL DT 73—V —L 2GS 20, BHOL—ILE
BIRLT7 97— —BOFH2 [EWEl 227V v 27 LET,
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ARV FPEZZY U ITE ARV IEET XDV ER—F BR BRUETIF—LE=XV Y
THREDIRIE XN B 720, EIORAFRL — a VIZBIF 3 X X ERHINCEELEH,ATI
PLBRIICE=X—BIUOL A= FZNET, ARVIFEZXY U TICEST, ARV MEHD
BINADFAET 2L TR T I7—LBHIOZEHTES L5 £,

7 Query events
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SDK
JavaSDK I~ T 7T - ‘ 'ﬂ

Ty,

a .

A
Y

OpenAPl |
| ,fDDH
! ;

©

</> CloudMonitor \"‘*ﬁ
Ccfmmand- Receive alarms
line tool

_______________

Report data

ARV IFPEZRY T HARRA REZZY Y ZTDEWVILLTOE B T,

c ARV BFEZRY TR, REHRARY P E=RY U F—R B LR FBIUOEAEL, 7
T — L= IV CIREINSUENHI2EIND 7 T — LA ERINE T,

s WRARRAXE=RY 7T EHNCIEEINZRRIE=2Y V7 F—X 2L RK— 8
JUBEL, 77—V — IV THREINZENM-EIN2 T T — D ERINF T,
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LTEDIN—TDARY P EFRRTEIEDHTEET,

WMEXNEZIRTDARY P EFRRXEZ1I2E. UTOFIEIENE T

1. Cloud Monitor 2> Y —viza 74 Y L% T,

2. FloF sy —2avo4 Y RUT, (ARVIE=XZV T2V 7 LET,

3. ROBNIRT LI, ARVEFEZZRY VY IR=IT, [TRATLARY M TG [HRE
A RARY M IZHETRTDARY FERHRTEET,

Event Monitoring

Query Event

System Event v | All Products

0
16:40

CloudMonitor

CloudMonitor

Alarm Rules

2213

03:46 09:20 1453 20:26 02:00

Agent_Status_Running

Agent_Status_Stopped

Search

1h 3h 6h 12h 1days 2018-12-02 16:37:37 - 2018-12-05 16:37:37 B

0733 13:06 18:40 00:13 05:46 11:20

View the Detail | Create Alarm Rule

View the Detail | Create Alarm Rule
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Time
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| Event Monitoring

Alarm Rules
CloudMonitor v
22:13 03:46 09:20
Product Ever
Name Event Mame Leve
Agent_Status_Running
CloudMonitor CRT
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ET B KD 2ODTFEDNT N ZHEHL X5,
- k1L

1. Cloud Monitor 2> Y —uiZu 274 Y L¥9,

2. kflloFesr =2 a4 Y RUT, IRV IEZXZV T 27V 7 LET,

3. Z—F 9 ARV IOEMIH 2 [7F7— 2NV —NDER] 227 Vv 7 LET,

4. TRENB[ARY b7 T — 2O/ EE XA TR TRy 7 AT, 77—V —1D%

HiZ AJIL. RSS2 —n e @RGEZREL. [OK] 227V vy 7 LT,

- JiR2:
. Cloud Monitor 2> Y —iza 74 > LE7,
TEDFE S =2 a4 Y RYT, [TV ayIA—F Vv 7 LET,
CHRIN—=T Vv I LET,
Efloresr—>a>v s Y RUT, ARVINE=ZXZV T 22V 7 LET,
B—5y FARYMOEINCHZ [7F—NA—NVDIEK] 22V vy 27 LET,
FREND [ARV I T 7 —LDMER/EE] XA 7R TRy 7 AT, 77 —2LL—ND
HHiE AJIU. MBS 20— e BHGEEZREL. [OK] 22V y 2 LET,

o ¢k ow N
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Create / modify event alerts X

Basic Infomation

® Alarm Rule Name

L L U adipl idLsC LY, 9 S C W UNIUCT sLUNE, U Lligalalle

Event alert

Event Type

®) System Event Custom Event

Product Type

Redis -

Event Level

CRITICAL % v

Event Name

Select -

Resource Range

® All Resources Application Groups

Alarm type i

9293 FRMINRYH

92197V FH—EXRIRY FORT

ARV FPEZZY VTR, EIERIZITV R —LP R TERINZTARTDOI AT A
ARY POFETOBEB IUORRBETEET, 60—V 2AOEHRNOMEZRETE X
RS
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NIEIERIN—TDV Y —RZHFICEEN T oNE T, UKD, HL0IEHOE

=2 ) U ZERERAE L. TR EEE O - RELE TS
H—EXATEDIRATLARY FORT

1. CloudMonitor 2> Y —icu 74 > LET,

2. FloF e sr—2 a4 Y RUT, [ARVINE=ZZRY UV 27V 7 LET, ARV
FBoRYIVITR=IDPERINET, ARVIEXATE[TRATLARY M ITRELET,
P—ELRORBYy TR VYA DL H—ELRAEERL, ARXVFDFRY TXT VYR MH
BARY PEBEIRL 3, WRHEFAZERL £ 3, 68 LRM#EPFAMNICREAE L7z RV b
PERINFET,

3. ARV MBS 2 [T 272 a VAT FEMllERR] 227V vy 7 LT, 4 XY b OFElZRR
L&Y,

IN=TEDIRATLARY FORT

AVARV AT TV r—2a v I N—FZ e BT 254, FEDT7T TV r—>a vy rin—

TWRT7I7E2ALT, IV—THNDA VARV ARZHET B RATLANY P ERRTEZ L DHA]

BET

1. CloudMonitor 2> Y —iza 74 > L& 3,

2. ElOoF s —>ar w4 Y RYT, [PV r—=>ay =T 220y 2 L%d, 77V
r—a I —TFR=INPFRINET,

3. IN—=T%% 7V LT, ZIA—TOFMR—DIBHL T,

4, IN—TFDFHMR—IT, ElOF S -2 ar o4 Y RFUD ARV INEZZY T %2
Vo7 LET, ARVIEZZY VI R=JWZE, INA—=THDA Y AX > RAIHHET 52 R
TLARY PHRRRENF T,

922V AT LARY 75— LDER
vFus

120 ko AlibabaCloud 702 &7 MZBWTI AT AARY FBRELEZE X, AT LA
Ry MV TGEICHER L, ZhosD A XY MEEFN O Z BEL T 2720, A XV bES
R TDT T — LRI ROBHIGIEE R L £ 3,

C VRATAARY VDT T =LA, BE. TFAM FREETFAARA v LTE
BFxnxd,
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« VAT AARY ME, MNS F 22—, #FEV—v 2, BXUOURL a—A Ny ZIZEEEINE

ED

73 —LIL—ILDIERK

N -

. Cloud Monitor 2>y —niza 274 > LE3,
CEHOFE ST -2 a v 4 Y EOT, [ARVIEZZRY IRV ZLET,
75— =] R ITR=DT, HGLEBICHE [AXRVETIT—LDIER] 227 Vv 27 LE

T [ARVYETIT—LDENR/EE] R4 TR TRy 7 ANPKRREINET,

CHAERIV T, 79— —AE B AN LET,
JARVETS—A]l U TT. UTOEREZ AN LET,

a. ANV MO S AT A4V MEERLE T,

b. 7u X7 rOfFfH., A XV FLRIL, A XY M BRICESWTIERZ AL TLEZX
W,

c. VY —RHH: [TRTOVY—R]FRE[7FVr—>arv -] %8 RLET, [T
NTOY Y —R] ZFERLEGE, VY — 2B oMo TEDEESNE T, [7
TVr—=>aryIN—=F1 27 Vy 2 LEGE. ELL 12537 SV r—a
YIN—=THNDY Y — ZZHINDPFE LT 8 2O ARBHDPEEEINE T,
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6. 75— LOFHEZEINL 3. Cloud Monitor TlX. 77— 45@%l. MNS ¥ 2 —,
KEEY —E A, BXUURLa— ANy 7D 4EO7 77— LB R—bPENZE
3

Alarm type

¥ Alarm notification

Contact Group Delel

Default Contact Group :

Notification Method

Warning (Message+Email ID+ Ali WangWang+DingTalk Robot ;

+Add

MNS queue
Function sarvice

URL callback

PS5—=LIL=ILDTRX
77— L= IVICEHRESZIN TS MNS F 2 —BXUKRES — AR ELLEEEL TWB 2 %
RT3 0I1C, SATLARYE TS — LT A MERRZHEH LTI AT LARY VOFEER S
a2l —bFTEET,



LHE I—HFHA R [ 9ARV FPE=ZZXY T

1. ARV FEZZRY VY THD [T 57— 20— ] RITR—JIZHH L %

ER
| Event Monitoring
Query Event Alarm Rules
Enter the name of alarm rule to search Search
Rule Name Enable Rule Description
& | Enabled  ECS | CRITICAL | Insta

2."7202a " DITAMNEZ VI LET,

. TRAMNTBARVYINZIZ VI LET, ZVUv I LEARY MBS 22 T VY PHRRE
NEF, BHFICHESVT, A YVAXVRID REDFEREINZT7 4 —VRELEHETEET,

4. [OK] 227 Vv 253, SRATARZZFOHRIIHESNTARY b2
EEL. 79— — LV THRELT 7 — 2@, MNS F 21—,
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I—HPHA K] 9ARY I E=ZXY VT

BHEY — P 2. BXUOURL 2— ANy 2R EZ MUV —L F

ER

Create event test

Product Type ECS

Event Level :CRITICAL

Event Name

Content(JSON)

{

"product™: "ECS",

"content™: {
"executeFinishTime": "2018-06-08T01:25:37Z2",
"executeStartTime": "2018-06-08T01:23:377",
"ecsInstanceName”: "timewarp”,
"eventld": "e-t4nhcpgcu8fqushpn3mm”,

"eventType": "InstanceFailure.Reboot”,
"ecsInstanceld™ " , -

L1

b

"resourceld”: "acs:ecs:cn-hangzhou:1270676679546704:instan
"level™: "CRITICAL",

"instanceName": "instanceName",

"status”: "Executing”,

"name”: "Instance:InstanceFailure.Reboot: Executing”,
"regionId”: "cn-hangzhou”
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93NWRZLARY

931 ARBLARY FT—R2DLEKR— b

ARV FPEZRY Y TIIE, DRARLARY P2 LER=1F57200 API BEBHESIN TV
T, oD API ZHEH L TA XY FHEOBIS ZINE L. CloudMonitor iIZLR— M TE
o ARV MEHOBIANFERICT 77— MEMEZETE2 X517 7— bPL—LE2/HKT 2 C
EHTEXT,

CloudMonitor !%. API. Java SDK. 3 XX Alibaba Cloud CLI Z{#H L7=7F—XDL K—
T4 Y IBELTWE T,

HIPRSIA

- 1> AlibabaCloud 77V > ' 2 5HEETEZ 2L R— MV 7T X ORI, 1D
K20 4T,

- 1HOLVAR—-FTEETEZ ARV ML, K 100 T3

- 1HDVAR—=FTEETEE T —&H 4 XE. K 500KB T3,

APl ZERBLT-T—2DLKR—F
« TVKRKRA VB
https://metrichub-cms-cn-hangzhou.aliyuncs.com

VTR DX

POST /event/custom/upload HTTP/1.1
Authorization:<AuthorizationString>
Content-Length:<Content Length>
Content-MD5:<Content MD5>

Content-Type application/json

Date:<GMT Date>

Host: metrichub-cms-cn-hangzhou.aliyuncs.com
x-cms-signature:hmac-shal
Xx-cms-api-version:1.0

X-cms-ip:30.27.84.196
User-Agent:cms-java-sdk-v-1.0
[{"content":"EventContent","groupId":GroupId,"name":"EventName","
time":"20171023T144439.948+0800"}]

VIIZAPMNRT X —K—

Fail AT IRNMER Wt

name String WA AR b




E2:0] 24T WIAMERE wti

groupld Numerical WA ARV MDIET S
7TV r—=yavy
N—7D ID

time String WA A R+ DOFRAERH

content String WAIE A4 R b OFEM

c VIR PNy X—DER

TRIZ, ARVFNE=ZZY Y ZHAPIDY VT X bAw X —%ZR L E7,

ANy X — it} e

Authorization XA PRl XA, N
AccessKeyld:SignString

User-Agent el 79472 DA,

Content-MD5 ezl Y7 TR AR DIET MD5
Ny T azitBEUTHIRL

72y TARTRKXFDSLFH,
VI TANRZAIDBRWGE
FAE,

Content-Length Bl RFC 2616 1@ X 17z,
HTTP V7 Z XA FDAXDE
T, VT TR MR RN

B d R,

Content-Type XA HTTP V 7 X s DAL DX
4 7, fi%h7zfE: applicatio
n B XU json,

Date XA HTTP V 7 =X + OfFHEX

ALARAR Y TNy H—, D
Ay & =%, RFC1123 g
WHERLL . GMT ZffF (f:
Mon, 3 Jan 2010 08:33:47
GMT) .

Host A HTTP V 7 = 2 b D5ERL
AR M, (https:// 2ED
Tabarny X—i3EEN
2\, ffl: metrichub-cms
-cn-hangzhou.aliyuncs.
com)




ANy X —

vidl}

B

X-cms-api-version

pal

APION—Y a v, BED
)‘\‘—'\\/‘\E y&i 1-00

X-cms-signature

pa]l

BLZNLITY XL, BIEY

R—bFERTWVWBREHLT LT
U X L& HMAC-SHAL1 ©

Ho

X-cms-ip

pal

ARV M2 LR—=FFTBY—
N—=DIP 7 FL X (fil: 10.1
1.1),

- BHTNLVITY XL

BHEVYR—-— IR TVEEHLT7 LT Y X L1E HMAC-SHAL DA TS,

1. Alibaba Cloud AccessKey O-X 7 % #Efifi L % 3

API1 YV 7 Z A b DT I RNE/ZENRT 51213, AccessKey ID ¥ AccessKey Secret
TR X 2 AccessKey DR 7 Z 3T 2 BB H D £3, BIFD AccessKey DR 7
ZHEHT2ZS, HILORTZERLTHEHAT2ZdTEX 9, AccessKey DR
B, 77T 4 T THHIRERDD T,
2. V72X P OBHTINRERL £,

API B THNE, HITP V7 ZAFDRA Yy By Ay X —, BEU AL THRSNLE

ER

SignString =

\Y
+
+
+
+
+

ERB + "\n"

CONTENT-MD5 + "\n"
CONTENT-TYPE + "\n"

DATE + "\n"
CanonicalizedHeaders + "\n"
CanonicalizedResource

EROHXT, \n BEITZRT7 =T F%/RL, 77 RS (+) ECFHEREHEE 7 2R
LET, BOMIERD IS ICERSINET,

e TR 51
VERB HTTPV 7z X D XYy |PUT. GET. XU POST
F%O o

CONTENT-MDS

HTTPY 7 =X F DA D
MDS5 Offi, §RTRXFD
&

875264590688CA6171F6
228AF5BBB3D2

CONTENT-TYPE

VI IRAPDAEXDERA T,

application/json




TR

{51

BXUxacsDFL 74 v
I ADIME NI A Z L
Ay X=X o THR I
7= 3FH

DATE HTTP V 7 = X b DfEHE Mon, 3 Jan 2010 08:33:47
BADRAR Y TNy H—, GMT
RFC1123 Uzt
GMT %z {HH,

CanonicalizedHeaders |HTTP VY 27 =X T x-cms |X-cms-api-version:0.1.0\

nx-cms-signature

CanonicalizedResource

HTTP V7 ZZA+DY Y —
A THRE 7307 (1
i)

/event/custom/upload

CanonicalizedHeaders OER G EIZ XD B D TT,

a. 7L 74927 R x-cms BLY x-acs BMMENTITRXRTOHTTP V7 X by
X —DHFTZ N FITERL T,

b. FEOFIETHIF L/ CMS A AR LY 7 TR b Ay X =% RIACUHRE R F T,

c. VIZIZA Ay E—tarysrYOEDRXYD X FOMmMDRAR—-ZZHIFRL £,

d. IS RTOANYy X—raryrryEXYDH

7zCanonicalizedHeaders Z 1 L £ 9

CanonicalizedResource ODE G EIZ XD B TT,

F5 (\n) TIRYID . LAY

a. CanonicalizedResource ZZED X 74| (") L LTHKELE T,

b. 7 27t 25® URI (ffl: /event/custom/upload) Z5|HFORICHAL %3,

c. YZ TR MY XFH (QUERY_STRING) & EN TV BIHAE. BERIFF (2) & AN
L. X527V XF4|% CanonicalizedResource XX FH|DRBIBML F 3,

QUERY_STRING lZ. URLICEENB VI TR+ T X —R—DFFERLFH|TT, 8
TR =R —DLATCEORICES (=) ZHA LTI EERLET, NTA—K—0D




LT MEHDORT7IX, FEEIECHRFZ O, 78332 F (&) TEHR I T 2 E
MLET, REXDEBH T,

QUERY_STRING = "KEY1=VALUE1" + "&" + "KEY2=VALUE2"
3. VXA MDFTTENEBH LML LT,

BEHR—F SR T023EL T LTV X4 HMAC-SHAL DATY, ROXZMHL T
BYUERAERL XS,

Signature = basel6(hmac-shal(UTF8-Encoding-0f(SignString),
AccessKeySecret))

LARY ZADEFHE

HTTP A7 —&X 22— K 200 DRI NE T,
- B

- V7RO

POST /event/custom/upload HTTP/1.1

Host: metrichub-cms-cn-hangzhou.aliyuncs.com
X-cms-api-version:1.0
Authorization:YourAccKey:YourAccSecret
Host:metrichub-cms-cn-hangzhou.aliyuncs.com"
Date:Mon, 23 Oct 2017 06:51:11 GMT
Content-Length:180

x-cms-signature:hmac-shal
Content-MD5:E9EF574D1AEAAA370860FE37856995CD
X-cms-ip:30.27.84.196
User-Agent:cms-java-sdk-v-1.0
Content-Type:application/json
[{"content":"123,abc","groupId":100,"name":"Event_0","time":"
20171023T144439.948+0800"}]

- LRAKRYZROH
{
"code":"200",
"msg":""//The returned msg is null when the reporting 1is normal.

Java SDK #fEAL=T7—42DL K-k
- MavenDR{FR%

<dependency>
<groupId>com.aliyun.openservices</groupld>
<artifactId>aliyun-cms</artifactId>
<version>0.1.2</version>



</dependency>

B V2=

public void uploadEvent() throws CMSException, InterruptedException
{
// Initialize the client.
CMSClient cmsClient = new CMSClient(endpoint, accKey, secret
)3
//Construct two events to be reported.
CustomEventUploadRequest request = CustomEventUploadRequest
.builder ()
.append (CustomEvent.builder ()
.setContent("abc,123")
.setGroupId(1011)
.setName ("Event001") .build())
.append (CustomEvent.builder ()
.setContent("abc,123")
.setGroupId(1011)
.setName ("Event002") .build())
Lbuild();
CustomEventUploadResponse response = cmsClient.
putCustomEvent(request) ;
List<CustomEvent> eventList = new ArraylList<CustomEvent
>0

eventlList.add(CustomEvent.builder ()
.setContent("abcd,1234")
.setGroupId(1011)
.setName ("Event001l") .build());
eventlList.add(CustomEvent.builder ()
.setContent("abcd,1234")
.setGroupId(1011)
.setName ("Event002") .build());
request = CustomEventUploadRequest.builder ()
.setEventList(eventlList).build();
response = cmsClient.putCustomEvent(request);



Alibaba Cloud CLI Z{EB LT —2DL K-

1. RifESAF

AlibabaCloud 77V > FBXU7H Y Y FTHEHT 3 RAM 22— —Z2/E L. F7-
CloudMonitor ¥Rt 5. X7z RAM 22— —HDO7 7t A X —%2ER L £ 7,

a. RAM 2 —% —%ZfERL %7,
RAM | User Management  Refresh

Dashboard

UserName v | Searc

User Name/Display Name Actions
Groups

Application_group. 0181101 142710 Manage | Authorize | Delete
Policies Application_group : Join Group
b cs-group-test 0181040 16:32:30 Manage | Authorize | Delete

cs Join Group
Settings

grafana-test Manage | Authorize | Delete

2018-10-10 19:22:49

ActionTrail arafana-test Yo Group

b. RAM . —#%#—® AccessKey ID ¥ AccessKey Secret Z4: & L % 5,

Q  Message?*

gilling Management  Enterprise  More ™  English

< | babasgieng
User Details
® Basic Information Edit Basic Information ~
User Authorization P...
e User Name uID Created At 2019-02-11 17:18:40
User Groups
o Display Name
Mobile Phone Ema
(2]
Descriptior
©
| Web Console Logon Management @ Disable Console Logon Reset Password ~
= = You must activate MFA@ ast Logon Time: 2019-02-12 17:00:14 On your next logon you must reset the password
Q
I MFA Device ~
Type Inroduction Enabing Satus .
VMFA Device Application calculates a 6-digit verification code using the TOTP standard algorithm. Not Enabled Enable VMFA Device 4
x ¢
I User Access Key Create Access Key ~
& - B
ev 1D Status Created At Actions

RAM 22— —Z CloudMonitor R %} 5L % 3

More EM W English 0

Edit User-Level Authorization

have all the permissions of this group. A member cannot be added

Available Authorization Policy Names Type Selected Authorization Policy Name Type

System

Provides

o AliyunCloudMonitorAccessingEss.. Cstor S

AliyunCloudMonitorAccessingEss... Custom

AliyunCloudMonitorFullAccess
Provides full acce...

ol -




2. CMSSDK D4 A b—JL
- Windows TDA Y A b — L HEEROLEBHTT,

cd C:\Python27\Scripts
pip install aliyun-python-sdk-cms

Rpavwy FEETLTLogtaill 7y 77 1L—FLET,
pip install --upgrade aliyun-python-sdk-cms
+ Linux TOA YR b= A HEEIRDOEEH TE,
sudo pip install aliyun-python-sdk-cms
RXDa<wy FEEFTLTLogtail 7y 7L —RFLET,
sudo pip install —upgrade aliyun-python-sdk-cms
3. E=XV VI T—RDLKR—b
PutEvent API ZffH LT, €E=X VY77 —X%ZLK—-bPLET,
- Windows TOH :

aliyuncli.exe cms PutEvent --EventInfo "[{'content':'helloworld','"
time':'20171013T170923.456+0800"', 'name':'ErrorEvent', 'groupId':"’
27147'}]"

« Linux TOH :

aliyuncli cms PutEvent --EventInfo "[{'content':'helloworld','time
':'20171023T180923.456+0800', 'name': 'ErrorEvent','groupId':'27147
l}]ll

- T=RDUR=IPIEFICUEINTGE, AT —X 23— K200 BRI NET,

ECode": "200"

+
r7—a—F
5 G T § i
200 EH
400 747 MY TR MO LT —
403 MREERRHL, IR, % 7= SRR AN 2
500 MR — =TT —

RAM 2 —¥—0Di%i



RAM 2 =% —=D7 7 EAF—TAXY b7 =X ZLAKR—- T 2IZIE RAM 2—¥ =
CloudMonitor tRZ2 53 2 BEZ A H D 9, MRENEG LEPo785E, T—XDLER—
MRIZ, ARV M 27y O —FTEFHA, iBAHIC RAM ZHHLTLZX V] EWVWH Ay
I NTRINZET,
1.RAM 2>y —rizua2f v LET,
2. FlloFe s —>arv4s Y RUT, [2—F—-]1%227Vv 7L ET,
3. [2—HF—] R—I T, RAM 2—H% =I5 $ 3 [BE D [Frl 22V 7 LET,

s — e

Dashboard
User Name/Display Name Description Created At Actions
Groups
B — 2019-04-08 16:42:02 Manag — b=
Policies @D
Roles -
. 2016.03.96 12:30:52 Manage | Authorize | Delete
Join Group
Settings
Manage | Auth Delet
2019-03-11 16:18:57
ActionTrail Join Group

4. [#FA[] *—> T [AliyunCloudMonitorFullAccess] #3#R L. [OK] Z#RL £ 3,

Edit User-Level Authorization

Members added to this group have all the permissions of this group. A member cannot be added to the same group more than

once.
Available Authorization Policy Names Type Selected Authorization Policy Name Type
Cloudmonitor Q AliyunCloudMonitorFullAccess System
] Provides full acce...
f\llyunCIoudMomtm ReadOnlyAcce... System
AliyunCloudmonitorInstallRole L
Customn
<
AliyunCloudMonitorAccessingSLS... Custom
AliyunCloudMonitorAccessingEss... Custom
Close

I32ARVYINEZRVIIDRANVTIZI9T1 R
A—R75—2X

BIAME T —E RFATHICREAE T 2 AIREEA I H D 5, —HROBISNIHERITR E DT ETHENIC
BILSNETH, S hnwiinsd b 3, HREZHSNI, BEOERBZTHTsI X


https://ram.console.aliyun.com/#/overview

HHEF, LEdoT. ThoofstzidiRl. FEDKRANIMINIL ZIZTF7—L% MY
H—F 2L RT LPRETT, ERDHGETIEZ, 77407 Z2HRIL, FEDS AT A, Tk
z213¥A — 7> —ZDELK (ElasticSearch, Logstash, Kibana) icn 27 #[UEL %5, Zh
BOF =TV =R AT LE. BRBOBMLR TS AT 2 oSN E T, BB &
WIRPDZDIT, METAYTFH Y RT 2008 L 72> TWE T, CloudMonitor i1 X
FE=XY U UBERERRME L. 0o OREE SIRINRRL £ 5

RDOFIT, ARV FE=ZRY ¥ IREREDERTTEICOWTHHL £3,
F=RX2574
1. iDL K-+

ARYFMEZZY O TE, T—XLAR—FrDLDHD 2DODJj{%, JavaSDK ¢ Open API %
REELE3, DUTIE JavaSDK ZHH L TF—&Z L AKR— T3 HERDOVTHHL 7,

a. Maven IZIK{FBREEMNT 5

<dependency>
<groupId>com.aliyun.openservices</groupIld>
<artifactId>aliyun-cms</artifactId>
<version>0.1.2</version>

</dependency>

b. SDK o #J#i{t

// Here, 118 1is the application grouping ID of CloudMonitor.
Events can be categorized by applications. You can view group IDs
in CloudMonitor application grouping list.

CMSClientInit.groupId = 118L;

// The address is the reporting entry of the event system, which
is currently the public network address. AccessKey ¥ Secret /

key ZMHANDEICHERRICHEH S E 3,
CMSClient ¢ = new CMSClient("https://metrichub-cms-cn-hangzhou.
aliyuncs.com", accesskey, secretkey);

C. FoREFAMICLE—FFEHEIPEWELET,

CloudMonitor f XY FE=Z VYV 7 TlE. T 74V FTHEILAR— FRY O —D$Efit X
nx¥, EfE. fififuca— FaET. LR FEINEAXRY MIEEESRD D, T—&
Bhkbhiznwz & T9,

Ll ZOEIBRY =IO HEDH D £, /XY PLEAR—-—bPa—Fi&
YRR — NIZHDIAETNTED, 2y b7 =7 DEFPHAELGEICa— FD3HK
THgT o, BEOL IR RHELEZ20REVPDD £, ZLOEIRRATF
VATIE, 100% [FETE AR F2REE Likwizd, Bl JERLR—roh



T THH T, 4+ % LinkedBlockingQueue 12E %A%, ScheduledE
xecutorService ZfHH L TNy 7 ¥ FTIERIICAN Yy FLR— F2FITLE TS

//Initialize queue and Executors:
private LinkedBlockingQueue<EventEntry> eventQueue = new
LinkedBlockingQueue<EventEntry>(10000) ;
private ScheduledExecutorService schedule = Executors.newSingleT
hreadScheduledExecutor () ;
// Report event:
//Every event contains its name and content. The name is for
identification and the content contains details of the event, 1in
which the full-text search is supported.
public void put(String name, String content) {
EventEntry event = new EventEntry(name, content);
// When the event queue is full, additional events are
discarded directly. You can adjust this policy as needed.
boolean b = eventQueue.offer (event);
if (! b) {
logger.warn("The event queue 1is full, discard: {}", event
)3
+

//Submit events asynchronously. Initialize scheduled tasks.
Report events in batch by run every second. You can adjust the
reporting interval as needed.
schedule.scheduleAtFixedRate(this, 1, 1, TimeUnit.SECONDS);
public void run() {

do {

batchPut();
} while (this.eventQueue.size() > 500);

private void batchPut() {
// Extract 99 events from the queue for batch reporting.
List<CustomEvent> events = new ArraylList<CustomEvent>();
for (int i = 0; i < 99; i++) {
EventEntry e = this.eventQueue.poll();
if (e == null) {
break;

events.add(CustomEvent.builder().setContent(e.getContent
()) .setName(e.getName()) .build());

if (events.isEmpty()) {
return;

// Report events 1in batch to CloudMonitor. No retry or retry
in SDK is added here. If you have high requirement for event
reliability, add retry policies.
try {
CustomEventUploadRequestBuilder builder = CustomEven
tUploadRequest.builder();
builder.setEventList(events);
CustomEventUploadResponse response = cmsClient.putCustomE
vent (builder.build());
if (!" 200".equals(response.getErrorCode())) {
logger.warn("event reporting error: msg: {}, rid:
{}", response.getErrorMsg(), response.getRequestId());

} catch (Exception el) {
logger.error("event reporting exception", el);



d AXRYFLER=-TIDTFE
- 7TELhttparyiru—J5—-ofiftE=%2Yy >

FRHEHME. HTTP V 7 2 X MZZBOBINDBFET 2R E S P E=X—F5 LT
T 157570 OFINBHA—EDRELZEZ 2L, 7I7—B bV H—ShEF, FE
DEANE, Spring 4 > & —t T X — H—=TL v b 74 &K ZOMOTI / nd%
FFHLTHTTP YV 7 A 24 X —t T 528 TT, HISBRELLEGSER
TIWEREN, 7o —bN—NERETDHIETT 7— LB VT —SNET,

YT, ARYFLER—PFDTFETT,

// Each event should be informative for searching and locating
. Here, map is used for organizing events and converted to Json
format as event content.

Map<String, String> eventContent = new HashMap<String, String
>0

eventContent.put("method", "GET"); // http request method

eventContent.put("path", "/users"); // http path

eventContent.put("exception", e.getClass().getName()); //
Exception class name for searching

eventContent.put("error", e.getMessage()); // Error message of
exception

eventContent.put("stack_trace", ExceptionUtils.getStackTrace(e
)); // Exception stack for locating

// Finally submit the events 1in the preceding asynchronous
reporting method. Since no retry is performed in asynchronous
reporting, event loss of small probability may happen. However
, it is sufficient for alarms of unknown http exceptions.

put ("http_error", JsonUtils.toJson(eventContent));

image.png] (http://ata2-img.cn-hangzhou.img-pub.aliyun-inc.com/
864cf095977cf61bd340dd1461a0247c.png)
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To NYIZIVRRRAIZRRA = F a2 —URRLEDE IR AT F VA TR, kD
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//Event organization of the message queue:

Map<String, String> eventContent = new HashMap<String, String
>0

eventContent.put("cid", consumerId); // Consumer ID
eventContent.put("mid", msg.getMsgId()); // Message ID
eventContent.put("topic", msg.getTopic()); // Message topic
eventContent.put("body", body); // Message body
eventContent.put("reconsume_times", String.valueOf(msg.
getReconsumeTimes())); // The number of retries after message
failure

eventContent.put("exception", e.getClass().getName()); //
Exception class name in case of exception
eventContent.put("error", e.getMessage()); // Exception message



eventContent.put("stack_trace", ExceptionUtils.getStackTrace(e
)); // Exception stack
// Finally, report the event



put ("metaq_error", JsonUtils.toJson(eventContent));

LR= MR, ARV M RHEELET,
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Content-Type

String

application/json @ A2%3%
A—FENTVET,

Date

String

HTTP V 7 = A F NDFEHRE 2
A LARY TNy X— (RFC
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Host

String
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1. Cloud Monitor 2> Y —niZun 74 Y LET,

2. KFflloFesr—>a> w4 Y RUT, [HWARAEXRA X=XV T 22V 2 LETD,
HARIA RE=ZRY) VT R=IDPEREINET,

3. MEDT7 TV r—2a vy I N—FHERINGERL., X4 LSV —XDR=JIZT 7
AL %7,
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Custom Monitoring
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Search
env: public SampleCount Delete | Setup Alarm Rule
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- metricName & dimensions @ Key-Valueld. 64 N1 F 22223 TEEHA,
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- Average: F¥f#
- Maximum: & Kfi
- Minimum: &/M#
- Sum: A&l
- SampleCount : 77 > b
- SumPerSecond : &t 2 MIET 3 EFHIBOEHWETE -7 D, BEIEE 2R L CHE

REtETAZLBTEET,
- CountPerSecond : 77 > F =ML 2 EH IR OGO TE I - 72d D, BEIPEEZEH
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https://metrichub-cms-cn-hangzhou.aliyuncs.

V—Yay V—arID TV FKRA Vb

HrE (i) cn-hangzhou http://metrichub-cn-
hangzhou.aliyun.com

HRE (BRZR1T) cn-zhangjiakou http://metrichub-cn-
zhangjiakou.aliyun.com

HrE (L) cn-shanghai http://metrichub-cn-
shanghai.aliyun.com

FRE (k) cn-beijing http://metrichub-cn-
beijing.aliyun.com

TE (F5) cn-gingdao http://metrichub-cn-

gingdao.aliyun.com

R (Rt )

cn-shenzhen

http://metrichub-cn-
shenzhen.aliyun.com

HE (&)

cn-hongkong

http://metrichub-cn-
hongkong.aliyun.com

HE (774K )

cn-huhehaote

http://metrichub-cn-
huhehaote.aliyun.com

UAE (K 31) me-east-1 http://metrichub-me-east
-1.aliyun.com
KE (Varsr—) us-west-1 http://metrichub-us-west

-1.aliyun.com




V—a v V)—a v ID b VZ N N IV

KE (X=P=7) us-east-1 http://metrichub-us-east-
1.aliyun.com
HA (Hx) ap-northeast-1 http://metrichub-ap-
northeast-1.aliyun.com
KAV (7527 TN1) eu-central-1 http://metrichub-eu-
central-1.aliyun.com
F—=ZAFZ7V7 (¥ F=—) ap-southeast-2 http://metrichub-ap-
southeast-2.aliyun.com
YT R ap-southeast-1 http://metrichub-ap-
southeast-1.aliyun.com
~L—=>7 (/7517 — |ap-southeast-3 http://metrichub-ap-
) southeast-3.aliyun.com
AR (L¥nNg) ap-south-1 http://metrichub-ap-

south-1.aliyuncs.com

DR/ BN - 374

POST /metric/custom/upload HTTP/1.1
Authorization:<AuthorizationString>

Content-Length:<Content Length>

Content-MD5:<Content MD5>

Content-Type:application/json

Date:<GMT Date>

Host: metrichub-cms-cn-hangzhou.aliyuncs.com
x-cms-signature:hmac-shal

Xx-cms-api-version:1.0

X—-cms—1ip:30.27.84.196

User-Agent:cms-java-sdk-v-1.0

[{"groupId":101,"metricName":"" "dimensions":{"sampleNamel":"valuel
" "sampleName2":"value2"},"time":"","type":0,"period":60,"values": {"
value":10.5,"Sum":100}1}]

C BHTALITY RN
B, HMAC-SHAL B4 7 V3V XL DAY R— P INTVET,
1. Alibaba Cloud AccessKey X 7 ##fi L £ 3

API YV 7 TR DT Y XNVEX LM T 5121E. AccessKey ID & AccessKey Secret T
M X 3 AccessKey R7 2T 2 0EDH D £5, BHFED AccessKey R 7 % {#iH



TH5ZH, FILLWRTZZERTZ2ZdTEET, AccessKey R7IFHRTRIF UL

RYEVA,

V7T A DBHLTINRERL 5,

API B 7513, HTTP Y 7 = X k@ Method, Header. BX U Body 74 —J)L Kb

MRS x9,

SignString =

ERB + "\n"

CONTENT-MD5 + "\n"

DATE + "\n"
CanonicalizedHeaders + "\n"
CanonicalizedResource

\Y
+
+ CONTENT-TYPE + "\n"
+
+
+

EREDHKT, \n BBITLR Y —FXFZRL, 7T RG0S (+) 3. XTHIETEHE T 2R
LT, ZOMDOFRITEIRD IS ITERINTVET,

£l TEFE 51

VERB HTTPV 7z X +D XYy [(PUT. GET. POST
[EZ

CONTENT-MDS HTTP V7 XA D Body |875264590688CA6171F6
74—/ FO MDS5 fH, fE |228AF5BBB3D2
BRXFDOXXFHTRITN
B2 D EEA,

CONTENT-TYPE Y7 TR MAD Body 7 4+ — |application/json

L KAl

DATE

HTTP Y 7 = 2 F N
XA DAR Y TN X —
(RFC 1123 Rzl he
W, GMT fZHERE % ffi )

Mon, 3 Jan 2010 08:33:47
GMT

CanonicalizedHeaders

HTTP VY 7 =X + T x-cms
B LU x-acs &\ HEUHEEE
PV AR LAy B —
THERR X 7275

x-cms-api-version:0.1.0\
nx-cms-signature




e EFR il
CanonicalizedResource |XD+t 7 a > THHLT [/event/custom/upload

w3 k512, HTTP Y 27 =
Z Y Y =22k o THERK
XN FH,

FioFE D CanonicalizedHeaders 1. KD XS5 ICHRIATVET,

a. x-cms & x-acs DFIEEFHFEFFOTARNTO HTTP V7 T A b\ B — % /NCFITEHR

LS,

b. HiOFMETHIF L7 CMS AR X LY 7 LR Ay X —%, HEANEFOFANETY —

LT,

C. VIZIZTAMwXR—tarsrrYolo, XUHXFomliced s AR— 2% $XTH|

FRL %9,

d. TRTOAYE =2 ar7 V% \nt L —X—TRXY D, &EY
7zCanonicalizedHeaders Z kL £ 9

i oD CanonicalizedResource lZ. XD Lk S ITHR I TVE T,

a. CanonicalizedResource #ZEDXFH| (") IZHREL T3,

b. /event/custom/upload ¥ D7 7t A L7=\ URI Z5|FFfF CHA E 3,

c. VZITAMIZ Y XFH| (QUERY_STRING ) & N 2Ha. BRI (2) 7z
XF%% CanonicalizedResource S FEH|DORRBIZEML £ 35

QUERY_STRING &, URLIZ&EENZ Y TR b 8T X — &R —DFFERTHITT,
FEE (=) PN TRX=Z—DAHT L HOMICEE XN, XFHEHRL £F, key-value




DR7E, HEANEFOFIATY — P&, 7288 7 F (&) THHE S X758 2 TR
LEd, REXRDOLBHTY,

QUERY_STRING = "KEY1=VALUE1" + "&" + "KEY2=VALUE2"
3. VXA MDFTTENEBH LML LT,

Bift. HMAC-SHAL1 BH 7LV V X LDABYKR— SR T0ET, RONXIFHLZLE
R B7-DIEHEINET,

Signature = basel6(hmac-shal(UTF8-Encoding-0f(SignString),
AccessKeySecret))

c YUIJIZAMNRTIA—R—

NI R—R— 5= WZE [N T HE At

groupld long WA TIVr—=vavy
N—7"1D

metricName string Wh7H X Y v 7 DHH,

X MYy 7,
BT, BLUETV
H—=2a7 (). »
A7 () BULF
(). ATy >a ().
Ny JRA7v¥als
Eoaxy x—rxff
ATE%d, o
IR TI, WK
ElX 64 N4 FTT,
I L 723 X
FHLHYIDIETS
NEI,




NI R —K—

57— 5

WAZH [ R RE

At

dimensions

object

07|

TARAYTayy
7, key-value X
T FTANTLEY
TY, XN
BT, BLUETV
H—=2a7 (). »
A7 (). UVAFR
(). A7y >a (/).
Ny TRA7v¥als
EDaxr x—r%fH
HTtx%9, key-
value R 7 D AREL
310 TY, keyd
RAEIX 64 N1 b
T3, value Dk
FlX64 N4 b T,
s U 7o SCFECF
FirollhiETtohn
0

time

string

X NV Z{ERE
XS =R
20171012T132456
.888 + 0800
1508136760000 7z
. "yyyyMMdd'T
'HHmmss.SSSZ" ¥
K. E7X long ¥
RDEA DRARYT
EYR—FLTVE
KRS




NI R —K—

— & Al

Ny

WAZH [ R RE

At

type

int

07|

LAR—bINfED
T8, 0 3%
T—&%2XRL, 11&
Eitr—&eHKLE

of

o

Kitr—&z2 L R—
P2 XX 608
¥ 300 B D%
st %% L
R—+F3zx#
BLEI, 20t
Tk, 7HMEREEL
=RV ITT—
2T HZLiE
TEXEHEA,

period

string

A AT HE

a4 7L (BH
f)o

type OfED 1 DGH
L ZDT74 =L R
WZHTT, fEIX. 60
F£721% 300 T,

values

object

XA MYy Zfioar
7 aY, typed
fE2 0 DG . key
X "value" © A &

"Y, EF—4&n

LAR=PFENFT,

CloudMonitor (&,
HitEF oL 7 —
REHR AT

b AR DWVL
OPDT—RRA TS
WHE L E T,




JavaSDK 2B L7=7—2DL K-
- JavaSDK O A4 > X b —u

Maven ZfiHH LT JavaSDK Z A4 > A b —)L§ 2 & =X, ROKFEERZEML TL &
W,

<dependency>
<groupId>com.aliyun.openservices</groupld>
<artifactId>aliyun-cms</artifactId>
<version>0.2.4</version>

</dependency>

L AR RAEHE

AT LAIHTTP A7 —2 22— K 200 2R L £73,
-

- Y2

POST /metric/custom/upload HTTP/1.1

Host: metrichub-cms-cn-hangzhou.aliyuncs.com
Xx-cms-api-version:1.0
Authorization:yourAccessKeyId:yourAccessKeySecret
Host:metrichub-cms-cn-hangzhou.aliyuncs.com"
Date:Mon, 23 Oct 2017 06:51:11 GMT
Content-Length:180

x-cms-signature:hmac-shal
Content-MD5:E9EF574D1AEAAA370860FE37856995CD
X-cms-ip:30.27.84.196
User-Agent:cms-java-sdk-v-1.0
Content-Type:application/json

[{"groupId":101,"metricName":"" "dimensions":{"sampleNamel":"
valuel","sampleName2":"value2"},"time":"","type":0,"period":60,"
values":{"value":10.5,"Sum":100}}]
- LARYZADH
{
"code":"200",
"msg":""//The returned msg is null when the reporting is normal
+
a— F o

- EF—RDLE— b

CMSClientInit.groupId = 101L;//Set the common group ID.
CMSClient cmsClient = new CMSClient(endpoint, accKey, secret
);//Initialize the client.
CustomMetricUploadRequest request = CustomMetricUploadRe
quest.builder()
.append (CustomMetric.builder ()
.setMetricName("testMetric")//The metric
name
.setGroupId(102L)//Set the custom group ID.
.setTime(new Date())



.setType(CustomMetric.TYPE_VALUE)//The type
is raw data.
.appendValue (MetricAttribute.VALUE, 1f)//The
original value. Key must be an original value.
.appendDimension("key", "value")//Add a
dimension.
.appendDimension("ip", "127.0.0.1")//Add a
dimension.
Lbuild())
Lbuild();
CustomMetricUploadResponse response = cmsClient.putCustomM
etric(request);//Report data.
System.out.println(JSONObject.toJSONString(response));

- BROELHHMOE 7 -2 ZHFINCLAR—-PLE T,

SDK Tldu — A NVEHEO T — XL AR—FZ2HR—FLTVWET, T—XFI17FRIESH

DM THFITE X5,
5=l atid LS X eV fEHE (%0,
TARYTay, flx
DRFRAN, LK
% DEEHIM 2 BR
<)
value REK 7o Y LastValue DSto3 [#) 4 KB
RTOT BT 4
gauge B+ IVE LastValue 4814 b
meter Aat & HE Sum, SumPerSeco |50 A
nd
counter VA7V SampleCount 10 x4 b
timer AR SampleCount # 4 KB
, CountPerSe
cond, Average
, Maximum,
Minimum, PXX(
P10-P99)
histogram Pkl SampleCoun # 4 KB
t, Average,
Maximum,
Minimum, PXX(
P10-P99)

//Initialization

CMSClientInit.groupId = OL;
CMSClient cmsClient = new CMSClient(accKey, secret, endpoint
);//Create a client.



CMSMetricRegistryBuilder builder = new CMSMetricRegistryBui
lder () ;

builder.setCmsClient(cmsClient);

final MetricRegistry registry = builder.build();//Create a
registry, which includes two aggregation periods.

//0r final MetricRegistry registry = builder.build(
RecordLevel. _60S);//Create a registry that only includes aggregate
data with an aggregation period of 1 minute.

//Use value.
ValueWrapper value = registry.value(MetricName.build("value"));
value.update(6.5);
//Use meter.
MeterWrapper meter = registry.meter (MetricName.build("meter"));
meter.update(7.2);
//Use counter.
CounterWrapper counter = registry.counter (MetricName.build("counter
")
counter.inc(20);
counter.dec(5);
//Use timer.
TimerWrapper timer = registry.timer (MetricName.build("timer"));
timer.update (30, TimeUnit.MILLISECONDS);
//Use histogram.
HistogramWrapper histogram = registry.histogram(MetricName.build("
histogram"));
histogram.update(20);
//Use gauge.
final List list = new ArrayList();
registry.gauge(MetricName.build("gauge"), new Gauge() {
@Override
public Number getValue() {
return list.size();
+

s

Alibaba Cloud CLI ZfEBL7=7—2DLK— b
Alibaba Cloud 7 # v > + O #{

Alibaba Cloud 7 4 v > F Z2{E L %3, XK. 7AY Y FHDO RAM 2—H—ZFR L.
CloudMonitor O#FR %> RAM 2 —#— AccessKey 24K L7-Z L 2R L TL X
[N

« RAM 2 —H#—DIERR

) Home  Products«

RAM RAM

Overview U sers

Identities A~

3 A RAM user is an identity entity. It represents a user or application in your organization that needs te access cloud resources.
Groups

You can manage users in the following steps:

Settings

SSF\ -| User LDQDH Name



R I—HFHA R [ 10 HRZLE=ZRY T

- RAM 2 —#—® AccessKeyID ¢ AccessKey Secret % 4%

= (=) Alibaba Cloud
RAM

< testuseriiflal B 1§ WL peoplieenrs s

Overview
Basic Information £ Modify Basic Information
Identiti ~ .
Username testuser@3216910111316385.onaliyun.com (] Copy uiD 294839358064739555
Groups Display Mame testuser Created May 17, 2019, 11:45:39
Note Mobile Phone Number
Users
Email Address
Setting
Permis: ~ Authentication Groups Permissions
Grant:
ool Console Logon Management £ Modify Logon Settings
oli
Console Access Disabled
RAM Roles
Required to Enable MFA lext

MFA Device £ Enable Virtual MFA Device

Virtual MFA Device

An application that follows the TOTP standard algorithm to generate a 6-digit verification code

User AccessKeys

Create AccessKey

AccessKeyld Status Last Used @ Created

« RAM 2—#—12xt LT, Cloud Monitor 7 7 & ZHEfR % {1 5-

Add Permissions X
f—
o X
ooty
Swmpoies © Q suwawa(0) e

Alibaba Cloud CLI ® 4 A b —JL

A7 LAELE D Linux, UNIX, %721 Mac OS

s HEL AR AR F =KXy u—F53
B#® CLI % Alibaba Cloud CLI GitHub 225 &% > u— RFTt% %9, CLIIZ
MacOS. Linux, B XU Windows (x64) TEfEL 3, v Fr—I%RHELIZS, 774
% [usr/local/bin 74 L 7 N VICBEIT 225, $SPATH BRBEZLEIEML £ 3%

- HE2. Y —2a—FrRay 41T 3
Golang ¥ili%z £ YA F— A LTREL. FIHZE-TY—Ra—FE2&yru—FLTay
NRANVLET,

$ mkdir -p $GOPATH/src/github.com/aliyun

$ cd $GOPATH/src/github.com/aliyun

$ git clone http://github.com/aliyun/aliyun-cli.git

$ git clone http://github.com/aliyun/aliyun-openapi-meta.git

Document Version20200122 181



$ cd aliyun-cli
$ make install

Alibaba Cloud CLI ®#&

Alibaba Cloud CLI %#f# /3 % #ijic, aliyun configure 2~ > F%3%47L T, Alibaba
Cloud V Y —RXZH-UH T 70D AccessKey, V—Ya v, BIXUSHEEZHRET 2HENDD
%3, Alibaba Cloud 2>V —1® AccessKey R— T, AccessKey Z{ElEB X UFRT %
. AT LEHENS AccessKey EFATF TR BN TEET,

$ aliyun configure

Configuring profile 'default'

Aliyun Access Key ID [None]: <Your AccessKey ID>

Aliyun Access Key Secret [None]: <Your AccessKey Secret>
Default Region Id [None]: cn-hangzhou

Default output format [json]: json

Default Language [zh]: zh

Alibaba Cloud CLI i3, ¥V F2—¥—3EZHYR— L TWET, $aliyun configure --
profile userl =~ > K %347 L T, Alibaba Cloud API ZM-UH$TZ BN TE 2% RAM 21—
P—RIEETEET, RORIWRTESIZ, $ aliyun configure list a2~ FEFEITL

TRAM 22— —REZFRRTEET, Profile 5|7 2 &Y X7 (¥) &, ZOFENFEHIN
TWsZe%ZRLET,

Profile Credential Valid Region Language

default * AK:***{9b Valid cn-beijing zh

aaa AR FHFHRH Invalid

test AK:***456 Valid en

ecs EcsRamRole: |Valid cn-beijing en
EcsTest

Alibaba Cloud CLI TlZ. configure 2= > FdD1%IZ --mode <authenticationMethod>%
FA—R—%BMT 2T, SEIFGENEAEEHEHTEES, BE. UTO 35080
ERTR—TF TN TVET,

LGRS ]

AK AccessKey ID & Access Key Secret % & %
£

STS Token STS h—27 > TT,

RamRoleArn RAM 2 —#—® AssumeRole 77 > a > %
FEMHH L £ 55




G WaRes AiHA
EcsRamRole ECS 1 > A& > 2D EcsRamRole 77 > =
VEMOHL T,

FE=RY T T—RDLKR—F
PutCustomMetric API 2L T, £E=&X VYV V7 F—&X%ELRK—FLZET,

aliyun cms PutCustomMetric --MetriclList. 1.MetricName cpu_total --
MetricList. 1.Dimensions '{"sampleNamel":"valuel","sampleName2":"
value2"}' —--MetricList. 1.Time 1555390981421 --MetricList. 1.Type 0
--MetricList. 1.Period 60 --MetriclList. 1.Values '{"value":10.5}' --
MetriclList. 1.GroupId "O"

T—ABEHICLR— FSNGE AT —&Z 23— F 200 RSN ET,

{

"Message": '"success",
"RequestId": "F69F5623-DDD6-42AE-AE59-87A2B841620B",
"Code": '"200"

-

H
N
|
1t
[
2
Elﬁl:

200 IEH

—HRIXIEH

"reach Max time series num" 2%% X 41
7HmElE. RRRIBUSEL TV T,
7 x— R Th, NERRRIIZHIFRS %
TERHERLET,

"not allowed original value, please

upgrade service" 2SR XN HH, T —X
DUAR=PZHR—FLTORVEERAN— 2
YEMHALTVWE I ERLTVET,

"type is invalid" 2R 2 72355, type 85
X=X —DEIFEN TS, TDNRITRX—K—
DIED 0 £/213 1 THZ Z e 2R LTLE
SRR

400

29347 M)A MO LT —




T7—a—F

glnuzl

B

403 MRRERIL, FREVESE, & 721 3RFFA]

500 WY —N—T 5 —

RAM 2 —¥ —3FiiF

ARV 7T —%% RAM 2—H%—0D AccessKe TLR— k3 5H{I1C, MiEF % RAM 2 —%—IC
CloudMonitor #RZ 532 EBH D FF, ZNHDT 7 AMRBNEG I TVIRVE
Bl T—&XZ L AKR— 1T 5L =2 "cannot upload, please use ram to auth" 5 7n >
7T EHRRREINET,

1.
2.

RAM 2>y —iZu 74 LEY,

FERloFesr—2arvs Y RUT, [2—F -] ZERLET, [P -] R-IDPERIN
£9,

. %435 RAM 22— —Z3&R L. [HRDEM 22Vy 27 L%,

.1t represents 3 user or
iin the following steps:

Grants

May 17, 2019, 11:45:39 Add to Group] Add Permissions | Delete

. &N TzR—2T [AliyunCloudMonitorFullAccess] Z#RL, [OK] 227 Vv 7 L &%

j_o

Add Permissions X

Principal
testuser(@
Select Policy
System Policy Cloudmaniter o Q Selected (1) Clear
Policy Name Note i N
s AliyunCloudManitorFullAccess
AliyunCloudMaonitorFullAccess ram.custom, SystemPolicyName.AliyunCloudMeonitorFull Acce...

AliyunCloudMonitorReadOnlyA.. ram.custom,SystemPolicyName.AliyunCloudMonitorReadOn...



https://ram.console.aliyun.com

1034y aRi—RKRDERTE
FEo RV T —REDARLAE=RY I LER— b L2 ffICE=XYV VT —&R D
IVRTEDDR YT aR— F2ERTEET,
c Xy var— FOERK
1. CloudMonitor 2> Y —nica 74 Y LET,
2. KO F e r—>a> v 4 Y FUT, [y PaR—K>[HREAL AKXy aKR—F] %
70w 7 LETD,
3. GLEBCHB [Fv P aR—FDER] 227 Vv 2L, ByTaR—F&HEANL, [TEK]
727U L. BvakR—FE2EHRLET,

Create Dashboard

test_dashboard



https://cloudmonitor.console.aliyun.com

- 77 7 DB

1. LMo [FZ7 708N Z22Yy 27 L%,

2. lEMEDZBER V706, [HRERRAX]| X TRV I LTI 7% AN LET,

3. MRREM, FEHITIE BRUTRX Y a v 2BIRLET,
4. [RFl 22 Vv 7L, RECRELE T,

o Select Metrics

Dashboards Log Monitoring Custom

‘Customn Monitoring e online-application Heat Map Gradient Range: |0

127.24

100.00

50.00

0.00
19:29:00 189:35:00 19:43:20 19:51:40 20:00:00 20:08:20 20:16:40

MetricStoreReader—Average—cluster.cms

Metrics: | MetricStoreReader - | | Average h

Dimensions: cluster.cms T

+AddMetrics

auto

20:27:0
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