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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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This topic describes why template validation fails.

FormatFormat
Make sure that the template is a valid JSON or YAML file with UTF-8 encoding. The files are valid if  their
content can be correctly interpreted as JSON or YAML.

Version (ROSTemplateFormatVersion)Version (ROSTemplateFormatVersion)
Make sure that ROSTemplateFormatVersion is correctly spelled and the value is 2015-09-01.

MappingsMappings
Make sure that mapping definit ions meet the Resource Orchestrat ion Service (ROS) requirements.

Not ice Not ice Functions cannot be used in mappings.

ParametersParameters
Make sure that parameter definit ions meet the ROS requirements.

Not ice Not ice Functions cannot be used in parameters. If  the parameter definit ion contains a
constraint  and a default  value, the default  value must also conform to the parameter constraint.

ResourcesResources
Resource IDs cannot contain forward slashes (/).

A resource definit ion must contain a Type property whose value is of the String type.

A resource definit ion can only contain values of the Type, Propert ies, Metadata, DependsOn,
Delet ionPolicy, and Descript ion propert ies.

OutputsOutputs
A value must be defined in an output.

Unsupported resource typesUnsupported resource types
If  the template contains unsupported resources, validation fails.

OthersOthers
Make sure that the size of the template file is no larger than 512 KB.

Make sure that the template contains only the following top-level objects:
ROSTemplateFormatVersion, Descript ion, Mappings, Parameters, Resources, and Outputs.

1.Why did template validation fail?1.Why did template validation fail?
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This topic describes the causes why a Resource Orchestrat ion Service (ROS) stack fails to be created.

Name duplicationName duplication
Stacks that you create must have unique names.

Invalid name formatInvalid name format
The name of a stack can contain only letters and digits. The name cannot start  with a digit .

Resource creation failureResource creation failure
If  a resource in a stack fails to be created, the stack also fails to be created. For example, if  an Elast ic
Compute Service (ECS) resource in a stack fails to be created due to insufficient  memory in a specified
region, the stack also fails to be created.

Quantity limit reachedQuantity limit reached
You can create up to 200 stacks in ROS. For more information, see Limits.

2.Why a stack fails to be created?2.Why a stack fails to be created?

FAQ··Why a st ack fails t o be creat ed
?
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This topic describes the possible reasons why a stack fails to be deleted and the corresponding
solutions.

A stack may not be deleted due to the following reasons:

The stack is in the process of an operation.

You do not have the permissions to delete the stack.

When a stack fails to be deleted, perform the following operations:

1. If  the stack is in the process of an operation such as create or update, you must wait  until the
operation is complete before you can delete the stack.

2. If  you use a Resource Access Management (RAM) user to delete a stack, you must make sure that
the RAM user has the AliyunROSFullAccess permission. For more information, see Grant permissions
to a RAM user.

3. If  the problem persists, submit  a t icket.

3.What do I do if a stack fails to be3.What do I do if a stack fails to be
deleted?deleted?

Resource Orchest rat ion Service FAQ··What  do I do if a st ack fails t o 
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This topic describes how to configure password confirmation when you create resource instances.

ContextContext
When you create a stack, you enter the logon password only once. However, when you enter the
password, it  is possible to enter a wrong password and get locked out of your service instances, such as
ECS and ApsaraDB for RDS instances.

ProcedureProcedure
1. When you define  InstancePassword , set  Confirm to true to enable password confirmation.

"InstancePassword": {
    "Confirm": true,
    "NoEcho": true,
    "MaxLength": "41",
    "Description": "The login password of ECS instances",
    "Type": "String",
    "ConstraintDescription": "Consist of 8 to 41 characters of alphanumeric characters"
,
    "MinLength": "8",
    "AllowedPattern": "[a-zA-Z0-9]*"
},                   

Not ice Not ice Confirm can only be used when NoEcho is set  to true.

2. Configure Instance Password in the Conf igure T emplat e Paramet ersConf igure T emplat e Paramet ers step of the Create Stack
wizard.

4.How do I configure password4.How do I configure password
confirmation?confirmation?

FAQ··How do I configure password c
onfirmat ion?
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This topic describes how to use Resource Orchestrat ion Service (ROS) to specify images for ECS
resources.

PrerequisitesPrerequisites
An Alibaba Cloud account is created. To create an Alibaba Cloud account, go to the Alibaba Cloud
official website.

ContextContext
If  you use one of the following resource types to create ECS instances, you must specify images for the
instances.

ALIYUN::ECS::Instance

ALIYUN::ECS::InstanceClone

ALIYUN::ECS::InstanceGroup

ALIYUN::ECS::InstanceGroupClone

You can use one of the following methods to set  the ImageId parameter in a stack template:

Specify an image ID.

Specify an image by fuzzy match.

Select  an image by using the Associat ionProperty parameter.

Specify an image IDSpecify an image ID
If  you have the ID of the image that you want to use, specify the ImageId parameter in the template.

1. Log on to the ECS console.

2. In the left-side navigation pane, choose Inst ances &  ImagesInst ances &  Images > ImagesImages.

3. Click the Public ImagePublic Image tab.
Find the target image ID on the Public Image tab and record it  for later use.

4. In the ROS template, set  the ImageId parameter to the image ID.

For more information about template creation, see Create a template.

"ImageId": { "Type": "String", "Description": "Image Id, represents the image resourc
e to startup one ECS instance", "Default": "centos_7_04_64_20G_alibase_201701015.vhd"
},

Specify an image by fuzzy matchSpecify an image by fuzzy match
If  you do not need specific versions of CentOS or Ubuntu images, you can use fuzzy match to specify an
image ID. ROS uses the value you enter to find the best  match.

ROS uses the following rules to find a match:

If you specify only the operating system of images, such as CentOS, Windows, or Ubuntu, ROS
matches the latest  64-bit  image version.

If  you specify a major version of an operating system, ROS matches the latest  64-bit  version of the

5.How do I specify images for ECS5.How do I specify images for ECS
resources?resources?
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system based on the major version. For example, if  you enter CentOS_6, ROS matches the latest  64-
bit  version of CentOS 6. If  you enter Ubutun_14, ROS matches the latest  64-bit  version of Ubutun_14.
If  you enter Win2008r2, ROS matches the latest  64-bit  version of Windows Server 2008 R2.

If  you use an asterisk (*) to replace a part  of the image ID, such as  centos_6_09_64_20G_alibase*.vhd
 , ROS matches the latest  centos_6_09_64_20G_alibase public image version. Fuzzy match is used in
the sample templates. In many cases, the image ID is set  to CentOS_7 or Ubuntu_14.

Examples

"ImageId": {
   "Type": "String",
   "Description": "ECS Image",
   "Label": "ECS Image",
   "Default": "cent****"
 },

Select an image by using the AssociationProperty parameterSelect an image by using the AssociationProperty parameter
Include Associat ionProperty as part  of your image ID definit ion when you declare it  as a parameter in
the Parameters sect ion. Then, ROS lists the images within a region that you can select  when you create
the ECS instance.

Associat ionProperty is used in the following example:

   "ImageId": {
      "AssociationProperty":"ALIYUN::ECS::Instance:ImageId",
      "Type" : "String",
      "Default": "centos_7_04_64_20G_alibase_20170****.vhd",
      "Description": "IDs of available images"
    }            

In addit ion to the available image IDs, ROS displays the default  image ID, or indicates whether the values
specified by AllowedValues are available. Select  the appropriate image ID to create ECS instances.

FAQ··How do I specify images for EC
S resources?
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You can use ALIYUN::ECS::InstanceGroup to create mult iple ECS instances at  a t ime.

Specifically, use the InstanceName and HostName propert ies to define instance names and hostnames.
You can use the following syntax to specify each instance name or hostname in Resource Orchestrat ion
Service (ROS):

name_prefix[begin_number,bits]name_suffix. The following fields are included in the syntax:

name_prefix: Required. The prefix of the instance name or hostname.

[begin_number,bits]: Required. The part  that changes for each name. begin_number specifies the
start ing number of the instance name or hostname. bits specifies the number of digits of each
number.

This part  must meet the following requirements to be correctly parsed:

begin_number and bits are separated by a comma without spaces.

The value of bits ranges from 1 to 4.

The value of begin_number ranges from 0 to 9999.

The value of bits follows the following rules:

If  you only specify a value for begin_number, the default  value of bits is 4.

If  you do not specify a value for begin_number or bits, begin_number is set  to 0 and bits is set  to 4.

If  the specified value of begin_number has more digits than that specified in bits, the larger digit
number takes effect. For example, in [1234,1], the value of begin_number is 1234, and the value of
digits is 1. 1234 is a four-digit  number within the valid value range of 0 to 9999. Therefore, the
actual value of bits is 4.

name_suffix: Optional. The suffix of the instance name or hostname.

Example:

6.How do I specify different6.How do I specify different
instance names and hostnamesinstance names and hostnames
when I create multiple ECSwhen I create multiple ECS
instances at a time?instances at a time?

Resource Orchest rat ion Service
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{
  "ROSTemplateFormatVersion" : "2015-09-01",
  "Resources" : {
    "WebServer": {
      "Type": "ALIYUN::ECS::InstanceGroup",
      "Properties": {
        "ImageId" : "Cen****",
        "InstanceType": "ecs.n4.large",
        "Password": "Test1234",
        "MinAmount": 2,
        "MaxAmount": 2,
        "SecurityGroupId": "sg-2zedcm7ep5quses0****",
        "SystemDiskCategory": "cloud_efficiency",
        "IoOptimized": "optimized",
        "InstanceName": "my.test-[1114]",
        "HostName": "host[]"
      }
    }
  }
}
        

ROS will create two ECS instances at  a t ime based on the preceding template.

The instance names of the two instances are my.test-1114 and my.test-1115.

The hostnames of the two instances are host0000 and host0001.

Not ice Not ice The InstanceName and HostName propert ies must be specified based on the
preceding naming conventions to be correctly parsed. Otherwise, the template cannot be
validated.

FAQ··How do I specify different  inst a
nce names and host names when I cr
eat e mult iple ECS inst ances at  a t i
me?
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This topic provides answers to some commonly asked questions about SDKs.

What do I do if the ErrCode:SDK.ServerUnreachable error is reportedWhat do I do if the ErrCode:SDK.ServerUnreachable error is reported
when I use SDKs?when I use SDKs?
Problem descript ionProblem descript ion

The following error may occur when you use SDKs:

ErrCode:ServerUnreachable
ErrMsg:SocketTimeoutException has occurred on a socket read or accept.

Solut ionSolut ion

1. Configure the ClientToken parameter in the request  to prevent repeated request  processing.

The sample Python code:

#!/usr/bin/env python
# coding=utf-8
import time
import uuid
from aliyunsdkcore.client import AcsClient
from aliyunsdkcore.acs_exception.exceptions import ClientException, ServerException
from aliyunsdkros.request.v20190910.CreateStackRequest import CreateStackRequest
ACCESS_KEY_ID = ''
ACCESS_KEY_SECRET = ''
REGION_ID = 'cn-beijing'
def generate_client_token(prefix, add_uuid, *suffix_list):
    if prefix:
        t = [prefix]
    else:
        t = []
    if add_uuid:
        t.append(str(uuid.uuid1())[:-13])
    t.extend(suffix_list)
    r = '_'.join(t)
    if len(r) > 64:
        r = r[:64]
    return r
def retry_with_client_token(retry_interval=10, retry_time_out=300):
    def wrapper(fun):
        def retry_func(*args, **kwargs):
            retry_timeout = retry_time_out
            elapsed_time = 0
            # This parameter is used to ensure the idempotence of the request. You can 
use the client to generate the value, but you must ensure that it is unique among the d
ifferent requests. 
            kwargs['ClientToken'] = generate_client_token(None, True)
            while True:
                try:
                    retry_timeout -= elapsed_time
                    return fun(*args, **kwargs)

7.FAQ about SDKs7.FAQ about SDKs
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                    return fun(*args, **kwargs)
                except Exception as e:
                    if isinstance(e, ClientException):
                        if e.error_code != 'SDK.HttpError':
                            raise
                    elif isinstance(e, ServerException):
                        if e.error_code not in ('LastTokenProcessing', 'ServiceUnavaila
ble'):
                            raise
                    else:
                        raise
                    time.sleep(retry_interval)
                    elapsed_time += retry_interval
                    if elapsed_time >= retry_timeout:
                        raise
        return retry_func
    return wrapper
class RosClient(object):
    def __init__(self):
        self.client = AcsClient(ACCESS_KEY_ID, ACCESS_KEY_SECRET, REGION_ID)
    def _send_request(self, request, params, **kwargs):
        request.set_accept_format('json')
        request.set_connect_timeout(10000)
        request.set_read_timeout(0.01)
        params.update(kwargs)
        for name, value in params.items():
            set_func = getattr(request, 'set_{}'.format(name))
            set_func(value)
        return self.client.do_action_with_exception(request)
    @retry_with_client_token(retry_interval=10, retry_time_out=300)
    def create_stack(self, params, **kwargs):
        request = CreateStackRequest()
        return self._send_request(request, params, **kwargs)
if __name__ == '__main__':
    ros_client = RosClient()
    result = ros_client.create_stack(dict(
        StackName='test',
        TemplateBody="{\"ROSTemplateFormatVersion\": \"2015-09-01\"}"
    ))
    print('stack_id:', result)                  

2. If  the error persists, submit  a t icket.

FAQ··FAQ about  SDKs Resource Orchest rat ion Service
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