Alibaba Cloud

Key Management Service

Pricing

Document Version: 20211220

(-] Alibaba Cloud



Key Management Service Pricing-Legal disclaimer

Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.Billing

This topic describes the fees charged for Key Management Service (KMS) and provides some billing
examples.

Fees for KMS resources and APl operation calls (pay-as-you-go)

Fees for hosting keys
Customer master keys (CMKs) in the Pending Deletion state are not charged. The following table
describes billing rules for CMKs in other states.

Unit price in Alibaba Cloud

R Billable it
ey creator fable ftem regions (USD/day)

Version of a service-managed

Alibaba Cloud service 0.0
key!
Version of a software key? 0.002
Version of a basic hardware key? 0.033
User

e 0.083 for the first 2,000 key

Version of an advanced hardware .
versions

key?

e (.033 for other key versions

T A CMK automatically created by an Alibaba Cloud service and managed by an Alibaba Cloud account.
For more information, see Select appropriate keys.

2 A CMK whose protection levelis software

3 A CMK whose key typeis Aliyun AES 256 , Aliyun SM4 ,Or Rsa 2048 and whose protection
levelis Hsm

4 A CMK whose key type is Aliyun SM2 , RSA 3072 , EC P256 ,Or EC _P256k andwhose
protection levelis #sM

Fees for calling APl operations

You can make a total number of 20,000 APl operation calls free of charge for your service-managed
keys in all regions each month. APl operation calls for service-managed keys beyond this free quota and
APl operation calls for user-managed keys are subject to the billing rules listed in the following table.

@ Note Youare charged only when you call the cryptographic operations. For more information
about cryptographic operations, see Cryptographic operations.

Unit price in Alibaba Cloud Unit price in Alibaba Cloud
Key category regions in the Chinese mainland regions outside the Chinese

(USD/10,000 calls) mainland (USD/10,000 calls)
Service-managed key' 0.08 0.03

> Document Version: 20211220 5


https://www.alibabacloud.com/help/doc-detail/141401.htm#concept-2318878/section-b8z-0uv-aip
https://www.alibabacloud.com/help/doc-detail/120087.htm#concept-vdd-rmk-xdb/table-ujh-5oa-0v9

Pricing- Billing Key Management Service

Unit price in Alibaba Cloud Unit price in Alibaba Cloud

Key category regions in the Chinese mainland regions outside the Chinese
(USD/10,000 calls) mainland (USD/10,000 calls)

; 2
Basic key< (software and 0.08 0.03
hardware)
3
Advanced key” (software and 0.24 0.15

hardware)

T A CMK automatically created by an Alibaba Cloud service and managed by an Alibaba Cloud account.
For more information, see Select appropriate keys.

2 A CMK whose key type is Aliyun AES 256 , Aliyun SM4 ,OF RSA 2048
3 A CMK whose key typeis aliyun sM2 , RSA 3072 , EC P256 ,OF EC_P256K .
Billing examples

e Billing example 1: Disk encryption

In the Singapore (Singapore) region, 250 disks are created per month. A CMK is used to encrypt the
disks.

Fees:

o Hosted keys: one CMK

@ Note The CMK can be a custom hardware key. In this case, you are charged for hosting
the CMK. The CMK can also be a service-managed key. In this case, you are charged for calling
APl operations by using the CMK beyond the monthly free quota of 20,000 calls.

o APloperation calls: 750 (250 calls to create data keys, 250 calls to encrypt the data keys, and 250
calls to decrypt the data keys)

The following table lists the estimated monthly costs.

Fee Service-managed key (USD) Custom hardware key (USD)
Key hosting 0 1

0 (The number of calls is 750,
APl operation calls which does not exceed the free 0.002 (0.03 x 750/10,000)
quota 20,000.)

Total 0 1.002

e Billing example 2: 0SS client-side encryption

In the Singapore (Singapore) region, a CMK is used for 0SS client-side encryption, which is based on
envelope encryption. A total number of 10,000 objects are encrypted and uploaded per month. The
encrypted objects are read for 2,000,000 times per month.

Fees:

o Hosted keys: one CMK
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o APl operation calls: 10,000 calls to create data keys (one call for each object to be uploaded)

o APl operation calls: 2,000,000 calls to decrypt data keys
The following table lists the estimated monthly costs.

Fee Custom hardware key (USD)

Key hosting

APl operation calls 6.03 (0.03 x 2,010,000/10,000)

Total 7.03

e Billing example 3: Signature generation

In the Singapore (Singapore) region, a CMK whose key typeis Ec_p256 is used to generate 100,000

signatures.

Fees:

o Hosted keys: one CMK

o APloperation calls: 100,000 calls to generate signatures

The following table lists the estimated monthly costs.

Fee Custom hardware key (USD)

Key hosting 2.49

APl operation calls 1.50 (0.15 x 100,000/10,000)

Total 3.99

Fees for Dedicated KMS (subscription)
Dedicated KMS uses the subscription billing method. Fees:USD 1,799/month.
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2.0verdue payments

If your Alibaba Cloud account has overdue payments, top up your account at the earliest opportunity
to prevent impacts on your services.

Impacts of overdue payments

If you do not settle your overdue payments within seven days, your Key Management Service (KMS) is
disabled. Your key-related data is retained but your access to KMS is denied. During the period of
arrears, KMS does not charge you.
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3.FAQ about billing

This topic provides answers to some frequently asked questions about billing in Key Management
Service (KMS).

When am | not charged for KMS?

If the CMKs within your Alibaba Cloud account are deleted, you are no longer charged. You can log on
to the KMS console to delete the CMKs that you create in each region. For more information, see
Schedule a key deletion task.

@ Note KMS allows you only to schedule key deletion tasks. After you schedule a key deletion
task, the CMK is in the Pending Deletion state. In this case, you are not charged for the CMK, and
the CMK cannot be used to encrypt data, decrypt data, or generate data keys.

Does Dedicated KMS support free trials?

Yes, Dedicated KMS supports free trials. Dedicated KMS supports 7-day free trials. When a 7-day free
trial ends, Alibaba Cloud automatically releases the dedicated KMS instance that is created during the
trial period. Then, you must purchase a dedicated KMS instance to continue using the features of
Dedicated KMS.

For more information about how to apply for a free trial, see Apply for the free trial of Dedicated KMS.

What are the precautions when | purchase a dedicated KMS
instance?

e Before you can purchase a dedicated KMS instance, you must purchase two hardware security
module (HSM) instances that reside in different zones, and create and activate an HSM cluster.

e We recommend that you set the same subscription duration for the dedicated KMS instance and the
HSM instances and enable auto-renewal for the dedicated KMS instance. This prevents unexpected
business interruptions upon the expiration of the dedicated KMS instance.

For more information about how to purchase a dedicated KMS instance, see Purchase a dedicated KMS
instance.

How do | renew my dedicated KMS instance?

1. Log onto the KMS console.

2. Inthe left-side navigation pane, click Dedicated KMS.

3. Find the dedicated KMS instance that you want to renew and clickRenew in the Actions column.
4

. Onthe Renew page, configure Subscription Period. Then, read and select Dedicated KMS
Terms of Service.

(92}

. ClickBuy Now.
6. Onthe Purchase page, select a payment method and click Purchase.

Afteryou complete the payment, the Remaining Subscription Period parameter of the
dedicated KMS instance is updated.
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