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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.List of operations by function

The following tables list APl operations available for use in Key Management Service (KMS).

Key service operations

e CMK management

Customer master key (CMK) management operations are used to create and modify CMKs and manage their lifecycles.

Operation

CreateKey

GetParametersForimport

ImportKeyMaterial

EnableKey

DisableKey

SetDeletionProtection

ScheduleKeyDeletion

CancelKeyDeletion

DeleteKeyMaterial

DescribeKey

ListKeys

UpdateKeyDescription

e Key version management

Description

Creates a CMK. You can use key material created in KMS or import external key material to the CMK. Importing
external key material is known as Bring Your Own Key (BYOK). T his operation is the first step of BYOK.

Queries key material to be imported. This operation is the second step of BYOK.
Imports key material to a CMK. This operation is the final step of BYOK.
Changes the status of a CMK to Enabled.

Changes the status of a CMK to Disabled.

Enables or disables deletion protection for a CMK.

Schedules the deletion of a CMK. After you call this operation, the CMK enters the Pending Deletion state. The CMK is
automatically deleted after the specified waiting period elapses.

Cancels the scheduled deletion of a CMK. You can cancel the scheduled deletion of a CMK before the specified
waiting period elapses. After the scheduled deletion is canceled, the CMK enters the Enabled state again.

Deletes key material of a CMK. You can directly delete key material that is imported from an external source. After
key material of a CMK is deleted, the CMK enters the Pending Import state.

Queries the information about a CMK.
Queries all CMKs of the current Alibaba Cloud account in the current region.

Updates the description of a CMK.

Operations for key version management are used to rotate CMKs.

Operation
DescribeKeyVersion

ListKeyVersions

UpdateRotationPolicy

CreateKeyVersion

e Cryptographic operations

Description
Queries the information about a key version.
Queries all key versions of a CMK.

Updates the rotation policy of a symmetric CMK. If automatic rotation is enabled, KMS automatically generates a
key version on a regular basis.

Creates a key version for a CMK. This operation is available only for asymmetric CMKs.

You can perform cryptographic operations on data, such as data encryption and decryption. The operations in the following table are used to perform

cryptographic operations.
Operation

Encrypt

GenerateDataKey

GenerateDataKeyWithoutPlaintext

ExportDataKey

GenerateAndExportDataKey

Decrypt

ReEncrypt

AsymmetricSign
AsymmetricVerify

AsymmetricDecrypt

Description

Encrypts data by using a specific CMK. This operation is used to encrypt data of no more than 6 KB online.
Generates a random number and encrypts the random number with a specific CMK. The ciphertext and plaintext of
the random number are returned. The random number can be used as a data key to encrypt or decrypt a large
amount of local data.

Generates a random number and encrypts the random number with a specific CMK. Only the ciphertext of the
random number is returned. The random number can be used as a data key to encrypt or decrypt a large amount of
local data.

Encrypts a data key by using a specific public key and exports the data key.

Generates a random data key, encrypts the data key by using a specific CMK and public key, and returns the
ciphertext generated by using the CMK and that generated by using the public key.

Decrypts the ciphertext that is generated by calling the Encrypt or GenerateDataKey operation. You do not need to
specify a CMK for decryption.

Re-encrypts ciphertext. When you call this operation, KMS first decrypts the specified ciphertext and then uses a
different CMK to encrypt the generated plaintext or data key. Ciphertext is returned.

Uses the private key of an asymmetric CMK to generate a digital signature.
Uses the public key of an asymmetric CMK to verify a digital signature that is generated by using the private key.

Uses the private key of an asymmetric CMK to decrypt the data that is encrypted by using the public key.
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Operation

AsymmetricEncrypt

GetPublickey

e Alias management

Description

Uses the public key of an asymmetric CMK to encrypt data.

Queries the public key of an asymmetric CMK. You can use the public key to encrypt data or verify digital signatures
offline.

An alias is an independent object in KMS. An alias must be bound to a unique CMK. You can set the Keyld parameter in specific operations to an alias to specify a CMK.

Operation
CreateAlias
UpdateAlias
DeleteAlias
ListAliases

ListAliasesByKeyld

Secrets Manager operations

Description

Creates an alias and binds it to a CMK.

Binds an existing alias to a different CMK ID.

Deletes an alias.

Queries all aliases of the current Alibaba Cloud account in the current region.

Queries all aliases that are bound to a specific CMK.

Secrets Manager operations are used to manage, protect, distribute, and rotate secrets.

Operation
CreateSecret
ListSecrets
DeleteSecret
DescribeSecret
GetSecretValue
PutSecretValue
UpdateSecret
UpdateSecretVersionStage
RestoreSecret
ListSecretVersionlds

GetRandomPassword

Certificate operations

Description

Creates a secret and stores the secret value in the initial version.
Queries all secrets of the current Alibaba Cloud account in the current region.
Deletes a secret.

Queries the metadata of a secret.

Queries a secret value.

Stores the secret value of a new version into a secret.

Updates the metadata of a secret.

Updates the stage label that marks a secret version.

Restores a deleted secret.

Queries all versions of a secret.

Queries a random password string.

Certificate operations are used to create, delete, update, and query certificates. Certificate operations are also used to verify the signatures on certificates.

Operation
CreateCertificate
UploadCertificate
GetCertificate
DescribeCertificate
UpdateCertificateStatus
DeleteCertificate
CertificatePrivateKeySign
CertificatePublicKeyVerify
CertificatePublicKeyEncrypt

CertificatePrivateKeyDecrypt

Tag management operations

Description

Creates a certificate.

Imports a certificate and a certificate chain issued by a certificate authority (CA) into Certificates Manager.
Queries a certificate that is managed by Certificates Manager.

Queries the information about a certificate.

Updates the status of a certificate.

Deletes a certificate and the private key and certificate chain of the certificate.

Generates a digital signature by using a specific certificate.

Verifies a digital signature by using a specific certificate.

Encrypts data by using a specific certificate.

Decrypts data by using a specific certificate.

CMKs support tags. You can add multiple tags to a CMK. A tag is defined by a pair of TagKey and TagValue.

Operation

TagResource

UntagResource

Description
Adds tags to or modifies existing tags of a CMK or secret.

Removes a tag from a CMK or secret.
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Operation

ListResourceT ags

Other operations
Operation
DescribeRegions
OpenKmsService

DescribeAccountKmsStatus

Description

Queries all tags of a CMK or secret.

Description

Queries available regions for the current Alibaba Cloud account.

Activates KMS for the current Alibaba Cloud account.

Queries the status of KMS for the current Alibaba Cloud account.
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2.Impact of CMK status on API operations

In KMS, a CMK may be in the Enabled, Disabled, or PendingDeletion state.

A BYOK-based CMK may also be in the Pendinglmport state. To check whether a CMK is a BYOK-based CMK, you can call the Describekey operation. For a BYOK-based

CMK, the value of Origin is EXTERNAL.

In most cases, a newly created CMK is in the Enabled state. A newly created BYOK-based CMK is in the Pendingimport state.

Only CMKs in the Enabled state can be used to encrypt or decrypt data or data keys. In other APl operations, different results are returned depending on CMK states.

A CMK in the PendingDeletion state is deleted permanently after the scheduled waiting period elapses.

The following table lists the relationship between CMK states and expected results of APl operations.

Expected result

Success 200
Rejected.Enabled 409
Rejected.Disabled 409
Rejected.PendingDeletion 409
Rejected.Pendingimport 409
Rejected.StateModifiedFailed 409

Common APl operations

APl operation Enabled Disabled
CreateKey Success Success
GenerateDataKey Success Rejected.Disabled
StenerateDataKeyWithoutPlainte Success Rejected.Disabled
Encrypt Success Rejected.Disabled
Decrypt Success Rejected.Disabled
ListKeys Success Success
DescribeKey Success Success
UpdateKeyDescription Success Success
EnableKey Success Success
DisableKey Success Success
ScheduleKeyDeletion Success Success

CancelKeyDeletion Rejected.StateModifiedFailed

CreateAlias Success Success
DeleteAlias Success Success
ListAliases Success Success
TagResource Success Success
UntagResource Success Success
ListResourceT ags Success Success
DescribeKeyVersion Success Success
ListKeyVersions Success Success
UpdateRotationPolicy Success Rejected.Disabled

Special APl operations
UpdateAlias:
e This operation is affected only by the state of the destination CMK.

e When the destination CMK is in the PendingDeletion state, Rejected.PendingDeletion

BYOK-specific APl operations

APl operation Enabled Disabled

GetParametersForimport Success Success

HTTP Status Code

Rejected.StateModifiedFailed

is returned.

PendingDeletion
Success

Rejected.PendingDeletion

Rejected.PendingDeletion

Rejected.PendingDeletion
Rejected.PendingDeletion
Success

Success
Rejected.PendingDeletion
Rejected.StateModifiedFailed
Rejected.StateModifiedFailed
Rejected.StateModifiedFailed
Success
Rejected.StateModifiedFailed
Success

Success
Rejected.PendingDeletion
Rejected.PendingDeletion
Success

Success

Success

Rejected.PendingDeletion

Otherwise,

Success

PendingDeletion

Success

Pendingimport
Success

Rejected.Pendingimport

Rejected.Pendingimport

Rejected.Pendingimport
Rejected.Pendingimport
Success

Success

Success
Rejected.StateModifiedFailed
Rejected.StateModifiedFailed
Success
Rejected.StateModifiedFailed
Success

Success

Success

Success

Success

Success

Success

Success

Rejected.Pendingimport

is returned.

Pendingimport

Success

10
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on APl operations

APl operation Enabled
ImportKeyMaterial Success
DeleteKeyMaterial Success

Disabled

Success

Success

PendingDeletion
Rejected.StateModifiedFailed

Success

Pendingimport
Success

Success

> Document Version: 20220318

11



AP| Reference- Make APl requests
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3.Make API requests

To send a Key Management Service (KMS) APl request, you must send an HTTPS GET or HTTPS POST request to the KMS endpoint. You must add the request parameters
that correspond to the APl operation being called. After you call the AP, the system returns a response. The request and response are encoded in UTF-8.

Request syntax

KMS APl operations use the RPC protocol. You can call KMS APl operations by sending HTTPS GET or HTTPS POST requests.

The request syntax is as follows:

https://Endpoint/?Action=xx&Parameters

The following table describes the parameters in the request syntax.

Parameter Description

Endpoint The endpoint of the KMS APL. For more information, see Endpoints.

Action The name of the operation being performed. For example, to create a customer master key (CMK), you must set the Action parameter to CreateKey.
Version The version number of the API. The version number of the KMS APlis 2076-07-20.

The request parameters for the operation. Separate multiple parameters with ampersands (&).

Parameters Request parameters include both common parameters and operation-specific parameters. Common parameters include the API version number and

authentication information. For more information, see Common parameters.

Sample requests

The following sample request is used to call the CreateKey operation to create a CMK.

@ Note The sample requests in the KMS API reference are formatted for better readability.

https://kms.cn-hangzhou.aliyuncs.com/?Action=CreateKey
Format=json

&Version=2016-01-20

&AccessKeyId=te****
&Signature=Y1rFhygDZQ1ThNYARrv3Ptaxqgf****
&SignatureMethod=HMAC-SHA1
&Timestamp=2016-03-25T09:36:582

&SignatureVersion=1.0

Endpoints
Region Regionid Public endpoint
Japan (Tokyo) ap-northeast-1 kms.ap-northeast-1.aliyuncs.com

Singapore (Singapore) ap-southeast-1 kms.ap-southeast-1.aliyuncs.com

Australia (Sydney) ap-southeast-2 kms.ap-southeast-2.aliyuncs.com

Malaysia (Kuala Lumpur) ap-southeast-3 kms.ap-southeast-3.aliyuncs.com

Indonesia (Jakarta) ap-southeast-5 kms.ap-southeast-5.aliyuncs.com

Philippines (Manila) ap-southeast-6 kms.ap-southeast-6.aliyuncs.com

India (Mumbai) ap-south-1 kms.ap-south-1.aliyuncs.com
China (Hangzhou) cn-hangzhou kms.cn-hangzhou.aliyuncs.com
China (Shanghai) cn-shanghai kms.cn-shanghai.aliyuncs.com
China (Qingdao) cn-gingdao kms.cn-gingdao.aliyuncs.com

China (Beijing)
China (Zhangjiakou)
China (Hohhot)
China (Ulangab)
China (Shenzhen)
China (Heyuan)
China (Guangzhou)

China (Chengdu)

cn-beijing
cn-zhangjiakou
cn-huhehaote
cn-wulanchabu
cn-shenzhen
cn-heyuan
cn-guangzhou

cn-chengdu

kms.cn-beijing.aliyuncs.com
kms.cn-zhangjiakou.aliyuncs.com
kms.cn-huhehaote.aliyuncs.com
kms.cn-wulanchabu.aliyuncs.com
kms.cn-shenzhen.aliyuncs.com
kms.cn-heyuan.aliyuncs.com
kms.cn-guangzhou.aliyuncs.com

kms.cn-chengdu.aliyuncs.com

VPC endpoint
kms-vpc.ap-northeast-1.aliyuncs.com
kms-vpc.ap-southeast-1.aliyuncs.com
kms-vpc.ap-southeast-2.aliyuncs.com
kms-vpc.ap-southeast-3.aliyuncs.com
kms-vpc.ap-southeast-5.aliyuncs.com
kms-vpc.ap-southeast-6.aliyuncs.com
kms-vpc.ap-south-1.aliyuncs.com
kms-vpc.cn-hangzhou.aliyuncs.com
kms-vpc.cn-shanghai.aliyuncs.com
kms-vpc.cn-gingdao.aliyuncs.com
kms-vpc.cn-beijing.aliyuncs.com
kms-vpc.cn-zhangjiakou.aliyuncs.com
kms-vpc.cn-huhehaote.aliyuncs.com
kms-vpc.cn-wulanchabu.aliyuncs.com
kms-vpc.cn-shenzhen.aliyuncs.com
kms-vpc.cn-heyuan.aliyuncs.com
kms-vpc.cn-guangzhou.aliyuncs.com

kms-vpc.cn-chengdu.aliyuncs.com
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Region

Germany (Frankfurt)
UK (London)

UAE (Dubai)

China (Hong Kong)
Us (Virginia)

US (Silicon Valley)

China East 1 Finance

China East 2 Finance

China South 1 Finance

Protocols

Regionid
eu-central-1
eu-west-1
me-east-1
cn-hongkong
us-east-1
us-west-1

cn-hangzhou-finance

cn-shanghai-finance-1

cn-shenzhen-finance-1

You must call KMS APl operations by sending HTTPS requests.

Public endpoint
kms.eu-central-1.aliyuncs.com
kms.eu-west-1.aliyuncs.com
kms.me-east-1.aliyuncs.com
kms.cn-hongkong.aliyuncs.com
kms.us-east-1.aliyuncs.com
kms.us-west-1.aliyuncs.com

kms.cn-hangzhou-finance.aliyuncs.com

kms.cn-shanghai-finance-1.aliyuncs.com

kms.cn-shenzhen-finance-1.aliyuncs.com

KMS supports only Transport Layer Security (TLS) 1.0 and later versions. KMS does not support SSL 2.0 or SSL 3.0.

VPC endpoint
kms-vpc.eu-central-1.aliyuncs.com
kms-vpc.eu-west-1.aliyuncs.com
kms-vpc.me-east-1.aliyuncs.com
kms-vpc.cn-hongkong.aliyuncs.com
kms-vpc.us-east-1.aliyuncs.com
kms-vpc.us-west-1.aliyuncs.com
None

kms-vpc.cn-shanghai-finance-
1.aliyuncs.com

kms-vpc.cn-shenzhen-finance-
1.aliyuncs.com
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4 .Request signatures

You must sign all API requests to ensure security. Alibaba Cloud uses the request signature to verify the identity of the API caller. If you use HTTPS to send an API

request, you must include the signature in the request.

Signature overview

You must add the signature to the Key Management Service API request in the following format:

https://Endpoint/?SignatureVersion=1.0&SignatureMethod=HMAC-SHAl&Signature=CT9X0VtwR86fNWSnsc6v8YGOjuE%3D&

A signature contains the following parameters:

e SignatureMethod: the encryption method of the signature string. Set the value to HMAC-SHA1.
e SignatureVersion: the version of the signature encryption algorithm. Set the value to 1.0.

e Signature: the signature string generated after the request is symmetrically encrypted by using the AccessKey secret.

The HMAC-SHA1 algorithm specified in RFC 2104 is used for encryption. The AccessKey secret is used to calculate the hash-based message authentication code (HMAC)
value of the encoded and sorted query string, and the HMAC value is used as the signature string. Request signatures include operation-specific parameters. Therefore,
the signature of a request varies based on the request parameters. To calculate a signature, performthe steps in this topic.

Signature = Base64( HMAC-SHAL ( AccessKey Secret, UTF-8-Encoding-Of (StringToSign)) )

Step 1: Compose and encode a string-to-sign

1. Use request parameters to construct a canonicalized query string.

i. by arranging the request parameters (including all common and operation-specific parameters except Signature) in alphabetical order.

@ Note ff you use the GET method to submit the request, these parameters are the part located after the question mark (?) and connected by the

ampersands (&) in the request uniform resource identifier (URI).

ii. Encode the names and values of the arranged request parameters in the request URL by using the unicode transformation format (UTF)-8 character set. The

following table describes the encoding rules.
Character Encoding rule

Uppercase letters, lowercase letters, digits, hyphens

(-), underscores (_), periods (.), and tildes (~)

Other characters

Extended UTF-8 characters

Space characters

These characters do not need to be encoded.

These characters must be percent encoded in  $xy format. Xy represents the ASCIl code of the
characters in hexadecimal notation. For example, double quotation marks (") are encoded as %22

These characters are encoded in  %xy%za... format.

Spaces must be encoded as  $20 . Do not encode spaces as plus signs (+).

This encoding method is different from the application/x-www-£form-urlencoded MIME encoding
algorithm (such as the java.net.URLEncoder class provided by the Java standard library). However, you
can apply the encoding algorithm and replace the plus sign (+) in the encoded string with %20 , the asterisk
(*)with %22 ,and %78 withthe tilde (~). To do this, you can use the following percentEncode
method:

private static final String ENCODING = "UTF-8";

private static String percentEncode (String value) throws UnsupportedEncodingException

{

return value != null ? URLEncoder.encode (value,
"%2A") .replace ("$7E", "~") : null;

}

ii. Connect the encoded parameter names and their values by using equal signs (=).

ENCODING) .replace ("+", "%20").replace("*",

iv. Sort the connected parameter name and value pairs in the order specified in step i and connect the pairs by using ampersands (&) to obtain the canonicalized

query string.
2. Use the canonicalized query string to construct a string-to-sign in the following way:

StringToSign=
HTTPMethod + "&" +
percentEncode ("/") + "&" +

percentEncode (CanonicalizedQueryString)

In the preceding rules:

o HTTPMethod: the HTTP method used to submit a request, such as GET.

o percentEncode("/"): specifies the encoded value (%2F) of a forward slash (/). The encoding follows the URL encoding rules.

o percentEncode(CanonicalizedQueryString): specifies the encoded canonicalized query string based on the URL encoding rules.

Step 2: Calculate the signature string

1. Calculate the HMAC value of the string-to-sign based on RFC 2104.

@ Note Use the SHA1 algorithmto calculate the HMAC value of the string-to-sign. The combination of your AccessKey secret and an ampersand (&) (ASCII

code 38) that follows the secret is used as the key for the HMAC calculation.

14
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2. Encode the HMAC value in Base64 to obtain the signature string

3. Add the signature string to the request as the Signature parameter.

@ Note When the obtained signature value is submitted as the final request parameter value, the value must be URL-encoded like other parameters based
on rules defined in RFC 3986.

Examples
The CreateKey operation is used as an example to introduce the signature method.

Request URL before the request is signed:

https://kms.cn-hangzhou.aliyuncs.com/?Action=CreateKey
&SignatureVersion=1.0

&Format=json

&Version=2016-01-20

sAccessKeyId=testid

&SignatureMethod=HMAC-SHA1
&Timestamp=2016-03-28T03:13:082

stringToSign forthe request URL:

GET&%2F&AccessKeyId$3Dtestid%26Action$3DCreateKey%26Format$3Djson%26SignatureMethod%$3DHMAC-SHAL%$26SignatureVersion$3D1.0%26Timestamp$3D2016-03-28T03%
253A13%253A082%26Version%3D2016-01-20

If the AccessKey ID is testid and the AccessKey secret is testsecret, the key that is used to calculate the HMAC value of the string-to-sign is testsecret&.
The signature value is  41wk2SSX1GJIh7 fwnc5eqOfi JPE****

Request URL after the request is signed:

https://kms.cn-hangzhou.aliyuncs.com/?Action=CreateKey
&SignatureVersion=1.0

&Format=json

&Version=2016-01-20

&AccessKeyId=testid

&SignatureMethod=HMAC-SHA1
&Timestamp=2016-03-28T03:13:08Z
&Signature=41wk2SSX1GJh7fwnc5eqOfiJPF****
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5.Common parameters

This topic describes the parameters that are common to all APl requests and responses.

Common request parameters

Parameter Type Required
Format String No
Version String Yes
AccessKeyld String Yes
Signature String Yes
SignatureMethod String Yes
Timestamp String Yes
SignatureVersion String Yes

Sample requests

https://kms.cn-hangzhou.aliyuncs.com/?Action=CreateKey
Format=json

&Version=2016-01-20

&AccessKeyId=te****
&Signature=Y1rFhyqDZQ1ThNYARrv3Ptaxqgf****
&SignatureMethod=HMAC-SHAL
&Timestamp=2016-03-25T09:36:582

&SignatureVersion=1.0

Common response parameters

Description

The response format. Valid values:
® JSON (default)
® XML

The version number of the API. The value
must be inthe YYYY-MM-DD format. Set
the value to 2016-01-20.

The AccessKey ID provided to you by
Alibaba Cloud.

The signature string of the current
request.

The encryption method of the signature
string. Set the value to HMAC-SHAT.

The timestamp of the request. Specify
the time in the ISO 8601 standard in the
yyyy-MM-ddTHH:mm:ssZ format. The
time must be in UTC.

For example, use 2013-01-10T12:00:00Z
to indicate January 10, 2013, 20:00:00
(UTC+8).

The version of the signature encryption
algorithm. Set the value to 1.0.

Responses can be returned in either the JSON or XML format. You can specify the response format in the request. The default response format is JSON. Every response

returns a unique Requestlid regardless of whether the callis successful.
® AnHTTP 2xx statuscode indicates a successful call.
e ANHTTP 4xx or 5xx statuscode indicates afailed call.

Sample responses
e XML format

<?xml version="1.0" encoding="utf-8"?>
<!--Result Root Node-->
<KMS>
<!--Return Request Tag-->
<RequestId>4C467B38-3910-447D-87BC-AC049166F216</RequestId>
<!--Return Result Data-->
</KMS>

e JSON format

{
"RequestId":"4C467B38-3910-447D-87BC-AC049166F216"
/*Return Result Data*/

16
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6.Sample responses

APl responses use the HTTP response format where a 2xx status code indicates a successful call and a 4xx or 5xx status code indicates a failed call. Sample responses

in API Reference are formatted in a way that is easier for you to read. The actual responses are not formatted with line breaks or indentation.

Sample success responses

xvr format

<?xml version="1.0" encoding="UTF-8"?>
<!--Result Root Node-->
<Interface Name+Response>

<!--Return Request Tag—->

<RequestId>4C467B38-3910-447D-87BC-AC049166F216</RequestId>

<!--Return Result Data-->

</Interface Namet+Response>

Jgson format

"RequestId": "4C467B38-3910-447D-87BC-AC049166F216",

/* Return Result Data */

Sample error responses

If an error occurs when you call an APl operation, no result data is returned. You can troubleshoot an error based on error codes specific to an APl operation and error
codes described in the Common error codes section of this topic.

If an error occurs when you call an APl operation, the HTTP status code, error code, error message, and ID of the request are returned in the response. If you cannot
troubleshoot the error based on the error code and error message, you can provide Alibaba Cloud technical support with the ID of the request to locate the request
log. The following sample responses indicate the error that occurs when the required timestamp is not provided.

xvr  format

<KMS>
<HttpStatus>400</HttpStatus>
<Code>IllegalTimestamp</Code>

<Message>The input parameter "Timestamp" that is mandatory for processing this request is not supplied.</Message>

<RequestId>3b237773-bc2c-4bea-95fc-319ala5baa68</RequestId>

</KMS>

Jgson format

"HttpStatus": 400,
"Code": "IllegalTimestamp",

"Message": "The input parameter \"Timestamp\" that is mandatory for processing this request is not supplied.",
"RequestId": "e85db688-a2d3-44ca-9790-4259£59e90d8"

Common error codes
Error code
InternalFailure
ServiceUnavailableTemporary
InvalidAccessKeyld.NotFound
Forbidden.KeyNotFound
Forbidden.KeyVersionNotFound
Forbidden.AliasNotFound
Forbidden.NoPermission
Forbidden.AccessKey
UnsupportedHT TPMethod
Forbidden.UbsmsinvalidUserid

Forbidden.UbsmsInvalidBid

Forbidden.KmsServiceNotEnabled

Forbidden.ProhibitedByRiskControl

Forbidden.InDebtOverdue

Error message

Internal Failure.

Service Unavailable Temporary.

The AccessKey ID provided does not exist in our records.

The specified Key is not found.

The specified Key version is not found.

The specified Alias is not found.

This operation is forbidden by permission system.

This AccessKey is not enabled.

This http method is not supported.

Userid Invalid For Ubsms.

Your account partner does not have KMS Service.

Kms service is not Enabled for current user. Please get
access permission first.

Current user is Prohibited By Risk Control.

Current user is indebted Overdue.

HTTP status code

500

503

404

404

404

404

403

403

403

403

403

403

403
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Error code

Forbidden.InDebt

ParseRequestParameterException

MissingParameter

InvalidParameter

IncompleteSignature

IllegalTimestamp

Rejected.LimitExceeded

AliasAlreadyExists
InvalidKeyMaterial
InvalidimportToken
ExpiredimportToken
Unsupported.Origin
Unsupported.Alias
Unsupported.ProtectionLevel

Rejected.StateModifiedFailed

Rejected.Disabled

Rejected.PendingDeletion

Rejected.Pendingimport

Error message
Current user is indebted.

Server parse parameters exception. Please check your
input params.

The parameter "< parameter name >" is needed but not
provided.

The specified parameter "< parameter name >" is not
valid.

The request signature does not conform to Alibaba
Cloud standards.

The input parameter "Timestamp" that is required for
processing this request is not supplied.

The request was rejected because user create resource
limit was exceeded.

AliasName Already Exists.

key material is invalid.

import token is invalid.

import token is expired.

This key origin is not valid for this api.

Alias is not valid for this api.

This protection level is not valid for this region
Keystate modified failed.

The request was rejected because the key state is
Disabled.

The request was rejected because the key state is
PendingDeletion.

The request was rejected because the key state is
Pendingimport.

HTTP status code

403

400

400

400

400

400

400

400

400

400

400

400

400

409

409

409
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7.0btain an AccessKey pair

You can create an AccessKey pair for an Alibaba Cloud account or a RAM user. When you call APl operations, you must use the AccessKey pair to complete identity
verification.

Context

An AccessKey pair consists of an AccessKey ID and an AccessKey secret.
e The AccessKey ID is used to identify a user.

e The AccessKey secret is used to verify the identity of the user. You must keep your AccessKey secret strictly confidential.

Warning If the AccessKey pair of your Alibaba Cloud account is leaked, your resources are exposed to potential risks. We recommend that you use the
AccessKey pair of a RAM user to call APl operations. This prevents the AccessKey pair of your Alibaba Cloud account from being leaked.

Procedure

1. Log onto the Alibaba Cloud Management Console by using your Alibaba Cloud account.
2. Inthe upper-right corner of the page, move the pointer over the profile picture and click AccessKkey Management.

3. Inthe Note dialog box, click Use Current AccessKey Pair or Use AccessKey Pair of RAM User.

Note X

The AccessKey ID and AccessKey secret of your Alibaba Cloud account are
the required credentials to access Alibaba Cloud APls and have full
permissions of your accaunt. Make sure that you keep your AccessKey pair
confidential. To prevent sscurity thrests caused by malicious uses, do not
expose your AccessKey pair to third-party platforms such as GitHub. We
recommend that you use the AccessKey pair of a RAM user rather than an
Alibaba Cloud account to call AP| operations. We recommend that you

follow the best practices for security of Alibaba Cloud.

Use Current AccessKey Pair Use AccessKey Pair of RAM User

o Obtain the AccessKey pair of the Alibaba Cloud account
a. Inthe Note dialog box, clickUse Current AccessKey Pair.
b. Onthe AccessKey Pair page, clickCreate AccessKey Pair.

c. Inthe View Secret dialog box, view the AccessKey ID and AccessKey secret. ClickDownload CSV File to download the AccessKey pair or click Copy to

copy the AccessKey pair.
View Secret x
AccessKey ID —mrwe ew
AccessKey Secret T R e T

“ Download CSV File T Copy

o Obtain the AccessKey pair of a RAM user
a. ClickUse AccessKey Pair of RAM User. Then, you are redirected to the RAM console.

b. Onthe Users page of the RAM console, find the RAM user whose AccessKey pair you want to obtain.
@ Note If you do not have a RAM user, create one first. For more information, see Create a RAM user.

c. Clickthe name of the RAM user in the User Logon Name/Display Name column.
d. Inthe User AccessKeys section of the Authentication tab, click Create AccessKey.
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e. Inthe View Secret dialog box, view the AccessKey ID and AccessKey secret. ClickDownload CSV File to download the AccessKey pair or click Copy to
copy the AccessKey pair.

View Secret X
Please cave or send this AccessKey to concerned user. You will no longer be
able to query AccessKey secret after closing the page. However, you can
create a new one instead if you will have lost the old AccessKey.
AccessKey ID ool o T

AccessKey Secret [feitl N T

 Download CSV File T Copy

@ Note

= An AccessKey secret is displayed only after you click Create AccessKey. You cannot query the AccessKey secret in subsequent operations.
Therefore, you must back up your AccessKey secret.

= [f your AccessKey pair is leaked or lost, you must create another AccessKey pair. You can create a maximum of two AccessKey pairs for each RAM
user.
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8.Key

8.1. CreateKey

Creates a customer master key (CMK).

Usage notes

A CMK can be symmetric or asymmetric. Symmetric CMKs are used to generate data keys that can be used to encrypt large amounts of data. You can also use symmetric
CMKs to encrypt less than 6 KB of data. For more information, see GenerateDataKey. Asymmetric CMKs are used to encrypt data, decrypt data, generate digital
signatures, and verify digital signatures. However, you cannot use asymmetric CMKs to generate data keys.

The following table describes different types of CMKs and the operations that are supported by the CMKs.

CMK category

Symmetric CMK

Symmetric CMK

Symmetric CMK

Symmetric CMK

Asymmetric CMK

Asymmetric CMK

Asymmetric CMK

Asymmetric CMK

Asymmetric CMK

@ Note

e If the value of the KeySpec parameterthat is used to create a symmetric CMK is prefixed with

CMK type

Aliyun_AES_256

Aliyun_AES_128

Aliyun_AES_192

Aliyun_SM4

RSA_2048

RSA_3072

EC_P256

EC_P256K

EC_SM2

Description

An advanced Encryption
Standard (AES) key with a length
of 256 bits.

An AES key with a length of 128
bits. Only Dedicated KMS
supports this CMK type.

An AES key with a length of 192
bits. Only Dedicated KMS
supports this CMK type.

SM4 key.

A Rivest-Shamir-Adleman (RSA)
key with a length of 2,048 bits.

A RSA key with a length of 3,072
bits.

National Institute of Standards
and Technology (NIST) P-256
(secp256r1) .

Standards for Efficient
Cryptography Group (SECG)
elliptic curve secp256k1.

256-bit elliptic curve over the
prime field that is defined in
GB/T 32918.

. . Signature generation and
Encryption and decryption g <

verification
Supported Not supported
Supported Not supported
Supported Not supported
Supported Not supported
Supported Supported
Supported Supported
Not supported Supported
Not supported Supported
Supported Supported

aliyun_ , astandard cryptographic algorithmis used, but

non-standard ciphertext is generated. An asymmetric CMK can be used to generate standard ciphertext or signatures.

e You can use an RSA CMK to perform one of the two types of operations: encrypt and decrypt data, and generate and verify signatures. You cannot use the
RSA CMK to perform both two types of operations.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter

Action

Description

Type

String

String

Required

Yes

Example

CreateKey

key description example

Description

The operation that you want to perform. Set the value to
CreateKey.

The description of the CMK.

The description can be 0 to 8,192 characters in length.
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Parameter

KeySpec

KeyUsage

Origin

ProtectionLevel

EnableAutomaticRotation

Rotationinterval

Type

String

String

String

String

Boolean

String

Required

Example

Aliyun_AES_256

ENCRYPT/DECRYPT

Aliyun_KMS

SOFTWARE

false

365d

For more information about common request parameters, see Common parameters.

Description

The type of the CMK. Valid values:

Aliyun_AES_256
Aliyun_AES_128
Aliyun_AES_192
Aliyun_SM4
RSA_2048
RSA_3072
EC_P256
EC_P256K
EC_SM2

@ Note

® The default type of the CMK is Aliyun_AES_256.

® Only Dedicated KMS supports Aliyun_AES_128 and
Aliyun_AES_192.

The usage of the CMK. Valid values:

® ENCRYPT/DECRYPT: encrypts or decrypts data.
® SIGN/VERIFY: generates or verifies a digital signature.

The source of key material. Valid values:

e Aliyun_KMS (default value)
e EXTERNAL

@ Note

® The value of this parameter is case-sensitive.

e If you set the KeySpec parameter to an asymmetric
CMK type, you are not allowed to set the Origin
parameter to EXTERNAL.

If you set the Origin parameter to EXTERNAL, you
must import key material. For more information, see
Import key material.

The protection level of the CMK. Valid values:

® SOFTWARE (default value)
® HSM

® Note

® The value of this parameter is case-sensitive.

® Assume that you set this parameter to HSM. If you set
the Origin parameter to Aliyun_KMS, the CMK is
created in a managed hardware security module
(HSM). If you set the Origin parameter to EXTERNAL,
you can import an external key to the managed HSM.

Specifies whether to enable automatic key rotation. Valid values:
® true

e false (default value)

® Note If you set the Origin parameter to EXTERNAL or
the KeySpec parameter to an asymmetric CMK type,
automatic key rotation is unavailable.

The interval for automatic key rotation. Specify the value in the
integer{unit] format. The following units are supported: d (day), h
(hour), m (minute), and s (second). For example, you can use
either 7d or 604800s to specify a seven-day interval. The interval
can range from 7 days to 730 days.

@ Note If you set the EnableAutomaticRotation
parameter to true, you must also specify this parameter. If
you set the EnableAutomaticRotation parameter to false, you
can leave this parameter unspecified.

22
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Response parameters

Parameter

KeyMetadata

AutomaticRotation

CreationDate

Creator

DeleteDate

Description

Keyld

KeySpec

KeyState

KeyUsage

LastRotationDate

MaterialExpireTime

NextRotationDate

Origin

PrimaryKeyVersion

Type

Struct

String

String

String

String

String

String

String

String

String

String

String

String

String

String

String

Example

acs:kms:cn-
qingdao:154035569884****:key/d6
beelcb-2e14-4277-ba6b-
73786b21****

Disabled

2016-03-25T10:42:40Z

154035569884****

2020-07-06T18:22:03Z

key description example

débeelcb-2e14-4277-baéb-
73786b21****

Aliyun_AES_256

Enabled

ENCRYPT /DECRYPT

2019-06-06T18:22:03Z

2020-07-06T18:22:03Z

2020-07-06T18:22:03Z

Aliyun_KMS

7ce1d081-06ch-42e6-aab6-
5c5de030****

Description

The metadata of the CMK.

The Alibaba Cloud Resource Name (ARN) of the CMK.

Indicates whether automatic key rotation is enabled. Valid values:

® Enabled: Automatic key rotation is enabled.

e Disabled: Automatic key rotation is disabled.

e Suspended: Automatic key rotation is suspended. For more information,
see Automatic key rotation.
® Note Automatic key rotation is available only for symmetric

CMKs.

The time when the CMK was created. The time is displayed in UTC.
The creator of the CMK.

The time when the CMK is scheduled for deletion.

For more information, see ScheduleKeyDeletion.
@ Note This value is returned only when the value of the KeyState

parameter is PendingDeletion.

The description of the CMK.
The ID of the CMK. The ID is globally unique.
The type of the CMK.

The status of the CMK.

For more information, see Impact of CMK status on APl operations.
The usage of the CMK.

The time when the last rotation was performed. The time is displayed in
utcC.

For a new CMK, the value of this parameter is the time when the initial
version of the CMK was generated.

The time when the key material for the CMK expires. The time is displayed
inUTC.

If the parameter is empty, the key material of the CMK does not expire.

The time when the next rotation will be performed.

@ Note This value is returned only when the value of the
AutomaticRotation parameter is Enabled or Suspended.

The source of the key material for the CMK.

The ID of the primary key version of the symmetric CMK.

@ Note

® The primary key version of a symmetric CMK is an active
encryption key. KMS uses the primary key version of a specified
CMK to encrypt data.

® This parameter is unavailable for asymmetric CMKs.
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Parameter Type Example Description

ProtectionLevel String SOFTWARE The protection level of the CMK.

The period of automatic key rotation. Unit: seconds. The value is in the
format of aninteger followed by the letter s. For example, if the rotation

Rotationinterval String 31536000s period is seven days, this parameter is set to 604800s. This value is
returned only when the value of the AutomaticRotation parameter is
Enabled or Suspended.

36c7e41a-3f2c-45f7-9bdd-

d1dc1e7e7e06 The ID of the request.

Requestid String

Examples
Sample requests

https://[Endpoint]/?Action=CreateKey

&<Common request parameters>

Sample success responses

xvr  format

<KMS>

<KeyMetadata>
<CreationDate>2021-04-12T06:00:54Z</CreationDate>
<Description></Description>
<KeyId>débeelcb-2e14-4277-babb-73786b21****</KeyId>
<KeySpec>Aliyun AES_256</KeySpec>
<KeyState>Enabled</KeyState>
<KeyUsage>ENCRYPT/DECRYPT</KeyUsage>
<PrimaryKeyVersion>7celd081-06cb-42e6-aab6-5c5de030****</PrimaryKeyVersion>
<DeleteDate></DeleteDate>
<Creator>154035569884****</Creator>
<Arn>acs:kms:cn-gqingdao:154035569884**** : key/d6beelcb-2e14-4277-ba6b-73786b21****</Arn>
<Origin>Aliyun KMS</Origin>
<MaterialExpireTime></MaterialExpireTime>
<ProtectionLevel>SOFTWARE</ProtectionLevel>
<LastRotationDate>2021-04-12T06:00:542</LastRotationDate>
<AutomaticRotation>Disabled</AutomaticRotation>

</KeyMetadata>

<RequestId>36c7ed4la-3f2c-45£7-9bdd-dldcle7e7e06</RequestId>

</KMS>

Json  format

"KeyMetadata": {
"CreationDate": "2021-04-12T06:00:542Z",
"Description": "",
"KeyId": "débeelcb-2el14-4277-babb-73786b21****",
"KeySpec "Aliyun AES 256",
"KeyState": "Enabled",
"KeyUsage": "ENCRYPT/DECRYPT",
"PrimaryKeyVersion": "7celd081-06cb-42e6-aab6-5c5de030****"
"DeleteDate": "",
"Creator": "154035569884****",
"Arn": "acs:kms:cn-qingdao:154035569884****:key/d6beelcb-2e14-4277-babb-73786b21****",
"Origin": "Aliyun KMS",

"MaterialExpireTime": "",
"ProtectionLevel": "SOFTWARE",
"LastRotationDate" '2021-04-12T06:00:542z",

"AutomaticRotation Disabled"
I

"RequestId": "36c7ed4la-3f2c-45f7-9bdd-dldcleTeT7e06"

Error codes

For a list of error codes, visit the AP| Error Center.

8.2. GetParametersForimport

Obtains the parameters that are used to import key material for a customer master key (CMK).

Usage notes
e The returned parameters can be used to call the ImportKeyMaterial operation.
e You canimport key material only for CMKs whose Origin parameter is set to EXTERNAL.

e The public key and import token that are returned when you call the Get ParametersForimport operation must be used together. The public key and import token can
be used to import key material only for CMKs that are specified for the call.

e The public key and import token that are returned by each call of the GetParametersForimport operation must be unique.
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e You must specify the type of the public key and the encryption algorithmthat are used to encrypt key material. The following table lists the types of public keys and
the encryption algorithms that are supported for each type.

Public key type

RSA_2048

EC_SM2

This topic provides an example on how to import key material for a CMK whose ID is

Encryption algorithm

RSAES_PKCS1_V1_5
RSAES_OAEP_SHA_1
RSAES_OAEP_SHA_256

SM2PKE

1234abcd-12ab-34cd-56ef-12345678****

Description

Keys of all regions and all protection levels are
supported.

Dedicated Key Management Service (KMS) does not
support RSAES_OAEP_SHA_1.

The SM2 algorithm is developed and approved by the
State Cryptography Administration of China. The SM2
algorithm can be used only to import key material for a
CMK whose ProtectionLevel is set to HSM. KMS supports
the SM2 algorithm by using a managed hardware
security module (HSM) that is deployed in mainland
China. For more information, see Overview of Managed
HSM.

by using the RsaEs Pkcs1 vi 5

encryption algorithm and a public key of the =rsa 2048 type. The returned parameters include the ID of the CMK, the pubic key that is used to encrypt key material,
the import token that is used to import key material, and the time when the import token expires.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type
Action String
Keyld String
WrappingAlgorithm String
WrappingKeySpec String

Description

The operation that you want to perform. Set the value to
GetParametersForimport.

The ID of the CMK. The ID is globally unique.

® Note You canimport key material only for CMKs
whose Origin parameter is set to EXTERNAL.

The algorithm that is used to encrypt key material.

Required Example

Yes GetParametersForimport

Yes 1234abcd-12ab-34cd-56ef-
12345678****

Yes RSAES_PKCS1_V1_5

Yes RSA_2048

For more information about common request parameters, see Common parameters.

Response parameters

Parameter Type
ImportToken String
Keyld String
Publickey String
Requestld String

Example

Base64String

1234abcd-12ab-34cd-56ef-
12345678****

MIIBANBgkqhkiG9WOBAQEFAAQCAQ
8AMIIBCgKCAQEAIls4ulBxDOGG84C+|
GBO6Dhpf 1)3XimC6cPMPNaKK|MOz
0X4tD+C+r7azv8lZ3vnPfxuxvy/YwG
+WhUXT EEFUdq) T OlzhPfY ucupgkKM9
2CrVHIUGH+XtMVeHKjyT r+UrtKCsQikq
HT +19yDRN/RMoo2HUx0gmEnRyXd
8t3JyUXun9FdoxKA08GrsV7nodb9Zs
0BLhnev7tTLcXVLYKW6EXG1ZQCQm6
dPnbnwLeDXR7uKOLgn9PM28mBIdai
QUQxj2XbM1CoJA+)iyVX3Ptdb+4rqu
kb4Rb05B80Bs9XV /cf7Flku08l7xGhr
GiQFg+DFXwQWtwihXHZxz3LhldU+
4ZPwID****

8cdf51fd-bcd6-d79a-0ef4-
e52c9b5466dc

The type of the public key that is used to encrypt key material.

Description

The import token that is used to import key material.

The import token is valid for 24 hours. The value of this parameter is
required when you call the ImportKeyMaterial operation.

The ID of the CMK. The ID is globally unique.

The value of this parameter is required when you call the
ImportKeyMaterial operation.

The public key that is used to encrypt key material.

The public key is encoded in Base64.

The ID of the request.
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Parameter Type Example Description
TokenExpireTime String 2018-01-25T00:01:02Z The time when the import token expires.
Examples

Sample requests

https://[Endpoint]/?Action=GetParametersForImport
&KeyId=1234abcd-12ab-34cd-56ef-12345678****
&WrappingAlgorithm=RSAES PKCS1 V1_5
&WrappingKeySpec=RSA 2048

&<Common request parameters>

Sample success responses
xvL  format
<KMS>
<ImportToken>Base64String</ImportToken>
<PublicKey>MIIBIjANBgkghkiGIwOBAQEFAAOCAQ8AMI IBCgKCAQEALLs4uIBxD0GG84C+1GBO6DhpE1I3XimC6cPMPNaKKIMOZoX4 tD+C+r7azv8123vnPExuxvy/ YwG+whUXTEEFUAQITO
IzhPfYucupgKM9I2crVHIuGHxtMVeHK ] yTr+UrtKCsQikgHT+19yDRN/RMoo2HUx0gmENnRyXd8t3JyUXun9FdoxKA08GrsVTnodb9ZsoBLhnev7tTLeXvLyKW6XG1ZQCOm6dPnbnwLeDXR7uK0Lgn9
PM28mBIdaiQUQxj2XbM1CoJA+JiyVX3Ptdb+4rqukb4Rb05B80Bs9xV/cE7FIku0817xGhrGiQFq+DFXwQWtwihXHZxz3Lh1dU+4ZPwID****</PublicKey>
<KeyId>1234abcd-12ab-34cd-56ef-12345678****</KeyId>
<TokenExpireTime>2018-01-25T00:01:022Z</TokenExpireTime>

<RequestId>8cdf51fd-bcd6-d79a-0efd-e52c905466dc</RequestId>
</KMS>

Jgson format

"ImportToken":"Base64String",

"PublicKey": "MIIBIjANBgkghkiGOwOBAQEFAAOCAQS8AMI IBCGKCAQEA11ls4uIBxD0GGB4C+1GBO6Dhpf1J3XimC6cPmPNaKKIMOzoX4tD+C+r7aZv8l23vnPfxuxvy/YwG+whUXTEEF
UdqJTOIzhPfYucupgKM92crVHIuG+xtMVeHK] yTr+UrtKCsQikgHT+19yDRN/RMoo2HUX0gmEnRyXd8t3JyUXun9FdoxKA08GrsV7nodb9ZsoBLhnev7t TLcXVLYKW6XG1ZQCOm6dPnbnwLeDXR7u
KOLgn9PM28mBIdaiQUOx]j2XbM1CoJA+JiyVX3Ptdo+4rqukb4Rb05B80Bs 9xV/cf7FIku0817xGhrGiQFq+DFXwQWtwihXHZxZz3Lh1dU+4ZPwID* ***"

"KeyId":"1234abcd-12ab-34cd-56ef-12345678****"

"TokenExpireTime":"2018-01-25T00:01:022",

"RequestId":"8cdf51fd-bcd6-d79a-0ef4-e52c9p5466dc"

Error codes

For a list of error codes, visit the API Error Center.

8.3. ImportKeyMaterial

Call the ImportKeyMaterial operation to import the key material.

Call CreateKey when creating a CMK, you can select its key material source as external. Origin set to EXTERNAL. This APl is used to import the key material into the CMK.
e To view the CMK Origin, see DescribeKey.

e Before importing key material, you need to call the GetParametersForimport obtain the parameters required to import the key material, including the public key and
import token.

@ Note

e The key type of the pairis Aliyun_AES_256 the key material must be 256 bits. The key type must be Aliyun_SM4 the CMK and key material must be 128
bits.

e You can set the expiration time for the key material, or you can set it to never expire.

e You can reimport the key material and reset the expiration time for the specified CMK at any time, but the same key material must be imported.
e Afterthe imported key material expires or is deleted, the specified CMK is unavailable until the same key material are imported again.

e A Key material can be imported to multiple cmks, but any Data or Data Key encrypted by one CMK cannot be decrypted by another CMK.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform. Set the value to

Action Strin Yes ImportKeyMaterial
9 P i ImportKeyMaterial.
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Parameter Type Required
EncryptedKeyMaterial String Yes
ImportToken String Yes
Keyld String Yes
KeyMaterialExpireUnix Long Yes

Response parameters

Sample response

Example

bCPZx716v6KXsqEpr20XKxuj2CC
RtKdwp75Bw+BGncYgBdfjFBYR
tOE6HRIT 0O0eiRDWzwWnw90A54
0L36smDJrq4Lo9x0CyY DiuknRk
cKtMtlzwO0din7Pd7IIZWWRdVue
iw2qpz|7PkUWQGT dsdbzpf))Q
+0j/cRIrk/E83UGyeyytSpgnb+lu
OXEY cPajRyWNsbi98N3pqgqQzH
XNNHO2N)gHInQgglgTiBEjkGeK
FhfKmT c3vjulldVa3EaVvIN6lwwf
gx+UUYSrvbA77WDYKIDsZ4SbK
2/T7za9Tp1quU7Yngba70KGVVj
7PMbia080AXWZnjUMY CgEp5w
7V+se0Xqw==

Base64String

1234abcd-12ab-34cd-56ef-
12345678****

ec1017 cf-ead4-f3ca-babc-

Prameter Type
Requestid String
Examples

Sample requests

https://[Endpoint]/? Action=ImportKeyMaterial

c3b34f3dbecb

Description

Use GetParametersForimport the Returned public key and the
base64-encoded key material.

By calling GetParametersForlmport the import token.

The ID of the CMK to be imported.

The time when the key material expires.

If this parameter is not specified or set this parameter to 0, the
key material does not expire.

@ Note The value cannot be earlier than the time when
the API is called (based on the server time).

Description

The ID of the request.

&EncryptedKeyMaterial=bCPZx716v6KXsqEpr20XKxuj 2CCREKAWp75Bw+BGnCYGBAE ) FBYREOE6HR] T00e 1 RDWZwnwIOA540L36smDIrq4Lo9x0CyYDiuKnRkcKEME 120din7Pd7 I 1 ZWWRAVY
eiw2qpz17PKUWOGTdsdbzpfJJO+q]/cRIrk/E83UGyeyytSpgnb+1u0xEYcPajRyWNsbi98N3paq0zHXNNHO2NIGH1NOgg1qTiBE] kGeKFh fKmTc3viul IdvVa3EaVING lwW£gx+UUYSrvbA7 TWDYK
1DsZ4SbK2/T72za9TplqU7YngbaTOKGVV] 7PMbia08 0AXWZNn] UMYCGEPSw7V+se0Xqu==

&ImportToken=Base64String
&KeyId=1234abcd-12ab-34cd-56ef-12345678****
&KeyMaterialExpireUnix=0

&<Common request parameters>

Sample success responses

xmL format

<KMS>

<RequestId>ecl017cf-ead4-f3ca-babc-c3b34f3dbecb</RequestId>

</KMS>

Json  format

"RequestId":"ecl0l7cf-ead4-f3ca-babc-c3b34f3dbech”

Error codes

For a list of error codes, visit the API Error Center.

8.4. EnableKey

Enables a customer master key (CMK) to encrypt and decrypt data.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required

Example

Description
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Parameter Type Required Example Description

The operation that you want to perform. Set the value to

Action String Yes EnableKey EnableKey.
. 1234abcd-12ab-34cd-56ef- .
Keyld String Yes 12345678+ The globally unigue ID of the CMK.
Response parameters
Parameter Type Example Description

efblcbbd-a093-4278-bc03-

Requestid String 639dd4fcc207

The ID of the request.

Examples
Sample requests

https://kms.cn-hangzhou.aliyuncs.com/?Action=EnableKey
&KeyId=1234abcd-12ab-34cd-56ef-12345678****

&<Common request parameters>

Sample success responses

xvr format

<KMS>
<RequestId>efblcbbd-a093-4278-bc03-639dd4fcc207</RequestId>
</KMS>

Json  format

{
"RequestId": "efblcbbd-a093-4278-bc03-639dd4fcc207"
}

Error codes

For a list of error codes, visit the API Error Center.

8.5. DisableKey

Disables a specified CMK.

If a customer master key (CMK) is disabled, the ciphertext encrypted by using this CMK cannot be decrypted until you re-enable it. You can call the EnableKey operation
to enable the CMK.

In this example, the CMK whose IDis  1234abcd-12ab-34cd-56ef-12345678****  is disabled.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

Action String Yes DisableKey The operation that you want to perform. Set the value to

DisableKey.
. 1234abcd-12ab-34cd-56ef- .
Keyld String Yes 1234567+ The ID of the CMK. The ID must be globally unique.
For more information about common request parameters, see Common parameters.
RESDOHSE parameters
Parameter Type Example Description

2fe70ce2-3303-4fd6-b3ac-

Requestld String 472fb2705¢62

The ID of the request.

Examples
Sample requests

https://kms.cn-hangzhou.aliyuncs.com/?Action=DisableKey
&KeyId=1234abcd-12ab-34cd-56ef-12345678****

&<Common request parameters>
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Sample success responses
xvr format
<KMS>

<RequestId>2fe70ce2-3303-4fd6-b3ac-472fb2705c62</RequestId>
</KMS>

Json  format

"RequestId": "2fe70ce2-3303-4fd6-b3ac-472fb2705c62"

Error codes

For a list of error codes, visit the API Error Center.

8.6. SetDeletionProtection

Enables or disables deletion protection for a customer master key (CMK).

Precautions:

e Afteryou enable deletion protection for a CMK, you cannot delete the CMK. If you want to delete the CMK, you must first disable deletion protection forthe CMK.

e Before you can call the SetDeletionProtection operation, make sure that the required CMK is not in the Pending Deletion state. You can call the DescribeKey operation

to query the CMK status, which is specified by the KeyState parameter.

You can enable deletion protection for the CMK whose Alibaba Cloud Resource Name (ARN) is

acs:kms:cn-hangzhou:123213123****:key/0225£411-b21d-46d1-beSb-

93931c82*+** by using parameter settings provided in this topic. The CMK ARN is specified by the ProtectedResourceArn parameter.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer

dynamically generates the sample code of the operation for different SDKs.

Request parameters

Description

The operation that you want to perform. Set the value to
SetDeletionProtection.

Specifies whether to enable deletion protection. Valid values:
® true: enables deletion protection

e false: disables deletion protection

The ARN of the CMK for which you want to set deletion

hangzhou:123213123****:key/ protection.

You can call the DescribeKey operation to query the CMK ARN.

The description of deletion protection.

Parameter Type Required Example
Action String Yes SetDeletionProtection
EnableDeletionProtection Boolean Yes true

acs:kms:cn-
ProtectedResourceArn Strin Yes

9 0225411-b21d-46d1-be5b-

93937c82***+*

The CMK is being used by XXX.
DeletionProtectionDescription String No 9 Y

For more information about common request parameters, see Common parameters.
Response parameters
Parameter Type Example

3455b9b4-95c1-419d-b310-

Requestid String db6a53b09a39

Examples

Sample requests

http(s) ://[Endpoint]/?Action=SetDeletionProtection

&EnableDeletionProtection=true

Deletion protection is set.

@ Note This parameter takes effect only when you set
the EnableDeletionProtection parameter to true.

Description

The ID of the request.

&ProtectedResourceArn=acs:kms:cn-hangzhou:123213123****:key/0225f411-b21d-46d1-be5b-93931c82****

&<Common request parameters>

Sample success responses

xvr  format
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<KMS>
<RequestId>3455b9b4-95c1-419d-b310-db6a53b09a39</RequestId>
</KMS>

Jgson format
"RequestId":"3455b9b4-95c1-419d-b310-db6a53b09a39"

Error codes

For a list of error codes, visit the AP| Error Center.

8.7. ScheduleKeyDeletion

Deletes a specified CMK.

During the scheduled deletion time, the CMK is in the PendingDeletion state and cannot be used to encrypt data, decrypt data, or generate data keys.

Aftera CMK is deleted, it cannot be recovered, and the data and ciphertext data keys encrypted by using this CMK cannot be decrypted. Therefore, to prevent you
from deleting CMKs by mistake, KMS allows you to only schedule key deletion tasks. You cannot immediately delete CMKs. If you want to delete a CMK, call the

DisableKey operation to disable it.

You must specify a waiting period of 7 to 30 days when you call this operation. The waiting period starts fromthe time you submit the request. You can call the

CancelKeyDeletion operation to cancel the deletion before the waiting period ends.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer

dynamically generates the sample code of the operation for different SDKs.
Request parameters

Parameter Type Required Example Description

The operation that you want to perform. Set the value to

Acti Stri Y ScheduleKeyDeleti B
ction ring es cheduleKeyDeletion ScheduleKeyDeletion,
. 1234abcd-12ab-34cd-56ef- .

Keyld String Yes 12345678+ The globally unique ID of the CMK.
The number of days before the CMK is deleted. During this period,
the CMK is in the PendingDeletion state. After this period ends,

PendingWindowInDays Integer No 7 you cannot cancel the deletion.
Valid values: 7 to 30.
Unit: days.

RESDOHSE parameters
Parameter Type Example Description

3da5b8cc-8107-40ac-a170-

RequestId String 793cd181d7b7

Examples
Sample requests

https://kms.cn-hangzhou.aliyuncs.com/?Action=ScheduleKeyDeletion
&KeyId=1234abcd-12ab-34cd-56ef-12345678****

&<Common request parameters>

Sample success responses
xvr format
<KMS>
<RequestId>3daSb8cc-8107-40ac-al70-793cd181d7b7</RequestId>
</KMS>
Json  format
{

"RequestId": "3da5b8cc-8107-40ac-al70-793cd181d7b7"
}

Error codes

The ID of the request.

30
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HttpCode Error code
400 Throttling
404 Forbidden.KeyNotFound

For a list of error codes, visit the API Error Center.

8.8. CancelKeyDeletion

Cancels the deletion of a CMK.

Error message

Request was denied due to request throttling.

The specified Key is not found.

When the deletion of a CMK is canceled, the CMK returns to the Enabled state.

Debugging

Description

The error message returned because your traffic in this
period has exceeded the limit. If your business
requirements are not met, submit a ticket.

The error message returned because the specified key
does not exist.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type
Action String
Keyld String

Response parameters

Parameter Type
Requestid String
Examples

Sample requests

http(s) ://[Endpoint]/?Action=CancelKeyDeletion
&KeyId=1234abcd-12ab-34cd-56ef-12345678****

&<Common request parameters>

Sample success responses

xvn  format

<KMS>

Required Example
Yes CancelKeyDeletion
Yes 1234abcd-12ab-34cd-56ef-
12345678****
Example

3da5b8cc-8107-40ac-a170-
793cd181d7b7

<RequestId>3da5b8cc-8107-40ac-al70-793cd181d7b7</RequestId>

</KMS>

Jgson format

{

"RequestId": "3da5b8cc-8107-40ac-al70-793cd181d7b7"

}

Error codes

For a list of error codes, visit the API Error Center.

8.9. DeleteKeyMaterial

Deletes the key material that you imported.

This operation does not delete the CMK that is created by using the key material.

Description

The operation that you want to perform. Set the value to
CancelKeyDeletion.

The globally unique ID of the CMK.

Description

The ID of the request.

If the CMK is in the PendingDeletion state, the state of the CMK and the scheduled deletion time do not change after you call this operation. If the CMK is not in the
PendingDeletion state, the state of the CMK changes to Pendingimport after you call this operation.

Afteryou delete the key material, you can upload only the same key material into the CMK.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters
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Parameter Type Required Example Description

The operation that you want to perform. Set the value to

Action String Yes DeleteKeyMaterial .
DeleteKeyMaterial.

’ 1234abcd-12ab-34cd-56ef- ]
Keyld String Yes 123456784+ The globally unique ID of the CMK.

RESDOHSE parameters
Parameter Type Example Description

4162a6af-bc99-40b3-a552-

89dccBaaf7e8 The ID of the request.

Requestid String

Examples
Sample requests

https://kms.cn-hangzhou.aliyuncs.com/?Action=DeleteKeyMaterial
&KeyId=1234abcd-12ab-34cd-56ef-12345678****

&<Common request parameters>

Sample success responses
xvt  format
<KMS>

<RequestId>4162a6af-bc99-40b3-a552-89dcc8aaf7c8</RequestId>
</KMS>

Jgson format

"RequestId": "4162a6af-bc99-40b3-a552-89dcc8aaf7c8"

Error codes

For a list of error codes, visit the API Error Center.

8.10. DescribeKey

Queries the information about a customer master key (CMK).

You can query the information about the CMK  05754286-3ba2-4fa6-8d41-4323aca6**** by using parameter settings provided in this topic. The information includes
the creator, creation time, status, and deletion protection status of the CMK.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform. Set the value to

Action String Yes DescribeKey DescribeKey.

The ID of the CMK.
. 05754286-3ba2-4fa6-8d41-
Keyld String Yes 4323aca6* You can also set this parameter to an alias that is bound to the

CMK. For more information, see Overview of aliases.

Response parameters

Parameter Type Example Description
KeyMetadata Struct The metadata of the CMK.
acs:kms:cn-
h. hou:154035569884****:key/0
Arn String angznou ey/ The Alibaba Cloud Resource Name (ARN) of the CMK.

5754286-3ba2-4fa6-8d41-
4323aca6****

32 > Document Version: 20220318


https://error-center.alibabacloud.com/status/product/Kms
https://api.aliyun.com/#product=Kms&api=DescribeKey&type=RPC&version=2016-01-20
file:///home/admin/dita-files/output/81302202/task12526948/~~68522~~

Key Management Service

AP| Reference-Key

Parameter

AutomaticRotation

CreationDate

Creator

DeleteDate

DeletionProtection

DeletionProtectionDescripti
on

Description

Keyld

KeySpec

KeyState

KeyUsage

LastRotationDate

MaterialExpireTime

NextRotationDate

Origin

PrimaryKeyVersion

ProtectionLevel

Type

String

String

String

String

String

String

String

String

String

String

String

String

String

String

String

String

String

Example

Disabled

2021-05-20T06:34:21Z

154035569884****

2021-05-26T718:22:03Z

Enabled

The CMK is being used by XXX.

Deletion protection is set.

key description example

05754286-3ba2-4fa6-8d41-
4323aca6****

Aliyun_AES_256

Enabled

ENCRYPT/DECRYPT

2021-05-20T06:34:21Z

2021-07-06T18:22:03Z

2021-07-06T18:22:03Z

Aliyun_KMS

515e0b0a-624f-45ab-92b5-
54f9b557****

HSM

Description

Indicates whether automatic rotation is enabled. Valid values:
® Enabled

e Disabled

e Suspended

For more information, see Automatic key rotation.

@ Note Only symmetric CMKs support automatic rotation.

The time when the CMK was created. The time is displayed in UTC.

The user who created the CMK. The value is an Alibaba Cloud account.

The time at which the CMK is scheduled for deletion. The time is displayed
inUTC.

For more information, see ScheduleKeyDeletion.

@ Note This parameter is returned only when the value of the
KeyState parameter is PendingDeletion.

Indicates whether deletion protection is enabled. Valid values:

® Enabled
® Disabled

The description of deletion protection.

The description of the CMK.

The ID of the CMK.

The type of the CMK.

The status of the CMK.

For more information, see Impact of CMK status on APl operations.

The purpose of the CMK.

The time when the last rotation was performed. The time is displayed in
UTC. For a new CMK, the value of this parameter is the time when the initial
version of the CMK was generated.

The time when the key material of the CMK expires. The time is displayed in
UTC. If the value is empty, the key material of the CMK does not expire.

The time at which the next rotation is scheduled for execution.

@ Note This parameter is returned only when the value of the
AutomaticRotation parameter is Enabled or Suspended.

The source of the key material for the CMK.

The ID of the current primary key version for the symmetric CMK.

The protection level of the CMK.
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Parameter Type Example

Rotationinterval String 31536000s

f1fdfagd-bd49-418b-942f-

Requestld String 8f3e3ec00a4f

Examples
Sample requests

http(s) ://[Endpoint]/?Action=DescribeKey
&KeyId=05754286-3ba2-4fa6-8d41-4323acab****
&<Common request parameters>

Sample success responses

xvr  format

<KMS>
<KeyMetadata>

<CreationDate>2021-05-20T06:34:212</CreationDate>
<Description></Description>
<KeyId>05754286-3ba2-4fa6-8d41-4323acab****</KeyId>
<KeySpec>Aliyun AES_256</KeySpec>
<KeyState>Enabled</KeyState>
<KeyUsage>ENCRYPT/DECRYPT</KeyUsage>

Description

The interval for automatic rotation.
Unit: seconds.
For example, if the value is 604800s, automatic rotation is performed at a
7-day interval.
@ Note This parameter is returned only when the value of the

AutomaticRotation parameter is Enabled or Suspended.

The ID of the request.

<PrimaryKeyVersion>515e0b0a-624f-45ab-92b5-54£9b551****</PrimaryKeyVersion>

<DeleteDate></DeleteDate>
<Creator>154035569884****</Creator>

<Arn>acs:kms:cn-hangzhou:154035569884**** : key/05754286-3ba2-4fa6-8d41-4323aca6****</Arn>

<Origin>Aliyun KMS</Origin>

<MaterialExpireTime></MaterialExpireTime>

<ProtectionLevel>HSM</ProtectionLevel>

<LastRotationDate>2021-05-20T06:34:212</LastRotationDate>

<AutomaticRotation>Disabled</AutomaticRotation>

<DeletionProtection>Enabled</DeletionProtection>
</KeyMetadata>
<RequestId>flfdfadd-bd49-418b-942f-8f3e3ec00ad4f</RequestId>

</KMS>

Json  format

"KeyMetadata": {
"CreationDate": "2021-05-20T06:34:212",
"Description": "",
"KeyId": "05754286-3ba2-4fa6-8d41-4323aca6****",
"KeySpec": "Aliyun AES_256",
"KeyState": "Enabled",
"KeyUsage": "ENCRYPT/DECRYPT",
"PrimaryKeyVersion": "515e0b0a-624f-45ab-92b5-54f9b551****"
"DeleteDate": "",
"Creator": "154035569884****",

"Arn": "acs:kms:cn-hangzhou:154035569884****:key/05754286-3ba2-4fa6-8d41-4323acab****",

"Origin": "Aliyun KMS",
"MaterialExpireTime": "",
"ProtectionLevel”: "HSM",
"LastRotationDate": "2021-05-20T06:34:21z",
"AutomaticRotation": "Disabled",
"DeletionProtection": "Enabled"

i

"RequestId": "flfdfa9d-bd49-418b-942f-8f3e3ec00adf"

Error codes

HTTP status code Error code Error message

404 Forbidden.KeyNotFound

For a list of error codes, visit the AP| Error Center.

8.11. ListKeys

The specified Key is not found.

Description

The error message returned because the specified CMK
is not found.
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Queries all CMKs of the current Alibaba Cloud account in the current region.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type
Action String
PageNumber Integer
PageSize Integer
Filters String

Required

Example

ListKeys

[{"Key":"KeyState", "Values":
["Enabled","Disabled"]}]

Description

The operation that you want to perform. Set the value to
ListKeys.

The number of the page to return.
Pages start from page 1.

Default value: 1.

The number of entries to return on each page.
Valid values: 1 to 100.

Default value: 10.

The CMK filter. The filter consists of one or more key-values pairs.
You can specify a maximum of 10 key-values pairs.
® Key
o Description: the property that you want to filter.
o Type: string.
o Valid values:
m KeyState: the status of a key.
m KeySpec: the type of a key.
= KeyUsage: the usage of a key.
= ProtectionLevel: the protection level.

= CreatorType: the type of the creator.

® Values

o

Description: the value to be included after filtering.

o

Format: string array.

Length: 0to 10.

o

o

Valid values:

= When Key is set to KeyState, the value can be Enabled,
Disabled, PendingDeletion, or Pendingimport.

= When Key is set to KeySpec, the value can be
Aliyun_AES_256, Aliyun_SM4, RSA_2048, EC_P256, EC_P256K,
or EC_SM2.

Note: You can create the keys of the EC_SM2 or
Aliyun_SM4 type only in regions that support Managed
HSMs and pass the State Cryptography Administration
(SCA) certification. For more information about the
regions, see Supported regions. If your region does not
support EC_SM2 and Aliyun_SM4, the two values are
ignored if they are specified.

When Key is set to KeyUsage, the value can be
ENCRYPT/DECRYPT (data encryption and decryption), or
SIGN/VERIFY (digital signature generation and verification).

When Key is set to ProtectionLevel, the value can be
SOFTWARE (software) or HSM (hardware).

Only certain regions support HSM. For more information
about the regions, see Supported regions . If your region
does not support HSM, the value is ignored if it is
specified.

If Key is set to CreatorType, the value can be User (used to
obtain the CMK created by the current account) or Service
(used to obtain the CMK created by other cloud products
authorized by the current account).

The logical relationship between different keys is AND, and the
logical relationship between multiple values in the same key is OR.
Example:

[ {"Key":"KeyState", "Values":

["Enabled", "Disabled"]}, {"Key":"KeyState", "Values":
["PendingDeletion"]}, {"Key":"KeySpec", "Values":
["Aliyun AES 256"]1} 1 .Inthis example, the semantics are:

(KeyState=Enabled OR KeyState=Disabled OR
KeyState=PendingDeletion) AND (KeySpec=Aliyun AES_
256)
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Response parameters

Parameter Type Example Description
Keys Array of Key The CMK.
Key
acs:kms:cn-
KeyArn String hangzhou:123456:key/80e9409f- The Alibaba Cloud Resource Name (ARN) of the CMK.

78fa-42ab-84bd-83f40c81****

08c33a6f-4e0a-4alb-a3fa-

Keyld String Jddfaldarees The ID of the CMK.
PageNumber Integer 1 The page number of the returned page.
PageSize Integer 10 The number of entries returned per page.
1050b8f1-b264-496d-a782-
R I i The ID of th .
equestid String 6299chaf15f8 e ID of the request
TotalCount Integer 3 The total number of CMKs.
Examples

Sample requests

https://kms.cn-hangzhou.aliyuncs.com/?Action=ListKeys
&PageNumber=1

&PageSize=10

&Filters=[{"Key":"KeyState", "Values":["Enabled","Disabled"]}]
&<Common request parameters>

Sample success responses

xvr  format

<KMS>
<Keys>
<Key>
<KeyId>80e9409f-78fa-42ab-84bd-83£40c81****</KeyId>
<KeyArn>acs: kms:cn-hangzhou:123456:key/80e9409f-78fa-42ab-84bd-83f40c81****</KeyArn>
</Key>
<Key>
<KeyId>8fbbl226-a06f-4c57-8887-daaSb627****</KeyId>
<KeyArn>acs:kms:cn-hangzhou:123456:key/8fbb1226-a06f-4c57-8887-daa5b627****</KeyArn>
</Key>
</Keys>
<TotalCount>3</TotalCount>
<PageNumber>1</PageNumber>
<PageSize>10</PageSize>
<RequestId>bc29ec35-3373-48d1-8202-520£d78d* ** *</RequestId>
</KMS>

Jgson format

"Keys": {
"Key": [
{
"KeyId": "80e9409f-78fa-42ab-84bd-83f40c81****",
"KeyArn": "acs:kms:cn-hangzhou:123456:key/80e9409f-78fa-42ab-84bd-83£40c81****"
b
{
"KeyId": "8fbbl226-a06f-4c57-8887-daab5b627****",
"KeyArn": "acs:kms:cn-hangzhou:123456:key/8fbb1226-a06f-4c57-8887-daaSb627****"
}
1,
"TotalCount": 3,
"PageNumber": 1,
"PageSize": 10,
"RequestId": "bc29ec35-3373-48d1-8202-520£d78d****"

Error codes

For a list of error codes, visit the API Error Center.

8.12. UpdateKeyDescription

36 > Document Version: 20220318


https://error-center.alibabacloud.com/status/product/Kms

Key Management Service AP| Reference-Key

Updates the description of a specified CMK.

This operation replaces the description of the CMK (the Description value in DescribeKey) with the value that you specify. You can add, modify, or delete the description
of the CMK through this operation.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform. Set the value to

Action Strin Yes UpdateKeyDescription -
9 P 4 P UpdatekeyDescription.

The description of the CMK. This description includes the purpose
Description String Yes key description example of the CMK, such as the types of data that you want to protect
and applications that can use the CMK.

. 1234abcd-12ab-34cd-56ef- .
Keyld String Yes 12345678+ The globally unique ID of the CMK.

RESDOHSE parameters
Parameter Type Example Description

3455b9b4-95c1-419d-b310-

Requestid String db6a53b09a39

The ID of the request.

Examples
Sample requests

https://kms.cn-hangzhou.aliyuncs.com/?Action=UpdateKeyDescription
&Description=key description example
&KeyId=1234abcd-12ab-34cd-56ef-12345678****

&<Common request parameters>

Sample success responses
xvr  format
<KMS>
<RequestId>3455b9b4-95c1-419d-b310-db6a53b0%a39</RequestId>
</KMS>

Jgson format

{
"RequestId": "3455b9b4-95c1-419d-b310-db6a53b09%a39"
}

Error codes

For a list of error codes, visit the API Error Center.

8.13. DescribeKeyVersion

Queries detailed information about a specified customer master key (CMK) version.

This topic provides an example on how to query the information about a version of the CMK  1234abcd-12ab-34cd-56e£-12345678**** . The ID of the CMK version is
2abla983-7072-4bbc-a582-584b5bd8**** . The response shows that the creation time of the CMK versionis 2016-03-25T10:42:402

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform. Set the value to

Action Strin Yes DescribeKeyVersion . .
9 4 DescribeKeyVersion.

The globally unique ID of the CMK.
1234abcd-12ab-34cd-56ef-
12345678+ You can also set this parameter to an alias that is bound to the

CMK. For more information, see Alias overview.

Keyld String Yes
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Parameter Type Required Example Description

The globally unique ID of the CMK version.
2ab1a983-7072-4bbc-a582-
584b5hdg**** You can call the ListKeyVersions operation to query the versions

of the CMK.

KeyVersionid String Yes

For more information about common request parameters, see Common parameters.

Response parameters

Parameter Type Example Description
KeyVersion Struct The metadata of the CMK version.
CreationDate String 2016-03-25T10:42:40Z The date and time when the CMK version was created. The time is

displayed in UTC.

The globally unique ID of the CMK.
1234abcd-12ab-34cd-56ef-

Keyld String 12345678+ ® Note If you set the Keyld parameter in the request to an alias
of the CMK, the ID of the CMK to which the alias is bound is returned.
KeyVersionid String igi;:iﬂiﬁ?j}%bc—assz- The globally unique ID of the CMK version.
. 7021b6ec-4be7-4d3c-8a68-
Requestid String 1e85d4d51530 The ID of the request.
Examples

Sample requests

http(s) ://[Endpoint]/?Action=DescribeKeyVersion
&KeyId=1234abcd-12ab-34cd-56ef-12345678****
&KeyVersionId=2abla983-7072-4bbc-a582-584b5bd8* ***

&<Common request parameters>

Sample success responses

xML format

<KMS>
<RequestId>7021b6ec-4be7-4d3c-8a68-1e85d4d515a0</RequestId>
<KeyVersion>
<CreationDate>2016-03-25T10:42:40Z</CreationDate>
<KeyId>1234abcd-12ab-34cd-56ef-12345678****</KeyId>
<KeyVersionId>2abla983-7072-4bbc-a582-584b5bd8** **</KeyVersionId>
</KeyVersion>
</KMS>

Json  format

"RequestId":"7021b6ec-4be7-4d3c-8a68-1e85d4d515a0",
"KeyVersion": {
"CreationDate":"2016-03-25T10:42:402",
"KeyId":"1234abcd-12ab-34cd-56ef-12345678****"
"KeyVersionId":"2abla983-7072-4bbc-a582-584b5bdg****"
}

Error codes

For a list of error codes, visit the API Error Center.
8.14. ListKeyVersions
Queries all versions of a specified CMK.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description
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Parameter Type Required Example Description

The operation that you want to perform. Set the value to
Action String Yes ListKeyVersions ListKeyVersions.

) 0b30658a-ed1a-4922-b8f7- The globally uniqu? ID of the CMK. You can also set this
Keyld String Yes 2673Ca0CH* parameter to an alias that is bound to the CMK. For more
information, see Use aliases.

The number of the page to return.
PageNumber Integer Yes 1 Pages start from page 1.

Default value: 1.
The number of entries to return on each page.
PageSize Integer No 10 Valid values: 0to 101.

Default value: 10.

Response parameters

Parameter Type Example Description
KeyVersions Array An array that consists of key versions.
KeyVersion
The dat d ti hen the CMK i ted. The ti i
CreationDate String 2016-03-25T10:42:40Z ¢ date and time when the LM version was created. The time 15

displayed in UTC.

The globally unique ID of the CMK.
0b30658a-ed1a-4922-b8f7-

Keyid String a673cagc @ Note If you set the Keyld parameter to the alias of the CMK, the
ID of the CMK to which the alias is bound is returned.

1e3304fd-68ac-4d5b-8886-

KeyVersionld String ¢ M*EC The globally unique ID of the CMK version.
ae5f01al

PageNumber Integer 1 The page number of the returned page.

PageSize Integer 10 The number of entries returned per page.
f71204c4-53cd-4eea-b405-

R I i The ID of th .

equestid String 653ba2db7e86 e ID of the request
TotalCount Integer 3 The total number of returned key versions.
Examples

Sample requests

http(s) ://[Endpoint]/?Action=ListKeyVersions
&KeyId=1234abcd-12ab-34cd-56ef-12345678****
sPageNumber=1

&<Common request parameters>

Sample success responses

xvr  format
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<KMS>
<RequestId>f71204c4-53cd-4eea-b405-653ba2db7e86</RequestId>
<KeyVersions>
<KeyVersion>
<KeyId>0b30658a-edla-4922-b8f7-a673cadc****</KeyId>
<KeyVersionId>1e3304fd-68ac-4d5b-8886-ae5f0lal****</KeyVersionId>
<CreationDate>2019-08-06T10:22:03%2</CreationDate>
</KeyVersion>
<KeyVersion>
<KeyId>0b30658a-edla-4922-b8f7-a673cadc****</KeyId>
<KeyVersionId>2abla983-7072-4bbc-a582-584b5bd8****</KeyVersionId>
<CreationDate>2019-08-06T10:19:18%</CreationDate>
</KeyVersion>
<KeyVersion>
<KeyId>0b30658a-edla-4922-b8f7-a673cadc****</KeyId>
<KeyVersionId>6a69c763-388a-4708-9fc0-4322266b****</KeyVersionId>
<CreationDate>2019-08-06T10:17:042</CreationDate>
</KeyVersion>
</KeyVersions>
<TotalCount>3</TotalCount>
<PageNumber>1</PageNumber>
<PageSize>10</PageSize>
</KMS>

Json  format

"KMS": {
"RequestId": "£71204c4-53cd-4eea-b405-653ba2db7e86",
"KeyVersions": {
"KeyVersion": [
{
"KeyId": "0b30658a-edla-4922-b8f7-a673cadcr***",
"KeyVersionId": "1e3304fd-68ac-4d5b-8886-ae5f0lal****",
"CreationDate": "2019-08-06T10:22:032"
e
{
"KeyId": "O0b30658a-edla-4922-b8f7-a673cadc***=*",
"KeyVersionId": "2abla983-7072-4bbc-a582-584b5bd8****"
"CreationDate": "2019-08-06T10:19:182"
e
{
"KeyId": "0b30658a-edla-4922-b8f7-a673cadc****",
"KeyVersionId": "6a69c763-388a-4708-9fc0-4322266b****"
"CreationDate": "2019-08-06T10:17:04Z"
}
]
I
"TotalCoun R

"PageNumber": 1,
"PageSize": 10

Error codes

For a list of error codes, visit the API Error Center.

8.15. UpdateRotationPolicy

Updates a key rotation policy.

When automatic key rotation is enabled, KMS automatically creates a new key version after the preset rotation period arrives and sets it as the primary key version.

Automatic rotation policy cannot be defined in the following cases:
e The specified CMK is an asymmetric key.

e The specified CMK is a key managed by Alibaba Cloud Services.

e The specified CMK is a BYOK (an external key imported into KMS).
e The specified CMK is not in the Enabled state.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer

dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

Action String Yes UpdateRotationPolicy

The operation that you want to perform. Set the value to
UpdateRotationPolicy.
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Parameter Type Required Example Description

Specifies whether to enable automatic key rotation. Valid values:

EnableAutomaticRotation Boolean Yes true true and false.

. 1234abcd-12ab-34cd-56ef- .
Keyld String Yes 123456784+ The globally unique ID of the CMK.

The period of automatic key rotation. It must be in the
integer[unit] format. The unit can be d (day), h (hour), m (minute),
or s (second). For example, both 7d and 604800s represent a
seven-day period. Valid values: 7 to 730 days.
Rotationinterval String No 30d

@ Note WhenEnableAutomaticRotation is set to true,
this parameter is required. When EnableAutomaticRotation is
set to false, this parameter is ignored.

Response parameters

Parameter Type Example Description

efblcbbd-a093-4278-bc03-

Requestid Strin The ID of the request.
q 9 639ddafcc207 q

Examples
Sample requests

https://[Endpoint]/?Action=UpdateRotationPolicy

&EnableAutomaticRotation=true

&KeyId=1234abcd-12ab-34cd-56ef-12345678****

&RotationInterval=30d

&<Common request parameters>
Sample success responses

xvL - format

<KMS>

<RequestId>efblcbbd-a093-4278-bc03-639dd4fcc207</RequestId>
</KMS>

Jgson format

"RequestId": "efblcbbd-a093-4278-bc03-639dd4fcc207"

Error codes

8.16. CreateKeyVersion

Creates a version for a customer master key (CMK).
Limits:

® You can create a version only for an asymmetric CMK that is in the Enabled state. You can call the CreateKey operation to create an asymmetric CMK and the
DescribeKey operation to query the status of the CMK. The status is specified by the KeyState parameter.

e The minimum interval for creating a version of the same CMK is seven days. You can call the DescribeKey operation to query the time when the last version of a CMK
was created. The time is specified by the LastRotationDate parameter.

e If a CMKis in a private key store, you cannot create a version for the CMK.
® You can create a maximum of 50 versions for a CMK in the same region.

You can create a version for the CMK whose IDis  0b30658a-edla-4922-b8£7-a673cad9c**** by using the parameter settings provided in this topic.
Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform. Set the value to

Actit Stri Y CreateKeyVersi N
ction ring es reatefeyversion CreateKeyVersion.
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Parameter Type Required Example Description

The ID of the CMK. The ID must be globally unique.

Keyld String Yes 023265986;5315-4922'[38”_ @ Note You can also set the value to an alias that is
a673cadc bound to the CMK. For more information, see Overview of
aliases.
RESDOFISE parameters
Parameter Type Example Description
KeyVersion Struct The metadata of the version.

The date and time when the version was created. The time is displayed in

CreationDate String 2019-08-02710:38:27Z uTC

0b30658a-ed1a-4922-b8f7-

Keyld String 2673Ca0CH* The ID of the CMK. The ID must be globally unique.
0a3d5dc-0b47-4199-a050-
KeyVersionld String ;229349:"" a The ID of the version.
f250a-4b75-498c-91be-
Requestid String lzjgfsgigfagsges c-91be The ID of the request.
Examples

Sample requests

http(s) ://[Endpoint]/?Action=CreateKeyVersion
&KeyId=0b30658a-edla-4922-b8f7-a673cadc****

&<Common request parameters>

Sample success responses

xvn  format

<KMS>
<KeyVersion>
<KeyId>0b30658a-edla-4922-b8f7-a673cadc****</KeyId>
<KeyVersionId>c0a3d5dc-0b47-4199-a050-b289349%a****</KeyVersionId>
<CreationDate>2019-08-02T10:38:272</CreationDate>
</KeyVersion>
<RequestId>b96f250a-4b75-498c-91be-22c6928£85be</RequestId>
</KMS>

Jgson format

"KeyVersion": {
"KeyId": "0b30658a-edla-4922-b8f7-a673ca9c****",
"KeyVersionId": "c0a3d5dc-0b47-4199-a050-b289349a****",
"CreationDate": "2019-08-02T10:38:272"

I

"RequestId": "b96f250a-4b75-498c-91be-22c6928£85be"

Error codes

For a list of error codes, visit the AP| Error Center.

8.17. Encrypt

Encrypts plaintext by using a symmetric CMK.

KMS uses the primary version of a specified CMK to encrypt data.
Only data of 6 KB or less can be encrypted. For example, you can call this operation to encrypt RSA keys, database access passwords, or other sensitive information.

When you migrate encrypted data across regions, you can call this operation in the destination region to encrypt the plaintext of the data key that is used to
encrypt the migrated data in the source region. This way, the ciphertext of the data key is generated in the destination region. You can also call the Decrypt
operation to decrypt the data key.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters
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Parameter Type Required Example Description

Action String Yes Encrypt The operation that you want to perform. Set the value to Encrypt.

) 1234abcd-12ab-34cd-566f - The globally uniqut_e ID of the CMK. You can also set this
Keyld String Yes 123456784+ parameter to an alias that is bound to the CMK. For more
information, see Use aliases.

The plaintext to be encrypted. The plaintext must be Base64

Plaintext String Yes SGVsbG8gd29y**** encoded

A JSON string that consists of key-value pairs. If you specify this
EncryptionContext Json No {"Example":"Example"} parameter, an equivalent value is required when you call the
Decrypt operation. For more information, see EncryptionContext.

RESDOHSE parameters
Parameter Type Example Description

DZhOWVmZDktM2QxNi00ODKOLW]k
NGYtMWZjNDNmMM2YyYWjmaaS|+T The ciphertext of the data that is encrypted by using the primary CMK

CiphertextBlob Stril .
phertextslo g 2tSIMe43nbTH/Z1WraXfLftkhAciUm  version.

DQXUMRI4WT VKhxX]MT hjk****

Kevid Strin 1234abcd-12ab-34cd-56ef- The globally unique ID of the CMK. If you set the Keyld parameter to an

4 9 12345678**** alias, the ID of the CMK to which the alias is bound is returned.
. . 86a9efd9-3d16-4894-bd4f- The ID of the key version that is used to encrypt the plaintext. It is the

Keyversionid string Tfca3f3fr* primary version of the CMK.
475f1620-b9d3-4d35-b5c6-

Requestid String 3fbddoata23d c The ID of the request.

Examples

Sample requests

http(s) ://[Endpoint]/?Action=Encrypt
&KeyId=1234abcd-12ab-34cd-56ef-12345678****
&Plaintext=SGVsbG8gd29y****

&<Common request parameters>

Sample success responses

xvr  format

<KMS>
<RequestId>475£1620-b9d3-4d35-b5c6-3fbdd941423d</RequestId>
<CiphertextBlob>DZhOWVmMZDktM20xNi000DkOLWIKNGY tMWZ jNDNmM2YyYWJImaaS1+TztSIMe43nbTH/ Z1Wr4XfLEtKhAciUmDOXuMR14WTvKhxjMThjK* ***</CiphertextBlob>
<KeyId>1234abcd-12ab-34cd-56ef-12345678****</KeyId>
<KeyVersionId>86a9efd9-3d16-4894-bd4f-1£c43£3f****</KeyVersionId>
</KMS>

Jgson format

"RequestId":"475£1620-b9d3-4d35-b5c6-3fbdd9414234d",

"CiphertextBlob" : "DZhOWVmMZDktM2QxNi000DkOLWIKNGY tMWZ jNDNmM2YyYWJImaaS1+TztSIMe43nbTH/ Z1Wr4XfLEftKhAciUmDOXuUMR14WTVKhxjMThjK****",
"KeyId":"1234abcd-12ab-34cd-56ef-12345678****"

"KeyVersionId":"86a9efd9-3d16-4894-bd4f-1fcd3£3f****"

Error codes

For a list of error codes, visit the API Error Center.

8.18. GenerateDataKey

Generates a random data key that is used to locally encrypt data.

This operation creates a random data key, encrypts the data key by using the specified customer master key (CMK), and returns the plaintext and ciphertext of the data
key. You can use the plaintext of the data key to locally encrypt your data without using KMS and store the encrypted data together with the ciphertext of the data
key. You can obtain the plaintext of the data key fromthe Plaintext parameter in the response and the ciphertext of the data key fromthe CiphertextBlob parameter
in the response.

The CMK that you specify in the request of this operation is only used to encrypt the data key and is not involved in the generation of the data key. KMS does not
record or store the generated data key. Therefore, you need to store the ciphertext of the data key in persistent storage.

We recommend that you locally encrypt data by performing the following steps:
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1. Call the GenerateDataKey operation.

2. Use the plaintext of the data key that you obtain to locally encrypt data in your own system. Then, delete the plaintext of the data key from the memory.
3. Store the encrypted data together with the ciphertext of the data key that you obtain.

We recommend that you locally decrypt data by performing the following steps:

e Callthe Decrypt operation to decrypt the locally stored ciphertext of the data key. The plaintext of data key is then returned.
e Use the plaintext of the data key to encrypt local data in an offline manner and then clear the plaintext of the data key.

In this example, a random data key is generated forthe CMK whose IDis  1234abcd-12ab-34cd-56ef-12345678%***

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform. Set the value to

Action Strin Yes GenerateDataKe
9 4 GenerateDataKey.

The ID of the CMK. The ID must be globally unique.
1234abcd-12ab-34cd-56ef-
12345678+ You can also set this parameter to an alias that is bound to the

CMK. For more information, see Alias overview.

Keyld String Yes

The type of the data key that you want to generate. Valid values:

AES_256: a 256-bit symmetric key
AES_128: a 128-bit symmetric key

KeySpec String No AES_256 @ Note We recommend that you use the KeySpec or

NumberOfBytes parameter to specify the length of a data
key. If none of the parameters are specified, KMS generates a
256-bit data key. If both parameters are specified, KMS
ignores the KeySpec parameter.

The length of the data key that you want to generate.
NumberOfBytes Integer No 256 Valid values: 1 to 1024.

Unit: bytes.

The JSON string that consists of key-value pairs.
EncryptionContext Json No {"Example": "Example"} If you specify this parameter, an equivalent value is required when
you call the Decrypt operation. For more information, see
EncryptionContext.
For more information about common request parameters, see Common parameters.
RESPOHSE parameters
Parameter Type Example Description
0DZhOWVmZDktM2QxNi00ODKOLW)

KNGYtMWZjNDNmMM2YyYW)mS7FmD
BBQOBkKsQrtRnidtPwirmDcS0ZuJCU4 The ciphertext of the data key that is encrypted by using the primary

CiphertextBlob Stril
Iphertextbio ring 1xxAAWk4Z8gsADfbVOb+i6kQmlvj7 version of the specified CMK.
9d)dGOVtX69Uycs901q0jopabT S***
The ID of the CMK. The ID must be globally unique.
Keyid Stri 599faB825-17de-417e-9554-
eyl ring bb032cce**** @ Note  If you set the Keyld parameter in the request to an alias
of the CMK, the ID of the CMK to which the alias is bound is returned.
2ab1 -7072-4l - 2-
KeyVersionid String SZ:bZEZ;*?* bbe-ass The ID of the CMK version. The ID must be globally unique.
Plaintext String OQ;(?OZTYOIGVUYZ%ZWQQCGXhaWS The Base64 encoded plaintext of the data key.
7021b6ec-4be7-4d3c-8a68-
Requestid String 1e85d4§c515ae0 64 The ID of the request.
Examples

Sample requests
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https://kms.cn-hangzhou.aliyuncs.com/?Action=GenerateDataKey
&KeyId=1234abcd-12ab-34cd-56ef-12345678****

&<Common request parameters>

Sample success responses

xvr  format

<KMS>

<CiphertextBlob>0DZhOWVmZDktM2QxNi000DkOLWIKNGY tMWZ jNDNmM2Y yYWJImS 7FmDBBQOBkKsQrtRnidt PwirmDcS0ZuJCU41xxAAWk4 Z8gsADfbV0b+16kQOmlvy79dJdGOvEX6
9Uycs901g0jopdbTS****</CiphertextBlob>

<KeyId>599fa825-17de-417e-9554-bb032cc6****</KeyId>

<KeyVersionId>2abla983-7072-4bbc-a582-584b5bd8****</KeyVersionId>

<Plaintext>QmFzZTY0IGVuY29kZWQgcGxhaW50ZXh0</Plaintext>

<RequestId>7021bbec-4be7-4d3c-8a68-1e85d4d515a0</RequestId>
</KMS>

Jgson format

"CiphertextBlob": "ODZhOWVmZDktM2QxNi00ODkOLWJIKNGYtMWZjNDNmM2YyYWJImS7FmDBBQOBkKsQrtRnidtPwirmDcS0ZuJCU41xxAAWk4Z8gsADfbVOb+i6k0mlv]79dJdGOvEX
69Uycs901g0jopdbTS****",

"KeyId": "599fa825-17de-417e-9554-bb032cch****",

"KeyVersionId": "2abla983-7072-4bbc-a582-584b5bd8****"

"Plaintext": "QOmFzZTY0IGVuY29kZWQgcGxhaW50ZXh0",

"RequestId": "7021b6ec-4be7-4d3c-8a68-1e85d4d515a0"

Error codes

For a list of error codes, visit the API Error Center.

8.19. GenerateDataKeyWithoutPlaintext

Generates a random data key, which can be used to encrypt local data.

This operation creates a random data key, encrypts the data key by using a specific symmetric CMK, and returns the ciphertext of the data key. This operation serves
the same purpose as the GenerateDataKey operation. The only difference is that this operation does not return the plaintext of the data key.

The CMK that you specify in the request of this operation is only used to encrypt the data key and is not involved in the generation of the data key. KMS does not
record or store the generated data key.

@ Note

e This operation applies to the scenario when you do not need to use the data key to immediately encrypt data. Before you can use the data key to encrypt
data, you must call the Decrypt operation to decrypt the ciphertext of the data key.

e This operation is also suitable for a distributed system with different trust levels. For example, a system stores data in different partitions based on a preset
trust policy. A module creates different partitions and generates different data keys for each partition in advance. This module is not involved in data
production and consumption after it completes initialization of the control plane. This module is the key provider. When producing and consuming data,
modules on the control plane obtain the ciphertext of the data key for a partition first. After decrypting the ciphertext of the data key, modules on the
control plane use the plaintext of the data key to encrypt or decrypt data and then clear the plaintext of the data key fromthe memory. In such a system,
the key provider does not need to obtain the plaintext of the data key. It only needs to have the permissions to call the GenerateDat aKeyWit hout Plaintext
operation. The data producers or consumers do not need to generate new data keys. They only need to have the permissions to call the Decrypt operation.

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

GenerateDataKeyWithoutPlaint The operation that you want to perform. Set the value to

Action Strin Yes » .
9 ext GenerateDataKeyWithoutPlaintext.

The globall i ID of the CMK. Y L t thi
. 12343bcd-12ab-34cd-566f - e globally unique ID of the [« ou can also set this
Keyld String Yes 12345678+ parameter to an alias that is bound to the CMK. For more
information, see Use aliases.
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Parameter

KeySpec

NumberOfBytes

EncryptionContext

Type

String

Integer

Json

Response parameters

Parameter

CiphertextBlob

Keyld

KeyVersionid

Requestld

Examples

Sample requests

Type

String

String

String

String

Required Example

AES_256

256

{"Example":"Example"}

Example

0DZhOWVmZDktM2QxNi00ODKOLW)
KNGYtMWZjNDNmMM2YyYW)mS7FmD
BBQOBkKsQrtRnidtPwirmDcS0ZujCU4
1xxAAWk4Z8gsADfbVOb+i6kQmlvj7

9dJdGOVtX69Uycs901q0jop4bT S***

*

599fa825-17de-417e-9554-
bb032cc6****

2ab1a983-7072-4bbc-a582-
584b5bd8****

7021b6ec-4be7-4d3c-8a68-
1e85d4d515a0

https:// [Endpoint]/?Action=GenerateDataKeyWithoutPlaintext

&KeyId=1234abcd-12ab-34cd-56ef-12345678****

&<Common request parameters>

Sample success responses

xML format

<KMS>

<RequestId>7021b6ec-4be7-4d3c-8a68-1e85d4d515a0</RequestId>
<CiphertextBlob>0DZhOWVmZDktM20xNi000DkOLWJIKNGY tMWZjNDNmM2YyYWJImS7FmDBBQOBkKsQrtRnidt PwirmDcS0ZudCU41xxAAWk4Z8qsADfbV0Ob+i6kOmlv]79dJdGOvEX69

Uycs901g0jopdbTS****</CiphertextBlob>

<KeyId>599fa825-17de-417e-9554-bb032cc6****</KeyId>
<KeyVersionId>2abla983-7072-4bbc-a582-584b5bd8* ***< /KeyVersionId>

</KMS>

Jgson format

"RequestId":"7021b6ec-4be7-4d3c-8a68-1e85d4d515a0",
"CiphertextBlob" : "ODZhOWVMZDktM20xNi000DkOLWJIKNGY tMWZ jNDNmM2YyYWJImS 7FmDBBQOBkKsQrtRnidt PwirmDcS0ZuJCU41xxAAWk4Z8gsADfbVOb+16k0mlv]79dJdGOvtX69Uyc

590103 opabTS****™,

"KeyId":"599fa825-17de-417e-9554-bb032cch****"

"KeyVersionId":"2abla983-7072-4bbc-a582-584b5bd8* *** "

Error codes

For a list of error codes, visit the API Error Center.

Description

The length of the data key that you want to generate. Valid
values:

e AES_256: 256-bit symmetric key
® AES_128: 128-bit symmetric key

@ Note We recommend that you use the KeySpec or
NumberOfBytes parameter to specify the length of a data
key. If both of them are not specified, KMS generates a 256-
bit data key. If both of them are specified, KMS ignores the
KeySpec parameter.

The length of the data key that you want to generate.
Valid values: 1to 1024.

Unit: bytes.

AJSON string that consists of key-value pairs. If you specify this
parameter, an equivalent value is required when you call the
Decrypt operation. For more information, see EncryptionContext.

Description

The ciphertext of the data that is encrypted by using the primary CMK
version.

The globally unique ID of the CMK.

@ Note If you set the Keyld parameter to an alias, the ID of the
CMK to which the alias is bound is returned.

The ID of the key version that is used to encrypt the plaintext. It is the
primary version of the CMK.

The ID of the request.
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8.20. ExportDataKey

Encrypts a data key by using a specific public key and exports the data key.

You can call the GenerateDat akeywithoutPlaintext operation to generate a data key, which is encrypted by a CMK. If you want to distribute the data key to other
regions or cryptographic modules, you can call the ExportDataKey operation to use a public key to encrypt the data key.

Then, you can import the ciphertext of the data key to the cryptographic module where the private key is stored. This way, the data key is securely distributed from
KMS to the cryptographic module. After the data key is imported to the cryptographic module, you can use it to encrypt or decrypt data.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform. Set the value to

Action String Yes ExportDatakey ExportDatakey

0ODZhOWVmZDktM2QxNi00ODk
OLWJKNGYtMWZjNDNmMM2YyYW
. . JmS7FmDBBQOBKKsQrtRnidt Pwi . .
CiphertextBlob String Yes rMDCS0ZUJCUA4TXAAWKAZBGSA The ciphertext of the data key encrypted by using a CMK.
DfbVOb+i6kQmlvj79d)dGOVtX6
QUyCs90T qF******

MIIBANBgkqhkiGOWOBAQEFAAQ
CAQ8AMIIBCgKCAQEANKfC2ReL
L2+y8a0+ZBBeAft/uBY086GZiY
JuflggUzKxpyuvlo3uQkBv6b+nx
+0tz8g8v7GhpPWMSW5LIMNH
YsvYFsa7jTxsYdt17yj6GIUHPuMI
s8hr5gbwl38IHUTila7nYWwE2f

b3ePOVLDACR)VgGpUOyxiow80

PublicKeyB i Y A B 4 ic key.
ublicKeyBlob String es 42QD+9aUjF5dIAahCf gsNz02C ase64-encoded public key.
XzCUcT+xbmNuq7Rp+H9V)B9d
yYOwgnW3RhOLB021FzpORapf
OUIRIrHRpk1V6ez+aEldofaYh/9
bhOméioxj7j5hpZbWccuEZT MB
Kd+cbuBkRhjzc6Tti6qwZbDiuaf
UwbZS0T gpuo1UadiyxMw*****
o
The encryption algorithm based on which you want to use the
public key specified by PublicKeyBlob to encrypt the data key. For
more information about encryption algorithms, see
AsymmetricDecrypt.
Valid values:
WrappingAlgorithm String Yes RSAES_OAEP_SHA_256
® RSAES_OAEP_SHA_256
e RSAES_OAEP_SHA_1
® SM2PKE
The key type of the public key specified by PublicKeyBlob. For
more information about key types, see Introduction to
asymmetric keys.
WrappingKeySpec String Yes RSA_2048 valid values:
® RSA_2048
o EC_SM2
AJSON string that consists of key-value pairs. If you specify this
t h CMK t t the data key,
EncryptionContext Json No {"Example":"Example"} parameterwnen you use a O encryptthe data key, an

equivalent value is required here. For more information, see
EncryptionContext.

Response parameters

Parameter Type Example Description
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Parameter Type Example Description

BQKP+1zK6+ZEMXT P5qaVzcsgXtwWp
lYBKmMONXdSnB5FzliFXE1bSiu4dnEllc

a2JpeH7yz1/56fed630H+hIH6DoOM25

fTLNcKj+mFBOXnh9m2+HN59Mn4qy

TfcUeadnfCXSWcGBouhXFwedd2r)3

n337bzTf4jm6599gZu3L0i6PLUXMIp7 The data key encrypted by using the public key and then exported.

ExportedDatakey String mqdwOOCK]Pf GVFhnfMz+f4alMg79
WB/NNyE2lyX7/qxvV490bNrrJbKSFi
z8Djocaf OIESNLMbfYI5bXjwk]1X92D
QbKhibtQW8Z0)//ZC6t0AWcUOKLE
QDm/dg5koQalcleRinpB+QadFm894
SLbVZ9+N4GYs*****+*
The ID of the CMK that is used to decrypt the specified ciphertext of the
) 202b9877-5a25-46€3-a763-
Keyld String 220791b5*** data key.
This parameter is the globally unique ID of the CMK.
KeyVersionid Strin 2ab1a983-7072-4bbc-a582- The ID of the CMK version that is used to decrypt the specified ciphertext
d 9 584b5bdg**** of the data key.
. 4bd560a1-729e-45f1-a3d9-
Requestld String b2a33d21046be @ The ID of the request.
Examples

Sample requests

http(s) :// [Endpoint]/?Action=ExportDataKey

&CiphertextBlob=0DZhOWVmZDktM2QxNi000DkOLWIKNGY tMWZ jNDNmM2Y yYWJImS7FmDBBQOBkKsQrtRnidt PwirmDcS0ZuJCU41xxAAWk4Z8gsADEbVOb+1i6k0mlv)79dJdGOvtX69Uycs901g*
ko ko ke k

&Publ i cKeyB1ob=MITBIjANBgkghkiGIwOBAQEFAAOCAQS8AMI IBCGKCAQEANAKFC2ReLL2+y8a0+ZBBeAft /uBYo86GZiYJuflggUzKxpyuvlo3uQkBv6eb+nx+0tz8g8v7GhpPWMSW5LIMNHYSvVYF
sa7jTxsYdt17yj6G1UHPUMIs8hr5qbwl38IHULiIa7nYWwE2 fb3e POVLDACRIVGGPUOyxioW80d20D+9aU4 ] F5d1AahcfgsNzo2CXzCUcl +xbmNug7Rp+HIVIBIdyYOwGnW3RhOLBo21FZpORap£0
UiR1rHRpk1V6ez+aEldofa¥h/9bh0mé6iox] 7] 5ShpZbWccuEZTMBKA+cbuBkRhIZC6Tt i 6qwzbDiud fUwbzS0TqpuolUadiyxMi * * % x x

&WrappingAlgorithm=RSAES OAEP_SHA 256

&WrappingKeySpec=RSA 2048

&<Common request parameters>

Sample success responses

xvr  format

<KMS>
<KeyId>202b9877-5a25-46e3-a763-e20791b5****</KeyId>
<KeyVersionId>2abla983-7072-4bbc-a582-584b5bd8****</KeyVersionId>
<ExportedDataKey>BOKP+1zK6+ZEMxTP5qaVzcsgXtWplYBKmONXdSnB5Fz1iFxE1bSiuddnEIlca2JdpeH7yz1/S6£ed630H+hIH6DOM25 £TLNCK ] +mFBOXnh9m2+HN5 9MndqyT£cU
eadnfCXSWcGBouhXFwedd2rJd3n337bzT£4im659gZu3L01i6PLuxMIp7mqdwO0cKIPEGVEhnfMz+£4alMg79WB/NNyE21yX7/qxvV4 90bNrrJbKSFiz8Djocaf0IESNLMbEYI5bXjWkJ1X92DQbKhi
btQW82Z0J/ /ZC6t0AWCUOKL6QDM/dg5koQalcleRinpB+QadFm894sLbVZ9+N4AGVs* x*****x< /ExportedDataKey>
<RequestId>4bd560al-729e-45f1-a3d9-b2a33d61046b</RequestId>
</KMS>

Json  format

"KeyId": "2020b9877-5a25-46e3-a763-e20791b5****",

"KeyVersionId": "2abla983-7072-4bbc-a582-584b5bd8****"

"ExportedDataKey": "BOKP+1zK6+ZEMxTP5gaVzcsgXtWpl YBKmONXASnB5Fz1iFxE1bSiu4dnEIlca2dpeH7yz1/S6fed630H+hIH6DOM25FTLNCK] +mFBOXnh9m2+HN59Mn4qyTfcUead
nfCXSWcGBouhXFwedd2rd3n337bzT£4jm659gZu3L0i6PLuxMIp7mgdwO0cKIPEGVEhnfMz+f4alMg79WB/NNyE21yX7/qxvV430bNrrJbKSFiz8Djocaf0IESNLMbEYISbXjWkJ1X92DObKhibtQ
W8Z0J//ZC6t0AWCUOKL6QDM/dg5koQalcleRinpB+0adFm894SLbVZ 9+N4GYs* ****** !

"RequestId": "4bd560al-729e-45f1-a3d9-b2a33d61046b"

Error codes
HTTP status code Error code Error message Description
The error message returned because an internal error

500 InternalFailure Internal Failure. has occurred. Try again later. If the error persists,
submit a ticket.

For a list of error codes, visit the API Error Center.

8.21. GenerateAndExportDataKey

Randomly generates a data key and uses a CMK and a public key to encrypt the data key. This operation returns both the ciphertext of the data key encrypted by using
the CMK and that encrypted by using the public key.
We recommend that you performthe following steps to import your data key to a cryptographic module:

e Callthe GenerateAndExportDataKey operation to generate a data key and obtain both the ciphertext of the data key encrypted by using the CMK and that
encrypted by using the public key.
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e Store the ciphertext of the data key encrypted by using the CMK in KMS Secrets Manager or in a storage service such as ApsaraDB. T his ciphertext is used for backup

and restoration.

e Import the ciphertext of the data key encrypted by using the public key to the cryptographic module where the private key is stored. Then, you can use the data key

to encrypt or decrypt data.

@ Note

The CMK that you specify in the request of this operation is only used to encrypt the data key and is not involved in the generation of the data key.

KMS does not record or store the data keys randomly generated by calling this operation. You must take note of the data keys and the returned ciphertext.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter

Action

Keyld

PublickeyBlob

WrappingAlgorithm

WrappingKeySpec

KeySpec

NumberOfBytes

Type

String

String

String

String

String

String

Integer

Required

Yes

Yes

Example

GenerateAndExport DatakKey

1234abcd-12ab-34cd-56ef-
12345678****

MIIBANBgkqhkiGOWOBAQEFAAQ
CAQB8AMIIBCgKCAQEANKf C2ReL
L2+y8a0+ZBBeAft/uBY086GZiY
JuflggUzKxpyuvlo3uQkBv6b+nx
+0tz8g8v7GhpPWMSW5LIMNH
YsvYFsa7jTxsYdt17yj6GLUHPuMI
s8hrs5gbwl38IHUTila7nY WwE2f

b3ePOVLDACRJVgGpUOyxiow80

d2QD+9aU4jF5dlAahcfgsNzo2C
XzCUc1+xbmNuq7Rp+H9V)B9d

yYOwqnW3RhOLBo21FzpORapf
OUIRIrHRpk1V6ez+aEldofayh/9
bhOméioxj7j5hpZbWccuEZTMB

Kd+cbuBkRhjzc6Tti6qwZbDiudf
UwbZS0T gpuo1UadiyxMw*****

ok

RSAES_OAEP_SHA_256

RSA_2048

AES_256

32

Description

The operation that you want to perform. Set the value to
GenerateAndExportDatakey.

The globally unique ID of the CMK. You can also set this
parameter to an alias that is bound to the CMK. For more
information, see Use aliases.

A Base64-encoded public key.

The encryption algorithm based on which you want to use the

public key specified by PublickeyBlob to encrypt the data key. For

more information about encryption algorithms, see
AsymmetricDecrypt.

Valid values:

® RSAES_OAEP_SHA 256
® RSAES_OAEP_SHA_1
e SM2PKE

The key type of the public key specified by PublicKeyBlob. For
more information about key types, see Introduction to
asymmetric keys.

Valid values:

© RSA_2048
e EC_SM2

The length of the data key that you want to generate. Valid
values:

® AES_256: a 256-bit symmetric key
® AES_128: a 128-bit symmetric key

@ Note We recommend that you use the KeySpec or
NumberOfBytes parameter to specify the length of a data
key. If both parameters are not specified, KMS generates a
256-bit data key. If both parameters are specified, KMS
ignores the KeySpec parameter.

The length of the data key that you want to generate.
Valid values: 1to 1024.

Unit: bytes.
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Parameter Type Required Example Description

A JSON string of key-value pairs. If you specify this parameter
here, an equivalent value is required when you decrypt or re-
encrypt the data key. For more information, see
EncryptionContext.

EncryptionContext Json No {"Example":"Example"}

Response parameters
Parameter Type Example Description

0DZhOWVmZDktM2QxNi00ODKOLW)
KNGYtMWZjNDNmMM2YyYW)mS7FmD
BBQOBKKsQrtRnidt PwirmDcS0ZujCU4
TxxAAWk4Z8qsADfbVOb+i6kQmlvj7
9dJdGOVtX69Uycs901q0jopabT S***
*

CiphertextBlob String The ciphertext of the data key encrypted by using the primary CMK version.

BQKP+1zK6+ZEMXT P5gaVzcsgXtwp
LYBKMONXdSnB5FzliFXE1bSiu4dnEilc
a2JpeH7yz1/56fed630H+hIH6DoOM25
fTLNcKj+mFBOXnh9m2+HN59Mn4qy
TfcUeadnfCXSWcGBouhXFwedd2r)3
n337bzTf4jm6599gZu3L0i6PLUXMIpP7
mqdwOO0cKJPfGVfhnfMz+f4alMg79
WB/NNyE2lyX7/qxvV490bNrrJbKSFi
z8Djocaf OIESNLMbfYI5bXjwk]1X92D
QbKhibtQw8Z0)//ZC6t0AWcUOKLE
QDm/dg5koQalcleRinpB+QadFm894
SLbVZ9+N4GYs*****+*

ExportedDataKey String The data key encrypted by using the public key and then exported.

The globally unique ID of the CMK.

599faB825-17de-417e-9554-
bb032cco**** @ Note If you set the Keyld parameter to an alias, the ID of the
CMK to which the alias is bound is returned.

Keyld String

2ab1a983-7072-4bbc-a582- The ID of the CMK version that is used to encrypt the plaintext. It is the

KeyVersionid Stril
eyversion fing 584b5bd8**** primary version of the CMK.

7021b6ec-4be7-4d3c-8a68-

Requestid String 1e85d4d515a0

The ID of the request.

Examples

Sample requests

http(s) ://[Endpoint]/?Action=GenerateAndExportDataKey

&KeyId=1234abcd-12ab-34cd-56ef-12345678****

&PublicKeyBlob=MIIBIjANBgkghkiGIwOBAQEFAAOCAQ8AMI IBCGKCAQEANAKEC2ReLL2+y8a0+ZBBeAft/uBYo86GziYJuflgqgUzKxpyuvlo3uQkBveb+nx+0tz8g8v7GhpPWMSWSLIMNHY SVYF
sa7jTxsYdt17y]j6GLUHPUMIs8hr5qbwl38IHULiIa7nYWwE2£b3e POVLDACRIVGGPUOyxioW80d2QD+9aU4jF5d1AahcfgsNzo2CXzCUcl +xbmNuq7Rp+HIVIBIdyYOwqnW3RhOLBO21FZpORap£0
UiR1rHRpk1V6ez+aEldofaYh/9bh0m6iox] 73 ShpZbWcCUuEZTMBKA+cbuBkRhIZC 6Tt 6qwZbDiud FUnbZS0TpuolUadi yxMuh * * %+ x

&WrappingAlgorithm=RSAES OAEP_SHA 256

&WrappingKeySpec=RSA 2048

&<Common request parameters>

Sample success responses

xvn  format

<KMS>

<KeyId>202b9877-5a25-46e3-a763-e20791b5****</KeyId>

<KeyVersionId>2abla983-7072-4bbc-a582-584b5bd8****</KeyVersionId>

<CiphertextBlob>0DZhOWVmZDktM2QxNi000DkOLWIKNGY tMWZ jNDNmM2Y yYWJImS7FmDBBQOBkKsQrtRnidt PwirmDcS0ZuJCU41xxAAWk4Z8gsADfbV0b+1i6kOmlvy79dJdGOvEX6
9Uycs901g0jopdbTS****</CiphertextBlob>

<ExportedDataKey>BOKP+1zK6+ZEMXxTP5qaVzcsgXtWpl YBKmONXASnB5Fz1iFxXE1bSiuddnEIlca2dpeH7yz1/S6fed630H+hIH6DOM25 £ TLNCK] +mFBOXnh9m2+HNS 9Mn4qyTEcU
eadnfCXSWcGBouhXFwedd2rd3n337bzTE4im659gZu3L0i6PLuxMIp7mgdwO0CcKIPEGY fhnfMz+f4alMg79WB/NNyE21yX7/qxvV4 90bNrr JbKSFiz8Djocaf0IESNLMbEY I5bXjWkJ1X92DObKhi
btQW8Z0J/ /ZC6t0ANCUOKL6QDM/dg5koQalcleRinpB+QadFm894sTbVZ9+NAGVs* * * * * * *< /ExportedDataKey>

<RequestId>4bd560al-729e-45f1-a3d9-b2a33d61046b</RequestId>
</KMS>

Jgson format

"KeyId": "202b9877-5a25-46e3-a763-e20791b5****",

"KeyVersionId": "2abla983-7072-4bbc-a582-584b5bd8****"

"CiphertextBlob" : "ODZhOWVMZDktM2QxNi000DkOLWIKNGY tMWZ NDNmM2YyYWJImS 7 FmDBBQOBKKsQrtRnidt PwirmDcS0ZuJCU41xxARWk4 Z28qsADEbY0b+16kOmlvy 79dIdGOvEX69UyC
S901g0jop4bTS****1

"ExportedDataKey": "BQOKP+1zK6+ZEMxTPS5gaVzcsgXtWpl YBKmONXASnBS5Fz1iFxE1bSiu4dnEIlca2dpeH7yz1/S6fed630H+hIH6DOM25FTLNCK] +mFBOXnh9m2+HN59Mn4qyTfcUead
nfCXSWcGBouhXFwedd2rJd3n337bzT£4jm659gZu3L0i6PLuxMIp7mgdwO0cKIPEGVEhnfMz+f4alMg79WB/NNyE21yX7/qxvV430bNrrJbKSFiz8Djocaf0IESNLMbEYISbXjWkJ1X92DObKhibtQ
W8%0J//ZC6t0AWCUOKL6QDM/dg5koQalcleRinpB+QadFm894SLbVZ 9+N4GVs* * **** %1

"RequestId": "207596a2-36d3-4840-blbd-£87044699bd7"
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Error codes
HTTP status code Error code Error message Description

The error message returned because the specified key

404 Forbidden.KeyNotFound The specified Key is not found. .
does not exist.

For a list of error codes, visit the API Error Center.

8.22. Decrypt

Decrypts the ciphertext that is specified by the CiphertextBlob parameter.

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call t his operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform. Set the value to

Acti Stril Y D t
ction ring es ecryp Decrypt.

The ciphertext that you want to decrypt.

DZhOWVmZDktM2QxNi00ODkOL
WJKNGYtMWZNDNmMM2YyYW)

You can generate the ciphertext by calling the following

operations:
CiphertextBlob String Yes maasSl+TztSIMe43nbTH/Z1Wr4
XfLFtKhACIUMDQXUMRI4WT vkh ® GenerateDataKey
XMT hjK**** o Encrypt

e GenerateDataKeyWithoutPlaintext

The JSON string that consists of key-value pairs.

® Note If you specify the EncryptionContext parameter

EncryptionContext Json No {"Example": "Example"} when you call the GenerateDataKey, Encrypt, or
GenerateDataKeyWithoutPlaintext operation, you must
specify the same context when you call the Decrypt
operation. For more information, see EncryptionContext.

Response parameters

Parameter Type Example Description

The ID of the customer master key (CMK) that is used to decrypt the

. 202b9877-5a25-46e3-a763- i
Keyld string 220791 bgrers ciphertext.
It is the GUID of the CMK.
. . 2ab1a983-7072-4bbc-a582- . . .
KeyVersionid String 584b5bAg The ID of the CMK version that is used to decrypt the ciphertext.
RYX ja12; TN/gZERDDCL
Plaintext String tdoZEl(J)(j;;VE?lj/an*ti? 9 cLws The plaintext that is generated after decryption.
. 207596a2-36d3-4840-b1bd-
Requestld String f87044:99bd7 The ID of the request.
Examples

Sample requests

https://[Endpoint]/?Action=Decrypt
sCiphertextBlob=DZhOWVMZDktM2QxNi000DkOLWIKNGY tMWZINDNmM2YyYWJImaaS1+TztSIMed3nbTH/ Z1Wr4X fLEtKhACi UmDOXUMRL4WTvKhx JMThK* % **

&<Common request parameters>

Sample success responses

xmL format

<KMS>
<KeyId>202b9877-5a25-46e3-a763-e20791b5****</KeyId>
<KeyVersionId>2abla983-7072-4bbc-a582-584b5bd8****</KeyVersionId>
<Plaintext>tRYXuCwgjal2xxOLlN/gZERDDCLwIdoZEQiPDk/Bv****</Plaintext>
<RequestId>4bd560al-729e-45£f1-a3d9-b2a33d61046b</RequestId>

</KMS>

Jgson format
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"KeyId": "202b9877-5a25-46e3-a763-€20791b5****",
"KeyVersionId": "2abla983-7072-4bbc-a582-584b5bd8****"
"Plaintext": "tRYXuCwgjal2xxO1N/gZERDDCLw9doZEQiPDk/Bv****",
"RequestId": "207596a2-36d3-4840-blbd-£87044699bd7"

Error codes

For a list of error codes, visit the API Error Center.

8.23. ReEncrypt

Re-encrypts ciphertext. When you call this operation, KMS first decrypts the specified ciphertext and then uses a different CMK to encrypt the obtained plaintext data
ordata key and return ciphertext.

You can call this operation in the following scenarios:

Afterthe CMK that was used to encrypt your data is rotated, you can call this operation to use the latest CMK version to re-encrypt the data. For more information
about automatic key rotation, see Configure automatic key rotation.

The CMK that was used to encrypt your data remains unchanged, but EncryptionContext is changed. In this scenario, you can call this operation to re-encrypt the
data.

You can call this operation to use a CMK in KMS to re-encrypt data or a data key that was previously encrypted by a different CMK.
To use the ReEncrypt operation, you must have two permissions:

e kms:ReEncryptFrom on the source CMK

e kms:ReEncryptTo on the destination CMK

e For simplicity, you can specify kms:ReEncrypt* to allow both of the preceding permissions.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform. Set the value to

Action String Yes ReEncrypt.

ReEncrypt

The ciphertext that you want to re-encrypt.

You can set this parameter to the ciphertext that is returned after

a symmetric or asymmetric encryption operation.
0ODZhOWVmZDktM2QxNi00ODk Y 4 P P

OLWJKNGYtMWZjNDNmMM2YyYW ® Symmetric encryption: the ciphertext returned after you call

JmS7FmDBBQOBKKsQrtRnidt Pwi

the Encrypt, GenerateDataKey,

CiphertextBlob string ves FMDCS0ZUJCU4TXXAAWKAZBGSA GenerateDatakeyWithoutPlaintext, or
DfbVOb+i6kQmlvj79d)dGOvt X6 GenerateAndExportDataKey operation
9Uycs90T g e Asymmetric encryption: the public key-encrypted ciphertext
returned after you call the GenerateAndExportDatakey
operation, or the ciphertext encrypted by using the public key
of an asymmetric key pair outside KMS
1234abcd-12ab-34cd-56¢f The ID of the symmetric CMK that is used to re-encrypt the
abcd-12ab-34cd-56ef- ] R R
DestinationKeyld Stril Y ciphertext after the ciphertext is decrypted.
estinationKeyl ring es 12345678+ P P ryp
The ID of the CMK that is used to decrypt the ciphertext.
This parameter is the globally unique ID of the CMK.
438b18-05be-40ad-b6c2-
SourceKeyld String No 5ca38b 8*?*5:]9 0ad-b6c . .
3be6752c @) Note If you set CiphertextBlob to the public key-
encrypted ciphertext that is returned after an asymmetric
encryption operation, specify this parameter.
The ID of the CMK version that is used to decrypt the ciphertext.
SourceKeyVersionid String No 2ab12983-7072-4bbc-a582- @ Note If you set CiphertextBlob to the public key-

584b5bd8****

encrypted ciphertext that is returned after an asymmetric
encryption operation, specify this parameter.
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Parameter Type
SourceEncryptionAlgorithm String
SourceEncryptionContext Json
DestinationEncryptionContext Json

Response parameters

Parameter Type

CiphertextBlob String

Keyld String

KeyVersionid String

Requestid String
Examples

Sample requests

http(s) ://[Endpoint]/?Action=ReEncrypt

Required Example

No

RSAES_OAEP_SHA_256

{"Example":"Example"}

{"Example":"Example"}

Example

DZhOWVmZDktM2QxNi00ODKOLW )k
NGYtMWZJNDNmMM2YyYWjmaasl+T
2tSIMed3nbT H/ZTWraXfLftKhAciUm
DQXUMRIAWT vKhxjMT hjK****

2ab1a983-7072-4bbc-a582-
584b5bd8****

202b9877-5a25-46e3-a763-
€20791b5****

207596a2-36d3-4840-b1bd-
f87044699bd7

Description

The encryption algorithm based on which the public key is used to
encrypt the ciphertext specified by CiphertextBlob. For more
information about encryption algorithms, see AsymmetricDecrypt.

Valid values:

© RSAES_OAEP_SHA_256
® RSAES_OAEP_SHA_1
o SM2PKE

@ Note If you set CiphertextBlob to the public key-
encrypted ciphertext that is returned after an asymmetric
encryption operation, specify this parameter.

AJSON string that consists of key-value pairs. If you specify
EncryptionContext when you call the Encrypt, GenerateDataKey,
GenerateDataKeyWithoutPlaintext, or GenerateAndExportDataKey
operation to encrypt the data or data key, an equivalent value is
required here. For more information, see EncryptionContext.

@ Note If you set CiphertextBlob to the ciphertext that is
returned after a symmetric encryption operation, specify this
parameter.

A JSON string that consists of key-value pairs. This parameter
specifies the EncryptionContext that is used to re-encrypt the
decrypted data or data key.

Description

The ciphertext re-encrypted.

The ID of the CMK that is used to decrypt the original ciphertext.

This parameter is the globally unique ID of the CMK.

The ID of the CMK version that is used to decrypt the original ciphertext.

The ID of the request.

&CiphertextBlob=0DZhOWVmZDktM2QxNi000DkOLWIKNGY tMWZ jNDNmM2 Y yYWJImS7FmDBBOOBkKsQrtRnidt PwirmDcS0ZuJCU41xxAAWk4Z8gsADEbVOb+i6k0mlvj79dJdGOvtX69Uycs901g*

ko ko

&DestinationKeyId=1234abcd-12ab-34cd-56ef-12345678****

&<Common request parameters>

Sample success responses

xur  format

<KMS>

<KeyId>202b9877-5a25-46e3-a763-e20791b5****</KeyId>
<KeyVersionId>2abla983-7072-4bbc-a582-584b5bd8* ***</KeyVersionId>
<CiphertextBlob>DZhOWVmZDktM20xNi000DkOLWIKNGY tMWZ jNDNmM2YyYWJImaaS1+TztSIMe43nbTH/ Z1Wr4XfLEtKhAciUmDOXuMR14WTvKhxjMThjK****</CiphertextBlob

<RequestId>4bd560al-729e-45f1-a3d9-b2a33d61046b</RequestId>

</KMS>

Jgson format

"KeyId": "202b9877-5a25-46e3-a763-e20791b5****"

"KeyVersionId": "2abla983-7072-4bbc-a582-584b5bd8****",

"CiphertextBlob"

"RequestId": "4bd560al-729e-45f1-a3d9-b2a33d61046b"

" DZhOWVMZDktM20xN1000DKOLWIKNGY tMWZ j NDNmM2YyYWJImaas1+Tzt STMe4 3nbTH/ 2 1Wr4XL.E tKhAciUMDOXUMRL AWTvKhx JMThiK** ",
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Error codes
HTTP status code Error code Error message Description

The error message returned because an internal error
500 InternalFailure Internal Failure. has occurred. Try again later. If the error persists,
submit a ticket.

For a list of error codes, visit the API Error Center.

8.24. AsymmetricSign

Generates a digital signature by using an asymmetric key.

This operation supports only asymmetric keys for which the Usage parameter is set to SIGN/VERIFY. The following table describes the supported signature algorithms.

Key type Algorithm Description

RSA_2048 RSA_PSS_SHA_256 RSASSA-PSS using SHA-256 and MGF1 with SHA-256
RSA_2048 RSA_PKCS1_SHA_256 RSASSA-PKCS1-v1_5 using SHA-256

RSA_3072 RSA_PSS_SHA 256 RSASSA-PSS using SHA-256 and MGF1 with SHA-256
RSA_3072 RSA_PKCS1_SHA_256 RSASSA-PKCS1-v1_5 using SHA-256

EC_P256 ECDSA_SHA_256 ECDSA on the P-256 Curve(secp256r1) with a SHA-256

digest

EC_P256K ECDSA_SHA_256 E(FDSA on the P-256K Curve(secp256k1) with a SHA-256
digest

EC_SM2 SM2DSA SM2 elliptic curve public key encryption algorithm

@ Note When you calculate the SM2 signature based on GB/T 32918, the Digest parameter is used to calculate the digest value of the combination of Z(A)
and M, rather than the SM3 digest value. M indicates the original message to be signed. Z(A) indicates the hash value for User A. The hash value is defined in GB/T
32918.

In this example, the asymmetric key whose IDis  5c438b18-05be-40ad-b6c2-3be6752c+***  and version IDis  2abla983-7072-4bbc-a582-584b5bds**** and the
signature algorithm rsa pss sHA 256 are used to generate a digital signature forthe digest  zoyIygCyaOwsGiVniht TFtISIPNmskdyMINKiuy****=

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer

dynamically generates the sample code of the operation for different SDKs.
Request parameters

Parameter Type Required Example Description

The operation that you want to perform. Set the value to

Action Strin Yes AsymmetricSign .
9 4 9 AsymmetricSign.

Algorithm String Yes RSA_PSS_SHA_256 The signature algorithm.

The digest that is generated for the original message by using a
hash algorithm. The hash algorithm is specified by the Algorithm
parameter.

@ Note

Z0ylygCyaOW6GjVnihtTFtISOPN ® The value must be encoded in Base64.

Di t Stri Y
1ges fing es mskdyMINKiu***=

® For more information about how to calculate
message digests, see the Preprocess signature:
compute a message digest section of the
Generate and verify a digital signature by using an
asymmetric CMK topic.
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Parameter Type Required Example Description

The GUID of the customer master key (CMK).

Keyld String Yes 5c438b18;£)ibe-403d—b6c2- @ Note  You can also set this parameter to an alias that
3be6752¢ is bound to the CMK. For more information, see Alias
overview.
2ab1a983-7072-4bbc-a582-
KeyVersionid String Yes abla ca The version ID of the CMK. The ID must be globally unique.
584b5bd8****
For more information about common request parameters, see Common parameters.
Response pa rameters
Parameter Type Example Description

The GUID of the CMK.

5c438b18-05be-40ad-b6c2-
3be6752c**** @ Note If you set the Keyld parameter in the request to an alias,
the ID of the CMK to which the alias is bound is returned.

Keyld String

2ab1a983-7072-4bbc-a582-

KeyVersionid String 584b5bdg****

The version ID of the CMK. The ID is globally unique.

M2CceNZH00ZgL9ED/ZHFp21YRAVY
eZHknJUc2070CZON9wWNN9As4z2b0

N3FF3je+1Nu+2+/8Zj50HpMT pzYp

Mp2R93cY mACCmhaY oKydxylbyGz)
R8y9likZRCrkD38lR0S40aBBWV/6iRKz The calculated signature.
QUO9EGYVcel36cMNg00VmMYNBy3pa
1rwg3gA4l3cy6kjayZjalWGPkVhrVKs ® Note
rJMdbplOApLXKuD8rw1n1XLCwCUEL
5eLPlTZaAveqdOFQOIZnZEGI27qliZ
e711fN8tcz6anS/gT M7xRKE++5egEv

RWIT QQTJeApnPSiUPA+8ZykNdelQs
0Qh5SrGoyl4A5pg****==

Value String
The value is encoded in Base64.

475f1620-b9d3-4d35-b5c6-

Requestid String 3tbdd941423d

The ID of the request.

Examples
Sample requests

http(s) ://[Endpoint]/?Action=AsymmetricSign
&Algorithm=RSA PSS _SHA 256
&Digest=20ylygCyaOW6GjVnihtTFtISIPNmskdyMINKiu* ***=
&KeyId=5c438b18-05be-40ad-b6c2-3be6752c****
&KeyVersionId=2abla983-7072-4bbc-a582-584b5bd8* ***

&<Common request parameters>

Sample success responses

xvr  format

<KMS>
<KeyId>5c438b18-05be-40ad-b6c2-3be6752c****</KeyId>
<KeyVersionId>2abla983-7072-4bbc-a582-584b5bd8****</KeyVersionId>
<Value>M2CceNZH00ZgLIED/ZHFp21YRAVYeZHknJUc2070CZONIwNNn9As422bON3FF3je+1Nu+2+/8%3 50HpMTpzYpMp2RI3CcYMACCmhaYoKydxylbyGzJR8y911ikZRCrkD381RoS40aBBvY
/6iRKzQuo9EGYVcel36cMNg00VMYNBy3palrwg3gA4l3cy6bkjayZzjalWGPkVhrVKsrJMdbpl 0ApLjXKuD8rwlnlXLCWCUELS5eLP1 TZaAveqdOFQ0iZnZEGI27qIliZe7I1£N8tcz6anS/gTM7XRKE
++5egEVRW1 TQOTJeAPnPSiUPA+8ZykNde1QsOQh5SrGoyI4ASpg* * * *==</Value>
<RequestId>475£1620-b9d3-4d35-b5c6-3fbdd941423d</RequestId>
</KMS>

Json  format

"KeyId": "5c438b18-05be-40ad-b6c2-3be6752c****",

"KeyVersionId": "2abla983-7072-4bbc-a582-584b5bd8****",

"Value": "M2CceNZH00ZgL9ED/ZHFp21YRAVYeZHknJUc2070CZONIWNN9IAs4z2bON3FF3je+1Nu+2+/8%7j50HpMTpzYpMp2RI3cYMACCmhaYoKydxylbyGzJR8y91ikZRCrkD381RoS40aBBv
v/61iRKzQuo9EGYVcel36cMNg00VMYNBy3palrwg3gA413cy6kjayzjalWGPkVhrVKsrdMdbpl0ApLjXKuD8rwlnlXLCWCUELS5eLP1jTZaAveqdOFQO1iZnZEGI27qIize7I1EN8tcz6anS/gTM7xRK
E++5egEvRW1TQOTJeApnPSiUPA+8ZykNdelQsOQh5SrGoy T 4ASpg* * * *=="",

"RequestId": "475f1620-b9d3-4d35-b5c6-3fbdd941423d"

Error codes

For a list of error codes, visit the API Error Center.

8.25. AsymmetricVerify
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Verifies a digital signature by using an asymmetric key.

This operation supports only asymmetric keys for which the Usage parameter is set to SIGN/VERIFY. The following table describes the supported signature algorithms.

Key type

RSA_2048

RSA_2048

RSA_3072

RSA_3072

EC_P256

EC_P256K

EC_SM2

@ Note

Algorithm

RSA_PSS_SHA_256

RSA_PKCS1_SHA_256

RSA_PSS_SHA_256

RSA_PKCS1_SHA_256

ECDSA_SHA_256

ECDSA_SHA_256

SM2DSA

Description

RSASSA-PSS using SHA-256 and MGF1 with SHA-256

RSASSA-PKCS1-v1_5 using SHA-256

RSASSA-PSS using SHA-256 and MGF1 with SHA-256

RSASSA-PKCS1-v1_5 using SHA-256

ECDSA on the P-256 Curve(secp256r1) with a SHA-256
digest

ECDSA on the P-256K Curve(secp256k1) with a SHA-256
digest

SM2 elliptic curve public key encryption algorithm

When you calculate the SM2 signature based on GB/T 32918, the Digest parameter is used to calculate the digest value of the combination of Z(A)

and M, rather than the SM3 digest value. M indicates the original message to be signed. Z(A) indicates the hash value for User A. The hash value is defined in GB/T

32918.

In this example, the asymmetric key whose ID is

5c438b18-05be-40ad-b6c2-3be6752c****

signature algorithmRSA PSS SHA 256 are used to verify the digital signature
M2CceNZH00ZgL9ED/ZHFp21YRAvVYeZHknJUc2070CZ0N9wNn 9As4z2bON3FF3je+1Nu+2+/8%350HpMTpz YpMp2R93cYmACCmhaYoKydxylbyGzJR8y91ikZRCrkD381RoS40aBBvv/6iRKzZQuUoIEGYV

of the digest  zoyIygCyaOW6GijVnihtTFtISIPNmskdyMINKiuy] fzw=

Debugging

and versionIDis  2abla983-7072-4bbc-a582-584b5bds*+** and the

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter

Action

Algorithm

Digest

Keyld

KeyVersionid

Value

Type

String

String

String

String

String

String

Required

Yes

Yes

Yes

Example

AsymmetricVerify

RSA_PSS_SHA_256

Z0ylygCyaOW6GjVniht TFtISOPN
mskdyMINKiuy****=

5c438b18-05be-40ad-b6c2-
3be6752c****

2ab1a983-7072-4bbc-a582-
584b5bd8****

M2CceNZHO0ZgL9ED/ZHFp21Y
RAVYeZHkn)Uc2070CZON9wNN
9As4z2bON3FF3je+ TNu+2+/8Zj
50HpMT pzYpMp2R93cYmACCM
haY oKydxylbyGzJR8y9likzRCrkD
38lRoS40aBBvv/6iRKzQUO9EGY
Vcel36cMNg00VmMYNBy3palrw
g3gA4l3cybkjayZjalWGPkVhrvK
sriMdbplOApLjXKuD8rw1n1XLC
WCUEL5eLPlT ZaAveqdOFQOiZn
ZEGI27qlize711fN8tcz6anS/gTM
7XRKE++5egEVRWIT QQTJeApnP
SiUPA+8ZykNdelQsOQh5SrGoy!
4ASPGHTR==

Description

The operation that you want to perform. Set the value to
AsymmetricVerify.

The signature algorithm.

The digest that is generated for the original message by using a
hash algorithm. The hash algorithm is specified by the Algorithm
parameter.

@ nNote

The value must be encoded in Base64.

The globally unique ID (GUID) of the CMK.
® Note Youcan also set this parameter to an alias that

is bound to the CMK. For more information, see Use aliases.

The ID of the CMK version. The ID must be globally unique.

The signature value to be verified.

@ Note

The value must be encoded in Base64.
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For more information about common request parameters, see Common parameters.
Response parameters

Parameter Type Example Description

The GUID of the CMK.

5c438b18-05be-40ad-b6c2-

Keyid String 3be6752c**** ® Note If you set the Keyld parameter in the request to an alias,
the ID of the CMK to which the alias is bound is returned.

KeyVersionid String 2ab12983-7072-4bbc-a582- The version of the CMK that is used to verify the signature.
584b5bd8****

Value Boolean true Indicates whether the signature passed the verification.
475f1620- -4 - -

Requestid String 3fl§dd694o1;293(f:13 d35-b5¢6 The ID of the request.

Examples

Sample requests

http(s) ://[Endpoint]/?Action=AsymmetricVerify

&Algorithm=RSA PSS_SHA 256

&Digest=2z0yIygCyaOW6GjVniht TFtISIPNmskdyMINKiuy* ***=

&KeyId=5c438b18-05be-40ad-b6c2-3be6752c****

&KeyVersionId=2abla983-7072-4bbc-a582-584b5Sbd8****

&Value=M2CceNZH00ZgLIED/ ZHFp21YRAVYeZHknJUc2070CZ0NIwNN9As 422bON3FF3 e+ 1Nu+2+/8%3 50HpMTpzYpMp2RI3cYMACCMhaYoKydxylbyGzJR8y91ikZRCrkD381R0oS40aBBvv/ 6iR
KzQuo9EGYVcel36cMNg00VmMYNBy3palrwg3gA4l3cybkjayZjalWGPkVhrVKsrIMdbpl0ApLjXKuD8rwlnlXLCwCUEL5eLP1j TZaAveqdOFQ01iZnZEGI27qIiZe7I1£N8tcz6anS/gTM7XxRKE++5e
gEVRW1TQQTJeApnPSiUPA+8ZykNdelQsO0h5SrGoyT4ASpg* * * *==

&<Common request parameters>|

Sample success responses

xvn  format

<KMS>
<KeyId>5c438b18-05be-40ad-b6c2-3be6752c* ***</KeyId>
<KeyVersionId>2abla983-7072-4bbc-a582-584b5bd8* ***< /KeyVersionId>
<Value>true</Value>
<RequestId>475£1620-b9d3-4d35-b5c6-3fbdd941423d</RequestId>
</KMS>

Json  format

"KeyId": "5c438b18-05be-40ad-b6c2-3be6752c****",
"KeyVersionId": "2abla983-7072-4bbc-a582-584b5bd8****",
"Value": true,

"RequestId": "475f1620-b9d3-4d35-b5c6-3fbdd941423d"

Error codes

For a list of error codes, visit the API Error Center.

8.26. AsymmetricDecrypt

Decrypts data by using an asymmetric key.

This operation supports only asymmetric keys for which the Usage parameter is set to ENCRYPT /DECRYPT. The following table describes the supported encryption
algorithms.

Key type Algorithm Description Maximum length in bytes

RSAES-OAEP using SHA-256 and MGF1

RSA_2048 RSAES_OAEP_SHA_256 with SHA-256 256
RSA_2048 RSAES_OAEP_SHA_1 RSAES-OAEP using SHA1 and MGF1 with 256
SHA1
RSA 3072 RSAES_OAEP_SHA 256 RS_AES-OAEP using SHA-256 and MGF1 384
- - - with SHA-256
RSAES-OAEP using SHA1 and MGF1 with
RSA_3072 RSAES_OAEP_SHA_1 SHAT 384
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Key type Algorithm Description Maximum length in bytes

SM2 elliptic curve public key encryption

algorithm 6144

EC_SM2 SM2PKE

In this example, the asymmetric key whose IDis  5c438b18-05be-40ad-b6c2-3be6752c+***  and version IDis  2abla983-7072-4bbc-a582-584b5bdg****  and the
decryption algorithm rsaes oaep sea 1 are used to decrypt the ciphertext
BOKP+12zK6+ZEMXTP5gaVzcsgXtWplYBKMONXdSnB5Fz1iFxE1bSiuddnEIlca2dpeH7yz1/S6fed630H+hIH6DOM2 5 fTLNCK] +mFBOXnh9m2+HN59Mn4qyTfcUeadnfCXSWeGBouhXFwedd2rJ3n337b

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform. Set the value to

Action Strin Yes AsymmetricDecrypt .
9 Y P AsymmetricDecrypt.

The globally unique ID (GUID) of the CMK.

Keyld Stri v 5c438b18-05be-40ad-b6c2-
ey ring es 3be6752c**** @ Note Youcan also set this parameter to an alias that

is bound to the CMK. For more information, see Use aliases.

Algorithm String Yes RSAES_OAEP_SHA 1 The asymmetric decryption algorithm to use.

BQKP+1zK6+ZEMXT P5qaVzcsg

XtWplyBKmONXdSnB5FzliFXE1b

Siu4dnEllca2)peH7yz1/S6fed63

OH+hIH6DOM25fT LNcKj+ mFBOX The ciphertext that you want to decrypt.
nh9m2+HN59Mn4qyT fcUeadnf

CXSWcGBouhXFwedd2rj3n337b @ Note

2T f4jm659gZu3L0i6PLUXMIpP7

CiphertextBlob String Yes madWOOCKIPFGVFhnfMz+f4alM e The value must be encoded in Base64.
g79WB/NNyE2lyX7/qxvV490bN ® You can call the AsymmetricEncrypt operation to
rrJbKSFiz8Djocaf 0IESNLMbfYI5b generate the ciphertext.

XjwkJ1X92DQbKhibt QW820)//Z
C6t0AWCUoKL6QDmM/dg5koQal
cleRinpB+QadFm894sLbVZ9+N
4GVSVIW ¥ ==
KeyVersionid String Yes 2ab1a983-7072-4bbc-a582- The ID of the CMK version. The ID must be globally unique.

584b5bd8****

For more information about common request parameters, see Common parameters.
Response parameters

Parameter Type Example Description

The GUID of the CMK.

5c438b18-05be-40ad-b6c2-

Keyld String 3be6752c**** ® Note If you set the Keyld parameter in the request to an alias,
the ID of the CMK to which the alias is bound is returned.
KeyVersionid String i:g;zazzzgzz—4bbc—a582- The version of the CMK that is used to decrypt the ciphertext.
Plaintext String SGVsbG8gd29ybGQ= The Base64-encoded plaintext that was generated after decryption.
. 475f1620-b9d3-4d35-b5c6-
Requestid String 3tbdd941423d The ID of the request.
Examples

Sample requests
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http(s) ://[Endpoint]/?Action=AsymmetricDecrypt
&KeyId=5c438b18-05be-40ad-b6c2-3be6752c****

sAlgorithm=RSAES_OAEP_SHA 1

&CiphertextBlob=BQKP+1zK6+ZEMxTP5qaVzcsgXtWplYBKmONXdSnB5Fz1iFxE1bSiuddnEIlca2JpeH7yz1/S6fed630H+hIH6DOM25£TLNCK] +mFBOXnh9m2+HN59Mn4qyTfcUeadnfCXSWcG
BouhXFwcdd2rJ3n337bzT£4jm659gZu3L01i6PLuxMIp7mgdwO0cKIPEGVEhnfMz+£4alMg79WB/NNyE21yX7/qxvV4 90bNrrJbKSFiz8Djocaf0IESNLMbEYI5bXiWkJ1X92DObKhibtQW820J/ /2
C6t0AWCUOKL6QDM/dg5koQalcleRinpB+0adFm894sLbVZI+NAGVSVIW* ** *==
&KeyVersionId=2abla983-7072-4bbc-a582-584b5bd8* ***

&<Common request parameters>|

Sample success responses

xur  format

<KMS>

<KeyId>5c438b18-05be-40ad-b6c2-3be6752c****</KeyId>

<KeyVersionId>2abla983-7072-4bbc-a582-584b5bd8****</KeyVersionId>
<Plaintext>SGVsbG8gd29ybGQ=</Plaintext>
<RequestId>475£1620-b9d3-4d35-b5c6-3fbdd941423d</RequestId>

</KMS>

Json  format

"KeyId": "5c438b18-05be-40ad-b6c2-3be6752c****",

"KeyVersionId":
"Plaintext":

"RequestId":

Error codes

"2ab1a983-7072-4bbc-a582-584b5bdg* ¥ ** ",
"SGVsbG8gd29ybGO=",
"475£1620-b9d3-4d35-b5c6-3fbdd941423d"

For a list of error codes, visit the AP| Error Center.

8.27. AsymmetricEncrypt

Encrypts data by using an asymmetric customer master key (CMK).

This operation is supported only when the asymmetric CMK has the usage attribute of ENCRYPT /DECRYPT. The following table lists supported encryption algorithms.

KeySpec

RSA_2048

RSA_2048

RSA_3072

RSA_3072

EC_SM2

You can use the asymmetric CMK whose IDis  5c438b18-05be-40ad-b6c2-3be6752¢* ***
RSAES OAEP SHA 1 to encrypt the plaintext

Debugging

Algorithm

RSAES_OAEP_SHA_256

RSAES_OAEP_SHA_1

RSAES_OAEP_SHA_256

RSAES_OAEP_SHA_1

SM2PKE

SGVsbG8gd29ybGO=

Description

RSAES-OAEP using SHA-256 and
MGF1 with SHA-256

RSAES-OAEP using SHA1 and
MGF1 with SHA1

RSAES-OAEP using SHA-256 and
MGF1 with SHA-256

RSAES-OAEP using SHA1 and
MGF1 with SHA1

SM2 public key encryption
algorithm based on elliptic
curves

Maximum number of bytes that
can be encrypted

190

214

318

342

6047

and version IDis  2ab1a983-7072-4bbc-a582-584b5bdg****  and the algorithm
based on the parameter settings provided in this topic.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter

Action

Algorithm

Type Required
String Yes
String Yes

Example

AsymmetricEncrypt

RSAES_OAEP_SHA_1

Description

The operation that you want to perform. Set the value to
AsymmetricEncrypt.

The encryption algorithm that you want to use.
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Parameter Type Required Example
. 5c438b18-05be-40ad-b6c2-
Keyld String Yes 3be67520
. . 2ab1a983-7072-4bbc-a582-
KeyVersionid String Yes 584b5bAE
Plaintext String Yes SGVsbGB8gd29ybGQ=

For more information about common request parameters, see Common parameters.
Response parameters

Parameter Type Example

5c438b18-05be-40ad-b6c2-

Keyd 3be6752c+*+*

String

2ab1a983-7072-4bbc-a582-

KeyVersionid 584b5bdg****

String

BQKP+12K6+ZEMXT P5qaVzcsgXtWp
lYBKmONXdSnB5FzliFxE1bSiu4dnEllc
az2JpeH7yz1/56fed630H+hIH6DoM25
fTLNcKj+ mFBOXnh9m2+HN59Mn4qy
TfcUeadnf CXSWcGBouhXFwedd2r)3
n337bzTf4jm659gZu3L0i6PLUXMIP7
mqdwO0O0cKJPfGVfhnfMz+f4alMg79
WB/NNyE2lyX7/qxvV490bNrr]bKSFi
z8Djocaf OIESNLMbfYI5bXjwk]IX92D
QbKhibtQW8Z0)//ZC6t0AWcUoKLE
QDm/dg5koQalcleRinpB+QadFm894
sLbVZ9+N4GVsvIWbjwg==

CiphertextBlob String

475f1620-b9d3-4d35-b5c6-

Requestid 3fbddo41423d

String

Examples

Sample requests

https://[Endpoint]/?Action=AsymmetricEncrypt
&KeyId=5c438b18-05be-40ad-b6c2-3be6752c****
&KeyVersionId=2abla983-7072-4bbc-a582-584b5bd8* ***
&Algorithm=RSAES OAEP_SHA 1
&Plaintext=SGVsbG8gd29ybGQ=

&<Common request parameters>

Sample success responses
xmL format
<KMS>

<KeyId>5c438b18-05be-40ad-b6c2-3be6752c****</KeyId>
<KeyVersionId>2abla983-7072-4bbc-a582-584b5bd8****</KeyVersionId>

Description
The ID of the CMK. The ID must be globally unique.

@ Note You can also set the value to an alias that is
bound to the CMK. For more information, see Overview of
aliases.

The version ID of the CMK. The ID must be globally unique.

@ Note You can call the ListKeyVersions operation to
query the versions of a CMK. The ID of a version is specified by
the KeyVersionld parameter.

The plaintext that you want to encrypt. The plaintext must be
Base64-encoded.

Description
The ID of the CMK.

@ Note If you set the Keyld parameter in the request to an alias,
the ID of the CMK to which the alias is bound is returned.

The version ID of the CMK that is used to encrypt the plaintext.

The Base64-encoded ciphertext that was generated after encryption.

The ID of the request.

<CiphertextBlob>RKF5WeXJtusIrvuPOjpkA/55EKz18Wme/eJ2£QUKphvL 7507 t InSX1wijw/7iGxUaTHTW6tgTIJ12ReN1all/wxqGxdzScwsMHXCBnenzQs ZF+Fi4UFpI9prdAlwc2usNg
wyx9uA4K/kJISbkSANvmanxssAPZ£SfbISTAWLCP11tS0CA54tQVG] 4XK9t PObJIDKzK1isINC1SOXZtNPX88kUqr3LkgFCsD07 IwiePAfI2tn2fzeisje1Q7/d6VkF48c3ZEODAMNLRYT t 3yRRGDaKU

kI6SUDjuKD4ygBUX15/DKfJtya+JIPQGiO2IEP1hL7+NMT17U0tKtK52PNEwx fZw==</CiphertextBlob>
<RequestId>475£1620-b9d3-4d35-b5c6-3fbdd941423d</RequestId>
</KMS>

Json  format
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"KeyId": "5c438bl18-05be-40ad-b6c2-3be6752c****",

"KeyVersionId": "2abla983-7072-4bbc-a582-584b5bd8****"

"CiphertextBlob": "RKFS5WeXJtusIrvuPOjpkA/55EKzi8Wmc/eJ2fQUKphvL7503tInSX1wijw/7jGxUaTHTW6tgIJ12ReNlall/wxqGxdzScwsMHxCBncnzQsZF+Fi4UFpI9prdAlwc2uSN
gwyx9uA4K/kJISbkS4NvmanxssAPZESFbISrAWICP11tS0Cd54tQVG])4XKItPI9bIDKzKis1NC1sOXZtNPX88kUqr3LkgFCsD07IwiePAfI2tn2fzeisjelQ7/d6VkF48c3ZEO0DAMNLRU] t3yRRGDaK
UkI6SUDjuKD4yqBUX15/DKEJtya+JIPQGi02IEP1hL7+NMT17UOtKtK5ZPNEWXfZw==",

"RequestId": "475f1620-b9d3-4d35-b5c6-3fbdd9414234d"

Error codes

For a list of error codes, visit the API Error Center.

8.28. GetPublicKey

Obtains the public key of an asymmetric key pair. You can use the public key to encrypt local data and verify signatures.

Debugging
OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform. Set the value to

Action String Yes GetPublickey GetPublickey

The globall i ID of the CMK. Y L t thi
. 50438b718-05be-40ad-b6c2- e globally unique ID of the cl ou can also set this
Keyld String Yes [T — parameter to an alias that is bound to the CMK. For more
information, see Use aliases.

. : 2ab1a983-7072-4bbc-a582- . .
KeyVersionid String Yes 584b5bA8 The globally unique ID of the CMK version.

Response parameters

Parameter Type Example Description

The globally unique ID of the CMK.

5c438b18-05be-40ad-b6c2-
3be6752c** ** @ Note  If you set the Keyld parameter to the alias of the CMK, the
ID of the CMK to which the alias is bound is returned.

Keyld String

2ab1a983-7072-4bbc-a582-

KeyVersionid String 584b5bd8****

The version of the CMK that is used to encrypt the plaintext.

\nMIIBANBgkqhkiGO9wOBAQEFAAOC
AQ8AMIIBCgKCAQEAS5YU9AEGAT N2/
e3nUz1K\nEy6ng8MSPutcse2/VECG/
NUF9C6D4Is)64ShzY3dcn34WYzT Oe
916eMJFxyrNrSw\nHtc4UOR5AvaoRr
fpgu2uqg+i70/ZXrwL+pGhb1hgzVvac
WhelHMxwrR31iQIM5gN7EF\n9Bdywt
yBfUGsp0BN1VqlPc5G0x0a9xU2z9Yt
P994yDenNVIolQ6Cov1lEuwXAb2\n
7boC41ePXWDOJWt415P+rgCmpjBx0
0pulG+IlnoReEgI1ZGY MK98GgA/Xz
MN;ZiD\nyvXJZAcM33Ue85+ PKR5iHT
tSEbi4QAoqp)abprUzz3Fin2j1dRrcac
XxGb7p31A9c\nJQIDAQAB\N----- END
PUBLIC KEY ----~ \n

Publickey String The public key returned in the PEM format.

475f1620-b9d3-4d35-b5c6-

Requestld String 3tbdd941423d

The ID of the request.

Examples
Sample requests

https://[Endpoint]/?Action=GetPublicKey
&KeyId=5c438b18-05be-40ad-b6c2-3be6752c****
&KeyVersionId=2abla983-7072-4bbc-a582-584b5bd8****

&<Common request parameters>

Sample success responses

xvn  format
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<KMS>

<KeyId>5c438b18-05be-40ad-b6c2-3be6752c****</KeyId>

<KeyVersionId>2abla983-7072-4bbc-a582-584b5bd8****</KeyVersionId>

<PublicKey>----- BEGIN PUBLIC KEY----- \nMIIBIjANBgkghkiGOw0OBAQEFAAOCAQ8AMIIBCgKCAQEASSYu9AEGATN2 /e3nUz1K\nEy6ng8MSPutcse2/VECG/NUFIC6D41sJ64ShzY3d
cn34WYzTOe916eMIFxyrNrSw\nHtc4UORS5AVaoRr fpgu2ug+i70/ZXrWL+pGblhgZV8cWhe IHMxwrR3IiQIM5gN7EF\n9BdyWt yBfUGsp0Bn1VglPc5G0x0a9xU2z9YtP994yDenNVIoIQ6Cov11T
EuwXAb2\n7boC41ePXwD0JWt41sP+rgCmpjBx00pulG+I1lnoReEgI1ZGYmKI8GgA /XzmNjZiD\nyvXJZAcM33Ue85+PkR51HTtSEbi4QRoqpJabprUzz3Fin2jldRrcacxGb7p31A9¢c\nJQIDAQAB
=== END PUBLIC KEY----— \n</PublicKey>

<RequestId>475f1620-b9d3-4d35-b5c6-3fbdd941423d</RequestId>
</KMS>

Jgson format

"KeyId": "5c438b18-05be-40ad-b6c2-3be6752c****",

"KeyVersionId": "2abla983-7072-4bbc-a582-584b5bd8***x",

"PublicKey": "----- BEGIN PUBLIC KEY--——-— \nMIIBIJjANBgkghkiGIwOBAQEFAAOCAQ8AMIIBCGKCAQEASS5YUIAEGATNZ /e3nUz1K\nEy6ng8MSPutcse2/VECG/NUFIC6D4IsJ64ShzY3
dcn34WYzTOe 91 6eMIFxyrNrSw\nHtc4UORS5AvaoRr fpgu2uq+i70/ZXriWL+pGblhgZV8cihe IHMxwrR3IiQ1M5gNTEF\n9BdyWtyBfUGspOBn1VglPc5G0x0a9xU2z9YtP994yDenNVIoIQ6Cov11l
IEuwXAb2\n7boC41ePXwD0JWt41sP+rgCmpjBx00pulG+IlnoReEgI1ZGYMKI8GgA/XzmN] ZiD\nyvXJZAcM33Ue85+PkR51HTtSEbi 4QAogpJabprUzz3Fin2j1dRrcacxGb7p31A9¢c\nJQIDAQA

"RequestId": "475£1620-b9d3-4d35-b5c6-3fbdd941423d"

Error codes

For a list of error codes, visit the API Error Center.

8.29. CreateAlias

Creates an alias for a customer master key (CMK).
Usage notes:

e Each alias can be bound to only one CMK at a time.
e The aliases of CMKs in the same region must be unique.

This topic provides an example on how to create an alias that is named alias/example forthe CMK 1234abcd-12ab-34cd-56e£-12345678%*%*

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform. Set the value to

Action trin Yes reateAlias
ctio string € CreateAlia CreateAlias.
The name of the alias.
AliasName String Yes alias/example The name must be 1 to 255 characters in length and must include

the alias/ prefix.

. 1234abcd-12ab-34cd-56ef- .
Keyld String Yes 123456784+ The globally unique ID of the CMK.

RESPOHSG parameters
Parameter Type Example Description

Td2baaf3-d357-46c2-832e-

RequestId String 13560c2bdocd

The ID of the request.

Examples
Sample requests

https://kms.cn-hangzhou.aliyuncs.com/?Action=CreateAlias
&AliasName=alias/example
&KeyId=1234abcd-12ab-34cd-56ef-12345678****

&<Common request parameters>

Sample success responses
xvr  format
<KMS>

<RequestId>1d2baaf3-d357-46c2-832e-13560c2bd9cd</RequestId>
</KMS>

Json  format
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"RequestId": "ld2baaf3-d357-46c2-832e-13560c2bd9cd"

Error codes

For a list of error codes, visit the API Error Center.

8.30. UpdateAlias

Associates an existing alias with a different CMK ID.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform. Set the value to

Action trin Yes teAlias
ctio String e UpdateAlia UpdateAlias.

The alias that you want to associate with a different CMK ID.

AliasName String Yes alias/example The value must be 1to 255 characters in length and must include
the alias/ prefix.
. 1234abcd-12ab-34cd-56ef- The CMK ID with which you want to associate the alias. This
Keyld String Yes . .
12345678**** parameter is the globally unique ID of the CMK.

RESPOHSE parameters
Parameter Type Example Description

Td2baaf3-d357-46c2-832e-

RequestId string 13560c2bdocd

The ID of the request.

Examples

Sample requests
https://kms.cn-hangzhou.aliyuncs.com/?Action=UpdateAlias
&AliasName=alias/example

&KeyId=1234abcd-12ab-34cd-56ef-12345678****
&<Common request parameters>

Sample success responses
xvr  format
<KMS>

<RequestId>1d2baaf3-d357-46c2-832e-13560c2bd9cd</RequestId>
</KMS>

Jgson format

"RequestId": "ld2baaf3-d357-46c2-832e-13560c2bd9cd"

Error codes
HTTP status code Error code Error message Description
The error message returned because your traffic in this
400 Throttling Request was denied due to request throttling. period has exceeded the limit. If your business

requirements are not met, submit a ticket.

The error message returned because the specified CMK

404 Forbidden.KeyNotFound The specified Key is not found. .
does not exist.

For a list of error codes, visit the AP| Error Center.

8.31. DeleteAlias

Deletes an alias.

Debugging
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OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer

dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type
Action String
AliasName String

Response parameters

Parameter Type
Requestid String
Examples

Sample requests

Required
Yes
Yes
Example

Example

DeleteAlias

alias/example

Description

The operation that you want to perform. Set the value to

DeleteAlias.

The alias that you want to delete.

The value must be 1to 255 characters in length and must include

the alias/ prefix.

Description

4c8ae23f-3a42-6791-a4ba-

1faa77831c28

https://kms.cn-hangzhou.aliyuncs.com/?Action=DeleteAlias

&AliasName=alias/example
&<Common request parameters>

Sample success responses

xmL format

<KMS>

<RequestId>4c8ae23f-3a42-6791-adba-1faa77831c28</RequestId>

</KMS>

Json  format

"RequestId": "4cB8ae23f-3a42-6791-adba-1faa77831c28"

Error codes

For a list of error codes, visit the API Error Center.

8.32. ListAliases

Queries all aliases in the current region for the current account.

Debugging

The ID of the request.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description
Th i h rf . h
Action String Yes ListAliases ‘ e o.peratlont at you want to perform. Set the value to
ListAliases.
The number of the page to return.
PageNumber Integer No 1 Pages start from page 1.
Default value: 1.
The number of entries to return on each page.
PageSize Integer No 10 Valid values: 0 to 100.
Default value: 10.
RESPOHSE parameters
Parameter Type Example Description
Aliases Array of Alias The alias of the user.
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Parameter Type Example
Alias
acs:kms:cn-
AliasArn String hangzhou:123456:alias/ExampleAli
asl
AliasName String alias/ExampleAlias1
Kevid Strin 08c33a6f-4e0a-4alb-a3fa-
v 9 7ddfatd
PageNumber Integer 1
PageSize Integer 10
Requestid Strin 1b57992c-834b-4811-a889-
q 9 f8bac1ba0353
TotalCount Integer 1
Examples

Sample requests

https://kms.cn-hangzhou.aliyuncs.com/?Action=ListAliases
&PageNumber=1

sPageSize=10

&<Common request parameters>

Sample success responses

Description

The Alibaba Cloud Resource Name (ARN) of the alias.

The ID of the alias.

The CMK to which the alias belongs.

The page number of the returned page.

The number of entries returned per page.

The ID of the request.

The total number of returned aliases.

xvL  format
<KMS>
<Aliases>
<Alias>
<AliasName>alias/ExampleAliasl</AliasName>
<KeyId>08c33a6f-4ela-4alb-a3fa-7ddfal****</KeyId>
<AliasArn>acs:kms:cn-hangzhou:123456:alias/ExampleAliasl</AliasArn>
</Alias>
</Aliases>

<TotalCount>1</TotalCount>

<PageNumber>1</PageNumber>

<PageSize>10</PageSize>

<RequestId>1b57992c-834b-4811-a889-f8baclba0353</RequestId>
</KMS>

Jgson format

"Aliases": {
"Alias": [
{
"AliasName": "alias/ExampleAliasl",
"KeyId": "08c33a6f-4ela-4alb-a3fa-7ddfald****",

"AliasArn": "acs:kms:cn-hangzhou:123456:alias/ExampleAliasl"

1

I

"TotalCount": 1,

"PageNumber": 1,

"PageSize": 10,

"RequestId": "1b57992c-834b-4811-a889-f8baclbal353"

Error codes

For a list of error codes, visit the AP| Error Center.

8.33. ListAliasesByKeyld

Queries all aliases bound to a CMK.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer

dynamically generates the sample code of the operation for different SDKs.

Request parameters
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Description

The operation that you want to perform.

Valid values: ListAliasesByKeyld

The globally unique ID of the CMK.

The number of the page to return.

Value range: integers greater than 0.

Default value: 1.

The number of entries to return on each page.

Valid values: 0to 101.

Default value: 10.

Description

The total number of returned cmks.

The number of the page to return.

The number of entries returned per page.

The ID of the request.

The alias of the field.

The CMK to which the alias belongs.

The unique identifier of the alias.

The ARN of the alias.

Parameter Type Required Example

Action String Yes ListAliasesByKeyld

Kevid Strin Yes 1234abcd-12ab-34cd-56ef-

4 o 12345678+
PageNumber Integer Optional 1
PagesSize Integer Optional 10
RESPOHSE parameters

Prameter Type Sample response

TotalCount Integer 1

PageNumber Integer 1

PageSize Integer 10

Requestid Strin 1 b57992 c-834b-4811-a889-

q 9 f8bac1ba0353

Aliases Array
08 c33a6 f-4e0a-4alb-a3fa-

Keyld String 7ddfa1d4 function compute
instance *

AliasName String alias/ExampleAlias1
acs:kms:cn-

AliasArn String hangzhou:123456:alias/ExampleAli
as1

Examples

Sample requests

https://kms.cn-hangzhou.aliyuncs.com/? Action=ListAliasesByKeyId
&PageNumber=1

&PageSize=10

sKeyId=<cmkid>

&<Common request parameters>

Sample success responses

xur  format

//xml response

<KMS>
<Aliases>
<Alias>
<AliasName>alias/ExampleAliasl</AliasName>
<KeyId>08c33a6f-4e0a-4alb-a3fa-7ddfald4****</KeyId>
<AliasArn>acs:kms:cn-hangzhou:123456:alias/ExampleAliasl</AliasArn>
</Alias>
</Aliases>
<TotalCount>1</TotalCount>
<PageNumber>1</PageNumber>
<PageSize>10</PageSize>
<RequestId>1b57992c-834b-4811-a889-f8baclba0353</RequestId>
</KMS>

Jgson format

66
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//json response
{
"Aliases": {

"Alias": [
{
"AliasName": "alias/ExampleAliasl",
"KeyId": "08c33a6f-4ela-4alb-a3fa-7ddfald4***=*",
"AliasArn": "acs:kms:cn-hangzhou:123456:alias/ExampleAliasl”
}
]
b
"TotalCoun 1,

"PageNumber": 1,
"PageSize": 10,
"RequestId": "1b57992c-834b-4811-a889-f8baclba0353"

Error codes
HTTP status code Error code Error message Description
This message returned because your traffic in this

400 Throttling Request was denied due to request throttling. period has exceeded the limit. If your business
requirements are not met, submit a ticket.
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9.Secrets
9.1. CreateSecret

Creates a secret and stores its initial version.

You must specify the secret name, the secret value stored in the initial version, and the version number. T he initial version is marked with ACSCurrent.

You can specify a symmetric customer master key (CMK) as the encryption key to encrypt the secret value. If you do not specify an encryption key, Secrets Manager
creates a CMK to encrypt the secret value. This CMK is used as the default encryption key for all the secrets that are created by your Alibaba Cloud account inthe
current region. Secrets Manager encrypts only the secret value of each version. Secrets Manager does not encrypt the metadata such as the secret name, version
number, or state label.

To use a specified CMK to encrypt the secret value, you must have the kms:Generatebatakey permission onthe CMK.

In this example, a generic secret whose name is mydbconninfo is created. The initial version number of the secret is specified inthe versionzid parameter, and the
valueis v1 .The secret value is specified inthe secretbpata parameter, and the valueis {"user":"root", "passwd": "****"}

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform. Set the value to

Action rini Y r r
ctio String es Createsecret CreateSecret.

The value of the secret to be created. Secrets Manager encrypts
the secret value and stores the encrypted value in the initial
version.

If you set the SecretType parameter to Generic that indicates a
generic secret, you can customize the secret value.

If you set the SecretType parameter to Rds that indicates a
managed ApsaraDB RDS secret, the secret value must be in the
format of {"Accounts": [{"AccountName":"", "AccountPas
sword":""}]1} .Inthe preceding format, AccountName
indicates the username of the account that is used to connect
to your ApsaraDB RDS instance, and  AccountPassword
indicates the password of the account.

If you set the SecretType parameter to RAMCredentials that
indicates a managed RAM secret, the secret value must be in
the format of  {"AccessKeys": [{"AccessKeyId"
sKeySecret":"",}]} .Inthe preceding format, AccessKeyI
d indicates the AccessKey ID of the RAM user and  AccessKey
secret indicates the AccessKey secret of the RAM user. You
must specify all the AccessKey pairs of the RAM user.

,"Acces

SecretData String Yes null

If you set the SecretType parameter to ECS that indicates a
managed ECS secret, the secret value must be in one of the
following formats:

o {"UserName":"", "Password": ""} :Intheformat, Us
erName indicates the username that is used to log onto
the ECS instance, and  Password indicates the password
that is used to log on to the ECS instance.

° {"UserName" : "}
:Inthe format, PublicKey indicates the SSH public key
that is used to log on to the ECS instance, and  PrivateKey
indicates the SSH private key that is used to log on to the

ECS instance.

"PublicKey": "", "PrivateKey":

The name of the secret.

The name must be 1 to 64 characters in length and can contain
letters, digits, and the following special characters: ~_ /+=.@-
The following list describes the name requirements for different
types of secrets:

If the SecretType parameter is set to Generic or Rds, the name

SecretName String Yes mydbconninfo cannot start with acs/

If the SecretType parameter is set to RAMCredentials, the value
of the SecretName parameter is fixed as  $auto . Inthis case,
KMS automatically generates a secret name that starts with  a
cs/ram/user/ .The name includes the display name of RAM
user.

If the SecretType parameter is set to ECS, the name must start
with acs/ecs/

The initial version number. Version numbers are unique in each

Versionld String Yes vl .
secret object.
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Parameter

EncryptionKeyld

SecretDataType

Description

Tags

SecretType

Type

String

String

String

String

String

Required

Example

00aa68af-2c02-4f68-95fe-
3435d330****

text

mydbinfo

[{\"TagKey\":\"keyT1\"\"TagVa
lue\":\"val1\"},
{\"TagKey\":\"key2\",\"TagVal
ue\":\"val2\"}]

Rds

Description

The ID of the CMK that is used to encrypt the secret value.

If you do not specify this parameter, Secrets Manager
automatically creates a CMK to encrypt the secret value.

@ Note The CMK must be a symmetric key.

The type of the secret value. Valid values:
® text
® binary

® Note If you set the SecretType parameter to Rds,
RAMCredentials, or ECS, the SecretDataType parameter must
be set to text.

The description of the secret.

The tags of the secret.

The type of the secret. Valid values:

® Generic: indicates a generic secret.

e Rds: indicates a managed ApsaraDB RDS secret.

® RAMCredentials: indicates a managed RAM secret.

e ECS: indicates a managed ECS secret.
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Parameter Type Required Example Description

The extended configuration of the secret. This parameter
specifies the properties of the secret of the specific type. The
description can be up to 1,024 characters in length.

e If you set the SecretType parameter to Generic, you do not
need to specify this parameter.

If you set the SecretType parameter to Rds, you must specify
the following fields in the ExtendedConfig parameter:

o

SecretSubType: required. The subtype of the secret. Valid
values:

= SingleUser: Secrets Manager manages the ApsaraDB RDS
secret in single-account mode. When the secret is rotated,
the password of the specified account is reset to a new
random password.

DoubleUsers: Secrets Manager manages the ApsaraDB RDS
secret in dual-account mode. One account is referenced
by the ACSCurrent version, and the other account is
referenced by the ACSPrevious version. When the secret is
rotated, the password of the account referenced by the
ACSPrevious version is reset to a new random password.
Then, Secrets Manager switches the referenced accounts
between the ACSCurrent and ACSPrevious versions.

o

DBInstanceld: required. The ApsaraDB RDS instance to which
the ApsaraDB RDS account belongs.

o

CustomData: optional. The custom data. The value is a
collection of key-value pairs in the JSON format. A maximum
of 10 key-value pairs can be specified. Separate multiple
key-value pairs with commas (,). Example:  {"Keyl": "v1"
, "fds":"fdsf"} .The default value is a pair of empty
braces ( {} ).

If you set the SecretType parameter to RAMCredentials, you
must specify the following fields in the ExtendedConfig
ExtendedConfig Json No null parameter:

SecretSubType: required. The subtype of the secret. Set the
value to RamUserAccessKey.

o

o

UserName: required. The name of the RAM user.

o

CustomData: optional. The custom data. The value is a
collection of key-value pairs in the JSON format. A maximum
of 10 key-value pairs can be specified. Separate multiple
key-value pairs with commas (,). The default value is a pair
of empty braces ( {} ).

If you set the SecretType parameter to ECS, you must specify
the following fields in the ExtendedConfig parameter:

o

SecretSubType: required. The subtype of the secret. Valid

values:

m Password: the password that is used to log on to the ECS
instance.

= SSHKey: the SSH public and private keys that are used to
log on to the ECS instance.

o

Regionld: required. The ID of the region in which the ECS
instance resides.

o

Instanceld: required. The ID of the ECS instance.

o

CustomData: optional. The custom data. The value is a
collection of key-value pairs in the JSON format. A maximum
of 10 key-value pairs can be specified. Separate multiple
key-value pairs with commas (,). The default value is a pair
of empty braces ( {} ).

® Note This parameter is required if you set the
SecretType parameter to Rds, RAMCredentials, or ECS.

Specifies whether to enable automatic rotation. Valid values:

e true: indicates that automatic rotation is enabled.
e false: indicates that automatic rotation is disabled. This is the
EnableAutomaticRotation Boolean No true default value.

@ Note This parameter is valid if you set the SecretType
parameter to Rds, RAMCredentials, or ECS.
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Parameter Type Required Example

Rotationinterval String No 30d

For more information about common request parameters, see Common parameters.

Response parameters

Parameter Type Example
acs:kms:cn-
Arn String hangzhou:154035569884****: secre

t/mydbconninfo

AutomaticRotation String Enabled

{\"SecretSubType\":\"SingleUser\",
\"DBInstanceld\":\"rm-

ExtendedConfig String UF667446pCO55H",
\"CustomData\":{} }

NextRotationDate String 2020-07-06T18:22:03Z
RequestId String igg;{;:é(311d53b-4f93-be0f-
Rotationinterval String 604800s
SecretName String mydbconninfo
SecretType String Rds
Versionid String vl

Examples

Description

The interval for automatic rotation. Valid values: 6 hours to 8,760
hours (365 days).

The value is inthe integer[unit] format.

The unit can be d (day), h (hour), m (minute), or s (second). For
example, both 7d and 604800s indicate a seven-day interval.

® Note This parameter is required if you set the
EnableAutomaticRotation parameter to true. This parameter
is ignored if you set the EnableAutomaticRotation parameter
to false or does not specify the EnableAutomaticRotation
parameter.

Description

The Alibaba Cloud Resource Name (ARN) of the secret.

Indicates whether automatic rotation is enabled. Valid values:

® Enabled: indicates that automatic rotation is enabled.
® Disabled: indicates that automatic rotation is disabled.

e Invalid: indicates that the status of automatic rotation is abnormal. In
this case, Secrets Manager cannot automatically rotate the secret.

® Note This parameter is returned if you set the SecretType
parameter to Rds, RAMCredentials, or ECS.

The extended configuration of the secret.
® Note This parameter is returned if you set the SecretType
parameter to Rds, RAMCredentials, or ECS.

The time when the next rotation will be performed.
® Note This parameter is returned if automatic rotation is

enabled.

The ID of the request.

The interval for automatic rotation.

The value is inthe integer[unit] format.The unit field has a
fixed value of s. For example, if the value is 604800s, automatic rotation is
performed at a 7-day interval.

@ Note This parameter is returned if automatic rotation is
enabled.

The name of the secret.

The type of the secret. Valid values:

e Generic: indicates a generic secret.

e Rds: indicates a managed ApsaraDB RDS secret.

® RAMCredentials: indicates a managed RAM secret.

e ECS: indicates a managed ECS secret.

The version number of the secret.
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Sample requests

http(s) ://[Endpoint]/?Action=CreateSecret

&SecretData={"user

root™, "passwd":"xxxx"}

&SecretName=mydbconninfo

&VersionId=vl

&<Common request parameters>

Sample success responses

xvr  format

<KMS>

<Arn>acs:kms:cn-hangzhou:154035569884****: secret/mydbconninfo</Arn>

<SecretName>mydbconninfo</SecretName>

<VersionId>vl</VersionId>
<RequestId>3bf02£7a-015b-4£93-be0f-cc043fda2dd3</RequestId>
<SecretType>Generic</SecretType>

</KMS>

Jgson format

"Arn": "acs:kms:cn-hangzhou:154035569884****:secret/mydbconninfo",

"SecretName": "mydbconninfo",
"VersionId": "v1",
"RequestId": "3bf02f7a-015b-4£93-be0f-cc043fda2dd3",
"SecretType": "Generic"
}
Error codes
HttpCode Error code
400 InvalidParameter
400 Rejected.LimitExceeded
403 Forbidden.NoPermission
404 Forbidden.ResourceNotFound
409 Rejected.ResourceExist
409 Rejected.ResourcelnDeletewindow
500 InternalFailure
429 Rejected.Throttling

For a list of error codes, visit the API Error Center.

9.2. ListSecrets

Queries all secrets created by your Alibaba Cloud account in the current region.

Error message

The specified parameter is invalid.

The secret quota is exceeded.

You are not authorized to perform the operation.

The resource is not found.

The resource already exists.

The secret is planned to be deleted.

An internal error occurred.

The QPS upper limit is exceeded.

Description

The error message returned because the format of the
specified parameter is invalid.

The error message returned because the secret quota
is used up.

The error message returned because you are not
authorized to perform the operation.

The error message returned because the specified
resource does not exist.

The error message returned because the specified
resource already exists.

The error message returned because the secret is to be
deleted.

The error message returned because an internal error
occurred.

The error message returned because the queries per
second (QPS) has reached the upper limit.

This operation returns the metadata information stored in secret objects and does not return encrypted secret values.

In this example, the secrets created by the current account in the current region are returned. The

parameteris set to

Debugging

, which indicates that two secrets are to be retumned.

PageNumber

parameterissetto 1 ,andthe Ppagesize

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter

Action

Type Required

String Yes

Example

ListSecrets

Description

The operation that you want to perform. Set the value to
ListSecrets.
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Parameter

FetchTags

PageNumber

PageSize

Filters

Type

String

Integer

Integer

String

Response parameters

Parameter

PageNumber

PageSize

Requestid

SecretList

Type

Integer

Integer

String

Array of Secret

Required Example
No false
No 1

No 2

[{"Key":"SecretName",

Description

Specifies whether to return the resource tags of the secret. Valid
values:
e true: The resource tags are returned.

e false: The resource tags are not returned. This is the default
value.

The number of the page to return.
Pages start from page 1.

Default value: 1.

The number of entries to return on each page.
Valid values: 1to 100

Default value: 10.

The secret filter. Filters are key-values pairs. You can specify one
key-values pair or leave this parameter empty. If you filter
resources based on tag keys or values, up to 4,000 resources can
be returned in the response. To query more than 4,000 resources,
call the ListTagResources operation.
® Key
o Description: the property that you want to filter.
° Type: string.
o Valid values:
= SecretName: the secret name.
= Description: the description of the secret.
= TagKey: the tag key.

= TagValue: the tag value.

® Values

o

Description: the value to be included after filtering.

o

Type: string.
Length: 0to 10.

o

o

Valid values:

= |f the Key field is set to SecretName, the value must be 1
to 192 characters in length and can contain letters, digits,

No "Values":["$vall","$val2"]}] and special characters. The special characters include un
derscores (_), forward slashes (/), plus signs (
+), equal signs (=), periods (.), at signs (@),

Example

6a6287a0-ff34-4780-a790-
fdfca900557f

and hyphens (-)

If the Key field is set to Description, the value must be 1 to
256 characters in length.

If the Key field is set to TagKey, the value must be 1 to
256 characters in length and can contain letters, digits,
and special characters. The special characters include  fo
rward slashes (/), underscores (_), hyphens (-),
periods (.), plus signs (+), equal signs (=), at

signs (@), and colons (:)

If the Key field is set to TagValue, the value must be 1to
256 characters in length and can contain letters, numbers,
and special characters. The special characters include  fo
rward slashes (/), underscores (_), hyphens (-),
periods (.), plus signs (+), equal signs (=), at

signs (@), and colons (:)

The logical relationship between values for a key in the Filters
parameter is OR. Example: [ {"Key":"SecretName",
"Values": ["secl","sec2"]} ] .Inthis example, the semantics

are SecretName=sec 1 OR SecretName=sec 2

Description

The page number of the returned page.

The number of entries returned per page.

The ID of the request.

The list of secrets.
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Parameter

Secret

CreateTime
PlannedDeleteTime

SecretName

SecretType

Tags

Tag

TagKey

TagValue

UpdateTime

TotalCount

Examples

Sample requests

http(s) ://[Endpoint]/? Action=ListSecrets

&PageNumber=1
&PageSize=2

Type

String

String

String

String

Array of Tag

String

String

String

Integer

&<Common request parameters>

Sample success responses

xML format

<KMS>
<SecretList>

<Secret>

<SecretName>secret001</SecretName>
<SecretType>Generic</SecretType>

Example

2020-07-17T07:59:05Z

2020-08-17T07:59:05Z

secret001

Generic

key1

vall

2020-07-17T707:59:05Z

55

<CreateTime>2020-07-17T07:59:05%</CreateTime>
<UpdateTime>2020-07-17T07:59:052</UpdateTime>

</Secret>

<Secret>

<SecretName>cache client</SecretName>
<SecretType>Generic</SecretType>

<CreateTime>2020-07-23T11:56:29%</CreateTime>
<UpdateTime>2021-01-12T02:15:42%</UpdateTime>

</Secret>
</SecretList>

<RequestId>6a6287a0-££34-4780-a790-fdfca900557£</RequestId>
<PageNumber>1</PageNumber>

<PageSize>2</PageSize>

<TotalCount>55</TotalCount>

</KMS>

Json  format

Description

The time when the secret was created.

The time when the secret is scheduled to be deleted.

The name of the secret.

The type of the secret. Valid values:
® Generic: indicates a standard secret.

® Rds: indicates a managed ApsaraDB RDS secret.

The resource tags of the secret.

If the FetchTags parameter is set to false or is not specified, this

parameter is not returned.

The tag key.

The tag value.

The time when the secret was updated.

The number of returned secrets.
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{

"SecretList": {

"Secret": [
{
"SecretName": "secret001",
"SecretType": "Generic",

"CreateTime": "2020-07-17T07:59:052",
"UpdateTime": "2020-07-17T07:59:052"
i

"SecretName": "cache client",

"SecretType"
"CreateTime": "2020-07-23T11:56:292",
"UpdateTime": "2021-01-12T02:15:422Z"
}
]
b
"RequestId": "6a6287a0-ff34-4780-a790-£fdfca900557£f",
"PageNumber": 1,

"Generic",

"PageSize": 2,
"TotalCount": 55

Error codes

For a list of error codes, visit the API Error Center.

9.3. DeleteSecret

Deletes a secret.

If you call this operation without specifying a recovery period, the deleted secret can be recovered within 30 days.

If you specify a recovery period, the deleted secret can be recovered within the recovery period. You can also forcibly delete a secret. A forcibly deleted secret cannot

be recovered.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required
Action String Yes
SecretName String Yes
ForceDeletewithoutRecovery String No
RecoveryWindowInDays String No

Response parameters

Parameter Type

PlannedDeleteTime String

Requestid String

SecretName String
Examples

Sample requests

http(s) ://[Endpoint]/?Action=DeleteSecret

&SecretName=secret001

&<Common request parameters>

Example

2020-02-

21T723:36:07.713703651+08:00

38bbed2a-15e0-45ad-98d4-

Example

DeleteSecret

secret001

false

816ad2ccfdea

secret001

Description

The operation that you want to perform.

Set the value to DeleteSecret.

The name of the secret you want to delete.

Specifies whether to forcibly delete the secret. If this parameter is
set to true, the secret cannot be recovered.

Valid values:

® true

e false (default value)

Specifies the recovery period of the secret if you do not forcibly
delete it. Default value: 30

Description

The time when the secret is scheduled to be deleted.

The ID of the request.

The name of the secret.
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Sample success responses

xvr format

<SecretName>secret001</SecretName>
<RequestId>38bbed2a-15e0-45ad-98d4-816ad2ccf4ea</RequestId>
<PlannedDeleteTime>2020-02-21T23:36:07.713703651+08:00</PlannedDeleteTime>

Json  format

"SecretName"

"secret001",

"RequestId": "38bbed2a-15e0-45ad-98d4-8l6ad2ccfdea",
"PlannedDeleteTime": "2020-02-21T23:36:07.713703651+08:00"

Error codes

For a list of error codes, visit the API Error Center.

9.4. DescribeSecret

Obtains the metadata of a secret.

This operation returns the metadata information about a secret. This operation does not return the encrypted secret value.

In this example, the metadata of the secret named

Debugging

secret001 is queried.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter

Action

SecretName

FetchTags

Type

String

String

String

Required Example

Yes

Yes

DescribeSecret

secret001

true

For more information about common request parameters, see Common parameters.

Response parameters

Parameter

AutomaticRotation

CreateTime

Description

EncryptionKeyld

Type

String

String

String

String

String

Example

acs:kms:cn-
hangzhou:154035569884****:secre
t/secret001

Enabled

2020-02-21T715:39:26Z

userinfo

00aa68af-2c02-4f68-95fe-
3435d330****

Description

The operation that you want to perform. Set the value to
DescribeSecret.

The name of the secret.

Specifies whether to return the resource tags of the secret. Valid
values:

e true: The resource tags are returned.

e false: The resource tags are not returned. This is the default
value.

Description

The Alibaba Cloud Resource Name (ARN) of the secret.

Indicates whether automatic rotation is enabled. Valid values:

e Enabled: indicates that automatic rotation is enabled.

® Disabled: indicates that automatic rotation is disabled.

® Invalid: indicates that the status of automatic rotation is abnormal. In
this case, Secrets Manager cannot automatically rotate the secret.

® Note

This parameter is returned only for a managed ApsaraDB

RDS secret, a managed RAM secret, or a managed ECS secret.

The time when the secret was created.

The description of the secret.

The ID of the customer master key (CMK) that is used to encrypt the secret

value.
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Parameter Type Example Description

The extended configuration of the secret.
{\"SecretSubType\":\"SingleUser\", 9

\"DBInstanceld\":\"rm-

ExtendedConfig string uf667446PCO55***\", @ Note This parameter is returned only for a managed ApsaraDB
\"CustomData\":{} } RDS secret, a managed RAM secret, or a managed ECS secret.
The time when the last rotation was performed.
LastRotationDate String 2020-07-05T08:22:03Z
@ Note This parameter is returned if the secret was rotated.
The time when the next rotation will be performed.
NextRotationDate String 2020-07-06T18:22:03Z @ Note This parameter is returned if automatic rotation is
enabled.
PlannedDeleteTime String 2020-03-21T15:45:12Z The time when the secret is scheduled to be deleted.
. 93348dfb-3627-4417-8d90-
Requestid String 4873763909C9 The ID of the request.
The interval for automatic rotation.
The value is inthe integer[unit] format.The unit field hasa
fixed value of s. For example, if the value is 604800s, automatic rotation is
Rotationinterval string 31536005 performed at a 7-day interval.
@ Note This parameter is returned if automatic rotation is
enabled.
SecretName String secret001 The name of the secret.
The type of the secret. Valid values:
e Generic: indicates a generic secret.
SecretType String Rds ® Rds: indicates a managed ApsaraDB RDS secret.
e RAMCredentials: indicates a managed RAM secret.
® ECS: indicates a managed ECS secret.
The resource tags of the secret.
Tags Array of Tag This parameter is not returned if you set the FetchTags parameter to false
or does not specify the FetchTags parameter.
Tag
TagKey String key1 The key of the tag.
TagValue String vall The value of the tag.
UpdateTime String 2020-02-21T15:39:26Z The time when the secret was updated.
Examples

Sample requests

http(s) ://[Endpoint]/?Action=DescribeSecret
&SecretName=secret001
&<Common request parameters>

Sample success responses

xur  format
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<KMS>
<Arn>acs:kms:cn-hangzhou:154035569884**** : secret/secret001</Arn>
<SecretName>secret001</SecretName>
<Description>userinfo</Description>
<CreateTime>2021-01-08T10:50:052</CreateTime>
<UpdateTime>2021-01-08T10:50:052</UpdateTime>
<RequestId>93£84812-66d2-467a-%aec-61£6£53919dc</RequestId>
<SecretType>Rds</SecretType>
<AutomaticRotation>Disabled</AutomaticRotation>
<ExtendedConfig>{"SecretSubType":"SingleUser", "DBInstanceId":"rm-uf667446pc955****" — "CustomData":{} }</ExtendedConfig>

</KMS>

Jgson format

"Arn": "acs:kms:cn-hangzhou:154035569884****:secret/secret001",

"SecretName": "secret001",

"Description": "userinfo",

"CreateTime": "2021-01-08T10:50:052",

"UpdateTime": "2021-01-08T10:50:052",

"RequestId": "93f84812-66d2-467a-9%aec-61£6£53919dc",

"SecretType": "Rds",

"AutomaticRotation": "Disabled",

"ExtendedConfig": "{\"SecretSubType\":\"SingleUser\", \"DBInstanceId\":\"rm-uf667446pc955****\",  \"CustomData\":{} }"

Error codes

For a list of error codes, visit the AP| Error Center.

9.5. GetSecretValue

Obtains a secret value.

If you do not specify a version number or stage label, Secrets Manager retums the secret value of the version marked with ACSCurrent.

If a customer master key (CMK) is specified to encrypt the secret value, you must also have the kms:Decrypt permission onthe CMK to call the GetSecretValue
operation.

In this example, the value of the secret named secret001 is obtained. The secret value is returned inthe secretbata parameter. The secret valueis testdatal

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform. Set the value to

Action trin Yes tSecretVall
ctio string € GetsecretValue GetSecretValue.
SecretName String Yes secret001 The name of the secret.
The stage label that marks the secret version. If you specify this
parameter, Secrets Manager returns the secret value of the
version that is marked with the specified stage label.
Default value: ACSCurrent.
VersionStage String No ACSCurrent
@ Note Fora managed ApsaraDB RDS secret, a managed
RAM secret, or a managed ECS secret, Secrets Manager can
return only the secret value of the version marked with
ACSPrevious or ACSCurrent.
The version number of the secret value. If you specify this
parameter, Secrets Manager returns the secret value of the
specified version.
. . 00000000000000000000000000
Versionld String No
000001 ® Note This parameter is ignored for a managed
ApsaraDB RDS secret, a managed RAM secret, or a managed
ECS secret.
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Parameter Type Required Example Description

Specifies whether to obtain the extended configuration of the
secret. Valid values:

® true

FetchextendedConfig Boolean No true o false: This is the default value.

@ Note This parameter is ignored for a generic secret.

For more information about common request parameters, see Common parameters.
Response parameters
Parameter Type Example Description

Indicates whether automatic rotation is enabled. Valid values:

® Enabled: indicates that automatic rotation is enabled.
® Disabled: indicates that automatic rotation is disabled.

® Invalid: indicates that the status of automatic rotation is abnormal. In

AutomaticRotation String Enabled . .
this case, Secrets Manager cannot automatically rotate the secret.
@ Note This parameter is returned only for a managed ApsaraDB
RDS secret, a managed RAM secret, or a managed ECS secret.
CreateTime String 2020-02-21T15:39:26Z The time when the secret was created.

The extended configuration of the secret.

{\"SecretSubType\":\"SingleUser\",

. i \"DBInstanceld\":\"rm- ® Note This parameter is returned if you set the
ExtendedConfig String . . .
uf667446pc955**+*\", FetchExtendedConfig parameter to true. This parameter is returned
\"CustomData\":{} } only for a managed ApsaraDB RDS secret, a managed RAM secret, or a
managed ECS secret.
The time when the last rotation was performed.
LastRotationDate String 2020-07-05T708:22:03Z
@ Note This parameter is returned if the secret was rotated.
The time when the next rotation will be performed.
NextRotationDate String 2020-07-06T18:22:032 @ Note This parameter is returned if automatic rotation is
enabled.
6a3e9c36-1150-4881-84d3-
Requestld Strin The ID of the request.
a 9 eb8672fcafad q
The interval for automatic rotation.
Thevalue is inthe integer[unit] format.The unit field hasa
fixed value of s. For example, if the value is 604800s, automatic rotation is
Rotationinterval String 6048005 performed at a 7-day interval.

® Note This parameter is returned if automatic rotation is
enabled.

> Document Version: 20220318 79


file:///home/admin/dita-files/output/81302202/task12526948/~~69007~~

AP| Reference-Secrets Key Management Service

Parameter Type Example Description

The secret value. Secrets Manager decrypts the ciphertext of the secret
value and returns the plaintext of the secret value in this parameter.

For a generic secret, the secret value of the specified version is returned.

For a managed ApsaraDB RDS secret, the value is returned in the
following format: {"AccountName":"", "AccountPassword":""}

For a managed RAM secret, the secret value is returned in the following
format: {"AccessKeyId":"Adfdsfd", "AccessKeySecret":"fdsfdsf"
, "GenerateTimestamp": "2016-03-25T10:42:402"}

SecretData String testdatal e For a managed ECS secret, the secret value is returned in one of the
following formats:
o {"UserName": "root", "Password" : "HSasdasdsads****"} :The
secret value is returned in this format if the ECS secret is a password.
° {"UserName":"root", "PublicKey":"ssh-rsa ****mKwnVix9YTFY9
Rs= imported-openssh-key","PrivateKey": "d6beelcb-2el4-427
7-babb-73786b21****"} : The secret value is returned in this format
is the ECS secret is a pair of SSH keys. The private key is in the Privacy
Enhanced Mail (PEM) format.
The type of the secret value. Valid values:
SecretDataType String binary o text
® binary
SecretName String secret001 The name of the secret.
The type of the secret. Valid values:
e Generic: indicates a generic secret.
SecretType String Generic ® Rds: indicates a managed ApsaraDB RDS secret.

e RAMCredentials: indicates a managed RAM secret.

e ECS: indicates a managed ECS secret.

00000000000000000000000000000

Versionld String 001 The version number of the secret value.
VersionStages List {"VersionStage": [ "ACSCurrent" ]} The stage labels that mark the secret versions.
Examples

Sample requests

http(s) ://[Endpoint]/?Action=GetSecretValue
&SecretName=secret001

&<Common request parameters>

Sample success responses

xvr  format

<KMS>
<SecretName>secret001</SecretName>
<VersionId>00000000000000000000000000000001</VersionId>
<SecretData>testdatal</SecretData>
<SecretType>Generic</SecretType>
<SecretDataType>binary</SecretDataType>
<VersionStages>
<VersionStage>ACSCurrent</VersionStage>
</VersionStages>
<CreateTime>2020-07-23T11:56:292</CreateTime>
<RequestId>6a3e9c36-1150-4881-84d3-eb8672fcafad</RequestId>
</KMS>

Json  format
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"SecretName": "secret001",
"VersionId": "00000000000000000000000000000001",
"SecretData": "testdatal",
"SecretType": "Generic",
"SecretDataType": "binary",
"VersionStages": {

"VersionStage": [

"ACSCurrent"

]
e
"CreateTime": "2020-07-23T11:56:292",
"RequestId": "6a3e9c36-1150-4881-84d3-eb8672fcafad"

Error codes

For a list of error codes, visit the API Error Center.

9.6. PutSecretValue

Stores the secret value of a new version into a secret object.

This operation is used to store secret values of new versions. It cannot be used to modify the secret value of an existing version.

By default, the newly stored secret value is marked with ACSCurrent, and the original version marked with ACSCurrent is marked with ACSPrevious. If you specify the
VersionStage parameter, the newly stored secret value is marked with the specified stage label.

You must specify a version number. Secrets Manager performs operations based on the following rules:

e If the specified version number does not exist in the secret object, Secrets Manager creates the new version and stores the secret value.

e If the specified version number already exists in the secret object and the secret value of the existing version is the same as the secret value that you specify, Secrets
Manager ignores the request and returns a success message. The request is idempotent.

e If the specified version number already exists in the secret object but the secret value of the existing version is different fromthe secret value that you specify,
Secrets Manager rejects the request and returns a failure message.

Limits: This operation is available only for standard secrets.

secret001 secret.The versionid parameterisset to
parameteris set to

In this example, the secret value of a new version is stored into the

00000000000000000000000000000000203 , and the secretbata importantdata

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description
. . Th tion that it t rf . Set thi lue t
Action String Yes PutSecretValue © operation that youwant to perform. Set the vatue to
PutSecretValue.
. . The secret value. It is encrypted and then stored in a specified
SecretData String Yes importantdata .
new version.
SecretName String Yes secret001 The name of the secret.
. . 00000000000000000000000000 The version number of the secret value that you want to store.
Versionld String Yes . . . .
000000203 Version numbers are unique in each secret object.
The type of the secret value. Valid values:
SecretDataType String No text e text: This is the default value.
e binary
. . {"VersionStage": [ "ACSCurrent" The stage label that marks the new secret version. If you do not
VersionStages String No

1} specify this parameter, Secrets Manager marks it with ACSCurrent.

For more information about common request parameters, see Common parameters.

Response parameters

Parameter Type Example Description

. f94ec9d3-2d10-4922-9a5c-
Requestid String sdcdsebcbses The ID of the request.
SecretName String secret001 The name of the secret.
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Description

The version number of the secret value.

Parameter Type Example

Versionid Strin 00000000000000000000000000000
9 000203

VersionStages List {"VersionStage": ["ACSCurrent"]}

Examples

Sample requests

http(s) ://[Endpoint]/? Action=PutSecretValue
&SecretData=importantdata
&SecretName=secret001
&VersionId=00000000000000000000000000000000203

&<Common request parameters>

Sample success responses

xvr  format

<KMS>
<SecretName>secret001</SecretName>
<VersionId>00000000000000000000000000000000203</VersionId>
<VersionStages>
<VersionStage>ACSCurrent</VersionStage>
</VersionStages>
<RequestId>f94ec9d3-2d10-4922-9a5c-5dcd5ebecb5e8</RequestId>
</KMS>

Jgson format

{

"SecretName" secret001",
"VersionId": "00000000000000000000000000000000203",
"VersionStages": {
"VersionStage": [
"ACSCurrent"
1
br
"RequestId": "f94ec9d3-2d10-4922-9a5c-5dcd5ebcb5e8"

}

Error codes

For a list of error codes, visit the API Error Center.

9.7. UpdateSecret

Updates the metadata of a secret.

In this example, the metadata of the secret001 secret is updated. The Dpescription

Debugging

The stage labels that mark the version.

parameteris set to datainfo

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer

dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example
Action String Yes UpdateSecret
SecretName String Yes secret001
Description String No datainfo
ExtendedConfig.CustomData Json No

&)

For more information about common request parameters, see Common parameters.

Description

The operation that you want to perform. Set the value to
UpdateSecret.

The name of the secret.

The description of the secret.

The custom data in the extended configuration of the secret.

@ Note

® |If this parameter is specified, the existing extended
configuration of the secret is updated.

{"DBName":"app1","Port":"330

® This parameter is unavailable for standard secrets.
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Response pa rameters
Parameter Type Example Description

5b75d8b1-5b6a-4ec0-8e0c-

Requestid String c0sbefdfadar The ID of the request.
SecretName String secret001 The name of the secret.
Examples

Sample requests

http(s) ://[Endpoint]/? Action=UpdateSecret
&Description=datainfo
&SecretName=secret001

&<Common request parameters>

Sample success responses

xmt  format
<KMS>
<SecretName>secret001</SecretName>

<RequestId>5b75d8bl-5b6a-4ec0-8e0c-c08befdfad47</RequestId>
</KMS>

Json  format

"SecretNam
"RequestId":

"secret001",
5b75d8bl-5b6a-4ec0-8e0c-c08befdfadd 7"

Error codes

For a list of error codes, visit the API Error Center.

9.8. UpdateSecretVersionStage

Updates the stage label that marks a secret version.

You can use this operation to achieve the following purposes:

e Use a specified stage label to mark a new secret version.
e Remove a specific stage label from an existing secret version.

Limits: This operation is available only for standard secrets.

In this example, the stage label that marks the version of the secretoo1 secret is updated. The stage label acscurrent isusedto markthe o002 version.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform. Set the value to

Action Strin Yes UpdateSecretVersionStage .
o P o UpdateSecretVersionStage.

SecretName String Yes secret001 The name of the secret.
The specified stage label. Valid values:

VersionStage String Yes ACSCurrent ® ACSCurrent
® ACSPrevious
e Custom stage label
The version from which you want to remove the specified stage
label.

RemoveFromVersion String No 001

@ Note You must specify at least one of the
RemoveFromVersion and MoveToVersion parameters.
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Parameter Type Required Example
MoveToVersion String No 002
Response parameters
Parameter Type Example
. 8cad259f-4d77-40ec-bbd7-
Requestid String b9ca7a423bb9
SecretName String secret001
Examples

Sample requests

http(s) ://[Endpoint]/? Action=UpdateSecretVersionStage
&SecretName=secret001

&VersionStage=ACSCurrent

&MoveToVersion=002

&<Common request parameters>

Sample success responses

xvt  format

<KMS>
<SecretName>secret001</SecretName>
<RequestId>B8cad259f-4d77-40ec-bbd7-b9c47a423bb9</RequestId>
</KMS>

Json  format
{
"SecretName": "secret001",

"RequestId": "8cad259f-4d77-40ec-bbd7-b9c47a423bbo"
}

Error codes

For a list of error codes, visit the API Error Center.

9.9. RestoreSecret

Restores a deleted secret.

Description

The version to which you want to apply the specified stage label.

@ Note

® You must specify at least one of the
RemoveFromVersion and MoveT oVersion parameters.

e |f the VersionStage parameter is set to ACSCurrent or
ACSPrevious, this parameter is required.

Description

The ID of the request.

The name of the secret.

You can only use this operation to restore a deleted secret that is within its recovery period. If you set ForceDeleteWithoutRecovery to true when you delete the

secret, you cannot restore it.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description
The operation that you want to perform.
Action String Yes RestoreSecret
Set the value to RestoreSecret.
SecretName String Yes secret001 The name of the secret you want to restore.
RESDOHSE parameters
Parameter Type Example Description
. e4885adf-548f-4ca5-8075-
Requestid String £540bbd3a55f The ID of the request.
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Parameter Type Example Description
SecretName String secret001 The name of the secret.
Examples

Sample requests
http(s) ://[Endpoint]/?Action=RestoreSecret

&SecretName=secret001

&<Common request parameters>

Sample success responses

xvr  format

<RequestId>e4885adf-548f-4ca5-8075-£540bbd3a55f</RequestId>
<SecretName>secret001</SecretName>

Jgson format

"RequestId": "e4885adf-548f-4ca5-8075-£540bbd3a55f",
"secret001"

"SecretName"

Error codes

For a list of error codes, visit the API Error Center.

9.10. ListSecretVersionlds

You can call this operation to query all versions of a secret.
The secret value is not included in the returned information. By default, deprecated secret versions are not returmned.
Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform.

Action String Yes ListSecretVersionlds

Set the value to ListSecretVersionlds.
SecretName String Yes secret001 The name of the secret you want to delete.

Specifies whether to return deprecated secret versions.
IncludeDeprecated String No false

Valid values: true and false. Default value: false.
PageNumber Integer No 1 The page number of the returned page.
PageSize Integer No 10 The number of entries to return on each page.

Response parameters

Parameter Type Example Description
PageNumber Integer 1 The page number of the returned page.
PageSize Integer 10 The number of entries returned per page.

5b75d8b1-5b6a-4ec0-8e0c-

Requestld String 08befdfada7 The ID of the request.

SecretName String secret001 The name of the secret you want to delete.
TotalCount Integer 4 The number of entries returned on the current page.
Versionids Array The list of secret versions.

> Document Version: 20220318 85


https://error-center.alibabacloud.com/status/product/Kms
https://api.aliyun.com/#product=Kms&api=ListSecretVersionIds&type=RPC&version=2016-01-20

API Reference:Secrets

Key Management Service

Parameter Type Example

CreateTime String 2020-02-21T715:39:26Z

00000000000000000000000000000

Versionid String 000203

{"VersionStage": [ "ACSCurrent",
"UStagel", "Ustage2" ] }

VersionStages List

Examples
Sample requests

http(s) ://[Endpoint]/? Action=ListSecretVersionIds
&<Common request parameters>

Sample success responses

xur  format

<SecretName>secret001</SecretName>
<VersionIds>
<VersionId>
<VersionId>00000000000000000000000000000000203</VersionId>
<VersionStages>
<VersionStage>ACSCurrent</VersionStage>
<VersionStage>UStagel</VersionStage>
<VersionStage>Ustage2</VersionStage>
</VersionStages>
</VersionId>
<VersionId>
<VersionId>00000000000000000000000000000001</VersionId>
<VersionStages>
<VersionStage>ACSPrevious</VersionStage>
</VersionStages>
</VersionId>
</VersionIds>
<RequestId>5b75d8bl-5bba-4ec0-8e0c-c08befdfad47</RequestId>
<PageNumber>1</PageNumber>
<PageSize>10</PageSize>
<TotalCount>4</TotalCount>

Json  format

"SecretName": "secret001",
{
"VersionId": [

{

"VersionIds":

"VersionId": "00000000000000000000000000000000203",
"VersionStages": {
"VersionStage": [
"ACSCurrent",
"UStagel",
"Ustage2"

"VersionId": "00000000000000000000000000000001",
"VersionStages": {
"VersionStage": [
"ACSPrevious"

I

"RequestId": "5b75d8bl-5bba-4ec0-8e0c-c08befdfad47",
"PageNumber": 1,

"PageSize": 10,

"TotalCount": 4

Error code

For a list of error codes, visit the AP| Error Center.

9.11. GetRandomPassword

Description

The time when the secret version was created.

The version of the secret.

The stage labels that mark the secret version.
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Obtains a random password string.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer

dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example

Action String Yes GetRandomPassword
PasswordLength String No 32

ExcludeCharacters String No ABCabc
ExcludeLowercase String No false
ExcludeUppercase String No false
ExcludeNumbers String No false
ExcludePunctuation String No false
RequireEachincludedType String No true

Response parameters
Parameter Type Example

IXGn>NMmNB(y?

RandomPassword String iZ<Ye, HIRGCU*

6b0cbe25-5e33-467e-972e-

Requestid String 7283697604

Examples
Sample requests
http(s) ://[Endpoint]/? Action=GetRandomPassword

&<Common request parameters>

Sample success responses

Description

The operation that you want to perform. Set the value to
GetRandomPassword.

The number of bytes that the password to be generated
contains.

Valid values: 8 to 128.

Default value: 32

The characters that are not included in the password to be
generated.

Valid values:

Valid characters:

0123456789%abcdefghi j klmnopqrstuvwxyzABCDEFGHI JKLMNOPQRS
TUVWXYZ! \"#$%&' () *+,-. /:;<=>? @[\] your_project_id} ~

This parameter is empty by default.

Specifies whether to exclude lowercase letters.
Valid values:

® true

e false

Specifies whether to exclude uppercase letters.
Valid values:

® true

e false

Specifies whether to exclude digits.
Valid values:

® true

e false

Specifies whether to exclude special characters.
Valid values:
® true

e false

Specifies whether to include all the preceding character types.
Valid values:

® true

e false

Description

The generated random password.

The ID of the request.
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xvr format
<RequestId>6b0che25-5e33-467e-972e-7a83c6c97604</RequestId>
<RandomPassword>IxGn>NMmNB (y? :LZ<YC,_H/(ZGC'U****</RandomPastord>
Json  format

{"RequestId":"6b0cbe25-5e33-467e-972e-7a83c6c97604", "RandomPassword" : "IXGn>NMmNB (y? iZ<Yc,_ H/{2GC'U****"}

Error code

For a list of error codes, visit the API Error Center.

9.12. RotateSecret

Manually rotates a secret.
Limits:
« A secret of each Alibaba Cloud account can be rotated for a maximum of 50 times per hour.

« The RotateSecret operation is unavailable for standard secrets.

In this example, the Rdssecret/Mysql5.4/Mycred secret is manually rotated, and the version number of the secret is set to 000000123 afterthe secret is rotated.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer

dynamically generates the sample code of the operation for different SDKs.
Request parameters

Parameter Type Required Example Description

Action String Yes Rotatesecret RotateSecret.

The operation that you want to perform. Set the value to

SecretName String Yes RdsSecret/Mysql5.4/MyCred The name of the secret.

The version number of the secret after the secret is rotated.

@ Note

The version number is used to ensure the

idempotence of the request. Secrets Manager uses this
Versionld String Yes 000000123 version number to prevent your application from creating the
same version of the secret when the application retries a
request. If a version number already exists, Secrets Manager
ignores the request for rotation and returns a success

message.
Response pa rameters
Parameter Type Example Description
acs:kms:cn-
Arn String hangzhou:154035569884****:secre The Alibaba Cloud Resource Name (ARN) of the secret.
t/RdsSecret/Mysql5.4/MyCred
SecretName String RdsSecret/Mysql5.4/MyCred The name of the secret.
Versionid String 000000123 The version number of the secret after the secret is rotated.

10257¢86-269d-43aa-aaf 3-

Requestid String 90ed4144bb7c

The ID of the request.

For more information about common request parameters, see Common parameters.

Examples

Sample requests

http(s) ://[Endpoint]/? Action=RotateSecret
sSecretName=RdsSecret /Mysql5.4/MyCred
&VersionId=000000123

&<Common request parameters>

Sample success responses

xML format
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<KMS>

<Arn>acs:kms:cn-hangzhou:154035569884****:secret/RdsSecret/Mysql5.4/MyCred</Arn>

<SecretName>RdsSecret/Mysql5. 4/MyCred</SecretName>
<VersionId>000000123</VersionId>

<RequestId>10257c86-269d-43aa-aaf3-90ed4144bb7c</RequestId>

</KMS>

Json  format

{

"Arn": "acs:kms:cn-hangzhou:154035569884****:secret/RdsSecret/Mysql5.4/MyCred",

"SecretName": "RdsSecret/Mysql5.4/MyCred",

"VersionId": "000000123",

"RequestId": "10257c86-269d-43aa-aaf3-90ed4144bb7c"
}

Error codes

For a list of error codes, visit the API Error Center.

9.13. UpdateSecretRotationPolicy

Updates the rotation policy of a secret.

After automatic rotation is enabled, Secrets Manager schedules the first automatic rotation by adding the preset rotation interval to the timestamp of the last

rotation.

Limits: The UpdateSecretRotationPolicy operation cannot be used to update the rotation policy of standard secrets.

In this example, the rotation policy of the RrdsSecret/Mysql5.4/Mycred secret is updated in the following way:

® The EnablehutomaticRotation parameterissetto true ,whichindicatesthat automatic rotation is enabled.

e The RotationInterval parameterissetto 30d ,which indicatesthat the interval for automatic rotation is 30 days.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required
Action String Yes
EnableAutomaticRotation Boolean Yes
SecretName String Yes
Rotationinterval String No

Example

UpdateSecretRotationPolicy

true

RdsSecret/Mysql5.4/MyCred

30d

For more information about common request parameters, see Common parameters.

Response parameters

Parameter Type Example

SecretName String

RdsSecret/Mysql5.4/MyCred

Description

The operation that you want to perform. Set the value to
UpdateSecretRotationPolicy.

Specifies whether to enable automatic rotation. Valid values:
e true: indicates that automatic rotation is enabled.

e false: indicates that automatic rotation is disabled. This is the
default value.

The name of the secret.

The interval for automatic rotation. Valid values: 6 hours to 8,760
hours (365 days).

Specify the interval inthe integer[unit] format, where
integer indicates theintervaland unit indicates the time
unit.

The unit can be d (day), h (hour), m (minute), or s (second). For
example, both 7d and 604800s indicate a seven-day interval.

@ Note If the EnableAutomaticRotation parameter is set
to true, this parameter is required. Otherwise, you do not
need to specify this parameter.

Description

2c124f6f-4210-499f-b88a-

Requestld String

Examples

Sample requests

69f54004d2d8

The name of the secret.

The ID of the request.
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http(s) ://[Endpoint]/? Action=UpdateSecretRotationPolicy
&EnableAutomaticRotation=true
&SecretName=RdsSecret/Mysql5.4/MyCred
&RotationInterval=30d

&<Common request parameters>

Sample success responses

xmL format

<KMS>
<SecretName>RdsSecret/Mysql5.4/MyCred</SecretName>

<RequestId>2c124£6f-4210-499f-b88a-69£54004d2d8</RequestId>
</KMS>

Json  format

"SecretName"

"RdsSecret/Mysql5.4/MyCred",
"RequestId": "2c124f6f-4210-499f-b88a-69£54004d2d8"

Error codes

For a list of error codes, visit the API Error Center.
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10.Certificate
10.1. CreateCertificate

Creates a certificate.

To create a certificate, you must specify the type of the asymmetric key. Certificates Manager generates a private key and returns a certificate signing request (CSR).
Submit the CSR in the Privacy Enhanced Mail (PEM) format to a certificate authority (CA) to obtain the formal certificate and certificate chain. Then, call the
UploadCertificate operation to import the certificate into Certificates Manager.

In this example, a certificate is created and the CSRis obtained.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform. Set the value to

Action trin Yes reateCertificat
ctio string € CreateCertificate CreateCertificate.

The type of the key. Valid values:

KeySpec String Yes RSA_2048 ° RSA_2048
e EC_P256
® EC_SM2
The certificate subject, which is the owner of the certificate.
Specify the value in the distinguished name (DN) format, as
defined in RFC 2253. A DN is a sequence of relative distinguished
names (RDNs).
RDNs are key-value pairs in the format of

attributel=valuel,attribute2=value2 .Separate multiple
RDNs with commas (,).
. The Subject parameter consists of the following fields:
. . CN=userName,0OU=kms,0=aliyu
Subject String Yes

n,C=CN ® (CN: required. The name of the certificate subject.

e (: required. The two-character country or region code in the
ISO 3166-1 standard. For example, CN indicates China.

® 0O: required. The legal name of the enterprise, company,
organization, or institution.

® QU: required. The name of the department.

e ST: optional. The name of the province, municipality,
autonomous region, or special administrative region.

e |: optional. The name of the city.

The subject alternative names.

bi | . ["test1.example.com","test2.e
SubjectAlternativeNames Json No xample.com’] A domain name list is supported. A maximum of 10 domain
names are supported.
Specifies whether the private key of the certificate can be
exported for use. Valid values:
® true: The private key of the certificate can be exported for use.
ExportablePrivatekey Boolean No true This is the default value.

e false: The private key of the certificate cannot be exported for
use. We recommend that you set this parameter to false to
protect keys with a higher security level.

For more information about common request parameters, see Common parameters.

Response parameters

Parameter Type Example Description
acs:kms:cn-
. hangzhou: 154035569884****: certifi . .
Arn String cate/98e85c04-52d0-40c9-b3b2- The Alibaba Cloud Resource Name (ARN) of the certificate.
afda52f4****
o . 9a28de48-8d8b-484d-a766- The ID of the certificate. It is the globally unique identifier (GUID) of the
Certificateld String . e . e
dec4 certificate in Certificates Manager.
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Parameter Type Example Description

--BEGIN CERTIFICATE REQUEST ----

\NMIIDADCCAegCAQAWghoxCzA|Bg
Csr String NVBAYTAKNOMREWDwYDVQQIEwha The CSR in the PEM format.
aGVgaWFuZzER\n****\nmkj4rg==\n

15a735a1-8fe6-45cc-ab4c-

Requestid String 3c4ff839334e

The ID of the request.
Examples

Sample requests

http(s) ://[Endpoint]/?Action=CreateCertificate
&KeySpec=RSA 2048
&Subject=CN=userName, OU=kms, O=aliyun, C=CN

&<Common request parameters>

Sample success responses

Json  format

{
"CertificateId": "98e85c94-52d0-40c9-b3b2-afda52f4****",

"Arn": "acs:kms:cn-hangzhou:154035569884****:certificate/98e85c94-52d0-40c9-b3b2-afda52f4****",
RCSTREEEESESS BEGIN CERTIFICATE REQUEST----- \nMIIDADCCAegCAQAWgboxCzAJBgNVBAY TAKNOMREWDWYDVQQIEwWhaaGVgaWFuZzER\n* ***\nmkj4rg==\n----- END CERTIFICATE
REQUEST----— \n",

"RequestId": "15a735al-8fe6-45cc-a64c-3c4ff839334e"
}

Error codes
HTTP status code Error code Error message Description
The error message returned because the specified

404 InvalidAccessKeyld.NotFound The specified AccessKey ID does not exist. AccessKey ID does not exist. Check whether a valid
AccessKey ID is specified when you call the operation.

For a list of error codes, visit the AP| Error Center.

10.2. UploadCertificate

Imports a certificate and certificate chain issued by a certificate authority (CA) into Certificates Manager.

In this example, a certificate issued by a CA is imported into Certificates Manager. The ID of the certificate in Certificates Manageris 12345678-1234-1234-1234-
12345678%***

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform. Set the value to

Action Strin Yes UploadCertificate
9 P UploadCertificate.

BEGIN CERTIFICATE-----

Th rtificate i d by the CA, which is in the Pri Enh d
Certificate String Yes (X.509 Certificate PEM Content) & certfiicate 5suec by the Which s in the Privacy Enhance

Mail (PEM) format.

. X 12345678-1234-1234-1234- The ID of the certificate. It is the globally unique identifier (GUID)
Certificateld String Yes . . .
12345678**** of the certificate in Certificates Manager.
----- BEGIN CERTIFICATE-----
(Sub CA Certificate PEM
Content) ----- END CERTIFICATE-
————————— BEGIN CERT IFICAT E-----
A ifi PEM
CertificateChain String No (Sub CA Certificate The certificate chain issued by the CA, which is in the PEM format.

Content) ----- END CERTIFICATE-
-BEGIN CERTIFICAT E-----
(Root CA Certificate PEM

Content) ----- END CERTIFICATE-

For more information about common request parameters, see Common parameters.
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Response parameters

Parameter Type Example
RequestId Strin 15a735a1-8fe6-45cc-ab4c-
! o 3c4ff839334e
Examples

Sample requests

http(s) ://[Endpoint]/?Action=UploadCertificate
sCertificate=-----BEGIN CERTIFICATE----- (X.509 Certificate PEM Content)
&CertificateId=12345678-1234-1234-1234-12345678****

&<Common request parameters>

Sample success responses
xvr  format
<KMS>

<RequestId>15a735al-8fe6-45cc-a64c-3c4££839334e</RequestId>
</KMS>

Json  format

"RequestId": "15a735al-8fe6-45cc-abdc-3c4ff839334e"

Error codes

HttpCode Error code Error message

404 InvalidAccessKeyld.NotFound The specified AccessKey ID does not exist.

For a list of error codes, visit the AP| Error Center.

10.3. GetCertificate

Queries a certificate that is managed by Certificates Manager.

In this example, the certificate whose ID is
request (CSR) are returned.

9a28de48-8d8b-484d-a766-decsd****

Debugging

Description

The ID of the request.

Description

The error message returned because the specified
AccessKey ID does not exist. Check whether a valid
AccessKey ID is specified when you call the operation.

is queried. The certificate, certificate chain, certificate ID, and certificate signing

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call t his operation in OpenAPI Explorer. OpenAPI Explorer

dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example
Action String Yes GetCertificate
Certificateld String Yes 9a28de48-8d8b-484d-a766-

decg****

For more information about common request parameters, see Common parameters.

Response parameters

Parameter Type Example
----- BEGIN CERT IFICAT E----- (X.509
Certificate String Certificate PEM Content) ----- END
CERTIFICATE-----
----- BEGIN CERTIFICAT E----- (Sub CA
Certificate PEM Content) -----| END
CERTIFICAT E----- ----- BEGIN
CERTIFICATE----- (Sub CA Certificate
CertificateChain String (

PEM Content) -----END CERTIFICATE-

(Root CA Certificate PEM Content) --
---END CERTIFICATE-----

Description

The operation that you want to perform. Set the value to
GetCertificate.

The ID of the certificate. It is the globally unique identifier (GUID)
of the certificate in Certificates Manager.

Description

The certificate in the Privacy Enhanced Mail (PEM) format.

The certificate chain in the PEM format.
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Parameter Type Example Description

9a28de48-8d8b-484d-a766-
Certificateld String d2c4*‘i' a The ID of the certificate.

fffff BEGIN CERTIFICATE REQUEST ----
MIICXjCCAa4CAQAWPZELMAKGATUEB
Csr String hMCQ04xDzANBgNVBAOTBmFsaXxl1 The CSR in the PEM format.

bJEMMAOGATUECXMDa21zMREwWDwWY
e END CERTIFICAT E REQUEST --

b3e104b4-0319-4a20-ab7f-

Requestld Strin The ID of the request.
q 9 fefgHer q
Examples
Sample requests
http(s) ://[Endpoint]/?Action=GetCertificate
&CertificateId=9a28de48-8d8b-484d-a766-decd****
&<Common request parameters>
Sample success responses
xur  format
<KMS>
<Csr>----- BEGIN CERTIFICATE REQUEST----- MIICxjCCAa4CAQAWPZELMAKGALUEBhMCQ04xDzANBGNVBAOTBMFsaX11biEMMAOGALUECXMDa21 ZMREWDWY * * * % ————— END CERTIFICAT
E REQUEST----- </Csr>

<RequestId>b3el04b4-0319-4a20-ab7f-9fef6****</RequestId>
<CertificateId>%9a28de48-8d8b-484d-a766-decd****</CertificateId>

<CertificateChain>-----! BEGIN CERTIFICATE-----— (Sub CA Certificate PEM Content) ----- DND) CRIINIICENE === === BEGIN CERTIFICATE-----— (Sub CA C
ertificate PEM Content) —----! D) EEEI TR === === BEGIN CERTIFICATE----- (Root CA Certificate PEM Content) ----- END CERTIFICATE----- </Certif
icateChain>

<Certificate>————-= BEGIN CERTIFICATE-—---— (X.509 Certificate PEM Content) ----- END CERTIFICATE-----— </Certificate>
</KMS>

Json  format

{

MCgeTy T==
TE REQUEST-
"RequestId": "b3el04b4-0319-4a20-ab7f-9fef6****",
"CertificateId": "9a28de48-8d8b-484d-a766-decd****"

END CERTIFICA

"CertificateChain": "---—- BEGIN CERTIFICATE--- (Sub CA Certificate PEM Content) ——--- END CERTIFICATE----- -—--- BEGIN CERTIFICATE--—-- (Sub CA
Certificate PEM Content) (Root CA Certificate PEM Content) ----- END CERTIFICATE----—
"Certificate": "----- BEGIN CERTIFICATE----- (X.509 Certificate PEM Content) —---- END CERTIFICATE----— "
}
Error codes
HttpCode Error code Error message Description

The error message returned because the specified
404 InvalidAccessKeyld.NotFound The specified AccessKey ID does not exist. AccessKey ID does not exist. Check whether a valid
AccessKey ID is specified when you call the operation.

For a list of error codes, visit the API Error Center.

10.4. DescribeCertificate

Queries information about a certificate.

In this example, the information about the certificate whose IDis  9a28de48-8d8b-484d-a766-deca**** s queried. The certificate information includes the certificate
ID, creation time, certificate issuer, validity period, serial number, and signature algorithm.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform. Set the value to

Acti tri Y Descri rtificat
ction String es escribeCertificate DescribeCertificate.
2 48- -484d-a766- The ID of th rtificate. The ID t [t 0} i i
Certificateld String Yes 9a Bieﬂs 8d8b-484d-a766 e. . of the certificate. The ID must be globally unique in
dec4 Certificates Manager.
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For more information about common request parameters, see Common parameters.

Response parameters

Parameter Type Example Description
acs:kms:cn-
. hangzhou:159498693826****: certifi . .
Arn String cate/9a28deds-8dgb-484d-a766- The Alibaba Cloud Resource Name (ARN) of the certificate.
decar st
o . 9a28de48-8d8b-484d-a766- The ID of the certificate. The ID must be globally unique in Certificates
Certificateld String
decg**** Manager.
CreatedAt String 2020-10-13T03:05:03Z The time when the certificate was created.
Indicates whether the private key of the certificate can be exported for
use. Valid values:
ExportablePrivateKey Boolean true e true: The private key of the certificate can be exported for use. This is
the default value.
e false: The private key of the certificate cannot be exported for use.
Issuer String CN=testCA,0U=kms,0=aliyun,C=CN The certificate issuer in the distinguished name (DN) format.
KeySpec String RSA_2048 The type of the key.
NotAfter String 2022-10-13T03:09:00Z The end of the validity period of the certificate.
NotBefore String 2020-10-13T03:09:00Z The beginning of the validity period of the certificate.
. edb671a3-c5al-4ebe-alde-
Requestid String 4748b640bdf2 The ID of the request.
Serial String 12345678 The serial number of the certificate.
The signature algorithm of the certificate. Valid values:
SignatureAlgorithm String ECDSA-SHA256 ° RSA2048-5HA256
® ECDSA-SHA256
® SM2-SM3
The status of the certificate. Valid values:
® PENDING: The certificate is to be imported.
Status String ACTIVE e ACTIVE: The certificate is enabled.
® INACTIVE: The certificate is disabled.
® REVOKED: The certificate is revoked.
N= N ,0U=aliyun,0=aliyun, ) .
Subject String ECNuser ame,0U=aliyun,0=aliyun, The subject of the certificate, which is in the DN format.
The alias of the certificate subject.
. R . ["test1.example.com","test2.exam
SubjectAlternativeNames List ple.com"] A domain name list is supported. A maximum of 10 domain names are
supported.
SubjectKeyldentifier String 79 36 26 DE 9F F5 15 E3 56 DC **** The public key identifier of the certificate subject.
. . | e BEGIN PUBLIC KEY ----- MIIBIJA --- . o
SubjectPublickey String ~END PUBLIC KEY—-oov The public key of the certificate.
[{\"Tagkey\":\"S1key1\",\"TagValu
e\":\"S1val1\"}, .
Tags Map (\"TagKey\":\"STkey2\" \"T agValue The tag of the certificate.
\":\"S2val2\"}]
UpdatedAt String 2020-12-23T06:10:13Z The time when the certificate was updated.
Examples

Sample requests

http(s) ://[Endpoint]/?Action=DescribeCertificate
&CertificateId=9a28de48-8d8b-484d-a766-decd****

&<Common request parameters>

> Document Version: 20220318 95


file:///home/admin/dita-files/output/81302202/task12526948/~~69007~~

APl Reference: Certificate

Key Management Service

Sample success responses

XML

format

<KMS>

<Status>ACTIVE</Status>

<RequestId>edb67la3-c5al-4ebe-alde-d748b640bdf2</RequestId>
<Issuer>CN=testCA, OU=kms, O=aliyun, C=CN</Issuer>
<CertificateId>%a28de48-8d8b-484d-a766-dec4****</CertificateId>
<CreatedAt>2020-10-13T03:05:032</CreatedAt>

<KeySpec>RSA_2048</KeySpec>
<SubjectAlternativeNames>[\"testl.example.com\",\"test2.example.com\"]</SubjectAlternativeNames>
<SignatureAlgorithm>ECDSA-SHA256</SignatureAlgorithm>

<SubjectKeyIdentifier>79 36 26 DE 9F F5 15 E3 56 DC ********</SubjectKeyIdentifier>
<NotAfter>2022-10-13T03:09:002</NotAfter>

<ExportablePrivateKey>true</ExportablePrivateKey>

<UpdatedAt>2020-10-13T03:15:00Z</UpdatedAt>
<Subject>CN=userName, OU=aliyun, O=aliyun, C=CN</Subject>

<Serial>12345678</Serial>

<SubjectPublicKey>----- BEGIN PUBLIC KEY----- MIIBIjA ----- END PUBLIC KEY----- </SubjectPublicKey>
<NotBefore>2020-10-13T03:09:00Z</NotBefore>
<Arn>acs:kms:cn-hangzhou:159498693826****:certificate/9a28de48-8d8b-484d-a766-dec4****</Arn>
<Tags>[{\"TagKey\":\"Slkeyl\", \"TagValue\":\"Slvall\"}, {\"TagKey\":\"Slkey2\", \"TagValue\":\"S2val2\"}]</Tags>

</KMS>

Jgson format

"Status": "ACTIVE",

"RequestId": "edb67la3-c5al-4ebe-alde-d748b640bdf2",

"Issuer": "CN=testCA,OU=kms,O=aliyun,C=CN",

"CertificateId": "9a28de48-8d8b-484d-a766-decd****",

"CreatedAt": "2020-10-13T03:05:032",

"KeySpec": "RSA_2048",

"SubjectAlternativeNames": "[\"testl.example.com\",\"test2.example.com\"]",
"SignatureAlgorithm": "ECDSA-SHA256",

"SubjectKeyIdentifier": "79 36 26 DE 9F F5 15 E3 56 DC ******xx"
"NotAfter": "2022-10-13T03:09:00z2",

"ExportablePrivateKey": "true",

"UpdatedAt": "2020-10-13T03:15:002",

"Subject": "CN=userName,OU=aliyun,O=aliyun,C=CN",

"Serial": "12345678"
"SubjectPublicKey"
"NotBefore": "2020-10-13T03:09:002",

"Arn": "acs:kms:cn-hangzhou:159498693826****:certificate/9a28de48-8d8b-484d-a766-decd****"

"Tags": "[{\"TagKey\":\"Slkeyl\",\"TagValue\":\"Slvall\"}, {\"TagKey\":\"Slkey2\", \"TagValue\":\"S2val2\"}]"

Error codes

HttpCode Error code Error message Description

404

The error message returned because the specified

Certificate.NotFound The specified certificate is not found.

For a list of error codes, visit the AP| Error Center.

10.5. UpdatecCertificateStatus

Updates the status of a certificate.

In this example, the status of the certificate whose IDis  9a28de48-8d8b-484d-a766-deca**** is updated to INACTIVE.

Debugging

certificate does not exist.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform. Set the value to

Action String Yes UpdateCertificateStatus UpdateCertificatestatus.
2 48- -484d-a766- The ID of th ifi . The ID i i
Certificateld String Yes 9a28de48-8d8b-484d-a766 e. : of the certificate. The ID must be globally unique in
decg**** Certificates Manager.
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Parameter Type Required Example

Status String INACTIVE

For more information about common request parameters, see Common parameters.
Response parameters

Parameter Type Example
e3f57fe0-9ded-40b0-9caf -

Requestid a3815f2148c1

String
Examples

Sample requests

http(s) ://[Endpoint]/?Action=UpdateCertificateStatus
&CertificateId=9a28de48-8d8b-484d-a766-decd****
&Status=INACTIVE

&<Common request parameters>

Sample success responses
xvn  format
<KMS>

<RequestId>e3£57fe0-9ded-40b0-9caf-a3815£2148c1</RequestId>
</KMS>

Jgson format
{

"RequestId":
}

"e3f57fe0-9ded-40b0-9caf-a3815£2148cl"

Error codes

HttpCode Error code Error message

404 Certificate.NotFound

For a list of error codes, visit the API Error Center.

10.6. DeleteCertificate

Deletes a certificate and its private key and certificate chain.

The specified certificate is not found.

Description

The status of the certificate. Valid values:

® INACTIVE: The certificate is disabled.
® ACTIVE: The certificate is enabled.

® REVOKED: The certificate is revoked.

@ Note If the certificate is in the REOVKED state, you
can use the certificate only to verify a signature, but not to
generate a signature.

Description

The ID of the request.

Description

The error message returned because the specified
certificate does not exist.

Afterthe certificate and its private key and certificate chain are deleted, they cannot be restored. Proceed with caution.

In this example, the certificate whose IDis  9a28de48-8d8b-484d-a766-decd****

Debugging

and its private key and certificate chain are deleted.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer

dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example
Action String Yes DeleteCertificate
Certificateld String Yes 9a28de48-8d8b-484d-a766-

decg****

For more information about common request parameters, see Common parameters.

Response parameters

Description

The operation that you want to perform. Set the value to
DeleteCertificate.

The ID of the certificate. It is the globally unique identifier (GUID)
of the certificate in Alibaba Cloud Certificate Manager.
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Parameter Type Example Description

d97f6c33-ca26-4de2-a580-

Requestld Strin The ID of the request.
q 9 0e2fd1c5bfbo q
Examples
Sample requests
http(s) ://[Endpoint]/? Action=DeleteCertificate
sCertificateId=9a28de48-8d8b-484d-a766-decd****
&<Common request parameters>
Sample success responses
xvr  format
<KMS>
<RequestId>d97£6c33-ca26-4de2-a580-0e2£d1cSbfb0</RequestId>
</KMS>
Jgson format
{
"RequestId": "d97£6c33-ca26-4de2-a580-0e2fdlc5bb0"
}
Error codes
HttpCode Error code Error message Description
. . . . The error message returned because the specified
404 Certificate.NotFound The specified certificate is not found. 9 P

certificate does not exist.
For a list of error codes, visit the API Error Center.

10.7. CertificatePrivateKeySign

Generates a digital signature by using a specified certificate.

The signature algorithmin the request parameters must match the key type. The following table describes the mapping between signature algorithms and key types.

Algorithm Key type
RSA_PKCS1_SHA_256 RSA_2048
RSA_PSS_SHA_256 RSA_2048
ECDSA_SHA_256 EC_P256
SM2DSA EC_SM2

In this example, the certificate whose IDis  12345678-1234-1234-1234-12345678**** and the signature algorithm Ecpsa sHa 256 are used to generate a digital
signature forthe raw data vGh1IHF1aWNrIGJIyb3duIGZveCBgdWlwcyBvdmVyIHROZSBSYXpSIGRVZyd=

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform. Set the value to

Action Strin Yes CertificatePrivateKeySign
9 Y19 CertificatePrivateKeySign.
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Parameter Type

Algorithm String
Certificateld String
Message String
MessageType String

Required Example

Yes

Yes

Yes

ECDSA_SHA_256

12345678-1234-1234-1234-
12345678****

VGhlIHF1aWNriGJyb3dulGZveCB
qdwiwcyBvdmVylHROZSBsYXp
5IGRvZy4=

For more information about common request parameters, see Common parameters.

Response parameters

Parameter Type

Certificateld String

Requestid String

SignatureValue String
Examples

Sample requests

Description

The signature algorithm. Valid values:
® RSA_PKCS1_SHA 256

® RSA_PSS_SHA_256

e ECDSA_SHA 256

® SM2DSA

@ Note The SM2DSA signature algorithm is supported
only in regions where managed hardware security modules
(HSMs) are used in mainland China. For more information,
see Managed HSM overview.

The ID of the certificate. It is the globally unique identifier (GUID)
of the certificate in Certificates Manager.

The data to be signed.

The value must be encoded in Base64. For example, if the data to

be signed in the hexadecimal format is  [0x31, 0x32, 0x33,

0x34] , set this parameter to the Base64-encoded value
MTIzNA==

If the MessageType parameter is set to RAW, the size of the data
must be less than or equal to 4 KB.

If the size of the data is greater than 4 KB, you can set the
MessageType parameter to DIGEST and set the Message
parameter to the digest of the data. The digest is also called
hash value. You can compute the digest of the data on an on-
premises machine. Certificates Manager uses the digest that you
compute in your own certificate application system. The message
digest algorithm that you use must match the specified signature
algorithm. Comply with the following mapping between signature
algorithms and message digest algorithms:

e |f the signature algorithm is RSA_PKCS1_SHA_256,
RSA_PSS_SHA_256, or ECDSA_SHA_256, the message digest
algorithm must be SHA-256.

® If the signature algorithm is SM2DSA, the message digest
algorithm must be SM3.

@ Note If the key type of the certificate is EC_SM2 and
the MessageType parameter is set to DIGEST, the value of the
Message parameteris e that is described in GB/T
32918.2-2016 6.1.

The type of the message. Valid values:

® RAW: the raw data. This is the default value.
e DIGEST: the message digest (hash value) of the raw data.

Example Description

12345678-1234-1234-1234-
12345678***

5979d897-d69f-4fc9-87dd-
f3bb73c40b80

The ID of the certificate.

The ID of the request.

The signature value.

Z0ylygCyaOW6Gj****MINKiuyjfzw=

The value is encoded in Base64.

http(s) ://[Endpoint]/?Action=CertificatePrivateKeySign

&Algorithm=ECDSA SHA 256

&CertificateId=12345678-1234-1234-1234-12345678****

&Message=VGh1IHF1aWNrIGJyb3duIGZveCBgdWlwcyBvdmVyIHROZSBSYXpSIGRvZyd=

&MessageType=RAW

&<Common request parameters>|

Sample success responses

> Document Version: 20220318

99


file:///home/admin/dita-files/output/81302202/task12526948/~~125803~~
file:///home/admin/dita-files/output/81302202/task12526948/~~69007~~

APl Reference: Certificate

Key Management Service

xvL  format

<KMS>
<CertificateId>12345678-1234-1234-1234-123456789012</CertificateId>
<SignatureValue>ZOyIygCyaOW6Gj****MINKiuyjfzw=</SignatureValue>

<RequestId>5979d897-d69f-4£fc9-87dd-£3bb73c40b80</RequestId>
</KMS>

Jgson format

"CertificateId": "12345678-1234-1234-1234-123456789012",
"SignatureValue": "ZOyIygCyaOW6Gj****MINKiuyjfzw=",
"RequestId": "5979d897-d69f-4fc9-87dd-£3bb73c40b80"

Error codes

HTTP status code Error code Error message

404 Certificate.NotFound The specified certificate is not found.

For a list of error codes, visit the API Error Center.

10.8. CertificatePublicKeyVerify

Verifies a digital signature by using a specified certificate.

Description

The error message returned because the specified
certificate does not exist.

The signature algorithm in the request parameters must match the key type. The following table describes the mapping between signature algorithms and key types.

Algorithm Key type
RSA_PKCS1_SHA_256 RSA_2048
RSA_PSS_SHA_256 RSA_2048
ECDSA_SHA_256 EC_P256
SM2DSA EC_SM2

In this example, the certificate whose IDis  12345678-1234-1234-1234-12345678**** and the signature algorithm =cpsa sHa 256 are used to verify the digital
signature  zoyIygCyaOW6Gj****MINKiuyjfzw= Of the raw data vGhlIHF1lawNrIGJIyb3duIGzveCBqdWlwcyBvdmVyIHROZSBSYXpSIGRvZyd=

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer

dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example
Action String Yes CertificatePublicKeyVerify
Algorithm String Yes ECDSA_SHA_256

12345678-1234-1234-1234-

Certificateld String Yes 12345678+

Description

The operation that you want to perform. Set the value to
CertificatePublicKeyVerify.

The signature algorithm. Valid values:
® RSA_PKCS1_SHA_256

® RSA_PSS_SHA_256

e ECDSA SHA 256

e SM2DSA

@ Note The SM2DSA signature algorithm is supported
only in regions where managed hardware security modules
(HSMs) are used in mainland China. For more information,
see Managed HSM overview.

The ID of the certificate. It is the globally unique identifier (GUID)
of the certificate in Certificates Manager.
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Parameter Type Required Example

VGhlIHF1aWNriGJyb3dulGZveCB

Description

The raw data that is signed.

The value must be encoded in Base64. For example, if the raw

data in the hexadecimal format is  [0x31, 0x32, 0x33,

0x34] , set this parameter to the Base64-encoded value
MTIzNA==

If the MessageType parameter is set to RAW, the size of the data
must be less than or equal to 4 KB.

If the size of the data is greater than 4 KB, you can set the
MessageType parameter to DIGEST and set the Message
parameter to the digest of the data. The digest is also called
hash value. You can compute the digest of the data on an on-
premises machine. Certificates Manager uses the digest that you
compute in your own certificate application system. The message

Message string Yes qdWiwcyBvdmVylHRoZSBsYXp digest algorithm that you use must match the specified signature
SIGRvZy4= algorithm. Comply with the following mapping between signature
algorithms and message digest algorithms:
® |If the signature algorithm is RSA_PKCS1_SHA_256,
RSA_PSS_SHA_256, or ECDSA_SHA_256, the message digest
algorithm must be SHA-256.
* If the signature algorithm is SM2DSA, the message digest
algorithm must be SM3.
@ Note If the key type of the certificate is EC_SM2 and
the MessageType parameter is set to DIGEST, the value of the
Message parameteris e that is described in GB/T
32918.2-2016 6.1.
The type of the message. Valid values:
MessageType String Yes RAW ® RAW: the raw data. This is the default value.

e DIGEST: the message digest (hash value) of the raw data.

Z0ylygCyaOW6G***MINKiuyjfz The signature value.

SignatureValue String Yes we

For more information about common request parameters, see Common parameters.
Response parameters

Parameter Type Example

12345678-1234-1234-1234-

Certificateld String 12345678+
. 5979d897-d69f-4fc9-87dd-
Requestid String £3bb73¢40b80
SignatureValid Boolean true
Examples

Sample requests

http(s) ://[Endpoint]/?Action=CertificatePublicKeyVerify
&Algorithm=ECDSA SHA 256
&CertificateId=12345678-1234-1234-1234-12345678****
&Message=VGh1lIHF1aWNrIGJyb3duIGzZveCBqdWlwcyBvdmVyIHROZSBsYXpSIGRvVZy4=
&MessageType=RAW

&SignatureValue=z0yIlygCyaOW6Gj****MINKiuyjfzw=

&<Common request parameters>|

Sample success responses

xvr  format

<KMS>
<CertificateId>12345678-1234-1234-1234-12345678****</Certificateld>
<SignatureValid>true</SignatureValid>
<RequestId>5979d897-d69f-4fc9-87dd-£3bb73c40b80</RequestId>

</KMS>

Json  format

The value must be encoded in Base64.

Description

The ID of the certificate.

The ID of the request.

The verification result. Valid values:

e true: The signature is valid.

e false: The signature is invalid.
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"CertificateId"
"SignaturevValid": "true",
"RequestId": "5979d897-d69f-4£c9-87dd-£3bb73c40b80"

Error codes

HTTP status code Error code

404 InvalidAccessKeyld.NotFound

For a list of error codes, visit the API Error Center.

"12345678-1234-1234-1234-12345678****",

Error message

The specified AccessKey ID does not exist.

10.9. CertificatePublicKeyEncrypt

Encrypts data by using a specific certificate.

Limit : The encryption algorithmin the request parameters must match the key type.

The following table describes the mapping between encryption algorithms and key types.

Algorithm

RSAES_OAEP_SHA_1

RSAES_OAEP_SHA_256

SM2PKE

In this example, the certificate whose IDis  12345678-1234-1234-1234-12345678%***

Key Type

RSA_2048

RSA_2048

EC_SM2

data VGhlIHF1aWNrIGJyb3dulGZveCBqdWlwcyBvdmVyIHROZSBSYXpSIGRvZyd=

Debugging

Description

The error message returned because the specified
AccessKey ID does not exist. Check whether a valid
AccessKey ID is specified when you call the operation.

and the encryption algorithm  rsaes_oaep sHa 256 are used to encrypt the

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required
Action String Yes
Algorithm String Yes
Certificateld String Yes
Plaintext String Yes

Example

CertificatePublicKeyEncrypt

RSAES_OAEP_SHA_256

12345678-1234-1234-1234-
12345678***

VGhlIHF1aWNrIGlyb3dulGZveCB
qdw1wcyBvdmVylHROZSBsY Xp
5IGRvZy4=

Description

The operation that you want to perform. Set the value to
CertificatePublicKeyEncrypt.

The encryption algorithm. Valid values:
® RSAES_OAEP_SHA_1

® RSAES_OAEP_SHA_256

e SM2PKE

@ Note The SM2PKE encryption algorithm is supported
only in regions in mainland China. In these regions,
managed hardware security modules (HSMs) are used. For
more information, see Overview of managed HSM.

The ID of the certificate. It is the globally unique identifier (GUID)
of the certificate in Certificates Manager.

The data that you want to encrypt.

The value must be encoded in Base64. For example, if the
hexadecimal data that you want to encrypt is  [0x31, 0x32,
0x33, 0x34] ,the Base64-encoded datais MTIzNA==

The size of data that can be encrypted varies based on the
encryption algorithm that you use:

® RSAES_OAEP_SHA_1: 214 bytes

® RSAES_OAEP_SHA_256: 190 bytes

e SM2PKE: 6,047 bytes

If the size of data that you want to encrypt exceeds the
preceding limits, you can call the GenerateDataKey operation to
generate a data key to encrypt the data. Then, call the
CertificatePublicKeyEncrypt operation to encrypt the data key.
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For more information about common request parameters, see Common parameters.
Response parameters
Parameter Type Example Description

Certificateld String 1222:;2;2&34_1234_1234_ The ID of the certificate.

The ciphertext after data is encrypted.
CiphertextBlob String Z0ylygCyaOW6Gj****MINKiuyjf zw=
The value is encoded in Base64.

5979d897-d69f-4fc9-87dd-

Requestld String f3bb73c40b80

The ID of the request.
Examples

Sample requests

http(s) ://[Endpoint]/?Action=CertificatePublicKeyEncrypt
&Algorithm=RSAES_OAEP_SHA 256
&CertificateId=12345678-1234-1234-1234-12345678****
&Plaintext=VGh1IHF1aWNrIGJyb3dulGZveCBqdWlwcyBvdmVyTHROZSBSYXp5SIGRvZy4=

&<Common request parameters>

Sample success responses

xur  format

<KMS>
<CertificateId>12345678-1234-1234-1234-12345678****</Certificateld>
<CiphertextBlob>Z0yIygCyaOW6G] ****MINKiuyj fzw=</CiphertextBlob>
<RequestId>5979d897-d69f-4fc9-87dd-£3bb73c40b80</RequestId>

</KMS>

Jgson format

"CertificateId": "12345678-1234-1234-1234-12345678****",
"CiphertextBlob": "ZOyIygCyaOW6Gj****MINKiuyjfzw=",
"RequestId": "5979d897-d69f-4fc9-87dd-f3bb73c40b80"

Error codes
HttpCode Error code Error message Description

The error message returned because the specified

404 Certificate.NotFound The specified certificate is not found. . .
certificate does not exist.

For a list of error codes, visit the API Error Center.

10.10. CertificatePrivateKeyDecrypt

Decrypts data by using a specific certificate.

Limit: The encryption algorithmin the request parameters must match the key type.

The following table describes the mapping between encryption algorithms and key types.

Algorithm Key Type
RSAES_OAEP_SHA 1 RSA_2048
RSAES_OAEP_SHA 256 RSA_2048
SM2PKE EC_SM2

In this example, the certificate whose IDis  12345678-1234-1234-1234-12345678**** and the encryption algorithm Rrsaes oaep sHa 256 are used to decrypt the
data zoyIygCyaOW6Gi****MINKiuyj fzw=

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters
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Parameter Type Required Example Description

Action String Yes CertificatePrivateKeyDecrypt The operation that you want to perform. Set the value to
CertificatePrivateKeyDecrypt.

The encryption algorithm. Valid values:
® RSAES_OAEP_SHA 1
® RSAES_OAEP_SHA 256

® SM2PKE
Algorithm String Yes RSAES_OAEP_SHA_256

® Note The SM2PKE encryption algorithm is supported
only in regions in mainland China. In these regions,
managed hardware security modules (HSMs) are used. For
more information, see Overview of managed HSM.

12345678-1234-1234-1234- The ID of the certificate. It is the globally unique identifier (GUID)

Certificateld Stri Y
ertificate ring es 12345678**** of the certificate in Certificates Manager.

Z0ylygCyaOW6G***MINKiuyjfz The data that you want to decrypt.

CiphertextBlob String Yes we

The value must be encoded in Base64.

For more information about common request parameters, see Common parameters.
Response parameters
Parameter Type Example Description

. . 12345678-1234-1234-1234- .
Certificateld String 123456784+ The ID of the certificate.

VGhUHF1aWNriGlyb3dulGZveCBqdw The plaintext after data is decrypted.

Plai )
aitext sting TweyBvdmVyIHROZSBSYXPSIGRVZY4  The value is encoded in Base64.
Requestld String f;;sg?:(;zggf_“cg—mdd- The ID of the request.
Examples

Sample requests

http(s) ://[Endpoint]/?Action=CertificatePrivateKeyDecrypt
&Algorithm=RSAES_OAEP_SHA 256
&CertificateId=12345678-1234-1234-1234-12345678****
&CiphertextBlob=z0yIygCyaOW6Gj****MINKiuyjfzw=

&<Common request parameters>

Sample success responses

xut  format

<KMS>
<CertificateId>12345678-1234-1234-1234-12345678****</Certificateld>
<Plaintext>VGhlIHF1laWNrIGJyb3duIGZveCBqdiWlwcyBvdmVyIHRoZSBSYXp5IGRvZy4</Plaintext>

<RequestId>5979d897-d69f-4fc9-87dd-£3bb73c40b80</RequestId>
</KMS>

Json  format

"CertificateId": "12345678-1234-1234-1234-12345678****",
"Plaintext”: "VGhlIHFlaWNrIGJyb3dulGZveCBqdWlwcyBvdmVyIHROZSBSYXp5IGRvZy4",
"RequestId": "5979d897-d69f-4fc9-87dd-f3bb73c40b80"

Error codes
HttpCode Error code Error message Description

The error message returned because the specified

404 Certificate.NotFound The specified certificate is not found. e .
certificate does not exist.

For a list of error codes, visit the API Error Center.
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11.Tag
11.1. TagResource

Attaches tags to a customer master key (CMK), secret, or certificate.

You can attach up to 10 tags to a CMK, secret, or certificate.

Inthis example, the tags  [{\"TagKey\":\"Slkeyl\",\"TagValue\":\"Slvall\"}, {\"TagKey\":\"Slkey2\", \"Tagvalue\":\"S2val2\"}]

IDis 08c33a6f-4e0a-4alb-a3fa-7ddf****

are attached to the CMK whose

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example
Action String Yes TagResource
[{\"TagKey\":\"S1key1\",\"Tag
) Value\":\"S1val1\"},
T St Y
a0 g s {\"TagKey\":\"S1key2\"\"Tag
Value\":\"S2val2\"}]
. 08c33a6f-4e0a-4alb-a3fa-
Keyld String No Jddfee
SecretName String No MyDbC****
770dbe42-e146-43d1-a55a-
Certificateld String No eas-e a2

1355db86****

For more information about common request parameters, see Common parameters.
Response parameters
Parameter Type Example

4162a6af-bc99-40b3-a552-

Requestld String 89dcc8aaf7c8

Examples
Sample requests

http(s) ://[Endpoint]/?Action=TagResource
&KeyId=08c33a6f-4e0a-4alb-a3fa-7ddf****

Description

The operation that you want to perform. Set the value to
TagResource.

One or more tags. Format: tag object array.
Tag object attributes:

e TagKey: the tag key.

® TagValue: the tag value.

The ID of the CMK. The ID must be globally unique.
@ Note You can set only one of the Keyld, SecretName,
and Certificateld parameters.

The name of the secret.
@ Note You can set only one of the Keyld, SecretName,
and Certificateld parameters.

The ID of the certificate.

@ Note You can set only one of the Keyld, SecretName,
and Certificateld parameters.

Description

The ID of the request.

&Tags=[{\"TagKey\":\"Slkeyl\", \"TagValue\":\"Slvall\"}, {\"TagKey\":\"Slkey2\", \"TagValue\":\"S2val2\"}]

&<Common request parameters>|

Sample success responses

xvr  format

<KMS>
<RequestId>4162a6af-bc99-40b3-a552-89dccB8aatf7c8</RequestId>
</KMS>

Jgson format

"RequestId":"4162a6af-bc99-40b3-a552-89dccBaaf7c8"
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Error codes

For a list of error codes, visit the API Error Center.

11.2. UntagResource

Detaches tags from a customer master key (CMK), secret, or certificate.

In this example, the tags whose tag keys are tagkey1 and tagkey2 are detached fromthe CMK whose IDis  08c33a6f-4e0a-4alb-a3fa-Tddf****

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer

dynamically generates the sample code of the operation for different SDKs.
Request parameters

Parameter Type Required Example Description

Action String Yes UntagResource

The operation that you want to perform. Set the value to
UntagResource.

One or more tag keys. Separate multiple tag keys with commas

()

You need to specify only the tag keys, not the tag values.

Each tag key must be 1 to 128 bytes in length.

The ID of the CMK. The ID must be globally unique.

You can set only one of the Keyld, SecretName,

and Certificateld parameters.

The name of the secret.

TagkKeys String Yes ["tagkey1","tagkey2"]

. 08c33a6f-4e0a-4alb-a3fa-
Keyld String No - @ Note
SecretName String No MyDbC**** ® Note

You can set only one of the Keyld, SecretName,

and Certificateld parameters.

The ID of the certificate.

e : 770dbe42-e146-43d1-a55a-
Certificateld String No 1355db86* @ Note

You can set only one of the Keyld, SecretName,

and Certificateld parameters.

For more information about common request parameters, see Common parameters.
Response parameters
Parameter Type Example Description

4162a6af-bc99-40b3-a552-

Requestid String 89dcc8aaf7c8

Examples
Sample requests

https://kms.cn-hangzhou.aliyuncs.com/?Action=UntagResource
&KeyId=08c33ab6f-4ela-4alb-a3fa-T7ddf****
&TagKeys=["tagkeyl", "tagkey2"]

&<Common request parameters>|

Sample success responses

xur.  format

<KMS>
<RequestId>4162a6af-bc99-40b3-a552-89dcc8aaf7c8</RequestId>
</KMS>

Json  format

"RequestId": "4162a6af-bc99-40b3-a552-89dcc8aafic8"

Error codes

For a list of error codes, visit the API Error Center.

The ID of the request.
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11.3. ListResourceTags
Obtains the tags of a customer master key (CMK).
Request format: Keyld="string"

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call t his operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description
Th tion that it t rf . Set thi lue t
Action String Yes ListResourceTags . © operation that you want to perrorm. Set the value to
ListResourceTags.
Keyld String Yves 1234abcd-12ab-34cd-56ef- The globally unlqge identifier of the key of the CMK whose tags
12345678**** you want to obtain.
RESPOHSE parameters
Parameter Type Example Description
. 4162a6af-bc99-40b3-a552-
Requestid String 89dcc8aaf7cs The ID of the request.
Tags Array An array of Tag data.
Tag
33caea95-c3e5-4 b3 e-a9c6-
Keyld String cec76e4e specific parameter values The globally unique identifier of the key of the CMK.
TagKey String Project Atag key.
TagValue String Test Atag value.
Examples

Sample requests

https://kms.cn-hangzhou.aliyuncs.com/?Action=ListResourceTags
&KeyId=<keyid>

&<Common request parameters>

Sample success responses

xvr  format

<KMS>
<RequestId>0£900dad-c747-4170-9962-1bfb6b31436b</RequestId>
<Tags>
<Tag>
<KeyId>33caea95-c3e5-4b3e-adch-cecTbeder ***< /KeyId>
<TagKey>Project</TagKey>
<TagValue>Test</TagValue>
</Tag>
</Tags>
</KMS>

Jgson format

"RequestId": "4162a6af-bc99-40b3-a552-89dcc8aaf7c8",
"Tags": {
"Tag": [
{
"KeyId": "33caea95-c3e5-4b3e-adc6-cecTbeder*xx"
"TagKey": "Project",
"TagValue": "Test"

Error codes

> Document Version: 20220318 107


https://api.aliyun.com/#product=Kms&api=ListResourceTags&type=RPC&version=2016-01-20

APl Reference-Tag

Key Management Service

HTTP status code Error code

400 Throttling

For a list of error codes, visit the API Error Center.

Error message

Request was denied due to request throttling.

Description

This message returned because your traffic in this
period has exceeded the limit. If your business
requirements are not met, submit a ticket.
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12.0ther APl operations
12.1. DescribeRegions

Queries available regions.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer

dynamically generates the sample code of the operation for different SDKs.
Request parameters

Parameter Type Required Example

Action String Yes DescribeRegions

Response parameters

Parameter Type Example
Regions Array of Region

Region

Regionid String cn-hangzhou

815240e2-aa37-4c26-9cca-

Requestid String 05d4df3esfe6

Examples
Sample requests

https://kms.cn-hangzhou.aliyuncs.com/?Action=DescribeRegions

&<Common request parameters>

Sample success responses

xvr  format

<KMS>
<Regions>
<Region>
<RegionId>cn-beijing</RegionId>
</Region>
<Region>
<RegionId>cn-hangzhou</RegionId>
</Region>
</Regions>
<RequestId>815240e2-aa37-4c26-9cca-05d4df3e8fe6</RequestId>
</KMS>

Jgson format

"Regions": {
"Region": [
{
"RegionId": "cn-beijing"
e
{

"RegionId": "cn-hangzhou"

e
"RequestId": "815240e2-aa37-4c26-9cca-05d4df3e8fe6"

Error codes

For a list of error codes, visit the API Error Center.

12.2. OpenKmsService

Activates Key Management Service (KMS) under your Alibaba cloud account.

When you call this operation, note that:

e KMS is a paid service. For more information about the billing method, see Billing description.

Description

The operation that you want to perform. Set the value to
DescribeRegions.

Description

The region.

The region ID.

The ID of the request.
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e AnAlibaba Cloud account can activate KMS only once.

e Make sure that your Alibaba Cloud account has passed real-name authentication.
Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform. Set the value to

Action String Yes OpenKmsService OpenkmsService.
RESDOT’ISE parameters
Parameter Type Example Description

3455b9b4-95c1-419d-b310-

Requestid String db6a53b09a39

The ID of the request.

Examples
Sample requests
http(s) ://[Endpoint]/? Action=OpenKmsService

&<Common request parameters>

Sample success responses
xvr  format
<KMS>

<RequestId>3455b9b4-95c1-419d-b310-db6a53b09a39</RequestId>
</KMS>

Json  format

"RequestId": "3455b9b4-95c1-419d-b310-db6a53b09a39"

Error codes
HTTP status code Error code Error message Description

The error message returned because the order has

400 CreateLXOrderFailed Create order failed. .
failed to be created.

Forbidden.NoRealNameAuthenticati N The error message returned because you have not
400 Real name authentication is needed. P
on completed real-name verification.
. . The error message returned because you have
400 Forbidden.Opened Your kms service has been opened. 9 v

activated KMS.

For a list of error codes, visit the AP| Error Center.

12.3. DescribeAccountKmsStatus

Queries the status of Key Management Service (KMS) under your Alibaba Cloud account.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that you call this operation in OpenAPI Explorer. OpenAPI Explorer
dynamically generates the sample code of the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to perform. Set the value to

Action Strin Yes DescribeAccountKmsStatus
9 DescribeAccountKmsStatus.

Response parameters

Parameter Type Example Description
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Parameter Type Example

AccountStatus String Enabled

3455b9b4-95c1-419d-b310-

Requestid String db6a53b09a39

Examples
Sample requests

http(s) ://[Endpoint]/? Action=DescribeAccountKmsStatus

Sample success responses

xur  format
<KMS>
<AccountStatus>Enabled</AccountStatus>

<RequestId>3455b9b4-95c1-419d-b310-db6a53b09a39</RequestId>
</KMS>

Json  format

"AccountStatus": "Enabled",
"RequestId": "3455b9b4-95c1-419d-b310-db6a53b09a39"

Error codes

For a list of error codes, visit the API Error Center.

Description

The status of KMS under your Alibaba cloud account. Valid values:

Enabled: KMS is enabled.
NotEnabled: KMS is disabled.

Index: Your account is overdue, and KMS stops providing services.

® Note If your Alibaba Cloud account is overdue, top up your
account in a timely manner to avoid impacts on your services.

Suspended: KMS is suspended.

The ID of the request.
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