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法egal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t 律e t erms and condit ions of t 律is legal
disclaimer before you read or use t 律is document 声 明f you 律ave read or used t 律is document 阿 it  s律all be deemed
as your t ot al acce里t ance of t 律is legal disclaimer声

1声 云ou s律all do提nload and obt ain t 律is document  from t 律e Alibaba Cloud 提ebsit e or ot 律er Alibaba Cloud醒
aut 律ori您ed c律annels阿 and use t 律is document  for your o提n legal business act ivit ies only声 在律e cont ent  of
t 律is document  is considered confident ial informat ion of Alibaba Cloud声 云ou s律all st rict ly abide by t 律e
confident ialit y obligat ions声 阅o 里art  of t 律is document  s律all be disclosed or 里rovided t o any t 律ird 里art y for
use 提it 律out  t 律e 里rior 提rit t en consent  of Alibaba Cloud声

2声 阅o 里art  of t 律is document  s律all be e读cer里t ed阿 t ranslat ed阿 re里roduced阿 t ransmit t ed阿 or disseminat ed by
any organi您at ion阿 com里any or individual in any form or by any means 提it 律out  t 律e 里rior 提rit t en consent  of
Alibaba Cloud声

3声 在律e cont ent  of t 律is document  may be c律anged because of 里roduct  version u里grade阿 ad或ust ment 阿 or
ot 律er reasons声 Alibaba Cloud reserves t 律e rig律t  t o modify t 律e cont ent  of t 律is document  提it 律out  not ice
and an u里dat ed version of t 律is document  提ill be released t 律roug律 Alibaba Cloud醒aut 律ori您ed c律annels
from t ime t o t ime声 云ou s律ould 里ay at t ent ion t o t 律e version c律anges of t 律is document  as t 律ey occur and
do提nload and obt ain t 律e most  u里醒t o醒dat e version of t 律is document  from Alibaba Cloud醒aut 律ori您ed
c律annels声

使声 在律is document  serves only as a reference guide for your use of Alibaba Cloud 里roduct s and services声
Alibaba Cloud 里rovides t 律is document  based on t 律e 用st at us 本uo用阿 用being defect ive用阿 and 用e读ist ing
funct ions用 of it s 里roduct s and services声 Alibaba Cloud ma文es every effort  t o 里rovide relevant  o里erat ional
guidance based on e读ist ing t ec律nologies声 档o提ever阿 Alibaba Cloud 律ereby ma文es a clear st at ement  t 律at
it  in no 提ay guarant ees t 律e accuracy阿 int egrit y阿 a里里licabilit y阿 and reliabilit y of t 律e cont ent  of t 律is
document 阿 eit 律er e读里licit ly or im里licit ly声 Alibaba Cloud s律all not  t a文e legal res里onsibilit y for any errors or
lost  里rofit s incurred by any organi您at ion阿 com里any阿 or individual arising from do提nload阿 use阿 or t rust  in
t 律is document 声 Alibaba Cloud s律all not 阿 under any circumst ances阿 t a文e res里onsibilit y for any indirect 阿
conse本uent ial阿 里unit ive阿 cont ingent 阿 s里ecial阿 or 里unit ive damages阿 including lost  里rofit s arising from t 律e
use or t rust  in t 律is document  之even if Alibaba Cloud 律as been not ified of t 律e 里ossibilit y of suc律 a loss前声

仔声 细y la提阿 all t 律e cont ent s in Alibaba Cloud document s阿 including but  not  limit ed t o 里ict ures阿 arc律it ect ure
design阿 里age layout 阿 and t e读t  descri里t ion阿 are int ellect ual 里ro里ert y of Alibaba Cloud and、or it s
affiliat es声 在律is int ellect ual 里ro里ert y includes阿 but  is not  limit ed t o阿 t rademar文 rig律t s阿 里at ent  rig律t s阿
co里yrig律t s阿 and t rade secret s声 阅o 里art  of t 律is document  s律all be used阿 modified阿 re里roduced阿 里ublicly
t ransmit t ed阿 c律anged阿 disseminat ed阿 dist ribut ed阿 or 里ublis律ed 提it 律out  t 律e 里rior 提rit t en consent  of
Alibaba Cloud and、or it s affiliat es声 在律e names o提ned by Alibaba Cloud s律all not  be used阿 里ublis律ed阿 or
re里roduced for mar文et ing阿 advert ising阿 里romot ion阿 or ot 律er 里ur里oses 提it 律out  t 律e 里rior 提rit t en consent  of
Alibaba Cloud声 在律e names o提ned by Alibaba Cloud include阿 but  are not  limit ed t o阿 用Alibaba Cloud用阿
用Aliyun用阿 用档iC律ina用阿 and ot 律er brands of Alibaba Cloud and、or it s affiliat es阿 提律ic律 a里里ear se里arat ely or in
combinat ion阿 as 提ell as t 律e au读iliary signs and 里at t erns of t 律e 里receding brands阿 or anyt 律ing similar t o
t 律e com里any names阿 t rade names阿 t rademar文s阿 里roduct  or service names阿 domain names阿 里at t erns阿
logos阿 mar文s阿 signs阿 or s里ecial descri里t ions t 律at  t 律ird 里art ies ident ify as Alibaba Cloud and、or it s
affiliat es声

充声 分lease direct ly cont act  Alibaba Cloud for any errors of t 律is document 声
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Document conventions
St yle  Descri里t ion  各读am里le

 Danger
A danger notice indicates a situation t律at
提ill cause ma或or system c律anges阿 faults阿
里律ysical in或uries阿 and ot律er adverse
results声

 Danger:

Resetting 提ill result  in t律e loss of user
configuration data声

 条arning
A 提arning notice indicates a situation
t律at may cause ma或or system c律anges阿
faults阿 里律ysical in或uries阿 and ot律er adverse
results声

 条arning:

Restarting 提ill cause business
interru里tion声 About 10 minutes are
re本uired to restart an instance声

 阅ot ice
A caution notice indicates 提arning
information阿 su里里lementary instructions阿
and ot律er content t律at t律e user must
understand声

 阅ot ice:

明f t律e 提eig律t is set to 0阿 t律e server no
longer receives ne提 re本uests声

 阅ot e
A note indicates su里里lemental
instructions阿 best 里ractices阿 ti里s阿 and
ot律er content声

 阅ot e:

云ou can use Ctrl 款 A to select all files声

解
Closing angle brac文ets are used to
indicate a multi醒level menu cascade声

Clic文 Set t ings   解 阅et 提or文 解 Set  net 提or文 
t y里e 声

细old
细old formatting is used for buttons 阿
menus阿 里age names阿 and ot律er 的明
elements声

Clic文 内K声

Courier font Courier font is used for commands
Run t律e cd 、d C:、提indo提  command to
enter t律e 条indo提s system folder声

明talic 明talic formatting is used for 里arameters
and variables声

bae log list  醒醒instanceid

明nstance容明D

。如 or 。a果b如
在律is format is used for an o里tional value阿
提律ere only one item can be selected声

i里config 。醒all果醒t如

，行 or ，a果b行
在律is format is used for a re本uired value阿
提律ere only one item can be selected声

s提itc律 ，active果stand行
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Alibaba Cloud 里rovides KMS SDKs for 为ava阿 分yt律on阿 分档分阿 and 声阅各在声

在律e follo提ing table lists t律e do提nload lin文s and 本uic文 start  guides of t律e SDKs for t律ese 里rogramming
languages声 将or more information about SDKs阿 visit  Alibaba Cloud 内里en 分latform声

Alibaba Cloud SDK KMS SDK Documentation

Alibaba Cloud SDK for 为ava Alibaba Cloud KMS SDK for 为ava 被uic文 start

Alibaba Cloud SDK for 分yt律on
Alibaba Cloud KMS SDK for
分yt律on

被uic文 start

Alibaba Cloud SDK for 分档分 Alibaba Cloud KMS SDK for 分档分 被uic文 start

Alibaba Cloud SDK for 声阅各在 Alibaba Cloud KMS SDK for 声阅各在 被uic文 start

1声SDK overvie提
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https://open.aliyun.com/sdk
https://open.aliyun.com/sdk?language=java&product=sdkcore
https://open.aliyun.com/sdk?language=java&product=kms
https://www.alibabacloud.com/help/doc-detail/66496.htm#concept-b43-j4j-zdb
https://open.aliyun.com/sdk?language=python&product=sdkcore
https://open.aliyun.com/sdk?language=python&product=kms
https://www.alibabacloud.com/help/doc-detail/53090.htm#concept-b43-j4j-zdb
https://open.aliyun.com/sdk?language=php
https://open.aliyun.com/sdk?language=php&product=kms
https://www.alibabacloud.com/help/doc-detail/53111.htm#concept-b43-j4j-zdb
https://open.aliyun.com/sdk?language=net
https://open.aliyun.com/sdk?language=net&product=kms
https://www.alibabacloud.com/help/doc-detail/66509.htm#concept-b43-j4j-zdb


在律is to里ic 里rovides some code sam里les of KMS SDK for 为ava声

细ac文ground information
云ou can visit  t律e o里en source code re里ository to vie提 code sam里les for more 里rogramming
languages and scenarios声 云our valuable comments or code e读am里les 提ould be greatly a里里reciated声

将or more information about KMS A分明 o里erations阿 see 法ist  of o里erations by function声

分re里arations
1声 内btain t律e de里endency declaration of KMS SDK for 为ava声 将or information about t律e re本uired SDK

version阿 see SDK overvie提声 Sam里le code:

<dependency>
    <groupId>com.aliyun</groupId>
    <artifactId>aliyun-java-sdk-core</artifactId>
    <version>4.5.2</version>
</dependency>
<dependency>
    <groupId>com.aliyun</groupId>
    <artifactId>aliyun-java-sdk-kms</artifactId>
    <version>2.10.1</version>
</dependency>

2声 内btain t律e end里oints to access KMS based on t律e region 提律ere you use KMS声 将or more information阿
see 各nd里oints声

阅ot e   云ou can access KMS over t律e 明nternet or a V分C end里oint声 条律en you use SDK for
为ava阿 you must s里ecify 里arameters based on your business re本uirements:

明f you only s里ecify a region 明D阿 SDK for 为ava uses t律e 里ublic end里oint of t律e s里ecified
region by default声

明f you 提ant to access KMS over a V分C end里oint阿 you must s里ecify t律is end里oint声

Code sam里le: KmsSam里le
1声 Create enca里sulated class KmsClient:

package com.aliyun.kms.samples;
import java.util.*;
import com.aliyuncs.DefaultAcsClient;
import com.aliyuncs.exceptions.ClientException;
import com.aliyuncs.http. *;
//Current KMS SDK version:2016-01-20
import com.aliyuncs.kms.model.v20160120.*;
import com.aliyuncs.kms.model.v20160120.ListKeysResponse.Key;

2声Code sam里les of SDK for 为ava
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https://github.com/aliyun/alibabacloud-kms-demo
https://www.alibabacloud.com/help/doc-detail/120087.htm#concept-vdd-rmk-xdb
https://www.alibabacloud.com/help/doc-detail/28956.htm#concept-28956-zh
https://www.alibabacloud.com/help/doc-detail/69006.htm#concept-69006-zh/section-x3t-t3p-kfb


import com.aliyuncs.kms.model.v20160120.ListKeysResponse.Key;
import com.aliyuncs.profile.*;
public class KmsClient
{
    private DefaultAcsClient kmsClient;
    /**
     * Create KmsClient. You need only to specify a region ID. SDK for Java automatically configures the pu
blic endpoint of the region.
     */
    public static KmsClient getClientForPublicEndpoint(String regionId, String accessKeyId, String access
KeySecret) {
        /**
         * Construct an Aliyun Client:
         * Set RegionId, AccessKeyId and AccessKeySecret
         */
        IClientProfile profile = DefaultProfile.getProfile(regionId, accessKeyId, accessKeySecret);
        DefaultAcsClient client = new DefaultAcsClient(profile);
        return new KmsClient(client);
    }
    /**
     * Create KmsClient. You can specify a custom endpoint. In most cases, a VPC endpoint is specified.
     */
    public static KmsClient getClientForVpcEndpoint(String regionId, String accessKeyId, String accessKe
ySecret, String endpoint) {
        //Specify a custom endpoint.
        DefaultProfile.addEndpoint(regionId, "kms", endpoint);
        IClientProfile profile = DefaultProfile.getProfile(regionId, accessKeyId, accessKeySecret);
        HttpClientConfig clientConfig = HttpClientConfig.getDefault();
        profile.setHttpClientConfig(clientConfig);
        DefaultAcsClient client = new DefaultAcsClient(profile);
        return new KmsClient(client);
    }
    private KmsClient(DefaultAcsClient acsClient) {
        this.kmsClient = acsClient;
    }
    public CreateKeyResponse CreateKey(String keyDesc, String keyUsage) throws ClientException {
        final CreateKeyRequest ckReq = new CreateKeyRequest();
        ckReq.setProtocol(ProtocolType.HTTPS);
        ckReq.setAcceptFormat(FormatType.JSON);
        ckReq.setMethod(MethodType.POST);
        ckReq.setDescription(keyDesc);
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        ckReq.setKeyUsage(keyUsage);
        final CreateKeyResponse response = kmsClient.getAcsResponse(ckReq);
        return response;
    }
    public DescribeKeyResponse DescribeKey(String keyId) throws ClientException {
        final DescribeKeyRequest decKeyReq = new DescribeKeyRequest();
        decKeyReq.setProtocol(ProtocolType.HTTPS);
        decKeyReq.setAcceptFormat(FormatType.JSON);
        decKeyReq.setMethod(MethodType.POST);
        decKeyReq.setKeyId(keyId);
        final DescribeKeyResponse decKeyRes = kmsClient.getAcsResponse(decKeyReq);
        return decKeyRes;
    }
    public ListKeysResponse ListKey(int pageNumber, int pageSize) throws ClientException {
        final ListKeysRequest listKeysReq = new ListKeysRequest();
        listKeysReq.setProtocol(ProtocolType.HTTPS);
        listKeysReq.setAcceptFormat(FormatType.JSON);
        listKeysReq.setMethod(MethodType.POST);
        listKeysReq.setPageNumber(pageNumber);
        listKeysReq.setPageSize(pageSize);
        final ListKeysResponse listKeysRes = kmsClient.getAcsResponse(listKeysReq);
        return listKeysRes;
    }
    public GenerateDataKeyResponse GenerateDataKey(String keyId, String keyDesc, int numOfBytes) th
rows ClientException {
        final  GenerateDataKeyRequest genDKReq = new GenerateDataKeyRequest();
        genDKReq.setProtocol(ProtocolType.HTTPS);
        genDKReq.setAcceptFormat(FormatType.JSON);
        genDKReq.setMethod(MethodType.POST);
        /**
         * Set parameter according to KMS openAPI document:
         * 1.KeyId
         * 2.KeyDescription
         * 3.NumberOfBytes
         */
        genDKReq.setKeySpec(keyDesc);
        genDKReq.setKeyId(keyId);
        genDKReq.setNumberOfBytes(numOfBytes);
        final GenerateDataKeyResponse genDKRes = kmsClient.getAcsResponse(genDKReq);
        return genDKRes;
    }
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    }
    public EncryptResponse Encrypt(String keyId, String plainText) throws ClientException {
        final EncryptRequest encReq = new EncryptRequest();
        encReq.setProtocol(ProtocolType.HTTPS);
        encReq.setAcceptFormat(FormatType.JSON);
        encReq.setMethod(MethodType.POST);
        encReq.setKeyId(keyId);
        encReq.setPlaintext(plainText);
        final EncryptResponse encResponse = kmsClient.getAcsResponse(encReq);
        return encResponse;
    }
    public DecryptResponse Decrypt(String cipherBlob) throws ClientException {
        final DecryptRequest decReq = new DecryptRequest();
        decReq.setProtocol(ProtocolType.HTTPS);
        decReq.setAcceptFormat(FormatType.JSON);
        decReq.setMethod(MethodType.POST);
        decReq.setCiphertextBlob(cipherBlob);
        final DecryptResponse decResponse = kmsClient.getAcsResponse(decReq);
        return decResponse;
    }
}

2声 的se KmsClient to call KMS A分明 o里erations to enumerate 文eys阿 and encry里t and decry里t data声

阅ot e

明n t律is code sam里le阿 your Alibaba Cloud account 律as at  least  one KMS CMK in t律e C律ina
之档ang您律ou前 region声

在律e  KmsClient.getClientForPublicEndpoint  met律od is used to init iali您e KmsClient to
access KMS over t律e 里ublic end里oint声

在律e  KmsClient.getClientForVpcEndpoint  met律od is used to init iali您e KmsClient to access
KMS over t律e V分C end里oint声

package com.aliyun.kms.samples;
import com.aliyuncs.exceptions.ClientException;
import com.aliyuncs.exceptions.ServerException;
import com.google.gson.Gson;
import java.util.*;
import com.aliyuncs.kms.model.v20160120.*;
import com.aliyuncs.kms.model.v20160120.ListKeysResponse.Key;
public class KmsSample {
 public static void main(String[] args) {
        String accessKeyId = System.getenv("ACCESS_KEY_ID");
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        String accessKeyId = System.getenv("ACCESS_KEY_ID");
        String accessKeySecret = System.getenv("ACCESS_KEY_SECRET");
        KmsClient kmsClient = KmsClient.getClientForPublicEndpoint("cn-hangzhou", accessKeyId, accessK
eySecret);
        //KmsClient kmsClient = KmsClient.getClientForVpcEndpoint("cn-hangzhou-vpc", accessKeyId, acce
ssKeySecret, "kms-vpc.cn-hangzhou.aliyuncs.com");
        String keyId = null;
        String plainText = "hello world";
        String cipherBlob = null;
    /*List all MasterKeys in your account*/
        try {
            final ListKeysResponse listKeysRes = kmsClient.ListKey(1, 100);
            /**
             * Parse response and do more further
             */
            System.out.println("TotalCount: " + listKeysRes.getTotalCount());
            System.out.println("PageNumber: " + listKeysRes.getPageNumber());
            System.out.println("PageSize: " + listKeysRes.getPageSize());
            List<Key> keys = listKeysRes.getKeys();
            Iterator<Key> iterator = keys.iterator();
            while (iterator.hasNext()) {
                keyId = iterator.next().getKeyId();
                System.out.println("KeyId: " + keyId);
            }
            System.out.println("List All MasterKeys success! \n");
        } catch (ClientException eResponse) {
            System.out.println("Failed.") ;
            System.out.println("Error code: " + eResponse.getErrCode());
            System.out.println("Error message: " + eResponse.getErrMsg());
        }
        /*Describe the Key */
        try {
            final DescribeKeyResponse decKeyRes = kmsClient.DescribeKey(keyId);
            /**
             * Parse response and do more further
             */
            System.out.println("DescribeKey Response: ");
            DescribeKeyResponse.KeyMetadata meta = decKeyRes.getKeyMetadata();
            System.out.println("KeyId: " + meta.getKeyId());
            System.out.println("Description: " + meta.getDescription());
            System.out.println("KeyState: " + meta.getKeyState());
            System.out.println("KeyUsage: " + meta.getKeyUsage());
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            System.out.println("KeyUsage: " + meta.getKeyUsage());
            System.out.println("===========================================");
            System.out.println("Describe the MasterKey success!") ;
            System.out.println("===========================================\n");
        } catch (ClientException eResponse) {
            System.out.println("Failed.") ;
            System.out.println("Error code: " + eResponse.getErrCode());
            System.out.println("Error message: " + eResponse.getErrMsg());
        }
        /*Generate DataKey*/
        /**
         * Request and got response
         */
        try {
            final GenerateDataKeyResponse genDKResponse = kmsClient.GenerateDataKey(keyId, "AES_256",
64);
            /**
             * Parse response and do more further
             */
            System.out.println("CiphertextBlob: " + genDKResponse.getCiphertextBlob());
            System.out.println("KeyId: " + genDKResponse.getKeyId());
            System.out.println("Plaintext: " + genDKResponse.getPlaintext());
            System.out.println("===========================================");
            System.out.println("Generate DataKey success!") ;
            System.out.println("===========================================\n");
        } catch (ClientException eResponse) {
            System.out.println("Failed.") ;
            System.out.println("Error code: " + eResponse.getErrCode());
            System.out.println("Error message: " + eResponse.getErrMsg());
        }
        /**
         * Encrypt the plain text and got a cipher one
         */
        try {
            EncryptResponse encResponse = kmsClient.Encrypt(keyId, plainText);
            cipherBlob = encResponse.getCiphertextBlob();
            System.out.println("CiphertextBlob: " + cipherBlob);
            System.out.println("KeyId: " + encResponse.getKeyId());
            System.out.println("===========================================");
            System.out.println("Encrypt the plain text success!") ;
            System.out.println("===========================================\n");
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        } catch (ClientException eResponse) {
            System.out.println("Failed.") ;
            System.out.println("Error code: " + eResponse.getErrCode());
            System.out.println("Error message: " + eResponse.getErrMsg());
        }
        /**
         * Decrypt the cipher text and verify result with original plain text.
         */
        try {
            DecryptResponse decResponse = kmsClient.Decrypt(cipherBlob);
            System.out.println("Plaintext: " + decResponse.getPlaintext());
            String verifyPlainText = decResponse.getPlaintext();
            int isMatch = verifyPlainText.compareTo(plainText);
            System.out.println("KeyId: " + decResponse.getKeyId());
            System.out.println("===========================================");
            System.out.printf("Decrypt the cipher text success, result " + (isMatch == 0 ? "match" : "mismatch"
+ "\n"));
            System.out.println("===========================================\n");
        } catch (ClientException eResponse) {
            System.out.println("Failed.") ;
            System.out.println("Error code: " + eResponse.getErrCode());
            System.out.println("Error message: " + eResponse.getErrMsg());
        }
    }
 }
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