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BNH BT ERWigsy i E T RMEEMRAEE T3, REAXYE, BIXEE

TEHENGZEEANLSEY, AXENAERAMEZNREES, BN
BFRENS, REANEZFATERR, EASOETE=ZSREAFRASTH
RELETE=HER.

. REMBZBEAPTEEFY, EURMU. R2ARTIAAFEERD. BF. EFAX

HABZHNEIHEE, AEUMEALTAHERETERENER.

. BFF@RAFR. BEREMERE, AXEHASHRZE, WEREERE

FEMHERT TR ENASTHITERANF, HAEREZRREE DA
KO EHRNRPXE, SNHENXTAPXENRAZEEHEI R RNE
ETH. R AP,

- AXHEREAAFPERREZ T mRRSNSEMRES, WERUT@RRS

B PR . "ERET A UHEriiEe” ARSIREAXE ., WEZERARARN
it EREXRSHRMENONEREEES, EMNESEIBHSBHNAER
SHOERME. EE. ERAM. UEESFAMEETRREERNRIE, EER4.
AR MARNTH . EAREHMAXEMAEEAEERLEFREN, MERR
AEEEAERERE. £EUERT, RERHANEGEEE. FRME. ERKE.
BARM. BHREIFIENIRE, SERPERANGEHRAEMEZNFBRE,
ABERE (AMENEZERSMZFRENTTEL)

. ME=WiG EFrERE, 8FEARTEAE. Fm. BRF. HE. B0, B8, K

IRZRA . MEAEEOREE. MR, HARERZN/HEXKATREMEEMIR
R, SEERRTEMRN. TN, ZFER. BIRES, FEMEZM/HEX
KasPERR, EFUARGEBER. B, £, 2FEE. KT, 8/h. X
THAAFAREMEZMY ., FREFIAS, I, REWEZSFLPTEEAR, £
WARBATEDTEH. &, BHEHIEMENER. AHHAEFTEZNRIR
(BEEARTRBARUASKAEGES "WER" . "Alyun” | "ARW" FH[
BERM/FEXBEA S ME, LARBONERSRERIEMTEBATZR. B
5. BtR. F@mIERSER. 58 BRAR. RS ARRNETSERRES=
HREBIRAI R =M/ HEXEKAT)

. MELRRANEEFAETOER, BESHNEZRNFEERR,
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H
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ZERETERURSSERAREALEHR
EE, AESBABHESER.

ERRERSEUS D, REWS
B B £9 45380

p EX

) HEX
ATFERER. HRRBE, EAFPMBHA
TREAR.

RERENO, ZRSERLEFESH
BER,
@ 8

@ e
BT, SESE. =%, f2
BPUWRTRENES,

BB O LUE SRR Cri+ Al h 2 8332
(8
ZRFBBH,
B

BHIEE> ME>REMKLER,
. TEZHRFUTE,

HEERBIATIE, BEHRE.
Courier=z4{& e

47 cd /d C:/window %<, #HA
Windows &4 X 43,
AL

bae log list --instanceid
Instance_ID
(=& [alb] FRABER, ESEE—,

ipconfig [-all]-t]
{} & {alb}

RRWIER, ELZEFE—D

[

switch {active|stand}
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3.pIEY S e e s s 14
AAHBRL St e s s 16
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R S e e e 19
7EAERD St nre s am et s L 24
BRFBRMEED s e e 27
8.1. OpensSlsService st e s e 27
8.2. GetSlsService =tant s ol s e 30
L.HETARDO e 32
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9.2. DeleteProject =t e n e s = S s s 33
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10.10. GetCursorTime Sefemmrin o e e e 66
1011. Pulllogs = o e e e e e 68
10.12. PutLogs st rem e ciain s e e 70
10.13. GetShipperStatus - 73
10.14. RetryShipperTask -——--——-- 77
10.15. GetlLogs #a=rrsitaarnni e i s b e 78
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11.3. UpdateMachineGroup - 114
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11.5. GetMachineGroup - 118
11.6. ApplyConfigToMachineGroup -—----------=—=—=--=mmmmmmmm e 121
11.7. RemoveConfigFromMachineGroup -—-——----=========mmmmmmmm oo 122
11.8. GetAppliedConfigs -—--—-—-mmrmm 123
12.Logtail BB XEN 126
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12.2. ListConfig o e 128
12.3. GetAppliedMachineGroups - 130
12.4. GetConfig ————- oo 131
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12.5. DeleteConfig = rtem e e s 134
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13GHBAEO e 139
13.1. CreateConsumerGroup s=rs—mmsmmie e es e 139
13.2. DeleteConsumerGroup s e 141
13.3. GetCheckPoint s e 142
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13.5. ListConsumerGroup ssssmstae s ot an e L an i 146
13.6. UpdateCheckPoint s s 148
13.7. UpdateConsumerGroup === e ees 151
14 MR e as s s e s s 154
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14.3. UpdateExternalStore ssteninim s e 157
14.4. ListExternalStore s e e 159
14.5. GetExternalstore s e 161
14.6. DeleteExternalStore = e 164
R R 166
15.1. ListDashboard st n s s e s s 166
16. 8WMN s e 169
161, il = s 169
16.2. HRIER e s 170
16.3. AiIfFSk el s im o anr s s samlaas 172
16.4. RN s o s e 174
16.5. BT STSTIMBEMS I BERSRIR oo 176
17201 GEFEHE st tanlann e s b sttt nnc e, 180
17.. $BNE EErSciaairee s i anmrnctaa Sl 180
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BERS R TE I BB Q3 TIRESN, FEMTAPI (Application Programming Interface) ARBA. EEWAE
%, EBRBERBEEES.

BRIFF AN T AP
PIE abi
BRS#ER1E OpenSlsService. GetSlsService

ListProject. CreateProject. DeleteProject. GetProject. Up

Project (TE) dateProject

GetProjectLogs (4titProject FFRERRE)

ListConfig, CreateConfig, DeleteConfig, GetConfig, Upd

Config (LogtailBe& ) ateconfig
GetAppliedMachineGroups (Zif R A RN ES4E)

ListMachineGroup, CreateMachineGroup. DeleteMachineGr
oup. GetMachineGroup, UpdateMachineGroup

MachineGroup (#18840) ApplyConfigToMachineGroup., RemoveConfigFromMachine
Group (MIFRECE)

GetAppliedConfigs (BEWEMBRESIXR)

ListLogstore, CreateLogstore, DeleteLogstore, GetLogst

ore, UpdatelLogstore
Logstore (A=) 0 ’

GetLogs (BHHAK) . GetHistograms (ZEAENM)
Index (Z&3]) Createlndex. Updatelndex. Deletelndex. Getindex
ListShards, SplitShard, MergeShards

PutLogs (BABRK)
Shard (#7°X)
GetCursor (B BFEME)

Pulllogs (GHZEAR)

GetShipperStatus (&l BHERIBESRKE)
Shipper ( HE&IEHN )
RetryShipperTask (EiXELMIZIBES)

CreateConsumerGroup. UpdateConsumerGroup. DeleteCo
nsumerGroup. ListConsumerGrou
ConsumerGroup (FEZE4H) . 0

HeartBeat (&iX/W\Bk) . GetCheckPoint., UpdateCheckPoint

CreateAlert, UpdateAlert, DeleteAlert, GetAlert. ListAler

Alert (&%) ;

CreateSavedsearch, UpdateSavedsearch, DeleteSavedsea

h =
savedsearch (R &) rch, GetSavedsearch, ListSavedsearch

B APIET PAHATIN THRAE
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AXNAT ARRSFAMSELBOBEAD.
L3

AERSRHUSHAN ., AMEMLS, REMEFEATRNIES R ER ogtal e S ML AE400E, &OJRATEProject B

WRAmE, EEFZProject REMBHNREAD, N TEFRR.

1T
13t

=1

cn-hangzhou-intranet log.aliyuncs.com

cn-hangzhou-share log.aliyuncs.com

AR cn-hangzhou log aliyuncs com

o] L5 ()

AMBRSAO

2020-06-28 13:27:42

i

HERSAORIFI—1NRE (Project) REAIEEHIEHIURL, BRSO SProject FRrERI M1 K Project &R %,
Bil, BERFSELES MM E, ESHBERNAMBRSAON TERFRR.

@ 389
;&

Hof

R (M)
£R1 (M-2RE)
52 (H8)
#52 (LE-SRE)
w1 (B8)

#9462 (4b2)
402 MERSE1
#3L3 (KRO)
#4b5 (IERIES)
#3t6 (B2584)
@1 GRYI)
£/ GRYI-EmT)

&2 (TR)

b5 (ISR ) ME (F8) tENARBRSAOERXFFRIIPvei TN, HibiifSasF

RSO
cn-hangzhou.log.aliyuncs.com
cn-hangzhou-finance.log.aliyuncs.com
cn-shanghai.log.aliyuncs.com
cn-shanghai-finance-1.log.aliyuncs.com
cn-gingdao.log.aliyuncs.com
cn-beijing.log.aliyuncs.com
cn-north-2-gov-1.log.aliyuncs.com
cn-zhangjiakou.log.aliyuncs.com
cn-huhehaote.log.aliyuncs.com
cn-wulanchabu.log.aliyuncs.com
cn-shenzhen.log.aliyuncs.com
cn-shenzhen-finance.log.aliyuncs.com

cn-heyuan.log.aliyuncs.com
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b RO

£m3 (M) cn-guangzhou.log.aliyuncs.com
Fam (AER) cn-chengdu.log.aliyuncs.com

T E (&FE) cn-hongkong.log.aliyuncs.com
BAR (R=R) ap-northeast-1.log.aliyuncs.com
AN ap-southeast-1.log.aliyuncs.com
BXAMT (FR) ap-southeast-2.log.aliyuncs.com
OkAEL (HERK) ap-southeast-3.log.aliyuncs.com
ENERAEL (HMX) ap-southeast-5.log.aliyuncs.com
FIEXEE (J87F) me-east-1.log.aliyuncs.com
xE (E8) us-west-1.log.aliyuncs.com

EE (X=Z=E) eu-central-1.log.aliyuncs.com
=E (HFRL) us-east-1.log.aliyuncs.com

ENE (&X) ap-south-1.log.aliyuncs.com
EE (18%) eu-west-1.log.aliyuncs.com
BZEH (EHR) rus-west-1.log.aliyuncs.com

HiHaE N Projectly, HFEREProject EMREAEMIBASHRL DI, KXW T:

<project_name>.<region_endpoint>

%140, ProjectdAbig-game, FREMUIEA%EERT (M) , WXIRIGRMALT

big-game.cn-hangzhou.log.aliyuncs.com

@ 08
o EHERATHREHENEEE TS,
o UpIEEProject ST T, ZRBMATUTNR, BT EBMEITE.,

o GlEProjectz/E, WIUERESHEFTEMIEETEIIARSS A\ O #itk4E A Z Project B9 i) ik, FARAPHEK
BIBRSAH.

ZHMZERVPCMERSAO
MR 7R B ZECSH SR EH BERSZAP, Eo]MEAAMBREALD, SMERSAONTEAR.
@ 388

o HERRSZAPHEIN T ARS AN DNZFFHTTPHMY . HTTPSHMY,
o FRHMMARSZIAORLNBEERSRNHEFEECSAMRE, JUABTLHECSAMT R,
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R (HuM)

R (M-8 z)

#7R2 (L&)

R (EE-28=%)

#1361 (F8)

#9462 (dbx)

#12 WEKRS T

m@1 GRYID

%/ (RYI-2R=z)

&2 (TR)

/@3 (M)

#3483 (3kxR0A)

465 (IFMER)

b6 (B=24h)

Bl (AER)

hE (F8)

=B (H#HH)

BE (R=)

AR

WAL (&)

ORAET (FEEK)

ENERRRIr (FEAX)

FIEXES (87 )

BE (k=R8)

=E (HFEL)

ENE (£3E)

EE (e)

MEBH (RHH)

RIRSAO
cn-hangzhou-intranet.log.aliyuncs.com
cn-hangzhou-finance-intranet.log.aliyuncs.com
cn-shanghai-intranet.log.aliyuncs.com
cn-shanghai-finance-1-intranet.log.aliyuncs.com
cn-qgingdao-intranet.log.aliyuncs.com
cn-beijing-intranet.log.aliyuncs.com
cn-north-2-gov-1-intranet.log.aliyuncs.com
cn-shenzhen-intranet.log.aliyuncs.com
cn-shenzhen-finance-intranet.log.aliyuncs.com
cn-heyuan-intranet.log.aliyuncs.com
cn-guangzhou-intranet.log.aliyuncs.com
cn-zhangjiakou-intranet.log.aliyuncs.com
cn-huhehaote-intranet.log.aliyuncs.com
cn-wulanchabu-intranet.log.aliyuncs.com
cn-chengdu-intranet.log.aliyuncs.com
cn-hongkong-intranet.log.aliyuncs.com
us-west-1-intranet.log.aliyuncs.com
ap-northeast-1-intranet.log.aliyuncs.com
ap-southeast-1-intranet.log.aliyuncs.com
ap-southeast-2-intranet.log.aliyuncs.com
ap-southeast-3-intranet.log.aliyuncs.com
ap-southeast-5-intranet.log.aliyuncs.com
me-east-1-intranet.log.aliyuncs.com
eu-central-T-intranet.log.aliyuncs.com
us-east-T-intranet.log.aliyuncs.com
ap-south-1-intranet.log.aliyuncs.com
eu-west-1-intranet.log.aliyuncs.com

rus-west-1-intranet.log.aliyuncs.com

a0, Project Abig-game, FREMIEEALERT (M) , NXIRFRMHEaT
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big-game.cn-hangzhou-intranet.log.aliyuncs.com

EMERSZADO

BERSENMMAMET £, Mgz miNERE, BRTEENANIGE, SERMEAMELNRELE L
AEEREND, ERTHHRERE. HERLH., UENHERRSNER.

SERMELAMBBRSANOAEZFREE—, RSAOA: log-global.aliyuncs.com

@ 3B 2BMEDLEBAAXARS, BEFHABEATEH. FRLWINE, F2NLB—: FEIRM

RS
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3.1hin & A
FME=iFEEH (Accesskey) REMBAPIIEAZRBNRENOL, HAILMERAccessKeyE & APIE RN LUBIT RS i
HLLWIE, AXNBUM@TIRENACcessKey,

ERER
AccessKeyfl #EAccessKey IDF1AccessKey Secret ,

e AccessKey ID: AFHRRAF,
o AccessKey Secret: AFRIFAFHZE ., Accesskey Secret R,

g

H

o [MERIKSAccessKeytt BESRMBBERRNZ S, BIEEARAMA P Accesskey#H{TRIE, BMER
AccessKeyitt BB XS

o MREEZHEXN LI/, BIWREHRZZANFHERITZEAN

BESR
1. FRMERKSERIZGE.
2. BEFETREAGLAFNKSENR, HifAccessKeyER,
3. R ERTNIBIE, EEERNERKS AccessKeys RAMA F AccessKey,

ZRIET X

TS Accesskey 2EHARIAEZ API B9E5H, BHEKF=290R, B850
FEES FEEIHAAT (eg. Github) ¥ AccessKey FFENMEEER, LIS
RARMEAFIFETER =2k,

EBNEEE WETEsBEE, £/ RAM FAF AccessKey 3T AP F
A.

$E{FF AccessKey FTEERAFRFP AccessKey

o {ERMERMKSAccesskey
a. BEHMEERAAccessKey,
b. £AccessKeyEB T H, HEtlZEAccessKey,
c. FREVGIER, BEHE.
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APl &E-ij 0] % AERE

d. ERIZAccessKeyXJiEiE, &&FAccessKey IDFIAccessKey Secret, TJPARETFHCSVXH, TH
AccesskeyfE B, ERTEH, EflAccesskeyER.

IEE AccessKey X
@ =R, ERAEE.

AccessKey 1D

AccessKey Secret

LTFEGVEEHE  gas
=7

o {EFRAMMA FAccessKey
a. BEHEFFBERF AP AccessKey,
b. RABHMBEBRAVEH SMAFPRE, KEFEZIRIACcessKeyIRAMAF

@ #E WMBRERAMAR, BECIERAMAR, #EESDAIERAMAER,

c. BHAFERER.

d. FFNESEERE THWAP AccesskeyX 15, BEEtlEAccessKey,
e. JREVIIERS, BEHHE.

f

. EBIEAccessKeyTim, &EEAccessKey IDFAccessKey Secret, TJABHTEHCSVIHE, THAccessKey
ER., AERTHEH, EFlAccesskeyl5R.

BIEE AccessKey %

R R{FEFR AR AccessKey (EEFWMAR, WHECARBETERFINZER, BBLURE
ISR AccessKey,

@ oEsTh, BRAHES,

AccessKey ID

AccessKey Secret

LFEocvIE Qs
i
@ 388

= RAMAFHJAccessKey Secret RERIEN B/R, AEMEE, BZERE.

m FHAccessKeyittEa Xk, NEERIEFHIAccessKey, REARFAETINRAMAFBIZE2D
AccessKey,
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BHERS API & /N1t

aft

)lg

K

\

VANE s b =X v

4 AN = jz 7&

AXFNZET BERSAPAHIBERLER,

B2HII%
HERSAPIZETHTTPHMYBIREST KA&IEO . EXF—HUAERBAPKEXRPERANAHERL, EiFEMHENT:
Header&#x B3] YWYl 3288

EFinHERSIHERENEE, BaisziFapplication/json,

Accept FHEB = application/x-protobuf ##f, {XXIGETIERERL, EAREUEM
ENMEOENNE,
BRnAERSHRENESEEL, BRixislz4, deflatel=
Accept-Encoding FRB = (RESE) . NYGETRIFEREN, EABNEMUSMEOEXA
)i
Authorization FREB 2 BENE, BESHETESE 5RkE2,
o RFC 26165 E X MHTTPIEKBodyKE ., MRiEKEBodyEs
- Py
Content-Length #H1E A A MRBEE LB RL,
i g = BERKBodyZREMDSHHEENFRE, HEERNKE., NER
Content-MD5 FhE = HBody#i5, MRBBILMZERL,
RFC 26165 & X HIHTTPiERBodyX£E , BHI El,mﬁﬁkAphﬁ;k
Content-Type FRB & H X #Fapplication/x-protobuf & , R ;&HBodysks, N
ARERMEZBERL., BRBRENSMEOEX Ak,
HERENZINEE, S8 B/ RXRRFC 82218, FERAGMT
Date FR& = tRERE, BXAFRHEUT: %a,%d%b%Y %H: %M: %S
GMT (%0: Mon, 3 Jan 2010 08:33:47 GMT)
HTTPIEREIZEEHOSTEZ R (AAIEW htto:// XFEAIHMY
Host FREB = . .
sk) , #itn, big-game.cn-hangzhou.sls.aliyuncs.com
x-log-apiversion FREE 2 APIIARAS, HEIIRAN90.6.0,
BEREBodyRIAKR/N, HFBodylt, ZFE&A0; ZBodyRE
x-log-bodyrawsize #HE = GEEE, L'?JF%EUE’]EQA%&?EX/J\O ZEHEETER
0~3x1024x1024, ZFBREEENEE,
APIE R BodyEpMERMNEE AN . BEIsiFlz4E4EE M
x-log-compresstype FREB ES deflate E4E25! (RFC 1951, {#EMAzIlibig=x, SERFC
1950) . MNREARELE o] ARREIZIERL,
HEIRXNZIBEYE, HBXFDatesk— ., MRBERPEIZ
x-log-date g = AHIERL, EHESIADatetRELBYE B FRS BRI
. iE (ZZRAS58%E) . BiLEEExlog-datesk, HTTPHR
HEDatesL & MR,
x-log-signaturemethod FRB = SEHEANX, BENERFF hmac-shal ,
) - ERASTSIEN B RiEHE., SERASTSIRN SRR MIE, Hib
X-acs-security-token ZFH &

BRAEEE,
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API & y 5k sk HERS

@ 08
o iEKhDatefrRRAIEYIE SRS B IFWEZE RN EHRARUEZIZREN 1508, NMRBII155 5 IRS 5%
SEBIZIEKR, MWRIBERKPIRE T x-log-datesLER, MiZEEIREHEE Fx-log-dateskf/E,
o WMRIEKREBE T EFEEE (TEx-log-compresstypedisE) , WEELRIAEEIEELE/EHEHT TP BodyEh
4, MXIMEYContent-Length. Content-MD53LERth 2R BB ESE 5 HBodyER i+,

o HFRUETHKEHTTPERN L AIEEDatesk (HFEFEEENERNNEMIBEENLZHTINE) , ERE
EERIEHEIDate Bt HIERE R, EXMIBERT, BiEEX-log-dateskHAZIBEKRELNES SEREZ T
g, SRS EEERIIAPERGSELHMESEx-log-datesk, MEH, NWHECHERBSEZRIE, &
5L A HT T PEYAREE Sk Dat efifl &5 42 KiiE .

GR']

POST /HTTP/1.1
Authorization: LOG <yourAccessKeyld>:<yourSignature>
x-log-bodyrawsize: 0

User-Agent: sls-java-sdk-v-0.6.1

x-log-apiversion: 0.6.0

Host: my-project-test.cn-shanghai.log.aliyuncs.com
x-log-signaturemethod: hmac-shal

Date: Sun, 27 May 2018 07:43:26 GMT

Content-Type: application/json

Content-MD5: AT967D81EFF5E3CD447FB6D8DF294E20
Content-Length: 80

Connection: Keep-Alive

17 > SCRYRRA: 20210521



HEMRSS

API &% 2L 7 3k

5. %> 3L 0 jiz Sk

ANHNZT HERSPAPIEI A LI R SLER

SHIIE

Log Service APIREFHTTPHMY BIRest Rg#E M. FiARILog Service APIIE R &R At — A A LI SL, EIFME XM

T:
Header&#x

Content-Length

Content-MD5

Content-Type

Date

x-log-requestid

N

HTTP/1.1200

Server: nginx
Content-Length: 0
Connection: close
Access-Control-Allow-Origin: *

FRE

Date: Sun, 27 May 2018 07:43:27 GMT

x-log-requestid: 5B0A619F205DC3F30EDA9322

88
RFC 26160 E X HHTTPI N A SEKE,

RFC 261651 & X AIHT TPl B2 A RAIMD5{E , BodyZZid MD5IHE
EHNZERSE, AXKEERFS,

RFC 26169 EXMHTTPIM AEZE, BRiLog ServicefR$5in
IRz B ¥ #application/json, application/x-protobuf & fh
E 10N

HENREINZIBEE, S888 RZ#FRFC 82218, ERGMT
tRERE, BXAFHFEUT: %a, %d%b%Y %H:%M: %S
GMT, #: Mon, 3 Jan 2010 08:33:47 GMT,,

BRES IR EMARR, ZERIE—ID, ZIM LS BIRMNEL
%X, FEATRENAZDE. NRAFPF2REHIEHN
APIEK, TJLAEIE T8 [ B HRS B R EZID,
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API B8&- 15Kk EH BHERS

6.15KEH

ARIAFBEHENRZS, BERSAPIBFFEHTTPIERAVAZIRESRIE.
gﬁﬁEl}IL*EE
RZEWERTREBRBH029, ERANTRMBELRR.
HAIEUHJ*EIQHT

1B K AR 35 i

®
TR F R R LRI DA
MERSET RS

T |

REBEKRIE | | RSB

S P~ L= e L ~
APIERPIE BPEF P
: -
| O | o (e
E \_/
K l‘"!l\"\'
PRI i
HE =B 44 @ it# i R T
1
1
= /=t A S —
0 1
1 1
| BIRKABAPIERNAR O A

BREFES

BA'LE?;R{'FIML*EWT
1. BERIFRIBAPIERANZE (BFFHTTP HeaderflBody) EMEZFHH.,

2. BERIBEARE AR (AccessKeyIDAlAccessKeySecret) , WHE14ERNEZFZHEHTSE, ER
ZAPHE KB FEZ .,

3. IBEKIFIEAPIE RN BN EZEZ — R RIXA RS,
4. REFHEEIERELSEEN LHNSBIMLSE2NTE, HERSHEHEHZERPENHFZSSE,
@ B BEEoEREARGKERERNELBEBEN .
5 REHAHENHEZEZMERBRELRIHEEZ ML, WR—BUWAAZIERELILZERIE, EUEEE
#IZIER,
ZEWIFAEITER:

o TEIABML B FEMAPIEK,

HAAEREBERNFEAFPEEERMFEZNERY, ERSZHNTESZEANHERFSH, #HT ol AR
IREE,

o WINAPBERENZEAIRDIEEHEN,
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HERS API BE-FREZ

AARSHESREENBERASERITERFEZ, EBRATERS LRER, WEEEIHFESZLLX,

FHRAPIEX

AT BEIAPEERNZLWIE, APEEEZPIEBEXNEAPIERETESE (MERERNHFZSE) , FREBRHTTPL
AuthorizationfE W& HEHIZIBE RPN FEE R . Authorizationsk/mBIE0 T :

Authorization ="LOG" + AccessKeyld + ":" + Signature

W EMILATR, AuthorizationstB)EE S B FIHIEZHEXN D AIACcessKeyld, B52Z X M AJAccessKeySecret A F
SignaturefE8918i&., TESIFAMBBRWTMIEZSignature(d,

1. EEMERFEEH, NAPBERERESR, BER—XNHOEHE, BULERELFEENHEZEY, BoblgiZ
FiREEEY, ERERIEEANBANAEHARTS.

2. EERNERLRZFE, BERSAPHELZZFEBAHTTPIERPHMethod, HeaderflBodylsB—R4ER, BiK
AT

SignString =VERB + "\n"
+ CONTENT-MD5 +"\n"
+ CONTENT-TYPE +"\n"
+DATE+"\n"
+ CanonicalizedLOGHeaders + "\n"
+ CanonicalizedResource

FEARXDN \n RRETEXFH, NS ( + ) RRFHEEERRE, HASIMHIEXNTHAR.
BERFFEEX

B $E8H ]

VERB HTTPIEREITERR. PUT. GET. POST%

HTTPiER & BodyEi A BIMDSE (AR K

CONTENT-MD5 S=HE) .

875264590688CA6171F6228AF5BBB3D2

CONTENT-TYPE HTTPIE R P BodyER A BIEEL application/x-protobuf

HTTPIE R BtR RSB Sk (EHERFC o
DATE 11231838, (EEGMTAENE) . Mon,3 Jan 2010 08:33:47 GMT

CanonicalizedLOGHe HHTTPERGSLL x-log 1 x-acs AR x-log-apiversion:0.6.0\nx-log-
& HBEESCHEIENFHE (BAMEERERL bodyrawsize:50\nx-log-
RIS TEER) . signaturemethod:hmac-sha1

CanonicalizedResour HHTTPEREZRMIENFZ/RE (BABIER /logstores/app_log
ce ELTEIFER) -

CONTENT-TYPE

Xt FE FBodyBIHTTPiE K, ELCONTENT-MD5FICONTENT-TYPER MEASZFZHFE, XNBENSEFZHFENER
FRWT:

SignString =VERB + "\n"
+ Il\n n
+ ||\n n
+DATE+"\n"
+ CanonicalizedLOGHeaders + "\n"
+ CanonicalizedResource
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API B8&- 15Kk EH BHERS

WMAsiERL PR, BERFAPIFSIANT —MBEEXIFEKRL x-log-date , MEBEBEKPIEE T ZERL, N
HESBRHTTPIREE R LDateMAZZIHE,
o CanonicalizedLOGHeadersg9#iE =0T :
a. ¥FELL x-log # x-acs ARMBNHTTPERLNEFEIEM/NEFE,
b. ¥ t—SBENAELOGEE X BERLZRFHRIAFETHBEHRF.
c. MERERLMN N B Z 87 B R 5 i 1 AR 4%,
d. $FENLMNEA \n HRFESMREB CanonicalizedLOGHeader,
o CanonicalizedResourcefIiEA RN T :
a. ¥CanonicalizedResourceiRBAZZ/RHE ""
b. MAZLAMLOGER, /logstores/logstorename (WR&H logstorename NTIREF) ,
C. MRBEKREEEHFHE QUERY_STRING , MI7ECanonicalizedResource=z#&F £ EERRM ? MEHFZRE,
QUERY_STRING RURLFERESHFRINFHFENFFE, HhSHEMEZEBA = HRARFHFE, #
NEHE-ENREFHRIAFAFER, RGN & FSEEMRZERS., EAXUHANT:
QUERY_STRING = "KEY1=VALUE1" + "&" + "KEY2=VALUE2"

3. £EMIEKMNBFEEE. B, BERSZAPIRZF—MHFEEEE, MBAZEEE hmacshal , HEEEZN
AT

Signature = base64(hmac-shal(UTF8-Encoding-Of(SignString), AccessKeySecret))

o BEZMAEARFC 21040 EXMHMAC-SHAT A%, f1_EA R A BIAccessKeySecret AN &R &L B Aut horizationsk
i {E A BIAccessKeyldBXT Rz, FR, &RE L EEL RS IHIIE,

o HEHEHHNFEELZE, FAZERATRIEMEARNAUthorizationsL R WE M Log Service APIERL 2L
iEsL, HEAHTTPERPEITIRE,

o BEMZRBMNAA UTF-8 X, EFPXERNESFHFBEMFLHET UTF8 KB, B
5 AccessKeySecret iHHEREEZ,

o CONTENT-MD5 ] CONTENT-TYPE ZEiFEKRPARZLAE, ERMBBREFEEZRIE, =ENIELRT
& \n RE,

BEREELERH
AT HYEEFHEREMEREGHRE, ROARDRARERENE, 8%, BREMMEERSAPESZNN
EEARIT -

AccessKeyld = "bq2sjzesjmo86kq*********
AccessKeySecret = "4fd02fTDDNZPU/LTCHNd********"

o Rffl—
REBE R IZEI T GETiEK% Hali-test-project i B TEIFTELogstore, EHTTPIERINT:

GET /logstores?logstoreName=&offset=0&size=1000 HTTP 1.1
Mon, 09 Nov 2015 06:11:16 GMT

Host: ali-test-project.regionid.example.com

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

i _Elog Service APEERER N EZFZHERN:

GET\n\n\nMon, 09 Nov 2015 06:11:16 GMT\nx-log-apiversion:0.6.0\nx-log-signaturemethod:hmac-shal\n/logstores?log
storeName=&offset=0&size=1000

HFR2CETEXR, ZBERLEMHTTP Body, EFAEMNEE F /5D CONTENT-TYPES CONTENT -MD5E A = 25
8, MRUITEEENAccessKeySecret S ZIZE EBEINELZH:
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HERS APl BE-5REZ

JEYOTCJs2e880+y5F4/S5IsnBJQ=
REXKZEHFELHHTTPERRBNT:

GET /logstores?logstoreName=&offset=0&size=1000 HTTP 1.1

Mon, 09 Nov 2015 06:11:16 GMT

Host: ali-test-project.regionid.example.com

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Authorization: LOG bg2sjzesjmo86kq35behupbq:EYOTCJs2e880+y5F4/S5IsnBJQ=

o R
ImEELLRF Lflali-test-project T E $Z Htest-logstorefijLogstoreE A TEHI AR

topic=""
time=1447048976
source="10.10.10.1"
"TestKey": "TestContent"

Ak, #ZEBLog Service APIEX EEHMEBII THTTPEX:

POST /logstores/test-logstore HTTP/1.1
Date: Mon, 09 Nov 2015 06:03:03 GMT

Host: test-project.regionid.example.com
x-log-apiversion: 0.6.0
x-log-signaturemethod: hmac-shal
Content-MD5: 1DD45FA4A70A9300CCOFET305AF2C494
Content-Length: 52

x-log-apiversion:0.6.0
x-log-bodyrawsize:50
x-log-compresstype:lz4
x-log-signaturemethod:hmac-shal
<BERBFFILEProtoBufferigz=t iy F 157>

EXMNHTTPERD, EANAEZRSEH SR EF LM ProtoBuffertl8E (I52NsiEsm AR TRZKANESAT)
JaEREXRBody, FrLAiZiEKE Content-TypeskB9{EHE E R application/x-protobuf, 28l, Content-MD53kH{E
RiERbodyx REIMD5E, REB FEANSEZFHMERR, XMERNNENEEZ/FHN:

POST\n1DD45FA4A70A9300CCIFE7305AF2C494\napplication/x-protobuf\nMon, 09 Nov 2015 06:03:03 GMT\nx-log-apiv
ersion:0.6.0\nx-log-bodyrawsize:50\nx-log-compresstype:lz4\nx-log-signaturemethod:hmac-shal\n/logstores/test-log
store

B, LABTERAITBIACcessKeySecret & ZizE, BIANEREELN:
XWLGYHGg2F2hcfxWxMLiNkGki6g=

REREEHFELZNHTTPERNBNT:
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API BE-5REZ

HEmRS

POST /logstores/test-logstore HTTP/1.1

Date: Mon, 09 Nov 2015 06:03:03 GMT

Host: test-project.regionid.example.com
x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Content-MD5: 1DD45FA4A7T0A9300CCOFET305AF2C494
Content-Length: 52

x-log-apiversion:0.6.0

x-log-bodyrawsize:50

x-log-compresstype:lz4
x-log-signaturemethod:hmac-shal

Authorization: LOG bg2sjzesjmo86kq35behupbq:XWLGYHGg2F2hcfxWxMLiNkGki6g=
<BEABFEFIMProtoBufferi& NI F 537>

23
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HEMRSS

APl &&-E 12

7.8 AEixE

AXNARAAPHR O R EHIRIHEAEIRED.

HAPHER R EHRNER, RSHSREE

RzBodyth VIR A TS AN T8 :

{

"errorCode" : <ErrorCode>,
"errorMessage" : <ErrorMessage>

}

ER, SFEHTTPHStatus Codefll i Bodyd B EAEIRAT , Edin

ERFHEONEHRERY, ERTAMSAPHRD, EEERMERERARLAPFIRENER., TRERAPEEIRIY
NESTNERERE, EMNSESNAPERINERPHR. SPAPFIRE N EIRIGSFEXS AP H A th Sk

\Lz;_o

\ N

BRABIRG
HT T PR3

(Status $51283 (Error Code)

Code)
400 MissingContentType
400 MissingBodyRawsSize
400 InvalidBodyRawsSize
400 InvalidCompressType
400 MissingHost
400 MissingDate
400 InvalidDateFormat
400 MissingAPIVersion
400 InvalidAPIVersion
400 MissAccessKeyld

$IRH R (Error Message)

Content-Type does not exist in
http header when body is not
empty.

x-log-bodyrawsize does not

exist in header when it is
necessary.

x-log-bodyrawsize is invalid.

x-log-compresstype typeis
unsupported.

Host does not exist in http
header.

Date does not exist in http
header.

Date date must follow RFC822.

x-log-apiversion does not exist
in http header.

x-log-apiversion versionis
unsupported.

x-log-accesskeyid does not
exist in header.

iR (Description)

ERBody R A=Y, #R4Content-
Type, BEREIFERL, WIANFE
Content-Type,

EEHE T RERENANX-log-
bodyrawsizeigsksk, BEREIFRL,
HINfEfEx-log-bodyrawsize,

x-log-bodyrawsizeB{EX R, HERE
BERL, WANEBENTEHF.

AX#x-log-compresstypeis EHELR
R, BREEERL, BIAEERIZ4T
Deflate,

BERLDHost, BRI EIERL, H#iA
fF#Host,

BERLERDDate, BROEIFEKRL, HIA
1F#Date,

ERL P Date M EARFERFC8221R
BEREIFKRL, HWilDateBERS
RFC822#RfE

BRLRDx-log-apiversion, EEIRE

BEXRL, #IAFEEX-log-apiversion,

HTTPi& k3L x-log-apiversionfE R 32
., BERREBERL, BIASIFAPIRA,

‘A TEAUthorizationsLERI2 it AccessKey
D, B &EIFERL, #HilAuthorizationsk
ERTETEACcessKey ID,
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API &8 HE125 BERS
HT T PRASES
(Status $51=t9 (Error Code) $HIREE (Error Message) iR (Description)
Code)
REIRMHT TPIERLx-log-
400 (I;llissingSignatureMetho iglfz)—(issictg?:thl:;err;;tahdoedr does s’}\(;qﬁ;ztlremetr:':)iﬁ);,a?gémz‘?;k p
P ' JAE#EX-log-signaturemethod,
) ) x-log-signaturemethodsL 2345 E 8955 Z
t thod thod
400 InvalidSignatureMethod er?snua u(r)ertrzg oc methodis FERZR, BEREERL, BIAXE
pported. BESETE.
400 RequestTimeTooSkewe Request time exceeds server 15K B9 &% BT (881 2 5l RS AL I B jE BT
d time more than 15 minutes. B157 8 E .
) Signature signature is not BEROHFZEEANE, BREXIER
401 S tureNotMatch .
IgnatureNotfatc matched. Accesskey/FEix,
The AccessKeyld is 12tEACcessKey IDERIER, BHHING
unauthorized. #JAccessKey IDF 8] B ERESIR
The security token you provided ~ STS TokenR&i%, B EHRNSTSED
is invalid. K, HIASTS Token2&EE MW,
The security token you provided ~ STS Token2Z&i3H, {BEEHHIBESTS
has expired. Tokeng REIFEK,
401 Unauthorized
AccessKeyld not found: AccessKey IDARTZEIE, BREZRN
AccessKey ID AccessKey ID, EFRBEBLREEK,
. AccessKey DEERRS., BEREEN
AccessKeyld is disabled:
AccessKeil/lD AccessKey ID, HiAAEBHREEEH
RiEEK,
Your SLS service has been BERSEEHER. BREECNEER
forbidden. ERE&, IMRTERE,
A Key DRE %, ERER
The access key id you provided ccessKey DREIE. K Eq
is invalid: Accesskey ID. AccessKey ID, #§iAAccessKey IDE2 &
' v M.
401 InvalidAccessKeyld
Your SLS service has not AEBSRATE. HERE TS L
BREEBEZAPTEHERSE, EMAE
opened. -
BEK,
) . ) BEEANBERE, BRMAUENEES
403 WriteQuotaExceed Write quota is exceeded.
Q a R, BOSAREHE,
) BITEEH AR, B RMAAIEERE RS
403 ReadQuotaExceed Read quota is exceeded.
Q a K, WORBASNE,
) ) ) ) AEME (Project) AFHE., BHENE
404 P tNotExist P t d t t.
rojectNotExists roject name does not exis Project &5, HI\BHIEXProject.
411 MissingContentLength i(;of?ttten:;_jgs::vizr?sitnigt . \E;R’kq]ﬂll\conte”t Length, E&IEE
¢ d P B3Rk, #INETEContent-Length,
necessary.
) Content-Type typeis A EFiZER N Content-Type, BHE
415 | lidContentT
nvalidtontentiype unsupported. EContent-TypeEXEEIFH,
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HEMRS

API &% i

HT T PRASES

(Status $51=t9 (Error Code)
Code)
500 InternalServerError
503 ServerBusy

HiRH R (Error Message) & (Description)

Internal server error message.

The server is busy, please try

. RS |IEIN, BEHEBR.
again later.

EIRHRDRMAI S A LEEXNEAER. 0, ProjectNotExistsBIEIREE T name, RAEIREEPZBASH

B{REProject BIRFE#

> MAYRRAS: 20210521
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API BE- [R5 EFE HEmRS

8.IRFEMEZEO
8.1. OpenSlsService

YR OpenslssenviceE M B ARMS. RAFBREE, 74T HERRSRIE,
BXKEE

POST https://sls.aliyuncs.com/
?AccessKeyld=yourAccessKeyld
&Action=0penSlsService
&Format=Format
&SignatureMethod=HMAC-SHA1
&SignatureNonce=SignatureNonce
&SignatureVersion=SignatureVersion
&Timestamp=Timestamp
&Version=Version
&Signature=Signature

BREH
. HERK
OpenSlsService#E O X4FHIERL
o BHIIE
SHER HAmARE ERWE ~ME iR
s 4rr =] 3
Action String = OpenSlsService APIERE, ﬁi’ftuq]@"—tm%jj
OpenSlsService,
AccessKeyld String =3 test-key fa 8 = Ik S B9AccessKey ID,
) i o TNEE, ¥HEEELEEN
Signature String = XXXXXX )
SignatureMethod String = HMAC-SHA1 EE2FR.
SignatureVersion String 2 1.0 BE2EERK,
BEBE—MENE. BTFHLEN
SignatureNonce String 2 dt712rl9d BERWE, BNEE—IRIER
R E A AR R B BEALEL .
BRI, RIFISO86014R
HEFRREE (UTCGE) |, B0
. ) o 2018-01- Ayyyy-MM-ddTHH:mm:ssZ,
Timestamp String = 01T12:00:00Z #1412018-01-01T12:00:00Z 5
LA E2018501H01H20
R005300%,
Version String £ 2019-10-23 /ngmq, Y-
) BRESHNES XA, oiEE:
=
Format String & JSON JSON. XML, BRAE: XML,
F2UH
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HEMRSS API BE- [R5 EFE

1. MEHBHIERFZRE,
i. BEHRBFEFETHR, FE88&Signature2#,
ii. {EFUTF-8FRFEERIBRFCIOS6MNIRIBE L,
m A~Z, a~z, 0~9. BRI (-) . TRI% (L) . &XAR () . KRS (~) KRR,

n HEZRREEAR wxy KX, Hd xy SEFIHASCEIH+H/S#HE S, FlEaNEls (") MNAHES
N %22 ,

n FAES (=) ERELENERSHEMNSHEE.
m Ffand (&) EEFEBENERSY, ZEHHFRBRFESFETHR, FESSignatureS#,
iii. SREURSBABERERSE (CanonicalizedQueryString) .
2. MEREFHE,
i. WEFEZIFFFHStringToSign,

StringToSign=
HTTPMethod + "&" + //HTTPMethodRREIFIERMHTTPA %, FIMGET,
percentEncode("/") + "&" + //percentEncode("/")RTIEFLZ (/) LIUTF-84RIZIRIEHIE, BI%2F,
percentEncode(CanonicalizedQueryString) //{&1E ¥ B 1hFKENIFSE L IE R FE R o

i. #BRFC2T0AENX, HEFELFFFEStngT 0SignBIHMAC-SHAT{E,
Signature = Base64( HMAC-SHA1( AccessKeySecret + "&", UTF-8-Encoding-Of(StringToSign) ) )

jii. ¥ RFCI986 NI 4R /5 B2 HSignat ure i INEI MSEH BT KR EZ MR £ URLE,
PythonfX BB /=B T A/

import base64
import datetime
import hmac
import random
from hashlib import shal
from urllib import parse
import pytz
url="https://sls.aliyuncs.com/?'
accessKeyld = 'test-key'
accessKeySecret = 'test-secret’
params = {
'AccessKeyld': accessKeyld,
'Action': 'OpenSlsService',
'Format': 'JSON',
'Version': '2019-10-23',
'SignatureMethod': '"HMAC-SHA1',
'SignatureNonce': str(int(random.random() * 1000000)),
'SignatureVersion': '1.0',
'Timestamp': parse.quote(
datetime.datetime.now(pytz.utc).strftime('%Y-%m-%dT%H:%M:%SZ')
)
}
def create_url():
kvs = sorted(params.items(), key=lambda x: x[0])
paramStr ='&'.join([k +'=" + v for k, v in kvs])
sigStr = 'GET&%2F&' + parse.quote(paramStr, safe="")
hashed = hmac.new((accessKeySecret + '&').encode(), sigStr.encode(), shal)
signature = base64.encodebytes(
hashed.digest()).decode('utf-8').rstrip('\n")
return url + paramStr + '&Signature='+ signature
print(create_url())
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API 2%F- [ 55 5 FED

HERS

iR [o] 47

0] Rz Sk
OpenSlsServicei& O X4HFH ML
i Bz 7T &

REHTTPIR 5200, MIFRRIBERMIN,

SHER HAERE ~E
Requestld Strin 1CCC2B8E-4FF3-4755-
q o A96C-8CE2E4BF27DF
Success Boolean true
Code String 200
) mEE, BaERtas
Message String
A,
=Bl
o EKRA
https://sls.aliyuncs.com/
?AccessKeyld=test-key
&Action=OpenSlsService
&Format=JSON
&SignatureMethod=HMAC-SHA1
&SignatureNonce=222856
&SignatureVersion=1.0
&Timestamp=2020-09-15T13%3A01%3A26Z
&Version=2019-10-23
&Signature=xxxxxxx
o EEIR[EIRA
{
"Requestld": "1CCC2B8E-4FF3-4755-A96C-8CE2E4BF27DF",
"Message": "EE&, BHIEIEFIAER, ",
"Code": "200",
"Success": true
}
=9
HT T PR 7SS FHIREG HIRER
400 PermissionDenied No Permlssmn to open 5L
service.
500 GetSpecificationsFailed Failed to geit specifications
of commodity.
500 CreateOrderFailed Failed to create an order.

EZHEIRE, B ERERE,

=
B
=

L RiEKEIRequest ID,
ERERMRI,

o true: IFRMI,

o false: EREM,

REPRESHE

IR [2] 0 R #0R

B
5t

REFIER SRS HNR,

EEE@RMAEEY.

ITRAIERKM,

29
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HEMRSS

API 2%F- [R5 5 FED

8.2. GetSlsService

B A GetSlsServicei®E O KM HERF WA ERES.

BERIEE

GET https://sls.aliyuncs.com/
?AccessKeyld=yourAccessKeyld

&Action=GetSlsService
&Format=Format

&SignatureMethod=HMAC-SHA1

&SignatureNonce=SignatureNonce
&SignatureVersion=SignatureVersion

&Timestamp=Timestamp

&Version=Version
&Signature=Signature

ERESH
o ERL

GetSlsServicetEz A L4 AE KL,

o 2%

SHER
Action
AccessKeyld
Signature

SignatureMethod

SignatureVersion

SignatureNonce

Timestamp

Version

Format

iR B 8 4iE
o RISk

GetSlsServicelE O T4FHE IRk,

HlERE

String

String

String

String

String

String

String

String

String

falil

il

il

il

falil

o

il

o

o

wBIE

GetSlsService

test-key

XXXXXX

HMAC-SHA1

1.0

dt712rl9d

2018-01-
01T12:00:00Z

2019-10-23

JSON

P

APIETR, ZEOTEEERER
GetSlsService,

] 2 = kS B AccessKey ID,

TS, FHEBESLEEN
#lo

ESE=W
BEREEBAR,

BERE—HRENE. BFHLER
KERRE, BNEE—RIES
BEARBDHRENE.

EKREEEE, RIFISO86014R
ERREE (UTARR) |, B
Ayyyy-MM-ddTHH:mm:ssZ,
54N02018-01-01T12:00:00Z%
~IEFEEFIE2018%F01801H20
R00700%,

APRRAS, #&XAYYYY-MM-
DD,

BRESHEVESHRE, EE:
JSON., XML, BRAE: XML,

> MAYRRAS: 20210521

30


https://help.aliyun.com/document_detail/184242.html#concept-1951382/section-8f8-hbd-y87
http://iso.org/iso-8601-date-and-time-format.html

API 2%F- [ 55 5 FED

HERS

Ui Rz 7T 2R

REHTTPIR 5200, MIFERIBERMI,

SHBR

Requestld

Success

Code

Message

Enabled

BN

BERRG

https://sls.aliyuncs.com/
?AccessKeyld=test-key
&Action=GetSlsService

&Format=JSON

E 6N

String

Boolean

String

String

Boolean

&SignatureMethod=HMAC-SHA1

&SignatureNonce=222856
&SignatureVersion=1.0

&Timestamp=2020-09-15T13%3A01%3A26Z

&Version=2019-10-23
&Signature=xxxxxxx

IEHRE A

{

"Requestld": "5ACE2FA0-1C36-412A-BA9F-3BOE17A146EA",
"Message": "successful",

"Enabled": true,
"Code": "200",
"Success": true

HiRS

EZEIRE, BERERERE,

HT T PR

400

500

$HIRT

PermissionDenied

DescribeUserBusinessStatus
Failed

wBIE

5ACE2FAQ0-1C36-412A-
BA9F-3BOET17AT46EA

true

200

successful

true

HIRER

No permission to get SLS
service status.

Failed to describe user
business status.

‘.»
i3
5%

HxiERERequest ID,

BEEKREI,
o true: IFRMI,
o false: &EREM,

REPRZST
iR [B] 0 R #38

EETERS.
o true: BFFERS.
o false: RFFERS.

‘.»
Bt
5t

RAETHASRS FERSH
IR,

EWAPUSRKEEK,

31
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HERS API&&-HEEED

9. HEmMHZENO
9.1. CreateProject

A A CreateProject # O B —Project .

POST /HTTP/1.1
Authorization: LOG yourAccessKeyld:yourSignature
x-log-bodyrawsize: 0
User-Agent: UserAgent
x-log-apiversion: 0.6.0
Host: ProjectName.Endpoint
x-log-signaturemethod: hmac-shal
Date: GMT Date
Content-Type: application/json
Content-MD5: Content-MD5
Content-Length: ContentLength
Connection: Keep-Alive
{
"projectName": ProjectName,
"description": Description

}

Hh, HostHProjectZ#R# H&ERSEndpoint#f, HEEEHost 15 EProject,

o iFXRL
CreateProject#EOL4EFHIERL, £ TFLlog Service APIIAIIBERL, BHW A5 RL,
o BHIIF

SHBR HiRRE EBWIE BN P

ProjectZ#R., H&®&

MW :

o Project ERMAE
5]

o REEBENEF

ali-project-test g Hrmens
(<) .

o WARLUNEFEE
EHFFLAE
E.

°o KEHN3-63FT,

Jalil

projectName String

Description of my-

) Project ik,
project-test jectf

il

description String

iR [B] 4 4F
o [mfzsk

CreateProjectIEO LA L, *TFLog Service APIEIATEINMNSL, ES A kL,
o IR
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API&&-HEmEED

HEmRS

HTTPIRATBIR[E 200, FRIERKI.
B

o BRI

POST /HTTP/1.1
Header :
{
Content-Type: application/json
x-log-bodyrawsize: 54
Content-Length: 54
Content-MD5: 6EF60FBBCE512F05F71CC2C4B1AADFCF
x-log-apiversion: 0.6.0
x-log-signaturemethod: hmac-shal
Host: ali-project-test.cn-shanghai.log.aliyuncs.com
Date: Sun, 27 May 2018 08:25:04 GMT
Authorization: LOG yourAccessKeyld:yourSignature
x-log-date: Sun, 27 May 2018 08:25:04 GMT
}
Body :
{
"projectName": "my-project-test",
"description": "Description of my-project-test"

}
o IEEIRMERG

HTTP/1.1200 OK

Header :

{

Server: nginx

Content-Type: application/json
Content-Length: 0

Connection: close
Access-Control-Allow-Origin: *

Date: Sun, 27 May 2018 08:25:04 GMT
x-log-requestid: 5BOA6B60BB6EE39764D458B5

}

Y=
HIRHE
HT T PR ASES iR HIRE R
Project ProjectName
400 ProjectAlreadyExist ) " j 7
already exist.
) The body is not valid json
400 Parameterinvalid )
string.
Specified Server Error
500 InternalServerError pecilt v

Message.
EZEIRE, BEERERE,

9.2. DeleteProject

i FADelet eProject % O Ml i — Mg E B Project ,

P

REEFE.

THH S,

RERBRSSIBAEIR.
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HEMRSS

API&&-HEEED

DELETE/HTTP/1.1

Content-Length: 0

x-log-bodyrawsize: 0

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Host: ProjectName.Endpoint

Date: GMT Date

Authorization: LOG yourAccessKeyld:yourSignature
x-log-date: GMT Date

Hoh, HostHProject Z## HERZEndpoint M, REEE Host P15 EProject R,
o B3Rk

DeleteProjecti#Z# O FX4EHERL, *FLog Service APIIAIEIERL, BB M A5 RL,
o BHIIE

BHER HiEER EWIE ~E
projectName String = ali-project-test

IR [6 43
o [k

DeleteProject# O FL4EFHE ML, *FLog Service APIEIAILIGRNSL, ES AL,
o MIRITER

HTTPRZSEIR([EI200, RNBERMI. ZEOBARNELEQEETE.

Bl
o EKRRHl

DELETE /HTTP/1.1

Header:

{

Content-Length: 0

x-log-bodyrawsize: 0

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Host: ali-project-test.cn-shanghai.log.aliyuncs.com
Date: Sun, 27 May 2018 08:25:04 GMT
Authorization: LOG yourAccessKeyld:/yourSignature
x-log-date: Sun, 27 May 2018 08:25:04 GMT

}

o IEFEIRERHG

bizipuy

Project &R, 1EA
HostB9—3 4,

> MAYRRAS: 20210521

34


https://help.aliyun.com/document_detail/29010.html#t13220.html
https://help.aliyun.com/document_detail/29011.html#t13221.html

API&&-HEmEED

H &Mk

%

HTTP/1.1200 OK

Header:

{

Server: nginx

Content-Type: application/json
Content-Length: 0

Connection: close
Access-Control-Allow-Origin: *

Date: Sun, 27 May 2018 08:25:04 GMT
x-log-requestid: 5B0A6B60BB6EE39764D458B5
}

Ay =]
Hixtg
HT T PR FHIREG
404 ProjectNotExist
500 InternalServerError

EEEIRE, BERERERE,

9.3. UpdateProject

Y@ FUpdateProject 3 O E#H— 1 Project{5 2.,
BKIEE

PUT /HTTP/1.1

Authorization: LOG yourAccessKeyld:yourSignature

x-log-bodyrawsize: 0

User-Agent: UserAgent
x-log-apiversion: 0.6.0

Host: ProjectName.Endpoint
x-log-signaturemethod: hmac-shal
Date: GMT Date

Content-Type: application/json
Content-MD5: Content-MD5
Content-Length: 54

Connection: Keep-Alive

Hh, HostHProjectZ#R# B &R Endpoint # A%

EREH
o ERL

IR 5
, ®E

HRER P

The Project does not exist
el REREE.
. projectName.

Specified Server Error

MERERSS T A EE IR
Message.

Ef Host $48 EProject ,

UpdateProjectE O L4EHIERL, *TFLlog Service APIEIA LB KL, BB HiERL,

o BHIIX
SHEIR HimR EEWE ~E b
ProjectBY&#R, 1A
projectName String 2 ali-project-test HeaderdiHost #9—3&f
o
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BERS APl &E- HEIME#E
SHER HIRER ERWIE ~IE Eii:by
Description of my- Project f9#iR . B3
description String = esFrlp 'on ot my sr?iicﬂ,E’HﬁL AR
project-test NEFH

o BNk

UpdateProjectiEz AFL4FE ML, XTFLog Service APIBI AN SL, ES 2 H10k7k,

o [MRITTER

REIHTTPIRAEE200, RRNBERMIN . ZiEOBAKINGE TAEFTRMTE,

BNl
o BERFH

PUT /HTTP/1.1
Header :
{
Authorization: LOG yourAccessKeyld:yourSignature
x-log-bodyrawsize: 0
x-log-apiversion: 0.6.0
Host: ali-project-test.cn-shanghai.log.aliyuncs.com
x-log-signaturemethod: hmac-shal
Date: Sun, 27 May 2018 07:43:26 GMT
Content-Type: application/json
Content-MD5: A7967D81EFF5E3CD447FB6D8DF294E20
Content-Length: 40
Connection: Keep-Alive
}
Body :
{
"description": "Description of my-project-test"

}
o FEIR[EIRA

HTTP/1.1200 OK

Header :

{

Server: nginx

Content-Length: 0

Connection: close
Access-Control-Allow-Origin: *

Date: Sun, 27 May 2018 07:43:27 GMT
x-log-requestid: 5B0A619F205DC3F30EDA9322
}

AY = |
HiRtg
HT T PIR7AES FHIREG
404 ProjectNotExist
400 Parameterinvalid

i
i
il
iy
o
=3
Bt

The Project does not exist )
) ) Project RE7E,

. projectName.

The body is not valid json

. P GNES
string.
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API 71’;%' EI/UIHE&D EI?:::\H&%
HT T PR75E5 fHIRT HIRFER Eii:puy
500 InternalServerError Specified Server Error ABRSAREIR.
Message.
BLHIRN, BELEREERD,
18 A Get Project #% O &if) B #RProject HiFAE R,
BXRIEE
GET /HTTP/1.1
Content-Length: 0
x-log-bodyrawsize: 0
x-log-apiversion: 0.6.0
x-log-signaturemethod: hmac-shal
Host: ProjectName.Endpoint
Date: GMT Date
Authorization: LOG yourAccessKeyld:yourSignature
x-log-date: GMT Date
Hrh, HostHProject ZFR¥1 B EBRSZENdpoint ¥k, BREEEHost 5 EProject,
BRESH
o EKsL
GetProjectiEOL4FHIERL, % TFlog Service AP AIEIERL, FS M4kl
o BHIE
SHAER HiELR EEWE ~E b
projectName String = ali-project-test Project &R,
REZ#
o [OiR7sL
GetProject##ZE O X4FE ML, % FLog Service APIFIAILIMFISL, B M AHM L,
o IRITTER
HTTPIRZSHBIR[E1200, FRGetProjectiERM I, HinfBodyP & EProjectifAER, SEHIHBMTHR:
SHAER HAERE ~ME R
createTime String 2020-11-18 16:55:57 Bl#ZProject {9848,
description String test Project @R R,

— i A s
lastModifyTime String 2020-11-18 17:07:26 i REAfProject BEY
owner String 174****745 BIZANERKSID,
projectName String ali-project-test Project &R,
status String Normal Project k7.

37
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BHERS APl &E- HEIME#E
SHER HHEEE ~E iR
region String cn-hangzhou Project fir /@ b3 ,

=Bl

o EKRRA
GET /HTTP/1.1
Header:

{

Content-Length: 0

x-log-bodyrawsize: 0

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Host: ali-project-test.cn-shanghai.log.aliyuncs.com
Date: Sun, 27 May 2018 08:25:04 GMT

Authorization: LOG yourAccessKeyld:yourSignature
x-log-date: Sun, 27 May 2018 08:25:04 GMT

}

o IFEIREIRGI
HTTP/1.1200 OK
Header:

{
Server: nginx
Content-Type: application/json
Content-Length: 0
Connection: close
Access-Control-Allow-Origin: *
Date: Sun, 27 May 2018 08:25:04 GMT
x-log-requestid: 5BOA6B60BB6EE39764D458B5
}
Body :
{
"createTime": "2020-11-18 16:55:57",
"description": "test",
"lastModifyTime": "2020-11-18 17:07:26",
llownerll: I|174****745||,
"projectName": "ali-project-test",
"region": "cn-hangzhou",
"status": "Normal"
}
HIR
HT T PR a5 HIRER R
404 ProjectNotExist The P,rOJeCt does not exist Project RF7E,
. projectName
500 InternalServerError specified Server Error MEBIRS A A EIR.

EZEIRE, BEERERE,

Message
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API&&-HEmEED

H &Mk

£y

9.5. ListProject

A A ListProjecti®x O B S £E8IProject 5 8.
BRKIEE

GET /?offset=offset&size=size HTTP/1.1
Content-Length: 0

x-log-bodyrawsize: 0

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Host: Endpoint

Date: GMT Date

Authorization: LOG yourAccessKeyld:yourSignature
x-log-date: GMT Date

P!

=

EFATT, FHIMERO,

AREBE, RENSITH. RAE

BEXRBSH
o EKL
ListProjectiZ2 0 B4FEE KL, X FLog Service APIFIATIZRL, S M A HERL,
o SHIIE
SHEWR #iERE EBWE ~BHE
offset Integer & 0
size Integer & 10

iR B 8 4iE
o RISk

7100, &A{EHN500,

ListProject#E OB L, % FLog Service AP ARk, FS W0 L,

o IRTTER

REIHTTPIR 8200, FRIERMIN, HigMBodyFHE EProjectFIRER, MTER:

SHEIR b6 ~ME

count Integer 2

total Integer 11

projects Array KR
projectstF BN SHUR BN TER:

SHER HimRn ~ME

createTime String 1524222931

description String test

lastModifyTime String 1524539357

sk

51

HHITUREIHProject M,
HEERRMHMProject 241,

FaEEHRMProjectdIE,

bii:pay

BI#ZProject 898 /8], UnixBTEIEEN, KRN

1970-1-1 00:00:00 UT Gi+ &2 897041,

Project#iiR

R REFProjectifg, UnixBYEZER, £
~M1970-1-1 00:00:00 UT G+ EA2BIFEL,
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BERS API&Z-HETEZEND
SHER HIRER ~HE iR
owner String 12%*%%34 BIZANAMEZ=K,ID,
projectName String project1 Project &R,
ProjectR7,
status String Normal © Normal: IE®
o Disable: 2
region String cn-shanghai ProjectEr/E i
~Bl

o iEKRRHl

GET /?offset=0&size=2 HTTP/1.1

Header:

{
Content-Length: 0
x-log-bodyrawsize: 0

x-log-apiversion: 0.6.0
x-log-signaturemethod: hmac-shal
Host: cn-shanghai.log.aliyuncs.com
Date: Sun, 27 May 2018 09:03:33 GMT

Authorization: LOG yourAccessKeyld:yourSignature

x-log-date: Sun, 27 May 2018 09:03:33 GMT

}
o IEFEIRE/RH

> MAYRRAS: 20210521
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APl &E-HEMEEN BHERS

HTTP/1.1200 OK

Header:

{
Server: nginx
Content-Type: application/json
Content-Length: 345
Connection: close
Access-Control-Allow-Origin: *
Date: Sun, 27 May 2018 09:03:33 GMT
x-log-requestid: 5B0AT465AAEA20CATODE3064

}
Body :
{
"count": 2,
"total": 11,
"projects": [
{
"projectName": "projectl",
"status": "Normal",
"owner": "12****34"
"description": "test",
"region": "cn-shanghai",
"createTime": "1524222931",
"lastModifyTime": "1524539357"
},
{
"projectName": "project123456",
"status": "Normal",
"owner": "12****34",
"description": "test",
"region": "cn-shanghai",
"createTime": "1471963876",
"lastModifyTime": "1524539357"
}
]
}
fHix 9
HT T PR 755 fHIR HIRER Eii:puy
400 Parameterinvalid gffsét  offset pair is of fset BHEVERE X,
invalid
500 InternalServerError specified Server Error AR A AEIR.

Message.
EZHIRE, B EREERED,
9.6. GetProjectLogs
8 B GetProject LogsiE Q& BHFrProject TBIH R, iZ3E O EProject BB HSQLEIEA.,
EOwA
o ZiEOMquery2 — MR ERSQLEIEIED,

o EifHIProjectEBERINEZPIEE,
o EifjfjLogstoreEEiEIBEDMIfromE A IEE. LA LogstoreBHIRSQLIHIE,
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AERSS API&Z&-HETE #

o EZFWMSOLERMG D WAIEEETHNNESEE, HNEEEMB_date_ (Timestamp2E!) = time__ (Integer3
B, BMER) RIBE.

BERIEE

GET /logs query=SELECT avg(latency) as avg_latency FROM where __date__>'2017-09-01 00:00:00' and __date__ <'2017-
09-02 00:00:00'

Authorization: LOG yourAccessKeyld:yourSignature

Date: Wed, 3 Sept. 2014 08:33:46 GMT

Host: Projectname.endpoint

x-log-bodyrawsize: 0

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Hoh, HostHProject & #RF1 H&MRSFEndpoint#gpk, &HEEHost 5 EProject,
BREH
o &KL

GetProjectLogs#E O 45 HE KL, X FLlog Service APIBIATERL, BES LA HiEHRL,
o SHIIE

SYHER HIREE REWE ~E R
projectName String = big-game Project &R,
SQLEf), *
REIE B A X
18]92014-09-
*| SELECT * FROM logStoreName where __line__ = I(ij(j)of)oo'(())(?
query String 2 'error' and __date_ >'2014-09-01 00:00:00' and §U201.4-0.9-01
dat '2014-09-01 22:00:00
—cate_=< 22:00:00, 3%
g#FRerrorty
AEHIE.

RE|#E
o N7k
%FlLog Service APII AR ORI, FSNA LML, ZEOFENIE LI FTERAR.

SHBR HiRRE wBIE iR

5t

THERNRE, 81
o Complete: BEHAELTMK, BREERATE
x-log-progress String Complete #R,

o Incomplete BHELTH, REERIRT
—I:l ’ ﬁgiglﬁ*u&?«%%% ¥°

x-log-count Integer 10000 HEIERERNEERDE

x-log-processed- Integer 10000 ARE W IBITH

rows

x-log-elapsed- L N
9-€'ap Integer 5 AREEEENEDE,

millisecond

o IMNTTE
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API

Z(% Ele\ ET&D

HEmRS

GetProjectLogsHlmfibodyR— 1M H, HEFTEBIMTER—FHEER.

, M1970-1-1

SHER HiERR ~BIE iR

) BHENN B, BEA
__time__ Integer 1409529660 00:00:00 UT CFRI&HHEE07DEL .
__source__ String 192.168.1.100 BERRE, EAHENIERE.
content Array Key3™: “error’, BEREBENS

N

AR 385 R 2 A big-game By Project A 41,

"Key4": "Valued"

EFX[82014-09-01 00:00:00%)2014-09-01 22:00:00, EiflXEF Merrorf HEHIE,
o JERRH

GET /logs/?query=SELECT * FROM logStoreName where __line__="error' and __date__ >'2014-

ate__ <'2014-09-01 22:00:00'&line=20&offset=0 HTTP/1.1
Authorization: LOG yourAccessKeyld:yourSignature
Date: Wed, 3 Sept. 2014 08:33:46 GMT

Host: big-game.cn-hangzhou.log.aliyuncs.com
x-log-bodyrawsize: 0

x-log-apiversion: 0.4.0

x-log-signaturemethod: hmac-shal

o Ui A7)

HTTP/1.1200 OK
Content-MD5: 36F9FTF0339BEAF571581AF1BOAAAFB5
Content-Type: application/json
Content-Length: 269
Date: Wed, 3 Sept. 2014 08:33:47 GMT
x-log-requestid: efag01234-12341-15432f
x-log-progress : Complete
x-log-count : 10000
x-log-processed-rows: 10000
x-log-elapsed-millisecond:5
{
"progress": "Complete",
"count": 2,
"logs": [
{
"__time__":1409529660,
"__source__":"192.168.1.100",
"Keyl1": "error",
"Key2": "Value2"

"__time__":1409529680,
"__source__":"192.168.1.100",
"Key3": "error",
"Key4": "Value4"
}
]

}

M RBIg, x-log-progresst{EAComplete, £IEENH

EEHEETH, ROFERNT

EifliZProject I& Aapp_logHiLogstoredt, E A groupAlI B EEIE,

09-01 00:00:00' and __d

BER, ARERLEN

F2ERFELHNAELRE. WRIINLERPHIx-log-progresstifE AIncomplete, NEEEEFKRUIKS ?E %

43
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HEMRS

API&E- LT E D

B
HT T PIRAES fHIRS
400 Parameterinvalid

BEZHIRB, BELEREED,

HIRER

Parameter is invalid.

i

BERNSHER,
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AP B3%E- 0 EMEXED HERS

10. E IL.\E:F*E*;R EI

10.1. CreateLogstore

& F Createlogstoref# M 8l Logstore,
BKIEE

POST /logstores HTTP/1.1
x-log-bodyrawsize: 0
Content-Type: application/json
Content-Length: 140
Content-MD5: F3EFCA28442BEEC487451FAD30D78650
x-log-apiversion: 0.6.0
x-log-signaturemethod: hmac-shal
Host: ProjectName.Endpoint
Date: GMT Date
Authorization: LOG yourAccessKeyld:yourSignature,
x-log-date: Fri, 27 Nov 2020 08:25:10 GMT
{
"logstoreName" : logStoreName,
"ttl": ttl,
"shardCount": shardCount,
"enable_tracking": enable_tracking,
"autoSplit": autoSplit,
"maxSplitShard": maxSplitShard,
"appendMeta": appendMeta

Hdh, HostHProject ZFRF HEIRSZEndpoint#pY, & T E7EHost b5 EProject,
BREH
o &KL

CreatelogstorefE A X4EHBERL, X TFLog Service APIIATIFERL, BESMAHiERL,
o SHTIE

SHBR HiRRE

Dy

IR w~hE P

il

ali-test-
project

il

projectName String Project &R,
Logstore&#R, Hap B MM T :

o [E—“Project ™, LogstoreZ#RA
oEs,

o REBIE/NEFE. HF. X%
test-logstore (-) FITRIZ () .

o WRLMNG FEHEMFFF LML
E.

o KEHN3-63FF,

logstoreName String

il

HIENEFNE, BAAK, BUETEE
30 71~3650, WREEHN3650, F£RK
AR%E.

ttl Integer

il

shardCount Integer = 2 Shard ™M, BUESEEA1~10,
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HEMRSS

API 8&- HEEHEXEL

SHBR

enable_tracking

autoSplit

maxSplitShard

appendMeta

iR B # 4=
o RIS

E 6N

Boolean

Boolean

Integer

Boolean

Ho
B
5

iy

iy

iy

o

~HE

false

true

false

Eizipuy

=S FEWebTrackingligé., BIAMER
false,

o true: FEWebTracking,
o false: RFAFFWebTracking,

EEBEHMHZShardIngg, RINMER
false, ®FRAFRE.

o true: BHEIHEShard,

o false: AEFHHEShard,

B A ZShard N MR ASHE ., BUE
SEEA1~64, HautoSplitS#
HtrueWHHIRE ,

EEFRIERIMIPHLEINGE, BKIAE
Afalse,

o true: F/FICRIMMIPHLE,
o false: RAFFiCRIMIPHELL,

CreatelogstorefE O XA MMM L, *FLog Service APIIATEIAASL, BB M1k,

o IRITTER

REIHTTPIR 200, FREliELogstoref,

N

o JERRH

POST /logstores HTTP/1.1

Header:

{

'x-log-bodyrawsize': '0',

'Content-Type': 'application/json’,

'Content-Length': '143',

'Content-MD5'": '2ABE4729F2FE8031328CFA4B9D8A34FB',

'x-log-apiversion': '0.6.0',

'x-log-signaturemethod': 'hmac-shal',

'Host'": 'ali-test-project.cn-hangzhou-devcommon-intranet.sls.aliyuncs.com,
'Date’': 'Wed, 11 Nov 2015 07:35:00 GMT',

'Authorization': 'LOG yourAccessKeyld:yourSignature,

'x-log-date': 'Wed, 11 Nov 2015 07:35:00 GMT'

}
Body :
{

"logstoreName": "test-logstore",

"ttl": 30,
"shardCount": 2,

"enable_tracking": false,

"autoSplit": true,

"maxSplitShard": 6,
"appendMeta": false

> MAYRRAS: 20210521
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API &% HEEHEXED

H &Mk

%

o JR[E/RHI

HTTP/1.1200 OK

Header:

{
'Server': 'Tengine',
'Content-Length':'0',
'Connection': 'close’,
'Access-Control-Allow-Origin': '*',
'Date': 'Wed, 11 Nov 2015 07:35:00 GMT',
'x-log-requestid': '5FCOB8115F2EBE6550063F90'

}
Ay =]
HiRtg
HT T PIR7AES fHIR HIRER i
. . Project ProjectName does
404 ProjectNotExist .
not exist.
logstore logstoreName
400 LogstoreAlreadyExist 9 . g
already exists.
S ified S E
500 InternalServerError pectiied Server error
Message.
store name logstoreName
400 LogStorelnfolnvalid . . g
is invalid
400 ProjectQuotaExceed Project Quota Exceed. BII TR B IRET,

EZHIRE, BEEREERED,

10.2. DeleteLogstore

A FDeletelogst ored® M kRS ELogstore, AIEFFRAEShard#iE 3|,
BXRIBE

DELETE /logstores/logstoreName HTTP/1.1
Content-Length: 0

x-log-bodyrawsize: 0

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Host: ProjectName.Endpoint

Date: GMT Date

Authorization : LOG yourAccessKeyld:yourSignature
x-log-date: GMT Date

Hdh, HostHProject ZFRF] H &R Endpoint# 5y, & % E7EHost 35 EProject,
o 5Kk

DeletelogstoreiEAX4EHIE KL, *£FLlog Service APIEIALEIE KL, BB ML HiERL,
o BHIIX

[

Project R1E7E,

LogstoreBE7E.

NEBIRS B AER,

Logstorefs B X3,

47
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HEmRSS API B&- HiEEEXEN
SHER HIERE EEWE ~IE Eii:buy
projectName String I=3 my-project Project &R,
logstoreName String 2 test_logsto Logstore&#R,

re

iR [B] 2 4iE
o IRk

DeleteLogstoreiZE O T4E B MM 3k, X FLog Service APIIAFEIMFIL, ESMAHIRL,

o IR TE
IREIHTTPIRATB 200, FRIBEREI,

Bl
o 5K

DELETE /logstores/test_logstore HTTP/1.1

Header:

{
'Content-Length': '0',
'x-log-bodyrawsize': '0',
'x-log-apiversion': '0.6.0',
'x-log-signaturemethod': 'hmac-shal’,
'Host': 'my-project.cn-hangzhou-devcommon-intranet.sls.aliyuncs.com’,
'Date': 'Wed, 11 Nov 2015 08:09:38 GMT',
'Authorization': 'LOG yourAccessKeyld:yourSignature',
'x-log-date': 'Wed, 11 Nov 2015 08:09:38 GMT'

}

o IEFEIRERHG

HTTP/1.1200 OK

Header:

{
'Server': 'Tengine',
'Content-Length':'0',
'Connection': 'close’,
'Access-Control-Allow-Origin': "*',
'Date': 'Wed, 11 Nov 2015 07:35:00 GMT',
'x-log-requestid': '5FCOB8115F2EBE6550063F90'

}
Y=
HIRHE
HT T PR a5 HIRER HR
Project ProjectName does
404 ProjectNotExist ject mroy 7 Project R Z1E,
not exist.
. logstore logstoreName
404 LogStoreNotExist 9 g LogstoreRE#E,
does not exist
invalid request method:
405 InvalidMethod nvatid requ logstoreNameZ ¥ A&k,

/logstores/logstoreName

> MAYRRAS: 20210521
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API &% HEEHEXED

HEmRS

HT T PIRZSES FHIREY HIRER

Specified Server Error

500 InternalServerError
Message

BEZHBIRMB, BENEREERED,

10.3. UpdatelLogstore

M UpdateLogstoreiEZ O E#HLogstoreIBHE R,

&OHRHA
BEIZEORRFBHRMFRENE (TTL) Ei.

ERIEE

PUT /logstores/logstoreName HTTP/1.1
Content-Length: 0
x-log-bodyrawsize: 0
x-log-apiversion: 0.6.0
x-log-signaturemethod: hmac-shal
Host: ProjectName.Endpoint
Date: GMT Date
Authorization : LOG yourAccessKeyld:yourSignature
x-log-date: Wed, 11 Nov 2015 08:28:19 GMT
{

"logstoreName": logstoreName,

"l ttl,

"enable_tracking": false,

"shardCount": shardCount,

"autoSplit": true,

"maxSplitShard": 64,

"appendMeta": false

Hdh, HostHProject ¥R HERRSZEndpoint#fl, REEEHost higEProject,

=
B
[

NEBIRSBAER.

k< "
BREH
o EKL
Updatelogstorei#E O TL4EHEK L, X FLog Service APIIATEIERL, HB LA HiEHRL,
o BHIIF
SHER HaERR ERWIE ~E R
projectName String 2 ali-test-project Project &R,
logstoreName String = test-logstore LogstoreZ#R,
HIRNRFNGE, BAAX, REEE
ttl Integer 2 1 731~3650, INRBEE 3650, FRK
ARTF,
=& HF/EWebTracking,
enable_tracking Boolean = false o true: Fr/GWebTracking,
o false: RFF/FWebTracking,
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HEMRS

API %%' H /u\fﬁ*ﬁ*?& A

SHBR

shardCount

autoSplit

maxSplitShard

appendMeta

iR [B 8 47
o RIS

E GRS

Integer

Boolean

Integer

Boolean

[

ERMIE

il

iy

iy

iy

A

true

64

false

Updatelogstoref O TT45E MRSk, % FLog Service APIBIAHMAISL, &S

o IARITER

REIHTTPIRZSEE200, MIFERIBRKI.

Bl
o HERRHI

R
Shard 5 KN,
@ e
o ZEOAZBEMSXD
#,
o H#gd
g SplitShardzMergeSha
rds#E OB RN,
=EEBmMAHEShard,

o true: BaifHHShard,
o false: ABE#HHShard,

Bl DR R AKShard MY, &/ME
21, &KER64,

@ $H  HautoSplit Htruedy
WAITHERE o

EEF BRI MIPHHE,
o true: FF/ZICRINMIPHLL,
o false: AFFICRIMMIPHELE,

AWML,

> MAYRRAS: 20210521
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API &% HEEHEXED

H &Mk

%

PUT /logstores/test-logstore HTTP/1.1
Header:

{

'x-log-bodyrawsize': '0',
'Content-Type': 'application/json’,
'Content-Length': '143',

'Content-MD5'": '118D09033B9A4DCBA93A8A496EA095CF',

'x-log-apiversion': '0.6.0',
'x-log-signaturemethod': 'hmac-shal',

'Host'": 'ali-test-project.cn-hangzhou-devcommon-intranet.sls.aliyuncs.com',

'Date': 'Wed, 11 Nov 2015 08:28:19 GMT',
'Authorization': 'LOG yourAccessKeyld:yourSignature',
'x-log-date': 'Wed, 11 Nov 2015 08:28:19 GMT'
}
Body :
{

"logstoreName": "test-logstore",

"ttl": 1,

"enable_tracking": false,

"shardCount": 2,

"autoSplit": true,

"maxSplitShard": 64

"appendMeta": false

}
o EEIR[EIRA

HTTP/1.1200 OK

Header:

{

'Server': 'Tengine',

'Content-Length': '0',

'Connection': 'close’,
'Access-Control-Allow-Origin': '*',

'Date': 'Wed, 11 Nov 2015 08:28:20 GMT',
'x-log-requestid': '5FC4490F5D13436DA713CBEE'
}

iR
HT T PR IR
404 ProjectNotExist
404 LogStoreNotExist
400 LogStoreAlreadyExist
500 InternalServerError
400 Parameterinvalid

EZEIRE, B ERERE,

HIRER

Project ProjectName does
not exist.

logstore logstoreName
does not exist.

logstore logstoreName
already exists.

Specified Server Error
Message.

invalid shard count,you can
only modify shardCount by
split& merge shard.

=
B
[

Project RE7E,

LogStoreRF1E,

LogStoreEE7E.

RERRSSBAEIR.

T Shard M, R EEET

SplitShardsfMergeShardsi%

BB KDL
(shardCount) B,

51
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HEMRSS

API %% E ILAE*E 9&%{ D

10.4. GetLogstore

WA GetLogstorei A& & LogstorefIFAER .

BERIEE

GET /logstores/logstoreName HTTP/1.1

Content-Length: 0
x-log-bodyrawsize: 0
x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal
Host: Projectname.Endpoint

Date: GMT Date

Authorization: LOG yourAccessKeyld:yourSignature

x-log-date: Wed, 11 Nov 2015 07:53:29 GMT

Hop, HostHProject Z#RF1 H & RS Endpoint 4 %

ERESH
o ERL

GetLogstore# A L4FEIERL, X FLog Service AP AHIERL, 1B

o BHII%
SHAWR
projectName
logstoreName

iR [B # 4iE
o RIS

GetLogstore# A LGNk, X FLog Service APIFI A

o IMNTTE

HIEEE
String

String

, IREEEHost P15 EProject,

HOD
B
%

i

il

IlI‘]F';&, 151

SR AHERL,

~E i

ali-test-project Project &R,

test-logstore LogstoreZ#R,
e VA

IREHTTPIR 3200, FRIERMI, EiDNBodyaliEE{KLogstoreBHER. EARUT:

SHER
logstoreName
ttl

shardCount

enable_tracking

autoSplit

HiRRE

String

Integer

Integer

Boolean

Boolean

~E

test-logstore

false

true

51

H3
LogstoreZ#R,
HIRNRFNE, BAUAX,

Shard M,

EFFEWebTracking, WebTrackingBl M4 iR

ERINBE, SRFSREHTML, H5, i0SF1Android ¥
amEs.

o true: FEWebTracking,
o false: AF/FEWebTracking,

FEMHHEShard,
o true: BEIHZShard,
o false: RAE®HZShard,

> MAYRRAS: 20210521
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AP B3%E- 0 EMEXED HEmRS

SHER HiERE A T

&4

B AR FABNShard M, &/MERT, &K

maxSplitShard Integer 64
P d fm264,

EEBFRICRINMIPHAL,
appendMeta Boolean false ° true: FRIZRIMIPHIL,
o false: AFFBICRIMEIPHLL,

AEELIZEE, UnixbBfE#E, RRM1970-

createTime Integer 1447833064 1-1 00:00:00 UT Ci B2 AT .
- ASERE—IREMTE, UnixBtBEER, &
lastModifyT Int 1447 4
astModifyTime nteger 83306 R~RM1970-1-1 00:00:00 UTCi+ &R B9 EL,
N

o {ERRHI

GET /logstores/test-logstore HTTP/1.1

Header:

{

'Content-Length': '0',

'x-log-bodyrawsize': '0',

'x-log-apiversion': '0.6.0',

'x-log-signaturemethod': 'hmac-shal',

'Host": 'ali-test-project.cn-hangzhou-devcommon-intranet.sls.aliyuncs.com’,
'Date': 'Wed, 11 Nov 2015 07:53:29 GMT',
'Authorization': 'LOG yourAccessKeyld:yourSignature',
'x-log-date': 'Wed, 11 Nov 2015 07:53:29 GMT'

}

o IEFEIRERH

HTTP/1.1200 OK
Header:
{
'Server': 'Tengine',
'Content-Type': 'application/json’,
'Content-Length': '274,
'Connection': 'close’,
'Access-Control-Allow-Origin': '*',
'Date': 'Mon, 30 Nov 2020 02:27:58 GMT',
'x-log-requestid': '5FC458AE54F7D19F960DB515'
}
Body :
{
"logstoreName": test-logstore,
"ttl": 1,
"shardCount": 2,
"enable_tracking": False,
"autoSplit": True,
"maxSplitShard": 64,
"createTime": 1447833064,
"lastModifyTime": 1447833064,
"appendMeta': False,

53 > MHARA: 20210521



HT T PIR7AES FHIREG HIRER R
. . Project ProjectName does .
404 ProjectNotExist : ) 4 Project RE7E,
not exist.
logstore logstoreName
404 LogstoreNotExist 9 g Logstore R7E7E,
does not exist.
Specified Server Error
500 InternalServerError P REBIRS A A EIR.

Message.
BLEIRE, BELEREERD,

10.5. ListLogstore

WA FListLogst orei& [ &ifl5 EProject THILogstore, XiFEiFIEEProject TETALogstoredllR, U FEHIEE
Project & {KLogstore,

ERIEE

GET /logstores HTTP/1.1

Content-Length: 0

x-log-bodyrawsize': 0

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Host: ProjectName.Endpoint

Date: GMT Date

Authorization: LOG yourAccessKeyld:yourSignature
x-log-date: Mon, 30 Nov 2020 06:22:17 GMT

Hdh, HostHProject ZFRF HEARSZEndpoint# 5y, #&FEEEHost g EProject,
BRSH
o 5Kk

ListLogstoreix O X458 EKk, % FLlog Service APIFIAHIERL, EFS A HiERL,
o BHIIX

SHBR HiRRE

Ho
By

\
/

v T~HIE P

il

ProjectName String test-project Project &R,
Logstore&#R, i
EMICES, Bl

test-logstore test, MIREZFRE
BtestLogsotre?l
*.

o

logstoreName String

EWFET. FHAE
A0,

o

offset Integer

AREHE, KEN
10 BIUTH., RXEN
500,

o

size Integer

iR B 23
o RIS

> MAYRRAS: 20210521
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AP B3%E- 0 EMEXED HEmRS

ListLogstoref# O 45 H ML, % FLog Service APIBIATEIFRISL, EH AL,
o MIRITER
IREIHTTPIRAF5200, FRIERMIN, lIfIBodydEiELogstorelR, MTEIR:

SHBR E 6N mBIE

‘.»
Bt
[

HHITURE B Logstore$

count Integer 1
d B,

ST WEMBMLogstores

total Integer 1

logstores Array ["test-logstore"] iR[EIfLogstoreZ#RFIE,

o]
o BERFH

GET /logstores HTTP/1.1

Header:

{

'Content-Length': '0',

'x-log-bodyrawsize': '0',

'x-log-apiversion': '0.6.0',

'x-log-signaturemethod': 'hmac-shal',

'Host": 'ali-test-project.cn-hangzhou-devcommon-intranet.sls.aliyuncs.com’,
'Date': 'Mon, 30 Nov 2020 06:22:17 GMT',
'Authorization': 'LOG yourAccessKeyld:yourSignature',
'x-log-date': '"Mon, 30 Nov 2020 06:22:17 GMT'

}
o IEFEERETRHA

HTTP/1.1200 OK

Header:

{

'Server': 'Tengine',

'Content-Type': 'application/json’,
'Content-Length': '85',

'Connection': 'close’,
'Access-Control-Allow-Origin': '*',
'Date': 'Mon, 30 Nov 2020 06:23:03 GMT',
'x-log-requestid': '5FC48FC72068AF63D11472FC'
}

Body:

{

'count':1,

'total':1,

'logstores':["test-logstore"]

}

HiRD

HT T PIRZSES FHIRBY HIRER HHi

[

Project ProjectName does

404 ProjectNotExist )
not exist.

Project RFTE.
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BHERS API &% 0 EEEXE
HT T PIRZSES fHIRE HRER iR
S ified S E
500 InternalServerError pecitied server Error A RS AREIR.
Message.
nvali )
400 parameterinvalid nvalid parameter size, TS,
(0.6.0].
400 InvalidLogStoreQuery logstore Query is invalid. THEN,

, BEREREIZN,

ELHIRG

10.6. ListShards

VA A ListShards## [l 35 & Logst ored fr B o] A AYShard.,
BRKIEE

GET /logstores/logstorename/shards HTTP/1.1
Content-Length: 0

x-log-bodyrawsize: 0

x-log-apiversion: 0.6.0

x-log-signaturemethod': hmac-shal

Host: ProjectName.Endpoint

Date: GMT Date

Authorization: LOG yourAccessKeyld:yourSignature
x-log-date: Mon, 30 Nov 2020 06:22:17 GMT

Hh, HostHProject Z¥RF1 B EBRSZEndpoint ¥, REEEHost g EProject,

BREH
o iERL
ListShardsi#Z O FL4EHERL, *FLog Service APIIATLIERL, BEEMAHiERL,
o BHHI%
BHER HiEER ERWE ~E
projectName String = ali-test-project
logstoreName String = sls-test-logstore

iR [B] 4 4F
o IMR7L

ListShardst# O T45E ML, % FLog Service APIBIATLIGRISL , EH A H 0L,
o IRTER

iR
Project &R,

LogstoreZ#R,

REIHTTPIR 8200, FRERMIN, BERAINE, HIWMBodyFHEEShardER, MTFER:

SHER gL ~E R
shardID Integer 0 Shard ID,
status String readwrite Shardik 7,
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API &&- 05 EHEXED

HERS

SHER HiEAEE

inclusiveBeginKey String

exclusiveEndKey String

createTime String
=B

o {ERRHI

GET /logstores/sls-test-logstore/shards

Header:

{

'Content-Length': '0'
'x-log-bodyrawsize': '0'
'x-log-apiversion': '0.6.0'

'x-log-signaturemethod': 'hmac-shal'

A

00000000000000000
000000000000000

80000000000000000
00000000000000

1453949705

T

&4

Shardi {4 8IKeyfd, #EShard MD5E B HE %
&,

ShardZ5 R IKeyfd, #EShard MD5SEER ARG S
ZiE,

Shard BB &2 ET1E, UnixBHEZRE, RN
1970-1-1 00:00:00 UT Cit &2 B9 %,

'Host": ali-test-project.cn-hangzhou-devcommon-intranet.sls.aliyuncs.com

'Date': Mon, 30 Nov 2020 06:22:17 GMT

'Authorization': 'LOG yourAccessKeyld:yourSignature'

'x-log-date': 'Mon, 30 Nov 2020 06:22:17 GMT'

}

o R[E G
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Header:

{

'Server': 'Tengine',

'Content-Type': 'application/json’,
'Content-Length': '335',

'Connection': 'close’,
'Access-Control-Allow-Origin': '"*',

'Date': 'Mon, 30 Nov 2020 08:32:24 GMT',
'x-log-requestid': '5FC4AE1821CATD41C5F14728'

}
Body :
[
{
"shardID": 1,
"status": "readwrite",
"inclusiveBeginKey": "00000000000000000000000000000000",
"exclusiveEndKey": "8000000000000000000000000000000",
"createTime": 1453949705
}J
{
"shardID": 2,
"status": "readwrite",
"inclusiveBeginKey": "80000000000000000000000000000000",
"exclusiveEndKey": "ffffffffffffffffffeeeeeeeeeeeee",
"createTime": 1453949705
}J
{
"shardID": 0,
"status": "readonly",
"inclusiveBeginKey": "00000000000000000000000000000000",
"exclusiveEndKey": "fffffffffffffffffffeeefeeeeeeee",
"createTime": 1453949705
}
]
HiIRE
HT T PIRZSES AR5 HiRfER R
404 ProjectNotExist The P.FOJeCt does not exist Project RMF7E,
. projectName
404 LogStoreNotExist logstore logstoreName LogstoreRE#E,
does not exist.
500 InternalServerError specified Server Error AR A REIR.
Message.
400 LogStoreWithoutShard logstore has no shard. Logstoredi&FShard,

EZHIRE, BSLEREERED,

10.7. SplitShard

@A Split Shard#E O 5 & — Mg E Breadwrit ek 7 HIShard

BERIEE
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HERS

POST /logstores/logstoreName/shards/shardID HTTP/1.1

Content-Length: 0

x-log-bodyrawsize: 0
x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal
Host: ProjectName.Endpoint

Date': GMT Date

Authorization': LOG yourAccessKeyld:yourSignature
x-log-date: Tue, 01 Dec 2020 01:36:00 GMT

Hdh, HostHProject&#R#1 HHMRSSEndpoint 4

BEXRESH
o Rk

, BEEEHostP¥EEProject,

SplitShard#E A X4 EERL., X FlLog Service APy

o BHII%
BHER
projectName
logstoreName

shardID

splitkey

ik [B 2 4z
o IRk

String

String

Intege

String

r

W RO RO
Dy

il

il

BRL, BFERAERL,

~BIE R
ali-test-project Project &#R.
logstorename Logstore&#R.,
33 Shard ID,
ef000000000000000 ., .
000000000000000 AEALE.

SplitShardiE O X4EE ML, %k FLog Service AP AR L, ES ML,

o IMNTTER

REIHTTPIRZES200, RRBERMII. BEREME, HiGNBodyhE &3 ShardtREMIIEEH, E—Shards
HZAETMShard, FERTMASRNER., SSHUWTHR:

SHBR

shardID

status

inclusiveBeginKey

exclusiveEndKey

createTime

HiRRE

Integer

String

String

String

String

~HE

33

readonly

€e00000000000000000000
0000000000

FEEEffffFerffffffefffereeeeff
fff

1453949705

B
=4

Shard ID,

NERRSERE:
o readonly: RiEHiE

o readwrite: EE#iE

7 K2 ianIKey(E.

2 REREKeylE,

AREEIFEEE, UnixBYE
wEX, £ARM1970-1-1
00:00:00 UT Cit &2 o
.
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il
o JERRH

POST /logstores/logstorename/shards/33 HTTP/1.1
Header:

{

'Content-Length':'0',

'x-log-bodyrawsize': '0',

'x-log-apiversion': '0.6.0’,

'x-log-signaturemethod': 'hmac-shal',

'Host'": 'ali-test-project.cn-hangzhou.sls.aliyuncs.com',
'Date": 'Tue, 01 Dec 2020 01:36:00 GMT',
'Authorization': 'LOG yourAccessKeyld:yourSignature',
'x-log-date': 'Tue, 01 Dec 2020 01:36:00 GMT'

}

o FEIR[EIRA

Header:

{
"content-length": "57",
"server": "nginx/1.6.1",
"connection": "close",
"date": "Thu, 12 Nov 2015 03:40:31 GMT",
"content-type": "application/json",
"x-log-requestid": "56440A2F99248C050600C74C"

}
Body :
[
{
"shardID": 33,
"status": "readonly",
"inclusiveBeginKey": "ee000000000000000000000000000000",
"exclusiveEndKey": "ffffffffffffffffffereefeeeeeeee",
"createTime": 1453949705
}’
{
"shardID": 163,
"status": "readwrite",
"inclusiveBeginKey": "ee000000000000000000000000000000",
"exclusiveEndKey": "ef000000000000000000000000000000",
"createTime": 1453949705
}’
{
"shardID": 164,
"status": "readwrite",
"inclusiveBeginKey": "ef000000000000000000000000000000",
"exclusiveEndKey": "ffffffffffffffffrerfereeereeeee",
"createTime": 1453949705
}
]
B
HT T PR =R HIRER
404 LogStoreNotExist

logstore logstoreName
does not exist.

_..,
B

LogstoreRF7E,
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HEmRS

HT T PIRZSES fHIRE HIRER
400 Parameterinvalid invalid shard id.
400 Parameterinvalid invalid mid hash.

Specified Server Error

500 InternalServerError
Message.

400 LogStorewWithoutShard logstore has no shard.
BLHIRN, BELEREERED,

10.8. MergeShards

8 FMergeShardsiZ A& H MM 4B M readwrit ek & BIShards, E&# 5 E—MshardiD,
Shardi#{T&¥.

BERIEE

POST /logstores/logstoreName/shards/shardID HTTP/1.1
Content-Length: 0

x-log-bodyrawsize: 0

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Host: ProjectName.Endpoint

Date: GMT Date

Authorization: LOG yourAccessKeyld:yourSignature
x-log-date: Mon, 30 Nov 2020 09:37:18 GMT

Hrh, HostHProject Z#R# H&ERSEndpoint#fl, HEEEHost 35 EProject,
BREH
o jEk3L

MergeShards#E O E4EH1EKL, *FLog Service APIESAIBERL, BSM A HiERL,
o BHTI%E

SHER HiERE EBWE A
projectName String = ali-test-project
logstoreName String = logstorename
shardID Integer = 30

IR [B] #47

o MRk
MergeShardsi& O B4 HMAISL . X FLog Service APIBIAFLIMAISL, ES I A H£00 [k,
o MRITE

P!

54

F3Shard ID,

ERARNESHY.

HNERRSAAEIR.

Logstorei&&Shard,

BRS5 iR B R HEPHT—

iR
Project &R,
Logstore&#R,

Shard ID,

IREIHTTPIRAHE200, RRIEKREI. BKEINE, ElgiBodydEE 31 Shard Tt RAMBIEE, E—1Shard s

HZEHShard, EEMNAEHZAEIHShard, ZSEHMNMTHAR:

61
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BHERS APl &&- H & FEEXE L
SHER HimxR ~EE R
shardID Integer 167 Shard ID,
AERREEIE:
status String readwrite o readonly: RIEIE
o readwrite: EE¥R
. . . . ee00000000000000000000 N
X 2 18 B
inclusiveBeginKey String 0000000000 XA EIKey(E,
exclusiveEndKey String :]]:ffffffffffffffffffffffffff N XEFRBIKeylE,
T XECIZERTE . UnixBTia
. ) Bigt, £RM1970-1-1
createTime String 1453953105 00:00:00 UT CH B2 407
~Bl

o ERRH

POST /logstores/logstorename/shards/30

Header:

{

"Content-Length": 0,

"x-log-signaturemethod": "hmac-shal",
"x-log-bodyrawsize": 0,

"User-Agent": "log-python-sdk-v-0.6.0",

"Host": "ali-test-project.cn-hangzhou.sls.aliyuncs.com",
"Date": "Thu, 12 Nov 2015 03:40:31 GMT",
"x-log-apiversion": "0.6.0",

"Authorization": "LOG yourAccessKeyld:yourSignature"

}
o EEIR[EIRA
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Header:

{
"content-length": "57",
"server": "nginx/1.6.1",
"connection": "close",
"date": "Thu, 12 Nov 2015 03:40:31 GMT",
"content-type": "application/json",
"x-log-requestid": "56440A2F99248C050600C74C"

}
Body :
[
{
'shardID": 167,
'status': 'readwrite’',
'inclusiveBeginKey': 'e0000000000000000000000000000000',
'createTime': 1453953105,
'exclusiveEndKey": 'fffffffffffffffffrfrefffeeef
}’
{
'shardID": 30,
'status': 'readonly’,
'inclusiveBeginKey': 'e0000000000000000000000000000000',
'createTime'": 0,
'exclusiveEndKey":
'e7000000000000000000000000000000'
}J
{
'shardID": 166,
'status': 'readonly’,
'inclusiveBeginKey': 'e7000000000000000000000000000000",
'createTime': 1453953073,
'exclusiveEndKey': 'ffffffffffffFeffffeeFfFfeeeee
}
]
HiIRE
HT T PR Rl HIRfER R
404 ProjectNotExist The P.FOJeCt does not exist Project RMF7E,
. projectName
404 LogStoreNotExist logstore logstoreName LogstoreRE#E,
does not exist.
400 Parameterinvalid invalid shard id. FShard ID,
400 Parameterinvalid can not merge the last Fmerge,
shard.
500 InternalServerError specified Server Error A RSAREIR.
Message.
400 LogStoreWithoutShard logstore has no shard. Logstorei&&Shard,

BEZHBIRE, BENEREED,

10.9. GetCursor
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18 A Get Cursoriz [ o] AR 47 BY [8) SREXRS R B9 F4R ( Cursor) .

¥EOR A
B4R (Cursor) TJRAUARBUS € BEX MBI E ., % FCursor5Project. Logstore, ShardB% RN T B,
p = ~
f T 0
LG |y |9(8]7 543'/ﬂ2%

Shard 1 [0BOQQO, OFFFFF)

Logstore: transaction-log .

Logstore: user-metrics
I\.

€ .~ Project: example-project 4 I

Shard with Range Logstore (48 Hours Storage)
e Project FHZLogstore,

e FlogstoreaH £ Shard,

o &I Cursora] LURBHFE A SN M E

BERIEE

GET /logstores/logstoreName/shards/shardID HTTP/1.1
Content-Type: application/json

Content-Length: 0

x-log-bodyrawsize: 0

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Host: ProjectName.Endpoint

Date: GMT Date

Authorization: LOG yourAccessKeyld:yourSignature
x-log-date: Tue, 01 Dec 2020 05:51:27 GMT

Hoh, HostHProject & #RF1 H&MRSEndpoint#aak, &5 EEHost P#5EProject,
BREH
e &KL

GetCursorE O L4FEIERk, XTFLog Service APIIAIERL, B A HiERL,
o SHIFIE

SHER HiELEE EEWIE w~BE
projectName String = ali-test-project
logstoreName String = sls-test-logstore
shardID String = 0

type String = cursor

from String = begin

by

Project &R,
Logstore&#R,
Shard ID,

ERER, EERE
JAcursor,

B A (UnixBy (&l
B) REFHB begi
n. end.
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Bidfroma] AEShardh B AT RAHANERE, "“LogstoreEl’]E 5 EEAA
[begin_time,end_time), from=from time, A4

o & from_time < begin_time or from_time ="begin" B}: iR [E0Y & = A begin_timeXt R Cursorfi & ,

o 2§ from_time > end_time or from_time="end" B : i&X[E /18 B R T —5BKE ABICursorf & (A% Cursor
B ERHIE) .

o ¥ from_time>begin_time and from_time <end_time BY: ;REIFE—PREIHERE B A FEFrom timetIEIEE
Xt Rz# Cursor,

@ 3B Logstoretdh EEAE M hTTLRERIE T . Blt0. 4#ETEHE#2018-11-11 09:00:00, TTL=5, MEA
Shardh a] LASE 22 B9 SR RT IB) ER 9 [2018-11-05 09:00:00,2018-11-11 09:00:00) , X B HYEY B35 69 2 RS ik B 18] .

IR O] #4F
o [k

GetCursorE O BB MML, £ FLog Service APIIALLIFRISL, BES M AL,
o IMRTTER

REIHTTPIRZF200, MFRRERMY, HIINBodyRBENMRMER, BAMT:

BHER HIRRE ~E R
cursor String MT QONZISOTYWNjg5NjYzM Cursor{@,

MINg==

BNl
o ERFH

GET /logstores/sls-test-logstore/shards/0?type=cursor&from=begin
Header:
{
"Content-Length": 0,
"x-log-signaturemethod": "hmac-shal",
"x-log-bodyrawsize": 0,
"User-Agent": "log-python-sdk-v-0.6.0",
"Host": "ali-test-project.cn-hangzhou-devcommon-intranet.sls.aliyuncs.com",
"Date": "Thu, 12 Nov 2015 03:56:57 GMT",
"x-log-apiversion": "0.6.0",
"Content-Type": "application/json",
"Authorization": "LOG yourAccessKeyld:yourSignature"

}
o EEIR[EIRA

Header:
{
"content-length": "41",
"server": "nginx/1.6.1",
"connection": "close",
"date": "Thu, 12 Nov 2015 03:56:57 GMT",
"content-type": "application/json",
"x-log-requestid": "56440E0999248C070600C6AA"
}
Body:
{
"cursor": "MTQONzI50TYwNjg5NjYzMjM1Ng=="

}

65 > MHARA: 20210521


https://help.aliyun.com/document_detail/29011.html#t13221.html

HERS API 8&- HEEHEXEL

Ay =]
Hixtg
HT T PR HIRE HIRER R
. Logstore logstoreName
404 LogStoreNotExist 9 g LogstoreRE#E,
does not exist.
. Parameter From is not e
400 Parameterinvalid : TR,
valid.
) Shard ShardID does not
400 ShardNotExist ) Shard R E7E,
exist.
Specified Server Error
500 InternalServerError P A RS AREIR.
Message.
400 LogStoreWithoutShard The logstore has no shard. Logstorei&&Shard,

FEZHIRB, BERERERHN,

10.10. GetCursorTime

A FA Get CursorT imei& 0 o] PAMR #E Curso R EX AR 55 i B i)
BXRIBZE

GET /logstores/logstoreName/shards/shardID?cursor=cursor&type=cursor_time HTTP/1.1
Content-Type: application/json

Content-Length: 0

x-log-bodyrawsize: 0

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Host: ProjectName.Endpoint

Date: GMT Date

Authorization: LOG yourAccessKeyld:yourSignature

x-log-date: Tue, 01 Dec 2020 05:51:27 GMT

Hdh, HostHProject ZFRF] H &R Endpoint# 5y, &% EfEHost 35 EProject,
o ERL

GetCursorTimeiZE O L4EHERL, X TFLog Service APIIAIEIBERL, ESMAHLiERL,
o BHTIE

SHER el ERWIE ~BE SR

projectName String = ali-test-project Project &R,
internal-

logstoreName String 2 ) LogstoreZ#R,
operation_log

shardID Integer = 0 Shard ID,
MTUONzQ3MDY4MjM . N

< EY s 4

cursor String = 3NjuxMzQONg%3D% 2R E R

3D Cursor,
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API

25 -BEEEXEKO

HEmRS

SHAEW SHKE A
type String =
iR [0 543

o IBAk

GetCursorTimeiE QLS B ML, *TFLog Service APIBAFEINMN Sk, ES WA 10k,

o IMNTE
REIHTTPIRAF3200, MFRERMY, HlMNBody=RBRS KT EES, BENT:

SHER iR
cursor_time String
Nl

o ERRH

~HIE

\
/

cursor_time

THE

1554260243

S

2l Acursor_time,

=
B
[

CursortyBR 5w B 1E], Unix
BB &S, RRM1970-1-
1 .00:00:00 UT G+ &2 87

GET /logstores/internal-operation_log/shards/0?cursor=MTUONzQ3MDY4MjM3NjUxMzQONg%3D%3D&type=cursor_ti

me HTTP/1.1

Header :

{

'Content-Type': 'application/json’,

'Content-Length': '0',

'x-log-bodyrawsize': '0',

'x-log-apiversion': '0.6.0',

'x-log-signaturemethod': 'hmac-shal',

'Host'": 'ali-test-project.cn-hangzhou.log.aliyuncs.com',
'Date': 'Tue, 01 Dec 2020 06:41:14 GMT',
'Authorization': 'LOG yourAccessKeyld:yourSignature',
'x-log-date': 'Tue, 01 Dec 2020 06:41:14 GMT'

}

o IEFEIRERH

#

HTTP/1.1200 OK
Header:
{
'Server': 'Tengine',
'Content-Type': 'application/json’,
'Content-Length': '26',
'Connection': 'close’,
'Access-Control-Allow-Origin': '*',
'Date': 'Tue, 01 Dec 2020 06:42:01 GMT',
'x-log-requestid': '5FC5E5B9C920EAE5D5B9D1D4'
}
Body :
{

"cursor_time": 1554260243

}

=5
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HT T PR

i
Shi
ez}
i
S
ull
i
il
=13
[

Logstore logstoreName

404 LogStoreNotExist -
does not exist.

Logstore RE7E,

Shard shardID does not
exist.

400 ShardNotExist Shard RF7E,

Specified Server Error
500 InternalServerError P REBIRS A A EIR.
Message.

400 LogStoreWithoutShard the logstore has no shard. Logstore;&&Shard,
BLHIRG, BELEREED,

10.11. PullLogs

VA A Pulllogs#E O IREVIE EfFAR (Cursor) B HEHIE.
EAREA

o REXAFENAIEEShard,
o BEMXZFERProtocol Bufferi& iR,

EXRIEE

GET /logstores/logstoreName/shards/shardID HTTP/1.1
Accept: application/x-protobuf

Accept-Encoding: [z4

Authorization: LOG yourAccessKeyld:yourSignature
Date: GMT Date

Host: Projectname.Endpoint

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Hop, HostHProject Z#RF1 HERSEndpoint Ak, &HEEHost F355EProject,

BERESH
o iERL
Pulllogs#EOMFAEIERLIMTFI/R:
o Accept: application/x-protobuf
o Accept-Encoding: z4
Hh, Accept-EncodingEUEEIE(z4. deflatemi33|S ( " ) Z2—,
% FLog Service APIIAIFERL, FS A HERL,
o BHIIF

SHBR HiERE

B

THIE Eizipay

il

\
/

projectName String ali-test-project Project &R,

el

logstoreName String sls-test-logstore Logstore& iR,

Ho

shardID Integer

il
o

Shard ID,
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API &% HEEHEXED

H &Mk

%

SHBR

type

cursor

count

iR [B ¥ 4iE
o RIS

HiERE

String

String

Integer

Pulllogsi& O BB IMRLTT R T AR

o x-log-cursor: HHEEEEIE T —5Cursor,

o x-log-count: HFHROHE,

o IMNTTER

o EKRRHI

il

\

i

Ho

iy

% FLog Service APII AR Sk, BB/ HIm Rk,

protobuf X FHIK SR (TJREETESE) .
~Bl

HIE

logs

MT QONzMyOT QWMT
EwMjEzMDkwNA

1000

Eizipay

ERER, EERE
Alogs,

R, RRM AN
BEFfmEmeiE, A
ATER.

JRE B Loggroup#i
B, ®/MEAT, &K
{41000,

GET /logstores/sls-test-logstore/shards/0?cursor=MTQONzMyOTQwMTEwMjEzMDkwNA==&count=1000&type=log
Header:

{

}

"Authorization"="LOG yourAccessKeyld:yourSignature",
"x-log-bodyrawsize"=
"User-Agent" : "sls-java-sdk-v-0.6.0",

>

"x-log-apiversion" : "0.6.0",
"Host" : "ali-test-project.cn-hangzhou-failover-intranet.sls.aliyuncs.com",

"x-log-signaturemethod" : "hmac-shal",

"Accept-Encoding" : "lz4",

"Content-Length": 0,

"Date": "Thu, 12 Nov 2015 12:03:17 GMT",
"Content-Type" : "application/x-protobuf",
"accept" : "application/x-protobuf"

o IEFEIRMERHG
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Header:
{
"x-log-count" : "1000",
"x-log-requestid" : "56447FB20351626D7C000874",
"Server":"nginx/1.6.1",
"x-log-bodyrawsize" : "34121",
"Connection": "close",
"Content-Length" : "4231",

"x-log-cursor" : "MTQONzMyOTQwMTEwMjEzMDkwNA==",

"Date": "Thu, 12 Nov 2015 12:01:54 GMT",

"x-log-compresstype" : "lz4",

"Content-Type" : "application/x-protobuf"
}

EsfﬁobufﬁiﬁloggrouplistW@ﬂEéﬁfa’ﬁE%

o Bm

MRLGHTE, KRET—4HToken, FREEFE, TTLUE
HiRtD

HT T PR 7ES iR

404 LogStoreNotExist

400 Parameterinvalid

400 Parameterinvalid

400 ShardNotExist

500 InternalServerError

BEZHBIRME, BENEREED,

10.12. PutLogs

@ APutLogsiE O ME EHILogstoredh 5 N BHEHIE.

BN A

o [RBIHEFRPUtLogsSE AN AEHEMIERRE, RE
BXREABASHERINBEA.

WHTTP HEADA R#1TE R,

HIRER

Logstore logstoreName
does not exist.

Invalid cursor cursor.

ParameterCount should be
in [0-1000].

Shard ShardID does not
exist.

Specified Server Error
Message.

/L,\;;SHE EFI ﬁ'ﬁ:’{j 7.t<

o HEMXZIFBEAPBIRIINHESEIE, ASHIELLogGroupIFE X RR,

ASHIES AR EL:

o HiEHIYEER (LoadBalance) :
(SLA: 99.95%) ,

o Keyl&HShard#&= (KeyHash)

P

Logstore R F7E,

RS HER.

count S EVE;E B RziZ ~[0-
1000],

Shard R E#E

REBIRSS A A IR

BERFEME, WEMEREK

BzitEiELogstore FFAE ] BMIShardi#H TR EIIE B AN, LA ESEATHERS
EABENEEBMIESShard X7, FIURNES.
: FEURLB M P IZIIKeyZ R, FARFIBHIEE AW Shardd, ZSHATES

H, PRENEMNRAZHIGEEANRR., flm, TRBEDNEFE (Fillinstance) 1R{EZFRHashEEE
Shard £, X#FMAERIEEANSEEEZShard ERNEIRRTRBFN (EEH. DRIBDEEBTHERIEN TKey

E—PMHERRSHME—"Shard £, B2

e PutlLogsiEOEXRTIUB AN BHERAHIEE LR 3 MBe&40965%,
BEHIEEBTXAE LRINER—SMNEMNEREK, BEXEMAHEHIERIBA,

N, RE

AKX (Shard) )

:L,\éﬁ EFE% E /L,\TEanlUE

B A8 MBX
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API &&- 05 EHEXED

HERS

PB# 13

PBIE N A EEHEHIBFERERUT ., HBHES N EE A MEREA R,

e log

SHBR

Time

Contents

e Content
SHAR
Key
Value

e logTag
SHAR
Key

Value

e LogGroup

SHBR

Logs

Topic

Source

LogTags

BXKEE
o MEIHEN

E 6N

Integer

List

HiERE

String

String

HiERR
String

String

E 6N

List

String

String

List

o

o

o

il

il

i

Ho

iy

7|

o

IR

HEME, Unixitia s
=, FARM1970-1-1
00:00:00 UTCit &2
BEFRIIX, E0E8—
MRR, 8 nREES
R Content &4,

P
B EXKeyZ R,

B E X KeyxS M B9E

P
BE X Key& R,

B & X Keyd M B4

biiipay
BESI%, 8TRRES

HLogFBFEE,

BEER, BPEEXF
B, BTRAARERENE
HHIR

BERKRIR, Bla=£ZA
S BREIPHEALE

BEMNIREIER, 8P TR
&M LlogTag,
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HEMRSS

API 8&- HEEHEXEL

POST /logstores/logstoreName/shards/lb HTTP/1.1
Authorization: LOG yourAccessKeyld:yourSignature
Content-Type: application/x-protobuf
Content-Length: Content Length

Content-MD5: Content MD5

Date: GMT Date

Host: ProjectName.Endpoint

x-log-apiversion: 0.6.0

x-log-bodyrawsize: BodyRawSize
x-log-compresstype: 1z4

x-log-signaturemethod: hmac-shal

<PB X HEEELIE>

e Keyi&HShardi&E=

POST /logstores/logstoreName/shards/route?key=14d2f850ad6ea48e46e4547edbbb27e0

Authorization: LOG yourAccessKeyld:yourSignature
Content-Type: application/x-protobuf
Content-Length: Content Length
Content-MD5: Content MD5

Date: GMT Date

Host: ProjectName.Endpoint
x-log-apiversion: 0.6.0
x-log-bodyrawsize: BodyRawSize
x-log-compresstype: 1z4
x-log-signaturemethod: hmac-shal
<PB #&3{ B & E4a4k1E>

Hdr, HostHProject Z#R#1 HAERFSENdpoint ¥, &% EfEHost P18 EProject,
BRESH
o &Rk

X FLog Service APIIRIIERSL, FER A HERL,

o BERBY

SHER HiEER eEWIE ~E
projectName String = ali-test-project

sample-logtail-

il

logstoreName String config

AEES €
o 0k

PutLogsiE O X4EBMML, £ TFLog Service APIIALLIGFSL, BESMARL,
o MRITER

REIHTTPIRZREE200, WFRRIERRY, ZEOBAKRNELEABNNTE.

BN

o ERRH

P

Project &#R.

Logstore&#R,
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API &% HEEHEXED

H &Mk

%

POST /logstores/sls-test-logstore/shards/lb

{

}

"Content-Length": 118,

"Content-Type":"application/x-protobuf",

"x-log-bodyrawsize":1356,

"Host": "ali-test-project.cn-hangzhou-devcommon-intranet.sls.aliyuncs.com",
"Content-MD5":"6554BD042149C844761C2C094A8FECCE",

"Date":"Thu, 12 Nov 2015 06:54:26 GMT",

"x-log-apiversion": "0.6.0",

"x-log-compresstype":"lz4"

"x-log-signaturemethod": "hmac-shal",

"Authorization":"LOG yourAccessKeyld:yourSignature"

<PB#& = H & LZ4E R SR — it 50>

o IEEIRMERG

}
Ay =]
Hixts
HT T PIR7ASES fHIRT HiIRHER
) Protobuffer content
400 PostBodylnvalid
cannot be parsed.
Invalid timestamps are in
400 InvalidTimestamp P
logs.
Non-UTF8 characters are in
400 InvalidEncoding ara aret
logs.
400 InvalidKey Invalid keys are in logs.
Logs must be less than or
400 PostBodyToolLarge equal to 3 MB and 4096
entries.
400 PostBodyUncompressError Failed to decompress logs.
) The post data time is out
400 PostBodylnvalid
of range
logstore logstoreName
404 LogStoreNotExist 9 g

Header

{

"Access-control-allow-origin" : "*",

"Date": "Wed, 11 Nov 2015 08:28:20 GMT",
"Server":"Tengine",

"Content-Length": 0,

"x-log-requestid" : "5642FC2399248C8F7B0145FD",
"Connection" : "close"

does not exist.

EZEIRE, BERERERE,

10.13. GetShipperStatus

VA Get ShipperStatust& O &) B F B ESRKE.

B
4

ProtobufferABZAETE, T
TERRAT

B&

BHELHE B S E

B&

BPHIEUTFBER,
A&

BPHELHEIKey,

BENAE AN ESLHNT
3 MB#140965%.

HERBMBERK,

BED B ESEE ARTE[-7*24/)
B + 152 HEREEA,

Logstore R7E7E,
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HERS API 8&- HEEHEXEL

BOWHA
ZEORXHENREISNTZHHRBESRTS,
BXKEZE

GET /logstores/logstoreName/shipper/shipperName/tasks HTTP/1.1
Authorization: LOG yourAccessKeyld:yourSignature

Date: GMT Date

Host: ProjectName.Endpoint

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Hh, HostHProject Z¥R¥1 BEBRSZENdpoint ¥k, BEEEHost g EProject,
BXREH
o ERL

GetShipperStatusiE AX4EH1E KL, X FLlog Service APIIAERL, ESRNAHiERL,
o BHIIE

SHEIR HimLn ERWIE ~E i

projectName String = ali-test-project Project &R,

logstoreName String = test-logstore Logstore&#R,

shipperName String = test-shipper HERIBER,
BAERBESCIEFF
YAETIE ., UnixBeie) 2

startTime Integer p=3 1448748198 %, {RM1970-1-
100:00:00 UTCit&
R,
BERBRESOES
HREFE, UnixBdia &

endTime Integer 2 1448948198 %X, #RM1970-1-
100:00:00 UTCH&E
R,

BAnz, RNEE
ERSHES, X

statusType String = success $success. failfl
running Rz,
23 L= s
offset Integer = 0 ‘_ﬂﬁﬁuﬁ', ZANE
A0,
ARERE, REH
size Integer = 100 BITH. FINER

100, BAfEH500,
iR [ 81
o iRk

GetShipperStatusiE A XS A ML, X FLog Service AP AN, ES A HiRL,
o MIRITER
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API &&- 05 EHEXED BERS

IREHTTPIRZAES200, NFRRFEKRKIN, EidNBodyRBEHEENBSRIEESTIR, BAUNT:

SHEIR HIEARE ~E R
count Integer 10 LI TURE MES M,
total Integer 20 ESEEH.
L 1%%5[1%'\%&,\, E—ﬁ-‘%’;m
tatist
statistics Json b T=.
s j A2 s -
tasks Array % KBRESEE, BIMEER
T&.
statisticsth@ PNk, BT
SHEIR HIERE ~EE R
running Integer 0 RS A running ES DL,
success Integer 20 RS A successEES ML,
fail Integer 0 KRR alBIES D,
tasksth & TR, EANT:
SHEIR HimR ~HIE R
id String abcdefghijk RIBESID,
; BIBESIRZE, Arunning.
taskStatus String success successFf aildh gy —Fb,
s T A St -
taskMessage String b BORAES KME O RRER
BER.
RORESBIFEEE . UnixBT
i BEEX, £RM1970-1-1
taskCreateTime Integer 1448925013 00:00:00 UT Cit &2 895
.
BBESPHRIE—FBE
ARSI E (IEEER
N = il i
taskLastDataReceiveTime Integer 1448915013 ﬁnlix;;ggg;?&ggﬁ °
1970-1-1 00:00:00 UT Cit
HENDE.
RORES LR, UnixBs
S BEEX, £RM1970-1-1
taskFinishTime Integer 1448926013 00:00:00 UT Cit &2 895
.
B

o JERRY
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HEMRSS

API 8&- HEEHEXEL

GET /logstores/test-logstore/shipper/test-shipper/tasks?from=1448748198&t0=1448948198&status=success&offset=0
&size=100 HTTP/1.1
Header:

{

}

"x-log-apiversion" : 0.6.0,

"Authorization" : "LOG yourAccessKeyld:yourSignature",

"Host" : "ali-test-project.cn-hangzhou-devcommon-intranet.sls.aliyuncs.com",

"Date": "Wed, 11 Nov 2015 08:28:19 GMT",
"Content-Length" : 55,
"x-log-signaturemethod" : "hmac-shal",

"Content-MD5" : "757C60FC41CC7D3F60B88EOD916D051E",

"User-Agent" : "sls-java-sdk-v-0.6.0",
"Content-Type" : "application/json"

o IEEIRMERG

HTTP/1.1200 OK
Header:

{

"Date":"Wed, 11 Nov 2015 08:28:20 GMT",
"Content-Length": 0,

"x-log-requestid" : "5642FC2399248C8F7B0145FD",
"Connection": "close",

"Server":"nginx/1.6.1"

}
Body:
{
"count": 10,
"total": 20,
"statistics" : {
"running": 0,
"success" : 20,
"fail": 0
}
"tasks": [
{
"id" : "abcdefghijk",
"taskStatus" : "success",
"taskMessage": "",
"taskCreateTime" : 1448925013,
"taskLastDataReceiveTime" : 1448915013,
"taskFinishTime" : 1448926013
}
1
}
HiRE
HT T PAR7SES =09
404 ProjectNotExist
404 LogStoreNotExist
400 ShipperNot Exist

HIRER

Project ProjectName does
not exist.

Logstore logstoreName
does not exist.

Shipper shipperName does
not exist.

P

Project R FTE.

Logstore R7E7E,

ShipperR~fEfE.,
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APl &F- HEEHEXED AERS
HT T PIRZSES FHIREG HIRER iR
500 InternalServerError Internal server error. RERSZ A AR,
400 Parameterinvalid start time .must be earlier TR R F 4R ETIE .,
than end time.
e s '
400 Parameterinvalid Only support query last 48 AXFENRITA/NTBE
hours task status. ﬂﬂk,mo
400 parameterinvalid Status only C(.)ntaln.s RERBAsuccess.
success/running/fail. running#0fail,,
BLHIRG, BELEREED,
¥ FRetryShipperT askiZ A EFHAITEAK B EIRIBES.
O A
BRRZREEFHITI0DEWNIRBES.
BXRIEE
PUT /logstores/logstoreName/shipper/shipperName/tasks HTTP/1.1
Authorization: LOG yourAccessKeyld:yourSignature
Date: GMT Date
Host: ProjectName.Endpoint
x-log-apiversion: 0.6.0
x-log-signaturemethod: hmac-shal
["task-id-1", "task-id-2", "task-id-2"]
Hh, HostHProject Z¥RF1 B EBRSZENdpoint ¥, BREEEHost b5 EProject,
BXRSH
o &KL
RetryShipperTaskiE O E45H1ERL, X TFLog Service APIIAHIERSL, BFER L HiERL,
o BHIIF
SHER HimRn ERWIE ~E Eii:buy
projectName String 2 ali-test-project Project & %R,
logstoreName String = test-logstore Logstore&#R.,
shipperName String 2 test-shipper HERBZR,
R Bl ¥ 4E

o [k

RetryShipperTaskiZ O F4FHE ML, *FLog Service APIBIATLIMA L, ES Atk
o MRITTER

REIHTTPIRZRES200, WFRRERRIY, ZEOBAKRNELEARNNTE.

77
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HERS API 8&- HEEHEXEL

il
o JERRH

PUT /logstores/test-logstore/shipper/test-shipper/tasks HTTP/1.1
Header:
{
"x-log-apiversion" : 0.6.0,
"Authorization" : "LOG yourAccessKeyld:yourSignature",
"Host" : "ali-test-project.cn-hangzhou-devcommon-intranet.sls.aliyuncs.com",
"Date": "Wed, 11 Nov 2015 08:28:19 GMT",
"Content-Length" : 55,
"x-log-signaturemethod" : "hmac-shal",
"Content-MD5" : "757C60FC41CC7D3F60B88EOD916D051E",
"User-Agent" : "sls-java-sdk-v-0.6.0",
"Content-Type" : "application/json"
}
Body :
["task-id-1", "task-id-2", "task-id-2"]

o IEFEERMERHA

HTTP/1.1200 OK

Header:

{
"Date": "Wed, 11 Nov 2015 08:28:20 GMT",
"Content-Length": 0,
"x-log-requestid" : "5642FC2399248C8F7B0145FD",
"Connection" : "close",
"Server": "nginx/1.6.1"

}
Y=
HIRHE
HT T PR Ei=tg HIRER R
Project projectName does
404 ProjectNotExist ) ) proj Project RMF7E,
not exist.
. Logstore logstoreName
404 LogStoreNotExist 9 g LogstoreRE#E,
does not exist.
400 ShipperNotExist Shipper does not exist. BBEESAEFE.
Specified Server Error
500 InternalServerError pectl! Versr MEBIRS A A EIR.
Message.
) Each time allows 10 task BRREZREEHRHNTION
400 Parameterinvalid .
retries only. F%5.

BEZBIRMB, BENEREED,

10.15. GetLogs

A GetLogsiE &5 EProject TEMLogstoreth i B EEUE,

O A

o ZIEOPHIFERSHfromiltoEX NN BXEEREZAGHRN, MiZHEXEEEFEXEFRER, EFEEXE
ZREER, MEfromMtodIEERE, WALHRXE, RHEZEREER.
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AP B3%E- 0 EMEXED HERS

o LTWFRWHETHEZHEEARN, BERSAPILEFNETERMAS O R ZEBEORKNZELER, IUNEEREE
ﬁﬁi%*)&lﬁl ERiyx-log-progressikSE, RIBRSEXRREREREEEARAZEORRBRERELER. §
RESRBZEOSSEEERARMENEIRC,

e YHHAEXS AE|logstoreth, HERSZSHEIEIEZED (GetHistogramsilGetlogs) AEBERZAENIENEBSANBEHRE
AEME. BERSZASHNEHICEES IO THEE:
o LN#IE: BEPNESRARSHIRNES (-180%, 9008, Flan, BHREEAUTC 2014-09-25 12:03:00,
BRSSE5UREIRY IUTC 2014-09-25 12:05:00, NiZ BEFIEATNHIELIE, —REDNEEEGS

o ASHIE: BEDNERARSEEHA10ER[-7x86400%), -180%) . #ln, Mﬁ@ﬁmcmmogx
12:00:00, ARSSEZUNEIBTAHUTC 2014-09-25 12:05:00, Mz BEMIEAFEEIRLIE, —RENEAEIETS

o
Hi, SHEBESAZTEANSALR N3P, 99.9%ERTIHRNTEERE,
BXKEE

GET /logstores/logstoreName?type=log&topic=topic&from=from&to=to&query=query&line=line&offset=offset&reverse
=reverse HTTP/1.1

Authorization: LOG yourAccessKeyld:yourSignature

Date: GMT Date

Host: ProjectName.Endpoint

x-log-bodyrawsize: 0

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Hoh, HostHProject ZFRF B EIRSZEndpoint#pY, 4T E7EHost b5 EProject,
BREH
o ERL

GetLogsiEO LA IBERL, *Flog Service APIIAIIBERL, BESMAHERL,

o BHIIF

BHER HimxE EEWE ~ME R

projectName String 2 big-game Project &R,

logstoreName String = app_log Logstore&#R.

type String = log FiflLogstoreHiRHIEE, FEiZEAD

= ElEEEAlog,

EWFREE S, UnixBTEZE, £

from Integer 2 1409529600 ~M1970-1-1 00:00:00 UT CitE#2 K9
W,
EWERNE R, UnixBTE&EE, &

to Integer 2 1409608800 ~M1970-1-1 00:00:00 UT Cit &2 H9
L,

topic String = groupA HEERR,

79 > MHARA: 20210521


https://help.aliyun.com/document_detail/29010.html#t13220.html

HEMRS API &% H 5 EHXED

54

SHBR E GRS EEWE A T

TEMNTED, ESER, BERLE
WENH D EN,
FauervBHMNAIEG DN L setses
sion parallel_sql=true: . EZ={EH
SOLMME=SLHI . #ltn * | set session pa
rallel_sql=true; select count(*) as pv

°

@ #B  YqueryBHBEAH
error B4 (SQLES)) B, lines#
Floffset BHEBIRENO, BT
LIMTiE%BIR., BE2ER, BS
APHERAT,

7|

query String

BERIBEENRAEHEEYE. &IMERO,
&AERN100, EINERI00,

o

line Integer 20

iyl
o

EWHRIT. BIMERO,

offset Integer

RERASHNEORYFREOAE, BH
EHERA

false o true: ¥BRBH¥FREHE.
o false (ZMAE) : RBIRFERH

==
Tho

iy

reverse Boolean

EEFERASQUIEESL, BESER, &
SR ESQUEZLH,
o true: fERSQUIHZESLHAI,
false o false (ZRINE) : ERSQLEIESL
B,

IRiE T powerSqlB#4EL ESQLIM =524
gh, BIRTILAER queryS#,

o

powersql Boolean

iR [0 #0473

o 07k
GetlogstEO RSB L, X Flog Service APIATLIFRISL, B8 WAL,
MRk p B ENIHREZRBEREELEREETE, ERMTREIWT:

2

SHAR HiExE A 1
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API 71’2%' EI /u}_‘_$ﬁ%$§ D

HEmRS

SHER HiEAEE
x-log-progress String
x-log-count Integer

o IMNTTE

REHTTPARZSEE 200,
(TRA) B, ZZONMMER
K. %‘iéﬂtbﬂﬂﬁ/l\i%éﬁif’@!lﬂT.

SHER HimEE

__time__ Integer

__source__ String

contents List
~Bl

] EET'E%E;REY,U], HinBody=BFEEAGIHNEEHIE, AFES
BEHATE, GetlogstIIgfiZbody2— 1N, HADPENTRE—LKAEE

~BIE iR
ZRHRE, 81F:
o Complete: BEHEL=THK, REERAR
EE,
o Incomplete: BWMELZRMN, EHTFRELZ
HIFEABERNEXEBEEKR, SBIRESES
Complete EHRRBLER, EEESERUKERES
£.
10000 LY ZHRBENBE RS,

HNBEEHEEEEKX

1

A H

BEMEZE, UnixBTEZg, £RM1970-1-
1409529660 1 00:00:00 UT i+ EREIFEL,

192.168.1.100 BENRE, SABENEE. fNFEZAE

BIFLES B IPHBAL
["Key1":
"error","Key2": BERBAS
"Value2"]

AR 385 R 2 A big-gameBi Project {5, &ifli%ZProject B app_logiiLogstoredh, E8iAgroupAl) BEEERE,

& X [892014-09-01 00:00:00%)2014-09-01 22:00:00,

205 HESHIE.
o ERRH:

T XEFNerror, EMNNEXELFHRER, &SRO

GET /logstores/app_log?type=log&topic=groupA&from=1409529600&t0=1409608800&query=error&line=20&offset=0

HTTP/1.1
Header:

{

Authorization: LOG yourAccessKeyld:yourSignature

Date: Wed, 3 Sept. 2014 08:33:46 GMT

Host: big-game.cn-hangzhou.log.aliyuncs.com
x-log-bodyrawsize: 0

x-log-apiversion: 0.4.0
x-log-signaturemethod: hmac-shal

}
o FEIREIRHI:

81
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HERS API 8&- HEEHEXEL

HTTP/1.1200 OK

Header:

{

Content-MD5: 36F9FTF0339BEAF571581AF1BOAAAFB5
Content-Type: application/json
Content-Length: 269

Date: Wed, 3 Sept. 2014 08:33:47 GMT
x-log-requestid: efag01234-12341-15432f
x-log-progress : Complete

x-log-count : 10000
x-log-processed-rows: 10000
x-log-elapsed-millisecond:5

}
Body :
{
"progress": "Complete",
"count": 2,
"logs": [
{
"__time__":1409529660,
"__source__":"192.168.1.100",
"contents": ["Keyl1": "error","Key2": "Value2"]
}’
{
"__time__":1409529680,
"__source__":"192.168.1.100",
"contents": ["Key3": "error","Key4": "Value4"]
}
1
}

ERXPIGRREIS, x-log-progressii REIRSAComplete, RPBNAFBTHEL TN, REERAREER, X
WIESRPHBFWIREFAEZMNERLR, BEAEEIEE logsi AT, RN R D EIx-log-progressh & FIRES N
Incomplete, NMFRREWNERARE, FEEEHRBRURBRELER,

A = |
Bz
HT T PR H iRt HIRER R
Project ProjectName does
404 ProjectNotExist ) ) 4 Project RMF7E,
not exist.
. logstore logstoreName
404 LogStoreNotExist 9 g LogstoreRFETE.
does not exist.
Request time range is N N
400 InvalidTimeRange reau o 35 KB B 18] X (8] 3% o
invalid.
400 InvalidQueryString Query string is invalid. BERNEOEFELN,
400 InvalidOffset Offset is invalid. BERMoffset BH I,
400 InvalidLine Line is invalid. ERWlineSH TN,
400 InvalidReverse Reverse value is invalid. Reverse2# HIELTH .,
) ) Logstore without index
400 IndexConfigNot Exist 9 Logstore kR FE &SI,

config.
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API &% HEEHEXED

HEmRS

HT T PIRAES fHIRE

400 Parameterinvalid

EEEIRE, BERERERD,

10.16. GetContextLogs

A GetContextLogsiEOEWMIEERAZER (LX) B (TX) WEFRAE.

&OWRHA
ETXEONEEENREAENEE—X.

ERIEE

ErrorType: OLSQueryParseEr
ror.ErrorMessage:offset is
not available for
pagination in sqgl query,
please use limit x,y syntax
for pagination.

=t
B
[

LqueryBHhEATIED
(SQLiEM)) B, lines#y
HMoffsetB2HHFBIRENO,

BELIMITIE S8R,

GET /logstores/logstoreName?type=context_log&pack_id=pack_id&pack_meta=pack_meta&back_lines=back_lines&for

ward_lines=forward_lines HTTP/1.1

Authorization: LOG yourAccessKeyld:yourSignature

Date: GMT Date

Host: ProjectName.Endpoint
x-log-bodyrawsize: 0
x-log-apiversion: 0.6.0
x-log-signaturemethod: hmac-shal

Hdh, HostHProjectZ#R#1 HEMRSEndpoint 4 Y

, IREEEHost P15 EProject,

BRESH
o HRk
GetContextLogsiE O E4sHIERL, X FLog Service APIIAIEIERL, BFSRAHERL,
o BHIIX
SHEIR HigRn =EAWIE ~E b
projectName String = big-game Project &R,
logstoreName String 2 app_log LogstoreZ#R,
Logstoredp #iEAT2E
type String 2 context_log B, ZzEODiZzsH
ElE A context_log,
B BEREN
pack_id String 2 id LogGrouptyE—B&1n
IR,
18 B ERTEX R
pack_meta String = meta LogGroup A ByHE— E
TXEMIRR,
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HEMRS

API %%' E /L;\E$H9&?§ D

SHBR

back_lines

forward_lines

iR B 8 4iE
o RISk

GetContextlLogsiEOX4FHAMAISL, X FLog Service AP ARIIRISL, ES M4

o IRTTER

HiERE

Integer

Integer

i

il

HIE

100

100

IREIHTTPIRZEG200, MFRRIERKTY, HINEBodyBEEHRMNBEE (TI8E

SHAR

total_lines

back_lines

forward_lines

progress

logs

logsH I E—I# =2

SHBAR

__index_number__

_tag_ :_ pack id__

£ 67

Integer

Integer

Integer

String

Array

BHENAS (#EX) |

HiRRE

String

String

B%ﬁﬁ)j E o)

w~HE

201

100

100

Complete

Eizipay

S EER EAER
(EX) BER
#, BUESEE A
(0,700],

EERRASER
(TX) BEESE
#, REEERN

IRk o

(0,700],
, BRI
R
J‘&@E"]E‘\ l_.\?kﬁ E‘:/E\'L%

KEHPAIEENEIR B

=+
Do

AR AR HERY

THNEREATE,

o Complete: FFELR
R, REZERANTEE
N

Incomplete: BEHBEZR
M, BEIERARTELE
R, FEEEBEKRURE

HI}

o

TR
REEINAR, B ETXIR

FHED) ., HiRIEE ﬁiﬂ =]
,L,\Ellﬁ]Z:@JJ:TSZE
BH AR

B, BEE=NFR, BRUT:

~HE

-100

895CEA449A52FE-8c8

ik

BEEARERERDHE
XTJ:"FS(EI‘JLLE, REER
X, 0FRREBREER, EH
FRRTX, Blan: -100%R
IR B EERINE1005%H

=+
Do

BEE B LogGroup it
—ESMIRR, TEARIERS
HhWpack_idi#iTEN .
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AP B3%E- 0 EMEXED HEmRS

SHBR E 6N wBIE

e
B
[

ZBEEFELogGroupAHY
O|[MTUTOTI4NT ExMjg3NT Q2 E— _ETXEMRIE, ofE
NDU10A==[4]1 RiERSH DM pack_meta
HITEN,

__pack_meta__ String

BNl
o BERFH

GET /logstores/app_log?type=context_log&&pack_id=id&pack_meta=meta&back_lines=100&forward_lines=100 HTTP
/1.1

Header :

{

Authorization: LOG yourAccessKeyld:yourSignature

Date: Wed, 3 Sept. 2014 08:33:46 GMT

Host: big-game.cn-hangzhou.log.aliyuncs.com

x-log-bodyrawsize: 0

x-log-apiversion: 0.4.0

x-log-signaturemethod: hmac-shal

}
o EEEIRMERG

{
"total_lines": 201,
"back_lines": 100,
"forward_lines": 100,
"progress": "Complete",
"logs": [

{

__index_number__":"-100",
"__tag__: _pack_id__":"895CEA449A52FE-8c8",
"__pack_meta__":"O|MTU1OTI4NTExMjg3NTQ2NDU10OA==|4|1",

}
]
}

o k&bl Java SDKAfY, 1&{EF)ava SDK 0.6.38 % LA_EHIARA,
MREE S LogtalREARXRERL, ZAXBENAEEMMETER.

package sdksample;
import com.aliyun.openservices.log.Client;
import com.aliyun.openservices.log.common.LogContent;
import com.aliyun.openservices.log.common.Logltem;
import com.aliyun.openservices.log.common.QueriedLog;
import com.aliyun.openservices.log.common.TagContent;
import com.aliyun.openservices.log.exception.LogException;
import com.aliyun.openservices.log.request.PutLogsRequest;
import com.aliyun.openservices.log.response.GetContextLogsResponse;
import com.aliyun.openservices.log.response.GetLogsResponse;
import java.util.ArrayList;
import java.util.Date;
import java.util.List;
public class GetContextLogsSample {

private staticint getCurrentTimestamp() {

return (int) (new Date().getTime() / 1000);
}
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private static class PackInfo {
public String packiD;
public String packMeta;
public Packinfo(String id, String meta) {
this.packlD =id;
this.packMeta = meta;
}
}

private static Packinfo extractPackinfo(QueriedLog log) {
Packinfo ret = new Packinfo("","");
ArrayList<LogContent> contents = log.GetLogltem().GetLogContents();
for (inti=0;i < contents.size(); ++i) {
LogContent content = contents.get(i);
if (content.GetKey().equals("__tag__:__pack_id__")){
ret.packID = content.GetValue();
}else if (content.GetKey().equals("__pack_meta__")) {
ret.packMeta = content.GetValue();
}
}
return ret;
}
public static void main(String args[]) throws InterruptedException, LogException {
String endpoint = "EndPoint";
String accessKeyld = "yourAccessKeyld"; // ER &K R =ifin) 2 $HAccessKey 1D,
String accessKeySecret = "yourSignature"; // R &R R =if A% HAccessKey Secret,
String project = "ProjectName"; // E&ifJ#JProject.
String logstore = "logstoreName"; // E&ifj#JLogstore,
[ —1 BRI,
Client client = new Client(endpoint, accessKeyld, accessKeySecret);
System.out.println("iEH{RIEEMogstoreEHBFES. ");
Thread.sleep(3000);
/[ fERGetLogsHEZE BRI TN _L|with_pack_metaskIXERiEi4 B EMIpack_idfpack_meta,
/| EHETESEE: RiE1553 ¥,
/[ EERBE: BEIZERHE—F.
String query = "*|with_pack_meta";
GetLogsResponse response = client.GetLogs(project, logstore,
(int) getCurrentTimestamp() - 900, (int) getCurrentTimestamp(),"", query);
ArrayList<QueriedLog> logs = response.GetLogs();
if (logs.isEmpty()) {
System.out.println(" R ZigEEFABE. ");
System.exit(1);
}
/[ IR E—FBEMpackiE 8.
Packinfo info = extractPackinfo(logs.get(0));
if (info.packMeta.isEmpty() || info.packID.isEmpty()) {
System.out.println("pack ID: " +info.packID + ", pack meta: " + info.packMeta);
System.out.printin("{2R B EMpackZ EARRE, EfFZESEEZ logtailEN. ");
System.exit(1);
}
/| ERFEINpackiE B#IT L TXENR (WAEM) .
GetContextLogsResponse contextRes = client.getContextLogs(project, logstore,
info.packiD, info.packMeta, 10, 10);
System.out.println("W@EZEA");
System.out.println("pack ID: " +info.packID + ", pack meta: " + info.packMeta);
System.out.println("is complete: " + contextRes.isCompleted());
System.out.println("total lines: " + contextRes.getTotalLines());
System.out.println("back lines: " + contextRes.getBackLines());
System.out.println("forward lines: " + contextRes.getForwardLines());
Thread.sleep(1000);
/| ERAERERPNE—FZBE, AAEHLEX (EA) , EZ=R,
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HEmRS

List<QueriedLog> contextLogs = contextRes.getLogs();

for (inti=0;i<3 && contextLogs.isEmpty(); i++) {
QueriedLog log = contextLogs.get(0);
info = extractPackinfo(log);
GetContextLogsResponse res = client.getContextLogs(project, logstore,

info.packiD, info.packMeta, 10, 0);

System.out.println("E#IZEiE E£3X");
System.out.println("pack ID: " +info.packID + ", pack meta: " + info.packMeta);
System.out.println("is complete: " + res.isCompleted());
System.out.println("total lines: " + res.getTotalLines());
System.out.println("back lines: " + res.getBackLines());
System.out.println("forward lines: " + res.getForwardLines());
contextLogs = res.getLogs();
Thread.sleep(1000);

}

[ ERTWERTHRE—FAE, AEEETX (¥M) , EZ=R.

contextLogs = contextRes.getLogs();

for (inti=0;i<3 && IcontextLogs.isEmpty(); i++) {
QueriedLog log = contextLogs.get(contextLogs.size() - 1);
info = extractPackInfo(log);
GetContextLogsResponse res = client.getContextLogs(project, logstore,

info.packiD, info.packMeta, 0, 10);

System.out.println("EEEIBTX");
System.out.println("pack ID: " +info.packID + ", pack meta: " + info.packMeta);
System.out.println("is complete: " + res.isCompleted());
System.out.println("total lines: " + res.getTotalLines());
System.out.println("back lines: " + res.getBackLines());
System.out.println("forward lines: " + res.getForwardLines());
contextLogs =res.getLogs();
Thread.sleep(1000);

HiRS

HT T PIRZSES IR HIRER

Project ProjectName does
404 ProjectNotExist ) . 4

not exist.

logstore logstoreName
404 LogStoreNotExist 9 g

does not exist.
400 InvalidParameter Invalid pack meta/id.

back_lines or forward_Llines
400 InvalidParameter - -

must be postive.

EZHEIRE, BEERERE,

10.17. GetHistograms

i F Get Hist ograms#& 1 & 6148 & Logst oreth i E & EIEEZ M N AE L HER.

O A

iR
Project R1E7E,

Logstore R F7E,

BERBH P Wpack_metasy
pack_idAIEEE.

BERSHPHback_linessy
forward_linesth B IE%1E,
HpEDF-NSHNAIE
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HEMRSS

API 8&- HEEHEXEL

o ZEOPqueryBHINZF TMEM , AT 9HEL . XTEOEBQNEMEE, BELEEIEEL,

o ZEOPPRNEEIKXE (LIERIERSHf omiltoEX NI EIKE, FREELERPENFHEXE) HEE £
AAEAF" RN, BizEEXEEEXEFRFER, EFAEEREBEREER. WRromMtolERER, NAXKK
B, RFEZEREER,

o ZEONNMNPFREMAATAR—EREN, MR

s
o

o HEWMPRNAR
FIRERIEEILER P HIprogressil FIRSE, RIBMK RIRSE RS
FREEPAZEROBLENEEERBENEIAC,

B RE
EEB ™

AEBEREONFEXEAE, WHNPFREYIERERS

ETXUFEERN, BERSAPEERNFZRAASORZEORRRERBER, FUBERES
EESPAZEORTRRETBER,

o NEHEBANBEEEEFEND (GetHistogramsilGetlogs) EEZAXE, ENHKEBEAAEXEBEARADME. HER

FREASHEBERTEINMTRE:

o SLN#IE: BEPNERARESZHFINES (-180F, 900#], #ltn, HEEIEAUTC2014-09-25 12:03:00,

BR$5 28 UK E B AUT C 2014-09-25 12:05:00, N BERMIELHIELE ., INHENSATEEASTEOREE

WEIZEIRNIEIR A3,
o HRHIE: BEDNESNRSEYAINES[-7 x 86400%), -180%)) , N, HEBFEAUTC 2014-09-25
12:00:00, ARSS2BUNEIBFAUTC 2014-09-25 12:05:00, Mz BEMIEAFEEIRLIE, —REEASIEGS

—FO

ERIEE

GET /logstores/logstoreName?type=histogram&topic=topic&from=from&to=to&query=query HTTP/1.1
Authorization: LOG yourAccessKeyld:yourSignature
Date: GMT Date

Host: ProjectName.Endpoint
x-log-bodyrawsize: 0
x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Hdi, HostHProject & #R#0 HEIRSZEndpoint ¥ L

EffHost 418 EProject ,

;7 AT
BRSH
o 5E3ksL
GetHistogramsiE O B4 E1ER L, X FLog Service APIEI AHiERL, & NEBERL,
o BHIIE
SHER HimLE EEWE ~ME R
projectName String 2 big-game Project &R,
logstoreName String = app_log Logstore&#R.,
tvoe <trin o histogram LogstoredP #iRAVEE, ZIEOPEE
w 9 = 9 B{& A histogram,,
EWFREE S, UnixBTEZE, &
from Integer 2 1409529600 ~M1970-1-1 00:00:00 UT CitE#2 1
W,
EWERNE R, UnixBT &R, £
to Integer 2 1409608800 ~M1970-1-1 00:00:00 UT Cit &2 H9
L,
topic String & groupA BHEEHE,
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SHBR E GRS EBWE A T3

54

TEEG. X TED , AXF
error DIED . XTFEEEANFRE
%, BBLEWEE,

iy

query String

AEES €
o Rk

GetHistogramsiE O B45 8 MMk, X FLog Service APIFATLIMAISL, HS M AL,
o IRTER

REIHTTPIRAEE200, MFRRERMY, HINBody=BFEE NG PHASHEER B ENSHER. MNERS
EEETANNEEENISIRET N FHEKE, HFERESNMFHEORERGPHEERY. EE0T:

SHER HiEER ~E R

BEERIRS,

o Complete: EHELTMR, BREERATE
progress String Complete #HR,

o Incomplete: BEMEZRM, REIERART
BER, FESSERURERELER,

count Integer 2 LA EHERPREEESRE.
hi HEIE WL RER S B FEE X E A5 EIR
istograms Array I

R, BASHELTEHNER,

histograms# AP I EF N TTEEEN T :

SHEIR HimER ~OE iR
NN T SN
from Integer 1409529600 FHEXENFIENE S, UnixBEZEX, £

~M1970-1-1 00:00:00 UT Cit EfE HIFEL,

FHRBXBHNERNER, UnixBE#Ex, &

t Int 1409569200
° rheger 7RM1970-1-1 00:00:00 UT CiH EAR MR,
count Integer 2 ZFHEXERNEERENEER.
LR EHEREZFNEXBANERREE S
54
o Complete: EHAELTMK, BREERATE
progress Sting Complete o
o Incomplete: EMELRM, BEIERART
BER, EESEBERUREREER,
~Bl

AR b 455 R & A big-gameProject A4, &if)iZProject N4 Fapp_logiiLogstoreth, F&i AgroupAlBESHIE
. EiEX[ER2014-09-01 00:00:00%/2014-09-01 22:00:00, &Eifx#E=FEerror,

o JERRH
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HEMRSS API % 0 EEXED

GET /logstores/app_log?type=histogram&topic=groupA&from=1409529600&t0=1409608800&query=error HTTP/1.1
Header:

{

Authorization: LOG yourAccessKeyld:yourSignature

Date: Wed, 3 Sept. 2014 08:33:46 GMT

Host: big-game.cn-hangzhou.log.aliyuncs.com

x-log-bodyrawsize: 0

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

}
o I A7)

HTTP/1.1200 OK

Header :

{

Content-Type: application/json

Content-MD5: EGAD9C21204868C2DES4EE3808AAA8CS
Content-Type: application/json

Date: Wed, 3 Sept. 2014 08:33:47 GMT
Content-Length: 232

x-log-requestid: efag01234-12341-15432f

}
Body :
{
{
"from": 1409529600,
"to": 1409569200,
"count": 2,
"progress": "Complete"
}’
{
"from": 1409569200,
"to": 1409608800,
"count": 2,
"progress": "Complete"
}
}

ETEXNMIRRE S, RSHIEEMHistogramklHEIRWNISMETEXE, 45)4[2014-09-01 00:00:00, 2014-
09-01 11:00:00) F1[2014-09-01 11:00:00, 2014-09-0122:00:00) , HFHIEEL K, F—XREHELREAFTE
IR, MNEREMBHPHERH A3, BEALERATE, (NENEEE[2014-09-01 00:00:00, 2014-09-01
11:00:00) £REEATPF2K, MESI—ITHNEIRERATBEELS 1R, EXMERT, NREFEBRR
BER, WEEESHALEANERRAETIRERE N A S B progressil A B Complete, ME/RFIWT:
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HTTP/1.1200 OK
Header :

{
Content-Type: application/json

Content-MD5: E6AD9C21204868C2DES4EE3808AAA8CS

Content-Type: application/json
Date: Wed, 3 Sept. 2014 08:33:48 GMT
Content-Length: 232
x-log-requestid: afag01322-1e241-25432e
}
Body :
{
{

"from": 1409529600,

"to": 1409569200,

"count": 2,

"progress": "Complete"

"from": 1409569200,
"to": 1409608800,

"count": 1,
"progress": "Incomplete"
}
}
Ay =]
HIRE

HT T PR 7SES fHIR
404 ProjectNotExist
404 LogStoreNotExist
400 InvalidTimeRange
400 InvalidQueryString

BEZBIRB, BELEREED,

10.18. Updatelndex

¥ A UpdateindexiZ O E#& ELogstoref1 &3,

BERIEE

Project ProjectName does
not exist.

logstore logstoreName
does not exist.

request time range is
invalid.

query string is invalid.

B
4

Project RFETE.

Logstore R7E7E,

BEREYEY 18 KB R

BRNEIFHFBEL.
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PUT /logstores/logstoreName/index HTTP/1.1
Authorization: LOG yourAccessKeyld:yourSignature
x-log-bodyrawsize: 0
x-log-apiversion: 0.6.0
Host: ProjectName.Endpoint
x-log-signaturemethod: hmac-shal
Date: GMT Date
{

"line": line,

"keys": keys
}

Hoh, HostHProject ZFRF B EIRZEndpoint#pY, 4T E7EHost b5 EProject,
BREH
o EksL

UpdatelindexiZEOT4EHBERL, *TFLog Service APIIAEEIERL, ESM A5 RL,
o SHTIE

SHER HIERR =EWE w~BlE HR
projectName String = my-project Project &R,
logstoreName String = logstore-4 Logstore&#R,

FERRS|EE, keyh
7z FREMR, valuehF
BRIIRE.

iy

keys Object

iy

line Object ¥ SNR5|EE.

S#keystllineAEDIEE—.

o 2NRIBEBBZWNTER:

SHBR HiREE

B

THIE Eizipuy

o

\
1

ARSI, BTRAR
E—TRESH, 5
ERXNFRIZRE—
MEHTE, EZ0
BEHE, BERR
B,

["\n", "\t","\r'"]

Ho

token Array

REXNNEER,

o true: K/N\NBE

true R,

o false: K/NEARE]
)=

R o

caseSensitive Boolean

iy

2EEEETX,
o true: AP,

false o false: AEEH
X,

o

chn Boolean

> MAYRRAS: 20210521
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SHBR HiERE BWEA HIE P

il

\

BENFRIIE, &
gt5exclude_keysf@
BHEE.

include_keys Array

)
hall

HROFRIIR, &
gESinclude_keysE
B E.

o
o

exclude_keys Array

o FRASBEAIJWMTER:
SHAR HiExE EEWE TBIE P

text FERER,

il

type String

iy

alias String agent_alias FERIZ.,
BEEEPX. X
LtypeS HEVE
AtextBt, WHRIK
=

o true: BEPX,

o false: AEET
X,

chn Boolean false

iy

MERFIIER. 1R
LtypeS HEVE
Atextht, WHRIK
=

iy

token Array ["\n", "\t","\r"]

RERNNEHRK, X
HtypeSHEVE
Atextdt, HRIR
=N

true o true: K/IN\BH

o false: K/INEARE
I

B o

caseSensitive Boolean

iy

EERBSIM,
o true: FESit.

o false: AFBE%
it

iy

doc_value Boolean true

iR O #4E
o IMR7SL
UpdateindexiZE A T4 E ML, *TFLog Service AP AFEIAMN 3L, 58 WAL,
o IRITER
REIHTTPRZE200, MFRRBERRI. ZEOBARNELEREETE,
B
o FERRH

PUT /logstores/logstore-4/index HTTP/1.1
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Header :
{
Authorization: LOG yourAccessKeyld:yourSignature
x-log-bodyrawsize: 0
User-Agent: sls-java-sdk-v-0.6.1
x-log-apiversion: 0.6.0
Host: my-project.cn-shanghai.log.aliyuncs.com
x-log-signaturemethod: hmac-shal
Date: Mon, 07 May 2018 09:47:20 GMT
Content-Type: application/json
Content-MD5: 1860B805A6AA5288B97B32CF3B519112
Content-Length: 316
Connection: Keep-Alive
}
Body :
{

"line": {

"token": [

"\"J
"("!
“)“)
“[“)
"]"’
"{"J
“}"’
o
"@"’
ng"
nen
nsn
"/"J
“\n"’
"\t"’
"t

1

}’

"keys": {

"agent": {
"doc_value": true,
"caseSensitive": true,
"alias": "agent_alias",
"type": "text",
"token": [

nn
)

nn
il

mn
H
ll\llll
>
"
’

n_mn
)

"("7
")"’
"["’
"1"

ll{ll’
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H &Mk

£y

"t
ll?ll’
ll@ll’
ll&ll,
ll<ll’
ll>ll,
ll/ll’

nn
° 9

ll\nll’
ll\tll,
ll\rll

}
}
}

o IEFEIRERHG

HTTP/1.1200 OK
Server: nginx/1.12.1
Content-Length: 0
Connection: close

Access-Control-Allow-Origin: *
Date: Mon, 07 May 2018 09:47:21 GMT
x-log-requestid: 5AF020A98CBAA2EF52AB66C9

BB

HT T PR
400
400

400

400

404

404

500

EZEIRE, BEERERE,

FHIRD

Parameterinvalid

Parameterinvalid

IndexInfolnvalid

IndexInfolnvalid

ProjectNotExist

LogStoreNotExist

InternalServerError

10.19. Createlndex

¥ A CreatelndexiZ O A5 ELogstoretllZ &3,

BXREE

BHIRER

log store index is not
created.

key config must has type.

required field token is
lacking or of error format.

required fields line/keys
are lacking or of error
format.

The Project does not exist
. projectName.

logstore logstoreName
dose not exist.

Specified Server Error
Message.

P
RAECIZESEFHERSI,

KBEEDNELE,

HROBERNFRAMCHEE
=,

ROMBNFR, TRAER

Hi% o
Project RE7E,
Logstore RMETE,

NEBARS A AER,
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POST /logstores/logstoreName/index HTTP/1.1
Authorization: LOG yourAccessKeyld:yourSignature
x-log-bodyrawsize: 0
x-log-apiversion: 0.6.0
Host: ProjectName.Endpoint
x-log-signaturemethod: hmac-shal
Date: GMT Date
{

"line": line,

"keys": keys
}

Hh, HostHProject Z¥RF B EBRSENdpoint ¥, REEEHost g EProject,

EREH
o R

CreatelndexiZOE4HBEKL, *TFLog Service APIIAHIBERL, BHMAHiERL,

o BHFIE
SHER HimER EEWNE
projectName String =
logstoreName String =
keys Object =
line Object =

w~BE
my-project

my-logstore

R
Project &R,
LogstorefI& R,

FERRESIBEE, keyA
FREMR, valuen=x
BRIIERE., Z5H
Fline AEMEE—
1, BERAl, B
=G,

2NHIRE, %2
HFkeyshREDIF
E—, BZRE),
BB,

> MAYRRAS: 20210521

96


https://help.aliyun.com/document_detail/29010.html#t13220.html

API &3 5 EE BERS

o EXRSIBEEZIMTER:
SHER HimEE EEWE HIE i

BEXNNSEUR,

= true: K/N\SH

true R,

= false: K/INERHK
=3

B o

7|

caseSensitive Boolean

BREEETX,
= true: AP,

= false: RAEAEH
X,

iy

chn Boolean true

ARSI, BTRAIR
E—11ES8H, 18
["\n","\t","\r"] ERXNFRIZRE—
MEHTE, EZ0

B, SRR,

il

token Array

BENFRIIE, K
gt 5exclude_keys@
HEE.

iy
cH

include_keys Array

HRNFRIIER, &
gESinclude_keys[d
BHEE.

H
off

exclude_keys Array
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o FRAESIBEGINTER:

SHAR HAERE =R
type String =
alias String =
chn Boolean =
token Array =
caseSensitive Boolean =
doc_value Boolean =

iR B # 4=
o RIS

~IE
index

agent_alias

true

["\n","\t","\r"]

true

true

CreatelndexiZEO X4 H MMM L, *FLog Service APIIALIGRSL, BEH AL,

o IRITTER

REIHTTPIRAE3200, MFRERMI, Z& OB ARG TEABMTE,

ZR']
o BERFH

POST /logstores/my-logstore/index HTTP/1.1
Header:

{

Authorization: LOG yourAccessKeyld:yourSignature
x-log-bodyrawsize: 0

User-Agent: sls-java-sdk-v-0.6.1

x-log-apiversion: 0.6.0

Host: my-project.cn-shanghai.log.aliyuncs.com
x-log-signaturemethod: hmac-shal

Date: Mon, 07 May 2018 09:47:20 GMT

Content-Type: application/json
Cnantant-MNDR: 1RANRRANEARAARIQRRRA7RAICFARK1011D

FRAE,

BEEEEDX., X

LitypeS HEUE

Htexthy, WAL

="

= true: ASHX,

= false: AEED
X,

SERFIIE, 1R
HtypeS HEUE
Htexthy, HHRIL
&,

EERNNEBUE, X

LtypeS HEVE

AtextBt, WHRIK

=

m true: K/N\NBE
=

B o

= false: K/INERHK

EERBGI.
= true: FREHI,

= false: AFAFBES
it
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Content-Length: 316
Connection: Keep-Alive
}
Body :
{
"line": {
"token": [

nn
2

nn
>

||\||||’
II(II,
||)||,
||[||’
II]II’
||(||,
||}||,
ll?ll’
II@II,
||&||’
||/||,

nn
© 9

“\n",
“\t"’
II\rll

1

}7
"keys": {

"agent": {
"doc_value": true,
"caseSensitive": true,
"alias": "agent_alias",
"type": "text",
"token": [

nn
)

nn
il

>
u\uu
)
nn
)
n_n

"("’
)"
"["’
"] "’
"{"’
"}"’
"?ll’
"@“’
ngn
"/"’

nn
° 9

ll\nll’
ll\tll,
ll\rll
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API 8&- HEEHEXEL

]
}
}
}

o EFEIREIRA

HTTP/1.1200

Server: nginx/1.12.1

Content-Length: 0

Connection: close
Access-Control-Allow-Origin: *

Date: Mon, 07 May 2018 09:47:21 GMT
x-log-requestid: 5AF020A98CBAA2EF52AB66C9

Ay =]
HiRts
HT T PIR7ASES IR HIRER
Required field token is
400 IndexInfolnvalid q.
lacking or of error format.
Logstore index is alread
400 IndexAlreadyExist 9 naext 4
created.
) ) The Project does not exist
404 ProjectNotExist .
. projectName.
Logstore logstoreName
404 LogStoreNotExist 9 g
dose not exist.
Specified Server Error
500 InternalServerError pecilt v "

Message.
BEHRG, HEEERERE,

10.20. Deletelndex

A FA Delet eindexiE M fR#5 ELogstoredI & 51 ,
BXKIEZE

DELETE /logstores/logstoreName/index HTTP/1.1

Authorization: LOG yourAccessKeyld:yourSignaturex-log-bodyrawsize: 0
x-log-apiversion: 0.6.0

Host: ProjectName.Endpoint

x-log-signaturemethod: hmac-shal

Date: GMT Date

Content-Type: application/x-protobuf

Connection: Keep-Alive

Hoh, HostHProject ZFRF B EARZEndpoint#pY, BT E7EHost b5 EProject,

EREH
o R

DeletelndexiZ O 4 HBEKL, *TFLog Service APIIAHIBERL, BHM A HiERL,

o SHIIE

biiipay

RO ME R FRARC ST

B,

HERSIELLIE,

Project R FTE.

Logstore R7E7E,

NERBRSS AR EIR .
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API &% HEEHEXED

HEmRS

SHER HiEAEE
projectName String
logstoreName String

iR [B] 2 4z
o IRk

DeleteindexiZF O L4EHE MM L, *TFLog Service APIIARIGFL, FS ML,

o IMNTTER

il

il

Ho

w~BE
my-project

my-logstore

REHTTPRAE200, MFRRERKI. ZEOBAMRNELEFTBETE,

BN

o 5Kl

DELETE /logstores/my-logstore/index HTTP/1.1

Header:

{

Authorization: LOG yourAccessKeyld:yourSignature

x-log-bodyrawsize: 0

User-Agent: sls-java-sdk-v-0.6.1

x-log-apiversion: 0.6.0

Host: my-project.cn-shanghai.log.aliyuncs.com
x-log-signaturemethod: hmac-shal
Date: Sun, 06 May 2018 13:22:57 GMT

Content-Type: application/x-

Connection: Keep-Alive
o TFEIR[EI/RA

HTTP/1.1200
Server: nginx/1.12.1
Content-Length: 0
Connection: close

Access-Control-Allow-Origin:

protobuf

*

Date: Sun, 06 May 2018 13:22:57 GMT
x-log-requestid: 5SAEFO1B1A458E41C2F8326A8

BB

HT T PR

400

404

404

500

EZHEIRE, BEERERE,

IR

Parameterinvalid

ProjectNotExist

LogStoreNotExist

InternalServerError

HIRER

Log store index not
created.

The Project does not exist
: projectName.

logstore logstoreName
does not exist.

Specified Server Error
Message.

iR
Project &R,

Logstore&#R,

P

RAEUEBERSI.

Project RE7E,

Logstore R7E7E,

NEBARS A AER,

101
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HEMRSS

API %% E ILAE*E 9&%{ D

10.21. Getindex

A A GetIindexi# O Eif)48 ELogstore &3],

BERIEE

GET /logstores/logstoreName/index HTTP/1.1

Authorization: LOG yourAccessKeyld:yourSignature

x-log-bodyrawsize: 0
x-log-apiversion: 0.6.0
Host: ProjectName.Endpoint

x-log-signaturemethod: hmac-shal

Date: GMT Date

Content-Type: application/x-protobuf

Connection: Keep-Alive

Hd1, HostHProject ZFR¥ B HBRSSEndpoint #4

EREH
o ERL

GetIindexiZ AX4FFIERL, X FlLog Service APIIA

o 2%

SHAR

projectName String

logstoreName String

iR [B # 4iE
o RIS

Getindex¥ZzE AL B MMk, % FLog Service APIFY A1t

o IMNTTE

HipERE

, NTm

i

il

EffHosthig

HiERL, BEEN

ﬂﬂf‘:k, 1ﬁ

GetindexiEkm 11, EHInfBody=E#EISEProjectflLogstoredI &3],

SHBR

index_mode

keys

line

storage

ttl

lastModifyTime

HiRRE

String

Object

Object

String

Integer

Integer

~HE

v2

x

pPg

30

1524155379

EProject,

RrtiERk,

~E
my-project

logstore-4

TLAFIRTSL,

BEAfNT:

R
Project &R,

LogstoreZ#R,

(=

HHi
R5IXE,

FRRS|EE., keyARES
R, valueNERS|IEE,

EXRIRE.

FiEXE, BRIEERER
Pg.

R3IXMEDE, XF7
R. 30K, 90X,

RI|RFEEHFE, Unixss
B#EEX, FRM1970-1-1
00:00:00 UT Ci+E#EHFD

.
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BERS

o EXRSIBEEINMTER:

SHER

caseSensitive

chn

token
include_keys

exclude_keys

o FRASBEBSWTER:

BRI
type

alias

chn

token

caseSensitive

doc_value

N

o ERRH

6N

Boolean

Boolean

Array

Array

Array

ESit)
String

String

Boolean

Array

Boolean

Boolean

~HE

false

false

[“\n","\t ",“\r"]

%

x

~HlE
text

%

false

[™\n","\t", "\

false

true

Eiiipay
BERNSHE,

= true: K/NBEUR,
= false: K/INERBUK,

=EEEETX,
= true: HEDX,
= false: REED,

MERIIER,
BENFRIE.

HERRBF IR,

FRAE.

EREAPX, Xitypes
HEVEtexti, HHE
=

" true: HEDX,
= false: RAEEP,

MERFIIE., XEtypeS
B{EAtextly, BIRE.

BBERNEHR, X
LtypeSHEVE Htext T,
WAIRE .

= true: K/INSHE,

m false: K/INERBUR,

EEABFERSIT,
= true: FEHIT.
= false: AFBESIT,

103
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GET /logstores/logstore-4/index HTTP/1.1
Header:

{

Authorization: LOG yourAccessKeyld:yourSignature
x-log-bodyrawsize: 0

User-Agent: sls-java-sdk-v-0.6.1
x-log-apiversion: 0.6.0

Host: my-project.cn-shanghai.log.aliyuncs.com
x-log-signaturemethod: hmac-shal

Date: Sun, 06 May 2018 13:08:42 GMT
Content-Type: application/x-protobuf
Connection: Keep-Alive

}
o IEFEERMETRHA

HTTP/1.1200 OK
Header:
{
Server: nginx/1.12.1
Content-Type: application/json
Content-Length: 712
Connection: close
Access-Control-Allow-Origin: *
Date: Sun, 06 May 2018 13:08:42 GMT
x-log-requestid: SAEEFE5A8BSAEB5E6C82B395
}
Body :
{
"index_mode": "v2",
"keys": {
"agent": {

"alias": "",

"caseSensitive": false,

"chn": false,

"doc_value": true,

"token": [

nn
’

nn
>

ll\llll,
ll(ll’
ll)ll’
ll[ll,
ll]ll’
u{u,
ll}ll’
ll?ll,
ll@ll’
ll&ll’
ll<ll’
ll/ll,

"
)

"\n“’

"\t“J

ll\rll
1,
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Iltypell: lltextll

b

"bytes": {
Ilaliasll: llll’
"doc_value": true,
Iltypell: lllongll

|3

"remote_ip": {
Ilaliasll: Illl,

"caseSensitive": false,

"chn": false,
"doc_value": true,
"token": [

nn
3

nn
’
mn

ll\llll,

n_n
>

"("’
")"’
"["’
"] "’
"{"’
"}"’
nn
"@"l
ng
nen
"/"’

"
*

"\n“’
"\t“)
ll\rll
]’
"type": "text"

})

"response": {
"alias": "",
"doc_value": true,
"type": "long"

}

}’

"line": {
"caseSensitive": false,
"chn": false,
"token": [

nn
ERE]

nn
>

“\““’
“(“J
“)“’
" ["!
“]“’
“(“’

||}||,
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e
Il@ll’
ll&",
II<I|’
II>||,
II/II’
nn
M)
Il\nll’
Il\tll’
ll\rll
]
b
Storage" n gu’
"ttl": 30,
"lastModifyTime": 1524155379
}
iR 9
HT T PIRZSES FHIREG HIRER R
400 IndexConfigNot Exist index config doesn't exist. EFHHNRSIAREE,
The Proj i
404 ProjectNotExist € .rOJeCt does not exist Project R1E7E,
. projectName.
logstore logstoreN.
404 LogStoreNotExist ogstore ogs orefame Logstore RNE7E
dose not exist.
S ifi E -
500 InternalServerError pecified Server Error REBHEIRER.
Message.
BLHIRG, BELEREED,

10.22. PutWebtracking

W APutWebTrackingiE ¥ S L BEEHHBITERE,

&OWRHA
ERTERRREEFHREASHH R,

fEFWeb TrackingZR&E B ER, BEMEKRRE

AH\E'%')\_Q E Tho Eg1nlu\, 'Lﬁ

HWHSERANHR, TTLIAAPUtWebTrackingi#Z QRS RAEEHA—IRIES

fEAPutWebTrackingi®E OB AN BEN, FESLALogstoredTHWeb TrackingFF %, E%F,m, B ERWeb
TrackingX&ERHE,

ZEROAZFREEAZ T opich) B EHIE.

BERIEE

SN ERWeb TrackingR&ER &,
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AP B3%E- 0 EMEXED HEmRS

POST ProjectName.Endpoint/logstores/logstoreName/track HTTP/1.1
x-log-apiversion: 0.6.0

x-log-bodyrawsize: 1234

x-log-compresstype: lz4

{
"__topic__": "topic",
"__source__":"source",
"__logs_ "]
{
"key1": "valuel",
"key2": "value2"
},
{
"keyl1": "valuel",
"key2": "value2"
}
]!
"__tags__":{
"tagl": "valuel",
"tag2": "value2"
}
}
BREH

o iEKL
REFMT=MERSL, ERBAPUtWebTrackingiE O FIR N ARE, BAMEIES L 2 HiE5L,
o x-log-apiversion: 0.6.0
o x-log-bodyrawsize: 1234
o  x-log-compresstype: 1z4
MRBRENHIBSELIEAELE, FAEEEEX-loa-compresstype. MREEMHIBEE L L, YT iF1z450
Deflate®i%, ENBIXMAIERLHN: x-log-compresstype: lz4 5 x-log-compresstype: deflate ,
o BHIIE

SHER HimxE EEWE ~BIE HR
projectName String = my-project Project &R,
logstoreName String = logstore-test Logstore&#R,

cn- . .
endpoint Strin = hangzhou.log.ali R&#s5 Endpoint, #2

P d = gzhoufogal | mmsan.

uncs.com
__topic__ String & topic HEF#,
__source__ String & source BEXRE,
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SHBR

_logs__

_tags__

& [ $1E
o URIS

E GRS

List

Object

il

o

w~HE

[{"key1": value1",
"key2": "value2"},
{"key1":
"value1","key2":
"value2"}]

{"tag1": "valuel",
"tag2": "value2" }

Eizipay

BEARIE, 8 MnRxA—D
JSONM R, ®r—%AE.

® #B8  WebTracking
REMNHENE N HERX
REmMETIE, §&KEE
TEIRE_ time FE,
MRFEZFER, BWRS
i {6 A B &RARET B8

I o

HERE .

PutWebtracking# O £4F B0k, X FLog Service APIBIATEINRISL, 5B E Ak,

o IRTTER

REIHTTPIRS8200, MFRRIERMIN., ZEQAAMINELTEATMETE.

N

o JERRY

POST my-project.cn-hangzhou.log.aliyuncs.com/logstores/logstore-test/track HTTP/1.1

Header:

{

x-log-apiversion: 0.6.0

x-log-bodyrawsize: 1234
x-log-compresstype: 1z4

}
Body :
{
"__topic__": "topic",
"__source__":"source",
“__lOgS__“: [
{
Ilfooll: Ilbarll’
"fool": "barl"
|3
{
llbarll: llfooll’
"barl": "fool"
}
I
“__tags__":{

"tagl": "valuel",
"tag2": "value2"
}
}
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HERS

o EEIR[EIRA

HTTP/1.1200 OK
Header:

{

'Date': 'Wed, 20 May 2019 07:35:00 GMT',

'Content-Length':'0',

'x-log-requestid': '5642EFA499248C827B012B39',

'Connection': 'close’,
'Server': 'nginx/1.6.1'

}
IR 5
HT T PIRZSES fHIRE HIZEHR R
400 PostBodylnvalid Protobuffer content ProtobufferIa LM, L%
cannot be parsed. R,
Invalid ti i EAR By ARET
400 InvalidTimestamp nvalid timestamps are in E] st T B E
logs. .
Non-UTF8 characters are in
400 InvalidEncoding logs ! BERBPHIEUTF-8FF,
400 InvalidKey Invalid keys are in logs. HEABDE LK key,
Logs must be less than or
BERNBTXR, BANAEKELY
4 PostB TooL. MB 4
00 ostBodyToolarge :g:ia;sto 3 and 4096 FUNT 3MBRI40065% .
400 PostBodyUncompressError Failed to decompress logs. HBERNBHRELM,
o B & S Y i858 B A TE[ -
499 PostBodylnvalid 1??;25‘; data time s out 7*24Hour,+15MinJ 35 B
’ Ao
404 LogStoreNotExist logstore logstoreName Logstore R EFE,
does not exist.
404 ProjectNotExist The P-rOJect does not exist Project R E7E,
. projectName.
BEHRN, HEEMERERE,
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11.Logtail#lz§HHEx#EO

11.1. CreateMachineGroup

& A CreateMachineGroup#Z O €I — M54,
BXKIEE

POST /machinegroups HTTP/1.1
Authorization: LOG yourAccessKeyld:yourSignature
Content-Type: application/json
Content-Length: Content Length
Content-MD5: Content MD5
Date: GMT Date
Host: ProjectName.Endpoint
x-log-apiversion: 0.6.0
x-log-signaturemethod: hmac-shal
{
"groupName" : "testgroup",
"groupType":"",
"groupAttribute" : {
"externalName" : "testgroup",
"groupTopic": "testgrouptopic"
b
"machineldentifyType" : "ip",
"machinelList" : [
"192.168.2.1",
"192.168.2.2"

Hoh, HostHProject 2% BEMRSZEndpoint ik, BT EEHost s EProject,

o ERL
CreateMachineGroupiZE A4 HIERL, XTFLlog Service APIIATEIF KL, FEM A HiERL,
o BHII%

SHER Himxr EEWE ~E R
projectName String = ali-test-project Project&#R.,

HERHEER, HEBSMUMT:
o E—Project ™, HEREZRATE
g,
test-machine- o REEBENEFE. HF. BUE
group (-) AT (L) .
o MALUNEFBEEHFFLME
E.
o KEAN3-128FF,

el

groupName String

> MAYRRAS: 20210521 110


https://help.aliyun.com/document_detail/29010.html#t13220.html

APl &E- | ogtailifl 25 4H4H = 0

HERS

SHER HiExE
machineldentify String
Type

groupAttribute Json
machineList Array
groupType String

groupAttribute 2 HUR I T RFR:

SHER Himxr

groupTopic String

externalName String
AEES €

L IVES

falil

el

el

o

A

R

["192.168.2.1",
"192.168.2.2" |

Armory

wBIE

testtopic

testgroup

bii:pay
ERARIREE,

o ip: IPHbEAESEE .,

o userdefined: P HENXIRRVE
4,

MREANEY, FHBESETE
groupAttribute2 4588,

MBAEBNIMRER .

o & machineldentifyTypefit &
Aip, WILAES RS EEAIPHEHE,

o fNEmachineldentifyTypefit &
Huserdefined, MIAMESHENX
BIFRIR.

HBFARR, TTEENZHEAmory,

P
HEFENASE-,

HRREFIRBASMEBE R RS

(Armory) #xiR,

CreateMachineGroup# O 45 B MRSk, %X FLog Service APIBIATEIMEISL, ES A0k,

o IARITER

REIHTTPIRAEE200, MFRRERMI, Z&OIEAKINGE X ETRMTE,

N

o JERRH

> MAYRRA: 20210521


https://help.aliyun.com/document_detail/29011.html#t13221.html

BERS APl &Z- L ogtailifl 25 H4H < 0

POST /machinegroups HTTP/1.1
Header:
{
"x-log-apiversion": "0.6.0",
"Authorization": "LOG yourAccessKeyld:yourSignature",
"Host": "ali-test-project.cn-hangzhou-devcommon-intranet.sls.aliyuncs.com",
"Date": "Tue, 10 Nov 2015 17:57:33 GMT",
"Content-Length": "187",
"x-log-signaturemethod": "hmac-shal",
"Content-MD5": "82033D507DEAAD72067BB58DFDCB590D",
"User-Agent": "sls-java-sdk-v-0.6.0",
"Content-Type": "application/json",
"x-log-bodyrawsize": "0"
}
Body :
{
"groupName": "test-machine-group",
"groupType":"",
"machineldentifyType": "ip",
"groupAttribute": {
"groupTopic": "testtopic",
"externalName": "testgroup"
}’
"machineList": [
"192.168.2.1",
"192.168.2.2"
]
}

o JR[EIRE

HTTP/1.1200 OK

Header:

{
"Date": "Tue, 10 Nov 2015 17:57:33 GMT",
"Content-Length": "0",
"x-log-requestid": "5642300099248CB76D005D36",
"Connection": "close",
"Server": "nginx/1.6.1"

}
Ay =]
HiRtg
HT T PR 75%5 H iR HIRER R
. . Project projectName does .
404 ProjectNotExist : ) pro Project RE7E,
not exist.
ro roupName alread

400 MachineGroupAlreadyExist zxisltJE group v HERHEBFRE,
400 InvalidParameter invalid group resource json THHLBESH,
500 InternalServerError Internal server error REARSZIA IR,

BEZBIRB, BELEREED,

11.2. DeleteMachineGroup
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APl 8#- Logtail#ll 25 HE X 0 BHERS

& A DeleteMachineGroupiZE M RS0, MENBACNALogtailRERE, NMRVSRAR, SB4XNEILogtail
&,

BERIEE

DELETE /machinegroups/groupName HTTP/1.1
Authorization: LOG yourAccessKeyld:yourSignature
Date: GMT Date

Host: ProjectName.Endpoint

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Hd1, HostHProject Z#R% H &R Endpoint#p, &F EEHost 15 EProject,
BEREH
o EKsL
DeleteMachineGroupiE O 45 HERL, *TFLlog Service APIIAFIERL, BB #iERL,
o BHIIE

SHER HimRn ERWIE ~BlE Eii:by

projectName String 2 ali-test-project Project &R,
test-machine-

groupName String 2 I H.ERAER,

group-4

iR O #4E
o IMR7SL

DeleteMachineGroup#E O 45 B ML, % FLog Service APIIARIGR L, FS WA 1AL,
o IRITER

REHTTPIRZFE200, WFRRERM . Z&OEAMRNELTEMENTE.

BN
o ERTHI

DELETE /machinegroups/test-machine-group-4 HTTP/1.1
Header:
{
"x-log-apiversion": "0.6.0",
"Authorization": "LOG yourAccessKeyld:yourSignature",
"Host": "ali-test-project.cn-hangzhou-devcommon-intranet.sls.aliyuncs.com",
"Date": "Tue, 10 Nov 2015 19:13:28 GMT",
"Content-Length": "0",
"x-log-signaturemethod": "hmac-shal",
"User-Agent": "sls-java-sdk-v-0.6.0",
"Content-Type": "application/x-protobuf",
"x-log-bodyrawsize": "0"

}
o FEIREIRA

113 > MHARA: 20210521


https://help.aliyun.com/document_detail/29010.html#t13220.html
https://help.aliyun.com/document_detail/29011.html#t13221.html

HERS APl &#- L ogt ail# 28

HEXEO

HTTP/1.1200 OK

Header:

{
"Date": "Tue, 10 Nov 2015 19:13:28 GMT",
"Content-Length":"0",
"x-log-requestid": "564241D899248C827B000CFE",
"Connection": "close",
"Server": "nginx/1.6.1"

}
a
Hixtg
HT T PR fHIRT HIRER
The Project does not exist
404 ProjectNotExist , )
: projectName
MachineGroup groupName
404 MachineGroupNotExist 'p group
does not exist.
500 InternalServerError Internal server error.

EZEIRE, BEERERE,

11.3. UpdateMachineGroup
8 B UpdateMachineGroupiE KN EREEE .

BERIEE

PUT /machinegroups/groupName HTTP/1.1
Authorization: LOG yourAccessKeyld:yourSignature
Content-Type:application/json
Date: GMT Date
Host: ProjectName.Endpoint
x-log-apiversion: 0.6.0
x-log-signaturemethod: hmac-shal
{
"groupName": "test-machine-group",
"groupType":"",
groupAttrlbute" {
"externalName" : "testgroup",
"groupTopic": "testgrouptopic"
}’
"machineldentifyType" :
"machineList" : [
"192.168.3.1",
"192.168.3.2"

pll

ERSH
o ERL

UpdateMachineGroup#Z O L4 AIERL, X TFLog Service APIIAIEIFRL, EE2R

o SHIIE

‘.»
Bt
=4

Project R1E7E,

MNBFARFHE.

NERBRSS B IR,

AHIBJRL,
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API 8- Logtailifl 28R E 0 BERS

SHBR HiERE BWEA THIE P

il

\

ali-test-project Project &R,

il

projectName String

test-machine-group WA ER,

il

groupName String

MERARE, BIAR

3

o

groupType String I

s

H

°

HEREIMREE,
o ip: IPHHEALERAE,
userdefined o userdefined: AP
B & XARIRHL AR
AH,

il

machineldentifyType String

{"externalName" : HEAENEN, A
"testgroup”, ANE, FHESET
"groupTopic": FgroupAttributez
"testgrouptopic"} HUREA,

Ho

groupAttribute Json

MBEBIRRER.

o
£ machineldentify
TypeEe&ERip, M
MBS BRESE8HY
IPHBAIE ,

o
Emachineldentify
Typefit &
HAuserdefined, NI
LB S B E X8
IR,

[uu_id_1, uu_id_2]

il

machineList Array

groupAttributeS#UR BN T RR:
SHEIR gL EAMIE ~E i

MRANHEER,

iy

groupTopic String testtopic2

M8 4H PR IR B9 9150
testgroup2 BEERSA (Armory)
RiR. BARZE,

iy

externalName String

IR [B] 447
o [k

UpdateMachineGroup#E O 4B MRSk, % FLog Service APII ARG Sk, FS WA 1AL,
o IMRTER

REIHTTPIRZF200, WFRRERMI, ZEORARNE T EFINMATE,

N

o ERRH
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BERS APl &Z- L ogtailifl 25 H4H < 0

PUT /machinegroups/test-machine-group HTTP/1.1
Header:
{
"x-log-apiversion": "0.6.0",
"Authorization": "LOG yourAccessKeyld:yourSignature",
"Host": "ali-test-project.cn-hangzhou-devcommon-intranet.sls.aliyuncs.com",
"Date": "Tue, 10 Nov 2015 18:41:43 GMT",
"Content-Length": "194",
"x-log-signaturemethod": "hmac-shal",
"Content-MD5": "2CEBAEBE53C078891527CB70A855BAF4",
"User-Agent": "sls-java-sdk-v-0.6.0",
"Content-Type": "application/json",
"x-log-bodyrawsize": "0"
}
Body :
{
"groupName": "test-machine-group",
"groupType":"",
"machineldentifyType": "userdefined",
"groupAttribute": {
"groupTopic": "testtopic2",
"externalName": "testgroup2"
}’
"machineList": [
"uu_id_1",
"uu_id_2"
]
}

o IEFEIRMERHG

HTTP/1.1200 OK

Header :

{
"Date": "Tue, 10 Nov 2015 18:41:43 GMT",
"Content-Length": "0",
"x-log-requestid": "56423A6799248CA57B00035C",
"Connection": "close",
"Server": "nginx/1.6.1"

}
Ay =]
BizE
HT T PR 7AES H R85 HIRER R
. . Project projectName does .
404 ProjectNotExist J ) proj Project RF7E,
not exist.
roup groupName does
404 GroupNotExist group group HERERTFRE,
not exist.
400 InvalidParameter invalid group resource json T EHSE,
500 InternalServerError Internal server error RERARSZIA IR,

BEZBIRB, BENEREERED,

11.4. ListMachineGroup
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APl &E- | ogtailifl 25 4H4H = 0

HERS

18 A ListMachineGroup#% 0 5| 4} B #xProject THI#884H .

BERIEE

GET /machinegroups?offset=1&size=100 HTTP/1.1
Authorization: AuthorizationString

Date: GMT Date

Host: ProjectName.Endpoint

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Hdh, HostH ProjectZ#R#1 HEMRSEndpoint 4 %

ERESH
o ERL

ListMachineGroup#E A T4 E1EKR L, %X FLog Service AP A B K sk

o BHII%
SHER

offset

size

groupName

REI#E
o N7k

HiREE

Integer

Integer

String

iy

, IRBEEEHost P18 EProject,

, BERALERL,

~ME R

1 EWFIAT. KINMERO,

10 AREEN, RENSRITH. RAE
73500,

test-machine- MEREAER. BT IRNEE, XI55

group N ITE,

ListMachineGroup#Z O T4 E MM L, % FLog Service AP AT L, H8 WAL,

o IMNTTER

REHTTPIRAFE200, FRIFERMY, ERENE, HINBodyPEE BirProject THHARATIE, MTHR:

SHER
count

total

machinegroups

BN

o JERRG

Integer

Integer

Json Array

wBIE

[ "test-machine-
group-1", "test-
machine-group-2" ]

ey

Hik

HRTSUR BRI HE .

FEERRMNONBATH.

HETHRHONBEATIE.
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HEMRSS

APl &Z- L ogtailifl 25 H4H < 0

GET /machinegroups?groupName=test-machine-group&offset=0&size=3 HTTP/1.1
Header:
{
"x-log-apiversion": "0.6.0",
"Authorization": "LOG yourAccessKeyld:yourSignature",
"Host": "ali-test-project.cn-hangzhou-devcommon-intranet.sls.aliyuncs.com",
"Date": "Tue, 10 Nov 2015 18:34:44 GMT",
"Content-Length": "0",
"x-log-signaturemethod": "hmac-shal",
"User-Agent": "sls-java-sdk-v-0.6.0",
"Content-Type": "application/x-protobuf",
"x-log-bodyrawsize": "0"

}
o R[EIRE

HTTP/1.1200 OK
Header:
{
"Date": "Tue, 10 Nov 2015 18:34:44 GMT",
"Content-Length": "83",
"x-log-requestid": "564238C499248C8F7B0001DE",
"Connection": "close",
"Content-Type": "application/json",
"Server": "nginx/1.6.1"
}
Body :
{
"machinegroups": [
"test-machine-group-1",
"test-machine-group-2"

],

"count": 2,
"total": 2
}
3
Bz
HT T PIRZSES a5 HIRfER
500 InternalServerError internal server error

EZHEIRE, BERERERE,

11.5. GetMachineGroup

8 F GetMachineGroupiZ O EE& BArfLEENEKER.

GET /machinegroups/groupName HTTP/1.1
Authorization: LOG yourAccessKeyld:yourSignature
Date: GMT Date

Host: ProjectName.Endpoint

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Hoh, HostHProject Z#R# HERSZENdpoint i, REE A Host P15 EProject,

P

NEBIRSBAER.

> MAYRRAS: 20210521
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o jERL
GetMachineGroupiE A XL4EH 15K L, £ FLlog Service APIEIALEE KL, BS ML HiE5RL,
o BHIIF

SHER HAmAEE EEWE ~E R
projectName String 2 ali-test-project Project &R,

groupName String 2 test-machine- HEEAHER,
group

iR [6 #4E
o A7k
GetMachineGroupiE AL E ML, X FLog Service AP A MRSk, ES AL,
o IMRITER
REIHTTPIRZEE200, MFRRERMI, EXRKME, HIINBodyPE S BMBANERES, WTHAR:

BHER HiELR ~E R

groupName String test-machine-group HESLEBZR,

groupType String Armory HERERE, FEARREEAMory,
HESAIRIRBI A,

machineldentifyType  String ip o ip: IPHbHEALESEE .,

o userdefined: FF BEXIRRVESA,

{"externalName":

) . "testgroup”, HEANE M. FHiE2%E T &groupAttribute
groupAttribute Json Object "groupT opic": SHHE.
"testtopic"}
HEANIRMRER.
. . o fN&®machineldentifyTypeft & Aip, W ittih
machineList Json Array |[|1;§7000023 ]’ E S RSRHIPHLL,
o o fn®machineldentifyTypefit &
Auserdefined, WIAHES BE X AR,
) ) HLESARGIZITE ., UnixBtE@&E, FRM
createTime integer 1447178253 1970-1-1 00:00:00 UT Cit B2 8982 .
S ) RIE—REFHB[ANE, UnixitaZE=,
lastModifyTime integer 1447178253 %7~M1970-1-1 00:00:00 UT Ci+E 2 EIFEL,
groupAttributeS#0IR BN T RFR:
BHER HimEE ~E R
groupTopic String testtopic MEANBAEERM,
externalName String testgroup WA KRB EBEIRR S (Armory) #RiE,

N
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HEMRSS

APl &Z- L ogtailifl 25 H4H < 0

o ERRH

GET /machinegroups/test-machine-group HTTP/1.1
Header:
{

"x-log-apiversion": "0.6.0",

"Authorization": "LOG yourAccessKeyld:yourSignature",

"Host": "ali-test-project.cn-hangzhou-devcommon-intranet.sls.aliyuncs.com",

"Date": "Tue, 10 Nov 2015 18:15:24 GMT",
"Content-Length":"0",
"x-log-signaturemethod": "hmac-shal",
"User-Agent": "sls-java-sdk-v-0.6.0",
"Content-Type": "application/x-protobuf",
"x-log-bodyrawsize": "0"

}
o IR[E R

HTTP/1.1200 OK

Header:

{
"Date": "Tue, 10 Nov 2015 18:15:23 GMT",
"Content-Length": "239",
"x-log-requestid": "5642343B99248CB36D0060B8",
"Connection": "close",
"Content-Type": "application/json",
"Server": "nginx/1.6.1"

}
Body :
{
"groupName": "test-machine-group",
"groupType":"",
"groupAttribute": {
"externalName": "testgroup",
"groupTopic": "testtopic"
h
"machineldentifyType": "ip",
"machinelList": [
"127.0.0.1",
"127.0.0.2"
I
"createTime": 1447178253,
"lastModifyTime": 1447178253
}
HiRE
HT T PR 75%5 FHIREY
404 ProjectNotExist
404 GroupNotExist
500 InternalServerError

EZEIRE, BEERERE,

Project projectName does
not exist.

group groupName does
not exist.

Internal server error

=
B
[

Project RE7E,

MNBJ/ARFHE,

RERBRSS B AR,
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APl 8#- Logtail#ll 25 HE X 0 BHERS

11.6. ApplyConfigToMachineGroup

A B ApplyConfigT oMachineGroupi& A% Logt ailfic & F7 A EIH884 .

BERIEE

PUT /machinegroups/groupName HTTP/1.1
Authorization: LOG yourAccessKeyld:yourSignature
Date: GMT Date

Host: ProjectName.Endpoint

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Hh, HostHProject ¥R B&EIRSZEndpoint# g, HFEEEHost 35 EProject,
BREH
o B3Rk
ApplyConfigToMachineGroup# O E45H1EK sk, XFLog Service APIIAIIERL, BFSRAHERL,
o BHTIE

SHER HigRn EEWE ~E i
projectName String = ali-test-project Project &R,
groupName String 2 sample-group HLERHZR,

logtail-config-

Logtaille EZ#R.
sample

il

configName String

IR [6 43
o MRS

ApplyConfigToMachineGroup## O B4 A RISk, X FLog Service APIIAFEINRISL, EES R AH£ L,
o IRITER

REIHTTPIRZF3200, MFRRERMI, ZEOQIBAKINGE TE@MMTE,

Bl
o &R

PUT /machinegroups/sample-group/configs/logtail-config-sample
Header:
{
"Content-Length": 0,
"x-log-signaturemethod": "hmac-shal",
"x-log-bodyrawsize": 0,
"User-Agent": "log-python-sdk-v-0.6.0",
"Host": "ali-test-project.cn-hangzhou-devcommon-intranet.sls.aliyuncs.com",
"Date": "Mon, 09 Nov 2015 09:44:43 GMT",
"x-log-apiversion": "0.6.0",
"Authorization": "LOG yourAccessKeyld:yourSignature"

}
o IEFEIRERHG
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HERE APl &Z- L ogtailifl 25 H4H < 0

HTTP/1.1200 OK

Header :

{
"date": "Mon, 09 Nov 2015 09:44:43 GMT",
"connection": "close",
"x-log-requestid": "56406B0B99248CAA230BA094",
"content-length": "0",
"server": "nginx/1.6.1"

}
HiRE
HT T PIRASES HIREG HIRER ik
404 ProjectNotExist :Tfl;er;;(:;jf/\cl;;f;es not exist Project R1ETE.
404 GroupNot Exist %(zueiiftr.oupName does WEBAAREFE,
404 ConfigNotExist g;g:'g confighamdoes not | . IR EREE.
500 InternalServerError Internal server error. NERRRS B AEIR,

EZHIRE, BELEREED,

11.7. RemoveConfigFromMachineGroup

A FARemoveConfigFromMachineGroupiZ 0 M#188 48 h# R LogtailBiL & .
BEXRIBE

DELETE /machinegroups/groupName HTTP/1.1
Authorization: LOG yourAccessKeyld:yourSignature
Date: GMT Date

Host: ProjectName.Endpoint

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Hoh, HostHProject Z#RF1 H&MRSEndpoint#aak, &5 EEHost P#§EProject,
o iERL

RemoveConfigFromMachineGroupiE O T4FAEE KL, X FLog Service APIFATIFRL, iES N A HiERL,
o BHIIX

SHER HIEER ERBMR ~E b
projectName String 2 ali-test-project Project &R,
groupName String 2 sample-group HESHZR.

logtail-config-

LogtaillRE &R,
sample

il

configName String
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APl &E- | ogtailifl 25 4H4H = 0

HEmRS

iR B 29
o IRk

RemoveConfigFromMachineGroup# O T4 A MRSk, X FLog Service APIBIAFLIFISL, ES T AL,

o IMNTTER
REIHTTPIRAF3200, MFRERMY, Z&OIEAKINGE TEAMMTE,

zR']
o BERFH

DELETE /machinegroups/sample-group/configs/logtail-config-sample
{
"Content-Length": 0,
"x-log-signaturemethod": "hmac-shal",
"x-log-bodyrawsize": 0,
"User-Agent": "log-python-sdk-v-0.6.0",
"Host": "ali-test-project.cn-hangzhou-devcommon-intranet.sls.aliyuncs.com",
"Date": "Mon, 09 Nov 2015 09:48:48 GMT",
"x-log-apiversion": "0.6.0",
"Authorization": "LOG <yourAccessKeyld>:<yourSignature>"

}
o FEIR[EIRA

HTTP/1.1200 OK

Header :

{
"date": "Mon, 09 Nov 2015 09:48:48 GMT",
"connection": "close",
"x-log-requestid": "56406C0099248CAA230BE135",
"content-length": "0",
"server": "nginx/1.6.1"

}
o
HIRHE
HT T PIRASES B2 HIRER
MachineGrou roupName
404 MachineGroupNotExist .p group
does not exist.
. ) Config confighame does
404 ConfigNotExist )
not exist.
500 InternalServerError Internal server error.

EZEIRE, BERERERE,

11.8. GetAppliedConfigs

I8 B GetAppliedConfigsiZ O REX B ArH284H FE L M A N Logtalie B L.

BERIEE

*
B
5%

MNBARFHE.

Logtaille ERETE.

NEBIRSBAER.
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HERE APl &Z- L ogtailifl 25 H4H < 0

GET /machinegroups/groupName/configs HTTP/1.1
Authorization: LOG yourAccessKeyld:yourSignature
Date: GMT Date

Host: ProjectName.Endpoint

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Hh, HostHProject Z%R¥1 B EBRSZENdpoint#ak, BMEEHEHost g EProject,
BEXREH
o ERL
GetAppliedConfigsiE O TT4EHERL, %X Flog Service APIBIATLIERL, EB LA HiERL,
o BHIIE

SHER HimRn ERWIE ~E R
projectName String = ali-test-project Project &R,
groupName String 2 test-machine-group HLBSLEZR,

R B #5048
o RSk

GetAppliedConfigsi#E O B4FH MM L, XFLog Service APIIAIDRISL, EFS WA 0L,
o MEITR

REIHTTPIRARES200, MFRIERKI, HINNBody=BEEENREATHABLogtaltlcES IR, BAKRAWT:

SHEIR HIRE ~E R
count Integer 3 Logtailic E&=.

[ "two", "three",

configs Arra
9 Y "test_logstore" ]

BNl
o BERFH

GET /machinegroups/test-machine-group/configs HTTP/1.1
Header :

{

x-log-apiversion: 0.6.0

Authorization: LOG yourAccessKeyld:yourSignature

Host: ali-test-project.cn-hangzhou-devcommon-intranet.sls.aliyuncs.com
Date: Tue, 10 Nov 2015 19:45:48 GMT

Content-Length: 0

x-log-signaturemethod: hmac-shal

User-Agent: sls-java-sdk-v-0.6.0

Content-Type: application/x-protobuf

x-log-bodyrawsize: 0

}
o IEEIRMERG

LogtailEE EZTRTIE.,

> MAYRRAS: 20210521
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APl 8#- Logtail#ll 25 HE X 0

HERS

HTTP/1.1200 OK
Header:
{
Date: Tue, 10 Nov 2015 19:45:48 GMT
Content-Length: 53
x-log-requestid: 5642496C99248C8C7B00173F
Connection: close
Content-Type: application/json
Server: nginx/1.6.1
}
Body :
{
"configs": [
"two",
"three",
"test_logstore"
],
"count": 3

}

HiRS

HT T PIRAED $HIRE

404 ProjectNotExist

404 MachineGroupNotExist

500 InternalServerError

BEZBIRHE, BELEREED,

HIRER

The Project does not exist
: projectName

MachineGroup groupName
does not exist.

Internal server error.

‘.»
Bt
5t

Project RE7E,

NBIARFHE,

RERARSSIBAEIR.
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HERE API 8- Logtailfil EMEXED

12.Logtaillc B x&EO
12.1. CreateConfig

B F CreateConfigiE Ot Logtailfi & .

O
F Project £ o] 8100 Logtailfit &,

BERIEE

POST /configs HTTP/1.1
Authorization: LOG yourAccessKeyld:yourSignature
Content-Type:application/json
Date: GMT Date
Host: ProjectName.Endpoint
x-log-apiversion: 0.6.0
x-log-signaturemethod: hmac-shal
{
"configName": "testcategoryl",
"inputType": "file",
"inputDetail": {
"logType": "common_reg_log",
"logPath": "/var/log/httpd/",
"filePattern": "access*.log",
"localStorage": true,
"timeFormat": "%Y/%m/%d %H:%M:%S",
"logBeginRegex": ".*",
"regex": "(\w+)(\s+)",
"key" :["keyl", "key2"],
"filterKey":["key1"],
"filterRegex":["regex1"],
"fileEncoding":"utf8",
"topicFormat": "none"
}’
"outputType": "LogService",
"outputDetail":
{
"logstoreName": "perfcounter"
}
}

Hh, HostHProject 2% BEARSFENdpoint M, RFEEEHost hig EProject,

o JERL
CreateConfigiE O Z45 BB KL, % FLog Service APIIATIERL, BEHMAHiERL,
o BEREBH
X FiERSHHPMEHER N ogtalle BEREA, 58 M ogtal@ =,
AEES €
o IRk
CreateConfigiEAXL4EHEIIMN L, X FLog Service APII AT SL, HS WAL,
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APl &#- L ogtailfd EfHFED BHERS

o IIRITTER
REIHTTPIRASHB200, MFRRERMKIN, ZEQEARNELEPNMTE,

BNl
o BERFH

POST /configs HTTP/1.1
Header:
{
Content-Length: 737
Host: ali-test-project.cn-hangzhou-devcommon-intranet.sls.aliyuncs.com
x-log-bodyrawsize: 737
Content-MD5: FBAO1ECF7255BE143379BC70C56BBF68
x-log-signaturemethod: hmac-shal
Date: Mon, 09 Nov 2015 07:45:30 GMT
x-log-apiversion: 0.6.0
User-Agent: log-python-sdk-v-0.6.0
Content-Type: application/json
Authorization: LOG yourAccessKeyld:yourSignature
}
Body:
{
"configName": "sample-logtail-config",
"inputType": "file",
"inputDetail": {
"logType": "common_reg_log",
"logPath": "/var/log/httpd/",
"filePattern": "access*.log",
"localStorage": true,
"timeFormat": "%d/%b/%Y:%H:%M:%S",
"logBeginRegex": "\\d+\\.\\d+\\.\\d+\\.\\d+ - .*",
"regex": "((Wd\\.14) \S+ WS+ WI(\S+) WSHN\"(\Ww+) (A" TN (N T+) (\d+) (\Wd+) (W) \" (PN A (AT
"key": ["ip", "time", "method", "url", "request_time", "request_length", "status", "length", "ref_url", "browser"],
"filterKey": [,
"filterRegex": [],
"topicFormat": "none",
"fileEncoding": "utf8"

},
"outputType": "LogService",
"outputDetail":
{

"logstoreName": "sls-test-logstore"
}

}
o IEFEERMETHA

HTTP/1.1200 OK

Header

{

date: Mon, 09 Nov 2015 07:45:30 GMT
connection: close

x-log-requestid: 56404F1A99248CA26C002180
content-length: 0

server: nginx/1.6.1

}

BB
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HERE API 8- Logtailfil EMEXED

HT T PR 7SES fHIREG HIRER R
) ) The Project does not exist )
404 ProjectNotExist ) ) Project RE7E,
. projectName.

config configname already

400 ConfigAlreadyExist ) Logtaille EEETE.
exists.

400 InvalidParameter J!ZZ‘;“d config resource T¥HLogtailleES#,

500 InternalServerError Internal server error. HNERRSAAER.

BESHEIRE, BENEREED,

12.2. ListConfig

W A ListConfigiZE 0 &i8){8 EProject TFAE M Logtailic &,
BEXRIBZE

GET /configs?offset=0&size=100 HTTP/1.1
Authorization: LOG yourAccessKeyld:yourSignature
Date: GMT Date

Host: ProjectName.Endpoint

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Hdh, HostHProject ZFRF HEARSZEndpoint# 5y, T EEHost g EProject,
BREH
o EksL

List ConfigiE A L4FEIERL, X FLog Service APIEIATEIERSL, BB M iRkt
o BHIIX

SHER HimE EEWE ~EIE iR
projectName String 2 ali-test-project Project &R,
offset Integer = 0 BiEFIRTT. BRIMEAO,
size Integer = 10 AREHN, RENSTITH. &AE
K a #1500,
logstoreName String & logstore-4 LogstoreZ#R,
h ) logtail-config- ) .
configName String & Logtaille BB R .

sample

iR [0 43
o [k
ListConfigiE A T4 AL, X TFLlog Service APIYAFLIMRSL, ES R4k,
o IR
IREIHTTPIRATE 200, FREKMIN, ListConfigiE O Bodyd B ELogtalRERERFESE, WTHAR:

> MAYRRAS: 20210521
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APl &#- L ogtailfd EfHFED BHERS

SHER HiELR ~E iR
count Integer 3 METUREILogtaillfi B E.
total Integer 3 HETWEMNLogtallBESH,
[ "logtail-config-
sample", "logtail-
configs Array config-sample-2", HEITUREIRLogtallic EFIE,
"logtail-config-
sample-3"]

BNl
o ERTHI

GET /configs?offset=0&size=10 HTTP/1.1

Header :

{
"Content-Length": 0,
"x-log-signaturemethod": "hmac-shal",
"x-log-bodyrawsize": 0,
"User-Agent": "log-python-sdk-v-0.6.0",
"Host": "ali-test-project.cn-hangzhou-devcommon-intranet.sls.aliyuncs.com",
"Date": "Mon, 09 Nov 2015 09:19:13 GMT",
"x-log-apiversion": "0.6.0",
"Authorization": "LOG yourAccessKeyld:yourSignature"

}
o EEIRMERG

HTTP/1.1200 OK

Header:

{
"content-length": "103",
"server": "nginx/1.6.1",
"connection": "close",
"date": "Mon, 09 Nov 2015 09:19:13 GMT",
"content-type": "application/json",
"x-log-requestid": "5640651199248CAA2300C2BA"

}
Body:
{
"count": 3,
"total": 3,
"configs":
[
"logtail-config-sample",
"logtail-config-sample-2",
"logtail-config-sample-3"
]
}
HIRE
HT T PR 7SES FHIRED HIRER i
404 ProjectNotExist Project Projectiame Project RE7E,

does not exist.
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HT T PIRZSES IR HIRER iR
logstore

404 LogstoreNotExist logstoreName does Logstore R F7E,
not exist.
config configName

404 ConfigNotExist 9 g Logtaille EREFLE.
does not exist.

500 InternalServerError internal server error. ANEBRSSIAAEIR,

EZEIRE, B EREEDE,

12.3. GetAppliedMachineGroups

i Al Get AppliedMachineGroupsi [ 3K BN E 48 18 & Logt ailfe B MIAL 28 A%
BKIEE

GET /configs/configName/machinegroups HTTP/1.1
Authorization: LOG yourAccessKeyld:yourSignature
Date: GMT Date

Host: Projectname.Endpoint

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Hdh, HostHProject BFRM A EIRSEndpoint#py, &FEE7EHost 35 EProject,
BRESH
o B3Rk
GetAppliedMachineGroupsiE A4S E1ER L, X FLog Service APIIAHIERSL, BB HiERL,
o BHTIX

SHER HimxEr EEWE ~E R
projectName String = ali-test-project Project &R,

) ) logtail-config- )
configName String =3 LogtailllEEZFR.

sample

IR O] #4F
o [k

GetAppliedMachineGroupsiE O 45 B MM L, X FLog Service APIFIARIGRIL, ES WAL,
o IRTTER

REHTTPIRAF200, FRRIERMY . ERKNE, HIGNBody PR ENR[ARER, WTHAR:

SHER IR R ~IE iR

count Integer 1 REIHLERAKE.
["sample-

machinegroups Array group1","sample-group2" REI MR EZTRIE

]
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API B L ogtailfi EfHXEN

HEmRS

il
o JERRH

GET /configs/logtail-config-sample/machinegroups
Header:
{
"Content-Length": 0,
"x-log-signaturemethod": "hmac-shal",
"x-log-bodyrawsize": 0,
"User-Agent": "log-python-sdk-v-0.6.0",
"Host": "ali-test-project.cn-hangzhou-devcommon-intranet.sls.aliyuncs.com",
"Date": "Mon, 09 Nov 2015 09:51:38 GMT",
"x-log-apiversion": "0.6.0",
"Authorization": "LOG yourAccessKeyld:yourSignature"

}
o R[EIRE

HTTP/1.1200 OK

Header:

{
"content-length": "44",
"server": "nginx/1.6.1",
"connection": "close",
"date": "Mon, 09 Nov 2015 09:51:38 GMT",
"content-type": "application/json",
"x-log-requestid": "56406CAA99248CAA230BE828"

}
Body:
{
"count": 1,
"machinegroups":
[
"sample-groupl",
"sample-group2"
1
}
Ay =1
HIRE
HT T PIR7SES HIRT HiR{E A
The Project does not exist
404 ProjectNotExist ) ) X
. projectName
) ) Config confiName does not
404 ConfigNotExist )
exist.
500 InternalServerError internal server error.

EZEIRE, BElERERE,

12.4. GetConfig

T Get ConfigiE O3k LogtailEL B N IFAE S .

BERIEE

P

Project RMF7E,

Logtaille ERETE.

NEBARS B AER,

131
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HERE API 8- Logtailfil EMEXED

GET /configs/configName HTTP/1.1

Authorization: LOG yourAccessKeyld:yourSignature
Date: GMT Date

Host: ProjectName.Endpoint

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Hdb, HostHProject Z#F1 HAEMRSEndpoint M, BFEEEHost F15EProject,
BEXREH
o &KL

GetConfigiE O XE4FB1ERKL, X Flog Service APIFIAIERL, BB A HERL,
o BHIIE

SHER HiEER AR ~E

projectName String = ali-test-project

configName String = logtail-config-
sample

o 0k

GetConfigiEOR4EB MMk, X FLog Service APIBIA LIRS, ES ML,
o MRITER

MEAZPEENSHERNEH RN ogtalBEt EFAG, ESMlogtaliE,

Al
o ERFH

GET /configs/logtail-config-sample

Header :

{
"Content-Length": 0,
"x-log-signaturemethod": "hmac-shal",
"x-log-bodyrawsize": 0,
"User-Agent": "log-python-sdk-v-0.6.0",
"Host": "ali-test-project.cn-hangzhou-devcommon-intranet.sls.aliyuncs.com",
"Date": "Mon, 09 Nov 2015 08:29:15 GMT",
"x-log-apiversion": "0.6.0",
"Authorization": "LOG yourAccessKeyld:yourSignature"

}
o FEIR[EIRA

P

Project &#R.

Logtaille EZ R,
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API B L ogtailfi EfHXEN

HEmRS

HTTP/1.1200 OK
Header :

{

}

"content-length": "730",

"server": "nginx/1.6.1",

"connection": "close",

"date": "Mon, 09 Nov 2015 08:29:15 GMT",
"content-type": "application/json",

"x-log-requestid": "5640595B99248CAA23004A59"

Body :

{

"configName": "logtail-config-sample",
"outputDetail": {

"endpoint": "http://cn-hangzhou-devcommon-intranet.sls.aliyuncs.com",

"logstoreName": "sls-test-logstore"
},
"outputType": "LogService",
"inputType": "file",
"inputDetail": {

"regex: "([\\d\\.J+) WS+ WS+ WI(\S+) WS+ \"(Ww+) ([N (TN J+) (Wd+) (\Wd+) (Wd+{-) \"(EAVTN" (NN,

"filterKey": [],
"logPath": "/var/log/httpd/",

"logBeginRegex": "\\d+\\.\\d+\\.\\d+\\.\\d+- .*",

"logType": "common_reg_log",
"topicFormat": "none",
"localStorage": true,
"key": [
"ip":
"time",
"method",
"url",
"request_time",
"request_length",
"status",
"length",
"ref_url",
"browser"
])
"filePattern": "access*.log",
"timeFormat": "%d/%b/%Y:%H:%M:%S",
"filterRegex": []
})
"createTime": 1447040456,
"lastModifyTime": 1447050456

}
B
HT T PR 755 FHIREG HIRER R
Project ProjectN. d
404 ProjectNotExist I’OJEC. rojectiiame aoes Project R FETE.
not exist.
fi figh.
404 ConfigNotExist con |g.con lghame does Logtaillle EAREFTE.
not exist.
500 InternalServerError Specified Server Error MEBIRS A A EIR.
Message.
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BEZHBIRME, BENEREERED,

12.5. DeleteConfig

& A DeleteConfigiZ O M kR1s EBLogtailfie & ,

&OWRHA
mRlogtalRBEESHMAANSEE, WRKRE, BEEFEINZARIE,

BERIEE

DELETE /configs/configName HTTP/1.1
Authorization: LOG yourAccessKeyld:yourSignature
Date: GMT Date

Host: ProjectName.Endpoint

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Hrh, HostHProjectZ ¥R B&MRZEndpoint# g, HFEETEHost 5 EProject,
BREH
o JERsL

DeleteConfigiE O Z45H B KL, % FLog Service APIIATIERL, BB A HiERL,
o SHTIE

SHER HIRER 2EUR ~E

projectName String = ali-test-project
logtail-config-

ConfigName String = 9 9
sample

IR Bl #4E
o 7L
DeleteConfigiE O F4FH MM L, *FLog Service APIEIAFIGRSL, ES WA H1mA L,

o IMNTER
REIHTTPIRZF3200, MFRRERMI, Z&OQEAKINGE L@ EMTE,

Bl
o 5K H

DELETE /configs/logtail-config-sample

Header:

{
"Content-Length": 0,
"x-log-signaturemethod": "hmac-shal",
"x-log-bodyrawsize": 0,
"User-Agent": "log-python-sdk-v-0.6.0",
"Host": "ali-test-project.cn-hangzhou-devcommon-intranet.sls.aliyuncs.com",
"Date": "Mon, 09 Nov 2015 09:28:21 GMT",
"x-log-apiversion": "0.6.0",
"Authorization": "LOG yourAccessKeyld:yourSignature"

R
Project &R,
Logtaille EZ#R.
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API B L ogtailfi EfHXEN

HERS

o IR

HTTP/1.1200 OK
Header:

{
"date": "Mon, 09 Nov 2015 09:28:21 GMT",
"connection": "close",

"x-log-requestid": "5640673599248CAA230836C6",

"content-length": "0",
"server": "nginx/1.6.1"

}
RS
HT T PIRZSES FHIRBY
404 ConfigNotExist
400 InvalidParameter
500 InternalServerError

EZEIRE, BERERERE,

12.6. UpdateConfig

A UpdateConfigE AE #Logtailfi & .
ENOiHA

HRER

config configname does
not exist.

invalid config resource
json.

internal server error.

EHELRNAEVRANLogtalBtE, NXEFEN ogtalieESIIANEN.

P

Logtaillle ERETE.

T Logtaillle BES#,

RERRSS B AEIR.

BEXKIEX
135
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PUT /configs/configName HTTP/1.1
Authorization: LOG yourAccessKeyld:yourSignature
Content-Type:application/json
Date: GMT Date
Host: Projectname.Endpoint
x-log-apiversion: 0.6.0
x-log-signaturemethod: hmac-shal
{
"configName": "testcategoryl",
"inputType": "file",
"inputDetail": {
"logType": "common_reg_log",
"logPath": "/var/log/httpd/",
"filePattern": "access.log",
"localStorage": true,
"timeFormat": "%Y/%m/%d %H:%M:%S",
"logBeginRegex": ".*",
"regex": "(\w+)(\s+)",
"key" :["keyl", "key2"],
"filterKey":["key1"],
"filterRegex":["regex1"],
"topicFormat": "none"

}’
"outputType": "LogService",
"outputDetail":
{
"logstoreName": "perfcounter"
}
}

Hoh, HostHProjectZ## HERSZENdpoint i, REE A Host P15 EProject,

o JERL

UpdateConfigiE O 4 HEKL, % FLog Service APIIAHIBERL, BHM A HiERL,
o BERESH

BEREBHMEMEL M LogtalBe B, EE M Logtalis,
iR O #0473
o IR7SL

UpdateConfigiE O X4 HE MM L, *TFLog Service APIEIAFIGR L, ES A ima L,
o IRITER

REIHTTPIRZFE200, MFRRERMI, ZEOQEAKINGE XM TE,

BN

o {ERRHI
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APl &#- L ogtailfd EfHFED BHERS

PUT /configs/logtail-config-sample
Header:
{
"Content-Length": 737,
"Host": "ali-test-project.cn-hangzhou-devcommon-intranet.sls.aliyuncs.com",
"x-log-bodyrawsize": 737,
"Content-MD5": "431263EB105D584A5555762A81E869C0",
"x-log-signaturemethod": "hmac-shal",
"Date": "Mon, 09 Nov 2015 09:14:32 GMT",
"x-log-apiversion": "0.6.0",
"User-Agent": "log-python-sdk-v-0.6.0",
"Content-Type": "application/json",
"Authorization": "LOG yourAccessKeyld:yourSignature"
}
Body :
{
"outputDetail": {
"logstoreName": "sls-test-logstore"
}J
"inputType": "file",
"inputDetail": {
"regex: "([\d\\.J+) WS+ \\S+ WI(W\S+) WSHWT\"(\\w+) ([A\"TN" (NN T+) (\d+) (\Wd+) (We+[-) \" (AN A (LA TN,
"filterKey": [],
"logPath": "/var/log/nginx/",
"logBeginRegex": "\\d+\\.\\d+\\.\\d+\\.\\d+ - .*",
"logType": "common_reg_log",
"topicFormat": "none",
"localStorage": true,
"key": [
"ip"a
"time",
"method",
"url",
"request_time",
"request_length",
"status",
"length",
"ref_url",
"browser"
]J
"filePattern": "access*.log",
"timeFormat": "%d/%b/%Y:%H:%M:%S",
"filterRegex": []
})
"outputType": "LogService",
"configName": "logtail-config-sample"

}
o IR A

HTTP/1.1200 OK

Header:

{
"date": "Mon, 09 Nov 2015 09:14:32 GMT",
"connection": "close",
"x-log-requestid": "564063F899248CAA2300B778",
"content-length": "0",
"server": "nginx/1.6.1"
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API 8- Logtailfil EMEXED

HiRG

HT T PIRASES
404
400
400
500

BEZBIRME, BELEREED,

FHIRBY

ConfigNotExist

InvalidParameter

BadRequest

InternalServerError

config confighName does
not exist.

invalid config resource
json.

config resource
configname does not

match with request.

internal server error.

ik

Logtaille ERTFE.,

T LogtailleES# .,

Logtaille EBIRAREE
K

RERBRSIBAEIR.
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APIB&- HEHEN HEmRS

13 HZ&AEO
13.1. CreateConsumerGroup

& A CreateConsumerGroup# O 7E18 EfLogstore L BIFE—NME A,

EAREA
HLogstorelR S I 30N ERR A,
BXKIEE

POST /logstores/logstoreName/consumergroups HTTP/1.1
Authorization: LOG yourAccessKeyld:yourSignature
x-log-bodyrawsize: 0
User-Agent: UserAgent
x-log-apiversion: 0.6.0
Host: ProjectName.Endpoint
x-log-signaturemethod: hmac-shal
Date: GMT Date
Content-Type: application/json
Content-MD5: F58544E4D022CC28A93D0B7CC208A5AA
Content-Length: 54
{
"consumerGroup": consumerGroup,
"timeout": timeout,
"order": order

}

Hoh, HostEProjectZ## B ERSZENdpoint i, BREEEHost s EProject,
BREH
o &KL
CreateConsumerGroupiZE O £4FH 15Kk, XTFLog Service APIFALERL, ES WA HERL,
o SHTI%

SHER HimxE EEWE ~EME R
projectName String 2 my-project Project &R,
logstoreName String = my-logstore LogstoreZ#R,
consumer-
consumerGroup String 2 grou:—1 THERAZFR, TEProject TAAME—,

BEE A, 7B E R R AR A IREID

300 B, EBBEEMR. B B,

il

timeout Integer
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B R BR S5 API B HE
SHAEW e EBWE ~HE P
FEB P Shardh B BZIRFHZE
° true: FRRFEBRNSharddIZIRfEH
%, ShardH &5, FiHZERShard#
&, REFHIEEMDEShardi9%
order Boolean = true 2,
o false: FRRAFZINFHZE.
iR 2] £ 4

o IRk

CreateConsumerGroup# OB MMM L, XFLog Service APIEYAFEIDRISL , EE 2 H 1AL,

o IMNTTE

IREIHTTPIRASE3200, MR RERMKIN . ZEOERKRINGE T ECIDRATR,

BN

o ERRH

POST /logstores/my-logstore/consumergroups HTTP/1.1

Header:

{

Authorization: LOG yourAccessKeyld:yourSignature

x-log-bodyrawsize: 0

User-Agent: sls-java-sdk-v-0.6.1

x-log-apiversion: 0.6.0

Host: my-project.cn-shanghai.log.aliyuncs.com

x-log-signaturemethod: hmac-shal
Date: Fri, 04 May 2018 08:02:22 GMT
Content-Type: application/json
Content-MD5: F58544E4D022CC28A93D0B7CC208A5AA
Content-Length: 65
Connection: Keep-Alive
}
Body :
{
"consumerGroup": "consumer-group-1",
"timeout": 300,
"order": true

}

o EEEIRMERG

HTTP/1.1200 OK

Header :

{

Server: nginx/1.12.1

Content-Length: 0

Connection: close
Access-Control-Allow-Origin: *

Date: Fri, 04 May 2018 08:15:11 GMT
x-log-requestid: 5AEC168FAT96F4195BF404CB

}
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API &&- 52 HE

HEmRS

HiRG

HT T PR

400

400

404

404

500

EZHIRE, BELEREED,

fHIRE
ConsumerGroupAlreadyExis

t

JsonInfolnvalid

ProjectNotExist

LogStoreNotExist

InternalServerError

HRER

consumer group already
exist.

consumerGroup or timeout
is of error format.

The Project does not exist
: ProjectName.

logstore logstoreName
dose not exist.

Specified Server Error
Message.

13.2. DeleteConsumerGroup

& A DeleteConsumerGroupiZE O M BR—NMEEHIHER A,

BERIEE

DELETE /logstores/logstoreName/consumergroups/consumerGroupName HTTP/1.1
Authorization: LOG yourAccessKeyld:yourSignature

x-log-bodyrawsize: 0
x-log-apiversion: 0.6.0
Host: ProjectName.Endpoint

x-log-signaturemethod: hmac-shal

Date: GMT Date

Content-Type: application/x-protobuf
Content-MD5: F58544E4D022CC28A93D0B7CC208A5AA

Hh, HostHProject Z#R%0 B EBRSZEndpoint # 5L

BREH
o R

, BB EEHost FI5EProject

B
=4

HBRADHFRE.

4
=

#consumerGroupgitimeou
IR ER,

Project RMF7E,

LogstoreRE#E,

RERRSIBAEIR.

DeleteConsumerGroupiE O 45 A1EKL, X TFLog Service APIFAERL, BB A HERL,

o BHIIF
SHER HiRLE R UWE
projectName String =
logstoreName String =
consumerGroup String =

iR B 8 4iE
o RISk

w~BE
ali-test-project

logstore-test

consumer-group-1

R
Project &R,
Logstore&#R.,

HBEAER,
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HEMRSS

AP &E- HZEH ]

DeleteConsumerGroupiE OB MEISL, X FLog Service APIEYAFEIGRISL, EE WA £ 1Rk,

o IIRITER
REIHTTPIRASHB200, NFRRERMKIN, ZEQEARNELEQANMTE,

zN']
o BERFH

DELETE /logstores/logstore-test/consumergroups/consumer-group-1 HTTP/1.1
Header:

{

Authorization: LOG yourAccessKeyld:yourSignature
x-log-bodyrawsize: 0

User-Agent: sls-java-sdk-v-0.6.1

x-log-apiversion: 0.6.0

Host: ali-test-project.cn-shanghai.log.aliyuncs.com
x-log-signaturemethod: hmac-shal

Date: Fri, 04 May 2018 08:02:22 GMT

Content-Type: application/json

Content-MD5: F58544E4D022CC28A93D0B7CC208A5AA
Content-Length: 65

Connection: Keep-Alive

}
o IEEIRMERG

HTTP/1.1200 OK

Header :

{

Server: nginx/1.12.1

Content-Length: 0

Connection: close
Access-Control-Allow-Origin: *

Date: Fri, 04 May 2018 08:15:11 GMT
x-log-requestid: 5AEC168FAT96F4195BF404CB

}
xa
IR
HT T PR 5ES fHIRED HIRER
The Project does not exist
404 ProjectNotExist . )
: projectName.
The logstore
404 LogStoreNotExist logstoreName dose not
exist.
Specified Server Error
500 InternalServerError

Message.
BLHER, BELERERE,

13.3. GetCheckPoint

il F Get CheckPoint # [ 3R BXIS i 7 25 40 35 22 #4E B Shard B checkpoint .

BERIEE

biiipay

Project RTE7E,

Logstore R7E7E,

NEBIRS B AER.
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API &&- 52 HE

HEmRS

GET /logstores/logstoreName/consumergroups/consumerGroup?shard=shardld HTTP/1.1
Authorization: LOG yourAccessKeyld:yourSignature

x-log-bodyrawsize: 0
x-log-apiversion: 0.6.0

Host: ProjectName.Endpoint
x-log-signaturemethod: hmac-shal

Date: GMT Date

Content-Type: application/json
Connection: Keep-Alive

Hdh, HostHProject&#R#1 HHMRSSEndpoint 4

BERESH
o Rk

, BEEEHostP¥EEProject,

GetCheckPointiZEO X4 H B KL, X TFLlog Service APIIAILIERL, FB LAk,

o BHIIE
BHER
projectName

logstoreName

consumerGroup

shardld

1R Bl £ 42
o ISk

#ERE
String

String

String

Integer

o

il

el

iy

wBIE

my-project

my-logstore

consumer_grou
p_test

R
Project &R,

LogstoreZ#R.,

HEAERR,

Shard ID,
o MRIBEHShard REFE, MIREES
HEN

o WMEARIEEShard, MiREFFAEShard
#checkpoint .,

GetCheckPoint#ZFO LB MM L, X TFLog Service APIFIARIGR L, ES WAL,

o IMNTTE

IREIHTTPIRARE5200, MFRRIERMIN, HiBody=E &18E H % 4AH 2 #E 6 Shardfcheckpoint, EAINT:

SHBR

shard

checkpoint

updateTime

consumer

N

o JERRY

HiEEE

Integer

String

Integer

String

~E iR
0 Shard D,
MTUyNDETNTM30TM .
heck tE .
3MzkwODQ5Ng== checkpoint{&
checkpoint &/ EFETIE, UnixEdE &&=,
1524224984 22
> 9848009 FRM1970-1-1 00:00:00 UT G+ EH2HIFDEL,
consumer_1 HEEE,
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BHERS API &&-jH#HE

GET /logstores/my-logstore/consumergroups/consumer_group_test?shard=0
Header :

{

Authorization: LOG yourAccessKeyld:yourSignature
x-log-bodyrawsize: 0

User-Agent: sls-java-sdk-v-0.6.1

x-log-apiversion: 0.6.0

Host: my-project.cn-shanghai.log.aliyuncs.com
x-log-signaturemethod: hmac-shal

Date: Fri, 04 May 2018 09:26:53 GMT

Content-Type: application/x-protobuf

Connection: Keep-Alive

}
o IEFEERMETRHA

HTTP/1.1200 OK

Header :

{

Server: nginx/1.12.1

Content-Type: application/json
Content-Length: 111

Connection: close
Access-Control-Allow-Origin: *

Date: Fri, 04 May 2018 09:26:53 GMT
x-log-requestid: 5AEC275D1FFC036AB254B20C

}
Body :
{
[
{
"shard": 0,
"checkpoint": "MTUyNDEINTM30TM3MzkwODQ5Ng==",
"updateTime": 1524224984800922,
"consumer": "consumer_1"
}
1
}
B
HT T PIRZSES fHIRTY HIRER iR
404 ProjectNotExist The Project does not exist : projectName. Project RE#E,
404 LogStoreNotExist logstore logstoreName dose not exist. Logstore R FE1E,
C G NotE
404 thnsumer roupio consumer group not exist. HEARERE,
500 InternalServerError Specified Server Error Message. WEBRSIAAEIR.

EZHIRE, BEILEREERED,

13.4. HeartBeat

YA A Heart Beat [ N5 M & K% O BKEI RS 35
&AW BA
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API &&- 52 HE

HEmRS

REEBENRSHELEEZ SRRSO,

BERIEE

POST /logstores/logstoreName/consumergroups/consumerGroup?type=heartbeat&consumer=<consumer> HTTP/1.1

Authorization: LOG yourAccessKeyld:yourSignature
x-log-bodyrawsize: 0

User-Agent: UserAgent

x-log-apiversion: 0.6.0

Host: ProjectName.Endpoint
x-log-signaturemethod: hmac-shal

Date: GMT Date

Content-Type: application/json

Content-MD5: F58544E4D022CC28A93D0B7CC208A5AA
Content-Length: 54

Body :

{"shards" :shard ID list}

Hop, HostHProject Z#R#1 HERSEndpointiak, &EHEEEHost FI55EProject,
BEXREH
o &Rk

HeartBeatiZE O 45 EIEKL, X FLlog Service APIFIATIERL, iES M A HiERL,
eSS

SHER HiELR EEWE ~E
projectName String = my-project
logstoreName String = my-logstore

consumer_group_te

Ho

consumerGroup String

st
consumer String = consumer_1
shards Array = [0]

AEES €
o Rk

HeartBeatiEOXL4EFA ML, *FLlog Service APIEIALEINMN L, ES WAL,
o IR

IR[EIHTTPIRASE3200, MIZF RHeartBeatidskAL1, EEHREHZEE EZEFTEShard DS,

BN

o JERRH

R
Project &R,

HEESR, B—

Projectth HEERIR
AE—E,
HERAER, B—
Project FiH #HZ TR
AE—E,

HEE.

IE7ESH #289Shard D%
*,
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HEMRSS

AP &E- HZEH ]

POST /logstores/my-logstore/consumergroups/consumer_group_test?type=heartbeat&consumer=consumer_1 HTTP

/1.1
Header:

{

Authorization: LOG yourAccessKeyld:yourSignature

x-log-bodyrawsize: 0

User-Agent: sls-java-sdk-v-0.6.1

x-log-apiversion: 0.6.0

Host: my-project.cn-shanghai.log.aliyuncs.com
x-log-signaturemethod: hmac-shal

Date: Sun, 06 May 2018 09:44:10 GMT

Content-Type: application/json

Content-MD5: 8D5162CA104FATET9FES80FD92BB657FB

Content-Length: 3

Connection: Keep-Alive

}
Body :
{"shards" : [0]}

o IEFEIRMEIRHG

HTTP/1.1200 OK
Header:

{
Server: nginx/1.12.1

Content-Type: application/json

Content-Length: 5
Connection: close

Access-Control-Allow-Origin: *
Date: Sun, 06 May 2018 09:44:11 GMT
x-log-requestid: 5SAEECE6B1FFC0366B2553FB5

}
Body :
{"shards" : [0,1]}

HixH

HT T PR ZES

400

404

404
404

500

EZEIRE, BERERERE,

13.5. ListConsumerGroup

i A List ConsumerGroupi& O &8 xE Logstore B ER B iH B2 4H .

$HIRT

NotExistConsumerWithBody

ProjectNotExist

LogStoreNotExist

ConsumerGroupNotExist

InternalServerError

HIRER

non-exist consumer with
non-empty body of
heartbeat message.

The Project does not exist
: ProjectName.

logstore logstoreName
dose not exist.

consumer group not exist.

Specified Server Error
Message.

biiipay

AEEEZOHERNEZE
=1

Project RZ7E,

LogstoreRE#E,

HBARFE.

NEBARS B AER,
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APIB&- HEHEN HEmRS

BERIEE

GET /logstores/logstoreName/consumergroups HTTP/1.1
Authorization: LOG yourAccessKeyld:yourSignature
x-log-bodyrawsize: 0

x-log-apiversion: 0.6.0

Host: ProjectName.Endpoint

x-log-signaturemethod: hmac-shal

Date: GMT Date

Content-Type: application/x-protobuf

Connection: Keep-Alive

Hdh, HostHProject ZFRF] HEIRSEndpoint# 5y, &% EfEHost 35 EProject,
o &R

List ConsumerGroupiE O B45 8B KL, X FLog Service APIIAIZRL, ESMAHERL,
o BHIIE

SHER HiREE EEWIE w~BE by
projectName String 2 my-project Project &R,
logstoreName String = my-logstore Logstore&#R.,

iR [O #4E
o IMR7SL
List ConsumerGroupiE O £45 8 MM sk, X FLog Service APIIARINFL, 1§55 WAL,
o IMRITER
IREIHTTPIRAEE200, MZFREBERKY ., HIFBodythE S BiRProject THNBAER, EAUNT:

SHEWR IR ROIE R
count Integer 1 HEANE,

[{'"'"name': "test-
consumer-group'',

HEAR, ESER, 1B

2T
consumerGroups Array “timeout": 30, "order": 5+T$consumer6roups
BHIHBA,
False}]
consumerGroupsE BB IN TR :
SHER HiERE ~BIE R
name String test-consumer-group HEHBR.
timeout Integer 30 B AT,
order Boolean true ERRINFHEE,

zR]

o 5K
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BHERS API &&-jH#HE

GET /logstores/my-logstore/consumergroups HTTP/1.1
Header:

{

Authorization: LOG yourAccessKeyld:yourSignature
x-log-bodyrawsize: 0

User-Agent: sls-java-sdk-v-0.6.1

x-log-apiversion: 0.6.0

Host: my-project.cn-shanghai.log.aliyuncs.com
x-log-signaturemethod: hmac-shal

Date: Fri, 04 May 2018 08:47:30 GMT

Content-Type: application/x-protobuf

Connection: Keep-Alive

}
o IEFEERMETRHA

HTTP/1.1200 OK

Header:

{

Server: nginx/1.12.1

Content-Type: application/json

Connection: close
Access-Control-Allow-Origin: *

Date: Fri, 04 May 2018 08:47:31 GMT
x-log-requestid: 5AEC1E23048191954B42EAB9

}
Body :
{
llcountll: ||lll’
"consumerGroups":
[
{
"name": "test-consumer-group",
"timeout": 30,
"order": False
}
]
}
xaa
Hixtg
HT T PR fHiRG HIR{E R iR
The Project does not exist
404 ProjectNotExist . ) X Project R1E7E,
. projectName.
logst logstoreN.
404 LogStoreNotExist ogstore ogs oreflame LogstoreRE#E.,
dose not exist.
Specified Server Error
500 InternalServerError P RERIRSS A AR

Message.
EZHERD, BEREAEES,

13.6. UpdateCheckPoint

il F Updat eCheckPoint # [ 8 5 <& i 2% 4 35 22 #4E B Shard B checkpoint .

EOi A
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IR O] #4F
o [k

UpdateCheckPoint# O X4 H ML, XTFLog Service APINAEIGRISL, FEIL
o IRTTER

REHTTPRAE3200, MFRRERMI. Z&ABAMNELEQTBETE,

BN

AP [V

o False: A3&HIEH

API &E- 522 AERS
URIEEHEEN, BHEEforceSuccessAtrueA BEE #Hcheckpoint,
\E Xy N
BXRIEE
POST /logstores/logstoreName/consumergroups/consumerGroup HTTP/1.1
Authorization: AuthorizationString
x-log-bodyrawsize: 0
User-Agent: UserAgent
x-log-apiversion: 0.6.0
Host: ProjectName.Endpoint
x-log-signaturemethod: hmac-shal
Date: GMT Date
Content-Type: application/json
Content-Length: 54
Connection: Keep-Alive
{
"shard": shardID,
"checkpoint": checkpoint
}
Hh, HostHProjectZ#R# H&ERSEndpoint#fl, HEEEHost h15EProject,
BRESH
o XL
UpdateCheckPoint#E O X4 HERL, X TFlog Service APIIAEFERL, BFSRAHERL,
o BHIIF
SHER HimRn ERWEAE ~E Eii:by
projectName String 2 my-project Project &R,
logstoreName String = logstore-4 Logstore&#R.,
consumerGroup String = g:)nsumer_group_te THERAZR,
shard Integer = 0 Shard ID,

. . = MTUyNDETNTM30TM .
checkpoint String 2 3MzkwODQ5Ng== checkpoint{&,
consumer String 5 consumer_1 HEE,

TR EN,
forceSuccess Boolean & False o True: J&HIEH
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HEMRSS

AP &E- HZEH ]

o ERRH

POST /logstores/logstore-4/consumergroups/consumer_group_test?forceSuccess=false&type=checkpoint&consumer

=consumer_1 HTTP/1.1
Header :
{
Authorization: LOG yourAccessKeyld:yourSignature
x-log-bodyrawsize: 0
User-Agent: sls-java-sdk-v-0.6.1
x-log-apiversion: 0.6.0
Host: my-project.cn-shanghai.log.aliyuncs.com
x-log-signaturemethod: hmac-shal
Date: Sun, 06 May 2018 09:14:53 GMT
Content-Type: application/json
Content-MD5: 59457BAFB3F85A5117BDE243947583B0
Content-Length: 55
Connection: Keep-Alive
}
Body :
{
"shard": 0,

"checkpoint": "MTUyNDEINTM30TM3MzkwODQ5Ng=="

}
o FEIREIRA

HTTP/1.1200 OK

Header :

{

Server: nginx/1.12.1

Content-Length: 0

Connection: close
Access-Control-Allow-Origin: *

Date: Sun, 06 May 2018 09:14:54 GMT
x-log-requestid: 5SAEECT8E1FFC0366B24F1C63

}

BB

HT T PR 7SES fHIRE

400 InvalidShardCheckPoint
404 ProjectNotExist

404 LogStoreNotExist

404 ConsumerGroupNotExist
404 ConsumerNotExist

404 ShardNotExist

500 InternalServerError

BRER

shard checkpoint not
encoded by base64.

The Project does not exist
: ProjectName.

logstore logstoreName
dose not exist.

consumer group not exist.

consumer not exist in the
consumer group

shard not exist.

Specified Server Error
Message.

*
s
5%

checkpoint X ZBase6447
B, BAER,

Project R1E7E,

Logstore R7E27E,

HBAREFRE,

HBEAPREFEZEEE,

Shard RF7E,

NEBIRS A AER.
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API &&- 52 HE

HEmRS

EZEIRE, B8 ERERE,

13.7. UpdateConsumerGroup

8 A UpdateConsumerGroupi% MEXIE EiH R ARBE K.
BXRIEE

PUT /logstores/logstoreName/consumergroups/consumerGroup HTTP/1.1
Authorization: LOG yourAccessKeyld:yourSignature
x-log-bodyrawsize: 0
x-log-apiversion: 0.6.0
Host: ProjectName.Endpoint
x-log-signaturemethod: hmac-shal
Date: GMT Date
Content-Type: application/json
Content-MD5: F58544E4D022CC28A93D0B7CC208A5AA
Content-Length: 20
{
"timeout": timeout,
"order": order

}

Hoh, HostHProject & #RF1 H&MRSEndpoint#aak, &5 EEHost P#5EProject,

BREH
o jERL
UpdateConsumerGroupiE O FL45H1ERL, X TFLlog Service APIIAIEERL, BFESR A HiERL,
o BHIIF
SHER HamARR EARWE ~ME R
projectName String 2 my-project Project &2 #R,
logstoreName String = logstore-test Logstore&#R,
consumerGroup String = consumer- THERAER,
group-1
WBETETIE), 7B A BT I8 B g B URE O
Bk, HERAGEMIR, B B,
timeout Integer & 100 @ ; s .
WE  ZS¥Horder2¥FH
BEEDEE—A,
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HEMRSS

AP &E- HZEH ]

e EBWE

SHBR

iy

order Boolean

iR Bl ¥ 4E
o RISk

54

~HE i

EEANShardh 2 HBRIAFEE,

o True: FREENShardhiR)NFH
2, Shardp &g, FTHZE/EShards
&, REHIEER D IShardiE
.

False o False: RRARIAFHEE.

@ #m\  ZEHMtimeout 2K

FEEMEE.

UpdateConsumerGroupiE O 4B ML, X FLog Service APIBIATEINASL, EE 2 H1k7 L,

o IMNTTER

IREIHTTPIRASE3200, MR RERMIN ., ZEOERKRINE T EDIRATR,

N

o ERRH

PUT /logstores/logstore-test/consumergroups/consumer-group-1 HTTP/1.1

Header:
Authorization: LOG yourAccessKeyld:yourSignature
x-log-bodyrawsize: 0
User-Agent: sls-java-sdk-v-0.6.1
x-log-apiversion: 0.6.0
Host: my-project.cn-shanghai.log.aliyuncs.com
x-log-signaturemethod: hmac-shal
Date: Fri, 04 May 2018 08:02:22 GMT
Content-Type: application/json
Content-MD5: F58544E4D022CC28A93D0B7CC208A5AA
Content-Length: 65
Connection: Keep-Alive
Body:
{
"order": False,
"timeout": 100

}
o IEFEERMETRHA

HTTP/1.1200 OK

Header :

{

Server: nginx/1.12.1

Content-Length: 0

Connection: close
Access-Control-Allow-Origin: *

Date: Fri, 04 May 2018 08:15:11 GMT
x-log-requestid: 5AEC168FAT96F4195BF404CB

}

HiRg
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AP &E-JHZE ]

BERS

HT T PR

400

404

404

404

500

EZEIRE, BERERERE,

Jsoninfolnvalid

ProjectNotExist

ConsumerGroupNotExist

LogStoreNotExist

InternalServerError

HIRER

timeout is of error value
type.

The Project does not exist
: projectName.

consumer group not exist.

logstore logstoreName
dose not exist.

Specified Server Error
Message.

ik

SHtimeout £ RIEIR,

Project R E7E,

HBAREFRE,

Logstore R FETE,

RERBRSIBAEIR.
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HERS API & I 1F1E

14 .5 MR 12 4E
14.1. §EAR

ERTASHREEANTE, BSPHNEBHMERFTEMINIEFME (ExtenalStore) RERETXEEN, NfiE—FF
EAERS P EEHIE,

ShEBTFRE TE
o S ERFEfEFILogstoref X H!

Y| YMERTE% (ExternalStore) Logstore

HEREFEEEternalStored, 5HEME HEREELogstored, BEFIRRR

e 17 6 XEEH). BAEmetalsh., R RIS ES

o ERHR
o LogstorefExternalStoredt T X B E W4T .
o ¥logstoreM BB AMMTERE NFSMBEFRE D,
o TFfEEA
B RIXSZH5RDS VPCE B M SR EURIR
@ 8 ROSRIIFILZE. BH. MM="Region, &EBEHfRegioNFIRDSIERIMEILIRTE, BIZ T H e

==
Bo

EASR
1. BIRSMEBEIRIR, fEEHIRENImeta, ES

I CreateExternalStore, UpdateExternalStore, ListExternalStore, GetExternalStore, DeleteExternalStorediLog
Service Python SDKSMREUERIR.

2. EEEANP, SIRIEEIERNER, #TEBEMNSA,

14.2. CreateExternalStore

A CreateExternalStoreiZ ORI B4R ZME 2R,

EOE

B B 35 0SSEEIRAMVPCT BIRDS MySQLEUIRE BE/E A M ERTE RS £0B . ASCLARDS MySQLABI, OSSEREIRAE R4 ERT7 4K
HIENESHEEITS W XE05S4E R,

BERIEE
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API & SN 1FfE

H &Mk

£y

POST /externalstores HTTP/1.1

x-log-bodyrawsize: 0
Content-Type: application/json
x-log-apiversion: 0.6.0
x-log-signaturemethod: hmac-shal

Host: ProjectName.Endpoint

Date: GMT Date

Authorization: LOG yourAccessKeyld:yourSignature

{

"externalStoreName": "externalStoreName",
"storeType": "rds-vpc",

"parameter": {

"vpc-id": "vpc-id",

"instance-id": "instance-id",

"host": "host",

"Port“: "port",

"username": "username",
"password": "password",

"db": "db",
"table": "table",
"region": "region"
}
}

Hoh, HostHProject ZFRF] HEBRSZEndpoint i py, BFE

E 7 Host 435 EProject ,,

o 5Kk
CreateExternalStoreE O L4 EIERL, %k FLog Service APIIATLIERLIFS M kL,
o BHTI%
SHER HimE EEWE ~E R
projectName String 2 ali-test-project Project &R,
externalStoreNa Strin o rds store HMERTFRERFR, FER—ProjectPEFIRA
me 9 = - #ES, BAllogstoreRMRAALEL.
storeTvoe Strin o rds-voe FHERE, BEB{ERNrds-vpc, £R
yp 9 = P VPCTHIRDS MySQLETIREE .
vpc-
vpc-id String = bplaevy8sofism  RDS MySQLSLfIFrEEIVPC ID,
h’] q****
i_
instance-id String = bp1b6c719dfa0 RDS MySQLSE#IID,
8exf****
SC /5l =)
host String & 192.168.XX.XX L{JI;JS MySQLELBIBIPS L h 4 o 51 Pt
port String 2 3306 RDS MySQLSEI & P M =% & 41 Ml i 1 o
username String = root RDS MySQLELH h 9 Ik S5 ZFR,
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HERS API & I 1F1E

SHER HAER ERMIE ~BE iR
password String 2 fdeﬂdekSﬂS RDS MySQLSL 5 o ik S 3 M7 A9 2548
db String 2 meta RDS MySQLSLBIBIERE EZ TR .
table String 2 join_meta RDS MySQLELH B4R ERZ R
RDS MySQLSLBIFrfE M, BRI
region String = cn-gingdao cn-qgingdao. cn-beijing, cn-
hangzhou,

iR [O 4R
o iRk

CreateExternalStoreEO 4B L, X FLog Service APIFIATLINRSL, &S /AL,
o [MRITTER

REIHTTPIRZRES200, WFRRIERRY, ZEOBAKRNELEABATE.

BNl
o BERFH

POST /externalstores HTTP/1.1
Header :
{
x-log-bodyrawsize: 0
Content-Type: application/json
Content-Length: 307
Content-MD5: 7C1D14659C0BBBA7C7BFFOE5A1A46705
x-log-apiversion: 0.6.0
x-log-signaturemethod: hmac-shal
Host: ali-test-project.cn-chengdu.log.aliyuncs.com
Date: Thu, 19 Apr 2018 02:15:41 GMT
Authorization: LOG yourAccessKeyld:yourSignature
}
Body :
{
"externalStoreName": "rds_store",
"storeType": "rds-vpc",
"parameter": {
"vpc-id": "vpc-bplaevy8sofi8mhlg****",
"instance-id": "i-bp1lb6c719dfa08exf****",
"host": "192.168.XX.XX",
"port": "3306",
"username": "root",
"password": "sfdsfldsfksfls****",
"db": "meta",
"table": "join_meta",
"region": "cn-qingdao"
}
}

o IEFEIRMERHG
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API & SN 1FfE

HEmRS

HTTP/1.1200 OK

Header

{

date: Mon, 09 Nov 2015 07:45:30 GMT
connection: close

x-log-requestid: 56404F1A99248CA26C002180
content-length: 0

server: nginx/1.6.1

}
a
Hixtg
HT T PIR7ASES fHIRT HIRER
The Project does not exist
404 ProjectNotExist , )
: projectName
The body is not valid json
400 Parameterinvalid ) i vaidJ
string.
Specified Server Error
500 InternalServerError P

Message.
BLHERE, BELERERE,

14.3. UpdateExternalStore

B UpdateExternalStoret& Q&M FHEEIBNEERER .
O A

‘.»
Bt
=4

Project R1E7E,

IMEEREETFELRNS

NEBIRSBAER,

B B34 OSSEHRIRAVPCT BIRDS MySQLEURE FE1E A SMBRFF A ¥I4E . A 3CLARDS MySQLAGY, OSSEREIRIE AR 17 fik

BN ESHEEES M X B0sSHEE,
BRKIEE

PUT /externalstores/externalStoreName HTTP/1.1
x-log-bodyrawsize: 0
Content-Type: application/json
x-log-apiversion: 0.6.0
x-log-signaturemethod: hmac-shal
Host: ProjectName.Endpoint
Date: GMT Date
Authorization: LOG yourAccessKeyld:yourSignature
{"externalStoreName": "externalStoreName",
"storeType": "rds-vpc",
"parameter": {
"vpc-id": "vpc-id",
"instance-id": "instance-id",
"host": "host",
"port": "port",
"username": "username",
"password": "password",
"db": "db",
"table": "table",
"region": "region"

}
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HEMRSS

API & I 1F1E

Hrh, HostHProject Z¥RF BEMRSENdpoint ¥, BE

ERESH
o Rk

UpdateExternalStoref A EHRFHERL, X FLog Service AP A IiE KL

o BERBY
SHER

projectName

externalStoreNa

me

storeType

vpc-id

intance-id

host

port
username
password
db

table

region

AEEE
o IRk

UpdateExternalStoref QLR H IR SL, X FLog Service APIE) 230 f7 sk,

o IMNTTER

G

String

String

String

String

String

String

String

String

String

String

String

String

il

il

el

7|

iy

iy

el

i

il

el

Pl

il

wBIE

ali-test-project

rds_store

rds-vpc

vpc-
bp1aevy8sofi8m
h-l q****

i_
bp1b6c719dfal
8exf****

192.168.XX.XX

3306

root
sfdsfldsfksfl****
meta

join_meta

cn-gingdao

REIHTTPIRZE3200, MFRRERMI, Z&EOIEAKINGE @M TE,

B

o 5K

E 7 Host 435 EProject

Project &R,

SMEREIEBRIR

FhEER , EEBYEArds-vpe, F£R
VPCTHIRDS MySQLEHRE

RDS MySQLSLfIFr/EAIVPC ID,

RDS MySQLSEZ4IID,

RDS MySQLSEI £ P k4 3t 41E 55 41 74 3t
b1l

RDS MySQLSES 89 A M B & Sh s A

RDS MySQLELHI 89 Ik S Z 7R,
RDS MySQLELH o ik S X 7 A9 2585
RDS MySQLELI BIEHR EE B R .

RDS MySQLSLHI B8R EERE TR

RDS MySQLSLIFRiEMIS, B RiZ#F

cn-qgingdao. cn-beijing. cn-
hangzhou,

BB AHIL,
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API & SN 1FfE

H &Mk

%

PUT /externalstores/rds_store HTTP/1.1
Header:

{

x-log-bodyrawsize: 0

Content-Type: application/json
Content-Length: 307

Content-MD5: 7C1D14659C0BBBA7C7BFFOE5A1A46705

x-log-apiversion: 0.6.0
x-log-signaturemethod: hmac-shal
Host: ali-test-project.cn-chengdu.log.aliyuncs.com
Date: Thu, 19 Apr 2018 02:15:41 GMT
Authorization: LOG yourAccessKeyld:yourSignature
}
Body :
{"externalStoreName": "rds_store",
"storeType": "rds-vpc",
"parameter": {
"vpc-id": "vpc-plaevy8sofi8mhlqg****",
"instance-id": "i-bp1lb6c719dfa08exf****",
"host": "192.168.XX.XX",
"port": "3306",
"username": "root",
"password": "sfdsfldsfksfl****",
"db": "meta",
"table": "join_meta",
"region": "cn-gingdao"
}
}

o IEFEIRMERHG

HTTP/1.1200 OK

Header

{

date: Mon, 09 Nov 2015 07:45:30 GMT
connection: close

x-log-requestid: 56404F1A99248CA26C002180
content-length: 0

server: nginx/1.6.1

}
AY = |
BizE
HT T PIR7ASES =RE
404 ProjectNotExist
400 Parameterinvalid
500 InternalServerError

BZHIRE, BSLEREED,

14.4. ListExternalStore

The Project does not exist
: projectName

The body is not valid json
string.

Specified Server Error
Message.

=
B
[

Project RF7E,

HIEEHEEPFELERNS

NEBARSBAER,
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HEMRSS

API & I 1F1E

VA A ListExternalStorei& O &M IMBFEMEETIER . ZIFERIEEPoject T EBFEMEIIE, tEXIFEMIEEProject

TRFSIMEEEER.

BERIEE

GET /externalstores?externalStoreName=externalStoreName&offset=offset&sizes=sizes

Content-Length: 0
x-log-bodyrawsize: 0
x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal
Host: ProjectName.Endpoint

Date: GMT Date

Authorization: LOG yourAccessKeyld:yourSignature

Hh, HostHProjectZ#R# B &R Endpoint # A%,

ARESH
o R

, BHEEHost b5 EProject,

ListExternalStore# O T4 8B Kk, X FLog Service APIAHERLIFS DA HiE5k L,

o BHII%
SHER

projectName

externalStoreName

offset

sizes

iR [B ¥ 4iE
o RIS

HpERE

String

String

Integer

Integer

il

iy

iy

iy

THE

ali-test-project

store

10

ListExternalStoreiZE O £4F B ML, X FLog Service APIFIATLINRSL, 52 /A0 [k,

o IMNTTE

REIHTTPIRAFE200, RAIFERMIN ., MABodyhEFESMERFMEZIR, BAEIMT:

SHBR

count

total

externalstores

Bl

b
Project &R,

SMERERERIR, I
EWRHERZFH B
BISMERTFNE

EWFHIRIT. BINE
A0,

AREHE, REHN
BITH. HRKXER
500,

HIREE ~E R
| HHITURE B SRR 2L
nteger 3 -
2,
HEETARBNIIEFER
Integer 3 "
.
Array ['ecs_store”, 'rds_store”, i b st aniz pa & 7RSI

"ecs_storel"]
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API & SN 1FfE

H &Mk

%

o ERRH

GET http://ali-test-project.cn-chengdu.log.aliyuncs.com:80/externalstores?externalStoreName=store&offset=0&sizes

=10

Header :

{

Content-Length: 0

x-log-bodyrawsize: 0

x-log-apiversion: 0.6.0
x-log-signaturemethod':hmac-shal

Host: ali-test-project.cn-chengdu.log.aliyuncs.com
Date: Thu, 19 Apr 2018 03:03:16 GMT

Authorization: LOG yourAccessKeyld:yourSignature

}

o IEEIRMERG

HTTP/1.1200 OK
Header :
{
content-length: 103
server: nginx/1.6.1
connection: close
date: Mon, 09 Nov 2015 09:19:13 GMT
content-type: application/json
x-log-requestid: 5640651199248CAA2300C2BA
}
Body:
{
"count": 3,
"total": 3,
"externalstores":

[

"ecs_store",
"rds_store",
"ecs_storel"
]
}
xaa
Bz
HT T PIR7SES 5= HIRER
The Project does not exist
404 ProjectNotExist , ) X
: projectName
S ified S E
500 InternalServerError pectiied Server error

Message.

EZEIRE, BEERERE,

14.5. GetExternalStore

1 Fl Get ExternalSt ored#& [ 3R EXE E SMERFF R SR B IR IS R

&®

mElY:

biiipay

Project RMF7E,

NEBARSEAER,

B RISz 0SSHIRIRFANVPCT BIRDS MySQLEUIRE EVE A IMNERTRAE SR . AN XLARDS MySQLABI, OSSEIEIRIE RS ER TR A4
HIRNESHEEES W A0S KRR,
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HERS API & I 1F1E

BERIEE

GET /externalstores/externalStoreName
Content-Length: 0

x-log-bodyrawsize: 0

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Host: ProjectName.Endpoint

Date: GMT Date

Authorization: LOG yourAccessKeyld:yourSignature

Hrh, HostHProject Z¥RF B EBRSENdpoint ¥, REEEHost g EProject,
BREH
o JEksL

GetExternalStoref#E O X4EAE KL, £ TFLog Service APIFIAIERLIBES LA Hi55kL,
o BHIIX

SHER HiEER =EWME w~BE HR
projectName String = ali-test-project Project &R,
externalStoreName String = rds_store YNERTZRE R TR

o [k
GetExternalStore#Z O L4FA MMk, X TFLog Service APIFIALIGR L, ES WAL,
o IR
REIHTTPIRAEE200, MFRRERMI, dzBody & &iZProject THEESMBFMIFAES, BANT:

SHER HIEER ~E iR
storeType String rds-vpc FHE£8, BEBUEArds-vpe, F£RVPCTH
Y RDS MySQLE#IRE
vpc-
vpc-id String bplaevy8sofi8mhiq RDS MySQLSL4IFfr/E BIVPC ID,
i_
instance-id String bp1b6c719dfa08exf RDS MySQLHEJSEAIID,
host String 19 Hk ok ok RDS MySQLSL 5 B4 P o0 1k 5 &0 k9 st ik
port String 3306 RDS MySQLSE 1 &9 P9 R =% 41 Ml i 1 .
username String root RDS MySQLEL#I 8BRS E R,
db String meta RDS MySQLSL#I B E R EEZ TR .
table String join_meta RDS MySQLSLfI B4R EER B TR .
) ) ) RDS MySQLSLHIFrTEM TS, BRI ZFcn-
region String cn-gingdao

gingdao. cn-beijing. cn-hangzhou,
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API B 515177 fi H &R SS

il
o JERRH

GET /externalstores/rds_store

Header :

{

Content-Length: 0

x-log-bodyrawsize: 0

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Host: ali-test-project.cn-chengdu.log.aliyuncs.com
Date: Thu, 19 Apr 2018 03:26:49 GMT

Authorization: LOG yourAccessKeyld:yourSignature

}
o EEEIRMERG

HTTP/1.1200 OK
Header:
{
content-length: 730
server: nginx/1.6.1
connection: close
date: Mon, 09 Nov 2015 08:29:15 GMT
content-type: application/json
x-log-requestid: 5640595B99248CAA23004A59
}
Body :
{
'storeType': 'rds-vpc',
'parameter': {
'region’: 'cn-gingdao’,
'vpc-id': 'vpc-plaevy8sofi8mhlq****',
'instance-id': 'i-bp1b6c719dfa08exf****',
'host': '192.168.XX.XX',

'port': '3306',
'username': 'root’,
'db': 'meta’,
'table': 'join_meta'
}
}
Ay =}
HIREE
HT T PR 7ASES HIREG HIRER R
) . The Project does not exist )
404 ProjectNotExist X ) Project R1ETE,
. projectName
Logstore
404 LogStoreNotExist externalStoreName does HNERTEAE A TRIE
not exist
Specified Server Error
500 InternalServerError pectl! v MEBIRSS A A IR

Message.

EZEIRE, BEERERE,
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HEMRSS

API & I 1F1E

14.6. DeleteExternalStore

iE A Delet eExternalSt oredE O M BR 18 B SN ERTERESUE
BRKIBE

DELETE /externalstores/externalStoreName
Content-Length: 0

x-log-bodyrawsize: 0

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Host: ProjectName.Endpoint

Date: GMT Date

Authorization: LOG yourAccessKeyld:yourSignature

Hoh, HostHProject 2% BERSZEndpoint ik, BT EEHost s EProject,

BERSH
o EKL
DeleteExternalStoreZE O L EIERL, X FLog Service APIFIATLIERLIFS M iRk,
o BHIIF
BHER HHRRR EEWIE ~EIE R
projectName String 2 ali-test-project Project &R,
externalStoreName String 2 rds_store SMNERTFIEBTR

R B #4E
o IMRzL
DeleteExternalStorei&E O X4 B MEIsk, X FLog Service APIARIIR L, ES

o MRITTE
IREIHTTPIRS8200, MFRRIERMIN, ZEQARAMINE LT EATMETE.

BNl
o ERFH

DELETE /externalstores/rds_store

Header :

{

Content-Length: 0

x-log-bodyrawsize: 0

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Host: ali-test-project.cn-chengdu.log.aliyuncs.com
Date: Thu, 19 Apr 2018 03:32:49 GMT

Authorization: LOG yourAccessKeyld:yourSignature

}
o IEFEIRERHG

WAL,

> MAYRRAS: 20210521

164


https://help.aliyun.com/document_detail/29010.html#reference-ehh-ntq-12b
https://help.aliyun.com/document_detail/29011.html#t13221.html

API &I} Ei17 14

HERS

HTTP/1.1200 OK

Header

{

date: Mon, 09 Nov 2015 07:45:30 GMT
connection: close
x-log-requestid: 56404F1A99248CA26C002180
content-length: 0

server: nginx/1.6.1

HixH

HT T PIRZSES

404

400

500

EZHEIRD,

BENEREREE,

HIRT

ProjectNotExist

Parameterinvalid

InternalServerError

HIRER

The Project does not exist
: projectName

External store does not
exist

Specified Server Error
Message.

wr
hz:13
5

Project RTE7E,

SR EIE AR

RERRSBAEIR.
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HEMRSS

API &E- (U &

15 EEEO
15.1. ListDashboard

W A ListDashboardiZ &5 EProject THYXEE (Dashboard) HEEFER, GIFENEZDNNUERELR, XFEHE

EProject TRIANERIIF, hIFEHIEEPoject TEAKNERER.

RO HA
1 BIDR BRI H S TR,

£ https://sls.console.aliyun.com/lagnext/projec dask

== + O Doctest HEEE -

» Doctest
» dashboard-160793242642...

« dashboard-160637254661...

5

Fs i
{XFEID

@
@ IRFREBIR

BXREE

GET /dashboards HTTP/1.1

Content-Length: 0

x-log-bodyrawsize': 0

x-log-apiversion: 0.6.0

x-log-signaturemethod: hmac-shal

Host: ProjectName.Endpoint

Date: GMT Date

Authorization: LOG yourAccessKeyld:yourSignature
x-log-date: Mon, 30 Nov 2020 06:22:17 GMT

Hh, HostHProjectZ#R# H&ERSEndpoint i, HEEEHost 15 EProject,

o EKsL
ListDashboard$# O £4HEKL, % FLog Service APIEIAHIBERLIBFES I 2 445 5k:L,

o BHIIE
SHBR HiRxE EHWIE whIE

ali-test-project

Jalil

projectName String

bizipay

Project &R,
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AP 2F- (U F a1 HERS

SHER HIREER ERWIE ~EE iR
EEID, @—
i Project ™, 1XZEZID
. dashboard —, ROIEE. X
dashboardName String = 1609294922657~ sy . ~
434834 HEMEE, flnm
ANda, SERHMAE
PAdaFrsL i ke,
displayName String S data-ingest NEBEREMR,
. = mes
offset Integer & 0 %1@ﬁ&é¢70 RME
A0,
PREEE, REH
sizes Integer = 10 BTH. RXER
500,
AEES €
o IRy sk
ListDashboard# O B4 HF MMM L, % TFLog Service APIEIAFIGR L, ES A HimA L,
o MFITR
IREIHTTPIR 8200, MFRRIERMIN, lGABodyhBIFNERFERFLE, EAEXMT:
SHER HAERE ~E iR
count Integer 1 HHITUREIMXEREHE.
A7§\ 94Y |
total Integer ] ‘ SEEERHFHNNERL
.
[{"dashboardName":"dash
dashboard A board-1609294922657- REEEZREERERD
ashboards rray 434834","displayName":"d EN
ata-ingest"}]
=~

o JERRH

GET /dashboards HTTP/1.1

Header:

{
"Content-Length": "0",
"x-log-bodyrawsize": "0",
"x-log-apiversion": "0.6.0",
"x-log-signaturemethod": "hmac-shal",
"Host": "ali-test-project.cn-hangzhou-devcommon-intranet.sls.aliyuncs.com",
"Date": "Mon, 30 Nov 2020 06:22:17 GMT",
"Authorization": "LOG yourAccessKeyld:yourSignature",
"x-log-date": "Mon, 30 Nov 2020 06:22:17 GMT"

}
o FEIR[EIRA
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HEMRSS

API &E- (U &

HTTP/1.1200 OK

Header :

{

"content-length": "85"
"server": "nginx/1.6.1"
"connection": "close"

"date": "Mon, 09 Nov 2015 09:19:13 GMT"

"content-type

}

Body:

{
"count": 1,
"total": 1,

application/json"
"x-log-requestid": "5640651199248CAA2300C2BA"

"dashboards": :[{"dashboardName":"dashboard-1609294922657-434834","displayName":"data-ingest"}]

}

HixH

HT T PIRZSES
404

400

400

BEHBIRE, BN EREED,

$HIRTY

ProjectNotExist

Parameterinvalid

Parameterinvalid

HIRER

The Project does not exist

: projectName

offset: offset is invalid.

sizes: sizes is invalid.

biiipay

Project RTE7E,

of fset S HEVE T

sizesSHBUET .
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API &E- SR BHERS

16. 280
16.1. %

AX N BEBRAMSEHRAMA P EMK S B ERFZEIRNHIE

BRER

fReIZMProject, Logstore, RERE. HHH, BREACHENER, MANBERT, ENECHBERAERENE
TEARIR, ST AME AR IR M APRY RIRHITIRIE .

BERAMAFRT, RISIZNRAMAF TRREFEKSHEIR, FEEIRAMERG X, BRFRAMAFPEEEKRSE
TRBIINPR o

@ $8  ETRNAEARAMEERMSEESRS BRI, BREEEIEEDET EREF A BHRAME

Mo

MREAFREZBRF#HTASRSZRNERMBE, BUMRSHET, BEXEHIHAZIMEI X PEREBS
HIEERRAIER.

RREE
RAMAN B & BR 5548 X B AR B -
e AliyunLogFullAccess
LRAMAFEFIZRIRE, RAMAPRYEKSHBENAEREZRAZHRNIR, EREREHRNT:

{
"Version": "1",
"Statement": [
{
"Action": "log:*",
"Resource": "*",
"Effect": "Allow"
}
]
}

e AliyunLogReadOnlyAccess
LBRAMAFEFZNIRE, RAMAFPRBENEKSHENASRSBRES RIENR, BAKBHANT:

{
"Version": "1",
"Statement": [
{

"Action": [
"log:Get*",
"log:List*"

]’

"Resource": "*",

"Effect": "Allow"

}
1
}

o MISEHEE (Logstore) &R
BRAMAFPEFZRRE, RAMAFTTLUEITAPI, SDKEEMETE AEE &R, SRR T
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HERS API & SR

{
"Version": "1",
"Statement": [

{
"Action": [
"log:Post™*",
"log:BatchPost*"

1,

"Resource": ["acs:log:*:*:project/<}EEKIprojectEFi>/logstore/<iEERIlogstoreZFi>"],
"Effect": "Allow"

}
]
}

o ZHIGEWIEERTE (Logstore) ¥iE
H[RAMAFEFZMNIRGE, RAMAFPERH G LRGEEATERRNAZNANR (EWEE. ERAK. EFH
HESIER) . BRNKRBEERNT:

{
"Version": "1",
"Statement": [

{
"Action": ["log:List*"],
"Resource": ["acs:log:*:*:project/<{gEHIproject ZFE>/*"],
"Effect": "Allow"
}’
{
"Action": ["log:Get*"],
"Resource": ["acs:log:*:*:project/<}EEKIprojectZFi>/logstore/<iEEMIlogstoreZFi>"],
"Effect": "Allow"

}
]
}

BEZER

o RAMh T HLog Service FiRE B
e RAMHT[RfLog Service B R TIRMNAIAction
e Log Service APIA4%RAMA Fif 18] =K 5 2 R B B S AL Y

16.2. BiRFIZE

BEBSTBUERS A FHSEFEXARNR, HEFHSTNARRIETRIE, ALEBNZNFHRSER
BRI,

BRTST LT RAMAL P (AR R EA AT

BRKE BECRE DA RRERTT X

acs:log:$fregionName}:${project OwnerAliUid}:project/${projectName}/logstore/$

Project. Logstore
{logstoreName}

acs:log:$freaionNamel:${project OwnerAlilid}:project/${projectName}/logstore/$
{logstoreName}/shipper/${shipperName}

Project. Logstore. Shipper acs:log:${regionName}:${project OwnerAliUid}:project/${projectName}/logstore/*
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AP B3 SN BERS

BRER BRECREEh R RER T

acs:log:$freaionNamel:${project OwnerAliUid}:project/${project Name}/logtailcon
fig/${logtailConfigName}
Project. Config
acs:log:${regionName}:${project OwnerAliUid}:project/${project Name}/logtailcon
fig/*

acs:log:$fredionNamel:${project OwnerAliUid}:project/${projectName}/machineg
roup/${machineGroupName}
Project. MachineGroup
acs:log:${regionName}:${project OwnerAliUid}:project/${projectName}/machineg
roup/*

acs:log:${regionNamel:${project OwnerAliUidk:project/${project Name}/logstore/$
{logstoreName}/consumergroup/${consumerGroupName}
Project. ConsumerGroup
acs:log:$freaionNamel:${project OwnerAlilid}:project/${projectName}/logstore/$
{logstoreName}/consumergroup/*

acs:log:${fregionNamek:${project OwnerAliUid}:project/${project Name}/savedsear
ch/${savedSearchName}
Project. SavedSearch
acs:log:${regionName}:${project OwnerAliUid}:project/${projectName}/savedsear
ch/*

acs:log:$fregionName}:${project OwnerAliUid}:project/${projectName}/dashboar

d/${dashboardName}
Project, Dashboard

acs:log:${regionName}:${project OwnerAliUid}:project/${projectName}/dashboar
d/*

acs:log:${regionName}:${project OwnerAliUid}:project/${project Name}/alert/${ala

. rmName
Project. Alarm }

acs:log:${regionName}:${project OwnerAliUid}:project/${project Name}/alert/*
acs:log:${regionName}:${project OwnerAliUid}:*

ZiEER
acs:log:*:${project OwnerAliUid}:*

@ 388 Log Senviceh B REBERXZR., Project 2#R&EIR, Logstore, config, machinegroup;2Project i
FREBMEZE¥LE, shipperflconsumergroupLogstored]F& iR,

BRREDE N SHENLBNT:

et 88
${regionName} 2 regiont R,
${projectOwnerAliUid} ME=KSID,
${projectName} Project B9 E 7R,
${logstoreName} Logstorefy& ¥R,
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HEMRS

API &&- SR

2H 8A
${logtailconfig} Logtailie EMBZ TR,
${machineGroupName} HEBRAENEZR,
${shipperName} BERBHNAER,
${consumerGroupName} HETEEANZR,
${savedSearchName} MERZTENER,
${dashboardName} NERENER,
${alarmName} REMNBIZR,

16.3. sfEFIZE

RX N LBRAM XY B BRS BIRHAT R EIESI R R UL

RAMth o[ ¥fLog Service &R TR B Action
ERAMDE, TILANT—Log Service B BT A T Action8I484%.,
RRER #4E (Action)
log: CreateProject
Project

log: GetProject

log:GetLogStoreLogs
log:GetLogStoreHistogram

log: GetLogStore
log:ListLogStores
log:CreateLogStore
log:DeleteLogStore

log:UpdateLogStore

log:GetCursorOrData (GetCursor, PullLogs,
GetCursorTime)

Logstore
log:ListShards

log:PostLogStoreLogs
log: GetShipperStatus
log:RetryShipperT ask

log:Createlndex

Uil

@l Project,

EEProject/E I,

B 5 EProject FEMLogstoreh B AEEE,

EifEEMIProject FEMLogstoredh HEN A
1.

&ELogstoreEBM.,

| M35 E Project THIFF A LogstorefI B iR,
7EProject Fel#Logstore,

#iBkLogstore, BIEFTAShard#iEUR RS,
E#fLogstoret B,

RIBEIEIRGHEAT (cursor) ; RIFIHARKEBUEE
Shardfy B &R, RIBHFRIRENXS B2 AR 551 B
i,

FitiLogstore Y AT FTA A AShard,

‘5 EMLogstoreB N\ AR,

T ARRBESRES.

EFHATEMN B ERIEES,

A ELogstorefl@E=3|,
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AP & AL

BERS

HiRSER {E (Action) W88
log:Deletelndex MIB&4E ELogstoretZ 3],
log: GetIndex EifjfEELogstorelI R 3|,
log:Updatelndex B #iE ELogstoref &3],
log: CreateConfig fEProject TRl A& Logtailic &,
log:UpdateConfig Biflogtal BN A,

Config log:DeleteConfig HBRIE ELogtaili & .
log: GetConfig RB—"PMlLogtailEe BHFAEE .
log: List Config ?IJ{j:'.E’_roject'FFﬁﬁLogtailEEE%.%, LB &

HHTER,
log: CreateMachineGroup BIZENERAE, BUEESEREHENRSE,
log:UpdateMachineGroup BHIVEAGER.
log:DeleteMachineGroup MIBRALER4E
log: GetMachineGroup EEEFRONRAESR.
log:ListMachineGroup EENFAGRINE,

MachineGroup N RBNBATRET BFF S SererEBNNER
log:ListMachines A,
log:ApplyConfigT oMachineGroup BEERARINEA,
log:RemoveConfigFromMachineGroup MBS EPHIREE.
log: Get AppliedMachineGroups RIGHRA LB LN ANRGIE,
log: GetAppliedConfigs REENBA L ESBNANEESR,
log:CreateConsumerGroup I8 EfILogstore LBIB—1MEERA,
log: UpdateConsumerGroup BBIEEHEARY.
log:DeleteConsumerGroup MBR—NEEREZRA,

ConsumerGroup log:ListConsumerGroup T g ELogstore A HEEA,
log:UpdateCheckPoint BIEEHEFHANENShardicheckpoint .,
log:HeartBeat REEERERE ORI RS,
log: GetCheckPoint ﬁﬂ?ﬁfﬁ?ﬁﬁéﬂiﬁ%E’\]%’ﬁﬁ%ﬁﬁﬁshardE‘]

checkpoint,
log:CreateSavedSearch Bl REREN,
log:UpdateSavedSearch BEIRES,
log: GetSavedSearch EEREERERSE,
SavedSearch
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AERSS API & S HLI

BiRER {E (Action) W68
log:DeleteSavedSearch HBREEEE
log:ListSavedSearch EERETEIIE.
log:CreateDashboard BN EE,
log:UpdateDashboard BEHNERE,

Dashboard log:GetDashboard BEEBEMNES,
log:DeleteDashboard DN S5
log:ListDashboard BEMNEREIIE,
log:CreatejJob SIS, FIMIBREE. 1T,

Job
log:Updatejob BIMES.
log:CreateApp HERESAPPHIBI SR
log:UpdateApp AERSAPPHIEHAUR

App
log:GetApp BERSAPPHEERIR.

log:DeleteApp

16.4. £

HFWSEL BERSOpenAPXY EIKS HFRHTHEE, BERSFEXNRAMBTRREE, MUBHREREEEN

WREXRRNEXNRETFTEAE. AXEA

Logstore

H AR S APPHIM BRAXR

52 BEARSFZAPIR £ FIK S 1518 £ 0K S BRI S9SN

BN AENEERSAPRRES R I ERURAPEIESCRBERZREMLRRINIR ., BASEAPEIERMN KL

T%.

Action

log: GetLogStore

log:ListLogStores

log:CreateLogStore

log:DeleteLogStore

log:UpdateLogStore

loghub

Resource

acs:log:$freaionNamelk:${proiect OwnerAliUid}:project/${pro
jectName}/logstore/${logstoreName}

acs:log:$freaionName}:${project OwnerAliUid}:project/${pro
jectName}/logstore/*

acs:log:$freaionName}:${project OwnerAliUid}:project/${pro
jectName}/logstore/*

acs:log:$frecionNamek:${project OwnerAliUid}:project/${pro
jectName}/logstore/${logstoreName}

acs:log:$fredionNamek:${project OwnerAliUid}:project/${pro
jectName}/logstore/${logstoreName}

> MAYRRAS: 20210521

174



API &E- SR

HERS

HIRBENAREZEZEAPI, H o IREVHUIRHFARAPI Get CursorbA R 3R EREHIEAPI Get Logst F @ —1

Action (log:GetCursorOrData) ,

Action

log: GetCursorOrData

log:ListShards

log:PostLogStoreLogs

config

Action

log:CreateConfig

log:UpdateConfig

log:DeleteConfig

log: GetConfig

log:ListConfig

machinegroup

Actions

log: CreateMachineGroup
log:UpdateMachineGroup
log:DeleteMachineGroup
log: GetMachineGroup
log:ListMachineGroup

log:ListMachines

configflmachinegroup3® H3API

Resource

acs:log:${regionNamel:${project OwnerAliUid}:project/${pro
jectName}/logstore/${logstoreName}

acs:log:${reaionNamel:${project OwnerAliUid}:project/${pro
jectName}/logstore/${logstoreName}

acs:log:${reaionNamel:${project OwnerAliUid}:project/${pro
jectName}/logstore/${logstoreName}

Resource

acs:log:$freaionNamelk:${project OwnerAliUid}:project/${pro
jectName}/logtailconfig/*

acs:log:${reaionNamel:${project OwnerAliUid}:project/${pro
jectName}/logtailconfig/${logtailConfigName}

acs:log:$fredionNamelk:${proiect OwnerAliUidk:project/${pro
jectName}/logtailconfig/${logtailConfigName}

acs:log:$fregionNamelk:${proiect OwnerAliUidk:project/${pro
jectName}/logtailconfig/${logtailConfigName}

acs:log:$freaionNamel:${project OwnerAliUid}:project/${pro
jectName}/logtailconfig/*

Resources

acs:log:$fredionNamek:${project OwnerAliUid}:project/${pro
jectName}/machinegroup/*

acs:log:$fregionNamelk:${project OwnerAliUidk:proiect/${pro
jectName}/machinegroup/${machineGroupName}

acs:log: ${regionName}: ${project OwnerAliUid}: project /${pro
jectName}/machinegroup/${machineGroupName}

acs:log:$freaionNamel:${project OwnerAliUid}:proiect/${pro
jectName}/machinegroup/${machineGroupName}

acs:log:$fredionNamek:${project OwnerAliUid}:project/${pro
jectName}/machinegroup/*

acs:log: ${regionName}: ${project OwnerAliUid}: project /${pro
jectName}/machinegroup/${machineGroupName}
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Actions Resources

acs:log:$freaionNamel:${project OwnerAliUid}:project/${pro
iectNamel/logtailconfig/${loatailConfiaName}
acs:log:${regionNamel:${project OwnerAlilidk:proiect/${proj
ectName}/machinegroup/${machineGroupName}

log:ApplyConfigToGroup

acs:log:$freaionNamel:${project OwnerAliUid}:project/${pro
jectNamel/logtailconfig/${loatailConfiaName}
acs:log:$freaionNamelk:${proiect OwnerAliUidk:proiect/${proj
ectName}/machinegroup/${machineGroupName}

log:RemoveConfigFromGroup

acs:log:$frecionNamek:${proiect OwnerAliUidk:project/${pro

log: GetAppliedMachineGroups i . . . .
jectName}/logtailconfig/${logtailConfigName}

acs:log:$freaionNamek:${project OwnerAliUidk:project/${pro
jectName}/machinegroup/${machineGroupName}

16.5. BISTSEM B MK SiH 0 HERSZSRIR

MERKSTLUBETEIZHENBEFACHNARBFEMAZKRKS —ENERENRE, EtM=kSHEZzAR, FAEHET
HIRAMA F#&FAssumeRolefi fR2Z 5, Eft=KSHEF WS oI LUBIT ST S#E ARG AKFIToken® 2, AAH
HIRZAPHEO,

E55ER

HFUSREERATEIEERR, sKSAFEFTNBEETRSVIESERAZKRSBE, HEWSBRELIFXHBHUS,
BEARBKIMT:

o ZKSBAERMGIVANBRRSDEANSIENEREZANNE,

o =IKSBIIEERAMABFthilE HERSZHNBEATEZANR,

o RIKSBUJREXSTSIGETEIE, 0 HERSAPHED, FHEFESMSTS,

WA 2R

1. TKSACIERAMAR, HiEEZKSBIEZACGHEFAERSHNIBEENIR.

2. =IKkSBRIZERAMAFB1, HAEMF AliyunSTSAssumeRoleAccess (JEASTS AssumeRoleiZE[0) HRFKEE,
3. RAMIKSBTIERSTS AssumeRolef# 01510 HERFSAPHEED, RIFEBERFZER.

FB1: SRSAAZKSBEIZRAMA R H TR
ZRSACERAMB R, HISEEKS BN ERACHNARET HEREHIEEIR,

AT LUETRAMIZEI S EIZERAMA &, ES M olERAVE P &2 3183 RAMBJAPI CreateRoletlZZ2RAMA R, 3
M CreateRole, PATLRAREIGRIZRAFHETIEAS BRI,

1. ZRSABERRAMIZESI&,

2. R SACIERAMAE, HIEERKSBIEZRE.
i. EEMSHE, BERAMAGBER,
i. ZRAMAEEERNE, 2HEIEZRAMALE,
iii. EPUELREBAMBERKS, BET—F.

log: GetAppliedConfigs
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API &E- SR

HERS

V. BANABERIEE, ERZKSHHEHMZKS, ESZKSBHKSID, BEHTMK.

@ #B BRITREERHAE LALRNNE, SERSERER

P ESBEDOIZNRAMBEIFBENT,

{
"Statement": [
{
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {
"RAM": [
"acs:ram::<zWS B S ID>:root"
]
}
}
]?
"Version": "1"
}

3. BIEPRREL.,

i EEMSHENRERRXET, RERRKRKRER,

i. ERBERSEENHT, PHEIERBEE.
i. ZZBEXNRERIE, EENTSH:

2H A

SREGATR BARBER,

&iE MANERESTINNE,
BEEER EHHARE.

, BAIEWEKRSID,
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A EENRIRRE NS KSARFTKSBIRRAS
MRENFESHIR, BENIRMNT:

{
"Version": "1",
"Statement": [
{
"Action": "log:PostLogStoreLogs",
"Resource": "*",
"Effect": "Allow"
}
]
}

MRFEBINEIEZERREE, BERRET:

{
"Version": "1",
"Statement": [
{
"Action": [
"log:GetCursorOrData",
"log:CreateConsumerGroup",
"log:ListConsumerGroup",
3PS "log:ConsumerGroupUpdateCheckPoint",
"log:ConsumerGroupHeartBeat",
"log:GetConsumerGroupCheckPoint",
"log:UpdateConsumerGroup"
],
"Resource": "*",
"Effect": "Allow"
}
]
}

DA SR 2 IEAUE E AP BT ProjectflLogstore, HNRMEEZIIEEProject
#Logstore, BEEEWMTHEA:

n FERIEEProject: acs:log::fprojectOwnerAliUid}: project/ .

®» FRIEELoastore: acs:log::{projectOwnerAliUid): project/{project Namej}/logsto
re/{logstoreName}/

TENZFRRBIES LA ERSRAMER,

iv. BEHEHE.
4. ZRSAARAMAEIEN,
i. EEMSHE, RBERAMAGBER,
i. ZRAMBBERIIEZT, KEBFRAMAE, BEHRMAR,
iii. AUPR AR IR A E MCRIEHET R PiE s oI BIREKE, RHME,
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API &E- SR BHERS

v, BEER, BERER,
$B2: zkSBEIZRAMAFB1HEN

=k SBRIZERAMAFB1, FAEETF AliyunSTSAssumeRoleAccess (IEFSTS AssumeRoleiE[0) HEREFKEE,
1. ZESBERRAMIZTIS,

2. EEMSHED, ERAREE > BHF.

3. FAFIHE, RENEAF.

4. ZERIBAF A, SENMTRERTEHEEHRETHE.

2 L]
APEKSER HFRAERERRERER.
HEaR EHEHERNERNRERTE.

5 REAPIE, HPERER/EREMIED, K BFRAMAF, BERMR,

6. EHRMPBERE, HENTESEHNEAN. ETRAEKE, ENRKBIRIIEZT, ELEZEEFRAMABHIN
PREEBZAliyunSTSAssumeRoleAccess, BEHfE .

7. BEHERK.
$IE3: RAMIKSB1KESTSIGER EiE 58 H RS
1. AASTS AssumeRolei O 3REUIGETAKFIToken, BEBER, BHSMAssumeRole, WAIPUEFEAT A EAZED:
BISTS SDKIEA., ESER, BEMsTS shiii,
2. HAEERSEO, XFEERSSDKIESMsokz=%,
R
RO ETFJavaSDK, U=KSBEESTSHAFARProject EAEIE NG, FIHEBFTHEAS L ROI{CHE,
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API 2F- N E R

\

HEMRSS

17 .5 B B
17.1. BUEMZ%

BERSIFE I RPAEEIRSKMS (Key Management Service) SIHIBHITIMREM, BEMIESSEIPEN, KX
FENEBERSHEIRMBNFI LR ERKMSHITEIRMZ IR ELSE,

AR S
EFETHEERS, #EESLTESHEEES,
U 0 = AL

HERSEIKMSIEE R, IMBEMBNEE. LEMENHWMT:

o HERSZHNEIBMBE L NASEEZNEZRE XM,
o KMSEFRFIESBMERNEZEACMK (Customer Master Key) , HREZBNR LM,
o HERSZHMTRAPHNZALER:
o BEAERSHRSZEME: BERSAE M ogstoreE M EIEMB B, BFLHIEMS, ZMBHZHEK
Vi SuE:i:R
o BEAFBWZ (BYOK) MZH: HIUEKMSESAS FOIBEZEMK, HENXAERSBRHNE, BERS
ERAKMSIEORN, FERZCMKBIZBTFHEMZNZEH., SENEZHMKERRNEZERS, BYOKZRHLM,

O3
o {XiAFCreatelogstore APIBlI#£Logstorely, thHgEFIEME, Bo]EEBEMBEEMMELEE, BERF, &
SR,

o FHIKMS BYOKERBIEZ4E (CMK) k35, Logstore EHIFFBIESERES KK,

BYOK#R
WMRFEHBYOKMNE, N &EEFTMRAMEI,

1. BRRAMIZHIG,

2. tIERAMAR, BESBBESRLS R (2R A EEZEEKS,
3. EKRAMA BIEIERE, BRIESBIBESNIEURAVE EHEEER

{

"Statement": [

{

"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {
"Service": [
"log.aliyuncs.com"
]
}
}
])
"Version": "1"

}
4. HRAMFA & Z M AliyunKMSReadOnlyAccess. AliyunKMSCryptoUserAccesst iR, BIEHBIES M RAVA B84,
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AP BE- N HERIEA HEmRS

EXER
RAM & &R KMS-TEST BUiRETIE) 2020%F3A 24 20:29:53
3 ARN acs:ram:: - st =4
BARIENE 3600 % fHiE
WIREE  (EERBEERE
ARARIR TR
ARRRLFEE ARPRERBEB TR U= ES ) & AR B
2R AliyunKMSReadOnlyAccess ROAHE KREHEEAEERS (KMS) IR 2020%F3F24H 20:35:59
2R AliyunKMSCryptoUserAccess RO {EFAKMSH A3 T HIBIE H IR 2020%3A24H 20:35:59

|

5. MR EARAMA FRIEBYOKINZ, EFEXRAMA % F-PassRolefX R, BIEIZE B EIRMERE:, HRMENR, #
EFLBIES MO EE Y EK . ARAMAPE,

{
"Version": "1",
"Statement": [

{
"Effect": "Allow",

"Action": "ram:PassRole",
"Resource": "acs:ram::*" #RAMAEIIARN, #1552 MINAKENRAM B &F%RiR,

}
]
}

EEHEMZE

TEIB R CreateLogstore APIBIZELogstorely, RN Fencrypt_conf T MM IIZIRE .

encrypt_conf={

"enable": True, # EERBAME,
"encrypt_type":"default" #MEHEZE, FEHFdefaultFim4,
"user_cmk_info": # ANEFE, MRIGEZFH, WRTEAEHTER (BYOK) , FNERAERSMIRS 2.
{
"cmk_key_id":"" # BYOKHEZAID, fla0f5136b95-2420-ab31-XXXXXXXXXo
"arn": "" # RAMBIEBHIARN, #5155 RUNAIREIRAM f &ARiT,
"region_id": "" # EBEAFRTERIHIFID,
}

}

17.2. HIEER

AXNBREF BFRS P A SHIRNBREER,
AHEEER A ERS D ASSENSEERHIRRIER, AN TENMESRFNE.
i (Region)

WHAMEZNRSTR. ESERBNMERBHBERS, SNENRSEBENEFAEE, REEROTEER
REFNAFPAR., BNESE2ESMBES MRS ME,

ImH (Project)
HENEERSPHEASEAT, BTRRREMZG. KUNESREXERE— M NANFEARREXNER
o

HEE (Logstore)
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HEMRSS

API &%E-

BEERAERSTETSHENRE. FRNERET, STEASERBT—IHE, 8/MREUUEIRZSTMEE

WO RBELRERAR—IRBERSNEEE, HPELNEERA— T RATHNSEARCIE— A%E_LE@E,U
E. fln: mE— 12 Abig-gameliiE A, REF[LE=MAE: BEBE (operation_log) . MAREFHEE

(appllcatlon log) PARIAFEBERE (access_log) , BuJLAFLEIER Abig-gameiINE, RABEZIE TEAX=f

HEgIZ=

BEE, 23ATFENNRE. FREMEE.

H#& (Log)

HEAA Ih\HEx¢LEEE’]H_/J\ﬁ$E$EO HEHR

R3S FRABHEEMHIERAEN—FH

&, BARLIERENT:

NAS N

iR R B3R
time BEPRBFE, BURREETENFE, —KH BR, UniirERTEER, BAAR, F&ARM1970-1-1
BEPHNEEEER. 00:00:00 UTCIHHERRHIFEL,
topic BAPEEXFER, BMMRE—#BE. flminREs BEZFFREANIEZMTS, KEABIE128FT, &
P TRIBEAR BRI R HHTIRE INBERT, ZZBRAZZERS,
=5 BIAZ R K
souce  EIRBSORML, PP B SHBEPHL, ERAER 282 TOUTFERBGE. SUZZRS
KeyAUTF-8HRIBFR/H, 8B8FEF. THLMHFE, BR
DHZHL, EKEABIT128ZFT, BEARCJLMERINTX
B
e  time__
conten | AMERBTHAGRE. AEHHE—LS R * B
AIRAR, E;—/\P\]rglﬁﬂaKey Valuesd A . * __topic__
e _ partition_time__
e _ extract_others__
e _ extract_others__
Value ARiBiZ1024*1024F F HERUTF-8RBZER B,
BERRE, 8iF:
o APFHEEXHFE: MEFPutLogsBE NEIRE M
tags HARES. FHEX . KevilValueI AZFHRERE, ERFIAEZAH
g FoY, M _tag _: NEEER.

o FREZUR AR, B3F __
__receive_time__

client_ip__ #0

BEEBR (Topic)

_| EILJ\JEWEQJEILA—IL/{LLEILA i (TOplC) EEQUﬁo 1§TD)\T'%‘)\E¢?EEE BEE ﬁ #Eﬁﬂﬂﬂ‘éfﬁﬁlﬁ]mﬁu

. BlEN, — N FERFIULERAFRHFESEAEBSEEEALRE. XEEEE HT—WJEJ ASTELRBRAFNEDE
EH(]EILJ\D ﬂﬂ%*%%ﬁﬂﬁ\—/ﬁﬂu}ﬁlﬂﬂﬁﬁw, ﬂ:FﬁﬁEI/m{iFﬁ’fEﬂE(JElu EFJEEDEIo

@ W EERER—

BREREAGRREBHEN, BANBEE %

AﬁxﬁlE’JEl,u # (Topic) , BEF
1ﬁ.| EIL;\ET%B{E% Ej(l}\ELL,\ EL, '_H %o

a,?EEMHfﬁET%AW

IiFERBED, AENEISHE, ATEHER, DUTU—Nginx/RIEi151E B ST ks 2 B SRS b AR EEER
FBIGEE, BRIREFNginxBRSS 2889 IP#iE910.10.10.1, ﬂDTﬁE_%ﬁuﬁE:m.

10.1.1.1--[01/Mar/2012:16:12:07 +0800] "GET /Send?AccessKeyld=82251054** HTTP/1.1" 200 5 "-" "Mozilla/5.0 (X11; Linux
i686 on x86_64; rv:10.0.2) Gecko/20100101 Firefox/10.0.2"

BZFRE BERFE SRS P EHSHERE, BAENT,
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AP BE- N HERIEA HERS

HiE AES BieA

topic None HARNME (BRERH) .

time 1330589527 ﬁl?lﬁ;if"iﬂ‘]*%iﬁﬂﬁl‘ﬂ (BHIP) , NRIEASPHENEHESR
source 10.10.10.1 fE AR SS 2R IPHAE 9 H TR

content Key-Valuexs BEEAKKNSA,

ROl B C REMARR B ERISA B HAS MKey-Valuexd, IITRFR:

key value
ip 10.1.1.1
method GET
status 200
length 5
ref_url -
browser Mozilla/5.0 (X11; Linux i686 on x86_64; rv:10.0.2) Gecko/20100101 Firef

Logs

HERAETTLENES,

LogGroup

—HATHES,

LogGrouplist
—tHlogGroupES, BTFERIRE,

mBEHE
RZB{ERIXFUTRARRBLI N BRI &) , Restful APIRiEE Content-TypeZ&kR,

X R Content-Type
Protobuf Protobuf 33 IEIE R 1T 4R D application/x-protobuf

Protobuf &L iES W itEHL T,

@ 08
B FProtobuf XfKey-Valueld RERK—, EIEEREHIZER, FUNTAREENL,
3 FE—MMessagedh F £, fEProtobUf BN EERBERHESHIRF, FUKIETESMBITEY,

17.3. #BRELN

H&ERSE i EAProtocol Buffed§ RAEAMRERN BEBSAKR,
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HEMRSS

APl 2% N 5514 B

Protocol Buffert§ X B F &MU HIERBER, HAFPEESEAHREN
Protocol Buffer#iEiR, AEABEEITAPIE NRS IR,

message Log
{
required uint32 Time = 1;// UNIX Time Format
message Content
{
required string Key = 1;
required string Value = 2;
}
repeated Content Contents = 2;
}
message LogTag
{
required string Key = 1;
required string Value = 2;
}
message LogGroup
{
repeated Log Logs=1;
optional string Reserved = 2; // reserved fields
optionalstring Topic=3;
optional string Source =4;
repeated LogTag LogTags = 6;
}
message LogGroupList
{
repeated LogGroup logGroupList =1;
}

@ 08

o 7E{E FAProtobuf lFE{RiEKey-ValueXt B E—t, B HINIT

e X FProtocol Bufferi§ XM ESERIBES NGithubE R,
o XTHERSEANBENAPIHEMIEIR, 52N Putlogs,

17.4. BEEE

BEE (Logstore) EEEREZ P EAEHIBENRE., EENEAE T,

o RN
o REEHA/NEFE, HF. EFH (1) MTHZE (L) .

o WALUNEZBHEHEZHLMLER.,
o KEAN3~63ZF,

o TEBHERTHA

, BELRR B EHIEFICRN TN

AREXHIHEIR.
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AP BE- N HERIEA HEmRS

"logstoreName" : "access_log",

"ttl": 1,

"shardCount": 2,

"autoSplit": true,

"maxSplitShard": 64,

"createTime":1439538649,

"lastModifyTime":1439538649
}

o OB
BRI E S A T EM R

SHER ESid) BEUR R

logstoreName string b HEFESMR, EiZProject FE—,

ttl integer = AEHIEESEASY (TTL) , BUAX, &RAFIX.

shardCount integer 2 BEHIERS 2T,

autoSplit bool ES 2EBEHHHShard,

maxsplitshard it = Eiﬂﬁ%ﬁﬁ%ﬁﬂ’?shardﬁ\iﬁﬂ, EE'E:{\E?\JL RAER
64, HautoSplit Atruedf HAIEE .

createTime integer = LogstoreBlZZATia,

lastModifyTime integer & LogstoreE#ATia,

17.5. 9 X

LogstoreiEE AEMERFERE— MK (Shard) £, PMHEHEE (Logstore) REFIMAKX, BN XHMDSEREG
FXEHEK, BIMXEEEASHERES, HFERGHNXENTEEEMDSENRETE.

Shard2%&“ Mogstore FIEEREAHE T, S logstore2EENRHE, ENP XA —EENRSEEN:
e S \: 5MB/s, 500)%/s,
e 3JEBEY: 10MB/s, 100;%/s,

EEShardiZESHIEIED, EXLFIEEX M EShard, MENEREPTLERLoad-Balance 5, Load-Balance=1R
BEARAAHEBNE, RIESANSTAM.

PRUEBERRNSHSCRAMT:
SHER RE WA iRk

Logstore RShardlE—ID, HEZBEHER, LB AE

H =
shardID int = -

17.6. LogtailEc &

Logtailfic & 2LogtaillRE B FHIREES ., BIENZELogtalii EMEEHIRER. XEEXESH, TUMEFLIIRE
KBE, AN BAPHER T Logtaille B8 X IS HR A,

Es#
Logtailf B EM S EURBI T RFR:
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BERS AP| &3 N H 5 R EA
Lotaillc ENET S
SHEWR HimER EEWE ~E R
Logtaille BB ZFR, TEHFTEProject
WAE—, tlELogtalleERINGE, T
EEMEER,
RN T
configName String = config-sample o DEEIE/INEZRE., HZF. Ei%
(-) TR (L) .
° WRLUNEZEBHEHFFLMNE
E.
o KEMWRTE2~128F/HZIE,
AERMANAR, EAFHBENT:
e plugin: #EidLogtailiffEFEMySQL
BinlogZ H.
inputType String = file -
o file: BEEERN (ENERK. HE
FERE) REXAXHFTHEE,
) ) ) o AERANEXRE, E2ER, B2
inputDetail JSON Object = o RinputDetail 2%,
outputType Strin 2 LogService AEMHEIAR, R3dslogservice, B
puttyP 9 = ¢ QLB HIE HEE AERS.
) ) o BERENEXEE, B2EE, B
outputDetail JSON Object = I RoutputDetail S,
logSample String = % BEES,
2 Logtailf EHI8E,
i i A
createTime nt32 = REHERNSH, FXHRE.
&iE—XfE¥LogtailBL B HYBYa)
I ) =
lastModifyTime int32 = BREEEEY, ALHEE,
inputDetail&#
inputDetaill&# A TE & BEMANBEXER,
o Hits#
inputDetail it S #
SHER Himr ERWIE ~ME R
ATFEREENFE, REZFENE
filterkey Array & ["ip"] i EfilterRegex&# ik BRI IEN RIX
REY, ZHESFREXE.
Sfilterkeyxy R B9 IE N ZRIX
filterRegex Array & ["regex1"] X, filterRegextyKEMfilterkeyfi

B8R
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AP BE- NHERILEA BERS

5%

SHBR E GRS EBWE A T3

HI|EANER, BUARBAFIIEE
XBEN, FBREREShardiEB A,

Py
shardHashKey Array A SHESE topic .
__hostname__. _ source__,
enableRawlLog Boolean = =R LERIRAE.
. REMEERE., BEESER, 55
=
sensitive_keys Brray A % Wsensitive_keysS#,
Rand, BARBNT:
mergeType String = topic o topic (2KiN) : RIETopicRE,
o logstore: #R#ELogstoreRE,
: FEHEEZRENEERE, NER
Py
delayAlarmBytes int A 209715200 209715200, E1200 MB,
adjustTimezone Boolean = EEREHENKX, {(REEENEFET
- HIERTER.
) ) NXREZEE. fIEENEAR/N\K,
= .
logTimezone String A’ GMT+08:00 3248 % GMT+08: 00,
BERIEMER.
priority int = 0 o 0 (BR3IN) : EMER,
o 1: BitEL,
advanced JSON Object = % T'BIgE, E2EE, BEL.
sensitive_keysS#iHBIN FRE7R:
o BHEE
sensitive_keys&#
SHAR HimR 2ENE ~E R
key String 2 content AEFRER,
BErX, BARBMT:
®m const: BEURASERMconstZF
type String 2 const BREERS,
= md5: BHRABERAEXT R
MD51&,
regex_begin String = 'password':' BRABHEE,
regex_content String b [r* BRABNENRER,
EEBBRZFRYMENERERNS,
all Boolean 2 true = (JEF) true: Big,
= false: ERNEHE,
const String & [k HtypeiR & Aconstlf, HAEE.
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HEMRSS AP BE- N HE R

o BEETRH

Flan B D content ZERAGE A ['account':'1812213231432969','password':'04a23f38'}, {'account':'1812213685634",'p
assword":'123a'l] , MEEY password EHALEL, Msensitive keysEE A :

"key" : "content"

"type": "const"
"regex_begin" : "'password":""
"regex_content" : "[A']*"

"all" : true

"const": Mkkkkkkkkil

o BEHH

[{'account':'1812213231432969','password":"********'} ‘{'account':'1812213685634','password':"********'}]

advancedZ2#UR BN TRR:

advanced&#{i% B8
BHETR HiEsm SENE ) HiR

2 & B AExactlyOnceIfge,
ExactlyOncelj 86 FiEE BN XHIETT

exactly_once_co int = 1 NEREHERH ., BUEEE: 0~64,
ncurrency o EEEANO, FRABMAEXactlyOncelf
BE,
EREAEDRINZBESERRX S
BasiEER, BF
) ¥ tag_: inode_ FE&
enable_log_posi - — T il
tion_meta Boolean & true #__file_offset_ FE&,
o true: &M,
o false: R,
YRR RN N BROFENERN, &
TR EIZSH, EASANEPNE
PEEEFEM I EENE,
specified_year & 0 o BEANO, BREMHFINEPHNE
o
o EEARMKNES (4/102020) , &
NMEREEER.
o XAKHEMLogtalEE
o EiificE
SHAR HAERE ERWIE ~l iR
HERREEX, BARBNT:
® json_log: JSONEZ,
) common_reg_l = apsara_log: KRR,
logType String = -
0g = common_reg_log: TEIENE
o

= delimiter_log: HR&FER.
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SHER iR

B

MR Hl Eizipay

il

\

/var/log/httpd

/ HEXHRENB R,

il

logPath String

filePattern String = access*.log BERENXXHS,

TopicERM AR, XIFUTHfER:
® none: Z:EEBZ,EIL,\
m default: >I%EIMSZ1¢E§ FEABEE
Fi,
= group_topic: ¥R AiZLogtaillie &
none g4z AtopicBME A BEER,

n VHBREENFRXRX: J%EIMSUH%
RNE—HERBEER, W/var
/log/(.%).log,

BEEZER ) BERHEER

falil

topicFormat String

%Y /%m/%d AENEEX. ESER, BESLNE
%H:%M: %S %L,

iy

timeFormat String

ME—PHEXGEIEENBREEE
IEH, WARZIUGEBE,

= true (BA) : KARHBE,

m false: MR BBRNEEI0NEAE

BEH, WANCEN, HABH%E
T,

iy

preserve Boolean true

HigEpreserveAfalsely, EELE
ABRNERNRE, BEEEA1~3,

o

preserveDepth integer

HEX#HBER, RENtF8,
gbk,

iy

fileEncoding String utf8

discardUnmatch Boolean

iy

true REEFLEEAMNAS,

BREASBRBUENRERARE. BX
100 RESEE: 0~1000, ORFERIKIEAR
B=R.

iy

maxDepth int

REEENREEREEHIENERE.
= 0 (M) : T\%;‘:n

= HitE: SAREFFBEZEN, N
BEREFERNME.

delaySkipBytes int

iy
o

RENBRXHRTARRANYE, B
iAAfalse,

iy

dockerFile Boolean false

AfElabelHEE, XEAIPRZED
x LabelfDockerggs HE, AEZRTE
BRE,

dockerincludeLa

bel JSON Object

iy

Beflabel BEE, AEEQEEEER
x thlabelfyDockerEB HE, AERER
2EXE,

dockerExcludeL

N ject
abel JSON Objec

iy
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BHERS API &&- N H 2R A
BHER HiEE E=EWIE Nl ik
dockerincludeEn ERRELENEE, XEQERER
y JSON Object & z PHRERSNAE, ATRREHBX
£,
dockerExcludeE BRARLERLE, XEFBEERS
v JSON Object & T BONRBETENEE, IERREE
o TEFNMREEXSERE
SHAR HimEn eEWE ~E iR
key Array 2 BAEABRERERkeyd &,
logBeginRegex String & TEENFRIXRK,
regex String = REFZBROENRER,
{
"configName": "logConfigName",
"outputType": "LogService",
"inputType": "file",
"inputDetail": {
"logPath": "/logPath",
"filePattern": "*",
"logType": "common_reg_log",
"topicFormat": "default",
"discardUnmatch": false,
"enableRawLog": true,
"fileEncoding": "utf8",
"maxDepth": 10,
"key": [
"content"
5
"logBeginRegex": ".*",
||regeX||: ll('*)ll
b
"outputDetail": {
"projectName": "test-project",
"logstoreName": "test-logstore"
}
}
o JSONBXHSEERE
BHER HimE EEWE ~lE iR
timeKey String i EENEZRkey&E iR,
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AP BE- N HERIEA

HERS

o NREMEAFHEERE

SHER HIERE ERWIE ~E
separator String & ,
quote String B \
key Array =
timeKey String = time
autoExtend Boolean & true
{
"configName": "logConfigName",
"logSample": "testlog",
"inputType": "file",
"outputType": "LogService",
"inputDetail": {
"logPath": "/logPath",
"filePattern": "*",
"logType": "delimiter_log",
"topicFormat": "default",
"discardUnmatch": true,
"enableRawLog": true,
"fileEncoding": "utf8",
"maxDepth": 999,
"separator":",",
||quote": ll\llll’
Ilkeyll: [
“ip“,
Iltimell
I,
"autoExtend": true
b
"outputDetail": {
"projectName": "test-project",
"logstoreName": "test-logstore"
}
}
o XRENFERE
SHER HimEn EEWE ~E
logBeginRegex string &
o HUEE

input DetailiE HHE NI NERE .,

[ “ip", “time"]

Eizipay

RIBEN B SHENERERN DR,
BEER, BERANR: NREFENK
HE#A,

HAEFRABTPEENREN, T
EESIRFHTER, WIIAMEEN
RESWBETSREBRA— T TEF
B, BRIEANBSHEERERS
R, B2ER, BERANE: DR
BN RBEHEM,

HERNBRRERkeydI %,

EENBFRkeyBIR, WTEkeydlzk
2@,

MEAEPHEHNFREDFREN
Key#ig, BRELEERTNFR,

P
TEENRIER.
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HEMRSS AP BE- N HE R

SHEIR IR ERMIE ~BE iR
fEALogtailiEHRERKN, FEEL
plugin JONS Object 2 28, BEEER, B2 ERH Logtailif
HREHIE,

Pluginif {48 (dockerfrEfIH 2R ) B &R

{

"configName": "logConfigName",
"outputType": "LogService",
"inputType": "plugin",
"inputDetail": {
"plugin": {
"inputs": [
{
"detail": {
"ExcludeEnv": null,
"ExcludeLabel": null,
"IncludeEnv": null,
"IncludeLabel": null,
"Stderr": true,
"Stdout": true
})
"type": "service_docker_stdout"
}
]
}

}’

"outputDetail": {
"projectName": "test-project",
"logstoreName": "test-logstore"

}

}

outputDetailZ#
BT EEREE T AIProjectFlLogstore,

SHER Himssn EEWE ~E i
projectName String = my-project Project &R, WMAIEKEIProject,
logstoreName String = my-logstore Logstore&#R.,

17.7. Logtail#lz84H

AXNEBTHNERNFBENEESHRETERRRG,

PlLs
AR E logtalFEREEME, SBRELogtallEEFNAFERBNXEKEHFIRF.
BaNREMEET:
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"ip": "testipl",

"machine-uniqueid" : "testuuidl",
"userdefined-id" : "testuserdefinedidl",
"lastHeartbeatTime":1397781420

}
HEEESHUT:
SHER ESidl R
ip string Hl8&hostnameXy Kz & IPHb Lt ,
uuid string HESRRME—E%E, Mlogtail k&,
userdefined-id string BAFBEXHEIRR, HLogtail kg,
lastHeartbeatTime integer HENREOEE (MepochitEFFIAHFE) .
HE84A

HERSERT —MogtalRERERRELERSHLNAE, BULLEXLRSZFJMABE—MIEEHE, FH¥ELogtail
RERBENATZANFE, UGBTI THRMITEEX—MIEEEH.

o Piit: 7EHLESADHRMARS ZHPHENE, BT PHHERA RS 28 .
o HENIRR: EXEFHR/BAMN—NMRIR, EXTRNRS S FEEX NIRRT XEE,
.S ATmZ RN
REEFENEFE. 7. EFZF (-) ATE (L)
o WALUNEZBHEHFHLNE
o KEMMIE2~128FHUR

TERERH

i

{ "groupName": "testgroup",
"groupType":"",
"groupAttrlbute" {
"externalName" : "testgroup",
“groupTopic": "testgrouptopic"
}’
"machineldentifyType": "ip",
"machineList" : [
"ip1",
llip2"

I
"createTime": 1431705075,

"lastModifyTime" : 1431705075

}
HBASEIRBPWT :
RBHEZTR 3] DY ik
groupName string = HBRAEFR, Project FHE—,
groupType string & MBERE, BANE
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HEMRS APl &&- N R A

al

BHER et WIR P

machineldentifyType string 2 HESRRER, S AIPHuserdefined®fd,

groupAttribute object 2 MBAENBEYE, BRARE,

machineList array 2 ERIHLEEFRIR, oI ARIPZ userdefined-id,

createTime int = ZHLERA LR 8,

lastModifyTime int = Z A8 4H BB Y i
groupAttributeit BBIN T :

BHER Pt BEWMR ik

groupTopic string S HERANTopic, FIARZE,

externalName string = HESEAFRBINEBEIRIRR, BAAE,
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