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SHOERME. EE. ERAM. UEESFAMEETRREERNRIE, EER4.
AR MARNTH . EAREHMAXEMAEEAEERLEFREN, MERR
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. ME=WiG EFrERE, 8FEARTEAE. Fm. BRF. HE. B0, B8, K

IRZRA . MEAEEOREE. MR, HARERZN/HEXKATREMEEMIR
R, SEERRTEMRN. TN, ZFER. BIRES, FEMEZM/HEX
KasPERR, EFUARGEBER. B, £, 2FEE. KT, 8/h. X
THAAFAREMEZMY ., FREFIAS, I, REWEZSFLPTEEAR, £
WARBATEDTEH. &, BHEHIEMENER. AHHAEFTEZNRIR
(BEEARTRBARUASKAEGES "WER" . "Alyun” | "ARW" FH[
BERM/FEXBEA S ME, LARBONERSRERIEMTEBATZR. B
5. BtR. F@mIERSER. 58 BRAR. RS ARRNETSERRES=
HREBIRAI R =M/ HEXEKAT)
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Windows &4 X 43,
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— N
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switch {active|stand}
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HEMRSS RIESLE - BAERAT S

1.8MBFHG=

BETHSRSHNBERL R

HERSSZMETm. UREZAARESHTWE, RARELREAPNERIS, GIINRHE. &
BCE. B12%, Ritzs, BERSEREFWESIAGY, JMBIRE2amHEZAESMERNR

=

7T o
=
hE
BRRIE SRR

HE. KREIEST

o i@ Agent. APILHERETENEH, HlHE. RESF.

o & Loghub BOMTRIUTE, AINMATAFPREENTE, SNERSHME, STEHAER
%, BHRIZE,

o MEBHTHEBLIE, 8X. SALFANZEHE. KRS,

o ERUE: MEK. BFES. B, HREEF, FHIMNIEIEE (NZZ b2 BERSHARF.

HEIT

i Agent SHINEREFZAERS, EHIEDLTEOCRM . HHEEEMR.

B HEZENEE, WEAIFETA, ANEEENK,. ENNR. ENMRENRELR,
Bid HA53RI%E 0SS, MaxCompute X BE#HITRITEEME, HESHTFITER,

ERAGE: BFES. BAFEe. NitE, MEZER~RActionTral, BEHITEMEETHERS
FEH.

o [ARRIZHR

o FREREY, WEFin. BaigE. RSin. BREMABE, FHES D #HTXE,

o WEEMERAER, BETKE. RESINREHEBER,

o HIFRMITRAEHRN, AAEFERRSSH, BERELATEDNENHEIRIHERE. R¥. XEY
WEHTER, REEMEE, AOZMBEHE,

o ERNE: RERSK. ITRRR. BHINEZE,

o THEIHE
o WELHA. LTI LARNARFNARL (BFEHFR. HOEE. #BEBEEF) .
o BEARNBEE. NRANNARFH#HITEPAEE,

o WARERBEHTLE, fla, HiEAEHTRITEMIMNSEE, FREBTHITRS. LHEH; ¥E
ERSHTELEN.

o HERSFRMEE APIRITREEERMEMN.
o ERWME: ARERSHAFTEEENAL.
e HE

HEitE, WSRBLE, RREN. SEMM. BHEPHANE. ERNEZAE, BERSTLFR
T,ﬂ?ﬁﬁﬁ?%%&ﬁﬁﬁuﬁgﬁﬁﬁ LI ST E)E

[e]

B
B

[e]

o

o
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2 K&
2.1. Z&-loT/HARAE

loT (Internet of Things) EARREIEK, BRESREFRESEHAEEE, AINERERSR. SHHE
Mg, REFER . AMNBASE, ILRNERDIEEUENER, ERREAENRARNFLELEOTIR
ENENNABE TREKE, 0TREHNES. A/, BLUBKEEAZRR, ERANKREATHRRLRE
TETERRF K,

HERSHEMRES FlogtalliFLER, HEOTRENER, NoTREESEF —EBTHEXRES

Z: CProducer,

RALF AR

fERIOT AR TR, BT EZRENFRIES, BNESRNGE, NTGRNEE. K. LUK
& 2R REEXTE. BAXFRBREEGUTLA:

o HERE: WIRHREARESKEROE /T HRIEE LOLIE?

o i AR RIS RE LSIERE SR RE TR

o HLPW: EAELREHNSER, NARERMRE, SH3IRLISHENLTXRMIA?

o W UHESOVREES? TIERSABNM? HEUEARNE? HERENTLN EE?

o WESEAI: REFERENTSINIE . AMRCENE, NRAPER?

lo T4 i m IIm A9 £ Z Pk ik

BEDFOENBRAAR, RINARAEERARGNEB—EFREIROTHHEARLIERN, TEHKRKE

FloTIREX LT A

. iji%fiﬁ%: ERRZHETEEBIASRF[ET —RALET, BI0OAELY FloTREMSRAZE—T
INTIHE

o N BY—ERER, FESHNEESE. EELKEM,

o ER: MUEBERHAR, KBHERETFAUTIRKES,

. ;,-;’?;‘EEBE: HFRAZR, OTIREBHRAZIR (FIREREI2MBRE) , FRPCHEFREER

C Producer

SREZSEBEHNAERIERERERAE,
HiSfRSS (JFSLS) ZEPislogtalfEX86REZ [/ EEBFAREE, TJUBAXE: LogtalizRA=: ZHE/
I8 A+ W +—SLE A E, Polling + Inotify EETHHEREFERESZ, RItZ4, BERSRESHEL
HREFE:
o BHEIHSDK: Android/IOSFEE#IERE, —RKEBTFHHKDAU,
e Web Tracking (JS) : EBBHERI, Analytics BEREERN, TERE.

EloTéE, RMNMMNSELogtalliF LR D, REREPBENIS, HESOTIREEHICPU. AE. B
82 WE NAAFRSER, ARE—ETZNOTEFRNHEEEIERES X CProducer,

7 > SCRYRRA: 20201105
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HEMRSS RAESLE - R5

C Producerfg &=

C Producer Library ##7&Logtailig £ . SMHEE. REREZEER R, UUENE— 1 EERLogtal, R&E
LogtailsSL B EEEHHI, 1E'§§B?1ttz9l~70%lhﬁb, BE:

o BHEZMBFHES: TUXNSHARL (HIWMetric, Debuglog, Errorlog) #HITHERNKRLIE, RNEE
ZENEFiR, 8/ EPHUMIZEEREMER. BBproject/logstored,

o XFLETXEN: B—1MEFHFENATER—LTXY, XHEEEFHEINEEXARE,

o HEKIE, MRty XBEFLEMEE, B LREAEEALK,

It4h, CProducenZBE&ZLATIOTIREEZIN6E, FlaN:

o AitFK: XIFKETATHEE AN, AXFKE. BEH. BKEX/MRE.
o MAFEHFRIEH: SIFHNARLELE/ AEREFADNEFLL. BEH.
o AEEHER: IFRRREMNNHERREES, HOREAFSH,

NeeL &
CProducerfE RloTIRBWNEBEFI AR, EUTHEAERHEEME:

o ZPHBHABN: URENKELRL, XBFEPHTARETEAN, #ESLMEENE,
OﬁAfﬁﬁ BR20HBEEANREFE70% CPU; FENAERMEEEG (HINNSIR) £, SPFE100%
B ERERTRM,

0§F%Eu$%§ BRHE-EEEEEIME LTRSS

e ZPKITES VOBENE: BHERSHAE, FREEIELE,

o XRZMER: AABEFIHIREARNMER, RIESNERBERTERIE,

o AiFi: XFREAMIAR, ETFHRENERENER TAUXLARER.

#ZLAEHZED, CProducerlibrary SEHERFAERNFE, BEFEXOHEXREATIH. WAHELH
ERESFMENWSIERIET, KRABEHIEEE M,

ATH—NMRMEINR, RMNMCProducer FREEMBMARNRESZMT — L, WT:

S8 C Producer Hih 55

FA Balif+ AR BaimAE

£Fx X X

ZHE X AXFE (—RAXR)
iz oy it . gﬁiﬁa‘f}' (R#EFIER

SR X5 S

KIESH k& k&

HRE = —&
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ﬁ%ﬁ C Producer Hithp R
N LZ4 (RS MRET
EREE &) +GzIP itk
REBRERE itk —h%
[+ N N ft [=5] —;h
W e 4 T iﬂ(l}\xﬁh, FEZRFF
5
BAR 8 (hE) +8 (£3Kk) oM
A EE X FHIF
it
BHEE X5 A3EHF
\ % Y
SEphE BEHIL ® (99.9%) , 38 1-2/N8
(Max)
HEXE 15+ 3FTEA EHUL+BL AR

C Producer+HERSZBRAR
CProducerEERER HE RS mESER, BIMoTIREAEEEHASE,
o X

o XFHIZRHNEFPIHEIRBA,

o i PB/Day#UiEE,
o EEMR

o XKEM: 0FER: EANOEIR, SABNTHE,

o EfR: —BW, EXREE (57MEH) TJLE102REE.

o AR —FA, EXRAH (SPMHEERSE+GroupBy) TTREIZHRBIEIE,
o XHES

o EMEREXRFTRIETE.

o EMFFEKRAFM. HE., TMHKREATERS,

THSEMH
T Github

— MM ATEIE S Mproducer, B produceral@& SN client, S cliento] BXMEERMMUE. BE
level, EFARMIFIR. EFEKR/N. BEXFRIR. topicEER.

FAREKDARBRELSE, BSEGthubREIREADVE,

' BE M iad
FHEE
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HEMRSS

o SRR EHRXBORZR.
o RITREMR: WEIR (RIMFEHE) .
EESAMT:

C Producerfic &
® ARM (H&EIK)
o &fF: 10MB
o RAEMNE: 3% (RENE. REMEEX/N. REATHE—HENITELEX)
o REHFEEA/NMN: TMB
o REHE#: 1000
o RiX%&RE: 1
o BENXtag: 5
® X86
o &fF: 10MB
o RAMNE: 3% (RENE. REMEE X/, REATHE—HENITELX)
o REHIEE A/ 3MB
o REHEH: 4096
o RiX%RR: 4
o BENXtag: 5
=R =2t
1. 107MREXN, SHIEEXNN600FT,
2. IMRMEXS, BIREXNN350FTS,

__source__:11.164.233.187
__tag :1:2

__tag :5:6

__tag _:a:b

__tag _:c:d

__tag _:tag key:tag_value

__topic__:topic_test

_file_: /diskl/workspace/tools/aliyun-log-c-sdk/sample/log_producer_sample.c
_function_: log_producer_post_logs

_level_:LOG_PRODUCER_LEVEL_WARN

_line_:248

_thread_: 40978304

LogHub: Real-time log collection and consumption

Search/Analytics: Query and real-time analysis

Interconnection: Grafana and JDBC/SQL92

Visualized: dashboard and report functions

> MA4RRZA: 20201105

10



RESLE - *5 HEmRS

ML R

o X86F AL

o CProducero] LURHAEIIAOOM/sHIRERE, ¥ EEHE20/H, SHACPUREBT70%, RF140M,
o RSBS00 /s, KEHEXNFcpuBALH M (FEEE0.01%UA) .

o BF&BRRE—FKHIE (Mt—%Klog) BNFIFFENHF: 1.2us,

o MEFIRFELER

o EMEIRAMIXDP, HFCPURMERBO00MHz, MEEERLRIRSHMN1/10EE, SHITRERS2
HZKEIL;\O

o WIEIRFE205%/sHIHME, REHIEX FcpuRRETH M (FREE0.01%LAR) .
o BPARAKE—FUE (BH—5Klog) NFEHIFENA: 12usch (METREIUSBEREIPCHEZN

%) .

EZASRSARGRIUS R ZICIE Mo,

2.2. XE&E-EidWebTrackingE&ERH&

AR AEN BB WebTracking R & A SRR ASRS D, HXIRERHNASHEHTEDNS
.

=BE{-‘-I§\

BRZEEBMENATHIANACIE, HEMEDIREEROEARS, TUENASERKRRIRERESR.,

ERE X AELRIRE, .

o RIEMEHN, HENATIE,

o HITWIIN, SLBEFPMT AT,

o BHAPPEEENRE, AFEFPIHEER,

XL MU RESF T, SNBSS HEKNERDREBLERE, TEHSET.

o NMELBERERBE: BPTETAHIERNEGS, EhSE8E—X2EMMABEKREE, flm: XE.
EiE., KB, THRESH,

o ARMEEX/BAS: ARM—XHIEXE. AHEX, BAXFTEBMI=EN. AMIP, FRHFEZEVERS
2=, HEDEHE, HEESEEERRSSUTH., BETREEFARSIHHHTNIL,

o FAARSG: HIBRXIRSFHE, CREIRIMAEEERHEATIEE, SRIZEFTEMHIE.

o LM TEFMABAFNERE, REBEEMBRANEIR,

MALENRE, S—1THORBSERBMNEERZKRXTE, NUEURENFERHEEXERAFITARE. oF
ERE—MEREIBKEL .

H 5 R 5532 #tWeb Tracking/JS/Tracking Pixel SDK Sl 2 AfRR A LR ERIBAFEHEME, KN TUE]
DEIYIE AR RFEIE LR TE, WMEERSERSEHRMS00MB ¢ #41E, ILEA R AELE
J.Lﬁo

PEEE R

REBESIARE + PWARETRAEZBERS, ZRSZEHY BELRBEN—URARS, THEFLAMERE
SHSEHEHIENRE, HE. REUREANNENEE, RASHE, TERX. %ﬂmu@%c

» > STRYBRA: 20201105


https://yq.aliyun.com/teams/4/type_blog-cid_8?spm=a2c4g.11186623.2.35.2dfc505eazEyHL
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e lLogHub: SEBYRESHE., 5Blink. Flink, SparkStreaming, Storm, Kepler&$Ti&,
o #IEIRi%: LogShipper, SMaxCompute, E-MapReduce. 0SS. Function ComputeZ3Ti&.
o TSI #r: LogSearch/Analytics, SDataV. Grafana. Zipkin, Tableua&iT&.,

XEmLE
BRERSIBE0+MBRBRES T, HURSR. Bk, RADRERSHARESBRETRNRRT

%=,

e Logtail: §#XIX86fR%25RitAgent,

e Android/i0S: X% iHSDK,

e Producer Library: ERZRCPU/RTFE. HEEIRE,

RXEPNBNBEERFKESE (Web Tracking) RE—"http getiEKENTRHLAFEERHEBERS
Logstorels, ENEMEFEMARIENFHFSNRE., | SRK. ERERNBNRLERE. HEEMEER
EXR, KRUOT.

Web TrackingiE A2

Web Tracking (tE04Tracking Pixel) RiERB FHTMUEZPHEF#FE: BMNTUERE LHRA—N0
Pixel®F, ZEBRBINNAFARTRL, HihniZzREESTMERRN, SIRHEEE— D GetiERERSIH,
ENHRR SIS EHIRARS

Web Tracking#&E N RZIN T .
1. Alogstore¥THWeb Trackingtrss,
LogstoreBHARRFEERES, EEARIEESLHiELogstorefWeb TrackingFF % .
2. BB m AR ELogstoreS NHUE.
Rl LUBE AT =/ B AR,
o HIZBWEHTTP Get 5= LIREIE.

curl--request GET 'http://${project}.${sls-host}/logstores/${logstore}/track?APIVersion=0.6.0&key1l=v
ali&key2=val2'

o BITHRAHTML Timagetrss, HREA NN B EREUE.

<img src="http://${project}.${sls-host}/logstores/${logstore}/track.gif?APIVersion=0.6.0&key1l=vall&k
ey2=val2'/>

or

<imgsrc= ‘http://${project}.${sls-host}/logstores/${logstore}/track_ua.gif?APIVersion=0.6.0&key1l=v
all&key2=val2’ />

track_ua.gif

RTEEEXNSH LS, ERSHEREhttpkdaiuserAgent. referertb/E N BESDHNFE.
o j@idJava Script SDK LR EIE.

> MAghRA: 20201105 12
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<script type="text/javascript" src="loghub-tracking.js" async></script>

var logger = new window.Tracker('${sls-host}','${project}','$S{logstore}');
logger.push('customer’, 'zhangsan');

logger.push('product’, 'iphone 6s');

logger.push('price', 5500);

logger.logger();

HMFBIES WEFWeb TrackingREHE,

Rz F 4% ==

SEMNB—THADE (FINFHINEE. BB, MR, INE) , FABEARSREARFSHFERER
REZEARZAF, BAXZRBAFPNE—F. EEREEN—F,

LU R AT ARG, TIBRA—ERRBTHRE, FINRKTIWR &, T SRINMETE2000AK,
K9H20%, HPRENEB00AR, RETHAEMKSHNEEL2ZXD,

oJlL, BERBEN. LEMRGABE AN TUWSERER. I TRREEE B, EEAREES
RIESDPRERETHE

e AFAAME (Mall) . EMEE (Blog) . BRXE (Banners) .

e fB15. AFEmail. E8%,

o MRME. fTIAPE. MEARKS. NFiLis. SHEAFREFHER,

BRELR

1. FFEWeb TrackingIhft, 7EHERS PEIE—Logstore (H1aN0Y: myclick) , FHFFEWebTracking
IngE.

2. £ Wweb Trackingtrss,

13 > STRYBRA: 20201105
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i. NBESEHXHE (article=1001) BNENEERREBM— MR, FHEMWeb Trackingtn&
(PAImgtR&EAfl) .

m HR{EEE (mailDec) .

<img src="http://example.cn-hangzhou.log.aliyuncs.com/logstores/myclick/track_ua.gif?APIVers

ion=0.6.0&from=mailDec&article=1001" alt="""title="">
m EMEE (aliyunDoc) ,

<img src="http://example.cn-hangzhou.log.aliyuncs.com/logstores/myclick/track_ua.gif?APIVers

ion=0.6.0&from=aliyundoc&article=1001" alt=""title="">
» AFEBEERE (email)

<img src="http://example.cn-hangzhou.log.aliyuncs.com/logstores/myclick/track_ua.gif?APIVers

ion=0.6.0&from=email&article=1001" alt=""title="">

HthEZREoAEfromSHEML, BalIEURIPMAESZERENSH.
i. BimgirEMEEEEREP, HHITAM.

3. AMTEE, ERMERRER, HMNERBERSLogSearch/AnalyticsIIBET] AN 8 B SR H1T
INERSMT. EERSFTNML L, BRET Dashboarddh, E3ZFFDataV, Grafana, TableuaE sy
®h.

UTREBLEMRERSHE, SUUEEREPHAXBEAHTES,

A AEE R EEASQUATT R SZE AT H oI L,
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i RITEEEG. UTERMNYAFPRE/HZASHNINATES, ESFRAOSTGRIUS
RoHEE.

n YERBERESFIZH,
* | select count(1) asc

BN FIZENML,

* | select count(1) as c, date_trunc(hour',from_unixtime(__time__)) as time group by time order

by time desc limit 100000
" BMRERIEEMLE.
* | select count(1) as c, f group by f desc

FliREREBMERE.

* | select count_if(ua like '%Mac%') as mac, count_if(ua like '%Windows%') as win, count_if(ua li

ke '%iPhone%') asios, count_if(ua like '%Android%’') as android

FiEEREMEET.

* | select ip_to_province(__source__) as province, count(1) as c group by province order by cdes

c limit 100

i, Y& X L 5L B #R AL & B — D LAY Rl FrDashboardd, WRWTR,

@ 38 SEERANN, SE-NAARNMGFSERARFE, HINEAAEERBTEE
ZIRE,

2.3. X&-EEBMm ASEERS

ERHERNEA, EEEIFINNALEHEEREEE, STESHR, ENFERFNEANAE
ELEIEERSD, MATEEINARSHPE, XFEAPREETIEACHIVSEERLK.

BRER

EBERAT, BEEABERSFTEABERSHNINDEZR, ATERURBENR. B NANREDHE
ABABERS, FERENAGEREFERMSR, FHEACHERNAERENNL. —BEXEACHR, FE
FEBHNAE, HEBRAK, KNAK, Z—HEHHETEANBERSNAANABIAFRSSHPE, BR

ZMEXT, MERBHNAHERK, BPNNARSSFEEAVAENBNHRIE, MRS[NAETR
BHEX,

ATEE LO@E, BERSAGREEERS, EERNBINBEEHIEXRESR, NEBEIRAMERE—
METFRIRSNBINBHEERRS . BRTEERERAKLODBEERS, mmeEqum“mﬁ%&ﬁ
AK, REEAGHEENXE, FEAIRETokenfE, %k E, TokenBEmER, HETLIHXTokenEH!
BEMERNNRZEF, FIMRFIPERNFRANIREE, AR, ARFATEASRERSSE, BINBENKS
EFEs, RERFIRERFECHNERSES.
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ol ASIZ B SRSHRAMA R AR, HESEBMNAEARAMFAFPHEZAE, NMBEIE30NHRE
2 /\g:.l: H u_,\ﬁﬁxﬂ’]@ﬂ]r—ﬁﬁ H lu\E{gﬂﬁ . P8 E'fg}?j[iE*gﬂ]rﬁﬁ LEEJEH_Cﬂ;'EJ H IL,\HER ’ ﬁ;fl:
FIRERF BCHRSEE.

h5

BERAMIER— M E T HBERSNEHNALEEEZRS, BEEUTMRE:

o HAFXNEMEZL, IRH. RIFHIBWAEN,

o AR, AFARBESRERSH. BONAEKZTE, RAERFRERFECHNARSSE.
o SHAK, XFHEEAF. BERSBEBENLENTHFE,

o i, HERSBEERY SNEMH=E.

R EW AR
LR B
TR gL
Android/iOS %z N REBAFFENLNNA, BENEER,
LOG BB BERS, AREFEMENE CENBAEEHE.
RAM/STS MER[EREHESR, BREAFPESHEBENRRILIEE
FIRSS ., ARERIGE EEEIE.
BN42#tiZAndroid/IOSRIA WA L EFENFHNAEE
B ERS S Rs3, EENALEMTHNToken, UWRBFPENA L
EHENTHIREER.
EERE

1. NzF 8 P B R A AR 55 =8 BB B — N IR B i3 180 SEE

Android/iOSRz A R RE E £ 77 f#AccessKeyID/AccessKeySecret, XHESFEMBHINEE . FTANBHA
aAFRRARSSRBEE—DIGE EEEIE (TR EEEIEFRAToken) . XM Token2 B Y
MR, MEIXNTokentiTEAE B 23078 OGXANNETTAHNARSSEIEE) , BATEXI0ONHE
M, ZAndroid/iOSR B LMER XN Tokenif i HERSE, 300 M EBEHIRE,

2. APNNARS [N ERERNEGEME, AFERETokenfSNH,
3. FNERX M TokenFRTLAAIE BERS T .
RXHEEENE N RS SR MA R RAMAR S5 815X M Token, FAndroid/iOSAF 4 $KEXT oken,

BIESR
1. BRAPARREATRS.

BIZBERSHRAMAF AR, HEEBRNNAEARAMFHEFPHREZAE, FASRBESNENAHS
R

BEXME, BEBRBUTESH,
o RAMFHFHJaccessKeyld, accessKey,
o AENEIRKEZRlAN,
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2. BRI NARSER.
ATHERE, AEREMRTZSDESHRATROARFEETR, THMUEDLXEREER,
FMESETHTRE, BE—TEEXXfconfigjsontl TAR:

{
"AccessKeyID":"",
"AccessKeySecret":"",
"RoleArn" :"",
"TokenExpireTime" : "900",
"PolicyFile": "policy/write_policy.txt"

@ e

i. AccessKeylD: EEZREHRZEEID,

i. AccessKeySecret: EE&EH0ZEESecret,
ii. RoleArn: EE M FfAE8IRoleAmn,

iv. TokenExpireTime: #§Android/iOSRFBRE)XMT okenf L2 BT iE], F&, &AE900s, BiA
Eo AR ER,

v. PolicyFile: EHEHKIRZTokenfrEHA N IRINRAXHE, BIABETAREK,

AR M T BAP RE ATokentU R4, i FpolicyBRTE.

o write_policy.txt: ¥E T ZTokenfiEZK S TProject 95 AR,

o readonly_policy.txt: #8E 7 i%TokeniiBiZ kS TProject BIEEURE .
B o] DR YE B S B F KRB S BpolicyX 4.

RE B EEET
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/[ EHR[E

{
"StatusCode":200,
"AccessKeyld":"STS.3p***dgagdasdg",
"AccessKeySecret":"rpnw0O9***tGdrddgsR2YrTtI",
"SecurityToken":"CAES+wMIARKAAZhjHOEUOIhJMQ

BMjRywXq7MQ/cjLYg80Aho1lek0Jm63XMhr90c5s-

3 - 33qaPer8p1YaX1INTDiCFZWFkvIHf1pQhuxfKBc+mRRIKAbHUefqH+rdjZqjTF7p2m1wJXP8S6k+G2Mp
HrUe6TYBkJ43GhhTVFMuM3BZajY3VjZWOXBIODRIR1FKZjliEjMzMzEOMjYONzM5MTE4NjkxMSoLY2xpZGS
SDgSDGAGESGTETqOio6c2RrLWRIbW8vKgoUYWNzOmM9zczoqOio6c2RrLWRIbWIKEDEXNDg5MzAxMDcy
NDY4MThSBTI20DQyWg9Bc3N1bWVkUm9sZWzZXJgAGoSMzMzMTQyNjQ3MzkxMTg20TExcglzZGstZGV

tbhzl=",
"Expiration":"2017-11-12T07:49:09Z2",

}

[[E8IRE[E]

{
"StatusCode":500,
"ErrorCode":"InvalidAccessKeyld.NotFound",

"ErrorMessage":"Specified access key is not found."

EHREIRE: (TERMESEHM—1Token)

N

StatusCode

AccessKeyld

AccessKeySecret

SecurityToken

Expiration

FiRIR BB :

R

StatusCode

g2
FRIRENT okensIRA, REUKINES, IR[EER200,

= /~Android/iOS R A #1#a £ LogClient 3REX &Y
AccessKeyld

F/~Android/iOS Rz ¥ iafE LogClient 3REX
AccessKeySecret,

F/RAndroid/iOSR. B #1ia 89T oken,

FRZTokensk BB 18], EEEAndroid SDK&EEH)
HIMTRE R, BEIIREToken,

WEA

FNIRENT okenfIRZS, REVKMEY, RE{ERS500,

> MA4RRZA: 20201105
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HiRtE 488
ErrorCode EREREE
ErrorMessage FRBIRNEKEEMA,

R RBIBNEITHE:

X FIAVARRAE (KB Tjava1.7+) , RETRMBES, FE—NavaliE, BEBMABUREEER
FITERERE, BTmainRKHENT], BREAIASEII7080iO, FREHTTPER, HAESEM,

3. BaintEHTTPIER, M ARSS 283K T oken,
HTTPIER R B AE N T .

Request URL: GET https://localhost:7080/

Response:

{

"StatusCode":"200",
"AccessKeyld":"STS.XXXXXXXXXXXXXXX",
"AccessKeySecret":"",
"SecurityToken":"",

"Expiration":"2017-11-20T08:23:15Z"
}

@ 38 AXKPFRERARAETRSSBRARE, BPINELEN B#TEENFA.

BB TH
MRS R RE: PHP. JAVA. Ruby. Node.js,

2.4. KEAMEHE

NF-LENAHR, M. HTMLMER., PC. fRHS=H[. BHRE. BRLE, FEINREARMEEH
BHTEERLIE , FERREMT, —REIAIRRS -+ KafkaRZI AN LIhEE, B AEMRSS LogHUbINRED
DAREBXEEN, FHRHRE. BAAR, 8. RENBRER,

Rz 17 =

AMEFERECA IR IR, JMIRSEHR. MONRELENRE, XETHEFERTIHHE., HECE
FHIENA.

FE1: BligRSE+Kafka

A FKafkaRigtResfulliil, EZREEEHRNER, BA—RBENINXRES BB LAMKIE, BEMA
Logst ashzi APEEIE NginxE A M EIES ABIKafkaS B Ehiay, EEMIRMEMT :
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& HE B8 B2 ER Mg
¥% 2 & ECS #ERN

ECS fRSS 25 2A 1 # 2GB HIiRAL, FEHiRM 108 T/&*A
R

14.4 5t/B (L)

REIE 18 R RETHER LA +0.87T/GB (3%
)

B &% Kafkail

ZooKeeperti RS 38 1% 2GB HIEBSANHLE 108 ;t/&*A

25

FE2: £HLoghub
{BidMobile SDK, Logtail, Web Tracking JSE %S ALoghub EndPoint, EEMIRMEN :

R 1ER &
P <0.18 7T/GB, BKESN 127
LogHub SHIERE m.
HEXML

WE1: —KXET10GBHIE, KY—FAXRBEEKR, (XEBI0GBREHEHIA/N, LIREIHEAN—KA
50GB~100GBE A, )

R FAKR: 0.02*24*30=14.4 7T

HENE RE: 0 (EITRERRE, TANMTITRE)
ECS #M: 108*2=2167t (RigHBHERHRE)
Kafka ECS: %2, RiIE5HMRS AR

#it: 484.8 5t/H

loghub ii&: 10*0.18*30=54 7T
loghub i&ERR#K: 0.12*30=3.6 7T
#it: 57.6 /A

B2 —RREVTBHIE, RO—ZREEX,

> MRRRA: 20201105 20


https://www.aliyun.com/price/product#/sls/detail

XK - %5 HEmRS

EIgE S 0.02*24*30=144 7T

G RE: 0t (LITRERRE, EARMTTRE)

% MARER: 0.63*24 *30=453.6 5t (kFAERI (slb.s2.medium))

ECS #F: 240*2=4805¢ (ecs.gb.large)

ECS Bt ZRF: 4800 7Tt (BIERIIER2ME, HReplicaZEMR50 MB/SEN, #iE(R7Z3X6 TBRE, SSD=EAHK
FA1£48007T)

Kafka ECS: 28, RIZSHMRS AR

$tit: 6696 7t/B

loghub 7i&: 1000 * 0.15*30=4500 7t (BAH#iT)
loghub i&R%x#k: 0.12*100 * 30=360 7T
##it: 4860 7t/A

&R
MALRMERITNEY, EAFRIHTANGIBERE, WHRNRARRS, Rib2s, MFRIMAEL
BRMEBEUTRE,

{45 MB-PB/Day @i EEELS,

FENRRZE: BT ACLIEFIESRIE.

S HTTPS: &8z,

AERERE: AHEFINEAMESHIECEXTE,

BEHIEER: tJUBERNAELSHEMRER.,

ETFSDKE L TirExdsE: LogHubﬁh%@SDKo R O] A X LESDK¥E LogHUb S E TR &R, PASTI
LogHub'—ﬁﬁiJE?":‘fﬁ&EﬁlBﬂEz?Fﬁ% A,

A HREER {Z'SHA'LZHE%

2.5. X&E-ZREHIE

HEMR S loghub IIRERMAURSE I RESHE, HPSIIRENRES 30+ MFR,
HEXE—RERTLL, XHIWNT, AXEEZTICET loghub RSN (E8) REHIE.

kY U 5% B
EHZA, BAFLGE N FTP, 0SS Lf&. HRZHE
=25 S AstH
HESA iz SRS . SOL MESH
. Si, FFREIFFS, EE A loghub, HTTP Lf&.
FREN CrE WERERS 10T, Queue

21
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g
il

"RERNEZ" B—IFoBEEENE, $RAF. 8. BERE. AFPTUMUEMNR. App. fE. 3t
EFHITTERR, BREINTERARMI, AEHNENFENRER, RiERGIZXIBPFP,

K

EEENERSE, KN THOTHEE:

o RRBPH, BH—ERNN SHRISHEE (WA, QUSEE) , WRKT—2RP, BEAINEE
R,

o BPERRREKE, BREFARS, B8 BEEEMT, ME#THRA?

o BPEE, SEE—LREED, ELTERERE.

o BEDE, NERDHRESENRNER? NEBEESNERRIERRE?

o BEES, APRATLEKR, BPYENRMERMA? RERTHHER?

HIEXEHER

EHRUZENERED, E—SR2NMESENAEHRETRERR, HhBRMTHEE:
o ZRIE: FINI &, i (BE) F,

o TXim: MM, 2RKS. FH. KKEE{ (web. mih) &,

o 2MK: VPC, AFBRZIDC, MEZR ECS F,

e TRKRIES: ®OUERR Java. Filn Nginx fRZe8. FEAXM RS C++,

o R%F: BRBABFEAE (X86. ARM) iR,

BINEEILBEEIINE. ASMHERRERER, i—#HTEE, EXXXREEAENNARIENT/E,
MAETLLEN loghub RENRE=RA—EN,

5]
i
E

A&%—E8E. k&
1. QUZEEHTIME, 4% myorder,
2. ARREEREFENBECIZBEE, Fl:
o wechat-server (TSRS RHIE AT
o wechat-app (FH#HMERSR/RLABEE
o wechat-eror ($i2A&
o alipay-server
o alipay-app
o deliver-app (X% &R app KE)
o deliver-error ($#i12HE)
o web-click (H5 WA A )
o server-access (fR%5iH Access-Log)
o server-app (RZf)
o coupon (RZAELEHEE
o pay (XffHK)
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o order (ITEAHXE)
3. MEEXFERHUIR TSRS ETL, TLAGIE— gL ELogstore,

BF# BEXRE
FREBGFRAP, —RERMAER:
o MM EEEBINES,
o HAEEHH 4D, RBMES.
o fRRT 4
o MM _#IBER

SEite 73 5K
EXMTEMBS BRI, ER_HB (FE. WR) GAFPEMEE. APEEZRESTERN, Mo
LEMAPRESEEREEAN, FERAX,

http://examplewebsite/login?source=10012&ref=kd4b

SRFIHEZERE, REF[BLHUTAR:

2016-06-20 19:00:00 e41234ab342ef034,102345,5k4d,467890

Hep:

e time: JEMETIE,

e session: RYIEEZH] session, ALARERITA.

e source: XRiERE, FltN, FEZ AR 10001, {57 10002, B/ &R 10003,
o ref: HES, BEEEAETIM, SEURZ,

e params: HAhB#,

W :

e WHEFHHASHER, BYlogtalRE, BEESR ogtalE T,

o NARRFEESDKEN, BEMRESRTA

BR55 in 84E K &
ST E/MEARKSHESHELN Web IR, —REBE-HERBNEER:
e Nginx/Apache 18 A&

Nginx/Apache 1510 BB AR . TSI,

10.1.168.193 - - [01/Mar/2012:16:12:07 +0800] "GET /Send?AccessKeyld=8225105404 HTTP/1.1" 2005 "-" "M
ozilla/5.0 (X11; Linux i686 on x86_64; rv:10.0.2) Gecko/20100101 Firefox/10.0.2"

e Nginx/Apache iz BE.
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2016/04/18 18:59:01 [error] 26671#0: *20949999 connect() to unix:/tmp/fastcgi.socket failed (111: Connecti

on refused) while connecting to upstream, client: 10.101.1.1, server: , request: "POST /logstores/test_log

HTTP/1.1", upstream: "fastcgi://unix:/tmp/fastcgi.socket:", host: "ali-tianchi-log.cn-hangzhou-devcommo

n-intranet. sls.aliyuncs.com"

e WAEBE

NABRASELREA4F-ENE. R, R, T, 5% SHFERFA, §FREFR—BRBER

Eo

"time":"2016-08-31 14:00:04",
"localAddress":"10.178.93.88:0",
"methodName":"load",
"param":["31851502"],

"serviceName":"com.example",
"startTime":1472623203994,
"success":true,

"tracelnfo":"88_1472621445126_1092"
}

o NARHERAS: HIRAKENNE. €817, HRE. REF,

2016/04/18 18:59:01 :/var/www/html/SCMC/routes/example.php:329 [thread:1] errorcode:20045 message:

extractFuncDetail failed: account_hsf_service_log

SLife 75 %

e AEBIAMNM, BT logtail BB IENXRXR SHEE logstore 1,
o Docker AN BRI MERABRRSEN HERSHITRE.

o Java E2F O LAERA Logd) Appender (HEAREE) , LogHub ProducerLibrary (BEFimEHAS

A) , Log4] Appender,
e C#. Python. Java. PHP. CZaJAEASDK B A,

Kig AP BEEAN

o BEi%: TLMERABEIE SDKI0S, Android 3 MAN (BBIhEUEDHT) TN,
e ARMIE%: ARMEATJLEA Native C XX FHIE,
o HMRTEAHIBE: X86 ELAIBZTILAH SDK. ARM & TJLUMER Native C XX 4HE.

Web/M W REAFTAH
TNHABPITARET A AR

s THSFRERFHRE: fINITE, BER. BHSF,
e MTHERFERFHRRE: BRERAEMNRKLE, FIRE. XHREF,

> MA4RRZA: 20201105
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Fi¥
¥
5
H
A

5]
o E—MOLISERSIHRESE.

o FE_FTILUEA Tracking Pixel/)S Library WEREITA,
fR55 28 iS4

Blan:

e Syslog A&

¥
S

Aug3111:07:24 zhougi-mac WeChat[9676]: setupHotkeyListenning event NSEvent: type=KeyDown loc=(0,
703) time=115959.8 flags=0 win=0x0 winNum=7041 ctxt=0x0 chars="u" unmodchars="u" repeat=0 keyCod
e=32

e N AR Debug B

__FILE__:build/release64/sls/shennong_worker/ShardDatalndexManager.cpp
__LEVEL__:WARNING

__LINE__:238

__THREAD__:31502

offset:816103453552

saved_cursor:1469780553885742676

seek count:62900

seek dataredo
log:pangu://localcluster/redo_data/41/example/2016_08_30/250_1472555483
user_cursor:1469780553885689973

e Trace BE

[2013-07-13 10:28:12.772518] [DEBUG] [26064] __TRACE_ID__:661353951201 __item__:[Class:Function]

SE e 73 3%
BERSHREST A,
AREMERE T N EERE

loghub 7% Region 2#tiA1E R, 81 Region M= 7FREN:

e AN (ZHML) : K Region AfRFZIHE, HREEEEY (EF) .

o AW (ZHEMZ) : JLAMRERIG, HRERERRTHRERE. fRAT2REZER HTTPS,
o FAM (ZEHML VPC) : 7 Region A VPC MZ&iHiE.
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3.E M
3.1. XBfLogstore 5SMySQLEIR EHITE R 9
M

ARXLUHER A BHBEATIHR ARG, NEBHERSLogstore5MySQLEHE B XEX DT T BE

IE 335
o EXERFINBERS, FBBESNAERSE,
o EANHEFROERS|, #BBESATEHEEZRS,
o EHTHKIMYSQLEIEE.
RDS MySQLEUR FEFiF B IE S Mol 2R Eik =,

BRER

%iﬁ?m{ﬁ\ﬁl, FTEGFERAREHUE: FﬁFﬁ?XﬁElp\%ﬁE*ﬂFﬁFE%&?&o BHE& ERT%Ele%FﬁF;B?X"ZEIu\;&
7, SFRME. Bix. M. BEE. RE. XTFR. fEMNE. RSB, AFDEER. AMAF T
&, SEAFPE. EMHNE. BKEEE, RETHNHBEER, AU—REEIBIEES, REZAD
HERBRAPEXAESRP THEHITHEEMM, RERENERIZEL R,

H#3 ERER, BERSEZEAHTSIE, 24 LogstoreFISMRHERIE (ExternalStore, HIIIMySQLEUREE .
0SSEF) XETHARINEE, & LMERSQLIYOINIEXIE APk BEMNB P TR XBEXR, fMrSHEF
BHEEXNIER, RILZ4, BRTVEHESEREESE NIRRT, FTERENE—SLE,

BIES R
1. EMYSQUSHRET, SIEZAPBIE.

BRI —IKE Achii_usertI&URER, BT RFAFID. RIR, M5, FiR. EMEE. KPREFTHE
e

CREATE TABLE * chiji_user” (

“uid” int(11) NOT NULL DEFAULT '0',

“user_nick” text,

*gender” tinyint(1) DEFAULT NULL,

“age” int(11) DEFAULT NULL,

*register_time" timestamp NOT NULL DEFAULT CURRENT_TIMESTAMP ON UPDATE CURRENT_TIMEST
AMP,

‘balance" float DEFAULT NULL,

" province " text, PRIMARY KEY (" uid")
) ENGINE=InnoDB DEFAULT CHARSET=utf8

2. FINBERE,

o MR ZRDS MySQLEUEE, TRINAL £i#1E100.104.0.0/16, 11.194.0.0/16%0111.201.0.0/16, ¥
BESREELEZE,
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o MREHEMMYySQUEERE, FiRMHEZ5H#H1E100.104.0.0/16. 11.194.0.0/16%111.201.0.0/16Z]
MySQLEUEENIREH.

3. Bl#ExternalStore,
i REBERSCW, ¥BEESLAaSTTAAL
i. BIZRECE S /root/config.json,
ii. #£/root/config jsom>XERRMMTHA, HIRBELFERBREHEE.

{

"externalStoreName": "chiji_user",

"storeType": "rds-vpc",

"parameter": {

"vpc-id": "vpc-m5eq4irclpucpk85f****",

"instance-id": "rm-m5ep2z57814qs****",

"host": "example.com",

"port": "3306",

"username": "testroot",

"password": "****"
"db": "chiji",
"table": "chiji_user",

"region": "cn-qingdao"

}
}
2 SNz
RDS L4 Ffr 72 b 43
) = PN 2RDS MySQL, NHFRELEregion,
region
n INREEENMYSQL, NregionltBARFFH, BEKE
A"region": "",
VPCID
. = NREEEEMLETHIRDS MySQL, MnFREBvpc-id,
vpc-i
" NRIBEMMEKETHIRDS MySQLELE BZHIMYSQL, Mvpc-idicE
HNBZEFH, EEN"vpc-id": "",
RDSSL41ID
= JNEZRDS MySQL, N7k &Einstance-id,
instance-id
" NRZBAEBIMYSQL, Minstance-idEEBAZFHEHE, EE
J1"instance-id": "",
host K FE bk
port W £& % O
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2% B8
username HIRERF &
password HIREZRE
db HURFE

table HiEx

iv. BlZExternalStore, Edproject_nameX BEMRSProject Bk, ERIBLIFMES .,

aliyunlog log create_external_store --project_name="log-rds-demo" --config="file:///root/config.js

on"
4. EHOINEBERTHRETH M.
i. BREATRSEHA,
i. ZEProject¥l® X1, B B4RProject,
i. ZAFEEFM > AEERE P, REBiRLogstore,
v. ITERSITIED.
16 B A Buserid = ERFNE04R e 2 o A uid 7 B2 X BX Logst oreFIMySQLEUIR .,
» STERAFP MRS,

* | select case gender when 1then 'Bt4' else 'Z ' end as gender, count(1) as pv from log l join c

hiji_user u on L.userid = u.uid group by gender order by pv desc

» DHAREMERE.

* | select province , count(1) as pv from log | join chiji_user u on l.userid = u.uid group by provinc

e order by pv desc

. SAEMREEEBR.

* | select case gender when 1 then 'B1%' else '%1%' end as gender , sum(money) as money from lo

g ljoin chiji_user u on l.userid = u.uid group by gender order by money desc

5. REFEWATERBIMYSQLEUREED
i. EMySQUEEED, BIZE Areport IR, ZRTFHEEDHMPVE.,

CREATE TABLE "report” (
“minute’ bigint(20) DEFAULT NULL,
*pv" bigint(20) DEFAULT NULL

) ENGINE=InnoDB DEFAULT CHARSET=utf8

i. 204553 report&el#EExternalStore,

> MRRRA: 20201105 8


https://sls.console.aliyun.com

RIESLR - ZE 07 HEmRS

i. LRSS LogstoreIEBAHFAE T, HITUWTEMEDENFERFFEE reportERh,

* | insert into report select __time__-

time__ % 300 as min, count(1) as pv group by min

RERNE, EUUEMYSQUESIREPEERTFER.

3.2. XBtLogstore 50SSHM R HITE MO

ERTASHBEEANNE, 2EFTELS/IMNIERRY ASEERTON . AXNEBNTEBTRSPEKS
OSSHPRIAITEIRAT

AR &4

o EXEHE, FBBESNIERE,

o ERBHEERS|, FBHBEERNAEHEEZES,
o ERIFOSS Bucket, FHBES NI EFE=E,

%%El@\

EXMsE, BEAWBFRER. tiE, BISEEXNIAIBHEN, ZAIEELAERSINTEER

PXTA (AR, IHERSE) BE, HEAPEM (b, 8. B3%) EREEE0SSH,

MNizips, BERSEENHSIEIRMLogstore M FMREIEIR (ExternalStore, HIAIMySQLEIERE . 0SS

%) RETEANINEE. BT LMERSQLIYOINIEE XA P B HEEIEMT HEIRHRITERES, ATSAFPEK

X HIEHR,

50ssi#iTxBEER ST, BN TMHRE:

o TEER: BEHNMRMHILHIBREMLOSSLE, AFEFMIVENEFHEER, HETLUEE A MIZHIE,
REREEM,

o BEIEHT/E: EREFZNBEANHEED, FEERIHEIED—NEHRELED,

o LHEMNE: EASQLAIEIE, AMERDRIN, HAUBERNARTEREXNIRE, THETEE
#R.

BESE
1. BIFECSVIEF L 1EFIOSS,
i. BliRG R user.csISAtE .

i

i. EfEuser.csvXEF) 0SS, EBESM ek,
BROASHRESZHAE,
fEProject 5l & X3, B FHBEIRProject,
ERXEEM > BEERE D, BHHEIRLogstore,

MAEBAFIEG, REEA/ ST, BUSQLEXEMSIMRE (LbakPluser_metal’afl) , BRETE
0SS, IRHITERPWresult Ntrue, RRHAITRI.

vk wN

* | create table user_metal (userid bigint, nick varchar, gender varchar, province varchar, gender varch
ar,age bigint) with (endpoint='example.com',accessid='<youraccessid>',accesskey='<accesskey>',buck

et="testossconnector',objects=ARRAY['user.csv'],type='oss')
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EEEH B D EXIMEIFHEEIR. RISchemaBER, FHBEIWIT HIBETEE 0SS 05 B R X4
ER, FHAERUTERAR.

B &I iEA
SMERTFAE SR SMERFREEIR, BIEEMENEIR, flfuser_metal,

ENENEY, BERNIIERERX, HI(userid bigint, nick varchar,

EHfischema gender varchar, province varchar, gender varchar,age bigint),
endpoint 0SS Bucketifjalig, #EES LT AFEITE DL,
accessid & B AccessKey ID,
accesskey #RHAccessKey Secret,
bucket CSV {4 FrTEBY 0SS Bucket &R,

CSVX iR,
objects @ 8 objectsharrayk®, TUAASPOSSIHE,
type ElEEAoss, FRIMIEMEERFOSS,

6. WIERBMIMENIMRER, ATUTED, UREROERAEZAMEXNERARAE, WRREXIMNIRK

.

select * from user_metal

. B3ZJOINIE %52 A Logst oref1 0SSR BIBES B,

AT T EESMEDXEAERS D BAENIDFIOSS X Ehiuserid, #h2HAEEFER. H
th, test_accesslogLogstoreZ#R, LALogstoredlsd, user metal AR EX HINERFMER, BIRE
LIREREE,

* | select * from test_accesslog l join user_metal u on l.userid = u.userid

BREEWRG:
o FitAREMER A IHEIER

* | select u.gender, count(1) from test_accesslog ljoin user_metal u on l.userid = u.userid group by u.

gender

o Kt AEFHKAFHEIER
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* | select u.age, count(1) from test_accesslog | join user_metal u on l.userid = u.userid group by u.age

o FUAREFRRENBLEE LHHEED

* | select date_trunc('minute’,__time__) as minute, count(1) ,u.age from test_accesslog | join user_m

etaluon luserid = u.userid group by u.age,minute

3.3. ZEFMNSHE

MEZESKS (MNS) BEHZBATRSE, THITINEN, AXNEINEANERTERREFES
B, St lEE S M XBFASHALNEMERNEN,

AR &4
e EXEZMNSHE, HFBEIBESWMNSHE,
o ERBHEERS|, FEBHIBEERNAEHEEZES,

BE5ER

MNSHESFENIIERIZMEAENTITEERERE, BEASESHEETRAYNFREER, flueE.

EZPiG, BEE, BUESIHES. SEHHENBELITE=AAXNBERTOFITE.

o HEN: EAFRKRSESS LEHTINES, fiil: BWERNE. BAE. HRES.

e SLEFIHE: {FEMASpark. Storm. StreamCompute. Consumer LibraryZ 7 = X MNS B & TSL BT+ &
Flan: HEENIIG, Top 1CGERMNTEEESRSE,; TEEFMEENRE, BIARENE,; HERE
LB ENGELERN, BIAREFEERMNE,

o BA&IHHE: EAMaxCompute, E-MapReduce. HiveitfTEMBEENE, F: HERF—FAREE
MEMENHE BN FIIFER .,

ZFif A FIE R 89 E Bk

1. BREERSEHE,

#ProjectFl & X1, B EHBERProject,

EREFEMHR > BEERED, BEHBRLogstore,

BMAZWIEG, ARGEZHAIEREERINE, BMANIZHRFERD, &L A$QueueName

and $Messageld, #ltllog and FF973C9C6572630D7F963C527CC5A82C,

5. EB?_}EEJ:%, BFEI5a8 (BX) , RETANNEEE. RoILUEEEXEE. BExiEMEE
XBSEsEE,

A w N

@ e TWERENFEENNEEERE, B1mndREZE,

6. BEREM/ NI,
BEEERNTHR, ERTESHEMNERFIHTIE,

EANIIHRAXE
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1. EB#rLogstore T WA AE, WATEIED ., ARFIEEWNIVERRZE, BMANIIBRA
BBE, EEEAKA$QueueName and (SendMessage or BatchSendMessage), #lflllog
and (SendMessage or BatchSendMessage),

2. ENEALA, BE1540% (X)) , REFWNNEEE, BolLUEFAXNEE ., BEREEMNEE
XEESEE.

@ e TWERENFEENNEEERE, B1mnlRERE,

3. BEEW/ AN, ERNERUTHR, SEBRNRA, £&E[gRIIAIET 3RIIER,

EANIIHRERE

1. Z£BfrLogstore B HAFTAE, MAETBIEG, ARFETEITEREERE, BNRARTIZTRIE
22/, THEQHKI A$QueueName and (ReceiveMessage or BatchReceiveMessage), 4
flog and (ReceiveMessage or BatchReceiveMessage),

2. EREALA, BH155% (AXY) , REFINNETE. AoJLUEREXNNE. BxNEMEE
XEESEE.

@ e BSHERANFIEEHEEERR, S1mnlKRIRE,

3. BEEE/ .
EWERNTR, SEHEKRA, logh\FIhE1R2FERBEE.

EWNAIERMERE

1. £ B4RlogstoreMIB @A TNE, WATHIEG., ARGIEZTHNIESMERE, BNHABGZFRAIH
MRig{E, TEEGKLI$QueueName and (DeleteMessage or BatchDeleteMessage), #l
tlog and (DeleteMessage or BatchDeleteMessage),

2. EEA LA, BE1549% (X)) , REFWNNETE, BoLUEFENEE. BREEMNEE
XEESEE.

@ wE SHERENTIEENREEERE, S1mnlRRE,

3. BEEA/ A,
EHERMTHAR, HAIERNRA, 615Kl0gBASERBM R,

EHEEHREE BB

1. £ BfrlogstoreIE WA HRE, MATHIEG, ARFETHEFMERIVERNE, BMATEER
FMessageld, &EEIEAHK I N$TopicName and $Messageld, #lfllogtest and
979628CD657261357FCB3C8A68BFAOQE3,

2. EREG LA, BH154 (Ax) , RETANNETEE. BoTLUEREXEE., EXNEMNEE
X B ESERE

@ e TWERENFIEENNEEERE, B1mnlRERE,
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3. BEEWE/ S
ERERNTEMR, ERTEFHEENRZRBEMNITE,

EAETHHBRAME

1. 7£B#rLogstore B HANFAE, MAETBIEG., ARFETHEFTEESLRHE, RAATEZRNL
WigfE, THEAK A N$TopicName and PublishMessage, #lfilogtest and
PublishMessage,

2. EREALA, BH155% (AX) , RETINNETE. BRoLUERENNE. BExNEMEE
XEESEE.

@ 8 THLERENFEENMEEERS, TImnlREHZE,

3. BEHEHE/ A
EWLERWTERAT, SMEBRRKRA, £7&EMlogtest EBAM T3RHER

ERENEPRESLESE

1. EBtrlogstoreIERAFAE, WMATHEG, ARVETHENEFPIHEHERLIES, EAESFIR
Pibhl, ZEEGKRIA$ClientIP, £4010.10.10.0,

MREESHENEPHENERREEE, ERSIMXBFHASHN, FascClientlP and
(SendMessage or BatchSendMessage),

2. ENEALA, BE150% (X)) , REEWNFETEE, BoLUEFEAXNEE., BEEMNEE
XEEEE.

@ e TWERENFIEENNEEERE, B1mnlRERE,

3. BEEWE/ A
EHNERNMTEAR, SAEBNRA, ZEPHLET6RER.

3.4. EEFRSHNginxBSZBE

NginxdF B B EBIRETT, IR ERENGInRS, BERZSZIFEE LogtalliiEHFEENGINREER, HXS
BERARETEANN. SESRIE, 2HUKERENINgINXEE,

CIErE3as

SERSE LZZEogtail, FEBEENZE ogtal (LinuxZE%:) sz 2slogtail (WindowsZ 4t )

@ 388 BETEFLinux Logtail 0.16.0% BA_EARA, Window Logtail 1.0.0.8% A AR A,

TR EFKIE
BIRBLUTSE, FBNginx statusiif,
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1. FITUTHELHIANgInXB B & stat usIh &,

nginx -V 2>&1 | grep -o with-http_stub_status_module
with-http_stub_status_module

WMREEFER A with-http_stub_status_module , FRZFFstatushat,

2. EE&ENginx status, FENgINXEZE X4 (BRIAA/etc/nginx/nginx.conf) FF/FstatusIhge, BLERS
WA, FEBIESINgin status,

@ B8 allow 10.10.XX.XXZER R A YFIPHbAE A 10.10. XX XXEBRSS 283 18l nginx stat usAE.,

location /private/nginx_status {
stub_status on;
access_log off;
allow 10.10.XX.XX;
deny all;
}

3. PITWM T HLBIERE LogtailfI RSB B & nginx statusiF AR
Scurl http://10.10.XX.XX/private/nginx_status
MEREEFEEWN TR, WERREEMKNgInX statusit& .

Active connections: 1

server accepts handled requests
2507455 2507455 2512972
Reading: 0 Writing: 1 Waiting: 0

B2 XENginx K0 &
1. BROSHEEENE,
2. EBRABEXE, SFAEXHEEHE.

3. EREAER RSP, EFEEIRProjectMLogstore, BET—% ., EtolPAREIZEIRE, EFHE
ZProjectfLogstore, FEFEBESMFET: 6liEProjectflLogstore,

4. ZRIBMBARS D, CIENEEA,
o MRMERTTAMNRAE, BREERANENRA.
o MRMEITEETAMNEEA, EHITUTIRIE (LAECSHHAI) .
a. ERECSELAZ K Logtail, FHBEIBES W& Logtal (ECSELA) o
MR BEECS E&%logtail, TJHEBERTHRINRESE,

@ i MBEOREH. HOE WRSE, B & %&Logtail, FBEIBESNLE
Logtail (Linux®&%t) ZiZZLogtail (Windows® %)

b. &FZl/E, BEHWIAREKTE.
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HERS

c. BIBNERA, FEBS N E PV ZEAB = F - HE AR ZEE,
5. AN RARERED, MAVSE, EBF—IRE, BV SENRNRABRHEINANRA.

6. EHRMBRENE DT, RERERMNBHEE.
o inputsAlogtailREBRE, HED, BEREBECNHERLEE.

@ 3B —ANinputsth RAVFE B — KB HHIRTE,

o processorsAlogtailfhiBEE, ik, Mo REE—MHSHLES, EEEFS L ELE,
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HEMRSS

{

"inputs": [

{
"type": "metric_http",
"detail": {

"IntervalMs": 60000,

"Addresses": [
"http://10.10.XX.XX/private/nginx_status",
"http://10.10.XX.XX/private/nginx_status",
"http://10.10.XX.XX/private/nginx_status"

1,

"IncludeBody": true

}

1,

"processors": [

{
"type": "processor_regex",
"detail": {

"SourceKey": "content",

"Regex": "Active connections: (\\d+)\\s+server accepts handled requests\\s+(\\d+)\\s+(\\d+)\\s+(\\d+

)\s+Reading: (\\d+) Writing: (\\d+) Waiting: (\\d+)[\\s\\S]*",

"Keys": [
"connection",
"accepts",
"handled",
"requests",
"reading",
"writing",
"waiting"

1,

"FullMatch": true,

"NoKeyError": true,

"NoMatchError": true,

"KeepSource": false

> MA4RRZA: 20201105
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HERS

7. aEAASHMEERED, RERS. WABRERSI,

ERSHRBIMTRAR:

24 ESid]

type string
IntervalMs int
Addresses string[]#142
IncludeBody bool

BBAFABEHEERSI.

@ 08

ol

alil

il

iy

A

HIRIREZER, EEAmetric_http,
BIRERNER, 84 ms,
REANCEEBLZENURLEIE,
EEREBFRMbody, BiAME: false,

R Atrue, MEIBEKRbodyRBEHMES
HcontentBIF R,

GO DREWS TR, EMRERS, BB

o 2NRSMFREASIBHMAZELBER—T., ANEHEN, UFRESIBHEIE.
o ZE5|Z2EBlong. doublely, X/NBEURMMIFTEMET.

STHXRERE1DME, MUEEBSHE, #ONTHAR, FEBERSZIANERNgInX_status{{RE,
RREB SIS

_address_:http://10.10.XX.XX/private/nginx_status

_http_response_code_:200

_method_:GET
_response_time_ms_:1.83716261897

_result_:success

accepts:33591200

connection:450

handled:33599550

reading:626
requests:39149290

waiting:68

writing:145

FRIEFHSFAR

1.
2
3.
4. EREA LA, BE1508 (AX) | RESHNHEEER

ERBERSEHA.

. fEProject® & X1, B EHHEIRProject,

EBEEM > BEERE D, BEHBEMRLogstore,

XEESEE.

@ g

o BMUTLLEEFAENETE . BREEMBEE

EWERENTHEENNEERRE, F1mnlIRERE.
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5. AR REPHATANNED, REEE/SF. EEMMEDFEBESR L OTET, KETUA

ENERRESE, FHESMRESE,
o EWARK

n EEIPHUEIERIRTS,
_address_:10.10.0.0
» Fif 0 2 B9 (8 #832 100msEYiE K,
_response_time_ms_> 100
n HiEPRAEDIE200891E K,
not _http_response_code_:200
o ATAK
m F5A8%itwaiting. reading. writing. connectionBgE39{&,

*| select avg(waiting) as waiting, avg(reading) as reading, avg(writing) as writing, avg(connectio

n) as connection, from_unixtime(__time__-__time__ % 300) as time group by __time__ - __time_

_ % 300 order by time limit 1440
n FRASHFEESHZ I THRSE.

*| select max(waiting) as max_waiting, address, from_unixtime(max(__time__)) as time group by a

ddress order by max_waiting desc limit 10
n FIHERIPHHEURIBEREYMEIPLHE,

* | select count(distinct(address)) as total

not _result_:success | select count(distinct(address))
» GitsIE RGP,

not _result_: success | select _address_ as address, from_unixtime(__time__) as time order by __t

ime__ desc limit 10
n B59HAIHERLGEEE.

*| select avg(handled) * count(distinct(address)) as total_handled, avg(requests) * count(distinct(
address)) as total_requests, from_unixtime(__time__-__time__ % 300) as time group by __time_

_-__time__ %300 order by time limit 1440
n FENHRITTFIERTR,

*| select avg(_response_time_ms_) as avg_delay, from_unixtime(__time__-__time__ % 300) as ti

me group by __time__ - __time__ % 300 order by time limit 1440

> MA4RRZA: 20201105

38


https://help.aliyun.com/document_detail/53608.html#t13103.html
https://help.aliyun.com/document_detail/48162.html#task-fdb-hfm-2fb

RIESLR - ZE 07 HEmRS

n FIHERMNPBENKMEILE,

not _http_response_code_:200 |select count(1)

_http_response_code_:200 |select count(1)

3.5. A FrNginxifial B &

BERSZHRENGINXBER, HHTSHEENT. AXNBAHFMILHRIER. Z2ERARRIENEER
SEZENSITRL,
AR &G
EXENgiInAIE AL, FBBESDNginiE,
EHEREREQDSY, EREHEZRENEMRRS|, WREBBEBKYERS|, BBEESAASHFREZS,

BRER

Nginx@ —RERBI MRS, HBEANGInFEZMIEE, NginxBERZHEMENERER. FRER
T, BEAWNZZERN, ERwIEBAS, ERBEAER, IEFNARITE. BLIHTESHNginxiFiE B
B, WHNEFERERE, EXEEURSTRIEE EEUFEE,

HERSZFESEHIEEARS LR ENgINXBHE, FHANginxBELIZZRSIFNESRE, nginx_Nginxih
o B NEZEERREPAM. BRIRSGE., BXRAESE., WHRIPV/WEH . RARERES . BXK
UAGLE. BTHiFRIRIR. iFRal it FiE RN E R+t EER, £HMERMIGIHFRIER, &R LAE
BAERSNEASTIED, \JFEMJEE(]LET'I%)R RENE ML, SXIMEAERR, REBHEIZ. AETH
SEEGS, BRUIRERE, SHEEERMNARRXEERR.

ML R E R

1. BRHERSEEHAE,

2. £ProjectF £ X3, B B#HRProject,

3. A &EFM > BEED, BEHBEFRLogstoreZ£MIAY>,

4

. U EE D, BEngink_Nginxia i@ B3 . nginx_Nginxif i BENERETNEEERRIFHEDT
FRw:

o XRiRIPH M BRRRE—XVIEPHILERIREER, FXENEBWSIETM TAR:

* | select count(1) as c, ip_to_province(remote_addr) as address group by address limit 100

Nginxif ia] B 7&- 37 16 #3573 A
o BRRESGHUERFARIE—REZHTTPRSBHN SLIER, FAXBEEZ MBSO THAR:

* | select count(1) as pv,
status

group by status

o BRAZHUERRRE—XRFBERGENGER, AXENEAMMTEQUNTHAR:
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HEMRSS Ax fESLE -

* | select count(1) as pv ,request_method group by request_method

o BRUAGHKERRRE—REMN L[N GLER, FAXENERIMTEQNTHAR:

* | select count(1) as pv, case when http_user_agent like '%Chrome%!' then 'Chrome' when http_user
_agent like '%Firefox%' then 'Firefox' when http_user_agent like '%Safari%' then 'Safari' else 'unKno
wn' end as http_user_agent group by case when http_user_agent like '%Chrome%!' then 'Chrome' w
hen http_user_agent like '%Firefox%!' then 'Firefox' when http_user_agent like '%Safari%' then 'Safa

ri' else 'unKnown'end order by pv desc limit 10

o AItHERREERTKRIE—RPVARSHAEI+MAERERE, AXKNEIMTEQN TAR:

* | select count(1) as pv , http_referer group by http_referer order by pv desc limit 10

NglnX'LH“ﬂ E o Eﬁ-i_iﬁ Iﬂ ;Eﬂ?\
o MARBAERTBERTIRIE—XAEWAANALER, AXENZEAANFIBOUTHAR:

* | select sum(body_bytes_sent) as net_out, sum(request_length) as net_in ,date_format(date_trunc
(‘hour', __time__), '%m-%d %H:%i') as time group by date_format(date_trunc('hour', __time__),'%

m-%d %H:%i') order by time limit 10000

i

BRI
o JFEPV/UVEI BRT&RIE—RANIPVARIUVE, FAXEKNERMTETNTHAR:

*| select approx_distinct(remote_addr) as uv ,count(1) as pv, date_format(date_trunc('hour', __time

) ——

__),'%m-%d %H:%i') astime group by date_format(date_trunc('hour', __time__), '%m-%d %H:%:i')

) ——

order by time limit 1000

Nginxif ia) B FBIPV/UVEE it
o PVHUN BTN RKA/NBIPVEL, FrXBBZT RS TETUTAR:

* | select ts_predicate_simple(stamp, value, 6, 1, 'sum') from (select __time__ - __time__ % 60 as stam

p, COUNT(1) as value from log GROUP BY stamp order by stamp) LIMIT 1000

PVFIL
o i El+ittht B R RRE—RPVAIRS R+ NpEMIE, AXENEISMEGMTAR:

* | select count(1) as pv, split_part(request_uri,'?',1) as path group by path order by pv desc limit 10
Nginxif i) B & -4t 1+ 0 £
12 W B 0 9

ERiGETERER, ERXTIFEKREN B, FIMLEBERENE RN, BLTEOZENRAE, KTl

BEXEAMTBASFERER, BXEHNNTHR, BRESRISA o

MAYRRA: 20201105
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o HEFSNMBERNEENMRAREN, NEARTRTERER.,

* | select from_unixtime(__time__ -__time__% 300) as time,
avg(request_time) as avg_latency,
max(request_time) as max_latency

group by __time time__% 300

o BURALNINIERRE, H—SRATTEINAL,

* | select from_unixtime(__time__-__time__%60),
max_by(request_uri,request_time)

group by __time time__%60

o RN BBERNEN A, BERIHAIMI0NE, AHENENXEEIERMEL,
* |select numeric_histogram(10,request_time)

o HEEXN+NENREXNE,
* | select max(request_time,10)

o YN KRAHNREEHTEMN,

Fan/urRRE R TR &K, FEXN/RTTEHTEL, WEHE/wRRENFHEPY, UV, &iPiES
TRRE . SMERREIRE . SN ER[RE . FHEMNMRALLN,

request_uri:"/url2" | select count(1) as pv,
approx_distinct(remote_addr) as uv,
histogram(method) as method_pv,
histogram(status) as status_pv,
histogram(user_agent) as user_agent_pv,
avg(request_time) as avg_latency,

max(request_time) as max_latency

I

3
=
FIXPMEREIRIRE, WMIFHEIR., RESKIBRKSER, BULRETEHSMED, HRESE, RESRES

RpEEE

B

[

o HIREE

EMiETERS, —RFXES00ER, BRSH/ER, BULERNTEISFTEDHERMFEA
HEIRMCc, HREEMARMRENC>0,

status:500 | select count(1) as ¢

@ B HF—LWSEABRANRS, BREMIN00EZLEENR, $HILER, BT
ARREEN, REMABHMBEEN2, RAEL2REEBHEREATESE,
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MBEERSH[/ETIELMEREXER, BoIENERIZESE, fluEn MER N TE A TEL
SHr /adduser iﬁuﬁﬁﬁma;kﬁ,ﬁ'ﬁj Post BIEiERIER, FHEESEMASRKMEIREN [>300000, BIHFE
B S 19 {8 4B 33 300ms Ul fr 4 52

Method:Post and URL:"/adduser" | select avg(Latency) as |

FERFYEERESZENANLREE, ERIER—EMANERTENFETFY, TERBRESER., X1t
52, WO ERHZAE TP E NS (FIIN99% R AR ) RIEASEMASRYE, HINERNTERANH
BT EI% NIRRT KN,

Method:Post and URL:"/adduser" | select approx_percentile(Latency, 0.99) as p99

SRR, KUUERUNTEAMMEGHE—XEO (1440578) RESEHEFIIEE KN, 50%
MU BIFE B K /NF190% 7z B9 ZE B K/

* | select avg(Latency) as |, approx_percentile(Latency, 0.5) as p50, approx_percentile(Latency, 0.99) as p9
9, date_trunc('minute’, time) as t group by t order by t desc limit 1440

Hr R BB MEAERRE- I E2
RESRABRKSTE

MREENGZTIRPHARESRARKER, —RETAEERAR., HXWER, HoJUTERREX
N, AREFE., —REBUTSEERRBRRENIABRARKE.

o F— M HE&EO: K E—PNEEE,
o E—XZWBERNEN: KX,
o F—REAZNERNEN: KL LA,
REGUE—PERAG, HEREXNNZHR, BEEEEENSTE,
i EX—MtEEO.
EX—MAHNED, HEZIHARERERN,

* | select sum(inflow)/(max(__time__)-min(__time__)) asinflow, __time__-__time__%60 as window_

time from log group by window_time order by window_time limit 15

MAHRERTE, SIMEONNTFEREZNIN,
BEAEX—MHEEO
i. TEEONNZERE.
» HERRXEIRMESFIENTHE, LR K{EmMax_ratioAfl,
$/T1§JEP1-I-§ LR max_ratioN1.02, BWOILAE X FESFKMImax_ratio > 1.5 (ZHEHEIT50%)
W&,

* | select max(inflow)/avg(inflow) as max_ratio from (select sum(inflow)/(max(__time__)-min(__ti
me__)) asinflow,__time__-__time__%60 as window_time from log group by window_time order

by window_time limit 15)

HEEORNERE
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s FERAERER, EERNNHERSERAIAEIKE.
B max_by75 EFRBE A PHRAREHITHET, AREIPHITHELERlastest_ration0.97,

* | select max_by(inflow, window_time)/1.0/avg(inflow) as lastest_ratio from (select sum(inflow)/(
max(__time__)-min(__time__)) as inflow, __time__-__time__%60 as window_time from log group

by window_time order by window_time limit 15)

ORTY max_byR#ITBEERAFRELE, FTREBBRNMFERE, NREBEHETLE
=, oIAF (1.0-max_by(inflow, window_time)/1.0/avg(inflow)) as lastest_ratio,

HEEORNERE
s HERHE, IHESENES LM E0NENRKE,
HEBORNERE

FEREORHagiRBEFIREinflows E— AR =inflow "lag(inflow, 1, inflow)over() " 4T
ZEIHE, HRUSEIRENfloWRERELE, FAWNIR3INREET—TRANEREK, BOZEE
=A% L,

@ B MBEEBEN—BWTHR, TLEEabsEHT It B LR HTR—,

* | select (inflow- lag(inflow, 1, inflow)over() )*1.0/inflow as diff, from_unixtime(window_time) fro
m (select sum(inflow)/(max(__time__)-min(__time__)) as inflow , __time__-__time__%60 as windo

w_time from log group by window_time order by window_time limit 15)

HEEORNERE2

3.6. frApache B

BERSZFREApacheBE, HHITSEENT. AUEIPV. UV, HlaMENH. BiRBER. BFK
HREHENFApache B, LR A MG RIER,
BREH
EXEApacheBE, FEES M Apacheizl,
EHEEAOSTD, ERESEFREMNERES], NREBEEYRS|, FBESAAEHEEZRS],

db E{-.-Il_a\
Apache2—FHERIIMILIRE S, HEEAApacheBEMiLEY, ApacheHERBEMNITNEEEFR.,

ARSI HEIHEEANODS— X FREApacheAE, HAApacheAKEIERIIFINER.,
apache_Apacheif o B X ERZBEERRIPAMA . BERRS G . BEXRAZEGL. HEIPV/UWVET. RAR
EREBFKI. ERUAGLE. BIHARRR,. Hiag -+t fER B+ it EER, 2FUBRMNIGTE
B,

BRESER
1. BREAERSEHE,
2. 7EProjectFl R X1, # & BixProject,
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3. EAEEM > BEED, BFHBEFRLogstore£MAI>,
4, FEoJk L ERZ D, BFapache Apacheifigl B,
apache_Apacheip o) HEXEREBFENTER:
o RiRIPH B R/RAiAEIPHI HSRIFE R, FAXEKNERAMMTIETUN TR

* | selectip_to_province(remote_addr) as address, count(1) as c group by ip_to_province(remote_ad

dr) limit 100

o BRUREGUERRFE—REHTTPREBHN GLEER, AXENEESMEQUWTHR:

* | select status, count(1) as pv group by status

o BRAEGUERTRKRE—XRFEBERTENGLER, AXENEAMTEQWNTHAR:

* | select request_method, count(1) as pv group by request_method

o IFEPV/UVE it BRRRIE—RANPVEAMUVEL, FrXBENEESTEQN THR:

* | select date_format(date_trunc(‘hour', __time__), '%m-%d %H:%i') as time, count(1) as pv, approx
_distinct(remote_addr) as uv group by date_format(date_trunc(‘hour', __time__), '%m-%d %H:%i')

order by time limit 1000

PV/UV#iit
o uu.)\uu.H:l';ﬁ.igfﬁ'l?l‘.ET/}lLEE’]fﬁ)\*UUlLﬁH'FIR FEBGEBEE’J lﬁ] V‘FI’ EQDTFET

* | select date_format(date_trunc('hour', __time__), '%m-%d %H:%i') as time, sum(bytes_sent) as ne

) —_—

t_out, sum(bytes_received) as net_in group by time order by time limit 10000
HEARESR I
o IBERUAGHKERRRIE—REMIKERO SRR, MXENEASMEDN THAR:

* | select case when http_user_agent like '%Chrome%!' then 'Chrome' when http_user_agent like '%F
irefox%!' then 'Firefox' when http_user_agent like '%Safari%' then 'Safari' else 'unKnown' end as htt
p_user_agent, count(1) as pv group by case when http_user_agent like '%Chrome%' then 'Chrome’
when http_user_agent like '%Firefox%!' then 'Firefox' when http_user_agent like '%Safari%' then 'Sa

fari' else 'unkKnown'end order by pv desc limit 10

o BIHiFERRERRZE—RPVEERS AT+ MFERERE, FXBENEESTEQNTAHR:
* | select http_referer, count(1) as pv group by http_referer order by pv desc limit 10

A+ 373 18) KR
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o ipiEal+ittht BRERIE—RPVERZ AT+ MM, FAXBBEBMTEDN TR

* | select split_part(request_uri,'?",1) as path, count(1) as pv group by split_part(request_uri,'?',1) or

der by pv desc limit 10

IRy cb
o B REYE A+t B RN RIE—XR1E RO M TN KKHE Dl AAXEOEGSTETIM TR

G

* | select request_uri as top_latency_request_uri,
request_time_sec

order by request_time_sec desc limit 10 10

KBS 8 BT -3tk

3.7. 7 IISHE

HERSIHEEISHRE, HHTSHEM T, ASCEIPV. UV, FaiElom. HiREKR. BEXRAESE
HEMTIAER, IHGEMILEEER.
AR
EXEISAE, EBEBEELIsES,
EREXERENST, EFEAEZREMNENRRS], NREBEBKES|, FEBSIAEHFREZS,

BRiER
ISR—REROMIERS 2R, BEERESH. REURSFNE. HEERISEEZRIGE, ISHEREHM
BHERER.

AERSHEFERWICATRI, WICEERIWMTAR:

logExtFileFlags="Date, Time, ClientIP, UserName, SiteName, ComputerName, ServerIP, Method, UriStem, Uri
Query, HttpStatus, Win32Status, BytesSent, BytesRecv, TimeTaken, ServerPort, UserAgent, Cookie, Referer,
ProtocolVersion, Host, HttpSubStatus"

#Software: Microsoft Internet Information Services 7.5

#Version: 1.0

#Date: 2020-09-08 09:30:26

#Fields: date time s-sitename s-ip cs-method cs-uri-stem cs-uri-query s-port cs-username c-ip cs(User-Agent
) sc-status sc-substatus sc-win32-status sc-bytes cs-bytes time-taken

2009-11-26 06:14:21 W3SVC692644773 125.67.67.* GET /index.html-80-10.10.10.10 Baiduspider+(+http://ww
w.baidu.com)200 0 64 185173 296 0

o FEREIRILA
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B4R

Ccs-

SC-

o ENFRILHA

date

time

s-sitename

s-computername

s-ip

cs-method

cs-uri-stem

cs-uri-query

s-port

cs-username

c-ip
cs-version

cs(User-Agent)

Cookie

referer

cs-host

sc-status

sc-substatus

L

BR55 2Rk
BEPIRERE

BT RS IRIVRE

BRSSEREN = P im YR

WiEA

BEPiRRIXERGBEE.,

B P REE KRBT E

B$E, RREFPHTENGSINternet REMIFNSHE,
REHE, RRERBENRSEER,

BRE5 2 IPHIAE, RN HEBIARSREVIPHIL,

BRFAE, flan: GET. POST,

URIERIR, FRRBERIFEEME,

URIEW, RAREWHTTPIERPES (?) BHER.
REERO, FREEZFPHNRSHRIKOS,

BEEWIEN RIS,

NFESSHWIENAF,, &8 B\BPE ; ¥TESRFP, BRER

% (-) .

EPiGIPiE, RRIFERSEZNEFHESIPHLE,
MMARAS, flEn: HTTP 1.0, HTTP 1.1,

BAFPRRE, RREESFPIRERIRKEE,

Cookie, RREZEHESZMCookieNE, NEEHCookie, N B/ RIEXI%
(<) .

SIS, RRAPHENE—NIEAE,
FHER.
MSCREIRZ, FRRHTTPEFT PEYRIEIRA.

HT T PF MY BTIRTE
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FR A

sc-win32-status win32R7, RRBIERS,
sc-bytes RSB EENFTHH.

cs-bytes RS FRHFTE,
time-taken BIEFREENTE, B4 E8,

BRIEFPER

A W N

. BREBRSEHE,

. 7EProjectF % X1iF, B EHBIRProject,

. EBEFEHE > AFERE D, 2HHEIRLogstore,

EREALA, BHEI1SAY (BX) , RETHNNEEE. ATLUERENNE. BEANEMEE

XEESEE.

@ wE THERENFIEENNEEERR, S1mnlNLRE,

 ERRETPBATENNED, BEEE/ SN . EEMMEDFEBEERE IS IMEAE,

o BEIPHILFIRIAITEMEL, EESIEDN TAR:

| select ip_to_geo("c-ip") as country, count(1) as c group by ip_to_geo("c-ip") limit 100

o HItRIEHIPVEMUVE, BEABODUWTHIR:

time__),'%

) —_— —

time__), '%m-%d %H:%i') order by

*| select approx_distinct("c-ip") as uv ,count(1) as pv, date_format(date_trunc('hour'
m-%d %H:%i') as time group by date_format(date_trunc('hour’

time limit 1000

) ——

o HIHTTPIERRSBH AL, EWATEQUN TAR:

*| select count(1) as pv ,"sc-status" group by "sc-status"

o FITREWRMAMRLER, EWSTMBEDUNTAHR:

*| select sum("sc-bytes") as net_out, sum("cs-bytes") as net_in ,date_format(date_trunc('hour', time
), '%m-%d %H:%i') as time group by date_format(date_trunc('hour', time), '%m-%d %H:%i') order by

time limit 10000

o HUBMIBERTZENAL, BEAMBEDUWTFR:

47

> MA4RRZA: 20201105


https://sls.console.aliyun.com
https://help.aliyun.com/document_detail/43772.html#concept-wjl-x3q-zdb/section-ghl-h55-zdb

HEMRSS RfESLE - TEOT

*| select count(1) as pv,"cs-method" group by "cs-method"

o HItEMNKR/WN AL, EWAMBEODWTAHR:

*| select count(1) as pv, case when "user-agent" like '%Chrome%!' then 'Chrome' when "user-agent" li
ke '%Firefox%' then 'Firefox' when "user-agent" like '%Safari%' then 'Safari' else 'unKnown'end as "
user-agent" group by case when "user-agent" like '%Chrome%' then 'Chrome' when "user-agent" lik
e '%Firefox%!' then 'Firefox' when "user-agent" like '%Safari%' then 'Safari' else 'unKnown' end order

by pv desc limit 10

o ZIHRMER +HMIE, EEAIETMTAR:

*| select count(1) as pv, split_part("cs-uri-stem",'?",1) as path group by split_part("cs-uri-stem",'?',1)

order by pv desc limit 10

3.8. 7trLog4jHE

AXNBHFENEAENG, HENBLOGAEEMATRIE,
Bl iR =AM

o EX&Log4HE, FEBESR XS Log4HE,
o EFBHEERS|, ¥BESAAEHEERS,
ARHNERSIMTEFR.
EEFREN
BRER

Log4j2Apachef— M ARIEABINE, @ logdo =4 BENM LS. HE B mERt. A&
F3 MEEMEHERROR, WARN. INFO. DEBUG, BEBIH Y BEMISE T AKITENRRE & 1RE X4
f, HEERLEHTEHNEEREEN.

PIMNEBREAE, FEBIANALITASIREE (FMAFERGA. LEANNERREK, NERHE.
NEEENE. FHTREE., HEKESF) | FaREN. RARE. EREESFERRNESNRE
BELR. #tWEER, BERFSRE-BEXLERESHNINE, HILSPEEHITES. BERSR
2B EEGITAIR:

o ERAFERTANAR:

level: INFO

location: com.aliyun.log4jappendertest.Log4jAppenderBizDemo.login(Log4jAppenderBizDemo.java:38)
message: User login successfully. requestID=id4 userID=user8

thread: main

time: 2018-01-26T15:31+0000
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o CRAFPBLTANBER:

level: INFO

location: com.aliyun.log4jappendertest.Log4jAppenderBizDemo.order(Log4jAppenderBizDemo.java:46)
message: Place an order successfully. requestiD=id44 userID=user8 itemID=item3 amount=9

thread: main

time: 2018-01-26T15:31+0000

BELR

1. BRAGERSEHE,
. 7EProject%l & X135, &7 B*¥rProject,
EHFEEM > BEERSD, BEBirLogstore,

AEREALA, BH15408 (AX) , RESWNFETEE. BolLUEFEEXEE . ZERENEE
XEESEE.

2w

@ %8 THLERENFEENRECERE, 51 mnllARRE,
5. ARREPHAZTANNED, BEE B/ Sf. EASMEDFEBBESRS A0 MEAE,
o ZUFEVNTRERRESHINMIE,
level: ERROR | select location ,count(*) as count GROUP BY location ORDER BY count DESC LIMIT 3
o HItRIE 15/ ET ARRATENBTFRE
| select level ,count(*) as count GROUP BY level ORDER BY count DESC
o ZURETVNIERRBERSHN=THF,

login | SELECT regexp_extract(message, 'userID=(?<userID>[a-zA-Z\d]+)', 1) AS userID, count(*) as cou

nt GROUP BY userID ORDER BY count DESC LIMIT 3

o BIUrRIE15AHENHFBAREH.

order | SELECT regexp_extract(message, 'userID=(?<userID>[a-zA-Z\d]+)', 1) AS userID, sum(cast(rege

Xp_extract(message, 'amount=(?<amount>[a-zA-Z\d]+)', 1) AS double)) AS amount GROUP BY userID

3.9. *xﬁ]ﬁNﬁEFfEU

AXBRENE., XEST. RUHANTEFHENBUNTERBSRENER BE#TEBAMSH,
ERER

EFHERNEE. FE—Ei4M, CRELEFNEEZEGER, EBRFHEAEBGUNTARAETFES AENE

IE.

o BAKER: FEARKENRBREAR, MNHAEREEARR, HAK—.
L4 %ﬂ;&ix *E}-‘_EIL:\ ﬂﬁttiﬁfﬂﬁzmjﬂ/\iﬂiﬁ
o NHNREHRL: KEPNANLTKRSENX, BTEARERTD, HIN=RSH. FFREE, YN
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BIHENNDEHT, BEE—HEBERSSNEERESFER,

o ZITHEESR: BESTEADNKER, "HHATHREFEARNKES, ANNAEXNATES
EEEP APIE X H&EFunctionComputed, [HREFZHEEAMIDCH, BHHEHEXAEERFL. WRH
AEENSSRPE,

ATHRBREBLERR, PAEMBEEER—FH, ’ﬁi‘h’/‘iﬁm, ASRSRESHFUNBEERETRAR—
WA HTINEE, BOEIEE+SQLO2IEEXY AEHITEN A, AUEREIAEMRTANER. MR
BEXLE, BERSRMENR J&T:T;KT'_1ﬁlﬁ$ﬁﬁ2$tﬂ%ﬁi}ﬁiﬁﬁﬂ’\]25%o

BEHERFAE
%w&mwﬁ&ﬂiﬁ&jmﬁiﬁ%ﬂu,&ﬂuﬁﬁﬁﬁﬁﬂﬁmﬁ&EEMEﬁ B (1s19) B
W, RAMRRUSER, RENESTE, TUXRFSER, EREMEETHEE,

o TEFENKTF1s, HEIEKRAEZAPoStFFLANEKEE,
Latency > 1000000 and Method=Post*
o TR B SerorxBIEERE EmergeXBIFN A,

error not merge

XEDHEFESE
EBATOERRAXESEERARE, KINT:

o HEAXE: —RUBEE, RAR—MHEAGASHE—NIXED, ESEXERTH, RERIELRE
DT IEENT],

o BHEXE: BHENBER—MIEBBPHAR, —REIRPCHEANBNTracerldki#iTXE,

o HEAXEX
BELTXEREEXKAS, fINBIXBEEOEVNE—TRERS, RAERELTXNE, &
ZBESAENEER, BESBRESN LTuEA,
LETXNE
ETXEBERUWTAR:

o BiHiEXEX

R XEEE I Tracing, tkRE NN I AEBGER. Dapper, StackDriver Trace, Zipkin, Appdash, X-
ray%.,

WAEFHERS, SWEAMNTracingligé, EBoIAESERBE PR HRequest_id. Orderld& ol A%
BNRRFER, BYEARNBEEDER, KBFAEHEXAE.

FIINEE SOKE I RTRAL. FiRAl. XARE. TRRREFAE. REERE, HMF— P ElnRERSE#R
BofREEXR, MTEAR,

ZHNTEFAR
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EWEASRE, BETMUE—F R,
RITUTEEASNED, RUHFAEERRENLENVENS .

line__, count(*) as cgroup by __file line__order by cdesc

—_— — —_—) ——

__level__:error | select __file

BXEME
o EHEE
¥ HESEMEOSS. MaxComputeFF=@d,

o AEERNRNEEHE
TJLUENERAMB PR ERB A . PEENR,

3.10. g B

BERSZFBESQAEEANEE, FHERFENATER (FINRE. 28, £RE. HEB. RE
BEE) REAMER. KXABNTEDSBSEHE EAFREEE, BT SENHHBRTHE
RN
Bl iR =AM
o EXERLER, $EESRUELE,
o BRERS|, ¥HESAFEHEERS,
BRER

Wit AEZZHEMNLNEEESR, @apv Uv. ipio)ithis4 \%‘ﬁu&ﬁﬂauﬂ-ﬁﬁ%ré BERSREMS
HUNBERESX RN AFINEE, @ ER+SQLI2IE RN HEMRITIN A, HUBRERE
WAL %oauw%ﬂﬁﬁﬁﬁammuiﬁ MMVCMMmaTwmw(@me&F)
QuickBIE oItk AR BIBRZSMZ R TR HEHBE AT KE.

L3 Xy

o BEIMIXNEREAFREB I TINGEE,
o IWARE: (UFEA
o FAF4&: sls_reader1@aliyunlog.onaliyun.com
o Zg: pnX-32m-MHH-xbm

o BUHEIRENARAREOAFNE, FHEESRNEHLETL=,
BRIES R
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1. BRASRSEHA,
. FEProjectF % X1iF, B EHHEIRProject,
. EAEEM > BEERE DR, BiHirlogstore,

A W N

XEESEE.

@ e SHERENFIEENEEERR, S1mnilRIRE,

. EREALA, BEH1549% (X)) , RETWNEEEE, BobUEFAXNEE. BREBEMNEE

5. ARREPHATANNED, REEE/SH. BSRSEUFEENRITER, BTRREAD/HTE

R, #FBESERSEE,
o BEFRERIARIAIXREFIH (remote_addr) HaIER, HEFHE,

* | SELECT remote_addr, count(*) as count GROUP BY remote_addr ORDER BY count DESC

o BELERRRIEISAEPV. UVEAR 00 R 8 8 89 1B R

* | select date_format(from_unixtime(__time__-__time__% 60), '%H:%i:%S") as minutes, approx_dis
tinct(remote_addr) as uv, count(1) as pv, avg(request_time) as avg group by minutes order by minut

es asc limit 100000

BECEXH A minutes, ZEYE ApvEluv, BYMAavg, AEF Auv, ZiHEERN TR,

o BEERERRREISAEHARNRIRMIE (referer) BIHIEIRE.
* | select referer, count(1) as count group by referer

B E XM K referer, Y8 count, BB EN TR,

o BERFERRRESAEIIAA+HRE (request_uri) .
* | select request_uri, count(1) as count group by request_uri order by count desc limit 10

BL EXH 9 request_uri, Y@ R count, FTBERMO TR,

o BEHERRSEISAHIE (request_uri) WHEIENR,
* | select request_uri as uri, count(1) as c group by uri limit 10

BEEDXNur, BIES A, KITBRN TR,

o B BEERRREISTHEIPVEL,
* | select count(1) as PV

REHES NPV, RITERIO TR
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o BEERERIRREIXREPHIIIIEIEIR,

remote_addr: 10.0.XX.XX | select date_format(date_trunc('hour', __time__), '%m-%d %H:%i') as time,

count(1) as PV group by time order by time limit 1000

EEEXH A time, YHI APV, BRIUERN TR,

o @It E RN DT+ AYM L,
s EE

* | select ip_to_province(remote_addr) as address, count(1) as count group by address order by co

unt desc limit 10

m HRME

* | select ip_to_country(remote_addr) as address, count(1) as count group by address order by co

unt desc limit 10

N

= /%im %=

[ |
gt
T

* | select ip_to_geo(remote_addr) as address, count(1) as count group by address order by count d

esc limit 10

o BERERTRREISAHARAE (request_method) BIIERKIREBER BAIEZHEE,

* | select date_format(from_unixtime(__time__- __time__% 60), '%H:%i:%S') as minute, count(1) as c

, request_method group by minute, request_method order by minute asc limit 100000

BCEXH A minute, Y# ¢, BEFI Arequest_method, FitEIRIM TR,

o BEEZRR&RIEISAHRE (request_uri) R)IENR.
* | select request_uri as uri, count(1) as c group by uri limit 100

EEEM e, BES Ac, RITBRNTHAR,

6. MG ERINERE. BB IRMBEMMERR, THEME, FBEBESR NS EERZER,

3.11. o8 B¥E7ERim HE

AMXHEETFASRSHOTMUMIREGSTEES, AENBAHIIE (SLB) 7RHE BEE RS HrayHE
EJR

53 > MHRRA: 20201105


https://help.aliyun.com/document_detail/169838.html#task-2511261

HEMRSS RfESLE - TEOT

BiE &G
EXEZFSIB7EAHEHRE, FHEBESNAENTEEDE,
%%%I@\

MFRBAZ LRAME, ARPDEIEMREAY, XMSIBFENKE. ZU. ZHNKREE—1ER
Ko, WERSIBEMNZAZRSR[/ETRENKNAHIERS, JUBITRES KT BNARFXSIMIR
$EEN. BEERE[/RE, ANBRMAME, SUENFHAWebTEXIE,

SLBiFIE BN AE Y IR FHTTP/HTTPSH7ER 19, F0AERNEEE, RBFRIHEBEEIES
%&ﬂmswﬁihﬁmTﬁT-

o PV: EPFIHARHITP, HTTPSIERHIREL,

o UV: WFHEAZFHIAHE—IX, SIHREERKRE.

o IERALINE : IR R 2XXBIIE FKIRE G S PVEIEL B,

o ERIRNAE: BFHIERRXEERT.

o REIZEFImME: SIBRELSEFIHAIHTTP BodyFHEEH,

o ERPAANT: FUEFHHEMNE, REHEBMNSESRTE M ELNPVER.

ERSH

1. BREERSEHE,

. EProjectl & X15, &7 B*¥rProject,

. EAEEM > BEEYD, 2EBEMRLogstoreZAME>,
U ERE D, BEERMUERE. BIMUERESEsb-user-log-

slb_layer7_operation_center_cnfllslb-user-log-slb_layer7_access_center cn,

o J-L%*EEIII-
s Bt —ENEEERNAFPEROKESHER.

A W N

n B IERS FIER IS ESIBEGIAIPY, UVHEETEIRRAES, SIRS[REBES R AL 5,

AR ESERBE R
» ZBU—ENEEERBRRXNRENREZFHHRE.

» it —7E B )58 B W15 SR 8900 AL Y 18] (S BN upst reamli R BY B B

» Fit—EHEEERASTERNIER,

o AP EXRIER
» FiF—ENESEERNERGE. BRI HER.
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» Fit—ENEEEASMIERTENPVES,

" FiF—ENEEERRSETER.
N8 I A 285008 5B N R R/FiKRealServertd i AE P A £ W EREEIR

» B —ERESEERSTPRSBHPVELES,

o S HTIEKIR
» BUEFIHARNMNZZETSMER.

» RUEPEAENMEVE (BR. &9, 8H) .

» EEAFPREER,
BEMAFPAE (http_user_agent) TISAIMLRAFETI R MISEARSS . FIANERSIESERRR
MBS ABHEE TRMGERIR, —RERTRACRIPETUAHLIERSIZRNEFNERNS, B
FREGEIHE FSEO, BMREPVEIERERKE FIER, NolsE MRS KRR ENREZIR.

B

il

=i

R
BEARUETSBHEASAHITRERR, EMEESRE,
BEPVHARNT, TRERZFPIAHAREPVILESS, NMEERMNIESE,

o iz

m EIATHOStMURIERRMITERXENRE, IMBASTERRETINSE,

BXREED
BPHAEREBSIBLIR, HETIEP—ARealServer T IR SIBIBLIE, SLBT EHHRWE R
BONEHEFHRABIECERRSNRealServer t, ERENBFREEHEFHERE.

ASLBELBIFM— NS, FIENARSSEE (192.168.0.0) RN FABRYIRGE, HMERHE=8RSEM4
&, AZBRSHKEBFNEAN100, ERRSF[EITRERN20, HITNTEESTEQDSTBERRES S
'%;RO
* | select COALESCE(client_ip, vip_addr, upstream_addr) as source, COALESCE(upstream_addr, vip_addr, cli
ent_ip) as dest, sum(request_length) as inflow group by grouping sets( (client_ip, vip_addr), (vip_addr, upst

ream_addr))

SHERRESRealSevertIAEFIER, EMEPIHEMSIBREIER, BEXRBIRSEAREE20:20:20:100
L 8 3% & B 5 ik RealServerdn
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3.12. ﬁ)\mm"ﬁﬂﬁ*ﬁi*%

EWAEN, ERERATEISESXNERRENENARLE, EZAPEORTAREHTUMEEEBER
PRER, BHTR JEIEIE’J%GEEO

ASRSRE T HRNINEE, AMXUUSTUERRIRBERS, o] RUESQLEYITEE R 75 TULZERE A,
FRETLUEY AERSIRENSOKEE CL, ERHEEODTUERBEE,
ARAR

ERESEHMNAF NS ETIAMET PR N IMXEZERNMNE DL RAISQLA .
GetLogstorelogsiZEO R AERFIRHPWBAEFZTAOAD, BREITLREXEZEHNAERIBAE, Bl
1TSQUTE, KBATER, EEUSNEQTNEEAHRAMARBMERBARAENIRAR,

o TIFEMG]: FHAXEFEN, KNFEIKAEARS. 1 LAPIqﬂﬂﬁ*é&offsetﬂ]llneséﬁ YAFEBRFERS
o NifriEGl: FEASQONERLERBITON, KRGS ISQLAYlimIt 1575 KX B TR,

EHERARA

#EGetLogstoreLogs APl , &#offsetHlinesa] LAAFRIRE N T

o offset: FEENE—THAREZERARE.

o lines: IEEHFHIBERIEMES DT, ZBHRATIREANT100, MBEREIZSEHKTF100, MIAIKRE100
'?j_-o

ENTUEIE, AMEgIE Koffset, HEEREIENoffsetf5, FKEMLERTH A0, HEZEEHprogress

HcompletedRZ&, MPARIEZENE T 28PE4E.

Hif oA ERE

o DRAHAHE:

offset=0 /] MEEOTTFFIAIREY

lines =100 [/8RIEN1001T

query = "status:200" [/EifstatusFERBE20009FrE BE
while True:

response = get_logstore_logs(query, offset, lines) // HITIEEUER

process (response) [ARBEENXZE, RIFREMNLER

R response.get_count() == 0 && response.is_complete()
MIRENEESR,, BEH HFfEif

e

offset += 100 offsett 0100, IREXTF—4~1001T

e Python#TTiZEX:
FARBIES M Log Service Python SDK,
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endpoint = "#%&¥5 FEP B BIEProjectFr/E XIH LRI Endpoint
accessKeyld = "# fEREHM R =iA A1 ZHACcessKeyld
accessKey = "# fER IR R =i/ R 25 HAccessKeySecret
project ="# EEFERIEITE 2R
logstore ="# LESEBIEHAEEZM
client = LogClient(endpoint, accessKeyld, accessKey)
topic=""
query ="index"
From = int(time.time()) - 600
To =int(time.time())
log_line=100
offset=0
while True:
res4 = Nonefor retry_time in range(0, 3):
req4 = GetLogsRequest(project, logstore, From, To, topic, query, log_line, offset, False)
res4 = client.get_logs(req4)
if res4 isnotNoneand res4.is_completed():
break
time.sleep(1)
offset += 100if res4.is_completed() && res4.get_count() == 0:
break;
if res4 isnotNone:

resd.log_print() # XBREPLER

o Javap TUiEEN:

BIHFANRFIS A Log Service Java SDK,
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int log_offset =0;
int log_line =100;//log_line &RAfE/100, SRIREXN1001THIE, BEEERNEZHIE, 1EFEHoffsetBT. o
ffsetflines R XRFEMEN, HEASQLENM, WEH. ESQLEFHREIEZHIE, HFEMAlImitiEE,

while (true) {

GetLogsResponse res4 = null;

/| F =4 log offset,—Ri5EEX 10 7 log, IMNBIEENLM, RZEEIFKE 3 Ko

for (int retry_time = 0; retry_time <3; retry_time++) {

GetLogsRequest req4 = new GetLogsRequest(project, logstore, from, to, topic, query, log_offset,
log_line, false);

res4 = client.GetLogs(req4);

if (res4 !=null && res4.IsCompleted()) {
break;

}

Thread.sleep(200);

}
System.out.println("Read log count:" + String.valueOf(res4.GetCount()));

log_offset +=log_line;
if (res4.IsCompleted() && res4.GetCount() ==0) {

break;
}
}
DTHERTR

GetLogStoreLogs APIZ# HiYoffset MlinesA X #5F A FSOLAMr. MRERRB E XA TGEERRIERESHNAR,
EFHoffset T, ABABRSQUHITHERBE —HN. MEE—RARTRESMETELER, TJetsH
FERERXKNMFZEATEE:

o ME LEMASHRERILRS.

o ZFHNANBFEERGEAENERUMH—SLIE, FIWRELIRE,

ATHRRSQLA RN, BERSRA T IRAESQLEYImit: FiEE:

limit Offset, Line

o OffsetFRARMNEITHIRIEREG

o LineX/REWMS 1T, LnelRBX/NRE, BRENE—RERAEZ, SFMMNELENISFiHLER
}go

Bgn, 9747154 *|selectcount(l),urlgroup by url 3R[E1200052 &, oI UEN 5 g ES XIEE5001T,
HAREE TR :
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* | selectcount(1) , url group by url limit 0, 500
* | selectcount(1) , url group by url limit 500, 500

* | selectcount(1) , url group by url limit 1000, 500

)
)
)
* | selectcount(1), url group by url limit 1500, 500

AP RABERE
o SQUATEIBRTE:

offset = 0// MEEOTTFFIAIREN
lines = 500//& Ri%EL5001T
query ="*| select count(1) , url group by url limit "whileTrue:
real_query = query + offset +"," + lines
response = get_logstore_logs(real_query) // HITIREUAR
process (response) [[ARBENXZIE, MEREOIER
N2 response.get_count() ==

MIRENEER,, BEH HEfEif

|
offset += 500 //offseti&fN100, IEENT—1 50017

e Pythonf2 R

59
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endpoint = "#%&¥5 FEP B BIEProjectFr/E XIH LRI Endpoint
accessKeyld = "# fEREHM R =iA A1 ZHACcessKeyld
accessKey = "# fER IR R =i/ R 25 HAccessKeySecret
project ="# EEFERIEITE 2R
logstore ="# LESEBIEHAEEZM
client = LogClient(endpoint, accessKeyld, accessKey)
topic=""
origin_query ="* | select count(1) , url group by url limit "
From = int(time.time()) - 600
To =int(time.time())
log_line=100
offset=0
while True:
res4=None
query = origin_query +str(offset) +", " + str(log_line)
for retry_time in range(0, 3):
req4 = GetLogsRequest(project, logstore, From, To, topic, query)
res4 = client.get_logs(req4)
if res4 isnotNoneand res4.is_completed():
break
time.sleep(1)
offset += 100if res4.is_completed() && res4.get_count() == 0:
break;
if res4 isnotNone:

resd.log_print() # XBLREBLER

o Javafz FARHE:
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int log_offset =0;
int log_line =500;
String origin_query ="* | select count(1) , url group by url limit "while (true) {
GetLogsResponse res4 = null;
/| FFEA log offset,—RIFEEX 500 17 log, WMRIFENEKK, RZBEEIFE 3 Ko
query = origin_query + log_offset +"," + log_line;
for (int retry_time = 0; retry_time <3; retry_time++) {
GetLogsRequest req4 = new GetLogsRequest(project, logstore, from, to, topic, query);

res4 = client.GetLogs(req4);

if (res4 !=null && res4.IsCompleted()) {
break;

}

Thread.sleep(200);
}
System.out.println("Read log count:" + String.valueOf(res4.GetCount()));
log_offset +=log_line;
if (res4.GetCount() ==0) {

break;

3.13. -7 EYIR AR

HHREATIIEHEAEREENEZAERS L, MABERSTENEFE, URRESITTE, BREE
PERER. AXERRIEBAEATDNAERMER BERSKRERFIETINER,

HAFEASERTE-RBERZRKENEERAET, @FLTENE. £254E. BRES. XA,
T HRAFER . FANKE, MEEAEQINEERUTRAOHEE, 41, THREBLEERILRR
1], MREBMEBETER BEMRBERLRZ, BEESERIE. XEHE, EERENBFREITR
HEmA, MERIANBALFETRS, #MEBEMMSNRXRBETRS.

IR

RatecodelD: 1VendorID: 2__source__: 11.164.232.105 __topic__: dropoff_latitude: 40.743995666503906

dropoff_longitude: -73.983505249023437extra: 0 fare_amount: 9 improvement_surcharge: 0.3 mta_tax
: 0.5 passenger_count: 2 payment_type: 1 pickup_latitude: 40.761466979980469 pickup_longitude: -7
3.96246337890625 store_and_fwd_flag: N tip_amount: 1.96 tolls_amount: 0 total_amount: 11.76 tp
ep_dropoff_datetime: 2016-02-14 11:03:13 tpep_dropoff_time: 1455418993 tpep_pickup_datetime: 2016

-02-14 10:53:57 tpep_pickup_time: 1455418437 trip_distance: 2.02
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ERNSRT
ENHRHTERMDN, BEAEHRERS
o NIRFEEANR, EEMENRLLRAI],
*| select count(1) as deals, sum(passenger_count) as passengers,

(tpep_pickup_time %(24*3600)/3600+8)%24 as time
group by (tpep_pickup_time %(24*3600)/3600+8)%24 order by time limit 24

MNERDPOEL, EF EHNEURE ETIE, EREFRRERNIE, HEEASTTENTE
EEZHER,

o NIRIFHRERR,
*| select avg(trip_distance) as trip_distance,

(tpep_pickup_time %(24*3600)/3600+8)%24 as time
group by (tpep_pickup_time %(24*3600)/3600+8)%24 order by time limit 24

RUNZ, WREBROFTREEER, HEEFATENNNNBEEFTEESESNER.
o THREFEHRENTHH, RUBEFTENVY, EEHLENRILRIE.
*| select avg(tpep_dropoff_time-tpep_pickup_time)/60 as driving_minutes,

(tpep_pickup_time %(24*3600)/3600+8)%24 as time
group by (tpep_pickup_time %(24*3600)/3600+8)%24 order by time limit 24

*| select sum(tpep_dropoff_time-tpep_pickup_time)/sum(trip_distance) as driving_minutes,
(tpep_pickup_time %(24*3600)/3600+8)%24 as time
group by (tpep_pickup_time %(24*3600)/3600+8)%24 order by time limit 24

—ENZSRIE, SEERESERRNYFK,
o NINERTFHRELA, EEMEHNBBNS,
*| select avg(total_amount) as dollars,

(tpep_pickup_time %(24*3600)/3600+8)%24 as time
group by (tpep_pickup_time %(24*3600)/3600+8)%24 order by time limit 24

RRARTHNZENHRS, BEFENNERITUEREXMHREZERS.
o EEKRECESMIER,
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*| select case when total_amount <1 then 'bill_0_1'
when total_amount <10 then 'bill_1_10'

when total_amount <20 then 'bill_10_20"
when total_amount <30 then 'bill_20_30"
when total_amount <40 then 'bill_30_40"
when total_amount <50 then 'bill_10_50"
when total_amount <100 then 'bill_50_100'
when total_amount <1000 then 'bill_100_1000'
else 'bill_1000_' end

as bill_level, count(1) as count group by

case when total_amount <1 then 'bill_0_1'
when total_amount <10 then 'bill_1_10'

when total_amount <20 then 'bill_10_20'
when total_amount <30 then 'bill_20_30'
when total_amount <40 then 'bill_30_40'
when total_amount <50 then 'bill_10_50"
when total_amount < 100 then 'bill_50_100'
when total_amount <1000 then 'bill_100_1000'
else 'bill_1000_' end

order by count desc

MRREFHIMRXE, TJUAEHRKBANEREHME1E20ETTZ(E,

3.14. pfr-HERZHE

RRKEZEBHATDNROEIE, B— ?%#%ﬂﬁrﬁﬁ?%m%%mioﬁ%ﬁﬁ@@?@%ﬁmﬁm
B8, NXEHIELA, JMEELAFER, AT—SHNEHRMSE. KEHERERHEMHZRE
BE, AT SERRMES

KEERUBSHEAGRFENEZATRS L, BERSEBRGREZNEBMSQOLAET, EDRIITE
L& BE. REUNDEFRH{BUEFEZEERER,

— M REOARIKE, G87TEUNER (B, M) | KXPMEER (RRONE. IAFR. KF
ER) . RENFHER (FRER) , KEATHEHWT,

FEMBAME LS FFER TLFEFE/ET commodity_id: 443 discount: member_discount: member_leve
l: nomember_point: memberid: mobile: pay_transaction_id: 060f0e0d080e0b05060307010c0f0209010e0e0
10c0a0605000606050b0c0400 pay_with: alipay real_price: 52.0 suggest_price: 52.0

__source__: 10.164.232.105 __topic__: bonus_discount: category: B3 commodity: REXEFNHHEREF LD

St o
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EXNHIBEHITEBMON, BRAEFEERS,
o EEFmIHEALLL,

*|select count(1) as pv ,category group by category limit 100

o EEIKHE.

category: &3/ t¥5m | select count(1) as deals , commodity
group by commodity order by deals desc limit 20

o REAXMLIFrEME. MR,

* | select count(1) as deals , pay_with group by pay_with order by deals desc limit 20
* | select sum(real_price) as total_money, pay_with group by pay_with order by total_money desc limit

20
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4.1. HE-BEKERRS

HERSEMEBZ—1NEENEMIRE, TESNESFRFEEHAESENRENAS LK. RSNALLI
OTS. ODPS, CNZZEF A BAERS logtallliERFEE, FIBAPEEHE, SATHINFIUHRALES
KRR RI. EA—NEMIEHE, BERSES:

o TN ZVZSFNEEANBAFLNRE, EHSFER+—FR, RIEHENTE, FEX,
o Tl BM: HIERELF, BEEMshard MUREN Y SLERES,
o fEiEM: —RATELE LA SVRNATIRE.

BERSHEAFATH T BERE, —7HEER, RUAPRATTIEHEE, TERAUTUBEASERRE
EH%E, WS ASpark, StormiiSEEI+E, thoJlAS Aelastic searchfif## R, EIEME T —RIKE, £
RER, ERSYEEEDRD, BEEREAN—HHR. AXNERNEZETATSRSNEERE,

ASRSEREERNEEHBEENRTRERRS R, BRTSEHEENRERAATEWENTDR, &
BHREE—REIUNBEREE BERS .

HERSZNEERFRET

o Z—MNEEE: RE—Rlogtail, FIEMNEELERFEBERSIHHIT,

o F—MEEERE: FREWEMLETXY, RBERSKEE—XR, BESANTRIAENR.
o ZEMCHIEUR: PTAHIERIAN BERFHEIEEE, DETHEE,

o EMRIARSSRES : LEAMBRLIES AFIZMIEES.

BERSEN

MR EE RS
1. WREE ME IR HUIR
RESISHAEWE, BRASKESTHERS.
2. BiEHE R APE B2 4R
B SDKEIPulllogE O N BERSHEHEATLHE, HFEEHKERS T THINIHERS,
3. #EEstormI It E RS

ERstormel FEEMP LB NN HERS, BEHENMN, EREHENLRER, HEERSAE
oTsH4,

4. RRBEER

B RBARFEOTSP SRR, EkRR, NEZREE, RIFHEERMIRE.

S 4 = -+
4.2. BHE-iH=EEAE
FRSHRESERFLERZRENE, TEMBERE, ASsmRi#EirEitEER, XERIINE—FE
FHERSHEHERFR, ZAFREXRUABFZRITERE, EASZ~mEH,

HEASTEMITRLERIE
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HEAXRERTHFSRTENTRE, BEHEERBETBEIMNANBTZEE, FExERE, FINWNT
Fiapin BE&EIERTIE (Project) FERBR:

microtime:1457517269818107 Method:PostLogStoreLogs Status:200 Source:10.145.6.81 ClientIP:112.124.14
3.241 Latency:1968 InFlow:1409 NetFlow:474 OutFlow:0 Userld:44 AliUid:1264425845****** ProjectName:app
-myapplication Projectld:573 LogStore:perf UserAgent:ali-sls-logtail APIVersion:0.5.0 Requestid:56DFF2D58B
3D939D691323C7

HEWTHREFEZRRIRAS, REANERBFESLEEERSE (BERE. ERRY. HRETF)

'ﬁ'i—;‘l:]:l-i E lb\l‘l‘%ﬁ%

o BARE: BIMSWE—REX, ERZIVPAESITHAFPDTZEAHANE. BE,. H9EF, 8XR. &
NHHERLAPREKE,

o ZER: BRIMNEHBENERAENFNSENENE (L. BIF, 8E. VolP) , FHE (R
B) , BKEER, FaBERSHATHZKBRNERERE,

o XSWMAPERSS: RIFAFPERZEOXE. fHh. EWEE, FRXNNSHHAPBERETIRE.

Z k5P

REGENW, XEFER—HERRSNER, RREXNT:

o HMOSE: RAUZSHE, LARIE,

o RIE: XFHHIESFHR, HIN—EAESEHEEIkR, SFTERENTUERTE,
o SUEYMIR: BEMBMEIRRITER, XWFREGRIRETE,

HMEEK (Plus) :

o IKREP(EIEINGE: ETHIHERAME, HATLUEIER T EHTIIK,

o TWAM: XIFHFEEBCIHREREA,

ML EBR AL :

o REMEKIMIEE: MERFURARLA, SUEMESHRBEX, WERFRMPMEHEE,

o REENLIE: HERFEFUAEBBUg, MAHRIUTELIRESIHEREFIRIL,
AXEEENE—MEAEZETASKRSALUEURATR, ZAREELLREETSE, ANREIAIT—
PIEE. ERFER, HEMNSE,

REG5EHE
PAI 2 = H S IR 55 B LogHubIh 8E A 41

1. EALogHUb#{TITE BN RESIHERFXE: LogHub TIFHI30+FIAPHIIEAFR, BAUE
HEEERS.

2. HERFEREENEHEZLOGHILTE KEE, EREFPHELEREMITELUE.
3. (FfN) MPABBIBEEWER, JURKIHERTEERSIEN,
4. (MN) 2 EFHEIXZE 0SS, MaxComputetfTB&FME, HITT+H1ENKS KT,

S ERFRESN:
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1. #R#ELogHUbiZEUIE [ Get Cursorii g, EEENIYEIER AL (F1f010: 00-11: 00) Cursor,
2. B3 PulllogsiZ MiH 22 iZ B B ER N ELIR
3. ENFRETHERITSHE, ZRER, EMITEIUR.,

HAOTTALAL 2, EEERETHEBEERN 12, 1008%,

o BRIRAIMZE/RITERE, BEKERN200FT, #IE=79200GB,
e LogHub ERIASDKEAgent & E45IN AL, LIRFEMEEUEEN40GB (—RELBSEEREBR) , —MNEHE
E2H40/24 = 1.6GB,

e LOgHUbIEZERE O —RERAFFIZ1000ME (FTE&ZEANSMB) , ETIMEHT2RRENTES,
e MERFPHERITEHENE, JWTUNSIHERTHETLE, FBISR,

48 = K B o o) g R

F—EiHEFET (FIEER. 0TF) HEHEESRX (FlU+5E1Z2, HIE=E82PB/Day), ITEEYs
HIEE—/\B16 TB, LIAKMEZEZMEE1600F), EREHFBRELRET K,

1. BHlIFENiHEEES

BN FEEHEAEFERHETLEE (FIWNginx) , EEREFRHMTRE, BR12EDump—IRiZE 8 &
REWLCEHEEEER., XEMIEENMNSENAFPHAEXT | RIENgInZETEERRE1000MNEF, —
MNNHEEE St 1000 * 200 * 60 = 12 GB ([E4E/58 240 MB)

2. Bt ELBHTH

LogHub TS BRETUARAEShard (HR) , BTUNRIMPR, 3N HEBERF. HTRIE—
MRAPHERRAEE—NEERFLE, BATTIMURIERFID HashEIE EShardeh . BIATHN o EHH X A
PSE1SShard, HM L KEPHIESE2SShard, KR A HERFRITATES .

FLAth o
o HEIBEAN?

LogHub T&/NLogstoreT U B4 A (1-365K) , NRHBERFETESINHELNE, E4aAH
R MEERIEN B R#ITIHE.,

o IHEAEBEAERSRSE (AkL) BAD
i. {#MLogtail AgentsLERE
i. ERANSIRREX —ENSYFAR MY
o T KUNEHE
XfLogHUb#B T LABIR RS, XI/HIRNEESRITHF, FINRIMNBAEE LRI ANITERE:

Inflow>300000 and Method=Post* and Status in [200 300]
EXtLoghubh #iE4TH RS/, BIOILRERAS .

o] AEEE M LS4
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Inflow>300000 and Method=Post* and Status in [200 300] | select max(Inflow) as s, ProjectName group by

ProjectName order by s desc

o FHEBBRFHETT+HIXIIK

BAERSRMHLogHUbD #IREKEINEE, XIFEEXT K., BEXGEREASBRBEFMKE
0SS/MaxCompute t, FJFE-MapReduce. MaxCompute, HybridDB. Hadoop. Hive. Presto. Spark
EHTIHE,

.ﬂ:\\

. JHZ-Eid Consumer LibraryXXM 5ol §giE
%

ASLER—MEXEYE, ETEREINITE. HECE. BAUHEZIAZ R, REXEZTENBEINI
BEHEP, MERHEASLEBERE. AEK. AEE, HEELTHISRAARTE (FEHE) . LS
/)lLEEU?-!/EEﬂ'rEIRT illlﬂ{ﬂ%ﬁ_,ﬁw

NEEREMR, AXER (BITH—X) EAGPEMSBBERE. AXHERE, NBHEERSLogHUbI)
A2, W{a5Spark Streaming. StormSpout&ER 4, M AEHIENLETR,

A2 BEHIE?

JRLinkedIn5 T Jay KrepsfE ( The Log: What every software engineer should know about real-time data's
unifying abstraction)) #§&912%): append-only, totally-ordered sequence of records ordered by time ,

e AppendOnly: HEZ—MEMER, —BEF-EdEMETEEX.

e Totally Ordered By Time: "B F, EXHEE—TMENEBR, FEAEBEENRNEEE LTJEEE
g, BB 2MRIEGET. SETREER—#, EXFiHENMESXAMMEEREIRFN.

AR IR LA E?

FHELRHERS, BRINEMRK. RERFERENEIL. NSHENREEFSATTESHELLA
£ BRSSER. BEHR. ERRE. GPS, TR, REMREFEIFARAHEMBERNEFTIER ., MEKBE
hEMNTLALRI, BERT HF—MEROBEES, _ILl@,aJ'L:FE?E’]P\] , Bl —RIERXF. —iK
BA. EE—L)IX/R E“ﬁfj‘ﬁ o FMLEIFET, "“MEKAE" E’]HTE??FEEU—%*JE\ —IRf5RIC
R, —RAPWEE., — %&?EET:TM’F%%&E‘]@EWO

EHENERD, EENAES: Metric. Binlog (Database., NoSQL) . Event. Auditing. Access Log

frs
o

ERMNSREERGFP, RIHEAPRRTH—RBFEEN—FRBTHE, HPEERP. KS&., B1F
B8, BEXLE. BESHF,

fian:

2016-06-28 08:00:00 5= 7F5x 10005
2016-06-27 09:00:00 Z=FY EXFk 200005

LogHuUb#iE#& R
AT RS, KB E = 575 TLogHUbMER ERER, #MTIUS I ATRSE T ,
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RESLE - HE HEmRS

e Log: HEYER—HKey-ValueXt£HEL
e logGroup: —4HHENES, ©8&HEREMeta (P, Source) &,
RMEXRUT,

e Shard: 77X, LogGroupitBEEARRE T, o] IERE H4AS/NS R EEABFIFOGI, EShardigft 5 MB/S
Write, 10 MB/S ReadfEf1. Shard B2 X|g (BeginKey, EndKey) FAVAHARREERHIE,

e logstore: HERE, AUGFEME—XBEHIE. LogstoreR— N E{E, @IiIH [0000, FFFF..) XigShard
HEMEBMM, Logstore£8 11 EENShard,

e Project: LogstorefzHlA8E,
XEFIHEEXRZNT,

WITH—X
A1t 2RITAH ., ENEHEEETFHF (Producer) , FRITEFEESR (User Operation) , {RITEETF

MER (Consumer) ., EATMMEIRZEBEMIULINES, RS MERBE—NNKALEBIC RN
B8, BXB LIEENKAZH AT ENIK,

EAmtERE, RNUTUEERANAZRBEERAFNITEENEN., BARRESMEIRIRNIER, Bankk
TRLEAFPEREENBEE (Logstore) .

Log/LogGroup: AP X HHIERFFIRE,

HBF (User) : Log/LogGroup4%it#&,

ER (Clerk) : SRITREAFBERNRI,

fRITKIT (Logstore) : AP FEMBRIEBREENRITAT, BREERALE,
X (Shard) : RITATHAURHBFBERNARAR.

@gE1: &F (Ordering)

RITE2MER (A, B) , K=#HTRT, HEBALEFT10005T, ABIK=T1000TFEBHCHEKA L, K
ZRTTFREGFLRIBESNE, BER—FKAER, KUY, K=HREEXEFHK.

MNP FEIUEE], FRAR—TNREFNERE, FTER—MER (LHER) KEER—THFE
£, XS RRFRES—EH.

SMRFOFTERER: HB, €IE—7Shard, KIsRAE—MERARLE. BFREREHEL, —RIEIA
HRA, EHERNEBEZRERET, RIRBT1000MAFPRETERE, BMEFIOMERBEEFTE, XMiH

REAT?

RIREI10MER, HAITTLALIZI0 N Shard, AEARIEX FE— MK RRIERBFI? JRMRE—HM
Hash7 4G P 7Y . BIEAMF10DMEE (Shard) , B MERLLIE— Shard, EBARRITERS
HAPtE, BREERFEShardd, FEXMIERTHK= Hash (Zhang) = Z EE—MFEShardd (KEEE
Z) , ABHENHN—ERERA,

SRMBKEAP RS, LoLUREMEKRE, FIINRIEAFAccountID, ZipCodei#{THash, XAERLBILL
#1381 Shardh2EIEREIS,
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o@2: AEL% (At-Least Once)

K=FEFREELALE, ERAQEE—¥XETIRIE, FEXREFUNLSELNMEEFT, FRAR
RLEBET—PMHPHER, K=NERERBALEESX,

BRNBASANLE, EANENTEHENERS, EREOUIBEENKE. AARRTSHNLIE
i, AARFNBRERBPNEFER, XRAARTH. XPEREATE?

ATTIEBCHIEAL (FEKAR) BR—1MIE: HFELBERShardMIE, REH KX NMEREK
BRemNG, BERATBEMT—,

TEROBRAA? TJHESEE. HINABLLERRK=EK (EHKA) , EEEHICALIERLERHT D
RIEZE, RAWMAT, HARRE, RMKZIBFEKREFIERTR, ASER=ZERBALE—E, X
SEREE,

3. AEE (Exactly Once)

EE—ESTREAIT? R—E,

EREBRT, EERRASERE, ENERLEXN, FAMRE: EEHRRANERFELMAORIEN
MRS, GIMAFPE—NMRE "EEREM" , ZREE—TRILRME, EEMAXNER. YTFIERLE
1, BIEHAFIXERIE, DJRAELIMRIR.

EMILEFRABAMREAZRESY, FINER. BFE, EEHTHESHERTRESHZID, BREN
FREMHAR? R (A) BEEKASTN + BicAtRicShardf b BREMIEA—NEMEHIEE, HIER
T3k (CheckPoint) ,

MRAENBHIKABH, EttERREFRBAROME: ERPERMENLET T, mELEN
EE, IRPFERILERTFHE.

CheckpPoint a] LA Shard hEITERME (SKEFE) fEAKey, MA— PO LABAUEIN RSP, KRHAITER
ELBAIETTH .

Mk 35 Bk bk

UE=Z @R TRE, REFAER, EANIHRD, IRNBASAHEMSEFU L= T
"ESHR,

e BEAIRRAF, APHSXIK,

o R (Clrk) ERAZRHBEAN, EFERR, FELFIR.

o RITHREATEMRRSAERE, FEMRIER, HAERHBIRAE? Shardth QIR E?

o EREREIRD, EFESHMERIKASIER?

Wy —x
o SHESRITFHI],
HAE—Shard0, BFEXREEHIEShard0OT, ERABIEFTI DAL,

o 10REANFIEHE,
RITREREILT104/FShardOA &2 N #iShard (Shard1, Shard2) , HEATUTAE, BEEA-
W] FE|Shard1hHEBA, B R [X,Y,Z] FShard 2 hHIASHLLIE, AHAXFENShardX @RS ?
AANAFNERASHERYTN, B 75 o] URIEE REERI9E,
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10- 12 KHEBRS,

ERALIE2MNShardIEEIZ 1, TRELEIRBERB, CH/- ., BARE21Shard, BFBREEAGRE—
Shard, C&FHBIRS,

o FI2RABRES,

RITRERSShard1 THERAEADAK, EltMShard1digsH (Shard3, Shard4) BmAIE]
Shard, Shard3fH1ERALLIE . Shard4HIERCRIE, FE128EEEHEShard 1THENER, 72512
Shard3, Shard4dh,

RREBEREERS.

o RERZITHIAG, FREHRL,
EMBITRIBILERA. BIKE, iLCEAELIEShard2, Shard3, Sharddt @ik, HiELS¥EShard25
Shard3&#H i Shard5, &/E¥Shard5f1Shardd&Ha—NShard, H4 B ShardPErEERERTX
7.

XPHELE

LIRS ATIHR R BELEBNEHG S, NREMRIBTOWESER, RNBEEEEHLE,. HERFEE

BLi B EEMIESR, BE:

o XJShardi#{Ti M H4E,

o HEEZE LR E5TLRBEBXShardBEIER, SRIPHEAER, IRDIIEFRF.

o IRPAEE (FEHESRS) .

e MEBIEHEME, NWESEBBERITERR.

o YHRELEEAZEAN (MBITMSHENLET. FNRT. XEERE, JUEBEAESHNARPIE
xX) .

&3¢ LogHub + LogHub Consumer Library BET5#E B/ iR R H LA B h X e R M, R F|IEEIBIE

W$5iBiE E, MAREENREY &, FaloverEdizs,

%4k, Storm, Spark Streaming 2 £i&3d Consumer LibrarySLI 7T XM EED, WBER, BERSHNES
BRABWMINIE, BEREHERS,
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5.1%%
5.1. fiE-NIEHIECE

H &R LogShipperI AET] IMELE 1 4S A B #IB1RIEF 0SS, Table Store, MaxCompute Z7FM£RSE,
B & E-MapReduce (Spark, Hive) . MaxCompute #{TE%IHE,

He (BLitg)
BRCE+BATERINITEONE, BEHNERRRE:

st 2 5 BRI
=y U4 P A4

SR B L] SRR AR AP
= #

BAHE (MECH) W HEENE 518 EENE, Bl SRS

T &

BRI FHEAFERTRK, B—HHESERBINTHE+HIECE (BLIHE) . AlxpaAas:
o BUEUMMTELNBRABHIR: HATPV. UV, FIBEHER.

o BRI LNEEHEHTET AN, WRIBKE. BAH/KLL, TopiEF.
BEEMMEERHEANELITIE:

e Lamdba Architecture: #IEHRG, BEXIERIALE. INEAME., EAFRAEEAN, SRESH
BRNERENINITE. BRIUTEZLERIRE,

e Kappa Architecture: kafka based Architecture, S8BT &7, FIEFMEEKafkath, LNITHE
fRREFEI,

HERSIRMED LB R Mm@ Lamdba Architecture,

LogHub/LogShipper—ii X @R R LR +BLiH S

#RELogstorefs, TILATEIR4IAE ELogShippertiF#iECAEXNE, YaiiFUT:

o 0S5 (KMEXNREFA) :

o TableStore (NOSQUEIETFMERSS) | HERREMIZMARS, NBERSHEEIE, $FHESLHELE
Bix,

e MaxCompute ( KEIBHERS) :

LogShipperi2 a0 FIh&E:

o HEXN: NHIHANFIECE

o HI|WEKX: EFHELHLE

o BafE: BEKEANER. BoILUBFAPIFENEIR
o {E5API. BITAPIELARGH BB B ERIBRE

o HiIE%: XIFHIEESE. DEFMTR

BB 7 =
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RIESLE - HiE HEmRS

= 1: BEEH

INABEP T —MNMEIE, BEMSIEREIEESETEHEEAR.

o GHIIRENESITRREIS0RNALHEER, EEERE, REZIHERNBEAR.
o ZERFESVZEREN AL —HIHRRE.

/J\AﬁﬁﬁE:uxﬂﬁ%ﬂi%ﬂﬁ%%ﬁiﬁuiﬂ% HBITHTHERE (LogShipper) A, AERESHESBEHE
MBEWRE. RiE. URESE. FEEFEN, B ZNEREEEREE=H. TEBLIME, FIA
EMapReduceﬂ@—/\30ﬁ€¢%f§E’c% BARLHMANT HASBE, ol LMER M E =DLARTZIEF 0SSt
89 B S EUR A TEIR .

R 2: HEXR+BL0H

NBR—IMFRRUGEFE, ERFASparkETHEM T, FXRUT:

o BEinETAPERR.,
o JEifSpark StreamingXf HEM TR AT, SKitL ERFIRRE,
o EiTHveHITT+1B & D47,
o BHEHBHARATHAES, HITEMEEDF.
BIT S K SLS+0SS+EMR/DLA+RAMAA S, TTERHA R XTIX 2

73 > MHRRA: 20201105



HEMRSS RAESLE - RS HE

6.RFHE
1 . %Ealb\ﬂﬁﬂ

HERSIRMRS BEINEE , B FiERRMEHE. HERATRBRE. Logtail ERE. Logt allEEHEM
LogtaillREHE, BHBINZERATRSPERARR, REEHEYX
[IEE 3G
EFERSZ AL, BBEBSRAERSHT,

BiBLogtailty Bk

"‘”*LogtallF A ERS K Logt ailik & B RIR1FEE & Ainteral-diagnostic_loghiiLogstoredh, #&RTTLAET
LogtaillRSHE, WELogtailtld T/ERS.

fEinternal-diagnostic_log Logstorealﬁ] SHTAE, 4T __topic__:logtail_status Eif)iEf], BT &Eif

LogtailR&EHE, BARRESEIE a5 EE. BIMHATI TIEEEE Logtal RS ASR A RIE—
EREYIE I7\] IDBEIE FE BIHLERNL, #EE%%O MREW AL RE T LogtailFr4h E B 28 H P B DL 2R 4
MESE,

o TIET
__topic__:logtail_status | SELECT COUNT(DISTINCT ip) as ip_count

o BMESZEMN (LARIRTHZREA100)
MEFEEE, BUMEBTRSEHE LEENRART, HEORREINE,

EEHEBAEN

T‘ ID\HE%EP/ B?Télﬁ] \ﬁalh\gl‘ & 0] PAIES /ﬁﬁ_HX'J‘EIM T/ﬁ%, 1¥'T£1 73 TEHEE BB
?EO

EERERAESEN, BERSEESRLENBERFES Ninternal-diagnostic_logAiLogstoredt, #RTTLA
BITHBREN AR TRYAMEEHE, YERNBRAN, TURNBEEEEMNEAARBHEERE,

#Einternal-diagnostic_log Logstorealﬁﬂ SHTAE, 4T __topic__:consumergroup_log &ifiEH, BO&E

AEBALENEE, ERRESBESLsOsmEE. FIHRITNTIED, &ifjtest-consumer-groupiX ™
HERANEBRITENER.

__topic__: consumergroup_log and consumer_group: test-consumer-group | SELECT max_by(fallbehind, __

time__) as fallbehind

B Logtail B EBR

ZElogtaills, BERSELogtalSEZE HEREER Ninternal-diagnostic_loglyLogstoredh, &Ro]LLET
LogtallEZEHE, &H‘IEELLogtaIlE"%“Jk/R, BELogtalfilE, WIFEEREX,

Zj‘:internal—diagnostic log LogstoreE WA TAE, 1T __topic__:logtail_alarm &Eif1iEF4), EIT]&Ei

LogtallEZHE, AMRESBESA O EE, AINRTUTES, EEANFISHHASHEEER
KEHRE,
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REXE - S5 HE

HERS

__topic__:logtail_alarm | select sum(alarm_count)as errorCount, alarm_type GROUP BY alarm_type

BAEHIT

BE&EMRSSProject TATE & IRAVER/E B HRFEinternal-operation_log Logstored?, aJHF#EIEHIT, 85K
BEASAUCRTERAERXNER, AINEZNB[ASICRIEBEZIR, BIELogstoreitRLogstored

HE, FERTRIENNNAFPER. APERALUWTERAR:

gg#ﬂ 3-_ En

Z5

® |nvokerUid:

2 REMKFID

FkF
e CallerType: Parent
e InvokerUid: RAMAFHUID

RAMA
e CallerType: Subuser
e InvokerUid: FIE=FMKFID

Sts e CallerType: Sts
e RoleSessionName: session&#R
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H ML o

7.1. 5EIZE

ABERSIHFRBAEEPIHNEOERRESE, TMWIHNRSKRESLIER,

SENEAXEMNATERE

SENIMRESETFEZNT TR, RBEWTEHRENHTEENETAEG, HEESHERENSEL

HHSHHTIHE, MRITEERAtrue, WEHEEME,

AEBEEBERERMNNTER —BAEXNEE, NEECERAEXN 12, TERA1AS ., ERUNT
(RApfTiammR1aeAasl) -

o MIEENHAERESI BT haFELEN, ELENEE, tEEHRBENXKE, MEEHTH
B412:03:30, EiEBEAMBAXY—2EMA[12:02:30, 12:03:30), XFF12:03: 298 BEAHNBEK, FbE
R3IE12:03:305X )k B [E] sR RE TS B B,

o MEMNEZEMNEHRUERS (FEERE, AFIR) , TWCERIEHETAER#HRE, W 700 F—
108087, MEEHTRIEN12:03:30, NEFTEN [12:02:20,12:03:20), &38R E 1088948 )t 6 &)
kR ARIIRESHHRE,

o MBEXNINMERS (F—NEHKEEE, tBEIREEIRE) , TWCEAFBREBETAEEHEE, W
70—IMTE, WMEZEHMITREAN12:03:30, FEEEIREAEXS708, [12:02:20,12:03:30),

e WFBEAGEFE— T ARNEBNAEN, HFEASERSNESIBNESR, TS GEERBENAENERS]
EARBHNEAENNEANTAE, MEERTIEFA12:03:30, EEBEABN—2EUA
[12:02:30, 12:03:30), MRAE12:02:50BEANLHKAE, XLEHEKEMNEIEE 12:02:20, 12:02:50%,
BAX—#t BENRSITESEAN12:02:20 PN E A, SEEANESERE [12:02:30, 12:03:30) &if
Z:EIJO
o MEMNEEMEHHERS (FEERE, AFIR) , SWTEERESS M, NES 1S, BS5H

M, BU/ANNE, HEBHRITERIRER—BNEE, Mo, 5o, T/AEE,

o MBENINMERS (F—NEHKRIEE, tBEIP2EEIRE) , THNECEELPEECGSHI—7N
., MEZHTNEN12:03:30, TEEETLUZERNEX0R, IBASLIRNEEEE R 12:02:00 -
12:03:30, EMRERITEIR A1,

BETERNEREE

MREWEANEE, ABENLERAATHNNFHESERY, TURESERMGNHNEIRFREENS
Z, g REAIP10.240.80.234 BIHE:

REFHEFES 10.240.80.234 WHEHMEE, VWoJLIBZERFRIRE—MRLAtuelIFERHE, RIR
client_ip RN FRASFASHMEFEEAUTRANZFHFE, NWRE clent_ip IPMFRANZMMASTE:

BETHHEREE

ETFAFERRESERRELNGER, HWNHNFENZRESZEEE, URELHNESZERROR X#EF
B ESRELERENMASENG, ERETTMRBOTHNANIRE:

ERROR | select count(1) as errorCount

L£EZMHN A errorCount XKFEANFHE, W errorCount >0,
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IR

Of
I

XEKEN
EMNUEBAOCRESER, TMUERSMERIEASESHNEA,
o AR EEENEHERMTASEE.

159 R EIPY AF 100000 B—/NEF AR BIUV /N T 10008 il & 252

@ 3B EERSIEEN, SAREEERYT., ERESADEEER SHS) B AR
BEAZREDNFEER, t: $0.pv> 100000 && $1.uv < 1000 ,

o ETHAEXREE, HEXRNENLERFNHIESR.
BT HERANERRORN AERHEE, EiFiF9:

level: ERROR | select count(1) as errorCount

]]II}%

£
errorCount > 10
5ikEN, tEEEEESEENPED RN EERFAERRORNAE, Mo BREFE2MNER:

level: ERROR

${results[1].RawResultsAsKv}
BN o] & 2 SLRRfEY B E 4R 5 AERRORBI B &,

SEMH
YEEMEN, THSE-RNENSRKIED. ATHEENSRENHSENRRNESSE, TNUE
I T AR R S TR AT
o REESMRBNDME,
ABEEEEAE KB EPHBRE SRS EMREE,

ﬁ%%gmmﬁ]llnﬁ1ﬁ'i¢ MEEENS, WRREELSRESAPASREEREERMBEEERES
SREBN., REFRREHERAFRY, HHKSEE.

o REBHIBENR.
SERENNTERR/NG, PILEREREEMN, oJURER BN ZENR/NEE, MEERTER
A1, BRMERA30SE, AMENHANEEEMRL, BASKWEEETE.

XASEEH
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WRISEBMZE, URFRINEXHEM. oJAESEERMERNEXARB, WTEMRR:
EEXABE, MN30538h:

WHE3NHAR, AEBREETEN, NESEME. E300H2E, BNEDRE.

THERRENNSEBMRE, FRETIEMNN, RNUL@TIHENRALEEE, ITEMR:

@ 38 FBESERAIIENMLEAND PEMIEENMARNFNS . HANEZBFRIKER
APHEERREEZEZENQ@FF,

FRRRETEFEFEENANS

EREEMARN, tJMEAERTEXEEENASR, ERE, 02, BEEREASHZISERAERT

£, BREZHITHE, BER—NMSENLETY, HEPHNENEZEMILMENERTE, TEBNEE

oIS EEM AR,

o WFIMEMNLTEMProject, AlertName, Dashboard, STUAEEERA${project} XM AXSIA, ARAK
N,

o WFENEEH LT, B8%EResults XNMEED, HEITWENTENNESEXBEN—PEER (FF
AEBHHE, TEERE—ITE) , G3NZTENTHAR:
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1]
i
¥4
&
o
g

HEmRS

—_~

"EndTime": "2006-01-02 15:04:05",
"EndTimeTs": 1542507580,
"FireResult": {
"__time__":"1542453580",
"field": "valuel",
"count": "100"
b
"FireResultAsKv": "[field:valuel,count:100]",
"Truncated": false,
"LogStore": "test-logstore",
"Query": "* | SELECT field, count(1) group by field",
"QueryUrl": "http://xxxx",
"RawResultCount": 2,
"RawResults": [
{
"__time__":"1542453580",
"field": "valuel",
"count":"100"
13
{
"__time__":"1542453580",
"field": "value2",
"count": "20"
}
1,
"RawResultsAsKv": "[field:valuel,count:100],[field:value2,count:20]",
"StartTime": "2006-01-02 15:04:05",
"StartTimeTs": 1542453580
}

FRBROUSESZHEFE, ResultshMIFERINTLUEIMTAXSIA:

o HAAXBIEE" ${fieldName[{index}]} “HREIA, THMOFIE. I ${results[0]} & R3|FAResultsEYEE
1M TE,

o MHRAERET "${object.key}” I, 0 ${results[0].StartTimeTs}HILEER AN 1542453580,

@ 389 HR7RawResults FFireResult RHZBHEHALR, RAANS, HiZEIHRRAS AN
E‘O

HESERMARER
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HEMRSS

RESLE -

H =
|

g

RESEZRE, JMBZzs5- 2B EEERI. WTFEKR
historyiXLogstoreh&E, M TEFFR.

E s \$E2ﬁgﬁ£%

BFR.

£E21 ETX, TJAEEEIntenal-alert-
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