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REEEHCEZFHINSZITEER, tUSEAX,

—ERE5RERE
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FRIAHTTPIE R

POST /http2test/testTparam | =test HTTP/1.1

host:api.aliyun.com

accept:application/json; charset=utf-§

ca_version: 1
content-type:application/x-www-form-urlencoded, *

charset=utf-8
x-ca-timestamp: 1525872629832 1.32HY
date:Wed, 09 May 2018 13:30:29 GMT+00:00
user-agent: ALIYUN-ANDROID-DEMO
x-ca-nonce:c9f15cbi-f4ac-4abc-b54d-15 1 abfdbSbdd
content-length:33

username=xiaoming&password=123456789

BEPREREL—HD=DRE:

1. NRIAERPRECKEEIE, FE—TAXRSZ[NFHES;
2. ERAMBEEMAPP SecretXf X BEIEEZ HHTMBLIE, BAES;
3. BEZRBXBFAELMAZRBHTTPIER D, BERLHTTPIEX,

POST

application/json;

application/x-ww
Wed, 09 May 201
x-ca-key: 203753
x-ca-nonce:c9tls
X-ca-slgnature-m
X-ca-timestamp: 1
fhttp2test/test?par

&username=xiao

[ ]

xfX+bZxY2yl7)
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1.3 RS BIRBESES

KEIBHTTPIER

POST /http2test/test?param l=test HTTP/1.1 POST
host:api.aliyvun.com applic
accept:application/json; charset=utf-§

ca_version: 1 * applic
content-type:application/x-www-form-urlencoded; Wed, |
charset=utf-8& 1 EHR x-ca-k
X-ca-timestamp: 1 525872629832 X-Ca-TI
date:Wed, 09 May 2018 13:30:29 GMT+00:00 X-Ca-5
user-agent: ALIYUN-ANDROID-DEMO x-ca-t
x-ca-nonce:cYfl Scbi-f4ac-4abc-bi4d-f51abf4bsbd4 /hitp2
x-ca-key:203753385 Kruser
x-ca-signature-method: HmacSHA256

x-ca-signature-headers:x-ca-timestamp x-ca-keyx-ca- L

nonce.x-ca-signature-method
x-ca-signature:xfX+bZxY2yl7EB/qdoDy9v/
uscwINnjlpgoU+BméoxdM=
content-length:33

username=xiaoming&password=123456789

RERVIEEFHEZ—HS S LIE:

1. NRWEIRE R PRI REE, SE— T ARSBNZERE;
2. \EWR G5 K PIEERAPP Key, JEIZAPP KeyZEifZIXT M AJAPP Secret;
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3. ERMEBEBEEFAPP SecretX X BEESE L HHTMBLIE, FRISS,;
4. NEWEINBERPEREFPHRES, YHRSFHSE[NE L HEZ N,

—ERS5ERES
2. RREL P
EPIHEEMHUPERDIRIE X BEIE, @88 1S3E, £ANSELFHEINT:

HTTPMethod
Accept
Content-MD5
Content-Type

Date

Headers
PathAndParameters

UE7NFBRERENSES, ZRZEER\NER, WRHeadershz=, NATEM\n, EthFER
MREAZHRFERE\n, SBREXNNEHX, TEANATENFRIZEMAN:

HTTPMethod: HTTPEIFIE, £8KE, LLIPOST

Accept: EXRDEJAcceptskHE, TTAE, BINERIZE Accept Header, & Accept A
B, &7 Hitp EF RS Accept IREFRINMER */*, SEBEEREM,

Content-MD5: &Kth#IContent-MD5sLH{E, T AZERBEEREFEEBodyHEBodyAIEForm
FRX A& Content-MD53k, THEZJavalContent-MD5ERSEIHEFR :

String content-MD5 = Base64.encodeBase64(MD5(bodyStream.getbytes("UTF-8")));

Content-Type: i&FKdfjContent-Typekf)E, TTAE
Date: &R AIDatesLfy{E, T A
Headers AP oJLAEEIE €M header8 5845, XFheadertIEZBHEFXBLATHN :

- 25871t ENHeaderfiKey R RFRHEF/SERN T HAHHE

HeaderKey1 + ":" + HeaderValuel + "\n"\+
HeaderKey2 + ":" + HeaderValue2 + "\n"\+

HéaderKeyN +":" + HeaderValueN + "\n"

- EANHeaderfValuenZ, Ni{EAHeaderKey+":"+"\n"85&8%, EERBKeyMEXE
=,

- FiE&5&E0HeaderfIKey N ESE A RILES N EIMEIKey IX-Ca-Signature-Headers
HHeaderd;
PATHeaderf&5Header&&1+& : X-Ca-Signature, X-Ca-Signature-Headers,
Accept. Content-MD5, Content-Type. Date,



« PathAndParametersiXNFE B &Path, QueryflFormPHFFESH, EFALTRNT:

Path + "?" + Key1 + "=" + Valuel + "&" + Key2 + "=" + Value2 + ... "&" + KeyN + "=" +
ValueN

- QueryHMIFormS#(X KeyiZ R FHHF SR LEN AN HHE;

- QueryflFormZ2#Az=nY, NWEZEEHRPath, REEHRM? ;

- BHHValue AT RRBKey2 588, SSATEBMALSE;

- QueryFlIFormfZEASHET (keyiERE, valueREAWSH) , BE— 1 Values 58581t
g,

TEEMNE—THF, XEF—TERENHTTPIER:

POST /http2test/test?paraml=test HTTP/1.1

host:api.aliyun.com

accept:application/json; charset=utf-8

ca_version:1

content-type:application/x-www-form-urlencoded; charset=utf-8
X-ca-timestamp:1525872629832

date:Wed, 09 May 2018 13:30:29 GMT+00:00
user-agent:ALIYUN-ANDROID-DEMO
X-ca-nonce:c9f15cbf-f4ac-4a6c-b54d-f51abf4b5b44
content-length:33

username=xiaoming&password=123456789

ERIEREZEHERN:

POST
application/json; charset=utf-8

application/x-www-form-urlencoded; charset=utf-8

Wed, 09 May 2018 13:30:29 GMT+00:00

X-ca-key:203753385
X-ca-nonce:c9f15cbf-f4ac-4a6c-b54d-f51abf4b5b44
X-ca-signature-method:HmacSHA256

x-ca-timestamp:1525872629832
/http2test/test?parami=test&password=123456789&username=xiaoming

22itEES

EFHMHTTPIER PRIV X REIBRARNE L HE, TENSKSHTNBREOLE, FAK
ZNELR, BAAPINXSZIHFUTRIPMEEE:

HmacSHA256

« HmacSHA1
BARMBERWT, EfstringToSign2REVE RIS LZ 8, secret2APP Secret:

Mac hmacSha256 = Mac.getinstance("HmacSHA256");



hmacSha256.init(new SecretKeySpec(secret.getBytes("UTF-8"), 0, keyBytes.length, "
HmacSHA256"));

byte[] md5Result = hmacSha1l.doFinal(stringToSign.getBytes("UTF-8"));

String sign = Base64.encodeBase645tring(md5Result);

Mac hmacSha1l = Mac.getinstance("HmacSHA1");

hmacSha1.init(hew SecretKeySpec(secret.getBytes("UTF-8"), 0, keyBytes.length, "
HmacSHA1"));

byte[] md5Result = hmacSha1l.doFinal(stringToSign.getBytes("UTF-8"));

String sign = Base64.encodeBase645tring(md5Result);

HWR—THMERE (StringToSign) FEAUTF-8#RIE/E153IBytesitH, ARFERMBREEIIByte#id
WITNZ, AEEHABase6d&E X THE, ERRENES,

2.3 EMES
EPEEEE DT PMHeader IEEHTTPIE R DEMBAPIR X, HITSERK

« Xx-ca-key: EUEAPP Key, Whi%;
. x-ca-signature-method: &%, BUEHMacSHA2568,&HmacSHAT, TIiE, BRIAENR
HmacSHA256;

+ X-Ca-Signature-Headers: FiB&&LMKeyNES, FREESHIE, TliE;
- X-Ca-Signature: &8, whik;

THRETER/NENHTTPIERNREG):

POST /http2test/test?paraml=test HTTP/1.1

host:api.aliyun.com

accept:application/json; charset=utf-8

ca_version:1

content-type:application/x-www-form-urlencoded; charset=utf-8
X-ca-timestamp:1525872629832

date:Wed, 09 May 2018 13:30:29 GMT+00:00
user-agent:ALIYUN-ANDROID-DEMO
X-ca-nonce:c9f15cbf-f4ac-4a6¢-b54d-f51abf4b5b44
x-ca-key:203753385

X-ca-signature-method:HmacSHA256
X-ca-signature-headers:x-ca-timestamp,x-ca-key,x-ca-nonce,x-ca-signature-method
X-ca-signature:xfX+bzZxY2yl7EB/qdoDy9v/uscw3Nnj1pgoU+BméxdM=
content-length:33

username=xiaoming&password=123456789

= ER/HEAE

APIM X B Z R EMEY, SRS IHIELZSE (StringToSign) HKEIHTTP ResponsefiHeaderd
OB Z %, KeyA: X-Ca-Error-Message, AR REERAM I ENTZE (StringToSign
) 5REIHIRE REEZ B TR LRI oI E o2 ;

MERFZIHSZFPiHIStringToSign—EERER TS Z T EAPP Secret T IEH;



HAHTTP Headerth &R R#1T, EIWStringToSignh BRI TRFED ML B mi#

errorMessage: Invalid Signature, Server StringToSign: GET#application/json##applicatio
n/json##X-Ca-Key:200000#X-Ca-Timestamp:1589458000000#/app/v1/config/keys?keys
=TEST

ARG HHNEZR:

GET
application/json

application/json
X-Ca-Key:200000

X-Ca-Timestamp:1589458000000
/app/v1/config/keys?keys=TEST

N.&F&)avasc iR bl

B2 IHENIFMESTIM O] PASEAPIMKIZHEAISDK, EAPIMNXEZEFISGHN TERNRE P I TEava
/Android/Objective-CHIRIZAISDK:

«  FFHRAPI-SDK/X¥SBEh4ERK
- EAHAPI-EENBIAPIEISDK

Java/Andoird IS Z LM EASEZE: com.alibaba.cloudapi.sdk.util.Signutil
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