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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.Quick start

This topic describes how to build websites on Elastic Compute Service (ECS) instances.

Procedure

1. Select an ECS instance.

Different types of websites have different requirements on instance configurations. Select an
appropriate instance based on the website size and the number of potential visitors. In most cases,
you can select instances that have basic configurations for small websites. We recommend that
you select aninstance in the same way as you purchase an instance. For more information, see

Create an instance by using the wizard.

The following table describes recommended instance types and disks.

Configuration

Instance type

Disk

Recommendation

o Instance types in the s6 shared standard and t6 burstable

instance families. These instance types are cost-effective and
meet basic requirements on website building.

Instance types in the c6 compute-optimized and g6 general-
purpose instance families. These instance types deliver high
performance and are suitable for website building scenarios that
require reliable instance performance.

For more information about how to select instance families and
instance types, see Instance family and Best practices for instance
type selection.

You can upgrade or downgrade an instance based on your needs.
For more information, see Instance families that support instance
type changes.

Performance level 0 (PLO) enhanced SSDs (ESSDs): use the next-
generation distributed Elastic Block Storage (EBS) architecture to
deliver ultra-high performance. For more information, see ESSDs.

Ultra disks: provide cost-effectiveness, medium random IOPS,
and high reliability.

For more information about the performance metrics and
specifications of disks, see EBS performance.

2. Configure rules for the security group.

By default, ports 22 and 3389 that are required to connect to an instance are enabled when you
create a security group. For this step, make sure that these ports are enabled to allow inbound
traffic. If these ports are not enabled, manually configure security group rules to allow inbound
traffic onthese ports. For more information, see Add a security group rule.

3. Deploy a website.
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Select a method to deploy your website. For more information, see Summary of website building
methods.

4. Purchase a domain name.

Enter a domain name that you want to purchase. If the domain name is not in use, you can
purchase it. For more information, see Register a generic domain nameHow to register an Alibaba Cloud
domain name.

For information about the differences between the .com and .net suffixes, see Domain name
differences.

5. Apply for an Internet Content Provider (ICP) filing for the domain name.

@ Note If the instance that hosts your website is located in a region wit hin the Chinese
mainland, you must apply for an ICP filing for your domain name. Ot herwise, you can skip t his
step.

i. Prepare forthe ICP filing.

For more information about ICP filing regulations, see ICP filing regulations of MIT in different
regions. For more information about preparations for ICP filings, see Overview.

ii. Applyforthe ICP filing.

6. Resolve the domain name.
You can resolve your domain name in Alibaba Cloud DNS. For more information, see Configure
domain name resolution. After you configure the domain name resolution, users can visit your
website by using the configured domain name.
To map the domain name to an IP address, add an A record. For more information, see Record
types.

7. (Optional) Enable secure HTTPS access.
SSL Certificates Service allows you to redirect traffic to your websites or mobile applications from
HTTP to HTTPS at minimal costs. You can use SSL certificates to authenticate users and encrypt
data. For more information, see what is Certificate Management Service? If you purchase and

download an SSL certificate, the methods of installing the certificate on severs in different
environments vary. For more information, see Installation overview.

Afteryou performthe preceding steps, a website is built on your own. You can use the domain name to
visit the website and check whether the service is normal.

Billing

An ECS instance includes computing resources (vCPUs and memory), an image, EBS devices, public
bandwidth, and snapshots. You are charged for these resources.

The following billing methods are supported:

e Subscription: You pay for resources upfront and use them over a specified period of time.

e Pay-as-you-go: You pay for resources after you use them. Resources can be purchased and released
as needed.

e Preemptible instance: You can bid for available computing resources to create preemptible instances.

Preemptible instances offer discounts compared with pay-as-you-go instances. However,
preemptible instances can be reclaimed.
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e Reserved instance: Reserved instances are discount coupons that are used together with pay-as-
you-go instances. When you purchase a reserved instance, you make a commitment to use instances
that have specified configurations such as instance type, region, and zone to receive discounted
billing. Reserved instances are applied to offset the bills of computing resources.

e Savings plan: Savings plans are discount plans that are used together with pay-as-you-go instances.
When you purchase a savings plan, you make a commitment to use a consistent amount (measured in
USD/hour) of resources to receive discounted billing. Saving plans are applied to offset the bills of
computing resources and system disks.

e Storage capacity unit (SCU): SCUs are storage resource plans provided for use with pay-as-you-go
storage resources. When you purchase an SCU, you make a commitment to use storage resources of
specific capacity to receive discounted billing. SCUs are applied to offset the bills of various storage
resources such as EBS devices, Apsara File Storage NAS file systems, and Object Storage Service (0SS)
buckets.

For more information about the billing methods of ECS instances, see Overview and the Pricing tab of
the Elastic Compute Service product page.

FAQ

The following section provides answers to frequently asked questions about using ECS instances or
building websites:

Security groups and snapshots

e Security groups for different use casesConfiguration guide for ECS security groups

e Roll back a disk by using a snapshot
Website access failures

e What are the common causes of and solutions to failures that occur when | attempt to visit my
website?

e How do Itest the connectivity when the ping result shows packet loss or when the ping operation
fails?

References

e Forinformation about how to select Alibaba Cloud services and configurations based on your
business needs, see Architecture Consulting Service.

e [f you want to migrate your business fromyour data center or a hosted data center to Alibaba Cloud,
you can request technical support from Alibaba Cloud for cloud migration. For more information, see
Cloud Migration Service.
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2.Summary of website building
methods

This topic describes the methods used to deploy different types of websites.

Website type

WordPress

LNMP environment

Deployment method

® (reatea

WordPress
environment by
using ROS

Manually build a
WordPress
website on a
CentOS 7 ECS
instanceManually
build a WordPress
website on a
CentOS 7 ECS
instance

Manually build a
WordPress
website on a
Windows ECS
instance

Use ROS to deploy
an LNMP
environment

Manually build an
LNMP environment
in CentOS 6

Manually build an
LNMP environment
on a CentO0S 7
instance

Description

WordPress is a common software program used to build
personal blogs, websites, and apps. WordPress is a
content management system (CMS) that you can use to
build and maintain your websites.

Images or Resource Orchestration Service (ROS) templates
can be used to deploy WordPress. This solves space and
programming problems and simplifies website building
processes. ROS uses JSON-formatted template files to
create Alibaba Cloud stacks. You can also build WordPress
manually.

LNMP is an acronym of the names of its original four open
source components: the Linux operating system, NGINX
web server, MySQL relational database management
system, and PHP programming language. Images or ROS
templates can be used to deploy LNMP environments. If
you are familiar with the Linux operating system, you can
deploy LNMP environments manually to meet your
requirements.

10
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Website type

Java web
environment

Node.js

Magento e-
commerce website

Microsoft SharePoint
2016

Drupal content
management
framework

Deployment method

® Manually deploy a
Java web
environment on a
CentOS 7 instance

e Use Cloud Toolkit
to deploy aJava
web environment

® Deploy a Node.js
environment on a
CentOS 7 instance

Build a Magento e-
commerce website
on ECS

Build Microsoft
SharePoint 2016 on
an ECS instance

® Build a Drupal
website based on
an Alibaba Cloud
Marketplace
image

® Manually build a
Drupal website

Description

Tomcat is an open source Java web server that is used as a
web development tool. Tomcat can host Java Web
applications that consist of Servlet, JavaServer Pages
(dynamic content), HT ML pages, JavaScript, Stylesheet,
and images (static content).

e Manually deploy a Java web environment. If you are
familiar with Linux commands, you can manually deploy
Java web projects on ECS instances to meet your
requirements.

® Deploy aJava web environment by using a plug-in.
Alibaba Cloud Toolkit for Eclipse (Cloud Toolkit) is a free
plug-in used for integrated development environment
(IDE). After you develop, debug, and test an application
on the premises, you can use this plug-in to deploy the
application to an ECS instance.

Node.js is a JavaScript runtime built on the Chrome V8
JavaScript engine. You can use Node.js to build online
applications and implement extensions.

Node.js uses an event-driven and non-blocking I/0 model.
This lightweight and efficient model is suitable for data-
intensive real-time applications that run on distributed
devices. The Node.js package manager (npm) is the
largest ecosystem of open source libraries in the world.

Magento is an open source e-commerce solution that has
a modular architecture and varied expansion features.

Microsoft SharePoint Portal Server (Microsoft SharePoint) is
a portal development environment that allows enterprises
to develop intelligent portals. Microsoft SharePoint can be
integrated with knowledge bases so that individual users
and teams can connect to the environment. Microsoft
SharePoint empowers your business by streamlining
information processing.

Drupal is a free and open source content management
framework (CMF) written in PHP. Drupal consists of a
content management system (CMS) and a PHP
development framework.

If you are familiar with ECS and Linux and want to build
websites on ECS instances, you can use images to build
Drupal environments.
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Website type

Docker (Cent0S 7)

LAMP environment

Common databases
(Oracle, MysQL, and
SQL Server)

RabbitMQ

Primary/secondary
PostgreSQL
architecture

SVN

Ghost blogging
platform on Cent0S
7

FTP wehsite

Deployment method

Deploy and use
Docker on Alibaba
Cloud Linux 2
instances

Build a LAMP
environment

Database overview

Deploy RabbitMQ

Build a
primary/secondary
PostgreSQL system

Overview

Build the Ghost
blogging platform

Manually build an
FTPsiteona
Windows instance

Description

Docker is an open source tool that allows you to
encapsulate web applications in lightweight and portable
standalone containers. Docker can run in almost all service
environments.

Docker is suitable for developers that are familiar with
Linux but new to ECS instances.

LAMP is a group of open source software programs used
to build dynamic websites or servers. LAMP components
include Linux, Apache, MySQL, and PHP. These components
are all independent programs, but they are used together
to form a powerful web application platform.

If you are familiar with ECS and MySQL databases, you can
manually deploy MySQL databases to meet your
requirements.

RabbitMQ is an open source implementation of Advanced
Message Queuing Protocol (AMQP) that supports multiple
clients, such as Python, Ruby, NET, Java, JMS, C, PHP,
ActionScript, XMPP, STOMP, and AJAX.

RabbitMQ is used to store and forward messages in
distributed systems and is characterized by ease of use,
scalability, and high availability.

ApsaraDB RDS for PostgreSQL is characterized by
compatibility with NoSQL databases, efficient queries,
plug-in management, high security, and excellent stability.

If you are familiar with ECS, Linux, and PostgreSQL, you can
manually deploy the primary/secondary PostgreSQL
architecture.

Subversion (SVN) is an open source version control system
used to manage ever-changing data.

Ghost is a free and open source blogging platform that is
written in JavaScript and based on Node.js. The platform is
used to simplify the online publishing process for personal
bloggers and publishers. As your business expands, you
can use the comprehensive services of Alibaba Cloud to
scale up and scale out your business capacity.

You can build FTP servers in Windows for file storage and
access.

12
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Website type Deployment method Description

Manually build an
FTP site on a CentQ0S
7 instance

vsftpd is a light, safe, and easy-to-use FTP server for
Linux. You can install vsftpd on ECS instances.
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3.Build a software development

environment

3.1. Deploy LNMP
3.1.1. Use ROS to deploy an LNMP environment

LNMP is an acronym of the names of its original four open source components: the Linux operating
system, NGINX web server, MySQL relational database management system, and PHP programming
language. This topic describes how to use Alibaba Cloud Resource Orchestration Service (ROS) to
deploy an LNMP environment.

Prerequisites

The first time that you use ROS, you are prompted to activate it. ROS is a free service. You can activate
ROS free of charge.

Context

You do not need to download or install anything to use ROS. You can use ROS to create stack
templates in the JSON format. In the ROS console, you can also use a sample template to create a stack.
For more information, visit the page of the ROS console.

You can also use the sample templates provided by ROS to build environments, such as Java web test
environments, Node.js development and test environments, Ruby web development and test
environments, or Hadoop and Spark distributed systems. This topic uses the Deploy a LNMP (Linux,
NGINX, MySQL, and PHP) Stack template to demonstrate how to use ROS to create an Elastic
Compute Service (ECS) instance and deploy an LNMP environment on the instance.

For more information about ROS, see

Procedure
1. Logontothe
2. Inthe left-side navigation pane, choose Templates > Sample Templates.
3.
4. Find the Deploy a LNMP (Linux, NGINX, MySQL, and PHP) Stack template.
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Resource Orchestration Resource Orchestration Service (ROS)

Service (ROS)
Sample Templates
Overview
. s Elastic Computing
Website Eig Data

Resource Types
Seenarios [N Lrb

Templates

Deploy a LMMP (Linue, NGINX.
MySQOL and PHP) Stack

My Ternplates

Sample Templates

Shared Templates
Salution Center [0
Visual Editor [5 View Details

Self-service Diagnosis

Networking Containers

5V Software Deployment

5. Click View Details to view the template in the JSON format.

The following table describes the top-level fields of the JSON file.

Top-level field

"ROSTemplateFormatVersion": "2015-09-01"

"Parameters": {...}

"Resources": {...}

"Outputs": {...}

"Description”: "Deploy
LNMP (Linux+Nginx+MySQL+PHP) stack on 1
ECS instance. ***

WARNING *** Only support
CentOS-7."

Description

The version of the template. A value of 2015-09-
01 is used.

Some parameters of the template. In this
example, this field specifies the image ID, instance
type, software download URLs, and software
configurations, and default values are accepted
for some of these parameters.

The Alibaba Cloud resources that you can use the
template to create. In this example, this field
specifies that the resources to be created include
an ECS instance and a security group. The
properties of these resources are defined in the

Parameters field.

The resource information that the stack
generates after the specified resources are
created. In this example, the stack generates the
IP address that is used to access NGINX.

The description of the template.
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Top-level field

"Metadata": {...}

@ Note

Parameter

Stack Name
Available Zone ID
Image ID

Instance Type
System Disk Category
Instance Password
DB Name

DB Username

DB Password

DB Root Password

Nginx Source

Description

Divides parameters in the Parameters field into
groups. You can set labels for each group. In this
example, parameters in the Parameters field are
put into different groups based on whether they
are ECS instance-related or software-related.

For more information about sample templates of ROS, see Template structure.

6. Inthe upper-left corner of the page, click Create Stack.

7. Configure the parameters described in the following table and click Create.

Description

The name of the stack.

(Required) The ID of the zone in which to create the ECS instance.
The ID of the image to be used by the ECS instance.

(Required) The instance type of the ECS instance.

The system disk category of the ECS instance.

(Required) The logon password of the ECS instance.

The name of the MySQL database.

The username of the MySQL database.

(Required) The password of the MySQL database.

(Required) The administrator (root) password of the MySQL database.

The URL from which to download NGINX. We recommend that you use
the default value.

@ Note Youcan optionally click Next to go to the Configure Stack (Optional) step and
thento the Check and Confirm (Optional) step. For more information, see Create a stack. In

this example, def ault values are accepted for parameters in the Configure Stack (Optional) and
Check and Confirm (Optional) steps.

Afterthe stackis created, you are redirected to the details page of the stack. You can view the
state of the stack on the Stack Information tab.
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Resource Orchestration Senvice (ROS) / Stacks

< LNMP_Basic_2021-12-31

Stack Information Events Resources Cutputs Parameters Drifts Template Change Sets

Basic Information

Stack Mame LNMP_Basic_2021-12-31 Stack Region cn-gingdac

Stack ID 2fdTEc98-T14c-4031-282b- Created At Dec 31, 2021, 10:12:31
Timeout Period (Minutes) 60 Rollback on Failure Yes

Status _, Creating Status Description Stack CREATE started
Deletion Protection RAM Role

Drift Status - Last Drift Detection Time

Tag acs:rmirgld:ng-as Edit

8. Clickthe Outputs tab and view the URLinthe value column corresponding to NginxWebsiteURL.
You can use the URLto connect to the LNMP environment that you have created.

Resaurce Orchestration Service (ROS) / Stacks
¢ LNMP_Basic_2021-12-31

Stack Information Events Resources Outputs Parameters Drifts Template Change Sets

Qutput Keyword Jp Value § Description

Bl for newh created Mair e Ba0e.
MginxWebsiteURL hittp:// test.php URL for newly created Nginx home page.

@ Note
o Onthe Resources tab, you can view all of the resources in the stack.

o Onthe Events tab, you can view logs about the operations that ROS performed to
create the stack.

3.1.2. Manually deploy an LNMP environment on
an ECS instance that runs Alibaba Cloud Linux 2

NGINX is a small and efficient web server software that can be used to build an LNMP web service
environment. LNMP is an acronym of the names of its original four open source components: Linux
operating system, NGINX web server, MySQL relational database management system, and PHP
programming language. T his topic describes how to manually build an LNMP environment on an Elastic
Compute Service (ECS) instance that runs Alibaba Cloud Linux 2.1903 LTS 64-bit.

Prerequisites

e AnECS instance is created and a public IP address is assigned to the instance. For more information,
see Creation method overview.
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In this example, an ECS instance with the following configurations is used. We recommend that you
do not change the operating system during deployment. Otherwise, errors may be reported when

commands are run.

o Instance type: ecs.c6.large

o QOperating system: Alibaba Cloud Linux 2.1903 LTS 64-bit
o Networktype: Virtual Private Cloud (VPC)

o IP address: a public IP address

e Aninbound rule is added to a security group of the ECS instance to allow traffic on port 80. For more
information, see

@ Note For security purposes, this topic describes only the ports on which traffic must be
allowed to deploy and test an LNMP environment. You can configure security group rules to
allow traffic on more ports based on your needs. For example, if you want to connect to a
MySQL database on an ECS instance, you must configure an inbound rule in a security group of
the instance to allow traffic on port 3306, which is the default port used for MySQL.

Context

This topic is intended for individual users who are familiar with Linux operating systems but new to using
Alibaba Cloud ECS to build websites.

You can also purchase an LNMP image in and create an ECS instance from
the image to build websites.

The following software versions are used in the sample procedure. If your software version differs from
the preceding ones, you may need to adjust the commands and parameter settings.

e NGINX 1.20.1

e MySQL5.7.36

e PHP 7.0.33

Step 1: Prepare the compilation environment

1. Connect to the ECS instance on which you want to deploy an LNMP environment.

For more information, see

2. Disable the firewall.
i. Runthe systemctl status firewalld command to checkthe state of the firewall.

m [f the firewallis in the /nactive state, the firewall is disabled.

m If the firewallis in the active state, the firewall is enabled.
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ii. Disable the firewall. Skip this step if the firewall is already disabled.

m To temporarily disable the firewall, run the following command:

systemctl stop firewalld

@ Note After you run this command, the firewall is temporarily disabled. When you
restart the Linux instance, the firewall is enabled automatically.

m To permanently disable the firewall, performthe following steps:

a. Runthe following command to disable the firewall:
systemctl stop firewalld

b. Runthe following command to prevent the firewall from being automatically enabled
at systemstartup:

systemctl disable firewalld

(@ Note You can re-enable the firewall after it is disabled. For more informat ion, visit
the official firewalld website.

3. Disable Security-Enhanced Linux (SELinux).
i. Runthe getenforce command to checkthe state of SELinux.
m [f SELinuxisinthe pisabled state, SELinux is disabled.

m If SELinux isinthe Enforcing state, SELinux is enabled.

ii. Disable SELinux. Skip this step if SELinux is already disabled.

You can disable SELinux on a temporary or permanent basis depending on your business needs.
For more information, see Enable or disable SELinux.

Step 2: Install NGINX

@ Note This topic provides the installation method for a single version of NGINX. If you want to
install other versions of NGINX, see the "FAQ" section of the FAQ topic.

1. Runthe following command to install NGINX:
yum -y install nginx
2. Runthe following command to check the version of NGINX:
nginx -v
The following command output indicates that NGINX is installed:

nginx version: nginx/1.20.1

Step 3: Install MySQL

1. Runthe following command to update the YUM repository:
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rpm -Uvh http://dev.mysqgl.com/get/mysgl57-community-release-el7-9.noarch.rpm
2. Runthe following command to install MySQL:

yum -y install mysgl-community-server --nogpgcheck
3. Runthe following command to checkthe version of MySQL:

mysgl -V

The following command output indicates that MySQL is installed:

mysql Ver 14.14 Distrib 5.7.36, for Linux (x86 64) using EditLine wrapper
4. Runthe following command to start MySQL:

systemctl start mysqgld

5. Runthe following commands in sequence to enable automatic MySQL startup at system startup:

systemctl enable mysqgld

systemctl daemon-reload

Step 4: Install PHP

1. Update the YUM repositories.

i. Runthe following commands to add the EPEL repository:

yum install \
https://repo.ius.io/ius-release-el7.rpm \

https://dl.fedoraproject.org/pub/epel/epel-release-latest-7.noarch.rpm
ii. Runthe following command to add the Webtatic repository:
rpm -Uvh https://mirror.webtatic.com/yum/el7/webtatic-release.rpm

2. Runthe following command to install PHP:

yum -y install php70w-devel php70w.x86 64 php70w-cli.x86 64 php70w-common.x86 64 php70w
-gd.x86 64 php70w-ldap.x86 64 php70w-mbstring.x86 64 php70w-mcrypt.x86 64 php70w-pdo.x
86 64 php70w-mysglnd php70w-fpm php70w-opcache php70w-pecl-redis php70w-pecl-mongodb

3. Runthe following command to checkthe version of PHP:
php -v
The following command output indicates that PHP is installed:

PHP 7.0.33 (cli) (built: Dec 6 2018 22:30:44) ( NTS )
Copyright (c) 1997-2017 The PHP Group
Zend Engine v3.0.0, Copyright (c) 1998-2017 Zend Technologies
with Zend OPcache v7.0.33, Copyright (c) 1999-2017, by Zend Technologies

Step 5: Configure NGINX

1. Runthe following command to back up the NGINX configuration file:
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cp /etc/nginx/nginx.conf /etc/nginx/nginx.conf.bak

2. Modify the NGINX configuration file to add NGINX support for PHP.

@ Note I you do not add this support, PHP-based pages cannot be displayed when you
access them by using a browser.

i. Runthe following command to open the NGINX configuration file:

vim /etc/nginx/nginx.conf

ii. Pressthe /keyto enterthe edit mode.
iii. Modify or add the following information enclosed inside the server braces:
Retain the default values for all settings except the following:

m Modify or add information enclosed inside the 1ocation / braces.

location / {

index index.php index.html index.htm;

m Modify or add information enclosed inside the 1ocation ~ .php$ braces.

# Add the following information to make NGINX use Fast Common Gateway Int
erface (FastCGI) to process your PHP requests:
location ~ .php$ {
root /usr/share/nginx/html; # Replace /usr/share/nginx/html with y
our website root directory. In this example, /usr/share/nginx/html is used as the
website root directory.
fastcgi pass 127.0.0.1:9000; # NGINX forwards your PHP requests to
PHP FastCGI Process Manager (PHP-FPM) by using port 9000 of the ECS instance.
fastcgi index index.php;
fastcgi param SCRIPT FILENAME S$document root$fastcgi script name;
include fastcgi params; # NGINX calls the FastCGI operation to proc
ess the PHP requests.

}
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The following figure shows the added or modified configuration information.

i:1]:80;

_}
fusr/share/nginx/html;

fetc/nginx/default.d/*.conf;

/A

index.php index.html index.htm;

~ .php% {
fusr/share/nginx/html;
127.0.8.1:9000;
index.php;
SCRIPT FILENAME
fastcgl params;

484 fae4.html;
- /aea.html {

508 582 563 584 /58x.html;
= f58x.html {

iv. Pressthe Esckey, enter :wg, and then press the Enter key to save and close the configuration
file.

3. Runthe following command to start the NGINX service:

systemctl start nginx

4. Runthe following command to enable automatic NGINX startup at systemstartup:

systemctl enable nginx

Step 6: Configure MySQL

1. Runthe following command to checkthe /var/log/mysqld.logfile, and obtain and record the initial
password of the root user:

grep 'temporary password' /var/log/mysgld.log

The following command output is displayed. aroTRy3+n8*w is the initial password of the root
user. T his initial password will be used when you reset the password of the root user.

2021-11-10T07:01:26.595215Z 1 [Note] A temporary password is generated for root@localho
st: ARQTRy3+n8*W

2. Runthe following command to perform security configurations for MySQL:

mysgl secure installation

22 > Document Version: 20220711



Tutorials-Build a software develop

Elastic Compute Service :
ment environment

i. Enterthe initial password of the root user.

@ Note

Securing the MySQL server deployment.
Enter password for user root: # Enter the initial password that you obtained in the

preceding step.

ii. Reset the password of the root user.

The existing password for the user account root has expired. Please set a new passw
ord.

New password: # Enter a new password. The password must be 8 to 30 characters in le
ngth, and must contain uppercase letters, lowercase letters, digits, and special ch
aracters. Special characters include () "~ ~ ! @ # $$ "~ & *—-+= | {} [ 1 ;"
<>, .2 /.

Re-enter new password: # Enter the new password again.

The 'validate password' plugin is installed on the server.

The subsequent steps will run with the existing configuration

of the plugin.

Using existing password for root.

Estimated strength of the password: 100 # The strength of the new password is conta
ined in the command output.

Change the password for root ? (Press y|Y for Yes, any other key for No) : Y # Ente
r Y to confirm the new password.

# After the new password is set, you need to verify it again.

New password:# Enter the new password.

Re-enter new password: # Enter the new password again.

Estimated strength of the password: 100

Do you wish to continue with the password provided? (Press y|Y for Yes, any other ke

y for No) :Y # Enter Y to confirm the new password.

ii. Enter Yto delete the anonymous user account.

Remove anonymous users? (Press yl|Y for Yes, any other key for No) :Y

Success.

iv. Enter Yto deny remote access by the root user.

Disallow root login remotely? (Press y|Y for Yes, any other key for No) :Y

Success.

v. Enter Yto delete the test database and the access permissions on the database.

Remove test database and access to it? (Press y|Y for Yes, any other key for No) :Y
- Dropping test database...

Success.

- Removing privileges on test database...

Success.

vi. Enter Yto reload privilege tables.

Reload privilege tables now? (Press y|Y for Yes, any other key for No) :Y
Success.
All done!
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For more information, see the official MySQL documentation.

Step 7: Configure PHP

1. Create and edit the phpinfo.phpfile to show PHP information.
i. Runthe following command to create the phpinfo.phpfile:

vim <website root directory> /phpinfo.php

The <website root directory>isthe root value enclosed insidethe 1ocation ~ .phps
braces that you configured in the nginx.conf file, as shown in the following figure.

~ .phpt {
Jusr/fshare,

SCRIPT_FILENAME
fastcgi_params;

In this example, the website root directory is /usr/share/nginx/html. You can run the following
command to create the phpinfo.php file:

vim /usr/share/nginx/html/phpinfo.php

ii. Pressthe /keyto enterthe edit mode.

iii. Enterthe following content.The phpinfo() function shows all configuration information of
PHP.

<?php echo phpinfo(); ?>

iv. Pressthe Esckey, enter ;:wg, and then press the Enter key to save and close the configuration
file.

2. Runthe following command to start PHP-FPM:

systemctl start php-fpm

3. Runthe following command to enable automatic PHP-FPM startup at system startup:

systemctl enable php-fpm

Step 8: Test the connection to the LNMP environment

1. Open a browser on your Windows computer or another Windows host that can access the Internet.

2. Inthe address bar, enter nttp://<Public IP address of the ECS instance>/phpinfo.php

The following command output indicates that the LNMP environment is deployed.
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System Linux test 4.19.91-15.2.al7.x86_64 #1 SMP Tue Jun 2 22:48:35 CST 2020 xB6_64
Build Date Dec 6 2018 22:32:48
Server API FPM|/FastCGl
Virtual Directory Support disabled
Configuration File (php.ini) Path fetc
Loaded Configuration File fete/php.ini
Scan this dir for additional .ini files Jetc/php.d
What's next

After you confirmthat the LNMP environment is deployed, we recommend that you run the following
command to delete the phpinfo.php file to ensure system security:

rm -rf <website root directory> /phpinfo.php

Replace the <website root directory>with the website root directory that you configured inthe
nginx.conffile.

In this example, the website root directory is /usr/share/nginx/html. Run the following command:

rm -rf /usr/share/nginx/html/phpinfo.php

3.1.3. Manually build an LNMP environment on an

Ubuntu 20 instance

NGINX is a small and efficient web server that can be used to build an LNMP web service environment.
LNMP is an acronym of the names of its original four open source components: the Linux operating
system, NGINX web server, MySQL relational database management system, and PHP programming
language. T his topic describes how to manually build an LNMP environment on an Elastic Compute
Service (ECS) instance that runs an Ubuntu 20 operating system.

Prerequisites

e AnECS instance is created and assigned a public IP address. For more information, see Create an
instance by using the wizard.

In this topic, an ECS instance that has the following configurations is used. To prevent command
errors caused by operating system version issues, we recommend that you use the same operating
systemversion as that used in this topic.

o Instance type: ecs.c6.large

o Operating system: Ubuntu 20.04

o Networktype: Virtual Private Cloud (VPC)

o IP address: public IP address

e Aninbound rule is added to a security group of the ECS instance to allow traffic on ports 22, 80, and
443. For more information, see Add a security group rule.
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@ Note For security purposes, this topic describes only the ports on which traffic must be
allowed to build and test an LNMP environment. You can configure security group rules to allow
traffic on more ports based on your needs. For example, if you want to connect to a MySQL
database on an ECS instance, you must add an inbound rule to a security group of the instance
to allow traffic on port 3306, which is the default port used for MySQL.

Context

This topic is intended for individual users who are familiar with Linux operating systems but new to using
Alibaba Cloud ECS to build websites.

The following software versions are used in the sample procedure:
e NGINX 1.18.0

e MySQL8.0.27

e PHP7.4.3

Step 1: Make preparations

1. Connect to the ECS instance on which you want to build an LNMP environment.
For more information, see Connection methodsGuidelines on instance connection.
2. Disable the firewall on the instance operating system.

i. Runthe following command to checkthe state of the firewall:

sudo ufw status

m If the firewall is disabled and inthe inactive state, status: inactive is displayed.
m If the firewall is enabled and inthe active state, status: active is displayed.
ii. (Optional) Disable the firewall.

If the firewall is enabled, run the following command to disable the firewall and prevent the
firewall from starting on instance startup:

sudo ufw disable

@ Note If you want to re-enable the firewall after it is disabled and start the firewall
on instance startup, run the sudo ufw enable command.

Step 2: Install NGINX
1. Runthe following command to update software packages in the Ubuntu operating system:
sudo apt update
2. Runthe following command to install NGINX:
sudo apt -y install nginx

3. Runthe following command to checkthe version of NGINX:

sudo nginx -v
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The following command out put indicates that NGINX is installed and its version is 1.18.0.

nginx version: nginx/1.18.0 (Ubuntu)

Step 3: Install MySQL
1. Runthe following command to install MySQL:
sudo apt -y install mysqgl-server
2. Runthe following command to check the version of MySQL:
sudo mysqgl -V
The following command out put indicates that MySQL is installed and its version is 8.0.27.

mysql Ver 8.0.27-Oubuntu0.20.04.1 for Linux on x86 64 ((Ubuntu))

Step 4: Install PHP
1. Runthe following command to install PHP:
sudo apt -y install php-fpm
2. Runthe following command to check the version of PHP:
sudo php -v
The following command out put indicates that PHP is installed and its version is 7.4.3.

PHP 7.4.3 (cli) (built: Nov 25 2021 23:16:22) ( NTS )
Copyright (c) The PHP Group
Zend Engine v3.4.0, Copyright (c) Zend Technologies
with Zend OPcache v7.4.3, Copyright (c), by Zend Technologies

Step 5: Configure NGINX

1. Runthe following commands to modify the default NGINX configuration file and add NGINX
support for PHP to the file.

i. Openthe default NGINX configuration file.

sudo vim /etc/nginx/sites-enabled/default
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ii. Pressthe /keyto enterthe edit mode to modify the file.

a. Find the configuration line that starts with index withinthe server bracesand add
index.php to the line.

server {
listen 8@ default_server;
listen [::]:80 default_server;

root /var/www/html;

index index.php lindex.html index.htm index.nginx-debian.html;

server_name _

b. Find 1location ~ \.php$ {} withinthe server bracesand delete the annotation
character (#) fromthe following configuration lines wit hin the location ~ \.php$ braces:

location ~ \.php$ {
include snippets/fastcgi-php.conf;
fastcgi pass unix:/var/run/php/php7.4-fpm.sock;

root /var/www/html;

index index.php index.html index.htm index.nginx-debian.html;
server_name _

location / {

try_files $uri $uri/ =4e04;

location ~ \.php$ {
include snippets/fastcgi-php.conf;

fastcgi_pass unix:/var/run/php/php7.4-fpm.sock;

iii. Pressthe Esckey to exit the edit mode. Then, enter :wgq and pressthe Enterkey to save and
close the file.

2. Runthe following command to restart NGINX:

sudo systemctl restart nginx.service

Step 6: Configure MySQL
1. Runthe following command to configure the security settings of MySQL:

sudo mysql secure installation

2. Follow the command line instructions to configure the following settings in sequence.
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i. Enter Yto use the password authentication tool that comes with MySQL.

VALIDATE PASSWORD COMPONENT can be used to test passwords

and improve security. It checks the strength of password

and allows the users to set only those passwords which are

secure enough. Would you like to setup VALIDATE PASSWORD component?
Press yl|Y for Yes, any other key for No: Y

ii. Specify the password strength.

Inthis example, enter 1 tousethe MeDpIuM password strength. You can use the password
strength that your business requires. We recommend that you use a strong password to
improve data protection.

There are three levels of password validation policy:

Low Length >= 8

MEDIUM Length >= 8, numeric, mixed case, and special characters

STRONG Length >= 8, numeric, mixed case, special characters and dictionary
file

Please enter 0 = LOW, 1 = MEDIUM and 2 = STRONG: 1

ii. Set the MySQL password.

® Note

Please set the password for root here.
New password:
Re-enter new password:

Estimated strength of the password: 100

iv. Enter Yto confirmto use the set password.

Do you wish to continue with the password provided? (Press y|Y for Yes, any other ke
y for No) : Y

v. Enter Yto delete the autonomous user that comes with MySQL.

By default, a MySQL installation has an anonymous user,
allowing anyone to log into MySQL without having to have

a user account created for them. This is intended only for
testing, and to make the installation go a bit smoother.
You should remove them before moving into a production
environment.

Remove anonymous users? (Press y|Y for Yes, any other key for No) : Y

vi. Enter Yto deny connection to MySQL by the root user.

Normally, root should only be allowed to connect from
'localhost'. This ensures that someone cannot guess at
the root password from the network.

Disallow root login remotely? (Press y|Y for Yes, any other key for No) : Y
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vii. Enter Yto delete the test database and the access permissions on the database.

By default, MySQL comes with a database named 'test' that

anyone can access. This is also intended only for testing,

and should be removed before moving into a production

environment.

Remove test database and access to it? (Press y|Y for Yes, any other key for No)
Y

viii. Enter Yto reload privilege tables.

Reloading the privilege tables will ensure that all changes
made so far will take effect immediately.

Reload privilege tables now? (Press y|Y for Yes, any other key for No) : Y

if 211 done! isdisplayed inthe command output, the configuration is complete.

3. Checkwhetheryou canlog onto the MySQL database.

i. Runthe following command to log onto MySQL:

sudo mysgl -uroot -p

ii. Enterthe password you set for MySQL afterthe Enter password: prompt.
@ Note

The following command output indicates that you are logged on to MySQL.

rootfitest:~# sudo mysql -uroct -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 1@

Server version: 8.0.27-@ubuntu@.20.e4.1 (Ubuntu)

Copyright (c) 20ee, 2021, Oracle andfor its affiliates.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type “help;® or “\h' for help. Type '\c’ to clear the current input statement.

mysql>
iii. Runthe following command to exit MySQL:

exit;

Step 7: Configure PHP
1. Runthe following command to create the phpinfo.php file in the NGINX website root directory:

sudo vi <Website root directory>/phpinfo.php

<Website root directory=>is a variable, which can be viewed in the NGINX configuration file. In this
topic, the NGINX configuration file is the default /etc/nginx/sites-enabled/default file. You can
runthe cat /etc/nginx/sites-enabled/def ault command to view the file content. The
following command out put shows that the website root directory of NGINX is  /var/www/html
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# Default server configuration

#

server {
listen 8@ default_server;
listen [::]:8@ default_ server;

# SSL configuration

#

# listen 443 ssl default_server;

# listen [::]:443 ssl default_server;
#

# Note: You should disable gzip for SSL traffic.
# See: https://bugs.debian.org/773332
#

# Read up on ssl_ciphers to ensure a secure configuration.
# See: https://bugs.debian.org/765782

#
# Self signed certs generated by the ssl-cert package
# Don't use them in a production server

# include snippets/snakeoil.conf};
root | /var/www/html;

# Add index.php to the list if you are using PHP
index index.php index.html index.htm index.nginx-debian.html;

Run the following command to create the phpinfo.php file in the /var/www/html directory:

sudo vi /var/www/html/phpinfo.php

2. Press the /key to enter the edit mode and add the following configuration to the phpinfo.php file:

Invoke the phpinfo() functionto show all configuration information of PHP.

<?php echo phpinfo(); 2>

3. Pressthe Esckey to exit the edit mode. Then, enter

close the file.

4. Runthe following command to start PHP:

sudo systemctl start php7.4-fpm

:wq and press the Enterkey to save and

Step 8: Test the connection to the PHP configuration page

1. Open a browser on your Windows computer or another Windows host that can access the Internet.

2. Inthe address bar, enter nttp://<Public IP address of the ECS instance>/phpinfo.php

The following page shows the PHP configuration page, which indicates that the LNMP environment

is built.
PHP Version 7.4.3 php
System Linux test 5.4.0-92-generic #103-Ubuntu SMP Fri Nov 26 16:13:00 UTC 2021 x86_64
Build Date Nov 25 2021 23:16:22
Server API FPM/FastCGl
Virtual Directory Support disabled
Configuration File (php.ini) Path fetc/php/7.4/fpm
Loaded Configuration File fetc/php/7.4/fpm/php.ini
Scan this dir for additional .ini files fetc/php/7.4/fpm/confd

What's next

After the LNMP environment is built, we recommend that you delete the phpinfo.php test file to

prevent data leaks.

rm -rf <Website root directory> /phpinfo.php

> Document Version: 20220711

31



Tutorials-Build a software develop

. Elastic Compute Service
ment environment

In this topic, the website root directory is  /var/www/html . Runthe following command to delete the
test file:

rm -rf /var/www/html/phpinfo.php

3.1.4. Manually build an LNMP environment on a

CentOS 8 instance

LNMP is an acronym of the names of its original four open source components: the Linux operating
system, NGINX web server, MySQL relational database management system, and PHP programming
language. T his topic describes how to manually build an LNMP environment on an Elastic Compute
Service (ECS) instance that runs a CentOS 8 operating system.

Prerequisites

e AnECS instance is created and a public IP address is assigned to the instance. For more information,
see Creation method overview.

In this example, an ECS instance with the following configurations is used. We recommend that you
do not change the operating system during deployment. Otherwise, errors may be reported when
commands are run.

o Instance type: ecs.c6.large

o Operating system: CentOS 7.8 64-bit public image

o Networktype: Virtual Private Cloud (VPC)

o IP address: a public IP address

e Aninbound rule is added to a security group of the ECS instance to allow traffic on ports 22, 80, and
443. For more information, see Add a security group rule.

@ Note For security purposes, this topic describes only the ports on which traffic must be
allowed to deploy and test an LNMP environment. You can configure security group rules to
allow traffic on more ports based on your needs. For example, if you want to connect to a
MySQL database on an ECS instance, you must configure an inbound rule in a security group of
the instance to allow traffic on port 3306, which is the default port used for MySQL.

Context

By default, the Dandified YUM (DNF) package manager is installed in CentOS 8. DNF is the next -
generation version of Yellowdog Updater Modified (YUM). You can run the dnf command in Cent0S 8 to
obtain related instructions.

This topic is intended for individual users who are familiar with Linux operating systems but new to using
Alibaba Cloud ECS to build websites.

You can also purchase an LNMP image in Alibaba Cloud Marketplace and create an ECS instance from
the image to build websites.

In the topic, an ECS instance that has the following configurations is used. Operations may vary based
onthe configurations of your instance.

e Instance type: ecs.c6.large
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Operating system: CentQS 8.1 64-bit public image
CPU: 2 vCPUs

Memory: 4 GiB

Network type: Virtual Private Cloud (VPC)

IP address: public IP address

The following software versions are used. If you use software versions different fromthe following
ones, you may need to adjust commands and parameter settings.

NGINX 1.16.1
MySQL 8.0.17

e PHP7.3.5

Step 1: Prepare the compilation environment

. Connect to the ECS instance on which you want to deploy an LNMP environment.
For more information, see
. Disable the firewall.

i. Runthe systemctl status firewalld command to checkthe state of the firewall.

m [f the firewallis in the /nactive state, the firewall is disabled.
m If the firewallis in the active state, the firewall is enabled.
ii. Disable the firewall. Skip this step if the firewall is already disabled.

m To temporarily disable the firewall, run the following command:

systemctl stop firewalld

@ Note After you run this command, the firewall is temporarily disabled. When you
restart the Linux instance, the firewall is enabled automatically.

m To permanently disable the firewall, performthe following steps:

a. Runthe following command to disable the firewall:

systemctl stop firewalld

b. Runthe following command to prevent the firewall from being automatically enabled
at systemstartup:

systemctl disable firewalld

@ Note You canre-enable the firewall after it is disabled. For more information, visit
the
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3. Disable Security-Enhanced Linux (SELinux).
i. Runthe getenforce command to checkthe state of SELinux.
m [f SELinuxisinthe bDpisabled state, SELinux is disabled.
m If SELinuxisinthe Enforcing state, SELinux is enabled.

ii. Disable SELinux. Skip this step if SELinux is already disabled.

You can disable SELinux on a temporary or permanent basis depending on your business needs.
For more information, see Enable or disable SELinux.

Step 2: Install NGINX
1. Change the CentQS 8 repository address.

2. Runthe following command to install NGINX.
In this example, NGINX 1.16.1 is used.

(@ Note Go to the official NGINX website to view the list of NGINX packages suited for
CentOS 8.

dnf -y install http://nginx.org/packages/centos/8/x86 64/RPMS/nginx-1.16.1-1.el8.ngx.x8
6_64.rpm
3. Runthe following command to check theNGINX version:
nginx -v
The following command out put shows the NGINX version:

nginx version: nginx/1.16.1

Step 3: Install MySQL

1. Runthe following command to install MySQL:
dnf -y install @mysql
2. Runthe following command to check the MySQL version:
mysql -V
The following command out put shows the NGINX version:

mysql Ver 8.0.17 for Linux on x86 64 (Source distribution)

Step 4: Install PHP

1. Runthe following commands to add and update the Extra Packages for Enterprise Linux (EPEL)
repository:

dnf -y install epel-release

dnf update epel-release

2. Runthe following commands to delete unneeded cached software packages and update the
software repository:
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dnf clean all

dnf makecache

3. Runthe following command to start the php:7.3 module.

@ Note Inthis example, pHP 7.3 isused.If youwant touse pHP 7.4 ,Yyou must install
the remi repository by running the dnf -y install
https://rpms.remirepo.net/enterprise/remi-release-8.rpm command.

dnf module enable php:7.3

4. Runthe following command to install the PHP modules:

dnf install php php-curl php-dom php-exif php-fileinfo php-fpm php-gd php-hash php-json
php-mbstring php-mysgli php-openssl php-pcre php-xml libsodium

5. Run the following command to checkthe PHP version:
php -v
The following command out put shows the NGINX version:

PHP 7.3.5 (cli) (built: Apr 30 2019 08:37:17) ( NTS )
Copyright (c) 1997-2018 The PHP Group
Zend Engine v3.3.5, Copyright (c) 1998-2018 Zend Technologies

Step 5: Configure NGINX
1. Runthe following command to checkthe default path of the NGINX configuration file:

cat /etc/nginx/nginx.conf

The incilude configurationitemwithinthe nttp bracesindicates the default path of the
configuration file.

http {

include /etc/nginx/mime.types;

default_type application/octet-stream;

log_format main ‘'$remote_addr - $remcote_user [$time_local] "$request" '
'$status $body_bytes_sent "$http_referer”
'"$http_user_agent” "$http_x_forwarded_for"';

access_log /var/log/nginx/access.log main;

sendfile on;
#tcp_nopush .

keepalive_timeout &5;

#gzip on;

include /fetc/nginx/conf.d/*.conf;
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2. Runthe following commands to back up the default configuration file in the default path of the
configuration file:

cd /etc/nginx/conf.d
cp default.conf default.conf.bak

3. Modify the default configuration file.

i. Runthe following command to open the default configuration file:

vi default.conf

ii. Pressthe /keyto enterthe edit mode.

iii. Make the following modifications to the content withinthe 1ocation braces:

location / {
# Replace the path with the root directory of your website.
root /usr/share/nginx/html;
# Add the default homepage index.php.

index index.html index.htm index.php;

iv. Remove the annotation character # infront of 1location ~ \.php$ and modifythe
content within the braces.

The following modifications are made:

location ~ \.php$ {
# Replace the path with the root directory of your website.
root /usr/share/nginx/html;
NGINX is associated with PHP-FPM by using UNIX sockets. This configuration must
be the same as the listen configuration in the /etc/php-fpm.d/www.conf file.
fastcgi pass unix:/run/php-fpm/www.sock;
fastcgi index index.php;
# Change /scripts$fastcgi script name to $document root$fastcgi script name.
fastcgi param SCRIPT FILENAME S$document root$fastcgi script name;
# NGINX calls the FastCGI operation to process the PHP requests.

include fastcgi params;

@ Note The following methods can be used for inter-process communication between
NGINX and PHP-FPM.

m Use TCP sockets: NGINX can communicate with PHP-FPM across instances over the
network.

m Use UNIX domain sockets: NGINX can communicate with PHP-FPM only within a
single instance without using the network.

v. Pressthe Esckey, enter :wg ,andthen pressthe Enterkey to save and close the
configuration file.

4. Runthe following command to start NGINX:

systemctl start nginx

36 > Document Version: 20220711



Tutorials-Build a software develop

Elastic Compute Service :
ment environment

5. Runthe following command to enable NGINX to start oninstance startup:

systemctl enable nginx

Step 6: Configure MySQL
1. Runthe following command to start MySQL and enable it to start oninstance startup:

systemctl enable --now mysqgld

2. Runthe following command to check whether MySQL is started:

systemctl status mysqgld

If MySQL is started, the command output contains Active: active (running)

3. Runthe following command to make security configurations for MySQL and set the password:

mysql secure installation

After you run the command, perform the following operations based on the command prompts:
i. Enter Yand press the Enter key to make the configurations.
ii. Enter 2as the password strength and press the Enter key.

Oindicates a low password strength, 7 indicates a medium password strength, and 2indicates
a high password strength. We recommend that you select a high password strength.

iii. Enter a new password and confirmiit.
In this example, the password is PASSword123!
iv. Enter Yand press the Enter key to use the password.
v. Enter Yand press the Enter key to delete anonymous users.
vi. Set whetherto allow remote access to MySQL.
m Enter Yand press the Enter key to deny remote access.
m Enter NVorakey instead of Yand press the Enter key to allow remote access.

vii. Enter Yand press the Enter key to deletethe test database and access permissions onthe
test database.

viii. Enter Yand press the Enter key to reload privilege tables.

Step 7: Configure PHP

1. Modify the PHP configuration file.

i. Runthe following command to open the configuration file:

vi /etc/php-fpm.d/www.conf

ii. Pressthe /keyto enterthe edit mode.

> Document Version: 20220711 37



Tutorials-Build a software develop

. Elastic Compute Service
ment environment

iii. Findthe wuser = apache and group = apache lines, and change apache tO nginx

;3 Unix user/group of proce
; Note: The user is mandatory. If the group is not set, the default user's group
- will be used.

; RPM: apache user chosen to provide access to the same directories as httpd

user = nginxy
; RPM: Keep a group allowed to write in log dir.

igroup = nginx

iv. Pressthe Esckey, enter :wq ,andthen pressthe Enter key to save and close the
configuration file.

2. Create and edit the pApinfo.php file to show PHP information.

i. Runthe following command to create the phpinfo.phpfile:

vim <website root directory> /phpinfo.php

The <website root directory>isthe root value enclosed insidethe 1location ~ .phps
braces that you configured in the nginx.conf file, as shown in the following figure.

FILENAME
fastcgi_params;

In this example, the website root directory is /usr/share/nginx/html. You can run the following
command to create the phpinfo.phpfile:

vim /usr/share/nginx/html/phpinfo.php

ii. Pressthe /key to enterthe edit mode.

ii. Enterthe following content.The pnhpinfo() function shows all configuration information of
PHP.

<?php echo phpinfo(); ?>

iv. Pressthe Esckey, enter :wg, and then press the Enter key to save and close the configuration
file.

3. Runthe following command to start  paP-FPM
systemctl start php-fpm
4. Runthe following command to enable rpup-rPM to start oninstance startup:

systemctl enable php-fpm

Step 8: Test the connection to the LNMP environment

1. Open the browser on your computer.

2. Inthe address bar, enter http://<Public IP address of the ECS instance>/phpinfo.php
The following command out put indicates that the LNMP environment is deployed.
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System Linux test 4.18.0-147.8.1.218_1.x86_64 #1 SMP Thu Apr 8 13:49:54 UTC 2020 x86_64
Build Date Apr 30 2019 08:37:17
Server API FPM FastCGl
Virtual Directory Support disabled
Configuration File (php.ini) Path fete
Loaded Configuration File Jfete/php.ini
Scan this dir for additional .ini files Jetc/php.d
What's next

After you confirmthat the LNMP environment is deployed, we recommend that you run the following
command to delete the phpinfo.phpfile to ensure system security:

rm -rf <website root directory> /phpinfo.php

Replace the <website root directory>with the website root directory that you configured inthe
nginx.conffile.

In this example, the website root directory is /usr/share/nginx/html. Run the following command:

rm -rf /usr/share/nginx/html/phpinfo.php

3.1.5. Manually build an LNMP environment on a
CentOS 7 instance

NGINX is a small and efficient web server software that can be used to build an LNMP web service
environment. LNMP is an acronym of the names of its original four open source components: Linux
operating system, NGINX web server, MySQL relational database management system, and PHP
programming language. T his topic describes how to manually build an LNMP environment on an Elastic
Compute Service (ECS) instance that runs a CentOS 7 operating system.

Prerequisites

e AnECS instance is created and a public IP address is assigned to the instance. For more information,
see Creation method overview.

In this example, an ECS instance with the following configurations is used. We recommend that you
do not change the operating system during deployment. Otherwise, errors may be reported when
commands are run.

o Instance type: ecs.cé6.large

o Operating system: CentQS 7.8 64-bit public image

o Networktype: Virtual Private Cloud (VPC)

o IP address: a public IP address

e Aninbound rule is added to a security group of the ECS instance to allow traffic on ports 22, 80, and
443. For more information, see Add a security group rule.
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@ Note For security purposes, this topic describes only the ports on which traffic must be
allowed to deploy and test an LNMP environment. You can configure security group rules to
allow traffic on more ports based on your needs. For example, if you want to connect to a
MySQL database on an ECS instance, you must configure an inbound rule in a security group of
the instance to allow traffic on port 3306, which is the default port used for MySQL.

Context

This topic is intended for individual users who are familiar with Linux operating systems but new to using
Alibaba Cloud ECS to build websites.

You can also purchase an LNMP image in and create an ECS instance from
the image to build websites.

The following software versions are used in the sample procedure. If your software version differs from
the preceding ones, you may need to adjust the commands and parameter settings.

e NGINX 1.20.1
e MySQL5.7.36
e PHP7.0.33

Step 1: Prepare the compilation environment
1. Connect to the ECS instance on which you want to deploy an LNMP environment.
For more information, see

2. Disable the firewall.

i. Runthe systemctl status firewalld command to checkthe state of the firewall.

m If the firewallis in the /nactive state, the firewall is disabled.

m [f the firewallis in the active state, the firewall is enabled.
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ii. Disable the firewall. Skip this step if the firewall is already disabled.

m To temporarily disable the firewall, run the following command:

systemctl stop firewalld

@ Note After you run this command, the firewall is temporarily disabled. When you
restart the Linux instance, the firewall is enabled automatically.

m To permanently disable the firewall, performthe following steps:

a. Runthe following command to disable the firewall:
systemctl stop firewalld

b. Runthe following command to prevent the firewall from being automatically enabled
at systemstartup:

systemctl disable firewalld

(@ Note You can re-enable the firewall after it is disabled. For more informat ion, visit
the official firewalld website.

3. Disable Security-Enhanced Linux (SELinux).
i. Runthe getenforce command to checkthe state of SELinux.
m [f SELinuxisinthe pisabled state, SELinux is disabled.

m If SELinux isinthe Enforcing state, SELinux is enabled.

ii. Disable SELinux. Skip this step if SELinux is already disabled.

You can disable SELinux on a temporary or permanent basis depending on your business needs.
For more information, see Enable or disable SELinux.

Step 2: Install NGINX

@ Note This topic provides the installation method for a single version of NGINX. Iif you want to
install other versions of NGINX, see the "FAQ" section in this topic.

1. Runthe following command to install NGINX:
yum -y install nginx
2. Runthe following command to check the version of NGINX:
nginx -v
The following command output indicates that NGINX is installed:

nginx version: nginx/1.20.1

Step 3: Install MySQL

1. Runthe following command to update the YUM repository:
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rpm -Uvh http://dev.mysqgl.com/get/mysql57-community-release-el7-9.noarch.rpm

2. Runthe following command to install MySQL:

@ Note I you are using an operating system whose kernel version is el8, you may receive
the ©No match for argument error message. If this occurs, run the yum module disable
mysgl command to disable the default MySQL module before you install MySQL.

yum -y install mysgl-community-server --nogpgcheck
3. Runthe following command to checkthe version of MySQL:
mysgl -V
The following command output indicates that MySQL is installed:
mysql Ver 14.14 Distrib 5.7.36, for Linux (x86 64) using EditLine wrapper
4. Runthe following command to start MySQL:
systemctl start mysqgld

5. Runthe following commands in sequence to enable automatic MySQL startup at system startup:

systemctl enable mysqgld

systemctl daemon-reload

Step 4: Install PHP

1. Update the YUM repositories.

i. Runthe following commands to add the EPEL repository:

yum install \
https://repo.ius.io/ius-release-el7.rpm \

https://dl.fedoraproject.org/pub/epel/epel-release-latest-7.noarch.rpm
ii. Runthe following command to add the Webtatic repository:

rpm -Uvh https://mirror.webtatic.com/yum/el7/webtatic-release.rpm

2. Runthe following command to install PHP:

yum -y install php70w-devel php70w.x86 64 php70w-cli.x86 64 php70w-common.x86 64 php70w
-gd.x86 64 php70w-ldap.x86 64 php70w-mbstring.x86 64 php70w-mcrypt.x86 64 php70w-pdo.x
86 64 php70w-mysglnd php70w-fpm php70w-opcache php70w-pecl-redis php70w-pecl-mongodb

3. Runthe following command to checkthe version of PHP:
php -v

The following command output indicates that PHP is installed:
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PHP 7.0.33 (cli) (built: Dec 6 2018 22:30:44) ( NTS )
Copyright (c) 1997-2017 The PHP Group
Zend Engine v3.0.0, Copyright (c) 1998-2017 Zend Technologies
with Zend OPcache v7.0.33, Copyright (c) 1999-2017, by Zend Technologies

Step 5: Configure NGINX
1. Runthe following command to back up the NGINX configuration file:

cp /etc/nginx/nginx.conf /etc/nginx/nginx.conf.bak

2. Modify the NGINX configuration file to add NGINX support for PHP.

@ Note If you do not add this support, PHP-based pages cannot be displayed when you
access them by using a browser.

i. Runthe following command to open the NGINX configuration file:

vim /etc/nginx/nginx.conf

ii. Pressthe /key to enterthe edit mode.
ii. Modify or add the following information enclosed inside the server braces:
Retain the default values for all settings except the following:

m Modify or add information enclosed inside the 1ocation / braces.

location / {

index index.php index.html index.htm;

m Modify or add information enclosed inside the 1ocation ~ .php$ braces.

# Add the following information to make NGINX use Fast Common Gateway Int
erface (FastCGI) to process your PHP requests:
location ~ .php$ {
root /usr/share/nginx/html; # Replace /usr/share/nginx/html with y
our website root directory. In this example, /usr/share/nginx/html is used as the
website root directory.
fastcgi pass 127.0.0.1:9000; # NGINX forwards your PHP requests to
PHP FastCGI Process Manager (PHP-FPM) by using port 9000 of the ECS instance.
fastcgi index index.php;
fastcgi param SCRIPT FILENAME Sdocument rootS$fastcgi script name;
include fastcgi params; # NGINX calls the FastCGI operation to proc
ess the PHP requests.
}
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The following figure shows the added or modified configuration information.

i:1]:80;

_3
fusr/share/nginx/html;

fetc/nginx/default.d/*.conf;

/A

index.php index.html index.htm;

~ .php% {
fusr/share/nginx/html;
127.0.8.1:9000;
index.php;
SCRIPT FILENAME
fastcgl params

484 fae4.html;
- /aea.html {

508 582 563 584 /58x.html;
/58x.html {

iv. Pressthe Esckey, enter :wg, and then press the Enter key to save and close the configuration
file.

3. Runthe following command to start the NGINX service:

systemctl start nginx

4. Runthe following command to enable automatic NGINX startup at systemstartup:

systemctl enable nginx

Step 6: Configure MySQL

1. Runthe following command to checkthe /var/log/mysqgld.logfile, and obtain and record the initial
password of the root user:

grep 'temporary password' /var/log/mysgld.log

The following command output is displayed. aroTRy3+n8*w is the initial password of the root
user. T his initial password will be used when you reset the password of the root user.

2021-11-10T07:01:26.595215Z 1 [Note] A temporary password is generated for root@localho
st: ARQTRy3+n8*W

2. Runthe following command to perform security configurations for MySQL:

mysgl secure installation

44 > Document Version: 20220711



Tutorials-Build a software develop

Elastic Compute Service :
ment environment

i. Enterthe initial password of the root user.

@ Note

Securing the MySQL server deployment.
Enter password for user root: # Enter the initial password that you obtained in the

preceding step.

ii. Reset the password of the root user.

The existing password for the user account root has expired. Please set a new passw
ord.

New password: # Enter a new password. The password must be 8 to 30 characters in le
ngth, and must contain uppercase letters, lowercase letters, digits, and special ch
aracters. Special characters include () "~ ~ ! @ # $$ "~ & *—-+=| {} [ 1 ;"
<>, .2 /.

Re-enter new password: # Enter the new password again.

The 'validate password' plugin is installed on the server.

The subsequent steps will run with the existing configuration

of the plugin.

Using existing password for root.

Estimated strength of the password: 100 # The strength of the new password is conta
ined in the command output.

Change the password for root ? (Press y|Y for Yes, any other key for No) : Y # Ente
r Y to confirm the new password.

# After the new password is set, you need to verify it again.

New password:# Enter the new password.

Re-enter new password: # Enter the new password again.

Estimated strength of the password: 100

Do you wish to continue with the password provided? (Press y|Y for Yes, any other ke

y for No) :Y # Enter Y to confirm the new password.

ii. Enter Yto delete the anonymous user account.

Remove anonymous users? (Press yl|Y for Yes, any other key for No) :Y

Success.

iv. Enter Yto deny remote access by the root user.

Disallow root login remotely? (Press y|Y for Yes, any other key for No) :Y

Success.

v. Enter Yto delete the test database and the access permissions on the database.

Remove test database and access to it? (Press y|Y for Yes, any other key for No) :Y
- Dropping test database...

Success.

- Removing privileges on test database...

Success.

vi. Enter Yto reload privilege tables.

Reload privilege tables now? (Press y|Y for Yes, any other key for No) :Y
Success.
All done!

> Document Version: 20220711 45



Tutorials-Build a software develop

. Elastic Compute Service
ment environment

For more information, see the official MySQL documentation.

Step 7: Configure PHP
1. Create and edit the phpinfo.php file to show PHP information.
i. Run the following command to create the phpinfo.phpfile:
vim <website root directory> /phpinfo.php
The <website root directory>isthe root value enclosed insidethe 1ocation ~ .phps
braces that you configured in the nginx.conf file, as shown in the following figure.

~ .phpt {
Jusr/fshare,
5

-php;
_FILENAME
fastcgi_params;

In this example, the website root directory is /usr/share/nginx/html. You can run the following
command to create the phpinfo.php file:

vim /usr/share/nginx/html/phpinfo.php

ii. Pressthe /keyto enterthe edit mode.

iii. Enterthe following content.The phpinfo() function shows all configuration information of
PHP.

<?php echo phpinfo(); ?>

iv. Pressthe Esckey, enter ;:wg, and then press the Enter key to save and close the configuration
file.

2. Runthe following command to start PHP-FPM:

systemctl start php-fpm

3. Runthe following command to enable automatic PHP-FPM startup at system startup:

systemctl enable php-fpm

Step 8: Test the connection to the LNMP environment

1. Open a browser on your Windows computer or another Windows host that can access the Internet.

2. Inthe address bar, enter nttp://<public IP address of the ECS instance>/phpinfo.php

The following page indicates that the LNMP environment is deployed.

PHP Version 7.0.33 php

System [ Linux .el7.x86_64 #1 SMP Tue Aug 25 17:23:54 UTC 2020 x86_64
Build Date \ Dec 6 2018 22:32:48
Server AP ‘ FPM/FastCGl

What to do next
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Afteryou confirmthat the LNMP environment is deployed, we recommend that you run the following
command to delete the phpinfo.phpfile to ensure system security:

rm -rf <website root directory> /phpinfo.php

Replace the <website root directory>with the website root directory that you configured in the
nginx.conffile.

In this example, the website root directory is /usr/share/nginx/html. Run the following command:

rm -rf /usr/share/nginx/html/phpinfo.php

FAQ

How do | install other NGINX versions?

1. Use a browser to visit the NGINX open source community to obtain the download URLs of NGINX
versions.

Select the NGINX version that you want to install. NGINX 1.8.1 is used in this example.

2. Connect to the ECS instance on which you want to deploy an LNMP environment.

3. Runthe wget command to download NGINX 1.8.1.

You can obtain the URL of the NGINX installation package for the required version from the NGINX
open source community. Then, runthe wget urR. command to download the NGINX installation
package to the ECS instance. For example, you can download NGINX 1.8.1 by running the following
command:

wget http://nginx.org/download/nginx-1.8.1.tar.gz

4. Runthe following command to install NGINX dependencies:

yum install -y gcc-c++
yum install -y pcre pcre-devel
yum install -y zlib zlib-devel

yum install -y openssl openssl-devel

5. Runthe following command to decompress the NGINX 1.8.1 installation package. Then, go to the
folder in which NGINX resides:

tar zxvf nginx-1.8.1.tar.gz

cd nginx-1.8.1

6. Runthe following commands in sequence to compile the source code:

./configure \

--user=nobody \

-—group=nobody \
--prefix=/usr/local/nginx \
--with-http stub status module \
--with-http gzip static module \
--with-http realip module \
--with-http sub module \
--with-http ssl module
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make && make install

7. Runthe following command to go to the sbin directory of NGINX, and then start NGINX:

cd /usr/local/nginx/sbin/

./nginx

8. Use a browserto access <public IP address of the ECS instance>

If the following page appears, it indicates that NGINX was installed successfully and started.

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

3.1.6. Manually build an LNMP environment on a

CentOS 6 instance

This topic describes how to manually build an LNMP environment on an Elastic Compute Service (ECS)
instance that runs a Cent0S 6 operating system. LNMP is an acronym of the names of its original four
open source components: Linux operating system, NGINX web server, MySQL relational database
management system, and PHP programming language.

Prerequisites
e Aninbound rule is added to a security group of the ECS instance to allow traffic on port 80. For more
information, see Add a security group rule.

e The CentQS 6 source address is changed. For more information, see Change the Cent0S 6 source
address.

@ Note CentOS 6 has reached its end of life (EOL). The CentOS 6 source has been removed
fromthe nttp://mirror.centos.org/centos-6/ source address in compliance with the CentQ0S

community rules. You must manually change the CentOS 6 source address to ensure that the YUM
repository is available. Otherwise, errors are reported when you run yum commands.

Context

This topic is intended for individual users who are familiar with Linux operating systems but new to using
Alibaba Cloud ECS to build websites.

This topic describes how to manually build an LNMP environment. You can also purchase an LNMP image
in Alibaba Cloud Marketplace and create an ECS instance fromthe image to build websites.

The following configurations and software versions are used in the example:

e Instance type: ecs.c6.large
e Operating system: a CentOS 6.8 32-bit public image
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@ Note If you are using a 32-bit operating system, select an instance type with up to 4 GiB of
memory.

e NGINX: nginx 1.10.2

e MySQL: MySQL 5.6.24

e PHP: PHP 5.6.23

o Networktype: Virtual Private Cloud (VPC)
e |P address: a public IP address

If you use software versions different fromthe preceding ones, you may need to adjust commands and
parameter settings.
Step 1: Prepare the compilation environment
1. Create a CentOS 6 instance.
For more information, see Create an instance by using the wizard.
2. Connect to the CentOS 6 instance.
For more information, see Connect to a Linux instance by using a password.

3. Runthe cat /etc/redhat-release command to checkthe operating system version.

Step 2: Install and configure NGINX
1. Runthe following commands in sequence to add a user to run the NGINX service process:

groupadd -r nginx

useradd -r -g nginx nginx

2. Download the source code package and then decompress and compile the package.

i. Runthe following command to download the source code package:

wget http://nginx.org/download/nginx-1.10.2.tar.gz
ii. Runthe following command to decompress the source code package:

tar xvf nginx-1.10.2.tar.gz -C /usr/local/src

iii. Runthe following commands in sequence to install compilation tools:

yum groupinstall "Development tools"

yum -y install gcc wget gcc-c++ automake autoconf libtool libxml2-devel libxslt-dev

el perl-devel perl-ExtUtils-Embed pcre-devel openssl-devel

iv. Runthe following command to go to the directory of the NGINX source code package:

cd /usr/local/src/nginx-1.10.2
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v. Runthe following commands to compile the source code:

./configure \

--prefix=/usr/local/nginx \
--sbin-path=/usr/sbin/nginx \
--conf-path=/etc/nginx/nginx.conf \
--error-log-path=/var/log/nginx/error.log \
--http-log-path=/var/log/nginx/access.log \
--pid-path=/var/run/nginx.pid \
--lock-path=/var/run/nginx.lock \
--http-client-body-temp-path=/var/tmp/nginx/client \
--http-proxy-temp-path=/var/tmp/nginx/proxy \
--http-fastcgi-temp-path=/var/tmp/nginx/fcgi \
--http-uwsgi-temp-path=/var/tmp/nginx/uwsgi \
--http-scgi-temp-path=/var/tmp/nginx/scgi \
--user=nginx \

--group=nginx \

-—with-pcre \

--with-http v2 module \
—--with-http ssl module \
--with-http realip module \

--with-http addition module \
--with-http sub module \
--with-http dav module \
--with-http flv module \
—-with-http mp4 module \
--with-http gunzip module \
--with-http gzip static module \
--with-http random index module \
--with-http secure link module \
—--with-http stub status module \
--with-http auth request module \

-—with-mail \

--with-mail ssl module \

--with-file-aio \

—--with-ipv6 \

--with-http v2 module \

--with-threads \

--with-stream \

--with-stream ssl module

make && make install

vi. Runthe following command to create a directory:
mkdir -p /var/tmp/nginx/client
3. Add the SysV startup script.

i. Runthe wvi /etc/init.d/nginx command to openthe SysV startup script file.

ii. Pressthe /key and add the following content to the script file:

#!/bin/sh
#

# nginx - this script starts and stops the nginx daemon
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#

# chkconfig: - 85 15

# description: Nginx is an HTTP(S) server, HTTP(S) reverse \
# proxy and IMAP/POP3 proxy server

# processname: nginx

# config: /etc/nginx/nginx.conf

# config: /etc/sysconfig/nginx

# pidfile: /var/run/nginx.pid

# Source function library.

/etc/rc.d/init.d/functions
# Source networking configuration.
/etc/sysconfig/network
# Check that networking is up.
[ "SNETWORKING" = "no" ] && exit 0
nginx="/usr/sbin/nginx"
prog=$ (basename $nginx)
NGINX CONF FILE="/etc/nginx/nginx.conf"
[ -f /etc/sysconfig/nginx ] && . /etc/sysconfig/nginx
lockfile=/var/lock/subsys/nginx
start () |
[ -x $nginx ] || exit 5
[ -f SNGINX CONF FILE ] || exit 6
echo -n $"Starting $prog: "
daemon $nginx -c SNGINX CONF FILE
retval=$?
echo
[ Sretval -eq 0 ] && touch $lockfile
return S$retval
}
stop () {
echo -n $"Stopping $prog: "
killproc $prog -QUIT
retval=$?
echo
[ Sretval -eq 0 ] && rm -f $lockfile
return $retval
killall -9 nginx
}
restart () {
configtest || return $?
stop
sleep 1
start
}
reload () {
configtest || return $?
echo -n $"Reloading $prog: "
killproc $nginx -HUP
RETVAL=S$?
echo
}
force reload() {

restart
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contigtest() {
Snginx -t -c $NGINX_CONF_FILE
}
rh status() {
status $prog
}
rh status qg() {
rh status >/dev/null 2>&1
}
case "S$1" in
start)
rh_status g && exit O
51
stop)
rh status g || exit O
51
restart|configtest)
$1
i
reload)
rh status g || exit 7
51
force-reload)
force reload
status)
rh status
condrestart|try-restart)
rh status g || exit O
*)
echo $"Usage: $0 {start|stop|status|restart|condrestart|try-restart|reload]|fo
rce-reload|configtest}"
exit 2

esac

iii. Pressthe Esckey, enter :wqg, and then press the Enter key to save and close the SysV startup
script file.

4. Runthe following command to grant execute permissions on the script:

chmod +x /etc/init.d/nginx

5. Runthe following commands in sequence to add NGINX to the list of system services and enable
NGINX to start on systemstartup:

chkconfig --add nginx

chkconfig nginx on

6. Runthe following command to start the NGINX service:
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service nginx start

7. Test whether NGINX is installed.
i. Logonto the ECS console.
ii. Inthe left-side navigation pane, choose Instances & Images > Instances.

ii. OntheInstances page, find the instance that you created and copy its public IP address from
the IP Address column.

iv. Inthe browser address bar, enter the IP address and press the Enter key.
The following page indicates that NGINX is installed.

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

Step 3: Install and configure MySQL
1. Runthe following commands in sequence to prepare the compilation environment:

yum groupinstall "Server Platform Development" "Development tools" -y

yum install cmake -y

2. Create a directory to store MySQL data.
i. Runthe mkdir /mnt/data command to create adirectory to store MySQL data.
ii. Runthe groupadd -r mysql command to create a usergroup named mysql

ii. Runthe useradd -r -g mysql -s /sbin/nologin mysql command to create a user named
mysql

iv. Runthe id mysgql command to checkwhetherthe useris created.

V. Runthe chown -R mysgl:mysql /mnt/data command to change the group and user of the
MySQL data directoryto  mysql

3. Download the latest stable version of the source code package and then decompress and compile
it.

i. Run one of the following commands to download the source code package:

wget https://dev.mysqgl.com/get/Downloads/mysgl-5.6.24.tar.gz

wget https://cdn.mysqgl.com/archives/mysql-5.6/mysql-5.6.24.tar.gz

ii. Runthe following command to decompress the source code package:

tar xvf mysqgl-5.6.24.tar.gz -C /usr/local/src
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iii. Runthe following command to go to the directory of the MySQL source code package:

cd /usr/local/src/mysql-5.6.24

iv. Run the following commands in sequence to compile the source code package:

cmake . -DCMAKE INSTALL PREFIX=/usr/local/mysqgl \
-DMYSQL DATADIR=/mnt/data \
-DSYSCONFDIR=/etc \

-DWITH INNOBASE STORAGE ENGINE=1 \
-DWITH ARCHIVE STORAGE ENGINE=1 \
-DWITH BLACKHOLE STORAGE ENGINE=1 \
-DWITH READLINE=1 \
-DWITH_SSL=system \

-DWITH ZLIB=system \

-DWITH LIBWRAP=0 \
-DMYSQL TCP PORT=3306 \

-DMYSQL UNIX ADDR=/tmp/mysql.sock \
-DDEFAULT CHARSET=utf8 \

-DDEFAULT COLLATION=utf8 general ci

make && make install

4. Configure MySQL.

i. Runthe following command to change the group and user of the MySQL installation directory
to mysql:

chown -R mysqgl:mysqgl /usr/local/mysqgl/
ii. Runthe following commands in sequence to initialize the database:

cd /usr/local/mysql

/usr/local/mysql/scripts/mysql install db --user=mysql --datadir=/mnt/data/

@ Note After MySQL is installed on CentQS 6.8, a file named my.cnf appears in the /etc
directory. You must change the file name. For example, change the file name to /etc/my.c
nf.bak. Otherwise, the file interferes with the configuration process of MySQL and causes
MySQLto failto start.

iii. Runthe following commands in sequence to copy the configuration file of MySQL:

cp /usr/local/mysqgl/support-files/mysqgl.server /etc/init.d/mysqgld

cp /usr/local/mysql/support-files/my-default.cnf /etc/my.cnf

iv. Runthe following command to grant execute permissions on the startup script of MySQL:

chmod +x /etc/init.d/mysqgld
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v. Runthe following commands in sequence to add MySQL to the list of system services and
enable MySQL to start on system startup:

chkconfig --add mysqgld

chkconfig mysgld on

vi. Runthe following command to change the installation and data storage paths in the
configuration file:

echo -e "basedir = /usr/local/mysqgl\ndatadir = /mnt/data\n" >> /etc/my.cnf
vii. Runthe following commands to set the PATH environment variable:

echo "export PATH=$PATH:/usr/local/mysqgl/bin" > /etc/profile.d/mysqgl.sh

source /etc/profile.d/mysqgl.sh

5. Runthe following command to start the MySQL service:

service mysqgld start

6. Runthe following command to connect to the MySQL database for testing:

mysgl -h 127.0.0.1

Step 4: Install PHP-FPM

NGINX acts as a web server and does not directly call or parse external programs when it receives
requests. It must use Fast Common Gateway Interface (Fast CGl) to call external programs. However, in
case of a PHP request, NGINX transfers the request to a PHP interpreter and returns the result to the
client. PHP-FPM is a Fast CGl process manager that can parse PHP code. PHP-FPM provides better PHP
process management methods to effectively control memory and processes and smoothly reload PHP

configurations.

1. Runthe following command to install the dependency:

yum install libmcrypt libmcrypt-devel mhash mhash-devel libxml2 libxml2-devel bzip2 bzi
p2-devel

2. Download the latest stable version of the source code package, and decompress and compile it.

i. Runthe following command to download the source code package:

wget http://cn2.php.net/get/php-5.6.23.tar.bz2/from/this/mirror

@ Note

ii. Runthe following commands in sequence to decompress the source code package:

cp mirror php-5.6.23.tar.bz2

tar xvf php-5.6.23.tar.bz2 -C /usr/local/src

> Document Version: 20220711 55



Tutorials-Build a software develop

. Elastic Compute Service
ment environment

iii. Runthe following command to go to the directory of the PHP source code package:

cd /usr/local/src/php-5.6.23

iv. Run the following commands in sequence to compile the source code package:

./configure --prefix=/usr/local/php \
-—-with-config-file-scan-dir=/etc/php.d \
--with-config-file-path=/etc \
--with-mysgl=/usr/local/mysgl \
--with-mysqli=/usr/local/mysql/bin/mysql config \
-—enable-mbstring \

--with-freetype-dir \

--with-jpeg-dir \

--with-png-dir \

--with-zlib \

--with-libxml-dir=/usr \

--with-openssl \

--enable-xml \

--enable-sockets \

-—enable-fpm \

--with-mcrypt \

—-with-bz2

make && make install

3. Configure PHP.

i. Runthe following commands in sequence to add the PHP and PHP-FPM configuration files:

cp /usr/local/src/php-5.6.23/php.ini-production /etc/php.ini
cd /usr/local/php/etc/
cp php-fpm.conf.default php-fpm.conf

sed -1 's@;pid = run/php-fpm.pid@pid = /usr/local/php/var/run/php-fpm.pid@' php-fpm

.conf
ii. Runthe following command to add the PHP-FPM startup script:
cp /usr/local/src/php-5.6.23/sapi/fpm/init.d.php-fpm /etc/init.d/php-fpm
ii. Runthe following command to grant execute permissions on the PHP-FPM startup script:
chmod +x /etc/init.d/php-fpm

iv. Run the following commands in sequence to add PHP-FPM to the list of system services and
enable PHP-FPMto start on system startup:

chkconfig --add php-fpm
chkconfig --list php-fpm

chkconfig php-fpm on
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4. Runthe following command to start PHP-FPM:
service php-fpm start
5. Add the NGINX support for FastCGl.
i. Runthe following command to back up the default NGINX configuration file:

cp /etc/nginx/nginx.conf /etc/nginx/nginx.conf.bak

ii. Runthe following command to add the NGINX configuration file:

cp /etc/nginx/nginx.conf.default /etc/nginx/nginx.conf

ii. Runthe vi /etc/nginx/nginx.conf command to openthe NGINX configuration file.
iv. Pressthe /key and add index.php to the index line to support .php index page files.

Example:

location / {
root  /usr/local/nginx/html;

index index.php index.html index.htm;

v. Delete the annotation symbol in front of the following content:

location ~ \.php$ {

root html;

fastcgi pass 127.0.0.1:9000;

fastcgi index index.php;

fastcgi param SCRIPT FILENAME /scripts$fastcgi script name;

include fastcgi params;

Vi. Change root html; tO root /usr/local/nginx/html;

Vii. Change fastcgi param SCRIPT FILENAME /scripts$fastcgi script name; 1O fastcgi para

m SCRIPT FILENAME /usr/local/nginx/html/$fastcgi script name;

viii. Pressthe Esckey, enter swq, and then press the Enter key to save and close the NGINX
configuration file.

6. Runthe service nginx reload command to reload the NGINX configuration file.

7. Modify the index.phpfile.

i. Runthe vi /usr/local/nginx/html/index.php command to openthe index.phpfile.

ii. Pressthe /key and enterthe following content:

<?php

Sconn=mysgl connect ('127.0.0.1','root',"'");

if (Sconn) {

echo "LNMP platform connect to mysgl is successful!";
telse(

echo "LNMP platform connect to mysgl is failed!";

}

phpinfo () ;

2>
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iii. Pressthe Esckey, enter :wg, and then press the Enter key to save and close the index.phpfile.

Step 5: Test the connection to the LNMP environment

1.
2.

3. Onthelnstances page, find the instance where the LNMP environment is built and copy the public
IP address of the instance fromthe IP Address column.

4. Inthe browser address bar, enter the IP address and press the Enter key.
The following page indicates that the LNMP environment is built.

LNMP platform connect to mysql is successfull

PHP Version 5.6.23

Php

System Linux test 2.6.32-696.6.3.e16.x86_64 #1 SMP Wed Jul 12 14:17:22 UTC 2017 »86_64
Build Date Oct 31 2018 17:11:07
Configure Command ' fconfigure' *--prefix=/usr/local/php' "--with-config-file-scan-dir=/etc/php.d’ '--with-config-file-

path=/etc' '--with-mysql=/usr/local /mysql' *--with-mysgli=/usr/local fmysql/bin/mysgl_config® '--enable-
mbstring' '--with-freetype-dir' --with-jpeg-dir' "--with-png-dir' *--with-zlib’ "--with-libxml-dir=/usr" '--
with-openssl' "--enable-xml' *--enable-sockets' '--enable-fpm' '--with-merypt' '--with-bz2'

Server API FPM/FastCGI
Virtual Directory Support disabled
Configuration File (php.ini) Path Jetc

Loaded Configuration File fetc/php.ini
Scan this dir for additional .ini files fetc/php.d

3.2. Build a LAMP environment
3.2.1. Build a LAMP environment on a Ubuntu 20

instance

LAMP is an acronym of the names of its original four components: the Linux operating system, Apache
HTTP Server, MySQL relational database management system, and PHP programming language. LAMP
environments are commonly used web development environments. T his topic describes how to build a
LAMP environment on an Elastic Compute Service (ECS) instance that runs Ubuntu.

Prerequisites
e AnECS instance is created and assigned a public IP address. For more information, see Create an

instance by using the wizard.

In this example, an ECS instance that has the following configurations is used. We recommend that
you use the same operating system version as that used in the example to prevent command errors
caused by operating system version issues.

o Instance type: ecs.c6.large

o Operating system: Ubuntu 20.04 64-bit public image

o Networktype: Virtual Private Cloud (VPC)

o IP address: a public IP address

e Aninbound rule is added to a security group of the ECS instance to allow traffic on ports 22 and 80.
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For more information, see Add a security group rule.

Context

This topic is intended for individual users who are familiar with Linux operating systems but new to using
Alibaba Cloud ECS to build websites. The following software versions are used in the sample procedure.
The operations may vary based on your instance type and software versions.

e Apache: 2.4.41

e MySQL: 8.0.27

e PHP:74.3

Step 1: Make preparations

1. Connect to the ECS instance on which you want to build a LAMP environment.
For more information, see Connection methodsGuidelines on instance connection.
2. Disable the firewall on the instance operating system.

i. Runthe following command to checkthe state of the firewall:

sudo ufw status

m If the firewall is disabled and inthe inactive state, status: inactive is displayed.
m [f the firewallis enabled and in the active state, status: active is displayed.

ii. (Optional) Disable the firewall.

If the firewall is enabled, run the following command to disable the firewall and prevent the
firewall fromstarting on instance startup:

sudo ufw disable

@ Note If you want to re-enable the firewall after it is disabled and start the firewall
oninstance startup, run the sudo ufw enable command.

Step 2: Install Apache
1. Runthe following command to update the Ubuntu software packages:

sudo apt update
2. Runthe following command to install Apache:
sudo apt-get -y install apache?
3. Runthe following command to checkthe Apache version:
apache2 -v

The following example command output indicates that Apache is installed and its version is 2.4.41:

Server version: Apache/2.4.41 (Ubuntu)
Server built: 2022-01-05T14:49:56

4. Runthe following command to start Apache and configure Apache to start on systemstartup:

> Document Version: 20220711 59


https://www.alibabacloud.com/help/doc-detail/25471.htm#concept-sm5-2wz-xdb
https://www.alibabacloud.com/help/doc-detail/71529.htm#concept-tmr-pgx-wdb

Tutorials-Build a software develop

. Elastic Compute Service
ment environment

sudo systemctl start apache2

5. Onyour Windows computer or another host that can access the Internet, use a browser to access <
Public IP address of the ECS instance>.

If the following default Apache homepage is displayed, Apache is working normally.

@ Apache2 Ubuntu Default Page

%_

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/wwv/hinl/index. hinl)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means

that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Configuration Overview

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

Step 3: Install and configure MySQL
1. Install MySQL.

i. Runthe following command to install MySQL:

sudo apt -y install mysgl-server

ii. Runthe following command to checkthe MySQL version:

sudo mysqgl -V

The following example command out put indicates that MySQL is installed and its version is
8.0.27:

mysgql Ver 8.0.27-Oubuntu0.20.04.1 for Linux on x86 64 ((Ubuntu))

2. Runthe following command to start MySQL:
sudo systemctl start mysqgl
3. Configure MySQL.
i. Runthe following command to configure the security settings of MySQL:

sudo mysql secure installation

ii. Enter Yto use the password verification tool that comes with MySQL.

VALIDATE PASSWORD COMPONENT can be used to test passwords

and improve security. It checks the strength of password

and allows the users to set only those passwords which are

secure enough. Would you like to setup VALIDATE PASSWORD component?
Press yl|Y for Yes, any other key for No: Y
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iii. Configure a password strength.

In this example, 1 isused, whichindicatesthe wMepTUM password strength. You can
configure a password strength based on your business requirements. We recommend that you
use the STRONG password strength to improve data protection.

There are three levels of password validation policy:

Low Length >= 8

MEDIUM Length >= 8, numeric, mixed case, and special characters

STRONG Length >= 8, numeric, mixed case, special characters and dictionary
file

Please enter 0 = LOW, 1 = MEDIUM and 2 = STRONG: 1

iv. Set a password for MySQL.

® Note

Please set the password for root here.
New password:
Re-enter new password:

Estimated strength of the password: 100

v. Enter Yto use the password that you set.

Do you wish to continue with the password provided? (Press y|Y for Yes, any other ke
y for No) : Y

vi. Enter Yto delete the anonymous user account that comes with MySQL.

By default, a MySQL installation has an anonymous user,
allowing anyone to log into MySQL without having to have

a user account created for them. This is intended only for
testing, and to make the installation go a bit smoother.
You should remove them before moving into a production
environment.

Remove anonymous users? (Press yl|Y for Yes, any other key for No) : Y

vii. Enter Yto deny remote access by the root account to MySQL.

Normally, root should only be allowed to connect from
'localhost'. This ensures that someone cannot guess at
the root password from the network.

Disallow root login remotely? (Press y|Y for Yes, any other key for No) : Y

vii. Enter Yto delete the test database and the access permissions on the database in MySQL.

By default, MySQL comes with a database named 'test' that

anyone can access. This is also intended only for testing,

and should be removed before moving into a production

environment.

Remove test database and access to it? (Press y|Y for Yes, any other key for No)
Y
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iX. Enter Yto reload privilege tables.

Reloading the privilege tables will ensure that all changes
made so far will take effect immediately.

Reload privilege tables now? (Press y|Y for Yes, any other key for No) : Y
When the configuration is complete, 211 done! is displayed in the command output.

4. Checkwhetheryou canlog onto MySQL.

i. Runthe following command to log onto MySQL:

sudo mysgl -uroot -p

ii. Atthe Enter password: prompt,enterthe password that you set for MySQL.
@ Note

The following example command out put indicates that you are logged on to MySQL.

root@test:~# sudo mysql -uroot -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 1@

Server version: 8.8.27-@ubuntu@.20.64.1 (Ubuntu)

Copyright (c) 2eee, 2821, Oracle and/or its affiliates.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Qther names may be trademarks of their respective
owners.

Type ‘help;® or ‘\h' for help. Type '\c' to clear the current input statement.

mysql>
jii. Runthe following command to exit MySQL:

exit;

Step 4: Install PHP
1. Runthe following command to install PHP:
sudo apt -y install php-fpm
2. Runthe following command to check the PHP version:
sudo php -v
The following example command output indicates that PHP is installed and its version is 7.4.3:

PHP 7.4.3 (cli) (built: Nov 25 2021 23:16:22) ( NTS )
Copyright (c) The PHP Group
Zend Engine v3.4.0, Copyright (c) Zend Technologies
with Zend OPcache v7.4.3, Copyright (c), by Zend Technologies

Step 5: Create and access a test webpage

1. Inthe root directory of the Apache website, create a test webpage.
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i. Runthe following command to view the path information of the root directory of the Apache
website:

sudo cat /etc/apache2/sites-available/000-default.conf

The DocumentRoot /var/www/html line in the command output indicates that the website
root directory is /var/www/html.

ii. Runthe following command to create a test webpage in the website root directory and add
the phpinfo() functionsto the webpage.

The opnpinfo() functionis used to show all configuration information of PHP.
sudo echo "<?php phpinfo(); ?>" > /var/www/html/phpinfo.php
2. Runthe following command to restart Apache:
sudo systemctl restart apache2

3. Onyour Windows computer or another host that can access the Internet, use a browserto access
<Public IP address of the ECS instance>/phpinfo.php

The following page shows PHP settings and indicates that the LAMP environment is built.

PHP Version 7.4.3 PhP
System Linux test 5.4.0-92-generic #103-Ubuntu SMP Fri Nov 26 16:13:00 UTC 2021 x856_64

Build Date Nov 25 2021 23:16:22

Server APl Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path fetc/php/7.4/apache2

Loaded Configuration File fetc/php/7.4/apache2/php.ini

Scan this dir for additional .ini files fetc/php/7.4/apache2/conf.d

What's next

After the LAMP environment is built, we recommend that you delete the phpinfo.php test file to
prevent data leaks.

rm -rf <Website root directory> /phpinfo.php

In this example, /var/www/html is used as the website root directory. Run the following command to
delete the test file:

rm -rf /var/www/html/phpinfo.php

3.2.2. Build a LAMP environment on a Cent0S 7

instance

This topic describes how to build a LAMP stack on an Elastic Compute Service (ECS) instance. LAMP is an
acronym of the names of its original four components: the Linux operating system, Apache HTTP
Server, MySQL relational database management system, and PHP programming language.

Prerequisites

e AnECS instance is created and assigned a public IP address. For more information, see Creation
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In this example, an ECS instance that has the following configurations is used. We recommend that
you use the same operating system version as that used in the example to prevent command errors
caused by operating system version issues.

o Instance type: ecs.cé.large

o QOperating system: CentQS 7.8 64-bit public image
o Networktype: Virtual Private Cloud (VPC)

o IP address: a public IP address

e Aninbound rule is added to a security group of the ECS instance to allow traffic on ports 22 and 80.
For more information, see

Context

This topic is intended for individual users who are familiar with Linux operating systems but new to using
Alibaba Cloud ECS to build websites. The following software versions are used in the sample procedure.
The operations may vary based on your instance type and software versions.

e Apache HTTP Server: 2.4.6

e MySQL: 5.7.31

e PHP 7.0.33

e phpMyAdmin 4.0.10.20

This topic describes how to manually build a LAMP stack. You can also purchase a LAMP image on
and create an ECS instance from the image to build websites.

Step 1: Make preparations

1.
2.

3. Runthe cat /etc/redhat-release command to checkthe operating system version.

[root@test ~]# cat /etc/redhat-release

Cent0S Linux release 7.8.2003 (Core)

4. Disable the firewall.

i. Runthe systemctl status firewalld command to checkthe state of the firewall.

m If the firewall is in the /nactive state, the firewall is disabled.

m If the firewallis in the active state, the firewall is enabled. In this example, the firewall is in
the active state and must be disabled.
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ii. Disable the firewall. Skip this step if the firewall is already disabled.

m To temporarily disable the firewall, run the systemctl stop firewalld command.
@ Note Afteryou run the preceding command, the firewall is disabled. The next
time you restart the Linux operating system, the firewall is re-enabled and enters the
active state.

m To permanently disable the firewall, run the systemctl disable firewalld command.

(@ Note You canre-enable the firewall after it is disabled. For more information, visit
the official firewalld website.

5. Disable Security-Enhanced Linux (SELinux).

i. Runthe getenforce command to checkthe state of SELinux.

m If SELinux is in the Disabled state, SELinux is disabled.

m [f SELinux is in the Enforcing state, SELinux is enabled. In this example, SELinux is in the
Enforcing state and must be disabled.

ii. Disable SELinux. Skip this step if SELinux is already disabled.

m To temporarily disable SELinux, runthe setenforce 0 command.

@ Note Afteryou run the preceding command, SELinux is disabled. The next time
you restart the Linux operating system, SELinux is enabled and enters the Enforcing
state.

m To permanently disable SELinux, run the vi /etc/selinux/config command to edit the
SELinux configuration file. Press the Enter key. Move the pointerto the srELINUX=enforcing
line and press the /key to switch to the edit mode. Change the lineto SELINUX=disabled
and press the Esc key. Enter :wqg and press the Enter key to save and close the SELinux
configuration file. Restart the operating systemto apply the settings.

@ Note You canre-enable SELinux after it is disabled. For more information, see
SELinux documentation.

Step 2: Install Apache
1. Runthe following command to install Apache and its extension package:
yum -y install httpd httpd-manual mod ssl mod perl mod auth mysql

2. Runthe httpd -v command to check the Apache version.

rver version: Apache/2.4.6 (Cent0S)

rver built: Apr 2 2020 13:13:23

o

S
S

o

3. Runthe following commands in sequence to start Apache and configure Apache to start on
systemstartup:
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systemctl start httpd

systemctl enable httpd

4. Checkthe installation result.
i. Logontothe.
ii. Inthe left-side navigation pane, choose .

ii. OntheInstances page, find the instance on which you want to build a LAMP environment and
copy its public IP address fromthe IP Address column.

iv. Enter http://<Public IP address of the ECS instance> inthe address bar of your browser

and press the Enterkey.
If the following page is displayed, Apache is started.

This page is used to test the proper operation of the Apache HTTP server after it has
been installed. If you can read this page it means that this site is working properly. This
server is powered by CentOS.

Step 3: Install and configure MySQL
1. Runthe following command to update the YUM repository:

rpm -Uvh http://dev.mysql.com/get/mysgql57-community-release-el7-9.noarch.rpm

2. Runthe following command to install MySQL:

@ Note If you are using an operating system whose kernel version is el8, you may receive
the ©No match for argument error message. If this occurs, run the yum module disable
mysgl command to disable the default MySQL module before you install MySQL.
yum -y install mysgl-community-server --nogpgcheck
3. Runthe following command to check the MySQL version:
mysql -V
The following example command out put indicates that MySQL is installed:
mysql Ver 14.14 Distrib 5.7.31, for Linux (x86 64) using EditLine wrapper
4. Run the following command to start MySQL:

systemctl start mysgld

5. Runthe following commands in sequence to configure MySQL to start on system startup:

systemctl enable mysqgld
systemctl daemon-reload

6. Runthe following command to checkthe initial password of the root account used to log onto
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MySQL:
grep "password" /var/log/mysqgld.log

A command out put similar to the following one is returned and displays the initial password of the
root account. In this example, the initial password of the root account is +47,uijcojcu

2020-08-28T03:01:49.848762Z 1 [Note] A temporary password is generated for root@localho
st: +47,uijcojcU

7. Runthe following command to configure the security settings of MySQL:

mysql secure installation

Performthe following operations:

i. Reset the password of the root account.

@ Note You must keep the password of the root account secure.

Enter password for user root: # Enter the initial password of the root account that

you obtained in the preceding step.

The existing password for the user account root has expired. Please set a new passw

ord.

New password: # Enter a new password that is 8 to 30 characters in length. The pass

word must contain uppercase letters, lowercase letters, digits, and special charact

ers. Supported special characters include () ~ ~ ! @ # $ % "~ & * -+ =] { } [ ]
;o Y< >, L2/

Re-enter new password: # Enter the new password again.

The 'validate password' plugin is installed on the server.

The subsequent steps will run with the existing configuration

of the plugin.

Using existing password for root.

Estimated strength of the password: 100

Change the password for root ? ((Press y|Y for Yes, any other key for No) :Y # Ente

r Y and enter the new password again.

New password: # Enter the new password again.

Re-enter new password: # Enter the new password again.

Estimated strength of the password: 100

Do you wish to continue with the password provided? (Press y|Y for Yes, any other ke

y for No) :Y # Enter Y to use the new password.

ii. Enter Yto delete the anonymous user account.

By default, a MySQL installation has an anonymous user,

allowing anyone to log into MySQL without having to have

a user account created for them. This is intended only for

testing, and to make the installation go a bit smoother.

You should remove them before moving into a production

environment.

Remove anonymous users? (Press y|Y for Yes, any other key for No) : Y # Enter Y to
delete the anonymous user.

Success.
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ii. Enter Yto deny remote access by the root account.

Normally, root should only be allowed to connect from

'localhost'. This ensures that someone cannot guess at

the root password from the network.

Disallow root login remotely? (Press y|Y for Yes, any other key for No) : Y # Enter
Y to deny remote access by the root account.

Success.

iv. Enter Yto delete the test database and the access permissions on the database.

By default, MySQL comes with a database named 'test' that

anyone can access. This is also intended only for testing,

and should be removed before moving into a production

environment.

Remove test database and access to it? (Press y|Y for Yes, any other key for No)

Y # Enter Y to delete the test database and the access permissions on the database.
- Dropping test database...

Success.
- Removing privileges on test database...

Success.

v. Enter Yto reload privilege tables.

Reloading the privilege tables will ensure that all changes

made so far will take effect immediately.

Reload privilege tables now? (Press y|Y for Yes, any other key for No) : Y # Enter
Y to reload privilege tables.

Success.

All done!

Step 4: Install PHP

1. Update the YUM repository.

i. Runthe following commands to add the EPEL repository:

yum install -y \
https://repo.ius.io/ius-release-el7.rpm \

https://dl.fedoraproject.org/pub/epel/epel-release-latest-7.noarch.rpm
ii. Runthe following command to add the Webtatic repository:
rpm -Uvh https://mirror.webtatic.com/yum/el7/webtatic-release.rpm
2. Runthe following command to install PHP:

yum -y install php70w-devel php70w.x86 64 php70w-cli.x86 64 php70w-common.x86 64 php70w
-gd.x86 64 php70w-ldap.x86 64 php70w-mbstring.x86 64 php70w-mcrypt.x86 64 php70w-pdo.x
86 64 php70w-mysglnd php70w-fpm php70w-opcache php70w-pecl-redis php70w-pecl-mongodb

3. Runthe following command to checkthe PHP version:
php -v

The following example command output indicates that PHP is installed:
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PHP 7.0.33 (cli) (built: Dec 6 2018 22:30:44) ( NTS )
Copyright (c) 1997-2017 The PHP Group
Zend Engine v3.0.0, Copyright (c) 1998-2017 Zend Technologies
with Zend OPcache v7.0.33, Copyright (c) 1999-2017, by Zend Technologies

4. Runthe following command to create atest file in the root directory of the Apache website:
echo "<?php phpinfo(); ?>" > /var/www/html/phpinfo.php

5. Runthe following command to restart Apache:
systemctl restart httpd

6. Enter http://<Public IP address of the ECS instance>/phpinfo.php inthe address bar of your
browser and press the Enterkey.

If the following page is displayed, PHP is installed.

‘php

System Linux test 3.10.0-1127.13.1.el7.x856_64 #1 SMP Tue Jun 23 15:46:38 UTC 2020 x86_64
Build Date Dec 6 2018 22:31:47

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path fetc

Loaded Configuration File fetc/php.ini

Scan this dir for additional .ini files fetc/php.d

Step 5: Install phpMyAdmin

phpMyAdmin is a MySQL databases management tool that allows you to manage databases
conveniently by using web interfaces.

1. Runthe following command to prepare a directory to store phpMyAdmin data:

mkdir -p /var/www/html/phpmyadmin

2. Runthe following commands to download and decompress the phpMyAdmin package.

i. Runthe following commands in sequence to switch to the home directory and download the
phpMyAdmin package:

cd

wget —--no-check-certificate https://files.phpmyadmin.net/phpMyAdmin/4.0.10.20/phpMy
Admin-4.0.10.20-all-languages.zip

ii. Runthe following commands in sequence to install the unzip tool and decompress the
phpMyAdmin package:

yum install -y unzip
unzip phpMyAdmin-4.0.10.20-all-languages.zip

3. Runthe following command to copy the phpMyAdmin files to the prepared directory:

mv phpMyAdmin-4.0.10.20-all-languages/* /var/www/html/phpmyadmin
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4. Enter http://<Public IP address of the ECS instance>/phpmyadmin inthe address bar of your

browser and press the Enterkey to go to the logon page of phpMyAdmin.
If the following page is displayed, phpMyAdmin is installed.

php
Welcome to phpMyAdmin

Language

English :I

Log in &
Username:

Password:

5. Enter your MySQL username and password and click Go.

3.3. Configure Java Web

3.3.1. Overview of deployment methods

Tomcat is a free, open source Java web server used for web development. It can host Java web
applications that consist of Java Servlets, JavaServer pages (dynamic content), HT ML pages, JavaScript,
style sheets, and pictures (static content).

You can deploy a Java web environment by using one of the following methods:
e Manually deploy the environment

This method is applicable to users who have basic knowledge of Linux commands. You can manually
install and configure a Java web environment. For more information, see Manually deploy a Java web
environment on a Cent0S 7 instance.

e Use Cloud ToolKit

Alibaba Cloud Toolkit for Eclipse (Cloud ToolKit) is a free plug-in that can be used within an
integrated development environment (IDE). It helps developers deploy applications that are suitable
for running on the cloud. After you develop, debug, and test an application on your local PC, you can
use this plug-in to deploy the application on an ECS instance.

For information about how to deploy a Java web environment by using Eclipse, see Use Cloud Toolkit to
deploy a Java web environment.
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3.3.2. Manually deploy a Java web environment
on an instance that runs Alibaba Cloud Linux 2

This topic describes how to manually deploy a Java web environment on an Elastic Compute Service
(ECS) instance that runs Alibaba Cloud Linux 2. This topic is applicable to individual users who are new to
website construction on ECS instances.

Context

The following instance type and software versions are used in this topic. Operations may vary based on
your software versions.

e Instance type: ecs.cé.large

e QOperating system: Alibaba Cloud Linux 2.1903 LTS 64-bit
e Java Development Kit (JDK): 1.8.0_292

e Apache Tomcat: 8.5.69

@ Note Inthis example, Apache Tomcat 8.5.69 is used. The source code is upgraded on a
regular basis. You can manually obtain a version appropriate to your requirements.

Step 1: Make preparations

1. Add inbound rules to the security group of the instance to allow traffic on the required ports.

For more information, see . In this example, inbound rules are added to
allow traffic on SSH port 22, HTTP port 80, HTTPS port 443, and Apache Tomcat port 8080.

2. Connect to the instance.
For more information, see
3. Disable the firewall.

i. Runthe systemctl status firewalld command to checkthe state of the firewall.

m If the firewall is disabled, it is in the inactive state.

m If the firewall is enabled, it is in the active state. In this example, the firewall is in the active
state and must be disabled.
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ii. Disable the firewall. Skip this step if the firewall is already disabled.

m To temporarily disable the firewall, run the following command:
systemctl stop firewalld

@ Note Afteryou run the preceding command, the firewall is disabled. The next
time you restart the Linux operating system, the firewall is re-enabled and enters the

active state.
m To permanently disable the firewall, run the following commands in turn.
a. To disable the running firewall, run the following command:

systemctl stop firewalld

b. To stop the firewall service and configure the service not to automatically start on
instance startup, run the following command:

systemctl disable firewalld
@ Note Afteryou run the preceding commands, the firewall is disabled. The next

time you restart the instance, the firewall remains disabled by default. You can re-
enable the firewall. For more information, see Firewalld documentation.

4. Disable SELinux.
i. Checkthe state of SELinux.

getenforce

Example command output:

m [f SELinux is disabled, it is in the Disabled state.
m [f SELinux is enabled, it is in the Enforcing state. In this example, SELinux is in the Enforcing
state and must be disabled.
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ii. Disable SELinux. Skip this step if SELinux is already disabled.

m To temporarily disable SELinux, run the following command:

setenforce 0

@ Note After you run this command, SELinux is disabled. The next time you restart
the Linux operating system, SELinux is re-enabled and enters the Enforcing state.

m To permanently disable SELinux, run the following command to open the SELinux
configuration file:

vi /etc/selinux/config

Inthe /etc/selinux/config file, move the pointeronthe sELINUX=enforcing line and press
the /key to enterthe edit mode. Set serinux to disabled. Press the Esckey, enter :wg
and then press the Enter key to save and close the SELinux configuration file.

7

@ Note You canre-enable SELinux. For more information, see Enable or disable
SELinux.

iii. Restart the systemforthe changes to take effect.

5. Forsecurity reasons, create a standard user named www to run Apache Tomcat.

useradd www

6. Create a website root directory.

mkdir -p /data/wwwroot/default

7. Set the owner of the website root directory to www.

chown -R www.www /data/wwwroot

Step 2: Install JDK 1.8
1. Query the JDK 1.8 package.
yum -y list java*
2. Install the JDK 1.8 package displayed in the software list.
yum -y install java-1.8.0-openjdk-devel.x86 64
3. Checkthe JDK version.

java -version

JDK version information in the sample command output:

openjdk version "1.8.0 292"
OpenJDK Runtime Environment (build 1.8.0 292-bl0)
OpendDK 64-Bit Server VM (build 25.292-b10, mixed mode)

4. Configure environment variables.
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i. Openthe configuration file.
vim /etc/profile

ii. At the end of the configuration file, press the /key to enter the edit mode.

ii. Add the following information.

@ Note The Jgava HoME value is the path where DK is installed. In this example, the
find /usr/lib/jvm -name 'java-1.8.0-openjdk-1.8.0*' command is run to view the path
where JDK is installed.

JAVA HOME=/usr/lib/jvm/java-1.8.0-openjdk-1.8.0.292.b10-1.1.a17.x86 64
PATH=$PATH: $JAVA HOME/bin

CLASSPATH=. : $JAVA HOME/lib/dt.jar:$JAVA HOME/lib/tools.jar

export JAVA HOME CLASSPATH PATH

iv. Pressthe Esckey to exit the edit mode. Enter :wq and press the Enter key to save and close
the configuration file.

v. Apply the environment variables.

source /etc/profile

Step 3: Install Apache Tomcat
1. Download the Apache Tomcat 8 installation package.

wget https://apache.claz.org/tomcat/tomcat-8/v8.5.69/bin/apache-tomcat-8.5.69.tar.gz

@ Note The download address of Apache Tomcat may change. For the download address
of the latest version, visit the official Apache Tomcat website.

2. Decompress the Apache Tomcat 8 installation package.

tar -zxvf apache-tomcat-8.5.69.tar.gz

3. Move the Apache Tomcat installation files to the /user/local/tomcat directory.

mv apache-tomcat-8.5.69 /usr/local/tomcat/

4. Set the owner of the files to www.

chown -R www.www /usr/local/tomcat/

The /usr/local/tomcat / directory contains the following subdirect ories:
o bir. stores Apache Tomcat script files, such as scripts used to enable and disable Apache
Tomcat.

o conf: stores various global configuration files of the Apache Tomcat server, among which server.
xmi and web.xml are the most important files.

o webapps: serves as the main web publishing directory of Apache Tomcat. It stores web
application files by default.

o logs: stores Apache Tomcat operation log files.
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5. Configure the server.xmifile.

i. Gotothe /usr/local/tomcat/conf/ directory.

cd /usr/local/tomcat/conf/
ii. Rename the server.xmifile.

mv server.xml server.xml bk

ii. Create a serverxmifile.

a. Runthe following command to create and open the server.xmifile:

vi server.xml

b. Pressthe /key to add the following content:
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<?xml version="1.0" encoding="UTF-8"7?>
<Server port="8006" shutdown="SHUTDOWN">
<Listener className="org.apache.catalina.core.JreMemoryLeakPreventionListener"/
>
<Listener className="org.apache.catalina.mbeans.GlobalResourcesLifecyclelistene
r"/>
<Listener className="org.apache.catalina.core.ThreadLocallLeakPreventionListener
"/
<Listener className="org.apache.catalina.core.AprLifecycleListener"/>
<GlobalNamingResources>
<Resource name="UserDatabase" auth="Container"
type="org.apache.catalina.UserDatabase"

description="User database that can be updated and saved"
factory="org.apache.catalina.users.MemoryUserDatabaseFactory"
pathname="conf/tomcat-users.xml"/>
</GlobalNamingResources>
<Service name="Catalina">
<Connector port="8080"

protocol="HTTP/1.1"

connectionTimeout="20000"

redirectPort="8443"

maxThreads="1000"

minSpareThreads="20"

acceptCount="1000"

maxHttpHeaderSize="65536"

debug="0"

disableUploadTimeout="true"

useBodyEncodingForURI="true"

enablelLookups="false"

URIEncoding="UTF-8"/>
<Engine name="Catalina" defaultHost="localhost">
<Realm className="org.apache.catalina.realm.LockOutRealm">
<Realm className="org.apache.catalina.realm.UserDatabaseRealm"

resourceName="UserDatabase" />
</Realm>
<Host name="localhost" appBase="/data/wwwroot/default" unpackWARs="true" autoDe
ploy="true">
<Context path="" docBase="/data/wwwroot/default" debug="0" reloadable="false" c
rossContext="true"/>
<Valve className="org.apache.catalina.valves.AccessLogValve" directory="logs"
prefix="localhost access log." suffix=".txt" pattern="%h %1 %u %t &quot;%ré&quot
; %s %b" />
</Host>
</Engine>
</Service>

</Server>

C. Pressthe Esckey to exit the edit mode. Enter :wg and pressthe Enter key to save and
close the configuration file.

6. Configure the Java Virtual Machine (JVM) memory parameters.

i. Runthe following command to create and open the /usr/local/tomcat/bin/setenv.shfile:
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vi /usr/local/tomcat/bin/setenv.sh

ii. Pressthe /key to add the following content.

Specify the Java oprs parameterto set the VM memory information and encoding format.

JAVA OPTS='-Djava.security.egd=file:/dev/./urandom -server -Xms256m -Xmx496m -Dfile
.encoding=UTF-8'

iii. Pressthe Esckey to exit the edit mode. Enter :wg and press the Enter key to save and close
the configuration file.

7. Configure a script to enable Apache Tomcat to run on system startup.

i. Download the script.

@ Note This script originates fromthe community and is for reference only. Alibaba
Cloud does not make any guarantee, express or implied, with respect to the performance
and reliability of the script or the potential impacts of the script operations. If you cannot
download the script by running the wget command, you can use a browserto access hnt

tps://raw.githubusercontent.com/oneinstack/oneinstack/master/init.d/Tomcat-init

to obtain the script content.

wget https://raw.githubusercontent.com/oneinstack/oneinstack/master/init.d/Tomcat-1i

nit
ii. Move and rename Tomcat-init.
mv Tomcat-init /etc/init.d/tomcat

ii. Grant the execute permissions onthe /etc/init.d/tomcat file.

chmod +x /etc/init.d/tomcat

iv. Configure the JAVA_HOME script to enable Apache Tomcat to run on system startup.

P Notice The JDK version in the script must be the same as the one that was installed.
Otherwise, Tomcat cannot start.

sed -1 's@"export JAVA HOME=.*@export JAVA HOME=/usr/lib/jvm/java-1.8.0-openjdk-1.8
.0.292.p10-1.1.a17.x86 64Q' /etc/init.d/tomcat

8. Runthe following commands in sequence to enable Apache Tomcat to run on system startup:

chkconfig —--add tomcat

chkconfig tomcat on

9. Runthe following command to start Apache Tomcat:

service tomcat start

Step 4: Deploy and verify the test project
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Upload the WAR package of Java web project files to the website root directory and change the owner
of files in the root directory to www. You can use a remote connection tool that has a file transfer
feature or build an FTP site to upload project files. In this example, the website root directory is
/data/wwwroot/default. Performthe following operations to create an Apache Tomcat test page in
the website root directory and access the page.

1. Deploy the test file.

echo Tomcat test > /data/wwwroot/default/index.]jsp

2. Openyour browserand enter nttp://<Public IP address of the ECS instance>:8080 inthe

address bar to connect to the ECS instance.
The page shown in the following figure indicates that Apache Tomcat is installed.

< C @1 :8080

Tomcat test

3.3.3. Manually deploy a Java web environment

on a Cent0OS 7 instance

T his topic describes how to manually deploy a Java web environment on an Elastic Compute Service
(ECS) instance. This topic is applicable to individual users who are new to website construction on ECS

instances.

Prerequisites

To use ECS instances that are located in Chinese mainland regions, make sure that you have
completed real-name verification for your account.

e AnECS instance is created. For more information, see Create an instance by using the wizard.

Context

In this topic, the following instance type and software versions are used. Operation may vary based on
your instance type and software versions.

e Instance type: ecs.c6.large

e Operating system: Cent0S 7.4

e Apache Tomcat: Apache Tomcat 8.5.53

@ Note Inthis topic, Apache Tomcat 8.5.53 is used. The source code is constantly upgraded,
and you can obtain a version appropriate to your requirements.
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e JDK: JDK 1.8.0_241
e FTPtool: WinSCP

Step 1: Download the source code

1. Download Apache Tomcat. For more information, visit
2. Download Java Development Kit (JDK).

i. Download a JDK installation package. For more information, visit

@ Note ff you run the wget command on aninstance to download the JDK installation
package and an error is reported when you decompress the package, you can download
the JDK installation package to your local computer and upload it to the instance.

v. Select the region where the instance is deployed.

vi. Onthe Instances page, find the instance and view its public IP address inthe IP Address
column.

vii. In WinSCP, connect to the instance by using the public IP address.
vii. Upload the downloaded Apache Tomcat and JDK installation package to the root directory of

the instance.

Step 2: Prepare for installation

1. Add inbound rules to the security group of the instance to allow traffic on the required ports. For
more information, see

In this examples, inbound rules are added to the security group to allow traffic on SSH port 22 and
HTTP port 8080.

2. Connect to the instance. For more information, see
3. Disable the firewall.

i. Runthe systemctl status firewalld command to checkthe state of the firewall.

m If the firewall is disabled, it is in the inactive state.

m [f the firewall is enabled, it is in the active state. In this example, the firewall is in the active
state and must be disabled.
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ii. Disable the firewall. Skip this step if the firewall is already disabled.

m To temporarily disable the firewall, run the following command:
systemctl stop firewalld

@ Note Afteryou run the preceding command, the firewall is disabled. The next
time you restart the Linux operating system, the firewall is re-enabled and enters the

active state.
m To permanently disable the firewall, run the following commands in turn.
a. To disable the running firewall, run the following command:

systemctl stop firewalld

b. To stop the firewall service and configure the service not to automatically start on
instance startup, run the following command:

systemctl disable firewalld
@ Note Afteryou run the preceding commands, the firewall is disabled. The next

time you restart the instance, the firewall remains disabled by default. You can re-
enable the firewall. For more information, see Firewalld documentation.

4. Disable SELinux.
i. Checkthe state of SELinux.

getenforce

Example command output:

m [f SELinux is disabled, it is in the Disabled state.
m [f SELinux is enabled, it is in the Enforcing state. In this example, SELinux is in the Enforcing
state and must be disabled.
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ii. Disable SELinux. Skip this step if SELinux is already disabled.

m To temporarily disable SELinux, run the following command:

setenforce 0

@ Note After you run this command, SELinux is disabled. The next time you restart
the Linux operating system, SELinux is re-enabled and enters the Enforcing state.

m To permanently disable SELinux, run the following command to open the SELinux
configuration file:

vi /etc/selinux/config

Inthe /etc/selinux/config file, move the pointeronthe sELINUX=enforcing line and press
the /key to enterthe edit mode. Set seninux to disabled. Pressthe Esckey, enter :wg
and then press the Enter key to save and close the SELinux configuration file.

7

(@ Note You can re-enable SELinux. For more information, see Enable or disable
SELinux.

iii. Restart the systemforthe changes to take effect.
5. To ensure system security, we recommend that you create a standard userto run Apache Tomcat.

In this example, a standard user named www is created.

useradd www

6. Runthe following command to create a root directory forthe Java website:

mkdir -p /data/wwwroot/default

7. Upload the WAR package of Java web project files to the root directory and change the owner of
files under the root directory to www.

In this example, the following commands are run to create a Apache Tomcat test page underthe
root directory and change the owner of files under the root directory to www:

echo Tomcat test > /data/wwwroot/default/index.jsp

chown -R www.www /data/wwwroot

Step 3: Install JDK
1. Runthe following command to create a directory:

mkdir /usr/java

2. Runthe following commands in sequence to grant the execute permissions on jadk-8u241-linux-x64.
tar.gz and decompress it to /usr/java:

chmod +x jdk-8u24l1-linux-x64.tar.gz

tar xzf jdk-8u24l-linux-x64.tar.gz -C /usr/java
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3. Set environment variables.

i. Runthe vi /etc/profile command to openthe /etc/profilefile.

ii. Pressthe 1 keyto add the following content:

# set java environment

export JAVA HOME=/usr/java/jdkl.8.0 241

export CLASSPATH=$JAVA HOME/lib/tools.jar:$JAVA HOME/lib/dt.jar:$JAVA HOME/lib
export PATH=$JAVA HOME/bin:$PATH

ii. Pressthe Esckey to exit the edit mode. Enter :wg and pressthe Enter key to save and close
the configuration file.

4. Runthe following command to load the environment variables:

source /etc/profile
5. Runthe following command to view the JDK version:
java -version

The following command output indicates that JDK is inst alled.

[root@javaweb conf]# java -version
java version "1.8.8_241"
Java(TM) SE Runtime Environment (build 1.8.0_241-be7)

Java HotSpot(TM) 64-Bit Server VM (build 25.241-b87, mixed mode)

Step 4: Install Apache Tomcat

1. Runthe following commands in sequence.

i. Decompress apache-tomcat-8.5.53.tar.gz.

tar xzf apache-tomcat-8.5.53.tar.gz

ii. Rename the Apache Tomcat directory.

mv apache-tomcat-8.5.53 /usr/local/tomcat/

iii. Configure the owner of the file.

chown -R www.www /usr/local/tomcat/

The /usr/local/tomcat / directory contains the following subdirectories:

o bin: stores Apache Tomcat script files, such as scripts used to enable and disable Apache
Tomcat.

o conf: stores various global configuration files of the Apache Tomcat server, among which server.
xml and web.xml are the most important files.

o webapps:. serves as the main web publishing directory of Apache Tomcat to store web
application files by default.

o logs: stores Apache Tomcat operation log files.

2. Configure the server.xmifile.
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i. Runthe following command to go to the /usr/local/tomcat/conf/ directory:

cd /usr/local/tomcat/conf/
ii. Runthe following command to rename the server.xmifile:

mv server.xml server.xml bk

ii. Create a serverxmifile.

a. Runthe following command to create and open the server.xmifile:

vi server.xml

b. Pressthe /key to add the following content:
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<?xml version="1.0" encoding="UTF-8"7?>
<Server port="8006" shutdown="SHUTDOWN">
<Listener className="org.apache.catalina.core.JreMemoryLeakPreventionListener"/
>
<Listener className="org.apache.catalina.mbeans.GlobalResourcesLifecyclelistene
r"/>
<Listener className="org.apache.catalina.core.ThreadLocallLeakPreventionListener
"/
<Listener className="org.apache.catalina.core.AprLifecycleListener"/>
<GlobalNamingResources>
<Resource name="UserDatabase" auth="Container"
type="org.apache.catalina.UserDatabase"

description="User database that can be updated and saved"
factory="org.apache.catalina.users.MemoryUserDatabaseFactory"
pathname="conf/tomcat-users.xml"/>
</GlobalNamingResources>
<Service name="Catalina">
<Connector port="8080"

protocol="HTTP/1.1"

connectionTimeout="20000"

redirectPort="8443"

maxThreads="1000"

minSpareThreads="20"

acceptCount="1000"

maxHttpHeaderSize="65536"

debug="0"

disableUploadTimeout="true"

useBodyEncodingForURI="true"

enablelLookups="false"

URIEncoding="UTF-8"/>
<Engine name="Catalina" defaultHost="localhost">
<Realm className="org.apache.catalina.realm.LockOutRealm">
<Realm className="org.apache.catalina.realm.UserDatabaseRealm"

resourceName="UserDatabase" />
</Realm>
<Host name="localhost" appBase="/data/wwwroot/default" unpackWARs="true" autoDe
ploy="true">
<Context path="" docBase="/data/wwwroot/default" debug="0" reloadable="false" c
rossContext="true"/>
<Valve className="org.apache.catalina.valves.AccessLogValve" directory="logs"
prefix="localhost access log." suffix=".txt" pattern="%h %1 %u %t &quot;%ré&quot
; %s %b" />
</Host>
</Engine>
</Service>

</Server>

C. Pressthe Esckey to exit the edit mode. Enter :wg and press the Enter key to save and
close the configuration file.

3. Configure the Java Virtual Machine (VM) memory parameters.

i. Runthe following command to create and open the /usr/local/tomcat/bin/setenv.shfile:
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vi /usr/local/tomcat/bin/setenv.sh

ii. Pressthe /key to add the following content.

Specify the Java oprs parameterto set the VM memory information and encoding format.

JAVA OPTS='-Djava.security.egd=file:/dev/./urandom -server -Xms256m -Xmx496m -Dfile
.encoding=UTF-8'

iii. Pressthe Esckey to exit the edit mode. Enter :wg and press the Enter key to save and close
the configuration file.

4. Configure a script to enable Apache Tomcat to run on system startup.

i. Runthe following command to download the script.

@ Note This script originates fromthe community and is for reference only. Alibaba
Cloud does not make any guarantee, express or implied, with respect to the performance
and reliability of the script or the potential impacts of the script operations. If you cannot
download the script by running the wget command, you can use a browserto access hnt

tps://raw.githubusercontent.com/oneinstack/oneinstack/master/init.d/Tomcat-init

to obtain the script content.

wget https://raw.githubusercontent.com/oneinstack/oneinstack/master/init.d/Tomcat-1i
nit

ii. Runthe following command to move and rename Tomcat-init:
mv Tomcat-init /etc/init.d/tomcat

ii. Runthe following command to grant the execute permissions on the /etc/init.d/tomcat file:

chmod +x /etc/init.d/tomcat

iv. Runthe following command to configure the JAVA_HOME script to enable Apache Tomcat to
run on system startup.

P Notice The JDK version in the script must be the same as that you installed.
Otherwise, Apache Tomcat cannot start.

sed -1 's@"export JAVA HOME=.*Q@export JAVA HOME=/usr/java/jdkl.8.0 241Q' /etc/init.
d/tomcat

5. Runthe following commands in sequence to enable Apache Tomcat to run on system startup:

chkconfig --add tomcat

chkconfig tomcat on
6. Runthe following command to start Apache Tomcat:
service tomcat start

7. Openyour browserand entera URLinthe http://<Public IP address of the ECS instance>:808
o format inthe address barto connect to the instance.
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The following response indicates that Apache Tomcat is installed.

< C @1 :8080

Tomcat test

What's next

When Apache Tomcat becomes available, we recommend that you configure websites on the instance
and map the domain name of the websites to the public IP address of the instance.

3.3.4. Use Cloud Toolkit to deploy a Java web

environment

Alibaba Cloud Toolkit for Eclipse (Cloud Toolkit) is a free plug-in used for an integrated development
environment (IDE). After you develop, debug, and test an application on your computer, you can use
this plug-in to deploy the application to an Elastic Compute Service (ECS) instance.

Prerequisites

e Java Development Kit (JDK) 1.8 or later is downloaded and installed. For more information, visit 64-bit
Java for Windows.

e Eclipse IDE 4.5.0 or later is downloaded and installed. For more information, visit the Eclipse website.
Eclipse IDE 4.5.0 or later is suitable for Java Enterprise Edition (Java EE) developers.

e An AccessKey pairis created. For more information, see Obtain an AccessKey pair.
e AnECS instance is created. For more information, see Create an instance by using the wizard.

In these examples, a Linux instance of the ecs.c6.large instance type is used.

e A security group of the Virtual Private Cloud (VPC) type is created. Inbound rules are added to the
security group to allow traffic on ports 21, 22, and 80. For more information, see Add a security
group rule.

e Windows Secure Copy (WiInSCP) or another remote tool that can be used to connect to the Linux
operating system is installed.

Context

This topic describes how to install Cloud Toolkit in Eclipse on your Windows computer and then use
Cloud Toolkit to deploy aJava application to an ECS instance.

Procedure

1. Step 1: Install Cloud Toolkit on your Windows computer
2. Step 2: Configure an AccessKey pair

3. Step 3: Download and upload a JDK installation package
4. Step 4: Make preparations

5. Step 5: Install JDK
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6. Step 6: Install Apache Tomcat

7. Step 7: Deploy a Java application to an ECS instance

Step 1: Install Cloud Toolkit on your Windows computer

1. Start Eclipse on your Windows computer.

2. Inthe top navigation bar of the Eclipse window, choose Help > Install New Software...

{8 eclipse-workspace - Eclipse IDE
File Edit MNavigate Search Project Run Window

5, (9 Welcome i ga) Welcome

(@) Help Contents
Eclipse JESESES
Show Centextual Help
Show Active Keybindings... Cirl+Shift+L
U Tip of the Day
£ Tips and Tricks...
& Report Bug or Enhancement...

Review the IDE's most fierd Cheat Sheets...
preferences
Eclipse User Storage 3

@
%7 Perform Setup Tasks...
o

Create a new Eclipse projeq Check for Updates

development L Install New Software...

1 Eclipse Marketplace...

i@ About Eclipse IDE

Create a new Eclipse proje Contribute

3. ClickAdd...

4. Enter a name such as Cloud Toolkit for Eclipse in the Name field, enter http://toolkit.alivun.com/ecl
jpseinthe Location field, and then click Add.

@] Edit Site S

MName:  Cloud Toolkit for Eclipse

Location: hitp://toclkit.aliyun.com/eclipse/

@ Add

—J

l Cancel

5. Inthe Name column, select Alibaba Cloud Toolkit Core and Alibaba Cloud Toolkit
Deployment Tools. Inthe Details section, clear Contact all update sites during install to
find required software. Then, click Next.
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Check the items that you wish to install. )l-
Waork with:  Cloud Toolkit for Eclipse - httpy//toolkitaliyun.com/eclipse/ - Add..
type filter text
Name Version & |
2 [¥] Ul Alibaba Cloud Toalkit Core
- Alibaba Cloud Toolkit for Eclipse Core (Required) 1.0.04201811020705 L
4 [7] 000 Alibaba Cloud Toolkit Deployment Tools i
G Alibaba Cloud Toolkit ACS Deployment Tools 1.0.04201811020705
§ Alibaba Cloud Toolkit ECS Deployment Tools 1.0.04201811020705
| G Alibaba Cloud Toolkit EDAS Deployment Tools 1.0.04201811020705 L

| N i, ] b

4 items selected

Details
Show only the latest versions of available software Hide items that are already installed
Group items by category What is already installed?

[] Show only software applicable to target environment

[7] Contact all update sites during install to find required software |

6. ClickNext.

7. Select | accept the terms of the license agreement and click Finish.
You can view the installation progress of Cloud Toolkit in the lower-right corner of the Eclipse
window.

8. While Cloud Toolkit is being installed, the Security Warning dialog box appears. In the Security
Warning dialog box, click Install anyway.

l @} Security Warning Cl =

Warning: You are installing software that contains unsigned content. The
authenticity or validity of this software cannot be established. Do you want to
continue with the installation?

A

Cancel ] ’ Details ==

—

Install anyway l

k.

9. After Cloud Toolkit is installed, the Software Updates dialog box appears. In the Software
Updates dialog box, clickRestart Now to restart Eclipse.

5

@] Software Updates =

Would you like to restart Eclipse IDE to apply the changes?

=
o

[ Restart Now ]

r

After specific versions of Eclipse are restarted, they must be activated for use by using an
activation code. You must obtain an activation code and activate Eclipse on your own.

Step 2: Configure an AccessKey pair

An AccessKey ID identifies a user. An AccessKey secret encrypts the signature string and is the key that
the server uses to authenticate the signature string. The AccessKey pair must be kept confidential.
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Performthe following operations to configure the AccessKey ID and AccessKey secret.

1. Inthe top navigation bar of the Eclipse window, choose Window > Preferences.

2 eclipse-workspace - C:\Users wieny. index.jsp - Eclipse IDE
File Edit MNavigate Search Project Run||Window ||Help

0 HE@rwittrQr @ New Window -
= , \ Editor v -
% Package... B =indexjsp =
Appearance 4
Ble v
0123 Show View v L
1 test ‘ Perspective , k }
Navigation 4
Preferences

2. Inthe left-side navigation pane, choose Alibaba Cloud Toolkit > Accounts.

3. Specify AccessKey ID and AccessKey Secret, and click Apply and Close.

2 Preferences E@
type filter text Accounts soRvo
' Ge:neral = AlibabaCloud Toolkit Preferences
4 Alibaba Cloud Tc
Accounts Default Profile: |sh.i v] lAdd proﬁle] [Remove prcﬁlel
> Appearance &
Docker Profile Details:
EDAS Signup Get existing AK/SK
Host Tag Profile Name:
SSH Profile = <h
> Ant -
Gradle Access Key ID:
> Help LT = °f
> Install/Update Access Key Secret:
> Java
> Maven [CTShow access kev secret
> Mylyn L
> Oomph
> Run/Debug
> Team -
i 5 [Resture Defaults] l Apply ]
® B 223 [Apply and Close] l Cancel ]

Step 3: Download and upload a JDK installation package

1. Download Apache Tomcat. For more information, visit Index of /apache/tomcat/tomcat-8/.

(@ Note The source code is constant ly upgraded and you can obtain the version that is
appropriate to your needs.

2. Download a JDK installation package. For more information, visit Java Downloads.

@ Note I you download a JDK installation package for Linux to the instance, an error occurs
when you decompress the package. To avoid this error, you can download a JDK installation
package for Linux to your computer and then upload the package to the instance.

o v oA W

. Onthe Instances page, find the Linux instance and view its public IP address in the IP Address
column.
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7. In WInSCP, use the public IP address to connect to the Linux instance. Then, upload the JDK
installation package to the root directory of the instance.

Step 4: Make preparations
1. Log onto the Linux instance.
For more information, see

2. Disable the firewall.

i. Runthe systemctl status firewalld command to checkthe state of the firewall.

m If the firewall is disabled, it is in the inactive state.

m [f the firewall is enabled, it is in the active state. In this example, the firewall is in the active
state and must be disabled.

ii. Disable the firewall. Skip this step if the firewall is already disabled.

m To temporarily disable the firewall, run the following command:

systemctl stop firewalld

@ Note Afteryou run the preceding command, the firewall is disabled. The next
time you restart the Linux operating system, the firewall is re-enabled and enters the
active state.

m To permanently disable the firewall, run the following commands in turn.

a. To disable the running firewall, run the following command:

systemctl stop firewalld

b. To stop the firewall service and configure the service not to automatically start on
instance startup, run the following command:

systemctl disable firewalld

@ Note Afteryou run the preceding commands, the firewall is disabled. The next
time you restart the instance, the firewall remains disabled by default. You can re-
enable the firewall. For more information, see

3. Disable SELinux.
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i. Checkthe state of SELinux.

getenforce

Example command output:

m If SELinux is disabled, it is in the Disabled state.

m [f SELinux is enabled, it is in the Enforcing state. In this example, SELinux is in the Enforcing

state and must be disabled.
ii. Disable SELinux. Skip this step if SELinux is already disabled.

m To temporarily disable SELinux, run the following command:

setenforce 0

@ Note After you run this command, SELinux is disabled. The next time you restart

the Linux operating system, SELinux is re-enabled and enters the Enforcing state.

m To permanently disable SELinux, run the following command to open the SELinux
configuration file:

vi /etc/selinux/config

Inthe /etc/selinux/config file, move the pointer onthe sELINUX=enforcing line and press

the /key to enterthe edit mode. Set serinux to disabled. Press the Esckey, enter
and then press the Enter key to save and close the SELinux configuration file.

@ Note You canre-enable SELinux. For more information, see Enable or disable
SELinux.

iii. Restart the systemforthe changes to take effect.

4. Create a user named www to run Tomcat.
useradd www

5. Create a website root directory.
mkdir -p /data/wwwroot/default

6. Change the owner of the website root directory to www.

chown -R www.www /data/wwwroot

Step 5: Install JDK
1. Create adirectory.

mkdir /usr/java

2. Decompress the JDK installation package.

In this example, the jdk-8u241-linux-x64.tar.gz JDK installation package is decompressed to the /usr
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/favadirectory.

chmod +x jdk-8u24l1-linux-x64.tar.gz
tar xzf jdk-8u24l-linux-x64.tar.gz -C /usr/java

3. Set environment variables.
i. Openthe /etc/profilefile.
vi /etc/profile
ii. Pressthe 1 keyto enterthe edit mode.
iii. Add the following linesto the /etc/profilefile:

# set java environment
export JAVA HOME=/usr/java/jdkl.8.0 241
export CLASSPATH=$JAVA HOME/lib/tools.jar:$JAVA HOME/lib/dt.jar:$JAVA HOME/lib

export PATH=$JAVA HOME/bin:$PATH

iv. Press Esc to exit the edit mode. Enter :wg and pressthe Enterkey to save and close the
file.

4. Load environment variables.
source /etc/profile

5. View JDK version information.
java -version

If JDK is installed, JDK version information is displayed.

[root@javaweb conf]# java -version

java version "1.8.8_241"

Java(TM) SE Runtime Environment (build 1.8.8_241-be7)
Java HotSpot(TM) 64-Bit Server VM (build 25.241-b87, mixed mode)

Step 6: Install Apache Tomcat
1. Inthe systemroot directory, run the following commands in turn.

i. Decompress apache-tomcat-8.5.53.tar.gz.

tar xzf apache-tomcat-8.5.53.tar.gz
ii. Move and rename the Tomcat directory.
mv apache-tomcat-8.5.53 /usr/local/tomcat/
iii. Configure user permissions onthe Tomcat directory.

chown -R www.www /usr/local/tomcat/

The /usr/local/tomcat / directory contains the following subdirectories:

o bin: stores some Tomcat script files, such as those used to enable and disable the Tomcat
service.
o conf: stores various global configuration files of the Tomcat server, among which server.xml and

92 Document Version: 20220711



. . Tutorials-Build a software develop
Elastic Compute Service .
ment environment

web.xml are the most important files.

o webapps:. serves as the main web publishing directory of Tomcat. It stores web application files
by default.

o logs: stores Tomcat operation log files.

2. Configure the server.xmifile.
i. Switchto the /usr/local/tomcat/conf/ directory.

cd /usr/local/tomcat/conf/
i. Rename the server.xmifile.

mv server.xml server.xml bk
ii. Openthe serverxmifile.

vi server.xml

iv. Pressthe /key to enterthe edit mode.

v. Add the following content to the file:
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<?xml version="1.0" encoding="UTF-8"7?>

<Server port="8006" shutdown="SHUTDOWN">

<Listener className="org.apache.catalina.core.JreMemorylLeakPreventionListener"/>
<Listener className="org.apache.catalina.mbeans.GlobalResourcesLifecycleListener"/>
<Listener className="org.apache.catalina.core.ThreadlLocalLeakPreventionListener"/>
<Listener className="org.apache.catalina.core.AprLifecycleListener"/>
<GlobalNamingResources>

<Resource name="UserDatabase" auth="Container"
type="org.apache.catalina.UserDatabase"

description="User database that can be updated and saved"
factory="org.apache.catalina.users.MemoryUserDatabaseFactory"
pathname="conf/tomcat-users.xml"/>

</GlobalNamingResources>

<Service name="Catalina">

<Connector port="8080"

protocol="HTTP/1.1"

connectionTimeout="20000"

redirectPort="8443"

maxThreads="1000"

minSpareThreads="20"

acceptCount="1000"

maxHttpHeaderSize="65536"

debug="0"

disableUploadTimeout="true"

useBodyEncodingForURI="true"

enablelLookups="false"

URIEncoding="UTF-8"/>
<Engine name="Catalina" defaultHost="localhost">
<Realm className="org.apache.catalina.realm.LockOutRealm">
<Realm className="org.apache.catalina.realm.UserDatabaseRealm"

resourceName="UserDatabase" />
</Realm>
<Host name="localhost" appBase="/data/wwwroot/default" unpackWARs="true" autoDeploy
="true">
<Context path="" docBase="/data/wwwroot/default" debug="0" reloadable="false" cross
Context="true"/>
<Valve className="org.apache.catalina.valves.AccessLogValve" directory="logs"
prefix="localhost access log." suffix=".txt" pattern="%h %1 %u %t &quot;%r&quot; S%s
So" />
</Host>
</Engine>
</Service>

</Server>

vi. Pressthe Esckey to exit the edit mode. Enter :wg and pressthe Enter key to save and close
the file.

3. Set Java Virtual Machine (VM) memory parameters.

i. Create and openthe /usr/local/tomcat/bin/setenv.shfile.

vi /usr/local/tomcat/bin/setenv.sh

ii. Pressthe /key to enterthe edit mode.
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ii. Add the following content to the file:

JAVA OPTS='-Djava.security.egd=file:/dev/./urandom -server -Xms256m -Xmx496m -Dfile
.encoding=UTF-8'

iv. Pressthe Esckeyto exit the edit mode. Enter :wg and pressthe Enter key to save and close

the file.
4. Configure a script to run Tomcat on system startup.

i. Download the script.

@ Note This script originates from the community and is for reference only. Alibaba
Cloud does not make any guarantee, express or implied, with respect to the performance
and reliability of the script or the potential impacts of the script operations.

wget http://raw.githubusercontent.com/oneinstack/oneinstack/master/init.d/Tomcat-in
it
ii. Rename Tomcat-init.
mv Tomcat-init /etc/init.d/tomcat
iii. Grant the execute permissions onthe /etc/init.d/tomcat file.
chmod +x /etc/init.d/tomcat

iv. Configure the JAVA_HOME script to run Tomcat on system startup.

) Notice The JDK version in the script must be the same as that you installed.
Otherwise, Tomcat cannot start.

sed -i 's@"export JAVA HOME=.*@export JAVA HOME=/usr/java/jdkl.8.0 241Q' /etc/init.
d/tomcat

5. Configure Tomcat to automatically run on system startup.

chkconfig --add tomcat

chkconfig tomcat on

6. Start Tomcat.

service tomcat start

Step 7: Deploy a Java application to an ECS instance

You can use Cloud Toolkit to deploy a Java application to the ECS instance. Then,
displayed when you access Attp://<Public IP address of the ECS instance>:8080.

Tomcat test IS

1. In Eclipse, right-click the name of the application project that you want to deploy and choose
Alibaba Cloud > Deploy to ECS...
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2. Inthe Deploy to Alibaba Cloud dialog box, complete the following settings:

o

sk and ALM tools or create a local task.

Path

Deploy File: Specify a deployment method. In this example, Upload File is selected. If you built
the application project by using Maven, select Maven Build.

Choose File: Select the file that you want to deploy.

Target Deploy ECS: Select aregion and an ECS instance.

Deploy Location: Enter a directory that you deployed on the ECS instance. In this example, /da
ta/wwwroot/default is used.

Command: ClickSelect... Inthe dialog box that appears, and then click Add.... Enter a

command in the text box. This command is automatically executed after Cloud Toolkit deploys
the Java application to the specified directory on the ECS instance. In this example, service
tomcat restart is entered to restart Tomcat. You can also enter another command based on
your business needs.
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i@} Deploy to Alibaba Cloud | =) 2 |

Deployment Configurations

How to deploy...
Deploy File: Maven Build @ Upload File
Choaose File
Browse

File: |

Target Deploy ECS

Chinz (Beijing) -

Instance Id / Mame P

< | 1 | »
Tip: Only VPC instance can be selected <)
Deploy Location:  fdata/wwwroot/default

Command: service tomeat restart Select...

3. Click Deploy to start deploying the Java application to the ECS instance.

4. Inthe Console section of Eclipse, you can view the deployment progress.

Console

[INFO] Target Deploy ECS: | 1
[INFO] Command: {service tomcat restart }

[INFO] Result: {[@@;31lmStoping TomcatE[eem
E[e8;31lmwaiting for processes to exitE[eem
E[ee;32m5tarting tomcat3[eem

Tomcat started.

E[@8;32mTomcat is running with pid: wo[@Bm }
[INFO] Finished at: 2018-11-87T16:12:88+5:808
[INFO] File Upload Total time: 7.345 s

5. Openyour browserand enter http://<Public IP address of the ECS instance>:8080 inthe

address barto connect to the ECS instance.
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If the Java application is deployed to the ECS instance by using Cloud Toolkit, the information
shown in the following figure is displayed.

< C @1 :8080

Tomcat test

What's next

You can modify the Java application in Eclipse, save the code, and then use Cloud Toolkit againto
deploy the modified file to the ECS instance.

3.4. Deploy the Node.js environment
3.4.1. Deploy a Node.js environment on an ECS

instance that runs Alibaba Cloud Linux 2

This topic describes how to install Node.js and deploy a project on an ECS instance that runs Alibaba
Cloud Linux 2.

Prerequisites

Context

Node.js uses an event-driven, non-blocking I/0 model that makes it lightweight and efficient. Node.js is
ideal for data-intensive real-time applications that run on distributed devices. The Node.js package
manager (npm) is an ecosystem of open source libraries. Node.js is applicable to the following
scenarios:

e Real-time applications: instant messaging and real-time push notification applications, such as
Socket.lO.
e Distributed applications: applications that perform efficient parallel I/0 to consume existing data.

e Utilities: a variety of utilities fromfrontend compression and deployment applications such as grunt
to desktop GUI applications.

e Game applications: real-time and high-concurrency applications in the gaming field, such as the
Pomelo framework of NetEase.

e Web rendering applications: applications that use stable interfaces to improve the rendering
performance of web pages.

e Consistent frontend and backend programming environments: applications that allow frontend
developers to take on server-side development, such as the full-stack JavaScript MongoDB, Express.js,
AngularJS, and Node.js. (MEAN) framework.

Step 1: Create and connect to an ECS instance

1. Use the Alibaba Cloud Linux 2.1903 LTS 64-bit public image to create an ECS instance. For more
information, see Create an ECS instance.
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2. Connect to the ECS instance. For more information, see Connect to a Linux instance by using a
password.

Step 2: Deploy a test project
1. Runthe following commands in sequence to create a test project file named example.js.

i. Go backto the /root directory.

cd

ii. Create the example.jstest project file.

touch example.js

2. Modify the example.js project file.

i. Runthe following command to open the example.jsfile:

vim example.js

ii. Pressthe /key to enterthe edit mode and add the following content to the examplejsfile.

In this example, port 3000 is occupied by the project. The command output is Hello World
You can configure the project content and a port number based on your business
requirements.

const http = require('http');

const hostname = '0.0.0.0"';

const port = 3000;

const server = http.createServer ((req, res) => {
res.statusCode = 200;
res.setHeader ('Content-Type', 'text/plain');
res.end('Hello World\n'");

}) i

server.listen (port, hostname, () => {
console.log( Server running at http://${hostname}:${port}/");

1)

ii. Afteryou add the preceding content, press the £sc key to exit the edit mode. Enter :wq
and press the Enterkey to save and close the file.

3. Runthe project and obtain the port number of the project.

node ~/example.]js &

4. List the ports on which the systemiis listening.

netstat -tpln
In this example, port 3000 is included in the command out put, which indicates that the project is
running normally.

5. Add aninbound rule to the security group of the ECS instance to allow traffic on the specified
port.

In this example, port 3000 is used. For more information about how to add rules to a security group,
see Add a security group rule.

6. Onyour Windows computer or a Windows computer that can access the Internet, open a browser
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and enter nhttp://<Public IP address of the ECS instance>: <Port number> inthe address bar.

In this example, <Port number>is 3000. T he following page is displayed when you access the
project.

< C ®1 4:3000

Hello World

3.4.2. Deploy a Node.js environment on a CentOS

7 instance

Node.js is a JavaScript runtime environment built on the Chrome V8 JavaScript engine. You can use
Node.js to build online scalable web applications. T his topic describes how to install Node.js and deploy
a project on an Elastic Compute Service (ECS) instance that runs Cent0S 7.8.

Prerequisites

An ECS instance is created. For more information, see Create an instance by using the wizard.

@ Note Inthis topic, the CentOS 7.8 public image is used to create an instance.

Context

Node.js uses an event-driven, non-blocking I/0 model that makes it lightweight and efficient. Node.js is
ideal for data-intensive real-time applications that run on distributed devices. The Node.js package
manager (npm) is an ecosystem of open source libraries. Node.js is applicable to the following
scenarios:

e Real-time applications: instant messaging and real-time push notification applications, such as
Socket.lO.
e Distributed applications: applications that perform efficient parallel I/0 to consume existing data.

e Utilities: a variety of utilities fromfrontend compression and deployment applications such as grunt
to desktop GUI applications.

e Game applications: real-time and high-concurrency applications in the gaming field, such as the
Pomelo framework of NetEase.

e Web rendering applications: applications that use stable interfaces to improve the rendering
performance of web pages.

e Consistent frontend and backend programming environments: applications that allow frontend
developers to take on server-side development, such as the full-stack JavaScript MongoDB, Express.js,
AngularjS, and Node.js. (MEAN) framework.

Step 1: Deploy the Node.js environment
1. Connect to the ECS instance.
For more information, see Connection methodsGuidelines on instance connection.

2. Deploy the Node.js environment.
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This topic describes two methods used to deploy the Node.js environment. You can use one of the
following methods to deploy the Node.js environment based on your business requirements:

o Method 1: Use NVMto install multiple Node.js versions

Node Version Manager (NVM) is a software used to manage Node.js versions. You can use NVMto
switch among Node.js versions with ease. NVM is suitable for developers who are dedicated to
Node.js or users who want to efficiently update or switch among Node.js versions. To install
multiple Node.js versions by using NVM, performthe following operations:

a. Install the distributed version management system Git.

yum install git -y

b. Use Git to clone the source code of NVMto the local ~/.nvmdirectory and check forthe
latest update.

git clone https://github.com/cnpm/nvm.git ~/.nvm && cd ~/.nvm && git checkout ‘gi
t describe --abbrev=0 --tags’

€. Runthe following commands in sequence to configure the environment variables of NVM:

echo ". ~/.nvm/nvm.sh" >> /etc/profile

source /etc/profile

d. Install multiple Node.js versions.
a. Installv6.9.5.

nvm install v6.9.5

b. Install v7.4.0.

nvm install v7.4.0

@ Note Youcanrunthe nvm list-remote command to view all versions of Node.js.

e. Checkthe installed Node.js versions.

nvm ls

The following command output indicates that v6.9.5 and v7.4.0 are installed and v7.4.0 is in

use:
v6.9.5
-> v7.4.0
system

stable -> 7.4 (-> v7.4.0) (default)
unstable -> 6.9 (-> v6.9.5) (default)

@ Note Youcanrunthe nvm use <Version number> command to switch among

the Node.js versions. For example, you can run the nvm use v6.9.5 command to switch
to Node.js v6.9.5.

o Method 2: Use binary files to install a Node.js version
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The installation package used in this method is a compiled binary file. After you decompress the
package, the node and npmfiles already exist in the binfolder. Therefore, you do not need to
recompile the binary file. In this example, Node.js v6.9.5 is installed. Performthe following
operations:

a. Download the Node.js installation package.

wget https://nodejs.org/dist/v6.9.5/node-v6.9.5-1linux-x64.tar.xz

b. Decompress the package.

tar xvf node-v6.9.5-1linux-x64.tar.xz

c. Runthe following commands in sequence to create symbolic links for node and npm.

Afteryou create the symbolic links, you can directly run the node and npm commands in a
directory.

In -s /root/node-v6.9.5-1linux-x64/bin/node /usr/local/bin/node
1In -s /root/node-v6.9.5-1inux-x64/bin/npm /usr/local/bin/npm

d. Checkthe versions of node and npm.

node -v

npm -v

Then, the Node.js environment is installed. By default, the software is installed in the /root/
node-v6.9.5-linux-x64/ directory.

If you want to install the software to another directory such as /opt/node/, runthe
following commands in sequence.

a. Create the /opt/node/ directory.
mkdir -p /opt/node/

b. Move allfiles of Node.js to the /opt/node/ directory.
mv /root/node-v6.9.5-1inux-x64/* /opt/node/

¢. Remove the symbolic links for node and npmfromthe source directory.

rm -f /usr/local/bin/node

rm -f /usr/local/bin/npm

d. Create symbolic links for node and npmin the /opt/node/ directory.
In -s /opt/node/bin/node /usr/local/bin/node
In -s /opt/node/bin/npm /usr/local/bin/npm
Step 2: Deploy a test project

1. Runthe following commands in sequence to create a test project file named example.js.

i. Go backto the /root directory.

cd
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ii. Create the examplejstest project file.

touch example.js

2. Modify the example.js project file.

i. Runthe following command to open the example.jsfile:

vim example.js

ii. Pressthe /keyto enterthe edit mode and add the following content to the examplejsfile.

In this example, port 3000 is occupied by the project. The command output is Hello World

You can configure the project content and a port number based on your business
requirements.

const http = require('http');

const hostname = '0.0.0.0"';

const port = 3000;

const server = http.createServer ((req, res) => {
res.statusCode = 200;
res.setHeader ('Content-Type', 'text/plain');
res.end('Hello World\n'");

}):

server.listen (port, hostname, () => {
console.log( Server running at http://${hostname}:${port}/");

1)

ii. Afteryou add the preceding content, press the £sc key to exit the edit mode. Enter :wq
and press the Enterkey to save and close the file.

3. Runthe project and obtain the port number of the project.

node ~/example.]js &

4. List the ports on which the systemiis listening.

netstat -tpln
In this example, port 3000 is included in the command out put, which indicates that the project is
running normally.

5. Add aninbound rule to the security group of the ECS instance to allow traffic on the specified
port.

In this example, port 3000 is used. For more information about how to add rules to a security group,
see Add a security group rule.

6. Onyour Windows computer or a Windows computer that can access the Internet, open a browser
and enter nttp://<Public IP address of the ECS instance>: <Port number> inthe address bar.

In this example, <Port number>is 3000. The following page is displayed when you access the
project.

< C o1 4:3000

Hello World
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3.5. Build a Hadoop environment

T his topic describes how to build a Hadoop pseudo-distributed environment on an Elastic Compute
Service (ECS) instance that runs a Linux operating system.

Prerequisites

e AnECS Linux instance is created. For more information, see Create an instance by using the wizard.
In this topic, an ECS instance that has the following configurations is used:
o Instance type: ecs.g6.large
o Operating system: CentQOS 7.7 64-bit public image

o Networktype: Virtual Private Cloud (VPC)
o IP address: public IP address

@ Note The commands used may vary based on the actual operating system and software
versions of your instance. If your software versions or operating systemdiffers fromthe
preceding versions, adjust the commands accordingly.

e The ECS instance is added to security groups that contain rules to allow traffic on ports 8088 and
50070 used by Hadoop. For more information, see Add a security group rule.

Context

Hadoop is an Apache open source distributed framework written in java to efficiently process and store
large datasets across clusters. It allows users to develop distributed programs without the need to
understand the underlying layer. Hadoop Distributed File System (HDFS) and MapReduce are vital
components of Hadoop.

e HDFS is a distributed file systemthat allows distributed storage and retrieval of application data.

e MapReduce is a distributed computing framework that distributes computing jobs across servers in a
Hadoop cluster. Computing jobs are split into map and reduce tasks. JobTracker schedules these tasks
for distributed processing.

For more information, visit the Apache Hadoop website.

Procedure

Performthe following steps to build a Hadoop pseudo-distributed environment on the ECS instance:
1. Step 1: Install Java Development Kit (JDK)

Step 2: Install Hadoop

Step 3: Configure Hadoop

Step 4: Configure password-free SSH logon

vk wN

Step 5: Start Hadoop

Step 1: Install Java Development Kit (JDK)
1. Connect to the ECS instance.
For more information, see Connection methodsGuidelines on instance connection.

2. Runthe following command to download the JDK 1.8 installation package:

104 > Document Version: 20220711


https://www.alibabacloud.com/help/doc-detail/87190.htm#task-vwq-5g4-r2b
https://www.alibabacloud.com/help/doc-detail/25471.htm#concept-sm5-2wz-xdb
https://hadoop.apache.org/
https://www.alibabacloud.com/help/doc-detail/71529.htm#concept-tmr-pgx-wdb

Tutorials-Build a software develop

Elastic Compute Service :
ment environment

wget https://download.java.net/openjdk/jdk8u4l/ri/openjdk-8ud4l-b04-1linux-x64-14 jan 202
0.tar.gz

3. Runthe following command to decompress the downloaded installation package:

tar -zxvf openjdk-8u4l-b04-linux-x64-14 jan 2020.tar.gz

4. Runthe following command to move and rename the folder to which the JDK 1.8 installation files
are extracted.

In this example, the folderis renamed java8 .You can specify a different name forthe folder
based on your business requirements.

mv java-se-8udl-ri/ /usr/java8

5. Run the following commands to configure Java environment variables.

If your specified name of the folder to which the JDK 1.8 installation files are extracted is not javas,
replace javas inthe following commands with the actual folder name:

echo 'export JAVA HOME=/usr/java8' >> /etc/profile
echo 'export PATH=S$PATH:S$JAVA HOME/bin' >> /etc/profile

source /etc/profile

6. Runthe following command to check whether JDK is installed:

java -version

A command out put similar to the following one indicates that JDK 1.8 is installed:

openjdk version "1.8.0 41"
OpenJDK Runtime Environment (build 1.8.0 41-b04)
OpenJDK 64-Bit Server VM (build 25.40-b25, mixed mode)

Step 2: Install Hadoop
1. Runthe following command to download the Hadoop installation package:

wget https://mirrors.bfsu.edu.cn/apache/hadoop/common/hadoop-2.10.1/hadoop-2.10.1.tar.g

zZ

2. Runthe following command to decompress the Hadoop installation package to the /opt/hadoop
path:

tar -zxvf hadoop-2.10.1.tar.gz -C /opt/
mv /opt/hadoop-2.10.1 /opt/hadoop

3. Runthe following commands to configure Hadoop environment variables:

echo 'export HADOOP HOME=/opt/hadoop/' >> /etc/profile
echo 'export PATH=SPATH:S$SHADOOP HOME/bin' >> /etc/profile
echo 'export PATH=$PATH:$HADOOP HOME/sbin' >> /etc/profile

source /etc/profile

4. Runthe following commands to modify the yarn-env.sh and hadoop-env.sh configuration files:
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echo "export JAVA HOME=/usr/java8" >> /opt/hadoop/etc/hadoop/yarn-env.sh
echo "export JAVA HOME=/usr/java8" >> /opt/hadoop/etc/hadoop/hadoop-env.sh

5. Runthe following command to check whether Hadoop is installed:

hadoop version

A command out put similar to the following one indicates that Hadoop is installed:

Hadoop 2.10.1

Subversion https://github.com/apache/hadoop -r 1827467c9a56£133025£28557bfc2c562d78e816
Compiled by centos on 2020-09-14T13:17Z

Compiled with protoc 2.5.0

From source with checksum 3114edef868f1£3824e7d0£68be03650

This command was run using /opt/hadoop/share/hadoop/common/hadoop-common-2.10.1.jar

Step 3: Configure Hadoop

1. Modify the core-site.xml configuration file of Hadoop.

i. Runthe following command to open the core-site.xml file:

vim /opt/hadoop/etc/hadoop/core-site.xml

i. Pressthe 1 keyto enterthe edit mode.

ii. Inthe configuration section, add the following content:

<property>
<name>hadoop. tmp.dir</name>
<value>file:/opt/hadoop/tmp</value>
<description>location to store temporary files</description>
</property>
<property>
<name>fs.defaultFS</name>
<value>hdfs://localhost:9000</value>
</property>

iv. Pressthe Esc keyto exit the edit mode and enter :wq to save and close the file.
2. Modify the hdfs-site.xml configuration file of Hadoop.

i. Runthe following command to open the hdfs-site.xml file:

vim /opt/hadoop/etc/hadoop/hdfs-site.xml

i. Pressthe 1 keyto enterthe edit mode.
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ii. INthe configuration section, add the following content:

<property>
<name>dfs.replication</name>
<value>1</value>
</property>
<property>
<name>dfs.namenode.name.dir</name>
<value>file:/opt/hadoop/tmp/dfs/name</value>
</property>
<property>
<name>dfs.datanode.data.dir</name>
<value>file:/opt/hadoop/tmp/dfs/data</value>
</property>

iv. Pressthe Esc keyto exit the edit mode and enter :wg to save and close the file.

Step 4: Configure password-free SSH logon
1. Runthe following command to create a public key and a private key:

ssh-keygen -t rsa

A command output similar to the following one indicates that the public and private keys are
Created:

[root@iZbplchrrv37a2kts7sydsZ ~]# ssh-keygen -t rsa

Generating public/private rsa key pair.

Enter file in which to save the key (/root/.ssh/id rsa):

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /root/.ssh/id rsa.

Your public key has been saved in /root/.ssh/id rsa.pub.

The key fingerprint is:

SHA256 :gjWO5SmgARs t+05VUaTnGs+LxVhfmCInQWKEEBTro20Q root@iZbplchrrv37aZktsTs****

The key's randomart image is:

+---[RSA 2048]----+

| . ot+Bo= |

lo o .+.# o I

|.= 0..B =+ . |

=. 00.0 0o 0O |

|Eo..=0* S . |

| .+.+0. + |
I
|
|

|. +o.

2. Runthe following command to add the public key to the authorized keysfile:

cd .ssh
cat id rsa.pub >> authorized keys

Step 5: Start Hadoop
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1. Runthe following command to initialize namenode
hadoop namenode -format

2. Runthe following commands in sequence to start Hadoop:
start-dfs.sh

At the prompts that appear, enter yes , as shown inthe following figure.

Mvhvim37mlv
cl:c5:3

arynamenode-myhost.out

start-yarn.sh

A command out put similar to the following one is returned:

[root@iZbplchrrv37a2kts7s**** .ssh]# start-yarn.sh

starting yarn daemons

starting resourcemanager, logging to /opt/hadoop/logs/yarn-root-resourcemanager—iZbplch
rrv37a2kts7sydsZ.out

localhost: starting nodemanager, logging to /opt/hadoop/logs/yarn-root-nodemanager—iZbp
lchrrv37a2kts7sydsz.out

3. Runthe following command to view the processes that are started:
jps
The following processes are started:

[root@iZbplchrrv37a2kts7s**** _sshl# jps
11620 DataNode

11493 NameNode

11782 SecondaryNameNode

11942 ResourceManager

12344 Jps

12047 NodeManager

4. Use a browserto access http://<Public IP address of the ECS instance>:8088 and http://
<Public IP address of the ECS instance>:50070

If the Hadoop pseudo-distributed environment is built, the page shown in the following figure is
displayed.

C) Notice Make sure that security group rules of the ECS instance allow inbound traffic to
ports 8088 and 50070 used by Hadoop. Otherwise, the Hadoop pseudo-distributed
environment cannot be accessed. For more information, see
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G lEnbED

Logged in as: drwho

All Applications

- Cluster | Cluster Metrics
Apps Submitted | AppsPending | Apps Running | Apps Completed Containers Running Memory Used | Memory Total Memory Reserved | VCores Used | VCores Total | VCores Reserved
Nodes vel lo 8 o8
Node Labels
Applications Cluster Nodes Metrics
[ Active Nodes Decommissioning Nodes Decommissioned Nodes Lost Nodes Unhealthy Nodes Rebooted Nodes Shutdown Nodes
Sughr 1 [ 9 o
P Scheduler Metrics
EINISHED Scheduler Type Scheduling Resource Type Minimum Allocation Maximum Allocation Maximum Cluster Application Priority
Hue | capacity scheduler [MEMORY] <memory:1024, vCores:1> <memory:8192, vCores:4> [ |
Scheduler |Show 20+ entries Search: |
= . - Running | Allocated | Allocated  Reserved  Reserved  %of = % of
Tools ID,{User{Name LAPPICRtion | S0 ieuemsnfu/ RPN} StartTime LFinishTime {State | FINaISttis | o1tainersyfses GPU Memory cpPy Memory  Queue Cluster  Progress © Trackingul o PBlacKlisted
- s Priority B s = N " A . s S Nodes ¢
VCores ¢ MB < VCores ¢ MB i k4 <

No data available in table

‘ Showing 0 o 0 of 0 entries

Overview Datanodes Datanode Volume Failures

Hadoop

Snapshot Startup Progress Utilities

Overview ‘ocahost9000° (active)

Started: Thu May 28 17:59:39 +0800 2020

Version: 2.9.2, rB26afbeae3 1cab87bc2f8471dcB41b66ed2c6704
Compiled: Tue Nov 13 20:42:00 +0800 2018 by ajisaka from branch-2.9.2
Cluster ID: CID-c a5e974

Block Pool ID: BP-835383965-127 6

Summary

Security is off.
Safemode is off.

1 files and directories, 0 blocks = 1 total filesystem object(s).

Heap Memory used 129.95 MB of 204 MB Heap Memory. Max Heap Memory is 889 MB.

MNon Heap Memory used 37.98 MB of 38.88 MB Commited Non Heap Memory. Max Non Heap Memory is <unbounded>.

Configured Capacity:

DFS Used:

Non DFS Used:

DFS Remaining:

Block Pool Used:

DataMNodes usages’ (Min/Median/Max/stdDev):
Live Nodes

Dead Nodes

39.25 GB

24 KB (0%)

3.39GB

34.04 GB (86.73%)

24 KB (0%)

0.00% / 0.00% / 0.00% / 0.00%

1 (Decommissioned: 0, In Maintenance: 0)

0 (Decommissioned: 0, In Maintenance: 0)

3.6. Deploy the Windows application

environment by repla

cing images
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You can deploy the Windows application environment on an Elastic Compute Service (ECS) instance by
using an image that contains the operating system and applications. This topic describes how to

deploy the Windows application environment on an ECS instance by replacing the image of the
instance.

Prerequisites

The instance is stopped. If the instance is not stopped, stop it first. For more information, see Stop an
instance.

) Notice

Context

Alibaba Cloud Market place images contain operating systems and applications and can be used to

deploy application environments on ECS instances. For more information, see Alibaba Cloud
Marketplace.

You can use one of the following methods to use Alibaba Cloud Marketplace images that contain the
Windows application environment:

e If you are creating an instance, you can select an Alibaba Cloud Marketplace image that contains the
Windows application environment. For more information, see Creation method overview.

e [f you are using an existing instance, you can replace the operating system of the instance by using
an Alibaba Cloud Market place image that contains the Windows application environment.

Take note of the following items:

e The procedure described in this topic applies to existing ECS instances. You can deploy the Windows
application environment on an existing instance by changing its image to an Alibaba Cloud
Market place image. T his tutorial describes only the general procedure for using Alibaba Cloud
Market place images. The buy page of Alibaba Cloud Marketplace images contains the how-to guide.
We recommend that you read the guide before you use the images.

e You cannot install or deploy virtualization software such as Kernel-based Virtual Machine (KVM), Xen,
or VMware on ECS instances.

e Afterthe operating system of an instance is replaced, the original system disk is released and its data
is lost and cannot be restored. Exercise caution when you replace the operating system. For more
information, see Replace the operating system of an instance by using a non-public image.

@ Note Whenthe operating system of an instance is replaced, the data on its data disks is
not affected.

Procedure
1.
2.
3.
4. Replace the system disk of the ECS instance.

i. Find the instance for which you want to replace the systemdisk. Inthe Actions column,
choose More > Disk and Image > Replace System Disk.
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ii. Inthe Replace System Disk message, click OK.

Replace System Disk & *

1. Custom snapshots created from the oniginal system disk are retained. The Delete
Automatic Snapshots While Releasing Disk setting determines whether automatic
snapshots are retained or deleted when their comresponding disks are released.
You can go to the Disks page and choose Mere > Modify Disk Property to view or
change the setting.

2. The ariginal automatic snapshet policy becomes invalid and must be
reconfigured.

3. To avoid data loss, you can Create a snapshot to back up your data.

n Can:el

ii. Onthe Change Operating System page, set Image to Marketplace Image and clickSelect
from Image Market (Including Operating System).

Image

| P,nllqln’Jgf H :uj.':\rrin'a._'__\e || E'nredir\r.\ge | .‘.1.srl:rt;|l.acflm.v_',||-

| Select from Image Market (Including Operating System) |

iv. Inthe left-side navigation pane of the Marketplace Image dialog box, select All Categories or
enter the image name that you want to use and click Search. Select the image and click Use.

Marketplace Image[us-east-1] X

Search for images m

Featurad Images r v
Al Categorias ~
Java 11 Runtime for Web App (Tomcat 9) S40/Manth
A Operating System: linux  Architecture: 64-bit VIITe » | T |
Business Software Pre-configured, customizable, secure, one-Click ... :
Developer Tools Varnish Cache 6 (Ubuntu) 20Month

Software Infrastructure Cperating System: linux  Architecture: 64-bit 6081 v Use
Varnish Cache is a powerful 0pen-Source reverse.. g

Inmp1.8_nexicloud-21.0.2_20g 20/Month
Operating System: linux  Architecture: &4-bit vio | Use |
Nextcloud is a set of client-server software for cr... P

Web-based GUI Docker runtime 240/Month
Operating System: linux  Architecture: 64-bit V201 v Use
F're-conflgured. customizable, secure, one-click t.. '

Cloud Native Database for PostgreSQlL 12
Operating System: linux  Architecture: 64-bit V126
Pre-configured, customizable, secure, one-click t..

£

Total: 318 ltems

v. Inthe System Disk section, modify the size of the systemdisk or use the default setting.
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vi. Inthe Security Settings section, click Password, enter your password in the Logon
Password field, and then enter the password again in the Confirm field.

Security Settings
Key Pair m Set after Change

Username

Logon Password

Confirm

vii. Inthe Terms of Service section, read and select £CS Service Terms and Terms of Service for/
mages.

viii. Inthe lower-right corner of the Change Operating System page, click Create Oder.

Terms of Service

-}

$0.000USD +

Result

Afteryou complete the payment, the congratulations, purchase successfully Message appears,
which indicates that the operating system of the instance is replaced.

The instance automatically starts after the operating systemis replaced. You can go backto the
Instances page, find and connect to the instance, and use the new Windows application environment.
For more information about how to connect to an instance, see Connection methodsGuidelines on instance
connection.
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4.Build a website
4.1. Build a WordPress blog platform

4.1.1. Create a WordPress environment by using
ROS

Alibaba Cloud Resource Orchestration Service (ROS) allows you to use templates to create a group of
Alibaba Cloud resources. The ROS template is a JSON file used to specify the resources that you want to
create. This topic describes how to use ROS templates to create a WordPress environment based on
Elastic Compute Service (ECS) and ApsaraDB RDS.

Prerequisites
[ ]
e The first time you use ROS, you are prompted to activate it. ROS is a free service. You can activate

ROS free of charge.

Context

ApsaraDB RDS is a stable, reliable, and scalable online database service provided by Alibaba Cloud.
ApsaraDB RDS supports database engines such as MySQL, SQL Server, and PostgreSQL. It provides a
complete set of solutions for scenarios such as disaster recovery, backup, restoration, monitoring, and
migration to reduce your O&M burdens. For more information, see

This topic describes how to create a WordPress environment by using the Create a WordPress
Environment Based on ECS and ApsaraDB for RDS template.
Procedure
1. Logontothe
2. Select the template that you want to use.
i. Inthe left-side navigation pane, choose Templates > Sample Templates.

The common templates provided by ROS are displayed onthe Sample Templates page.
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template.

Qverview
Stacks
Stack Groups [REH
Resource Types
Templates
My Templates
Sample Templates
Shared Templates
Solution Center
Visual Editor [4
Self-service Diagnosis

Apply for Quota [4

ii. Find the Create a WordPress Environment Based on ECS and ApsaraDB for RDS

Sample Templates

Basic Cloud Computing Services Elastic Computing Networking Cantainers

Scenarios Website Big Data Al ISV Software Deployment

W

Create a WordPress Environment
Based on ECS and ApsaraDB for RDS

This template creates a WordPress
environment based on ECS and ApsaraDB for
RDS.

Website Example

View Details Create Stack

114
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iii. (Optional) ClickView Details to view the template in the JSON format.
The following table describes the top-level fields in the JSON file.

Top-level field Description

"ROSTemplateFormatVersi . .
Specifies the version of the template.

on" : "2015-09-01"

Specifies some parameters of the template.

"Parameters" : { } In this example, this field specifies the default image ID and
instance type.
Specifies the Alibaba Cloud resources that you can use the
template to create.
In this example, this field declares that the resources to be

"Resources" : { }

created include an ECS instance and a security group. The
properties of these resources are defined inthe Parameters
field.

Specifies the resource information that the stack generates after
the specified resources are created.

"Outputs": { } . f f
In this example, the stack generates the ECS instance ID, public IP

address, and security group ID.

@ Note Formore information about the sample templates of ROS, see Template
structure.

3. ClickCreate Stack.
4. Configure parameters.
i. Inthe top navigation bar, select a region.
ii. Configure the parameters inthe stacktemplate.

The following table describes the stack template parameters.
Parameter Description

The name of the stack. The stack name must be unique
Stack Name . .
and cannot be modified after the stack is created.

The private CIDR block of the virtual private cloud (VPC).

VPC CIDR Block . .
For more information, see Plan networks.

VSwitch Availability

The ID of the zone in which to create the resource.
Zone

VPC
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Parameter Description

The CIDR block of the vSwitch.

The CIDR block of the vSwitch must fall within the CIDR

VSwitch CIDR Block block of the VPC to which the vSwitch belongs and
cannot overlap with the CIDR block of an existing vSwitch.
For more information, see Plan networks.

The instance type of the ECS instance.

Instance Type For more information about ECS instance types, see
Instance family.

The ID of the image that ROS uses to create the ECS

Image .
instance.

The logon password of the ECS instance.

ECS The password must be 8 to 30 characters in length and
must contain at least three of the following character
types: uppercase letters, lowercase letters, digits, and
special characters. Special characters include () ~ ~ !

Instance Password
/Q#SSNEx—_ +=[{}[]:;'<>,.?
@ Note Passwords for Windows instances
cannot start with a forward slash (/).
DB Instance Class The type of the RDS instance.
Engine The database engine that you want to use.
DB Instance Storage The storage capacity of the RDS instance.
RDS DB Name The name of the WordPress database.
DB Username The username of the WordPress database.
The password used to access the WordPress database.
DB Password The password must be 6 to 32 characters in length and
can contain letters, digits, and underscores (_).
jii. Click Next.
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iv. Configure stack parameters.

The following table describes the stack parameters.
Parameter Description
Stack Policy (Optional) The stack policy.

Specifies whether to roll back the stack if the stack
cannot be created.

® [f you select Enabled, ROS deletes the created
resources when errors such as creation timeout occur

Rollback on Failure during the creation process.

® [f you select Disabled, ROS does not delete the
created resources when errors such as creation timeout
occur during the creation process.

Specifies the timeout period of the stack creation
Timeout Period request. If the specified resources cannot be created
within the period, the creation operation times out.

v. Click Next.
vi. Checkwhetherthe stack parameters are correctly configured.
5. ClickCreate.

Result

In the left-side navigation pane, click Stacks. In the top navigation bar, select the region of your
created stack fromthe drop-down list to view stack information such as the state. If the state of the
stackis Created, the stackis created.

What's next
Click the stack name to go to the stack details page. Click the following tabs to view information about
the stack.

e Stack Information: The basic information of the stack, such as the state and timeout period is
displayed.

e Events: The records of the operations that ROS performs during stack creation are displayed. The
causes of failed operations are also displayed in the list.

e Resources: All resources of the stack are displayed.
e Template: The original template of the stackis displayed.

4.1.2. Manually build a WordPress website on a
windows ECS instance

This topic describes how to build a WordPress website on an ECS instance that is running a Windows
operating system.

Prerequisites
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e A security group of the VPCtype is created. Inbound rules are added for the security group to allow
traffic on ports 80 and 3389. For more information about how to add security group rules, see Add a
security group rule.

e A Windows ECS instance is created and deployed with the web environment. The following software
versions are used in this tutorial:

o Operating system: Windows Server 2012 R2 64-bit
o Internet Information Services (lIS): 8.5

PHP: 7.0.28

MySQL: 5.5

WordPress: 5.3.2

[e]

[e]

[e]

@ Note If you use software versions different fromthe preceding versions, you may need to
adjust parameter settings.

Build a WordPress website

1. Use the ECS console to connect to the ECS instance that is deployed with the web environment
and download the WordPress installation package.

i. Connect to the ECS instance.
ii. Download the WordPress installation package fromthe official WordPress website.

Version 5.3.2 is used in this tutorial.

@ Note If you download WordPress on an ECS instance that is located in a mainland
China region and the 429 Too Many Requests erroris reported, we recommend that you

try multiple times or download the WordPress installation package from a third-party
website.

ii. Decompress the WordPress installation package.

In this tutorial, the WordPress installation package is decompressed to c:\wordpress
2. Create a MySQL database for the WordPress website that you want to build.

i. Goto the binfolderinthe MySQL installation directory, right-click a blank area in this folder
when you press and hold the snift key, and then select Open command window here.

i. Logonto the MySQL database.
mysgl -u root -p

ii. Create adatabase forthe WordPress website.

In this tutorial, the database that is created for the WordPress website is named wordpress.

create database wordpress;

3. Configure the WordPress website.

i. Inthe c:\wordpress directory,findthe wp-config-sample.php file, copy it, and name the
file copy wp-config.php
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ii. Use the text editorto openthe wp-config.php file and modify information related to the
wordpress database.

The following figure shows an example.

£ FF MySQL settings - You can get this info from your web host ** //
/** The name of the database for WordPress =/
define{ 'DB_NAME', 'wordpress' );

/*= MySQL database username */
define( 'DB_USER', 'root' };

/*= MySQL database password */
define( 'DB_PASSWORD', ‘'passwordl23® );

/*= MySQL hostname */
define{ 'DB_HOST', 'localhost' );

ii. Save the wp-config.php file.
4. Add the WordPress website to Server Manager.

i. Find the Server Manager icon in the Windows taskbar and open Server Manager.

ii. Inthe top menu bar of the Server Manager window, choose Tools > Internet Information
Services (lIS) Manager.

iii. Inthe Connections pane, choose <ECS instance name> > Sites.

iv. Delete the website that is bound to port 80, or change the port number from 80 to an unused
port, such as port 8080.

B Internet Information Services (I1S) Manager | - | -
@b?\_|a‘>bm»sm» |W{}f@'

File View Help
N o Actons
- =8 il @ Add Website...

-5 Stant Page | = i, = Set Website Defaults...

f Filter: & -G Al . i |
493 test (TEST\Administrator) ee Go - RauShowAll | Groupby: No Grouping & AsorTPsee

% hpplication Pools MName * 1] Status Binding Path E "':
r@ Default Web Site 1 Started (Nt.. “:20 (hitg) *SystemDrive i | Set FTP Site Defaults...
@ Hep
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v. Inthe right-side Actions pane, click Add Website to add the WordPress website.

The following figure shows an example.

Add Website | 2 [

Site name: Application pool

|w0rdpre55 | |wlo.r;|press | Select...

Content Directory

Physical path:

|C:\wordpressl | u

Pass-through authentication

‘ Connect as... | ‘Test Settings...

Binding

Type: 1P address: Port:

|http v| |AII Unassigned v| |8{J |
Host names

Example: www.contose.com or marketing.contoso.com

Start Website immediately

0K | ‘ Cancel

The following content describes the parameters to be configured:
m Site name: the name of a custom website. In this tutorial, enter wordpress.

m Application pool: Select DefaultAppPool.

m Physical path: the directory where the WordPress installation package is decompressed. In
this tutorial, select c:\wordpress

m Port: Set it to 80.
5. Install WordPress and log on to the WordPress website.
i. Visit nttp://localhost/ fromthe ECS instance. The WordPress installation page is
displayed.
ii. Enter basic information of the website and clickRun the installation.
The following content describes the parameters to be specified:
m Site Title: The name of the WordPress website. Example: demowp.

m Username: The username used to log on to WordPress. Keep your username secure. Example:
testwp.

m Password: We recommend that you choose a secure password. Example: Wp.123456.

m Your Email: The email used to receive notifications. Example: 1234567890@aliyun.com.

jii. ClickInstall WordPress.
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iv. Enter the username and password that are used to install WordPress and click LOGIN.

You are logged on to your WordPress website.

Resolve the domain name of the WordPress website

If you allow users to access your WordPress website by using the public IP address of the ECS instance,
this compromises the security of the ECS instance. If you have a domain name or need to register a
domain name for your WordPress website, performthe following steps. The domain name to registerin
this tutorialis www.WordPress.EcsQuickStart.com .

1. Registerthe domain name.

For more information, see Register a generic domain nameHow to register an Alibaba Cloud domain
name.

2. Apply foranICP filing.

If the website of your domain name is hosted on an ECS instance located in a mainland China
region, you must apply for an ICP filing.

3. Resolve the domain name and bind it to the public IP address of the ECS instance.

You must perform domain name resolution before you access your website by using a domain
name. For more information, see Domain name resolution.

4. Returnto the ECS instance on which the WordPress website is deployed. Go to the bin folderin the
MySQL installation directory, right-click a blank area in this folder when you press and hold the shi
ft key, and then select Open command window here.

5. Log onto the MySQL database.
mysgl -u root -p
6. Use the wordpress database.
use wordpress;
7. Replace nttp://localhost/ withthe new domain name.

update wp options set option value = replace (option value, 'http://localhost', 'http://
www.WordPress.EcsQuickStart.com') where option name = 'home' OR option name = 'siteurl'

’

The new domain name is configured for your WordPress website.
4.1.3. Manually build a WordPress website on an
ECS instance that runs Cent0S 8

WordPress is a blog-publishing system written in PHP. You can use WordPress as a content management
system (CMS) or use WordPress to build your own websites on servers that support PHP and MySQL
databases. This topic describes how to build a WordPress website on an Elastic Compute Service (ECS)
instance that runs a Linux operating system.

Prerequisites

e A ECS Linux instance is created and an LNMP environment is manually built on the instance. For more
information, see Manually build an LNMP environment on a CentOS 8 instance. In this topic, resources
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of the following versions are used:

o

o

o

Instance type: ecs.c6.large

Operating system: Cent0S 8.1 64-bit public image
NGINX: 1.16.1

MySQL: 8.0.17

PHP:7.3.5

WordPress: 5.4.2

@ Note If you use software versions different fromthe preceding ones, you may need to
adjust commands and parameter settings.

e Aninbound rule is added to the security group of the instance to allow traffic on port 80. If you
want to connect to the instance over SSH, another inbound rule is added to the security group to
allows traffic on port 22. For more information, see Add a security group rule.

Context

The tutorial is intended for enterprises or individuals who are familiar with Linux, but new to building
WordPress websites on Alibaba Cloud ECS instances. You can also use the WordPress image provided in
Alibaba Cloud Marketplace to build a WordPress website.

Build a WordPress website

1. Use the ECS console to connect to the ECS Linux instance and configure a database forthe
WordPress website.

Connect to the ECS instance.

For more information, see Connect to a Linux instance by using a password.

i. (Optional)Change the Cent0S 8 repository address.

@ Note I you have changed the CentOS 8 repository address when you bulid the LNMP
environment, skip this step.

Log onto MySQL.

Log onto MySQL by using the root username and entering the password that you set for
the root user when you build the LNMP environment.

mysgl -uroot -p

Create a database forthe WordPress website that you want to build.

In this tutorial, the database created for the WordPress website is wordpress.

create database wordpress;
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v. Create a new user to manage the wordpress database to improve security.

In MySQL 5.7 and later, the password strength validation plug-in validate_password is installed

by default. You can log onto MySQL to view the password strength rules.
show variables like "$password$";
In this tutorial, the created userisnamed wuser and its passwordis PASSwordi123.
create user 'user'@'localhost' identified by 'PASSwordl23.' ;
vi. Grant the user all permissions onthe wordpress database.
grant all privileges on wordpress.* to 'user'@'localhost';
vii. Runthe following command to validate the preceding configurations:
flush privileges;

viii. Runthe following command to exit MySQL:

exit;

2. Download and depress WordPress and move it to the root directory of the WordPress website.

i. Go to the root directory of the NGINX website and download the WordPress package.

cd /usr/share/nginx/html
wget https://wordpress.org/wordpress—-5.4.2.zip

ii. Decompress the WordPress package.

unzip wordpress-5.4.2.zip

ii. Copythe wp-config-sample.php file inthe WordPress installation directoryto  wp-config.p

np andretainthe wp-config-sample.php file.

cd /usr/share/nginx/html/wordpress
cp wp-config-sample.php wp-config.php

iv. Editthe wp-config.php file.

vim wp-config.php
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v. Pressthe /key to switch to the edit mode and modify MySQL-related configurations based on
the wordpress database. The following content is an example of the modified code:

The data of the WordPress website will be saved in the wordpress database by the user
named user

// ** MySQL settings - The information is based on the host in use. ** //
/** The name of the WordPress database */

define ('DB NAME', 'wordpress');

/** The username of the MySQL database */

define ('DB USER', 'user');

/** The password of the MySQL database */

define ('DB_PASSWORD', 'PASSwordl23.') ;

/** The host of the MySQL database */

define ('DB HOST', 'localhost');

vi. Pressthe Esckey to exit the edit mode. Enter :wg and pressthe Enter key to save and exit
the configuration file.

3. Modify the configuration file of NGINX.

i. Runthe following command to open the NGINX configuration file:

vi /etc/nginx/conf.d/default.conf

ii. Pressthe /keyto enterthe edit mode.

Withinthe 1ocation / braces, replace the content that follows root withthe root
directory of the WordPress website. In this example, the root directory is /usr/share/nginx/html
/wordpress.

location / {

root fusr/share/nginx/html/wordpress;

index 1index.html index.htm index.php;

Withinthe 1location ~ .php$ braces, replace the content that follows root withthe
root directory of the WordPress website.
location ~ \.php% {
root fusr/share/nginx/html/wordpress;

fastcgl pass unix:/run/php-fpm/www.sock;

fastcgi_index index.php;
fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;

include fastcgi_params;

Press the Esckey to exit the edit mode. Enter :wg and press the Enter key to save and close
the configuration file.

iii. Runthe following command to restart the NGINX service:

systemctl restart nginx

4. Install WordPress and log on to the WordPress website.

i. Onyour local physical machine, use a browserto access <The public IP address of the ECS
instance> t0 go to the WordPress installation page.
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ii. Enter basic information of the website and clickRun the installation.

The following content describes the parameters to the specified:

Site Title: The name of the WordPress website. Example: demowp.

Username: The username used to log on to WordPress. Keep your username secure. Example:
testwp.

m Password: We recommend that you choose a secure password. Example: Wp.123456.
m Your Email: The email used to receive notifications. Example: 1234567890@aliyun.com.
iii. Clicklnstall Wordpress.

iv. Enterthe username testwp and password wp.123456 that are used to install WordPress,
and then click LOGIN.

You are logged on to your WordPress website.

Resolve the domain name of the WordPress website

If you allow users to access your WordPress website by using the public IP address of the ECS instance,
this compromises the security of the ECS instance. If you have a domain name or need to register a
domain name for your WordPress website, perform the following steps. The domain name to registerin
thistutorialis www.WordPress.EcsQuickStart.com .

1.

Register the domain name.

For more information, see Register a generic domain nameHow to register an Alibaba Cloud domain
name.

. Apply foranICP filing.

If the website of your domain name is hosted on an ECS instance located in a mainland China
region, you must apply for an ICP filing.

Resolve the domain name and bind it to the public IP address of the ECS instance.

You must perform domain name resolution before you access your website by using a domain
name. For more information, see Domain name resolution.

. Returnto the ECS console, connect to the ECS instance on which the WordPress website is

deployed, and log on to the MySQL database.

mysgl -uroot -p

. Use the wordpress database.

use wordpress;

. Replace the public IP address of the ECS instance with the new domain name.

update wp options set option value = replace (option value, 'http://<The public IP addre
ss of the instance>', 'http://www.WordPress.EcsQuickStart.com') where option name = 'ho

me' OR option name = 'siteurl';

. Runthe following command to exit MySQL:

exit;

The new domain name is configured for your WordPress website.
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FAQ

e Problemdescription: After a static linkis set for the WordPress website, the web page to which the
static link points cannot be accessed.

Solution: If you set a website to be pseudo-static, search engines can easily index the website.
Before you set a static link for a WordPress website, you must specify pseudo-static rules in the
NGINX server. Performthe following steps:

i. Log onto the ECS instance on which the WordPress website is built.

ii. Runthe following command to open the NGINX configuration file:

vi /etc/nginx/conf.d/default.conf

iii. Pressthe /keyto enterthe edit mode. Withinthe 1ocation / braces, add the following code:

iv. Runthe following command to restart NGINX:

if (-f $request_filename/index.html){
rewrite (.*) $1/index.html break;

}

if (-f Srequest filename/index.php) {
rewrite (.*) $1/index.php;

}

if (!-f Srequest filename) {

rewrite (.*) /index.php;

}

Press the Esc key to exit the edit mode. Enter
configuration file.

systemctl restart nginx

:wg and press the Enter key to save and exit the

e Problem description: When | update the version of WordPress or upload a topic or plug-in in
WordPress, a message is displayed and indicates that an FTP logon credential is required or that the
directory cannot be created.

Solution:

i. Log onto the ECS instance on which the WordPress website is built.

ii. Runthe following command to open the configuration file of WordPress:

vim /usr/share/nginx/html/wordpress/wp-config.php

iii. Pressthe /keyto enterthe edit mode. Add the following code to the end of the file:

define ("FS METHOD", "direct");
define ("FS_CHMOD DIR", 0777);
define ("FS CHMOD FILE", 0777);

Press the Esckey to exit the edit mode. Enter

configuration file.

:wg and press the Enter key to save and exit the

. Return to the WordPress dashboard and refresh the page. Check whetherthe FTP logon
credential issue is solved.
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If the issue that the directory cannot be created persists, return to the ECS instance and run the
following command to change the owner of the root directory of the WordPress website to a
NGINX user. In this example, the NGINX useristhe nginx user.

chown -R nginx /usr/share/nginx/html/wordpress

4.1.4. Manually build a WordPress website on a
CentOS 7 ECS instance

WordPress is a blog-publishing system written in PHP. You can use WordPress as a content management
system (CMS) or use WordPress to build your own websites on servers that support PHP and MySQL
databases. This topic describes how to build a WordPress website on an ECS instance that runs a Linux
distribution.

Prerequisites

e A VPC-type security group is created. Inbound rules are added to the security group to allow traffic
on port 80. If you want to connect to the Linux instance by using SSH, you must also allow traffic on
port 22 inthe inbound rules. For information about how to add security group rules, see Add a
security group rule.

e A Linux ECS instance is created and deployed with the LNMP environment. For more information, see
Manually build an LNMP environment on a Cent0S 7 instance. Resources of the following versions are
used in this topic:

o Instance type: ecs.c6.large

o Operating system: a Cent0S 7.2 64-bit public image
o NGINX: 1.16.1

o MySQL: 5.7.29

o PHP: 7.0.33

o WordPress: 5.1.6

@ Note If you use resources that are of different versions from the preceding ones, you may
need to adjust commands and parameter settings.

Context

The tutorial is intended for enterprises or individuals who are familiar with Linux, but new to building
WordPress websites on Alibaba Cloud ECS instances. You can also use the WordPress image provided in
Alibaba Cloud Marketplace to build a WordPress website.

Build a WordPress website

1. Use the ECS console to connect to the Linux instance that is deployed with an LNMP environment
and configure a database for the WordPress website.

i. Connect to the ECS instance.

For more information, see Connect to a Linux instance by using a password.
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ii. Logonto MySQL.

Log onto MySQL by using the root username and entering the password that you set for
the root user when you build the LNMP environment.

mysgl -uroot -p
iii. Create a database forthe WordPress website that you want to build.
In this tutorial, the database created for the WordPress website is wordpress.

create database wordpress;

iv. Create a new userto manage the wordpress database to improve security.

In MySQL 5.7 and later, the password strength validation plug-in validate_password is installed
by default. You can log onto MySQL to view the password strength rules.

show variables like "%password$";

In this tutorial, the created useris named wuser and its passwordis paSSwordl23.
create user 'user'@'localhost' identified by 'PASSwordl23.' ;

v. Grant the user all permissions on the wordpress database.

grant all privileges on wordpress.* to 'user'@'localhost' identified by 'PASSwordl2
3" g

vi. Runthe following command to validate the preceding configurations:
flush privileges;
vii. Runthe following command to exit MySQL:
exit;
2. Download WordPress and move it to the root directory of the website to be built.

i. Download WordPress.

Run the following yum command to download WordPress. The downloaded WordPress
package is automatically saved in the /usr/share/wordpress directory.

yum -y install wordpress
ii. Move the WordPress package to the root directory of the website to be built.
mv /usr/share/wordpress /usr/share/nginx/html/wordpress

3. Modify the configuration file of WordPress.

i. Go to the new WordPress path and connect to the wp-config.php configuration file by using
the soft linkin the path.

cd /usr/share/nginx/html/wordpress

In -snf /etc/wordpress/wp-config.php wp-config.php
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ii. Edit the wp-config.php file.
vim wp-config.php

iii. Pressthe /key to switchto the edit mode and modify MySQL-related configurations based on
the wordpress database. The following content is an example of the modified code:

The data of the WordPress website will be saved in the wordpress database by the user
named user

// ** MySQL settings - The information is based on the host in use. ** //
/** The name of the WordPress database */

define ('DB NAME', 'wordpress');

/** The username of the MySQL database */

define ('DB USER', 'user');

/** The password of the MySQL database */

define ('DB PASSWORD', 'PASSwordl23.') ;

/** The host of the MySQL database */

define ('DB HOST', 'localhost');

iv. Pressthe Esckey to exit the edit mode. Enter :wg and pressthe Enter key to save and exit
the configuration file.

4. Modify the configuration file of NGINX.

i. Runthe following command to open the configuration file of NGINX:

vim /etc/nginx/nginx.conf

ii. Pressthe /key to enterthe edit mode.

Withinthe server braces, replace the content after root withthe root directory of the
WordPress website. The root directory is /usr/share/nginx/ht ml/wordpressin this example.

ault_server;

180 default_server;

fusr/share/nginx/html/wordpress;

Withinthe 1ocation ~ .php$ braces, replace the content after root withthe root
directory of the WordPress website.

location ~ .php%$ {
DC / |avefnginxﬁhtmlﬁwordpress;
'127.9.0.1:9000;
fastcgi_index index.php;

fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;

e fastcgi_params;

Press the Esc key to exit the edit mode. Enter :wg and pressthe Enter key to save and exit
the configuration file.

iii. Runthe following command to restart the NGINX service:

systemctl restart nginx
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5. Install WordPress and log on to the WordPress website.

i. Onyour local physical machine, use a browserto access <The public IP address of the ECS
instance> t0 go to the WordPress installation page.

ii. Enter basic information of the website and clickRun the installation.
The following content describes the parameters to the specified:
m Site Title: The name of the WordPress website. Example: demowp.

m Username: The username used to log on to WordPress. Keep your username secure. Example:
testwp.

m Password: We recommend that you choose a secure password. Example: Wp.123456.
m Your Email: The email used to receive notifications. Example: 1234567890@aliyun.com.
iii. ClickIlnstall Wordpress.

iv. Enterthe username testwp and password wp.123456 that are used to install WordPress,
and then click LOGIN.

You are logged on to your WordPress website.

Resolve the domain name of the WordPress website

If you allow users to access your WordPress website by using the public IP address of the ECS instance,
this compromises the security of the ECS instance. If you have a domain name or need to register a
domain name for your WordPress website, performthe following steps. The domain name to registerin
this tutorialis www.WordPress.EcsQuickStart.com

1. Registerthe domain name.

For more information, see Register a generic domain nameHow to register an Alibaba Cloud domain
name.

2. Apply foranICP filing.

If the website of your domain name is hosted on an ECS instance located in a mainland China
region, you must apply for an ICP filing.

3. Resolve the domain name and bind it to the public IP address of the ECS instance.

You must perf orm domain name resolution before you access your website by using a domain
name. For more information, see Domain name resolution.

4. Returnto the ECS console, connect to the ECS instance on which the WordPress website is
deployed, and log on to the MySQL database.

mysgl -uroot -p
5. Use the wordpress database.

use wordpress;

6. Replace the public IP address of the ECS instance with the new domain name.

update wp options set option value = replace (option value, 'http://<The public IP addre
ss of the instance>', 'http://www.WordPress.EcsQuickStart.com') where option name = 'ho

me' OR option name = 'siteurl';

7. Runthe following command to exit MySQL:

130 > Document Version: 20220711


https://www.alibabacloud.com/help/doc-detail/54068.htm#task-1830383
https://www.alibabacloud.com/help/doc-detail/58131.htm

Elastic Compute Service Tutorials-Build a website

exit;
The new domain name is configured for your WordPress website.

FAQ

e Problemdescription: After a static linkis set for the WordPress website, the web page to which the
static link points cannot be accessed.

Solution: If you set a website to be pseudo-static, search engines can include the website more
easily. Before you set a static link for a WordPress website, you must specify pseudo-static rules in
the NGINX server. Performthe following steps:

i. Log onto the ECS instance on which the WordPress website is built.

ii. Runthe following command to open the configuration file of NGINX:

vim /etc/nginx/nginx.conf
iii. Pressthe /keyto enterthe edit mode. Withinthe 1ocation / braces, add the following code:

if (-f $request_filename/index.html){
rewrite (.*) $1/index.html break;

}

if (-f Srequest filename/index.php) {
rewrite (.*) $1/index.php;

}

if (! -f $request filename) {

rewrite (.*) /index.php;

}
Press the Esc key to exit the edit mode. Enter :wg and press the Enter key to save and exit the
configuration file.

iv. Runthe following command to restart the NGINX service:

systemctl restart nginx

e Problemdescription: When | update the version of WordPress or upload a topic or plug-inin
WordPress, a message is displayed. The message indicates that an FTP logon credential is required or
that the directory cannot be created.

Solution:
i. Log onto the ECS instance on which the WordPress website is built.

ii. Runthe following command to open the configuration file of WordPress:

vim /usr/share/nginx/html/wordpress/wp-config.php

iii. Pressthe /keyto enterthe edit mode. At the bottom, add the following code:

define ("FS METHOD", "direct");
define ("FS_CHMOD DIR", 0777);
define ("FS_CHMOD FILE", 0777);

Press the Esc key to exit the edit mode. Enter :wg and press the Enter key to save and exit the
configuration file.
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iv. Returnto the WordPress dashboard and refresh the page. Check whether the problemthat an
FTP logon credential is required is solved.

If the problemthat the directory cannot be created persists, return to the ECS instance and run
the following command to change the owner of the root directory of the WordPress website to
a NGINX user. In this example, the NGINX useristhe nginx user.

chown -R nginx /usr/share/nginx/html/wordpress

4.2. Build a Drupal website

4.2.1. Build a Drupal website based on an
Alibaba Cloud Marketplace image

This topic describes how to build a Drupal e-commerce website on an Elastic Compute Service (ECS)
instance that uses an Alibaba Cloud Marketplace image.

Context

Drupal is an open source content management framework (CMF) written in PHP. Drupal consists of a
content management system (CMS) and a PHP development framework. You can use Drupal to build
dynamic websites that provide various features and services. Drupal is commonly used in a variety of
applications from personal blogs to large communities.

The procedure described in this topic is applicable to users who are familiar with Linux operating
systems, but are new to web development on Alibaba Cloud ECS instances and want to build a website
in a quick manner.

In this example, the following operating system and software versions are used:

e QOperating system: CentQS 7.3 64-bit
Apache 2.4.45

MySQL 5.6.36

PHP 5.6.30

Drupal 8.3.4

Procedure

To build a Drupal website based on an Alibaba Cloud Market place image, performthe following steps:
1. Step 1: Create an ECS instance
2. Step 2: Select a Drupal website image
3. Step 3: Install Drupal

Step 1: Create an ECS instance

Create an ECS instance to build a small-sized website for personal use. Then, you can upgrade the
configurations of the instance or optimize the architecture as your requirements increase. In this
example, an ECS instance of the ecs.cé.large instance type is used.

Step 2: Select a Drupal website image
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vos W

. OntheInstances page, clickCreate Instance.

. Inthe Image section of the Custom Launch tab, choose Market place Image > Select from

Alibaba Cloud Marketplace (including operating system).

. Enter prupal inthe search box and clickSearch to select a Drupal website image.

. Click Use.

. Onthe Custom Launch tab, you can see that the Alibaba Cloud Marketplace image that you

selected is displayed in the Image section. Assign a public IP address to the instance and complete
other settings to create the instance. For more information, see Create an instance by using the
wizard.

Step 3: Install Drupal

1.

AcCcess http://<Public IP address of the instance>/phpMyAdmin by using your browser.

You can obtain the public IP address of the instance fromthe IP Address column corresponding to
the instance on the Instances page in the ECS console.

. Use the username and password of MySQL provided by the Alibaba Cloud Market place image to log

onto phpMyAdmin.

. Inthe left-side navigation pane, click NEW. In the top navigation bar, click SQL.

. Create a database and user for Drupal.

Enterthe following SQL statements in the field and configure the following parameters:

o

drupalDBName: Specify a name for the database.

o

UserName: Specify a user for the database.

o

IP: Enter localhost or 127.0.0.1 if you performthe operations on your computer.

o

UserPasswWord: Specify a password for the database.

CREATE DATABASE drupalDBName;

CREATE USER UserName;

GRANT ALL PRIVILEGES ON *.* TO 'UserName'@'IP' IDENTIFIED BY 'UserPassWord' WITH GRANT
OPTION;

FLUSH PRIVILEGES;

. Click Go.

. Access http://<Public IP address of the instance>/drupal by using your browserto go to

the Drupal installation page. Select an installation language fromthe Choose language drop-down
list and click Save and continue.
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Drupal 34

Choose language Choose language

Choose profile English v

Verify requirements
Save and continue

Set up database
Install site

Configure site

7. Select the standard installation method and click Save and continue.

8. Enterthe information of the created database and click Save and continue.

Drupal &3¢

Database configuration

Database type *

* MySQL, MariaDB, Percona Server, or equivalent
SQLite

Set up database

) Database name *

Install site

Configure site
Database username *

Database password

» ADVANCED OFTIONS

9. AfterDrupalis installed, enter the site information on the website setting page and clickSave and

continue.
Then, you can log onto the Drupal website to customize the settings.

4.2.2. Manually build a Drupal website

This topic describes how to use Drupal to deploy an e-commerce website on a Cent0S 7 ECS instance.

Prerequisites

e AnECS instance that has a public IP address is created and deployed with a LAMP environment. For
more information, see Build a LAMP environment on a CentOS 7 instance.
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Context

Drupal is an open source content management framework (CMF) written in PHP. Drupal consists of a
content management system (CMS) and a PHP development framework. You can use Drupal to build
dynamic websites that provide various features and services. Drupal is commonly used in a variety of
applications, from personal blogs to large communities.

This topic is intended for users who are familiar with Linux, but new to web development on Alibaba
Cloud ECS instances. You can also build a Drupal website based on an Alibaba Cloud Marketplace image.
For more information, see Build a Drupal website based on an Alibaba Cloud Marketplace image.

Configuration

The following instance configurations and software versions are used in the example. The operations
may vary depending on your instance configurations and software versions.

e Instance type: ecs.cé.large

e Operating system: CentOS 7.8 64-bit
e Apache HTTP Server: 2.4.6

e MySQL: 5.7.31

e PHP: 7.0.33

e Drupal: 8.1.1

Configure the database information

1. Use a local browserto access http.//<Public IP address of the instance>/phpMyAdmin.
Use the username and password of a MySQL database to log on to phpMyAdmin.
At the top of the page, click SQL.

P owon

. Create a database and user for Drupal.

Enterthe following SQL statement in the editor:

CREATE DATABASE <DrupalDBName>;
CREATE user '<UserName>'(@'<IP>' IDENTIFIED BY '<UserPassWord>';
FLUSH PRIVILEGES;

Specify the parameters in the SQL statement:

o0  <DrupalDBName> : Specify a name forthe database.
0 <UserName> : Specify a userforthe database.
o <1p> :Specifythe IP address of the local host or127.0.0.1.

o0 <UserPassWord> : Specify a password forthe database.

(:> Note Youcanexecutethe show variables like 'validate password$'; SQL
statement to query the password strength rules for the database.

5. Click Go.

Install Drupal

1. Connect to an ECS instance in which an LAMP environment is deployed.
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For more information about the remote connection methods, see Connect to a Linux instance by
using a password.

2. Download and configure Drupal.

i. Download the Drupal installation package.

cd
wget http://ftp.drupal.org/files/projects/drupal-8.1.1.zip

ii. Decompress the Drupal installation package and move the installation files to the root
directory of your Apache website.

yum install unzip -y
unzip drupal-8.1.1.zip

mv drupal-8.1.1/* /var/www/html
iii. Modify the owner and group of the sitesdirectory.
chown -R daemon:daemon /var/www/html/sites

iv. Restart the Apache service.

systemctl restart httpd

3. Use a browser to access the website and install Drupal.

i. User alocal browserto access <Public IP address of the ECS instance>and go to the Drupal
installation page. Select the installation language fromthe Choose language drop-down list,
and then click Save and continue.

2
W
S
i3

corefinstallphp c |[a e

Drupal 81

Choose language Choose language
Choose profile
ol
Verify requirements
Translations will be downloaded from the Drupal Translation
Set up database website. If you do not want this, select English

Install site -
Save and continue

Configure site

ii. Select Standard, and clickSave and continue.

ii. Enterthe information of the configured database, clickSave and continue.

iv. Afterthe installationis complete, go to the website settings page, enter website information,
and then click Save and continue.

What's next

Afterthe installation is complete, you can customize your website pages.

4.3. Build multiple Web sites

136 > Document Version: 20220711


https://www.alibabacloud.com/help/doc-detail/25433.htm#concept-sdk-1jx-wdb

Elastic Compute Service Tutorials-Build a website

4.3.1. Build multiple websites on a Windows

instance

This topic describes how to use Internet Information Services (lIS) to build multiple websites on a
Windows Elastic Compute Service (ECS) instance. In this topic, the instance runs Windows Server 2012 R2
64-bit.

Prerequisites

e Aninstance is created, and the web environment that consists of IIS, PHP, and MySQL is deployed on
the instance. You can use a Windows image from Alibaba Cloud Marketplace that is installed with the
environment to deploy the environment.

Context

This tutorial is intended for users who are familiar with Windows and want to optimize the O&M process
by making efficient use of resources and managing sites in a centralized manner. For example, you can
configure multiple blogging platforms of different categories or build multiple websites to handle
complex business tasks on an instance.

In this tutorial, IIS is used to simultaneously build the windows-testpage-1 and windows-testpage-
2 websites and configure different domain names on the same port to access the websites.

In this topic, the following instance configurations are used:

e Instance type: ecs.c6.large
e Operating system: Windows Server 2012 R2 64-bit

Create test websites

1. Connect to the instance on which the web environment is deployed.
For more information, see Connect to a Windows instance by using a password.
2. Onthe desktop, clickT his PC and go to the C:\wwwroot path in the default root directory.

3. Createthe windows-testpage-1 and windows-testpage-2 folders.

¥ | wwaroot

m Home Share Wiew

& v » This PC » Local Disk (C}) » wwwroot »
Name ‘ Date modified Type
s Quick access
default 71172021 9:16 AM File folder
I Desktop . .
windows-testpage-1 71172021 917 AM File folder
* R windows-testpage-2 7A11,/2021 91 File folder
=| Documents
&=/ Pictures
3 This PC

4. Openthe windows-testpage-1 folder, create the test7.phpfile inthe folder, and then enterthe
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following content in the file:

<?php

echo "<title>Test-1</title>";
echo "windows-test-1";

2>

5. Openthe windows-testpage-2 folder, create the test2.phpfile inthe folder, and then enterthe
following content inthe file:

<?php
echo "<title>Test-2</title>";
echo "windows-test-2";

?>

Configure lIS
1. Inthe taskbar, click the Server Manager icon.

2. Inthe top navigation bar, choose Tools > Internet Information Services (lIS) Manager.
3. Inthe left-side navigation pane of IS Manager, click the name of the server and click Sites.

4. Inthe Actions section on the right, click Add Website. Add the windows-testpage-1 website
and click OK.

The following figure shows how to configure the website.
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Add Website ?

Site narne:

|windaws-test-1 I |Defaulb&ppPoaI

Select...

Content Directory
Physical path:

‘ Chonanroothwind ows-testpage-1

Pass-through authentication

Connect as... Test Settings...
Binding
Type: IP address: Port:
hitp v | |All Unassigned v [s0 |
Host name:

[test1.cnm| |

Example: waan, contoso.com or marketing.contoso.com

[ Start Website immediately

QK Cancel

X

The following list describes how to configure the parameters:

o Site name: Enter windows-testpage-1

o Application pool: Select DefaultAppPool.

o Physical path: Select a physical pathforthe windows-testpage-1 website.
o Host name: Specify the testl.com domain name asthe hostname.

5. Inthe Actions section on the right, click Add Website. Add the windows-testpage-2 website
and click OK.

The following figure shows how to configure the website.
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Add Website ? X
Site name:
‘windnws-test-? ‘ ‘DefaultAppPonl Select..,
Content Directory
Physical path:
| Chwvnvarroothwindows-testpage-2
Pass-through authentication
Connect as... Test Settings...
Einding
Type: IP address: Port:
http v | |All Unassigned v [s0
Host name:
Itest2.cnm| ‘
Example: wwaw,contoso,com or marketing.contoso.com
[ Start Website immediately
oK Cancel
The following list describes how to configure the parameters:
o Site name: Enter windows-testpage-2
o Application pool: Select DefaultAppPool.
o Physical path: Select a physical pathforthe windows-testpage-2 website.

o Host name: Specify the

test2.com domain name as the hostname.

The following figure indicates that the websites are added.

qil Sites
Filter: * WGo ~ % Show Al Group by: No Grouping A
MName D Status Binding Path

{0 Default Web Site

Started (http)

w0 (http)

Cwnnvroot\default

1
0 windows-test-1 2
@ windows-test-2 3

(Optional) Configure the hosts file on the local host

Started (http)
Started (http)

testl.com on *:80 (http)
test2.com on *:80 (http)

Chwanmvroothwindows-testpage-1
Ciwanwroothwindows-testpage-2
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In this tutorial, the domain names are used only for test purposes. You must configure IP mapping in the
local hosts file. If you use the actual server domain names when you configure the websites, skip t his
step. In this tutorial, the local physical server uses the Windows operating system.

1. Go to the C:\Windows\System32\drivers\etcdirectory.
2. Copy the hostsfile for backup.

Retain the hosts - copyfile, which can be used to restore the fostsfile to the initial state afterthe
test is complete.

3. Modify the hostsfile.

Append the following content to the end of the file, save the file, and then exit the file:

<Public IP address of the instance> testl.com

<Public IP address of the instance> test2.com
4. Go backto the Windows desktop and press Win+R.
5. Inthe Run dialog box, enter crnd and click OK.

6. Runthe following command in the command line to make the configurations of the fostsfile
immediately take effect:

ipconfig /flushdns

Result

You can access the two test websites from a browser on the local host.

e Enter testl.com/testl.php inthe address bar of the browser and pressthe Enterkey. The windo
ws-testpage-1 website is displayed, as shown in the following figure.

| [ Test-1 X |4+ v

“— : ) {0 (i) | testl.com/testl.php

windows-test-1

e Enter test2.com/test2.php inthe address bar of the browser and press the Enter key. The windo
ws-testpage-2 website is displayed, as shown in the following figure.

B QJETEH-E X{"‘ e
a SR A () | test2.com/test2 php
windows-test-2

Multiple websites are built. In your actual operations, you need only to make sure that the hostnames
and project paths are correctly configured to access your websites. You can install SSL certificates in IIS.
For more information, see Install SSL certificates on IS servers.

4.3.2. Build multiple websites in CentOS 7

This topic describes how to use NGINX to build multiple websites on an ECS instance that runs Cent QS 7.
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Prerequisites
[ ]

e AnECS instance that has a public IP address is created and deployed with an LNMP (Linux, NGINX,
MySQL, and PHP) environment. For more information, see Manually build an LNMP environment on a
CentQS 7 instance.

Context

This tutorial is intended for users who are familiar with Linux and want to improve O&M efficiency by
making efficient use of resources and managing sites in a centralized manner. For example, you can
configure multiple blogging platforms of different categories or build multiple websites for
sophisticated businesses on an instance.

In this tutorial, the Testpage-T1 and Testpage-2 sites are simultaneously built on an instance deployed
with an LNMP environment and then accessed.

The following instance configurations are used in the example:

e Instance type: ecs.c6.large
e QOperating system: CentQS 7.8 64-bit

Create test sites

1. Connect to the instance that is deployed with an LNMP environment.
For more information, see Connect to a Linux instance by using a password.

2. Runthe following command to go to the configured website root directory:

cd /usr/share/nginx/html

3. Runthe following commands to create two test folders.

The folders are used to store information of the test websites, which is the project code.

mkdir Testpage-1
mkdir Testpage-2

4. Configure information of Testpage-1.

i. Runthe following command to go to Testpage-T.
cd /usr/share/nginx/html/Testpage-1/

ii. Runthe following command to create and edit the index.html file:
vim index.html

iii. Pressthe /key to switchto the edit mode and enter the following test content:

Test page 1

Press the Esc key, enter :wq, and then press the Enter key to save the file and exit the edit
mode.

5. Configure information of Testpage-2.
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i. Runthe following command to go to Testpage-2:

cd /usr/share/nginx/html/Testpage-2/
ii. Runthe following command to create and edit the index.nhtm1 file:
vim index.html

iii. Pressthe /keyto switchto the edit mode and enter the following test content:

Test page 2

Press the Esc key, enter :wqg, and then press the Enter key to save the file and exit the edit
mode.

Configure NGINX
1. Runthe following command to checkthe nginx.conf configuration file:

cat /etc/nginx/nginx.conf

View the incilude configurationinformationinthe nttp{} module.

include /etc/nginx/conf.d/*.conf; indicatesthat NGINX will obtain site information fromall
files in the .conf format in this path, as shown in the following figure.

http {
log_format main ‘$remote_addr - $remote_user [$time_local] "$request™ '
'$status $body bytes_sent "$http_referer" '
'"$http_user_agent"” "$http_x_forwarded_for"';

access_log /var/log/nginx/access.log main;

sendfile on;
tcp_nopush on;
tcp_nodelay on;
keepalive timeout 65;

types_hash_max_size 2048;

include fetc/nginx/mime.types;

default_type application/occtet-stream;

# Load modular configuration files from the /etc/nginx/conf.d directory.
# See http://nginx.org/en/docs/ngx_core_module.html#include
# for more information.

include /etc/nginx/conf.d/*.conf;

server {

listen 8@ default_server;
listen [::]:88 default_server;
server_name _;

root Jusr/share/nginx/html;

2. Runthe following command to go inside the /etc/nginx/conf.d path:
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cd /etc/nginx/conf.d

3. Create and configure the NGINX configuration file for Testpage-1.
i. Runthe following command to create and edit the configuration file:

vim Testpagel.conf

ii. Pressthe /keyto switchto the edit mode and enterthe following content.
Forthe commented content, replace the server domain name and the project path with your

actual parameter values.

server {

listen 80;
server name testpagel.com; #The test domain name is used here. Use the doma

in name of your server in the actual configuration.

#charset koi8-r;
access_log /var/log/nginx/b.access.log main;
location / {

root /usr/share/nginx/html/Testpage-1;
Use the path of your project code in the actual configuration.

#The test site path is used her

e.
index index.html index.htm;

}
#error page 404 /404 .html;

error page 500 502 503 504 /50x.html;

location = /50x.html {
root /usr/share/nginx/html;

Press the Esc key, enter :wqg, and then press the Enter key to save the file and exit the edit

mode.
4. Create and configure the NGINX configuration file for Testpage-2.

i. Runthe following command to create and edit the configuration file:

vim Testpage2.conf
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ii. Pressthe /keyto switchto the edit mode and enter the following content.

Forthe commented content, replace the server domain name and the project path with your
actual parameter values.

server {
listen 80;
server name testpagel.com; #The test domain name is used here. Use the doma

in name of your server in the actual configuration.
#charset koi8-r;
access_log /var/log/nginx/b.access.log main;
location / {
root /usr/share/nginx/html/Testpage-2; #The test site path is used her
e. Use the path of your project code in the actual configuration.
index index.html index.htm;
}
#error page 404 /404 .html;
error page 500 502 503 504 /50x.html;
location = /50x.html {

root /usr/share/nginx/html;

}
Press the Esc key, enter :wq, and then press the Enter key to save the file and exit the edit
mode.

5. Runthe following command to restart the NGINX server:

systemctl restart nginx

(Optional) Configure the hosts file on the local host

You must configure IP mapping in the local hosts file because all of the information used in this tutorial
is test values. If you use the actual server domain name when you configure the sites, skip this step. In
this tutorial, the local physical machine uses the Windows operating system.

1. Go to the C:\Windows\System32\drivers\etc directory.
2. Copy the hostsfile for backup.

Keep the hosts - copyfile to restore the hostsfile to its initial status after the configuration is
completed.

3. Modify the hostsfile.
Append the following content to the end of the file:

<The public IP address of the instance> testpagel.com
<The public IP address of the instance> testpage2.com
Save the file and exit.
4. Go backto the Windows desktop and press Win+R.
5. Inthe Run dialog box that appears, enter cmd and click OK.

6. Runthe following command in the command line to immediately apply the configurations of the A
ostsfile:

ipconfig /flushdns
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Result

You can access the two test sites from a browser on the local host.
o [fyougoto testpagel.com/ ,Yyou canview the content of the Testpage-T site, as shown inthe
following figure.

[ <& | O testpagel.com X ‘ 4 v
&« > OO M@ (1)  testpagel.com/
Test page 1

e Ifyougoto testpage2.com/ ,Yyou canview the content of the Testpage-2site, as shown inthe
following figure.

B EJ [ testpage2.com X |4+ v
“ FR (U (i) | testpage2.com/
Test page 2

Multiple websites have been built. In your actual operation, you only need to make sure that the domain
names and project paths are correctly configured, and then you can access these websites.

4.4. Build a Magento e-commerce

website on ECS
4.4.1. Build a Magento e-commerce website on

an ECS instance

Magento is an open source e-commerce solution that has a modular architecture and varied expansion
features. Magento supports PHP versions from 5.6 to 7.1. It uses MySQL databases to store data. This
topic describes how to build a Magento e-commerce website on an Elastic Compute Service (ECS)
instance that runs a CentQOS 7 operating system

Prerequisites

e Inbound rules are added to the security group of the ECS instance to allow traffic on ports 80 and
3306. For more information, see Add a security group rule.

@ Note Most clients are located in LANs and can map their private IP addresses to public IP
addresses to communicate with external resources. Therefore, the IP addresses returned by the
ipconfig orifconfig command may not be the actual public IP addresses of the clients. If clients
cannot access the Magento website after it is built, verify the public IP addresses of the clients.
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Ri
gle . . Protoco Port Authoriza R .
directio Action . Authorization object
N Ltype range tion type
The CIDR blocks containing the public IP
addresses of all clients that need to access
the Magento website. Separate the CIDR
HTTP IPv4 CIDR block ith .
Inbound ~ Allow 80/80 va C ocks with commas ()
(80) block

To allow all clients to access the Magento
website, specify 0.0.0.0/0 as an
authorization object.

The CIDR blocks containing the public IP

addresses of all clients that need to access

the MySQL database services. Separate the
MySQL 3306/3 IPv4 CIDR CIDR blocks with commas (,).

Inbound Allow (3306) 306 block

To allow all clients to access the services,
specify 0.0.0.0/0 as an authorization object.

Context

In this topic, an ECS instance that has the following configurations is used:

Instance type: ecs.cé.large

e QOperating system: CentQS 7.2 64-bit public image
CPU: 2 vCPUs

Memory: 4 GiB

@ Note If you want to build a Magento server, the memory of the selected instance type
must be at least 2 GiB.

Network type: Virtual Private Cloud (VPC)

e [P address: public IP address

In the sample procedure, the following software versions are used:
e Apache HTTP Server: 2.4.6

MySQL: 5.7

e PHP: 7.0

e Composer: 1.8.5
e Magento: 2.1

If you use software versions different from the preceding ones, you may need to adjust commands and
parameter settings.

Procedure

Performthe following steps to build a Magento e-commerce website on an Alibaba Cloud ECS
instance:
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e Step 1. Install and configure Apache HTTP Server
e Step 2. Install and configure MySQL

e Step 3. Install and configure PHP

e Step 4. Create a Magento database

e Step 5. Install and configure Composer

e Step 6. Install and configure Magento

e Step 7. Configure the client of Magento

e Step 8. Add acronjob

Step 1. Install and configure Apache HTTP Server

1. Install Apache.

i. Runthe following command to install Apache:

yum install httpd -y

ii. Runthe following command to check whether Apache is installed:

httpd -v

The following command out put indicates that Apache is installed.

2. Configure Apache.

i. Runthe following command to open the configuration file of Apache:
vim /etc/httpd/conf/httpd.conf
i. Add LoadModule rewrite module modules/mod rewrite.so below 1Include conf.modules.d
/*.conf .Performthe following operations:

a. Move the pointerto the beginning of the line below the 1Include conf.modules.d/*.conf
line.

b. Pressthe /key to enterthe edit mode.

C. Enter LoadModule rewrite module modules/mod rewrite.so

The following figure shows the added content.
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ii. Replace Allowoverride None inthe following content with aAllowoOverride All

# AllowOverride controls what directives may be placed in .htaccess files.

# It can be "All", "None", or any combination of the keywords:

# Options FileInfo AuthConfig Limit

#

# Add a number sign (#) at the beginning of the line to comment out this line.
#AllowOverride None

# Add the following content:

AllowOverride All

The following figure shows the replacement result.

iv. Pressthe Esckey, enter ;wg, and then press the Enter key to save and close the configuration
file.

3. Runthe following command to start Apache:

systemctl start httpd

4. Runthe following command to configure Apache to run upon system startup:

systemctl enable httpd

Step 2. Install and configure MySQL

1. Install MySQL on the ECS instance.
i. Runthe following command to add a MySQL YUM repository:

rpm -Uvh http://dev.mysqgl.com/get/mysgl57-community-release-el7-8.noarch.rpm
ii. Runthe following command to install MySQL:
yum -y install mysgl-community-server --nogpgcheck
2. Runthe following command to start MySQL:
systemctl start mysqgld
3. Runthe following command to enable MySQL to run on system startup:

systemctl enable mysqgld

4. Configure MySQL.
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i. Runthe following command to checkthe /var/log/mysqld.logfile and obtain and record the
initial password of the root user:

grep 'temporary password' /var/log/mysgld.log

The following command output is returned:

2016-12-13T14:57:47.535748Z 1 [Note] A temporary password is generated for root@loc
alhost: p0/G28g>1sHD

@ Note Thisinitial password is used when you reset the password of the root user.

ii. Runthe following command to configure the security settings of MySQL:

mysql secure installation

Performthe following operations:

a. Set the password of the root user.

Enter password for user root: # Enter the initial password that you obtained in
the previous step.

The 'validate password' plugin is installed on the server.

The subsequent steps will run with the existing configuration of the plugin.
Using existing password for root.

Estimated strength of the password: 100

Change the password for root ? (Press y|Y for Yes, any other key for No) : Y #
Enter Y to change the password of the root user.

New password: # Enter a new password that is 8 to 30 characters in length. The
password must contain uppercase letters, lowercase letters, digits, and special
characters. Supported special characters include () ~ ~ ! @ # $ % "~ & * - + =
T31 07 sg Y5, %/

Re-enter new password: # Enter the new password again.

Estimated strength of the password: 100

Do you wish to continue with the password provided? (Press yl|Y for Yes, any othe

r key for No) : Y
b. Enter vy to deletethe anonymous user account.

By default, a MySQL installation has an anonymous user, allowing anyone to log
into MySQL without having to have a user account created for them. This is inte
nded only for testing, and to make the installation go a bit smoother. You shou
1d remove them before moving into a production environment.

Remove anonymous users? (Press y|Y for Yes, any other key for No) : Y # Enter
Y to delete the anonymous user.

Success.

c. Enter vy todenyremote access by the root account.

Disallow root login remotely? (Press y|Y for Yes, any other key for No) : Y # E
nter Y to deny remote access by the root account.

Success.
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d. Enter Y to deletethe test database and the access permissions on the database.

Remove test database and access to it? (Press y|Y for Yes, any other key for No

) : Y # Enter Y to delete the test database and the access permissions on the d
atabase.

- Dropping test database...

Success.

e. Enter v toreload privilege tables.

Reload privilege tables now? (Press y|Y for Yes, any other key for No) : Y # En
ter Y to reload privilege tables.

Success.

All done!

For more information, visit MySQL documentation.

Step 3. Install and configure PHP
1. Installed PHP.

i. Runthe following command to add the IUS repository:

yum install \
https://repo.ius.io/ius-release-el7.rpm \

https://dl.fedoraproject.org/pub/epel/epel-release-latest-7.noarch.rpm

ii. Runthe following command to add the Webtatic repository:

rpm -Uvh https://mirror.webtatic.com/yum/el7/webtatic-release.rpm

iii. Runthe following command to install PHP 7 and all required extensions:

yum -y install php70w php70w-pdo php70w-mysglnd php70w-opcache php70w-xml php70w-gd
php70w-mcrypt php70w-devel php70w-intl php70w-mbstring php70w-bcmath php70w-json ph
p70w-iconv

iv. Runthe following command to checkthe PHP version:
php -v
The following command out put indicates that PHP is installed:

PHP 7.0.33 (cli) (built: Dec 6 2018 22:30:44) ( NTS )
Copyright (c) 1997-2017 The PHP Group
Zend Engine v3.0.0, Copyright (c) 1998-2017 Zend Technologies
with Zend OPcache v7.0.33, Copyright (c) 1999-2017, by Zend Technologies

2. Configure PHP.
i. Runthe following command to open the PHP configuration file:
vim /etc/php.ini
ii. Move the pointerto the end of the last line. Performthe following operations:

a. Enter :$ and press the Enter key to move the pointerto the last line of the file.

b. Pressthe $key to move the pointerto the end of the line.
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iii. Pressthe /key to enterthe edit mode.

iv. Add configurations forthe memory limit and time zone at the end of the file.

; The maximum memory value allowed for the PHP script. You can increase or decrease
the memory limit.

memory limit = 1024M

; Set the time zone to Shanghai.

date.timezone = Asia/Shanghai

The following figure shows the result.

v. Pressthe Esckey, enter :wg, and press the Enter key to save and close the configuration file.

vi. Restart Apache.

systemctl restart httpd

Step 4. Create a Magento database
1. Runthe following command and enter the password of the root userto log onto MySQL:
mysgl -u root -p
2. Runthe following command to create @ magento database:

mysqgl> CREATE DATABASE magento; # Replace magento with the name of database that you wa

nt to create.

3. Runthe following commands in sequence to create a userforthe magento database:

mysgl> GRANT ALL ON magento.* TO <YourUser>@localhost IDENTIFIED BY '<YourPass>'; # Rep
lace <YourUser> with the account that you want to create and <YourPass> with the passwo
rd that you want to set.
mysgl> FLUSH PRIVILEGES;

For example, to create an account named magentoUser and set its password t0 magentoUseri@
3, runthe following command:

mysgl> GRANT ALL ON magento.* TO magentoUser@localhost IDENTIFIED BY 'magentoUserl@3';
mysgl> FLUSH PRIVILEGES;

4. Enter exit and press the Enter key to exit MySQL.

5. (Optional) Check whether the new Magento database and account are available. Performthe
following operations:

i. Runthe following command to log on to MySQL with the new account and its password:

mysqgl -u <YourUser> -p # Replace <YourUser> with the account that you created.
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ii. Runthe following command to view the new magento database:

mysql> show databases;

| information schema |

| magento |
2 rows in set (0.00 sec)

ii. Runthe following command and press the Enter key to exit MySQL:

mysgl> exit

Step 5. Install and configure Composer

Composer is a dependency management tool of PHP. Composer can identify the code repository that is
used as the basis for the project. It can also be used to install the depended code repository forthe
project.

1. Runthe following command to install Composer:

curl -sS https://getcomposer.org/installer | php

2. Runthe following command to configure Composer.

mv /root/composer.phar /usr/bin/composer

3. Runthe composer -v command to check the Composer version.

The following command output indicates that Composer is installed:

/ /

A A VA VA VA VA A VY.
/S ) //
NS\ NI

/_/
Composer version 1.8.5 2019-04-09 17:46:47

Step 6. Install and configure Magento

You can install Magento by using different methods and determine whether to install sample data.

e [f you install Magento fortest purpose only, you can install sample data.

e If you install Magento for production purpose, we recommend that you install Magento and
configure it fromthe start.

In this example, Git is used to download Magento and Composer is used to install Magento.
1. Download Magento.

i. Runthe following command to install Git:

yum -y install git

> Document Version: 20220711 153



Tutorials- Build a website Elastic Compute Service

ii. Go to the default root directory of the web server.

cd /var/www/html/

ii. Download Magento.
git clone https://github.com/magento/magento2.git
2. (Optional) Run the following command to switch Magento to a stable version:

cd magento2 && git checkout tags/2.1.0 -b 2.1.0

The following output is returned:

Switched to a new branch '2.1.0"'

@ Note By default, Git downloads and installs the latest Magento version. If you use
Magento in a production environment, we recommend that you switch Magento to a stable
version. Otherwise, issues may arise when you upgrade and install Magento in the future.

3. Runthe following command to move the installation file to the root directory of the web server:

shopt -s dotglob nullglob && mv /var/www/html/magento2/* /var/www/html/ && cd ..

@ Note After you run this command, you can access your Magento website by using nttp
://<Public IP address of the ECS instance> .Otherwise, you can accessyour Magento
website only by using http://<Public IP address of the ECS instance>/magento2

4. Runthe following commands in sequence to configure appropriate permissions for the Magento
file:

chown -R :apache /var/www/html

find /var/www/html -type £ -print0 | xargs -r0 chmod 640
find /var/www/html -type d -print0 | xargs -r0 chmod 750
chmod -R g+w /var/www/html/{pub,var}

chmod -R g+w /var/www/html/{app/etc,vendor}

chmod 750 /var/www/html/bin/magento
5. Runthe composer install command to install Magento.

Step 7. Configure the client of Magento

1. Open your browser.

2. Inthe browser address bar, enter http://<Public IP address of the ECS instance>
The following page indicates that Magento is installed.
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@ Magento

Version 2.1.0

Welcome to Magento Admin, your online store headguarters.
Click ‘Agree and Set Up Magento' or read Getting Started to learn
more.

Terms & Agreement

Agree and Setup Magento

3. ClickAgree and Setup Magento to start configuring Magento. Performthe following
operations:

i. Checkreadiness.
a. ClickStart Readiness Check.
b. Afterthe checkis complete, click Next.

Iﬁl Magento Installer

o or D

Readiness Add Web Customize Create Install
Check a Database Configuration Your Store Admin Account

Step 1: Readiness Check

Let's check your environment for the correct PHP version, PHP extensions, file permissions and compatibility.

Start Readiness Check

i. Add the database.

a. Enterthe account and password of the database that you created. In this example, the
useraccount is magentoUser andthe passwordis magentoUser1@3

b. Enterthe name of the created database. In this example, the database name is magento

c. ClickNext.
ii. Complete the settings forweb access and click Next.
iv. Fillinthe custom store and click Next.
v. Enterthe administrator account information and click Next.

vi. ClickInstall Now to install Magento.
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The following page indicates that Magento is configured.

© Success

Please keep this information for your records:
Magento Admin Info:

Username:

Email:

Password: ik
Your Store Address:

Magento Admin Address:

© 5esure to bookmark your unigue URL and record it offline.

Encryption Key:

Database Info:

Database Name:

Step 8. Add a cron job

Performthe following steps to add a cron job:

1. Runthe crontab -u apache -e command to configure the jobs to be operated by cron.
2. Pressthe /key to enter the edit mode.

3. Enterthe following configurations:

*/10 * * * * php -c /etc /var/www/html/bin/magento cron:run
*/10 * * * * php -c /etc /var/www/html/update/cron.php

*/10 * * * * php -c /etc /var/www/html/bin/magento setup:cron:run

4. Press the Esc key, enter :wg, and press the Enter key to save and close the configuration.
For more information about how to use cron jobs in Magento, visit Configure and run cron.
What's next

® ACCess http://<Public IP address of the ECS instance> to go to the following default
homepage.
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Defaul welcome msgl  Signin or Create an Acoount

0O Luma -

Home Page

CMS homepage CoNLent goes here,

Privacy and Coakie Palicy m

Search Terms

® Access http://<Public IP address of the ECS instance>/admin and enterthe username and
password that you set during the installation. Log onto the management panelto goto the
following page.

Related information

e Magento official documentation
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5.Build an application
5.1. Build an FTP site on an ECS

instance
5.1.1. Manually build an FTP site on a Windows

instance

You can build an FTP site on a Windows Elastic Compute Service (ECS) instance so that you can transfer
files to or fromthe instance after you connect to it. This topic describes how to build an FTP site on a
Wwindows instance. T his topic is applicable to Windows Server 2008 or later. In the examples, Windows
Server 2016 is used.

Prerequisites

One or more Windows instances are created. In the examples, a Windows instance that has the
following configurations is used:

e Instance type: ecs.cé.large
e QOperating system: Windows Server 2016 64-bit
Step 1: Add Internet Information Services (I1S) and FTP server roles

You must install the IIS and FTP services before you can build an FTP site. If you have not installed the IIS
and FTP services, performthe following steps to install the services.

1. Connect to the Windows instance.

For more information, see

2. Inthe left-lower corner of the Windows desktop, clickthe Start (E) icon. Then, find and click

Server Manager.

3. Inthe top navigation bar, choose Manage > Add Roles and Features.
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iz Server Manager —_ O X

«« Dashboard (= Manage  Tools
| Add Roles and Features |

Remave Roles and Features

Add Servers

B Local Server

liF Al Servers

Create Server Group

0 Con fl g ure Server Manager Properties

B§ File and Storage Services b

QUICK START

(%)

Add roles and features

3 Add other servers to manage

WHAT'S NEW : _
4 Create a server group

(W, ]

Connect this server to cloud serviq

Hide
LEARN MORE

4. Inthe dialog box that appears, accept the default settings and click Next until you reach the
Select server roles step.

5. Select Web Server (l1S). In the dialog box that appears, click Add Features and then click Next.

fiz Add Roles and Features Wizard - O b4

DESTINATION SERVER

Select server roles =

Select one or more roles to install on the selected server.

Before You Begin

Roles Description

|| Active Directory Lightweight Directory Services Web Server (IIS) provides a reliable,
[] Active Directory Rights Management Services manageable, and scalable Web
[] Device Health Attestation application infrastructure.
[C] DHCP Server
[C] DNS Server
[] Fax Server

I [m] File and Storage Services (1 of 12 installed)

Confirmation [[] Host Guardian Service

[ Hyper-v

] MultiPoint Services

[] Network Controller

[[] Network Policy and Access Services

[] Print and Document Services

[] Remote Access

| Remote Desktop Services

Volume Activation Services
R et Server (15
_| Windows Deployment Services

[[] Windows Server Essentials Experience
[[] Windows Server Update Services

e e [

6. Accept the default settings and click Next until you reach the Select role services step.

7. Select lIS Management Console and FTP Server and click Next.
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iz Add Roles and Features Wizard - O X

DESTINATION SERVER

Select role services -

Select the role services to install for Web Server (IIS)

Installaticn Type Role services Description
4 |¥] Security p FTP Server enables the transfer of

(w1 Request Filtering files between a client and server by
[C] Basic Authentication using the FTP protocol. Users can
[] Centralized SSL Certificate Support establish an FTP connection and
[[] Client Certificate Mapping Authentication transfer files by using an FTP client
[[] Digest Authentication or FTP-enabled Web browser,
[ 1S Client Certificate Mapping Authenticatic

Confirmation [C1 1P and Domain Restrictions

[] URL Authorization
[] Windows Authentication
[ |
4 [V
[+ FTP Service
[+] FTP Extensibility
4 [/] Management Tools
o us Management Console
b [_] IS & Management Compatibility
[1 15 Management Scripts and Tools
[[] Management Service

[< Previous | [ Neat>

8. ClickInstall. Afterthe IIS and FTP server roles are added, click Close.

Step 2: Create a Windows user to use to access the FTP site

Create a Windows user to use to access the FTP site to be built. If you want to access the FTP site as an
anonymous user withthe anonymous or ftp username, skip the steps described in this section.

1. Inthe left-lower corner of the Windows desktop, click the Start (E) icon. Then, find and click

windows Administrative Tools.
2. Inthe Administrative Tools window, find and double-click Computer Management.
3. Inthe left-side navigation pane, choose System Tools > Local Users and Groups > Users.

A Computer Management - a X

File Action View Help

e Mm@ = M

|

& Computer Management (Local | Name Full Name Description
" 2 Actions

v B Csé“:m:::hlsd I B Administrator Built-in account for administering... Users -
_' W ;:M V':w:rﬂ I %/ DefaultAcco... A user account managed by the s... e A ’
4 % : i ) Guest Built-in account for guest access t...

> il Shared Folders
v Local Users and Groups
| Users
| Groups
» (%) Performance
M Device Manager
~ 3 Storage
> ¥ Windows Server Backug
& Disk Management
» Ely Services and Applications

4. Inthe Actions column in the right part of the window, click More Actions and then click New
User...
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MNew User

User name: fptest
Full name:
Description:

Password: TITIIIIIT

Confirm password: ssssssssane

Uszer must change password at next logon
[[] User cannot change password
[ Password never expires
[] Account is disabled

oo

Configure the following parameters or settings:

o User name: Inthis example, the ftptest

username is used.

o Password and Confirm password: Enter a password.

@ Note The password must contain uppercase letters, lowercase letters, and digits.
Keep your password information confidential to prevent data security risks caused by

password leaks.

o Password-related settings: Select Password never expires.

5. Click Create and close the New User dialog box.

Step 3: Configure permissions for sharing files

You must create a folder for sharing files with the FTP site and grant the access and modification
permissions on the folder. Subsequently, when clients access the FTP site, all files are transferred by
using this folder.

1.

N oouv o~ w N

On a disk of the Windows instance, create a folder forthe FTP site to use.

In this example, a folder named ftpis created on Disk C.

Right-clickthe ftpfolder and click Properties.

Clickthe Security tab and then click Edit.

Click Add.

In the dialog box that appears, enter ftptest as the object name and click Check Name.

Confirmthat the entered object name is correct and click OK.

Inthe Group or user names section, click the ft ptest username, configure permissions in the
Permissions for ftptest section, and then click OK.

In this example, all permissions in the Allow column are selected. You can select or clear permissions
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in the Allow or Deny column based on your business requirements.
Permissions for ftp X
Security
Object name:  C:\tp

Group of user names:
82 CREATOR OWNER
SR SYSTEM
b fiptest (TEST \ftptest)
828 Administrators (TEST \Administrators)
SR Users (TEST\Users)

;
|

Permissions for ftptest

x

>

Full control

Maodify

Read & execute
List folder contents
Read

00000 g

<

IRRRRKR |2

Cancel Apply

Step 4: Create and configure an FTP site

1.

In the left-lower corner of the Windows desktop, click the Start (E) icon. Then, find and click

Server Manager.

. Inthe top navigation bar, choose Tools > Internet Information Services (lIS) Manager.

[ Server Manager

4 D as h boa rd - }y Manage Tools View Help

Component Services

Computer Management

= WELCOME TO SERVER MANAGER
182 Dashboard Defragment and Optimize Drives

§ Local Server Disk Cleanup

5 All Servers . ) ’ Event Viewer

ii§ File and Storage Services b o Conﬂg ure thls |O< | Internet Information Services (IIS) Manager |
- iSCSI Initiat

o Is QUICK START e it

A Local Security Poli
Add roles and fea] Vo
Microsoft Azure Services

3. Inthe left-side navigation pane, choose <Hostname of the Windows instance> > Sites. Then,
inthe Actions column in the right part, click Add FTP Site...
€3 Internet Information Services (I15) Manager - = X
"’(:-_F:) % b test » Sites » w o~ T e'
File Wiew Help
Connections 1 ) | Actions
e iz 8 9 sites & it
o :g ?:::‘C:z&g‘:\ndm-n-sllam:) filteg - ¥ 6o - G ShowAll | Groupby: No Grauping @ hdd T
L} Application Pools MName (10] Status Binding Path i ETP i3
o Sites @ Default'web Site 1 Started (ht.. *:80 (http) %SystemDrived@\inetpub\wwaroot -
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4. Inthe dialog box that appears, configure parameters and click Next.

Add FTP Site

g Site Information

FTP site name:
:&ptest
Content Directory

Physical path:
Cihftp I |

MNext Cancel

Configure the following parameters:
o FTP site name: Enter a name forthe FTP site. Example:
o Content Directory: Specify the path to the shared folder required by FTP. In this example, the
shared folderis the ftpfolder created on Disk C.
5. Configure the IP address and SSL settings and click Next.

ftptest
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Add FTP Site [ X

g Binding and S5L Settings

Binding
IP Address: Port:
All Unassigned v I21

[[] Enable Virtual Host Names:

[ Start FTP site automatically

SSL
® No SSL

O Allow SSL
(O Require SSL
SSL Certificate;

Not Selected

Previous MNext Cancel

Configure the following parameters:

o IP Address: Accept the default settings.

o SSL: Inthis example, No SSL is selected, which indicates that SSL encryption is not required. If
you want to secure data transfers and already have an SSL certificate, select Allow SSL or

Require SSL.

m No SSL: SSL encryption is not required.

m Allow SSL: The FTP server s allowed to support both non-SSL and SSL connections with a
client.

m Require SSL: SSL encryption is required for communication between the FTP serverand a
client.

o Accept the default settings for other parameters.

6. Configure authentication and authorization information and click Finish.
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Add FTP Site [{ X

“ Authentication and Authorization Information

Authentication
L] Anonymous
Basic

Authorization

Allow access to:

Specified users v
.ftptest

Permissions

Read
Write

Previous Cancel

Configure the following parameters:

o Authentication: In this example, only Basic is selected. Then, you can use the ftptest user
that you created to access the FTP site. If you do not have security requirements on data
transfers, you can select Anonymous so that you can access the FTP site as an anonymous user.

m Anonymous: allows users that providesthe anonymous o0Or ftp username to access
content.

m Basic: requires users to provide valid usernames and passwords to access content. Basic
authentication transmits unencrypted passwords across the network. We recommend that you
use basic authentication only when you are certain that the connection between the client
and the FTP server is secure, such as when SSL encryption is used.

o Authorization: In this example, Allow access to is set to Specified users, and ftptest is entered.

m All users: All users are allowed to access the shared folder corresponding to the FTP site.

® Anonymous users: Anonymous users can access the shared folder corresponding to the FTP
site.

m Specified roles or user groups: Only specified roles or members of specified groups can
access the shared folder corresponding to the FTP site. Enter roles or groups in the
corresponding field.

m Specified users: Only specified users can access the shared folder corresponding to the FTP
site. Enter usernames in the corresponding field. In this example, ftptest is entered.

o Permissions: Select both Read and Write.

Afterthe preceding steps are performed, you can view the built FTP site in Internet Information
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Services (lIS) Manager.

|y Internet Information Services (IS) Manager = a x
pra—
« 2 &l b test » Sites » oy @

File View Help
Connections

@) sit [ Actiens
> ]
-k 28 i. £5 & Ad .
Wy Start Page " S i

v 93 test (TEST\Administrator) fher 5o - \gasShow All | Groupby: No Grouping -

L} Application Pools Name o Status Binding Path :

AL @ Defoult Web Site 1 Started (ht... %80 (hitp) %SystemDrivestinetpubiwwwroot -

| & frptest 2 Started (ftp)_ :21: (ftp) Chtp ] Fdlt Site

7. Configure the firewall of the FTP site.

i. Inthe Internet Information Services (lIS) Manager window, double-click the FTP site name  ftpt
est togototheftptest Home page.

ii. Double-click FTP Firewall Support.

0 ftptest Home

Filter: * W Go - G ShowAll | Group by: Area - [E5)-
FTP A A
i 1 | = =1 HE, -
n w1\ ,  * - =
0 G : FIP -Gid rre) Fie SfEp
FTP FTP FTP Current FTP Directory | FTP Firewall FTPIP FTP Logging FTP FTP Request
Authentic... Authorizat..  Sessions Browsing Support | Address a... Messages Filtering

.
N
N G .

FTP SSL FTP User

Settings Isolation

ii. Inthe External IP Address of Firewall field, enter <Public IP address of the Windows instanc
e>.

iv. Inthe Actions column on the right, click Apply. In the message that appears, click OK.

Step 5: Configure security groups and the firewall

Afteryou build the FTP site on the Windows instance, you must add inbound rules to the security

groups of the instance to allow traffic to port 21 and the passive port range of 1024 to 65535 of the
FTP server.

1. Inthe security groups of the Windows instance, add inbound rules to allow traffic to port 21 and
ports in the range of 1024 to 65535.

For more information, see Add a security group rule.

@ Note For more information about security groups, see Security groups for different use
casesConfiguration guide for ECS security groups and Typical applications of commonly used
ports.

2. (Optional)Configure the firewall of the Windows instance.

By default, the firewall of the Windows instance is disabled. If your firewall is enabled, allow traffic
on TCP port 21 and ports in the range of 1024 to 65535 for the FTP service.

For more information about firewall settings, see Build an FTP Site on lIS.

Step 6: Use a client to test access to the FTP site
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Windows File Explorer, command-line tools, browsers, or third-party FTP connection tools can be used
to test the FTP server. In this example, a Windows computer is used as an FTP client and Windows File
Explorer is used to access the FTP site.

1. Onthe Windows computer, open Windows File Explorer and enter  ftp://<Public IP address of the F
TPsite>:21 inthe address bar.

In this example, Window 10 is used.

n = | File Explorer

“ Home Share Wiew

N [ # fpr/747.97 a2

R -+ Frequent folders (4)

B Desktop o Desktop
This PC
‘ Downloads * :

.

%) Documents o+

2. Inthe Log On As dialog box, configure logon credentials and click OK.

In this example, the rftptest username and its corresponding password are used as credentials
tologontothe FTP site.

Log On As X

' Either the server does not allow anonymous logins or the e-mail address was not
| accepted,

FTP server: 47,97 il

User name: frptest ” |

Password: | ssssssssnnsl |

After you log on, you can add this server to your Favorites and return to it easdy.

33 FTP doas niot encrypt or encode passwords or data before sending them to the
server. To protect the security of your passwords and data, use WebDAY instead.

[JLog on anonymousty [l 5ave password
coc

When you use Windows File Explorer to access the FTP site, if Use Passive FTP is not enabled for
the IE browser on Windows, you cannot access the FTP site. The errorcodes 200 and 501 are
returned. You can performthe following steps to enable Use Passive FTP forthe IE browser and
then access the FTP site again.

i. Inthe Windows computer, open the IE browser.

i. Inthe upper-right corner, clickthe Tools (‘%) icon and select Internet Properties.
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iii. Clickthe Advanced tab. Inthe Settings section, find and select Use Passive FTP (for
firewall and DSL modem compatibility).

Internet Options ? X

General Security Privacy Content Connections Programs Advanced

Settings

(@] Never A
[ use infine AutoComplete in File Explorer and Run Dislog
& Use infine AutoComplete in the Internet Explorer Address

| B4 Use Passive FTP (For firewal and DSL modem cmpatﬂyl

1 Use smooth scrolling
|| HTTP settings

B useHTTP 1.1

4] Use HTTP 1.1 through proxy connections

4 use HTTPZ
7] International®

[ Always show encoded addresses

[[] 5end IDN server names for Intranet URLs

[ Send IDN server names For non-Intranet URLs v
< »

*Takes effect after you restart your computer
Restore advanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default Resst
condition.

You should anly use this if vour browser is in an unusable state.

R

iv. ClickApply and then click OK.

Afteryou access the shared ftpfolderthat corresponds to the FTP site, you can create a test
folder named test.

B AN = arormm

Home Share e

+ 2

# Quick access test
Il Desktop o+
¥ Downloads *

Then, you can log onto the Windows instance again. If the FTP site is built and can be used for
datatransfers, you can find the test folderin the ftpfolder on Disk C.

I3 E=lnp
“ Home Share Wiew
€ - -4 [=m
~
Mame Date modified Type
# Quick access
test 8/24/2021 3:53 PM File folder

I Desktop *
4 Downloads -

What's next
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If you want to manage files stored in Object Storage Service (0SS) based on FTP, you can install ossftp.
For more information, see Overview.

After ossftp receives a common FTP request, ossftp maps operations on files and folders as operations
on 0SS.

5.1.2. Manually build an FTP site on a Cent0S 8

instance

Very secure FTP daemon (vsftpd) is a lightweight, safe, and easy-to-use FTP server software for Linux.
This topic describes how to install and configure vsftpd on a Linux Elastic Compute Service (ECS)
instance.

Prerequisites

An ECS instance is created and assigned a public IP address. If no ECS instance is created, create an ECS
instance. For more information, see Creation method overview.

Context

FTPis a protocol used to transferfiles. FTP is built on a client-server model architecture and supports
the following working modes:

e Active mode: The client sends port information to the FTP server, and the server establishes a
connectionto the port.

e Passive mode: The FTP server enables a port and sends the port information to the client. The client
initiates a connection to the port, and the server accepts the connection.

©) Note Most FTP clients are located in LANs, have no independent public IP addresses, and are
protected by firewalls. This makes it difficult for FTP servers in active mode to establish
connections to the clients. We recommend that you use passive mode forthe FTP server if you do
not have special requirements.

FTP supports the following authentication modes:

e Anonymous user mode: In this mode, users can log on to the FTP server without a username or
password. This is the least secure authentication mode. In most cases, this mode is used to save
unimportant public files. We recommend that you do not use this mode to save files in a production
environment

e Local user mode: This authentication mode requires users to have local Linux accounts. This mode is
more secure than the anonymous user mode.

e Virtual user mode: Virtual users are dedicated users of the FTP server. Virtual users can access only
the FTP service that the Linux system provides. Virtual users cannot access other resources of the
system. T his way, the security of the FTP server is further enhanced.

In this topic, vsftpd is configured in passive and local user mode. For information about how to
configure an FTP server to allow anonymous users to access the FTP server and information about how
to use the tools on third-party FTP clients, see FAQ.

The following resources are used in the procedure described in this topic:

e Instance type: ecs.g6.large
e QOperating system: CentQS 8.2 64-bit
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e vsftpd: 3.0.3

If you use software versions different fromthe preceding ones, you may need to adjust commands and
parameter settings.

Step 1: Install vsftpd

1. Connect to the Linux instance.
For more information about how to connect to a Linux instance, see Connection methods.

2. Change the CentOS 8 repository address.

3. Runthe following command to install vsftpd:

dnf install -y vsftpd

A command out put similar to the following one indicates that vsftpd is installed.

Installed:
vsftpd-3.0.3-31.e18.x86_64

Complete!
4. Runthe following command to enable the FTP service to automatically start on system startup:

systemctl enable vsftpd.service

5. Runthe following command to start the FTP service:

systemctl start vsftpd.service

(:)|V0te If the systemreturnsthe Job for vsftpd.service failed because the control

process exited with error code error message when the preceding command is run, check
whether the following problems occur and troubleshoot them. If the problems persist, submit
a ticket.

o If the network environment does not support IPv6 addresses, run the vim
/etc/vsftpd/vsftpd.conf command to change the value of listen_ipvé from vEs
to wo

o When the MAC address set for a network interface controller (NIC) in the /etc/sysconfig
/network-scripts/ifcfg-xxx configuration file does not match the actual MAC address of
the NIC, run the if config command to query the MAC addresses of NICs. Then, add  awa

DDR=<Actual MAC address of the Nic> to the file orchange HWADDR inthe file to the
actual MAC address of the NIC.

6. Run the following command to query the listening port of the FTP service:

netstat -antup | grep ftp

A command out put similar to the following one indicates that the FTP service is started and listens
to port 21.

[root@test ~]# netstat -antup | grep ftp

tcpb 4 B :::2: 22e% LISTEN 47152/ /vs d
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By default, local user mode is enabled. To use the FTP service, you must specify more
configurations.

Step 2: Configure vsftpd
In this example, vsftpd is configured in passive and local user mode to ensure data security.

1. Runthe following command to create a Linux user for the FTP service. In this example, the ftptest
username is used.

adduser ftptest

2. Runthe following command. Follow the instructions in the command line to modify the password
of the ftptest user.

passwd ftptest

3. Runthe following command to create a file directory for the FTP service:
mkdir /var/ftp/test
4. Runthe following command to create atest file.
This test file is used when the FTP client accesses the FTP server.

touch /var/ftp/test/testfile.txt

5. Runthe following command to change the owner of the /var/ftp/test directory to ftptest:

chown -R ftptest:ftptest /var/ftp/test

6. Modify the vsftpd.conf configuration file.
i. Runthe following command to open the configuration file of vsftpd.
If youusethe apt install vsftpd command to install vsftpd, the path of the

configuration file is /etc/vsftpd.conf.
vim /etc/vsftpd/vsftpd.conf
ii. Pressthe /keyto enterthe edit mode.

iii. Enable passive mode forthe FTP server.

Configure the following parameters:

) Notice When you modify or add information in the configuration file, take note of
the format. For example, an extra space may cause the service to fail to restart.
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iv.

#Use the default values for all parameters except the following parameters:

#Modify the values of the following parameters:

#Disallows anonymous users to log on to the FTP server.

anonymous_enable=NO

#Allows local users to log on to the FTP server.

local enable=YES

#Listens to IPv4 sockets.

listen=YES

#Add a number sign (#) to the beginning of the row to comment out the following par
ameter:

#Disables listening to IPv6 sockets.

#listen ipv6=YES

#Add the following parameters at the end of the configuration file:

#Specifies the directory to which local users are directed after they log on.

local root=/var/ftp/test

#Limits all users to their home directory after they log on.

chroot local user=YES

#Uses a list to specify exception users. Exception users are not limited to the hom
e directory after they log on.

chroot list enable=YES

#Specifies a file to contain the list of exception users.

chroot list file=/etc/vsftpd/chroot list

#Enables passive mode.

pasv_enable=YES

allow writeable chroot=YES

#In this topic, the public IP address of the Linux instance is used.
pasv_address=<The public IP address of the FTP server>

#Specifies the minimum port number of the port range that can be used to transmit d
ata in passive mode.

We recommend that you use ports in a high number range, such as 50000 to 50010. The
se ports provide more secure access to the FTP server.

pasv_min port=<port number>

#Specifies the maximum port number of the port range that can be used to transmit d
ata in passive mode.

pasv_max port=<port number>

For more information, see vsftpd configuration file and parameters.

Press the Esc key to exit the edit mode. Enter ;wqg and press the Enter key to save and close

the file.

7. Create the chroot_list file, and write the list of exception users to the file.

Run the following command to create the chroot_list file:

vim /etc/vsftpd/chroot list

i. Pressthe /key to enterthe edit mode.

iii. Enterthe list of exception users. Exception users are not limited to the home directory and

have access to other directories.

Press the Esc key to exit the edit mode. Enter ‘wqg and press the Enter key to save and close

the file.
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) Notice f exception users do not exist, you must still create the chroot_list file. The file
can be empty.

8. Runthe following command to restart vsftpd:

systemctl restart vsftpd.service

Step 3: Configure security groups

Afteryou build the FTP site, add inbound rules for security groups to allow traffic on the following FTP
ports. For more information, see Add a security group rule.

@ Note Most clients are located in LANs and can map their private IP addresses to public IP
addresses to communicate with external resources. Therefore, the IP addresses returned by the
ipconfig orif config command may not be the actual public IP addresses of the clients. If you
cannot log onto the FTP server fromthe client, check the public IP address of the client.

In passive mode, you must configure the security group rules to allow traffic on port 21 and on all ports
in the port range specified by pasv_min_port and pasv_max_port inthe /etc/vsftpd/vsftpd.conf
configuration file. The following table describes the configuration det ails.

Authoriza
Rule ) Protocol Port . .
. ) tion Authorized object
direction . type range
policy
The public IP addresses in CIDR block notation of all
clients that need to access the FTP server. Separate
Custom the IP addresses with commas (,).
lnbound  Allow TléP 21/21 i )
To allow all clients to access the FTP server, specify
0.0.0.0/0 as an authorization object.
asv_min
P ort_/ as The public IP addresses in CIDR block notation of all
P P clients that need to access the FTP server. Separate
vV_max_po .
Custom the IP addresses with commas (,).
Inbound Allow TCP rt.
Example: To allow all clients to access the FTP server, specify
50000/50 0.0.0.0/0 as an authorization object.
010.

Step 4: Check whether you can access the FTP server from the client

To check whether FTP servers are accessible, you can use FTP clients, Windows command-line tools, or
browsers. In this example, a host that runs Windows Server 2012 R2 64-bit operating systemis used to
describe how to access an FTP server.

1. Onthe local host, openThis Computer.

2. Inthe address bar, enter ftp://<The public IP address of the FTP server>:<The FTP port> .In
this example, the following public IP address of the Linux instance is used: ftp:// 121.43.XX.XX:2
1

3. Inthe Log on as dialog box, enter the FTP username and password that you configured, and then
clickLogon.
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Afteryou log on, you can view the files under the specified directory in the FTP server, for example,
the test file named testfile.txt.

vsftpd configuration file and parameters

The following section describes the files under the /etc/vsftpd directory:

e /etc/vsftpd/vsftpd.confis the core configuration file of vsftpd.

e /etc/vsftpd/ftpusersis the blacklist file. Users specified in this file are not allowed to access the FTP
server.

e /Jetc/vsftpd/user list is the whitelist file. Users specified in this file are allowed to access the FTP
server.

The following section describes the parameters in the vsftpd.conf configuration file.

e The following table describes the parameters for logon control.
Parameter setting Description
anonymous_enable=YES Accepts anonymous users.

Anonymous users do not need a password to log

no_anon_password=YES
- P onto the FTP server.

anon_root= (none) Specifies the home directory of anonymous users.
local_enable=YES Accepts local users.
local_root= (none) Specifies the home directory of local users.

e The following table describes the parameters that are used to manage the permissions of users.

Parameter setting Description

write_enable=YES Allows all users to upload files.
local_umask=022 Grants local users the permission to upload files.
file_open_mode=0666 Uses umask for permissions to upload files.
anon_upload_enable=NO Allows anonymous users to upload files.
anon_mkdir_write_enable=NO Allows anonymous users to create directories.

Allows anonymous users to modify and delete

anon_other_write_enable=NO .
- - - files.

Specifies the ownership of files that are uploaded

chown_username=lightwiter
by anonymous users.

5.1.3. Manually build an FTP site on a Cent0S 7

instance
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Very secure FTP daemon (vsftpd) is a lightweight, safe, and easy-to-use FTP server software for Linux.
This topic describes how to install and configure vsftpd on a Linux Elastic Compute Service (ECS)
instance.

Prerequisites

An ECS instance is created and assigned a public IP address. If no ECS instance is created, create an ECS
instance. For more information, see Creation method overview.

Context

FTP is a protocol used to transfer files. FTP is built on a client-server model architecture and supports
the following working modes:

e Active mode: The client sends port information to the FTP server, and the server establishes a
connectionto the port.

e Passive mode: The FTP server enables a port and sends the port information to the client. The client
initiates a connection to the port, and the server accepts the connection.

(@ Note Most FTP clients are located in LANSs, have no independent public IP addresses, and are
protected by firewalls. This makes it difficult for FTP servers in active mode to establish
connections to the clients. We recommend that you use passive mode forthe FTP server if you do
not have special requirements.

FTP supports the following authentication modes:

e Anonymous user mode: In this mode, users can log on to the FTP server without a username or
password. This is the least secure authentication mode. In most cases, this mode is used to save
unimportant public files. We recommend that you do not use this mode to save files in a production
environment

e Local user mode: This authentication mode requires users to have local Linux accounts. This mode is
more secure than the anonymous user mode.

e Virtual user mode: Virtual users are dedicated users of the FTP server. Virtual users can access only
the FTP service that the Linux system provides. Virtual users cannot access other resources of the
system. T his way, the security of the FTP server is further enhanced.

In this topic, vsftpd is configured in passive and local user mode. For information about how to
configure an FTP server to allow anonymous users to access the FTP server and information about how
to use the tools on third-party FTP clients, see FAQ.

The following resources are used in the procedure described in this topic:

e Instance type: ecs.cé.large
e QOperating system: CentQS 7.2 64-bit
e vsftpd: 3.0.2

The commands and parameters used in this topic may vary based on your resources.

Step 1: Install vsftpd
1. Connect to the Linux instance.
For more information about how to connect to a Linux instance, see Connection methods.

2. Runthe following command to install vsftpd:
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yum install -y vsftpd

If the page shown in the following figure appears, vsftpd is installed.

Total download size: 169 k
Installed size: 348 k
Downloading packages:
vsftpd-3.0.2-21.e17.x86_64. rpm | 169 kB ©0:00:00
Running transaction check
Running transaction test
Transaction test succeeded
Running transaction
Installing : vsftpd-3.0.2-21.el7.x86_64
Verifying : vsftpd-3.0.2-21.e17.x86_64

Installed:
vsTtpd.x86_64 0:3.0.2-21.el7

z ~1# I

3. Runthe following command to enable the FTP service to automatically start on system startup:

systemctl enable vsftpd.service

4. Runthe following command to start the FTP service:

systemctl start vsftpd.service

@ Note If the systemreturnsthe Job for vsftpd.service failed because the control
process exited with error code error message when the preceding command is run, check
vvhet herthe following problems exist and troubleshoot them. If the problems persist, submit a
ticket.

o If the network environment does not support IPv6 addresses, run the vim
/etc/vsftpd/vsftpd.conf command to change the value of listen_ipv6 from vEs
to wo

o If the MAC address that is specified in the /etc/sysconfig/net work-scripts/ifcfg-xxx
configuration file does not match the actual MAC address, run the if config command

to query the MAC address. Then, add HWADDR=<The actual MAC address> tothe
configuration file. You can also change HWADDR in the configuration file to the actual
MAC address.

5. Runthe following command to query the listening port of the FTP service:

netstat -antup | grep ftp

If the following page appears, the FTP service is started and listens to port 21. By default,
anonymous access is enabled in vsftpd. You can log onto the FTP server without a username or
password. However, you do not have the permissions to modify or upload files.

i6¢cZ vsTtpd]# systemctl enable vsfipd.service
6¢Z vsTtpd]# systemctl start vsftpd.service

6¢cZ vsftpd]# netstat -antup | grep ftp
1121 HHE LISTEN 9379/vsfipd

Step 2: Configure vsftpd
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In this example, vsftpd is configured in passive and local user mode to ensure data security.

1. Runthe following command to create a Linux user for the FTP service. In this example, the ftptest
username is used.

adduser ftptest

2. Runthe following command. Follow the instructions in the command line to modify the password
of the ftptest user.

passwd ftptest

3. Runthe following command to create a file directory for the FTP service:
mkdir /var/ftp/test
4. Runthe following command to create atest file.
This test file is used when the FTP client accesses the FTP server.

touch /var/ftp/test/testfile.txt

5. Runthe following command to change the owner of the /var/ftp/test directory to ftptest:

chown -R ftptest:ftptest /var/ftp/test

6. Modify the vsftpd.conf configuration file.
i. Runthe following command to open the configuration file of vsftpd.
If youusethe apt install vsftpd command to install vsftpd, the path of the

configuration file is /etc/vsftpd.conf.
vim /etc/vsftpd/vsftpd.conf
ii. Pressthe /key to enterthe edit mode.

iii. Enable passive mode forthe FTP server.

Configure the following parameters:

) Notice When you modify or add information in the configuration file, take note of
the format. For example, an extra space may cause the service to fail to restart.
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iv.

#Use the default values for all parameters except the following parameters:

#Modify the values of the following parameters:

#Disallows anonymous users to log on to the FTP server.

anonymous_enable=NO

#Allows local users to log on to the FTP server.

local enable=YES

#Listens to IPv4 sockets.

listen=YES

#Add a number sign (#) to the beginning of the row to comment out the following par
ameter:

#Disables listening to IPv6 sockets.

#listen ipv6=YES

#Add the following parameters at the end of the configuration file:

#Specifies the directory to which local users are directed after they log on.

local root=/var/ftp/test

#Limits all users to their home directory after they log on.

chroot local user=YES

#Uses a list to specify exception users. Exception users are not limited to the hom
e directory after they log on.

chroot list enable=YES

#Specifies a file to contain the list of exception users.

chroot list file=/etc/vsftpd/chroot list

#Enables passive mode.

pasv_enable=YES

allow writeable chroot=YES

#In this topic, the public IP address of the Linux instance is used.
pasv_address=<The public IP address of the FTP server>

#Specifies the minimum port number of the port range that can be used to transmit d
ata in passive mode.

We recommend that you use ports in a high number range, such as 50000 to 50010. The
se ports provide more secure access to the FTP server.

pasv_min port=<port number>

#Specifies the maximum port number of the port range that can be used to transmit d
ata in passive mode.

pasv_max port=<port number>

For more information, see vsftpd configuration file and parameters.

Press the Esc key to exit the edit mode. Enter ‘wqg and press the Enter key to save and close

the file.

7. Create the chroot_list file, and write the list of exception users to the file.

Run the following command to create the chroot_list file:

vim /etc/vsftpd/chroot list

i. Pressthe /key to enterthe edit mode.

ii. Enterthe list of exception users. Exception users are not limited to the home directory and

have access to other directories.

Press the Esc key to exit the edit mode. Enter ‘wqg and press the Enter key to save and close

the file.
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) Notice f exception users do not exist, you must still create the chroot_list file. The file
can be empty.

8. Runthe following command to restart vsftpd:

systemctl restart vsftpd.service

Step 3: Configure security groups

Afteryou build the FTP site, add inbound rules for security groups to allow traffic on the following FTP
ports. For more information, see Add a security group rule.

@ Note Most clients are located in LANs and can map their private IP addresses to public IP
addresses to communicate with external resources. Therefore, the IP addresses returned by the
ipconfig orif config command may not be the actual public IP addresses of the clients. If you
cannot log onto the FTP server fromthe client, check the public IP address of the client.

In passive mode, you must configure the security group rules to allow traffic on port 21 and on all ports
in the port range specified by pasv_min_port and pasv_max_port inthe /etc/vsftpd/vsftpd.conf
configuration file. The following table describes the configuration det ails.

Authoriza
Rule ) Protocol Port . .
. ) tion Authorized object
direction . type range
policy
The public IP addresses in CIDR block notation of all
clients that need to access the FTP server. Separate
Custom the IP addresses with commas (,).
lnbound  Allow TLC’P 21/21 i )
To allow all clients to access the FTP server, specify
0.0.0.0/0 as an authorization object.
asv_min
P ort_/ as The public IP addresses in CIDR block notation of all
P P clients that need to access the FTP server. Separate
vV_max_po .
Custom the IP addresses with commas (,).
Inbound Allow TCP rt.
Example: To allow all clients to access the FTP server, specify
50000/50 0.0.0.0/0 as an authorization object.
010.

Step 4: Check whether you can access the FTP server from the client

To check whether FTP servers are accessible, you can use FTP clients, Windows command-line tools, or
browsers. In this example, a host that runs Windows Server 2012 R2 64-bit operating systemis used to
describe how to access an FTP server.

1. Onthe local host, openThis Computer.

2. Inthe address bar, enter ftp://<The public IP address of the FTP server>:<The FTP port> .In
this example, the following public IP address of the Linux instance is used: ftp:// 121.43.XX.XX:2
1

3. Inthe Log on as dialog box, enter the FTP username and password that you configured, and then
clickLogon.
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Afteryou log on, you can view the files under the specified directory in the FTP server, for example,
the test file named testfile.txt.

vsftpd configuration file and parameters

The following section describes the files under the /etc/vsftpd directory:

e /etc/vsftpd/vsftpd.confis the core configuration file of vsftpd.

e /etc/vsftpd/ftpusersis the blacklist file. Users specified in this file are not allowed to access the FTP
server.

e /etc/vsftpd/user list is the whitelist file. Users specified in this file are allowed to access the FTP
server.

The following section describes the parameters in the vsftpd.conf configuration file.

e The following table describes the parameters for logon control.
Parameter setting Description
anonymous_enable=YES Accepts anonymous users.

Anonymous users do not need a password to log

no_anon_password=YES
- P onto the FTP server.

anon_root= (none) Specifies the home directory of anonymous users.
local_enable=YES Accepts local users.
local_root= (none) Specifies the home directory of local users.

e The following table describes the parameters that are used to manage the permissions of users.

Parameter setting Description

write_enable=YES Allows all users to upload files.
local_umask=022 Grants local users the permission to upload files.
file_open_mode=0666 Uses umask for permissions to upload files.
anon_upload_enable=NO Allows anonymous users to upload files.
anon_mkdir_write_enable=NO Allows anonymous users to create directories.

Allows anonymous users to modify and delete

anon_other_write_enable=NO .
- - - files.

Specifies the ownership of files that are uploaded

chown_username=lightwiter
by anonymous users.

FAQ

e Question 1: What do I do if lam unable to download files fromthe FTP server when the local host
runs a Windows operating system?
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Answer: You must performthe following operations to enable the download permission in Internet
Explorer.

i. Open Internet Explorer in your local host.

ii. Clickthe =% iconinthe upper-right corner of the browser, and then clickInternet Options.

iii. Atthetop of theInternet Options dialog box, clickthe Security tab.

iv. Inthe Select a zone to view or change security settings. section, clickInternet, and then
click Custom level... inthe Security level for this zone section.

v. Choose Download > File Download > Enable, and then click OK.

vi. Click Apply and then click OK.

e Question 2: What do Ido if an erroris reported when | use a command-line tool or a browser to
connect to an FTP server on Windows?

Answer: You can manually troubleshoot the problem based on the error message about the FTP
server. If the problemis difficult to troubleshoot, we recommend that you use a third-party FTP
client connection tool such as FileZilla. You can download FileZilla from FileZilla. In this example,
FileZilla is used to connect to an FTP server in anonymous mode.

@ Note If the error reported persists when the FTP server is connected to, submit a ticket.

i. Onthe FTP server on Linux, install vsftpd.
For more information, see Step 1: Install vsftpd. If vsftpd is installed, skip this step.
ii. Configure vsftpd as anonymous mode.
a. Runthe following command to modify the /etc/vsftpd/vsftpd.conf configuration file.

If youusethe apt install vsftpd command to install vsftpd, the path of the
configuration file is /etc/vsftpd.conf.

vim /etc/vsftpd/vsftpd.conf

b. Pressthe /key to enterthe edit mode.

c. Comment out the permissions and set anon upload enable to YESto allow anonymous
users to upload files.
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d. Pressthe Esckey to exit the edit mode. Enter :wg and press the Enter key to save and close
the file.

The following figure shows the modified configuration file.

anonymous_enable=YES

local _enable=YES

write_enable=YES

local _umask=822

In on_upload_enable=YES

e. Runthe following command to change the permissions of the /var/ftp/pub directory and
grant write permissions to FTP users:

/var/ftp/pubis the default file directory of the FTP service.

chmod o+w /var/ftp/pub/

f. Runthe following command to reload the configuration file:

systemctl restart vsftpd.service

ii. Download and install FileZilla.

iv. Use FileZilla to connect to the FTP serverin anonymous mode.
a. Openthe FileZilla client.
b. Inthe top navigation bar, choose File > Site Manager.

c. Inthe lower-left corner of the Site Manager dialog box, click New site.
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d. Enter aname forthe new site and configure the new site.

Site Manager

Select entry:

= My Sites
! test-01

MNew site

New Bookmark

Delete

The following list describes the parameters:

m Name: a custom site name. Example,

m Protocol: FTP.

New folder
Rename

Duplicate

General Advanced Transfer Settings Charset

Protocol: FTP - File Transfer Protocol

Host: 121 = =

Port: | 21 |

Encryption: | Use explicit FTP over TLS if available

Logon Type: |Anonymous

Background color: | None ~

Comments:

(owe ] o

test-01

Cancel

m Host: the public IP address of the FTP server. In this topic, the value is the public IP address

of the Linux instance. For example,

m Port: 21.

= Logon Type: Anonymous.

121.43.XX.XX

In this example, an FTP client is used to connect to the FTP server in anonymous mode. If
you want to manage access to the FTP server, set the logon type to normal and configure
the username and password.

e. ClickConnect.
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Afterthe FTP serveris connected to, you can upload, download, and delete files. The

FileZilla interface is shown in the following figure.

[F test-01 - anonymous@121 - FileZilla -
File Edit View Transfer Server Bookmarks Help New version available!

& - 5—-'“"2\911%0 Tx _:,‘EE:O; o8

Host: l:l Username: I:I Password:‘ | Purt:‘ | Quickconnect | «

tatus:  Retrieving directory listing... o‘
tatus:  Server sent passive reply with unroutable address. Using server address instead.
tatus:  Directory listing of "/" successful
Local site: | C:\Users" = mmem = e Remote site: |/ 0
~ = j
= ? pub
[ 7 test
; L ]
.. S . -
L
R
LR ‘ w
Filename Filesize Filetype Last modified Filename Filesize Filetype Last modif... Permiss.. Owner/...
D - Em ] 4/8/2021 1:5... pub prgla==c) 4/8/2021 ... drwxr-x.. 00
0 - 1 4/8/2021 1:5... test prats 4/8/2021 ... drwxr-x.. 1000 10...
2 files. Total size: 3,404 bytes 2 directories
Server/Local file Dire... Remote file Size Prior... Status o

Queued files = Failed transfers | Successful transfers

B @ Queue: empty e
The following table describes the sections in the preceding interface.
No. Description
® Commands, the connection status of the FTP server, and task
execution results are shown.
® The section for the information about the local host, in which
the directory information of the local host is shown.
The section for the information about the remote server, in
©) which the directory information of the FTP server is shown. In
anonymous mode, the default directory is /pub.
® The section for records, in which the queues and logs of the

FTP task is shown.

5.2. Install and use GitLab

GitLab is a self-managed Git project repository that was developed by Ruby and provides a web
interface for access to public or private projects. This topic describes how to install and use GitLab on
an Elastic Compute Service (ECS) instance.

Prerequisites
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An ECS instance is created and meets the following requirements:

e The instance has at least two vCPUs and 4 GiB of memory. In this example, the following instance
type and operating system are used:

o Instance type: ecs.cé.large
o Operating system: CentQS 7.2 64-bit

For more information about how to create aninstance, see Create an instance by using the wizard.

e Aninbound rule is added to the security group of the instance to allow traffic on port 80. For more
information, see Add a security group rule.

Manually deploy a GitLab environment
1. Install the dependency.

sudo yum install -y curl policycoreutils-python openssh-server

@ Note

o Inthis example, the instance that runs a CentQS 7.2 64-bit operating system is used. If
you use an ECS instance that runs Cent0S 8, you cannot find the policycoreutils-pyt
non dependency when you runthe preceding command on the instance. This is
because the dependency is not included in the software repository of Cent0S 8. The
absence of this dependency does not affect the deployment of GitLab. You canignore
this issue and proceed to run subsequent commands.

o Additionally, CentOS 8 reached its end of life (EOL). If you use instances that run CentQS
8 operating systems, change the CentOS 8 repository address. For more information, see
Change CentQS 8 repository addresses.

2. Configure SSH.

i. Runthe following command to start SSH:

sudo systemctl start sshd

ii. Runthe following command to configure SSHto start on instance startup:

sudo systemctl enable sshd

3. Install Postfix to send notification emails.

sudo yum install postfix
4. Configure Postfix to start oninstance startup.
sudo systemctl enable postfix

5. Start Postfix.

i. Runthe following command to openthe main.cffile:

vim /etc/postfix/main.cf

ii. Find the code line shown in the following figure and press the /key to enter the edit mode.
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ii. Changethe codelineto inet interfaces = all

iv. Pressthe Esckey to exit the edit mode, enter :wg , and then press the Enter key to save and
close the file.

v. Runthe following command to start Postfix:
sudo systemctl start postfix

6. Add the GitLab software package repository.

curl https://packages.gitlab.com/install/repositories/gitlab/gitlab-ce/script.rpm.sh |

sudo bash

7. Install GitLab.

sudo EXTERNAL URL="<Public IP address of the ECS instance>" yum install -y gitlab-ce

@ Note You canchoose Instances & Images > Instances in the left-side navigation pane
in the ECS console and obtain the public IP address of the ECS instance fromthe Instances

page.

8. Use a browserto access the public IP address of the ECS instance.
The following page indicates that GitLab is installed. You must set the GitLab password.

L 4

(@ Please create a password for your new account. X

GitLab Community Edition

Open source software to collaborate on code Change your password

Manage Git repositories with fine-grained access controls that keep your
code secure. Perform code reviews and enhance collaboration with merge New password
requests. Each project can also have an issue tracker and a wiki.

Confirm new password

Change your password

Didn't receive a confirmation email? Request a new one

Already have login and password? Sign in

Use GitLab

1. Log onto GitLab.

In the address bar of your browser, enter the <Public IP address of the ECS instance>where GitLab
is installed and press the Enter key. The GitLab logon page is displayed. Use the root username
and the new password that you set at yourfirst logonto log on.
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@ Your password has been changed successfully. X

GitLab Community Edition

Open source software to collaborate on code

Sign in Register
Manage Git repositories with fine-grained access controls that keep your
code secure. Perform code reviews and enhance collaboration with merge Username or email
requests. Each project can also have an issue tracker and a wiki. ;
roo
Password
Remember me Forgot your password?

The following page indicates that you are logged on to GitLab.

[TOESRA Groups v Morev | & v Search or jump to...

Welcome to GitLab

Faster releases. Better code. Less pain.

Create a project Create a group

Projects are where you store your code, access issues, wiki

and other features of GitLab, A Groups are a great way to organize projects and people.
Add people Configure GitLab
> Add your team members and others to GitLab. ° Make adjustments to how your GitLab instance is set up.

2. Creates a project.

i. Use the software repository provided by Linux to install Git.

yum install git
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ii. Generate a key file.

Run the following command to generate the .ssh/id_rsa key file:

ssh-keygen

Run the following command to view the content of the id_rsa.pub public key file. In the next
step, you must paste the content into the SSH key configuration file on the ECS instance
where GitLab is installed.

cat .ssh/id rsa.pub

ii. Onthe GitLab homepage, click New Project to create a project.

= ¢ projects £+ #O10 O -

= & projects £ + #1P ®

,,,,,,,,,,,,,,,,,,,,
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v. Add an SSH key.
a. Clickadd an SSH key.

= A Administrator / test v Sea £+ M ®o -

b. Import the content of the public key file generated in Step .

= A User settings £ + #0010

st

The following page indicates that the SSH key is added.

= A User settings s £ + # o

vi. Record the address of the new project for future use.

T

test a

¥ Star 0 | HTTP ~ | S rE | + v A Global v

3. Configure GitLab.

i. Add the username of the GitLab user.

git config --global user.name "testname"

i. Add the email address of the GitLab user.

git config --global user.email "abc@example.com"

ii. Clone the project you created inthe previous step to create a local directory that has the
same name as the project. All project files are available in the directory.

git clone git@iz****3z:root/test.git

4. Upload afile.

i. Access the local project directory you created in the previous step.

cd test/
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ii. Create afile that you want to upload to GitLab.

echo "test" > /root/test.sh

ii. Copy the file ordirectory to the local project directory.

cp /root/test.sh ./

iv. Add the test.shfile to the index.

git add test.sh

v. Commit the test.shfile to the local GitLab repository.

git commit -m "test.sh"

vi. Pushthe file to the ECS instance.

git push -u origin master

The test.shfile is pushed to GitLab and displayed on the Project page.

= W Administrator / test v FOF me T o

Project

test s

5.3. Build Microsoft SharePoint 2016
on an ECS instance

This topic describes how to build Microsoft SharePoint 2016 on an Elastic Compute Service (ECS)
instance.

Context
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Microsoft SharePoint Portal Server (Microsoft SharePoint) is a portal development environment that
allows enterprises to develop intelligent portals. Microsoft SharePoint can be integrated with
knowledge bases so that individual users and teams can connect to the environment. Microsoft
SharePoint empowers your business by streamlining inf ormation processing and providing enterprise-
wide service solutions. It allows you to integrate enterprise applications and flexibly choose
deployment options and management tools to incorporate information from various systems.

The procedure described in this topic is applicable to users who are familiar with ECS and Windows
Server operating systems.

The software described in this topic uses the following versions:

e Operating system: Windows Server 2012 R2 Datacenter

e Database: SQL Server 2014 SP1

The ECS instances described in this topic have the following specifications:

e 4 vCPUs
e 8 GiB of memory

Procedure
To build Microsoft SharePoint 2016 on an ECS instance, perform the following steps:
1. Step 1: Add the AD, DHCP, DNS, and IIS services
2. Step 2: Install SQL Server 2014
3. Step 3: Install SharePoint 2016
4. Step 4: Configure SharePoint 2016

Step 1: Add the AD, DHCP, DNS, and IIS services

1. Create an ECS instance. For more information, see Create an instance by using the wizard.
2. Connect to the ECS instance.

3. Find and open Server Manager from the Windows taskbar.

4

. Inthe left-side navigation pane, click Local Server and find IE Enhanced Security
Configuration in the PROPERTIES section.

[ Server Manager |L|E-
7 (@ I F Manage Tools

N - ~
— PROPERTIES
I8 Dashboard l For win01 TASKS +

B Local Server .
Lomp:

W& All Servers Workc

win01
WORKGROUP

m

i'i File and Storage Services P

Public: Off
Disabled

Enabled IE
Disabled Ti

IPv4 address assigned by DHCP, IPv6 enabled Product ID

012 R2 Datacenter
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5. Disable Internet Explorer Enhanced Security Configuration.
E Configuration 136

Internet Explorer Enhanced Security Configuration (IE ESC) reduces the
exposure of your server to potential attadks from Web-based content,

Internet Explorer Enhanced Security Configuration is enabled by
default for Administrators and Users groups.

Administrators:

@ O on (Recommended)
W @of

Users:

@ O on (Recommended)

W @b

More about Internet Explarer Enhanced Security Configuration

| oK | | Cancel |

6. Add roles and features including Domain Name System (DNS), Dynamic Host Configuration Protocol

(DHCP), Internet Information Services (lIS), and .NET Framework 3.5.

i. ClickAdd roles and features.

4 Dashboard e e

Dashboard WELCOME TO SERVER MANAGER

Local Server

All Servers

a =

o Configure this local server

File and Storage Services >

QUICK START

2 Add roles and features

3 Add other servers [0 manage
‘WHAT'S NEW
4 Create a server group
5 Connect this server to cloud servi
Hide|

LEARN MORE
< = [0 [ [

= Server Manager [-T= =
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ii. Addthe AD, DHCP, and DNS services. Select Active Directory Domain Services, DHCP
Server, and DNS Server and click Next.

Select server roles

Before You Begin

Installation Type

Server Selection

Features
DNS Server
DHCP Server
AD DS

Confirmation

DESTINATION SEAVER
SP2016Szrver

Select one or more roles to install on the selected server.

Roles Description

~]|  Active Directory Domain Services
{AD DS} stores information about
objacts on the network and makes
this information availsble o users
[ Active Directory Lightweight Directory Services and petwericadrifi-tinfors. A0S
uses domain controllers to give

[ Active Directory Rights Management Services etwoak et Access b perartad

[] Application Server || resources anywhere on the network
DHCP Server through a single fogen process.
DNS Server

[] Fax Server
b [H File and Storage Services (1 of 12 installed)
[ Hyper-v
[ Metwork Policy and Access Services
[ Print and Document Services
[ Remate Access
[ Remote Desktop Services

<£revinus| Next > I [ instal Cancel
B

iii. Add the IIS service. Select Web Server (IIS) and click Next.

Select server roles

Before You Bagin

Installation Type

Server Selection

Features

DNS Server

DHCP Server

ADDs

Web Server Role (IIS)
Role Services

Confirmation

DESTINATION SERVER
SP20165er

Select one or more roles to install on the selected server.

Roles Description

) ~]i Web Server (IS) provides a refiable,
[ Application Server I manageable, and scalable Web
DHCP Server application infrastructure,
DNS Server
[] Fax Server
b [E File and Storage Services (1 of 12 installed)
[ Hyper-v
[ Network Policy and Access Services
[] Print and Document Services
[ Remote Access
[] Remote Deskiop Services

[ Volume Activation Services

s

[] Windows Deployment Services

[[J Windows Server Essentials Experience
] Windows Server Update Services

[<previous | [ Nea> | [ sl | [ Concel |

iv. Inthe Features step, select .NET Framework 3.5 Features.

Select features

Before You Begin

Installation Type

DESTINATION SERVER

Server Selection

Server Roles

Confirmation

SP2016Serverspif.comen
Select one or more features ta install on the selected server,
Features Description
a NET Framework 3.5 Features {sft: NonHITP Actreation sippof's

process activation via Message
Queuing, TCP and named pipes.
Applications that use Non-HTTP
Activation can start and stop

dynamically in response to work

\NET Framework 3.5 (includes .NET 2.0 and 3.0
HTTP Activation g
INon-HTTP Activation|

oo dibannaciiallionaliad, items that arrive over the network
v [ Background Intelligent Transfer Service (BITS) via Message Queuing, TCP and
[] BitLocker Drive Encryption named pipes.

[ Bitlocker Network Unlock
[] BranchCache

[ Client for NFS

[] Data Center Bridging

[ Direct Play

[] Enhanced Storage

[ Failaver Clustering

< w B

[ < Previous ||| e > || [ install | [ Cancel |

v. Click Next to complete Add Roles and Features Wizard.

7. Configure the AD service. Select Add a new forest and enter a domain name in the Root domain
name field to create a domain environment.
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Deployment Configuration

TARGET SERVER

Domain Controller Optichs

Additional Options

Review Options

Prerequisites Check

Root domain name:

Select the deployment operation

O Add a domain controller to an existing domain
O Add a new domain to an existing forest
Paths ® Add a new forest

Specify the domain information for this operation

dtstack.com|

More about deployment configurations

[ <previous | [ Next> |

[ nstan ][ Cancel ]

8. Set a password, confirmthe password, and then click Next to complete Active Directory Domain
Services Configuration Wizard.

: ; TARGET SERVER
Domain Controller Options R
elect functional level of the new forest and root domain
DS Gpfians Forest functional level: Windows Server 2012 R2 ]
B Btes Domain functional level: Windows Server 2012 R2 -]
Paths pecify domain controller capabilifies
Review Cptions {¥] Domain Name System (DNS} server
Prerequisites Check 4 Global Catalos
{1 Read only domain controller (RODC)
Tups the Dicectory Services Restore Mode (DSRM) password
assword: [r————
Confirm password: [
More about domain controller aptions
[[<previous | [ New» | Install J\[{iCancel

&

Server Manager > Dashboard

5 Al Servers

il AD DS

8 pHep

£ DNs

g File and Storage Services b
fo is

2

3

4

5

Al Post-deployment Configuration
e |

Configuration required for DHCP Server at
SP201GSERVER

O [

r
I Pa

Manage

Too:

‘ Task Details

lelepolicp:igiog e e
Add other servers to manage
Create a server group

Connect this server to cloud services

Hide

i. Check the DHCP configuration and click Next.

9. ClickComplete DHCP configuration to configure the DHCP feature.
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ii. Keep the default configurations and click Commit to complete DHCP Post-Install configuration

wizard.

= DHCP Post-Install configuration wizard [= T

Authorization

Specify the credentials to be used to authorize this DHCP server in AD DS.

@) Use the following user's credentials

User Name: SP16\Administrator

D) Use altemate credentials

UserName;

D) Skip AD authorization

< Previous Next » Commit Cancel

Step 2: Install SQL Server 2014

1. You can download SQL Server 2014 from its of ficial website. For more information, visit SQL Server

2014.

@ Note You can also download SQL Server 2014 from a third-party website. Make sure that

the downloaded software is secure.

2. Install SQL Server 2014 SP1. Open SQL Server Installation Center and click the first installation

= SQL Server Installation Center [= (=]
Planning ﬁ MNew SCL Server stand-alone installation or add features to an existing installation
et il Launch a wizard to install SQL Server 2014 in 2 non-clustered environment or to add
features to an existing SQL Server 2014 instance.
Maintenance
Sz New SOL Server failover cluster installation
Tools |
Launch a wizard to install @ single-node SOL Server 2014 failover cluster.
Resources
e ¢ ﬁ Add node to 2 SGL Server failover cluster
# U8 Launch 2 wizard to add a node to an existing SQL Server 2014 failover cluster,
Options
ﬁ Upgrade from SQL Server 2005, SOL Server 2008, SQL Server 2008 R2 or SGL Server 2012
Launch a wizard to upgrade SQL Server 2005, SOL Server 2008, SOL Server 2008 R2 or L
Server 2012 to SQL Server 2014,
Microsoft SQL Server2014

Enter the product key and click Next.
Read and accept the license terms and click Next.

Complete the installation check and click Next.

o v kW

Keep the default configurations and click Next.
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= SQL Server 2014 Setup

Setup Role

to install, or clicka

Click the SQL Server Feature Installation option to i
feature role to install a specific configuration.

ly select which feature ¢

Product Key SOL Server Feature Installation

License Terms Install SQL Server Database Engine Services, Analysis Services, Reporting Services, Integration Services,
Global Rules and other features.

Microsoft Update O SOL Server PowerPivot for SharePoint

Product Updates

Install PowerPivot for SharePoint on a new o existing SharePint server to support PowerPivat data
Install Setup Files access in the farm, Optionally, add the SOL Server relational database engine to use as the new farm's
database server

Install Rules

Setup Role
Feature Selection (O All Features With Defaults
Feature Rules Install all features using default values for the service accounts.
Feature Configuration Rules

Ready to Install

Installation Progress

Complete

B

ClickSelect All to select all features and click Next .
[ =[]

Sl SQL Server 2014 Setup

Feature Selection

Select the Enterprise Edition: Core-based Licensing features to install

Product Key Features Feature description:
Leeimtie Instance Features ~ |[ The configuration and operation of each -
Global Rules Database Engine Services instance feature of a SOL Server instanceis =
Microsoft Update 9] SQL Server Replication isolated from other SOL Server instances. SOL
Full Text snd Semantic Extractions for Sea | | SETver instances can operate side-hy-sideon v
Product Updates = :
Data Quality Services Brerequisites for selected features:
Install Setup Files
Analysis Services T —
Install Rules Reporting Services - Native drpilii e
P Windows PowerShell 2.0
Setup Role s el Microsoft NET Framenrk 4.0 =
s el Reporting Services - SharePoint < ] >
S Reporting Services Add-in for SharePoint Proc | e oo Lo
Data Quality Client
Instance Configuration Client Tools Connectivity Drive C: 6028 MB required, 193207 MB ~
Server Configuration Integration Services v || available
Database Engine C <l i 1 [ it
Analysis Services Ci
[ selec UnselectAll |
Reporting Services C |
Distributed Replay Controller Instance oot directory: |( \Program Files\Microsoft S Server\ | E
Distributed Replay Client
eiributed Beplay Clen Shared feature directory: [1Program Fites\wicrosoft sl server. | E
Feature Configuration Rules
Ready to Install Shared feature directory (x86): |C:\Program Files (+26)\Microsoft SQL Server\ | |:|
[ gk [ mews I concd [[ Hep ]

B ]

= SOL Server 2014 Setup
Instance Configuration

Specify the name and instance D for the instance of SOL Server, Instance ID becomes part of the installation path.

Product Key Default instance

Ixcenetgeine Mamed instance: MSSQLSERVER

Global Rules

Microsoft Update

Product Updates FtEnEr Y MSSQLSERVER

Install Setup Files

Install Rules

Setup Role SQL Server directory: Ci\Program Files\Microsoft SQL Server\MSSQL12.MSSQLSERVER
Feature Selection Analysis Services directory:  CAProgram Files\Microsoft SQL Server\MSAS12.MSSQLSERVER
Feature Rules Reporting Services directory:  CA\Program Files\Microsoft SQL Server\MSRS12, MSSQLSERVER
Instance Configuration

Server Configuration IRl ees,

Database Engine Configuration Instance Name Instance ID Features Edition Version
Analysis Services Configuration

Reporting Services Configuration

Distributed Replay Controller

Distributed Replay Client

Feature Configuration Rules

Ready to Install

Configure the SQL Server instance. Select Def ault instance to use the ID of the instance.

9. Specify the usernames and passwords for SQL Server Database Engine and SQL Server

Analysis Services.
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10. Click Add Current User to add the current user and then click Next.
[« susewdomsws  [=[EEE

11.

12. Click Next to complete the settings of SQL Server 2014.

Server Configuration
‘P"-‘-- Y i
Product Key | Service Accounts | Collation |
License Terms
. Microsoft recommends that you use a separate account for each SQL Server service.
Microsoft Update Service Account Name Password Startup Type
Product Updates SQL Server Agent NT Service\SQLSERVERA... |Mtnual v
Install Setup Files SQL Server Database Engine NT AUTHORITYANETW... Automatic v
Install Rules SQL Server Analysis Services | | DTSTAC i ! A ic | v
Setup Role SQL Server Reporting Services NT Service\ReportServer | Automatic v
Feature Selection SQL Server Integration Services 12.0 | NT Service\MsDtsServer... Automatic v
Feature Rules SQL Server Distributed Replay Client .NT Service\SQL Server D... Manual v
Instance Configuration SQL Server Distributed Replay Con... |NT Service\SQL ServerD... Manual v
S SQL Full-text Filter Daemon Launc... |NT Service\MSSQLFDLs... Manual
Database Engine Configtxation SQL Server Browser |NT AUTHORITY\LOCAL ... Disabled  |v
Analysis Services Configuration
Reporting Services Configuration
Distributed Replay Controller
Distributed Replay Client
Feature Configuration Rules
Ready to Install
[k ][ met> [[ e [[ e |

e Engine C

9

Specify Database Engine authentication security mode, administrators and data directories.

Product Key
License Terms

Global Rules

Microsoft Update
Product Updates
Install Setup Files
Install Rules

Setup Role

Feature Selection
Feature Rules

Instance Configuration
Server Configuration

Database Engine Configuration

Server Configuration | Data Directories | FILESTREAM

Specify the authentication mode and administrators for the Database Engine.

Mode

® Windows authentication mode

© Mixed Mode (SQL Server authentication and Windows authentication)

Specify the password for the SQL Server ini (s3) aceount.

Enterpasswords |

Confirm password: |

Specify SQL Server

5P16\Administrat

SQL Server administrators
Analysis Services Configuration have unrestricted access
Reporting Services Configuration tothe Database Engine.
Distributed Replay Controller
Distributed Replay Client
Feature Configuration Rules | [[20d curment User ||| ade. | [ Remore |
Ready to Install

T [ oo | o= [ =]

nalyais Services €

Specify Analysis Services server medes, administrators, and data directories,

Click Add Current User to add the current user and then click Next.

Product Key
License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Setup Role

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Analysis Services Configuration
Reporting Services Configuration
Distributed Replay Controller
Distributed Replay Client

Feature Configuration Rules

Ready to Install

Serves Configuration | Data Directories

Server Mode:
® Multidimensional and Data Mining Mode
© Tabular Mode

Specify which users have administrative permissions for Analysis Services.

Analysis Services
administrators have
unrestricted access to
Analysis Services.

Add Curent User ||| acc.. | [ Bemore |

[ome [ae ] o [

Step 3: Install SharePoint 2016

1. Install the SharePoint 2016 prerequisite installer. Open the image folder and double-click the
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Step 4: Configure SharePoint 2016

1.
2.

5.4. Install SharePoint 2016

This topic describes how to install SharePoint 2016.

executable file of the prerequisite installer.

T &l ¥ s PC ¢ DD Drive (E) 16043511000

Wit

1 DESKTOR-VNGH

. Inthe installation wizard, click Next.

. Read and accept the license terms and install necessary components.

license terms, and then click Continue.

Install Now.

now and close the wizard.

Select Create a new server farm.

. Openthe Setup.exefile, enter the product key in the dialog box that appears, read and accept the

. Specify the installation directory based on your needs or keep the default configurations and click

. After SharePoint 2016 is installed, select Run the SharePoint Products Configuration Wizard

Specify configuration database settings and the database access user. The SQL Server 2014
database is installed on your computer. Therefore, you must specify the IP address of your

computer in the Database server field.

Specify the serverrole.

Select Specify port number and enter 70000in the field. You can also specify another port

number based on your needs.

. Checkthe configurations and click Next.

Afteryou performthe preceding steps, you can open the SharePoint Central Administration web

application.

Prerequisites

e An Elastic Compute Service (ECS) instance that runs Windows Server 2012 is created.

Context

To install SharePoint 2016 on an instance, the following environment requirements must be met:
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e Basic configurations of the instance:
o Windows Server 2012

o CPU: 4 vCPUs. Memory: 8 GB. You can design the architecture and purchase ECS instances based on
your actual environments.

e Software environment:
o SQLserver 2012 express
o SharePoint 2016
o AD
o DNS
o IS

e Required component: .NET Framework 3.5 for installing SQL Server.

@ Note

o When you install .NET Framewaork 3.5, an error may occur inthe Add Roles and Features
step. For more information about how to fix this error, see What do I do if lamunable to
install .NET Framework 3.5.1 on Windows Server 2012 R2 or Windows Server 2016
instances?.

o For more information about the required components of SharePoint, see Microsoft
documentation. When you install SharePoint, you are prompted for installing dependency
components. If the dependency components cannot be installed, you cannot install
SharePoint.

Procedure

1. Connect to the instance. For more information, see Connection methodsGuidelines on instance

connection.

2. Build an Active Directory (AD) domain.

@ Note Youmust modify the Security Identifier (SID) before you add a client to a domain. In
this topic, only a single ECS instance is used to install SharePoint. Therefore, all roles and
features are assigned to the instance. In your actual running environment, do not install SQL
Server, AD, and a SharePoint server on the same instance.

3. Install SQL Server 2012 Express.

Use the default method to install SQL Server. In this topic, the Express edition is used in the test
environment. Take note of the following items:

@ Note
o By default, the Express edition has TCP/IP disabled. You must manually enable T CP/IP.

o The Express edition may have no console. You must install an SQL management tool.

o We recommend that you use the SQL Server Enterprise edition that provides more
features than the Express edition.

4. Install SharePoint 2016.
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i. Install the required components of SharePoint.

@ Note To usethe installation wizard, your instance must be authorized to access the
Internet. If not, you must manually download the components and run commands to
install these components. For more information, see Microsoft documentation.

ii. Restart the instance, runthe SharePoint 2016 installation wizard, enter the product key, and

thenclick Continue.
Start to install SharePoint 2016.

iii. Runthe SharePoint configuration wizard.

iv. ClickCreate a new server farm and click Next.

v. Specify configuration database settings and the database access account.
vi. Specify the serverrole.

vii. Specify the port number forthe SharePoint Central Administration web application and
configure security settings.

vii. Complete the configurations inthe wizard and start to install SharePoint.
ix. Click Finish.

Afteryou install SharePoint, you can configure the server farmin the SharePoint Central
Administration web application. When you configure the server farm, we recommend that you
activate only the required services to prevent unnecessary memory usage.

5.5. Deploy and use Docker
5.5.1. Deploy and use Docker on Alibaba Cloud

Linux 3 instances

This topic describes how to deploy and use Docker on an Elastic Compute Service (ECS) instance that
runs an Alibaba Cloud Linux 3.2104 64-bit operating system. This topic is intended for developers who
are familiar with Linux but new to Alibaba Cloud ECS.

Prerequisites

One or more instances that run an Alibaba Cloud Linux 3.2104 64-bit operating system is created. For
more information, see Create an instance by using the wizard.

In this topic, instances that have the following configurations are used:

e Instance type: ecs.gé6.large

e QOperating system: Alibaba Cloud Linux 3.2104 64-bit
e Network type: Virtual Private Cloud (VPC)

e |P address: public IP address

Context
This topic describes the following operations:

e Deploy Docker. For more information, see the Deploy Docker section.
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e Use Docker.
o Forinformation about how to use Docker, see the Use Docker section.

o Forinformation about how to create a Docker image, see the Create a Docker image section.

Deploy Docker

1.
2. Runthe following command to install Dandified YUM (DNF).

DNF is the next-generation RPM package manager.

yum -y install dnf

3. Install Docker.
You can use one of the following methods to install Docker:
o Install the default Docker (podman-docker) in the DNF repository.

a. Runthe following command to install podman-docker:

dnf -y install docker
b. Runthe following command to check whether Docker is installed:

docker images

A command output similar to the following one indicates that Docker is installed.

@ Note podman-docker installed by using this method has no daemon (systemd).
Therefore, you can use Docker without the need to pay attention to the running state
of podman-docker in subsequent operations. You do not need to run the systemctl
command to perform operations.

[root@test ~]# docker images

Emulate Docker CLI using podman. Create /fetc/containers/nodocker to quiet msg.
REPOSITORY TAG IMAGE ID CREATED SIZE

o Install Docker Community Edition (Docker-CE).

a. Runthe following command to add the DNF repository of Docker-CE:

dnf config-manager --add-repo=https://mirrors.aliyun.com/docker—-ce/linux/centos/d

ocker-ce.repo

b. Run the following command to install the DNF repository plug-in that is dedicated for
Alibaba Cloud Linux 3:

dnf -y install dnf-plugin-releasever-adapter --repo alinux3-plus

¢. Runthe following command to install Docker-CE:

dnf -y install docker-ce —--nobest
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d. Runthe following command to check whether Docker-CE is installed:

dnf list docker-ce

A command output similar to the following one indicates that Docker-CE is installed.

[root@test ~]# dnf list docker-ce
Last metadata expiration check: @:16:13 ago on Fri 25 Jun 2021 @2:18:53 PM CST.

Installed Packages
3:20.10.7-3.el8

4. Runthe following command to start Docker:

systemctl start docker

5. Runthe following command to checkthe running state of Docker.

systemctl status docker

A command output similar to the following one indicates that Docker is in the running state.

[root@test ~]# systemctl status docker
¢ docker.service - Docker Application Container Engine
Loaded: loaded (/usr/lib/systemd/system/docker.service; enabled; vendor preset: enabled)
Active: active (running)|since Fri 2821-06-25 14:29:34 CST; 2s ago
Docs: hittps://docs.docker.com

Main PID: 14341 (dockerd)
Tasks: 8

Memory: 44.5M
CGroup: fsystem.slice/docker.service
L-14341 fusr/bin/dockerd -H fd:// --containerd=/run/containerd/containerd.sock

Create a Docker image
1.

2. Create animage.

docker build -t webalinux3:vl . #Use Dockerfile to create an image. . at the e
nd of the command line specifies the path of Dockerfile and must be provided.

docker images #Check whether the image is created.

3. Runthe container and checkits state.

docker run -d webalinux3:vl #Run the container in the background.

docker ps #Query the containers that are in the running sta
te.

docker ps -a #Query all containers, including those in the sto
pped state.

docker logs CONTAINER ID/IMAGE #If the container does not appear in the query re

sults, check the startup log to troubleshoot the issue based on the container ID or nam

o

5.5.2. Deploy and use Docker on Alibaba Cloud

Linux 2 instances
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This topic describes how to deploy and use Docker on an Elastic Compute Service (ECS) instance that
runs an Alibaba Cloud Linux 2.1903 LTS 64-bit operating system. This topic is intended for developers
who are familiar with Linux but new to Alibaba Cloud ECS.

Prerequisites

One or more instances that run an Alibaba Cloud Linux 2.1903 LTS 64-bit operating system are created.
For more information, see Create an instance by using the wizard.

In this topic, instances that have the following configurations are used:

e Instance type: ecs.g6.large
e Operating system: Alibaba Cloud Linux 2.1903 LTS 64-bit

@ Note

e Networktype: Virtual Private Cloud (VPC)
e [P address: public IP address

Context
This topic describes the following operations:

e Deploy Docker. For more information, see the Deploy Docker section.
e Use Docker.
o Forinformation about how to use Docker, see the Use Docker section.

o Forinformation about how to create a Docker image, see the Create a Docker image section.

Deploy Docker

T his section describes how to manually install Docker. You can also purchase a Docker image from
Alibaba Cloud Marketplace to deploy Docker on an ECS instance in one click.

1.
2. Runthe following command to install Dandified YUM (DNF).

DNF is the next-generation RPM package manager.
yum -y install dnf
3. Install Docker.

You can use one of the following methods to install Docker:

o Install the default Docker fromthe YUM repository.

yum -y install docker

o Install Docker Community Edition (Docker-CE).

a. Runthe following command to download the YUM repository of Docker-CE:

wget -0 /etc/yum.repos.d/docker-ce.repo https://mirrors.aliyun.com/docker-ce/linu

x/centos/docker-ce.repo
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b. Runthe following command to install the YUM repository plug-in that is dedicated for
Alibaba Cloud Linux 2.

@ Note Runthis command only if yourinstance runs an Alibaba Cloud Linux 2

operating system.

yum install yum-plugin-releasever-adapter --disablerepo=* --enablerepo=plus
c. Runthe following command to install Docker-CE:

yum -y install docker-ce

4. Runthe following command to start Docker:

systemctl start docker
5. Runthe following command to checkthe running state of Docker.
systemctl status docker

If Docker is deployed and in the running state, a command output similar to the following one is
returned:

[root@test ~]# systemctl start docker
systemctl start d
[root@test ~]# systemctl status docker
.service - Docker Application Container Engine
ed: loaded (fusr/lib/systemd/s em/ docker. sery ] : disabled)

ce Fri 2021- i [
Docs: http://docs
Main PID:
CGroup: /¢ . &
|-1928 fusr/bin/dockerd-current --add-runtime docker-runc=/usr/libexec/docker/docker-
L1937 fusr/bin/docker-containerd-current -1 unix:///var/run/docker/libcontainerd/doc

® Note To view the version of Docker, run the docker -v command.

Use Docker
Docker can be used in the following ways:

e Manage the Docker daemon.

systemctl start docker #Run the Docker daemon.

systemctl stop docker #Stop the Docker daemon.

systemctl restart docker #Restart the Docker daemon.

systemctl enable docker #Configure Docker to run on system startup.
systemctl status docker #Check the running state of Docker.

e Manage images. In the following example, Apache images from Alibaba Cloud Container Registry are
used:

docker pull registry.cn-hangzhou.aliyuncs.com/lxepoo/apache-php5

o Modify tags. The names of images from Alibaba Cloud Container Registry are long. Use tags to
make the images easy to identify.

docker tag registry.cn-hangzhou.aliyuncs.com/lxepoo/apache-php5:latest aliweb:vl
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o View existing images.
docker images

o Forcefully delete an image.

docker rmi -f registry.cn-hangzhou.aliyuncs.com/lxepoo/apache-php5

e Manage containers.

o Logontothe container.Runthe docker images command to obtainthe Imageld value, which is
elabc****. Then, runthe docker run command to access the container.

docker run -it elabc**** /bin/bash

o Exit the container. Runthe exit command to exit the container.

o Addthe -4 parametertothe run command to runthe containerinthe background.The --
name parameter specifies apache as the container name.

docker run -d --name apache elabc****

o Access the container that runs in the background.
docker exec -it apache /bin/bash

o Query the container ID.

docker ps

o Create animage fromthe container by using the following command syntax: docker commit <Con

tainer ID or container name> [<Repository name>[:<Tag>]]

docker commit containerID/containerName repository:tag

o Fortesting and restore purposes, run the image and derive a new image that has a simple name.
Then, test the new image.

docker commit 4c8066cd8**** apachephp:vl
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o Runthe container and map port 8080 of the host to the container.

docker run -d -p 8080:80 apachephp:vl

In a browser, enter <IP address of the ECS instance>:8080 to connect to the container. A page
similar to the one shown in the following figure indicates that the container runs normally.

@ Note Aninbound rule must be added to a security group of the ECS instance to allow
inbound traffic on port 8080. For more information, see Add a security group rule.

rphp,-nfoﬂ ,‘—

30 3080

System Linux 7391cf4e2475 3
Build Date Dec 6 2016 22:18:03

Create a Docker image

1. Prepare Dockerfile.

i. Create and edit Dockerfile.

vim Dockerfile

ii. Pressthe /keyto enterthe edit mode. Add the following content to the file:

#Declare a base image.

FROM apachephp:vl

#Declare the owner of the base image.

MAINTAINER DTSTACK

#Specify the commands that you want to run before the container starts. You must ap
pend these commands to the end of the RUN command. Dockerfile can contain up to 127
lines. If the total length of your commands exceeds 127 lines, we recommend that yo
u write these commands to a script.

RUN mkdir /dtstact

#Specify the commands that are run on system startup. The last command must be a fr
ontend command that runs constantly. Otherwise, the container exits after all comma
nds are run.

ENTRYPOINT ping www.aliyun.com

iii. Pressthe Esckey.Enter :wg and pressthe Enterkey to save and exit Dockerfile.

2. Create animage.

206 > Document Version: 20220711


https://www.alibabacloud.com/help/doc-detail/25471.htm#concept-sm5-2wz-xdb

Elastic Compute Service Tutorials-Build an application

docker build -t webalibabacloudlinux:vl . #. at the end of the command specifies the

path of Dockerfile and must be provided.
docker images #Check whether the image is built.

3. Runthe container and checkits state.

docker run -d webalibabacloudlinux:vl #Run the container in the background.

docker ps #Query the containers that are in the running
state.

docker ps -a #Query all containers, including those in the

stopped state.
docker logs CONTAINER ID/IMAGE #If the container does not appear in the query

results, check the startup log to troubleshoot the issue based on the container ID or n

ame .

4. Create animage.

docker commit fb2844b6**** dtstackweb:vl #Append the container ID and the name and
version number of the new image to the end of the commit parameter.
docker images #Query images that are downloaded and crea

ted on premises.

5. Push the image to a remote repository.

By default, the image is pushed to Docker Hub. You must log on to Docker, add a tag to the image,
and then name the image inthe <bocker username>/<Image name>:<Tag> format.Then,the

image is pushed to the remote repository.

docker login --username=dtstack plus registry.cn-shanghai.aliyuncs.com #Enter the passw
ord of the image repository after you run this command.

docker tag [ImageId] registry.cn-shanghai.aliyuncs.com/dtstackl23/test: [Tag]

docker push registry.cn-shanghai.aliyuncs.com/dtstackl23/test: [Tag]

5.5.3. Deploy and use Docker on CentOS 8

instances

This topic describes how to deploy and use Docker on an Elastic Compute Service (ECS) instance that
runs a CentOS 8.1 64-bit operating system. This topic is intended for developers who are familiar with
Linux but new to Alibaba Cloud ECS.

Prerequisites

An ECS instance is created. For more information, see Create an instance by using the wizard.

In this topic, an instance that has the following configurations is used:

e Instance type: ecs.g6.large

e QOperating system: CentQS 8.1 64-bit

o Networktype: Virtual Private Cloud (VPC)
e |P address: public IP address

Context
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This topic describes the following operations:
e Deploy Docker. For more information, see the Deploy Docker section.
e Use Docker.
o Forinformation about how to use Docker, see the section.
o Forinformation about how to create a Dockerimage, see the Create a Docker image section.
Deploy Docker

This section describes how to manually install Docker. You can also purchase a Docker image from
Alibaba Cloud Marketplace to deploy Docker on an ECS instance in one click.

1.
2. Change the CentOS 8 repository address.

3. Runthe following command to install the dependency of the Docker store driver:

dnf install -y device-mapper-persistent-data lvm2

4. Runthe following command to add a stable Docker repository:

dnf config-manager --add-repo=https://mirrors.aliyun.com/docker—-ce/linux/centos/docker—

ce.repo
5. Runthe following command to view the added Docker repository:

dnf list docker-ce

Sample command output:

docker-ce.x86 64 3219,03,13=3.@l7 docker-ce-stable

6. Runthe following command to install Docker:

dnf install -y docker-ce —--nobest

7. Runthe following command to start Docker:

systemctl start docker

Use Docker
Docker can be used in the following ways:

e Manage the Docker daemon.

systemctl start docker #Run the Docker daemon.

systemctl stop docker #Stop the Docker daemon.

systemctl restart docker #Restart the Docker daemon.

systemctl enable docker #Configure Docker to run on system startup.
systemctl status docker #Check the running state of Docker.

e Manage images. In the following example, Apache images from Alibaba Cloud Container Registry are
used:

docker pull registry.cn-hangzhou.aliyuncs.com/lxepoo/apache-php5
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o Modify tags. The names of images from Alibaba Cloud Container Registry are long. Use tags to
make the images easy to identify.

docker tag registry.cn-hangzhou.aliyuncs.com/lxepoo/apache-php5:latest aliweb:vl
o View existing images.

docker images
o Forcefully delete an image.

docker rmi -f registry.cn-hangzhou.aliyuncs.com/lxepoo/apache-php5

e Manage containers.

o Logontothe container.Runthe docker images command to obtainthe Imageld value, which is
elabc****. Then, runthe docker run command to access the container.

docker run -it elabc**** /bin/bash

o Exit the container.Runthe exit command to exit the container.

o Addthe -4 parametertothe run command to runthe containerinthe background.The --
name parameter specifies apache as the container name.

docker run -d --name apache elabc****

o Access the container that runs in the background.

docker exec -it apache /bin/bash

o Query the container ID.

docker ps

o Create animage fromthe container by using the following command syntax: docker commit <Con

tainer ID or container name> [<Repository name>[:<Tag>]]

docker commit containerID/containerName repository:tag

o Fortesting and restore purposes, run the image and derive a new image that has a simple name.
Then, test the new image.

docker commit 4c8066cd8**** apachephp:vl
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o Runthe container and map port 8080 of the host to the container.

docker run -d -p 8080:80 apachephp:vl

In a browser, enter <IP address of the ECS instance>:8080 to connect to the container. A page
similar to the one shown in the following figure indicates that the container runs normally.

@ Note Aninbound rule must be added to a security group of the ECS instance to allow
inbound traffic on port 8080. For more information, see Add a security group rule.

rphp,-nfoﬂ ,‘—

30 3080

System Linux 7391cf4e2475 3
Build Date Dec 6 2016 22:18:03

Create a Docker image

1. Prepare Dockerfile.

i. Create and edit Dockerfile.

vim Dockerfile

ii. Pressthe /keyto enterthe edit mode. Add the following content to the file:

#Declare a base image.

FROM apachephp:vl

#Declare the owner of the base image.

MAINTAINER DTSTACK

#Specify the commands that you want to run before the container starts. You must ap
pend these commands to the end of the RUN command. Dockerfile can contain up to 127
lines. If the total length of your commands exceeds 127 lines, we recommend that yo
u write these commands to a script.

RUN mkdir /dtstact

#Specify the commands that are run on system startup. The last command must be a fr
ontend command that runs constantly. Otherwise, the container exits after all comma
nds are run.

ENTRYPOINT ping www.aliyun.com

iii. Pressthe Esckey. Enter :wg and pressthe Enterkey to save and exit Dockerfile.

2. Create animage.
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docker build -t webcentos8:vl . # . at the end of the command line specifies the pat
h of Dockerfile and must be provided.

docker images #Check whether the image is created.

3. Runthe container and checkits state.

docker run -d webcentos8:vl #Run the container in the background.

docker ps #Query the containers that are in the running sta
te.

docker ps -a #Query all containers, including those in the sto
pped state.

docker logs CONTAINER ID/IMAGE #If the container does not appear in the query re

sults, check the startup log to troubleshoot the issue based on the container ID or nam

o

4. Create animage.

docker commit fb2844b6**** dtstackweb:vl #Append the container ID and the name and
version number of the new image to the end of the commit parameter.
docker images #Query images that are downloaded and crea

ted on premises.

5. Push the image to a remote repository.

By default, the image is pushed to Docker Hub. You must log on to Docker, add a tag to the image,
and then name the image inthe <bocker username>/<Image name>:<Tag> format.Then,the

image is pushed to the remote repository.

docker login --username=dtstack plus registry.cn-shanghai.aliyuncs.com #Enter the passw
ord of the image repository after you run this command.

docker tag [ImageId] registry.cn-shanghai.aliyuncs.com/dtstackl23/test: [Tag]

docker push registry.cn-shanghai.aliyuncs.com/dtstackl23/test: [Tag]

5.6. Deploy databases based on ECS

5.6.1. Database overview

A database is a set of data that is stored in an organized manner and can be shared by a number of
users. A database provides minimal redundancy and is independent of applications. A database can be
regarded as an electronic filing cabinet on which you can perform data operations such as add, query,
update, and delete.

Common databases
Three types of databases are typically used:

e Oracle

o Oracle provides a high degree of hardware stability. It can run on a variety of hardware and
operating system platforms, from desktop computers to mainframes and supercomputers. Oracle
supports symmetric multiprocessors, cluster multiprocessors, and large-scale processors, and works
with multiple languages.
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o Oracle is a multi-user systemthat can automatically recover from system failures in batch
processing or online environments. Developer/2000 is a software development tool developed by
Oracle that consists of an interactive application generator, report printer, word processor, and a
centralized data dictionary. You can use these components to generate your own applications.

o Oracle presents data in two-dimensional tables and provides Structured Query Language (SQL) to
implement basic database management features such as data query, modification, definition, and
control.

o Datain Oracle databases can be smoothly migrated. The communication feature provided by
Oracle allows programs on microcomputers to receive data from or transfer data to Oracle
databases on minicomputers and mainframes.

o Oracleis a large-scale database system. It is suitable for small, medium-sized, and large application
systems. It can serve both the client and server sides of server systems.

e SQL Server

SQL Server is a relational database system provided by Microsoft. It is a scalable, high-performance
database management system suitable for distributed client and server computing. SQL Server works
with Windows New Technology (Windows NT) to provide a transaction-based enterprise-level
information management solution. Versions earlier than SQL Server 2016 can run only on Windows.

e MySQL
MySQL is an open source relational database management system (RDBMS) and uses the most

common database management language SQL. MySQL databases can be used across platforms such
as Linux and Windows.

Deployment methods

You can use ApsarabDB RDS to implement rapid deployment and lightweight 0&M of databases. If you
do not have an appropriate image or if you want to customize your deployment, we recommend that
you manually deploy a database.

e C(Create and connect to an ApsaraDB RDS instance

e Manually deploy a MySQL database on an ECS Windows instance

e Manually deploy a MySQL database on an ECS instance that runs Alibaba Cloud Linux 2
e Manually deploy a MySQL database on an ECS instance that runs CentQS 8

e Manually deploy a MySQL database on an ECS instance that runs CentQS 7

5.6.2. Create and connect to an ApsaraDB RDS
instance

ApsaraDB RDS is a stable, reliable, and scalable online database service. When you use an Elastic
Compute Service (ECS) instance to build a business on the cloud, you can use an RDS instance to store
business data. This topic describes how to create an ApsaraDB RDS for MySQL instance and connect a
Linux ECS instance to the ApsaraDB RDS for MySQL instance.

Prerequisites
An ECS instance is created. For more information, see Create an instance by using the wizard.

In the example, an ECS instance that has the following configurations is used. You can configure the
ECS instance based on your business requirements.
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Region and zone: Hangzhou Zone |

Instance type: ecs.gé6.large
Disk category: enhanced SSD (ESSD)
Image: Alibaba Cloud Linux 3 64-bit public image

Network type: Virtual Private Cloud (VPC). A public IP address is assigned to the instance.

Context

RDS is built ontop of the Apsara Distributed File System and high-perf ormance SSDs of Alibaba Cloud.
RDS supports the MySQL, SQL Server, PostgreSQL, and MariaDB TX database engines. It provides a
portfolio of solutions for scenarios such as disaster recovery, backup, restoration, monitoring, and
migration to reduce your O&M burdens. For more information, see What is ApsaraDB RDS?

Performthe following steps to create and connect to an RDS instance:

Step 1: Create an RDS instance

Step 2: Create a database and a standard account forthe database

Step 3: Configure a whitelist for the RDS instance and obtain the internal endpoint and internal port
number of the RDS instance

Step 4: Connect to the ApsaraDB RDS for MySQL database fromthe ECS instance

Step 1: Create an RDS instance

1. Go to the ApsaraDB RDS buy page.

2. Complete the configurations of the RDS instance.

In this example, an ApsaraDB RDS for MySQL instance is created. For more information about how to
Create an ApsarabDB RDS for MySQL instance, see Create an ApsaraDB RDS for MySQL instance. In this
example, the following configurations are used. You can configure the RDS instance based on your
business requirements.

i. Inthe Basic Configurations step, configure the following parameters:

Region: Select China (Hangzhou).

@ Note If you want to transmit data between the ECS instance and the RDS
instance over the internal network, you must deploy the ECS instance and the RDS
instance in the same region and the same VPC. Transmission over the internal network is
more secure and stable and provides higher performance than transmission over the
Internet.

Database Engine: Select MySQL 8.0.

Edition: Select High-availability.

Storage Type: Select Local SSD.

Zone of Primary Node: Select Hangzhou Zone I.
Deployment Method: Select Multi-zone Deployment.
Zone of Secondary Node: Select Automatically Allocated.

Instance Type: Select rds.mysqgl.t 1.small.

Use the default values for other parameters.

ii. ClickNext: Instance Configuration.
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ii. IntheInstance Configuration step, configure the following parameters:
m Network Type: Select VPC.

m VPC and VSwitch of Primary Node: Select the same VPC and vSwitch as the ECS instance
to which you want to connect.

Use the default values for other parameters.
iv. ClickNext: Confirm Order. Confirmthe configurations and pay for the order.

Up to 10 minutes are required to create an RDS instance. You can view and refresh the state of
the RDS instance on the Instances page. If the state of the instance changes to Running, the
RDS instance is created and runs normally.

Step 2: Create a database and a standard account for the database

For information about how to create a database and an account for an ApsarabB RDS for MySQL
instance, see Create databases and accounts for an ApsarabB RDS for MySQL instance. In this example, a
database named test01 iscreated forthe RDS instance and a standard account named

testuser01 iscreatedtologontothe testol database.

1. Go to the Instances page.

2. Inthe top navigation bar, select the China (Hangzhou) region.
3. Find and clickthe ID of the RDS instance that you created.

4. Create a database on the RDS instance.

i. Inthe left-side navigation pane of the Basic Information page, click Databases and then click
Create Database.

ii. Inthe Create Database dialog box, configure the following parameters and click Create:
m Database Name: Specify a name for the database. Example: testo1
m Supported Character Set: Select utf8.
Use the default values for other parameters.
5. Create a standard account.

i. Inthe left-side navigation pane of the Basic Information page, click Accounts. Onthe
Accounts tab, click Create Account.
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ii. Inthe Create Account panel, configure the following parameters and click OK:

m Database Account: Specify a name forthe account. Example: testuser01

m Account Type: Select Standard Account.

m Authorized Databases: Afteryou select Standard Account, the Authorized Databases
section appears. You must grant the testuser01l account read and write permissions on
the testo1 database.

* Account Type @

Privileged Account (@ Standard Account

Authorized Databases:

Unauthorized Databases Authorized Databases View Permissions Set All to Read/Write ...
Q Ente Q Enter

test01 @) Read/Write (DDL + DML) (Read-only) ooy

Not Found

0 Item /| 1Item

m Password and Confirm Password: Specify a password. We recommend that you set a
complex password to improve data security. Keep your password confidential.

Use the default values for other parameters.

Step 3: Configure a whitelist for the RDS instance and obtain the
internal endpoint and internal port number of the RDS instance

Before you obtain the internal endpoint and internal port number of the RDS instance, you must check
whether the ECS instance and the RDS instance meet the conditions for communication over the
internal network. For more information, see the "Step 1: Check whether your application can connect to
the RDS instance over an internal network" section in Use a database client or the CLI to connect to an
ApsarabDB RDS for MySQL instance. In this example, the ECS instance and the RDS instance reside within the
same VPC and are able to communicate with each other over the internal network.

1. Go to the Instances page.
2. Inthe top navigation bar, select the China (Hangzhou) region.
3. Find and clickthe ID of the RDS instance that you created.
4. Configure a whitelist for the RDS instance.
i. Inthe left-side navigation pane of the Basic Information page, click Data Security.

ii. Onthe Whitelist Settings tab, find the whitelist named default and click Modify on the
right side.

iii. Inthe Edit Whitelist dialog box, remove the default 127.0.0.1 fromthe IP Addresses
field and add <internal IP address of the ECS instance>.

For more information about how to view the IP addresses of an ECS instance, see View
information of instances on the Instances page.

iv. Click OK.
5. Obtain the internal endpoint and internal port number of the RDS instance.

i. Inthe left-side navigation pane of the Basic Information page, click Database Connection.
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i. Onthe Database Connection page, view the Internal Endpoint and Internal Port values.

ApsaraDB RDS nstances Database Connection

<« rm- b p1 | ] ] (« Running ) v Log On to Database Create Data Warehouse Operation Guide

Basic Information Database Connection Switch VSwitch | Switch to Classic Network | Change Endpoint | Apply for Public Endpoint | How to connect to RDS? @ | Can't Connect?

Accounts
Network Type VPC(VPC: - / vpc-bp115b6zs -] Database Proxy (Safe Disabled @

Databases Mode)

Backup and Restoration Internal Endpoint rm-bpThji .mysql.rds.aliyuncs.com  Configure Whitelist Internal Port 3306

Database Connection

You must save the internal endpoint and internal port number for the subsequent connections
to the database.

Step 4: Connect to the ApsaraDB RDS for MySQL database from the
ECS instance

1. Log onto the Linux ECS instance.
For more information, see Connection methodsGuidelines on instance connection.
2. (Optional) Install MySQL on the ECS instance.

If MySQL is not installed on your ECS instance, install MySQL first. For example, you can run the
following command to install MySQL on an ECS instance that runs Alibaba Cloud Linux or CentOS:

yum -y install mysql

3. Runthe following command to connect to the MySQL database:

mysgl -h <Internal endpoint of the RDS instance> -P <Internal port number of the RDS in
stance> -u<Standard account of the RDS instance> -p
Variables:

o <internal endpoint of the RDS instance>: the internal endpoint of the RDS instance. Example: r

m-bplbj**** mysql.rds.aliyuncs.com

o <internal port number of the RDS instance>: the internal port number of the RDS instance. For
example, the default port number of the MySQL database is 3306.

o <Standard account of the RDS instance>: the standard account of the RDS instance. In this
example, testuser01 isused.

4. Inthe Enter password: command line, enterthe password of testuser01
@ Note

The following figure shows that you are connected to the MySQL database. If the connection fails,
see the "Common connection errors" section in Common connection errors.

216 > Document Version: 20220711


https://www.alibabacloud.com/help/doc-detail/71529.htm#concept-tmr-pgx-wdb
https://www.alibabacloud.com/help/doc-detail/26138.htm#concept-n1v-qpf-vdb/section-fbz-ym5-vdb

Elastic Compute Service Tutorials-Build an application

[root@test ~]# mysql -hrm-bp1l .mysql.rds.aliyuncs.com -P33@6 -utestuser@l -p
Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 7@e9

Server version: 8.8.25 Source distribution

Copyright (c) 20ee, 2020, Oracle and/or its affiliates. All rights reserved.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
oWners.

Type ‘help;' or *\h' for help. Type '\c' to clear the current input statement.

mysgl> |

5. (Optional) Run the following command in the MySQL client to view the details of the database:
show databases;

You canview the test01 database inthe command output.

mysql> show databases;

| information_schema |
| mysgl

|| testo1

3 rows in set (©.00 sec)

mysql>

References

Getting Started

5.6.3. Manually deploy a MySQL database on an
ECS instance that runs Alibaba Cloud Linux 2

Build a database in Alibaba CloudDeploy MySQL on a virtual machine

MySQL is a relational database management systemand is used to build the LAMP or LNMP environment.
This topic describes how to install, configure, and access a MySQL database on an Elastic Compute
Service (ECS) instance that runs Alibaba Cloud Linux 2.

Prerequisites

An ECS instance is created. For more information, see Create an instance by using the wizard.

In this topic, an ECS instance that has the following configurations is used:

e Instance type: ecs.cé.large
e |mage: Alibaba Cloud Linux 2.1903 LTS 64-bit public image
e Network type: Virtual Private Cloud (VPC). A public IP address is assigned to the instance.

Context

In the example, MySQL 8.0.28 is deployed. T he version of MySQL may vary based on the update of
software repositories. The following MySQL installation paths are used:

e Configuration file: /etc/my.cnf

e Data storage: /var/lib/mysql
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e Command files: /usr/binand /usr/sbin

Step 1: Install MySQL

1. Connect to the ECS instance.
For more information, see Connection methodsGuidelines on instance connection.

2. Runthe following command to update the YUM repository:

sudo rpm -Uvh https://dev.mysgl.com/get/mysql80-community-release-el7-3.noarch.rpm
3. Runthe following command to install MySQL:

sudo yum -y install mysgl-community-server --enablerepo=mysql80-community --nogpgcheck
4. Runthe following command to check the version of MySQL:

mysqgl -V

The following example command out put indicates that MySQL is installed.

[root@test ~]# mysql -v
mysql Ver 8.0.28 for Linux on x86_64 (MySQL Community Server - GPL)

[root@test ~]#

Step 2: Configure MySQL
1. Runthe following command to start MySQL:
systemctl start mysqgld
2. Runthe following command to enable MySQL to run on system startup:

systemctl enable mysqgld

3. Runthe following command to checkthe /var/log/mysqld.logfile and obtain and record the initial
password of the root user:

grep 'temporary password' /var/log/mysgld.log
A command out put similar to the following one is returmned:

2022-02-14T09:27:18.470008Z 6 [Note] [MY-010454] [Server] A temporary password is gener
ated for root@localhost: r V&f2wyu vI

@ Note r vefewyu vI  at the end of the command output is the initial password, which
is required to configure the security settings for MySQL.

4. Runthe following command to configure the security settings for MySQL:

mysql secure installation
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i. Reset the password of the root user.

@ Note

Enter password for user root: # Enter the initial password of the root user that yo
u obtained.

The existing password for the user account root has expired. Please set a new passw
ord.

New password: # Enter a new password.

Re-enter new password: # Enter the new password again.

The 'validate password' component is installed on the server.

The subsequent steps will run with the existing configuration

of the component.

Using existing password for root.

Change the password for root ? (Press y|Y for Yes, any other key for No) : Y # Ente
r Y to update the password. You can also enter N to skip updating the password.

New password: # Enter the new password.

Re-enter new password: # Enter the new password again.

Estimated strength of the password: 100

Do you wish to continue with the password provided? (Press y|Y for Yes, any other ke

y for No) :Y # Enter Y to use the new password.

ii. Delete the anonymous user.

By default, a MySQL installation has an anonymous user,

allowing anyone to log into MySQL without having to have

a user account created for them. This is intended only for

testing, and to make the installation go a bit smoother.

You should remove them before moving into a production

environment.

Remove anonymous users? (Press y | Y for Yes, any other key for No) :Y # Enter Y to
delete the default anonymous user.

Success.

ii. Deny remote access by the root user.

Normally, root should only be allowed to connect from

'localhost'. This ensures that someone cannot guess at

the root password from the network.

Disallow root login remotely? (Press y|Y for Yes, any other key for No) : Y # Enter
Y to deny remote access by the root user.

Success.
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iv. Delete the test database and the access permissions on the database.

By default, MySQL comes with a database named 'test' that

anyone can access. This is also intended only for testing,

and should be removed before moving into a production

environment.

Remove test database and access to it? (Press y|Y for Yes, any other key for No)

Y # Enter Y to delete the test database and the access permissions on the database.

- Dropping test database...
Success.
- Removing privileges on test database...

Success.

v. Reload privilege tables.

Reloading the privilege tables will ensure that all changes

made so far will take effect immediately.

Reload privilege tables now? (Press y|Y for Yes, any other key for No) : Y # Enter
Y to reload privilege tables.

Success.

All done!

For more information about the security settings of MySQL, see MySQL documentation.

Step 3. Access the MySQL database

You can use a database client or Data Management Service (DMS) provided by Alibaba Cloud to access
the MySQL database. In this topic, DMS is used to access the MySQL database.

1. Add an inbound rule to a security group of the ECS instance to allow traffic on the port number of

the MySQL database.

The default port number of the MySQL database is 3306. You must add inbound rules to a security
group of the ECS instance and allow traffic on port 3306. For more information, see Add a security
group rule.

2. Onthe ECS instance, create an account for remote logon to the MySQL database.

i. Run the following command and enter the password forthe root userto log onto the MySQL
database:

mysgl -uroot -p
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ii. Runthe following commands in sequence to create an account for remote logon to the MySQL
database.

We recommend that you use a non-root account to log onto the MySQL database. In this
example,the dms account andthe 123456 password are used.

) Notice When you create an account, replace the 123456 password with a valid
password and keep it confidential. The password must be 8 to 30 characters in length and
must contain uppercase letters, lowercase letters, digits, and special characters. Special
characters include

() " ~'e@e#s$sr&*-—+=1]{}[]:; Y<>, .72/

mysql> create user 'dmsTest'@'$' identified by '123456'; # Create a database accoun
t named dmsTest and grant the remote connection permissions to the account.

mysql> grant all privileges on *.* to 'dmsTest'@'S%'; # Grant the dmsTest account al
1 permissions on the database.

mysqgl> flush privileges; # Refresh the permissions.

Log onto the DMS console.
In the top navigation bar of the Data Assets tab, clickinstances.

Onthe Instances tab, click+ New.

L

Inthe Add Instance dialog box, configure the parameters.
i. ClickECS Self-built and then click MySQL.

ii. Inthe Basic Information section, configure the following parameters to access the
database:

m Data Source: Select ECS Self-built.
m Database Type :Select MySQL.

m Instance Region and ECS Instance ID: Set the parameters based on the information of
the ECS instance. For more information about how to obtain the information of an ECS
instance, see View information of instances on the Instances page.

m Port: Use the default value 3306.

m Database Account: Enterthe database account for remote connection. In this example,
enter dmsTest

m Database Password: Enter the password of the database account for remote connection.
Use the default values for other parameters.

iii. ClickTest Connection.
If you are connected to the MySQL database, the Success dialog box appears.

iv. Click Submit.

7. Afteryou submit the configurations, go to the Database List tab on the Home page as prompted.
You can use Shortcuts in the DNS console to manage the database. For more information about
the operations on DMS, see Overview.
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5.6.4. Manually deploy a MySQL database on an
ECS instance that runs CentOS 8

MySQL is a relational database management system and is often used to build the LAMP or LNMP
environment. This topic describes how to install, configure, and connect to a MySQL database on an
Elastic Compute Service (ECS) instance that runs CentQS 8.

Prerequisites

An ECS instance is created. For more information, see Create an instance by using the wizard.

In this topic, an ECS instance that has the following configurations is used:

e Instance type: ecs.cé.large
e QOperating system: CentQS 8.2 64-bit public image
o Network type: Virtual Private Cloud (VPC). A public IP address is assigned to the instance.

Context

In the example, MySQL 8.0.21 is deployed. The version of MySQL may vary based on the update of
software repositories. The following MySQL installation paths are used:

e Configuration file: /etc/my.cnf
e Data storage: /var/lib/mysql
e Command files: /usr/binand /usr/sbin

Step 1: Install MySQL

1. Connect to the ECS instance that runs CentQS 8.
For more information,see Connect to a Linux instance by using a password.

2. Change the CentOS 8 repository address.

4. Runthe following command to view the MySQL version:
mysgl -V

A command output similar to the following one indicates the MySQL version.

[root@test ~]# mysql -V

mysql Ver 8.8.21 for Linux on x86 64 (Source distribution)

Step 2: Configure MySQL
1.
2.

3. Runthe following command to configure security settings for MySQL and set the password:

mysgl secure installation

After you run the command, perform the following operations based on the command prompts:

i. Enter Yand press the Enter key to make the configurations.
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Vi.

Vii.

viii.

i. Enter 2as the password strength and press the Enter key.

Oindicates a low password strength, 7 indicates a medium password strength, and 2indicates
a high password strength. We recommend that you use a high password strength.

Enter a new password for MySQL and confirmit.

In this example, the password is set to  passwordi23!

Enter Yand press the Enter key to use the password.

Enter Yand press the Enter key to delete anonymous users.

Enter Yand press the Enter key to disallow the root account to connect to MySQL.

Enter Yand press the Enter key to deletethe test database and the access permissions on
the test database.

Enter Yand press the Enter key to reload privilege tables.

Step 3: Connect to the MySQL database

We recommend that you use a non-root account to connect to the MySQL database. In this example,
an account is created to connect to MySQL.

1. Add an inbound rule to a security group of the ECS instance to allow traffic on the port required by
MySQL.

The default port number of the MySQL database is 3306. You must add inbound rules to a security
group of the ECS instance and allow traffic on port 3306. For more information, see Add a security
group rule.

2. Create and configure an account to connect to MySQL on the instance.

Run the following command and enter the password for the root userto log onto the MySQL
database:

mysgl -uroot -p

Run the following commands in sequence to create an account to connect to MySQLon the
MySQL client and allow the instance to connect to MySQL by using this account.

In this example, the account is named dms and the password is set to PASSword123!

create user 'dms'@'S%' identified by 'PASSwordl23!';
grant all privileges on *.* to 'dms'@'$'with grant option;

flush privileges;

@ Note When you create an account, the password must meet the following
requirements: The password must be 8 to 30 characters in length and must contain
uppercase letters, lowercase letters, digits, and special characters. Special characters
include

3. Connect to MySQL by usingthe dms account.

o We recommend that you use Data Management Service (DMS) provided by Alibaba Cloud to
connect to the MySQL database. For more information, see Register an ApsaraDB instance.

o You can use connection tools such as MySQL Workbench and Navicat on your computerto
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connect to the MySQL database.
5.6.5. Manually deploy a MySQL database on an
ECS instance that runs CentOS 7

Build a database in Alibaba CloudDeploy MySQL on a virtual machine

MySQL is a relational database management systemand is used to build the LAMP or LNMP environment.
This topic describes how to install, configure, and access a MySQL database on a Linux Elastic Compute
Service (ECS) instance.

Prerequisites

An ECS instance is created. For more information, see Create an instance by using the wizard.
In this topic, an ECS instance that has the following configurations is used:

e Instance type: ecs.c6.large

e Image: Cent0S 7.8 64-bit public image

e Networktype: Virtual Private Cloud (VPC). A public IP address is assigned to the instance.
Context

In the example, MySQL 8.0.28 is deployed. T he version of MySQL may vary based on the update of
software repositories. The following MySQL installation paths are used:

e Configurationfile: /etc/my.cnf
e Datastorage: /var/lib/mysql
o Command files: /usr/binand /ust/sbin

Step 1: Install MySQL

1. Connect to the ECS instance.
For more information, see Connection methodsGuidelines on instance connection.

2. Runthe following command to update the YUM repository:

sudo rpm -Uvh https://dev.mysgl.com/get/mysqgl80-community-release-el7-3.noarch.rpm
3. Runthe following command to install MySQL:

sudo yum -y install mysgl-community-server --enablerepo=mysql80-community --nogpgcheck
4. Runthe following command to check the version of MySQL:

mysgl -V

The following example command output indicates that MySQL is installed.

[root@test ~]# mysql -V
mysql Ver 8.8.28 for Linux on x86_64 (MySQL Community Server - GPL)

[root@test ~]#

Step 2: Configure MySQL

1. Runthe following command to start MySQL:
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systemctl start mysqgld

2. Runthe following command to enable MySQL to run on system startup:

systemctl enable mysqgld

3. Runthe following command to checkthe /var/log/mysqld.log file and obtain and record the initial
password of the root user:

grep 'temporary password' /var/log/mysgld.log

A command out put similar to the following one is returned:

2022-02-14T09:27:18.470008Z 6 [Note] [MY-010454] [Server] A temporary password is gener
ated for root@localhost: r V&f2wyu vI

@ Note r vefowyu vI at the end of the command output is the initial password, which
is required to configure the security settings for MySQL.

4. Runthe following command to configure the security settings for MySQL:

mysql secure installation

i. Reset the password of the root user.

® Note

Enter password for user root: # Enter the initial password of the root user that yo
u obtained.

The existing password for the user account root has expired. Please set a new passw
ord.

New password: # Enter a new password.

Re-enter new password: # Enter the new password again.

The 'validate password' component is installed on the server.

The subsequent steps will run with the existing configuration

of the component.

Using existing password for root.

Change the password for root ? (Press y|Y for Yes, any other key for No) : Y # Ente
r Y to update the password. You can also enter N to skip updating the password.

New password: # Enter the new password.

Re-enter new password: # Enter the new password again.

Estimated strength of the password: 100

Do you wish to continue with the password provided? (Press y|Y for Yes, any other ke

y for No) :Y # Enter Y to use the new password.
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ii. Delete the anonymous user.

By default, a MySQL installation has an anonymous user,

allowing anyone to log into MySQL without having to have

a user account created for them. This is intended only for

testing, and to make the installation go a bit smoother.

You should remove them before moving into a production

environment.

Remove anonymous users? (Press y | Y for Yes, any other key for No) :Y # Enter Y to
delete the default anonymous user.

Success.

ii. Deny remote access by the root user.

Normally, root should only be allowed to connect from

'localhost'. This ensures that someone cannot guess at

the root password from the network.

Disallow root login remotely? (Press yl|Y for Yes, any other key for No) : Y # Enter
Y to deny remote access by the root user.

Success.

iv. Delete the test database and the access permissions on the database.

By default, MySQL comes with a database named 'test' that

anyone can access. This is also intended only for testing,

and should be removed before moving into a production

environment.

Remove test database and access to it? (Press y|Y for Yes, any other key for No)

Y # Enter Y to delete the test database and the access permissions on the database.

- Dropping test database...
Success.
- Removing privileges on test database...

Success.

v. Reload privilege tables.

Reloading the privilege tables will ensure that all changes

made so far will take effect immediately.

Reload privilege tables now? (Press y|Y for Yes, any other key for No) : Y # Enter
Y to reload privilege tables.

Success.

All done!

For more information about the security settings of MySQL, see MySQL documentation.

Step 3. Access the MySQL database

You can use a database client or Data Management Service (DMS) provided by Alibaba Cloud to access
the MySQL database. In this topic, DMS is used to access the MySQL database.

1.

Add aninbound rule to a security group of the ECS instance to allow traffic on the port number of
the MySQL database.

The default port number of the MySQL database is 3306. You must add inbound rules to a security
group of the ECS instance and allow traffic on port 3306. For more information, see Add a security
group rule.
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2. Onthe ECS instance, create an account for remote logon to the MySQL database.

i. Runthe following command and enter the password for the root userto log onto the MySQL
database:

mysgl -uroot -p
ii. Runthe following commands in sequence to create an account for remote logon to the MySQL
database.

We recommend that you use a non-root account to log onto the MySQL database. In this
example, the dms account andthe 123456 password are used.

) Notice When you create an account, replace the 123456 password with a valid
password and keep it confidential. The password must be 8 to 30 characters in length and
must contain uppercase letters, lowercase letters, digits, and special characters. Special
characters include

() " ~'e@e#s$s &*-—+=1|(}[]:; Y<>, .72/

mysql> create user 'dmsTest'@'$' identified by '123456'; # Create a database accoun
t named dmsTest and grant the remote connection permissions to the account.

mysql> grant all privileges on *.* to 'dmsTest'@'$'; # Grant the dmsTest account al
1 permissions on the database.

mysqgl> flush privileges; # Refresh the permissions.

Log onto the DMS console.
In the top navigation bar of the Data Assets tab, click Instances.

Onthe Instances tab, click+ New.

o v~ w

Inthe Add Instance dialog box, configure the parameters.
i. ClickECS Self-built and then click MySQL.

ii. Inthe Basic Information section, configure the following parameters to access the
database:

m Data Source: Select ECS Self-built.
m Database Type :Select MySQL.

m [nstance Region and ECS Instance ID: Set the parameters based on the information of
the ECS instance. For more information about how to obtain the information of an ECS
instance, see View information of instances on the Instances page.

m Port: Use the default value 3306.

m Database Account: Enterthe database account for remote connection. In this example,
enter dmsTest

m Database Password: Enterthe password of the database account for remote connection.
Use the default values for other parameters.

jii. ClickTest Connection.
If you are connected to the MySQL database, the Success dialog box appears.

iv. ClickSubmit.

7. Afteryou submit the configurations, go to the Database List tab on the Home page as prompted.
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You can use Shortcuts in the DNS console to manage the database. For more information about
the operations on DMS, see Overview.

5.6.6. Manually deploy a MySQL database on an
ECS Windows instance

This topic describes how to manually deploy a MySQL database on an Elastic Compute Service (ECS)
Windows instance.

Prerequisites

Procedure

1. Create an ECS instance that runs Windows Server 2012. For more information, see Create an instance
by using the wizard.

3. Download and install the vcredist x86.exe plug-in.
4. Download an MySQL installation package fromthe MySQL official website.
In this topic, the MySQL 5.6.15.0 installation package is used.
5. Install MySQL on the ECS instance.
i. Double-click mysql-installer-community-5.6.15.0.msito install MySQL.

MySOL Installer

Plagme wak whis the MyS0L ingtsler orocessss fre urert opersion
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ii. Select Install MySQL Products.

MyS0L Trstaller

Welcome

The MySOU instaler guades. you Bhcugh the nstalabon and configuraton of your
MySOL products. Run I Fom the St Menu 1o perionm mantenance (ks e

Sedect one of the acioes bebow:

[ il M, P
- :.1..-..-‘,-..\;\ e itk dred i s B 6F s
I produrts

e
Gl e kot il
- i G DR o R

Sewnrie
Tt ecop o 6 o 10t MYS TR BT cae e 1

s e oty . por mace

iii. Select Iaccept the license terms and skip the update check, click Next, and then select
Custom. In the right pane, specify the MySQL installation location and the database location,
and click Next.

In this example, the default MySQL installation location and database location are used.

Chioosing a Setup Type
Please sclect the Setup Type that suits your use case.

ey ]

B8 \Nindows Server 2012 R2
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iv. Keep the default values unchanged, click Next, and then click Execute to start to install
MySQL.

MySQL Installer

Installation Progreas

=]
&
@
&
&
&
&
#

|__._'|_'_'._'i_'_._.__-
I I 8 B B B

§

Windows Server 2012 R2

v. Click Next to go to the MySQL Server Configuration page, and select Server Machine fromthe
Config Type drop-down list.

IySOL Irrstalles

MySOL Server Configuration
Sonery Configurstn Typer

Comilg Type

¥ nable TOR/ Bl bworiong

Windows Server 2012 R2

vi. Keep the default values unchanged, click Next, and then enter the password of the root user
to complete the installation of MySQL.

After you install MySQL, the MySQL Command-Line Client icon appears on the start page.
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6. Add inbound rules to the security group of the ECS instance and allow traffic on port 3306. For
more information, see Add a security group rule.

5.6.7. Manage self-managed databases on ECS

instances

Self-managed databases on Elastic Compute Service (ECS) instances are databases that are installed
and configured on ECS instances. You can use Data Management Service (DMS) to manage self -
managed databases on ECS instances. T his topic describes how to use DMS to add and manage self -
managed databases on ECS instances. In the example, a MySQL database is used.

Prerequisites

1. DMS is activated. For more information, see Activate DMS.

2. An ECS instance of a memory-optimized r-series instance family is created. For more information
about how to create an ECS instance, see Create aninstance by using the wizard.

3. Aninbound rule is added to the security group of the ECS instance to allow traffic for the MySQL
database on the listening port. The default listening port number for the MySQL database is 3306.

4. A MySQL database is installed on the ECS instance. For more information, see Database overview.

5. A non-root account is created for the MySQL database on the ECS instance.

@ Note By default, MySQL databases do not allow remote access fromthe root account. If
you have changed the default settings to allow remote access fromthe root account, skip this
step.

In this example, run the following command to create an account named dms forlogging onto
the MySQL database, set the passwordto Ecsi123! ,and grant all permissions to the account:

create user 'dms'Q@'S$' IDENTIFIED BY 'Ecsl23!';

grant all privileges on *.* to 'dms'@'$' with grant option;

flush privileges;

Context

> Document Version: 20220711 231


https://www.alibabacloud.com/help/doc-detail/25471.htm#concept-sm5-2wz-xdb
https://www.alibabacloud.com/help/doc-detail/47558.html
https://www.alibabacloud.com/help/doc-detail/87190.htm#task-vwq-5g4-r2b
https://www.alibabacloud.com/help/doc-detail/53822.htm#concept-zr2-x5t-2fb

Tutorials-Build an application Elastic Compute Service

DMS is a database management web terminal provided by Alibaba Cloud to help manage self-managed
databases on ECS instances that run Windows or Linux. You can add self-managed databases in the
DMS console to use data management features such as creating databases and tables. DMS supports
self-managed MySQL, SQL Server, PostgreSQL, MongoDB, and Redis databases. For more information,
see DMS documentation.

Procedure

1. Log onto the DMS console.

2. Inthe top navigation bar, clickInstances.
3. Onthelnstance List tab, click New.
4

. Inthe Add Instance dialog box, click the ECS Self-built tab, click MySQL, and then configure
parameters for the self-managed database.

The following table describes the parameters.
Parameter Description
Data Source Select ECS Self-built.

The type of the self-managed database on the ECS instance. In this

Database Type
P example, select MySQL.

Instance Region The region where the ECS instance is located.
ECSInstance ID The ID of the ECS instance.

The number of the listening port used to access the database on the ECS

Port . .
instance. In this example, set Port to 3306.

The account used to log on to the self-managed database on the ECS
instance. In this example, the account used to log on to the MySQL

databaseis dms
Database Account

@ Note We recommend that you use a non-root account.

The password used to log on to the self-managed database on the ECS

Database password instance. In this example, the password of dmsis Ecs123!

In this example, select Flexible Management. For more information

Control Mode
about the control mode, see Control modes.

5. Click Submit.
6. Log onto the database.

What's next

Afteryou log onto the database, you can perform operations on the database by using SQL
statements or the DMS console.

Related information
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e Migrate a local user-created database to ECS

e Migrate data between user-created databases on ECS instances

5.7. Build a primary/secondary
PostgreSQL architecture

PostgreSQL is one of the most advanced open source databases and supports NoSQL data types such

as JSON, XML, and hstore. This topic describes how to build a primary/secondary PostgreSQL

architecture on an Elastic Compute Service (ECS) instance that runs CentOS 7.

Prerequisites

[ ]

e Aninbound rule is added to the security group of the instance to allow traffic on port 5432. For more
information, see Add a security group rule.

Context

The procedure described in this topic is applicable to Alibaba Cloud users who are familiar with Alibaba
Cloud ECS, Linux operating systems, and PostgreSQL databases.

In this topic, the following instance type and software versions are used. The operations may vary
based on your instance type and software versions.

e Instance type: ecs.gé6.large
e QOperating system: CentQS 7.2
e PostgreSQL: 9.6

To use YUMto install PostgreSQL and build a primary/secondary PostgreSQL architecture, performthe
following operations:

Step 1: Create two ECS instances

To build a primary/secondary PostgreSQL architecture, you must create two instances of the Virtual
Private Cloud (VPC) type. One instance works as the primary node, and the other instance works as the
secondary node. For more information, see Create an instance by using the wizard.

@ Note We recommend that you do not assign public IP addresses to the ECS instances. You
can bind an elastic IP address (EIP) to each ECS instance. T his allows you to upgrade the
configurations or optimize the architecture based on your requirements. For more information, see
Apply foran EIP.

Step 2: Configure the primary node of PostgreSQL
1. Runthe following commands in sequence to install PostgreSQL:

yum update -y

wget —-no-check-certificate https://download.postgresql.org/pub/repos/yum/reporpms/EL-7
-x86 64/pgdg-redhat-repo-latest.noarch.rpm

rpm -ivh pgdg-redhat-repo-latest.noarch.rpm
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yum install postgresgl96-server postgresqgl96-contrib -y

/usr/pgsql-9.6/bin/postgresql96-setup initdb

@ Note Inthis topic, PostgreSQL 9.6 is used. We recommend that you use the latest version
of PostgreSQL.

2. Runthe following commands in sequence to start PostgreSQL and enable PostgreSQLto run on
system startup:

systemctl start postgresqgl-9.6.service #Start PostgreSQL.

systemctl enable postgresgl-9.6.service #Enable PostgreSQL to run on system startup.

3. Create a database account named replica. This database is used for replication between the
primary and secondary nodes. Then, specify the password, logon permission, and backup
permission.

i. Runthe following command to log on to PostgreSQL by using the postgres account:

su - postgres

i. When -pash-4.25 appears, you are logged onto PostgreSQL. Then, run the following
command to go to the interactive terminal of PostgreSQL:

psql

ii. When postgres=# appears, you are accessing the PostgreSQL interactive terminal. Execute
the following statement to set a password forthe postgres account to enhance security:

ALTER USER postgres WITH PASSWORD 'YourPassWord';

iv. Execute the following SQL statement to create a database account named replica, specify a
password, and configure the logon and backup permissions for the account.

In this example, the password is set to  replica
CREATE ROLE replica login replication encrypted password 'replica';

v. Execute the following statement to check whether the database account is created:

SELECT usename from pg user;

The following results indicate that the account named replica is created:

usename
postgres
replica

(2 rows)
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vi. Execute the following statement to check whether the permissions are configured:

SELECT rolname from pg roles;

The following results indicate that the permissions are configured:

postgres
replica

(2 rows)

vii. Runthe following command and pressthe Enter keyto exit the PostgreSQL interactive
terminal:

\q
viii. Runthe following command and pressthe Enter keyto exit PostgreSQL.
exit

4. Runthe following command to openthe pg hba.conf file, and then configure a whitelist for
replica:

vim /var/lib/pgsql/9.6/data/pg hba.conf

Add the following linesto the 1pPv4 local connections field:

host all all <IPv4 CIDR block of the secondary node>

md5 #Enable MD5 password encryption for connections in the CIDR block of the VPC.
host replication replica <IPv4 CIDR block of the secondary node>

md5 #Enable data synchronization from the replication database.

Afterthe lines are added, press the Esckey, enter :wg , and then press the Enterkey to save the
file and exit.

5. Runthe following command to open the postgresqgl.conf file:

vim /var/lib/pgsqgl/9.6/data/postgresql.conf

Find and modify the following parameters:

listen addresses = '*' #Specify the IP addresses on which the server listens for conn
ections from client applications.

wal level = hot standby #Enable the hot standby mode.

synchronous commit = on #Enable synchronization.

max wal senders = 32 #Specify the maximum number of synchronization processes.

wal sender timeout = 60s #Specify the timeout value for the streaming replication insta
nce to synchronize data.

max connections = 100 #Specify the maximum number of connections. The value of max c

onnections for the secondary node must be greater than that for the primary node.

After the parameters are modified, press the Esckey, enter :wg ,and then press the Enterkey to
save the file and exit.

6. Runthe following command to restart the PostgreSQL service:

> Document Version: 20220711 235



Tutorials-Build an application Elastic Compute Service

systemctl restart postgresqgl-9.6.service

Step 3: Configure the secondary node of PostgreSQL
1. Runthe following commands in sequence to install PostgreSQL:

yum update -y

wget —-no-check-certificate https://download.postgresql.org/pub/repos/yum/reporpms/EL-7
-x86_64/pgdg-redhat-repo-latest.noarch.rpm

rpm -ivh pgdg-redhat-repo-latest.noarch.rpm

yum install postgresgl96-server postgresqgl96-contrib -y

2. Runthe following command to create a backup directory by using the pg_basebackup utility:

# pg basebackup -D /var/lib/pgsqgl/9.6/data -h <IP address of the primary node> -p 5432

-U replica -X stream -P

In this example, the Password parameterisset to replica

Password:
30075/30075 kB (100%), 1/1 tablespace

3. Runthe following commands in sequence to create and modify the recovery.conf file:

cp /usr/pgsql-9.6/share/recovery.conf.sample /var/lib/pgsql/9.6/data/recovery.conf

vim /var/lib/pgsql/9.6/data/recovery.conf

Find and modify the following parameters:

standby mode = on #Declare the secondary node.

primary conninfo = 'host=<IP address of the primary node> port=5432 user=replica passwo
rd=replica' #Specify the connection information of the primary node.

recovery target timeline = 'latest' #Synchronize the latest data by using streaming rep

lication.

Afterthe parameters are modified, press the Esckey, enter :wg ,and then pressthe Enterkeyto
save the file and exit.

4. Runthe following command to openthe postgresql.conf file:

vim /var/lib/pgsql/9.6/data/postgresql.conf

Find and modify the following parameters:
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max_connections = 1000 # Specify the maximum number of connections. The val
ue for the secondary node must be greater than that for the primary node.
hot standby = on # Enable the hot standby mode.

max standby streaming delay = 30s #Specify the maximum delay for streaming replication

wal receiver status interval = 1s #Specify the maximum interval for the secondary node
to report its running state to the primary node.
hot standby feedback = on # Enable the secondary node to report errors to the

primary node during replication.

After the parameters are modified, press the Esckey, enter :wq , and then pressthe Enterkey to
save the file and exit.

5. Runthe following command to modify the group and owner of the data directory:

chown -R postgres.postgres /var/lib/pgsql/9.6/data

6. Runthe following commands in sequence to start PostgreSQL and enable PostgreSQLto run on
system startup:

systemctl start postgresqgl-9.6.service #Start PostgreSQL.

systemctl enable postgresgl-9.6.service #Enable PostgreSQL to run on system startup.

Step 4: Test the primary/secondary PostgreSQL architecture

To test the primary/secondary PostgreSQL architecture, make sure that data can interact between the
primary and secondary nodes. For example, the following content shows the expected test result when
you create a backup directory for the secondary node:

# pg_basebackup -D /var/lib/pgsql/9.6/data -h <IP address of the primary node> -p 5432 -U r

eplica -X stream -P

1. Runthe following command to check the sender process on the primary node:
ps aux |grep sender
The following command output indicates that the sender process is available:

postgres 2916 0.0 0.3 340388 3220 7 Ss 15:38 0:00 postgres: wal sender
process replica 192.168.** **(49640) streaming 0/F01C1A8

2. Runthe following command to checkthe receiver process on the secondary node:
pPsS aux |grep receiver
The following command output indicates that the receiver process is available:

postgres 23284 0.0 0.3 387100 3444 2 Ss 16:04 0:00 postgres: wal receiver
process streaming 0/F01C1A8

3. Onthe primary node, go to the PostgreSQL interactive terminal and execute the following SQL
statement to check the state of the secondary node:

select * from pg stat replication;
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The following results indicate that the state of the secondary node can be checked:

pid | usesysid | usename | application name | client addr | client hostname | client po
rt | backend start | backend xmin | state | sent location | write locati

on | flush location | replay location | sync priority | sync_ state

2916 | 16393 | replica | walreceiver | 192.168.**.** | | 49640 | 2017-05-02 15:38:06.18
8988+08 | 1836 | streaming | 0/F01C0C8 | 0/F01COCS8
| 0/F01COC8 | 0/F01COC8 | O | async

(1 rows)

5.8. Deploy RabbitMQ

RabbitMQ is an open source message broker that implements the Advanced Message Queuing Protocol
(AMQP) to store and forward messages in a distributed system. RabbitMQ is easy to use, scalable, and
highly available. T his topic describes how to deploy RabbitMQ on an Elastic Compute Service (ECS)
instance.

Prerequisites

A security group of the virtual private cloud (VPC) type is created. An inbound rule that allows traffic on
ports 80, 5672, and 15672 is added to the security group. If you want to connect to a Linux instance in
the security group by using Secure Shell (SSH), you must configure the rule to allow traffic on port 22.
For more information, see Add a security group rule.

Context

The RabbitMQ server is written in the Erlang programming language. RabbitMQ supports multiple types
of clients such as Python, Ruby, .NET, Java, Java Message Service (JMS), C, Prof essional Hypert ext
Preprocessor (PHP), ActionScript, Extensible Messaging and Presence Protocol (XMPP), Simple Text
Oriented Messaging Protocol (STOMP), and Asynchronous JavaScript and XML (AJAX).

Manually deploy RabbitMQ. This method is suitable for users who have a basic knowledge of Linux
commands and can perform personalized deployment. Use the following operating system and
software versions to manually deploy RabbitMQ:

e Operating system: CentOS 7.8 64-bit public image
e RabbitMQ: RabbitMQ 3.7.8

e Erlang: Erlang 21.1

e |DK: JDK 1.8.0_282

Manually deploy RabbitMQ

1. Create and connect to a Linux instance.
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Create a Linux instance.

For more information, see Create an instance by using the wizard. When you configure
parameters to create the instance, take note of the following items:

m Select Assign Public IPv4 Address in the Public IP Address section in the Networking step.
m Select the security group configured in the "Prerequisites" section.

m Complete other settings.

Connect to the instance.

For more information, see Connect to a Linux instance by using a password.

2. Install Erlang.

Vi.

Vii.

viii.

Run the following command to install the dependency for Erlang:

yum install -y make gcc gcc-ct++ mé4 openssl openssl-devel ncurses-devel unixODBC uni

xXODBC-devel java java-devel

i. Runthe following command to download the Erlang installation package:

wget http://erlang.org/download/otp src 21.l.tar.gz

Run the following command to decompress the Erlang installation package:

tar -zxvf otp src 21.l.tar.gz

. Runthe following commands to go to the path to which the Erlang installation package is

decompressed and create a directory for Erlang:

cd otp src 21.1
mkdir -p /usr/local/erlang

Run the following commands in sequence to compile and install Erlang:

./configure --prefix=/usr/local/erlang

make && make install

After Erlang is installed, run the following command to configure the environment variable for
Erlang:

echo 'export PATH=$PATH:/usr/local/erlang/bin' >> /etc/profile
Run the following command to apply the configured environment variable:
source /etc/profile

Run the following commands to go backto the /root directory. View the Erlang version to
check whether Erlang is installed.

cd

erl -version

A command output similar to the following one indicates that Erlang is installed.

[root@test ~]# erl -wersion

Erlang (SMP,ASYNC_THREADS,HIPE) (BEAM) emulator version 16.1
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3. Download and install RabbitMQ.

Dif ferent RabbitMQ versions are compatible with different Erlang versions. For more information,
see RabbitMQ Erlang Version Requirements. In this example, Erlang 21.1 is used, and you must
download RabbitMQ 3.7.8.

Run the following command to download the RabbitMQ installation package:

wget https://github.com/rabbitmg/rabbitmg-server/releases/download/v3.7.8/rabbitmg-

server-generic-unix-3.7.8.tar.xz

i. Runthe following command to decompress the RabbitMQ installation package:

tar -xvf rabbitmg-server-generic-unix-3.7.8.tar.xz

Afterthe package is decompressed, run the following command to configure the environment
variable for RabbitMQ:

echo 'export PATH=SPATH:/root/rabbitmg server-3.7.8/sbin' >> /etc/profile

Run the following command to apply the configured environment variable:

source /etc/profile

4. Configure RabbitMQ.

Run the following command to start RabbitMQ and run RabbitMQ in the background:

rabbitmg-server -detached

) Notice This command starts Rabbit MQ only in the current runtime environment. If
the instance restarts, RabbitMQ does not automatically start. We recommend that you use
Cloud Assistant to configure RabbitMQ to automatically start on instance startup. For
more information, see Use Cloud Assistant to Configure RabbitMQ to automatically start
on instance startup.

Run the following command to enable the RabbitMQ monitoring plug-in:

rabbitmg-plugins enable rabbitmg management

To disable the RabbitMQ monitoring plug-in, you canrunthe rabbitmg-plugins disable rabb
itmg management command.

iii. To ensure data security, we recommend that you run the following command to delete the

default user of RabbitMQ.

The default username and password of RabbitMQ are both guest

rabbitmgctl delete user guest

240
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iv. Create a RabbitMQ administrator user.

a. Runthe following command to create a user:
rabbitmgctl add user <Username> <Password>
Specify the <Username> and <Password> parameters.
b. Runthe following command to set the new user as an administrator:

rabbitmgctl set user tags <Username> administrator

c. Runthe following command to grant all permissions to the new user:

rabbitmgctl set permissions -p / <Username> " %" " _x" m s&n

5. Access <Public IP address of the Linux instance>:15672 inabrowseron your computer.
The following page indicates that RabbitMQ is inst alled.

Rabbit

Username:

Password:

6. Enterthe username and password of the RabbitMQ administrator user that you created and click
Login to access the RabbitMQ management interface.
The RabbitMQ management interf ace appears, as shown in the following figure.

. Refreshed 2021-04-14 16:29:14 | Refresh every 5 seconds v]
E R a bb | t 3.7.8 Erlang 21.1 Virtual host | All +

Cluster rabbit@

m Connections Channels Exchanges User rabbitUser==» QST

Queues Admin
uverview
+ Totals

Queuved messages last minute 7
Currently idle
Message rates last minute ?

Currently idle

Global counts ?

Channels: 0 Exchanges: 7 Consumers: |

* Nodes
Name File descriptors ?  Socket descriptors  Erlang processes Memory ? Disk space Uptime Info Re
B
rabbit@ii 27 0 377 67MB 34GB 6m 52s basic t
65535 available 58889 available 1048576 available 377MB high watermar8MB low watermark Hea & .
rss

Use Cloud Assistant to Configure RabbitMQ to automatically start on
instance startup

1. Configure the rabbitmqg-serverfile for RabbitMQ.
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2.

i. Runthe following command to edit the rabbitmqg-serverfile:

vim /root/rabbitmg server-3.7.8/sbin/rabbitmg-server

ii. Press shift+:and enter set nu to view line numbers of the file.
iii. Press shift+:and enter 189 to goto Line 189.
iv. Pressthe /key to enterthe edit mode.

Add the following content to Line 189:

export PATH=$PATH:/usr/local/erlang/bin
export HOME=/root/rabbitmg server-3.7.8/

The following figure shows the lines after the content is added.

188

189 export PATH=$%$PATH://usr/local/erlang/bin

v. Pressthe Esckey, enter :wg , andthen pressthe Enter key to save and close the file.

Call the ECS APIRunCommand operation to configure RabbitMQ to automatically start on instance
startup.

For more information, see Quick start. To configure RabbitMQ to automatically start on instance
startup, you must configure the parameters listed in the following table.

Parameter Description Valid or example value

The region ID of the

. Example: cn-hangzhou
instance.

Regionld

The name of the Cloud )
Name , Example: start-rabbitmg
Assistant command.

The language type of the

Set the value to RunShellScript
command.

Type
Set the valueto /root/rabbitmg server-3.7.8/sbi
n/rabbitmg-server -detached

CommandCon The plaintext content of

tent the command. (® Note The command is used to start
RabbitMQ.

Specifies how to run the

RepeatMode Set the value to  EveryReboot
command.
The ID of the instance

Instanceld.N where RabbitMQ is Example: i-bpl2flb0i3r7adm3****

deployed.
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The following code shows a sample success response in the JSON format. Subsequently, the
command used to start RabbitMQ is triggered every time you restart the instance.

{
"RequestId": "8B4BFE47-F1E3-48D1-B405-CA783B697046",

"CommandId": "c-hzOlgvolri9g**#*x*",

"InvokeId": "t-hz0lgvolrig****"

5.9. Deploy and use SVN

5.9.1. Overview

Apache Subversion (SVN) is an open source version control system that manages ever-changing data.
This topic describes the terms and operations related to SVN.

SVN

The data that SVN manages is stored in a repository. T his repository records all changes of files so that
you can reverse the data to an earlier version or review the change history of files. The following
section describes the terms and operations related to SVN:

e Repository: stores source code.
e Checkout: checks out source code to a local directory.
e Commit: commits modified code to the repository.
e Update: synchronizes source code in the repository to a local directory.
You can performthe following steps to manage code in SVN:
1. Checkout: Check out source code to a local directory.
Other users modify and commit the source code to the repository.
Update: Obtain the updates of the source code fromthe repository.

Modify and debug the source code.

vk WwN

Commit: Commit the debugged source code to the repository, so other users can view your
modifications.

SVN manages source code by line. When you and other users modify the code in afile at the same time:

e If the modified code is in different lines, SVN automatically merges the modifications.

e [If the modified code is in the same line, SVN prompts a file conflict. You must manually confirmthe
modification to resolve the conflict.

Procedure

SVN supports access over HTTP or based on svnserve. You can deploy these access methods. For more
information, see the following topics:

e Deploy SVN by using svnserve
o Deploy SVN over HTTP

Afteryou deploy SVN, you can commit modifications, obtain updates, and restore files by using SVN.
For more information, see Use SVN.
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5.9.2. Deploy SVN by using svnserve

Elastic Compute Service

This topic describes how to use svnserve to deploy Apache Subversion (SVN).

Prerequisites

e An Elastic Compute Service (ECS) instance of the ecs.gé.large instance type is created and runs a
Cent OS operating system. For information about how to create an ECS instance, see

e Inbound rules are added to the security groups of the instance to allow traffic on port 3690, which is

the default port of SVN. For more information, see

Context

In this topic, the following software versions are used to manually deploy SVN. Operations may vary

based on your software versions.

e QOperating system: CentQS 7.2 64-bit public image
e SVN: 1.7.14

Procedure

Step 1: Install SVN
1.

2. Runthe following command to install SVN:

yum install subversion

3. Runthe following command to checkthe SVN version:

svnserve --version

root@iZbw” 7 confl]# svnserve --version
Evnsery version 1.7.14 (rl 3]
15, 19:

13 The Apache Software Foundation.

ists of contributions made by many people; see the NOTICE

information.

open source software, see http://subversion.apache.org/

he following repository back-end (FS) modules are available:

* fs_base : Module for working with a eley DB repository.
* fs_Ts : Module for working with a plain file (FSF3) repository.

_yrus SASL authentication is available.

Step 2: Configure SVN

1. Runthe following command to create a root directory for an SVN repository:
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mkdir /var/svn

2. Runthe following commands in sequence to create an SVN repository.

cd /var/svn

svnadmin create /var/svn/svnrepos

3. Runthe following commands in sequence to checkthe files that are automatically generated in the
SVN repository:

cd svnrepos

1s

[root@iZlyy ™ 7 1 beZ svnrepos]# 1s

z
conf db for-maf Ildmlolks locks README.txt

The following table describes the SVN directories and files.

Directory and file Description

db Stores all version control data files.

hooks Stores hook scripts.

locks The client used to track access to the SVN repository.

format The text file that contains a single integer value. The value indicates the

version number of the current SVN repository.

The configuration file of the SVN repository, which stores the usernames and

conf L . .
permissions for accessing the repository.

4. Configure the username and password of the SVN repository.
i. Runthe cd conf/ command.
ii. Runthe vi passwd command to openthe configuration file.

ii. Pressthe 1 keyto enterthe edit mode.
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iv. Move the pointerover [users] and add the username and password.

@ Note Add the username and password in the following format: username =
password. Example: userT est = passwWDTest, as shown in the following figure. You must

add a space before and after the equal sign (=).

### This file is an example password file for svnserve.
### Its format is similar to that of svnserve.conf. As shown in the
### example below it contains one section labelled [users].

### The name and password for each user follow, one account per line.

[users]

# harry = harryssecret
# sally = sallyssecret
userTest = paééHDTesf!_

v. Pressthe Esc keyto exit the edit mode and enter :wg to save and close the file.
5. Configure the read and write permissions for the account.
i. Runthe vi authz command to openthe access controlfile.
ii. Pressthe 1 keyto enterthe edit mode.
ii. Move the pointer overthe end of the file and add the following code. Inthe code, userT est

specifies the username, r specifies the read permissions, and w specifies the write permissions.

[/]

userTest=rw

# [repository:/baz/fuz]

# @harry_and sally = rw

# *=r

[/]

userTest=ruj|

iv. Pressthe Esc keyto exit the edit mode and enter :wg to save and close the file.

6. Modify the configurations of SVN.
i. Runthe vi svnserve.conf command to open the configuration file of SVN.

ii. Pressthe 1 keyto enterthe edit mode.
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ii. Move the pointer overthe following lines and delete the number sign (#) and space fromthe

beginning of each line.

@ Note Lines cannot start with a space. You must add a space before and afterthe

equal sign (=).

anon-access = read # Grant read permissions to anonymous users. You can also set an

on-access to none to deny access by anonymous users. If you set anon-access to none

, the operation dates in the SVN log can be shown properly.

auth-access = write # Grant write permissions.

password-db = passwd # Specify the password database file.

authz-db = authz # Specify the file that stores the authorization rules for path-ba

sed access control.
realm = /var/svn/svnrepos # Specify the authorization realm of the SVN repository.

iv. Pressthe Esc keyto exit the edit mode and enter :wg to save and close the file.

7. Runthe following command to start the SVN repository:
The absolute path to the SVN repository is specified in the following example command:

svnserve -d -r /var/svn/svnrepos/

@ Note Youcanrunthe killall svnserve command to stop SVN.

8. Runthe ps -ef |grep svn command to check whether SVN is started.
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A command out put similar to the following one indicates that SVN is started.

[root@test confl# ps -ef |grep swvn
root il %] 1 @ 18:42 ? 00 :08:00 serve -d -r fvar/

root 13140 9283 8 16:43 pts/fe 00:86:00 grep --color=auto

Step 3: Use a Windows client to test SVN

1. Download and install the TortoiseSVN client on your computer.

N

. Right-clickthe blank area in the on-premises project folder.
In this example, the project folderis C:\Test.

. Select SVN Checkout... fromthe shortcut menu.

W

. Configure the following settings and click OK:

o Inthe URL of repository: field, enter the URL of the SVN repository fromwhich to check out a
working copy. In these examples, SVN is started by using the svnrepos repository and svnserve
works only forthe svnrepos repository. The URL of the SVN repository is in the format of svn://<
Public IP address of the instance>.

@ Note If SVNis started inthe upper directory of the SVN repository, the name of the
SVN repository must be added to the URL that is checked out from SVN.

o Set the Checkout directory: field. In this example, the C:\Test directory is used.

@ Note The first time you log onto SVN, you must enter the username and password that
you have configured in the passwdfile.

5.9.3. Deploy SVN over HTTP

This topic describes how to deploy Apache Subversion (SVN) over HTTP.

Prerequisites

Aninstance that runs a CentOS operating system s created. For more information, see Creation
method overview.

Inbound rules are added to the security groups of the instance to allow traffic on port 3690, which is
the default port of SVN. For more information, see Add a security group rule.

Context

In this topic, the following instance configurations and software versions are used to manually deploy
SVN. The procedure may vary based on your actual configurations.

e Instance type: ecs.c6.large

e QOperating system: CentQS 7.2 64-bit public image

e SVN: 1.7.14

e Apache HTTP Server: 2.4.6
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You can also use Alibaba Cloud Marketplace images to deploy SVN. For example, you can use SVN
images provided by Alibaba Cloud Market place to deploy SVN. For more information, see the "User
guide" section onthe page.

Step 1: Install SVN

1. Connect to the Linux instance. For more information, see

2. Runthe following command to install SVN:

yum install subversion -y

3. Runthe following command to checkthe SVN version:

svnserve —--version

Step 2: Install Apache
1. Runthe following command to install httpd:

yum install httpd -y

2. Runthe following command to checkthe httpd version:

httpd -version

Step 3: Install mod_dav_svn

Run the following command to install mod_dav_svn:

yum install mod dav_svn -y

Step 4: Configure SVN
1. Runthe following commands in sequence to create an SVN repository:

mkdir /var/svn

cd /var/svn

svnadmin create /var/svn/svnrepos

2. Runthe following command to change the user group of the SVN repository to apache:

chown -R apache:apache /var/svn/svnrepos

3. Runthe following commands in sequence to check the files that are automatically generated in the
SVN repository:

cd svnrepos

1s

[root@iZl ~ bel svnrepos]# 1s

conf db folr'lmatl II‘uJ'oII(s locks README.txt

The following table describes the SVN directories and files.
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Directory and file Description

db Stores all version control data files.

hooks Stores hook scripts.

locks The client used to track access to the SVN repository.

The text file that contains a single integer value. The value indicates the

format . )
version number of the current SVN repository.

The configuration file of the SVN repository, which stores the usernames and

conf o . .
permissions for accessing the repository.

4. Runthe following command to add a username and password for the SVN repository.

By default, the password for SVN is stored as plaintext. You must separately generate a passwd
file for HTTP because HTTP does not support plaintext passwords. In this example, the added
username is userTest andthe passwordis passwpTest .Runone of the following commands:

o If thisis the first time that you add a user for the SVN repository, run the following command
that contains -c to generate the passwd file:

htpasswd -c /var/svn/svnrepos/conf/passwd userTest

o If thisis not the first time that you add a user forthe SVN repository, run the following command
to generate the passwd file:

htpasswd /var/svn/svnrepos/conf/passwd userTest

Set the password of the user.

5. Runthe following command to go to the conf directory:

cd /var/svn/svnrepos/conf/

6. Configure the read and write permissions for the account.
i. Runthe vi authz command to openthe access controlfile.
ii. Pressthe 1 keyto enterthe edit mode.

ii. Move the pointer overthe end of the file and add the following code. In the code, userT est
specifies the username, r specifies the read permissions, and w specifies the write permissions.

[/]

userTest=rw

# [repository:/baz/fuz]

# @harry_and sally = rw
# * =r
[/]

userTest=rwfl

iv. Pressthe Esc keyto exit the edit mode and enter :wg to save and close the file.

7. Modify the configurations of SVN.

i. Runthe i svnserve.conf command to onenthe confiauration file of SVN.
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g — e

ii. Pressthe 1 keyto enterthe edit mode.

ii. Move the pointer overthe following lines and delete the number sign (#) and space fromthe
beginning of each line.

@ Note Lines cannot start with a space. You must add a space before and afterthe
equal sign (=).

anon-access = read # Grant read permissions to anonymous users. You can also set an
on-access to none to deny access by anonymous users. If you set anon-access to none
, the operation dates in the SVN log can be shown properly.
auth-access = write # Grant write permissions.

password-db = passwd # Specify the password database file.

authz-db = authz # Specify the file that stores the authorization rules for path-ba

sed access control.
realm = /var/svn/svnrepos # Specify the authorization realm of the SVN repository.

iv. Pressthe Esc keyto exit the edit mode and enter :wg to save and close the file.

8. Runthe following command to start the SVN repository:

The absolute path to the SVN repository is specified in the following example command:

svnserve -d -r /var/svn/svnrepos/

svnserve command to stop SVN.

@ Note Youcanrunthe killall

9. Runthe ps -ef |grep svn command to checkwhether SVN is started.
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A command out put similar to the following one indicates that SVN is started.

[root@test confl# ps -ef |grep swvn
root il @ 1 8 19:42 ? 00:00:80 serve -d -r fvar/

root 13146 9283 © 10:43 pts/a PB:08:80 grep --color=auto

Step 5: Configure Apache
1. Runthe following command to add and edit the httpd configuration file:

vim /etc/httpd/conf.d/subversion.conf

2. Pressthe 1 keyto enterthe edit mode.

3. Enterthe following configurations:

<Location /svn>

DAV svn

SVNParentPath /var/svn

AuthType Basic

AuthName "Authorization SVN"

AuthzSVNAccessFile /var/svn/svnrepos/conf/authz
AuthUserFile /var/svn/svnrepos/conf/passwd
Require valid-user

</Location>

4. Pressthe Esc keyandenter :wg tosaveand closethe file.

5. Runthe following command to start the Apache service:

systemctl start httpd.service

Step 6: Use a browser to test the access to SVN

1. Openthe browser in your computer.

2. Inthe address bar, entera URLinthe nttp://<Public IP address of the ECS instance>/svn/<SVN reposit
ory name> format and press the Enter key. In this example, the SVN repository name is svnrepos.

3. Enteryour username and password that you configured in the passwdfile. In this example, the
username is userT est and the password is passwDT est.

The following command output indicates that the created SVN repository is accessed.
< C 0O F==

svnrepos - Revision 0: /

5.9.4. Use SVN

Afteryou deploy Apache Subversion (SVN), you can check out a project fromthe SVN repositoryto a
local directory, commit local modifications to the repository, obtain updates fromthe repository, and
reverse deleted files.

Prerequisites
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You have deployed SVN. For more information, see Deploy SVN by using svnserve and Deploy SVN over
HTTP.

Commit modifications
To commit local modifications to the repository, follow these steps:

1. Right-click the blank area in a project folder, and select SVN Commit.

2. Enterthe revision comments, select the modifications that you want to commit, and then click OK.
Then, the original project in the repository is overwritten by the project that you have committed.

@ Note A conflict occurs when two users modify the same object of the same version and
commit the modifications. In this case, one of the commitments will fail due to the backward
version. To avoid this issue, you can back up your local project, check out the latest project
fromthe repository, overwrite the latest project with your local project, and then commit the
modified project.

Obtain updates

Afterthe project inthe SVN repository is updated, you can right-click a blank area in the local project
folder, and select SVN Update to download and display all updates.

@ Note When you right-click a blank area in the local project folder and select SVN Update, all
files in the project folder are overwritten. Therefore, we recommend that you back up the original
project folder before the update operation, in case some required content may be overwritten.

Reverse deleted data
To reverse deleted data, follow these steps:

1. Open a local project folder, right-click the blank area in the folder, and then select SVN Checkout
to checkout data.

2. Delete the data you checked out.

3. Choose between the following methods to reverse the deleted data based on your commitment
conditions.

o If you have not committed the delete operation, right-click the blank area in the folder, and
choose TortoiseSVN > SVN Revert.

o If you have committed the delete operation, the modification has been synchronized to the
repository, and the corresponding data has also been deleted fromthe repository. Therefore, to
reverse the deleted data, follow these steps:

a. Checkthe revision history and determine the data that has been deleted.
b. Right-clickthe deleted data and select Revert to this revision.

4. Open the original project folder, right-click the reversed data, and then select SVN Commit to
synchronize the local reversed data to the repository.
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Elastic Compute Service

6.Use the Vim editor

Vimis a text editor that is developed as an improved version of the vi editor. It can display text with
extra format details, such as font color and underline. Vimis an essential tool in Linux. For example, you
can use this tool to edit configuration files of web applications. This topic describes the modes and

commonly used commands of Vim.

Context

The following table describes the different modes of Vim.

Mode Description

In this mode, you can copy,
paste, and delete characters
or lines.

Normal mode

In this mode, you can insert
characters.

Insert mode

In this mode, you can replace
characters.

Replace mode

In this mode, you can select a
range of text. You must
select arange of text before
you run commands such as
copy, replace, and delete on
the selected text.

Visual mode

In this mode, you can find

and replace strings, have line
numbers displayed, save file
changes, and exit the editor.

Command mode

Vim supports the following commands:

® Insert

Mode switching method

e Vim enters the normal mode when you run the

vim <File name> command to open a file.

e To switch from other modes to this mode, press
the Esc key.

To switch from the normal mode to this mode,
enter one of the following characters: i, 1, a,

A, o, O

@ Note

lower-left corner of the editor after Vim enters
the insert mode.

—-— INSERT -- areshowninthe

To switch from the normal mode to this mode,
enter R

@ Note

lower-left corner of the editor after Vim enters
the replace mode.

-- REPLACE -- is showninthe

To switch from the normal mode to this mode,
enter v

@ Note

lower-left corner of the editor after Vim enters
the visual mode.

-— VISUAL -- is showninthe

To switch from the normal mode to this mode,
enter
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e Replace

e Delete

Insert

Basic commands:

i- inserts a character to the left of the current character.

I: inserts a character at the start of the current line.
e a:inserts a characterto the right of the current character.

A: inserts a character at the end of the current line.
e 0:inserts a new line below the current line.

e O:inserts a new line above the current line.

Assume that you want to edit an example.conf file that contains the following content:

To be able to use the functionality of a module which was built as a DSO you
have to place corresponding “LoadModule' lines at this location so the
directives contained in it are actually available before they are used.
Statically compiled modules (those listed by "httpd -1') do not need

to be loaded here.

Example:

LoadModule foo module modules/mod foo.so

T e

Include conf.modules.d/*.conf

e Example 1: Insert Location at the first line of the example.conf file. Performthe following
operations:

i. Runthe vim example.conf command to openthe file in normal mode.
i. Enter i toswitchto the insert mode.
iii. Enter wocation
iv. Pressthe Enterkeyto switchto a new line.
v. Pressthe Esc keyto exit the insert mode.

vi. Enter :wg to savethe changesto the file and then exit the editor.

Afterthe specified content is inserted to the example.conf file, the file contains the following

content:
Location
# To be able to use the functionality of a module which was built as a DSO you
# have to place corresponding 'LoadModule' lines at this location so the
# directives contained in it are actually available before they are used.
# Statically compiled modules (those listed by “httpd -1') do not need
# to be loaded here.
#
# Example:
# LoadModule foo module modules/mod foo.so
#

Include conf.modules.d/*.conf
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e Example 2: Insert # at the start of line 10 in the example. conf file. Performthe following
operations:

Vi.

Runthe vim example.conf command to open the file in normal mode.
Enter :10 to move the cursorto line 10.

Enter 1 toswitchto theinsert mode.

. Enter #

Pressthe Esc keyto exit the insert mode.
Enter :wg to savethe changesto the file and then exit the editor.

Afterthe specified content is inserted to the example.conf file, the file contains the following
content:

To be able to use the functionality of a module which was built as a DSO you
have to place corresponding "LoadModule' lines at this location so the
directives contained in it are actually available before they are used.
Statically compiled modules (those listed by “httpd -1') do not need

to be loaded here.

Example:

LoadModule foo module modules/mod foo.so

H H= H H H H H H H

#Include conf.modules.d/*.conf

e Example 3: Insert LoadModule rewrite module modules/mod rewrite.so inthe line belowthe 1nc1
ude conf.modules.d/*.conf line of the example.conf file. Performthe following operations:

Vi.

Runthe vim example.conf command to openthe file in normal mode.

i. Runthe /Include conf.modules.d/*.conf command to find the line on which you want to

performthe insert operation.

ii. Enter o toswitchto the insert mode.

. Enter LoadModule rewrite module modules/mod rewrite.so

Pressthe Esc keyto exit the insert mode.
Enter :wg to savethe changesto the file and then exit the editor.

Afterthe specified content is inserted to the example.conf file, the file contains the following
content:

To be able to use the functionality of a module which was built as a DSO you
have to place corresponding “LoadModule' lines at this location so the
directives contained in it are actually available before they are used.
Statically compiled modules (those listed by “httpd -1') do not need

to be loaded here.

Example:

LoadModule foo module modules/mod foo.so

H H FH H FH H H H H

Include conf.modules.d/*.conf

LoadModule rewrite module modules/mod rewrite.so
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Replace
Basic commands:
R: replaces the highlighted characters, until you pressthe Esc key to exit the replace mode.

Assume that you want to edit an example.conf file that contains the following content:

# AllowOverride controls what directives may be placed in .htaccess files.
# It can be "All", "None", or any combination of the keywords:

# Options FileInfo AuthConfig Limit

#

AllowOverride None

Example: To replace AllowOverride None With Allowoverride a1l inthe example.conffile,
performthe following operations:

1. Runthe vim example.conf command to open the file in normal mode.

2. Runthe /allowoverride None command to find the line on which you want to performthe
replace operation.

3. Move the cursorto the first letter of None
4. Enter r toswitchto the replace mode.

5. Enter a11 and aspace.

@ Note Theword wome has four characters, but the word 211 has three characters.
To replace all four characters in None, enter an extra space after the three characters in All

6. Pressthe Esc keyto exit the replace mode.
7. Enter :wg to savethe changesto the file and then exit the editor.

The replaced example.conf file contains the following content:

# AllowOverride controls what directives may be placed in .htaccess files.
# It can be "All", "None", or any combination of the keywords:

# Options FileInfo AuthConfig Limit

#

AllowOverride All

Delete

Basic commands:
e x: deletes the highlighted character.
e nx (nrepresents a number): deletes the highlighted character and the n-1 characters after it.

e dd: deletes the line in which the cursor is located.

e ndd (n represents a number): deletes the line in which the cursoris located and the n-1 lines below it.

Assume that you want to edit an example.conf file that contains the following contents:
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#
#
#
#
#
#
#

Listen: Allows you to bind Apache to specific IP addresses and/or
ports, instead of the default. See also the <VirtualHost>

directive.

Change this to Listen on specific IP addresses as shown below to

prevent Apache from glomming onto all bound IP addresses.

#Listen 12.34.56.78:80
Listen 80

e Example 1: Delete # atthestart of the #nisten 12.34.56.78:80 line of the example.conffile.
Performthe following operations:

Runthe vim example.conf command to open the file in normal mode.

Runthe /#Listen 12.34.56.78:80 command to find the line on which you want to perform
the delete operation so that the cursorisonthe # character.

Enter x todelete #

. Enter :wg to savethe changesto the file and then exit the editor.

Afterthe specified content is deleted fromthe example.conf file, the file contains the following
content:

Listen: Allows you to bind Apache to specific IP addresses and/or
ports, instead of the default. See also the <VirtualHost>

directive.

#
#
#
#
# Change this to Listen on specific IP addresses as shown below to
# prevent Apache from glomming onto all bound IP addresses.

#

Listen 12.34.56.78:80

Listen 80

e Example 2: Deletethe #Listen 12.34.56.78:80 line and the line below it in the example.conf file.
Performthe following operations:

Runthe vim example.conf command to open the file in normal mode.

i. Runthe /#Listen 12.34.56.78:80 command to find the lines on which you want to perform

the delete operation.

Enter 244 to delete the following contents.

#Listen 12.34.56.78:80
Listen 80

Enter :wg to savethe changesto the file and then exit the editor.

Afterthe specified content is deleted fromthe example.conf file, the file contains the following
content:
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# Listen: Allows you to bind Apache to specific IP addresses and/or
# ports, instead of the default. See also the <VirtualHost>

# directive.

Change this to Listen on specific IP addresses as shown below to

prevent Apache from glomming onto all bound IP addresses.

= H H H
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