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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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This topic describes the differences between .com and .net.

Difference between .com and .netDifference between .com and .net
Both .com and .net  are widely used gTLDs in the world. They do not have any differences in registrat ion
and usage. The only difference is that .com appeared earlier than .net  and is more popular.

Top-level domains (TLDs) include generic top-level domains (gTLDs, including new gTLDs) and country
code top-level domains (ccTLDs). This topic describes the types of TLDs.

Types of TLDsTypes of TLDs
TLDs include gTLDs and ccTLDs.

gTLDs:

gTLDs, which are also called internationalized domain names, are the earliest  and most widely used
domain names. For example, .com is used by commercial entit ies, .net  is originally used by network
infrastructures, and .org is originally used by nonprofit  organizations.

ccTLDs:

ccTLDs are domain names assigned to different countries/regions. For example, .cn indicates China,
.us indicates the United States, and .jp indicates Japan.

Currently, thousands of TLDs are available, which are classified as follows:

gTLDs:

gTLDs are used by some specific organizations and have different suffixes, such as .com, .net, .org,
.int, .arpa, .biz, .info, .name, and .pro.

New gTLDs:

New gTLDs were opened for registrat ion when the resources of tradit ional domain suffixes were
nearly exhausted. The first  batch of new gTLDs were approved by the Internet Corporation for
Assigned Names and Numbers (ICANN) in 2012 and were opened for registrat ion around the world in
2014. A number of gTLDs are available, such as .xin, .top, .xyz, and .vip.

TLDs with two characters:

TLDs that consist  of two characters, such as .uk and .de, correspond to the official abbreviat ions of
more than 250 countries and regions. These domain names are called ccTLDs. Each ccTLD corresponds
to a registry operator that operates ccTLDs in accordance with the local policies. For example, the
registrant of a ccTLD domain name must be a local resident.

1.Concepts1.Concepts
1.1. Domain name differences1.1. Domain name differences

1.2. Types of TLDs1.2. Types of TLDs
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This topic provides answers to commonly asked questions about domain name registrat ion.

What do I do if  my desired domain name has been registered by another registrant?

Can I register mult iple domain names for the same website?

How long is a registered domain name valid for?

If  I want to use the same information to register mult iple domain names, do I need to submit  the
information mult iple t imes?

How do I determine whether a domain name is registered?

What do I do if  a domain name that I have purchased remains in the processing state?

How do I deal with a dispute over a .hk domain name that I have registered?

How do enterprises outside mainland China register domain names on Alibaba Cloud?

What do I do if my desired domain name has been registered byWhat do I do if my desired domain name has been registered by
another registrant?another registrant?
Each domain name is unique. After a domain name is registered, it  cannot be registered by others. If  the
domain name that you want has already been registered, you can try to search for similar domain names
with other suffixes. For example, if  your desired domain name example.com has been registered, you
can try to register example.net or example.org. There is no difference in how these domain names are
used.

If  you want to own the domain name that has been registered by another registrant, you can contact
the current registrant of the domain name and check whether the current registrant is willing to transfer
the domain name to you.

Can I register multiple domain names for the same website?Can I register multiple domain names for the same website?
Yes, you can register mult iple domain names for the same website. There are no restrict ions on the
number of domain names that can be registered by an individual or organization for a website. Domain
names with different suffixes or similar content can be registered in the following scenarios:

You can register similar domain names with different suffixes, such as www.companyname.net and
www.companyname.com. This ensures the uniqueness of your company's brand. These domain
names can also be used to build websites in different languages.

You can also register similar domain names for your website. This allows Internet users to be
redirected to your website even when they misspell your domain name.

You can associate different domain names with sales promotion and advert isement websites to
recommend new products or projects.

You can also register a domain name with the .com or .net  suffix to provide email services. In this way,
your email address will contain the name of your company or brand instead of a generic email service
such as Hotmail or Gmail.

How long is a registered domain name valid for?How long is a registered domain name valid for?

2.Registration and Verification2.Registration and Verification
IssuesIssues
2.1. FAQ about domain name registration2.1. FAQ about domain name registration
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Domain names with common suffixes such as .com, .net, and .cn is valid for up to ten years.

If I want to use the same information to register multiple domainIf I want to use the same information to register multiple domain
names, do I need to submit the information multiple t imes?names, do I need to submit the information multiple t imes?
No, you do not need to submit  the information mult iple t imes. If  you want to use the same information
to register mult iple domain names, you can add the domain names into your shopping cart  and pay for
them at the same t ime with the information submitted once only. If  you have registered a domain name
and you have passed real-name verificat ion, we will save your information. When you register another
domain name, we will match your information. You only need to determine whether to use the
information we matched for you.

How do I determine whether a domain name is registered?How do I determine whether a domain name is registered?
Log on to the registrat ion page of Alibaba Cloud Domains. On the page that appears, enter the domain
name in the search box and click Find A Domain.

If  the query result  shows that the domain name status is T akenT aken and its registrat ion information appears
in the WHOIS information, the domain name has been registered. You can check the domain name
information. If  the domain name information is incorrect, log on to your Alibaba Cloud account to
modify the domain name information. For more information, see Transfer domain name ownership.

What do I do if a domain name that I have purchased remains in theWhat do I do if a domain name that I have purchased remains in the
processing state?processing state?
If  your order remains in the processing state after you pay for the domain name, consider the following
causes:

Trademark protect ion

The domain name you want to register is protected by the domain name registry and cannot be
registered. Our business staff will review orders in the processing state within one day. If  your domain
name is protected by the domain name registry, we will change your order status to failed and send
an email notificat ion to you. In this case, you must register a different domain name.

Incorrect  registrat ion information

The domain name registrat ion information that you provided is incorrect. As a result , the domain
name registry denies the registrat ion. Our business staff will review the order in the processing state
within one day. If  your registrat ion information is incorrect, we will help you correct  the information
and resubmit  it  to the domain name registry for approval. This issue will be fixed within one weekday.

System upgrade may suspend order processing for a short  period of t ime. The system will resubmit
the order and help you complete your order after the upgrade. In this case, wait  30 minutes and
check again.

How do I deal with a dispute over a .hk domain name that I haveHow do I deal with a dispute over a .hk domain name that I have
registered?registered?
The registrar for .hk domain names is Hong Kong Domain Name Registrat ion Corporation Limited
(HKDNR). .hk domain names are registered on a first  come, first  served basis. If  you have a dispute over a
.hk domain name, contact  the Hong Kong International Arbitrat ion Center (HKIAC).
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Not e Not e Disputes regarding Chinese and English .hk domain names are handled in the same way.
Due to diverse versions of tradit ional and variant Chinese characters, the verdict  made by the
arbitrat ion tribunal may cover all possible combinations of tradit ional and variant Chinese
characters.

How do enterprises outside mainland China register domain namesHow do enterprises outside mainland China register domain names
on Alibaba Cloud?on Alibaba Cloud?
Enterprises in and register domain names on Alibaba Cloud in the same way. For more information, see
Register a domain name.

If  you register a .cn domain name, use a cert if icate of organization issued by an agency outside
mainland China to complete real-name verificat ion as soon as possible. For more information, see Real-
name verification for .cn domain names.

This topic provides answers to commonly asked questions about the email address verificat ion policy of
the Internet Corporation for Assigned Names and Numbers (ICANN) for domain names.

What is the email address verification policy of ICANN for domainWhat is the email address verification policy of ICANN for domain
names?names?
As the rule maker and supervisor of the domain name industry, ICANN requires that domain name
registrat ion information (WHOIS information) be authentic and complete and that registrants' email
addresses be authentic. A domain name registrar formulates audit  policies and processes in accordance
with relevant ICANN rules to ensure business compliance and promote the normal and smooth
development of the entire domain name industry. For more information, see ICANN WHOIS ACCURACY
PROGRAM SPECIFICATION.

How does Alibaba Cloud implement the compliance policy of ICANN?How does Alibaba Cloud implement the compliance policy of ICANN?
To register a domain name, you must select  a registrant profile for which an email address has been
verified. If  the email address is not verified, the registrant profile cannot be used for domain name
registrat ion.

To modify domain name information, including changes to the domain name registrant,
administrat ive, technical, and billing contact  information, make sure that the email address of the
domain name registrant has been verified. Otherwise, you cannot continue the subsequent
operations.

To transfer domain names to Alibaba Cloud, modify information for mult iple domain names, or
conduct domain name transactions, you must select  a registrant profile for which an email address
has been verified. If  the email address is not verified, you cannot continue the subsequent
operations.

How do I verify an email address?How do I verify an email address?
For more information, see Verify the email address of a domain holder.

How long does it  take to verify an email address?How long does it  take to verify an email address?

2.2. FAQ about email address verification2.2. FAQ about email address verification
required by ICANN for domain namesrequired by ICANN for domain names
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After you submit  the verificat ion request, log on to the email server and click the link in the verificat ion
email that is received. The email address will be verified immediately. You must verify the email address
within three days after you submit  the request. After three days, the verificat ion link will expire and you
must submit  another request  for verificat ion.

How can I handle a domain name that is in the Clienthold stateHow can I handle a domain name that is in the Clienthold state
because no email address is verified for the domain name?because no email address is verified for the domain name?
As the domain name registrant, after you verify an email address for the domain name, the Client holdClient hold
state is automatically removed.

Do I need to verify an email address again after it  has been verified?Do I need to verify an email address again after it  has been verified?
After an email address is verified, you do not need to verify it  again, unless you have deleted it  from the
verificat ion information of your domain name. An email address can be verified only once under a single
Alibaba Cloud account. However, you can verify the same email address for mult iple t imes across
mult iple Alibaba Cloud accounts.

Is there any limit on the number of email addresses that I can verify?Is there any limit on the number of email addresses that I can verify?
No. However, a single Alibaba Cloud account supports the verificat ion of up to 500 email addresses
every day.

After I delete a verified email address, do I need to verify it  againAfter I delete a verified email address, do I need to verify it  again
when I use it  to register a domain name?when I use it  to register a domain name?
Yes. If  your verified email address is deleted, you must verify the email address again when you use it  to
register a domain name or modify the domain name information.

Why do I have a verified email address though I have not submittedWhy do I have a verified email address though I have not submitted
any email verification requests?any email verification requests?
To improve user experience, we have imported your email address that have been verified in other
Alibaba Cloud scenarios. The verified email address does not need to be verified again. For example, if
an email address has been verified for a domain name under an Alibaba Cloud account, this email
address does not need to be verified again in other scenarios when you use the same Alibaba Cloud
account.

What can I do if I fail to receive an email for verification?What can I do if I fail to receive an email for verification?
Check whether the email address that you specify is valid and can normally receive and send other
emails. If  other emails can be normally received and sent, you can troubleshoot the problem based on
the following table.

Possible cause Solution

The email address is configured with rejection. Cancel the rejection setting.

The verification email is identified as a spam.
Check whether the verification email is in the spam
folder.

Certain mailboxes automatically classify notification
emails that are received. The verification email is
distributed to another folder.

Check all folders of the mailbox.
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You specify a QQ email address, which may fail to
receive the verification email sent by Alibaba Cloud.

Use another email address for verification.

Possible cause Solution

What can I do if I cannot open the email verification link that IWhat can I do if I cannot open the email verification link that I
receive?receive?
After a verificat ion email is received, you must log on to your email server and click the link in the
verificat ion email within three days. If  you cannot open the email verificat ion link in the email, you can
copy this link to a browser and open it . If  the link expires, you must send another verificat ion request
and complete the verificat ion.

This art icle will introduce you to the method of canceling an Alibaba Cloud account when the domain
name has not expired.

IssueIssue
When you log off an Alibaba Cloud account, the system performs an account  cancellat ionaccount  cancellat ion
inf ormat ion checkinf ormat ion check on your current account. After the check is completed, the system prompts that
t here is a valid domain name business under your account , and t he account  cannot  bet here is a valid domain name business under your account , and t he account  cannot  be
delet eddelet ed.

Possible causePossible cause
A valid domain name exists under your account. The domain name has not expired or been canceled, so
you cannot cancel the current Alibaba Cloud account.

SolutionSolution
Method 1: Transfer domain name

Transfer valid domain names under your current account to other Alibaba cloud accounts. domain
names that have completed Real-name authentication will not  be affected. after the transfer is
completed, you can re-execute the account cancellat ion operation. For more information about
transferring domain names to other Alibaba Cloud accounts, see Transfer domains to another Alibaba
Cloud account.

Method 2: Sell domain names

If your domain name has not expired, you can try to sell the domain name and cancel the Alibaba
Cloud account again after the domain name is sold successfully.

Method 3: Wait  for the domain name to expire

If your domain name has not expired, you can wait  for the domain name to expire before canceling
your Alibaba Cloud account.

Method 4: Log out the domain name

2.3. How do I cancel my Alibaba Cloud2.3. How do I cancel my Alibaba Cloud
account if the domain name is not expired?account if the domain name is not expired?

FAQ··Regist rat ion and Verificat ion Iss
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You can submit  a domain name cancellat ion t icket, and the Alibaba Cloud commissioner will cancel
the valid domain name under your current account. After the domain name cancellat ion is completed,
you can cancel the account again. For more information, see Intelligent online.

Not eNot e

After the domain name is successfully canceled, the remaining unexpired fees will not  be
refunded.

If  the domain name has been filed, the website that has been successfully filed after the
domain name is canceled will become an empty shell website.
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This topic provides answers to commonly asked questions about domain name renewal.

Can I renew expired domain names?

Why do prices for domain name renewals fluctuate?

Can I renew expired domain names?Can I renew expired domain names?
Domain names under an Alibaba Cloud account can st ill be renewed at  the normal price within 30 days
(28 days for .hk domain names) after they expire. For more information about the renewal procedure,
see Renew a domain name.

If  you do not renew an expired domain name, access to its website is affected. In normal cases, a
domain name is not resolved the day after it  expires. A renewal reminder appears when you attempt to
access a website whose domain name has expired.

If  you renew the domain name within 30 days (28 days for .hk domain names) after it  expires: For a
domain name hosted on Alibaba Cloud DNS, the resolut ion will be restored within 24 hours after the
renewal. For a domain name hosted on another DNS service provider, the t ime required for restoring
resolut ion depends on the refresh t ime of the DNS provider. In normal cases, the resolut ion is restored
within 24 to 48 hours. For more information, contact  the related DNS service provider.

Why do prices for domain name renewals fluctuate?Why do prices for domain name renewals fluctuate?
The prices for domain name renewals are subject  to the prices at  the t ime of renewal. The renewal price
of a domain name may be different from that when you purchased the domain name for the first  t ime.
This is because there is typically a promotion or discount for first-t ime purchases.

You can log on to the Alibaba Cloud Domains console and click RenewRenew on the Domain NamesDomain Names page to
view the current renewal price. For more information about the renewal procedure, see Renew a domain
name.

3.Renewal and redemption issues3.Renewal and redemption issues
3.1. FAQ about domain name renewal3.1. FAQ about domain name renewal
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This topic provides answers to commonly asked questions about the Temporary Specificat ion for gTLD
Registrat ion Data (Temporary Specificat ion) issued by the Internet Corporation for Assigned Names and
Numbers (ICANN), and the adjustments of the WHOIS output.

Why has the WHOIS output changed?

What are the specific adjustments of the WHOIS output?

What is the scope for Alibaba Cloud to implement the Temporary Specificat ion of ICANN?

Are the domain name registrat ion process and the required information changed?

Is the transfer process between domain name registrars changed?

What do I do if  the new domain name registrar refuses to assist  in the domain name transfer due to
the lack of access to the transfer contact  email address?

How do I contact  a domain name registrant, an administrat ive contact, or a technical contact  in the
future?

How do I obtain complete WHOIS information?

Can I continue to use the domain name privacy protect ion service provided by Alibaba Cloud?

When will the domain name privacy protect ion service be provided again?

Is the adjustment of the WHOIS output permanent?

Why has the WHOIS output changed?Why has the WHOIS output changed?
ICANN released the Temporary Specificat ion on May 17, 2018 and required that domain name registries
and domain name registrars make necessary adjustments to the public WHOIS output. The Temporary
Specificat ion was the response of ICANN to the General Data Protect ion Regulation (GDPR) of European
Union (EU) that came into effect  on May 25, 2018.

For more information about the Temporary Specificat ion of ICANN, see ICANN Board Approves
Temporary Specificat ion for gTLD Registrat ion Data.

What are the specific adjustments of the WHOIS output?What are the specific adjustments of the WHOIS output?
To meet the requirements in the Temporary Specificat ion of ICANN, from May 25, 2018, the public
output of Alibaba Cloud WHOIS lookup returned by Alibaba Cloud does not contain personal data of
domain name registrants, administrat ive contacts, and technical contacts. Personal data includes
names, email addresses, phone numbers, and street  addresses.

What is the scope for Alibaba Cloud to implement the TemporaryWhat is the scope for Alibaba Cloud to implement the Temporary
Specification of ICANN?Specification of ICANN?

4.Search for and recover domains4.Search for and recover domains
4.1. FAQ about the Temporary Specification4.1. FAQ about the Temporary Specification
of ICANN and adjustments of the WHOISof ICANN and adjustments of the WHOIS
outputoutput
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Alibaba Cloud implements the Temporary Specificat ion of ICANN in compliance with the requirements
of ICANN. The mode in which Alibaba Cloud processes and displays domain name registrat ion data is
the same for all users around the world. Both EU users and users can enjoy the same data protect ion
services.

Are the domain name registration process and the requiredAre the domain name registration process and the required
information changed?information changed?
No. Only the domain name registrat ion data displayed in the WHOIS output is changed.

Is the transfer process between domain name registrars changed?Is the transfer process between domain name registrars changed?
ICANN adjusted the domain name transfer policy on May 25, 2018 because the public WHOIS output no
longer displays the email addresses of domain name registrants and administrat ive contacts. The
specific changes are as follows:

The gaining registrar cannot access the registrat ion data of the domain name subject  to a transfer
through the WHOIS lookup. Therefore, the gaining registrar is no longer required to obtain the Form
of Authorization (FOA) from the transfer contact.

The domain name registrant must re-submit  complete registrat ion data to the gaining registrar. The
gaining registrar must verify and confirm the data submitted. In this case, the Change of Registrant
process in the domain name transfer policy of ICANN is no longer applicable.

What do I do if the new domain name registrar refuses to assist inWhat do I do if the new domain name registrar refuses to assist in
the domain name transfer due to the lack of access to the transferthe domain name transfer due to the lack of access to the transfer
contact email address?contact email address?
Based on the Temporary Specificat ion of ICANN, the gaining registrar cannot access the registrat ion
data of the domain name subject  to the transfer registrar through the WHOIS lookup. Therefore, the
gaining registrar is no longer required to obtain the FOA from the transfer contact. The adjustment to
domain name transfer in the Temporary Specificat ion of ICANN took effect  on May 25, 2018. If  the
gaining registrar has not implemented this policy, we recommend that you contact  the gaining registrar
to learn about the latest  policy.

How do I contact a domain name registrant, an administrativeHow do I contact a domain name registrant, an administrative
contact, or a technical contact in the future?contact, or a technical contact in the future?
For a domain name registered with Alibaba Cloud, you can submit  an online form to the domain name
registrant, administrat ive contact, or technical contact  on the WHOIS result  page of Alibaba Cloud.
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How do I obtain complete WHOIS information?How do I obtain complete WHOIS information?
You may want to obtain complete WHOIS information of a related domain name to file a complaint  to
safeguard your legit imate rights and interests. In this case, you must obtain complete WHOIS
information from Alibaba Cloud through competent or judicial authorit ies. Alibaba Cloud will
collaborate in accordance with the laws.

If  your legit imate rights and interests related to your domain name are violated, you can file a complaint
to Alibaba Cloud and request  the complete WHOIS information of a related domain name. After
Alibaba Cloud receives your complaint, it  checks whether your complaint  is reasonable.

Report ing center on the Alibaba Cloud International website: Alibaba Cloud IPR Infringement and Abuse
Claim Form.

Can I continue to use the domain name privacy protection serviceCan I continue to use the domain name privacy protection service
provided by Alibaba Cloud?provided by Alibaba Cloud?
By default , the registrat ion data of domain names has been protected since May 25, 2018 due to the
adjustment of the WHOIS output. As a result , Alibaba Cloud has suspended the domain name privacy
protect ion service.

When will the domain name privacy protection service be providedWhen will the domain name privacy protection service be provided
again?again?
Alibaba Cloud will determine the recovery of this service based on the follow-up discussions and policy
adjustments that ICANN and its community make on WHOIS output issues. When determining the t ime
for service recovery, Alibaba Cloud will also consider the official policies for proxy and privacy services.

Is the adjustment of the WHOIS output permanent?Is the adjustment of the WHOIS output permanent?
The Temporary Specificat ion of ICANN is valid for no more than 12 months and can be adjusted during
the valid period. In addit ion, ICANN is the organization that manages the global DNS and the root server
system. ICANN is st ill cooperating with global domain name registries, domain name registrars, and other
community members to develop a consensus policy on the collect ion and display of registrat ion data
of generic top-level domains (gTLDs). As an ICANN-accredited domain name registrar, Alibaba Cloud
may need to make further adjustments to the WHOIS output in accordance with the new consensus
policy or revisions of the Temporary Specificat ion.
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This topic lists the frequently asked questions (FAQ) about domain name security.

Has Alibaba Cloud suspended the domain name proxy service?

How can I modify domain name information when the update prohibit ion lock is enabled?

Will the update prohibit ion lock of a domain name remain effect ive after the domain name expires?

How do I diagnose and handle DNS hijacking?

Why is SMS verificat ion required for configuring DNS sett ings?

What can I do if  my domain name is stolen?

Has Alibaba Cloud suspended the domain name proxy service?Has Alibaba Cloud suspended the domain name proxy service?
Yes, Alibaba Cloud has suspended the domain name proxy service since May 25, 2018. To comply with
temporary regulations issued by the Internet Corporation for Assigned Names and Numbers (ICANN),
and compliance requirements stated in General Data Protect ion Regulation (GDPR), Alibaba Cloud
WHOIS no longer provides personal information about domain name holders. The Alibaba Could domain
name proxy service was therefore suspended from May 25, 2018.

How can I modify domain name information when the updateHow can I modify domain name information when the update
prohibition lock is enabled?prohibition lock is enabled?
You must disable the update prohibit ion lock before you can modify domain information.

If  you st ill want to use the update prohibit ion lock after you modify domain name information, enable
the update prohibit ion lock again. For more information, see Enable the update prohibition lock.

Will the update prohibition lock of a domain name remain effectiveWill the update prohibition lock of a domain name remain effective
after the domain name expires?after the domain name expires?
No, the update prohibit ion lock of a domain name expires when the domain name expires. When the
update prohibit ion lock expires, the update prohibit ion service for the domain name is disabled.

After you renew or redeem your domain name, you can enable the update prohibit ion lock again. For
more information, see Enable the update prohibition lock.

How do I diagnose and handle DNS hijacking?How do I diagnose and handle DNS hijacking?
Domain Name System (DNS) servers are used to resolve domain names. When you visit  a website or
service through its domain name, a DNS server resolves the domain name to the IP address of the server
that hosts the website or service. Requests can then be routed to the server to retrieve the requested
information.

DNS hijacking is a type of DNS attack that intercepts DNS queries on a part icular range of network or
across the entire network to block the DNS queries or return incorrect  IP addresses. As a result , users fail
to access correct  services or are directed to unexpected or malicious websites.

You can diagnose and handle DNS hijacking in the following ways:

Run the nslookup command on a Windows host  or the dig command on a Linux host  to check whether
the domain name is resolved to the correct  IP address.

5.Security compliance issues5.Security compliance issues
5.1. FAQ about domain name security5.1. FAQ about domain name security
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Use tools to collect  and verify information about the hijacking, such as the domain names that are
hijacked. Inform your Internet service provider (ISP) of the hijacking at  the earliest  opportunity. You
can also change DNS servers to Alibaba Cloud DNS servers 223.5.5.5 and 223.6.6.6, and then check
whether the domain name can be resolved correctly.

If  you are in urgent need of a service, directly use its IP address to access it .

Not e Not e If  you are in , call the following numbers to report  errors to your ISP:

China Mobile: 10086.

China Telecom: 10000.

China Unicom: 10010.

Why is SMS verification required for configuring DNS settings?Why is SMS verification required for configuring DNS settings?
To keep your domain name safe, Alibaba Cloud Domains may require you to complete Short  Message
Service (SMS) verificat ion when you configure DNS sett ings through an unusual computer or network.
You need to enter the verificat ion code sent to your mobile phone to complete the verificat ion.

If  your phone number is working properly but cannot receive the verificat ion code, try the following
steps for troubleshooting:

The SMS message containing the verificat ion code may be delayed. You may need to wait  a period of
t ime. If  you st ill cannot receive the verificat ion code after a certain period of t ime, we recommend
that you request  another verificat ion code at  another t ime.

Check whether your mobile phone can send and receive SMS messages normally. For example, check
whether your phone number is out of service.

Check whether the SMS messages are blocked by third-party security software, such as 360 Mobile
Security.

If  you have tried all the preceding methods and st ill cannot receive a verificat ion code, we
recommend that you move your SIM card to another mobile phone and try again.

What can I do if my domain name is stolen?What can I do if my domain name is stolen?
Contact  the domain name registrar that currently manages the stolen domain name immediately after
you find that your domain name is stolen. If  the domain name was hosted on Alibaba Cloud before it  is
stolen, Alibaba Cloud tries its best  to help you recover the domain name. Two scenarios could happen
when a domain name hosted on Alibaba Cloud is stolen:

The stolen domain name is st ill hosted on Alibaba Cloud.

Contact  Alibaba Cloud after-sales service by calling 4008013260 as soon as possible. Alibaba Cloud
immediately takes measures, such as locking the domain name, to prevent domain name information
from being modified or the domain name from being transferred to another registrar. You must also
submit  all available identity documents that can prove your identity as the domain name holder.

The stolen domain name has been transferred to another registrar.

Contact  Alibaba Cloud

If the stolen domain name has been transferred to another registrar, contact  Alibaba Cloud
immediately and provide information about the theft  and transfer. You can request  Alibaba Cloud
to contact  the registrar to which the domain has been transferred to lock the domain name. This
prevents domain name information from being modified or the domain name from being
retransferred to another registrar.
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Contact  the registrar to which the stolen domain name is transferred

If the stolen domain name has been transferred to another registrar, you can request  Alibaba
Cloud to contact  the registrar or directly contact  the registrar to submit  a complaint. The registrar
usually accepts the complaint  within three working days and requires you to provide verificat ion
materials. Verificat ion materials include identity documents that can prove your identity as the
domain name holder and a statement. Registrars outside mainland China typically require evidence
and statements to be in English.

After the registrar receives your verificat ion materials, it  verifies the materials and starts an
invest igation. The invest igation typically takes a week. If  the registrar confirms that the domain
name was transferred without your consent, Alibaba Cloud creates an account at  the current
registrar. The current registrar transfers the stolen domain name to this account. You can contact
Alibaba Cloud to obtain the account, which allows you to recover the management of the domain
name. You can choose to keep the domain name in the account or transfer the domain name back
to Alibaba Cloud.

Top-level domain (TLD) registry policies vary by registry. This topic lists the policies of some registries.

TLD Policy Registry

.asia www.dot.asia/dotasia-organisation/policy-development DotAsia

.name www.verisign.com/assets/name-acceptable-use-policy.pdf

Verisign

.net N/A

.com N/A

.cc www.verisign.com/en_US/channel-resources/become-a-
registrar/verisign-domain-registrar/domain-
registration/index.xhtml.tv

.me domain.me/policies Dot Me

.mobi dotmobi.mobi/about/dispute-resolution

Afilias

.info info.info/about/legal

.red
www.afilias.info/policies

.kim

.pro registry.pro/about

.loan
www.famousfourmedia.com/policies

Famous Four
Media

.men

5.2. TLD registry policies5.2. TLD registry policies
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Not e Not e Access to the websites listed in this table may be restricted in the network
environment.
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If  you want to use custom Domain Name System (DNS) servers to resolve your domain name, you must
first  create your own DNS servers. This topic provides answers to frequently asked questions about
custom DNS servers.

What is a custom DNS server?

What are the naming rules for a DNS server?

How many DNS servers can I create at  most?

Do custom DNS servers support  IPv6 addresses?

How many IP addresses can I configure for a DNS server?

Can I change or delete a server name?

Can I change or delete the IP addresses of a DNS server?

Does a custom DNS server take effect  immediately after it  is created?

Can I delete a custom DNS server after it  is created?

What is a custom DNS server?What is a custom DNS server?
A custom DNS server is a self-managed DNS server and provides the DNS resolut ion service. Professional
technical skills are required to create custom DNS servers. If  you do not have such skills, we recommend
that you use the DNS service provided by your DNS service provider.

What are the naming rules for a DNS server?What are the naming rules for a DNS server?
Take note of the following naming rules when you specify a name for a DNS server:

The name of a DNS server can contain only letters, digits, periods (.), and hyphens (-). The name is not
case-sensit ive and cannot start  or end with a period (.) or hyphen (-).

It  cannot contain spaces or the following special characters: exclamation points (!), dollar signs ($),
ampersands (&), and question marks (?).

The name of a DNS server can be up to 80 characters in length.

We recommend that you include DNS or NS in your server name, such as dns1.yourdomain.com and
dns2.yourdomain.com.

How many DNS servers can I create at most?How many DNS servers can I create at most?
You can create a maximum of 13 DNS servers. The actual number of DNS servers that you can create is
determined by the domain name registry.

Do custom DNS servers support IPv6 addresses?Do custom DNS servers support IPv6 addresses?
Yes, custom DNS servers support  IPv6 addresses.

How many IP addresses can I configure for a DNS server?How many IP addresses can I configure for a DNS server?
You can configure 1 to 13 IP addresses for a DNS server. The actual number of IP addresses that you can
configure for a DNS server is determined by the domain name registry.

6.DNS resolution and access issues6.DNS resolution and access issues
6.1. FAQ about custom DNS servers6.1. FAQ about custom DNS servers
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Can I change or delete a server name?Can I change or delete a server name?
No, you cannot change or delete a server name.

Can I change or delete the IP addresses of a DNS server?Can I change or delete the IP addresses of a DNS server?
Yes, you can change or delete the IP addresses of a DNS server. However, at  least  one IP address must
be retained.

Does a custom DNS server take effect immediately after it  isDoes a custom DNS server take effect immediately after it  is
created?created?
No, a custom DNS server requires several minutes to take effect  after it  is created.

Can I delete a custom DNS server after it  is created?Can I delete a custom DNS server after it  is created?
Yes, you can delete a custom DNS server after it  is created. If  you fail to delete a custom DNS server,
seek technical support  on the Smart  Online page or by submitt ing a t icket. Alibaba Cloud technical
engineers will then identify the failure cause for you.

This topic describes the common causes for failures to access a website by using its domain name and
shows you how to resolve these issues.

Failed to access a website because the domain name has expired

Failed to access a website because the domain name has expired and requires renewal

Failed to access a website because the domain name has expiredFailed to access a website because the domain name has expired
Cause: The domain name has expired, and the Domain Name System (DNS) records of the domain
name are disabled. As a result , the website to which the domain name points cannot be accessed.

Solution: Check the validity period of the domain name on the WHOIS page. If  the domain name has
expired, renew it . For more information, see Renew a domain name. After the domain name is
renewed, the resolut ion service will be resumed for the domain name within 24 to 48 hours.

Failed to access a website because the domain name has expiredFailed to access a website because the domain name has expired
and requires renewaland requires renewal

Cause 1: The domain name has expired and has not been renewed.

Solution: Log on to the Domains console by using the Alibaba Cloud account to which the domain
name belongs, and renew the domain name. For more information, see Renew a domain name.

Cause 2: The domain name has been renewed after it  expired, but the local DNS cache has not been
refreshed. As a result , the domain name resolut ion is not working.

Solut ion: Clear the browser cache or use another browser.

6.2. How do I troubleshoot the failures to6.2. How do I troubleshoot the failures to
access a website by using its domainaccess a website by using its domain
name?name?

FAQ··DNS resolut ion and access issu
es

Domains

22 > Document  Version: 20220509

https://drcloud.aliyun.com/home
https://workorder-intl.console.aliyun.com/console.htm?spm=a3c0i.145322.7671200570.3.76f271d3WcKEIu#/ticket/createIndex
https://whois.aliyun.com/
https://www.alibabacloud.com/help/doc-detail/35908.htm#concept-k34-1xw-12b
https://www.alibabacloud.com/help/doc-detail/35908.htm#concept-k34-1xw-12b

	1.Concepts
	1.1. Domain name differences
	1.2. Types of TLDs

	2.Registration and Verification Issues
	2.1. FAQ about domain name registration
	2.2. FAQ about email address verification required by ICANN for domain names
	2.3. How do I cancel my Alibaba Cloud account if the domain name is not expired?

	3.Renewal and redemption issues
	3.1. FAQ about domain name renewal

	4.Search for and recover domains
	4.1. FAQ about the Temporary Specification of ICANN and adjustments of the WHOIS output

	5.Security compliance issues
	5.1. FAQ about domain name security
	5.2. TLD registry policies

	6.DNS resolution and access issues
	6.1. FAQ about custom DNS servers
	6.2. How do I troubleshoot the failures to access a website by using its domain name?


