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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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By default , Act ionTrail allows you to query the events that were recorded within your Alibaba Cloud
account in the last  90 days. If  you do not create a trail, you cannot query the events that occurred 90
days ago.

Mult i-Level Protect ion Scheme (MLPS) 2.0 requires that events must be retained for 180 days or longer.
If  you want to store events for a longer period of t ime and query them later, you can create trails in the
ActionTrail console to deliver the events to the Log Service Logstore or Object  Storage Service (OSS)
bucket that you specify or create. By default , events are permanently stored after they are delivered to
a Log Service Logstore or an OSS bucket.

For more information, see the following topics:

1. Create a single-account trail and Create a mult i-account trail.

2. Query events in the Log Service or OSS console.

1.What is the maximum number1.What is the maximum number
of days that ActionTrail eventsof days that ActionTrail events
are retained for query?are retained for query?

Act ionTrail
FAQ··What  is t he maximum number o

f days t hat  Act ionTrail event s are r
et ained for query?
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ActionTrail records all the events that occur in the use of Alibaba Cloud services, including querying,
creation, delet ion, and modificat ion. For more information about the Alibaba Cloud services supported
by Act ionTrail, see 支持的云服务.

2.What events does ActionTrail2.What events does ActionTrail
record?record?

FAQ··What  event s does Act ionTrail r
ecord?

Act ionTrail
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ActionTrail imposes the following limits on the numbers of single-account trails, mult i-account trails,
and Inner-ActionTrail-related trails that you can create by using your Alibaba Cloud account:

Single-account trails: up to five in each region

mult i-account trails: only one in each region

Inner-ActionTrail-related trails: only one, shared by all the regions

3.Does ActionTrail have a limit3.Does ActionTrail have a limit
on the number of trails that Ion the number of trails that I
can create?can create?

Act ionTrail
FAQ··Does Act ionTrail have a limit  o
n t he number of t rails t hat  I can cre
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You can deliver events to Log Service or Object  Storage Service (OSS) based on your requirements.

Log Service allows you to query or analyze events. If  you want to query or analyze events, or use
specific Act ionTrail features such as advanced event query, event alert ing, and intelligent analysis
based on insight events, we recommend that you deliver events to Log Service. Although Log Service
charges slightly more than OSS, it  can implement more requirements than OSS.

OSS allows you to archive events. If  you want to retain events for more than 90 days and do not need
to query or analyze the events, we recommend that you deliver the events to OSS.

Not e Not e To meet diverse requirements, we recommend that you deliver events to both Log
Service and OSS.

The following table compares the features of Log Service and OSS.

Item Log Service OSS

Storage cost Slightly higher than OSS Low

Delivery latency Less than 1 minute Less than 10 minutes

Event query capability Strong Weak

Event analysis capability Strong Weak

Advanced event query Supported Not supported

Event alerting Supported Not supported

Intelligent analysis based on
insight events

Supported Not supported

For more information about how to select  a storage service, see Deliver events to specified Alibaba Cloud
services.

4.Do I need to deliver events to4.Do I need to deliver events to
Log Service or OSS?Log Service or OSS?

FAQ··Do I need t o deliver event s t o L
og Service or OSS?

Act ionTrail
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If  you create a trail to deliver events to a specific Object  Storage Service (OSS) bucket, Act ionTrail
delivers events to the OSS bucket in the form of GZIP log files. The hierarchy of the storage paths is
defined based on the region and date information, including the year, month, and day.

Storage pathsStorage paths
The storage path of an event that a trail delivers to an OSS bucket is in one of the following formats
based on the trail type:

Single-account trail

oss://<Bucket name>/<Log file name prefix>/AliyunLogs/<Event type>/<Region ID>/<YYYY>/<MM
>/<DD>/Actiontrail_<Region ID>_<YYYYMMDDHHMMSS>_1002_<Event count>_<Log file size>_<md5>.
gz

Mult i-account trail

oss://<Bucket name>/<Log file name prefix>/AliyunLogs/<Event type>/<rd_id>/<accountid>/<R
egion ID>/<YYYY>/<MM>/<DD>/Actiontrail_<Region ID>_<YYYYMMDDHHMMSS>_1002_<Event count>_<L
og file size>_<md5>.gz

The following table describes the fields in storage paths.

Field Description Example

Bucket name

The name of the OSS bucket that you specified
when you created the trail.

You can view the name of the OSS bucket specified
for the trail on the T railsT rails  page in the ActionTrail
console.

MyBucket

Log file name prefix

The log file name prefix that you specified when you
created the trail.

Not e Not e This field is optional. If no log file
name prefix was specified when you created
the trail, this field is not displayed.

action-logs

AliyunLogs
A fixed string that indicates event logs related to
Alibaba Cloud services.

AliyunLogs

5.What is the storage path of an5.What is the storage path of an
event that is delivered to anevent that is delivered to an
OSS bucket?OSS bucket?

Act ionTrail
FAQ··What  is t he st orage pat h of an 
event  t hat  is delivered t o an OSS bu

cket ?
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Event type

The type of the events stored in the log file. Valid
values:

Actiontrail: user-init iated events.

Actiontrail-Insight: insight events.

Not eNot e

To store insight events, you must
apply for the required permissions.
For more information, see Overview
of insight events.

Multi-account trails cannot be used
to deliver insight events.

Actiontrail

rd_id
The ID of the resource directory to which the
management account that is used to create the
multi-account trail belongs.

rd-UG****

accountid

The account within which the events delivered by
the multi-account trail are generated. It  can be a
management account or a member account in the
resource directory.

181761095690****

Region ID
The ID of the region where the events stored in the
log file are generated.

cn-hangzhou

YYYY
The year when the first  event in the log file was
generated.

2021

MM
The month when the first  event in the log file was
generated.

10

DD
The day when the first  event in the log file was
generated.

09

Event count The number of events stored in the log file. 564

Log file size
The size of the log file.

Unit: bytes.
51310

md5 The MD5 hash string of the log file.
2bdf022eef574ce180b5
ebc54132e6b2

Field Description Example

FAQ··What  is t he st orage pat h of an 
event  t hat  is delivered t o an OSS bu
cket ?

Act ionTrail
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Not eNot e

The storage paths use the UTC t ime. If  you want to query an event based on the UTC+8
time when the event was generated, you must first  convert  the UTC+8 t ime to the UTC t ime.
For example, for an event that was generated at  07:00:00, January 3, 2021 UTC+8, the
corresponding UTC t ime is 23:00:00, January 2, 2021. If  you want to query the event, you
must set  the DD field to 02 when you specify the storage path to be queried.

When you specify a storage path to query an event, you may need to set  the date to a day
before the event was generated. For example, if  you want to query an event that was
generated at  23:00:00, October 1, 2021 UTC, you may need to set  the date to  2021/09/30
  or earlier when you specify the storage path to be queried.

ExamplesExamples
Example 1: a storage path of user-init iated events delivered by a single-account trail

The following storage path indicates the following information: A single-account trail was created in
the China (Hangzhou) region to deliver user-init iated events to a storage path that is prefixed with
action-logs in OSS. The first  event in the log file was generated at  08:05:03, October 9, 2021 UTC+8.
The log file stores 564 events and is 51,310 bytes in size.

action-logs/AliyunLogs/Actiontrail/cn-hangzhou/2021/10/09/Actiontrail_cn-hangzhou_2021100
9000503_1002_564_51310_2bdf022eef574ce180b5ebc54132e6b2.gz

Example 2: a storage path of insight events delivered by a single-account trail

The following storage path indicates the following information: A single-account trail was created in
the China (Hangzhou) region to deliver insight events to a storage path that is prefixed with act ion-
logs in OSS. The first  event in the log file was generated at  08:05:03, October 9, 2021 UTC+8. The log
file stores 564 events and is 51,310 bytes in size.

action-logs/AliyunLogs/Actiontrail-Insight/cn-hangzhou/2021/10/09/Actiontrail_cn-hangzhou
_20211009000503_1002_564_51310_2bdf022eef574ce180b5ebc54132e6b2.gz

Example 3: a storage path of user-init iated events delivered by a mult i-account trail

The following storage path indicates the following information: A mult i-account trail was created in
the China (Shanghai) region to deliver user-init iated events generated within the resource directory
whose ID is rd-UG**** to a storage path that is prefixed with rd-logs in OSS. The first  event in the log
file was generated at  14:40:18, September 30, 2021 UTC+8. The log file stores only one event and is
639 bytes in size. The event is generated within an account whose ID is 181761095690****.

rd-logs/AliyunLogs/Actiontrail/rd-UG****/181761095690****/cn-shanghai/2021/09/30/Actiontr
ail_cn-shanghai_20210930064018_1002_1_639_378e668b76e74e6c465a082b4fb17331.gz

Act ionTrail
FAQ··What  is t he st orage pat h of an 
event  t hat  is delivered t o an OSS bu

cket ?
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No. If  you create a trail and specify an Object  Storage Service (OSS) bucket to which events are
delivered, by default , global events are delivered to the same log file as the events that occur in the
home region of the created trail.

6.Can I view global events in6.Can I view global events in
every region after I create aevery region after I create a
trail and specify an OSS buckettrail and specify an OSS bucket
for event delivery?for event delivery?

FAQ··Can I view global event s in ever
y region aft er I creat e a t rail and sp
ecify an OSS bucket  for event  delive
ry?

Act ionTrail
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ActionTrail helps you monitor the operations within your Alibaba Cloud account and records the events
that were generated in the last  90 days. If  you want to analyze the events that were generated more
than 90 days ago, you can create a trail in the Act ionTrail console and deliver the events to the
specified Log Service Logstore. Then, you can use SQL statements to query and analyze the delivered
events. This topic describes how to write SQL statements to query events in Log Service.

Syntax of SQL statementsSyntax of SQL statements
SQL statements are in the format of  <Search statement> | <Analytic statement> .

Act ionTrail allows you to use SQL statements to query events in different scenarios. The following
table describes the search statements and analyt ic statements that can be used to query events in
different scenarios:

Scenario Sample search statement Sample analytic statement

7.How can I use SQL statements7.How can I use SQL statements
to query ActionTrail eventsto query ActionTrail events
delivered to Log Service?delivered to Log Service?

Act ionTrail
FAQ··How can I use SQL st at ement s 
t o query Act ionTrail event s delivere

d t o Log Service?
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Event query

Query events by read/write type:  * 
AND "event.eventCategory": Manag
ement AND "event.eventRW": Write
 
Query events by username:  * AND "
event.eventCategory": Management
AND "event.userIdentity.userName
": "xxx" 
Query events by event name:  * AND
"event.eventCategory": Managemen
t AND "event.eventName": "Descri
beScalingGroups" 
Query events by resource type:  * AN
D "event.eventCategory": Managem
ent AND "event.resourceType": "A
CS::ECS::Instance" 
Query events by resource name:  * A
ND "event.eventCategory": Manage
ment AND "event.resourceName": "
i-xxx" 
Query events by Alibaba Cloud service
name:  * AND "event.eventCatego
ry": Management AND "event.servi
ceName": "Ecs" 
Query events by AccessKey ID:  * AND
"event.eventCategory": Managemen
t "event.userIdentity.accessKeyI
d": "STS.xxxx" 

 select "event.acsRegion" as
acsRegion, "event.apiVersion" as
apiVersion, "event.eventId" as
eventId, "event.eventName" as
eventName, "event.eventRW" as
eventRW, "event.eventSource" as
eventSource,
from_unixtime(__time__) as
eventTime, "event.eventType" as
eventType, "event.eventVersion" as
eventVersion, "event.errorCode" as
errorCode, "event.errorMessage" as
errorMessage, "event.requestId" as
requestId,
"event.requestParameterJson" as
requestParameterJson,
"event.resourceName" as
resourceName, "event.resourceType"
as resourceType,
"event.serviceName" as
serviceName,
"event.sourceIpAddress" as
sourceIpAddress, "event.userAgent"
as userAgent,
"event.userIdentity.accessKeyId"
as accessKeyId,
"event.userIdentity.accountId" as
accontId,
"event.userIdentity.principalId"
as principalId,
"event.userIdentity.type" as type,
"event.userIdentity.userName" as
userName  

Scenario Sample search statement Sample analytic statement

FAQ··How can I use SQL st at ement s 
t o query Act ionTrail event s delivere
d t o Log Service?

Act ionTrail
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Event summary
query

Query event summaries by read/write
type:  * AND "event.eventCategor
y": Management AND "event.eventR
W": Write 
Query event summaries event name: 
 * AND "event.eventCategory": M
anagement AND "event.eventName":
"DescribeScalingGroups" 
Query event summaries by Alibaba
Cloud service name:  * AND "event.
eventCategory": Management AND "
event.serviceName": "Ecs" 
Query event summaries by AccessKey
ID:  * AND "event.eventCategory"
: Management "event.userIdentity
.accessKeyId": "STS.xxxx" 

 SELECT"event.serviceName"AS
servieName,"event.eventName"AS
eventName,"event.eventRw"AS
eventRw,"event.sourceIpAddress"AS
sourceIpAddress,"event.resourceNam
e"AS
resourceName,"event.resourceType"A
S
resourceType,"event.userIdentity.u
serName"AS
userName,"event.userIdentity.type"
AS
userType,"event.userIdentity.acces
sKeyId"AS
accessKeyId,"event.acsRegion"AS
eventRegion,COUNT("event.eventId")
AS n, date_trunc('hour', __time__)
AS time GROUP BY time, servieName,
eventName, eventRw,
sourceIpAddress, resourceType,
resourceName, accessKeyId,
userType, userName, eventRegion
ORDER BY time DESC LIMIT 20 

Insight event
query

Query insight events by unusual IP
address:  * AND "event.eventCate
gory": Insight AND event.insight
Details.insightType: IpInsight A
ND "event.insightDetails.sourceI
pAddress": "10.12.XX.XX"  
Query insight events by event type:  
* AND "event.eventCategory": Ins
ight AND event.insightDetails.in
sightType: IpInsight  
Query insight events by event ID:  * A
ND "event.eventCategory": Insigh
t AND event.insightDetails.insig
htType: IpInsight AND "event.eve
ntId": 6CE5DBDE-5D18-4BF9-BD6A-E
0D2E1BA**** 

 select from_unixtime(__time__)
as eventTime, "event.acsRegion" as
eventRegion,
"event.insightDetails.sourceIpAddr
ess" as sourceIpAddress,
"event.insightDetails.insightConte
xt.statistics.insightCount" as
count  

Scenario Sample search statement Sample analytic statement

Examples of SQL statementsExamples of SQL statements
Example 1: Query all management events of the write type

 * AND "event.eventCategory": Management AND "event.eventRW": Write | select "event.acsRegi

Act ionTrail
FAQ··How can I use SQL st at ement s 
t o query Act ionTrail event s delivere

d t o Log Service?
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 * AND "event.eventCategory": Management AND "event.eventRW": Write | select "event.acsRegi
on" as acsRegion, "event.apiVersion" as apiVersion, "event.eventId" as eventId, "event.event
Name" as eventName, "event.eventRW" as eventRW, "event.eventSource" as eventSource, from_uni
xtime(__time__) as eventTime, "event.eventType" as eventType, "event.eventVersion" as eventV
ersion, "event.errorCode" as errorCode, "event.errorMessage" as errorMessage, "event.request
Id" as requestId, "event.requestParameterJson" as requestParameterJson, "event.resourceName"
as resourceName, "event.resourceType" as resourceType, "event.serviceName" as serviceName, "
event.sourceIpAddress" as sourceIpAddress, "event.userAgent" as userAgent, "event.userIdenti
ty.accessKeyId" as accessKeyId, "event.userIdentity.accountId" as accontId, "event.userIdent
ity.principalId" as principalId, "event.userIdentity.type" as type, "event.userIdentity.user
Name" as userName  

Example 2: Query the summaries of all management events of the write type

Not eNot e

 * AND "event.eventCategory": Management AND "event.eventRW": Write | SELECT"event.serviceN
ame"AS servieName,"event.eventName"AS eventName,"event.eventRw"AS eventRw,"event.sourceIpAdd
ress"AS sourceIpAddress,"event.resourceName"AS resourceName,"event.resourceType"AS resourceT
ype,"event.userIdentity.userName"AS userName,"event.userIdentity.type"AS userType,"event.use
rIdentity.accessKeyId"AS accessKeyId,"event.acsRegion"AS eventRegion,COUNT("event.eventId")A
S n, date_trunc('hour', __time__) AS time GROUP BY time, servieName, eventName, eventRw, sou
rceIpAddress, resourceType, resourceName, accessKeyId, userType, userName, eventRegion ORDER
BY time DESC LIMIT 20 

Example 3: Query all insight events of the IPInsight type

 * AND "event.eventCategory": Insight AND event.insightDetails.insightType: IpInsight | sel
ect from_unixtime(__time__) as eventTime, "event.acsRegion" as eventRegion, "event.insightDe
tails.sourceIpAddress" as sourceIpAddress, "event.insightDetails.insightContext.statistics.i
nsightCount" as count 

FAQ··How can I use SQL st at ement s 
t o query Act ionTrail event s delivere
d t o Log Service?
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