
Alibaba CloudAlibaba Cloud

Apsara File Storage NAS
FAQ

Document Version: 20201102

Alibaba CloudAlibaba Cloud

Apsara File Storage NAS
FAQ

Document Version: 20201102



Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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Alibaba Cloud NAS (Network Attached Storage) provides an infinitely scalable file system to store data
for ECS servers, and primarily involves the following concepts:

File system: The file system is a NAS instance. You can mount the file system on an ECS server, E-HPC,
or Container Service, and then use it  like a local f ile system.

Mount point: A mount point  is the entry through which a computing node accesses NAS. It  defines
what type of network computing node can access NAS, and what permissions are required to access
NAS.

Permission group: A permission group defines NAS access permissions, including authorized IP
addresses, read/write permissions, and user permissions.

A mount point  is the interface for computing nodes (such as ECS instance, E-HPC, or Container Service)
to access a NAS file system.

Mount points define the network type of the computing nodes and the permissions required to access
NAS.

One mount point  can be simultaneously mounted by mult iple computing nodes, enabling shared access.

A permission group defines NAS access permissions, including authorized IP addresses, read/write
permissions, and user permissions.

You can create an AccessKey pair for an Alibaba Cloud account or Resource Access Management (RAM)
user. When you call API operations, an AccessKey pair is required to complete identity verificat ion.

ContextContext
An AccessKey pair includes an AccessKey ID and AccessKey secret.

An AccessKey ID is used to identify a user.

An AccessKey secret  corresponds to an AccessKey ID. You must keep the AccessKey secret
confidential.

Not ice Not ice We recommend you use a RAM user to perform operations. This prevents against  the
leakage of the AccessKey pair for an Alibaba Cloud account. The leakage of the AccessKey pair for
an Alibaba Cloud account exposes all of the resources under the account to security risks.

1.FAQs1.FAQs
1.1. Is there a NAS terminology1.1. Is there a NAS terminology

1.2. What is a mount point and where can I1.2. What is a mount point and where can I
use ituse it

1.3. What is a permission group and where1.3. What is a permission group and where
can I use itcan I use it

1.4. How can I obtain an AccessKey pair?1.4. How can I obtain an AccessKey pair?
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ProcedureProcedure
1. Log on to the Alibaba Cloud console.

2. Move the pointer over your account profile picture in the upper-right corner of the page, and click
AccessKeyAccessKey.

3. In the Securit y T ipsSecurit y T ips dialog box, select  Continue to Manage AccessKey or Get Started with RAM
AccessKey.

Not ice Not ice We recommend you use a RAM user to perform operations. This prevents against
the leakage of the AccessKey pair for an Alibaba Cloud account.

Obtain the AccessKey pair of an Alibaba Cloud account.

a. Click Cont inue t o Manage AccessKeyCont inue t o Manage AccessKey.

b. On the Securit y ManagementSecurit y Management  page, click Creat e AccessKeyCreat e AccessKey.

c. On the Mobile Phone Verif icat ionMobile Phone Verif icat ion page, obtain a verificat ion code, complete the
verificat ion process, and then click OKOK.

d. In the Creat e User AccessKeyCreat e User AccessKey dialog box, view the AccessKey ID and AccessKey secret  in
the AccessKey Details sect ion.

You can click Save AccessKey Inf ormat ionSave AccessKey Inf ormat ion to download the AccessKey pair.

Obtain the AccessKey pair of a RAM user

a. Click Get  st art ed wit h RAM AccessKeyGet  st art ed wit h RAM AccessKey.

b. On the Users page of the RAM console, click Creat e UserCreat e User to create a user.

If  you obtain an AccessKey pair for an exist ing RAM user, skip this step.

c. In the left-side navigation pane, choose Ident it iesIdent it ies >  > UsersUsers and find the target user.

d. Click the logon name of the user to go to the User Details page. Select  the Aut hent icat ionAut hent icat ion
tab, and click Creat e AccessKeyCreat e AccessKey in the User AccessKeysUser AccessKeys sect ion.

Not eNot e

You can create a maximum of two AccessKey pairs or each RAM user.

After you create an AccessKey pair, you cannot view the AccessKey secret  of the
AccessKey pair by using the console. We recommend that copy the AccessKey
pair when creating it  and keep the AccessKey secret  confidential to prevent
against  information leakage.

e. On the Mobile Phone Verif icat ionMobile Phone Verif icat ion page, obtain a verificat ion code, complete the
verificat ion process, and then click OKOK.

f. In the Creat e User AccessKeyCreat e User AccessKey dialog box that appears, view the AccessKey ID and
AccessKey secret  in the AccessKey Details sect ion.

You can also click Download CSV FileDownload CSV File or CopyCopy to save the AccessKey pair.

1.5. How can I view a list of clients on1.5. How can I view a list of clients on
which a file system is mounted?which a file system is mounted?
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Apsara File Storage NAS allows you to mount a file system on mult iple clients. You can view a list  of
clients on which a General-purpose NAS file system is mounted in the NAS console.

ProcedureProcedure
1. Log on to the NAS console.

2. Choose File Syst emFile Syst em >  > File Syst em ListFile Syst em List .

3. Find the target file system and click ManagementManagement  in the Operations column.

4. In the left-side navigation pane, choose Mount ing UseMount ing Use >  > Mount  T argetMount  T arget . On the page that
appears, click Client  mount edClient  mount ed in the Operations column to view a list  of clients on which the file
system is mounted. The IP address of each client  is displayed in the list .

Not e Not e In the list , the clients on which you use the file system within the last  minute are
displayed. Other clients on which you mount the file system may be excluded from the list .

This topic describes how to switch the type of an Apsara File Storage NAS file system.

You cannot switch the type of the file system after it  is created.

You can create a new file system if you no longer want to use the original f ile system.

If the file system does not store any data

i. Create a new file system and mount it  on an ECS instance. For more information, see Create a
General-purpose NAS file system and Precautions.

ii. Delete the original f ile system.

If the file system stores data

i. Create a new file system and mount it  on an ECS instance. For more information, see Create a
General-purpose NAS file system and Precautions.

ii. Migrate the data in the original f ile system to the new system. For more information, see Migrate
data between Apsara File Storage NAS file systems.

iii. Delete the original f ile system.

This topic describes how to switch the type of a mount target.

If  you have added a mount target for a file system, you cannot switch the type of the mount target.
You can create a new mount target and mount the file system on the instance again.

For example, you have created an Apsara File Storage NAS Capacity file system and have mounted the
file system on an instance through a mount target in a classic network. If  you want to switch the mount
target in a virtual private cloud (VPC), perform the following steps:

1.6. Can I switch the type of Apsara File1.6. Can I switch the type of Apsara File
Storage NAS file systems?Storage NAS file systems?

1.7. Can I switch the type of a mount1.7. Can I switch the type of a mount
target?target?
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Not e Not e You can add two mount targets for an Apsara File Storage NAS Capacity file system or
an Apsara File Storage NAS Performance file system. However, you can only add one mount target
in a VPC for an Apsara File Storage NAS Extreme file system.

1. Add a mount target in a VPC. For more information, see Create a mount target.

2. Unmount the file system which is mounted on the instance through the mount target in a classic
network. For more information, see Unmount a file system.

3. Use the mount target in the VPC to mount the file system on the same target path of the instance.
For more information, see Mount a file system.

4. Make sure that no client  is mounted on the instance in the NAS console.

You can click the T he client  is mount edT he client  is mount ed button in the mount point  sect ion of the file system
details page to view the mounted clients.

5. Disable the mount target in the classic network.

6. After you make sure that your business is not adversely affected, delete the mount target in the
classic network.

Apsara File Storage NAS is compatible with standard file system protocols, including the Network File
System (NFS) and Server Message Block (SMB) protocols. This topic describes how to select  NFS or SMB
file systems based on different operating systems.

We recommend that you select  the required file system protocol based on your business requirements.

If  you want to share files between Linux clients, we recommend that you create an NFS file system.

If you want to share files between Windows clients, we recommend that you create an SMB file
system.

If you want to share files between Linux clients and Windows clients, we recommend that you create
an SMB file system.

1.8. Which file system protocol can I select1.8. Which file system protocol can I select
to create a file system, NFS or SMB?to create a file system, NFS or SMB?
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SymptomSymptom

By default , the  large mtu  option is disabled on a Windows SMB client, which affects the increase in I/O
performance.

SolutionSolution

You can modify the following registry key to enable the  large mtu  option:

HKLM\System\CurrentControlSet\Services\LanmanWorkstat ion\Parameters

Create a  DWORD  at  this location with the key named DisableLargeMtu and value set  to  0 . Restart
the file system to apply the change.

Why is the disconnected state displayed when I use the net useWhy is the disconnected state displayed when I use the net use
command to view the status of a mount point?command to view the status of a mount point?
If  no operation is performed on a file system within 15 minutes, the connection is disconnected. The
connection is established whenever an operation starts.

What is the maximum capacity and performance of a CIFS or SMB fileWhat is the maximum capacity and performance of a CIFS or SMB file
system?system?
Currently, when an SMB file system is deployed on a NAS Capacity cluster, the maximum capacity and
bandwidth for a single file system are subject  to NAS Capacity. Other features, such as supports for a
unique namespace, VPCs, and classic networks are the same as those of an NFS file system.

For more information, see Network Attached Storage.

Supported protocols and operating systems for an SMB file systemSupported protocols and operating systems for an SMB file system
For more information, see Limits of product specifications.

For more information about unsupported features for an SMB file system, see Unsupported SMB features.

Restrictions when accessing an SMB file systemRestrictions when accessing an SMB file system
Similar to accessing an NFS file system, you cannot access an SMB file system from an ECS instance that
is located in another region or from the Internet. You must connect to a VPC by using a dedicated
leased line to access the file system.

To access a file system from external networks outside the VPC where the file system is located, see
the following sect ions:

Access NAS from an on-premises IDC using a VPN network

2.Scale and Performance2.Scale and Performance
2.1. What impacts the I/O performance of2.1. What impacts the I/O performance of
Windows service SMB protocolWindows service SMB protocol

2.2. SMB basic operation FAQ2.2. SMB basic operation FAQ
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Access NAS from an on-premises IDC using NAT

Mount NAS file systems on ECS instances that are located in mult iple VPCs

Mount NAS file systems on ECS instances that are owned by mult iple accounts

The maximum number of concurrent requests from a Network File System (NFS) agent is 2 by default .
This reduces the performance of NFS file systems. We recommend that you set  the maximum number to
128. This topic describes how to modify the maximum number of concurrent NFS requests.

You can use one of the following methods to modify the maximum number of concurrent NFS requests.

Not e Not e After you use method 1 to modify the maximum number, you must restart  the ECS
instance. This may affect  business continuity. You can use method 2 to modify the maximum
number of concurrent NFS requests without restart ing the ECS instance.

Method 1Method 1
1. Install an NFS agent. For more information, see Install an NFS agent.

2. Run the following commands to set  the maximum number of concurrent NFS requests to 128.

echo "options sunrpc tcp_slot_table_entries=128" >> /etc/modprobe.d/sunrpc.conf
echo "options sunrpc tcp_max_slot_table_entries=128" >>  /etc/modprobe.d/sunrpc.conf

Not e Not e The first  t ime you install an NFS agent, run the preceding commands once with
root permissions. You do not need to run the commands again.

3. Use the following command to restart  the ECS instance.

reboot

4. Mount a file system. For more information, see Mount an NFS file system.

5. Use the following command to verify the results.

If  the returned value is 128, the maximum number is modified.

cat /proc/sys/sunrpc/tcp_slot_table_entries

Method 2Method 2
1. Install an NFS client. For more information, see Install an NFS client.

2. Run the following command to set  the maximum number of concurrent NFS requests to 128.

echo "options sunrpc tcp_slot_table_entries=128" >> /etc/modprobe.d/sunrpc.conf
echo "options sunrpc tcp_max_slot_table_entries=128" >>  /etc/modprobe.d/sunrpc.conf

2.3. How can I modify the maximum2.3. How can I modify the maximum
number of concurrent NFS requests?number of concurrent NFS requests?
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Not e Not e The first  t ime you install an NFS agent, run the preceding commands once with
root permissions. You do not need to run the commands again.

3. Mount a file system. For more information, see Mount an NFS file system.

4. Run the following command to set  the maximum number of concurrent NFS requests to 128.

sysctl -w sunrpc.tcp_slot_table_entries=128

5. Unmount a file system. For more information, see Unmount a file system from a Linux ECS instance.

6. Mount the file system again. For more information, see Mount an NFS file system.

7. Use the following command to verify the results.

If  the value 128 is returned, it  indicates that the maximum number is modified.

cat /proc/sys/sunrpc/tcp_slot_table_entries

I/O latencyI/O latency
When you use a mount target to access a Server Message Block (SMB) file system, you need to wait  for
several minutes before the I/O operation is started.

The following sect ions describe how to reduce the I/O latency of an SMB file system.

SolutionSolution
The I/O latency of an SMB file system may be caused by an NFS client  or web client  on the ECS instance.

If  an NFS client  is installed but no longer required, delete the NFS client.

Find the ProviderOrder key. The path to the ProviderOrder key is  HKEY_LOCAL_MACHINE\System\Curren
tControlSet\Control\NetworkProvider\Order\ProviderOrder .

For example, if  the value of the ProviderOrder key is  LanmanWorkstation,RDPNP,Nfsnp , delete  ,Nfsn
p  and restart  the ECS instance.

If  a web client  is installed, delete it .

Not e Not e If  a client  accesses the SMB file system for the first  t ime and the latency is higher than
expected, ping the domain name of the mount target. You can then check whether the domain
name is accessible and check the latency.

If  the domain name of the mount target is inaccessible, we recommend that you check the
network sett ings.

If  the latency is high, ping the IP address of the mount target. If  the latency of accessing the
IP address is lower than that of accessing the domain name, check the configurations of the
Domain Name System (DNS) server.

2.4. How do I resolve SMB performance2.4. How do I resolve SMB performance
issues?issues?
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ProcedureProcedure
1. Modify the value of the ProviderOrder key. If  the latency is high the first  t ime you access the file

system, we recommend that you check this value.

2. Use the fio tool to conduct a performance test  to check the issue.

fio.exe --name=./iotest1 --direct=1 --rwmixread=0 --rw=write --bs=4K --numjobs=1 --thread --iodepth=12
8 --runtime=300 --group_reporting --size=5G --verify=md5 --randrepeat=0 --norandommap --refill_buffe
rs --filename=\\<mount point dns>\myshare\testfio1

fio.exe --name=./iotest1 --direct=1 --rwmixread=0 --rw=write --bs=4K --numjobs=1 --thread --iodepth=12
8 --runtime=300 --group_reporting --size=5G --verify=md5 --randrepeat=0 --norandommap --refill_buffe
rs --filename=\\<mount point dns>\myshare\testfio1

3. We recommend that you perform I/O operations based on large data blocks. The smaller the data
blocks are, the more network resources are consumed. If  the data block size cannot be modified,
use BufferedOutputStream.
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