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1 Web R REIFA#F s {E 52 Bk

1.1 FastJSONIZiZ B 1T0dayimiA (2019-7-23)
20194E7H23H, B A Z)E AN PO IR Fast) SONAEEOday i, ¥l vl AR s
e A ORI T I PR AT
e 1R 2 FR
Fast]SONZfH s iy 0day il
&R
FIAZ0dayiii, R PUEESEI Fasty SON A MR 3 T INEGHIE R, 17

ETGE. B, BGHEEFBRREOHIERIER, SEdFastSONRA RIS # T ig ikl S5 vuiig g
fREm % (UTRBIM i RNBIT iR aSRR) .

m main.imi
target
classes
generated-sources

pom.xml
External Libraries

ilt Maven: com.alibaba:fastjson:1.2.24
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TIEE

- FastJSON 1.2.24F:BL FhA
- FastJSON 1.2.41%1.2.45/iA

BEABRAR
AR A Fast]SONHiRA, HIAREL.2.58hA4,

@ i

SR BAMEA UG FI IR A Fas U SON T THE .
N5 ik



Znf UE EPiMavenfiisiac B, TH&Fasty)SONEHBPRA (1.2.58f4) .

<dependency>
<groupId>com.alibaba</groupId>
<artifactId>fastjson</artifactId>
<version>1.2.58</version>
</dependency>

I AFE NG

Web B K55 Web BGE B bl rh S 3R\ BT I B;$"i% FastSON Oday ki, K
Web S HI B KB4 Web S BGE B h ERIaS

BEZER

LEBERMIS T DO RS Z 2R, ZemiEl, Lebiyy, ZEMass—RIE ek
FUiH, TEUREEMBR. AR RO R R R BGE, TN RTE e s IS

1.2 FastJSONIZFZiB M 1T0dayimiA (2019-6-22)
20194E6 H22H, Pl A Z)E P 2NN b W Fast) SONFAEOday i, ki vl DA i
THZE A4 ORI T I P ARSI T

BB
FastJSONZFE T 0day kil

R
FIMiZOodayikill, ERELGEE ] PAIESGEIE RS Fasty SON B ARG, Bildn, BahH i
ROMIERHOR, ERILIRSSRITIEE G2 (BUTRBIM R 7 iR se) .

String JsonString2 =

JSON. parse(JsonString2)

FastjsonDemo JndiDemo()
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RNEE
FastJSON 1.2.48L PhliA

ERRRE SR
THR 2 FastJSONIBihA, HILTHREE1.2.580 A

E] BE:

PRV BUAEA UGB R E NI A Fast] SON B i 15 714,
Tk ik
nf pLEE EHiMavenfitBiic B, THkFasty)SONEEBIRA (1.2.58i4) .

<dependency>
<groupId>com.alibaba</groupId>
<artifactId>fastjson</artifactId>
<version>1.2.58</version>
</dependency>
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1.3 Consul Service AP Efs S HITIRE

2018%E11H27H, Consulfe® /i b kA ¥ % T Consul THIEFERLE Pl fESBUEream %
47 (RCE) IWiHMAE, IHMR 7P iZRrEE 7 %,

Consull2HashiCorp2Aa)HEH—SOFR TR, MFEBM ARG KR SCE, 51
S IS5 TENHS R BRI 75 L, Consulfdftityi g el “—uil” . Consul WHE v IRS5TEM
HRPNER, i S, A, Key/Valuefihli, ZEIPCITE, R 2
HitTH (liZooKeeperss) , {75 NtHD A,

ConsulfiHGoifiG oy, FIHEARZAMEATE CiffLinux, WindowsfllMac 0S X#
gt) ; B U —AnIidserk, S8, nfS5Docker iz ez ay ILaEnL .

TRE
Hashicorp Consul Service APLZf &2 HA IR
RRER

TERSERCE T, BRESGHE ] DUl SR OB TP RAE R L N3 1 Consullli
SMERITA %, X T%ConsullgINE SIEMIER, WA Hashi Corpiy i A%

i BT
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® A%z NG :500/v1/agent/self
- DNSAddrs: |
"tep://0.0.0.0:8600",
"udp://0.0.0.0:8600"
1.
DNSAllowstale: true,
DNSCacheMaxAge: "0s",
DNSDisableCompression: false,
DHSDomain: "consul."”,
DHSEnableTruncate: false,
DHSMaxStale: "87600h0mls",
DNSNodeMetaTXT: true,
DNSNodeTTL: "0s",
DNSOnlyPassing: false,
DHSPort: 8600,
DHSRecursorTimeout: "2s",
DHSRecurseors: [ ];
- DHSSOA: {
Expire: B6400,
Minttl: 0,
Refresh: 3600,
Retry: 600
}e
DNSServiceTTL: { },
DHNSUDPAnswerLimit: 3,
DHSUseCache: false,
DatabDir: "",
Datacenter: "decl",
DevMode: true,
DisableAnonymousSignature: true,
DisableCoordinates: false,
DisableHTTPUnprintableCharFilter: false,
DisableHostNodeID: true,
DisableKeyringFile: true,
DisableRemoteExec: true,
DisableUpdateCheck: false,
DiscardCheckOutput: false,
DiscoveryMaxStale: "0s",
EnableAgentTLSForChecks: false,
EnableDebug: true,
EnableLocalScriptChecks: true,
|EnableRemoteScriptChecks: true, |
EnableSyslog: false,
EnableUI: true,
EncryptKey: "hidden",
EncryptvVerifyIncoming: true,
Encryptverifyoutgoing: true,
- GRPCAdArs: |

1.



2. fEHTTP PUTIHR, J2{EConsul IR55HRIEFEIT a2

| Go |

Raw | Params THeaders I Hex IISDN Beaurifier l Raw | Headers IHex ]
PUT /vl/agent/service/register HTTP/1.1
Host: : 8500
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 08 X 10_11_§)
AppleWebKit/537.36 Content-Type: application/json
Accept: text/html,application/xhtml+xml,application/xml;g=0.9%,image/webp
Accept-Encoding: gzip, deflate p— — - "
Accept-Language: zh=CN,zh;g=0.%,en;q=0.8,ja;q=0.7,fr;g=0.6 h ® root@pyn3rd:/tmp
Connection: close
Content-Length: 233

y HTTE/1.1 200 OK

r Vary: Accept-Encoding
Date: Wed, 15 May 2019 03:08:04 GMT
Content-Length: 0
Connection: close

{

[root@pyn3rd tmpl# [

FImSEE

M TR A S (-enable-script-checks) MFfRRA.
it inkEANS

] PLOEIS EE BA RIS 51075 #Bidi%Consul i :

B Consul il 55 4% _EIFIAK: &S YhRE,

R Consul AR KA DGE, WHTH6420.9.4, 1.0.8, 1.1.1, 1.2.4"PK—AhR
A GXERAPE S -enable-1local-script-checksZH) , ¥ConsulfitBHK)-enable
-script-checks Pl -enable-local-script-checks,

- WPk Consul HTTP APIRSS JCikidid A i il sk il
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MMETR

AN BRI 0N RFR . BFEIRF

EEEEM (RMEZER"E"XR)

LEFE @ BEER LEAE
Http-Method e =5 v PUT W
URL v T v /v1/agent/service/register >4

+ FBEMG (BRBZHIPNEN)
WEE

FEHT N
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LREBERMFS T OO RIS Z R, ZemiEl, Lebivy, ZeEMass—RoE ek
FUiH, TEUREMBR. ABORRON R R R BGE, TR 2 SIS

1.4 Apache Solrizti2 R 5L A3 1TRA (CVE-2019-0192)
20194E3H7H, B A Z)EREmR O NS Apache )5 AR T Solr &2 /A, il
Vi Config APIiB¥jmx.serviceUrl@PEIRIEERIRMIIESS, S3(Apache Solrii izt iz
FPHERES T % 2 il

RS
CVE-2019-0192
iR R

Apache Solr jmx.serviceUrlizZf )75 A% 7 I


https://www.aliyun.com/product/sos

PERGIEPU

Config API#; 1 s ¥Fiiid % (HTTP POSTi% KA ¥ Apache SolrfJMXIRSS %, &
gymx.serviceUrliatt, BEBGEE B HAEREENRMIRSS 3, v DUFHSolri A% 4
I S A 2 T A RS AT

Go | <lv | Target: http://127.0.0.1:8983 Uu]

Raw | Params | Headers | Hex Raw | Headers | Hex
POST /solr/te oducts/config/jmx HITP/1.1 ] T 1 588 Server Error i
Host: 127.8.8.1:8983 r Conten’ e: text/plain; charsetsuTF-8 i |
Content-T pplication/json Connection: close
User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 05 X 18_11_6) AppleWebkit/537.36
Mccept-Language: zh-CN,zh;qe8.8 i
Connection: close “responseHeader”: {
Content-Length: 186 [ ] ® “status”:588,
“QTime" :506),
4 orMessages™:[“Unable to relsad core [techproducts]\nCould not start IMX
monitoring \nCannot bind te URL [rmi://127.8.8.1:1899/0bj]:
javax.naming.NamingException [Root exception is java.rmi.UnexpectedException:
1 undeclared checked exceptis nested exception is: \n\tBadattributeValueException:
) AC Eva % [com. sun.org.apache.xalan. internal.xslte . trax. TemplatesImpl@27b86dsh, )

@javax.xal.transform. Templates (f5a5a688=com. sun.org. apache. xalan. internal.xslte. trax. Tes
platesImpl@27b86dsb) ] \nnull\nundeclared checked exception; nested exception is:
\n\tBadAttributevalueException:
7 8 9 [com.sun.org.apache.xalan. internal.xsltc.trax.TemplatesImpl@27b26d5h,
@javax.xml.transform. Templates(f5a5a6@8«com.sun.org. apache. xalan. internal . xsltc.trax. Tem
platesImpl@27b@6dsk) ]\n"],

NG":"This respense format is experimental. It is likely to change in the

“metadata®:[

“error-class®,"org.apache. solr. comson.SolrException”,

error-class®, “javax.management .BadattributevalueExpException®],
unable to reload core [techproducts]®,
0 “trace® :"org.apache.solr. cosmon.SolrException: Unable to reload core

- [techproducts]initat

org.apache.solr.core.CoreContainer. reload{CoreContainer. java:922)\n\tat
org.apache.solr.handler.SolrConfigHandlerSCommand . handleCommands (SolrConfigHandler. java:
421)\nitat
org.apache.solr.handler.SolrConfigHandlersCommand . hand1ePOST(SolrCanfigHandler. java: 268)
nitat
org.apache.solr.handler.SolrConfigHandler$Command . access§188(SolrConfigHandler. java: 137)
\nitat
org.apache.solr.handler.SolrConfigHandler . handleRequestBody (SolrConfigHandler . java: 127)
- n\tat
¥ org.apache.solr.

- - - - oo omarces | () () (R

=
v

0 matches
8/ =
=4 mRElEs|

- Apache Solr 5.00%5.5.54
- Apache Solr 6.00%6.6.5/i 4

BABRARE

- ¥ Apache SolrJHRE7.088 L LA
- A B Edisable. configEdit=true, EHlConfig API#I1,

- AEPESIZBRORMURAT SZ S 3 R Vi P Sol ol 55 45
WRTHRRA A Config APTHEANIAT, Iy 3 7 I EFiiESolr,
bikiakc N

QRSP A BB TR S ol R A R D iz, S B Web L IR A SEPRS HE s Bl b D e
X BRI SS IR

IR PRI RE, BRIEERE)SONBWE (service:jmxirmi) MPOSTIHR, AN
YT P S A T KRR T B N


https://issues.apache.org/jira/secure/attachment/12961503/12961503_SOLR-13301.patch?spm=a2c4g.11174386.n2.3.2ff71051rU5PP4&file=12961503_SOLR-13301.patch

ZRAEALN

AN LR

FLECSRf:

Post-Body s 1241 = service:]mx:rmi

+ P

FLACEhE: =

i

F

ESZER

julll

LEBHFMSS T OB G Z R, ZamiEl, Zell, ZEMass R NL i
FOiH, WhEEmpn. ABRROT R R R BGE, TN RTE 25 55

1.5 JenkinstEE X4 1%EURE (CVE-2018-1999002)

201847 H18H (EEINE) , Jenkins® /i RfilnHi @y, HHE2ALERN, H
h, SECURITY-91452 HiOrangeZ BiiJenkins RIZHUE R LRI, fA7Em iR,

P, BodiE vl A Windows RGEIRS5 s PIERCIPF,  HAERSE i A% T U] B
LinuxZR&Zei55 sy b ioserr. i AZSPEi, BdiBnl Ak enkins e SEUESS
B, SSHPEUEE R EANE, FN, JenkinsiiEs SEiEny fE S A Pk S HSHR, B
di B RES LSS G B2 v] DL E S S Jenkins R T af S ITIRIESE

RS
CVE-2018-1999002

=y CE=Eu
Jenkins{E S FF MR
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TREER
{feJenkinsi)Stapler WebHEZE fA fEAE B S F DTN, BB # W PUE i R IER ORISR
HTTPiH RIEARGERITE O PRI enkin 3 REFE 0] PLyi i Jenkins X RGP ML E S
%o
KT GRWELER, WEREHIRRA S
e E
- Jenkins weekly 2.132 K Btiififi A
- Jenkins LTS 2.121.1 5Bt A
BHBRAR

- $EJenkins weeklyFH 52213304
- ¥ enkins LTSTHREE2.121.20 4,

IE/RSEIIY

QUERBEPIRAT BB TR JenkinshRA RO %,  EBCEEE T Web LB K SRVRS HE i B
VIS BERIHR /G2 1iZ W] Uit 1A

WSRHEVIPIPERIGE, $HXAccept-LanguageiX A HT TP R ki B FHWoR I 08 1% R Jrh
(LA e i | R P g AT B E B 15 IR B eV


https://jenkins.io/security/advisory/2018-07-18/

Web i IR K 834 ISR / 1 WebigilBidr stk sk

GEAN

M- jenkins

A

AP O SETRTF

=
=
|
[

Header

'

Accept-Languat | HF « o

+ Birif =i

ICRCEDE: RE T

LLd

]

Sebn BT BOR

TS ACE FIRRSHE T PP,  WAF 1Y) B A 2 T R ORISR HT TP 3R .
() (ama (&) >k

Target hup:// _~com:8080 [ZJ {

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
GET /jenkins/plugin/jquery-detached, xml HTTP/1.1 1
Host: ,.com:8080 0
Accept-Language: /././..fconfig
oo ARETUNE MR ety 0 405 ®en. SFEHRURETER LSS S, SRR,

FERHTH
ihielE 2 B e 3E

@ BLW:

KRRV PSRRI RE 4, EEB RS -

12 SRR : 20200120
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1.6 Apache Struts2 REST#HE4DoSiF:RE (CVE-2018-1327) FAIF&miE
S
HPERPI# L E%HK (Yevgeniy GrushkafliAlvaro Munoz) %BiApache Strust2fJRESTi
P fAEDOSIEI, WIRELEStruts RESTHfF P XStream B PR e, PGBl DIAiE
EEWXMLIE R & EDoS¥ti

YRS
CVE-2018-1327
ppEE
Apache Struts2 RESTHifFDoSikiilil (S2-056)
R
$2-056ki{# £ - Apache Struts2fRESTHifF, X Streamg1 I XML U2 2

HATRPIUEERIE, HA IR A T A BCRER,  BGh38 i S8 MLEBAE N B &
ifEDoSK ki,

LB KRR RBGERRI, BRI FENRS5 250 CPU BT IRAE BT & i

x  +

localhost:8899/orders

o python s2-056.py http://localhost:8899/orders

[+] Attacking...
[+] Attacking...
[+] Attacking...

Orders (1] Attacking. .

[+] Attack 3.

ID Client Amount [+] Attacking...
[+] Attacking...

[+] Attacking...

[+] Attacking...
[+] Attacking...

[+] Attacking...

[+] Attacking...

CPU [+] Attacking...

[+] Attacking...

2R % CPU CPU Edig) %2 NERE A [+] Attacking...
java 110.9 5:45.04 239 EYRVIEVE [+] Attacking. ..

E IntelliJ IDEA 46.1 1:15:28.75 71 VPPREYYY [+]1 Attacking. ..

RFZRAEZER, EEEEIRRAAL.
FISEE

Struts 2.1.1 - Struts 2.5.14.1


https://www.aliyun.com/product/sos
https://cwiki.apache.org/confluence/display/WW/S2-056

BAERAE
& Apache StrutsfH%2.5. 1654,
aEiakz

WREETIN AR BEI TH i Apache StrutshRAMFRIZHT, B BASEER Web R HIB; KBRS HE Vi
BRI CCRLd: B A SO REXS RS 55 1T BB

- ERPRSHE PRl OhRE, PRV SR XMLEHE (com.sun.xml.internal.ws.encoding
.xml.XMLMessage$XmlDataSource) HJPOSTi&R, FHWIAIHIZIHZERDoSY: %

R pildn, BB FHRNEHEIEApache StrustiRESTHEFF P X Stream I8P W F 5 i ¥
kiR,

TG AR

FLM) £ R 52056

U
URL = 25 = /orders
Post-Body = a8 = com.sun.xml.internal.ws.encoding.xml.XMLMessag

Http-Method 5 FF POST

4»r

+ Ag A

PLECTh{E: FEET

4»




- W CCHEHMiY A Xt BREIF—ATPX{EApache StrustiRESTHEFFH i
JIXStream P I SRS RS, B, A L BRI BN 5 e i 0 37 R 3 A e
EESF100K,

HTIE AL

HL & ¥R 52056

URI: /orders

PCECHL O x2Iic HISRPEAC

AL 5 B

¥

B—IPiffal R E: 100

FREfTER O #H% AHLIRE]

60 pagc

KT FUEY PSR CCHd Bt B & UMW VIRET A, TS E R RS i b £ 52 X CCRijo

EZER

LEBERMFS T OO BRI RS Z 2R, ZemiEl, Lebiy, ZeEnass—RIE ek
FWH, UM, ABOURO R R, VERIR e 2 RIS

1.7 WordPresstE42iR5% (CVE-2018-6389) JRiEBHIF R {ESSEL
2018%E2H5H, HEAMZEMFRN S T —4 X T WordpressiiEdiiliss (DoS) Witk
i (CVE-2018-6389) , WordPress 3.x-4. X% MRAIZ &I, BEIGEE ol Dt
ikWordPressfi A RmEi A JavascriptUCUHOR I EENR S5 85 S8, M| R Ha sl 55 .

A WAFA S A Z IR, AR M5 WordPress,  dtBUEHC B HINF B
y!']o


https://www.aliyun.com/product/sos

&R
IR EEN T load-scripts. php Xk, load-scripts.phpitWordPress CMSIKIPYE
WA, load-scripts.phpXfFi@idfEiEnameslload S BCRIER LI 2 F ¥ Javascript L
fF, iXnameSEWLL” ,” WIF.
BN, https://example.com/wp-admin/load-scripts.php?c=1&load[]=jquery-ui-
core,editor&ver=4.9.1, XA iERPMEENJavascriptstfiidjquery-ui-coreflleditor

o

HMFEscript-loader. php X X 1814 JavascriptL PR ] DABEIMERLE A i Rrh, &
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SQLiBAIBH

user_1id:11111111110000 and not

real_client_ip:1.1.1.1|select user_id,host as "I{4",Rate_2XX as
"2XXEE" ,Rate_3XX as "3IXXEEMI",Rate_4XX as "4XXEE" ,Rate_5XX

as "SXXEef" ,countall as
"aveQPS",status_2XX,status_3XX,status_4XX,status_5XX,countall
from(select user_id,host,round(round(status_2XXx1.0000/countall,4)*100
,2) as

Rate_2XX,round(round(status_3XX*1.0000/countall,4)*100,2) as Rate_3XX,
round (round

(status_4XX*x1.0000/countall,4)*100,2) as
Rate_4XX,round(round(status_5XX*1.0000/countall,4)*100,2) as Rate_5XX,

status_2XX,status_3XX,status_4XX,status_5XX,countall
from(select user_id,

host,count_if(status>=200 and status<300) as
status_2XX,count_if(status>=300 and status<400) as

status_3XX,count_if(status>=400 and status<500 and status<>444 and
status<>405 ) as status_4XX,count_if(status>=500 and

status<600) as
status_5XX,COUNT(*) as countall group by host,user_id)) where
countall>120 order by Rate_4XX DESC Tlimit 5
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- [W]:${FireTime}

- [Uid]:${Results[0].RawResults[0] .user_id}

- B4 :${Results[0].RawResults[0] .4}

- =i WAF

- BRiES PR KRB S{Results[0] .RawResults[0].countall}
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G XX B

el 2 status_2XX status_3XX status_4XX status_5XX countal

e

user_id =E 2XXELE IXXELE 4XXELE EXXELEH

SQLiBAIBH

user_id:11111111110000 and not

real_client_ip:1.1.1.1|select user_id,host as "I{4",Rate_2XX as
"2XXEE" ,Rate_3XX as "3IXXEEMI",Rate_4XX as "4XXEE" ,Rate_5XX

as "SXXEE#I" ,countall as "HIXFERIMNYiMR" , status_2XX,status_3XX,
status_4XX,status_5XX,countall

from(select user_id,host,round(round(status_2XXx1.0000/countall,4)*100
,2) as

Rate_2XX,round(round(status_3XX*1.0000/countall,4)*100,2) as Rate_3XX,
round (round

(status_4XX*x1.0000/countall,4)*100,2) as
Rate_4XX,round(round(status_5XX*1.0000/countall,4)*1600,2) as
Rate_5XX,status_2XX,status_3XX,status_4XX,status_5XX,countall from(
select

user_id,

host,count_if(status>=200 and status<300) as
status_2XX,count_if(status>=300 and status<400) as
status_3XX,count_if(status>=400 and status<500) as
status_4XX,count_if(status>=500 and

status<600) as

status_5XX,COUNT(*) as countall group by host,user_id)) where
countall>120 order by Rate_5XX DESC Tlimit 5
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- EHAE: $0.countall>300088& $0.5XXELMH>80
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SQLiEAEHR

user_1id: 11111111110000 and not

real_client_ip:1.1.1.1]|select
user_id,host,Rate_2XX,Rate_3XX,Rate_4XX,Rate_5XX,countall/60 as
"aveQPS",status_2XX,status_3XX,status_4XX,status_5XX,countall



from(select user_id,host,round(round(status_2XXx1.0000/countall,4)*100
,2) as Rate_2XX,round(round(status_3XX*1.0000/countall,4)*100,2)
as Rate_3XX, round(round

(status_4XX*x1.0000/countall,4)*100,2) as
Rate_4XX,round(round(status_5XX*1.0000/countall,4)*100,2) as
Rate_5XX,status_2XX,status_3XX,status_4XX,status_5XX,countall from(
select

user_id,

host,count_if(status>=200 and status<300) as
status_2XX,count_if(status>=300 and status<400) as
status_3XX,count_if(status>=400 and status<500 and status<>444 and
status<>405 ) as status_4XX,count_if(status>=500 and

status<600) as

status_5XX,COUNT(*) as countall group by host,user_id)) where
countall>120 order by aveQPS DESC 1limit 5
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- AW HBEE 1R
- MR HEE 15 Eh

- R FAE: $0.aveQPS>=50
- a1
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- RIENE

(W] :${FireTime}

[Uid] :${Results[0].RawResults[0] .user_id}

- B4 ${Results[0].RawResults[0].host}

~ PEhh: WAF

- FEL5HEQPS: ${Results[0].RawResults[0].aveQPS}

- DpiRY 2xx_rate :${Results[0].RawResults[0].Rate_2XX}%
- MR 3xx_rate :${Results[@].RawResults[0].Rate_3XX}%
- MRS 4xx_rate :${Results[0].RawResults[0].Rate_4XX}%
- DpiRY S5xx_rate :${Results[0].RawResults[0].Rate_5XX}%
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SQLiEf B

user_id: 11111111110000 |select
tl.user_id,tl.nowlmQPS,tl.pastlmQPS,in_ratio,tl.host,t2.Rate_2XX,
Rate_3XX,Rate_4XX,Rate_5XX,aveQPS

from (

(

SELECT

user_id,round(c[1]/60,0) as nowlmQPS,round(c[2]/60,0) as pastlmQPS,
round(round(c[1]/60,0) /round(c[2]/60,0)*100-100,0) as 1in_ratio ,host
from

(SELECT
compare(t, 60) as c,host, user_id from

(SELECT
COUNT(*) as t,host,user_id from log GROUP by host, user_id ) GROUP by
host, user_id) where c[3] >1.1
and (c[1]>180 or c[2]>180

)
)t1
join

(select
user_id,host,Rate_2XX,Rate_3XX,Rate_4XX,Rate_5XX,countall/60 as
"aveQPS",status_2XX,status_3XX,status_4XX,status_5XX,countall from

(select
user_id,host,round(round(status_2XX*1.0000/countall,4)*100,2) as
Rate_2XX,round(round(status_3XX*1.0000/countall,4)*100,2) as Rate_3XX,
round (round (status_4XXx1.0000/countall,4)*100,2) as
Rate_4XX,round(round(status_5XX*1.0000/countall,4)*100,2) as
Rate_5XX,status_2XX,status_3XX,status_4XX,status_5XX,countall from

(select
user_id, host,count_if(status>=200 and status<300) as
status_2XX,count_if(status>=300 and status<400) as
status_3XX,count_if(status>=400 and status<500 and status<>444 and
status<>405 ) as status_4XX,count_if(status>=500 and status<600) as
status_5XX,COUNT(*) as countall from log group by host,user_-id)

) where countall>1
)t2

on tl.host=t2.host) order by in_ratio DESC



limit 5
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- k& $0.nowlmgps>50&& $0.in_ratio>300
- IR . 1R
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(W] :${FireTime}

[Uid] :${Results[0].RawResults[0] .user_id}

- W4 ${Results[0].RawResults[0].host}

- =i WAF

- WFELI5HERQPS: ${Results[0].RawResults[0].nowlmgps?}

- QPS5Ehg# : ${Results[0] .RawResults[0].in_ratiol}%

- MRS 2xx_Rate :${Results[0].RawResults[0].rate_2xx}%
- MR 3xx_rate :${Results[@].RawResults[0].Rate_3XX}%
- DY 4xx_rate :${Results[0].RawResults[0].Rate_4XX}%
- DpiRY S5xx_rate :${Results[0].RawResults[0].Rate_5XX}%
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SQLiBAIBH

user_id: 11111111110000 |select
tl.user_id,tl.nowlmQPS,tl.pastimQPS,de_ratio,tl.host,t2.Rate_2XX,
Rate_3XX,Rate_4XX,Rate_5XX,aveQPS

from (

(

SELECT

user_id,round(c[1]/60,0) as nowlmQPS,round(c[2]/60,0) as pastlmQPS,
round (100-round(c[1]/60,0) /round(c[2]/60,0)*100,2) as de_ratio,host
from

(SELECT compare(t, 60) as c,host, user_id from

(SELECT
COUNT(*) as t,host,user_id from log GROUP by host, user_id ) GROUP by
host, user_id ) where c[3] <0.9
and (c[1]>180 or c[2]>180

)
) tl
join
(select

user_id,host,Rate_2XX,Rate_3XX,Rate_4XX,Rate_5XX,countall/60 as
"aveQPS",status_2XX,status_3XX,status_4XX,status_5XX,countall from

(select
user_id,host,round(round(status_2XXx1.0000/countall,4)*100,2) as
Rate_2XX,round(round(status_3XX*1.0000/countall,4)*100,2) as

Rate_3XX,
round (round(status_4XXx1.0000/countall,4)*100,2) as
Rate_4XX,round(round(status_5XX*1.0000/countall,4)*1600,2) as

Rate_5XX,status_2XX,status_3XX,status_4XX,status_5XX,countall
from

(select

user_id, host,count_if(status>=200 and status<300) as
status_2XX,count_if(status>=300 and status<400) as status_3XX,count_if
(status>=400 and status<500 and status<>444
and status<>405 ) as status_4XX,count_if(status>=500 and
status<600) as status_5XX,COUNT(x) as countall from log group by host,
user_1id)

) where countall>1

)t2 on
tl.host=t2.host) order by de_ratio DESC limit 5
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(W] :${FireTime}

[Uid] :${Results[0].RawResults[0] .user_id}

4 : S{Results[0].RawResults[0].host}

e WAF Gigabh)

- B8 EYBIQPS: ${Results[0].RawResults[0].nowlmgps}

- QPS54 : ${Results[0] .RawResults[0] .de_ratiol}%

- MRS 2xx_rate :${Results[0].RawResults[0].rate_2xx}%
- Mg 3xx_rate :${Results[@].RawResults[0].Rate_3XX}%
- DpiRY 4xx_rate :${Results[0].RawResults[0].Rate_4XX}%
- DpiRY 5xx_rate :${Results[0].RawResults[0].Rate_5XX}%
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SQLiBAIBH

user_id:

11111111110000 |select user_id,host,count_if(block_action='antiscan')
as "PiAMmEER" , count_if(block_action="acl')

as "ACLEEER" ,count_if(aliwaf_action="block"')

as "WAFESERR" ,count_if(cc_action="'close') as

"CCEERR" ,count_if(block_action="acl' or



aliwaf_action="'block' or cc_action="close' or block_action='antiscan
') as

totalblock group by host,user_id having

("ACLEA R R" >=0 and "WAFEIERE" >=0 and "CCEEEIR'">=0

and totalblock>10) order by "ACLPE:EK®R" DESC limit 5

HESRBRCER ORI

- HWXE: BN Ph

- PR BBRE NS

- fREAME: $0.totalblock>=500&& ($0. ACLELERE>=500)
- RBRIR: 1%

- NRIRIRE: 556

- RREN

- [Wfm)] :${FireTime}

- [Uid] :${Results[0].RawResults[0] .user_id}

- B4 ${Results[0].RawResults[0].host}

= " hh: WAF

- BiES PP R S{Results[0] .RawResults[0] .totalblock}
- ACLE:ERE: ${Results[0].RawResults[0] .ACLELE T

- WAFE:R :${Results[0] .RawResults[0] . WAFF ik}

- CCEika:${Results[0] .RawResults[0].CCE:EkE1}

- PifafaEcaka : ${Results[0].RawResults[0] . Bk}

S5O HAWAFEEEREE
FIFAFR: NI I WAFE R O

TERETEIRWAF=E R

SQLiBAIBH

user_1id:1111111111000600

| select user_id,host,count_if(block_action="'antiscan') as "Piflfaf ik
B",count_if(block_action="acl')

as "ACLEEER" ,count_if(aliwaf_action="'block')

as "WAFESERR" ,count_if(cc_action='close') as

"CCEERR" ,count_if(block_action='acl' or

aliwaf_action="'block' or cc_action="close' or block_action='antiscan
') as

totalblock group by host,user_id having

("ACLEIERR" >=0 and "WAFEEEER" >=0 and "CCEERHR">=0

and totalblock>10) order by "WAFE:EIR" DESC limit 5

BESBRCERE CUBRAREHR)

- HWXE : BIBEE NS5

- R RSP

- % FAE: $0.totalblock>=5008&& ($0.WAF{:EkE>=500)



© SERIBE : 1R
- JRIERE: 558
- RIENE

(W] :${FireTime}

[Uid] :${Results[0].RawResults[0] .user_id}

B4 : S{Results[0] .RawResults[0] .host}

rFehh: WAF

BRSPS R : ${Results[0] .RawResults[0].totalblock}
ACLEEH AL : S{Results[0] .RawResults[0] . ACLE R}

WAFEEHE : ${Results[0] .RawResults[0] .WAFEEkH}

CCEfkat : S{Results[0] .RawResults[0] . CCEika T

Bihafiiat : S{Results[0] .RawResults[0] . PifafaF: ik a}

S5OMACCEBBREE
FIFRAFR: NI R CCEAERAG D

TEREEIRCCIZE R

ser_id host PEEEES ACLE=EE WAF=ES coiEEs

SQLiEEHR

user_1d:

11111111110000 |select user_id,host,count_if(block_action='antiscan')
as "PifimEEa" , count_if(block_action="acl')

as "ACLEHE®R",count_if(aliwaf_action="block')

as "WAFEEE®R" ,count_if(cc_action='close') as

"CCEEER" ,count_if(block_action="acl' or

aliwaf_action='block' or cc_action="'close' or block_action='antiscan
') as

totalblock group by host,user_id having

("ACLEARR" >=0 and "WAFEIERR" >=0 and "CCEEER">=0

and totalblock>10) order by "CCE#ERIE" DESC limit 5

WESBRCEEI O YniFE%R)

- WilgX W BIEEE NS5

- P @RS

- B %PE: $0.totalblock>=500&&($0 . CCR:EREL>=500)
- i AmEE : 1R

- JBHIERE: 5580

- RIEN%E

(W] :${FireTime}

[Uid] :${Results[0].RawResults[0] .user_id}

B4 : ${Results[0] .RawResults[0] .host}

re&h: WAF

BIES e S B ${Results[0] .RawResults[0].totalblock}
ACL gk Hr : ${Results[0] .RawResults[0] . ACLE:f i

WAFEEHE : ${Results[0] .RawResults[0] .WAFEE R



- CCP4E:${Results[0] .RawResults[0].CCP kT
- B R : S{Results[0] .RawResults[0] . P IHiiiakia

STTHRIE=BIEREE
FIRAPR: HINIIN PB4 e O

TERAR PRI SR

user_id host HEEEESE ACLERS WAFE=EE CCERE fotalblock

SQLiEAER

user_id:

11111111110000 |select user_id,host,count_if(block_action='antiscan')
as "BifimEEEs" , count_if(block_action="acl')

as "ACLEIER",count_if(aliwaf_action="block')

as "WAFESER®R" ,count_if(cc_action='close') as

"CCEERR" ,count_if(block_action="acl' or

aliwaf_action='block' or cc_action="'close' or block_action='antiscan
') as

totalblock group by host,user_id having

("ACLEAERR" >=0 and "WAFEIERE" >=0 and "CCEEER">=0

and totalblock>10) order by "Biffmfi#i" DESC Llimit 5

EESBECEEW O #R)

- FHXE: BIBEE N5

- B @BEE N5

- EZME: $0. totalblock>=500&&($0. Pifliifiiki>=500)
- fEHIEE . 1R

- AR S57rEh

- RIEWE

()] : S{FireTime}

[Uid] :${Results[0].RawResults[0] .user_id}

44 S{Results[0] .RawResults[0].host}

Folh: WAF (SR

BRSPS R B ${Results[0] .RawResults[0].totalblock}
ACLE kR : S{Results[0] .RawResults[0] . ACL{ R}

WAFE R : ${Results[0] .RawResults[0] . WAFE: kT

CCEAkat : S{Results[0] .RawResults[0] . CCE ka1

Pihafiskat : S{Results[0] .RawResults[0] . Pifdfafiak it}

BIPREREEME
PIFA PR : IR ) P S TP ol P



SQLiBAIBH

user_id:

11111111110000 |select user_id,real_client_ip,concat('ACLEi#kE: "', cast(
aclblock as

varchar(10)),' ', 'WAFfE&R: "', cast(wafblock as varchar(10)),'

', 'CCEEE AR ' ,cast(aclblock as varchar(10))) as
blockNum,totalblock,allRequest from (select user_id,real_client_iip,
count_if(block_action='acl')

as aclblock,count_if(aliwaf_action="block') as
wafblock,count_if(cc_action='close') as ccblock,count_if(block_action
='acl' or

aliwaf_action='block' or cc_action="close') as totalblock,COUNT(*) as
allRequest from log group by user_id,real_client_ip having totalblock>
1

order by totalblock DESC 1limit 5)

HESBRCER ORI

ZREF P S real_client_ip. blockNum GHACLEIERE. WAFRIRE. CCRARESEIR) .
totalblock (REERIERED . allRequest (SAIERED 7B, ] DURPE T ZE X ey Bt
BEE B

- HWXE: BEBEE 55

- W HRE NS5

- AR $0.totalblock >=500
- e AEE . 1R

- AR 55

- RIEN%E

(W] :${FireTime}

[Uid] :${Results[0].RawResults[0] .user_id}

72 5 WAF

SIS S B TP Bt Top3 - L
${Results[0].RawResults[0].real_client_ip} ($S{Results[O].
RawResults[0].blockNum})

- ${Results[0].RawResults[1l].real_client_ip} (${Results[0].
RawResults[1].blockNum})
-${Results[0].RawResults[2].real_client_ip} (${Results[0].
RawResults[2].blockNum})

BIPRTGHBHESTE
BEIFesP5: AR W) P A TPYGER A B0 5 %

HRRERRIPI TR BB EE

user_id real_client_ip totalblock domainnum



SQLiBAIBH

user_id:

11111111110000 and not

upstream_status:504 and not upstream_addr:- and request_time_msec <
5000 and

upstream_status:200 and not ua_browser:bot |SELECT user_id,host,
upstream_time,request_time,ssl_handshake,requestnum

from (select user_id,host,round(avg(upstream_response_time),2)*1000 as
upstream_time,round(avg(request_time_msec),2) as
request_time,round(avg(ssl_handshake_time)*x1000,2) as ssl_handshake,
COUNT (*) as

requestnum from log group by host,user_id) where requestnum>30 order

by
request_time DESC limit 5

HESBICEE OB hiE#R)

GEIEPHSreal_client_ip (BGHIP) . totalblock (RAEIEKIERED . domainnum
(AIPHIBRAED) FB, RS SR AN, ol amdls LR B, s,
totalblock>5008&& domainnum>5& R EIPLEN NI PR RIBEI500, FF HAGHBAAEL
g?SAO

- HWXE: BEEEE 5P

- Mg @R 15 Eh

- i AfE: $0.domainnum>=10
- B . 1R

- AN 55

- RIEN%

(W] :${FireTime}

[Uid] :${Results[0].RawResults[0] .user_id}

- F=hh: WAF

Yk IP:${Results[0] .RawResults[0].real_client_ip}
Vi a8 : ${Results[0] .RawResults[0] .domainnum}

BiES e vGhig R : ${Results[0] .RawResults[0].totalblock}
[PPSR S

573 $hFIIBIIEIE R
BN SodrT-RaEfsve

SHMTINEER

SQLi# B

user_1id:
11111111110000 and and not upstream_status:504 and not upstream_addr
:- and



request_time_msec < 5000 and upstream_status:200 and not ua_browser:

bot | SELECT

user_id,host,upstream_time,request_time,ssl_handshake,requestnum from
(select user_id,host,round(avg(upstream_response_time),2)*1000

as upstream_time,round(avg(request_time_msec),2) as

request_time,round(avg(ssl_handshake_time)*1000,2) as ssl_handshake,

COUNT (*) as

requestnum from log group by host,user_id) where requestnum>30 order

by
request_time DESC limit 5

HESBICERE OB 4iiE#)

- ElX R BEE NS

- B BBRE NS

- i #ME: $0.request_time>1000&& $0.requestnum>30
- R ERIBE : 2%

- JEHIRRE: 1059k

- RIENE

(W] :${FireTime}

[Uid] :${Results[0].RawResults[0] .user_id}
B4 : S{Results[0] .RawResults[0] .host}
Fiih: WAF GRS

[k 5541 : S{condition}

S pER L TOP3 (Z2FD) .
- Hostl:${Results[0].RawResults[0].host} Delay_time:${Results[0].

RawResults[0] .upstream_time}
- Host2:${Results[0].RawResults[1].host} Delay_time:${Results[0].
RawResults[1].upstream_time}
- Host3:${Results[0].RawResults[2].host} Delay_time:${Results[0].
RawResults[2] .upstream_time}

UDEEREXREREE

FIFA PR : UTDHERE i R

EMUDRE R

SQLi#EH

user_id: 11111111110000 |select
tl.user_id,tl.nowlmQPS,tl.pastlmQPS,de_ratio,t2.Rate_2XX,Rate_3XX,
Rate_4XX,Rate_5XX,aveQPS

from (

(

SELECT
user_id,round(c[1]/60,0) as nowlmQPS,round(c[2]/60,0) as pastlmQPS,
round (100-round(c[1]/60,0) /round(c[2]/60,0)*x100,2) as de_ratio from

(SELECT compare(t, 60) as c, user_id from



(SELECT
COUNT(*) as t,user_id from log GROUP by user_id ) GROUP by user_id )
where c[3] <0.9 and
(c[1]>180 or c[2]>180

)
)tl
join
(select

user_id,Rate_2XX,Rate_3XX,Rate_4XX,Rate_5XX,countall/60 as
"aveQPS",status_2XX,status_3XX,status_4XX,status_5XX,countall from

(select
user_id,round(round(status_2XXx1.0000/countall,4)*100,2) as
Rate_2XX,round(round(status_3XX*1.0000/countall,4)*100,2) as

Rate_3XX,
round (round(status_4XXx1.0000/countall,4)*100,2) as
Rate_4XX,round(round(status_5XX*1.0000/countall,4)*100,2) as

Rate_5XX,status_2XX,status_3XX,status_4XX,status_5XX,countall
from

(select

user_id,count_if(status>=200 and status<300) as
status_2XX,count_if(status>=300 and status<400) as status_3XX,count_if

(status>=400 and status<500 and status<>444
and status<>405 ) as status_4XX,count_if(status>=500 and
status<600) as status_5XX,COUNT(x) as countall from log group by
user_1id)

) where countall>0

)t2 on
tl.user_id=t2.user_id) order by de_ratio DESC limit 5

HRSPRCEEN OO YniE$)
- FXE: BRI 5P
- W BIBEE ML
- xSk $0.de_ratio>508&& $0.nowlmgps>20
- fiEanEE . 1R
- JEMIERE: 55rPh
- RIZEWZ
- [W)] :${FireTime}



L

Wil o e

4xx_rate

3.6 % A T IEtT

[UID] :${Results[0].RawResults[0] .user_id}
WAF
WXL EYQPS: ${Results[0].RawResults[0].nowlmgps}
[ % 5 (FEp43&QPS) ] : ${condition}
QPS5ER4% : ${Results[0] .RawResults[0] .de_ratiol}%
MMiEY 2xx_rate :${Results[0].RawResults[0].rate_2xx}%
MRS 3xx_rate :${Results[0].RawResults[0].Rate_3XX}%
:S{Results[0] .RawResults[0].Rate_4XX}%
MR 5xx_rate :${Results[0].RawResults[0].Rate_5XX}%
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SRMEIER,

200 and
block_actio

Bm AL

n:antifraud

BRI L B i)
ssl_handshg KETTiRS$ B R

B, &S WAFR

SSLiEFHTm
status:302 | NDUBBJSHIRIRZS | BIAdLl, WRCES | . qigussysemii, s
and 1%, 302FRRBRIN | %~10%0)%5 ZEE kL REZFCCHKE, HIRsS:
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and 2B BRSSO | . s aemammmssg, W
block_actiop:tmd %,

REFISXxXIREN., 4xxikE
3.

WA G LR, Qs
w, BBARAIREA RIS, I
BRABATEATHIN




WisRb RS SUMRER | R REBIEEY
status:404 | %% SRS ROV P 2 R L,
% - R, WIRTRE LS
Y 3 i 5% S R,
CURME L, WA
M55 B 25 I SR A 75 45 X
PR,
status:405 | BiWeb S FHBid sl I 2 H SRR ),
SR Vi ) R RN, B E R R
B PERLR.
status:444 | PEWAF CCH =& U C UGBS, R
i REZHCCHGT, HiRsh
W OB B SO,
MR, TR AP
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R 855 PP 785 M 55
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status:499 | &P umtifR, k5

AR IR MR, Ed
R B B RFEE
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B, IRS5umiBmg %
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status:500

(Internal Server
Error) RSP
B, JCEseRIG R

status:502

(Bad Gateway) #i
BRMR, MRS58 FERM
W OCERARRE, M\ L3R
S5, —
i I R VA T T
72, I PREER A Vi
LR RS R S 200
S FCIi

status:503

(Service
Unavailable) 554
A, WL
i, M55 e HRiLk
£

- KETRR G R, LR
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© AFEBGERF IR BT
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PEIEF DL
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VAR BEVEIR AR, BRSNS
IRO

- RS Y WAF N
PRIPRIIG R,

VR AR 5




et =100 FRbR S /2 R R HIERE AbPREE L

status:504 | (Gateway Timeout AfRERRIAN R
) VXM, Wissdd MRS, B,
FIPR AR, fH)2 o ks

. - P EF R B areset,
£ B2k D L i 55 s R ——
SR POBRAIE).
3.7 £ ASQLIEA)

A4t v M Web LB K55 H 235 55 & /50 BB i b i 20 SQL A i A1)

{5 F Web BB K3 H 855 A2 25 ¥ / 0 it B R PR bR e G BU R %S, Rl BARAGE G T
fivbs, HEXMPMSQLIT, XTI EZER, WS W lkbskio
* request_time_msec

* upstream response_time

+ sd_handshake time

+ 200

+ status: 302 and block _action:tmd/status: 200 and block _action:tmd

+ 200 and block_action:‘antifraud’

* status: 404

+ status:405 and aliwaf_action="block'

+ status:405 and aliwaf_action="acl'

* status:444

+ status:499

+ status:500

+ status:502

+ status:503

+ status:504

request_time_msec
TAbRRE S s 2 P i R BB ISR T SR FEI,

*x |SELECT user_id,host,round(round(request_time_cntx1.0000/countall,4
)*x100,2)

as percent FROM (select user_id,host,count_if(request_time_msec>500)
AS request_time_cnt ,COUNT(*x) as countall from log group by user_id,
host)



group by user_id,host,percent

upstream_response_time

TRRVRESC s TR MG, PR IR LA A LB )

* |SELECT
user_id,host,round(round(upstream_response_time_cnt*x1.0000/countall,4
)*100,2)

as percent FROM (select
user_id,host,count_if(upstream_response_time>500) AS
upstream_response_time_cnt ,COUNT(*) as countall from log group by
user_id,host) group by user_id,host,percent

ssl_handshake_time

200

fERRE S HTTPSHRGHRIY, %)% 5 WAFSSLiE -0l

* | SELECT
user_id,host,round(round(ssl_handshake_time_cnt*1.0000/countall,4)*100
,2) as

percent FROM (select user_id,host,count_if(ssl_handshake_time>10) AS
ssl_handshake_time_cnt ,COUNT(x) as countall from log group by
user_id,host) group by user_id,host,percent

TR SL s M55 A8 CORIE PRI R, 18I 1 i RIBHR,

*x |select user_id,host as "B§4",Rate_200 as

"200kLf" ,Rate_302 as "302FLH",Rate_404 as "404FtH",Rate_405

as "405kkf" ,Rate_444 as "444FLH" ,Rate_499 as "499Ftf" ,Rate_500

as "S00KLH" ,Rate_502 as "S502kH" ,Rate_503 as "S503FtH",Rate_504

as "504k#" ,countall/60 as
"aveQPS",status_200,status_302,status_404,status_405,status_444,
status_499,status_500,status_502,status_503,status_504,countall
from(SELECT user_id,host,round(round(status_200x1.0000/countall,4)*100
,2) as

Rate_200,round(round(status_302%1.0000/countall,4)*100,2) as Rate_302,
round (round

(status_404%x1.0000/countall,4)*100,2) as
Rate_404,round(round

(status_405%x1.0000/countall,4)*100,2) as
Rate_405, round(round

(status_405%x1.0000/countall,4)*100,2) as
Rate_444,round(round

(status_405%1.0000/countall,4)*100,2)

as Rate_499,round(round(status_500x1.0000/countall,4)*100,2) as
Rate_500, round(round(status_502%1.0000/countall,4)*100,2) as Rate_502,
round (round(status_503x1.0000/countall,4)*100,2)

as Rate_503,round(round(status_504x1.0000/countall,4)*100,2) as
Rate_504,status_200,status_302,status_404,status_405,status_444,
status_499,status_500,status_502,status_503,status_504,countall

from (select user_id,host,count_if(status=200) as
status_200,count_if(status=302) as status_302,count_if(status=404) as
status_404,count_if(status=405) as status_405,count_if(status=444) as



status_444,count_if(status=499) as status_499,count_if(status=500) as
status_500,count_if(status=502)

as status_502,count_if(status=503) as status_503,count_if(status=504)
as

status_504,COUNT(*) as countall from log group by user_id,host))
where countall>120 order by Rate_200 DESC T1limit 5

status:302 and block_action:tmd/status:200 and block_action:tmd
RS ANDURE)SHE RN (302FRBRINRNE, 200823 TRIE)

*x |select user_id,host as "B§4",Rate_200 as

"200kLM" ,Rate_302 as "302LLH",Rate_404 as "404FtH",Rate_405

as "405kkH" ,Rate_444 as "444FLH|" ,Rate_499 as "499kf" ,Rate_500

as "S00KkH" ,Rate_502 as "S502FkH" ,Rate_503 as "S503FLH",Rate_504

as "504kk#H" ,countall/60 as
"aveQPS",status_200,status_302,status_404,status_405,status_444,
status_499,status_500,status_502,status_503,status_504,countall
from(SELECT user_id,host,round(round(status_200x1.0000/countall,4)*100
,2) as

Rate_200,round(round(status_302%1.0000/countall,4)*100,2) as Rate_302,
round (round

(status_404%x1.0000/countall,4)*100,2) as
Rate_404,round(round

(status_405%1.0000/countall,4)*100,2) as
Rate_405, round(round

(status_405x1.0000/countall,4)*100,2) as Rate_444,round(round

(status_405%x1.0000/countall,4)*100,2) as
Rate_499,round(round(status_500%1.0000/countall,4)*100,2) as
Rate_500,round(round(status_502%1.0000/countall,4)*100,2) as
Rate_502,round(round(status_503%1.0000/countall,4)*100,2) as Rate_503,
round (round(status_504x1.0000/countall,4)*100,2)

as

Rate_504,status_200,status_302,status_404,status_405,status_444,
status_499,status_500,status_502,status_503,status_504,countall

from (select user_id,host,count_if(status=200 and

block_action:tmd

) as status_200,count_if(status=302 and

block_action:tmd

) as

status_302,count_if(status=404) as status_404,count_if(status=405) as
status_405,count_if(status=444) as status_444,count_if(status=499) as
status_499,count_if(status=500) as status_500,count_if(status=502) as
status_502,count_if(status=503) as status_503,count_if(status=504) as

status_504,COUNT(*) as countall from log group by user_id,host))
where countall>120 order by Rate_200 DESC T1limit 5

200 and block_action: ‘antifraud’
b S B

*x |select user_id,host as "B§4",Rate_200 as
"200kLp" ,Rate_302 as "302FLHI",Rate_404 as "404FtH",Rate_405



as "405kki" ,Rate_444 as "444 k" ,Rate_499 as "499FLH" ,Rate_500

as "S500kkH" ,Rate_502 as "S502FtHi" ,Rate_503 as "503}tH" ,Rate_504

as "504k#" ,countall/60 as
"aveQPS",status_200,status_302,status_404,status_405,status_444,
status_499,status_500,status_502,status_503,status_504,countall
from(SELECT user_id,host,round(round(status_200x1.0000/countall,4)*100
,2) as

Rate_200,round(round(status_302%1.0000/countall,4)*100,2) as Rate_302
, round(round

(status_404%x1.0000/countall,4)*100,2) as
Rate_404,round(round

(status_405%1.0000/countall,4)*100,2) as
Rate_405, round(round

(status_405%1.0000/countall,4)*100,2) as
Rate_444,round(round

(status_405%1.0000/countall,4)*100,2)

as Rate_499,round(round(status_500x1.0000/countall,4)*100,2) as
Rate_500,round(round(status_502%1.0000/countall,4)*100,2) as
Rate_502,round(round(status_503%1.0000/countall,4)*100,2) as
Rate_503,round(round(status_504%1.0000/countall,4)*1600,2) as
Rate_504,status_200,status_302,status_404,status_405,status_444,
status_499,status_500,status_502,status_503,status_504,countall

from (select user_id,host,count_if(status=200 and block_action:*
antifraud’) as

status_200,count_if(status=302) as status_302,count_if(status=404) as
status_404,count_if(status=405) as status_405,count_if(status=444) as
status_444,count_if(status=499) as status_499,count_if(status=500) as
status_500,count_if(status=502) as status_502,count_if(status=503) as
status_503,count_if(status=504) as status_504,COUNT(*) as countall
from

log group by user_id,host)) where countall>120 order by Rate_200
DESC 1limit 5

status:404
FEbRE S IS5 R ERAS BT R B

x| select user_id,host as "J4",Rate_200 as

"200FkLH" ,Rate_302 as "302kf" ,Rate_404 as "404FLi" ,Rate_405

as "405kkf" ,Rate_500 as "S00LLH|" ,Rate_502 as "502FtH" ,Rate_503

as "S503kk{" ,Rate_504 as "S504FLH",countall/60 as
"aveQPS",status_200,status_302,status_404,status_405,status_500,
status_502,status_503,status_504,countall

from(SELECT user_id,host,round(round(status_200x1.0000/countall,4)*100
,2) as

Rate_200,round(round(status_302%1.0000/countall,4)*100,2) as Rate_302,
round (round

(status_404%x1.0000/countall,4)*100,2) as
Rate_404,round(round

(status_405x1.0000/countall,4)*100,2)

as Rate_405,round(round(status_500x1.0000/countall,4)*100,2) as
Rate_500,round(round(status_502%1.0000/countall,4)*100,2) as
Rate_502,round(round(status_503%1.0000/countall,4)*100,2) as
Rate_503,round(round(status_504%1.0000/countall,4)*100,2) as
Rate_504,status_200,status_302,status_404,status_405,status_500,
status_502,status_503,status_504,countall



from (select user_id,host,count_if(status=200) as
status_200,count_if(status=302) as status_302,count_if(status=404) as
status_404,count_if(status=405) as status_405,count_if(status=499) as
status_499,count_if(status=500) as status_500,count_if(status=502) as
status_502,count_if(status=503) as status_503,count_if(status=504) as
status_504,COUNT(*) as countall from log group by user_id,host))
where countall>120 order by Rate_404 DESC 1limit 5

status:405 and aliwaf_action='block'

FbRE S . B Web B Bijdr BRI

*x |select user_id,host as "M4",Rate_200 as

"200FkLH" ,Rate_302 as "302kkf" ,Rate_404 as "404FLi" ,Rate_405

as "405kkf" ,Rate_444 as "444 k" ,Rate_499 as "499FLH" ,Rate_500

as "S500kH" ,Rate_502 as "S502Fti" ,Rate_503 as "503}tH" ,Rate_504

as "504kH" ,countall/60 as "aveQPS",status_200,status_302,status_404
,Status_405,status_444,status_499,status_500,status_502,status_503,
status_504,countall

from(SELECT user_id,host,round(round(status_200x1.0000/countall,4)*100
,2) as

Rate_200,round(round(status_302%1.0000/countall,4)*100,2) as Rate_302,
round (round

(status_404%x1.0000/countall,4)*100,2) as
Rate_404,round(round

(status_405*%1.0000/countall,4)*100,2) as
Rate_405, round(round

(status_405%1.0000/countall,4)*100,2) as
Rate_444,round(round

(status_405%1.0000/countall,4)*100,2)

as Rate_499,round(round(status_500x1.0000/countall,4)*100,2) as
Rate_500,round(round(status_502%1.0000/countall,4)*100,2) as
Rate_502,round(round(status_503%1.0000/countall,4)*100,2) as
Rate_503,round(round(status_504%1.0000/countall,4)*100,2) as Rate_504
,Status_200,status_302,status_404,status_405,status_444,status_499,
status_500,status_502,status_503,status_504,countall

from (select user_id,host,count_if(status=200) as
status_200,count_if(status=302) as status_302,count_if(status=404) as
status_404,count_if(status=405 and aliwaf_action='block' ) as
status_405,count_if(status=444) as status_444,count_if(status=499) as
status_499,count_if(status=500) as status_500,count_if(status=502) as
status_502,count_if(status=503) as status_503,count_if(status=504) as
status_504,COUNT (*)

as countall from log group by user_id,host)) where countall>120 order
by Rate_405 DESC T1limit 5

status:405 and aliwaf_action='acl'
bR S B UV Tl R R

user_id: 1111111111111 |select user_id,host as "4 ",Rate_200 as
"200 LM ,Rate_302 as "302LLH",Rate_404 as "404FtH",Rate_405

as "405kki" ,Rate_444 as "444LL" ,Rate_499 as "499FLH" ,Rate_500
as "S500LkH" ,Rate_502 as "S502FtH" ,Rate_503 as "503}tpH" ,Rate_504
as "504kk#" ,countall/60 as
"aveQPS",status_200,status_302,status_404,status_405,status_444,
status_499,status_500,status_502,status_503,status_504,countall



from(SELECT user_id,host,round(round(status_200x1.0000/countall,4)*100
2) as

b

Rate_200,round(round(status_302%1.0000/countall,4)*100,2) as Rate_302,
round (round

(status_404%x1.0000/countall,4)*100,2) as Rate_404,round(round

(status_405*%1.0000/countall,4)*100,2) as
Rate_405, round(round

(status_405%x1.0000/countall,4)*100,2) as
Rate_444,round(round

(status_405%1.0000/countall,4)*100,2)

as Rate_499,round(round(status_500x1.0000/countall,4)*100,2) as
Rate_500,round(round(status_502%x1.0000/countall,4)*100,2)

as Rate_502,round(round(status_503x1.0000/countall,4)*100,2) as
Rate_503,round(round(status_504%1.0000/countall,4)*100,2) as
Rate_504,status_200,status_302,status_404,status_405,status_444,
status_499,status_500,status_502,status_503,status_504,countall

from (select user_id,host,count_if(status=200) as
status_200,count_if(status=302) as status_302,count_if(status=404) as
status_404,count_if(status=405 and aliwaf_action='acl') as
status_405,count_if(status=444) as status_444,count_if(status=499) as
status_499,count_if(status=500) as status_500,count_if(status=502) as
status_502,count_if(status=503) as status_503,count_if(status=504) as
status_504,COUNT(*) as countall from log group by user_id,host))
where

countall>120 order by Rate_405 DESC 1limit 5

status:444
FPRRE S . BEWAF CCHE SUBMIEEEE,

*x |select user_id,host as "B§4",Rate_200 as

"200 LM ,Rate_302 as "302FLHI",Rate_404 as "404FtH",Rate_405

as "405kki" ,Rate_444 as "444 k" ,Rate_499 as "499FLH" ,Rate_500

as "S500kkH" ,Rate_502 as "S502FtH" ,Rate_503 as "503}tH" ,Rate_504

as "S504kk#" ,countall/60 as
"aveQPS",status_200,status_302,status_404,status_405,status_444,
status_499,status_500,status_502,status_503,status_504,countall
from(SELECT user_id,host,round(round(status_200x1.0000/countall,4)*100
,2) as

Rate_200,round(round(status_302%1.0000/countall,4)*100,2) as Rate_302,
round (round

(status_404%x1.0000/countall,4)*100,2) as
Rate_404,round(round

(status_405%1.0000/countall,4)*100,2) as
Rate_405, round(round

(status_405%1.0000/countall,4)*100,2) as Rate_444,round(round

(status_405x1.0000/countall,4)*100,2)

as Rate_499,round(round(status_500x1.0000/countall,4)*100,2) as
Rate_500,round(round(status_502*1.0000/countall,4)*100,2) as
Rate_502,round(round(status_503%1.0000/countall,4)*100,2) as Rate_503,
round (round(status_504x1.0000/countall,4)*100,2)

as

Rate_504,status_200,status_302,status_404,status_405,status_444,
status_499,status_500,status_502,status_503,status_504,countall



from (select user_id,host,count_if(status=200) as status_200,count_1if(
status=302)

as status_302,count_if(status=404) as status_404,count_if(status=405)
as

status_405,count_if(status=444) as status_444,count_if(status=499) as
status_499,count_if(status=500) as status_500,count_if(status=502) as
status_502,count_if(status=503) as status_503,count_if(status=504) as
status_504,COUNT(*) as countall from log group by user_id,host))
where countall>120 order by Rate_444 DESC limit 5

status:499

TRRRESL: iR, IRSSURAIBIIREE, G, %o shWieE, MRSSRIB ML % sk

S,

*x |select user_id,host as "4 ",Rate_200 as

"200kLH" ,Rate_302 as "302FLHI",Rate_404 as "404FtH",Rate_405

as "405kki" ,Rate_444 as "444FL" ,Rate_499 as "499FLH" ,Rate_500

as "S500kH" ,Rate_502 as "S502Fti" ,Rate_503 as "503}tH" ,Rate_504

as "S504k#" ,countall/60 as
"aveQPS",status_200,status_302,status_404,status_405,status_444,
status_499,status_500,status_502,status_503,status_504,countall
from(SELECT user_id,host,round(round(status_200x1.0000/countall,4)*100
,2) as

Rate_200,round(round(status_302*1.0000/countall,4)*100,2) as Rate_302,
round (round

(status_404%x1.0000/countall,4)*100,2) as
Rate_404,round(round

(status_405%1.0000/countall,4)*100,2) as
Rate_405, round(round

(status_405%1.0000/countall,4)*100,2) as
Rate_444,round(round

(status_405%1.0000/countall,4)*100,2)

as Rate_499,round(round(status_500x1.0000/countall,4)*100,2) as
Rate_500,round(round(status_502%x1.0000/countall,4)*1600,2) as
Rate_502,round(round(status_503%1.0000/countall,4)*100,2) as
Rate_503,round(round(status_504%1.0000/countall,4)*1600,2) as
Rate_504,status_200,status_302,status_404,status_405,status_444,
status_499,status_500,status_502,status_503,status_504,countall

from (select user_id,host,count_if(status=200) as
status_200,count_if(status=302) as status_302,count_if(status=404) as
status_404,count_if(status=405) as status_405,count_if(status=444) as
status_444,count_if(status=499) as status_499,count_if(status=500) as
status_500,count_if(status=502) as status_502,count_if(status=503) as
status_503,count_if(status=504) as status_504,COUNT(*) as countall
from

log group by user_id,host)) where countall>120 order by Rate_499
DESC 1limit 5

status:500
{5 :  (Internal Server Error) NRS58SPHHRHIR, JoiEsemiin R,

*x |select user_id,host as "B§4",Rate_200 as
"200kLH" ,Rate_302 as "302FLH",Rate_404 as "404FtH",Rate_405
as "405kkf" ,Rate_444 as "444FLH" ,Rate_499 as "499kkf" ,Rate_500



as "S00KLH" ,Rate_502 as "S502FkH" ,Rate_503 as "S503FLH",Rate_504

as "504kH" ,countall/60 as
"aveQPS",status_200,status_302,status_404,status_405,status_444,
status_499,status_500,status_502,status_503,status_504,countall
from(SELECT user_id,host,round(round(status_200x1.0000/countall,4)*100
,2) as

Rate_200,round(round(status_302%1.0000/countall,4)*100,2) as Rate_302,
round (round

(status_404%x1.0000/countall,4)*100,2) as Rate_404,round(round

(status_405%x1.0000/countall,4)*100,2) as
Rate_405, round(round

(status_405%x1.0000/countall,4)*100,2) as
Rate_444,round(round

(status_405%1.0000/countall,4)*100,2)

as Rate_499,round(round(status_500x1.0000/countall,4)*100,2) as
Rate_500,round(round(status_502%1.0000/countall,4)*100,2) as
Rate_502,round(round(status_503*1.0000/countall,4)*1600,2) as
Rate_503,round(round(status_504*1.0000/countall,4)*100,2) as
Rate_504,status_200,status_302,status_404,status_405,status_444,
status_499,status_500,status_502,status_503,status_504,countall

from (select user_id,host,count_if(status=200) as
status_200,count_if(status=302) as status_302,count_if(status=404) as
status_404,count_if(status=405) as status_405,count_if(status=444) as
status_444,count_if(status=499) as status_499,count_if(status=500) as
status_500,count_if(status=502) as status_502,count_if(status=503) as
status_503,count_if(status=504) as status_504,COUNT(*) as countall
from

log group by user_id,host)) where countall>120 order by Rate_500
DESC T1limit 5

status:502

bR :  (Bad Gateway) HHRPIR, NMRS5aEMMIOCERICEE, M\ L3NG S5 SRS pL,
— R RIS R 2, IIRRE R A T B D R S B TCmA

*x |select user_id,host as "4 ",Rate_200 as

"200kLH" ,Rate_302 as "302FLHI",Rate_404 as "404FLH",Rate_405

as "405kkf" ,Rate_444 as "444LL" ,Rate_499 as "499FLH" ,Rate_500

as "S500kkH" ,Rate_502 as "S502Ft" ,Rate_503 as "503}tH" ,Rate_504

as "S504kH" ,countall/60 as
"aveQPS",status_200,status_302,status_404,status_405,status_444,
status_499,status_500,status_502,status_503,status_504,countall
from(SELECT user_id,host,round(round(status_200x1.0000/countall,4)*100
,2) as

Rate_200,round(round(status_302*1.0000/countall,4)*100,2) as Rate_302,
round (round

(status_404%x1.0000/countall,4)*100,2) as
Rate_404,round(round

(status_405%1.0000/countall,4)*100,2) as
Rate_405, round(round

(status_405%1.0000/countall,4)*100,2) as
Rate_444,round(round

(status_405%1.0000/countall,4)*100,2)
as Rate_499,round(round(status_500x1.0000/countall,4)*100,2) as



Rate_500,round(round(status_502%1.0000/countall,4)*100,2) as Rate_502,
round (round(status_503x1.0000/countall,4)*100,2)

as Rate_503,round(round(status_504x1.0000/countall,4)*100,2) as
Rate_504,status_200,status_302,status_404,status_405,status_444,
status_499,status_500,status_502,status_503,status_504,countall

from (select user_id,host,count_if(status=200) as
status_200,count_if(status=302) as status_302,count_if(status=404) as
status_404,count_if(status=405) as status_405,count_if(status=444) as
status_444,count_if(status=499) as status_499,count_if(status=500) as
status_500,count_if(status=502)

as status_502,count_if(status=503) as status_503,count_if(status=504)
as

status_504,COUNT(*) as countall from log group by user_id,host))
where countall>120 order by Rate_502 DESC Tlimit 5

status:503
bR :  (Service Unavailable) WR55AWA, W1 EEEEHIEED, 5555 HBGCIEMA.

*x |select user_id,host as "B§4",Rate_200 as

"200kLM" ,Rate_302 as "302LLH",Rate_404 as "404FtH",Rate_405

as "405kkf" ,Rate_444 as "444FLH|" ,Rate_499 as "499kf" ,Rate_500

as "S00KLH" ,Rate_502 as "S502FkH" ,Rate_503 as "S503FLH",Rate_504

as "504kkfH" ,countall/60 as
"aveQPS",status_200,status_302,status_404,status_405,status_444,
status_499,status_500,status_502,status_503,status_504,countall
from(SELECT user_id,host,round(round(status_200x1.0000/countall,4)*100
,2) as

Rate_200,round(round(status_302%1.0000/countall,4)*100,2) as Rate_302,
round (round

(status_404%x1.0000/countall,4)*100,2) as
Rate_404,round(round

(status_405%1.0000/countall,4)*100,2) as
Rate_405, round(round

(status_405*%1.0000/countall,4)*100,2) as
Rate_444,round(round

(status_405%1.0000/countall,4)*100,2)

as Rate_499,round(round(status_500x1.0000/countall,4)*100,2) as
Rate_500,round(round(status_502%1.0000/countall,4)*100,2) as
Rate_502,round(round(status_503%1.0000/countall,4)*100,2) as
Rate_503,round(round(status_504%1.0000/countall,4)*100,2) as
Rate_504,status_200,status_302,status_404,status_405,status_444,
status_499,status_500,status_502,status_503,status_504,countall

from (select user_id,host,count_if(status=200) as
status_200,count_if(status=302) as status_302,count_if(status=404) as
status_404,count_if(status=405)

as status_405,count_if(status=444) as status_444,count_if(status=499)
as

status_499,count_if(status=500) as status_500,count_if(status=502) as
status_502,count_if(status=503) as status_503,count_if(status=504) as
status_504,COUNT (*)

as countall from log group by user_id,host)) where countall>120 order



by Rate_503 DESC T1limit 5

status:504

bR :  (Gateway Timeout) PIGEHS, MRS RMMICERACPE, fHIEBEAT B E AN L3NG 55
el R

*x |select user_id,host as "4 ",Rate_200 as

"200kLH" ,Rate_302 as "302FLHI",Rate_404 as "404FLH",Rate_405

as "405kkf" ,Rate_444 as "444FL" ,Rate_499 as "499FLH" ,Rate_500

as "S500kHI" ,Rate_502 as "S502Ft" ,Rate_503 as "503}tH" ,Rate_504

as "S504kH" ,countall/60 as
"aveQPS",status_200,status_302,status_404,status_405,status_444,
status_499,status_500,status_502,status_503,status_504,countall
from(SELECT user_id,host,round(round(status_200x1.0000/countall,4)*100
,2) as

Rate_200,round(round(status_302*1.0000/countall,4)*100,2) as Rate_302,
round (round

(status_404%x1.0000/countall,4)*100,2) as
Rate_404,round(round

(status_405%1.0000/countall,4)*100,2) as
Rate_405, round(round

(status_405%1.0000/countall,4)*100,2) as
Rate_444,round(round

(status_405%x1.0000/countall,4)*100,2)

as Rate_499,round(round(status_500x1.0000/countall,4)*100,2) as
Rate_500,round(round(status_502%x1.0000/countall,4)*1600,2) as
Rate_502,round(round(status_503%1.0000/countall,4)*100,2) as
Rate_503,round(round(status_504%1.0000/countall,4)*1600,2) as
Rate_504,status_200,status_302,status_404,status_405,status_444,
status_499,status_500,status_502,status_503,status_504,countall

from (select user_id,host,count_if(status=200) as
status_200,count_if(status=302) as status_302,count_if(status=404) as
status_404,count_if(status=405) as status_405,count_if(status=444) as
status_444,count_if(status=499) as status_499,count_if(status=500) as
status_500,count_if(status=502) as status_502,count_if(status=503) as
status_503,count_if(status=504) as status_504,COUNT(*) as countall
from

log group by user_id,host)) where countall>120 order by Rate_504 DESC

limit 5
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RLrpig—#&X-Forwarded-Foridst, M FidatH P EsIP, Hidstk= hX-Forwarded
-For: i IP, WURIIMEED ZARBRS5 8, WX-Forwarded-For¥s RAiZigXid st E
LIPS PRI 851P: X—Forwarded-For : J{IP, fRPRIRSSSS1-1P, fUPHIRSSN2-
IP, fRAIRSSAE3-IP, .o

R, Wy WebRFINRSS 35 w) L X-Forwarded-For¥) 75 03K I i ) EL9IP,  BL R lEl
MNginx, IIS 6. IIS 7. ApachefITomcatfii55#5, &M X-Forwarded-Forfit & /i %,

HE:
IR R, 552X ARS8 0y, RARECSHRIB A DRI Web NI NR 55 2 hc B X AF 2507

NginxBo & 75 %
1. Bl EZhttp_realip_moduleBilk
FIB R B, Nginxflifihttp_realip_modulefiHoRIKIELIIP,

oL@ IET# nginx -V | grep http_realip_modulefZ&AA A CEEIZB, W
ARLH, WTEEPmFENginxIRS5 I %EE,

Bl
—BEEM R, WuEN R m R Nginx RS , BRIANS kIR,

SFPURAE, Z¥http_realip_modulef$ik,

wget http://nginx.org/download/nginx-1.12.2.tar.gz

tar zxvf nginx-1.12.2.tar.gz

cd nginx-1.12.2

./configure --user=www --group=www --prefix=/alidata/server/nginx --
with-http_stub_status_module --without-http-cache --with-http_ssl_m
odule --with-http_realip_module

make

make install

kill -USR2 ‘cat /alidata/server/nginx/logs/nginx.pid’



kill -QUIT “cat /alidata/server/nginx/logs/ nginx.pid.oldbin’

2. BHNginx X Mserver it &

I default. conflitE Xk, fElocation / {}"HEIMBAFH%:

3

i
W, ip_rangel, 2, ..., x $iWAFRJBIJRIPHENE, %572 55 ME,

set_real_ip_from ip_rangel;
set_real_ip_from ip_range2;

set_real_ip_from ip_rangex;
real_ip_header X-Forwarded-For;

3. B HA IS H43X log_format

log_format—fEnginx. confEEE P httpAt & 5. fElog_formatH, HWhx-
forwarded-forBt, BERremote-address B, W log_formatiBE MLl FIN%E:

log_format main 'Shttp_x_forwarded_for - $remote_user [$time_local

]

"Srequest" ' '$status S$body_bytes_sent "Shttp_referer" ' '"s

http_user_agent" ';

A E#RIERG, $iTnginx -s reloadi @ HENginxis5. BLEERUG, Nignx/hssaaiin]
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edFor.dll
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AnonymousAuthenticati onodule Hwindir¥\System32inetsrvianthanon. 11 z BNZRaD
AnonymousIdentification System. Web. Securi ty. AnonymousTdenti £i catiorModule 3
BasicAuthenticationModule Hwindir¥\System3Zhinetsrviauthbas, dl1 I
CertificatelappingAuthenticationMo. .. #¥windir$\System32\inetsrviautheert. d11 z
CgiModule Wwindir®\System32hinetsrvleogi. dl1 z
ConfigurationValidationfodule Hwindir$iSystem32\inetsrvivalidefe d11 z_|
CustomErrorModule Hwindir$iSystem32hinetsrvicusterr. d11 i
CustomLoggingiodule ¥windir¥iSystem32iinetsrvilogeust. d11 Z
Defaul tAuthentication System. Web. Security. DefaulthuthenticationModule 3
Defaul tDocumentModule Hwindir¥iSyztem3Ziinetsrvidefdoc. d1l z
DigestiuthenticationModule Hwindir®\System3Zhinetsrviauthmds, d11 I
DirectoryListingiodule Hwindir$iSystem32hinetsrvidirlist, dl1 z
DymamicCompressi onModul e Hwindir¥iSystem32hinetsrvicompdyn, dll Z
FailedRequestsTracinglodule ¥windir¥iSystem32iinetsrviiisfreb. dl1 z
FastCgiModule Hwindir¥\System32hinetsrviiisfegl. d11 i
Filehuthorization System Web. Security FilehuthorizationModule Eid
1] | v



https://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/cn/slb/0.0.121/assets/x_forwarded_for.rar

4. fERCEADUBIYON IERED, adiiim, il PRI DLL L
- R x_forwarded_for_x86

- 4#: x_forwarded_for_x86
- M8 C:\x_forwarded_for\x86\F5XFFHttpModule.dll
- {EHE x_forwarded_for_x64

- %4#: x_forwarded_for_x64
- Bf8: C:\x_forwarded_for\x64\F5XFFHttpModule.dll

FMAHESR K4 E3
E=t )R

Ix_forwa.rde d_for x86

i1z @):
|C: \x_forwarded_for'\x86'\FSXFFHttpModule. d11 .. I

wE | mA |

AL 2| x

B Q) :
Ix_forwa:r ded_for_xb64

HiE @):
IC: \x_forwarded_for \xB4\FSXFFHttpModule. d11 - I




5. EMseG, AEF MBI (x_forwarded_for_x86 fll x_forwarded_for_x64) Jfif
e,

REXHER 21X
EFE—EEN B BANSERHRIR:

[] UriCacheModule EME. ..
[ FileCacheModule

[] TokenCacheModule RiE®). ..
[7] RequestMoni torModule

[ ManagedEngine64 B Q)

"] ManagedEngine
™) :_forwarded_for_x86

_forwarded_for_ xB4

6. fEAPI MICGIBEI, Z3EmeEFMHIDLL, FR¥HRRGIOR fe i,
-“;]'. ISAPI #0 CGI FR&! )

FERILTIEEERILITE Heb ARSSE8 LIZTTRY ISAPT A0 C6T 7R
SHANRE: TOHTHE =

LIE %) Lozis 7 [
I LT C:lx_forwarded for\x8E\FSXFFHttpModule. d11 |
%64 in C:'x_forwarded_for \x64\FSYFFHttpModule. d11 |
W=ohAy G TNindirusystemitinetsruiwebaay. all
ASP.NET +2.0.50727 F ¥windir®\Microsoft. NET\Frameworkf4'\we. 0. SOTET \aspnet_isapi. dll
ASF. NET »2.0.50727 I ¥windir¥\Microsoft, NET\Framework\v2, 0. 50727 \aspnet_isapi.dll
Active Server Pages Fines ¥windir$isystem32\inetsrviasp. dll

7. HRTISHRSS &Y, SFAFRCEERL.
ApachefREH R
Windows{E R 5

feApache 2.4 5 PA FiRAR @b 2 Hifremoteip_modulefigi L
i (mod_remoteip.so) , #EnfRjdid i%EBHYGRY; ) # H I TPHBAL,




1. fEApachelfjextrafit 8 k¥ (conf/extra/) W, Hidthttpd-remoteip.conflit ¥ fk,

BEm:
DY Hiisethttpd.conflid B SCPRRRREL,  ERIERIES: B S 80855 5, @idsl
Aremoteip.confiit B PRI XUMBH AL E,
2. {fehttpd-remoteip.confAt & SCFFHy, FRMELT Vi l5 HIPRIZEHRN,

#M#Emod_remoteip.sopith
LoadModule remoteip_module modules/mod_remoteip.so

#E A RemoteIPHeader L
RemoteIPHeader X-Forwarded-For

# Ve EMIPRIPE
RemoteIPInternalProxy 112.124.159.0/24 118.178.15.0/24 120.27.173.0
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.C
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LoadModule rpaf_module modules/mod_rpaf-2.0.so

RPAFenable On
RPAFsethostname On

RPAFproxy_ips 1piuhk
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/alidata/server/httpd/bin/apachectl restart

mod_rpafBiic B R

LoadModule rpaf_module modules/mod_rpaf-2.0.so0
RPAFenable On

RPAFsethostname On
RPAFproxy_ips 10.242.230.65 10.242.230.131

RPAFheader X-Forwarded-For
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1 tomcat/conf/server. xm BLE X, ¥AccessLogValve H&E SRR MBSO L P
7
<¥a1ve”c1assName="org.apache.catalina.valves.AccessLogValve” directory
;rlggi:”localhost_access_log." suffix=".txt"

pattern="%{X-FORWARDED-FOR}i %1 %u %t %r %s %b %D %q %{User-Agent}i %T
" resolveHosts="false"/>
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a. W SSHEER GG RFIECS, HIBRIEWN S %5654 ECSI: il
b. Z¥Python3, pipfilaliyun-log-python-sdk, XF H#&i55Python SDKIF 4, i
SE MR

apt-get update

apt-get install -y python3-pip python3-dev
cd /usr/local/bin

ln -s /usr/bin/python3 python

pip3 install --upgrade pip

pip install aliyun-log-python-sdk

3. AtEPython Program,
P REACE Python Program, BHEWAF HE3sysloglhi5s8s:
a. M\GitHub FEsHi R RS,

wget https://raw.githubusercontent.com/aliyun/aliyun-log-python-
sdk/master/tests/consumer_group_examples/sync_data_to_syslog.py

b. B tigPython Programip 5 Hiilii55 (SLS) . syslogHlRMACE S, Hib
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Host

Syslog Syslogiill | #ltsyslogitiil, UDPHMUERI5S14, TCPHMERI1468.

Port

Syslog SysloghhiX | #5E M UDPETCPHCKHsyslog, HAEMT-syslogliit
protocol 55 aiIiC .,

Syslog Syslogsrbia | HE 151 Basyslog BRI 53 BatT .

separator |f¥

PL Fi2Python Programifhe & nil,

- HaERS5 A E
endpoint = os.environ.get('SLS_ENDPOINT', 'http://ap-southeast-
1.log.aliyuncs.com')
accessKeyId = os.environ.get('SLS_AK_ID', 'FHuRkEH HAccessKey

ID')

accessKey = os.environ.get('SLS_AK_KEY', '"E#uiEHCCJAccessKey
)
project = os.environ.get('SLS_PROJECT', 'waf-project-5486134142

76x*x*—ap-southeast-1")

logstore =

consumer_group =

- Syslogfit &

settings = {

os.environ.get('SLS_LOGSTORE',
os.environ.get('SLS_CG',

'waf-logstore')
'"WAF-SLS")

"host": "1.2.3.4",
"port": 514,
"protocol": "udp",
Ilsepll: Il’ll’

"cert_path": None,

"timeout": 120,

"facility": syslogclient.FAC_USER,
"severity": syslogclient.SEV_INFO,
"hostname": None,

"tag": None
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c. JiHPython Program, {B¥Python program#ififs
J"sync_data_to_syslog.py", #n]PUERIA R e :

python sync_data_to_syslog.py

JiiPython Program)a, 2ot HEssysloghhissit.

*x*x start to consume data...

consumer worker "WAF-SLS-1" start
heart beat start

heart beat result: [] get: [0, 1]

Get data from shard 0, log count: 6
Complete send data to remote

Get data from shard 0, log count: 2
Complete send data to remote

heart beat result: [0, 1] get: [0, 1]
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