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"path": [
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1,
"property": "instance.properties",
"message": "is not of a type(s) array",

"schema": {

"typell : llarray",
"items": {
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}
}I

"instance": 1,

"name": "type",
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"array"
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"stack": "instance.properties is not of a type(s) array"
by
{
"path": [
"functionBlockId"
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"property": "instance.functionBlockId",

"message": "does not match pattern \""[ a-zA-Z0-9]{1,30}S$\"",
"schema": {
"type": "string",
"pattern": "~[ a-zA-Z0-9]{1,30}S"
b
"instance": "*ﬁiﬂmtest",
"name": "pattern",
"argument": "~[ a-zA-Z0-9]{1,30}$",
"stack": "instance.functionBlockId does not match pattern \""[ a-zA-Z0-9]{1,30}s\""

2% 63
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// propertiesHiEBiEiIR, FELH
"path": [
"properties"
path 1
// functionBlockIdEHHNX
"path": [
"functionBlockId"
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ETFTopicHEEEHBIM2MIEZEEE

I B EERTopicllfaEE?

T #BTopick&:  /broadcast/productKey/xxxx o
IERERETNELNIEE?

["#&Topic BHARQ0S=0, BERARWAFIRE, El HERRBEIRELIRE S seERE,
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8.Link C SDK%R1%#8 ¢ |5 55

AXNET GBS 2.3MRASDKE FAMakeffi iR 89 /7%, HXITTREIB R RIIRE TR .
=1
S RES
RO T2 Linkkit CSDK2.3.0, 3REXSDKX ¥, tNREERBANDENES, HFFEHA3 X4 XMRABNSDK, &
gr‘_luxl 1ﬁ *E/{
SDKiN{a#1TMakesmiE?
1. RERZFEEXMH,
@ B MREHIRES R Ubuntusi EALLINUXEITAR, TTBASERKIDX—%, EHEERSDKNEN
B & X,
i. BENERIRERENY ., BMMEE, BS LA T Maket) 22 X H1ERA,
i. BEEXMRFEBRSsc/boardT,
2. BEIGmQERREXHHEREN.
i. ZESDKIEERT, HITHL make reconfig o
L RERBEE, BAFEX confg RS, BREEERETEXY,
FEUbuntuiRE T, BT config.ubuntu.x86, BEGBBRITAR:
$ make reconfig
SELECT A CONFIGURATION:
1) config.esp8266.a0s 4) config.mk3080.aos 7) config.win7.mingw32
2) config.macos.x86 5) config.rhino.make 8) config.xboard.make
3) config.mk3060.a0s 6) config.ubuntu.x86
#?2 6
SELECTED CONFIGURATION:
VENDOR : ubuntu
MODEL x86
CONFIGURE &ttt ittt ettt eeeeeeeeeennnnnnnns [examples]
CONFIGURE &ttt ittt eeeeeeeeeeennnnnnnnns [src/infra/log]
CONFIGURE 4ttt ittt tee e etteeeeieennenn [src/infra/system]
CONFIGURE vttt ettt teeeteeeenennnnenens [src/infra/utils]
CONFIGURE 4ttt ittt ettt eeteeeeeeeeennenn [src/protocol/alcs]
CONFIGURE ©+ vt veteeeeeeeeneaneneeneennns [src/protocol/coap/cloud]
CONFIGURE &« ietttieeeeeeeeeeecaaanaeannn [src/protocol/coap/local]
CONFIGURE 4ttt ittt teeteeteeenennenn [src/protocol/http]
CONFIGURE &t ttiitttteeeeeeeeeeeneennnnnn [src/protocol/http2]
CONFIGURE 4ttt ittt ettt te et eeeeenenenens [src/protocol/mgtt]
CONFIGURE &+ttt et teseseteseeeennnnnanens [src/ref-impl/hal]
CONFIGURE 4ttt ittt it tee e et teeeieennenn [src/ref-impl/tls]
CONFIGURE 4t ittt teteeetesenennnnnnenens [src/sdk-impl]
CONFIGURE 4ttt ittt ettt e eeteeeeeennenn [src/services/awss]
CONFIEURE ¢ co0coc000000000000000000000000 [src/services/dev_bind]
CONFIGURE 4ottt ittt ettt eeeeeeeeeeennenn [src/services/http2 stream]
CONFIGURE 4ttt ittt tieteeteeteeeeneennnn [src/services/linkkit/cm]
CONFEGURE ¢ 0000000000000000000000000000 [src/services/linkkit/dev reset]
CONFIGURE vttt it ittt et teeeeeeeennnenens [src/services/linkkit/dm]
18 > MHRRA: 20220607
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CONFIGURE 4ot ittt ot teeeteeenenennnnenens [src/services/mdal/mal]
CONFIGURE 4ttt ittt et teeeeeeeeeennenn [src/services/mdal/sal]
CONFIGURE 4ttt ittt teeteeteeeeinennenn [src/services/otal
CONFIGURE &t vvtitttteeeeeeeeeeeeeeennnnn [src/services/shadow]
CONFIGURE 4ttt ittt ettt teeeeeeeenenenens [src/services/subdev]
CONFIGURET ¢ 0000000000000000000000000000 [src/tools/linkkit tsl convert]
BUILDING WITH EXISTING CONFIGURATION:

VENDOR : ubuntu

MODEL : x86

Components:

. examples

. src/ref-impl/tls

. src/ref-impl/hal

. src/tools/linkkit tsl convert
. src/protocol/mgtt

. src/protocol/http

. src/protocol/coap/local

. src/protocol/coap/cloud

. src/protocol/http2

. src/protocol/alcs

. src/infra/system

. src/infra/utils

. src/infra/log

. src/services/shadow

. src/services/http2 stream
. src/services/dev_bind

. src/services/linkkit/cm

. src/services/linkkit/dm

. src/services/linkkit/dev reset
. src/services/subdev

. src/services/mdal/mal

. src/services/mdal/sal

. src/services/ota

. src/services/awss

. src/sdk-impl
3. A menuconfig TEEEIEIN,
i. ESDKIRERT, HfT88< make menuconfig
i. Z£FmenuconfigTEAEO, RKFEWVEHE, EhLERENAY,
iii. EHESave, REEE.
iv. BB ERE, BtimenuconfigTH,
4. ESDKIRERT, TR make , THHIFSDKAH,

menuconfig TRNE AREFHLE?
o BERAED:
o MBEEEMNMAMN: FERE (1) HT ()
o BB THRENMMBET: HARE (<) KA (=)
o MEPERENMAMN: Y2
o BUMEPERBEMNAMN: N

> MA4RRA: 20220607
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o EhHIEUHIED: =ARE
o AITINRE:
ERRTARENNAGETE, REEHE,

o HAXH:
B} Bk
ERTREE:
FEm o IRTIEHE,
o EiRSelectEHE, KREIER.
BRxE o K2/,
o 1RHEE,
WEAE R o RMELMHEE, AFK?/HE,
o %E#FHelpElifs, BEEHE,
o R[E| LRZEE:

o BFKERHHE.

o EHExit/s, BIREIFH,
o RIEFMBLEXH:

o i&#FSavelZl, MARBEXMHER, REEREXH.

o i&E#FloadiEll, MABREXHEIR, MEBEEXH.
e B menuconfigT&:

HEEXET

o BBIKEHE.

o EEEXit/F, REEHR,
HERNE, SBHAAENRA?
WERINE, STMEUMTHERE. REEESMERNROM, #ERAMESAENSAIT,

@ 38 UTRAPHBERESE, EUSFRERE,
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| RATE MODULE NAME ROM RAM | BSS DATA
\

e | === === [
-1

| 27.5% | src/services/linkkit/dm 58954 | 172 | 160 12

\

| 19.5% | src/protocol/alcs 41961 | 213 | 189 24

\

| 11.3% | src/infra/utils 24335 | 284 | 264 20

\

| 10.3% | src/services/awss 22253 | 1012 | 1000 12
\

| 9.75% | src/protocol/mgtt 20888 | 32 | 20 12
\

| 7.95% | src/services/linkkit/cm 17026 | 79 | 79 0

\

| 4.46% | src/services/ota 9563 | 0 | 0 0

\

| 4.10% | src/services/dev_bind 8792 | 214 | 214 0

\

| 2.24% | src/infra/system 4801 | 1480 | 1404 76
\

| 1.75% | src/sdk-impl 3750 | 8 | 8 0

\

| 0.62% | src/infra/log 1334 | 268 | 0 268
\

| 0.39% | src/services/dev reset 856 | 10 | 10 0

\

‘ _____________________________________________________________________________________
=1

| 100% | - IN TOTAL - 214513 | 3772 | 3348 424

BEXHEBTERT?

mETHE, WX EBRoutput /releaseT,

OB &2 4 thy XM R AESXER?
AT B R P X B

e output/release/lib

XHE

libiot_hal.a

libiot_sdk.a

libiot _tls.a

i8R

e output/release/include

HALEOBHSE XU, REEOHAL ().

SDKESEFE, 12 OI0T _***Flinkkit_xxx(),

HEZHIMbed TLS, E#HEOmbedtls_***(), Z#libiot hal.a,

> XHERRA
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X4 $EA
iot_import.h FBEFREZIEMHASDKNERS#EQ,
iot_export.h FraSDKEFAERENEEREEO,

e output/release/bin

X2 )]
linkkit-example-solo BREIFE, ERlnkkit *OEONER,
maqtt-example EMFRE, ohERIOT M O)EONER,

Mg ER X HwiFHRToolchain?

RERXXRIFMToolchain sx B/ :

o HYMIZBEToolchainfIaEISR.

o BMEEENTHEMAIE.

T 9miREL & X5 src/borad/config. ***.***, &R TEMM S5 XE X RMNToolchain,

# Blarm-none-eabi-Jafjl
# HiE1: ®EBToolchiandis

CROSS PREFIX := arm-none-eabi-

# BHiE2: PMGEFRANTAE

OVERRIDE CC = arm-none-eabi-gcc
OVERRIDE LD 3= arm-none-eabi-1d
OVERRIDE AR = arm-none-eabi-ar
OVERRIDE STRIP := arm-none-eabi-strip

# éxylﬁilﬁﬁ%ﬁmﬂuixxzjgﬁuiﬂ*ﬁnpref1x+gcc\ar\strlpxiﬂj A AN B RIS E st ripfE
r‘ﬂ#m, flNarmeciE B MMM st riptEF

OVERRIDE STRIP = true

Q0] 375 0 4 13 R 2 2 R TR

T 4R 1R BC & X5 src/borad/config. ***. ***, 435l #E£ CONFIG_ENV_CFLAGSF1CONFIG_ENV_LDFLAGS 9 /0
BHRIFEIN, HIN7TEEE, BT make reconfig {EEEXMHEM.

MO 4R SEE?

£ X4 src/borad/config.*** ***h | ¥l CONFIG LIB EXPORT := dynamic BCEEIR, HNERE, H
T make all W&, HITRIRE., EERoutput/release/lib/ TEENSE.

menuconfigie ERER, EFMHAN, AANERREKANER?

menuconfig B RIZITIIRRMNEE. EREEFERREENEMER, BEMALoadIife, MBERFHE
X,

BENEEEEEFENmenuconfigie XX, TEME, ZW@BEE?

RNBRPEEXHSBER, BRERFNEEXHNER, BREEXMHNEREEN, BENHENEE
XHERMAEE REBIEHN,
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MEERE X PERSDKRNEE?

TESDKX 4 src/board/config. *** ***th, LA CONFIG ENV CFLAGS += -Dr*x+** HIIEEHIE B E X CFLAGS,
Hep soonr RREMBIEEIR, BESOKPERINNTEESH,

VAT REBIREE, fEconfig ™ * X ftth, EMSHNEN, EEMQTTHERIKBUfferBHE.,

CONFIG_ENV_CFLAGS  += \
-DCONFIG MQTT RX MAXLEN=5000 \
-DCONFIG_MBEDTLS DEBUG LEVEL=0 \

menuconfigH B IREN, ENBELEZEHLYE?
e Ubuntu 16.04EE K :
o BFRBEHMAGNKE, E2ER, BEALE AN LHE,
o FRELRIKEANK/N,

o HbLinuxIFiE:

o FERELZIINIE, EWindowsIKiE FTHEENE EEZELnux, TJRESHTAEHMAIRE, BINFE
LnuxifE, BEETHEHBEREE,

o FRENRRERE, MUYMUEIZUTHS, WERMXEIARREE,

export TERMINFO=/usr/share/terminfo

export TERM=xterm-basic

o 7EIELINUXIFET, menuconfig T B BRIARZEFSDK 2.3.06RAK, 15 B IEE K make.settingsyd MEET, 5=
BEE.

WML RIF RS R R IR TE IR ?

EXNGEENBETED, BEEEFDARR—LERAGHE.

PAB R examples/FAIHALEGA LI B R A, aTLATESS src/borad/config. *** ***h | &N
A conrig *rxrx:= HIRBEREBRENNER., Hb oo LFRBXISDKIR B RIERZ.

TEZERKBRsrc/ref-impl/tls/ . src/ref-impl/hal/. examples/. src/tools/linkkit_tsl convert/ T &R
SRR

CONFIG_src/ref-impl/tls 8=
CONFIG src/ref-impl/hal 1=
CONFIG examples 8=
CONFIG src/tools/linkkit tsl convert :=
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RN BIREZINER X O BAFER
BEFEE T EAAERENIER BN A G B #E#TEZEIANE?
AL, EE—HEN, RAFER—MESEBR—SESRTEEYENTE, NRS4EE HERE
RIS SIS, EENEEEINEEAEN, EENESESRNE,
BEIHSDKEZ I EFEMQTTIMY N K& EE?
T,

WILp [HA : FRRBIWI-FiERIERAEE, £NE&KIERE, MOTTINXEIRERS BN S XM RS [EHR
BIEE, ExZHEEEERETs. 25, 4s. 8s. ..., CSDKEIXIIRKIEREYE2IAZ60%, BT WM&
60s/ENAREEMY, REMSEBROOVEZXSREZFHITEE, BUMUBEXNRKEREE.

Android#[]Java SDKE KEIfR BT A A 128%), AX B ENEXEREE,
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10.MQTT 2 #=4H X [o) e

AXNRIREHEACLNKSDK 3XRA, BEMOTTIMUEEYEME S, olReHIaaBABRGE,

MEMIESEABENEOSEMHA?

BAEE:

o MRAHIAMEWIRIFNEANSE, FEVERESEFSIHAME T, BETH, HASIHIF
BREE.,

o NHSFIFEAEL: s{vYourProductKey}.iot-as-mgtt.S${YourRegionId}.aliyuncs.com o, HO:
o ${YourProductKey}: E&#NI&E BT RBProductkey, TT \YIEBEME A4 SR & RS TR,
o ${YourRegionid}: \E& R i, BikALAIRegion D,

iwOS: 1883,

HHAR, BElesLmLETA,

FERAMQTTINNGERE, ARIMNIRFoILAERERNCclientIDIE#EIRSS 80T ?
clientDEAELBAAEE., NEAENIKEFEHMBEBNClient DE N EZEMEMIES, IBAKLEZENIBME
BLBRFIRTF .

MQTTIMYRARZ A ?

TEMQTT connect packetig EMQTTHIARA, EEISDK (V2.02) EAMQTT 3.1.1,

A PMESDKAL BB D src\mgtt\mgtt client.h TOTX MC MOTT VERSTON HY{E, REMZIFHIRA, 3%FR
3R, 4%R3.1.10R,

MQTT#HITIRFIAIER, serverik[@ “400" iz

INIEIR 400882, £EREBGAIELM, B EIRFZIEPRSEProductKey, DeviceNameFlDeviceSecret 2
HIEH,

CIESSDKEMOQTTRAEHFIOSIEAN?

CEESDKOUBEEME MRS ZIFGEENRA L, NERIOSREARE NI HARIIObject-CsEM
Baimqtt-exampleiRF ELESIZ T4, MAEEmgtt-exampleibig#®
—B4F EEIRE?

matt-exampleiZ2FAE—HEEESEmEY, TTMUERHUTEE— AL —EHEL.

° #Lﬁmqtt—exampleETf, {ﬁﬁﬁﬁ/ﬂ\?f ./mgtt-example loop , iﬁ%%{%?ﬁ—ﬁﬁéﬁo

o {EdemofEE, matt-exampleMIBERESEAIOT_MQTT_Destroy, REHRESTMELRE,
PATTRME RS, E3I0T_MQTT_Unregister #]I0T_MQTT_Destroy,

while (1)

{
IOT MQTT Yield(pclient, 200);
HAL SleepMs (100) ;

}

1Bk B9 B 18D i) e ) 1R 2
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FEIOT_MQTT_Construct BE o Aig B keepalive_interval msBIBUE, YPEER T & 18 FiXME R /E A0 BEiE)
fREYiE, keepalive_interval_mst)BX{ESE E £ 60000~300000,

REWOEENFIZRHA?
R & im =7t keepalive_interval_msBY & [8)fF &% ping request, /5% #Fping response,

W Ri% FixEkeepalive_interval_msEY {8l A &I EI ping response, 327 {TsendA K recvid K £551=,
FEMINAME WL, MEZHTEE,

EENFHEFEERNIME, THEASEAN, EEN, SEMTIALE, URNERNIASTFRERET
MQTT connect, EXS—HIFEEHTBIRIEEMI.
YEX S & Wl IR B 4 ?

YL E A SIRIEMQTT CONNECT packet B HkeepalivetJiRE, Z4Fping request, MREIETERBAER
BIEIping request, MEARIREEL.

YIEXNF & o] R Z R KB EZ 57

BEIGESDKER X EMQTTHICCPIHMY MM & T E?

FF, Widp SRR ARREIW-FIEE ERARE, £M4EkiE, MOTTHCCPIMYES BRI =AM
serverEHRIERE, ZHITEBERETs. 2s. 4s. 8s. ..., RABRIERIAZ60s, HH K W/EET
60sBY BMNAREZRT, ZERER60s=iXMserverEik, HRolLIRERXERETE.

AHQoS1HIEN, BREHIMMQTT_PUSH_TO_LIST_ERROR(-42), tn{d
flRR?
EEEFAKE packet ISEBRER, FTFAK, EHREBE LR, HFESEFNpacket KBEX LRE,

Sffl&Z MOTT PUSH TO LIST ERROR(-42) error .,

HIERUTEERAASINERERF, FERLREXNMEIS., MRHEREARB N D@, HET8EXR
REFHR, BBATTLUEZHHE
#|0TX_MC_REPUB_NUM_MAX. IOTX_MC_SUB_REQUEST _NUM_MAXFIIOTX_MC_SUB_NUM_MAXEIA/N,

MBS ARG, BITBELHNIQOSHERO,
IOT_MQTT_YieldN{EAEHA?

IOT_MQTT_YieldB{E A R =i 1RINEIE . FIAEREREIEN, FAIMMTRMBUEITRZE, £%HQoS1iH
RZE, HRFERIAANEEN, #F2ENAMZEL.

IOT_MQTT_Yield&#timeoutlIBEXZHA?
IOT_MQTT_Yield& #it####E, EEtimeout B I@EIEA SR,

IOT_MQTT_Yield5HAL_SleepMsHI X 5l

IOT_MQTT_Yield 5HAL SleepMs#2EE—ER A E, {B2I0T_MQTT_Yield3L &2 E1EEEIRE,
MHAL SleepMsll 2 RAH AL AL, Fftimeout,

M EFEBCER?
FEEFBAIOT_MQTT_Yield, HHM B4 OBAEBEIR,

T 7 2 Topic, A—XIOT_MQTT Yield, REEWFZ/ TopiclHA
03 ?
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BASEREToPIcHINR, EARRMNHELAHBMITHA, NEL, AE—IXIOT_MQTT_Yield, aTLUEKE!
Z M packet,
MQTTEZEAX, REEEIAFEMHIEAAIOT _MQTT YieldRiL B FKIEIEG?

WMEEANTCP/ PN, TIPASSITCPENEMN LEBEUIERSA, TG SEI B M A A kA
XIOT_MQTT_Yield, EEXEHLLR KX, FFAERBEETIEHHEREETEERBK.

BURER:
B#utils_net.cE@Esocket BIAPI, R T] AT CPEUIEEA M EEAIAPI,

HTCPEMNEM L EBEHIRRAN, BHEIMQTTIRS . iEMQTTIRF 22 M ERITIOT_MQTT Yield, X#
AT AR EESMERFAIOT_MQTT_VieldFiEEUEIE,

WMERETCPEAMBIER LIREUWE, BOSHIFLERE, HuLAFEMQTT -exampleEE@BE#£— Mthread, EXD
thread BE A TS B FEKEERE, WRIEIEN, AL TEUELIE, MELKERIANETABRF
LWIREAMZEE,

while (1)
{
IOT MQTT Yiled(pclient, 200);
HAL SleepMs (200) ;

NMBEANRABAZIZSAE, MEEEEIOT_MQTT Yieldftimeout BHiE EIFER/)N, AFIESEBNM
R, EE0OFANNEERARTEMREE, NTHIRSEONEMIRENEE,

HABRTESEREITRBE (subscribe timeout) ?

fE2&request_timeout_msEFEIN, RFAFRIZWEISUBACK packetly, SfAITIRBE, Hi&E
i event_handle & HU& X BB .

BETRZE, MZHITIOT_MQTT_VieldEidsEERSUBACK, E71{#HHAL SleepMs,
T, 5REIOTX_MQTT_EVENT_SUBCRIBE_NACK
BRETopicHRENRRRE RITIH.

MEBAE#HIRE “no authorization” , EHARTNEHNIR.

MQTT & B9 3H 24K X /\BR &

MQTTEY MY B 2 R FIOT_MQTT_Construct B &8 write_bufflread_buf B9/,
MQT T MY K/NABERRIT 256 KB, B3 K/MREIFNEESEESR.

MQTTiMY pubiEiBpayloadiERX E2EEARN?

BRI T & R B H EpubiE B payload NRAFREAL , TRENHBHRHEECSHPNY, R/ELUSONIE
A RBpublE R AEEEL RS,

ota_mqttA LK IRE “maqtt read buffer is too short”

MQTTi&EMbufferid/)\, BImqtt_paramfipread_bufFlpwrite_buf BBiFiS/NERE, TTLMRIRLIREEE
KOTA_MQTT_MSGLENHAI K/,

REULEAMQTTEEMN AR HITOTAFHLE?
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oJPA, BRIZISERMOTTHTEG THMOTARE, EARBAX/NEGRE, mAKA16 MB, EFTFHERZ
REIRE.

FTFFMQTT over TLS, BETHIERMQTTEIZEZ LM, REIH IR 0x2700

RXHMIMQTT over TLSRY ST LAR I #BIT A MER,; FTHMQTT over TLSBY, EEXM. BEHIA
mbedtsSREMTER, XRATERUENNAEZEMBENINEE, FERSER., mbedtlsiRFER, I
ZRARANBDREER, RANEBANESSEIEBREEK.

HEITMQTTEZRNER, REFEroot.crtiE BRIIE?
EEMATISHTMOTTEN, BE THIRES.
BEAMBEMTESRENdemo#t TR, THEETHRES, demopEAHIES.

MM FFHLEQOS Level?
EMQTTHMY . CCPHMYT, FMERMEXMFE1I2#5Q0S 0MQoS 1, EARXFFQOS 2,
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11.CoAPEZEH X0

AXNEBIREE A COAPMUEERY B NS oI se B MBI A AR R 5%,
CoAPH#MY4¥F over UDP #EAIS?

BRIYEE M S B CoAPEE R THFDTLS, AR37#FCoAP over UDP,
COAPIMIBEANYEEMNFESHURIZRHA?

A H 10T_CoAP_Init BB, TTLAIREHE S #iotx_coap_config_t Em&Ip_url,
MR p_urlANULL, SDKEB#I{ER 107X ONLINE DTLS SERVER URL JXPMURL,

#define IOTX ONLINE DTLS SERVER URL "coaps://%s.iot-as-coap.cn-shanghai.aliyuncs.com:5684"

COAPIMMIEANMIBX M A Bt IwOFHMAER, BERorrEEER,

IOT_CoAP_DeviceNameAuthiNiERH RHEESEFEEHEG?

BENXMRAZIFEE. RPN, AXMEOEEASHEESHER, MEEIOT_CoAP_YieldEmEm #1174
}EO

BR#IOT_CoAP_Yield B*MEE., HA—IX, 2F20. BHIE, NREREIEH#HTLE, REE, N2E
EETJO

EFFETEENIA2,00027, o] BITE A COAP_WAIT_TIME_MS K E X,
CoAPHZEFinAERRINIER, FEFRIOTX_DEVICE_IDRTAEX?
XM FREAEXNER, GIMNTTLUHIRESNEER . LRBETI RENREE R UEXER,
MRRZHRENBIEAZISONSHAMHAEIR?

BRIBR T XH5)SONIE TS, el lAZfschort8 . SRREE, FREEAEERN, BNTRSHMEER
Hraviel .

EHIOT_CoAP_InitAZMN EEcoap_mallociREINULL, XEHARESIE
B2

BEE—Tcoap_malloc R BEREERLN, FEBEE, halBXNEERHABETERFBITEN,
COAPIMYEZHF#IET1708?

B BTHT T PN AI COAPYMYE R B4R T1T. MQTTHMN B4R £, T4, HEEH.
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12.HTTP&E{E4H X o) @&

AN RIZFERHTTPHMUEEMEM E At ge LI R B BR 5L,
HTTPSHEHTIRFIAIER, serveriREMERBRAERFATE?
REBEZANEN, RENERBER, BERHTTrPSEZEE P HEIRBIRE,
HTTPSENANIEN R, bodydiMsignSHEALEM?
Signi"’%ﬁfﬁi hmacmd5 (deviceSecret, content) o ERNEBHTTPSEEEE,

fR55881REIfXH “302 Found, The requested resource resides
temporarily under a different URI”

AEEEEFORBEREREN, EMEEAES: https://iot-as-http.cn-shanghai.aliyuncs.com/auth
AN S EAHTTPER B EEHEIR

BRI R Z AR EEHT TPESIHIEA

HTTPHMY ISR 7182

BRTHTTPHMYX A COAPHMYE A X FFHIE T1T. MOQTTHMNZFFEIE L. T17, #HEER,
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13. R EFREMHEX 0] &

RN BloT_SDK V2.07£ 5i@MDMO206 & _E#E A 8 23 89 B B R Ei7 88

4 1% 10)

AMCCAXZFOEE T T EEXNIBEETRSR, FHBRBUATEEREZAITELER,
AMCCAXZFREES 1 NAXEXNEZEBRARIFERRE.

ArmCCRAEBM A X BRY, gccRETMIZRINALIE, MarmccE =R NERNIEE, £iRunsigned int&h
H,

AMMCCARZ TR, while, forZBHHIKEGTETEMWE.

REASHZER, AmCCHARTAR XK returniZ € AR 18 S BRI R M.
AMCCAXZFHIREMEK A A AR E X RN KA, LR EREMERINtFgccmAANSNEIERE,
WEENLNGERNBTEER., gccRmEFNTILIREIMNE X Wsize_t. typeofE, fEarmcc L&A,
ArmCCARIZFFGNUREH FRREL, Wvasnprintf. asprintf,

AMCCARXZFFGNURIE Y REUIREN, MESZEMEA. ENRESRRARES.

E1TiE &

{ERREERHtolower(), BEXNMNSIAL X ctype.h, BUNETEHIAERIER.
ERESENEOTENRE, ReEA s BAITEHOKENZERE,

HTTP ClientB94583 4, @ src/utils/misc/utils _httpc.c , R 7T GREERHsscanf(), HFSERN
CERRE, XLERBETENSFRE.
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14. MQTTZEZFE % HH X o) &

AXNEBMQTTEEELNHES %,

A ARE—BLT%?

MRERRERELTE, RAUEB—MRFIETATESNMREERANLE. fIWERMNRE, BERTH
—PMRFIEB, ®RE 1KLL, RE2FLE., REZERANLER, RASFIEREINEEE, MREIXS
EHiE, BRRE2ME, MIER., B ASRKRS, RERSESEBETER.

BRESNIHERNERBERREASR, BHSREERBEREGRIEL,

Qe B iR A RO IR B 2
MBERRREENGFFEE, TLUETREBSRAWRER,

MEHIE Keepalive timeout after xx sec XHWAR, HFIREERE RN AE OB LYIEE WM F
B, RE[I[ZSPHER, MREEREREpingll, REB[BESXASREIEE,

XFMQTTRIEWREE, BEERMOTTEE,

on fol 46 & o £% 18 & ?
MBLENAMAELXEERS SR, BRETALRNEER. BHUNEREHS:

L] ping ${productkey}.iot-as-mqtt.cn-shanghai.aliyuncs.com : F3 ?*ﬁiﬂﬂ%ﬁﬂl&i&?&%ﬂ%lﬂ an E\HE
B,

[ ] telnet ${productkey}.iot-as-mgtt.cn-shanghai.aliyuncs.com 1883 : ﬁﬁ {F*ﬁ;'}]ﬂ 1 883ﬁﬁuﬁ A \LE__E’%
5o

MRULAENERBREERR, ERENDARKY, BREAMPIAIEREE, BINTHES

traceroute. tcpdumpArMEBIRRE .,

B4, BRTMQTTASEBRERIAB1883IR O, BBl ARH 4435 O X EHEMQTT server, FERTAIERIA

RENBERT, 443mAWERNNERNMES,

MREMARERBAAE, TThhizzTs, RITEMBEETHE.
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MENFES BREE- =5 & EA R

G

N
15125 546 i)
RN BB F 26 & ERHEXEE.

mEEEL LBHE?
EMBERNFAEHAENSHE, SRkERES > AERS, NIEASRKRS TEEAE.

EARTUEE R FAMER?

AXFETEME,

MEBEIRF?

REFRZRFIEBERMNEERINERYENFEERSIRE, ZREMNEEE.
BEEN=/1TBENXTopic¥: get. updatefllerror, XETopicHRHEES
Bl A?

e error: REKEIMENELEHERER.

o get: EFEMIRSZIHITFRATopICER.

e update: RFMMENEELXIER.

RO RIEENEERE X Topic, FELXEE YTopic,
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16. 2 MO FEATE X o) &

AXNBZUMBRERALRS, THEBEINDBRBRT X,
BRER

AT RENTEEENHIERE, RECEELECHTHRSSE, METEXRENE G ILEBENR
BERYBEMES, BENFEERMBEMNTEENING, BREMNAETYEMNESNBRGR, E, &
PAE A Z 4 MY SDK,

XFZUMNNESER, BERH4ZZa0E (F2hmiY) sok, BARIE, BERAMR %,
ME SN FESEILERE?
ENARFIBKE, BiSEIEE bBridgeBootstrap NR, SYIBMTEERIIEE,
o EREERIN:
Bl#2 BridgeBootstrap NWRE, SEMEEFE., NMRERFEME, WINFEERIN.
o EEKM:

ﬂﬂ%m:ﬂﬁiﬁ BootException , ﬂUJ‘é?ﬁS‘EMO ,‘ffxEII)AL"ﬁﬂEﬁEﬁ, DX&%UE?%SFE\%MO E%"&;EEE,
RINSHER BridgeBootstrap MR, AE, BRYU10WBELIZE BridgeBootstrap XN &, ZXEIRIEE
MEMTES,
M £ SN F & B FFi&EdE?
F_‘Zﬁﬁ*igiéffﬂif, 1§§ﬂ'lf\iﬁﬁa Http2MessageClientFactory.getClient () .disconnect () %Efﬂl&'ﬁﬁﬁ
EO
EREERNEYENTEENRERL?
MREVRSBEMENFECEISDKEILERE, BLFTHVRENEZ. ATRNEHESREASHNES
WiFF, SDOKeEmHARESE,
W & A AR IR FIE S ?
30T DA B 1515 AW BE W S & 12 £ 89 SDKSR E FBAPI Bat chRegisterDevice, #t8£MIRFIEFH. BESER, B
& I T4 =i SDKHFIBat chRegisterDevice,
W] R EX F iR EFIUEH ?

o FEZ{LIMNSDKEIDemod, &RFEBFEMT Dpeviceldentity 1, HEE
& DeviceConfigManager BY getDeviceIdentity() A%k, RIBEANNIEFZIDFRIKFELEFZIER.

° T_*BT\J.LKHQREF' ?ﬁ%i%ﬁﬁ&ﬂ, DeviceConfigManager |, #T_ ConfigFactory By init () EP,
rl%*ﬂ,ﬁ'] DeviceConfigManager 'ﬁ%)\ & getDeviceIdentity () MZ&?EEEP??(EXIR%IIE:EO

MERFREFIEBSREXEK?
HEENT:
1. EHBERTREES, BTREEBSALEE,
2. FRELAN, SHETCEXKIES,

o MBEXE, WEMZENERMBENTE,
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https://help.aliyun.com/document_detail/86369.html#concept-d4s-jcv-42b
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MENFES B IREE- ZU MR FEAE X B

o MRERXEGES, WAKIREPRE— M EHRERANERSZREXK., REERZES, BFi&
BEEMEMESEE.

ZAMYSDK Demoth, REMEBERTEEXH P, ELER, BSLEMAL. AXLRIWSHRED, WR
BANREHEKXR, WAEFZTE.

s 1. BIEES
H 2 EENEH > I .
3. UEBSAEEEE A
N w
TaigE ek Tepsw | S.ZRBUIESS
[ iemrg] orsn [N
6. R EIEEMEN TS

MR £4?
YRS EEIBHNRSESEE, TEAZHHMNSDKEIAPIdoOnline(), BHYMEMESIRSE LXK,
MEfEIREEL?

HIRFEERITNRSEE, HEAZAMYSDKAYAPIdoOffline(), BHMEMIESREEEEL.
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2

EREE R ERS

XN E S

17.BMENEERS
17.1. HHBAPIEFEEILUE SIS

MERNRSWSZHRD, NEFERMRENIRTS, UEREABRS (ELHBL) BARLE, @

BERMBERTFARBSIER
JR3E

UTAEMAPIEILERFIRERS. BRBUSTE, EEFFANEAQ.,

API
GetDeviceStatus

BatchGetDeviceState

QueryDeviceDetail

BatchQueryDeviceDetail

RRpC

S5

Py
KRB MREHRT,
HERRS MREIRES.

EREMRENFAGR

PRIREIRESN, B LARIGEANIRE
B,

HETHSMIENFAER

PRIREIRESN, BT LURIGHAMIRE
(=%

AEERERETERSHIERHE
R, FERLSIRE @A,

ARIREIEH)ava SDK, EEFJavaF &KFE,
EMavenIlBd, FRMU TpomiKifi, L&EME=IOT SDK,

APBRIKEIREIRTER . AXNMAXEAPHIBASLIE.

RS

BESERRBURERTS, REISER
O] RES [ 79 R 45 A0 B 61 FE 3R i 2 B
X

ZEOTHINRERTEDERE

=l o

@ | ASTREIR, AN
2 FARRPCE A BRI
FHSDKER; BREHRER
SENRES L, BEURS
BONIBEEEES.,

36
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MENFES BHERA- TEEER

<dependency>
<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-core</artifactId>
<version>3.5.1</version>

</dependency>

<dependency>
<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-iot</artifactId>
<version>6.11.0</version>

</dependency>

<dependency>
<groupId>commons-codec</groupld>
<artifactId>commons-codec</artifactId>
<version>1.13</version>

</dependency>

Config. 28 ED, FRNEHNAEZKSAccessKeyERMRERFER .

// HH1ID, RIBEEMIEXRT & IRSHIHIREXI 1D, https://help.aliyun.com/document detail/40654
.html

private static String regionId = "cn-shanghai";
// BHFRIERKSAccessKey ID
private static String accessKeyID = "Config.accessKey";
// BEIPEEM S AccesseKey Secret
private static String accessKeySecret = "Config.accessKeySecret";
// BEANIZEREFE M Productkey
private static String productKey = "Config.productKey";
// BEERIGERNEMDeviceName
private static String deviceName = "Config.deviceName";
TEALRAWT:

/*

* Copyright ©® 2019 Alibaba. All rights reserved.

*/

package com.aliyun.iot.demo.checkstatus;

import java.util.ArrayList;

import java.util.List;

import org.apache.commons.codec.binary.Base64;

import com.aliyuncs.DefaultAcsClient;

import com.aliyuncs.exceptions.ClientException;

import com.aliyuncs.exceptions.ServerException;

import com.aliyuncs.iot.model.v20180120.BatchGetDeviceStateRequest;

import com.aliyuncs.iot.model.v20180120.BatchGetDeviceStateResponse;

import com.aliyuncs.iot.model.v20180120.BatchGetDeviceStateResponse.DeviceStatus;
import com.aliyuncs.iot.model.v20180120.BatchQueryDeviceDetailRequest;

import com.aliyuncs.iot.model.v20180120.BatchQueryDeviceDetailResponse;

import com.aliyuncs.iot.model.v20180120.BatchQueryDeviceDetailResponse.Dataltem;
import com.aliyuncs.iot.model.v20180120.GetDeviceStatusRequest;

import com.aliyuncs.iot.model.v20180120.GetDeviceStatusResponse;

import com.aliyuncs.iot.model.v20180120.QueryDeviceDetailRequest;

import com.aliyuncs.iot.model.v20180120.QueryDeviceDetailResponse;

import com.aliyuncs.iot.model.v20180120.RRpcRequest;
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import com.aliyuncs.iot.model.v20180120.RRpcResponse;
import com.aliyuncs.profile.DefaultProfile;
import com.aliyuncs.profile.IClientProfile;
public class GetDeviceStatusByApi {
// REAFEENSHTA
// B Config. *MBHAENERHMER
// #HID, RIBEHIMIEXRIT & IRSSHIHIRENFIBIID, https://help.aliyun.com/document detail/40654
.html

private static String regionId = "cn-shanghai";

// FBAPWSAccessKey ID

private static String accessKeyID = "Config.accessKey";

// FAPMWSAccesseKey Secret

private static String accessKeySecret = "Config.accessKeySecret";
// EEHRNIEERBINFEMmProductkey

private static String productKey = "Config.productKey";

// BEHIEEBMdeviceName

private static String deviceName = "Config.deviceName";

// FERFIEENSHE

private static DefaultAcsClient client = null;
private static DefaultAcsClient getClient (String accessKeyID, String accessKeySecret) {
if (client != null) {
return client;
}
try {
IClientProfile profile = DefaultProfile.getProfile (regionId, accessKeyID, accessKeySe
cret) ;
DefaultProfile.addEndpoint (regionId, regionId, "Iot", "iot." + regionId + ".aliyuncs.
com") ;
client = new DefaultAcsClient (profile);
} catch (Exception e) {
System.out.println ("create OpenAPI Client failed !! exception:" + e.getMessage()):;
}
return client;
}
/**
* IR EIRASIKEN
* FE—. 2. = ARETRIE SN, RINRRBERESEIMEZ OB EER T EH;
* AEARARETRPRBEN, SRILEEE

* @param args
* @throws ServerException
* @throws ClientException
*/
public static void main(String[] args) throws ServerException, ClientException {

// REERSIRIERE i

DefaultAcsClient client = getClient (accessKeyID, accessKeySecret) ;
GetDeviceStatusByApi api = new GetDeviceStatusByApi () ;

// FE—

api.ByGetDeviceStatus (client) ;

/] BEZ

api.ByBatchGetDeviceState (client) ;

/] FE=

api.ByQueryDeviceDetail (client) ;

// FED
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api.ByBatchQueryDeviceDetail (client) ;
// AER

api.ByRRpc (client) ;

}

/**

* BRRIGFIEITRS

* GetDeviceStatus https://help.aliyun.com/document detail/69617.html
*

* @param client PRFBIHIEREFiH

* @throws ServerException

* @throws ClientException

*/
public void ByGetDeviceStatus (DefaultAcsClient client) throws ServerException, ClientExce

ption {

// EFEIER

GetDeviceStatusRequest request = new GetDeviceStatusRequest () ;

request .setProductKey (productKey); // BIR&EF=Mmkey

request .setDeviceName (deviceName); // BEIR&EHA

// IRERER

GetDeviceStatusResponse response = (GetDeviceStatusResponse) client.getAcsResponse (requ
est) ;

if (response != null && response.getSuccess()) {

GetDeviceStatusResponse.Data data = response.getData () ;
// ONLINE: &1Lk,
// OFFLINE: R&EL,
// UNACTIVE: IR&EFREE,
// DISABLE:. REZEXEA,
if ("ONLINE".equals (data.getStatus())) {
System.out.println ("GetDeviceStatus ¥&l: " + deviceName + " IRFEL");
} else { // BEREALENREREL, LAILRELSERBITXSLE
System.out.println ("GetDeviceStatus ¥ill: " + deviceName + " IEFEARTEL") ;
}
} else {
System.out.println ("GetDeviceStatus #ill: " + "IEOERARKI, ATEEIEE " + deviceName +
" REFE"
}
}
Jx*
* HEEMGEEBITRS
* BatchGetDeviceState https://help.aliyun.com/document detail/69906.html
*
* @param client PRFBIHIEREFiH
* @throws ServerException
* @throws ClientException
=Y
public void ByBatchGetDeviceState (DefaultAcsClient client) throws ServerException, Client
Exception {
// YAFEIER
BatchGetDeviceStateRequest request = new BatchGetDeviceStateRequest () ;
request.setProductKey (productKey); // BIF&&E=Mkey
List<String> deviceNames = new ArrayList<String>(); // BIR&ERIIE
deviceNames.add (deviceName) ;

request.setDeviceNames (deviceNames) ;

// IREREER
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BatchGetDeviceStateResponse response = (BatchGetDeviceStateResponse) client.getAcsRespo

nse (request) ;
if (response != null && response.getSuccess()) {

List<DeviceStatus> dsList = response.getDeviceStatusList () ;

for (DeviceStatus ds : dsList) {
// ONLINE: i®&TELk.
// OFFLINE: R&EL,
// UNACTIVE: IREFREE.
// DISABLE. REZBXEHA,
if ("ONLINE".equals (ds.getStatus())) {

System.out.println ("BatchGetDeviceState g A ds.getDeviceName () + " ﬁ%ﬁﬁffﬁf")

} else { // HMtWRBNALHIGEFEL, WAILRBELSERBITX TR
System.out.println ("BatchGetDeviceState e oo+ ds.getDeviceName () + " RETFEL

} else {
System.out.println ("BatchGetDeviceState W v o+ EOEBARRKRI, FIEEig&E " + deviceNam
e + " Z:ﬁ?’j_:u);

* BHRIGERAES

* QueryDeviceDetail https://help.aliyun.com/document detail/69594.html

* @param client RSB IHIERE P i

* @throws ServerException

* @throws ClientException

*/

public void ByQueryDeviceDetail (DefaultAcsClient client) throws ServerException, ClientEx

ception {

// EFEIER

QueryDeviceDetailRequest request = new QueryDeviceDetailRequest () ;

request.setProductKey (productKey); // BEIR&&=fkey

request.setDeviceName (deviceName); // BEIR&EHA

// IRERER

QueryDeviceDetailResponse response = (QueryDeviceDetailResponse) client.getAcsResponse (
request) ;

if (response != null && response.getSuccess()) {

QueryDeviceDetailResponse.Data data = response.getDatal() ;
// ONLINE: IR&ETELk.
// OFFLINE: &EBE%,
// UNACTIVE. &&FKEE,
// DISABLE: R&EBEA.
if ("ONLINE".equals(data.getStatus())) {
System.out.println ("QueryDeviceDetail ¥&illl: " + deviceName + " IRFHIEL");
} else { // HMKRSPEHGEFEL, HAIURBELVSERBITXSAE
System.out.println ("QueryDeviceDetail ¥&ill: " + deviceName + " RHERTEL");
}
} else {
System.out.println ("QueryDeviceDetail e oo+ "%Dﬂﬁﬁﬁﬂiﬁlﬂ, AIHEIREE " + deviceName
b ) ;
}
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i
/**
* HETWGHEIFMER
* BatchQueryDeviceDetai https://help.aliyun.com/document detail/123470.html
*
* @param client BRSFIHIERF iR
* @throws ServerException
* @throws ClientException
Y
public void ByBatchQueryDeviceDetail (DefaultAcsClient client) throws ServerException, Cli
entException {
// AFEIER
BatchQueryDeviceDetailRequest request = new BatchQueryDeviceDetailRequest () ;
request .setProductKey (productKey); // BIF&&E=fMkey
List<String> deviceNames = new ArraylList<String>(); // BIRZHERBHIFE
deviceNames.add (deviceName) ;
request.setDeviceNames (deviceNames) ;
// FREREER
BatchQueryDeviceDetailResponse response = (BatchQueryDeviceDetailResponse) client.getAc
sResponse (request) ;
if (response != null && response.getSuccess()) {
List<DataItem> dilist = response.getDatal() ;
for (Dataltem di : diList) {
// ONLINE: IR&FTELk.
// OFFLINE: R&EL,
// UNACTIVE: IR FREE,
// DISABLE:. REZBEA,
if ("ONLINE".equals(di.getStatus())) {
System.out.println ("BatchQueryDeviceDetail #&ill: " + di.getDeviceName () + " IR&TTE

%");
} else { // BtWREPLENREREL, LAILRELSHERBITXS 4
System.out.println ("BatchQueryDeviceDetail s o+ di.getDeviceName () + " OIRER
T
}
}
} else {

System.out.println ("BatchQueryDeviceDetail il v+ “EOEBARRIN, AIEIRE " + device
Name + " FEE");
}

}

/**

* RRPC AEMNEEIRE

* RRpc https://help.aliyun.com/document detail/69797.html

*

* @param client RSB IRIERE P i

* @throws ServerException

* @throws ClientException

&/
public void ByRRpc (DefaultAcsClient client) throws ServerException, ClientException ({

// RFEIER

RRpcRequest request = new RRpcRequest () ;

request . setProductKey (productKey) ; // BIF&&E=Mmkey

request . setDeviceName (deviceName) ; // BIFEER

request.setRequestBase64Byte (Base64.encodeBase64String ("Hello World".getBytes())); //
ERRA. AlihaserliRIDERTEB
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request.setTimeout (5000); // MIFEIIZE, ARELGEEESHE
// FRENEE
RRpcResponse response = (RRpcResponse) client.getAcsResponse (request) ;
if (response != null) { // AE{FERresponse.getSuccess () FIlf, JEsuccEssERREfalse; HIEFHAR
rchode%‘*U%ﬁEﬂﬂ'
// UNRNOWN: BRAESE
// SUCCESS: I
// TIMEOUT: I&#EIARZEERY
// OFFLINE: ®&BE%
// HALFCONN: &&E& (&&EEM, EB2FEREI— N 0BELA)

if ("SUCCESS".equals (response.getRrpcCode())) {
System.out.println ("RRPC ¥M: " + deviceName + " IRFHEL");
} else if (response.getRrpcCode () == null) {

System.out.println ("RRPC ¥ll: " + deviceName + " REFFIRERTEE")
} else { // HMREPEHEEFEL, HAIURRBELSERBITXSLE
System.out.println ("RRPC ¥ll: " + deviceName + " IREARTELL:");
}
// RRPC EFIAEIMES A& RSN TS %
// BBE https://help.aliyun.com/document detail/101133.html
} else {

System.out.println ("RRPC ¥&M: " + "IFOEBARRKIL") ;

17.2. EBIHENEHCEREL

ETFMOTTEANRESOHRETE, EORIEEMEN. EQEHHSIE*DEETEL, XL HLENRNVIRE
HRRELHRT —EHE, ANRHUETERRARBEFHEREEEELNRE, RE. WA,
[RE

MRREOULIRE, BYCER, BAZRENBERREDEAN, FE—EEL.

HERARMBEMEENZOEND. B, XPHAETEZASEAAMEMNFEREFARIISEFHME
BASENREEANELEARMAR. BRER LN ECEEELARERN—MRE,

ZREN—MSRIMHM2RERERNELRBEK.

niE

1. 81#Topic= /yourProductKey/yourDeviceName/user/checkstatus ,
TopicB] ABEX, ERRUAARGHITH,

2. ®R&EImITIFE _£—2 6128 Topic .

3. REWAIXHER ("id":123,"version":"1.0", "time":1234567890123} , BH—EEAQ0S=0,
HERBSUBEEX, EBENERIER,
SHURA:
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version

time

Hm
Object

String

Long

REGWEER L—FRENER.
BLHEZE

o FERRE: KIXHBRE, SHRRBRIEREXN,
BBl REERE, SRRRAERIERERY,
BME: REERE, SRPRRAKRIERELRY, &

©)

(e]

(e]

S5

WA

R

WA

ATFRIERANERRERERE—, BETUSEFRIEE—

RXHBRNNEE, JUTEEBRENERN, TS ETHERER

==

KM, HENBL
KM, HENBL
KM, HENBL

m EE
N
> >3

S
w
>

WO LRIEECHBER, BEXBLHEEZE,

AT EIRY, AGIETFava SDKDemoFF R, EMRFHIEN B CEREELNTRHIEERE,

Java SDKFF & BRHT5,

@ 8

IR

ME A
B\BE

FHEXNE,

BWOILREBCHEY, EEARNIRERSDKEITH L,

B, T#HDemoI#E, HFMAX, HESRSFIERER. REWABUWT:

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

public

java.io.UnsupportedEncodingException;

com.

com.

com

com

com.

com.

com.

com.

com.

com.

com

com

com.

com.

com.

com.

aliyun.

aliyun.

.aliyun.

.aliyun.

aliyun.
aliyun.
aliyun.
aliyun.
aliyun.

aliyun.

.aliyun.

.aliyun.

aliyun.
aliyun.
aliyun.

aliyun.

alink

alink

alink.
alink.
alink.
alink.
alink.
alink.
alink.
alink.
alink.
alink.
alink.
alink.
alink.

alink.

.dm.api.DevicelInfo;
.dm.api.InitResult;

linkkit.
linkkit.
linkkit.
linkkit.
linksdk.
linksdk.
linksdk.
linksdk.
linksdk.
linksdk.
linksdk.
linksdk.
linksdk.
linksdk.

api

api

api.

api

cmp .
cmp .
cmp .
cmp .
cmp .
cmp.
cmp .

cmp .

cmp

.ILinkKitConnectListener;
.IoTMgttClientConfig;

LinkKit;

.LinkKitInitParams;

core

.Core.

core.

core.

core.

core.

core.

connect.channel .MgttPublishRequest;

connect.channel.MgttSubscribeRequest;

base.AMessage;
base.ARequest;

base.AResponse;

.base.ConnectState;

listener.IConnectNotifyListener;
listener.IConnectSendListener;

listener.IConnectSubscribelistener;

tools.AError;

class CheckDeviceStatusOnDevice {

//

// FEfhproductKey, REFIEPEIHZ—
private static String productKey = "";
// BEBFdeviceName, BFIEPEHZ—

private static String deviceName = "";
// EEFHdeviceSecret, IKFIEPEHZ—

FERAFEENSH,

FFie
VAR,
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private static String deviceSecret = "";

// HBBENTopic, BRETTFIEEN, NRSHALZHIITH

private static String checkStatusTopic = "/" + productKey + "/" + deviceName + "/user/chec
kstatus";

// SERAFIESNESHLE
// EWEIREHS

private static String subInfo = "";

public static void main (String[] args) throws InterruptedException {
CheckDeviceStatusOnDevice device = new CheckDeviceStatusOnDevice () ;
// ¥¥ak
device.init (productKey, deviceName, deviceSecret);
// TATEURLER
device.registerNotifyListener () ;
// T Topic
device.subscribe (checkStatusTopic) ;
// MG E IR
System.out.println("we will check device online status now.");
device.checkStatus () ;
// BEEMNRGEELNRS, BRIEME
System.out.println ("pls close network, we will check device offline status after 60 secon
ds.");
for (int 1 = 0; i < 6; i++) {
Thread.sleep (10000) ;
}
device.checkStatus () ;
}
Jx*
* MIRIREIRE
*

* @throws InterruptedException

wY

public void checkStatus () throws InterruptedException {

/e e s
// BRERGER, JUBENX, BiUERLHFEN

/e
// Field | Tyep | Desc

f
// id | Object | AFRIENANHEERERRE—, BRTUSEFRIEE—

f ]
// version | String | WRZASEE1L.0

f ]

e

String payload = "{\"id\":123, \"version\":\"1.0\",\"time\":" + System.currentTimeMillis (
)+ u}u.
// RiEHE

publlsh(checkStatusTopic, payload) ;

// ERBEAESE. KXERE, sPRASEREIERERN, HIMIRKM, HENEL
boolean isTimeout = true;

for (int 1 = 0; 1 < 5; i++) {

Thread.sleep (1000) ;

if (!subInfo.isEmpty()) {

isTimeout = false;
break;

44
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}
}
if (!isTimeout && payload.equals (subInfo)) {

System.out.println ("Device is online !!");
} else {
System.out.println ("Device is offline !!");

}
// BERKIRER, BET—RUR
subInfo = "";
}
/**
* ¥Yatk

* @param pk productKey
* @param dn devcieName
* @param ds deviceSecret
* @throws InterruptedException
Y
public void init (String pk, String dn, String ds) throws InterruptedException {
LinkKitInitParams params = new LinkKitInitParams () ;
// 88 MoTT WIAkEEK
IoTMgttClientConfig config = new IoTMgttClientConfig() ;
config.productKey = pk;
config.deviceName = dn;
config.deviceSecret = ds;
params.mgttClientConfig = config;
// RBVIRSEFIERER, BREA
DeviceInfo deviceInfo = new DeviceInfo();
deviceInfo.productKey = pk;
deviceInfo.deviceName = dn;
deviceInfo.deviceSecret = ds;
params.deviceInfo = devicelnfo;
LinkKit.getInstance () .init (params, new ILinkKitConnectListener () {
@Override
public void onInitDone (InitResult initResult) {
System.out.println("init success !!");
}
@Override
public void onError (AError aError) {
System.out.println("init failed !! code=" + aError.getCode() + ",msg=" + aError.getMsg (
) + ",subCode="
+ aError.getSubCode () + ",subMsg=" + aError.getSubMsg()) ;
}
}) i
// TRVIRCRIIEZA RITEEMNSE, A URIESEFRISIE S KX B A FERY
Thread.sleep (2000) ;
}
/**
* WITTFATERE
*/
public void registerNotifyListener() {
LinkKit.getInstance () .registerOnNotifyListener (new IConnectNotifyListener () {
@Override

public boolean shouldHandle (String connectId, String topic) {
/7 OONFBEEETE M~ ~BO3 B
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/1 INALSEN N LU LRI s
if (checkStatusTopic.equals(topic)) {
return true;
} else {
return false;
}
}
@override
public void onNotify (String connectId, String topic, AMessage aMessage) {
/7 EWGER
try {
subInfo = new String((byte[]) aMessage.getData(), "UTF-8");
} catch (UnsupportedEncodingException e) {
e.printStackTrace () ;
}
}
@override
public void onConnectStateChange (String connectId, ConnectState connectState) {
}
1) i
}
/**
* RfHR
*
* @param topic KiXHEMTopic
* @param payload RZRIGHERZA
*/
public void publish(String topic, String payload) {
MgttPublishRequest request = new MgttPublishRequest () ;
request.topic = topic;
request.payloadObj = payload;
request.gos = 0;
LinkKit.getInstance () .getMgttClient () .publish (request, new IConnectSendListener () {
@Override
public void onResponse (ARequest aRequest, AResponse aResponse) {
}
@override
public void onFailure (ARequest aRequest, AError aError) ({
}
1) i
}
/**
* ITRES
*
* @param topic I FEHEMTopic
2
public void subscribe (String topic) {
MgttSubscribeRequest request = new MgttSubscribeRequest () ;
request.topic = topic;

LinkKit.getInstance () .getMgttClient () .subscribe (request, new IConnectSubscribelListener ()

@Override
public void onSuccess () {
}

@Override
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public void onFailure (AError aError) {
}
}) i
}
}

@ B RVIEESEAE, REASRFEHNEE,

MEMEEME—TMREIDHIAATSRNIBEAFTESR, BESMARR, REIREEAN. HEHEF1EE
AN, FE1 PRI O] EIRIR S .

Fim METREE, I7MARR,

17.3. RZ RIS EERELE

ARIARMEIEARRPCRIEREREALNRE, RE. IUAR.

:'EE{-‘-I N

EFMOTTEANBRESONEE, BOREEEEME. BaRASNBNEESHYE, XEHHLENE
MEEHERELAERT —EHE., REiESIZM T GetDeviceStatusflBatchGetDeviceStatelE A &E I E
RE, ERABHAPEKEIRERSEETSEINN, SIEREEELEOKEMR LM,

RE

MBEROTIBRRRSH TRIGERHERIE, WZEEBEEE, 88— EEL.

HERARMBEMESHNZOEND, B, XPHAELEZARASEAMEKNFEEREFARIISEHMEN,
BASENREERNELPEARMARN. XERSHELNREESEELREAN—TRIE,

YIEL N SR BIRRPCEE I i 2 1Z R 12 89— R4S BRSCIN

iz

1. iﬁ%iﬁ“ﬁiﬁ;ﬂRRPC%*E’\]Topic% /sys/${yourProductKey}/${yourDeviceName}/rrpc/request/+ ,
2. REHBARRpEORIXIES, HIA ("id":123,"version":"1.0","time":1234567890123} .,

HERBUHEN, BRERLLEN,

SHIHBNTE.
FE il i8R
i Obiect JHEID, ATFRIEKNANBERREERR—%., BETELSES
) A, FHREE M,
version String WAS, BRIRASEEA1.0,
. REHENNEE, oTATHEEERENEN, FELEHE
time Long

ERE,

3. IRBIHIEWIESHIMMRRPCIE R, EIRAEESK: {"id":123, "version":"1.0","time":123456789
0123}
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XN E S

BAHEZEMNT,

o Ei%: RIXHERE, SHRRRAWEIHERELRY,
o TlE: RXHERE, SHRRAWEHERELRNY,

o FH:

REHBE, SPRRBREIEREXMY,

W EE
W
N
>

REM, HIERNEL.
KW, HIENBLZ.,
KW, HIENBLZ.,

>:

fit
pzn
&
>

@ wBE GUUREECHER, AENEAYERE,

ST

ATERSE, REET

S TEDemo L2, BRI
SAccessKey(s BAIRE

REHABUMT:

@ 8

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
public

//

RO LAMRIESEPRE R,

RE I

'LE:E'{I:I o

EEAR

Java SDK Demo# Ak %5 ifkJava SDK DemoF & .

1% %5 i SDKFN AR 55 4 SDKI AT FF &

java.io.UnsupportedEncodingException;

com.

com.

com.

com.

com

com.

com.

com.

com.

com.

com.

com.

com

com

com.

com.

.aliyun.

.aliyun.

.aliyun.

aliyun.
aliyun.
aliyun.

aliyun.

aliyun.
aliyun.
aliyun.
aliyun.
aliyun.
aliyun.

aliyun.

aliyun.

aliyun.

alink.
alink.
alink.
alink.
alink.
alink.
alink.
alink.
alink.
alink.
alink.
alink.
alink.
alink.
alink.

alink.

class Device {

dm.api.DeviceInfo;
dm.api.InitResult;

linkkit.
linkkit.
linkkit.
linkkit.
linksdk.
linksdk.
linksdk.
linksdk.
linksdk.
linksdk.
linksdk.
linksdk.
linksdk.
linksdk.

api.
api.
.LinkKit;

api

api

cmp .
cmp .
cmp .
cmp .
cmp .
cmp.
cmp .
cmp.

cmp .

ILinkKitConnectListener;
ToTMgttClientConfig;

.LinkKitInitParams;

connect.channel .MgttPublishRequest;

connect.channel .MgttSubscribeRequest;
core.
core.
core.
core.

core.

core

core.

base.AMessage;
base.ARequest;
base.AResponse;

base.ConnectState;

listener.IConnectNotifyListener;

.listener.IConnectSendListener;

i %M CheckDeviceStatusOnServerd, &% ik MDevice, EE R E =Mk

listener.IConnectSubscribelistener;

tools.AError;

FERAFEENSH, R

// FEfaproductKey, REFIEFEIHZ—

private static String productKey = "";

// BEBFdeviceName, BHFIEPEHZ—

private static String deviceName = "";

// EEFdeviceSecret, IKFIEPEHZ—

private static String deviceSecret = "";

// HBBEMTopic, TRAUNEFEN, EHiRERET

private static String rrpcTopic
est/+";

//

Device device =

//

a1k

= "/sys/" + productKey + "/" + deviceName + "/rrpc/requ

FREAFEENSH, 4R

public static void main (Stringl[]

args) throws InterruptedException {

new Device () ;

device.init (productKey,

// TATEIESER

deviceName, deviceSecret);
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device.registerNotifyListener () ;
// iTRTopic
device.subscribe (rrpcTopic) ;

}

/**

* ¥Rt

* @param pk productKey
* @param dn devcieName
* @param ds deviceSecret
* @throws InterruptedException
w2y
public void init (String pk, String dn, String ds) throws InterruptedException {
LinkKitInitParams params = new LinkKitInitParams () ;
// &8 voTT WIMEHEEK
IoTMgttClientConfig config = new IoTMgttClientConfig() ;
config.productKey = pk;
config.deviceName = dn;
config.deviceSecret = ds;
params.mgttClientConfig = config;
// REMBREREIEBER, APEAN
DeviceInfo deviceInfo = new DeviceInfo();
deviceInfo.productKey = pk;
deviceInfo.deviceName = dn;
deviceInfo.deviceSecret = ds;
params.deviceInfo = devicelInfo;
LinkKit.getInstance () .init (params, new ILinkKitConnectListener () {
public void onError (AError aError) {
System.out.println("init failed !! code=" + aError.getCode() + ",msg=" + aE
rror.getMsg () + ",subCode="
+ aError.getSubCode () + ",subMsg=" + aError.getSubMsg())
}
public void onInitDone (InitResult initResult) {

System.out.println ("init success !!");

1)
// TRVISRRINE A HATEENS B, A LURIESEFRISIE ST KiX B A FERT
Thread.sleep (2000);
}
/**
* WIRTTATEE
*/
public void registerNotifyListener() {
LinkKit.getInstance() .registerOnNotifylListener (new IConnectNotifyListener() {
@override
public boolean shouldHandle (String connectId, String topic) {
// RIBYFETopichIHE
if (topic.contains ("/rrpc/request/")) {
return true;
} else {

return false;

}

@Override

LR oA P . o ~ . . . o wr N
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PUDL1C VOld ONNOTLIY (STrXing CONNect.id, STring TOplc, AMessage aMessage) {
// HEWRRRPCIERH EIE RRPCINRE
try {
String response = topic.replace ("/request/", "/response/");
publish (response, new String((byte[]) aMessage.getData(), "UTF-8"));
} catch (UnsupportedEncodingException e) {

e.printStackTrace () ;

}
@Override
public void onConnectStateChange (String connectId, ConnectState connectState) {
}
}):

/**
* RIHB
*
* @param topic KiXHEMTopic
*@Hm@mﬂmdﬁﬁﬁﬁﬁmg
*/
public void publish(String topic, String payload) {
MgttPublishRequest request = new MgttPublishRequest () ;
request.topic = topic;
request.payloadObj = payload;
request.qgos = 0;
LinkKit.getInstance () .getMgttClient () .publish (request, new IConnectSendListener () {
@override
public void onResponse (ARequest aRequest, AResponse aResponse) {
}
@Override

public void onFailure (ARequest aRequest, AError aError) {

/**
* ITENER
*
* @param topic ITFIHEMTopic
Y
public void subscribe (String topic) {
MgttSubscribeRequest request = new MgttSubscribeRequest () ;
request.topic = topic;
LinkKit.getInstance () .getMgttClient () .subscribe (request, new IConnectSubscribeliste
ner () {
@override
public void onSuccess () {
}
@Override

public void onFailure (AError aError) {
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import
import
import
import
import
import
import
import
import
public

//

//

java.io.UnsupportedEncodingException;
org.apache.commons.codec.binary.Base64;
com.aliyuncs.DefaultAcsClient;
com.aliyuncs.exceptions.ClientException;
com.aliyuncs.exceptions.ServerException;
com.aliyuncs.iot.model.v20170420.RRpcRequest;
com.aliyuncs.iot.model.v20170420.RRpcResponse;
com.aliyuncs.profile.DefaultProfile;
com.aliyuncs.profile.IClientProfile;

class CheckDeviceStatusOnServer extends BaseTest ({

FERFESNSY, iR

FAPFPMKSAccessKey

private static String accessKeyID = "";

//

J:: )2 M S AccesseKeySecret

private static String accessKeySecret = "";

//

FEfproductKey, REFIEPSHZ—

private static String productKey = "";

//

BB B FdeviceName, RFIEPBEEHZ—

private static String deviceName = "";

//

REAFEENSH, 4R

public static void main(String[] args) throws ServerException, ClientException, Unsuppo

rtedEncodingException {

/e
// BRZRGER, AIMBEX, BIUERHFIEI
/e

String payload = "{\"id\":123, \"version\":\"1.0\",\"time\":" + System.currentTimeM
illis() + "}";

// FIERRPCIER

RRpcRequest request = new RRpcRequest();

request.setProductKey (productKey) ;

request.setDeviceName (deviceName) ;

request.setRequestBase64Byte (Base64.encodeBase64String (payload.getBytes())) ;

request.setTimeout (5000) ;

// REERSIRIERE ik

DefaultAcsClient client = getClient();

// RIEBRRPCIER

RRpcResponse response = (RRpcResponse) client.getAcsResponse (request) ;

// RRPCIRZALER

/] ENARBEBresponse.getSuccess () , XMYRARRPCIERZIZEMIN, FACTRIGFIZURRLTHANI L X
Ih

// BERIERrpcCode RHE, BEXMnttps://help.aliyun.com/document detail/69797.html

if (response != null && "SUCCESS".equals (response.getRrpcCode())) {

if (payload.equals (new String (Base64.decodeBase64 (response.getPayloadBase64Byte

(), "UTF-8"))) {
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System.out.println ("Device is online");
} else {

System.out.println ("Device is offlinel");
}

} else {

System.out.println ("Device is offline");

}
public static DefaultAcsClient getClient() {
DefaultAcsClient client = null;
try {
// WU TR cn-shanghaifN ARG, FERAEYEEMT SRS M 1D,
IClientProfile profile = DefaultProfile.getProfile ("cn-shanghai", accessKeyID,

accessKeySecret) ;

DefaultProfile.addEndpoint ("cn-shanghai", "cn-shanghai", "Iot", "iot.cn-shangha
i.aliyuncs.com") ;

client = new DefaultAcsClient (profile);

} catch (Exception e) {

System.out.println("init client failed !! exception:" + e.getMessage()):;
}

return client;

@ 3B ERSEEFMERRPCEE, M2 EER I UREI S i 0
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