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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yle  Descript ion  Example

 Danger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:

Resetting will result  in the loss of user
configuration data.

 Warning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ings   > Net work > Set  net work 
t ype .

Bold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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This topic lists the best  pract ices of ApsaraDB RDS in various business scenarios.

Database engine References

All supported database
engines

Build a high availability architecture

Use ApsaraDB RDS with self-managed database instances for geo-disaster
recovery

Use ApsaraDB RDS with heterogeneous databases for diversified data storage

Use read/write splitt ing to increase the processing capability of an ApsaraDB
RDS instance

Use ApsaraDB RDS with MaxCompute for data computing at scale

Use RAM policies to manage the permissions of RAM users on ApsaraDB RDS
instances

MySQL

Best practices of X-Engine

Import data from Excel to ApsaraDB RDS for MySQL

Configure a cyclic event on an ApsaraDB RDS for MySQL instance

Select and create an optimal index for faster data access

SQL Server
Connect Kingdee K/3 WISE to ApsaraDB RDS for SQL Server

Use SSRS for an ApsaraDB RDS SQL Server instance

PostgreSQL

Configure the collation of a database on an ApsaraDB RDS for PostgreSQL
instance

Insert, update, and delete multiple data records at a t ime

Locate SQL statements with the highest resource consumption

Real-time precision marketing (user selection)

Image recognition, face recognition, similarity-based retrieval, and similarity-
based audience spotting

1.Overview of best practices
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ApsaraDB for RDS provides a complete suite of high availability features such as the dedicated instance
family, high availability-centered RDS edit ions, mult i-zone deployment, and cross-region backup and
restoration.

RDS editions and instance families
When you create an RDS instance, note the following high availability-related options:

Edit ion : We recommend that you select  the High-availabilit y , Ent erprise , or Clust er (AlwaysOn)
Edit ion.

High-availabilit y : The database system works in the classic high-availability architecture and
consists of one primary instance and one secondary instance.

Ent erprise : The database system consists of one primary instance and two secondary instances.
The primary and secondary instances reside in three different zones within the same region to
provide financial-level reliability.

Clust er (AlwaysOn) : This edit ion is only supported for SQL Server. The database system consists
of one primary instance, one secondary instance, and up to seven read-only instances used to
scale out the read capability.

Zone: ApsaraDB for RDS supports both single-zone deployment and mult i-zone deployment. We
recommend that you use mult i-zone deployment. If  your database system spans mult iple zones, it
can provide zone-level disaster recovery.

Inst ance T ype  : We recommend that you select  the Dedicat ed Inst ance   or Dedicat ed Host
family.

Dedicat ed Inst ance  : A dedicated instance occupies the exclusive CPU and memory resources
allocated to it . Its performance and stability are independent of the other instances deployed on
the same physical host.

Dedicat ed Host  : This is the top configuration of the Dedicat ed Inst ance   family. A dedicated
host instance occupies all resources on the physical host  where it  is housed.

2.Build a high availability
architecture

Best  Pract ices·Build a high availabili
t y archit ect ure
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Automatic backup
We recommend that you configure an automatic backup policy for your ApsaraDB for RDS instance. If
your instance becomes unavailable due to misoperations or other exceptions, you can use the backups
to restore the instance to its latest  state.

ApsaraDB for RDS Best  Pract ices·Build a high availabili
t y archit ect ure
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Cross-region disaster recovery
The cross-region disaster recovery feature helps secure your data and increases the availability of your
RDS instances.

Create a disaster recovery ApsaraDB RDS for MySQL instance: The primary instance and its remote
disaster recovery instance synchronize data with each other in real t ime by using Data Transmission
Service (DTS). Both the primary and disaster recovery instances are deployed based on the
primary/secondary high availability architecture. If  your application cannot connect to either the
primary or secondary instance due to a natural disaster, you can switch services over to the remote
disaster recovery instance and then update the endpoints on your application. This minimizes the
downtime of your database system.

Enable cross-region backups for an ApsaraDB RDS for MySQL instance: Your database system
automatically replicates its backup files to OSS buckets in a different region.

Best  Pract ices·Build a high availabili
t y archit ect ure
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Monitoring and alerting
To prevent unavailability caused by CPU, disk, memory, connection, or other exceptions, we recommend
that you monitor and configure thresholds for the performance metrics of your RDS instances. If  the
value of a metric reaches the preset  threshold, the system reports alerts. For more information, see
Configure alert rules for an ApsaraDB RDS MySQL instance.

Data restoration
If  you have built  a high availability architecture for your database system as instructed above, your
business can run without downtime under normal scenarios and can even be restored within a short
t ime in the event of exceptions.

If  a single RDS instance of your database system is faulty, you can switch services over to another
RDS instance. This operation is unavailable in the Basic Edit ion.

In the mult i-zone deployment solut ion, the primary instance can be switched to another zone if  the
current zone is faulty. In the single-zone deployment solut ion, you must wait  until the fault  is
rect if ied or switch services over to the disaster recovery instance.

If  the region of your database system is faulty, you can switch services over to the disaster recovery
instance. You also have the option to restore the data to a new RDS instance by using cross-region
backup.

ApsaraDB for RDS Best  Pract ices·Build a high availabili
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For more information about how to restore data, see the following topics:

Restore the data of an RDS instance

Restore individual databases and tables of an ApsaraDB RDS for MySQL instance

Restore the data of an ApsaraDB RDS for MySQL instance across regions

Best  Pract ices·Build a high availabili
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This topic describes how to import  a logical backup file into an ApsaraDB for RDS instance by using
Alibaba Cloud Data Management (DMS).
For more information, see Import  data.

3.Use DMS to import a logical
backup file into an ApsaraDB
for RDS instance

ApsaraDB for RDS
Best  Pract ices·Use DMS t o import  a
logical backup file int o an ApsaraDB

for RDS inst ance
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This topic describes how to authorize a RAM user to manage ApsaraDB RDS instances by using Resource
Access Management (RAM).

Prerequisites
Create a RAM user

Context
You can grant the permissions to call API operations to RAM users. For example, if  you grant a RAM user
the permission to call the CreateDBInstance operation, the RAM user can create an RDS instance in the
ApsaraDB RDS console.

The following procedure shows how to grant a RAM user the permission to check the information about
RDS instances. The procedures to grant other permissions to a RAM user are similar.

Procedure
1. Log on to the RAM console.

2. In the left-side navigation pane, choose Permissions > Policies.

3. On the Policies page, click Creat e Policy .

4. On the Create Custom Policy page, specify the Policy Name and the Not e .

5. Select  a Conf igurat ion Mode  .

Visualized
If you select  the Visualized configuration mode, click Add St at ement    and configure the
following parameters.

4.Authorize a RAM user to
manage ApsaraDB RDS
instances

Best  Pract ices·Aut horize a RAM use
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Parameter Description

Permission Ef f ect 

Specify whether to grant the permissions on an
Alibaba Cloud service to the RAM user. Valid
values: Allow and Deny. In this example, select
Allow.

Select  Product /Service 
Select the Alibaba Cloud service on which you
want to grant permissions to the RAM user. In
this example, select RDS.

ApsaraDB for RDS
Best  Pract ices·Aut horize a RAM use
r t o manage ApsaraDB RDS inst ance
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Act ions

Select the API operations on which you want to
grant permissions to the RAM user. Valid values:
All Act ions   and Specif ied Act ions   . If you
select Specif ied Act ions   , you must also select
the required API operations from the drop-down
list that appears. In this example, select all API
operations whose names start with  Describe
 .

Resources

Select the resources on which you want to grant
permissions to the RAM user. Valid values: All
Resources  and Specif ied Resources  . If you
select Specif ied Resources  , you must also
enter the names of the required resources in the
following format:  acs:<service-name>:<reg
ion>:<account-id>:<relative-id> . In this
example, enter  acs:rds:*:*:*/* . This way,
the RAM user can be granted the permissions on
all RDS instances that are created within your
Alibaba Cloud account.

Condit ions

Specify the limits on the permissions that you
want to grant to the RAM user. For example, you
can limit the source IP addresses from which the
RAM user can log on.

Parameter Description

Not e   If  you select  Specif ied Act ions  , we recommend that you select  the  Describe
DBInstances  operation. If  you do not select  this API operation, you cannot view the RDS
instances in a specified region.

Script
If  you select  the Script  configuration mode, enter the following code snippet in the edit  box
that appears:

{    "Version": "1",
     "Statement": [  
      {      "Effect": "Allow",
            "Action": [
                "rds:Describe*"     ],
            "Resource": [
                "acs:rds:*:*:*/*"    
                ],
            "Condition": {}    
        }    
    ]
}

Best  Pract ices·Aut horize a RAM use
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Not e   The Script  configuration mode is more efficient  than the Visualized
configuration mode. For example, in the Script  configuration mode, you can enter  Describe
*  in the edit  box to specify all API operations whose names start  with Describe. However, in
the Visualized configuration mode, you can select  only one API operation whose name starts
with Describe at  a t ime.

6. Click OK.

7. In the left-side navigation pane, choose Ident it ies   > Users.

8. Find the RAM user. Then, click Add Permissions in the Act ions  column.

9. In the Select  Policy  sect ion, click Cust om Policy , f ind the permission policy that you created, and
then click OK.

After the preceding steps are complete, you can log on to the ApsaraDB RDS console and check the
information about RDS instances by using the credentials of the RAM user. You can also grant other
permissions to a RAM user within your Alibaba Cloud account based on your business requirements.

ApsaraDB for RDS
Best  Pract ices·Aut horize a RAM use
r t o manage ApsaraDB RDS inst ance
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For more information about the ApsaraDB RDS API, see List  of operations by function.

For more information about the elements of a permission policy, see Policy elements.

Best  Pract ices·Aut horize a RAM use
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This topic describes how to attach Resource Access Management (RAM) policies to RAM users to
manage the permissions of the RAM users on ApsaraDB RDS instances.

Introduction
Alibaba Cloud allows you to use RAM policies to improve the security of RDS instances. You can use RAM
policies to grant different permissions to RAM users on RDS instances. For more information, see RAM
policies for ApsaraDB RDS.

Not e   For more information about RAM policies, see Policy overview.

Procedure
1. Log on to the RAM console.

2. In the left-side navigation pane, choose Permissions > Policies.

3. On the page that appears, click Creat e Policy . On the JSON tab of the page that appears, enter
the RAM policy script  and click Next  St ep  .

Not e

You can find the RAM policy script  in the Code column in the "RAM policies for ApsaraDB
RDS" sect ion of this topic.

For more information about the syntax and structure of RAM policies, see Policy
structure and syntax.

4. In the Basic Inf ormat ion   sect ion of the page that appears, enter a policy name in the Name field.
Then, click OK. You can find the name of the RAM policy in the Policy column in the "RAM policies
for ApsaraDB RDS" sect ion of this topic.

Not e   You can also customize the name of the RAM policy. The name of the RAM policy
must meet the following requirements:

The name must be 1 to 128 characters in length.

The name can contain letters, digits, and hyphens (-).

5. On the page that appears, click Grant  Permission .

5.Use RAM policies to manage
the permissions of RAM users
on ApsaraDB RDS instances

ApsaraDB for RDS
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i. Configure the Aut horized Scope  parameter.

Alibaba Cloud Account : The authorization takes effect  on all resources in the current
Alibaba Cloud account.

Specif ic Resource Group : The authorization takes effect  on resources in a specified
resource group.

Not e   If  you want to select  the Specific Resource Group option, make sure that
ApsaraDB RDS supports resource groups. For more information, see Services that work
with Resource Group.

ii. Configure the Principal parameter.

Not e   The Principal parameter specifies the RAM user to which you want to attach
the RAM policy. You can enter a part  of the username to perform a fuzzy match to search
for the RAM user.

iii. Set  the Select  Policy  parameter to Cust om Policy .

iv. Select  the RAM policy that you created in Step 4. Then, click OK.

Not e   You can enter a part  of the name of the RAM policy in the search box above
the listed RAM policies to perform a fuzzy match to search for the RAM policy.

RAM policies for ApsaraDB RDS

Item Policy Code Description

Insta
nce
creat
ion

CreateRdsWith
NonDiskEncryp
tionForbidden

This policy is used to prevent users from
creating RDS instances that do not use
encrypted disks.

Not e   This policy takes effect
only when users create primary RDS
instances. This policy does not take
effect when users create read-only
RDS instances or restore data to new
RDS instances.

CreateRdsWith
NonVPCNetwo
rkTypeForbidd
en

This policy is used to prevent users from
creating RDS instances whose network
types are not Virtual Private Cloud (VPC).

Not e   This policy takes effect
only when users create primary RDS
instances. This policy does not take
effect when users create read-only
RDS instances or restore data to new
RDS instances.

Click t o expand ❯

Click t o expand ❯

Best  Pract ices·Use RAM policies t o 
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Netw
ork
confi
gurat
ions

DatabaseConn
ectionNonVPC
NetworkTypeF
orbidden

This policy is used to prevent users from
changing the network type of RDS
instances to classic network.

Secur
ity
confi
gurat
ions

DataSecuritySS
LDisabledForbi
dden

This policy is used to prevent users from
disabling SSL encryption for RDS instances.

DataSecurityT
DEDisabledFor
bidden

This policy is used to prevent users from
disabling Transparent Data Encryption
(TDE) for RDS instances.

Data
base
prox
y
confi
gurat
ions

DatabaseProxy
WithNonVPCNe
tworkTypeFor
bidden

This policy is used to prevent users from
specifying public endpoints when the users
enable the database proxy feature for RDS
instances.

DatabaseProxy
CreateEndpoin
tAddressWithN
onVPCNetwork
TypeForbidden

This policy is used to prevent users from
specifying public endpoints when the users
create endpoints to connect to the
database proxies of RDS instances.

DatabaseProxy
ModifyEndpoin
tAddressWithN
onVPCNetwork
TypeForbidden

This policy is used to prevent users from
specifying public endpoints when the users
modify the endpoints that are used to
connect to the database proxies of RDS
instances.

DatabaseProxy
DbProxyInstan
ceSslDisabledF
orbidden

This policy is used to prevent users from
disabling SSL encryption for the specified
endpoints of the database proxies of RDS
instances.

Back
up-
relat
ed
confi
gurat
ions

BackupAndRes
torationCrossB
ackupDisabled
Forbidden

This policy is used to prevent users from
disabling the cross-region backup feature
for RDS instances.

BackupAndRes
torationBacku
pPolicyDisable
dForbidden

This policy is used to prevent users from
disabling the log backup feature for RDS
instances.

Event
histo
ry

EventCenterAc
tionEventEnabl
eEventLogForb
idden

This policy is used to prevent users from
enabling the event history feature for RDS
instances.

Item Policy Code Description

Click t o expand ❯

Click t o expand ❯

Click t o expand ❯

Click t o expand ❯

Click t o expand ❯

Click t o expand ❯

Click t o expand ❯

Click t o expand ❯

Click t o expand ❯

Click t o expand ❯

ApsaraDB for RDS
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If  an RDS instance is overloaded, you can vert ically split  a database or table from this instance into a
separate instance. This topic describes how to use the dual-write solut ion and simple split t ing solut ion
to achieve vert ical split t ing.

Context
Assume that Database A and Database B are deployed on an RDS instance. The instance is facing
bott lenecks because of business growth. If  you want to reduce the load on the instance, you can
vert ically split  Database B into a separate instance. For more information, see, Dual-write solut ion and
Simple split t ing solut ion.

Precautions
You must create a separate instance as the dest ination instance. The database account of the
destination instance must have the same permissions as the database account of the source
instance. For more information about the supported dest ination instance types, see Overview of
data migration scenarios.

Not e   We recommend that you create and authorize a database account for the source
and dest ination instances. This allows you to dist inguish session information and improve data
security.

You must add the connection string of the dest ination instance to the application.

If  you use the Simple split t ing solut ion, you must pause your business and stop writ ing data to the
database for a short  period of t ime. To minimize the impact on your business when you change and
release a program or switch instances, we recommend that you split  the database during off-peak
hours.

Dual-write solution

Not e   You can implement phased switchover and minimize the impact on the business.
However, you must transform the application so that the application data can be written to
Database B on the source and dest ination instances.

1. Configure a data migration task for the source and dest ination instances. Select  Database B as the
object  to be migrated. For more information, see Overview of data migration scenarios.

Not e   When you configure the data migration task, you must select  Schema Migrat ion ,
Full Dat a Migrat ion  , and Increment al Dat a Migrat ion    as the migration types.

2. Wait  until the task progress bar shows "Incremental Data Migration" and "The migration task is not
delayed" or a delay t ime of less than 5 seconds.

3. Check whether the data in Database B is consistent between the source and dest ination instances.

6.Use DTS to perform vertical
splitting on a database
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4. If  the data is consistent, stop the data migration task. For more information, see Stop a data
migration task.

Warning  The database accounts that are used for data migration have the read and
write permissions. After data is migrated, you must delete the accounts or revoke the write
permission to ensure security.

5. Write the application data to Database B on the source and dest ination instances at  the same
time.

6. Log on to Database B on the source and dest ination instances and execute one of the following
statements to view the session information. Select  the statement based on the database type.
Make sure that write operations are being performed in a new session.

Not e   The process or session information returned by the preceding statements includes
the processes or sessions between DTS and Database B on the source and dest ination
instances.

     

7. Write the application data to Database B on the source and dest ination instances at  the same
time. Make sure that the source and dest ination instances keep running for a business period, for
example, seven days.

8. After you test  all features related to your business and make sure that no issues are detected, shut
down Database B on the source instance.

Simple splitt ing solution

Not e   If  you use this solut ion, you do not need to edit  the code of your application. However,
a rollback failure may occur.

1. Configure a data migration task for the source and dest ination instances. Select  Database B as the
object  to be migrated. For more information, see Overview of data migration scenarios.

2. Wait  until the task progress bar shows "Incremental Data Migration" and "The migration task is not
delayed" or a delay t ime of less than 5 seconds.

Not e   If  you do not select  Increment al Dat a Migrat ion    when you configure the data
migration task, the task progress bar does not show "Incremental Data Migration". After data is
migrated, the migration task automatically stops. In this case, you must pause your business
and stop writ ing data to the source database before running the data migration task. Skip to
Step 6 and proceed.

3. Check whether the data in Database B is consistent between the source and dest ination instances.

4. If  the data is consistent, stop the data migration task. For more information, see Stop a data
migration task.
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show processlist;

Warning  The database accounts that are used for data migration have the read and
write permissions. After data is migrated, you must delete the accounts or revoke the write
permission to ensure security.

5. Disconnect the application from Database B.

Not e   If  the business of Database A is affected after the application is disconnected
from Database B, you must disconnect the application from the source instance.

6. Log on to Database B on the source instance and execute one of the following statements to view
the session information. Select  the statement based on the database type. Make sure that no
write operations are being performed in a new session.

Not e   The process or session information returned by the preceding statements includes
the process or session between DTS and Database B on the source instance.

     

7. Create and start  a data migration task in the opposite direct ion. The task migrates incremental
data generated in Database B on the dest ination instance to Database B on the source instance.

The data migration task created in this step provides a rollback solut ion. If  an error occurs in the
destination database, you can switch workloads to the source database.

Warning  When you configure a data migration task in the opposite direct ion, you must
select  only "Incremental Data Migration" in the "Configure Migration Types and Objects" step.
Then, you must select  the database or table to be migrated back to the source database.

8. Make sure that the application is disconnected from Database B on the source instance. Verify that
data is consistent between Databases B on the source instance and Databases B on the
destination instance. Then, switch the database services to Databases B on the dest ination
instance and resume your business.

9. Log on to Database B on the dest ination instance and execute one of the following statements to
view the session information. Select  the statement based on the database type. Make sure that
write operations are being performed in a new session.

Not e   The process or session information returned by the preceding statements includes
the process or session between DTS and Database B on the source instance.

     

10. After you switch workloads to the dest ination database, make sure that the dest ination database
keeps running for a business period, for example, seven days.

11. Test  all features related to your business and make sure that no issues are detected. Then, shut
down Database B on the source instance and stop the data migration task in the opposite
direct ion. For more information, see Stop a data migration task.
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Warning  The database accounts that are used for data migration have the read and
write permissions. After data is migrated, you must delete the accounts or revoke the write
permission to ensure security.
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This topic describes how to use ApsaraDB RDS together with self-managed database instances to
implement geo-disaster recovery.

Use of an ApsaraDB RDS instance together with a self-managed
database instance
You can use Data Transmission Service (DTS) to synchronize data from a self-managed database
instance that is deployed in an on-premises data center or on an Elast ic Compute Service (ECS) instance
to an ApsaraDB RDS instance that resides in any Alibaba Cloud region in real t ime. If  the data of the
self-managed database instance is lost  due to unexpected exceptions such as data center damages,
you can use the data backups stored in the ApsaraDB RDS instance to restore the data.

For more information, see Configure a data synchronization task.

Cross-region backup and restoration
ApsaraDB RDS for MySQL provides the cross-region backup feature. This feature allows an ApsaraDB
RDS for MySQL instance to automatically synchronize the backup files stored in the RDS instance to an
Object  Storage Service (OSS) bucket that resides in a different region. You can use the cross-region
backup files to manage and restore the RDS instance in the event of unexpected exceptions. For more
information, see Enable cross-region backups for an ApsaraDB RDS for MySQL instance.

This topic describes how to use ApsaraDB RDS with heterogeneous databases to store a wide range of
data.
ApsaraDB RDS can be used with various Alibaba Cloud services, such as ApsaraDB for Redis, ApsaraDB
for Memcache, and Object  Storage Service (OSS), to store a wide range of data.

7.Typical applications
7.1. Use ApsaraDB RDS with self-
managed database instances for geo-
disaster recovery

7.2. Use ApsaraDB RDS with
heterogeneous databases for
diversified data storage
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Persistence of cached data
You can use ApsaraDB RDS with ApsaraDB for Redis and ApsaraDB for Memcache to store data at  high
IOPS and low latency.

ApsaraDB for Redis and ApsaraDB for Memcache have the following advantages over ApsaraDB RDS:

ApsaraDB for Redis and ApsaraDB for Memcache can respond to queries at  higher speeds. In most
cases, the latency per query is less than a few milliseconds.

The caches of ApsaraDB for Redis and ApsaraDB for Memcache support  larger numbers of queries per
second (QPS).

For more information, see Cached data persistence.

Storage of data in different structures
OSS is a secure, cost-effect ive, and highly reliable cloud storage service that is provided by Alibaba
Cloud. You can use ApsaraDB RDS together with OSS to store data in different structures.

For example, you can use ApsaraDB RDS together with OSS for a forum application. This way, you can
store resources such as the images from user profiles and the images from posts in OSS buckets to
reduce the amount of storage that is occupied in ApsaraDB RDS.

For more information, see Use ApsaraDB RDS with OSS to store data in various structures.

This topic describes the read/write split t ing feature of ApsaraDB RDS. This feature allows you to create
read-only RDS instances, which can offload read requests from the primary RDS instance of your
database system. This feature is supported only for MySQL and SQL Server.

7.3. Use read/write splitting to
increase the processing capability of
an ApsaraDB RDS instance
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After you enable the read/write split t ing feature, your database system generates a read/write
split t ing endpoint  or a read-only routing endpoint. The generated endpoint  can distribute read
requests and write requests among the primary RDS instance and read-only RDS instances in your
database system. To increase the processing capability of your database system, you need only to
create read-only RDS instances. You do not need to modify the configuration data on your application.

References
Create a read-only ApsaraDB RDS for MySQL instance

Enable the read/write split t ing feature for an ApsaraDB RDS for MySQL instance (shared proxy)

Create a read-only ApsaraDB RDS for SQL Server instance

Enable the read-only routing endpoint  of an ApsaraDB RDS for SQL Server instance

This topic describes how to use ApsaraDB RDS with MaxCompute.

7.4. Use ApsaraDB RDS with
MaxCompute for data computing at
scale
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MaxCompute, which is formerly known as ODPS, provides various data warehousing solut ions to store
large amounts of structured data. MaxCompute also provides analyt ics and modeling services for big
data.

You can import  a large amount of data from ApsaraDB RDS instances into MaxCompute by using Data
Integration. Then, you can process the data by using MaxCompute.
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