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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .

CloudMonit or Product  Int roduct ion··Legal disclaim
er

> Document  Version: 20220507 I



Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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CloudMonitor is a service that monitors Alibaba Cloud resources and Internet applications.

CloudMonitor provides a one-stop, out-of-the-box, and enterprise-class monitoring solut ion.
CloudMonitor supports IT  infrastructure monitoring and dial test ing-based Internet quality monitoring
by using events and custom metrics. The monitoring services provided by CloudMonitor are efficient,
comprehensive, and cost-effect ive. CloudMonitor helps you improve system service availability and
reduce the operations and maintenance (O&M) costs of IT  infrastructure.

CloudMonitor provides application groups and alert  templates to monitor tens of thousands of
instances from dozens of services. You can add resources from different services and regions to the
same application group to simplify resource management.

CloudMonitor allows you to monitor the metrics of Alibaba Cloud services, detect  the availability of
websites hosted on Elast ic Compute Service (ECS) instances or carrier servers, and configure alert  rules
for specified metrics. This way, you can monitor the usage of your Alibaba Cloud services and the status
of your applications. You can also resolve alerts as early as possible to ensure the availability of your
applications.

Service architectureService architecture

Functions and featuresFunctions and features
The following table describes the features that are supported by CloudMonitor.

Feature Description

Dashboard
Allows you to view monitoring data as needed. You can view monitoring data of
different instances from different services by using a dashboard.

Application group

Allows you to manage resources from different services and regions by group. You
can use application groups to manage resources, such as servers, databases, load
balancers, and storage resources, of your business in a centralized manner. For
example, you can manage alert rules and view monitoring data by application group.
This improves O&M efficiency.

1.What is CloudMonitor?1.What is CloudMonitor?
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Host monitoring
Allows you to install CloudMonitor agents on servers to collect monitoring data of
metrics such as CPU, memory, disk, and network usage. Host monitoring allows you to
configure alert rules for all metrics.

Event monitoring
Allows you to report events, query events, and receive alerts about events. Event
monitoring allows you to report exceptions or important changes in your business to
CloudMonitor and receive alerts when exceptions occur.

Custom
monitoring

Allows you to report business metrics about which you are concerned to
CloudMonitor. CloudMonitor processes the collected monitoring data and generates
alerts based on the processing result.

Site monitoring
Allows you to test network connectivity. Site monitoring sends detection requests
that simulate real user access from Alibaba Cloud data centers to your site.

Cloud service
monitoring

Allows you to monitor the metrics of the Alibaba Cloud services that are activated for
your Alibaba Cloud account. You can view the monitoring data about resources of
each Alibaba Cloud service in monitoring charts. You can also configure alert rules to
monitor resources. If an alert is triggered based on the alert rules, CloudMonitor sends
an alert notification to you. This way, you are notified of the status of your cloud
resources as early as possible.

Alert service

Allows you to configure alert rules based on monitoring data. You can configure alert
rules to specify how CloudMonitor checks the monitoring data and when CloudMonitor
sends alert notifications. After you configure alert rules for important metrics, you can
receive alert notifications when exceptions occur and handle the exceptions as early
as possible.

Container
monitoring

Allows you to monitor Container Service for Kubernetes (ACK) clusters across regions
in a centralized and global way.

Feature Description

Product  Int roduct ion··What  is Cloud
Monit or?
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CloudMonitor is an achievement of Alibaba Group after mult iple years of research on server monitoring
technologies. CloudMonitor is integrated with the strong data analysis capabilit ies of the Alibaba Cloud
computing platform. It  provides cloud service monitoring, site monitoring, and custom monitoring to
safeguard your products and business.

Seamless integrationSeamless integration
You can use CloudMonitor immediately after you create an Alibaba Cloud account, without the need to
activate CloudMonitor. You can view the status of your Alibaba Cloud services and configure alert  rules
for the services in the CloudMonitor console.

Data visualizationData visualization
CloudMonitor uses dashboards to provide a rich array of monitoring charts. CloudMonitor allows you to
view dashboards in full screen and can automatically refresh monitoring data. This meets the need of
monitoring data visualization in various scenarios.

Monitoring data processingMonitoring data processing
CloudMonitor allows you to use dashboards to aggregate monitoring data by t ime or space.

Flexible alertingFlexible alerting
CloudMonitor provides the alert  service for metrics. You can configure alert  rules and alert  notificat ion
methods for metrics. CloudMonitor sends an alert  notificat ion immediately after an alert  rule is
triggered. This allows you to detect  and fix resource exceptions at  the earliest  opportunity and
improves service availability.

2.Benefits2.Benefits

CloudMonit or Product  Int roduct ion··Benefit s
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After you purchase and use Alibaba Cloud services supported by CloudMonitor, CloudMonitor can help
you monitor the resources of these services. CloudMonitor can monitor your resources in the following
scenarios.

Cloud service monitoringCloud service monitoring
CloudMonitor monitors the resources of all cloud services within your Alibaba Cloud account. You can
view the status of the specified resources and the usage of metrics in the cloud service. You can also
configure alert  rules for the metrics. If  an alert  is triggered based on the alert  rules, CloudMonitor sends
an alert  notificat ion.

Host monitoringHost monitoring
CloudMonitor can monitor the basic metrics of an Elast ic Compute Service (ECS) instance to ensure that
the instance runs as expected. The basic metrics include CPU usage, memory usage, and disk usage.

Timely troubleshootingTimely troubleshooting
CloudMonitor sends an alert  notificat ion based on the alert  rules if  a metric exceeds the specified
threshold. This allows you to know, query, and handle the exceptions at  the earliest  opportunity.

Timely scalingTimely scaling
After you configure alert  rules for monitoring metrics such as bandwidth, connections, and disk usage,
you can monitor the status of cloud services. If  your business expands, you can receive alert
notificat ions to scale out your cloud services at  the earliest  opportunity.

Site monitoringSite monitoring
CloudMonitor can monitor sites by using HTTP (HTTPS), ICMP, TCP, UDP, DNS, SMTP, POP3, and FTP.
CloudMonitor monitors the availability, response t ime, and packet loss rate of your site. This allows you
to monitor the overall site availability and handle exceptions at  the earliest  opportunity.

Custom monitoringCustom monitoring
If  the system metrics cannot meet your requirements, CloudMonitor allows you to create custom
metrics. The monitoring data of custom metrics is collected and reported to CloudMonitor.
CloudMonitor displays monitoring charts and provides the alert  service for the custom metrics.

3.Common scenarios3.Common scenarios
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This topic describes the terms of CloudMonitor.

Term Description

site monitoring

A CloudMonitor feature that allows you to monitor the availability of URLs and IP
addresses. You can use detection points to send requests over HTTP, HTTPS, ICMP,
TCP, UDP, DNS, POP3, SMTP, or FTP to the monitored URLs or IP addresses. Then, you
can obtain the status codes and response time.

cloud service
monitoring

A CloudMonitor feature that allows you to monitor Alibaba Cloud services. This
feature allows you to monitor different cloud services for the metrics that you
specify. For example, you can monitor ApsaraDB RDS, Server Load Balancer (SLB), or
Object Storage Service (OSS) for the metrics that you specify.

Cloud service
The services that are provided by Alibaba Cloud, such as Elastic Compute Service (ECS),
SLB, and CloudMonitor.

custom
monitoring

A CloudMonitor feature that allows you to create custom metrics. You can add
monitoring charts and configure alert rules for the custom metrics.

alert service

A service that allows you to configure alert rules for metrics in host monitoring,
detection points in site monitoring, instances in cloud service monitoring, and metrics
in custom monitoring. If a metric meets the conditions that are specified in an alert
rule, CloudMonitor sends an alert notification.

metric
The type of the monitoring data. Metrics are categorized into system metrics and
custom metrics. For example, the metrics of an ECS instance include the CPU
utilization, memory usage, and disk usage.

dimension
The identifier that is used to identify the monitoring data of a metric. For example, if
you want to monitor the CPU utilization of an ECS instance, you can use the ID of the
Alibaba Cloud account and the ID of the instance to identify the monitoring data.

alert rule
The conditions that trigger an alert. If a metric meets the conditions specified in an
alert rule, CloudMonitor sends an alert notification.

mute period

The interval during which alert notifications are not sent for a metric. If a metric
continuously exceeds the threshold within the specified mute period after an alert
notification is sent, no more alert notifications are sent for the metric within the mute
period.

alert contact A contact that receives alert notifications.

alert group

A group of alert contacts that receive alert notifications. An alert group can consist of
one or more alert contacts. When you create an alert rule or an application group, you
must specify an alert group. When the alert threshold is reached, the system sends
alert notifications to the alert contacts of the alert group based on the notification
method that you specify.

notification
method

The method that is used to send alert notifications. The following notification
methods are supported:emails and DingTalk chatbots.

4.Terms4.Terms
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carrier detection
point

The endpoints of China Unicom, China Mobile, and China Telecom. CloudMonitor uses
carrier detection points to simulate user access behaviors and test the network quality
of carriers in different regions.

alert blacklist
A blacklist  that includes the name of a cloud service whose alert notifications you
want to block. CloudMonitor blocks alert notifications based on the specified blacklist
policy.

Term Description

Product  Int roduct ion··Terms CloudMonit or
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