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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.Billing

This topic describes the billing of Bastionhost. Bastionhost supports only the subscription billing
method. You can purchase a bastion host of the or edition. The bastion host provides features such
0&M, audit, and management.

Billing cycle

The billing cycle starts fromthe date that you purchase your bastion host and ends on the date that
your bastion host expires.

Billing method

Bastionhost supports only the subscription billing method.

Specifications

You are charged for your bastion host based on the number of assets that the bastion host can
manage. We recommend that you purchase a bastion host based on the number of assets that you
want to manage. The following table describes the specifications that you must specify to purchase a
bastion host.

Specification Description
Number of assets The number of server assets that a bastion host can manage.

The number of O&M sessions that 0&M personnel can initiate in a
bastion host. 0&M sessions refer to SSH- and RDP-based remote
connections.

Number of concurrent sessions For example, 20 O&M personnel are employed, and each personnel
initiates an average of five sessions. In this case, a total of 100
concurrent sessions are initiated. The value is calculated by using the
following formula: 20 x 5 = 100.

After you specify the number of assets, the public bandwidth of the
bastion host is automatically configured. For more information, see the
Service specification columnin the table of the Billing rules section.

If the bandwidth cannot meet your business requirements, you can
configure Extra Bandwidth. The following list describes the Extra

Public bandwidth Bandwidth parameter:

® Value range:10 Mbit/s to 500 Mbit/s
® |ncrement:10 Mbit/s

® Price: For more information, see Billing rules.

Billing rules
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@ Note Region 1, Region 2, and Region 3 in the following table refer to the following specific
regions:

e Region 1: China (Hong Kong), Singapore (Singapore), Australia (Sydney), Malaysia (Kuala
Lumpur), Indonesia (Jakarta), Japan (Tokyo), Germany (Frankfurt), UK (London), US (Virginia), US
(Silicon Valley), and India (Mumbai)

e Region 2:China (Shanghai), China (Shenzhen), China (Qingdao), China (Beijing), China
(Hohhot), and China (Chengdu)

e Region 3: UAE (Dubai)

Maximum
Billable Specificatio number of Service Price in Price in Price in
item n concurrent specification Region 1 Region 2 Region 3
sessions

50

® SSH-
based
0&M

sessions
only: 50 USD 400 USD 250 usb 750

50 assets
per month per month per month

e RDP-
based
0&M
sessions
only: 20

100

® SSH-
based
0o&M
sessions
only:

100 assets 100

e RDP-
based
0&M
sessions
only: 30

USD 600 USD 400 USD 1,000
per month per month per month

e Bandwidth:
8 Mbit/s

e Storage: 1
TB
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Billable Specificatio
item n
200 assets
500 assets
50 assets

Maximum
number of
concurrent
sessions

100

® SSH-
based
0&M
sessions
only:
100

® RDP-
based
0&M
sessions
only: 30

500

® SSH-
based
0o&M
sessions
only:
500

e RDP-
based
0&M
sessions
only: 60

50

® SSH-
based
0o&M
sessions
only: 50

e RDP-
based
0&M
sessions
only: 50

Service
specification

e Bandwidth:
16 Mbit/s

e Storage: 2
TB

Price in
Region 1

UsD 700
per month

usD 1,100
per month

usD 700
per month

Price in
Region 2

UsD 550
per month

USD 800
per month

USD 400
per month

Price in
Region 3

usD 1,300
per month

usD 2,000
per month

N/A
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Billable
item
Basi

C

fee

Specificatio
n

100 assets

200 assets

500 assets

Maximum
number of
concurrent
sessions

100

® SSH-
based
0&M
sessions
only:
100

® RDP-
based
0&M
sessions
only: 60

100

® SSH-
based
0&M
sessions
only:
100

® RDP-
based
0o&M
sessions
only: 60

500

® SSH-
based
0&M
sessions
only:
500

e RDP-
based
0&M
sessions
only:
120

Price in
Region 1

Service
sPegfiganimh:
12 Mbit/s

e Storage: 2
TB

usD 1,000
per month

usD 1,300
per month

uUsD 1,900
per month

Price in
Region 2

USD 700
per month

USD 950
per month

usD 1,400
per month

Price in
Region 3

N/A

N/A

N/A
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Maximum
Billable Specificatio number of
item n concurrent

sessions

1,000

1,000
assets

SSH-
based
0&M
sessions
only:
1000

RDP-
based
0&M
sessions
only:
120

1,000

2,000
assets

SSH-
based
0&M
sessions
only:
1000

RDP-
based
0o&M
sessions
only:
120

2,000

5,000
assets °

Extra Increment:

SSH-
based
0o&M
sessions
only:
2000

RDP-
based
0&M
sessions
only:
240

N/A

bandwidth 10 Mbit/s

Service

specification

e Bandwidth:
24 Mbit/s

e Storage: 3
TB

e Bandwidth:
48 Mbit/s

e Storage: 4
TB

Price in
Region 1

usD 3,900
per month

USD 6,000
per month

usD 8,800
per month

N/A

Price in
Region 2

USD 2,500
per month

USD 4,000
per month

usD 5,800
per month

USD 15 per
Mbit/s per
month

Price in
Region 3

N/A

N/A

N/A

USD 12 per
Mbit/s per
month
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@ Note

e A bastion host can stably run only if the number of concurrent sessions stays below the
upper limit. If the number exceeds the upper limit, the bastion host may encounter service
interruptions.

e [f a session contains multiple TCP connections, each TCP connection consumes a concurrent
session quota.

e [f you initiate multiple sessions to simultaneously upload or download large files or you
initiate multiple sessions to perform complex graphics operations by using a remote
desktop, bandwidth usage may spike, and remote sessions may freeze. We recommend that
you performthe preceding operations during off-peak hours or purchase extra bandwidth
forthe bastion host.

e If you initiate multiple sessions to perform complex graphics operations or open browsers to
watch videos by using a remote desktop, overload protection may be triggered due to
heavy workloads. After overload protection is triggered, Bastionhost denies new session
requests or interrupts existing sessions based on the real-time workloads. We recommend
that you perform the preceding operations during of f-peak hours or upgrade the
specifications of the bastion host.

Expiration

If you do not renew your bastion host after it expires, the bastion host no longer provides services. You
cannot log onto the bastion host to perform O&M operations on assets. If you do not renew your
bastion host within the grace period of 15 days, the bastion host is released, and the configuration
data and audit logs of the bastion host are deleted.

Refunds

Bastionhost does not provide a money-back guarantee.

References

Purchase a bastion host
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2.Purchase a bastion host

Before you can use Bastionhost, you must purchase a bastion host. This topic describes how to
purchase a bastion host.

Procedure

1. Log onto your Alibaba Cloud account and visit the buy page of Bastionhost.
2. Configure the parameters.

The following table describes the parameters.
Parameter Description

The region where you want to create a bastion host.

@ Note You cannot change the region after the bastion host is
created. We recommend that you create the bastion host in the same
region as the Elastic Compute Service (ECS) instances that you want to
manage.

If the bastion host and ECS instances reside in different regions, they
cannot communicate with each other over an internal network. You must
use Cloud Enterprise Network to allow communication across the
regions. For more information, see What is CEN?. You can also use the
network domain feature to manage ECS instances. For more information,
see Use the network domain feature.

Region and Zone

You can log on to the ECS console to view the region where your ECS
instances reside. For more information about regions, see Regions and
zones.

The edition of the bastion host. You can select or based on your business
requirements. The following list compares the and editions:

o HA: Bastionhost can run in dual-engine mode. This mode provides
enhanced stability and reliability. When Bastionhost runs as normal, the
two engines work at the same time. This improves the 0&M efficiency. If a
Version single point of failure (SPOF) occurs, Bastionhost automatically switches
between the two engines. This ensures business continuity. The HA edition
uses higher specifications and provides higher performance. This edition
ensures efficient and stable O&M on 1,000 or more assets.

o Basic: Bastionhost Basic can run only in single-engine mode. In this mode,
you can perform O&M and audit operations.

The number of assets that you can add to the bastion host.

Plan ) . -
For more information, see Billing.
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Parameter Description

The extra public bandwidth of the bastion host. After you specify the
number of assets, the public bandwidth of the bastion host is automatically
configured. For more information, see Billing. If the bandwidth cannot meet
your business requirements, you can configure Extra Bandwidth. The

Extra Bandwidth following list describes the Extra Bandwidth parameter:

o

o

The resource group to which the bastion host belongs.

Resource groups are designed for enterprise users. Enterprise users can use

Resource Group this feature to organize and manage the resources that are owned by
multiple accounts and assigned to multiple projects. For more information
about how to create a resource group, see Create a resource group.

Quantity The number of bastion hosts that you want to create.

The validity period of the bastion host.

@ Note You canselect Auto-renewal. If auto-renewal is enabled,
you will receive a renewal notification before the bastion host expires. In
this case, Bastionhost automatically renews your subscription. The
subscription period of the automatically renewed bastion host is the
same as the value of Duration.

Duration

3. Click Buy Now and complete the payment.

Related information

e Billing
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3.Upgrade a bastion host

If the default configurations of a bastion host cannot meet your O&M requirements, you can upgrade
the bastion host. This topic describes how to upgrade a bastion host.

Description

e You can upgrade the specification, bandwidth, and storage of a bastion host that runs the edition.
You can also upgrade the bastion host to the edition.

e You can upgrade the specification, bandwidth, and storage of a bastion host that runs the edition.

Supported items

ltem

Edition

Specification

Extra bandwidth

Extended storage plan

Scenarios

If the configurations of a bastion host that runs the edition cannot
meet your O&M requirements, you can upgrade the bastion host to the
edition. Bastion hosts that run the edition provides the same 0&M and
audit features as bastion hosts that run the edition. Bastion hosts that
run HA Edition also provides higher basic configurations, more
abundant 0&M capabilities, more bandwidth, and larger storage than
Bastion hosts that run Basic Edition. Bastion hosts that run HA Edition
offer higher business stability and better O&M services. For more
information about the feature differences between bastion hosts that
run the and editions, see Functions and features.

If the number of assets to be managed by a bastion host exceeds the
specification that you select when you purchase the bastion host, you
can upgrade the specification to increase the number of assets that
can be managed.

For more information about specifications, see Billing.

If the default bandwidth of a bastion host cannot meet your
requirements, you can upgrade the bandwidth. The following list
describes this item:

For more information about extra bandwidth, see Billing.

If the default storage of a bastion host cannot meet your
requirements, you can upgrade the storage. The following list
describes this item:

For more information about extended storage plans, see Billing.
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@ Note
e You cannot downgrade the edition or specification of a bastion host.

e [f you downgrade the bandwidth and storage of a bastion host during a billing cycle, you
cannot request a refund forthe downgrade. You are charged based on the new bandwidth
and storage fromthe next billing cycle.

Procedure

The following procedure provides an example on how to upgrade a bastion host that runs the edition.
1.
2. Onthe Instances page, find the bastion host that you want to upgrade and click Upgrade.

) Notice You cannot downgrade the bastion host after it is upgraded. Proceed with
caution.

m bastionhost

Tag (> Edit

nternet -bastionhost.aliyuncs.com m

Private g host.aliyuncs.com V3222 9 HA Edition 50 Assets| & Upgrade

3. Onthe Upgrade/Downgrade page, configure Version, Plan, Extra Bandwidth, and Extended
Storage Plans based on your business requirements.

) Notice Youcan use a bastion host that runs to maintain a maximum of 500 assets. If you
set Planto a value that is greater than 500, the edition of the bastion host is switched to .

4. ClickBastionhost Terms of Service. Read and agree to the terms of service, go to the
Upgrade/Downgrade page, and then select Terms of Service.

5. Confirmthe configuration and clickBuy Now.
Your bastion host is upgraded as you specified.

@ Note The bastion host afterthe upgrade is still subject to its original lifecycle.
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4.Renew an Anti-DDoS instance
4.1. Renewal overview

After a subscription bastion host expires, the functionality of the bastion host is affected. If you want
to continue using the bastion host, you must renew the bastion host within the specified period of
time. Otherwise, the bastion host is automatically released, and the data on the bastion host is
permanently lost. This topic describes the methods that are used to renew bastion hosts.

Overview

You can use one of the following methods to renew a subscription bastion host based on the phase of
its lifecycle.

Auto-renewal

C < - ®» Bastion Host Lifecycle
Creation Nine Days Before Expiration Expiration Release

I'
Manual Renewal

You are notified of expiration and renewal by email or text message seven days before the expiration
date. After your bastion host expires, the configurations of the bastion host are retained for another
seven days. If you renew the bastion host within seven days, the bastion host continues to protect your
assets. If you do not renew your bastion host within seven days after the expiration date, the bastion
host is released. As a result, you cannot use the bastion host to perform O&M operations.

If you renew your bastion host before it expires, the bastion host continues to normally work and
retains all of its resources. The following table describes the supported renewal methods.

Method Description References

You can manually renew your
bastion host in the Bastionhost
Manual renewal console at any time before the Manually renew bastion hosts
bastion host is automatically
released.
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Method Description References

e After auto-renewal is enabled,
your bastion host is
automatically renewed before
it expires. Auto-renewal
prevents your bastion host
from being automatically
released.

@ Note Youcan
enable auto-renewal at
any time before your
bastion host expires. The
system automatically
attempts to renew your
bastion host nine days
before the expiration
date. If the payment
deduction fails, the
system attempts to
renew the bastion host

® Enable auto-renewal for
bastion hosts

Auto-renewal once every day until the
bastion host expires or is ® Disable auto-renewal for
renewed. bastion hosts

e |f auto-renewal is disabled,
you can set nonrenewal for
your bastion host. In this case,
the bastion host is stopped
upon expiration, and you are
notified of the expiration only
once. You can modify the
renewal settings at any time
before the bastion host is
stopped.

Manual renewal

When you manually renew your bastion host, you can extend its expiration date but cannot modify its
configurations. You can manually renew your bastion host at any time before it is automatically
released. The new billing cycle starts fromthe original expiration date.

You can select one of the following renewal durations when you manually renew your bastion host:

e One month, three months, six months, or nine months
e One year, two years, three years, or five years
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Auto-renewal

You can enable auto-renewal on the buy page or Renewal page before your bastion host expires. The
following table describes the available renewal durations.

Method Available renewal duration

You cannot specify the renewal duration. The auto-renewal duration is
set by the system based on the subscription duration of your bastion
host.

On the buy page
v pag @ Note Onthe buy page, you can select one month, three

months, six months, one year, two years, or three years for the
subscription duration.

You can select one month, two months, three months, six months, one

On the Renewal page .
Pag year, two years, or three years for the renewal duration.

When you enable auto-renewal, take note of the following items:

e f you manually renew your bastion host before the auto-renewal payment is deducted, the auto-
renewal operation is not performed during the current billing cycle.

e Auto-renewal takes effect the next day after you enable it. Coupons can be used for auto-renewal.

e The billing cycle and the date forthe first auto-renewal attempt are calculated based on the
expiration date of your bastion host.

e The auto-renewal cycle depends on the renewal duration that you specified. For example, if you
select one year, your bastion host is automatically renewed for one year each time before the
bastion host expires.

e [f the payment deduction for auto-renewal fails, the system reminds you of the failure by text
message and email. To prevent your bastion host from being stopped, promptly respond to the
reminder.

After auto-renewal is enabled, fees are automatically deducted to renew your bastion host each time
before the bastion host expires. Make sure that your account balance is sufficient. The following list
describes the system operations involved in auto-renewal:

e Nine days before your bastion host expires, the system attempts to deduct the fees forthe first
time. If the subscription duration of your bastion host is one week, the system automatically deducts
the fees on the day when the bastion host is created.

e [f automatic payment deduction fails on the first attempt, the system continues to deduct fees once
every day until the deduction succeeds or your bastion host expires.

@ Note If your bastion host fails to be automatically renewed due to insufficient account
balance but you top up your account afterthe bastion host expires, the bastion host is not
automatically renewed. In this case, you must manually renew your bastion host before it is
automatically released.

e Auto-renewalis triggered at 08:00:00 (UT C+8) on the renewal day. The system performs auto-
renewal in succession on all bastion hosts that are about to expire, which indicates that the actual
renewal time can be anytime between 08:00:00 (UTC+8) and 18:00:00 (UT C+8) on the renewal day. If
your bastion host is about to expire the next day, we recommend that you manually renew the
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bastion host.

Assume that you have purchased a bastion host with a subscription duration of one month and have
enabled auto-renewal for the bastion host. The bastion host is about to expire at 00:00:00 on July 31,
2021 (marked as T in the following figure). The following figure shows the actions performed in auto-
renewal.

T-9: On July 22, 2021, the system automatically

attempts to renew your bastion hast for the first time.

Auto-renewal Succeeded

If the payment deduction fails, the system attempts to

renew the bastion host once every day until the

bastion host is renewed or expires.

8ppAD Bug Wwaund —

Deduction Failed

T: July 31, 2021 Manual Renewal Succeeded The next billing cycle lasts for one month from the

Your bastion host enters the expired state.

expiration date T.

= 8Pk EMIna WeN =

Bastion Host Not Renewed

Manual Renewal Succeeded

Your bastion host enters the being recycled state.

Bastion Host Not Renewed

T+7: August 07, 2021 00:00:00
Your bastion host is released.

4.2. Manually renew bastion hosts

You can manually renew your subscription bastion host at any time before the bastion host is
automatically released. T his topic describes how to manually renew bastion hosts.

Description
The options for the renewal duration vary based on the number of bastion hosts that you want to
renew. For more information, visit the buy page.
Renew a bastion host
1.

2. Onthe Instances page, find the bastion host that you want to renew and click Renew.

m bastionhost-

Tag | EgressIP

Internet bhastionhost.aliyuncs.com

Private ost.aliyuncs.com #8 Configuration V3.2.22 6 Basic Edition 500 Assets ¥ Upgrade Sep 17, 2021

3. Onthe Renew page, specify Duration.

4. ClickBastionhost Terms of Service, read and agree to the terms of service, and then select
Bastionhost Terms of Service.

5. Confirmthe order and click Buy Now.

After you complete the payment, the subscription of the bastion host is extended.

Renew multiple bastion hosts
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2. Inthe top navigation bar, choose Expenses > Renewal Management.

3. Onthe Renewal page, specify the Validity Period, Instances, and Region parameters to search for

the required bastion hosts.

Set Instances to Bastionhost and specify the Validity Period and Region parameters based on your

business requirements.

Instance ID Status

Validity Period: 7Days || 15Days || 30Days || 2Months || 3 Months
Instances: | All Elastic Compute Service 12

Region: | Al

4. Clickthe Auto tab.

Running and Expired Search

ApsaraDB MyBase Dedicated Cluster Host (Sub

5. Inthe bastion host list, select the bastion hosts that you want to renew and click Batch Renew

below the list.

6. Onthe Batch Renew page, specify Duration.

o Separately specify the renewal duration for each bastion host.

Instance ID/Name Product Region
bastionhos

bastionhost

bastionhost B

o Specify the renewal durations for all bastion hosts at a time.

Instance ID/Name Product Region Duraticn
bastionhos | By Year
bastionhost | By Year
bastionhost- By Year

Duration  Batch Setting

Ey Year 1

By Month

By Year

Ey Year 1:

Batch Setting Expiration Time (Before Renewal)

By Year 1 n Cance
1 2021-08-18 00:00:00
1 2021-08-18 00:00:00

7. Afteryou confirmthe configuration, click Pay and complete the payment as prompted.
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Bastion Host

4.3. Enable auto-renewal for bastion
hosts

Compared with manual renewal, aut o-renewal minimizes management costs. Auto-renewal also
prevents service interruptions of bastion hosts that are caused by manual renewal f ailures. This topic
describes how to enable auto-renewal for bastion hosts.

Prerequisites

Subscription bastion hosts do not expire.

Description

e [f you manually renew your bastion host before the auto-renewal payment is deducted, the auto-
renewal operation is not performed during the current billing cycle.

e Auto-renewal takes effect the next day after you enable it. Coupons can be used for auto-renewal.

e The billing cycle and the date forthe first auto-renewal attempt are calculated based on the
expiration date of your bastion host.

e The auto-renewal cycle depends on the renewal duration that you specified. For example, if you
select one year, your bastion host is automatically renewed for one year each time before the
bastion host expires.

e The system automatically attempts to renew your bastion host nine days before the expiration date.
If the payment deduction fails, the system attempts to renew the bastion host once every day until
the bastion host expires or is renewed.

e [f the payment deduction for auto-renewal fails, the system reminds you of the failure by text
message and email. To prevent your bastion host from being stopped, promptly respond to the
reminder.

Enable auto-renewal on the buy page

You can enable auto-renewal on the buy page of a bastion host, as shown in the following figure. For
more information about how to purchase a bastion host, see Purchase a bastion host.

Quantity 1 +

TR 1 Month 3 Menths 6 Meonths 1 Year 2 Years 3 Years

Auto-renewal

Enable auto-renewal on the Renewal page
1.

2. Inthe top navigation bar, choose Expenses > Renewal Management.
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3. Onthe Renewal page, specify the Validity Period, Instances, and Region parameters to search for
the required bastion hosts.

Set Instances to Bastionhost and specify the Validity Period and Region parameters based on your
business requirements.

Instance ID Status Running and Expired Search

Validity Peried: I:| 7 Day=s 15 Days 30 Days 2 Months 3 Months

Instances: | All Elastic Compute Service 12 2 ApszaraDB MyBase Dedicated Cluster Host (Sub

Region: | Al

4. Clickthe Manual tab.
5. Enable auto-renewal for bastion hosts.

o Enable auto-renewal for a bastion host: In the bastion host list, find the bastion host and click
Enable Auto Renewal inthe Actions column.

o Enable auto-renewal for one or more bastion hosts: In the bastion host list, select the required
bastion hosts and clickEnable Auto Renewal below the list.

The bastion hosts that have auto-renewal enabled are displayed on the Auto tab.

4.4. Disable auto-renewal for bastion
hosts

If you enable auto-renewal for your bastion host, the system automatically deducts fees from your
account balance nine days before the bastion host expires. If you no longer require auto-renewal for
the bastion host after the current billing cycle, you can disable auto-renewal for the bastion host
before the system deducts the fees for the next billing cycle.

Context

When you disable auto-renewal for a bastion host, you can also specify whether to set nonrenewal for
the bastion host.

e [f you do not set nonrenewal for the bastion host, you must manually renew the bastion host.

e [f you set nonrenewal for the bastion host, the bastion host is stopped when it expires, and you are
notified of the expiration only once. You can modify the renewal settings before the bastion host is
stopped or manually renew the bastion host before it expires.

Enable manual renewal on the Renewal page
1.

2. Inthe top navigation bar, choose Expenses > Renewal Management.
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3. Onthe Renewal page, specify the Validity Period, Instances, and Region parameters to search for
the required bastion hosts.

Set Instances to Bastionhost and specify the Validity Period and Region parameters based on your
business requirements.

Instance ID Status: | Running and Expired Search

Validity Period: 7Days || 15Days || 30Days || 2Months || 3 Months
Instances: | All Elastic Compute Service 12 2 || ApsaraDB MyBase Dedicated Cluster Host (Sub

Region: | Al

4. Clickthe Manual tab.
5. Select a method to enable manual renewal.

o Enable manual renewal for a bastion host: In the bastion host list, find the bastion host and click
Enable Manual Renewal inthe Actions column.

o Enable manual renewal for one or more bastion hosts: In the bastion host list, select the required
bastion hosts and clickEnable Manual Renewal below the list.

6. Click OK.
The bastion hosts that have manual renewal enabled are displayed on the Manual tab.
Set nonrenewal on the Renewal page
1.

2. Inthe top navigation bar, choose Expenses > Renewal Management.

Add Funds
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3. Onthe Renewal page, specify the Validity Period, Instances, and Region parameters to search for
the required bastion hosts.

Set Instances to Bastionhost and specify the Validity Period and Region parameters based on your
business requirements.

Instance ID Status: | Running and Expired Search

Validity Pericd: 7 Day= 15 Days 30 Days 2 Months 3 Months
Instances: | All Elastic Compute Service 12 2 ApsaraDB MyBase Dedicated Cluster Host (Sub

Region: | Al

4. Clickthe Manual tab.
5. Select a method to set nonrenewal.

o Set nonrenewal for a bastion host: Inthe bastion host list, find the bastion host and click
Nonrenewal inthe Actions column.

o Set nonrenewal for one or more bastion hosts: In the bastion host list, select the required
bastion hosts and click Set as Nonrenewal below the list.

6. Click OK.
The bastion hosts that have nonrenewal set are displayed on the Nonrenewal tab.
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