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BEAFAR, SEASHTRE4AEARFENERER,

BRER
SRUTHSBEENSHRMEARE:
BRELR
1. BREEELEHE
 ERBRENELHNTG, BEEBEITHER,

2
3. BEEASR, EEAFRES2YWeb EETE,
4. EURBRMEBERNE, EFMERFERS, BuUERUTERLA#ITEN:

@ 3 XHRESMEERM, AT TETERBENRMY.

\.I.

o HFRFMAMER: BERMFBPXMEFREBNER, BERER.

BeEE
E=fEAR - | 2018-05-01 to 2018-05-25 | B BEER . 23 v BEER: 2F
Fwms. < AR 2018 >
BH B- B H= AN B Ax
: : ! >
2 6 7 8 9 10 1 1 :
2018-05-24 17:17 =5 B EENRE R admin (a5}
13 14 15 16 17 18 19
2018-05-24 17:17 i#&: test_hk_sarver admin (o2}
20 21 22 23 24 25 26
2018-05-17 09:24 5 201805170924-v2.1.6 admin 5
27 28 29 30 31
2018-05-09 23:54 158 test2 admin (a5}

o MAXRKBER: BEARKBNAMEHERATRE (B-. AP, BXN4A. 4. Hit) , 2
TR,

FEE®R

#BfEEES : | 2018-05-01 to 2018-05-25 ] EEE= 2EER: 25

BEWE : | BARTAESRTENET

e -

o REMERER: %EEH’E**%)‘CZKE#ﬂhﬁJZDJ:WEM EEE%‘EO

23 > MA4RRA: 20220608


https://yundun.console.aliyun.com/?p=bastion

B2 HFERE (V2iRAK) -EEZF

o FATARER: EATABNAETHAZEATSHEPERNXEF, BHER,

2.7. ADHILDAPECE&

AXERCHE: ZEE2NEER. FEANEZKSHNEERR.

ZERH SADFILDAPR S 28 X%, TIGADFILDAPRRS AP RS HERY, FARRVAFPER, 11
TEAMEFHOADLDAPKE, BRIEE2NERSZHEMK X,

ADIRE
1. ERE2YWebEETE, #ABAFPAD/LDAPRE, BEXIFHENAD,

2. AREARKKENADRSRIP. w0, ERSNAFPMENAR . HE . SAFPKS . EH, M
REL . . FHISBFEEFRER.

@ 88
o FRIEEANEFKSHENRiFEBase DN,
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Xshell 5 (Build 0964)
Copyright (c) 2002-2016 NetSarang Computer, Inc.

Type “help' to learn how to use Xshell prompt.

[c:\~1%

Connecting to 120.55.
Connection established.
To escape to local shell, press

2. fiERiE, HEBRRSHEP. KO,

:60022. ..

"Ctrl+Alt+]".
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TH21E, TERERZEENGSAFEANRSS, BEREVAEE2NHTHIT,

Xshell 5 (Build 0964)
Copyright (c) 2002-2016 NetSarang Computer, Inc. ALl rights reserved.

Type “help' to learn how to use Xshell prompt.
[c:\~1%

Looking up proxy server

Host '127.0.0.1' r

Connecting to 127. .

Connection established.

To escape to local shell, press 'Ctrl+Alt+]".

Last login: Thu Nov 2 14:21:04 2017 from 120.55
Welcome to Alibaba Cloud Elastic Compute Service !

[root@iZbplfd4zlof2bfh5wliyxs. ~]# I

3. HERERERZSF[UARILS M Xshel&iFfa, RPEIMRE, RTEGHEEN, HEEEREBRS
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Dye & |y 2R X EEE |0 (B B - f
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+HE2MN5IE

Host  USM

HE2NBFRR (WS, Ap/LoAPKS. RAMFHS)

User 136XXXXXXXX

#+E2M 1P

Hostname 120.55.xx.xx

#iw A

Port 60022

+BEItRARSS 2

HosE 1x 2% 3 R 45 NEa 6o 7o 8 Ox

#R A BAIIE

PubkeyAuthentication no

HEBRZ2N R

ProxyCommand ssh -F /root/.ssh/ssh config -A -q _ USM
HoSt a® lo® @% el @ &% A% 4% % ¥ 1% m¥ a% o¥ p¥ g~ =%
PubkeyAuthentication no

ProxyCommand ssh -F /root/.ssh/ssh config -A -q USM
Host A* B* C* D* E* F* H* I* J* K* L* M* N* O* P* Q* R*
PubkeyAuthentication no

ProxyCommand ssh -F /root/.ssh/ssh config -A -q  USM

2. HEBREXHITTETIE2NETER. X LETRFERE.

:%p

u* v* W* X* y* Z*

:%p

U* V* W* X* Y* 7%

o0
'O

o BITERHEFROXXXXKXXXXXXIRSEEF, ssh -F .ssh/ssh config root@xxx.xxx.xxx.Xxx

REKGAE2IAFRES,

o J\Eﬁﬁ;@ﬁﬂ'—ﬁXXX.XXX.XXX.XXXEL*EJ:'ﬁz:—FﬁK'ftFo scp -F .ssh/ssh_config filename root@xxx.xx
X.XXX.XXX:/ o EEENEINTEIR: ssh exchange identification: Connection closed by

remote host , I&MIBR~/.ssh/known hostsigBIRHIT.

@ 38 LINEEM BHARAEEA RBRIBE, BIKIED SR EIEER.

2.12. FHEEE

AXEAEE: ZEELHEER. FENESKSHEER,
Bl BRRE

> MA4RRA: 20220608
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BARSG > GHREENE, BEXRERGHESRKREE, BEFRTREFRE .

() EEEHE

=E « E21 FhEEE

E5E EhEeE

IR BaliEk: | 180 KEIMRESIE B2(E1-365

oy

HRAMBEFIBORANFITRIEHNIE | B2EZRE VN 180(E.
HESEH B SR AR
RENRERTFIB0RNAVETTRIGEUE | FEILEIE T s SE 180 RN AR,

» B 0 a

If

REFRE
v RE

ARRE
FiEEE

BIFRE

it REIFE

HARR > EREERE, EHIRGQABLAEXEETRIHENYE, REREERERE.

EHRRE
=« E484
x| EA v
e
ME o =
b
SFEE R RIS, AiE-23
'y me
EEES 0 ME/s
g R T TSR, D100, MEEEh0, IR S
£ Gl et FTP v
- =6
TR st
P
WO 21
THeE
AIEE HEE AFE
B = BN
e

EiEERE TS, MR ERFEAREENS R

2.13. HPEE
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EzEE2WebEERE, AULTUTERAPBAXNEE: FERBAF. FEZASAZFERS. &
AADE(LDAPHF . BXAF. EERH. B#RAF. MEKRAF.
WmEAMAR
SRUTSBMEAAR:
1. ER=EE2HWebEERTAE,
2. EEMSHMEZERRAF > HFEE, STHEAAEP,
3. A EAMAFP WEEPESUTHAER:

MR AR

* FEB

* 25

8-64-al IR |, WIREESLITN - 1LASFEAZ,; 2/\EFHaz,; 3809 4.
FEFEFEY

s

e

o FHSM: »E, EEIUESLFHS,

o BMiG: wiH, HBEI6ANFMAEMN, DARNEEXNEFE, HF. MEKRHES (@#3) .
o HRFE: EE, MRESNLFEAELEFEI AL,

o ME: HEHE,

FE=ZFKS
BRUTSBHERTKS:
1. BREEE2HWebERRE,
2. HEMSHZEEAF > AFER, REREETKS.
3. EFKSEBRRE, WALTUTRIE:
o BAFKS
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a. BEEAFEKS, HESARAMFEKSER,
b. ESAREZFKSHAPMEE, IXEFTESANTIKS, BESAFKS.

SANNEZFKSHF
ZR=E b et FHES i) RE
zzx123 zzx123 § 123@12.com IFE
o5 K
o MEFKS

a. BEWMEFKS, WEREEDETIRAMEYE P EETE,

b. ERAMA F ER NEMERAMTIKS, BIMRIE, BENEIERAMAF,

mETKS

a. BEEEYUNFRS, RHHEEFIITHNRE, NEBEED 06 RAMEFE P S0,
b. ZRAVAF ERRNEEZKXERFIKSER, BIMEE, BBLELRAVAFERESR,

BRTES: SFEMRNFKS, REHEEINTHBER, BENZEE2NFKRSIIERDE

o

(e]

@ W ZERERSZIHDESRAMB N FRSEA,

BYUFKS : ERERPNTFIKS, BEEHBMEI TR, BEUSTKSHER.

o

@ % FERFRSZRE, NRE—NHASBERAR, WFKSRBEHTE.

RIFFRSHE: BEIXRTARMFKRSEIE, TJMNLEEHRAMESZRAMFIKSEEEIERZ
NFRSEE,
SEATZTFEKS
ZRUTEREATFIKS:
1. BRTEE2NWebEERTE .,
2. EEMSHEZERZRAR > AFEHE, BHSATTEKS,

3. HEZNBENRMEFRSERE, EREONEEPAERFAMNZFIKS, BEMAZER
M.

o
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B2

HFERE (V2iRAK) -EEZF

v ramuserl userl

v MA=E2H Bi:1

SA=FHSHP
BEAQ) FEN1)
RAFE a2 FHNSES

BNRPE/E/FN SRS

RS

userl@ram.com

R (£288) ~

IES

INBEEREEAR

EANAD/LDAPHF
SRUTESBS ANADILDAPHF:
1. BREFEE2WebEERH,

2. EEMSHEERFBAF > BFPER, 255 A\AD/LDAPAF,

@ B ERFLEERS > AD/LDAPR B AR EIFAD,. LDAPREZBEES,

3. HE2NBMKMADHLDAPAFERG, AREINEEDAERAFZRMOAF, BEMAZER

mo

SA\AD/LDAPHFR

EEA(0) SA(1)

BP&E 22 FHISH3

v/ cccbq 654321@qqg.com

™ TIA=EL2HL Bi¥:1

BNBFE/ S/ FNSIHREER

HRE

654321@qqg.com

INIER W& (25) ~

LDAP EE

IAREZEZER

P
BRUTSBRIEKAP:
1. BREEELNWebERRAE.

2. EEMSHMEZERERP > BFEE, SFEREERNAHAR,

@ 38 ERUBEREXAMAL, EthEPEEER.

3. BB AP MEED, EXAPER, B

EENH
SRUTHSBREAR:
1. BREEELHWebEETE.

BRANNER.

2. EEMSHEZEZFERAF > HFER, EREREREANPNAMAR, BEANUNEEAN.
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B2

@ 38 APEEASRE, SSHMUELBERTUBEARBAN MRS RELN,

3. AREAANEES, BERAFPLAPER, REHE.

=V

PO

ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAQEAZPSY/Znglm]+kaAdB7RoAGSTYxpEEZFCOTBIES
M1BFHIxKI1cy TOSOemcMKhLgpIPUSTUbLLIGBbeVY4fIuyVIX3gWyY 2jaKifmoVQRWVKC
CE4TUcZpVAWILEPIF7q2)2jIXGSrX9aqHE LnIMzg90/dTFGwRHUl7tU +4ssoxUvr0YYSc
PIuP2xobVyn9uuxkPwVmo2872GCuuy LWET4oXrpFFycYxzG9exUz4n TErNWICDIpUFH
RHkIgRUxA3b4/FORgebpKKWI7ZugROH10elffTIR8D3tTend4SwnOGIOYESg3mSxrmDs
PYGRg+ZhIQPWxCBCIkUdhe3MHkcolyofw== root@centos83

MD5}EEY : Ba:69:dd:ed:8b:12:26:77:e1:46:10:6e:37:ac:14:8e

BRAF
SRUTSRERAP:

1. BRTEE2HWebEETE,

2. BEEMSHEERERF > BPER, EAPRETNEREPESHS. FNSH, H6HE, &

TR, MUNESNFRHTEMEN,

RAREE

i R A P
SRUTSRMRE:

1. BRTZEEZNWebEERTE .,

2. EEMSHEEEERAF > AFEE, ARGFEMROAF, BEAFPIERTHIMER.

@ 3B EETUBEEREPIETANSEESEARAERS, AEBEME.

3. WIANEIRE, ERHNMNEEDRLHEE.
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v ramtest ZZX

v zzx123 zzx123

v A =R il

BER. ZBRAF

BRIATSRBIRA:

1. BREEELHWebEERAE.

2. EENSHEREAP > AP R, SCEERANBANA,, REFIRTHNEANEA.
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3.4 FHF ﬂﬂ
31 SSHT)J\I)(

ANZREENEZHTIRIT,. ZEELNEER. FENEZKSHNEER,

¥
B

[A5Y

BHEAREEBEIAMNEZEFRETIEEREER2H, B0 ERRS SR ENHFTEHRE,
@ W EEAERBEN LR T IESSHMY IS4 TE, WXshell. SecureCRT. PUTTYZT A,

TXUAXshelTRAHI, NABEHEERME:

BELER
1. fTFXshelTHE, EEZREDPUACTEER2YHIPFSSHIR S (SSHim OS2I\ A60022) ,

EErr > x
2810
o P
CRPERRE | s
R _
B EFH: B | -
=8 SESH Hrige): S5H e T ==
B e |
TEUEE: wHSO: G022
-~ RLOGIN iHAAD):
- SERIAL
- {1
AREEITS
o R Bk
et WE= e S s e
e AR o W BHO: 0 o] B
Sl TCPIAIR
R s [ f#RNade 350
o PR
e X YMODEM
----- ZMODEM
W B

2. EAFSHBIIREDPHAZEE2NNAFZNEHG,
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FE2H BFP1ER (V2IRA) -z & F
FESEEKE ? *
#3U():
:: i - APSERST
ERESNEIERENEEEdH .
SEEE hILE S 20 TR R I ERm A MR EURS
& 551 10 e e R e o A 3.
L grgtf
= FEM): Password ~ HEEG)...
TELNET -
- RLOGIN ARRW: | 183 |
... SERTAL =P | sesssEEe |
I — —
AR EEhE PR <F> HEIE. .
- #ih TR
- R
- VT {8,
B;ﬂ\fi 3 A AHKeyboard Interactive{R7TSsH/SFTRPH S R A -
ih3E
-
i
- AEiEE
- P ERI
. X/YMODEM
. ZMODEM
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@ 31 NREBREZEELNPEETHEPAY, VAP TUETARBENNARER,
EEMAESL, ERFSHRIERED, %&&FPublic Key, MAZBEE2HBFE, EEX AT
%ﬁo

IRt ? X

FRI(C):
= > HP S 6T

;Emﬁﬁﬁ&m

Ererery R T B AR E B3
| mRmE SRR T 8 Tt P (TR O . R B e AP R AR AS %
CssH SR
RN -2

_SFTP -
| TELNET JriE(M):

RLOGIN . i

2 (U): 15268

et JH 2 (V) | 9
e 7 E(P); b
LRSS 2
=% % H P E(K): id_rsa_wy v ) 5 (B)...
| s F(A): |
By
éﬁﬁﬁ JEFE: /351 HIKeyboard Interactive(X ESSH/SFTPY it i 1]
=ty S
| e
ki
EP LT ]

~X/YMODEM

~ZMODEM

‘Public Key v BE(S)...

3. BERE, ERTEEEN.

4. (Tik) MREERABATREFNEER, BBEHREAFOLSIEE, BRANEFI LEE 061
87,

@ B =FKESKAERMFART ZRIIE,

ETwo—Step Vertification required X

[?» Please enter the verification code sent to your mobile
ﬁ phone:

[ 2 EmR)

g 5 Hst

5. RWBRTZEE2NE, EARFEERE, B3RS LN L, TEHLERGREHTEHNRSHE
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B2 FFiEm (V2IRA) -

o
& EEES - USMShell - Xshell 5 (Free for Home/School) - O *
MR REE EENV) L1EM EmEE) s0O0W)  #EEiH)
el — RO F7i O E-5-9-4- €@ H8 &8 BH- - @ .
a8 .
[+

NUM  NAME IP PROTD  USER  COMMENT
host129 182.1658.50.129 SSH admin host129

D R M =]l AIESTE BRI BERTT

ssh://183 @ 60022 @ 55H2  xterm I 110x26 0. 8,54 125 MUM

6. REnterfRN T] &R BARARS 2R ENHITIZYER(F.
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BFiEm (V2IRAR) - B2

£ =EES - root@12%:~ - Xshell 5 (Free for Home/School) — O h4
() $Eg(E) =EE(V) 1E(M) HEIEE) sOW) #EEH)

el — R G~ O @-5-9-4- €@ 08 &g B- @ .
5]

Last login: Tue Apr 18 15:408:08 2817 from

ID A M. Z AIESTE  BWEET AT
sshi//183 2 60022 B S5sH2  xterm [T 110x26 D 212 18E NUM

3.2. RDPIN I 4
AKXZNCE: sETREIT. cFEE2VEELR. HEMNEZKSNEER,
BEa2iER

CHEARBEBIAMNEFPEIESRZEER2N, BIHDERRSIENHRTIZERE, T
WindowsR# Bz REEE TR (Mstsc) AFIRBEHERRE:

BESE
1. EARMWindowsRZRGEENFITFZELEmEEZET R (Mstsc) .
2. AT EEL2YMIPAIRDPIF OS (RDPisOSEIAN63389) :  <1p>:63389 , HEIERE,

55 MXHEpRA: 20220608



B2
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A TEamEEE

;.f AR E
i

sEo: |16 163389

P& HIEE

SREERERHRaREERE.

(v BTEIEO)

3. &R

o

EE ST

ZEHE(N)

ERELERER? WEED, BHER.

>

FEEI(H)

IREE S MRS S, SRR EEE sEEtrET S,

&1. Eieh

. i E: 116.
L A BiaRmEfSsEstit a8 o)

(v) EREAEE(D)

ITEREEE

ZEE(N) EGE(C)

4. ERZFRIERZETENNEH. BENEEEKR? WiEFED, BEHE.
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L GRSEmEE (et S|

@ FEE T E 1S - ETREEE?
aﬁgg‘ggﬁmﬁ, EitndE - EA LRI S EIE - HER
TERT T 2

EFRA LG

e ERENTA I EL

5 REREHENATESRRER:
BAOLELTI

PR
IR EHMATE RN RS T 5

A EPERRREEERR.

A EPAEETEEARERRIEM -
B RRIRIE S P R R
[T EiRa R S B, @)

& i1
|
5. AZEER2NEREOD, MAZEE2NNBFREMEHA,

o

[::[ =4

13¢

=

o
s |
B |

6. BEER, BERTBEZMN.

@ 3B TUREBRBATREFNIER, FERENEFOSHEE, BHAGEFN LK
F B F,

Please enter the verification code sent t
o your mobile phone:

o
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@ M SFESERMFAHTZIRRIE,

7. RWERZBER2IE, #ARFEERE, NRELFTEERNEENRSB[ENHTER.

SR |
Fill= | 1P | KPE
zxtest 120 administrator
zxtest 120, administrator

8. HABMBRSHENNERRE, WAENNIKFEZS,

@ e EHEELLNDHNER, BZERFNIZAPNERAT, WEEHAINIKP S
BUEEREREN.

9. FREntenBBN O] ERRZ [/ ENHITZHIRE,
3.3. SFTPIHN I 4
BHTREIN. ZEE2NEER. SEGNERKSHNEERA,

BRER

EHRBEAMNEFGETEEREER2H, BiFaBEREN.
@ BB ERREEAMZEGTESFTPINYASSE TR, t: Xftp. WIinSCP. FlashFXPZ,

TXLAXftp ABINBIEHEERRIE:
BRELER
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B2

1. fTAXftpIR, AERBOTHAZBRANIP, KwOS60022, AF&. £,

~EELZY B

WAL I
FTP b
FEFR(N):
FEHH):
Y(R):

i/ ES(0):

IR (X):

1iBA(D):

=
ERTRA)
[ RS HIIERIRG)
T3iE(M):
FARE):
ZH3(P):
BFZAK):

ST E):

TEEZ

12 =103

SFTP

60022 fff

v eEE).

| <F=>

Y EW).

Password

7 IRE(S)...

- EE(B)...

HE BGH

59
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@ 31 NREBREZEELNPEETHPAY, VAP TUESARBENNARER,
EEMAED, EAFSMRIEZESD, %E#FEPublic Key, AZFEER2VAFLE, EEX AT

A,
=EE2 B ? X
B Em
FTP s
BFR(N): =EEZ
FEHH): 120 103
Y (R): SFTP v] IBEES)...
#O2(0): 60022 ?
RIBIRSS () <% 3
H8A(D):
=4
EZTRA)
[ RS HIIERIEG)
FEM): Public Key JT eEe).
AFE): 152 |
ZH(P):
FBFER(K): id_rsa_wy v JUL(B)...
ZH9(E):

HE B

2. BEHW#E, ERZEEZRN.
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B2

4. REFBHRMFENRSZH, HAZBRSH[ENNER, BT XHERERE.

@ 31 WNREBABATVETER, BLBHRNEFOLINEE, ERAEFN LKBN6

KR

Two-Step Vertification required

X

% Please enter the verification code sent to your mabile
phone:

[JigtkEm(R)

@ BB EFEKSKOERAMFART R,

W B4, - Xftp 5 (Free for HomefSchool)
| e) ) EEM) S0 TRM BOMW) BH)

ol — R = =
| - e

= G- P @

=) [ C\Users\wuyan\Documents

HBER

accelerate
FeedbackHub
Inpar
MetSarang
OneNote Fid#
plsgldoc
QOPCMgr
Tencent Files
WeChat Files
BEY Office fi{F

8. Defaultrdp

& wuyan.png
SRR bt

Ele=

EH . BE Kb

e

@ #E  SFTPE#NRSEERFMBERIZRA, BNEELNECS,

o T (ERANE
...
ik 2017/6f4, ...
Sk 20N7/6/27...
.. 2017/8/28..
.. 2007/7/4, ..,
k.. 20170604, ..
k.. 2017/6/16...
M. 2007/6/21...
=ik, 2007/11/2..,
Srif.. 201711142,
k.. 2017/6/15...

2KB L. 2007/1142.,

4KB PM.. 207/7/1..

1 Arstac Tras AT MANM

FIREEE <. EFEEES HE . 8.

3. RWBERTEE2NGE, EENTUEIERNNRSRENSIE,

SEEEH
B/

'now_gb13030.next BIGS
i root@JliE_test_linux_101 22

- BPE =8

dool R fEREHE
IfE.. 20070112
.. 2017/1172

1 i 0 Byte
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W TIEEEH, - Xftp 5 (Free for Home/School) - o %
| SfHF) RENE) BEN) S0 TR BOW) S8H)
'BEe B & H-8P 3@ =
I st zameta - BPE B

R &1

=) [ C\Users\wuyan\Documents ~ Y| = | froot v EC
=0 ’ E ) ~ |&#F Fol BT jEREE
i ... 4
accelerate .. 20177644, .., test 5. X 201711175
FeedbackHub .. 2017/6/27... SR AT bt 22.. M&.. 2017111
Inpar 3rif.. 2017/8/28...
MetSarang k.. 20177744, ..,
OneMate Fidd ik, 2017/6/4, ..,
plsgldoc ik 2017/6/16...
QQPChgr k.. 2017/6/21..
Tencent Files 3. 20177112,
WeChat Files ik 20177112,
BN Office #if k.. 2017/6415...
& Defaultrdp 2KB .. 2017/11/2...
= Wuyan,png 4KB PN... 2017/7/11...
S ARl et N Rbas Bras  F0ATHAOM =2 2
Ee=
B fra ) FiEEE <. EIREE dE EAER. B
B 1200 -8 Tt 2 e T3 Byt

@ e FNHEPE—NERSATRBER, NRENHIEEFBEIE, TINEE—ITER
5 RIFTEITERAD,

3.4. MacE 4 ic4t

AXZREE: ZHTRT. ZEELNEER. HEMNEZKSHNERR, EHTFERAMacE B A
EFinTAZRZEE2Y, BiHOBRINNEEIREM,
SSHIM NI 4
PMACE H It L1T4imAPP A :
1. TR GBLTLIRAPP,
2. IALIT®E: ssh cEE2HAFPZEEEZNIP -p60022
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0@ 2 wuyan — -bash — B0=24

3. IAZEERZNES,

@® @ wuyan — ssh TL R F8_ P98 ©39.108.193.189 -p60022 — 80x24
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@ e MEEBERRATREFER, BoBUGEOSMEE, EHANEFEN LKBIM6M
=¥,

4. QEFHARFERREA, ALTREZFERNNE
® © @  wuyan — USMShell — ssh m W = __3@39.108.193.189 -p60022 — 80x24

5. MEFHABRENRE, HITEHRE,
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= & wuyan — root@iZbplfdz1of2bfbowl7yxsZ:~ — ssh e mkikieiei™ 3@39.108.193.18...
Lazt login: Mon Jul 24 14 17 from 38 Bl L}

Welcome to Alibaba Cloud E1

[root@i Zbplfd4zlof2bThowly

RD P}z 4
PAimfe K HIEEAPPAS :

1. FIFIEE R E&ERAPP,

2. BATBER2YMIP: 63389

o
% EAT Mo MIEIZREESR

&:
it

it#EHl:  39.108.193.189:63389
(¥ : MyPC, name.microsoft.com, 192.168.2.8)

3. BEhEKE, BHREMNEERLITEN?

IEP EAIBRSESE BIRT ET.
ETNEEETTTHA?

wof

75|
HH %1

4. BEERE, #AZE2NEREN, A SE2NEFZNEE
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L=y ] 39.108.193.189
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@ 31 WREBRABATRETER, BLBHEBEOSIEE, ERAGFEN LRBIN6H
MF,

o0 e 39.108.193.189

5. RRERBEHABRFERAR: ARGEEERNNEF, REEIRRELRENER.
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00 39.108.193.189

FE | P | EE
wimE 2 lwindowsstHi_%7i#101.37.15.206 root
ERHwindowssHi_7i#101.57.15.206 administrator

6. MLz FENTIHN BARENHITIZLERLE,
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000 39.108.193.188

ﬂJ a E u;j JO?&’ P’Eﬁi’zoi:};?zq-
A1 T 4
EPimihRE2N, BERECGSHES
PASecureFX T E R :

1. ¥THSecureFXT K.,
2. EEE, MASE2HIP, 060022, KFPER.,
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RFPERE (V2IRA) 24 E /T

LU

v
Options  Tools

f| Local (wuyandeMac.local)

(7

Use P

£ secureFX

i

GP

(Enler host <#R>

|,IUsers;‘wuyan;‘Desklup

~| [Filter <32F>

v &/
['g .DocumentRs
g fseventsd

Trashes

[ vol

[ Applications
[ bin

[ cores

| dev

» [ etc

& home

[&) Library

[ Network
[ private
[ sbin
[38] System
[ tmp
v [&] Users
[ Shared
v 4 wuyan

v

v

v

v

rw

» [ config
[ .putty

'@ -Spotlight-v100

[ .bash_ses...

Name

P>

wuyan.png

L ERT A

e e

#& connect

A @ » B X T C»

|Filter by session name <38 1>

T3 Sessions

Show dialeg on startup

Close

Connect

Size Type
Directory

4893 Portable Network Graphics image

1053 text

[ .ssh

|a2smiries (plus 2 hidden cntrics)

Transter Queue

Filename

IA

[localiz... [l

Destination

MERTTE txt

fUsers/wuyan/Deskt...

HERA

/ Applications /{# 7 ...

Size of File Bytes Transferred

0 bytes
11K
11KB

11KB
11KB

% Progress Zlapsed Time
0 0%  00:00:01
100%  00:00:01
100%  00:00:00

Time Left
N/A
N/A
N/A

0.00KB/s
0.00KB/s
0.00KB/s

Speed Status

Finished
Finished
Finished

Start Time
2017/09/04 23:01
2017/09/04 23:01
2017/09/04 23:01

Finish Time

2017/09/04 23:01
2017/09/04 23:01
2017/09/04 23:01

00

2

‘Connect. v

L -}

Reconnect

s

% Local (wuyandeMac.local)

Disconnect

=
]

synetronize © Osrione

o & &

Tools v Use PGP

B

8 SecureFX

(Enter host <#R>

39 Utilities

2017/08/28 00:54

[ ~| [Filter <3F> ~
v E/ Name Size Type Date Modified

'8 -DocumentRevisio... - Directory 2017/09/04 23:01
I8 fseventsd @ Apo Store.app Directory 2015/06/17 12:31
'8 -Spotlight-v100 & Automator.app Directory 2015/05/08 11:39
[ Trashes T Caleulator.app Directory 2015/08/22 19:30
[ ol 2 Calendar.app Directory 2015/08/22 21:48
» [ Applications & Chess.app e . 2015/08/22 21:56
= bin B Contacts.app XK 8 Sossion,Outionszil16.62.165.281 2015/06/19 15:57
I cores @ Dashboard.app Category: 2015/08/22 17:45
> [ dev 8 Dictionary.app ~ Cennection Hostname: 116.62.158.231 2015/08/22 21:14
> [ ete DVD Player.app on Actions 2015/08/22 19:15
B home = FaceTimapp part Sore0a/on nes
> B Library B Font Book.app SFTP Session Firewal:  None 2015/05/08 11:01
net & Game Center.app Advanced 2015/05/04 17:05
[ Network © iBooks.app v port Forwarding Username: ] 2015/09/19 18:34
» [ private & Image Capture.app Remote/X1) 2015/08/22 19:23
19 sbin @ iTunes.app [ 2015/08/13 01:26
» [ System & Launchpad.app - Emaiation ¥ Password B roncrtion. 2015/08/22 17:45
» [ mp % Mailapp Modes 7 Publickey 2015/10/08 22:26
» [ Users = Maps.app ) - 2015/09/03 23118
[ usr @ Messages.app EM::::a Koys g:y;:;m Interactive 2012/05/07 14:21
> B var E Mission Control.app Aonaad 2015/08/22 17:45
» [ Volumes ©_ Notes.app . 2015/09/04 00:11
2 Photo Booth.app ANS! Calor 2015/08/22 21:54
® Photos.app Windon, R — 2015/10/08 20:00
% Preview.app Log File 2015/09/03 23:21
@ QuickTime Player.app Printing ¥ ecdh-sha2-nistp521 M= 2015/10/02 22:33
) Reminders.app /¥ 2modem ¥ ecdh-sha2-nistp384 2015/05/08 15:06
“kx Remote Deskiop Conned! | g rransfer ¥/ ecdh-sha2-nistp256 % 2017/09/03 22:26
@ safariapp FTP/SFTP @ ditfis-helman-grouetd 2015/06/2213:25
i SecureCRT.app Advancad e ehange-che256 2016/12/02 10:01
) SecureFX.app - cifierhelman-group-exchange-sha: 2016/12/02 10:01
- Stickies.app - A 2015/08/22 18:48
1® System Preferences.app B 2 B 2015/08/22 19118
TextEdit.app 2015/08/22 18:46
é Time Machine.app cancel | (ICTENN 2015/08/22 17:45
& Transmit.app 2014/09/29 02:56

Transfer Queue

Filename

Destination

Size of File Bytes Transferred % Progress Zlapsed Time.

Time Lot Speed Status

Start Time

Finish Time.
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FFiEm (V2IRA) - Z4EEH F B2

® 0 ® Enter Secure Shell Password

116.62.158.231 requires a password. Please m
enter a password now.

Username: Cancel

Password: |sssssssss |

| Save password Skip

@ 31 WNREBRBATRETER, BLBHEEOSIIEE, ERAGEN LIRBIN6H

[ ] !ffl Two-Step Vertification required Authentication

Two-Step Vertification required prompt for m-
U J@116.62.158.231.

Please enter the verification code sent to your mobile Cancel
phone
aRE e .|

- Skip
Save password

@ W  =FKSERMFART R,

4. BE<EF>EHARFEERE, BRTERELER (RRREGS)  BOREERIE, #THE

B,

eoe £ SecureFX

2 = e & L = ( >
5 g , o W i ] . ‘i\i S (Enter host <®R> )
© comect | fecornect  Disconnect  Synchromize | Options  Tools | Us:PGP  SecureCRT

© (7 Local (wuyandeMac.loca)

Applications Filter <32F> / Filter <3®F>
v B/ Name vE=/ Name Size Type B
[ -DocumentRevisio... - »rEn.|| B Directory 2
['g fseventsd @ App Store.app > e [ root@ .192.168.51.146:22 Directory 2
2 -Spotlight-V100 & Automator.app B Directory 21
[ Trashes T Calculator.app
[ vol i Calendar.app
» [ Applications 4 Chess.app
[ bin ® Contacts.app
[ cores @ Dashboard.app
b dev @ Dictionary.app
» [ ete {J DVD Player.app
@ home  FaceTime.app
» [ Library & Font Book.app
@ ret @ Game Center.app
[ Network. O iBooks.app
» [ private @ Image Capture.app
[ sbin @ iTunes.app
» System # Launchpad.app
» o tmp & Mail.app
>[4 Users 7 Maps.app
> [ usr € Messages.app
> [ var H Mission Control.app
» [ Volumes . Notes.app TR
£ Photo Booth.app i Changing state From STATE_READY_FOR_NEWKEYS to STATE_EXPECT_NEWKEYS
& protos.app L hangirg state fram STATE EXPECT NERKES to STATE CORECTION
R, L SDID: SERVCE REQUESTlssh-userauth) :
» © RECV: SERVICEACCEPT[ssh-userauth] - OK
) Reminders.app ST SRR Toone]
% Remote Deskiop Gonnection.app i RECY : USERAUTH_FAILURE, continuations [oublicke,possword]
@ satariap L SENT : USERAUTILREQUEST [passnora]
Iim SecureCRT.app L ey fotf“'iifisv,,smm 3
#| SecureFX.app L SEND : fs-multiple-roots-supported request[0n]
Siciesaon 0 it e et
1@ System Preferences.app § S : Stat .
| TextEdit.app 4 SEND : RealPoth, base-.
@ Time Machine.app i Resolved RealPoth: /
. < drwxr-xr-x 4096 — 04- 3-2017 23:26:50 !now_gb18938,next_UTF-8 (5)
3 Transmit.app
39 Utilities < druxr-xe-x 4096 — B4- 9-2017 23:26:50 rootoen_test_192.168.51.146:22 ()
39 entries (plus 2 hidden entries) 3entries D
(x] Transfer Queue
Filename Destination Sizeof File Bytes Transferred % Progress flapsed Time  Time Left Speed Status Start Time Finish Time
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B2 FFiEm (V2RRA) -im4 5/ F

=X ] £ secureFX

o g ) o Q 'i\li E (Enter host <#R> )

v v v
Comnect | Feconnect  Disconnect Synchronize ' Options  Tools | Use PGP SecureCRT

Local (wuyandeMac.local) © [F 16.62158.231
/Applicat I Change directory operation failed with '/! Filter <3F> .
now_gb18030,next_UTF-8'
v a/ Name | I Size Type 0.
['g -DocumentRevisio... - . Directory
['& seventsd @ App Store.app
['g -Spotlight-V100 G Automator.app
[ Trashes T Caleulator.app m T
9 ol & Calendar.app
» [ Applications 4 Chess.app
bin ® Contacts.app
[ cores & Dashboard.app
b dev B Dictionary.app
b [ ete [ DVD Playerapp
& home & FaceTime.app
» [ Library & Font Book.app
& net @ Game Center.app
[ Network. O iBooks.app
» [ private @ Image Capture.app
sbin @ unes.app
» [ System # Launchpad.app
> [ tmp = Mail.app
» [ Users ! Maps.app
> [ ust € Messages.app
> [ var B Mission Control.app
» [ Volumes © Notes.app 1 Changing stote from STATE_EXPECT_NEWKEYS £o STATE_COWECTION
 Photo Booth.app i SEND: SERVICE_REQUEST[ssh-userauth]
& Photos.app i RECV: SERVICE_ACCEPT[ssh-userauth] -- OK
B Previ i SENT : USERAUTHREQUEST [none]
2§ Preview.app i RECY : USERAUTH_FAILURE, continuations [publickey,password]
@ QuickTime Player.app i USERAUTH_REQUEST [password]
) Reminders.app i AUTH_SUCCESS.
%« Remote Desktop Connection.app 1 RECY : Server Sftp Version: 3
© Ssfariapp i : fs-nultiple-roots-supported request[on]
- i + vendor-1d reaues
I SecureCRT.app i #s-miltiple-roots-supported reply: 3
) SecureFX.app i at .
Sicis o | o0 i s
{8 System Preferences.app < drwxr-xr-x 4096 — 04- 9-2017 23:26:56 Inon_gb1803@,next_UTF-8 (5)
! TextEdit.app
@ Time Machine.app < drwxrxr-x 4096 — 04- 9-2017 23:26:50 rootBoem_test_192.168.51.1
Transm i SEND © Stat /Inow_gb18030, naxt_UTF-
S Transmit.app § SEND : RealPath, base—/1nowgb18830,next_UTF-&
[ Utilities i RealPath foiled (9xe1110001): charactor is changed please refresh director
39 entries (plus 2 hidden entries) 3 entries £
[x] Transter Queue
Filename Destination Size of File Bytes Transferred % Progress Zapsed Time Time Left Speed Status Start Time Finish Time
eoe £ secureFXx
s 8 =& B 0L =
L y © v o v *ﬁ-d 6 (Enter host <®R> )
Comnoct | econnect  Disconnect Options  Tools ©  Use GP SecureCRT
Local (wuyandeMac.local)
/Applications Filter <38F> ! Filter <32F>
v B/ Name Y= Name. Sizo Type 0
['8 .DocumentRevisio.. A. B e Directory 2
'8 fseventsd @ App Store.app > e [ root@ 192.168.51.146:22 Directory 24
['g -Spotlight-v100 & Automator.app » | 1 Inow_gb18030,next UTF-8 Directory 24
[ Trashes T Calculator.app
[ ol & Calendar.app
>[4 Appl 4 Chess.app
[ bin B Contacts.app GoTo >
[ cores & Dashboard.app
b dev ® Dictionary.app Open Bookmark >
> B ete [ DVD Player.app Add Bookmark #8
& home K& FaceTime.app Manage Bookmarks... a%0
» [ Library & Font Book.app
& net @ Game Center.app Paste
B e & inese oy [ —
» [ private @ Image Capture.app
[ sbin @ iTunes.app o >
» [ System @ Launchpad.app
» [ tmp % Mailapp Properties
» [ Users = Maps.app
» B usr © Messages.app
» [ var H Mission Control.app
» [ volumes . Notes.app * Changing state from STATE_EXPECT_NEWKEYS to STATE_COMVECTION
& Photo Booth.app © SEND: SERVICE_REQUEST[ssh-userauth]
& Photos.app © RECV: SERVICE_ACCEPT[ssh-userauth] -- OK
= Provi © SENT : USERAUTH_REQUEST [none]
=2 Previewapp i USERAUTH_FAILURE, continuations [publ ickey,oassword]
@ QuickTime Player.app i USERAUTH_REQUEST [pessword]
) Reminders.app i AUTH_SUCCESS
% Remote Desktop Connection.app i Server Sftp Version: 3
- 1 Fs-multiple-roots-supported request[on]
@ Safariapp i vendor-id recuest
SecureCRT.app t Fs-multisle-roots-supported reoly: 3
# SecureFX.app i stot .
Stickies.app : )
@ system Preferences.app < g 4096 — @4~ 9-2017 23:26:50 Inow_gb18030, next_UTF-8 (5)
| TextEdit.app
@ Time Machine.app < Gruxr-xr-x G096 — B4~ 9-2017 73:26:50 rootSoem_test 192.168.51.1¢6:22 (S
Transm T SEND © Stat /Incw_gb18038, next_UTF-§
3 Transmit.app i SEND : RealPath, bose-/Inow_gbl8030,next UTF-8
[39 Utilties i RealPath failed (8xel110801): charactor is changed please refresh director
39 entries (plus 2 hidden entries) 3 entries A
o Transter Queve
Filename Destination Size of File Bytes Transferred % Progress Ziapsed Time Time Left Speed Status Start Time Finish Time
Refresh folder information
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FHPERE (V2iRA)

-IB4EE R T

5 u

v
Comnect © Reconnect

Discannest

‘=

SecurecRT

o & &

Options  Toals  UsePor

£ SecureFX

((Enter host <3R>

@ [ Local (wuyandeMac.local)
/Applic: Filter <38F> Filter <3F>
v B/ Name Name Size Type o
['g -DocumentRevisio... .. [0 root@  BEAHLlinux3EAl_ 101.37.05.1.. Directory 2
g fseventsd @ App Store.app [ root@ © 192.16851146:22 Directory 2
EE; -Spotlight-v100 g ’é“:""“a“"-“"" BB Inow_UTF-8,next_gb18030 Directory 2
Trashes alculator.app
2 Calendar.app
> 4 Chess.app
® Contacts.app
@ Dashboard.app
> @ Dictionary.app
>  DVD Player.app |
[ FaceTime.app
> & Font Book.app
@ Game Center.app
© iBooks.app
» [ private 18 Image Capture.app
[ sbin (@ iTunes.app
» [ System # Launchpad.app
» [ tmp  Mailapp
» [ Users 7 Maps.app
> [ usr € Messages.app
» [ var [ Mission Control.app -
> [ Volumes | Notes.app § SEND © vendor-id request
 Photo Booth.app § RECY © fs-multiple-roots-supported reply: 3
% Photos.app 1 SEND : Stat .
2 Provonsoo [ om0 e,
@ QuickTime Playerapp < drmroxrx 4096 — 04~ 92017 23:24:20 non_gb18030, next_VTF-5 (5)
) Reminders.app
% Remote Deskiop Connection.app < drwxe-xr-x 4096 — B4- 9-2017 23:24:80 rootBoen_test 192.168.51.146:22 (5)
safart T SEND : Stot /inow_gs18030, next_UTF-3
@ Sefariapp 1 SEND : RealPath, bose~/inow goise30,next_UTF-8
I SecureCRT.app 1 RealPath failed (@xel118001): charactor is changed please refresh Girector
# SecureFX.app i SEND : Stat /inow_go18230, next_UTF-5
el § SEND © RealPath, base-./Inow_gb18030, next_UTF -8
Stiekles.app i RealPath failed (0x60008002): No such file or directory
@ System Preferences.app i SEND : Stat /lnow_gb18830,next _UTF-§
| TextEdit.app 1 SEND © RealPath, base=/!now_gb18030, rext_UTF-8
@ Time Machine.app i RealPath failed (0x00002002): No such file or directory
¢ < drwxexrox 4096 — B4~ 92017 23:24:00 Inow_UTF-8,next_gb18030 (5)
& Transmit.app < drwxexrx 4096 — 04 9-2017 23:26:00 rootel  ESHILINUKES 101.37.15.198:22 (5)
[39 Utilties < Grxrxrx G096 — B4 9-2017 23:26:00 rooter 192.168.51.166:22 (S)
39 entries (plus 2 hidden entries) 3 entries £
o Transter Queue
Filename Destination Size of File Bytes Transferred % Progress Japsed Time  Time Left Specd Status Start Time: Finish Time

2 =

v
Comnect © Reconnect

)

Local (wuyandeMac local)

/Applications

Disconnect

-

‘SecureCRT

5 O & &

v v
Synchronize  Options  Tools | Use FGE

Filter <38F>

£ secureFx

ERARENNETHNG, FTEXREZFRER, BABEERNGE, HAEN, BIONHTIZLERE,

(Enter host <®R>

Jroot@: '192.168.51.146:22

v &/
[’ .DocumentRevisio.
['g fseventsd
['& Spotlight-V100

Name

App Store.app
Automator.app

B [Fitter <%F>

e Type D4
Directory

L]
@
14
[ Trashes T4 Calculator.app
[ wol @ Calendar.app
» [ Applications 4 Chess.app
[ bin ¥ Contacts.app
[ cores & Dashboard.app
> dev B Dictionary.app
> B et ) DVD Player.app
& home & FaceTime.app
» [ Library & Font Book.app
& net @ Game Center.app
[ Network © iBooks.app
» [ private & Image Capture.app
[ sbin @ iTunes.app
» [ System 4 Launchpad.app
> [ tmp = Mail.app
» [ Users % Maps.app
> [ usr Messages.app
» [ var Mission Control.app
Photo Booth.app < rmaoex 4% — 26:50 inon.UTF_8,next_gb150% (5)
Photos.app < Grwroxex 4996 — @¢- 9-2017 23:26:50 rootel _  LinuxRAL 11.37.15.190:22 (5)
i < drmxr-xr-x — 94 92017 23:26:50 roote | £ 192.168.51.146:22 (5)
Preview.2pp U SEND © Stot /rootEoen test_102. 168.51.146:22
QuickTime Player.app i SEND : RealPath, base=/rootfoem test 192.168.51.146:22
Reminders.app 1 Resolved RealPath: /root
Remote Desktop Connection.app 1 Opened girectory: /root
safart < drc a96 = 02- 03:31:29 _ssh (S)
@ Safarl.app < 2 cshre (5)
Jm SecureCRT.app » = Ze- “bash_togout (5)
£ SecureFX.app < & | o “pydistutils.cfg (S)
- sticki < 2096 E 29- _eache ()
Stickias.app < B 13- 8-2007 18:21:26 .. (5)
& System Preferences.app < = 20- 5-2009 03:45:02 bash_orofile (5)
! TextEdit.app < = 22- 9-2004 20:59:5:
@ Time Machine.app < rwe F 03-12-200¢ 13:02:06 _teshee (5)
T < orwxr-xe-x B 03 7-2017 21:3¢:23 pip ()
4 Transmit.app < dr-ar-x = - 82017 18:25:4¢ . (5)
[39 Utiities < -rw 225 — g4~ 9-2017 19:18:21 _bash_history (5)
39 entries (plus 2 hidden entries) 0 entries (plus 10 hidden entries) A
) Transter Queue
Filename Destination e of File Bytes Transferred % Progress Zlapsed Time  Time Left Speed Status Start Time Finish Time
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FHPERE (V2iRA)

-EHERF MR

2 5 _ 0 & &
comane” s oo syvtvent” opons 1o s

Local (wuyandeMac.local)

£ SecureFX

((Enter host <®R>

JApplications Filter <32F> Bl Filter <3¢F>
v B/ Name vE=/ Name Size Type D:
'8 .DocumentRevisio... - .. » N n. 0 root@ B 24linux3Fl_ 10132151, Directory 2
[ fseventsd @ App Store.app M- [ root@ 1192.168,51146:22 Directory 2
[ -Spotlight-v100 & Automator.app [ BB 'now_UTF-8,next_gb18030 Directory 2
[ Trashes T Caleulator.app
[ ol ) Calendar.app
» [ Applications: & Chess.app
[ bin ® Contacts.app
[ cores @ Dashboard.app 0 N
» dev '8 Dictionary.app
» [ etc @ DVD Player.app ! Open Bookmark >
& home [ FaceTime.app ‘Add Bookmark ®B
» [ Library & Font Book.app Manage Bookmarks... %0
@ et @ Game Center.app
[ Network O iBooks.app Paste
» [ private i@ Image Capture.app
[ sbin (@) iTunes.app Refresh
> System @ Lanfnchpad.aup New o
> [ tmp ® Mailapp
b [5] Users 7 Maps.app Properties
» [ usr € Messages.app
> [ var B Mission Control.app -
» [ Volumes L Notes.app S0 - Stat /rooteoen_test_192.168.51.166:22
# Photo Booth.app 4 SEND : RealPath, base-/rootér 192.168.51.146:22
& Photos.app N s
— Sy i
28 Preview.spp < 03:31:29 ssh (5)
@ QuickTime Player.app N Teehre (5)
) Reminders.app < 2 bash_Logout (S)
“s Remote Desktop Connection.app < -pydistutils.cfg (5
> < :33:22 _cache (5)
@ Safari.app < 18:21:2¢ .. (5)
Im SecureCRT.app < 45:02 _bash_profile (5)
#5 SecureFX.app N Sl i? Bé ':‘“:" g;
o « x :22:06 _teshrc
Stickles.app < 7-2017 21:3¢:23 pip (5)
1® System Preferences.app N oo etiviieg
| TextEdit.app < 25 92017 19:18:21 _bash_history €5)
Y i i SEND : Stat /
© Time Machine.cop e e e
3 Transmit.app 1 Resolved RealPath: /
i Opened directory: /
39 entries (plus 2 hidden entries) 3entries. o
(x] Transter Queue.
Filename Destination Sizeof Flle Bytes Transferred % Progress Zlapsed Time  Time Left Spoed Status Start Time Finish Time
Refresh folder information
L] - £ secureFX o

2 3 B &5 _ 0 & &K

v v
Connect  Feconnect  Disconnect Synchronize  Options  Tools  Use PGP

@ [ Local twuyandeMa

al)

(Enter host <%R>

/Applications Filtar <3F> [/ Filter <3¢F>
vE/ Name Y=/ iame Size Type
[’ .DocumentRevisio... - ] Directory
'8 fseventsd @ App Store.app > Directory
'8 .Spotlight-v100 & Automator.app > Directory
T Calculator.app >l Directory
2 Calendar.app >l Directory
> 4 Chess.app > Directary
® Contacts.app ] Directory
@ Dashboard.app >l Directory
» @ Dictionary.app > Directory
> & DVD Player.app ] Directory
X FaceTime.app >l Directory
» E Font Book.app > Directory
@& Game Center.app ] Directory
© iBooks.app >l Directory
» [ private & Image Capture.app > Directory
[ sbin (@) iTunes.app » Directory
b [ System @ Launchpad.app r Directory
» [ tmp & Mailapp > B Directary
> Users . Maps.app > Directory
> [ usr © Messages.app r
» [ var E Mission Control.app » im
> [ Volumes L Notes.app < Grwrsrox 4096 F 23- 9-2011 04:50:22 ant ()
Photo Booth.app < -rwer-or o 0 _outorelabel (5)
Photos.app < crmr-xex 409 — b opt (5)
- < Grmr-xr-x 2 31123 ete (5)
Preview.app <orxexrx 409 B 09 316 1ib (5)
QuickTime Player.app < dr-xe-xe-x 12288 B @3- 33:16 11664 (5)
Reminders.app < drmxexrx 209 F @3- use (5)
% Remote Desktop Connection.app [ drxr-xe-x 4006 B 13- .. €S
Satont < drm 16384 B @9- 8 Lost.found (5)
@ Saferiapp pR— 9 = 2. 8-2017 €3:31116 proc (5)
I SecureCRT.app < drmemrnt - 9-2017 18:30:27 tmp (5)
#] SecureFX.app < drwsr-xe-x 4006 B @3- 7-2007 21:25:00 selinux (5)
stickies.a < drwxexrx 4096 E 23- 9-2011 04:50:20 sr
-8pp < drwwr-xr-x 4006 K 23- 9-2011 04:50:20 howe (5)
(@ System Preferences.app < drexr-xr-x 4096 B @9- 7-2017 21:28:21 boot (5)
| Texteditapp < orxexrx 409 B 13- B-2017 18:21:2¢ . (5)
@ Time Machine.app < drmrsroxn 4096 = @2- 8-2007 03:31:27 run ()
. < dr-xr-xr-x 4096 [ 89-
< Transmit.app § SEND : Stat /roots _102.168.51.1¢6:22
[3 Utiities i ReolPath failed (2x02002002): No such file or Girectory
39 entries (plus 2 hidden entries) 21 entries (plus 2 hidden entries) |
[x) Transter Queue
Filename Destination Size of File Bytes Transferred % Progress Zlapsed Time  Time Left Speed Status Start Time Finish Time
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BFigm (V2ERA) -

B2

L] £ secureFx
o) = »
>~ Q y L @ ter host <%R>
Connect Discomnect  Synchvonize | Options  Teols ‘SecuracAT
1=t © 77 nes2158.231
/Users/wuyan/ Deskiop B [Fitter <xr> B oot B [Fitter <x2F> B
] Name Name. Size Type ]
& .DocumentRevisio... @ - B ERSEX 1063 text 21
g feeventsd = wuyan.png . Directory
@ -Spotlight-v100 At
5 Trashes
ol
Applications
bin
cores
dev
etc
@ home
7 Library
@ net
Network
private
sbin
System
tmp
Users
Shared
& wuyan
_bash_sessi... " 31129 ssh (5)
< 9:52 _cshre (5)
< bash_logout (S)
« pyGistutils.cfg ()
< cache ¢5)
-Trash < @RBE. txt (5)
| Desktop < Nl
~ < bash_profile (5)
Documents < vashre (5)
Downloads « teshre ()
Library < pip (5)
= Movies L bash._history (5
o N - ash_history
Music { Transfer(B2580802): SEND : Stat Jroot/iRRI7FE. Ext
Pictures 1 Transfer(2580002): Opening File "7 txt” for domnload as MRt (ASCID)
Public 1 Transfer(z580802): SEND : Open: /root/SA . txt, mode @xl
ver 1 Transfer(82580802): File transfer conpleted: 0xB0008000
4 Transfer(@250eez): 1.1 KB transferred in @.00 seconds.
var { Transfer(B2580802): SIMMARY: Attempted to transfer 1 files
Volumes 1 Transfer(82580002): SIMMARY: Transferred 1 files successfully.
2 entries (plus 2 hidden entries) 1 entries (plus 10 hidden entries) g
Transter Queue
JUsers/wuyan/Deskt... [root/{#f 75 txt 11KB 11KB 100%  00:00:01 N/A 0.00KB/s Finished 2017/09/04 23:32 2017/09/04 23:32
Jroot /R xt JUsers /wuyan/Deskt. 11KB 11KB 100%  00:00:03 N/A 0.00KB/s Finished 2017/09/04 23:32 2017/09/04 23:32

SSHRM X +filezillaB EECSAH R T4
1. TS SITEIRAPP,
2. WA , IREnteri,

ssh -T -N -D 127.0.0.1:1080 -oport=60022 FAP&eEZ2H 1P

& wuyan — -bash — 120x34

3. MAREE2NEN, REnter@EEIELY, A2XAZEO,
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B2 FFiEm (V2IRA) -

@ e MEEBEBATREFAEIER, BLETAAREFOL, BHAEFEN LK
6>,

e

wuyan — ssh -T -N -D 127.0.0.1:1080 -oport=60022 152 2@120.27.14.103 — 111=34

our mobile phone:

@ BB SFKESERMAHTZIRRIE,

4. I HfilezilaZ FPim, HARERH.,

& [EETN i) ssae) mE(v) #8901 BHWS) BBE) 2 HESEE (N

L] XF(A)... FileZilla
LT o <z ! #
E#E  Services > |PER): |R(W): #®O(P): | REEISQ) Mg
Hide Filezilla #¥H
Hide Others X #H
Show All
Quit Filezilla 2Q
iR | /Users/wuyan/Documents/ -]
Downloads
Library
Movies =
Musi 2R
Pictures
Public
Volumes
bin
R A St SEsm BN
FileZilla 2.app B 2017/08/14 089...
FileZilla 3.app =E3 2017/08/14 09...
FileZilla.app B® 2017/08/14 089...
RDC Connec. B5& 2017/09/03 22..
.DS_Store 6,148 Wi 2017/10/3019...
ocalized 0 i 2017/08/28 01...
I Filezilla_3.27.. 10,348,741 bzip2 compr... 2017/08/28 02..
atsingleapp-... 0w 2017/11/0104...
test 12 Wi 2017/11/01 0284..

5. BEAMAE, %% SOCKS5, REAEEMN: 127.0.0.1, #wMO: 1080, BHME.
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7. BEER, SHEOERHE.

B2
® o
HEEETEP): Bt
v HEE RERER SBaE R
v FTP CIFEIN)
FEhEs [ IHTTP/1.1 {5 CONNECT 7550
MRS " SOCKS 4
FTP {LEEES S 82 © socKs 5
SFTP
REENR): 127.0.01
v R fLEEOP): 1080
XFRL OB
eI
v PE REBBWEI(X):
3] R R E RS EEIRT FTP &8,
BH/ s E gt
SRR
prg 21k
iE=
v MR
SRR
=2F i
A=
HE
HUHE(C)

B, B,

@ M EEEXENATSHRNERESE, WEEHASS,

6. TAEREESR, WATEERCHNRSHP, RERKO: 22; EREE: EE, BARSHAFP

e @ Py
EIREI(S):
RO EER EEieE O FNE
v BMuhSR
| EALH): 101.37.15.190 wAe): 22
L UL YT SFTP - SSH File Transfer Protocol
BRER(): EF
AFU) root
= (wW): | |
EREM):
g N s E(F)
MEEEM) BEHER)
HIER(D) S5
EE(C) mE(0) HUE

77
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@ FE MMV IREEE

(T ARFHRAENBELEREN, THERILAESEMEENAEN
oo At
BN

FEH1: 101.37.15.190:22
3840 ssh-rsa 2048 1b:bB:9¢:34:02:b1:e3:16:0b:ae:45:81:01:f2:ef:47

EfEREMH R EEE?
SEEEREN, HEEEHENNEER)

HLiE i3

8. HAIERERFZ ARG, MoHTXHEHEHE, B2 JEEHT.

eoe ECS - sftp://root@101.32.15.190 - FileZilla
i 7 [ B 2o k2 El N3 0
EAUH): BFEW): EBW): wO(P): EEO -
R XEEEAT, SR OTT RE1H)
ARE: FHATE frootjceshi
AR WA Jroot "B B RTIX.
#: Listing directory froot
= localL
W XA RRA, BRT 0T (AR B)
AcltsthsR | /Users/wuyan/Documents/ B | s oot B
> v o2y
»> Downloads >
> W Library
Movies
Music xEE N AN ST WEER R RS/
Pictures. -
> B oo «cache EEY 2017/06/24 ... drwx-—-——— root root
» B Volumes .pip B 2017/06/24 ... drwxr-xr-x  root root
oin ssh EEY 2017/09/05 ... drwx-—-——— root root
bash_history 2,816 Wi 2017/11/01 20, -MW-——---  root root
g A AL SR RIEHH bash_logout 18 2009/05/20 ... ~rw- oot root
- bash_profile 76 W 2009/05/20 ... root root
FileZilla 2.app B2 2017/08/14 09.. ‘bashre 176 ik 2004/09/22 ... =1 root root
FileZilla 3.app L 2017/08/14 09. ashre 100 weE 2004/09/22 ... root root
FileZilla.app B 2017/08/14.09... Jocalized [8-2C3 2015/08/22 .. - root root
RDC Connec. EES 2017/08/03 22... pydistutils.cfg 64 cfg-X#  2017/06/24 .. -rw: root root
-DS_store 6,148 Wi 2017/10/3019... teshre 120 W 2004/12/03 ... -rw-r root root
Jocalized 0 Wit 2017/08/28 01. Niminfo 3,479 W 2017/10/31... -rw-------_root root
1 FileZilla 3.27.. 10,349,741 bzip2 compr... 2017/08/28 02... W ceshi 9 e 2017/11/01 2.... - o
ceshi o it 2017/11/02 00. test 12 Y 2017/11/012... ~rw-r--r-- oot root
atsingleapp-... 0 wpe 2017/11/0104...
test 12 e 2017/11/01 02E4...
BRT 1 TR, ROER 2 TH ERT 1 TR, ANER9FT
BAR/AeRe A EEXME b R W
4 sftp://root@101.372.15....
/Users/wuyan/Docu..  =->>  /root/test 12 FE 2017/11/02 00K 34...
L sftp://root@101.372.15....
var/folders/14 /jpQyz. <<--  /root/ceshi 0= 2017/11/02 00R36...
[var/folders/14/ip9yz..  -->» /root/ceshi 9% 2017/11/02 00FI36...
/Users/wuyan/Docu.. <<--  /root/ceshi 9 FE 2017/11/02 0OFY36...
FURABY S ekl | AIINIESE (4)
Syem B E oo

3.5. AP &8

AXPHELEBENRERXELNBAEH, AFENSBEIE2NBFPREMEIZNAF . AXPHE
L REEBURSREBEMERKRSZME,

SSH MSUE 4 A RIE 18
BEHARBESESSHZLDPRBRESBERTBEER2NGE, #ITUTRESKSNE:
1. BR=EER2WE, SZ2XRREHIRE, B :passwd S FHIREnteriE,
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NUM NAME ! PROTO  USER COMMENT

S5H root
S5H administrator
SSH root
SSH administrator
S5H root
SSH administrator

L |

2. RBRFEKRABASHAFPZE. HEHL. EEFEH, FHEEnter i,

Bk

5

4t
g

@ B ZFEEENBBES/)\f, BEXFEAUTHREY: ASZE. NE2S
HEE (Ne. #. $%) .

¥

(current) user password:
New password:

Retype New password: I

3. ZEEZV AP ERERMAY.

RDP MY IZH AN REKXZT

BHARBEBEROP L PHBES BERTEERNE, #TUTBREEXER:

1. BRAEELNGE, REEERTHANEXIAZE,

2. ERHMIFED, KB LHAPEHR. FED. EEF50, SEEFEX.

@ e ZELLNBBELN\G, BEXVROSUTNREH: ASFEE. NSRS, HF. *
FEHFS (MW@, #. $F) .

3. ZEEZNAFPEBESMIN.

3.6. BSiz4t

BSIZ#4HE B EIZ A AP LIRAMT IKS B EREL2NEF S HHAWeDZERE, HRAAME K, BRE
RECSiIz4E, ZEHNTNRZFHFRAMFIKSHAER, aTEWIndowsH IR TER
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EHITBSIZA R, BIRIEFTKREFRAMTFIKRSNIR, o LMERERSERGOEFHIRAM-FAFREE , 4

FEBHENRAMFIKSEN., BIUEFFRSRENR, ARFEREE , @R FKSHEAEERE, K&

AR

REN NEIEREE

INEERURER S | WP RIEEZERIRAINIR | A—SRICRIRT R ESE RN,

o
fr

FIIERIERERE R i) EIEEIERIE AR

E2H Q AliyunYundunBastionHostReadOnl...

RiEBfia=EE241(BastionH...

AliyunYundunBastionHostFullAcc... =
BEE=EE224(BastionHos...

RAMF K5 &R

SRUTHE, FARAMFIKSBERIZLAME:

1. BYRAMFESERRE, BREEERNEHE
2. MERBRIFMEG, LHESH, HAWeDELRE,

@ 3B RAMZEKESZEBASANEL2Y, ZNTETEEIEHIRTA , SASESNEPE

2,
: -
1222 WISEELH,
= - B2EHE I #2il s
% o i REEH) - ) RS - Pt A
FHsEE } e
I : 215 IR 2017-12-22 00:00:00 E=1d EEE

EATAR

A 1215

4 12
Ui IR 1 2017-12-22 00:00:00 a9

3. BETHE2NEHEMFHE, TRHEHTRE.

@ 88 (EEBSITAAE, WERELNSENFRE.,
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(S ] SRS
=E - E24] B4
2 RERNEIEEHT  ETRELIEENTHRE, NRECARE  SRREEnFoEHm.

BNBRSSE

fak
Xl
)

IPHizik

RS =RER

O IRETAEIFERMRICR

4. XSG, RIFZHERE, AERRARENEE2HSHETF.
5. BREHFEE, #EANSHENFERERE.
6. DRI ETRERNSSHE P, RDPEFin, SFTPEFIRHITEE, VASFTPAS), SBIUT:

SSHEFImIRE  RDPEFIWRE ~ SFTPEFmRE

B P29 -
2. EHE R

E

=R

| FileZilla

M FATERERZ | C:\Program Files\FileZilla FTP Client\filezilla.exe PR

BSiz#4E#21F

EARAMF RS ERZEE2NZLERNEE, JUERZIKSIULENRSHES.

@ e EBERUAARAMTIKSEBIREMNMNERSS, SULEEIRSSEER.

(o] BEEHE wytest|
=IE o B2 =t

iEHE R BN FACE
1Pttt HRE & B

iZm7sv951yad0kZ k2 administrator 11 RDPER

is_test._linux A root 2 SSHEsR | SFTPEER

"
—
o RDPiZ#4E

i. EREFEEZFNRSE, BEEMRDPER, HaEAmMstscE ik,
i. EEEARE, BEEE.
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N iR

WA AT AR R A TR . BRIE R S R A BT i e | MR
EifelE,
@ BEE KHBTE
SE: SRS
SRR o L
(] A B R EEEE T &)
- BTREBERD) FERE(N)

EGE(Q)

i. FRHFAE, BER, RHWERRSHE.
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B2

& mrR R miEss

@ TFETIRT BS0. REIHEER?

ER
BFRAILES
A BERRTRRTE:
I ]

s RETETTEAEBRRER
BAOLEUI

IEPHEIR
SRR B AR ThEIR:
AR ERRRSRERER.

A IEBRBEANMEEAREREIETA,

(RREGE R IR R A 2R X S B EiRS?

[ A EiafgEmEEsItit&HD)

BTFRSIERFERRE , EERHENEEEI SIS, HERMETRERR

BEIUER(V)... Z=() A(N)
@ 88 MACKE TROPEPBANIBENBABRER, HEBEBERPEAERS, EBEATHR

BRIZHNRS S, RARNEEEEHEAN,
o SSHiZ4E

i ERFEERNORSH, EEANSSHER, BRRAREENSSHE ik,
i. BENRSSE, HITTHERE.
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& Mg, test linux - 15.190 - root@iZbp1f4z10f2bfb5w17yxsZ:~ - Xshell 5 (Free ... —
3HH(F) 4R4E(E) &&(V) TH(T) #EImK(B) BEO(W) #EI(H)

(3

105 test ...

Xshell 5 (Build 0964)
Copyright (c) 2002-2016 NetSarang Computer, Inc. All rights reserved.

Type "help' to learn how to use Xshell prompt.
[c:\~-1%

Connecting to :60022. ..
Connection established.

To escape to local shell, press 'Ctrl+Alt+]'.
Last login: Tue Dec 19 17:39:41 2017 from

Welcome to Alibaba Cloud Elastic Compute Service !

[root@iZbplfdzlof2bfb5wl/yxsZ ~]# I

ssh://wytest@ 160022 8SSH2 xterm r 84x17 = 1535 1£&

= RN - R O &E-a3-9-A- P LUbdEm -
&

O X

(I

e SFTPE4E
I EREELRNRESE, BEANSFTPER, BxARREBELNSFTPE i,
i. BMBENRSER, HITIEHRE,

AYRRA: 20220608

84



FFiEm (V2iRA) -im4E/HF0 B2

@ [ _test linux - 15.190] - sftp://wytest@= & 7' ¢ 60022 - FileZi... — O X
H(F) fwiE(E) EE((V) ERT) RFSE(S) BE(B) FHEIH)
EH g TROoHO L ITAase
FHH):| BrgL:] [mmw:] ®mAe:] || tesEmQ
AR IEFEIES R <7 8 7 00 60022... A
A7 Connected to# " - = 8
K& ENERYIE... v
Zliﬂiﬂ,ﬁﬁ,.ﬁ.‘:|Z:\Users\wuyan\Pictures\Camera Roll\ ~ iﬁ&ﬁﬁ,.ﬁ.,:‘/root v
Camera Roll CERy/ A
< 2 !%l ront v
XHE it X SiEEXR & h A
) .c.ieskt... 190 FEE.. 2017/6/... :.cache
pip
.ssh
123
openssh-4.1p1
I"AuAGiva £~ png v
< >
1A, KNS 190 =5 19 N1 5 MEZR. KIVEit: 4,960,652 F17
ARSESES/ At HM RS Ky . BE
] FUBAROSZ I [ BRI [ BTN R I
DO Iz .
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4. it F i
4.1. it E

ZEERNIFBESHEAHNETIH,

o SSHFEMHIT: XFRMHL. RELHERDEK.

o ZRERH: XFBETHRAMA. BOMNRE. REBRXFHER.
o XHEHIT: XIFXITRX MR . SFTP ERmHRXHHIT,

o —KLER: FAK. FH. RIXMHN—FUER,

o Hith: ZEER2NE M NERELEEAIHKGE. RSFEAKS.

4.2. INSIE

AXENAFEE: cEE2NEEA. RFARNEZKSHNERR,

EERIA
BRREELYWeb FERE, BMHHI > LHEE , BEATRSRRE, LEEANNEE.
=&

1. EREEZ2TWebEETH, EVHET > INSE , ERFEVIMMERNORSRE, REENNT
W ER

@ e  FHIUIEEESTRN— RS MRS BINSE (REINSENETH NSRS
TN AEARARIAENSIE) , BHEIIRT NI ERE,

2. FERHNMEED, RERE.

BRE

SRAEEZNWebEEIHE, EMEEIT > IRRE , ARFEPESIAID. LHABR. FHNS. 5
AFE, BERR DoUNESFRETENEN,

MEERI=EE2HWebEERE
BRUTHSRERTEELYWebERRME:

1. BREEELNEHA.

2. HRERFENELHLY, BHEBEFHITHER,
3. MEEARR, EEEFELYWebEERAE.

4.3. REREIK

AXEHNAPEE: ZEELNEER. REENESKSHERR.
BERRB

1 ERAEESHWebEETE, BUHEE > RGEK , RELREH:
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B2

4.4. I5LSE

AXEWHPEE: nEE2NERA.

o

(e]

@ B mEs=

E=AEERENERFM,

BiE: EEAHEE,
SLHIID: HASES) D,
FHNSH: BAFNSH.

REEIP: AP,

EEAX: EESSHIRDPIENEEA .
RESB/ER: WARSHEER, HEMEN.
HE: MAAPESE, XHENEE,

2. BEE R, EEEELNEERNSERBRER.

BIBRE
BECEETENRERE,

MEERI=EE2HWebEERE
BRUTHSRERZEE2YWebERRE:

1. BREEELNEHE.

2. HRBRENELHLG, BHEEBEFHITHER,
3. MEEARR, EREFELYWebEFBAE.

BRES

1

EREREEENEINT

o

o

o

o

o

o

o

BEAMBOER.

18]

 ERAEEZNWebEETNE, EMNHET > ESES ,

iE: EFEEETE.
SEHIID: #WASEH D,
FHSHBE: BAFHSHE,

BRS5EEIP: AP,

EORE: ERFAHS. AEXF. LEXH. ATRIXHEAES

RS5|/EBIR: WARSHER, FHFEHEN,
®E: MARAPES, HFENES.
2. BEER, EETEELNELERNESHITER.

BBRE

ER, BHANEER.

MOERI=EE2HWebEERE
BRUTHSRERTEELYWebEERE:
1. BRZEELEHE

EEENERKSHNEER,

RERREM:

KA,
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2. ERERFNER2NLY, BHEREITHER,
3. BEREALR, EEAFEZYWebEERE .,
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