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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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This topic provides answers to some frequently asked questions about Bast ionhost.

Bast ionhost  provides more features and constantly improves user experience by rolling out scheduled
version updates. Features vary among different versions of bast ion hosts. For more information, see
Versions and documents. FAQ is divided into the following sect ions based on different versions of bast ion
hosts:

FAQ about  all versions of  Bast ionhostFAQ about  all versions of  Bast ionhost

Can I use a key pair for authentication when I log on to a bastion host  in SSH mode?

Can I directly connect to the IP address of an ECS instance after I purchase a bastion host?

What are the configurations to allow O&M personnel to access an ECS instance only from a bastion
host?

What do I do if  an access failure message appears after I log on to a bastion host  and attempt to
access an ECS instance from the bastion host?

What do I do if  the error message shown in the following figure appears when I use WinSCP to log
on to an SFTP server?

I am prompted to enter a password when I use a private key to access an ECS instance. What do I
do?

What do I do if  I cannot access an ECS instance from my bastion host?

If  I am an O&M engineer, how do I change the password to log on to a bastion host?

What ports are enabled for a bast ion host? Can I change these ports?

FAQ about  Bast ionhost  V3.2FAQ about  Bast ionhost  V3.2

How do I store the O&M logs of Bast ionhost  in Log Service?

How do I allow the egress IP addresses of a bast ion host  in a security group of an ECS instance?

How do I access an ECS instance from my bastion host  by using an internal IP address?

How do I configure my bastion host  if  I want to access an ECS instance by using a port  other than
the SSH- or RDP-compliant standard port?

How long can audit  videos in a bastion host  be stored?

If I use an RDP-based client, how do I switch to another host  to perform O&M operations?

How do I configure a server as an HTTP or SOCKS5 proxy server?

Can I use a key pair for authentication when I log on to a bastionCan I use a key pair for authentication when I log on to a bastion
host in SSH mode?host in SSH mode?
Yes, you can use a key pair or a password for authentication when you log on to a bastion host  in SSH
mode over port  60022.

For more information about how to use a key pair to log on to a bastion host, see Host the public key of a
user.

For more information about how to log on to a bastion host  in SSH mode, see one of the following links
based on your operating system:

Windows: SSH-based O&M

macOS: SSH-based O&M
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Can I directly connect to the IP address of an ECS instance after ICan I directly connect to the IP address of an ECS instance after I
purchase a bastion host?purchase a bastion host?
By default , no control policies on IP addresses of Elast ic Compute Service (ECS) instances are configured
on bastion hosts. If  an access control policy on the ECS instance is not configured, you can connect to
the IP address of the ECS instance.

Not e Not e To ensure the compliance and integrity of server O&M, we recommend that you
configure access control policies to allow only bast ion host-based O&M operations on the ECS
instance. For more information about how to configure access control policies, see Create a control
policy.

What are the configurations to allow O&M personnel to access anWhat are the configurations to allow O&M personnel to access an
ECS instance only from a bastion host?ECS instance only from a bastion host?
You can configure a security group for the ECS instance to allow access only from the IP address of the
bastion host. You can also save logon credentials only in the bastion host  instead of disclosing the
credentials to the O&M personnel. This way, the O&M personnel can access the ECS instance only from
the bastion host. For more information about how to configure a security group, see Add a security
group rule.

What do I do if an access failure message appears after I log on to aWhat do I do if an access failure message appears after I log on to a
bastion host and attempt to access an ECS instance from the bastionbastion host and attempt to access an ECS instance from the bastion
host?host?
Check the firewall sett ings and the security group of the ECS instance. Make sure that no access control
rules are configured to prohibit  access to the ECS instance over the O&M port  from a bastion host.

What do I do if the error message shown in the following figureWhat do I do if the error message shown in the following figure
appears when I use WinSCP to log on to an SFTP server?appears when I use WinSCP to log on to an SFTP server?
Problem descript ionProblem descript ion
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When I use WinSCP to log on to an SFTP server, the error message appears, as shown in the following
figure.

CauseCause

The error message appears because of the caches on WinSCP.

Solut ionSolut ion

If the error message appears because of the caches on WinSCP, you must perform the following steps
on WinSCP:

1. Open WinSCP.

2. In the left-side navigation pane, choose EnvironmentEnvironment  >  > Direct oriesDirect ories.

3. In the Direct ory reading opt ionsDirect ory reading opt ions sect ion, clear all options.
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4. Click SaveSave.

5. In the server list , click the SFTP server to log on to the server again.

I am prompted to enter a password when I use a private key toI am prompted to enter a password when I use a private key to
access an ECS instance. What do I do?access an ECS instance. What do I do?
You can perform the following operations to troubleshoot this issue:

1. Check the type of your private key. You can access an ECS instance from your bast ion host  only by
using a Rivest-Shamir-Adleman (RSA) private key that is generated by the ssh-keygen tool. The private
key does not contain a password.

2. You can use a private key to access an ECS instance and check whether valid credentials are added to
the required authorized groups. For more information about how to configure a private key for a
bastion host  that runs V3.2, see Set a private key for an account.

What do I do if I cannot access an ECS instance from my bastionWhat do I do if I cannot access an ECS instance from my bastion
host?host?
You can perform the following operations to troubleshoot this issue:

Check the connection that is established between your bast ion host  and the ECS instance. Make sure
that your bast ion host  can be connected to the ECS instance. For more information about how to
check the connection that is established between a bastion host  and an ECS instance, see Diagnose
network issues.

Check whether the security group rules of the ECS instance are properly configured. Make sure that
you can access O&M ports of the ECS instance from your bast ion host.

Check whether access control limits, such as iptables, exist  on the firewall of the ECS instance or
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other intermediate devices.

Check the port  information that is used to access the ECS instance in Bast ionhost. Make sure that the
added credentials, such as the username, the key pair, or the password of the ECS instance, are valid.

If I am an O&M engineer, how do I change the password to log on toIf I am an O&M engineer, how do I change the password to log on to
a bastion host?a bastion host?
You can use one of the following methods to change the password to log on to a bastion host:

Contact  the administrator of the bastion host.

Log on to the bastion host  and change the password.

What ports are enabled for a bastion host? Can I change these ports?What ports are enabled for a bastion host? Can I change these ports?
The following ports are enabled for a bast ion host  by default:

HTTPS port  443 in a web console

SSH-compliant O&M port  60022

RDP-compliant O&M port  63389

Not e Not e You cannot change these ports in Bast ionhost  V2 and V3.1. You can change these
ports in Bast ionhost  V3.2. Ports 1 to 1024 are reserved for Bast ionhost. Do not change the ports
that are enabled for a bast ion host  by default  to reserved ports.

How do I store the O&M logs of Bastionhost in Log Service?How do I store the O&M logs of Bastionhost in Log Service?
You can store the O&M logs of Bast ionhost  in a specific Logstore in Log Service. The O&M logs of
Bastionhost  record O&M operations that O&M engineers perform by using bastion hosts. After the O&M
logs of Bast ionhost  are configured to be stored in Log Service, Bast ionhost  delivers and stores the O&M
logs in the specific Logstore in Log Service. You can perform the following steps to store the O&M logs
of Bast ionhost  in Log Service:

1. If  Log Service is not act ivated, log on to the Log Service console and act ivate Log Service as
prompted.

2. In the Log Applicat ionLog Applicat ion sect ion, click Log Audit  ServiceLog Audit  Service.

3. On the Global Conf igurat ionsGlobal Conf igurat ions tab, complete the sett ings for collect ing O&M logs.

i. In the Region of  t he Cent ral ProjectRegion of  t he Cent ral Project  drop-down list , select  a region for centralized storage
of logs.

ii. Authorize Log Service to collect  and synchronize the O&M logs from Bastionhost.

You can select  manual authorization or AccessKey pair-based authorization. You can configure
authorization for log collect ion by using one of the following methods:

AccessKey Pair-Based Aut horizat ionAccessKey Pair-Based Aut horizat ion: Enter the AccessKey ID and AccessKey secret  of an
authorized Resource Access Management (RAM) user.

The AccessKey pair is for temporary use and is not saved. The RAM user must have read and
write permissions on RAM. For example, the RAM user is attached the AliyunRAMFullAccess
policy.

Manual Aut horizat ionManual Aut horizat ion: For more information, see Use a custom policy to authorize Log
Service to collect  and synchronize logs.
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iii. Find Bastion Host  in the Cloud Products column, turn on Operat ions LogOperat ions Log, and then specify a
retention period for O&M logs in the St orage T ypeSt orage T ype column.

4. (Optional)View the O&M logs of Bast ionhost.

i. On the left-side navigation submenu, click the  icon.

ii. In the left-side navigation pane, click Bast ion HostBast ion Host  under Cent ralCent ral.

iii. On the bast ion_logbast ion_log tab, view the O&M logs.

How do I allow the egress IP addresses of a bastion host in a securityHow do I allow the egress IP addresses of a bastion host in a security
group of an ECS instance?group of an ECS instance?
Before you use a bastion host  to perform O&M operations on an ECS instance, you must create a
security group rule for the ECS instance to allow the egress IP addresses of the bastion host. After you
create a security group rule for the ECS instance to allow the egress IP addresses of the bastion host,
the bastion host  can communicate with the ECS instance. Then, you can use the bastion host  to
perform O&M operations on the ECS instance. You can perform the following steps to create the
security group rule:

1. Log on to the Bastionhost  console.

2. Find the bastion host  that you want to use to perform O&M operations and move the pointer over
the Egress IPEgress IP.

3. Copy and save the public and private IP addresses of the bastion host.

4. Create a security group rule for the ECS instance to allow the public and private IP addresses.

For more information about how to create a security group rule, see Add a security group rule.

How do I access an ECS instance from my bastion host by using anHow do I access an ECS instance from my bastion host by using an
internal IP address?internal IP address?
You can use one of the following methods:
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Import  an ECS instance. By default , you can access the ECS instance by using an internal IP address.
For more information, see Import  ECS instances.

In the left-side navigation pane of the console of your bast ion host, choose Asset sAsset s >  > Host sHost s. On the
Hosts page, select  the host  whose O&M IP address you want to change and choose Bat chBat ch >  > Modif yModif y
O&M IP AddressO&M IP Address. In the Modif y O&M IP AddressModif y O&M IP Address dialog box, set  Host  IP Address T ypeHost  IP Address T ype to
Privat e IP AddressPrivat e IP Address and click OKOK.

How do I configure my bastion host if I want to access an ECSHow do I configure my bastion host if I want to access an ECS
instance by using a port other than the SSH- or RDP-compliantinstance by using a port other than the SSH- or RDP-compliant
standard port?standard port?
Bastion hosts support  custom O&M ports. You can perform the following steps to specify a port  in
Bastionhost: In the left-side navigation pane of the console of your bast ion host, choose Asset sAsset s > >
Host sHost s. On the Hosts page, select  the host  whose O&M ports you want to change and choose Bat chBat ch > >
Modif y O&M PortModif y O&M Port . In the Modif y O&M PortModif y O&M Port  dialog box, specify the Protocol and Port  parameters and
click OKOK.

How long can audit videos in a bastion host be stored?How long can audit videos in a bastion host be stored?
Audit  videos for a bast ion host  that runs V3.2 can be stored for more than half a year in Object  Storage
Service (OSS). When the storage space for Bast ionhost  is about to reach the upper limit , the earliest
audit  logs and videos are automatically cleared.

Not e Not e 云盾堡垒机实例直接保存运维协议的原始数据，根据流量不同所占用的空间大小也不同。

SSH运维会话一般每天产生2 M左右日志数据。

远程桌面（RDP）运维会话（1024 * 768分辨率）一般每小时产生10 M左右日志数据。

If I use an RDP-based client, how do I switch to another host toIf I use an RDP-based client, how do I switch to another host to
perform O&M operations?perform O&M operations?
If  you use an RDP-based client, perform the following steps to switch to another host  to perform O&M
operations:

1. Click the St artSt art  icon in the lower-left  corner of your desktop.

2. In the St artSt art  menu, click the PowerPower icon.

3. In the menu that appears, click DisconnectDisconnect .

4. In the host  list , select  the host  on which you want to perform O&M operations and log on to the
host.

How do I configure a server as an HTTP or SOCKS5 proxy server?How do I configure a server as an HTTP or SOCKS5 proxy server?
In this example, an ECS instance that runs CentOS 8.3 is used to describe how to configure a server as an
HTTP or SOCKS5 proxy server.
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Not eNot e

Before you configure a proxy server, make sure that the network between your bast ion host
and the proxy server is connected.

You can use Linux servers as SSH proxy servers without the need to install components or
make configurations on the Linux servers.

1. Log on to the proxy server.

2. Run the yum inst all 3proxyyum inst all 3proxy command to install 3proxy.

3. Run the vim /et c/3proxy.cf gvim /et c/3proxy.cf g command to modify the configuration file.

Configure the username and password of the proxy server.

Configure access control parameters.

Enable HTTP and SOCKS5 proxies and specify the listening port  and the source IP address that is
used to access the proxy server.

4. Run the bin/syst emct l st art  3proxy.servicebin/syst emct l st art  3proxy.service command to enable the proxies.

5. Run the ipt ables -Fipt ables -F command to disable the firewall of the server to ensure that the server can be
accessed.

6. Create a security group rule for the server. For more information, see Add a security group rule.

Not e Not e When you create a security group rule, set  Port  Range to the listening port  that is
specified in Step 3 and Authorization Object  to the egress IP addresses of your bast ion host.
To obtain the egress IP addresses, f ind your bast ion host  on the Instances page of the
Bastionhost  console and click Egress IPEgress IP.

After you create the security group rule for the server, the proxy server is configured.
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