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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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This topic describes how to deploy an on-premises console for a file gateway by using an image. You
must download and install the image. Then, you must configure network sett ings and act ivate the file
gateway.

PrerequisitesPrerequisites
1. An Alibaba Cloud account is created and real-name verificat ion is complete. For more information,

see Create an Alibaba Cloud account.

Not e Not e We recommend that you log on to the CSG console as a RAM user. For more
information, see Use RAM to implement account-based access control.

2. CSG is act ivated.

When you log on to the for the first  t ime, act ivate the CSG service as prompted.

3. An Alibaba Cloud AccessKey pair is created. You can log on to the User Management console to
obtain your AccessKey pair.

ContextContext
Cloud Storage Gateway (CSG) can be deployed in data centers. You can deploy an on-premises console
for a file gateway on the following platforms: VMware vSphere, Hyper-V, and Kernel-based Virtual
Machine (KVM). Before the deployment, you can download the corresponding gateway images in the
CSG console to your computer.

Not eNot e

OVA images V1.0.30 and later can be deployed only on web clients of vCenter V6.0 and
later.

Images downloaded from the CSG console cannot be imported to ECS instances.

Hardware requirements for virtual machinesHardware requirements for virtual machines
The virtual machine where the on-premises file gateway is deployed must meet the following
requirements:

The virtual machine has four vCPUs.

The virtual machine has at  least  8 GB of memory resources.

The virtual machine has at  least  100 GB of disk space. The disk space is used to install a CSG image
and store system data.

We recommend that you use thick-provisioned cache disks on the virtual machine to optimize I/O
performance. The size of each cache disk must be 40 GB or larger.

Installation methodsInstallation methods

1.File Gateway1.File Gateway
1.1. Deploy an on-premises console for a1.1. Deploy an on-premises console for a
file gatewayfile gateway
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Installat ion methods and installat ion files vary depending on the hypervisor. You can obtain an
installat ion file when you create an on-premises file gateway.

Hypervisor Supported installation method Installation file format

VMware vSphere Import an OVA image to VMware. ova

KVM
Open the virt-manager and use
the QCOW2 file.

qcow2

Hyper-V Import a VHD file to Hyper-V. vhd

Step 1: Download an imageStep 1: Download an image
1. Log on to the CSG console.

2. Select  the region where you want to create a file gateway.

3. In the left-side navigation pane, click Gat ewaysGat eways. On the Current Gateway Cluster page, select  the
gateway cluster and click Creat eCreat e.

If  you do not have a gateway cluster, click Creat e Gat eway Clust erCreat e Gat eway Clust er on the OverviewOverview page to
create a gateway cluster.

4. On the Basic Inf ormat ionBasic Inf ormat ion page, set  the following parameters and click NextNext .

Parameter Description

NameName

Specify a name for the gateway.

The name must be 1 to 60 characters in length and can contain letters,
digits, periods (.), underscores (_), and hyphens (-). It  must start with a letter.

Locat ionLocat ion
Select a place where you want to deploy the gateway. In this example,
select On-premisesOn-premises .

Cat egoryCat egory
Select the category of the gateway. In this example, select St orageSt orage
Gat ewayGat eway.

T ypeT ype Select the type of the gateway. In this example, select File Gat ewayFile Gat eway.

5. In the Billing Inf ormat ionBilling Inf ormat ion step, set  the parameters and click NextNext . The following table describes
the parameters.

Parameter Description

Billing Met hodBilling Met hod

The method that is used by the system to calculate fees for the gateway.
Valid values: Pay-as-you-goPay-as-you-go  and Subscript ionSubscript ion. For more information, see
Billable items and billing methods.

If you select Subscript ionSubscript ion, you are redirected to the Cloud Storage Gateway
(Subscription) page after you create the file gateway. Complete the payment
as prompted. For more information, see Purchase a gateway.

Expirat ion PolicyExpirat ion Policy
Select an expiration policy for the gateway. Valid values: Swit ch t o Pay-Swit ch t o Pay-
as-you-goas-you-go  and ReleaseRelease.
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6. On the Image DownloadImage Download tab, download the required image to your on-premises machine.

Step 2: Install the imageStep 2: Install the image
After you download the image, you can use it  to deploy an on-premises console for the file gateway.

Step 3: Configure network settingsStep 3: Configure network settings
After you install the gateway image, you can configure the gateway IP address in the command-line
interface (CLI) of the gateway.

1. Start  the on-premises console of the file gateway, and open the Linux terminal of the virtual
machine.

2. Enter your username and password to log on to the gateway CLI.

The default  username is root and the default  password is Alibaba#sgw#1030.

3. Select  a language.

The virtual machine may not support  Chinese characters. We recommend that you select  English for
further configurations.

4. Select  Conf igure t he Net workConf igure t he Net work to configure network sett ings.

云存储网关 User Guide (On-Premises)··File Gat e
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i. Select  use st at ic ip addressuse st at ic ip address and configure the IP address.

Not e Not e Valid values of Netmask: 1 to 32. For example, if  the subnet mask is
255.255.255.0, enter 24.

ii. Select  conf ig dnsconf ig dns and enter the Domain Name System (DNS) server IP address.

iii. Select  net work t estnet work t est  and check the network configuration result .

The following message indicates that the network sett ings have been configured.

5. Select  Conf igure t he Dat e/t imeConf igure t he Dat e/t ime and configure the Network Time Protocol (NTP) server.

By default , the Alibaba Cloud NTP server at  ntp.aliyun.com is used. You can also select  manualmanual
input  t imeinput  t ime. The t ime must be synchronized with that of Alibaba Cloud.

Step 4: Activate the gatewayStep 4: Activate the gateway
1. Log on to the CSG console.

2. Act ivate the file gateway.

User Guide (On-Premises)··File Gat e
way
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(Recommended) Method 1

a. Find the file gateway that you want to act ivate, and click Act ivat e Gat ewayAct ivat e Gat eway in the Act ions
column.

b. In the Act ivat e Gat ewayAct ivat e Gat eway dialog box, set  the following parameters, and click Act ivat eAct ivat e.

Gat eway IP addressGat eway IP address: Enter the IP address of the file gateway.

Not eNot e

Make sure that your browser can connect to the gateway IP address.

The gateway IP address can be the private IP address of your data center.

The gateway IP address does not require Internet access.

UsernameUsername: Specify the username used to log on to the on-premises console of the file
gateway.

PasswordPassword: Specify the password used to log on to the on-premises console of the file
gateway.

Conf irm PasswordConf irm Password: Confirm the password that you have specified.

c. Open your browser, and enter  https://<IP address of the target file gateway>  in the
address bar to visit  the on-premises console of the file gateway.

d. In the dialog box that appears, enter your username and password.

Not e Not e If  this is your first  t ime to log on to the on-premises console of the file
gateway, you must enter the AccessKey pair of your Alibaba Cloud account. You can log
on to the User Management console to obtain your AccessKey pair.

Method 2

a. Find the file gateway that you want to act ivate. Click Download Cert if icat eDownload Cert if icat e in the Act ions
column to download the cert if icate to your computer.

b. Open your browser, and enter  https://<IP address of the target file gateway>  in the
address bar to connect to the on-premises console of the file gateway.

云存储网关 User Guide (On-Premises)··File Gat e
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c. On the Cloud St orage Gat eway Regist erCloud St orage Gat eway Regist er page, set  the following parameters, and click
OKOK.

Upload Cert if icat eUpload Cert if icat e: Click Upload Cert if icat eUpload Cert if icat e to select  the cert if icate that you want to
upload.

Access Key IDAccess Key ID: Enter the AccessKey ID of your Alibaba Cloud account.

Access Key SecretAccess Key Secret : Enter the AccessKey secret  of your Alibaba Cloud account.

UsernameUsername: Specify the username used to log on to the on-premises console of the file
gateway.

PasswordPassword: Specify the password used to log on to the on-premises console of the file
gateway.

Conf irm PasswordConf irm Password: Confirm the password that you have specified.

Not e Not e You can log on to the User Management console to obtain your AccessKey
pair.

d. After you act ivate the file gateway, log on to the on-premises console of the file gateway.

Related operationsRelated operations
On the Gat eway Clust ersGat eway Clust ers page of the on-premises console of the file gateway, you can also perform
the following operations.

Operation Description

Delet e a gat ewayDelet e a gat eway

Find the file gateway and choose MoreMore >   >  Delet eDelet e in the Actions column.

Not e Not e You can delete only pay-as-you-go file gateways.

Rename a f ileRename a f ile
gat ewaygat eway

Find the file gateway and click EditEdit  in the Actions column to rename the
gateway.

Swit ch t oSwit ch t o
subscript ionsubscript ion

After you create a pay-as-you-go gateway, you can switch the billing method
from pay-as-you-go to subscription.

Find the file gateway and choose MoreMore >   >  Swit ch t o Subscript ionSwit ch t o Subscript ion in the
Actions column. You are then redirected to the buy page. Select the
specification as needed. For more information, see Switch the billing method
from pay-as-you-go to subscription.

Reset  t he passwordReset  t he password
After you deploy the on-premises console of the file gateway, you can reset the
password in the console. To reset the password, find the file gateway and
choose MoreMore >   >  Reset  passwordReset  password.

This topic describes how to manage cloud resources in the local f ile gateway console, including binding,
unbinding, and speed tests.

PrerequisitesPrerequisites

1.2. Manage cloud resources1.2. Manage cloud resources

User Guide (On-Premises)··File Gat e
way

云存储网关

10 > Document  Version: 20220214

https://usercenter.console.aliyun.com/#/manage/ak
https://www.alibabacloud.com/help/doc-detail/127484.htm#concept-127484-zh


1. You have deployed the local f ile gateway console. For more information, see Deploy an on-
premises console for a file gateway.

2. An Object  Storage Service (OSS) bucket is created. For more information, see Create buckets.

Not eNot e

CSG supports Standard, Infrequent Access (IA), and Archive OSS buckets.

If  you request  to read an archived file from a gateway for which the archive feature is
disabled, the system sends a request  to restore the file at  the same t ime. No error
message is returned. However, latency may exist  before you can read the archived file.

Bind a cloud resourceBind a cloud resource
1. Open your browser, enter  https://<IP address of the file gateway>  in the address bar, and

then press Enter.

2. In the dialog box that appears, enter your username and password, and then click OKOK.

3. On the Cloud ResourcesCloud Resources page, click BindBind.

4. In the Bind Cloud ResourceBind Cloud Resource dialog box, set  the parameters. The following table describes the
parameters.

Parameter Description

Resource NameResource Name Enter the name of the cloud resource that you want to bind.

Cross-regionCross-region
BindingBinding

Set the parameter.

If you select YesYes , you can access a bucket that resides in a different region
from the specified gateway.

If you select NoNo , you can access only a bucket that resides in the same
region as the specified file gateway.

Not e Not e The time zone of the on-premises file gateway must be the
same as the t ime zone of the OSS bucket.

RegionRegion Select a region where the bucket resides.

Bucket  NameBucket  Name Select a bucket that you want to bind to the file gateway.

Use SSLUse SSL If you select YesYes , you can connect to the OSS bucket over SSL.

5. Click OKOK.

Other supported operationsOther supported operations
On the Cloud ResourcesCloud Resources page, you can also perform the following operations.

Operation Description

云存储网关 User Guide (On-Premises)··File Gat e
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Unbind a cloud
resource

Find the target cloud resource and click UnbindUnbind.

After the cloud resource is unbound, its data is retained. You can access and delete
the data in the Alibaba Cloud Object Storage Service (OOS) console.

Test a cache disk
Find the target cloud resource and click Speed T estSpeed T est  to test the upload and
download speed of cloud resources.

Operation Description

What's nextWhat's next
Create an NFS share

Create an SMB share

This topic describes how to add disks to the local f ile gateway cache on the virtualizat ion platform.

ContextContext
To deploy a local f ile gateway in the cache mode, you must add a disk to the deployment platforms
such as VMware vSphere and Hyper-V. After a disk is added, you can configure available cache disks for
the corresponding file gateway in the Cloud Storage Gateway (CSG) console or the local f ile gateway
console.

Not e Not e The minimum cache disk capacity supported by the file gateway is 40 GB. Therefore,
the new disk capacity cannot be less than 40 GB. Otherwise, the file gateway cannot recognize the
new disk.

Add disks to VMware vSphereAdd disks to VMware vSphere
1. Log on to the VMware vSphere virtualization platform.

2. On the Conf igureConf igure tab, choose Set t ingsSet t ings >  > VM HardwareVM Hardware. Click EditEdit .

3. On the Virt ual HardwareVirt ual Hardware tab, from the New deviceNew device list , select  New Hard DiskNew Hard Disk. Click AddAdd.

After the disk is added, a New Hard diskNew Hard disk folder appears.

1.3. Add disks1.3. Add disks
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4. Set  the size of the new hard disk.

We recommend that you use thick provisioning to deploy the disk. Expand the New hard diskNew hard disk
folder. Set  the T ypeT ype to T hick Provision Lazy ZeroedT hick Provision Lazy Zeroed or T hick Provision Eager ZeroedT hick Provision Eager Zeroed to
achieve better I/O performance.

云存储网关 User Guide (On-Premises)··File Gat e
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Not e Not e In this example, only one hard disk is added. You can add mult iple disks based on your
needs.

Add disks to Hyper-VAdd disks to Hyper-V
The host  must be restarted if  you add disks by using an IDE controller. However, you do not need to
restart  the host  if  you add disks by using a SCSI controller. We recommend that you use a SCSI controller
to add disks.

1. Log on to the Hyper-V virtualizat ion platform.

2. Choose HardwareHardware >  > SCSI Cont rollerSCSI Cont roller, and select  Hard DriveHard Drive. Click AddAdd.

3. On the Hard DriveHard Drive tab, select  Virt ual Hard DiskVirt ual Hard Disk, and click NewNew.

User Guide (On-Premises)··File Gat e
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4. Follow the new virtual hard disk wizard to add the hard disk.

Note the following sett ings:

On the Choose Disk T ypeChoose Disk T ype tab, select  Dynamically expandingDynamically expanding.
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On the Conf igure DiskConf igure Disk tab, select  Creat e a new blank virt ual hard diskCreat e a new blank virt ual hard disk, and set  the disk size.
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We recommend that the size of a single cache disk to be larger than 40 GB for higher I/O
throughput. For better local access performance, see File gateways.

5. Return to the Hard DriveHard Drive tab, and click ApplyApply.

Not e Not e In this example, only one hard disk is added. You can add mult iple disks based on your
needs.

Cloud Storage Gateway provides a cache disk for each shared path. This topic describes how to
manage the cache in the local f ile gateway console, including adding cache disks, delet ing cache disks,
and test ing the speed of cache disks.

PrerequisitesPrerequisites
1. You have deployed the local f ile gateway console. For more information, see Deploy an on-

premises console for a file gateway.

2. You have added cache disks. For more information, see Add disks.

ContextContext
Each file gateway share has a unique cache disk attached to it . To create mult iple shares, you must
create the same number of cache disks for the shares. You can upload data in a share to an Object
Storage Service (OSS) bucket by using a cache disk. You can also download data from OSS buckets to a
local device by using a cache disk.

1.4. Manage cache disks1.4. Manage cache disks
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Add a cache diskAdd a cache disk
1. Open your browser, enter  https://<IP address of the file gateway>  in the address bar, and

then press Enter.

2. In the dialog box that appears, enter your username and password, and then click OKOK.

3. In the left-side navigation pane, click CachesCaches. On the Caches page, click Creat eCreat e.

4. In the Creat e CacheCreat e Cache dialog box, set  the following parameters:

DiskDisk: Click SelectSelect , and then select  an available disk in the Select  disk dialog box.

Disks are available only after you add the disks on the deployment platform. For more
information, see Add disks.

File Syst emFile Syst em: This parameter is optional. If  you want to reuse data on the cache disk, select  this
check box. If  you delete a share by accident, you can recreate the share and use this feature to
restore data.

Not e Not e If  you select  the File System check box but no file system exists on the cache
disk, the cache disk fails to be created.

5. Click OKOK.

Other supported operationsOther supported operations
On the CachesCaches page, you can also perform the following operations.

Operation Description

Delete a cache
disk

Find the target cache disk, and then click Delet eDelet e to delete the cache disk.

Test a cache disk
Find the target cache disk, and then click Speed T estSpeed T est  to test the performance of the
cache disk, including sequential I/O tests with 1 MB and 4 KB block sizes.

What's nextWhat's next
Create an NFS share

Create an SMB share

This topic describes how to manage Network File System (NFS) shares in the on-premises file gateway
console, including how to create, delete, close, and modify NFS shares.

PrerequisitesPrerequisites
1. A cache disk is added to the gateway. For more information, see Add a cache disk.

2. Cloud resources are attached to the gateway. For more information, see Bind a cloud resource.

ContextContext
NFS allows computers in a network to share resources over TCP/IP communications. If  NFS is used, the
local client  directly reads files from and writes files to the remote NFS server.

1.5. Manage NFS shares1.5. Manage NFS shares
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Cloud Storage Gateway (CSG) operates in a similar manner to an NFS server and provides the file sharing
service. Before you can use a shared directory, you must create a shared directory on the CSG, specify
the users that are allowed to access the shared directory, and configure access permissions.

Install an NFS clientInstall an NFS client
Before you create an NFS share, you must install an NFS client  on the client.

1. Log on to the client.

2. Use the following command to install the NFS client.

This topic describes how to install NFS clients in Ubuntu and CentOS. For more information about
how to install NFS clients in other operating systems, see the official NFS documentation.

If  you are using Ubuntu, run the following command.

apt-get install nfs-common

If  you are using CentOS, run the following command.

yum install -y nfs-utils

Create an NFS shareCreate an NFS share
1. Open your browser, enter  https://<IP address of the file gateway>  in the address bar, and

then press Enter.

2. In the dialog box that appears, enter your username and password, and then click OKOK.

3. Click NFSNFS, and click Creat eCreat e.

4. In the Creat e NFS ShareCreat e NFS Share dialog box, set  the parameters and click OKOK. The following table
describes the parameters.

Parameter Description

Share NameShare Name

The virtual mount point of the NFS share that you want to create.

You can use this share name to mount an NFSv4 share. If you want to mount
an NFSv3 share, you must run the  showmount -e <IP address of the ga
teway>  command to obtain the mount point.

Read/Writ e ClientRead/Writ e Client
IPsIPs

The IP address or CIDR block of the client that can read data from or write
data to the NFS gateway.

Example: 192.168.10.10 or 192.168.0.0/24. You can enter multiple IP
addresses or CIDR blocks.

Read-only Client  IPsRead-only Client  IPs

The IP address or CIDR block of the client that can only read data from the
NFS gateway.

Example: 192.168.10.10 or 192.168.0.0/24. You can enter multiple IP
addresses or CIDR blocks.
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User MappingUser Mapping

Maps an NFS client user to an NFS server user. This parameter is available
only if you set Prot ocolProt ocol  to NFSNFS.

none: specifies no mapping relationship between an NFS client user and
the nobody user of the NFS server.

root_squash: restricts the use of root user permissions. NFS clients that
use the root identity are mapped to the nobody user on the NFS server.

all_squash: restricts the use of all user permissions. NFS clients are
mapped to the nobody user of the NFS server regardless of the identity
that is used by the clients.

all_anonymous: restricts the use of all user permissions. NFS clients are
mapped to the anonymous user of the NFS server regardless of the
identity that is used by the clients.

ArchiveArchive

This parameter is available only if you set the Protocol parameter to NFS and
the User Mapping parameter to none.

If you select YesYes , the archive feature is enabled. You can archive and
restore files in a share by using the archive management tool.

If you select NoNo , the archive feature is disabled. You cannot use the
archive management tool to manage files. If you request to read data
from an archived file, the system sends a request to restore the file at the
same time. No error message is returned. However, latency may exist
before you can read the archived file.

Not e Not e Basic file gateways do not support the archivearchive feature.

EnableEnable

Specify whether to enable the specified NFS share.

If you do not want to use the NFS share, you can select NoNo  to disable the
NFS share.

ModeMode

Valid values: Cache Mode and Replication Mode.

Replicat ion ModeReplicat ion Mode: In this mode, two backups are created for all data.
One backup is stored on the on-premises cache disk and the other backup
is stored in the associated OSS bucket.

Cache ModeCache Mode: In this mode, the backup that is stored on the on-premises
cache disk contains only metadata and the user data that is frequently
accessed. The backup that is stored in the OSS bucket contains all data.

Parameter Description
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Reverse SyncReverse Sync

Specifies whether to synchronize metadata that is stored in the OSS bucket
to the on-premises cache disk. You can use this feature in scenarios in which
disaster recovery, data restoration, and data sharing are required.

Not e Not e In a reverse synchronization process, the system scans all
objects in the bucket. If the number of objects exceeds the limit, you are
charged when you call the OSS API. For more information, see OSS
pricing.

EncryptEncrypt

Valid values:NoneNone and Server-side Encrypt ionServer-side Encrypt ion.

If you select Server-side Encrypt ionServer-side Encrypt ion, you must set the Key IDKey ID parameter.
You can create a key in the KMS console. For more information, see Create a
CMK.

After you enable the OSS server-side encryption feature, you can bring your
own key (BYOK). The system supports keys that are imported from Key
Management Service (KMS).

After you enable the OSS server-side encryption feature, the system uses the
imported key to encrypt files that are uploaded to OSS from the shared
directory. You can call the GetObject API operation to check whether the
specified file is encrypted. If the value of the x-oss-server-side-encryption
field is KMS and the value of the x-oss-server-side-encryption-key-id field is
the key ID in the response header, the file is encrypted.

Not eNot e

Only the users in the whitelist  can use this feature.

If you create a key in the KMS console, you must select the
region in which the OSS bucket resides.

Bucket  NameBucket  Name Select an existing bucket.

Subdirect orySubdirect ory

Enter a subdirectory of the bucket.

The Subdirectory field supports only letters and digits.

Not e Not e In version 1.0.38 and later, you can map the root directory
of a file system to a subdirectory of a bucket. This way, you can isolate
file access requests.

You can specify an existing subdirectory or a subdirectory that does not
exist in the bucket. After you create a share, the specified subdirectory
serves as the root directory, and stores all related files and directories.

Parameter Description
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Use Met adat aUse Met adat a

Specifies whether to use metadata disks. If you use metadata disks, data
disks are separated from metadata disks, and metadata disks are used to
store the metadata of shared directories.

If you select YesYes , you must set the Met adat aMet adat a and Dat aDat a parameters.

If you select NoNo , you must set the Cache DiskCache Disk parameter.

Not e Not e Only the users in the whitelist  can use this feature.

Ignore Delet ionsIgnore Delet ions
If you select Yes, the data that is deleted from the on-premises cache disk is
not deleted from the OSS bucket. The OSS bucket retains all data.

NFS V4NFS V4
Opt imiz at ionOpt imiz at ion

Specifies whether to improve the upload efficiency of NFSv4 files. If you
select Yes, you cannot mount an NFSv3 file system on your on-premises
host.

Sync Lat encySync Lat ency

Specify a synchronization latency to upload modified and closed files. The
Sync Lat encySync Lat ency feature prevents OSS file fragments that are caused by
frequent on-premises modifications. Default value: 5. Maximum value: 120.
Unit: seconds.

Max Writ e SpeedMax Writ e Speed
Specify the maximum write speed. Valid values: 0 to 1280. Unit: MB/s.
Default value: 0. The value 0 indicates that the write speed is unlimited.

Max Upload SpeedMax Upload Speed

Specify the maximum upload speed. Valid values: 0 to 1280. Unit: MB/s.
Default value: 0. The value 0 indicates that the upload speed is not limited.

Not e Not e When you customize the maximum write speed and upload
speed, make sure that the maximum upload speed is greater than or
equal to the maximum write speed.

Fragment at ionFragment at ion
Opt imiz at ionOpt imiz at ion

Specifies whether to optimize the performance for applications that
frequently and randomly read and write small amounts of data. You can
enable this feature based on your business requirements.

UploadUpload
Opt imiz at ionOpt imiz at ion

If you select Yes, cached data is cleared in real t ime. You can enable this
feature if you synchronize only backups to the cloud.

Parameter Description

5. Click OKOK.

Other supported operationsOther supported operations
On the NFSNFS page, you can perform the following operations.

Operation Description

User Guide (On-Premises)··File Gat e
way

云存储网关

22 > Document  Version: 20220214



Disable NFS
sharing

On the NFSNFS page, you can click the button on the upper-left  side of the page to
disable NFS sharing.

If you want to disable a single NFS share, you can use the following method.

On the NFSNFS page, find the NFS share that you want to disable. Click Set t ingsSet t ings , and set
EnabledEnabled to NoNo .

Delete an NFS
share

On the NFSNFS page, find the NFS share that you want to delete, and click Delet eDelet e to
delete the NFS share.

Not e Not e If the NFS share is mounted on a client, it  takes a short period of
time for the system to unmount the mount point from the client after the share
is deleted. During this period, if you create an NFS share with the same ID, the
mount point fails to be unmounted from the client. Therefore, after you delete
an NFS share, run the  df -h  command to confirm that the file is successfully
unmounted before you perform other operations.

Modify an NFS
share

On the NFSNFS page, find the NFS share that you want to modify, and click Set t ingsSet t ings  or
Advanced Set t ingsAdvanced Set t ings  to modify the NFS share.

Operation Description

What's nextWhat's next
Access an NFS share directory

This topic describes how to manage Server Message Block (SMB) shares in the on-premises file gateway
console. You can create, delete, disable, and modify SMB shares. You can also configure AD or LDAP and
add SMB users.

PrerequisitesPrerequisites
1. A cache disk is added to the gateway. For more information, see Add a cache disk.

2. Cloud resources are bound. For more information, see Bind a cloud resource.

ContextContext
SMB is a network protocol that facilitates network communication between servers and clients or
between network nodes. You can use this protocol to share files. SMB requires both a client  and a
server.

Cloud Storage Gateway (CSG) acts as an SMB server and provides the file sharing service. When you
access CSG from a Windows-based client, CSG receives a request  from the client  and returns a response.

To use the SMB service, you must configure a share directory in the CSG console, create an SMB user,
and specify user permissions.

Create an SMB shareCreate an SMB share
1. Open your browser, enter  https://<IP address of the file gateway>  in the address bar, and

then press Enter.

1.6. Manage SMB shares1.6. Manage SMB shares
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2. In the dialog box that appears, enter your username and password, and then click OKOK.

3. On the SMBSMB page, click Creat eCreat e in the upper-right corner.

4. In the Creat e SMB ShareCreat e SMB Share dialog box, set  the following parameters.

Parameter Description

Share NameShare Name The name of the SMB share.

Read-only UsersRead-only Users The list  of users who have read-only access to the SMB share.

Read/Writ e UsersRead/Writ e Users The list  of users who have read and write access to the SMB share.

EnableEnable

Specify whether to enable SMB sharing.

If you do not want to enable SMB sharing, you can select NoNo  to disable SMB
sharing.

BrowsableBrowsable Specify whether the SMB share can be discovered by network neighbors.

ModeMode

Valid values: Cache Mode and Replication Mode.

Replicat ion ModeReplicat ion Mode: In this mode, two backups of all data are created.
One is stored in the on-premises cache disk and the other is stored in the
OSS bucket.

Cache ModeCache Mode: In this mode, the backup stored in the on-premises cache
disk contains only metadata and user data that is frequently accessed.
The backup stored in the OSS bucket contains all data.

Reverse SyncReverse Sync

Specify whether to synchronize metadata stored in the OSS bucket to the
on-premises cache disk. This feature is suitable for disaster recovery, data
restoration, and data sharing scenarios.

Not e Not e During a remote sync process, the system scans all objects
in the bucket. If the number of objects is large, you are charged for
calling the OSS API. For more information, see Pricing of OSS.
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Encrypt ion T ypeEncrypt ion T ype

You can select NoneNone or Server-side Encrypt ionServer-side Encrypt ion.

If you select Server-side Encrypt ionServer-side Encrypt ion, you must also set the IDID parameter.
You can log on to the KMS console and create a key. For more information,
see Create a CMK.

After you enable OSS server-side encryption, you can bring your own key
(BYOK). The system supports keys imported from Key Management Service
(KMS).

After OSS server-side encryption is enabled, the system uses the imported
key to encrypt files uploaded to OSS by using a share directory. You can call
the GetObject operation to check whether the specified file is encrypted. In
the response header, if the x-oss-server-side-encryption field value is KMS
and the x-oss-server-side-encryption-key-id field value is the key ID, the file is
encrypted.

Not eNot e

This feature is available only to selected users.

When you create a key in the KMS console, you must select the
same region as the OSS bucket.

Bucket  NameBucket  Name Select an existing bucket.

Subdirect orySubdirect ory

Specify a subdirectory of the bucket.

The subdirectory name can contain only letters and digits.

Not e Not e File gateways V1.0.38 and later allow you to map the root
directory of a file system to a subdirectory of a bucket. This enables
separate file access between users.

You can specify an existing subdirectory or a subdirectory that does not
exist in the bucket. After you create a share, the specified subdirectory
serves as the root directory, and stores all related files and directories.

Cache UseCache Use

Specifies whether to enable metadata disks. If you use metadata disks, data
disks are separated from metadata disks, and metadata disks are used to
store metadata of share directories.

If you select YesYes , you must set the Met adat aMet adat a and Dat aDat a parameters.

If you select NoNo , you must set the Cache DiskCache Disk parameter.

Not e Not e This feature is available only to selected users.

Ignore Delet ionIgnore Delet ion
During the data synchronization process, the OSS bucket ignores all delete
operations. The backup stored in the OSS bucket contains all data.

Parameter Description

云存储网关 User Guide (On-Premises)··File Gat e
way

> Document  Version: 20220214 25

https://kms.console.aliyun.com/
https://www.alibabacloud.com/help/doc-detail/181610.htm#task-1939967


Sync Lat encySync Lat ency

You can specify a synchronization latency to upload files that you have
modified and closed. The Sync Lat encySync Lat ency feature avoids OSS file
fragmentation caused by frequent on-premises modifications. The default
value is 5 seconds and the maximum value is 120 seconds.

Writ e Speed LimitWrit e Speed Limit
Specify the maximum speed of writ ing data. Valid values: 0 to 1280. Unit:
MB/s. Default value: 0, which indicates that the upload rate is not limited.

Upload Speed LimitUpload Speed Limit

Specify the maximum speed of uploading data. Valid values: 0 to 1280. Unit:
MB/s. Default value: 0, which indicates that the upload rate is not limited.

Not e Not e When you customize the maximum write speed and upload
speed, make sure that the maximum upload speed is not lower than the
maximum write speed.

Fragment at ionFragment at ion
Opt imiz at ionOpt imiz at ion

Specifies whether to optimize the performance for applications that
frequently and randomly read and write small amounts of data. You can
enable this feature based on your needs.

UploadUpload
Opt imiz at ionOpt imiz at ion

This feature releases cache in real t ime. You can enable this feature if you
synchronize only backups to the cloud.

Parameter Description

AD and LDAPAD and LDAP
Active Directory (AD) and Lightweight Directory Access Protocol (LDAP) are standard application
protocols used to query and change directory information. Select  the AD or LDAP service that you want
to join and configure the sett ings.

You can join an AD domain only after you complete the DNS sett ings.

You can join either an AD or LDAP domain.

The permissions of the current AD domain user, LDAP user, and on-premises user override each other
and whichever configured last  takes effect. After you join or leave an AD domain, or connect to or
disconnect from an LDAP server, the user permissions configured in the CIFS share are automatically
removed.

The AD feature supports 64-bit  Windows Server 2016 Datacenter and Windows Server 2012 R2
Datacenter.

The LDAP feature supports 64-bit  CentOS 7.4 with OpenLDAP 2.4.44.

Configure AD settingsConfigure AD settings
1. Configure the DNS server.

i. In the on-premises console of f ile gateways, click AboutAbout .

ii. In the Net work Conf igurat ionNet work Conf igurat ion sect ion, click Updat e DNSUpdat e DNS.
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iii. In the Updat e DNSUpdat e DNS dialog box, enter the IP addresses of DNS servers. Click OKOK.

In the DNS serverDNS server field, specify the IP address of the AD server to resolve the AD domain
name.

2. Join an AD domain.

i. Choose SMBSMB >  > AD/LDAPAD/LDAP.

ii. In the Windows ADWindows AD sect ion, click Join ADJoin AD.

iii. In the Join ADJoin AD dialog box, set  the following parameters. Click OKOK.

Server IP AddressServer IP Address: Enter the IP address of the AD server.

UsernameUsername: Enter the username of the administrator.

PasswordPassword: Enter the password of the administrator.

After the connection is established, the status of Connect edConnect ed under Windows Act iveWindows Act ive
Direct ory (AD)Direct ory (AD) changes to YesYes.

Not e Not e After you join the AD domain, the on-premises user permissions configured in
the SMB share are removed.

Configure LDAPConfigure LDAP
1. In the on-premises console of f ile gateways, choose SMBSMB >  > AD/LDAPAD/LDAP.

2. In the LDAPLDAP sect ion, click Join LDAPJoin LDAP.

3. In the Connect  LDAP ServerConnect  LDAP Server dialog box, set  the following parameters and click OKOK.

Server IP AddressServer IP Address: Enter the IP address of the LDAP server, which is the directory system agent.

T LS SupportT LS Support : Specify the method used by the system to communicate with the LDAP server.

Base DNBase DN: Specify the LDAP domain, for example, dc=iftdomain, or dc=ift .local.

Root  DNRoot  DN: Specify the root DN, for example, cn=admin, dc=iftdomain, or dc=ift .local.

PasswordPassword: Enter the password of the root directory.

After the connection is established, the status of Connect edConnect ed under Light weight  Direct oryLight weight  Direct ory
Access Prot ocol (LDAP)Access Prot ocol (LDAP) becomes YesYes.

Not e Not e After you join the LDAP domain, the on-premises user permissions configured in the
SMB share are removed.

Add an SMB userAdd an SMB user
If  you have not joined a domain, you can create an SMB user to access Cloud Storage Gateway.

If  you have joined an AD domain, you can view all AD users on the SMB UsersSMB Users page.

If  you have joined an LDAP domain, you can view all LDAP users that have a Samba password on the
SMB UsersSMB Users page.

If  you have joined an LDAP domain but have not configured a Samba password, click Creat eCreat e to add a
Samba password for the LDAP users on the SMB userSMB user page.

We recommend that you specify the same password for both Samba and LDAP.

1. In the on-premises console of f ile gateways, choose SMBSMB >  > SMB UsersSMB Users.
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2. Click Creat eCreat e.

3. In the Add SMB UserAdd SMB User dialog box, set  the name and password.

4. Click OKOK.

What to do nextWhat to do next
On the SMBSMB page, you can also perform the following operations.

Operation Description

Disable an SMB
share

On the SMBSMB page, you can disable the toggle on the upper-left  side of the page to
disable NFS sharing.

If you want to disable a single SMB share, you can use the following method.

On the SMBSMB page, find the NFS share. Click Set t ingsSet t ings  and set EnableEnable to NoNo .

Delete an SMB
share

On the SMB SharesSMB Shares  tab, find the SMB share, and click Delet eDelet e.

Not e Not e After the SMB share is deleted, the Windows mount point or mapped
network drive immediately becomes ineffective.

Modify an SMB
share

On the SMB SharesSMB Shares  tab, find the SMB share, and click Set t ingsSet t ings  or AdvancedAdvanced
Set t ingsSet t ings .

Cache Refresh On the SMB SharesSMB Shares  tab, find the SMB share, and click Cache Ref reshCache Ref resh.

Delete an SMB
user

On the SMB SharesSMB Shares  tab, find the SMB user, and click Delet eDelet e.

Disable a
connection

On the AD/LDAPAD/LDAP tab, click End Connect ionEnd Connect ion.

What's nextWhat's next
Access SMB shares

This topic describes how to access a local gateway from a client  that is running Windows.

PrerequisitesPrerequisites
You have created an Server Message Block (SMB) share. For more information, see Create an SMB share.

ContextContext
To access a local gateway from a client  that is running Windows, you must map the share as a network
drive first . After you map the share, a network mapping is established between the local directory and
the share. You can access the remote share in the same way as you access a local directory.

1.7. Access shares1.7. Access shares
1.7.1. Access SMB shares1.7.1. Access SMB shares
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Not eNot e

You can mount up to 16 SMB shares. The maximum number of SMB shares supported by
different types of gateways varies depending on the CPU and memory. For more
information, see Specificat ions.

The capacity of the mounted share equals the Object  Storage Service (OSS) bucket
capacity. The displayed capacity 256 TB is the maximum capacity of the file system.
Currently, the capacit ies of OSS buckets are not limited.

For version 1.0.35 and later, if  you have not added any users, you can access the SMB share
directory as a public user by default . However, if  you have added users, you must grant the
read/write or read-only permission to a user before the user can access the SMB share
directory.

After each t ime you change SMB user permissions, you need to clear the user information
saved on the client  when you mount the share. You can use the  net use/delete < share p
ath >  command to clear client  information in Windows. You do not need to restart  the
client  computer.

ProcedureProcedure
1. Log on to the Windows operating system of a local computer.

2. Open T his PCT his PC and select  Map net work driveMap net work drive.

3. Select  a drive letter from the drop-down list  and enter the mount point  into the FolderFolder field.

The mount point  includes the IP address of the gateway and the name of the SMB share. Replace
them with the actual IP address and share name. To query the mount point, navigate to the ShareShare
page of the gateway in the Cloud Storage Gateway console.

4. Click OKOK and enter the Common Internet File System (CIFS) username and password.

If  you have joined an Active Directory (AD) domain, add the domain before the username. The
format is <domain><username>.

5. After you mount the SMB share, verify the result .
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If  the following or similar information appears, it  indicates that the SMB share is mounted to the
local directory.

6. Access the SMB share.

After the SMB share is mounted to the local directory, you can access the remote share in the same
way as you access a local directory. If  you have the write permission, you can write data to the SMB
share. If  you have the read-only permission, then you can only read data from the SMB share.

Not e Not e Shares are synchronized with the associated OSS buckets. Operations performed
on shares are synchronized to the associated OSS buckets.

This topic describes how to access an NFS share directory by using a Cloud Storage Gateway (CSG)
agent on a Linux-based client.

PrerequisitesPrerequisites
An NFS share is created. For more information, see Install an NFS client.

ContextContext
Before you can access an NFS share from a Linux-based client, you must mount the share on the on-
premises file directory of the client. After the share is mounted, directory mappings are established
between the share directory and the on-premises directory. You can access the share directory in the
same way as you access an on-premises directory.

ProcedureProcedure
1. Log on to the on-premises Linux-based client.

2. Mount the NFS share to the on-premises directory of the client.

1.7.2. Access an NFS share directory1.7.2. Access an NFS share directory
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i. Run the following command to mount the share directory:

mount.nfs 192.168.0.0:/shares local-directory

192.168.0.0:/shares: the mount target of the gateway, including the IP address and the
share directory name. Specify this parameter based on the actual scenario. To check the
mount target of the gateway, log on to the CSG console and navigate to the ShareShare page
of the gateway.

local-directory: the on-premises directory of the CSG client. Specify a file directory that
supports read and write operations. You cannot specify a directory that does not exist .

Not e Not e For example, assume that your file gateway version is earlier than 1.0.35, and
you have mounted shares by using the NFSv3 protocol. You must run the  showmount -e <
gateway IP address>  command to query the mount path by performing the following
steps:

a. Run the following command to query the mount path, for example,
192.168.0.0:/shares.

showmount -e <gateway IP address>

b. Run the following command to mount the share directory:

mount -t nfs -o vers=3,proto=tcp,nolock,noacl,sync 192.168.0.0:/shares loca
l-directory

ii. Run the  df -h  command to check the result .

If  the following information appears, the share directory is mounted on the on-premises
directory of the client.

Not e Not e The capacity of the mounted share is equal to the capacity of the Object
Storage Service (OSS) bucket. The displayed capacity 256 TB is the maximum capacity of
the file system. OSS storage capacity is not limited.

3. Access the share directory.

After a share directory is mounted on the on-premises directory of your client, you can access the
share directory in the same way as you access an on-premises directory. If  you have write
permissions, you can write data to the share directory. If  you have read-only permissions, you can
only read data from the share directory.
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Not e Not e A share directory is synchronized with its associated OSS bucket. If  you perform
operations to a share directory, changes occur to the associated OSS bucket too.

Enable automatic mounting of a share directoryEnable automatic mounting of a share directory
If  you mount a share directory on an ECS instance, the mount information may be lost  after the ECS
instance is restarted. To resolve this issue, you can configure the fstab (recommended) file or rc.local
file in the /etc/ directory of the instance. This way, you can enable automatic mounting of an NFS share
directory when the ECS instance is restarted.

Not e Not e Before you enable automatic mounting, make sure that the share directory is mounted
on the on-premises directory of your client.

1. Method 1: (Recommended) Open the fstab file in the /etc/ directory and add the mount
command.

Not e Not e If  your client  runs CentOS 6, perform the following steps first:

i. Run the  chkconfg netfs on  command to enable NetFS autostartup.

ii. Open the netconfig file in the /etc/ directory, and comment out inet6-related information.

If  you need to mount a share directory over NFSv4, run the following command:

192.168.0.0:/shares local-directory nfs defaults 0 0

If  you need to mount a share directory over NFSv3, run the following command:

192.168.0.0:/shares local-directory nfs vers=3.0 defaults 0 0

2. Method 2: Open the rc.local f ile in the /etc/ directory and run the mount command.

Not e Not e Before you configure the rc.local f ile in the /etc/ directory, make sure that you
have execute permissions on the rc.local f ile in the execute permissions directory and rc.local
file in the /etc/rc.d/ directory. For example, in CentOS 7.x, execute permissions are not granted
by default . Before you edit  the rc.local f ile in the /etc/ directory, grant execute permissions to
the account that you use to log on to the ECS instance.

i. If  you need to mount a share directory over NFSv4, run the following command:

sudo mount.nfs 192.168.0.0:/shares local-directory

ii. If  you need to mount a share directory over NFSv3, run the following command:

sudo mount -t nfs -o vers=3,proto=tcp,nolock,noacl,sync 192.168.0.0:/shares local-d
irectory

The preceding commands consist  of the following parameters:

192.168.0.0:/shares: the mount target of the gateway, including the IP address and the share
directory name. Specify this parameter based on the actual scenario. To check the mount target
of the gateway, log on to the CSG console and navigate to the ShareShare page of the gateway.

local-directory: the on-premises directory of the CSG client. Specify a file directory that supports
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read and write operations. You cannot specify a directory that does not exist .

3. Run the  reboot  command to restart  the client.

This topic describes how to upload and download logs in the local gateway console.

ContextContext
The local gateway console allows you to upload and download logs. You can click Download LogDownload Log to
compress the log information into a gz file and download it  to the local client. You can click UploadUpload
LogLog to upload logs to the Cloud Storage Gateway (CSG) server. If  you encounter an error, you can
download the logs or record the paths of uploaded logs. You can then send them to Alibaba Cloud
engineers to identify the problem.

ProcedureProcedure
1. Open your browser, enter  https://<IP address of the file gateway>  in the address bar, and

then press Enter.

2. In the dialog box that appears, enter your username and password, and then click OKOK.

3. Click AboutAbout  on the left-side navigation pane. The AboutAbout  page appears.

4. In the Log Inf ormat ionLog Inf ormat ion sect ion, click Download LogDownload Log to download logs to your local host.

If  you encounter an error, you can download the logs and submit  a t icket  to Alibaba Cloud
Customer Services. You must provide the log information in the t icket  for Alibaba Cloud support
engineers to identify the problem.

Upload logsUpload logs
1. In the local block gateway console, click AboutAbout  on the left-side navigation pane. The AboutAbout  page

appears.

2. In the Log Inf ormat ionLog Inf ormat ion sect ion, click Upload LogUpload Log to upload logs to the CSG server.

After the log is uploaded, in the Log Inf ormat ionLog Inf ormat ion sect ion, the file path of the logs on the CSG
server is displayed.

If  you encounter an error, you can upload the logs and submit  a t icket  to Alibaba Cloud Customer
Services. You must provide the log paths in the t icket  for Alibaba Cloud support  engineers to
identify the problem.

Not e Not e The uploaded logs are used for error analysis and system repair only.

This topic describes how to monitor the CPU, memory, cache IOPS, cache throughput, and network
information in the Cloud Storage Gateway (CSG) console.

ProcedureProcedure
1. Open your browser, enter  https://<IP address of the file gateway>  in the address bar, and

1.8. Log management1.8. Log management

1.9. Monitoring1.9. Monitoring
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then press Enter.

2. In the dialog box that appears, enter your username and password, and then click OKOK.

3. Click Monit oringMonit oring on the left-side navigation pane. On the Monit oringMonit oring page, you can monitor the
CPU, memory, cache IOPS, cache throughput, network, and other information.

This topic describes the CIDR blocks supported by file gateways deployed on Alibaba Cloud and how to
upgrade file gateways in the Cloud Storage Gateway console.

Upgrade notesUpgrade notes
The image of version 1.0.26 is no longer compatible with the local f ile gateway of version 1.0.30. To
upgrade the image to version 1.0.30, download the image again and install the local gateway
console. For more information, see Deploy an on-premises console for a file gateway.

When a new version of the local f ile gateway is available, an update notificat ion is displayed.

For version 1.0.32 or later, local f ile gateways support  mult iple CIDR blocks that are included in a VPC.
The following table lists the CIDR blocks supported by block gateways.

Upgrade path
Supported CIDR block before the
upgrade

Supported CIDR block after the
upgrade

From version 1.0.30 or 1.0.31 to
1.0.32 and later.

192.168.0.0/16
192.168.0.0/16

172.16.0.0/12

172.16.0.0/12
192.168.0.0/16

172.16.0.0/12

10.0.0.0/8
172.16.0.0/12

10.0.0.0/8

ProcedureProcedure
1. Open your browser, enter  https://<IP address of the file gateway>  in the address bar, and

then press Enter.

2. In the dialog box that appears, enter your username and password, and then click OKOK.

3. Click Click t o UpgradeClick t o Upgrade to upgrade.

Not e Not e The console is unresponsive during the update process.

1.10. Upgrade1.10. Upgrade

1.11. Modify AccessKey ID and AccessKey1.11. Modify AccessKey ID and AccessKey
secretsecret
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Cloud Storage Gateway V1.6.0 and later allows you to modify your AccessKey ID and AccessKey secret
in the on-premises gateway console. This topic describes how to modify AccessKey ID and AccessKey
secret  in the on-premises gateway console.

ProcedureProcedure
1. Open your browser. Enter  https://<IP address of the gateway>  in the address bar to connect

to the on-premises gateway console.

2. In the dialog box that appears, enter your username and password. Click OKOK.

3. Click the profile picture in the upper-right corner of the page, and then click Modif y AK/SKModif y AK/SK.

4. In the Modif y AK/SKModif y AK/SK dialog box, enter the AccessKey ID and AccessKey secret. Click OKOK.

5. Restart  the gateway.

To restart  the gateway, restart  the virtual machine on which the gateway is deployed. The new AK
and SK take effect  after the gateway is restarted.
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