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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.Common issues
1.17. What protocols does CSG support?

This topic introduces the protocols supported by file and block gateways.
Cloud Storage Gateway (CSG) provides two types of instances: file gateways and block gateways.

e File gateways support the NFS protocol, including NFSv3 and NFSv4, and the SMB protocol. You can
connect files gateways to Object Storage Service (0SS) through these protocols. All the data stored
in your local file system can be synchronized to 0SS buckets.

e Block gateways support the iSCSI protocol and provide iSCSI volumes that support cloud storage.

1.2. What services does CSG provide?

This topic describes the services offered by Cloud Storage Gateway (CSG).

Cloud Storage Gateway is a storage service that helps you seamlessly integrate on-premises
applications, infrastructure, and data storage with Alibaba Cloud. You can deploy virtual devices
compatible with standard storage protocols in an on-premises data center and on Alibaba Cloud to
connect your storage applications and workloads to Alibaba Cloud storage and computing services.

1.3. How do | deploy Cloud Storage
Gateway instances in on-premises data
centers?

This topic describes how to install a Cloud Storage Gateway (CSG) image in an on-premises data center
to deploy virtual machines.

Prerequisites
You have downloaded the target image to your local host.

e Formore information about how to deploy on-premises file gateways, see

e For more information about how to deploy on-premises block gateways, see

Context

You can deploy CSG instances on Alibaba Cloud or in on-premises data centers. To deploy CSG
instances in an on-premises data center, you must install the required image provided by Alibaba Cloud
and deploy virtual machines in the on-premises data center first. Currently, the VMware ESXi, Hyper-V,
KVM, and Xen hypervisors are supported. T his topic describes how to install VMware OVA, KVM, and
Hyper-V images.

Install a VMware OVA image

You can use the VMware vCenter systemto install a VMware OVA image. T his helps you deploy virtual
machines.

Document Version: 20220211
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@ Note Note that version 1.0.30 and later of OVA images only support VMware vCenter 6.0 and
later.

1. Log onto the VMware vCenter system.
2. Find and right-click the target host and select Deploy OVF Template.
3. Deploy an OVF template.
i. Select an OVF template and click Next.
ii. Enterthe name of the OVF template, select the deployment location, and then click Next.
iii. Select aresource where you want to run the deployed VM template, and then click Next.
iv. Verify the OVF template details and click Next.
v. Click Accept to accept the end user license agreement, and then click Next.
vi. Define where to store the files for the deployed OVF template, and click Next.
vii. Select a source network, map the networkto a destination network, and click Next.
viii. Specify the properties of the OVF template, and click Next.
iX. Click Finish to deploy the OVF template.

Afterthe OVF template is deployed, you can log on to the gateway console. The default
username is root, and the default password is Alibaba#sgw#1030.

Install a KVM image

You can use the virt-manager tool to install a KVMimage. This helps you deploy virtual machines. virt -
manager is an open-source desktop tool developed by Red Hat for managing virt ual machines. You can
install virt-manager in the Ubuntu operating system.

1. Runthe following command to install virt-manager.

sudo apt-get install gemu-kvm libvirt-bin virt-manager bridge-utils
2. Runthe following command to start virt-manager.

virt-manager
3. Create a virtual machine.

i. Clickthe |_i.=.._, iconto create a virtual machine.

ii. Select Import existing disk image and click Forward.

ii. Select the CSGdiskimage and click Forward.

@ Note The image file extension must be .qcow?2.

iv. Configure CPU and memory, and click Forward.

We recommend that you set the memory to no less than 8 GB, and the number of CPU coresto
no less than 4.

v. Enterthe name of the virtual machine, select the Customize configuration before install
check box, and then click Finish to create the virtual machine.

4. Afterthe virtual machine is created, a new window that allows you to initiate the installation
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5.

appears.
i. ClickIDE Disk 1 to configure disk settings.
m Set Disk bus to VirtlO.
m Set Storage format to gcow?2.
ii. ClickNIC :d7:41:17. Set Device model to virtio and click Apply.
Click Begin Installation to start the virtual machine.

Afterthe virtual machine is started, you can log on to the gateway console. The default username
is root, and the default password is Alibaba#sgw#1030.

Install a Hyper-V image

You can use Hyper-V Manager to install a Hyper-V image. This helps you deploy virt ual machines.

1.
2.

w

N o v ok

1.

Open Hyper-V Manager, right-click to choose New > Virtual Machine.
Review the Before You Begin content and click Next.

Specify a name for the virtual machine, choose a location to store virtual machine files, and then
click Next.

Select Generation 1 and click Next.

Set the memory size and click Next.

Select a vSwitch for the virtual machine and click Next.

Click Finish.

Afterthe virtual machine is created, it is listed on the homepage of Hyper-V Manager.

Afterthe virtual machine is started, you can log on to the gateway console. The default username
is root, and the default password is Alibaba#sgw#1030.

4. How do | handle upgrade errors?

This topic describes how to troubleshoot upgrade errors that may occur when you upgrade a Cloud
Storage Gateway (CSG) instance.

If your CSG instance is severely outdated, it may take a long time to upgrade the instance to the latest
version. No other operations are required during the upgrade. Wait until the upgrade process is
completed.

If the upgrade fails, the instance automatically rolls back to the original version before the upgrade and
an error message appears. If the rollbackfails, an error message appears in the CSG console. Submit a
ticket that includes the error message.
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2.CSG instances

2.1. How do | handle issues where no
vSwitch is available when | create a
gateway?

This topic describes how to handle issues where no vSwitch is available when you create a gateway.

When you create a gateway, you need to specify a VPC network and a vSwitch to provide gateway
services. In some cases, no vSwitch is available under the selected VPC network. Zones in some regions
may not have sufficient resources to create gateways. For example, top-ranking zones (Zone A, B, C,
and D) in the China (Beijing), China (Shanghai), and China (Hangzhou) regions may not have sufficient
resources.

In this case, you can select a low-ranking zone, for example, Zone G or H, to create a vSwitch. Afterthe
vSwitch is created, use it to create a gateway on the gateway creation page. You do not need to
create the gateway in the zone where the ECS instance is deployed. However, you must deploy the
gateway and ECS instance in the same VPC network to ensure that data communication can be
established.
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3.0n-premises gateways

3.1. How can | check the network
connectivity of a gateway?

Context

Before you deploy a cloud storage gateway on-premises, you must check the network connectivity.
You must also ensure that the gateway network is connected when you use a cloud storage gateway.
This topic describes how to check the network connectivity of a cloud storage gateway in the two
cases.

Check the network connectivity before you activate the gateway

After the image of the cloud storage gateway is installed on an on-premises gateway, the gateway
network must be connected. Otherwise, the gateway cannot be activated.

1. Install the image of the cloud storage gateway on an on-premises. Log onto the Cloud Storage
Gateway console, and go to the Register page by using the IP address of the gateway.

2. Click Network Detection to check whether the networkis connected.

3. ClickRefresh to refresh the status of the network connection.

Check the network connectivity after you activate the gateway

Afteryou activate the gateway, you can view the details of the network connection in the local
console of the gateway.
1. Log onto the local console of the gateway.

2. Choose About > Network Information > Network Service Detection to check whether the
network is connected.

3. ClickRefresh to refresh the status of the network connection.

@ Note Inthe Network Detection Information section, you can view the status, name, endpoint,
and time of inspection.

3.2. How do | download and install the CSG
image?

This topic describes how to download and install the Cloud Storage Gateway (CSG) image.

e When you deploy a CSG instance on Alibaba Cloud, you do not need to download the image. The
image is automatically installed after the CSG instance is created.

e When you deploy a CSG instance in an on-premises data center, you must download the CSG image
fromthe CSG console and install the image on your virtual machine. Currently, the OVA, VHD, and
QCOW?2 image formats are supported. Choose an image according to your virtual machine. For more
information, see How do | deploy Cloud Storage Gateway instances in on-premises data centers?.
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3.3. How do | log on to the on-premises
gateway console?

This topic describes how to log on to the gateway console through a browser.

Procedure

1. Inyourfirewall, open port 443.
@ Note To ensure data security, the gateway console only supports the HTTPS protocol.
2. Openyour browser, enter the IP address of the Cloud Storage Gateway (CSG) instance into the
address bar.

https: // <the IP address of the CSG instance>

If it is the first time that you have logged onto the gateway console, you must set the username
and password.

3.4. How do | configure the gateway IP
address when I install an OVA image?

This topic describes how to configure the IP address of a gateway by deploying an OVF template.

Procedure

Download the OVA image fromthe Cloud Storage Gateway (CSG) console. You can deploy a gateway
by deploying an OVF template in the local VMware virtual machine. For more information, see Install a
VMware OVA image.

Onthe Custom Template tab, configure an IP address and DNS servers for the gateway. Afterthe
deployment is complete, you can log on to the gateway console through an SSH tunnel or a browser.
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4.File gateways

4.1. What character sets are supported by
file gateways?

This topic describes the character sets that are supported by file gateways.

0SS file commands only support the UTF-8 character set. Files that do not use the UTF-8 character set
cannot be uploaded to OSS. Therefore, file gateways only support uploading files that are named by
using the UTF-8 character set to 0SS.

Uploads of files that are not named by using the UTF-8 character set will fail, and occupy upload
sessions. You need to manually clear the sessions. If you find files that are not named by using the UTF-
8 character set on file gateways, submit a ticket.

4.2. What does file gateway cache do?

This topic describes the functions of file gateway cache.

When a local client uploads a file to 0SS through a file gateway, file data is written to the file gateway
cache first. Afterthe complete file is written to the cache, the file gateway starts uploading the file to
0SS. If new files are written to the cache while the file gateway is uploading the current file to 0SS, the
upload is interrupted. The upload is resumed only after the new files are completely written to the
cache. 0SS requires atomic data updates. Therefore, files can be uploaded to 0SS only after they are
completely written to the file gateway cache. T his ensures data consistency between the local client
and OSS.

Afterthe cached file is uploaded to 0SS, the file gateway replaces the cached data depending on how
frequently the data is accessed to maintain the cache capacity. The cache replacement polices only
apply to file data that has already been uploaded to 0SS. The metadata, such as the file name,
directory hierarchy, and permissions, of the file will not be replaced.

When you add a cache disk, you can use a cache calculator to calculate the appropriate amount of
cache capacity.

4.3. What are the cache replacement
policies of file gateways?

This topic describes the cache replacement policies of file gateways.

A file gateway determines whether to replace the cached data depending on the cache usage, as
described in the following rules.

e When the cache usage is lower than 60%, no cache replacement policy is triggered.

e When the cache usage is between 60% and 80%, cache replacement policies are triggered. Cached
data will be replaced until the cache usage drops below 60%.

e When the cache usage exceeds 80%, the file gateway quickly replaces cached data, and restricts the
amount of data written fromthe frontend to reserve cache capacity.
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4.4. How do file gateways map files
between 0SS and local clients?

This topic describes how file gateways map files between 0SS and local clients.

A file gateway maps files in 0SS buckets to local NFS and SMB clients through NFS and SMB shares, as
shown in the following figure.

User Data Center Alibaba Cloud

a' - REEREE i———{-- ~ 088//filel
N IAlR] w m b Lo oo oL oo - OS8//ASfilE]

. IAfile2 «——— Lol S S S
NFS Client X ; :
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/B/fileB + == -t -—1----- e -—-t---
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\ E
SMB Client \-File Shares ‘{()}J L — | 0

Cloud Storage Gateway

4.5. How do | view the synchronization list
of gateway files in the Log Service console?

This topic describes how to view the reverse synchronization list and express synchronization list of
gateway files in the Log Service console.

Prerequisites

A logging monitor is created for the file gateway. For more information, see Configure the logging
monitor feature.

Procedure

1. Log onto the Log Service console.
2. Inthe Projects section, click the project that is monitored.

3. Onthe Logstores tab in the left-side navigation pane, move the pointer over the target Logstore,

clickthe % > Search & Analysis.

4. Inthe dialog box that appears, click OK to enable the index feature of the Logstore. Use the
default settings when you enable this feature.

5. Enter a query statement inthe format of <Gateway ID> and <0SS bucket name> and rsync . Click
Search & Analyze. The synchronization list of gateway files appears on the Raw Logs tab.
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@ Note

e The default time range of a query inthe Log Service console is 15 minutes. You can modify
the time range based on your needs.

e You can customize your query statements based on your needs. For more information, see
Search synt ax.

4.6. How do | configure and use sync
delay?

File gateways support the sync delay feature. A file gateway must wait a specified period of time
before it uploads a file to the associated Object Storage Service (0SS) bucket.

Scenarios

Every time you update afile that is being uploaded by a file gateway, the file gateway has to re-
upload the file to 0SS. Therefore, if you frequently update a large file, the bandwidth may be
exhausted. If afile gateway has the sync delay feature configured, the file gateway waits until the
whole file is uploaded to the gateway, and then uploads the file to OSS. This saves bandwidth and
improves the upload efficiency.

Configure sync delay

Enable the sync delay feature when you create a share. For more information, see Create a share.

4.7. Why is data on my CSG instance not
uploaded to the 0SS bucket?

This topic describes why data on a Cloud Storage Gateway (CSG) instance is not uploaded to the
associated Object Storage Service (0SS) bucket.

The following reasons may cause upload failures:

e [f you are using a CSG version earlierthan 1.0.31, the upload fails when the totalfile size exceeds 120
GB. If you are using CSG 1.0.31 or later, the upload fails when the total file size exceeds 1.2 TB.

e If you are using a CSG version earlier than 1.0.31, when the file that you want to upload is a sparse file
that contains holes, the upload fails and the system keeps trying to upload the file.

4.8. How do | configure NFSv4 shares?

This topic describes how to configure an NFSv4 share on a file gateway.

Procedure

1. Log onto your Linux-based host.

2. Runthe following command to mount a file system.

mount -t nfs4 x.x.x.x:/shares local-directory
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X.X.X.X:/shares represents the IP address of the file gateway and the share. local-directory
represents the local directory of your client.

@ Note Specify any file directory that supports read and write operations. You cannot
specify a directory that does not exist.

3. Runthe df -h command to verify the result.

If the following or similar information appears, it indicates that the file systemis mounted to the
local directory.

[root@centos7cb ~]# df -h

Filesystem Size Used Avail Use% Mounted on
/dev/vdal 99G 1.6G 92G 2% /

devtmpfs 24G 6] 24G 0% /dev

tmpfs 24G (8] 24G 0% /dev/shm

tmpfs 24G 424K 24G 1% /run
tmpfs 24G ®© 24G 0% /sys/fs/cqgroup

[ - e T 0% Lrun.t e L0

0 256T 0%

4.9. How do | configure and use ignore
delete?

File gateways support the ignore delete feature to guarantee the integrity of data stored on Object
Storage Service (0SS). When you delete a file stored on a file gateway, the same file in the associated
0SS bucket is still retained.

Scenarios

When you need to delete data on a file gateway without changing the data in the associated 0SS
bucket, you can enable the ignore delete feature.

@ Note The ignore delete and remote sync features are mutually exclusive.

Configure ignore delete

You can enable the ignore delete feature when you create a file gateway. For more information, see

4.10. How do | configure and use remote
sync?

File gateways support the remote sync feature, which synchronizes data in the associated Object
Storage Service (0SS) bucket to the file gateway.

sScenarios
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e When multiple Cloud Storage Gateway (CSG) instances use the same 0SS bucket, data stored in the
0SS bucket can be shared among these CSG instances.

e You can use the remote sync feature to restore data fromthe associated 0SS bucket to a CSG
instance.

@ Note The default time delay of the remote sync feature is 36,000 seconds.

Configure remote sync

You can enable the remote sync feature when you create a CSG instance. For more information, see
Create a share.

4.11. How do | handle creation errors when
| try to create shares in the console?

If you are using Cloud Storage Gateway 1.0.36 or later, check for the following causes and use the
relevant solutions when you fail to create a share in the gateway console.

Causes

Version 1.0.36 and later allow you to use the SSE4 instruction set to improve the performance.
Currently, major CPUs, such as Intel and AMD, all support the SSE4 instruction set. However, in a local
virtual environment, you cannot pass the SSE4 instruction set through to virtual machines. As a result,
you may fail to create a share in the gateway console. When this error occurs, the following error
message appears: HFSMount Error on /xx/ XXX/ XX/ XX.

Solutions
1. Check whether your host supports the SSE4 instruction set.

If your host runs the Linux operating system, run the following command to check whether it
supports the SSE4 instruction set:

cat /proc/cpuinfo | grep sse4d

If the result contains sse4, it indicates that the CPU supports the SSE4 instruction set.
2. Use KVMto pass the SSE4 instruction set through to the virtual machine.

@ Note By default, VMware vSphere and Hyper-V can pass the CPU properties through to
the virtual machine. You do not need to configure VMware vSphere or Hyper-V.

i. Stop the CSG virtual machine.

ii. Add the following configurationitemto the configuration file of the virtual machine:

<cpu mode='host-passthrough'></cpu>

ii. Restart the virtual machine to apply the configuration.
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5.What can |l do if | cannot mount
an SMB share on Windows Server
201972

This topic provides a solution for an error that may occur when you mount an SMB share on Windows
Server 2019.

Issue

When you mount an SMB share on Windows Server 2019, an error occurs.
Solution

1. On an on-premises Windows client, press win+R to openthe Run dialog box. Inthe Run dialog

box, enter gpedit.msc inthe Open field, and then click OK.
2. Inthe left-side navigation pane of the Local Group Policy Editor dialog box, choose Computer
Configuration > Administrative templates > Network > Lanman Workstation.
3. Inthe Setting section of the Lanman Workstation page, click Enable insecure guest logons.
4. Inthe Enable insecure guest logons dialog box, select Enabled. Click Apply
5. Mount the SMB share.
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6.Block gateways

6.1. What are the limits on mounting iSCSI
volumes?

This topic describes the limits on mounting iSCSI volumes.

e Due to the limits of the iSCSI protocol, different file systems are used in iSCSI volumes to support
Windows-based clients and Linux-based clients. Therefore, you have to choose between a Windows-
based client and a Linux-based client when you need to use a client to access an iSCSI volume.

e Do not mount the same iSCSIvolume to multiple clients as a share. Block gateways do not allow you
to access the same iSCSIvolume from different clients at the same time.

6.2. What considerations do | need to pay
close attention when a block gateway
transmits data?

This topic describes the considerations that you must pay close attention to when a block gateway
transmits data.

Data is uploaded to block gateways in slices. You can customize the slice size. The default slice size is
32 KB. On-premises block gateways cache data based on how frequently the data is read. When an on-
premise block gateway needs to read cold data (infrequently read data) but it cannot find the dataon
the client, it downloads the data fromthe associated Object Storage Service (0SS) bucket.
Downstream transmissions occur.

6.3. How do | use block gateways to create
file systems and synchronize data to iSCSI
volumes?

This topic describes how to use a block gateway to create a file system and synchronize the cached
datato aniSCSlvolume.

e Linux environment

If you have created a local file system, such as XFS or Ext4, on an iSCSI volume, you can run the sync
command to synchronize data to the iSCSI volume. When you manually unmount the file system, the
file system also synchronizes the cached datato the iSCSIvolume.

e Windows environment

If you have created an NTFS local file system on aniSCSI volume, you can use the sync.exe or
sync64.exe process provided by the Sysinternals utilities to synchronize cached data to the iSCSI
volume.
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