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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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Apsara File Storage NAS can be used in various content management systems and web applications to
provide efficient  storage services for websites and applications. This topic lists the links to the best
pract ices of web services.

Use NGINX as a proxy for Apsara File Storage NAS

Use Windows IIS to access Apsara File Storage NAS

1.Web service and content1.Web service and content
managementmanagement
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t ent  management
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This topic lists the links to the best  pract ices of building Windows applications on Apsara File Storage
NAS.

IIS serviceIIS service
Use Windows IIS to access Apsara File Storage NAS

Access controlAccess control
Authenticate users and control access to files and directories in an SMB file system based on an
Active Directory domain

Join the mount target of an SMB file system to an AD domain

Use an AD account to mount an SMB file system on a Windows client

Data accessData access
Upload data to and download data from an SMB file system

Windows toolsWindows tools
Use Windows Server Backup to back up data from an ECS instance to Apsara File Storage NAS

2.Windows applications2.Windows applications

Best  Pract ices··Windows applicat ion
s
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Internet Information Service (IIS) can access data in Server Message Block (SMB) file systems in the same
way as it  accesses data in on-premises disks. IIS provides the web and FTP services to separate website
storage from computing. This topic describes how to configure IIS to access a NAS file system.

PrerequisitesPrerequisites
An SMB file system is created and a mount target is created for the file system. For more information,
see Manage file systems and Create a mount target.

WinSCP is installed.

ContextContext
Windows server is a popular platform that is used to build websites. A large number of users build
websites on Windows Elast ic Compute Service (ECS) instances and store the content resources of the
website on a reliable and high-throughput SMB file system. In addit ion, the computing and storage
resources support  auto scaling based on specific business requirements.

The FTP service provided by IIS includes a wide range of requirements. A large number of website
administrators remotely manage website content by using the FTP service. Meanwhile, a large number
of Alibaba Cloud users want to transfer and share files between WANs and Alibaba Cloud by using the
FTP service on Windows ECS instances.

In this example, IIS 7.5 (Windows Server 2008 R2) is used to describe how to use NAS to provide both the
web service and FTP service for a Windows ECS instance. You can also use Server Load Balancer (SLB) to
build a mult i-server website that provides error tolerance. For more information, see What is SLB?

Not iceNot ice

The topic provides some security suggestions, but they are not a complete security solut ion.
You must devise your own plans to secure your web service and data. For example, you can
safeguard your system security by sett ing up firewalls, configuring security groups for ECS
instances, and installing operating system patches. You can also safeguard your service
security by using the security services of Alibaba Cloud.

In this topic, a normal user named iss_user is used. We recommend that you access data as
this user instead of the system administrator when you deploy FTP services or run IIS web
services on Windows Server 2016.

3.High-performance website3.High-performance website
3.1. Use Windows IIS to access Apsara File3.1. Use Windows IIS to access Apsara File
Storage NASStorage NAS

Apsara File St orage NAS Best  Pract ices··High-performance w
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Install Windows IISInstall Windows IIS
In this example, Windows Server 2008 R2 is used to describe how to add an IIS role and install IIS by using
Server Manager.

Not e Not e For more information about how to install IIS on different Windows operating systems,
see Install IIS and ASP.NET Modules.

1. In the Windows server, choose St artSt art  >  > Administ rat ive T oolsAdminist rat ive T ools >  > Server ManagerServer Manager.

2. In the left-side navigation pane of the Server ManagerServer Manager dialog box, click RolesRoles and then click AddAdd
RolesRoles.

3. In the left-side navigation pane of the Add Roles WizardAdd Roles Wizard, click Server RolesServer Roles and select  WebWeb
Server (IIS)Server (IIS).

Best  Pract ices··High-performance w
ebsit e
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4. In the left-side navigation pane of the Add Roles WizardAdd Roles Wizard, click Role ServicesRole Services, and select  the role
services that you want to install for the web server (IIS).

In addit ion to the default  services, you must also select  ASPASP and FT P ServerFT P Server to enable FTP
services and demonstrate dynamic web pages by using scripts.

Apsara File St orage NAS Best  Pract ices··High-performance w
ebsit e
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5. Click NextNext  and complete the installat ion as prompted.

Access the SMB file systemAccess the SMB file system
You can store your web resources and configuration files in the shared directory (myshare by default) of
the SMB file system. You can configure the permission group of the SMB file system to make sure that
the web server can read data from and write data to the file system.

1. Open the File Explorer window and enter \\xxxx-xxxx.cn-hangzhou.nas.aliyuncs.com\myshare in
the address bar to access the SMB file system. where:

xxxx-xxxx.cn-hangzhou.nas.aliyuncs.com is the domain name of the mount target for the SMB
file system.

myshare is the default  shared directory of the SMB file system. You cannot change this directory.

2. Create a subdirectory named www in the myshare directory of the SMB file system to store web
page files of your website.

In this example, the stat ic web page file index.html and the dynamic web page file test.asp are
created in the myshare\www directory. The following sample code shows how to create the files:

Index.html

<HTML>
  <HEAD>
     <TITLE>Hello World in HTML</TITLE>
  </HEAD>
  <BODY>
     <CENTER><H1>Hello World! </H1></CENTER>
  </BODY>
</HTML>                         

Best  Pract ices··High-performance w
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 Hello World!   is displayed in the stat ic web page.

Test.asp

<HTML>
  <BODY>
     This page was last refreshed on <%= Now() %>.
  </BODY>
</HTML>                            

The current system t ime is displayed on the dynamic web page.

Set up the Windows IIS web serviceSet up the Windows IIS web service
1. In the Windows server, choose St artSt art  >  > Windows Operat ing Syst emWindows Operat ing Syst em >  > Administ rat ive T oolsAdminist rat ive T ools > >

Int ernet  Inf ormat ion Services (IIS) ManagerInt ernet  Inf ormat ion Services (IIS) Manager.

2. In the left-side navigation pane, choose View Sit esView Sit es >  > Def ault  Web Sit eDef ault  Web Sit e, and click BasicBasic
Set t ingsSet t ings.

3. In the Edit  Sit eEdit  Sit e dialog box, set  Physical pat hPhysical pat h and click OKOK.

In the Physical pat hPhysical pat h field, enter the storage path of web resources on NAS, for example, \\xxxx-x
xxx-shanghai.nas.aliyuncs.com\myshare\www. xxxx-xxxx-shanghai.nas.aliyuncs.com is the domain
name of the mount target. You must change the domain name based on your business
requirements.

Not eNot e

By default , you must use a user account and user group of IIS to access a network drive
(for example, Z:\) mapped in the user session. You cannot directly access the mapped
network drive as a Windows user. Otherwise, an access error may occur.

If  you are using Windows Server 2016, you must perform other operations to integrate
IIS with NAS after you set  up the Windows IIS web service. For more information, see
How can I integrate IIS with NAS?

4. Verify the sett ing.

Apsara File St orage NAS Best  Pract ices··High-performance w
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Enter the local paths of the index.html and test.asp files in the address bar of your browser to
open these files. If  the following figures are displayed, IIS is running as expected. You can also
configure security groups for your ECS instances and configure Windows Firewall to guarantee
access security.

Set up the Windows IIS FTP serviceSet up the Windows IIS FTP service
1. In the Windows server, choose St artSt art  >  > Windows Operat ing Syst emWindows Operat ing Syst em >  > Administ rat ive T oolsAdminist rat ive T ools > >

Int ernet  Inf ormat ion Services (IIS) ManagerInt ernet  Inf ormat ion Services (IIS) Manager.

2. Install the SSL cert if icate.

i. On the homepage, double-click Server Cert if icat esServer Cert if icat es.

ii. On the Server Cert if icat esServer Cert if icat es page, click Creat e Self -Signed Cert if icat eCreat e Self -Signed Cert if icat e.

iii. Specify a name for the cert if icate, and click OKOK.

3. Set  up an FTP site.

i. In the left-side navigation pane, double-click Sit esSit es.

ii. On the Sit esSit es page, click Add FT P Sit eAdd FT P Sit e.

Best  Pract ices··High-performance w
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iii. In the Add FT P sit eAdd FT P sit e dialog box, set  the relevant parameters and click NextNext .

In the Physical pat hPhysical pat h field, enter the storage path of web resources on NAS, for example, \\xx
xx-xxxx-shanghai.nas.aliyuncs.com\myshare\www. xxxx-xxxx-shanghai.nas.aliyuncs.com is the
domain name of the mount target. You must change the domain name based on your business
requirements.

You can select  another subdirectory in the myshare directory based on your business
requirements. You can also set  up mult iple FTP sites that provide different ports to access
different directories.

Apsara File St orage NAS Best  Pract ices··High-performance w
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iv. In the Binding and SSL Set t ingsBinding and SSL Set t ings dialog box, set  the relevant parameters and click NextNext .

Set  the following parameters:

PortPort : The default  port  number is 21. For security concerns, port  2222 is used.

SSL Cert if icat eSSL Cert if icat e: select  the created SSL cert if icate.

Best  Pract ices··High-performance w
ebsit e
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v. Configure the authentication and authorization information, and click FinishFinish.

Set  the following parameters:

Aut hent icat ionAut hent icat ion: Select  BasicBasic.

Aut horizat ionAut horizat ion: Select  a user who is allowed to access NAS. In this example, iis_user is used.

PermissionsPermissions: Grant read and write permissions to the user.

4. Set  up the FTP firewall.

On the homepage, double-click FT P Firewall SupportFT P Firewall Support  dialog box, specify Dat a Channel PortDat a Channel Port
RangeRange, and then click ApplyApply.

Apsara File St orage NAS Best  Pract ices··High-performance w
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5. In the Server ManagerServer Manager window, restart  the FTP service to validate the port  range configurations.

6. In the ECS console, configure the security group for the ECS instance to restrict  the access of FTP
clients. For more information, see Create a security group.

7. Access the FTP site through the FTP client  WinSCP.

i. Open WinSCP.

Best  Pract ices··High-performance w
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ii. Click YesYes to accept the server cert if icate.

iii. Set  the protocol type, port  number, and logon information.

Apsara File St orage NAS Best  Pract ices··High-performance w
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iv. Enter the password of the authorized user (iis_user).

v. Establish a data connection to allow the server to read data from and write data to remote
directories.

vi. After the connection is created, you can upload and download files.

How can I achieve coordination of IIS and NAS in Windows ServerHow can I achieve coordination of IIS and NAS in Windows Server
2016?2016?
If  you are using Windows Server 2016, you must perform the following operations to achieve
coordination of IIS and NAS after you set  up the Windows IIS web service:

1. Modify the registry key of the SMB client.

i. On the Windows server, choose St artSt art  >  > Administ rat ive T oolsAdminist rat ive T ools >  > Regist ry Edit orRegist ry Edit or.

Best  Pract ices··High-performance w
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ii. In the left-side navigation pane of Regist ry Edit orRegist ry Edit or, choose HKEY_LOCAL_MACHINEHKEY_LOCAL_MACHINE > >
SYST EMSYST EM >  > Current Cont rolSetCurrent Cont rolSet  >  > ServicesServices >  > LanmanWorkst at ionLanmanWorkst at ion >  > Paramet ersParamet ers > >
AllowInsecureGuest Aut hAllowInsecureGuest Aut h, right-click a blank area, and then choose NewNew >  > DWORD (32-bit )DWORD (32-bit )
ValueValue.

iii. Set  the value name to AllowInsecureGuest Aut hAllowInsecureGuest Aut h, set  the value data to 11, and then click OKOK.

2. Specify a local user to access the web resources stored on NAS.

i. In the Windows server, choose St artSt art  >  > Windows Operat ing Syst emWindows Operat ing Syst em >  > Administ rat iveAdminist rat ive
T oolsT ools >  > Int ernet  Inf ormat ion Services (IIS) ManagerInt ernet  Inf ormat ion Services (IIS) Manager.

ii. In the left-side navigation pane, choose View Sit esView Sit es >  > Def ault  Web Sit eDef ault  Web Sit e, and click BasicBasic
Set t ingsSet t ings.

iii. In the Edit  Sit eEdit  Sit e dialog box, click Connect  asConnect  as.

iv. Select  Specif ic UserSpecif ic User and click SetSet .

v. Set  the username and password, and then click OKOK.

In this example, the iis_user user is used.

Not eNot e

When IIS accesses a file in the shared directory of the NAS file system, the backend of IIS may
access the shared directory for mult iple t imes. Although each access request  does not take
a long t ime, the client  may take a long t ime to respond if  mult iple access requests are sent.
For more information, see How to improve performance when using IIS to access NAS?

We recommend that you store the web-related files such as JS and CSS files to local disks if
these files are frequently accessed by IIS.

If  a write failure st ill occurs after you perform the preceding operations, see Install and
configure the AD domain to resolve the access failure from IIS in Windows Server 2016 to
SMB file systems, or.

How can I achieve coordination of IIS and NAS in Windows ServerHow can I achieve coordination of IIS and NAS in Windows Server
2019?2019?
If  you are using Windows Server 2019, you must follow the steps in How can I achieve coordination of IIS
and NAS in Windows Server 2016? to modify the registry key and add the iis_user. You must also run the
New-SmbGlobalMapping command in PowerShell to mount the file system and resolve the load failure
of DLL. The following code is an example:

# Define clear text string for username and password
[string]$userName = 'WORKGROUP\administrator'
[string]$userPassword = '****'
# Convert to SecureString
[securestring]$secStringPassword = ConvertTo-SecureString $userPassword -AsPlainText -Force
[pscredential]$credObject = New-Object System.Management.Automation.PSCredential ($userName, $secS
tringPassword)
New-SmbGlobalMapping -LocalPath z: -RemotePath \\file-system-id.region.nas.aliyuncs.com\myshare -Persi
stent $true -Credential $credObject

 ****  is the logon password of the administrator.

Apsara File St orage NAS Best  Pract ices··High-performance w
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This topic describes how to use NGINX as a proxy for Apsara File Storage NAS.

ContextContext
NGINX is a light-weight high-performance Web server. It  includes many features and can be used as a
reverse proxy. One of the most common application modes for NGINX is to serve as a reverse proxy. A
proxy server accepts connection requests from clients over the Internet. Then, the proxy server
forwards these requests to a server that resides in an internal network and returns responses from the
server to these clients. In such cases, when a proxy server acts on behalf of the server, it  is called a
reverse proxy.

An application server that resides in a private network is not accessible by clients outside the private
network. In such cases, a reverse proxy is required to serve as an intermediary between an application
server and clients. The reverse proxy resides in the same private network as the application server but is
accessible by clients outside the internal network. The reverse proxy and the application server can
share the same physical server but use different ports.

The following example uses one NGINX server as a reverse proxy, four NGINX servers as proxy servers,
and Apsara File Storage NAS as backend storage. Apsara File Storage NAS stores cache files of proxy
servers, and back-to-origin files or stat ic data files uploaded by end-users. Apsara File Storage NAS
allows shared access to the same file system from different proxy servers. This enables data to be
synchronized between proxy servers and ensures data consistency. This also prevents servers from
repeatedly retrieving files from the origin and guarantees efficient  use of bandwidth. The following
figure shows an example of network topology.

3.2. Use NGINX as a proxy for Apsara File3.2. Use NGINX as a proxy for Apsara File
Storage NASStorage NAS

Best  Pract ices··High-performance w
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You can create an environment as shown in the preceding topology by following the instruct ions
provided in this topic. This topic takes a CentOS ECS instance as an example.

Step 1: Deploy an NGINX reverse proxyStep 1: Deploy an NGINX reverse proxy
1. Install NGINX.

yum install nginx
2. Configure a reverse proxy that points to a proxy server.

i. Use the following command to open the /etc/nginx/nginx.conf file.

vim /etc/nginx/nginx.conf
ii. In the /etc/nginx/nginx.conf file, configure the http context. Take the following code as an

example.

http {
upstream web{
         server 10.10.0.10;
         server 10.10.0.11;
         server 10.10.0.12;
         server 10.10.0.13;
      }
      server {
          listen 80;
              location / {
                   proxy_pass http://web;
               }
      }
}

Step 2: Create a file system and mount targetStep 2: Create a file system and mount target
1. Create an NFS file system in a region. For more information, see Create a General-purpose NAS file

system in the NAS console.

Not e Not e A file system and an ECS instance on which the file system is mounted must reside
in the same region.

2. Create a mount target of the VPC type. For more information, see Create a mount target.

Step 3: Deploy an NGINX proxy serverStep 3: Deploy an NGINX proxy server
1. Use the following command to install NGINX.

sudo yum install nginx
2. Use the following command to install an NFS client.

sudo yum install nfs-utils
3. Use the following command to mount a file system on a directory of the NGINX website.

sudo mount -t nfs -o vers=4.0,file-system-id.region.nas.aliyuncs.com:/ /usr/share/nginx/html/ 
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In the preceding command, file-system-id.region.nas.aliyuncs.com:/ specifies the domain name of
the mount point. You need to replace the domain name based on your business requirements.

4. Edit  the NGINX root file.

echo “This is Testing for Nginx&NAS”> /usr/share/nginx/html/index.html
5. Repeat the preceding steps to configure the other three NGINX proxy servers and mount the same

NFS file system on each proxy server.

6. Verify the configuration result .

A successful configuration of proxy servers is indicated if  each NGINX proxy server can access the
index.html root file.

Best  Pract ices··High-performance w
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This topic describes how to back up data from a Windows ECS instance to Apsara File Storage NAS. You
can use a Windows built-in tool named Windows Server Backup to back up data from disks to Apsara
File Storage NAS.

PrerequisitesPrerequisites
An SMB file system is created and mounted on a Windows ECS instance. For more information, see
Mount an SMB file system on Windows .

Not e Not e Only the Windows Server 2008 operating system is supported.

ContextContext
With Windows Server Backup, you can perform a full backup to back up all data at  a t ime. You can also
schedule backup tasks to run automatically at  regular intervals. You can restore data from these
backups at  any t ime.

Apsara File Storage NAS helps you achieve compute-storage separation. You can store temporary data
for computing tasks and dynamic memory on ECS instances and store permanent data on Apsara File
Storage NAS. If  no response is returned from one ECS instance, you can switch to another ECS instance
to access data stored on Apsara File Storage NAS. Apsara File Storage NAS allows mult iple ECS
instances to access a file system.

You can manually synchronize data stored on an ECS instance to Apsara File Storage NAS or schedule
synchronization plans on a regular basis. This helps you preserve data and restore data in the event of
data loss. Each disk snapshot is a copy of an entire disk. However, Apsara File Storage NAS is more
flexible for data storage. Instead of backing up an entire disk, you can back up one or more directories
at a t ime.

Windows Server Backup is a Windows built-in tool for data backup and restoration. With the tool, you
can back up or restore a file, a directory, or an entire disk. For more information, see Overview of
Windows Server Backup. With Windows Server Backup, you can back up an entire server (all volumes),
selected volumes, the system state, specific f iles and folders, or devices. These devices include disks,
tape libraries, and remote shared folders. You can also restore data from these devices based on your
business requirements.

Install Windows Server BackupInstall Windows Server Backup
Perform the following steps to install and start  Windows Server Backup on a Windows ECS instance.

1. Open the Server Manager.

2. Choose Server ManagerServer Manager >  > Feat uresFeat ures and click Add Feat uresAdd Feat ures.

3. Select  Windows Server Backup Feat uresWindows Server Backup Feat ures and click NextNext .

4.Application server shared storage4.Application server shared storage
4.1. Use Windows Server Backup to back up4.1. Use Windows Server Backup to back up
data from an ECS instance to Apsara Filedata from an ECS instance to Apsara File
Storage NASStorage NAS
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4. Click Inst allInst all to install Windows Server Backup.

5. After the installat ion is complete, choose St artSt art  >  > Administ rat ive T oolsAdminist rat ive T ools and click WindowsWindows
Server BackupServer Backup to start  the service.

Manual backup taskManual backup task
In Windows Server Backup, you can select  the Backup Once option to back up the required data to
Apsara File Storage NAS. The data includes the copy of an entire disk or specific folders.

1. In the Windows Server BackupWindows Server Backup window, click Backup OnceBackup Once to open the Backup Once WizardBackup Once Wizard
dialog box.

2. In the Backup Opt ionsBackup Opt ions step, configure the required sett ings and click NextNext .

3. In the Select  Backup Conf igurat ionSelect  Backup Conf igurat ion step, select  items to back up and click NextNext .

You can select  Full ServerFull Server to back up the entire server. You can also select  Cust omCust om to back up
specific folders.

4. In the Select  It ems f or BackupSelect  It ems f or Backup step, click Add It emsAdd It ems to configure the required sett ings.

If  you select  Custom in St ep 3St ep 3, you need to configure the required sett ings in the Select  It emsSelect  It ems
f or Backupf or Backup step.

i. Click Add It emsAdd It ems, select  folders to back up, and click OKOK.

ii. Click Advanced Set t ingsAdvanced Set t ings to configure sett ings, such as the backup type and files to skip
during backup. Then click OKOK.

5. In the Specif y Dest inat ion T ypeSpecif y Dest inat ion T ype step, select  Remot e shared f olderRemot e shared f older, and click NextNext .

6. In the Specif y Remot e FolderSpecif y Remot e Folder step, specify the location of a remote folder, and click NextNext .

Best  Pract ices··Applicat ion server sh
ared st orage

Apsara File St orage NAS

24 > Document  Version: 20210715



In the Locat ionLocat ion field, you must specify a directory that resides in an Apsara File Storage NAS file
system, for example, \\file-system-id.region.nas.aliyuncs.com\myshare\backup.

7. Click BackupBackup to start  a backup task.

After the backup task is complete, you can view the backup data in the backup directory of the
Apsara File Storage NAS file system.

Scheduled backup taskScheduled backup task
You can create backup schedule tasks to enable automatic backup.

1. In the Windows Server BackupWindows Server Backup window, click Backup ScheduleBackup Schedule to open the Backup ScheduleBackup Schedule
WizardWizard dialog box.

2. In the Get t ing St art edGet t ing St art ed step, click NextNext .

3. In the Select  Backup Conf igurat ionSelect  Backup Conf igurat ion step, select  items to back up and click NextNext .

You can select  Full ServerFull Server to back up the entire server. You can also select  Cust omCust om to back up
specific folders.

4. In the Select  It ems f or BackupSelect  It ems f or Backup step, click Add It emsAdd It ems to configure the required sett ings.

If  you select  Cust omCust om in Step 3, you need to configure the required sett ings in the Select  It emsSelect  It ems
f or Backupf or Backup step.

i. Click Add It emsAdd It ems, select  folders to back up, and click OKOK.

ii. Click Advanced Set t ingsAdvanced Set t ings to configure sett ings, such as the backup type and files to skip
during backup, and click OKOK.

5. In the Specif y Backup T imeSpecif y Backup T ime step, configure the backup interval and backup t ime, and click NextNext .

6. In the Specif y Dest inat ion T ypeSpecif y Dest inat ion T ype step, select  Back up t o a shared net work f olderBack up t o a shared net work f older, and click
NextNext .

Not e Not e When you store the scheduled backups in a remote folder, the latest  backup will
overwrite all of the previous backups.

7. In the Specif y Remot e Shared FolderSpecif y Remot e Shared Folder step, specify the location of a remote folder and click
NextNext .

In the Locat ionLocat ion field, you must specify a directory that resides in an Apsara File Storage NAS file
system, for example, \\file-system-id.region.nas.aliyuncs.com\myshare\backup.

8. Click FinishFinish to start  a scheduled backup task.
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The scheduled backup task automatically runs at  the specified t ime. After the backup task is
complete, you can view the backup data in the backup directory of the Apsara File Storage NAS
file system.

Restore dataRestore data
If  your file is deleted or overwritten, you can restore data from a backup that is stored in an Apsara File
Storage NAS file system.

1. In the Windows Server BackupWindows Server Backup window, click RecoverRecover to open the Recovery WizardRecovery Wizard dialog box.

2. In the Get t ing St art edGet t ing St art ed step, select  A backup st ored in anot her locat ionA backup st ored in anot her locat ion and click NextNext .

3. In the Specif y Locat ion T ypeSpecif y Locat ion T ype step, select  Remot e shared f olderRemot e shared f older and click NextNext .

4. In the Specif y Remot e FolderSpecif y Remot e Folder step, specify the location of a remote folder and click NextNext .

In the Locat ionLocat ion field, you must specify a directory where a backup is stored in an Apsara File
Storage NAS file system, for example, \\file-system-id.region.nas.aliyuncs.com\myshare\backup.

5. In the Select  Backup Dat eSelect  Backup Dat e step, select  the date of a backup to be restored and click NextNext .

6. In the Select  Recovery T ypeSelect  Recovery T ype step, select  Files and f oldersFiles and f olders and click NextNext .

7. In the Select  It ems t o RecoverSelect  It ems t o Recover step, select  items to restore, such as files and folders, and click
NextNext .

8. In the Specif y Recovery Opt ionsSpecif y Recovery Opt ions step, specify the location of a directory to which you want to
restore data and click NextNext .

9. Click RecoverRecover to restore data.
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