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47 cd /d C:/window %<, #HA
Windows &4 X 43,
AL

bae log list --instanceid
Instance_ID
(=& [alb] FRABER, ESEE—,
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RRWIER, ELZEFE—D
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1.8FEA
1.1. {EFAPahoiZE AN EL M S

1.1.1. Paho-MQTT CiEARHI

RN BUNEEAPahoRHBIRAXCESMQTTHIRLRE, BIREEANNEZMENES, HHTHESIK
EO

GR35

EEVENFEEEE, WNIFT, IRFafRE, HFREMOTTEARSMREIERER
(ProductKey. DeviceName#DeviceSerect) , B/, BE&N:

o EEFEXLPILRIFETR,
2=

2R

HEEFAKE
ARFERUbUNtU 16.04-LTSTEAFRIRE, MITUTHSHEFARIE,

o>

a0

o

o o
[
HR

o

sudo apt-get update
sudo apt-get install build-essential git sed cmake

T#CiESPaho MQTTEE
PIFUTHS, REGESRAEPaho MQTTE,

git clone https://github.com/eclipse/paho.mgtt.embedded-c.git

@ B HEADemoTBIE, [EHmasters 3z, commit

id9 29ab2aa29c5e47794284376d7£8386cfd54c3eed o

PahofR A CLRIZM TUT=1NFIE:

o MQTTPacket: REMQTTHIRE N FIKS RFFIL, UREIHEIREL,
e MQTTClient: 3% MQTTPacket:MNERAIC++E PR,

o MQTTClient-C: % MQTTPacket£ BN B RAICEFIHRER.

MOT T Client-Ch 815 :
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F—— CMakeLists.txt

— samples

— CMakeLists.txt

= o
B
5 0
c 0
]
3
o
0

CMakeLists.txt

5!
=
0]
(0]
2y)
=]
O
n

QTTClient.c
QTTClient.h
cc3200

linux

=

1T
[TTTTT?

— CMakeLists.txt

o samplesB RiZft FreeRT OSFI LinuxBNMBIF2, 7353235 FreeRT OSHILINUXR A .
o sIcHRIBEMOTT ClienttIKIBLIEES, KA FHEIEEIFreeRTOS. cc3200F]LinuxaI M IKE] .

TfEPaho MQTTEIE ZAPIERTS, TJLAEFE MQTT Client.h,

BANYBMES

1. BHEiTFaiot_matt_sign.c, EFIMERRENTEMQTTERSHAENIRE, AEMWEEIAM
B aiot_magtt_sign.cxTi,

aiot_mqtt_sign.cX 4 E X T i $aiotMgttSign(), REGRBEIIT :

o [REL:

int aiotMgttSign (const char *productKey, const char *deviceName, const char *deviceSe
cret,

char clientId[150], char username[65], char password[65]);
o IfgE:
BAFHERSFEAYENESHMQTTEE S username, passwordFclientid,
o MASH:

W

# i) i8R

productKey const char * REFTEF mBIProductkey, ZIREEDHN TS LS MHED

BRZ—.
deviceName const char * REBR, ZREEVEMTEES LHNSMIEBEEZ—.
deviceSecret const char * REBH, ZREEVERMTE LNSMIEBEEZ—.
o WHBH:
2 KR i8R
username char * MQTTEEFRFNAFE,
password char * MQT T EZ B2,
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B8 e} WA

clientld char * MQTT & Fi%ID,
o IR[EHGILER:

IR [E]85 i88

0 BIh

- e

2. HIMZIIREFFEANME KT AR FE X,
EHRREEFEMaiot_mqtt_sign.cgaiot MqttSign()F &+ BMQTTEZSE, TIEAMEMFEE
GIPC
FRIFBF RGBT :
o AMaiotMattSign(EN, EMEEMQTTRSHI=1EIZESHclientld. usernameflpassword,

#define EXAMPLE PRODUCT KEY "allxSIWr***"
#define EXAMPLE DEVICE NAME "paho ****"
#define EXAMPLE DEVICE SECRET "Y877Bgo8X50wd31cB5WIiD ryNPOB* * ** 1

extern int aiotMgttSign (const char *productKey, const char *deviceName, const char *d

eviceSecret,
char clientId[150], char username[65], char password[65]) ;

/* invoke aiotMgttSign to generate mgtt connect parameters */

char clientId[150] = {0};
char username[65] = {0};
char password[65] = {0};

if ((rc = aiotMgttSign (EXAMPLE PRODUCT KEY, EXAMPLE DEVICE NAME, EXAMPLE DEVICE SECRE
T, clientId, username, password) < 0)) {

printf ("aiotMgttSign -%0x4x\n", -rc);

return -1;

}
printf ("clientid: %$s\n", clientId);
printf ("username: %s\n", username) ;

printf ("password: %$s\n", password) ;

o MAMIEMTS,
FREUTRS:
» F A Networkinit f1NetworkConnect 737 T CPiEE,
= FAMQTTClient Init F I8 UMQTT & i,
n BEEMQTTEESHEMIAMQTTPacket_connectData,

B
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/* network init and establish network to aliyun IoT platform */
NetworkInit (&n);

rc = NetworkConnect (&n, host, port);

printf ("NetworkConnect %d\n", rc);

/* init mgtt client */

MQTTClientInit (&c, &n, 1000, buf, sizeof (buf), readbuf, sizeof (readbuf));
/* set the default message handler */

c.defaultMessageHandler = messageArrived;

/* set mgtt connect parameter */

MQTTPacket connectData data = MQTTPacket connectData initializer;
data.willFlag = 0;

data.MQTTVersion = 3;

data.clientID.cstring = clientId;

data.username.cstring = username;

data.password.cstring = password;

data.keepAliveInterval = 60;

data.cleansession = 1;

printf ("Connecting to %s %d\n", host, port);

rc = MQTTConnect (&c, &data);

printf ("MQTTConnect %d, Connect aliyun IoT Cloud Success!\n", rc);

o KTiHR.
WEHAMQTTPublish(&O, MEEHNBEXTopickmBEXERER,
BISTopIicNE, BBt 4ETopic,

char *pubTopic = "/"EXAMPLE PRODUCT KEY"/"EXAMPLE DEVICE NAME"/user/update";
int cnt = 0;
unsigned int msgid = 0;
while (!toStop)
{
MQTTYield (&c, 1000) ;
if (++cnt % 5 == 0) {
MQTTMessage msg = {
Q0Ss1,
0,
0,
0,
"Hello world",
strlen("Hello world"),
}i
msg.id = ++msgid;
rc = MQTTPublish(&c, pubTopic, &msg);
printf ("MQTTPublish %d, msgid %d\n", rc, msgid);

o iJHTopic, KM=HETLIVER.,
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void messageArrived (MessageData* md)

{
MQTTMessage* message = md->message;
printf ("%.*s\t", md->topicName->lenstring.len, md->topicName->lenstring.data) ;
printf ("$.*s\n", (int)message->payloadlen, (char*)message->payload);

}
char *subTopic = "/"EXAMPLE PRODUCT KEY"/"EXAMPLE DEVICE NAME"/user/get";

printf ("Subscribing to %s\n", subTopic);
rc = MQTTSubscribe (&c, subTopic, 1, messageArrived) ;

printf ("MQTTSubscribe %d\n", rc);

XFRE. REF[NVERNFEENBELRANE, BSLEEH10E,
3. BEBITHBaot_mqtt_sign.cXHME B2 BH X4 E]../paho.mqtt.embedded-c/MQTT Client -
C/samples/linuxd, REwmEILRE.
B
fEFADemo R B FEAMEKMES
1. T#Demofl, HAREYE.
ESE, RBEEFUTHEINXE:

Xt A

ZXHPRRBATERMATTEESH ., aot ¢ demo.dsfTh, SFRIZMHH

alot_maqtt_sign.c E X HaiotMqttSign()iE$, &L EZESHusername, passwordclientid,

aiot_c_demo.c ZXHEERESYBEMESEENEFNZERS,

2. fEaiot_c_demo.cth, BREFEREBHUALHRERER.
o B\ TPk EXAMPLE_PRODUCT _KEY, EXAMPLE_DEVICE_NAMEFIEXAMPLE_DEVICE SECRET /5 B9
BEABMEEIERER.

#define EXAMPLE PRODUCT KEY " @ProductKey"
#define EXAMPLE DEVICE NAME "& & B DeviceName"
#define EXAMPLE DEVICE SECRET " & ZfADeviceSecret"”

o B char *host = EXAMPLE PRODUCT KEY".iot-as-mgtt.cn-shanghai.aliyuncs.com" = E'\]{E

A AR
AFEIHIMEWREGIRNEZBERREE, BEREEpLmE,

3. ¥aiot_mgtt_sign.cNEE KM aiot_c_demo.cX i ZIPaho T2/ B R../paho.mqtt.embedded-c/M
QT T Client-C/samples/linuxd

4. ®IFEIRE, HiETER.
AR ETUEFLE THRTHER:
o {E#HCMake,
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a. 1&/paho.mqtt.embedded-c/MQTT Client -C/samples/linuxB & T 8 CMakeLists.txt> 4k, 12
Maiot_c demo.cilaiot_mqtt _sign.c,

BRUEB CMakeLists.txtSHERBHT .

add executable (
stdoutsubc
stdoutsub.c
)
add executable (
aiot c demo
aiot ¢ demo.c
alot mgtt sign.c
)
target link libraries (stdoutsubc paho-embed-mgtt3cc paho-embed-mgtt3c)

target include directories(stdoutsubc PRIVATE "../../src" "../../src/linux")
target compile definitions (stdoutsubc PRIVATE MQTTCLIENT PLATFORM HEADER=MQTTLinu
x.h)

target link libraries(aiot c demo paho-embed-mgtt3cc paho-embed-mgtt3c)

target include directories(aiot c demo PRIVATE "../../src" "../../src/linux")
target compile definitions(aiot ¢ demo PRIVATE MQTTCLIENT PLATFORM HEADER=MQTTLin
ux.h)

b. E%)/paho.mqgtt.embedded-cBR, HITUUTHS, THHFEZE.

mkdir build.paho
cd build.paho
cmake ..

make

C. ®mFRMG, £/ paho.mgtt.embedded-c/build.pahoB R THITUTHS, BITERF.

./MQTTClient-C/samples/linux/aiot c_demo

o {EMbuild.sh,
a. ¥ TF/paho.mqtt.embedded-c/MQTT Client -C/samples/linuxB = T B build.shxX 1%,

b. ¥ build.shh ] stdoutsub.c EH#A aiot mgtt sign.c aiot c demo.c , -o
stdoutsub A -0 aiot c demo , AEHEFbuId.sh,

C. BR=ME, TE/paho.mgtt.embedded-c/MQTT Client-C/samples/linuxBxRT, HiTH< ./
build.sh , FTHRHEEZE.

RRFIFERE, £Maiot ¢ demotTHiTXt,
d. 175 ./aiot c demo , @??*i}%o

BT, BEAMBRRESHNAMBENT:
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clientid: paho mgtté&allxsrW****|timestamp=2524608000000, v=sdk-c-1.0.0,securemode=3,sig
nmethod=hmacsha256, lan=C|

username: paho mgtt&allxsrW****

password: 36E955DC3DID012EF62C80657A29328B1CFAE6186C611A17DCT7939FABG37****
NetworkConnect 0

Connecting to allxsrW**** iot-as-mgtt.cn-shanghai.aliyuncs.com 443

MQTTConnect 0, Connect aliyun IoT Cloud Success!

Subscribing to /allxsrW****/paho mgtt/user/get

MQTTSubscribe 0

MQTTPublish 0, msgid 1

MQTTPublish 0, msgid 2
MQTTPublish 0, msgid 3
MQTTPublish 0, msgid 4
MQTTPublish 0, msgid 5

BRVEMFEEG G, JEERERSNARE,
o EFREFER > RE, UBRIZRENRTETHNEL.

o EERURRIEY > HERS, TEEZHEBETHENRIGEAM AETERE., FARNE, B =iHz
’/fj_'Ellu\\ 'LREEIZKiﬂJEllL:\o

=t
MRREFBEIMOTTHMUEEAMEMFE SR, BRIFERBAEDA, RSWHERDRE, HSRE=0

[

1.1.2. Paho-MQTT JavaiEz A4
AXNBI{a{EHJavaid 5 1Paho MQTTE, BEAMEZYMEMIS, HiTYERERIERE.

Bl iR R
e&%&m~a¢,mETF&mﬁﬁ,#Eﬁﬁmm%EXﬁﬁT,Ex—¢mmwmmﬁﬁo
RelErm,. 2NEREMANFMYER,

HEEFEARKE

ArBERNFEARENT:

o BER%: Windows 10

o JDKERZA: |DKS

o ERFLRIRE: Intelll DEAH X R
T#JavaiESsHPaho MQTTE
RIFEFERIIMQTTIMYARA, FEMaven T2 RN TKRE :
e MQTT 3.1#13.1.14RA&

\

it

Im}
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<dependencies>
<dependency>
<groupld>org.eclipse.paho</groupId>
<artifactId>org.eclipse.paho.client.mgttv3</artifactId>
<version>1.2.0</version>
</dependency>

</dependencies>

e MQTT 5.05R A&

<dependency>
<groupld>org.eclipse.paho</groupId>
<artifactId>org.eclipse.paho.mgttv5.client</artifactId>
<version>1.2.5</version>

</dependency>

EANVBEMFES
1. BHTFMgttSignjava, THEIERZHEREMQTTEES KT H MRS,
MqttSignjavaX & X T MattSignZ, iRBAINT :
o JREL:

class MgttSign

o IfRE:
BFiEREBEAYEN T SHMMQTTEE S username, passwordfclientid.
o fNR:
ERTEN Tk R
calculate (String productKey, String deviceName, String device
Secret)
public void . ) . . .
RIBEE W productkey, deviceNameXldeviceSecretit& HMQTTE#ES
#username, password#clientid,
getUsername ()
public String e
RFIRBMQTTZiES#{username,
getPassword ()
public String e
BAFREMQTTZES % password,
getClientid ()
public String

BTFHFEMQTTEES# clientid,

2. ¥TFintellj IDEA, BIEIRE.
3. ¥ MqttSignjavaS NIB &,
4. EIRBY, FMITIREBEANYEN TS NER X,
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&

FRERFEE MgttSignjavatb BIMattSignZE It EMQTTIEES S, IMREEANVEREENE

o

FRZBAMRAIAEIT:
o FMAMqttSignit EMQTTERSH,

il

String productKey = "alX2bEn****";

String deviceName = "examplel";

String deviceSecret = "ga7XA6KdlEeiPXQPpRDLAJOZXWG8y****";
// HBEVOTTEIES .

MgttSign sign = new MgttSign();

sign.calculate (productKey, deviceName, deviceSecret)

System.out.println ("username: " + sign.getUsername (

’

)i
System.out.println ("password: " + sign.getPassword());
))

’

System.out.println("clientid: " + sign.getClientid(

o FHMPaho MQTTEFImEERMEKNES,

/ JEENYIEXR T & B3

String port = "443";
String broker = "ssl://" + productKey + ".iot-as-mgtt.cn-shanghai.aliyuncs.com" + ":"
+ port;

// Paho MOTTZFlifie

MgttClient sampleClient = new MgttClient (broker, sign.getClientid(), persistence) ;
// Paho MOTTEESH,

MgttConnectOptions connOpts = new MgttConnectOptions() ;
connOpts.setCleanSession (true) ;

connOpts.setKeepAliveInterval (180) ;

connOpts.setUserName (sign.getUsername () ) ;

connOpts.setPassword (sign.getPassword () .toCharArray()) ;

sampleClient.connect (connOpts) ;

System.out.println ("Broker: " + broker + " Connected");
Ej) EEE% ﬂ%ﬂifﬁﬁ% String broker = "ssl://" + productKey + ".iot-as-mgtt.cn-shangha

i.aliyuncs.com" + ":" + port; ':F'E"‘Hﬁ)\iﬁ%, bl’OkEI’{EE'{Vf%Etj‘\] "ssl://" + "S{XRISE
TMOTTIENIHZ }" + ":" + port o

AHTHMEIWREAIRAE BB, TS LEELHLHER.

o KmiHR.
T RARHE _ ERMEREMLghtSwitch,

// Paho MQTTRTGHS.

String topic = "/sys/" + productKey + "/" + deviceName + "/thing/event/property/post"
String content = "{\"id\":\"1\",\"version\":\"1.0\", \"params\": {\"LightSwitch\":1}}";
MgttMessage message = new MgttMessage (content.getBytes());

message.setQos (0) ;

sampleClient.publish (topic, message);

REEAMQTT 5.0MBGE(E, TTRMUTRARHE, LRERNETEEXNBMY,
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//MOTT 5.08FE—RFBEXEY

MgttProperties properties = new MgttProperties() ;

List<UserProperty> userPropertys = new ArrayList<>();

userPropertys.add (new UserProperty ("keyl","valuel"));
properties.setUserProperties (userPropertys) ;

//MOTT 5. OFTFIE—IER /IAFAE

properties.setCorrelationData ("requestIdl2345".getBytes());
properties.setResponseTopic ("/" + productKey + "/" + deviceName + "/user/get");

message.setProperties (properties) ;
//ZHMOTT 5.08Paho SDKERIASEM TopichlR
sampleClient.publish (topic, message);
MEBBEHIERL, BEsERE. =4 S
MREEFERABEXTopiGBE, BERMH4ETopic,
o iJFTopic, REAZH TAESR .
UTREID, ITHNE LRE®ER, MEMESIRENEHERHITopic,

class MgttPostPropertyMessagelistener implements IMgttMessagelistener {
@QOverride
public void messageArrived (String varl, MgttMessage var2) throws Exception {
System.out.println("reply topic : " + varl);
System.out.println ("reply payload: " + var2.toString()):;

// Paho MOTT:HEIT,

String topicReply = "/sys/" + productKey + "/" + deviceName + "/thing/event/property/
post reply";

sampleClient.subscribe (topicReply, new MgttPostPropertyMessageListener());

XTFIRE. RESF[NVENESNEEHRANE, BSLEEsL

5. ##Build project;cfe%ﬂ., RIETRE.

B
fEADemot B FEANKMFA.

1. F#EDemoftii e, HAERESS.
2. 3TFIntell] DEA, $ ADemoB %8R EI Tig alot-java-demo,
3. TEsrc/main/java/com.aliyun.iot ™ Appsi Mgtt 5AppX it , BEIREERABHNEEER,

@ B MQTT 3.1F03.1.11MER, ERApoHE, MQTT 5.00B(ES, EHMgtt5App3T
%,

o Bi#— T8 dproductKey. deviceNameFldeviceSecret B ANREIEFIEBER,

String productKey = "${ProductKey}";
String deviceName = "${DeviceName}";

String deviceSecret = "${DeviceSecret}";
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¢] {%Eﬁz{%ﬁ% String broker = "ssl://" + productKey + ".iot-as-mgtt.cn-shanghai.aliyuncs.com

"o+ ovit o+ oport; HEPERAESZ. HERE, BERLEX "BAVEKNES" PR R4,

4. BITAPPE Mgttt 5ApPRE .
ETRIBEN TEFR.

BRVEMFLEEGG, JEERERSNARE,
o BFRFERE > RE, URIZRENNRSETHEE.

o ERKERESE > BERS, UETEZHETHENREAMBERDE., FBEBEER=HETH
/|_‘,\\ 'l«XEEIZ'gﬂEEllL,\o

WMRERAMgttsAppXH, TJEAEFEIERE LROBEXEK.

BEFE X

fsys/ hing/event/property/post

Q
[l

el

BEE MOTT HH¥ 5.0 EEFPRAFEENEE

Eix [{"Value™"valuel" "Key" "key1"}]
BZE | Text (UTF-8) W Mid™™ 1" "version™:"1.0","params":{" } =4
F

i1

=5
MR RFBIMQTTIMUEAMBE M E SR, BRFHRBAEDR, RSWERDEE, B2 NE 2

[

1.1.3. Paho-MQTT GoiZ AR
AN AU EABEGoIEE IPaho MQTTE, RS EARNEZMEMES, HHEHTERKEL.

AR &4

BEVBEMFEEGE, WNIAT, IS, FREMOTTEABEMREIERER
(ProductKey. DeviceName#]DeviceSerect) , B{fE/E, B8N

o EFEXLPIARIFTTR,

o}

o BIE~m,
o BIEIRE,
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HEEFERKIE

ZRGOIESHE.,

o FREAMBERGS:
brew install go

o UbuntulBfNLEHS:

sudo apt-get install golang-go

e WindowsEIEMGolangEM THRER L,

@ 38 EPERMER, GolangE MEEVPNIRE Fi5E,

T#HGoiESPaho MQTTE
BEifaEclipse Paho Downloads T fi#Paho B X IHFHN A RIES F15.
FEAUTHL THGOIES MRABIPaho MQTT FEEFIHE XK i B9 & -

go get github.com/eclipse/paho.mgtt.golang
go get github.com/gorilla/websocket
go get golang.org/x/net/proxy

BAYBMES

1. B2E4THMattSign.go, EHIERRHANTTEMQTTEESHFATIERSE, ARMBERENRME Myt
tSign.goX 44,

MqttSign.goXHEX T AFHEREZAMEMESHMOTTIEESHBIRE, BHRKNREREAN
MENEERFTEAZRE, RERBMT:

o [RE:

type AuthInfo struct ({
password, username, mgttClientId string;

}
func calculate sign(clientId, productKey, deviceName, deviceSecret, timeStamp string)
AuthInfo;

o IfigE:
BAFHERSEAYENFEEHNMQTTEE S #Husername., passwordfImattClientid,
o WASH:

2 Eit] A

) REFREF RProductKey, ZIREEWEBEMES LWSMHER
productKey String EEr—
deviceName String BELZBWR, ZREEVENTEES LNESMERERZ—.
deviceSecret String BEZH, ZRBFEVEMFEES LHNESMIEBREREZ—.
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MBRES RELE-1ZEEAN
B E it 5288
clientld Strin REIKID, TJLURBERNAZRURNZER R, EBIGEE N LIRIZ
¢ &HISNBHMACHESE .
timeStamp String EETNEENEL TR A
o B

ZERHAIREERN authinfo MK, BRAUTEH

e Eic)

username String
password String
mqttClientld String

188
MQTTEERENAF,E.
MQTTEZFH N,

MQTT & Fi%ID,

2. RINLIIEE BB M & B2 73X,
RERSERBEMgttSign.goit EMQTTIEES S, TMEANYBENESTES.

FREBHMRBRET:
o RERERER.

// set the device info, include product key, device name, and device secret

var productKey string = "alzZd7n5***"
var deviceName string = "testdevice"
var deviceSecret string = "UrwclDV33NaFSmkO0JaBxXNTqgSrJW* ***"

// set timestamp, clientid, subscribe topic and publish topic

var timeStamp string = "1528018257135"

var clientId string
var subTopic string
var pubTopic string

o REMQTTERER.

W92 - LG o #osses™
"/" + productKey + "/" + deviceName + "/user/get";
"/" + productKey + "/" + deviceName + "/user/update";

B MgttSign.goth E X Hcalculate_sign® ¥, RIFEABSHclientld,
productKey, deviceName. deviceSecret#ltimeStampit&
Husername. passwordfimattClientid, FH¥&iXL(zBEE SEoptsH,
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// set the login broker url

var raw_broker bytes.Buffer

raw_broker.WriteString("tls://")

raw_broker.WriteString (productKey)
raw_broker.WriteString(".iot-as-mgtt.cn-shanghai.aliyuncs.com:1883")
opts := MQTT.NewClientOptions () .AddBroker (raw broker.String());

// calculate the login auth info, and set it into the connection options

auth := calculate sign(clientId, productKey, deviceName, deviceSecret, timeStamp)

opts.SetClientID(auth.mgttClientId)
opts.SetUsername (auth.username)
opts.SetPassword (auth.password)
opts.SetKeepAlive (60 * 2 * time.Second)
opts.SetDefaultPublishHandler (f)

D st

n XWFIHRAHESA, 585 raw_broker.WriteString(".iot-as-mgtt.cn-shanghai.aliyu

ncs.com:1883") AT (cn-shanghai) , FBiRE AEIMIEXM T S1%&EFREM

EAH., BEABRATE, BERBETIE,

[ Xﬁ%i%ﬁmiikét52@U$DIEH£H&§E@U, T%Eg opts := MQTT.NewClientOptions () .AddBroker (
raw_broker.String()); ma]y] raw_broker.String () EIRE N s{MOTTHEANME) ;1833

. BIM, opts := MOTT.NewClientOptions ().AddBroker ("iot-***.mqtt.ioth

uncs.com:1883") ;
REIMQT TR AR BARRIE, BENEEFRAL LA WRIHLET AEE.
SEBIBYEMLEE, 155 MLGIER

o FHAMQTTHConnect \EREIEANMEBERMES .

o 'I.E_lm PUblISh?ﬁ Dﬁ*ﬁ\;ﬁ/%\o

// create and start a client using the above ClientOptions

c := MQTT.NewClient (opts)

if token := c.Connect(); token.Wait() && token.Error() != nil {
panic (token.Error())

}

fmt.Print ("Connect aliyun IoT Cloud Success\n");

B E A H S BART opicfliE S payload,

// publish 5 messages to pubTopic ("/alZd7n5****/deng/user/update")
for i := 0; i < 5; i++ {

fmt.Println ("publish msg:", i)

text := fmt.Sprintf ("ABC #%d", 1)

token := c.Publish(pubTopic, 0, false, text)

fmt.Println ("publish msg: ", text)

token.Wait ()

time.Sleep (2 * time.Second)

BETopicHMEB, BEERH4ZTopic,

o JEASubscribeiE 1T Topic, FEWZ=IHETABHEE,

ub.aliy
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YIEXF &

// subscribe to subTopic ("/alZd7n5***/deng/user/get") and request messages to be

delivered

if token := c.Subscribe (subTopic, 0, nil); token.Wait() && token.Error() != nil {

fmt.Println (token.Error())
os.Exit (1)
}

fmt.Print ("Subscribe topic " + subTopic + " success\n");

XFigE. REBNYBENFENBEEARANE, BSLEEH 0k,
3. fwIEWMAE,
~EIAE
{ERDemofBREFEANMEBEMES,
1. FEROMEEE, FHREOUE,
aiot-go-demoh &8 & AT 344 :
X AR

ZXEEEUMOTT AR BEAMEBEMESMNEESITERDE. ot.gosiTh, 28
Bzt E X fcalculate_signig$l, HEHEES

MqttSign.go

#username, passwordfImaqttClientid,
iot.go ZXHEERESYEREM T EEMBENEEAT,
X509 MEMFESHIRIER, RREBEANYBENESHMIIES.

2. HEiot.goh, BRREFERABNRERER.
o] {§ ALinux vis T BB K iot.go>X 44
o ¥productKey. deviceNameFldeviceSecret & AERMIREIEBER.,
(TTiE) EH#etimeStampHclientld, clientldB9{E ] PAZ# 8RB SL PR & BISNBAIMACHELLE ,
EENTSHEABREEENYENFES, EXMERN, BNEBRAIGER.
o BEIREEANYEMTIENMOTTEERER., FMAIRE, BN LXXENENFENSER2,

3. EWLITEFERUTHSET/0t.90:

o

go run iot.go MgttSign.go

BT, EAMBENESNAMBENT:
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RIEESLE- 1REEAN MW E S

clientId192.168.****deviceNametestdeviceproductKeyalZd/n5****timestampl528018257135
1b865320£c183cc747041c9faffc9055fca5****

Connect aliyun IoT Cloud Sucess

Subscribe topic /alZd7n5****/testdevice/user/get success
publish msg: O

publish msg: ABC #0

publish msg: 1

publish msg: ABC #1

publish msg: 2

publish msg: ABC #2

publish msg: 3

publish msg: ABC #3

publish msg: 4

publish msg: ABC #4

publish msg: 5

publish msg: ABC #5

BRUVEMEEEGG, JEEFRERSNARE,
o ERRFERE > RE, UBIZREVWNRTETAHEL.

o ERKRRE4 > AERS, TEEZHETHENREAMBAETBESE, FHRNS, BEL=HiZ
THE. REAMAE,

Bz
MRREFBEIMQTTIMUEAMEXMES LW, BRIBEERDGHEDE, RSWERGRE, HSRE =0

1.1.4. Paho-MQTT C#iEZARHI
AXABUTERCHES tPaho MOTTXER AN S EWEMES, FtTWERIIRERS,

AR
EEMBEMFaS, SIRTFRMIRE, AEF@ONEENTTET, EX—TLghtSwitchEE.,
BENEFR. 2 RREME NRMYER,

BRER

PahoifRtBIMQTT CHHFRAB®, EBAVisual StudiofBRARTRE, TRTNENHBH N REH.NET
&, TTEMXNEIE,

A, EIRPHE-—TEHENARE, EAPahoWMQTT R EFEEZMERMEKNTE.

HEEFARE
ATBUEANRERENARIA:

o B{EZ%: Windows10
o ENFAIRE: Visual Studio 2019

REFRRE
1. T&Visual Studio 2019 X b, HRESE.
2. TF Visual Studio Installer, %£Z.NETEE AL, BHRE,
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T#PahoXEfis

T#EPaho MOTT for C#EAES, HepE R Visual Studiof@ i 755 T2 34 M2MMqtt.sin, 1ETIERZIREX
HAKECHRER, RERE, BN TIXENENFE,

& alifiaeclipse Paho, BEEPahoBERBHNESERIREA,

BB ANRFIDemolY, {FAmastersysx, commit idA b2e64bc4485721a0bd5ae805d9£4917e8d040e81 o

BAYBENES

1. BEHRITFAMattSign.cs, THFERRHNTEMQTTERSH M FENIRS,
MqttSign.csXE®, BXT wMgttsign 2%, FEiZBBWT:
o JREL:

class MgttSign

o IfRE:
BFiEREBEAYEN TS HMMQTTEES Husername, passwordfclientid,
o FNR:
ERFEX BiEER
calculate (String productKey, String deviceName, String device
Secret)
public bool N ) . . .
RIEIRE W productKey, deviceNameFldeviceSecretit&E HMQTTiE#ES
#username, password#clientid,
getUsername ()
public String e
FFIREMQTT#ES#{username,
getPassword ()
public String - e
FAFIREMQTTZES#password,
getClientid ()
public String

BAFHEBRMQTTZiES#cclientid,

2. $TFFVisual Studio, S APahoiRA48 P ByVisual Studiofi@ R =X EM2Mgtt.sin, FHEIE— R AT
E o

3. BREBI1PTHEBMgttSign.csXHENBINBRBE S,

4. ENAEYT, RNMIBREFENYERTESNERXX M,
REREEFARMgttSign.csPBIMgttSignZE i+ EMQTTIEER S, THEAYBENFEEFER.
FRIFBFRAHROIIN T :

o HEMQTTEESH,
B MqgttSign.cshIMqttSignit EMQTTIEES L,
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o IREFIEA MW E S

¥
5

String productKey = "alX2bEn****";

String deviceName = "examplel";

String deviceSecret = "ga7XA6KdlEeiPXQPpRLAJOZXWG8y****";
// HEMOTTEES

MgttSign sign = new MgttSign () ;

sign.calculate (productKey, deviceName, deviceSecret

’

)
Console.WriteLine ("username: " + sign.getUsername());
Console.WriteLine ("password: " + sign.getPassword());
Console.WriteLine ("clientid: " + sign.getClientid()):;

o iFHMPaho MQTTEFPImERMEKNES,

// fERPahciE M E YR &,

int port = 443;

String broker = productKey + ".iot-as-mgtt.cn-shanghai.aliyuncs.com";

MgttClient mgttClient = new MgttClient (broker, port, true, MgttSslProtocols.TLSvl 2,
null, null);

mgttClient.Connect (sign.getClientid (), sign.getUsername (), sign.getPassword());

Console.WritelLine ("Broker: " + broker + " Connected");

C:) 1% B8 EH it String broker = productKey + ".iot-as-mgtt.cn-shanghai.aliyuncs.

com”; PEAX ML TIREFIENESE,
REZHIMEIWREGHRAN L ZBERRE, B REELOHLHES.

o RELRYBIMEMES,
AT RGIACES LR EE B M Light Switch,

// Paho MOTTHE %%,
String topic = "/sys/" + productKey + "/" + deviceName + "/thing/event/property/post"
String message = "{\"id\":\"1\",\"version\":\"1.0\", \"params\": {\"LightSwitch\":0}}";
mgttClient.Publish (topic, Encoding.UTF8.GetBytes (message));

MEEBEHEEN, BERREREE. =0 FS,

MREEFEABEXTopIGEE, BERMH4ETopic,

o iJETopic, HWMENFE T REE.
PTREIS, ITANZ LREWER, MEMFESIRENEHERBTopic,
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// Paho MOTTHEiTi#,

String topicReply = "/sys/" + productKey + "/" + deviceName + "/thing/event/property/
post reply";

mgttClient.MgttMsgPublishReceived += MgttPostProperty MgttMsgPublishReceived;
mgttClient.Subscribe (new string[] { topicReply }, new byte[] { MgttMsgBase.QO0S LEVEL
AT MOST ONCE });

private static void MgttPostProperty MgttMsgPublishReceived (object sender, uPLibrary.
Networking.M2Mgtt.Messages.MgttMsgPublishEventArgs e)

{
Console.Writeline ("reply topic :" + e.Topic);
Console.WriteLine ("reply payload:" + e.Message.ToString()):;

XTIRE. RES[BNYBEMESHNEBEARNE, BSRESHITAR,
5. wiFWB.
A¥HlDemo
{EADemo B REFEANYERMES,

1. TEDemoftistl, RBRRIERISME aiot-csharp-demo,

X A4 aiot -cshanp-demo \paho.mgtt.m2maqtt-master\aiot-csharp-demod , B8 7T REFEANYIER
FE, HERVELEENTERR.

Xt 83

M2 ZREHOIMQTTEESHEMIRN, Program.csizfTht, WAL E

MqttSign.cs X HIMqttSign( %Y, & EESHusername, passwordflclientld,
Program.cs ZXHEEREEVMHMEREE, HLREEHENZERSE,

2. #TFFVisual Studio 20194 KR , IEFITHAMB HMR SR, $TFH aiot-cshamp-demo\paho.mqtt.m2m
gtt-master\M2Magtt.slmT 14,

Visual Studio B1 8] § \ aiot -csharp-demoli B X4,
3. EProgram.csh, BBIRERERAEBNREER.
o &Bi#r— T8t productKey. deviceNameFldeviceSecret B ARG FZIEBER,
String productKey = "${ProductKey}";

String deviceName = "${DeviceName}";

String deviceSecret = "${DeviceSecret}";

o B String broker = productKey + ".iot-as-mgtt.cn-shanghai.aliyuncs.com"; 4399i§}\
e, FAIRE, FERLLEX "BAYERENES" PSR4,
4. B aiot-csharp-demolR ARHIME , ARIETT, BIREEANVENTES,
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B fESLE- MEXNFE S

uremode=2, s1izgnmethod=hmac

BANINGE, AETRPESERMY . HELRADATAERRDORE

broker: alX2bEn****.iot-as-mgtt.cn-shanghai.aliyuncs.com Connected
publish: {"id":"1","version":"1.0","params":{"LightSwitch":0}}

subscribe: /sys/alX2bEn****/examplel/thing/event/property/post reply

[

R Tﬁglﬁg’ﬁluﬂ] E/:E\o

o EBREHRER > 8%, TRIZERFNRSETIEEZ.
o ERIKIRIZY > EIL;\HE% oEERWIEITH :L.\ﬂ]]ﬁ%ZKﬂEEIM BE. 1¥£EP\]§, BER

o

HixH
MRREFEIMQTTIMUEAMERMESLY, BREERNHEDE. RSHERBIRE, B30

o

1.1.5. Paho-MQTT Androidi&E A =4
ARX AN B aN{F1E A Paho Android Service ZE AT E =YIBEMFE &, FHHTEIERA.

IR R

2% , WNSEFT, I mIRE, #ﬁﬂlMQTTE%)\EE%*DiQ%iIE%E%
(ProductKey. DeviceName#IDeviceSerect) , B{fE/E, 52

L4 °

o o

o o

BERER
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Paho Android Service2— M E FJavaiE S BPaho MQTTEHF AHIMQTTEFPiBRSE.,

EEFEAKIE
ARBI{ERBIANdroid Studiohk &K% 3.5.1, gradlefRA43.5.1,
BEifEAndroid StudioE W F#Android Studio, AndroidFF&#EX%FE, EEEAndroid Studio BB X4,

Z ¥ pPaho Android Client

1. BIB— 1 #FEAndroid T2,

2. fEgradleX 441, #HANPaho Android Client{&k#i, AREIER1.1.1 A PahoAndroidClient, 7N
PAT K351 -

o EIRbuid.gradlet, FMPahoB ML, A RF{ERreleaset &,

repositories {
maven {

url "https://repo.eclipse.org/content/repositories/paho-releases/"

}

o FEN A build.gradlet, #hNPaho Android Service, ARFId, {EH1.1.1 releaseRABIPaho RS,
JEEE Fpaho.client.mgttv3-1.1.05 A,

dependencies {
implementation 'org.eclipse.paho:org.eclipse.paho.client.mgttv3:1.1.0"'
implementation 'org.eclipse.paho:org.eclipse.paho.android.service:1.1.1"'

}

3. AT{EAppBEE S EEIPaho Android Service, FBETEAndroidManifest xmip FIMVATER:
o BEBAUTHRS:

<!-- Mgtt Service -->
<service android:name="org.eclipse.paho.android.service.MgttService">

</service>

o ¥&NPaho MQTT ServiceFr E IR .

<uses-permission android:name="android.permission.WAKE LOCK" />
<uses-permission android:name="android.permission.ACCESS NETWORK STATE" />
<uses-permission android:name="android.permission.INTERNET" />

<uses-permission android:name="android.permission.READ PHONE STATE" />

BEAYVBEMES
1. BEHEITHFALIMgttOptionjava, THMERBENTEMQTTEESH AR NIRE,
AiotMgttOption.javaX 4o E X T AiotMgttOption()2, ZEBEINT:
o JREY:
class AiotMgttOption
o IfNgE:

BFiHERSBEAYE N FESHNMQTTEE S username, passwordfclientid,
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KEEYX T3 EHER

getMgttOption (String productKey, String deviceName, String de
viceSecret)

ublic AiotMgttOption
P qarep RIEIRE W productKey, deviceNameFldeviceSecretit&E HMQTTiE#ES

#username, password#clientid,

getUsername ()
public String " s
AFIREMQTT&iEZS#username,
getPassword ()
public String " ———
BT REMQTT&&ES# password,
getClientid ()
public String

BAFHEBRMQTTZiES ¥ cclientid,

2. ¥ AiotMqgttOption.javas NAndroidIi B ,
3. EANdroidIRE 4, HFINTIIRFEAMELN T & 952 P 3

RERSRERBA0tMgttOptionjavah B AiotMgttOption() &+ EMQTTIEESE, SLIEANYEN
EEMERE.

FRGEBAMRAIRBNT:

o HEMQTTEESHclientld. usernameFIpassword, FHi&GusernameFlpasswordig& &
F|MgttConnectOptionsit & o,

final private String PRODUCTKEY = "allxsrW****";
final private String DEVICENAME = "paho android";
final private String DEVICESECRET = "tLMTIQWD36U2SArglGqcHCDKOrK9****";
/* REQMOTTIEIE(S BclientId. username. passwordo */
AiotMgttOption aiotMgttOption = new AiotMgttOption () .getMgttOption (PRODUCTKEY, DEVICE
NAME, DEVICESECRET) ;
if (aiotMgttOption == null) {

Log.e (TAG, "device info error");
} else {

clientId = aiotMgttOption.getClientId() ;

userName = aiotMgttOption.getUsername () ;

passWord = aiotMgttOption.getPassword() ;
}
/* BIEMgttConnectOptionsMWR, HELBusernameMpasswords */
MgttConnectOptions mgttConnectOptions = new MgttConnectOptions () ;
mgttConnectOptions.setUserName (userName) ;

mgttConnectOptions.setPassword (passWord.toCharArray()) ;

o BAMIEMIES,

SIE— MgttAndroidClientX¥ %, REEFEO, AKFEHAmMgttConnectOptionsiEfHconnect 73
%, BNOIEILERE,
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/* BUEMgttAndroidClient &R, FiGEBFEZEO, */
mgttAndroidClient = new MgttAndroidClient (getApplicationContext (), host, clientId);
mgttAndroidClient.setCallback (new MgttCallback () {
@Override
public void connectionLost (Throwable cause) {
Log.i (TAG, "connection lost");
}
@QOverride
public void messageArrived(String topic, MgttMessage message) throws Exception {
Log.i(TAG, "topic: " + topic + ", msg: " + new String(message.getPayload()));
}
@Override
public void deliveryComplete (IMgttDeliveryToken token) {
Log.i (TAG, "msg delivered");

1)
/* BIMMOTTIEE, */
try {
mgttAndroidClient.connect (mgttConnectOptions, null, new IMgttActionListener () {
@Override
public void onSuccess (IMgttToken asyncActionToken) {
Log.1i(TAG, "connect succeed");
subscribeTopic (SUB_TOPIC) ;
}
@Override
public void onFailure (IMgttToken asyncActionToken, Throwable exception) {
Log.i (TAG, "connect failed");

});
} catch (MgttException e) {
e.printStackTrace () ;

o RTHEHE, I ”z%publishfj‘;‘% , B :FIEJTOpiC /${prodcutKey}/${deviceName}/user/update VTt it
EpayloadtiE &,
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public void publishMessage (String payload) {

try {

if (mgttAndroidClient.isConnected() == false) {
mgttAndroidClient.connect () ;

}
MgttMessage message = new MgttMessage();
message.setPayload (payload.getBytes());
message.setQos (0) ;
mgttAndroidClient.publish (PUB TOPIC, message,null, new IMgttActionListener ()

@Override

public void onSuccess (IMgttToken asyncActionToken) {
Log.i(TAG, "publish succeed!");

}

@Override
public void onFailure (IMgttToken asyncActionToken, Throwable exception) {

Log.i (TAG, "publish failed!");

P i

} catch (MgttException e) {
Log.e (TAG, e.toString()):
e.printStackTrace () ;

BIETopIcNB, BB H4ETopic,
o FFsubscribeF ik, AFLIITRIEETopic, RB=H TEREER.

public void subscribeTopic (String topic) {

try {
mgttAndroidClient.subscribe (topic, 0, null, new IMgttActionListener() {

@QOverride
public void onSuccess (IMgttToken asyncActionToken) {
Log.i (TAG, "subscribed succeed");

}

@Override
public void onFailure (IMgttToken asyncActionToken, Throwable exception) {

Log.i (TAG, "subscribed failed");

}) s
} catch (MgttException e) {
e.printStackTrace () ;

XTIRE. RES[BNYBEMESNBEARNE, BSREESHITA,
4. wiEME,
A¥lDemo

{EFADemoBREFEANYEMES,
1. TEEDemot, HBESS,
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2. B aiot-android-demoS N\ Android Studio,

3. TEapp/src/main/java/com.linkkit.aiot_android_demo T8 MainActivitySX i, BiIREESERAEH
-LX 3] EI%\ o

o E#:PRODUCTKEY. DEVICENAMEFIDEVICESECRET 9B NEHNEFIEPER.

o ﬂ%ﬂifﬁﬁg final String host = "tcp://" + PRODUCTKEY + ".iot-as-mgtt.cn-shanghai.aliyuncs

.com:443"; THEANTRMAEAERS,
m SFEWARRSEHI:  final String host = "tcp://" + "s{EWAREFI FMOTTIENEZ )"

WOBRVEWMTEEGE, EXHAMER, KBHREXINIE, EAIHFBERE, 254
FANEEFAREERN. BMRIE, BEAosopLmta,

m XTSI

BHHAT (cn-shanghai) AENMEMFSIREMEMEAT. HEHCHNRETE, S
Wi EFI e A X,

4. R, FHiEiT,
BTG, TlfElogcatPEEAMARE,

2019-12-04 19:44:01.824 5952-5987/com.linkkit.aiot android demo W/OpenGLRenderer: Faile
d to choose config with EGL SWAP BEHAVIOR PRESERVED, retrying without...

2019-12-04 19:44:01.829 5952-5987/com.linkkit.aiot android demo D/EGL emulation: eglCre
ateContext: 0xec073240: maj 3 min 0 rcv 3

2019-12-04 19:44:01.830 5952-5987/com.linkkit.aiot android demo D/EGL emulation: eglMak
eCurrent: Oxec073240: ver 3 0 (tinfo 0xec09b470)

2019-12-04 19:44:01.852 5952-5987/com.linkkit.aiot android demo W/Gralloc3: mapper 3.x

is not supported

2019-12-04 19:44:01.854 5952-5987/com.linkkit.aiot android demo D/HostConnection: creat

eUnique: call

2019-12-04 19:44:01.860 5952-5987/com.linkkit.aiot android demo D/eglCodecCommon: alloc
ate: Ask for block of size 0x1000

2019-12-04 19:44:01.861 5952-5987/com.linkkit.aiot android demo D/eglCodecCommon: alloc
ate: ioctl allocate returned offset 0x3f£f706000 size 0x2000

2019-12-04 19:44:01.897 5952-5987/com.linkkit.aiot android demo D/EGL emulation: eglMak
eCurrent: 0xec073240: ver 3 0 (tinfo 0Oxec09b470)

2019-12-04 19:44:02.245 5952-6023/com.linkkit.aiot android demo D/AlarmPingSender: Regi
ster alarmreceiver to MgttServiceMgttService.pingSender.allxsrW**** paho android|timest
amp=1575459841629, v=sdk-android-1.0.0,securemode=2, signmethod=hmacsha256 |

2019-12-04 19:44:02.256 5952-6023/com.linkkit.aiot android demo D/AlarmPingSender: Sche
dule next alarm at 1575459902256

2019-12-04 19:44:02.256 5952-6023/com.linkkit.aiot android demo D/AlarmPingSender: Alar
m scheule using setExactAndAllowWhileIdle, next: 60000

2019-12-04 19:44:02.272 5952-5952/com.linkkit.aiot android demo I/AiotMgtt: connect suc
ceed

2019-12-04 19:44:02.301 5952-5952/com.linkkit.aiot android demo I/AiotMgtt: subscribed

succeed

BRYBENFEEGE, TBFREFRSHNEE.
o EIRRERE > 8T, UBIZRFNRSERIESL.
o ERKRIGH > E:uﬂﬁgg _T%§%§Z§“u‘_,_ u»*ﬂﬁiﬁ%Z&ﬂEEiu» /uo HHRBR ﬁ%égﬂliiﬁ%ﬁi
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IHEIRIBHEE, BB RS

?—.I_'E/:u',:\\ 'I«XEEIZISi'H_j,EllL,\o
Hi=zig
MBIREBEIMQTTHMUEANYEEMEA LN, BREERLHEAE, RS
1.1.6. HizHEE
MBREEIMQTTHNUEAYBEMEA LW, BIRIEESHHEEEE,

e B =Y BE N & A N 2FRERIMQT T MY .
BFIMQTT 5.05R MY .

BRS5ImIR B BB T .
e MQTT 3.1%13.1.1

THREMQTTHMY,

R[E5S REER

0 0x00 Connection Accepted

1 0x01 Connection Refused, unacceptable
protocol version

5 0x02 Connection Refused, identifier
rejected

3 0x03 Connection Refused, Server
unavailable

4 0x04 Connection Refused, bad user
name or password

5 0x05 Connection Refused, not
authorized

e MQTT 5.0

IR [E]85 REER

0 0x00 Success

128 0x80 Unspecified error

129 0x81 Malformed Packet

130 0x82 Protocol Error

132 0x84 Unsupported Protocol Version

136 0x88 Server unavailable

137 0x89 Server busy

BFEMOQTT 318,31 18R ETMYZ

RE

BRI,

BRS5BI ARSI
¥

FZIREROMQT THMYAR

clientid2HELEIR, FAHEMBENES
MENEX., FINSHEBEKERE . ¥
BEBHEAERE.

MEEZRCEIMY, EMQTTRS AT
A.

usernamesipasswordi& 1% .

REREFER,

RE

EERI,
RIEEHR,

B IR o
MXEERIR .
REFFRIBIRA.
BRSSEB|/ATTHA.

BRSSBREEIT,

32
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REH REER REH
138 Ox8A Banned by,
140 0x8C Bad authentication method HIRIIE A X
141 0x8D Keep Alive timeout RIEBE
144 0x90 Topic Name invalid TopicE L.
147 0x93 Receive Maximum exceeded BHEREKXE,
148 0x94 Topic Alias invalid Topical & X,
149 0x95 Packet too large BRI EBHIRT,
150 0x96 Message rate too high HERREREKNS,
151 0x97 Quota exceeded BHIRER,
152 0x98 Administrative action EEITH,
153 0x99 Payload format invalid Payload#& X T34
154 0X9A Retain not supported AXFFHEHERE,
155 0x9B QoS not supported AREZ#EHHQoS,
156 0x9C Use another server ERS—ARSEE.
157 0x9D Server moved BRS5BEEBIR,
158 0x9E Shared Subscription not supported AITHWHZITH,
159 O0X9F Connection rate exceeded BHEEEE,

1.2. COAPEFinXFRMZENTRH

RIAR AR 18 1T COAPHMIUR NMIBX W S 5 B R BIAED

=|I:'E{-.-ll_a\

COAPHMUE
HEEWIREE, 55

@ 3B BENLR2 (L) X E @ CoAP

i BIREF B COAPIMMIRAMIEX M T &

B, TERSHENNSL,

BEEANMEMES.

HERERES, FRRAER, AT

BFREZROVENFEIRE, LTEHENB-OTHIRE, BEIRSEECOAPIMUEMER T8 EE
COAPE}KL{D o

ETFHEREXERE, AUHREET CaliforniumERIVEARAIRE ., ARGID, ARIERERE, £HAX

FRANER

FRAE
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XN E S

A {ERJavaFF KR E

o RS : Windows10

e |DKRRZA: JDK8

o EMFRIFRE: Intell] IDEAK X R

pom.xmlE &

HEpomxmBEd, HRMLATHE, 5| ACalif orniumFFRAESS .
@O

<dependency>
<groupld>org.eclipse.californium</groupId>
<artifactId>californium-core</artifactId>
<version>2.0.0-M17</version>

</dependency>

<dependency>
<groupId>org.apache.commons</groupld>
<artifactId>commons-lang3</artifactId>
<version>3.5</version>

</dependency>

<dependency>
<groupId>commons-codec</groupld>
<artifactId>commons-codec</artifactId>
<version>1.13</version>

</dependency>

<dependency>
<groupId>com.alibaba</groupId>
<artifactId>fastjson</artifactId>
<version>1.2.61</version>

</dependency>

B

/*
* Copyright ©® 2019 Alibaba. All rights reserved.
Y

import java.io.IOException;

import java.nio.charset.StandardCharsets;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import java.util.Set;

import java.util.SortedMap;

import java.util.TreeMap;

import javax.crypto.Cipher;

import javax.crypto.Mac;

import javax.crypto.spec.IvParameterSpec;

import javax.crypto.spec.SecretKeySpec;

import org.apache.commons.codec.DecoderException;

import org.apache.commons.codec.binary.Hex;

import org.apache.commons.lang3.RandomUtils;
import org.eclipse.californium.core.CoapClient;
import org.eclipse.californium.core.CoapResponse;

import ora.eclinse.californinm.core.tils:

Apache commons T B & 1T E =fastjson

34
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import org.eclipse.californium.core.coap.CoAP;

import org.eclipse.californium.core.coap.CoAP.Code;

import org.eclipse.californium.core.coap.CoAP.Type;

import org.eclipse.californium.core.coap.MediaTypeRegistry;

import org.eclipse.californium.core.coap.Option;

import org.eclipse.californium.core.coap.OptionNumberRegistry;

import org.eclipse.californium.core.coap.OptionSet;

import org.eclipse.californium.core.coap.Request;

import org.eclipse.californium.elements.exception.ConnectorException;

import com.alibaba.fastjson.JSONObject;

/ * *
* CoAPEPIMEIEMBESYEXMF S, BEFeclipse californiumfF&o
* BEBAFERERSBHES, FEN (CorrEiEEE) NERMMNEREEBAET,

public class IotCoapClientWithAes {

// SERAPIEEMSE, A,

// #iHID, LUER2 (L&) Rl

private static String regionId = "cn-shanghai";

// FEfmproductKeyo

private static String productKey = "ﬁ@ﬁgiﬁﬁﬁproductKey";

// BEB M deviceName,

private static String deviceName = "{&Mi§&deviceName";

// 1&%&FFdeviceSecreto

private static String deviceSecret = "fEHJI&FdeviceSecret";

// FERAPIEEMESE, &R,

// EXMFZBAI, MACEERNELUTHEZ%: HnacMD5. HmacSHAL, TSsignmethod—H,
private static final String HMAC ALGORITHM = "hmacshal";

// ConrPREAMulE, MFFMNBIHOSE56820

private static String serverURI = "coap://" + productKey + ".coap." + regionId + ".link

.aliyuncs.com:5682";

// RIFHBAMTopico BEMITHIABEE X Topic, RERIFANREERENRE "o

private static String updateTopic = "/" + productKey + "/" + deviceName + "/user/update

// token option

private static final int COAP2 OPTION TOKEN = 2088;
// seq option

private static final int COAP2 OPTION SEQ = 2089;
// MEBEHEsha2560

private static final String SHA 256 = "SHA-256";
private static final int DIGITAL 16 16;

private static final int DIGITAL 48 48;

// CoAPE i,

private CoapClient coapClient = new CoapClient();
// tokenBHHATR, KMEREEMIKI.

private String token = null;

private String random = null;
@SuppressWarnings ("unused")
private long seqOffset = 0;
/**

*

iafkcorrE P ik,

* @param productKey, F-fmkeyo
* @param deviceName, I&& &M
* @param deviceSecret , IREEHH.
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Y
public void connect (String productKey, String deviceName, String deviceSecret) {
try {
// iANiEuri, /autho
String uri = serverURI + "/auth";
// RE¥FPoSTA .
Request request = new Request (Code.POST, Type.CON) ;
// 1&Boptione
OptionSet optionSet = new OptionSet () ;
optionSet.addOption (new Option (OptionNumberRegistry.CONTENT FORMAT, MediaTypeRe

gistry.APPLICATION JSON)) ;

optionSet.addOption (new Option (OptionNumberRegistry.ACCEPT, MediaTypeRegistry.A

PPLICATION JSON)) ;

request.setOptions (optionSet) ;
// &&EIAIEuri,
request.setURI (uri) ;
// BEBINEEKpayloads
request.setPayload (authBody (productKey, deviceName, deviceSecret));
// RIFINEERK,
CoapResponse response = coapClient.advanced (request) ;
System.out.println (Utils.prettyPrint (response)) ;
System.out.println();
// FRATIERIE,
JSONObject json = JSONObject.parseObject (response.getResponseText ());
token = json.getString("token");
random = json.getString ("random") ;
seqOffset = json.getLongValue ("seqOffset");
} catch (ConnectorException e) {
e.printStackTrace () ;
} catch (IOException e) {
e.printStackTrace () ;

}
/**
* RIXHE,
*
* @param topic, KZEHEMTopice
* @param payload, HERR,
Y
public void publish(String topic, byte[] payload) {
try {
// HBXEFuri, /topic/${topic}e
String uri = serverURI + "/topic" + topic;
// BESHN#seq, seg=RandomUtils.nextInt ()o
String shaKey = encod(deviceSecret + "," + random);
byte[] keys = Hex.decodeHex (shaKey.substring (DIGITAL 16, DIGITAL 48));
byte[] segBytes = encrypt (String.valueOf (RandomUtils.nextInt ()) .getBytes (Standa
rdCharsets.UTF 8), keys);
// RAZIFPOSTHE.
Request request = new Request (CoAP.Code.POST, CoAP.Type.CON) ;
// &Boptione
OptionSet optionSet = new OptionSet () ;
optionSet.addOption (new Option (OptionNumberRegistry.CONTENT FORMAT, MediaTypeRe
gistry.APPLICATION JSON)) ;

36
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optionSet.addOption (new Option (OptionNumberRegistry.ACCEPT, MediaTypeRegistry.A

PPLICATION JSON));

/‘k‘k

*

*
*
*
*

*

*/

} ca

} ca

} ca

optionSet.addOption (new Option (COAP2 OPTION TOKEN, token));
optionSet.addOption (new Option (COAP2 OPTION SEQ, segBytes));
request.setOptions (optionSet) ;
// RBHEEERTuri.
request.setURI (uri) ;
// EEBHBpayloado
request.setPayload (encrypt (payload, keys));
/] BRIEHB.
CoapResponse response = coapClient.advanced (request) ;
System.out.println (Utils.prettyPrint (response)) ;
// BRITERRIELER.
String result = null;
if (response.getPayload() != null) {
result = new String(decrypt (response.getPayload(), keys));
}
System.out.println ("payload: " + result);
System.out.println() ;
tch (ConnectorException e) {
e.printStackTrace () ;
tch (IOException e) {
e.printStackTrace () ;
tch (DecoderException e) {

e.printStackTrace () ;

ERIMEERAR,

@para

m productKey, Framkeyo

@param deviceName, I&&HHFo

@para

@retu

m deviceSecret, IZ&EFHH,
rn JAIEBERK.

private String authBody (String productKey, String deviceName, String deviceSecret) {

// HRBINERER.

/**

JSON

body.
body.
body.
body.
body.
body.
body.

Syst
Syst

retu

Object body = new JSONObject () ;

put ("productKey", productKey);

put ("deviceName", deviceName) ;

put ("clientId", productKey + "." + deviceName) ;

put ("timestamp", String.valueOf (System.currentTimeMillis()));
put ("signmethod", HMAC ALGORITHM) ;

put ("seq", DIGITAL 16);

put ("sign", sign (body, deviceSecret));

em.out.println("----- auth body ----- ) 2

em.out.println (body.toJSONString()) ;

rn body.toJSONString () ;

RERER.

@para

m params, EZFEH,

@param deviceSecret, R&EZHHo
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* @return J|ERTNEFIFRTR.
*/
private String sign (JSONObject params, String deviceSecret) ({
// ERESIRFHRIRFHEE.
Set<String> keys = getSortedKeys (params) ;
// sign. signmethod. version. resourcesP&ho
keys.remove ("sign") ;
keys.remove ("signmethod") ;
keys.remove ("version") ;
keys.remove ("resources") ;
// HERERAX,
StringBuffer content = new StringBuffer():;
for (String key : keys) {
content.append (key) ;
content.append (params.getString (key)) ;
}
// HEER,
String sign = encrypt (content.toString(), deviceSecret);
System.out.println ("sign content=" + content);
System.out.println("sign result=" + sign);

return sign;

/ * *
* FRENTsONM G HEF G ke yEE B
*
* @param json, BEHIFHISONMR,
* @return HEFEENkeyES-
Y
private Set<String> getSortedKeys (JSONObject json) {
SortedMap<String, String> map = new TreeMap<String, String>();
for (String key : json.keySet()) {
String vlaue = json.getString(key) ;
map.put (key, vlaue);
}
return map.keySet () ;
}
Jx*
* fERHVAC ALGORITHMANZE,

* @param content, BA3,
* @param secret, o
* @return FEXo
Y
private String encrypt (String content, String secret) {
try {
byte[] text = content.getBytes (StandardCharsets.UTF 8);
byte[] key = secret.getBytes (StandardCharsets.UTF 8);
SecretKeySpec secretKey = new SecretKeySpec (key, HMAC ALGORITHM) ;
Mac mac = Mac.getInstance (secretKey.getAlgorithm()) ;
mac.init (secretKey) ;
return Hex.encodeHexString(mac.doFinal (text));
} catch (Exception e) {
e.printStackTrace () ;

return null;
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}
/**
* SHA-256
*
* @param str, fFINZERIR.
2
private String encod(String str) {
MessageDigest messageDigest;
String encdeStr = "";

try {

messageDigest = MessageDigest.getInstance (SHA 256);

byte[] hash = messageDigest.digest (str.getBytes (StandardCharsets.UTF 8));

encdeStr = Hex.encodeHexString (hash) ;

} catch (NoSuchAlgorithmException e) {

System.out.println (String.format ("Exception@encod: str=%s;", str));

e.printStackTrace () ;
return null;
}
return encdeStr;
}
// RESINREBEE,
private static final String IV = "543yhijy97ae7fyfg";
private static final String TRANSFORM

private static final String ALGORITHM = "AES";
/**

* key length = 16 bits

=Y

private byte[] encrypt (byte[] content, bytel[] key) {

return encrypt (content, key, IV);
}
/**
* key length = 16 bits
=)
private byte[] decrypt (byte[] content, byte[] key) {
return decrypt (content, key, IV);
}
/**
* aes 128 cbc key length = 16 bits
=Y

"AES/CBC/PKCS5Padding";

private byte[] encrypt (byte[] content, byte[] key, String ivContent) {

try {

SecretKeySpec keySpec = new SecretKeySpec (key, ALGORITHM) ;

Cipher cipher = Cipher.getInstance (TRANSFORM) ;

IvParameterSpec iv = new IvParameterSpec (ivContent.getBytes (StandardCharsets.UT

cipher.init (Cipher.ENCRYPT MODE, keySpec, 1iv);

return cipher.doFinal (content) ;
} catch (Exception ex) {

System.out.println (

String.format ("AES encrypt error, %s,

ey), ex.getMessage()));

return null;

s, %s", content, Hex.encodeHex (k
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/**
* aes 128 cbc key length = 16 bits
*/
private byte[] decrypt (byte[] content, byte[] key, String ivContent) {
try {
SecretKeySpec keySpec = new SecretKeySpec (key, ALGORITHM) ;
Cipher cipher = Cipher.getInstance (TRANSFORM) ;
IvParameterSpec iv = new IvParameterSpec (ivContent.getBytes (StandardCharsets.UT

F_8));
cipher.init (Cipher.DECRYPT MODE, keySpec, iv);
return cipher.doFinal (content) ;
} catch (Exception ex) {
System.out.println (String.format ("AES decrypt error, %s, %s, %s", Hex.encodeHex
(content) ,

Hex.encodeHex (key), ex.getMessage()));

return null;

}

public static void main(String[] args) throws InterruptedException {
IotCoapClientWithAes client = new IotCoapClientWithAes() ;
client.connect (productKey, deviceName, deviceSecret);
client.publish (updateTopic, "hello coap".getBytes (StandardCharsets.UTF 8));
client.publish (updateTopic, new byte[] { 0x01, 0x02, 0x03, 0x05 })

1.3. HTTPE P igiE AP

ARREIREE I HT TP R A BN F & B R AIH,

VBN S SIFIREBEHTTPIMGEN . BXEER, BSRHTTPSEEERE,

AR E FJava HTTPEHEN AR, NMEBNAREREGEIHTTPIMUEAMERENESNIERSH, It
BREWREESE,

@ 3B BEMNER2 () MEZBHTTPEA,

pom.xmli &
FEpomxmB D, FHMLATRE, SIAREfastjsontl,

<dependency>
<groupId>com.alibaba</groupId>
<artifactId>fastjson</artifactId>
<version>1.2.68</version>

</dependency>

B
LT RIRE B HTTPHGE MBI F A BB EN EAABRE.,

/*

o~ i A AAaA ma 1o aaa o
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MEXMFEE RIELE-REEAN
~ LOpYyrignt © <ZUly Allpapa. ALl rignts reserved.
*/
package com.aliyun.iot.demo;
import java.io.BufferedOutputStream;
import java.io.BufferedReader;
import java.io.InputStreamReader;
import java.io.PrintWriter;
import java.net.URL;
import java.nio.charset.StandardCharsets;
import java.util.Set;
import java.util.SortedMap;
import java.util.TreeMap;
import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import com.alibaba.fastjson.JSONObject;
/*x
* IREEARTTPIMIENR E BT S,
* PXFEREE, ESR (HTTRIMED o
* BiEEI, 1EEN (HTTPEEERE) .
wy
public class IotHttpClient {
// #iHID, BER2 (L&) Rl
private static String regionId = "cn-shanghai";
// EXMERR, MVACEERNEU TFE % HnmacMD5. HmacSHAL, E#lsignmethod—Ho
private static final String HMAC ALGORITHM = "hmacshal";
// tokenBMHATR, KRMEFEEEMIKIL
private String token = null;
/**
* WIAHTTPR F ko
*
* @param productKey, Frfmkeyo
* @param deviceName, &%
* @param deviceSecret, REZHH.
*/
public void conenct (String productKey, String deviceName, String deviceSecret) {
try {
// FERE,
URL url = new URL ("https://iot-as-http." + regionId + ".aliyuncs.com/auth");
HttpsURLConnection conn = (HttpsURLConnection) url.openConnection() ;
conn.setRequestMethod ("POST") ;
conn.setRequestProperty ("Content-type", "application/json");
conn.setDoOutput (true) ;
conn.setDoInput (true) ;
// 3REXURLConnect ionF & 3 Bz A%t 57o
PrintWriter out = new PrintWriter (conn.getOutputStream());
// RIFBEREEH,
out.print (authBody (productKey, deviceName, deviceSecret));
// £lushiEitlimAIE A,
out.flush();
// 3RBRURLConnection¥ R FZAYHI N,
BufferedReader in = new BufferedReader (new InputStreamReader (conn.getInputStrea
m()));
// IRERURLAIIAIRZ,
Qtrine reanlt = "n.
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}
/**

*
*
*

*

*/

R R ’
String line = "";
while ((line = in.readLine()) != null) {
result += line;
}
System.out.println ("-—-—- auth result —----- ")
System.out.println (result) ;
// RANIEH R
in.close() ;
out.close();
conn.disconnect () ;
// 3KBRtokens
JSONObject json = JSONObject.parseObject (result) ;
if (json.getIntValue ("code") == 0) {
token = json.getJSONObject ("info") .getString("token") ;
}
} catch (Exception e) {

e.printStackTrace () ;

RIXHEHBo

@param topic, KIFHEBMTopice
@param payload, HERA.

public void publish(String topic, byte[] payload) {

opic) ;

try {
// FEfRE,

URL url = new URL ("https://iot-as-http." + regionId + ".aliyuncs.com/topic" + t

HttpsURLConnection conn = (HttpsURLConnection) url.openConnection() ;
conn.setRequestMethod ("POST") ;

conn.setRequestProperty ("Content-type", "application/octet-stream");
conn.setRequestProperty ("password", token);

conn.setDoOutput (true) ;

conn.setDoInput (true);

// 3REXURLConnect ionF &R 3 7 A%t 57to

BufferedOutputStream out = new BufferedOutputStream(conn.getOutputStream());
out.write (payload) ;

out.flush();

// 3RBXURLConnect ionf &R 3B BY%IN 7o

BufferedReader in = new BufferedReader (new InputStreamReader (conn.getInputStrea

// RBRURLEIIRIREZ,
String result = "";
String line = "";
while ((line = in.readLine()) != null) {
result += line;
}
System.out.println ("----- publish result ----- W) g
System.out.println (result) ;
// REERMNIH R,
in.close () ;

out.close();

42
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conn.disconnect () ;
} catch (Exception e) {

e.printStackTrace () ;

}
/ * %
* ERRINEERAS.
*
* @param params, JAESH,
* @return JNEEKRE S,
w2y
private String authBody (String productKey, String deviceName, String deviceSecret)
// MWEIAEER,
JSONObject body = new JSONObject () ;
body.put ("productKey", productKey) ;
body.put ("deviceName", deviceName) ;
body.put ("clientId", productKey + "." + deviceName) ;
"timestamp", String.valueOf (System.currentTimeMillis()));
"signmethod", HMAC ALGORITHM) ;

(
(
body.put (
body.put (
body.put ("version", "default");
body.put ("sign", sign(body, deviceSecret));
System.out.println ("-—---—- auth body ----- ")
System.out.println (body.toJSONString()) ;
return body.toJSONString() ;
}
/**
* REIRER.
*
* (@param params, 2B,
* @param deviceSecret, IREEHH,
* @return FHZ+NEHIFRR,
*/
private String sign (JSONObject params, String deviceSecret) ({
// ERSBIRFHRIRFHEEF.
Set<String> keys = getSortedKeys (params) ;
// sign. signmethodMlversionfRIhs
keys.remove ("sign") ;
keys.remove ("signmethod") ;
keys.remove ("version") ;
// AERFZEAX,
StringBuffer content = new StringBuffer();
for (String key : keys) {
content.append (key) ;
content.append (params.getString (key)) ;
}
// HEER.
String sign = encrypt (content.toString(), deviceSecret);
System.out.println ("sign content=" + content);
System.out.println ("sign result=" + sign);
return sign;
}
/**
* FRENIsSONM RHEF G keyEE Ao

*

{
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* @param json, BEHIFHISONMR,
* @return HEFEMIkeyES,
*/
private Set<String> getSortedKeys (JSONObject json) {
SortedMap<String, String> map = new TreeMap<String, String>();
for (String key : json.keySet()) {
String vlaue = json.getString (key) ;
map.put (key, vlaue);
}
return map.keySet () ;
}
/ * *
* fERHVAC ALGORITHMANE,

* @param content, BA3,

* @param secret, FH,

* @return M,

Y

private String encrypt (String content, String secret) {

try {

byte[] text = content.getBytes (StandardCharsets.UTF 8);
byte[] key = secret.getBytes (StandardCharsets.UTF 8);

SecretKeySpec secretKey = new SecretKeySpec (key, HMAC ALGORITHM) ;

Mac mac = Mac.getInstance (secretKey.getAlgorithm()) ;
mac.init (secretKey) ;
return byte2hex (mac.doFinal (text)) ;
} catch (Exception e) {
e.printStackTrace () ;

return null;

}
/‘k‘k

*

ZHEIEH AR R,
*
* @param b, ZHHIEA.
* @return +7NEHHIFERTB.
*/
private String byte2hex (byte[] b) {
StringBuffer sb = new StringBuffer();
for (int n = 0; b != null && n < b.length; n++) {
String stmp = Integer.toHexString(b[n] & OXFF);
if (stmp.length() == 1) {
sb.append ('0") ;
}
sb.append (stmp) ;
}
return sb.toString() .toUpperCase () ;
}
public static void main (String[] args) {

String productKey = "f&BproductKey";

String deviceName = "#&MdeviceName";
String deviceSecret = "f&MdeviceSecret";

TotHttpClient client = new IotHttpClient();

client.conenct (productKey, deviceName, deviceSecret);

44
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// RIZHEBWTopic, FITEIEHIEEEN, ®EBRKHINR,

String updateTopic = "/" + productKey + "/" + deviceName + "/user/update";
client.publish (updateTopic, "hello http".getBytes (StandardCharsets.UTF 8));
client.publish (updateTopic, new byte[] { 0x01, 0x02, 0x03 });

1.4. MQTT-WebSocketiAiE#E AN 7~

AR MHNode jSIEEBIRGMLE, NMENEEFEIREBIMQTT-WebSocket BEEANMENFES,

%%EI@\

{EEWebSocket AR IENIRZHEMBLIE, BESAMOTT-WebSocket EEE(S,
AXPUBRAZESEFTIREAG, ERYEXRMFESIRHIIREIHLNkSDK, BEHIREEAM L TTEET
iz,

@ B BEHLNKSDKERBTLSNE, BEEATRES.

BRELR

1. EWindowsER A LINUXRE S T4+ 22 Node js, AXAWindows 10 (6444 ) RZGE ARG, THZES
node-v14.15.1-x64.msi,

2. RERINE, FTHACMDEQ, @XATHLSEENOde R,

node --version
ETRUTRAEAS, ZRRREMS,
v14.15.1

3. EARMITENEIFE—NavaScript X4 (FlaNiot_devicejs) , FAETFEMNode s,
Node js/nBICEBENT :
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const iot = require('alibabacloud-iot-device-sdk');

// REEBER.

const productKey = 'alWx**';
const deviceName = 'device2';
const deviceSecret = 'ff0le59dla***"';

// FRRAHEGIMEWARES, BFES LMD, BRAEFILEEES.
const instanceld = '';
// HEIFE AR &R R T D,
const region = 'cn-shanghai';
const brokerUrl = instanceld
? ‘wss://${instanceld}.mgtt.iothub.aliyuncs.com:443"
‘wss://${productKey}.iot-as-mgtt.${region}.aliyuncs.com:443";
const device = iot.device ({
productKey: S${productKey} ",
deviceName: °${deviceName}  ,
deviceSecret: °${deviceSecret}",
brokerUrl,
tls: true,
}) i
// ¥PFconnectZEff: BIMOTTIEE, ITHRBEENX Topic, BiEBENX TopicAMIEMEE kiXHE.
device.on ('connect', () => {
device.subscribe (" /${productKey}/${deviceName}/user/get ") ;
console.log ('connect successfully!');
device.publish (' /${productKey}/${deviceName}/user/update’, 'hello world!');
1)
// ¥MfmessageEff,
device.on ('message', (topic, payload) => {
console.log (topic, payload.toString()):;
1) i
// SWrerrorEft,
device.on ('error', (error) => {
console.error (error) ;
}):
// MRERLETMFA SN T SRERE, AIURRT—TEENS, EAend SN &rEE
o

//device.end () ;

EHRZRTER, BRNNSHNENZMHRPRENES.

¥ 7~ iR

productKey aTw***

deviceName device2

deviceSecret ff01e59d1a***
BAMEERE, RENEHIERER, BELKEL
FiEH,
R o]ERE A iR Edevice2 NRF B REE
E=
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¥ 7~ iEA
SEHIID, EOIED M EEG AN AR am,
EEYHILHIMID,
o EHBIDE, »RENZIDE.,
instanceld ! o BELPMBAEAIDE, EASME, B iotins
tanceld = "'
SEEIEIEIREE, ES LA,
. . IEYIEE N B IR & FrE g 9fCaS . M ABmERIXS
region cn-shanghai

%, BERMIEATEX,

4. 3THCMDEO, FERcdin$ikE ot device sSXEREREZ, HIZBETERANpMG S THEZ=IOTH
Link SDKE, T&HENEXHNTEF R,

npm install alibabacloud-iot-device-sdk —--save

node modules 2020/11/17 15:05 =
iot_device 2020/11/18 15:15 JavaScript 204 2 KB
| | package-lock,json 2020/11/17 15:05 JSON & 26 KB
5. ECMDEOMAM TS, &fT/ot_device s, BigE.
node iot device.js
REMNMTER, ERREEARY, FRINEHGHER.
>node iot_device. js
foonnect successfully!
EHZTHENNER TTES
1. BRMEMESEFS.
2. ERHAELS, ERYEKMES T,
3. EEMEME, EREEEHE > 8%,
HERBHERE, tJEFREdevice2 RENES .
1141
= ’ 3732 130 i T
REFE HREE mRER
Bl = - v a v

4. BEFig&device2BEFENEE, ERFFBERE, BTHERS, RAEETHEES.
Ei-‘lﬂﬁiﬁaluﬁ$ EERLTER,
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MW E S

I KT test v
FRIETAE BEFEAT B
device2 Qe B Traceld Q BENASEET. Messageld Q SEWRE v 148t v
== =5
H7E TracelD BERE WSR2 T BE RE wE
2021711423 1035:38.771 O3 » device2 TR fsysla Vo CContent'subs.. 200
2021/11/23 103538775 033 device2 T foys/al 7 [Content™'subs. 200
2021711423 10:35:38.748 Qa3 = device2 ggFs online {Content*"on 200
2021/11/23 1035:38.773 Oa3mpm n device2 TR - - “orftent’:"subs. 200

/a1 I/device2/user/get

2021/11/23 10:35:38.780 0=3 device2 TR fal wvi ' " subs 200

5. EBXIIER, HEREFH=

EEFE

Topic

AfE]

AE  Text(UTF-8) v

HE, BHEE,

falv

Y/device2/user/update

2021/11/23 10:35:38.786

helle world!

6. MIXTTIRIE: NIBRESMREREHER.
L REREEE > RENE, AREJIEXRE, BHiREdevice2BEENESR .,

i. FIREFERE, BETopicd|ERE, ®KISITHNTopic:

BREMER.

ii. WNHERE, BEHIA.

PLichi=t

EERELRIMBEREENER,

=5

=i

X

O I=: W=z Topic IEERER. FEEEE, LNLRERE. X258

TSR SRES TR,

Topic

/o W s st [ device2/user/get

KERE

4£1000

/alW***/device2/user/get ,
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v. REIRFEBETEN, EFREEREWER, RREBELEE.

connect su

,."' a

o}
i
T
j=x]
3
—¢
m
it

BB ERORKIE T HERE,

BEFBEE B

AXPU—B—BFEMR B avaRBB G, NMBETMQTTREMNIIIRE, WEAMSEMFHFREENDEN
SEBINER E/IDeviceSecret
IR R4

BRl2-E P TSR:

1. g,
. FESSEMR.
AINRE,
FEEIRR
BRER
MEMEEFEHRERSINEAL, BMAESR, BEAesE%2AL,
MERNFEEFETFMOTTEEN —E —ZFEMMETUEMINE, BXREMSERE, FSLETMOTT
BEINREHNSEM
BELR

. ¥TFFIntellj DEA, BIZE—MavenIi2, HIIIMQTT A EA .

2. EIEPHpomxmiXEd, HMMavenik#i, A58 FHLoad Maven ChangesBEltR, TREKBET
£

B> owon

<dependency>
<groupId>org.eclipse.paho</groupId>
<artifactId>org.eclipse.paho.client.mgttv3</artifactId>
<version>1.2.1</version>

</dependency>

<dependency>
<groupId>com.alibaba</groupId>
<artifactId>fastjson</artifactId>
<version>1.2.61</version>

</dependency>

3. EIEMQTTIIARTMNEER /src/mainjavat, tliEavazé, flalDynamicRegisterByMqtt, AL
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TR,

@ 8

o RERNMEN, UHTZRHEEM, RE\EBIDeviceSecret ARE— RN, BHREKE

& & BDeviceSecret A EHT.

o RFBLCHCEN, BREIFAResetThing APIEE ZIFIRFIRSARETE, FREBXNSTEMZ

RE,

/*
* Copyright © 2019 Alibaba. All rights reserved.
=
package com.aliyun.iot.demo;
import java.nio.charset.StandardCharsets;
import java.util.Random;
import java.util.Set;
import java.util.SortedMap;
import java.util.TreeMap;
import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;
import org.eclipse.paho.client.mgttv3.IMgttDeliveryToken;
import org.eclipse.paho.client.mgttv3.MgttCallback;
import org.eclipse.paho.client.mgttv3.MgttClient;
import org.eclipse.paho.client.mgttv3.MgttConnectOptions;
import org.eclipse.paho.client.mgttv3.MgttException;
import org.eclipse.paho.client.mgttv3.MgttMessage;

import org.eclipse.paho.client.mgttv3.persist.MemoryPersistence;

import com.alibaba.fastjson.JSONObject;
/**
* G,
&/
public class DynamicRegisterByMgtt {
// #H 1D, EE & SERTEMIE 1D,

private static String regionId = "cn-shanghai";

// EXMFZEAR. AIEMACE .. HmacMD5. HmacSHALl. HmacSHA256, ilsignmethodBE—H,

private static final String HMAC ALGORITHM = "hmacshal";
// BBYIBMT S FTRIEEIEBNTopico TREIE, THITH, HiRFER.

private static final String REGISTER TOPIC = "/ext/register";

/**

- EASEM.

*

* @param productKey F=amBYProductKey
* @param productSecret FFmZi

* @param deviceName IRER

* @throws Exception

*/

public void register (String productKey, String productSecret,

rows Exception ({

/] ENEE, REEEATLS,

String deviceName) th

String broker = "ssl://" + productKey + ".iot-as-mgtt." + regionId + ".aliyuncs
.com:1883";

// RINBFURID, BIERIREMNMACHItEisNEE, 64F R,

String clientId = productKey + "." + deviceName;

50
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YIEXF &

// IREXBENE.

Random r

int random

new Random() ;
= r.nextInt (1000000) ;

// securemodeREEA2RTREEMRATLS; signmethodfSEEREE.
String clientOpts = "|securemode=2, authType=register, signmethod=" + HMAC ALGORI

THM + ", random=" + random + "|";
// MOTTHENZE FIEID.
String mgttClientId = clientId + clientOpts;
// MOTTHENRAF o
String mgttUsername = deviceName + "&" + productKey;
// MOTTHENTS, BIER,
JSONObject params = new JSONObject () ;

params.put ("productKey", productKey);

params.put ("deviceName", deviceName) ;

params.put ("random", random) ;

String mgttPassword = sign (params, productSecret) ;
// BIEMOTT connectiRICGHITEIZ EM

connect (broker, mgttClientId, mgttUsername, mgttPassword) ;

* @EM

QTT connectIRXKRIEEIEFME S

* @param serverURL BHZSEMHEEHE
* @param clientId ZFURID

* @param username MOTTHHF®&

* @param password MOTTZEHEY

*/

@SuppressWarnings ("resource")

private void connect (String serverURL, String clientId, String username, String pas

sword) {

try {

ception {

ets.UTF 8);

MemoryPersistence persistence = new MemoryPersistence () ;

MgttClient sampleClient = new MgttClient (serverURL, clientId, persistence);
MgttConnectOptions connOpts = new MgttConnectOptions() ;
connOpts.setMgttVersion (4);// MQTT 3.1.1

connOpts . setUserName (username) ; // FAP#&

connOpts . setPassword (password.toCharArray());// &5

connOpts. setAutomaticReconnect (false); // MOTTENZEMMGRE LXK F BEhEE

System.out.println ("-—---—- register params ----- ")
System.out.print ("server=" + serverURL + ",clientId=" + clientId);
System.out.println (",username=" + username + ",password=" + password) ;
sampleClient.setCallback (new MgttCallback() {

@Override

public void messageArrived (String topic, MgttMessage message) throws Ex

// AR ERNFEEMIRELE S
if (REGISTER TOPIC.equals (topic)) {
String payload = new String(message.getPayload(), StandardChars

System.out.println ("----- register result ----- ")
System.out.println (payload) ;

sampleClient.disconnect () ;
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}

/**

}
@Override
public void deliveryComplete (IMgttDeliveryToken token)
}
@Override
public void connectionLost (Throwable cause) {
}
1)
sampleClient.connect (connOpts) ;

} catch (MgttException e) {

System.out.print ("register failed: clientId=" + clientId);

System.out.println (", username=" + username + ",password="
System.out.println ("reason " + e.getReasonCode()) ;
System.out.println("msg " + e.getMessage());

System.out.println

("
(
(
System.out.println("loc " + e.getLocalizedMessage());
("cause " + e.getCause());
(

System.out.println ("excep " + e);

e.printStackTrace () ;

* HIASEMER.

*

*

*

*

*/

@param params &ERBE
@param productSecret FrFmZEiH
@return FEZ7HEIFRE

private String sign (JSONObject params, String productSecret) {

}

/**

/ ERSHIRFHIRFHF .
Set<String> keys = getSortedKeys (params) ;
// sign. signMethodFf%ho
keys.remove ("sign") ;
keys.remove ("signMethod") ;
// HREZEX,
StringBuffer content = new StringBuffer();
for (String key : keys) {
content.append (key) ;
content.append (params.getString (key)) ;
}
// HEEZ,
String sign = encrypt (content.toString(), productSecret) ;
System.out.println ("sign content=" + content);
System.out.println("sign result=" + sign);

return sign;

* FREXISONKRHEFEHIke yEE B,

*

* @param json TEHFHIISONMER
* @return HEFGEMkeyES

*/

private Set<String> getSortedKeys (JSONObject json) {

SortedMap<String, String> map = new TreeMap<String, String>();

for (String key : json.keySet()) {

{

+ password) ;

52
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String vliaue = json.getstring(key);
map.put (key, vlaue);
}
return map.keySet ();
}
/ * %
* fERHVAC ALGORTTHMANE
*
* @param content BAX
* @param secret %A
* @return X
*/
private String encrypt (String content, String secret) {
try {
byte[] text = content.getBytes (StandardCharsets.UTF 8);
byte[] key = secret.getBytes (StandardCharsets.UTF 8);
SecretKeySpec secretKey = new SecretKeySpec (key, HMAC ALGORITHM) ;
Mac mac = Mac.getInstance (secretKey.getAlgorithm()) ;
mac.init (secretKey) ;
return byte2hex (mac.doFinal (text)) ;
} catch (Exception e) {
e.printStackTrace () ;

return null;

}
/**
* DB ORBIF R SR
*
* @param b ZHHIELH
* @return +7NHHIFERTHR
Y
private String byte2hex (byte[] b) {
StringBuffer sb = new StringBuffer();
for (int n = 0; b != null && n < b.length; nt+) {
String stmp = Integer.toHexString(b[n] & OXFF);
if (stmp.length() == 1) {
sb.append ('0") ;
}
sb.append (stmp) ;
}
return sb.toString() .toUpperCase() ;
}
public static void main(String[] args) throws Exception {

String productKey = "alIoK****x*xx";
String productSecret = "6VEUS5QLj5S**xxAxNy
String deviceName = "OvenDeviceOl";

// BT EM.
DynamicRegisterByMgtt client = new DynamicRegisterByMgtt () ;
client.register (productKey, productSecret, deviceName) ;

// BhA&SEMERTN, BEEDMEbdeviceSecrets
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¥ Al gL
regionld cn-shanahai BB B RS FrE/higID, MR RES %L, BSRE
9 9 MTAK,

ductke R EERE RSN SProductkey, TIERMBENTS, EFSiE
P Y BREE,

N ERRERENMProductSecret, TIERYEKEMER, EF-Mm
productSecret 6VEU5QLj5S EEREE,
/u\lﬂﬁﬂﬁ%ﬁo

. ) BEHEN SR DeviceName, BIEERTILABEEMNEED

deviceName OvenDevice01

1*EX§JE'JID, Mg ZBIMACHEAE . IMEISISNTBE, 1EA
DeviceName{EF,

4. iBf7DynamicRegisterByMqtt.javaXff, {#ig&#Ew DeviceNameRFf/& = mAIProductKey,
ProductSecret [a] == i & EEIAUEIE K .

WITERNBEF R, MBENTEREELSE, 8EERE =iF T &HDeviceSecret (  8d1f0cdab49dd22

9cf3b75********** ) °

BEFZ R

1&*396?5}1‘\_ ERIEFTEMNIREIES (ProductKey, DeviceNameFIDeviceSecret) 5, BEEAMQTTERF
7, BRBEAVBRNES, #THIREERE.

BRIRIE, BB WpPaho-MQTT JavaiZ AR,

A PA—B —ZFE M B JavaR B AR, NBEFHTTPSEGMNANEE, WM FHIREUE NV M
SEHINER E#IDeviceSecret

AR &M

BRM A ZUEPRNUTESR

1. B8 M@,

. R EM .

AINRE,

FEAIRR .

%%EI@\
MHEMFAXHSHRERSNEAR, BFMERR, EBReE22L,

BN & ETHTTPSEE LI —E —Z N FUEMINE. BXTopicHISHRE, HENaEsED
HTTPSEIAE M o

B> owon
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MENFES RESLE- ZEEA

BRELR
1. $TFFIntellj IDEA, BIE—"MavenT 2, BIIIHTTPSEAEM .
2. EIEFHNpomxmiXEd, HMMavenik#i, A58 Load Maven ChangesEltR, TRKBET
iﬁo

<dependency>
<groupId>com.alibaba</groupId>
<artifactId>fastjson</artifactId>
<version>1.2.61</version>

</dependency>

3. EIRHTTPSENAEM IR /src/main/javals, tliZlava, HliNDynamicRegisterByHttps, AL
T8,

@ 8

o RERBUEN, tIEITSXEIAEM, ®REBDeviceSecret ARfE—IR A, BHRE LD
1% & BDeviceSecret A& ¥,

o REFEEMEN, EFAAResetThing APEEZIFIRERSAREE, FeeBRITEMZ

i«ﬁ%o
/*
* Copyright © 2019 Alibaba. All rights reserved.
*/

package com.aliyun.iot.demo;
import java.io.BufferedReader;
import java.io.InputStreamReader;
import java.io.PrintWriter;
import java.net.URL;
import java.nio.charset.StandardCharsets;
import java.util.Random;
import java.util.Set;
import java.util.SortedMap;
import java.util.TreeMap;
import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import com.alibaba.fastjson.JSONObject;
/**
* IR EM
=y
public class DynamicRegisterByHttps {
// #H1D, HEEAYF=RFRTERIIR 1D,
private static String regionId = "cn-shanghai";
// EXMEZERR. AEMACEE: HmacMD5. HmacSHAl. HmacSHA256, HE#lsignmethod—Ho
private static final String HMAC ALGORITHM = "hmacshal";
/**
* EhES AR,
*
* @param productKey Frgmkey
* @param productSecret F=anZH
* @param deviceName IZERZ
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* @throws Exception
*/
public void register (String productKey, String productSecret, String deviceName) th
rows Exception {
// TER M,
URL url = new URL("https://iot-auth." + regionId + ".aliyuncs.com/auth/register
/device") ;
HttpsURLConnection conn = (HttpsURLConnection) url.openConnection() ;
conn.setRequestMethod ("POST") ;
conn.setRequestProperty ("Content-type", "application/x-www-form-urlencoded") ;
conn.setDoOutput (true) ;
conn.setDolInput (true);
// 3RBYURLConnect ion¥f &R 3 K7 B4t 7o
PrintWriter out = new PrintWriter (conn.getOutputStream()) ;
/] RIFERER
out.print (registerdBody (productKey, productSecret, deviceName)) ;
// flushigithRAvEE A,
out.flush();
// 3IREXURLConnectionF &R 3 Bz B4 N o

BufferedReader in = new BufferedReader (new InputStreamReader (conn.getInputStrea

// IRERURLAYIAIR,

String result = "";

String line = "";

while ((line = in.readLine()) != null) {
result += line;

}

System.out.println ("-—-—- register result ----—- ")

System.out.println (result) ;

// RANIEL R

in.close() ;

out.close();

conn.disconnect () ;

/**

*

LRSS ERERAR,

* @param productKey FIEEProductKey

* @param productSecret FrEREEiH

* @param deviceName I&FHHAMR

* Qreturn ENEFMpayload

*/

private String registerdBody (String productKey, String productSecret, String device
Name) {

// IREXBEHIE,
Random r = new Random() ;
int random = r.nextInt (1000000) ;
// EESEMEER.
JSONObject params = new JSONObject () ;
params.put ("productKey", productKey);
params.put ("deviceName", deviceName) ;

(

(
params.put ("random", random) ;
params.put ("signMethod", HMAC ALGORITHM) ;
(

params.put ("sign", sign(params, productSecret)) ;
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// ¥¥Epayloade

StringBuffer payload = new StringBuffer();

for (String key : params.keySet()) {
payload.append (key) ;
payload.append("=");
payload.append (params.getString (key)) ;
payload.append ("&") ;

}

payload.deleteCharAt (payload.length() - 1);

System.out.println ("-—--—- register payload ----- ")

System.out.println (payload) ;

return payload.toString();

/**
* EEMESR.
*
* @param params HRSE
* @param productSecret F=aaZiA
* @return BHZ+NHHIFRSH
*/
private String sign (JSONObject params, String productSecret) {
// EREBIEFHIFFHRF.
Set<String> keys = getSortedKeys (params) ;
// sign. signMethodf&4h
keys.remove ("sign") ;
keys.remove ("signMethod") ;
// HEERAX,
StringBuffer content = new StringBuffer();
for (String key : keys) {
content.append (key) ;
content.append (params.getString (key)) ;
}
// HHEESZ,
String sign = encrypt (content.toString(), productSecret);
System.out.println("sign content=" + content);
System.out.println ("sign result=" + sign);
return sign;
}
/**
* IREXIJSONM R R ke yER &
*
* @param json FsEHFFFEIISONMER
* @return HIFF/EMkeyER
*/
private Set<String> getSortedKeys (JSONObject json) {
SortedMap<String, String> map = new TreeMap<String, String>();
for (String key : json.keySet()) {
String vlaue = json.getString (key) ;
map.put (key, vlaue);
}
return map.keySet () ;
}
/**
* fEFHVAC ALGORITHMANZE,

-
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* @param content BAX
* @param secret %A
* @return FEX
=y
private String encrypt (String content, String secret) {
try {
byte[] text = content.getBytes (StandardCharsets.UTF 8);
byte[] key = secret.getBytes (StandardCharsets.UTF 8);
SecretKeySpec secretKey = new SecretKeySpec (key, HMAC ALGORITHM) ;
Mac mac = Mac.getInstance (secretKey.getAlgorithm()) ;
mac.init (secretKey) ;
return byte2hex (mac.doFinal (text));
} catch (Exception e) {
e.printStackTrace () ;

return null;

}
J**
* B 7OR S F R &R
*
* @param b Z#HIEREH
* @return +7RHHIFRTH
*/
private String byte2hex (byte[] b) {
StringBuffer sb = new StringBuffer();
for (int n = 0; b != null && n < b.length; n++) {
String stmp = Integer.toHexString(b[n] & OXFF);
if (stmp.length() == 1) {
sb.append ('0") ;
}
sb.append (stmp) ;
}
return sb.toString() .toUpperCase () ;
}

public static void main(String[] args) throws Exception {

String productKey = "alIoK***x*x";
String productSecret = "6VEUSQLlj5S**AxAKxN,
String deviceName = "OvenDeviceOl";

// BT EM.
DynamicRegisterByHttps client = new DynamicRegisterByHttps () ;
client.register (productKey, productSecret, deviceName) ;

// EhASEMBRINE, FEEHdevicesecrets

2% Al iR
regionid cn-shanghai BB A RS FAEMEID, MIEABRERRAZE, BESRME
9 9 MIAK,
EERE RSN SProductkey, TTERMENTE, EFSiE
productKey alloK

BRES.
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# fl A

W

e Z= 042 = P23 a 7L [=]
productSecret BVEL5QUSS }EkmiilxmE‘JFuuProductSecret, NERMEMES, EF @
HEREE,

RIRENBR,

. EiR&WE N S8 DeviceName, BIERA T EEMRETD
deviceName Ovenbevice01 EEMID, MIREHIMACHESE, IMESNBE, {EX
DeviceNamef&F ,

4. jzfTDynamicRegisterByHttps.javaX ff, {#i&& %+ DeviceNameFFf/& = iProductKey.
ProductSecret @ =i K EIANEE R, FATERNEFR, YENFEEREBEDE, REBFRII=HT

& BIDeviceSecret ( 6b14088fa377e8£852d82 7 £***kkkk% )

BESER

BEFRBEERRIAENIRSEIED (ProductKey, DeviceNameF1DeviceSecret) 5, HHBEEAMQTTEF
i, BigEBEANYEMES, BITHEES.

BE{REBE, B8 Wraho-MOQTT JavaiEz 54l

1.7. FEAMOQTT.IXEAYBENES

MQTT.fx2—FE FEclipse Paho, {#MHJavalEEREHNIMQTTE Fis, ¥FWindows, MacHlLinuxig{E &
%, oH :J:S“\“lIE&%zEéE—I 5MBEMESIEEEE, FEBITopiciTRAMAEMER ., AXLAWINdowsRAE T
MQTT.fxAH, NBELIZEUMQTTIMEAYENES,

IR s

E?:E%H%H”“?I% SEIEFAMNRE, AEERSEBERIE, KRNRFIEBAMQTTEESHNESR.
BikgE, B30

o BIE~m,
o BIRIRE.

St

o FEIMQTTEZSHE,
ASGREVIRZIEBAMOTTEZESHEN TR, SEHEMRE, B8 AVMQTT-TCPEEEE,

1 &
ProductKey al x*x*
DeviceName devicel
DeviceSecret £35%**d9%e
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al*** _devicel | securemode=2, signmethod=hmacsha256, timestamp=252

b B

clientld 4608000000 |
username devicelg&al***
passwd 86761 ***x21d
maqttHostUrl

port 1883

D =
SEi8 & S SDKE AT IR,

EEEMQTT.fxEA

al*** jot-as-mgtt.cn-shanghai.aliyuncs.com

MQTT.FARIMELIRE, NIFEBEEDBEE. NFLNBEERERE, BUJUERE

1. THHREMQTT XM, MQTT.fXRELENERIREE, BESAMOTT fx,
ARRB){ERAmMgttfx-5.2.0-windows-x64 R ARk 14,

@ 308

{ERAMQTT.fxTEFEHLicense, EBTHE.

2. ITFFMQTT fxiftk, BEsBEdiExtras, %&#REdit Connection Profiles,

@ MQTT:x - 5.2.0 - Standard Edition

var bl

Edit Connection Profiles ShiftsMetatC

et - g Diconnect
- Import. » #
Export. »

m Subscribe  Sparkplug Explorer ~ Scripts  Broker Status  Log

o [T

- [m} X

3. #Edit Connection ProfilesTi@),
i. IREEAEER,

STRUTSHNIRE.

60
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New Profile
test Profile Name | iot connection

PuleTpe MQTTBoker - NMQTE
MQTT Broker Profile Settings

Broker Address | 31| Liot-as-matt.cn-shanghai aliyuncs.cc
Broker Port | 1883

Client ID 5 devicel|securemode=2 signmethor | Generate

User Credentials  SSL/TLS  Proxy LWT

Connection Timeout | 30

Keep Alive Interval | 60
Clean Session v/
Auto Reconnect
Max nflight | 10

MQTT Version v/ Use Default

S i8R

Profile Name BMANBH B ENXZ#R ot connection,
Profile Type MQTT AR E81EE, %EIFEMQTT Broker,

MQTT Broker Profile Settings

MQTTHENER, XM ATESAHERBREIMgttHostUrlE::

nghai.aliyuncs.com,
Broker
Address B g7 *** R ARG @EProductKey,
® cn-shanghaiR AR G) FREE#D IS
Broker Port REN 1883,

ail***jot-as-maqtt.cn-sha
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Client ID

General

i8R

MQTTEIMYF R,

ElE&:  ${Clientid}) securemode=$Mode}, signmethod=${SignMethod}| times
tamp=4$ftimestamp}| .

W A2 AR BB A clientld&: a7***.devicel[securemode=_2,signmethod=hm
acsha256,timestamp=2524608000000),

SHHE:
® $/Clientid}: i&%&. AppEiWebZiz 2 THIClient IDEE.,

D & zETAEY, KERANZHUN, ENRENDEE, EXE
FREREMACHIEEISNGD, HEGIRS RAARRIRE.

= ${Mode}: 2R, TEEF2 (TLSEEEN, FEIRESSL/TLSER)
M3 (TCPEHEETR, THIRESSL/TLSER) .

m $fSignMethod}. Ei&ZER!, F¥Ehmacsha256. hmacmd5f hmacshai,
» $ftimestamp): FrREFINBZEMME, tJUARfLE#Etimestamp,

B T SR E RS H T ${ClientldBRINT3  ${ProductKey} + '.' + ${DeviceNa
me} BRBNFERE, $ModefERiNR2, ${SignMethodERiN hmacsha256, {RTIiR
BEEBK,

D xm
= MQTT.fx#9Client IDFNIREH §{Clientid}, TNMEE.
" AEFRRSHZEAREENESL (|) .
" RESHE, BREASHETHASHENNEIEETE.
= B AClient IDEE/E, BZ £ THGenerate,

ARBIERERINME, BRI URELRERERRE.

62
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i. BdUser Credentials, %9 Use Username/PasswordEi%fE, ig&User
Name#Password,

Profile Name | jot connection

n
Profile Type  MQTT Broker - m\ m
MQTT Broker Profile Settings
Broker Address iot-as-matt.cn-shanghai.aliyunc

Broker Port | 1883

Client ID 7 devicel|securemode=2 signmet Generate

General BEECEOENENIEIRN TLS/SSL  LWT  Proxy

Use Username/Password v/

User Name | devicel&z

Password

S# S

Hig& & & DeviceName, and (&) M= @ProductKeyEry, BEHRANA §{DeviceName}
s $fProductkey} |

User N AR ERE A usernamefd: devicel&al***,
Name . .
B devicel RMiIREHIDeviceName,

B a1xrx RIREBIProductKey,

B EREMBZ %, MRS DeviceSecret 334, ¥MESHAMSHERER, MBER
Password,

RN FHESF AP EIREBpasswdfl: 86767*21d,

D &

» NEEEABMQTT.AXARA, EHNEPasswordEAERERNFEFH, REX
RENBANENRIEZET B, WRTRHMUMI, BNESH.

s ERRSHMSHETEEINANE,

n ERZEClient IDBY, BT ERBUES B ${Clientld). ${SignMethodfi&
B, HWIUREMBSHESClient IDENNSHE—N, ESHitEE
Password, HHXS#HIRESIHER %, BES RN EHANode jsiEESHAITE,

Password

> MAYRRA: 20220624 63


https://www.alibabacloud.com/help/doc-detail/292635.htm#task-2100587/section-22y-hxp-zuy

RESLE- ZEEA XN E S

ji. TLSEEET (Blsecuremode=2) T, BFSSL/TLS, %D Enable SSL/TLS, i&
BEProtocol ATLSv1.2,

(]) ‘EE%E\ TCPEE*E:_& (Eﬂ securemode=3 ) T, %%iﬁESSL/TlS{%E\, E%ﬂ)\—F_
io

Profile Name | iot connection

Profile Type  MQTT Broker - -\-\\\ m
MQTT Broker Profile Settings

Broker Address as-mqtt.cn-shanghai aliyunc

Broker Port | 1883

ClientID | . o= f.device: gnmel Generate

General  User Credentials [IETEEIEN LWT  Proxy

Enable S5L/TLS

Protocol | TLSv1.2 -

Key Algorithm = RSA -

Trust all hostnames

Default CA certificate
CA certificate file
CA certificate Keystore
Certificate Files
Certificates from trusted Keystore
CA File
Client Certificate File
Client Hey File

Client Key Password

PEM Formatted

4. RERNE, BEETANOK,
5. B&FConnect,
AMERLT, RREERIN,

@ MQTTfx - 5.2.0 - Standard Edition - [m x

MQIT:f Extras  Help

[ Disconnect [ZUEl |
oAy BN TaETs, ERREER > RE, BFFR, EEZRERTS, IBRENELNK

&

HMERTE / EEEE / EE

RE

EER o BiEEE ® SETEE
BRAT A 1 1 1
REFIE HREE g
-l E =il DeviceName Vv | i DeviceName Q EEERERE Vv
DeviceName/SEER EEFETR T PEERWE Y

b
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T3O&ES MR B EXTopicl L TT@EE, BIEMQTT X SYWEBMESEEEER. ENRERREAER
A, RREBEGEEELIN, BERBEAEER, HTEBLE,

Wik TTERE
1BV A S S M RIEERE, $ETopickslk > BENXTopic, ®3—MEBEITHRRE

B E X Topic,
ZF?T?@HEFETOD]CZ /al***/S{deviceName}/user/get , REEM  S({deviceName} HNIREZIR dev
icel o

E§%I§\I '\L%’l’;mgfﬁﬁ(Toplco
2. FEMQTT.fx L& ®HSubscribe, #ESubscribeXAiED, MIALE—F K Topic, BHEEHSubscribe,
ITRIGE, ZTopicERETIERD,

MQTTfx  Extras  Help

B Disconnect vars & @@ !

Publishl LI Sparkplug Explorer  Scripts  Broker Status  Log

[ /2 ¢/devicel/user/get

r/device1/user/get [0}

Dump Messages ISON) ~ Mute  (UEILE))!

Topic Filter

3. BREMIBXM TR, HAZRENREFERE, ETopic|XRITET, REEITHTopic NEA S H
.

HERFE / BEEE aE BEHE

« devicel ==

@ wI. =5 DeviceSecret T ==
alk: ]

BREER Topic 5 4MEREUE REHTFT W OHER BERS a2 5E 38
BiTF Topic 7
R Topic .

/al Mdevicel fuser/get

4. IAHRAS, BEHIA.
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y =Lzl X

O = NB% Topic FERER, SEEEE LRSS, 225
FETEE A SRS ST

Topic
Jal J/devicel/user/get
EERE

This is a test.

5. EEMQTT.fxL, EFEEKRIIGHEE,

B LA B MQTT. fx

publish [EXEST Sparkplug Explorer  Scripts  Broker Status  Log

/ WY /deviced user/get - U toscrol R

Ja: 1¥/device1/user/get [ 1] T List b
Dump Messages jsoN) | mute | (QEEEE) - 1450.5053450968 /Y /device1 /user/get

Topics Collector (0) Scan wiv | fammem— - (/devicel/user/get

This is a test 1
Qeso
Cm——14:50:50.53450768

Name Value

Mo content in table

Content Type text/plain

Payload decoded with Plain Text Decoder M

6. EMENES, AREFFERNE, PHTASKRSIENNEES, £AERSH, EFZIRE

;ﬁ I%\ o
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EEFE X
Topic I f/device]/user/get
BH7E] 2i 04
AE  Text(UTF-8) Vv This is a test =L
ESEi

Wi ETEE

1. EYEWMFEEFENFRIFRRE, BETopickdx > BEXTopic, HE— T EERHNIREN
B E X Topic,
ZK?T?@JEFHTONCZ /al*** /S {deviceName}/user/update/error , REEH S({deviceName)} NIRF
B devicel o

BZ2ER, BElaEYTopic,

2. EMQTT.fxLt, B#EPublish, ZPublishXKigd, @A E—FMTopic, EXARIERT, BAELR
EIERERE, ARFEEPublish,

H < 48 Disconnec + MaTTs & H.I!i

m Subscribe  Sparkplug Explorer  Scripts  Broker Status  Log

€| [ fidevice L/ userd update/error ~
u ties

Payload Editor Open Editor

This is a publish test.

3. BEMENTES, AREFRFERE, PEASRKRSNENNEES, £AERSTH, EEREIE
HR

Jdevicel user/update/error

afiE

HE  Tex(UTRg v Thsise

EEHE
EMQTT fxk, BFlogEEREAFENERIRTARE.
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Publish ~ Subscribe  Scripts  Broker Status m

INFO B i with topic: /ext/error/z 0/devicel

INFO ]! publish

INFO F; tHode attempt to add PublishTopic

INFO u lientl ddPublishTopic : /a )/devicel/user/get

INFO ucessfully publishe age test to topic /& J/devicel/user/d
INFO ]! publish

INFO attempt to add PublishTopic

INFO fully published m e ic /2 //devicel/user/d
INFO h

INFO

INFO FX ClientMod

INFO kerC Controller
INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

add PublishTopic
T

published m ic /2 /device1/user/d
T

.mqrtfx.entities.Topi

i
addPublishTopic mm/devicel /user/get

INFO fully subscribed to topic /. S0Spo/devicel/user/g

INFO messageArrived() with tepic: /a /devicel/user/get

INFO d : eArrived() added: n /a1 y/devicel/user
NFO h

INFO add PublishTopic
INFO addPublishTopic : /alF /devicel/user/update/error

INFO --- MqttFX ClientMod : sfully published message This is a publish test. to topic /alku

XS5

1.8. Android ThingsiEAYIE

AXHEHUZERZSEVIE AG, NBNEEEIKAndroid Things¥IEXMIEHEANRIEZMENFES .

EHiRE
o HEREIE
TREAZHSSONFBNEHRE:

®E REER

NXP Pico i.MX7D
FEMR

-p=s

EHTFAndroid things &4t
1.0,

MEELEE, 5L
NXP Pico i.MX7D I/0OE
MITEOXEY: FREE

@ wmem  zEs
TAMEIRER,
EEDERELHNE
RS,

68
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MM E S

RE

DHT 12
R E R RS

ZE08-CH20
BRI R k2R

o RERLTRE

REBR

KAREEBEAT.

EAUART UREE S
=,
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GPIO PWM

ZE08-CH20

o YIRITEMERE (DHT12) MBS S 45| MSCLRIEIELZ 5| MISDAR 51 5 F & IR BYI12CE 4 89SCLAISDA
SIHIMRR,

o BHEENEZRKRRE (ZE08-CH20) HIAKIXHIESIMTXDE FFARIVEI LRSI IRXDIEE; K ZE08-
CH2OB R IR 4R 5| BIRXDS FF R AR B9 R IX £45E 5| T XDAR % .

EMEZYEME S~ mM RS
1. BREZZMHERTAZHE,
2. QIR
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i FESEHIMEETIE, HEINMAEA), BESLAIFEANSEH B TE .

D & BEER2 (B8) . B (AR) HEFETWRSSARS. S, &k

WIS E,
E e & Ties A% (F8) v
BRI
il i ETHR
IR 1 1
FERRSE
=l v
o .
iotTest 7t
© iz
THEREN
4

i. #EMSME, PHREEE, EF"m

i. EFRR, PHAIETREATREERE. FHERERRE, BER0E~0,
3. EXMREL,

i ErmeIBmIE, BhadEXYER,

i. FFmFERRNNEEXTET, REREER > RMEEXPEE.

iil. ANMUATEM,
BHER FRIRFF HRER REEE R
SRR EN R E
RE temperature  float -50~100 DHT12iR RE M BERRHRE
iR,
SBSE i ;g}zﬂ 57 f\E/ =
BE humidity float 0~100 DHT 1215 0 8 R Mk B R SR 2
iR,
DRI
EERE ch2o double 03 ZEOSER EEA M5 A28 R EE A B S

RE.

iv. BEEMH L& KAYETR,
4. BIEIEE.,
HRETNHE, BHEFMRE, EFRTOEIRE, HBRERE, B8La o2is,
FA&Android thingsi& &
1. {#EAANdroid Studiofl|&Android things T2, HRIMMENIR.

<uses-permission android:name="android.permission.INTERNET" />

2. FEgradle® iR eclipse.paho.mgtt
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implementation 'org.eclipse.paho:org.eclipse.paho.client.mgttv3:1.2.0'

3. BEEBNRGEECREEARESDHT 1280 84E,

private void readDataFromI2C () {
try {

byte[] data = new byte[5];

i2cDevice.readRegBuffer (0x00, data, data.length);

// check data

if ((data[0] + data[l] + data[2] + data[3]) % 256 != data[4]) {
humidity = temperature = 0;
return;

}

// humidity data

humidity = Double.valueOf (String.valueOf (data[0]) + "." + String.valueOf (da
talll));
Log.d(TAG, "humidity: " + humidity);
// temperature data
if (data[3] < 128) {
temperature = Double.valueOf (String.valueOf (data[2]) + "." + String.val
ueOf (data([3]));
} else {
temperature = Double.valueOf ("-" + String.valueOf (data[2]) + "." + Stri

ng.valueOf (data[3] - 128));
}
Log.d(TAG, "temperature: " + temperature);
} catch (IOException e) {
Log.e (TAG, "readDataFromI2C error " + e.getMessage(), e);

4. L& @3 UART IREN R ES 48 M 1% 2288 Ze08-CH2O0HI £ .

try {
// data buffer
byte[] buffer = new byte[9];
while (uartDevice.read (buffer, buffer.length) > 0) {
if (checkSum(buffer)) {
ppbCh20 = buffer[4] * 256 + buffer[5];
ch2o0 = ppbCh2o0 / 66.64 * 0.08;
} else {
ch2o0 = ppbCh20 = 0;
}
Log.d(TAG, "ch2o: " + ch2o0);
}
} catch (IOException e) {
Log.e (TAG, "Ze(08CH20 read data error " + e.getMessage(), e);

5. QIR EZYMENEE S REHER, LRYUE.
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/*
payload*ﬁiﬁ
{
"id": 123243,
"params": {
"temperature": 25.6,
"humidity": 60.3,
"ch2o": 0.048

3y
"method": "thing.event.property.post"

}

=y

MgttMessage message = new MgttMessage (payload.getBytes ("utf-8"));

message.setQos (1) ;

String pubTopYourPc = "/sys/${YourProductKey}/${YourDeviceName}/thing/event/property/po
st";

mgttClient.publish (pubTopic, message) ;

BIREGEHUD[E =0T , THEENRGIEALS,

EHEXEYRE
REBIP/E, BRYBMTAEHE, REREEHER, BEFREAET, EERELNNZHELES
.

RN i i

0.03mg/m’ 10°C 27%

1.9. RTOSIEFBIITCPEA F ==
1.9.1. #Ei&

ASLEEANBERAYBENESIRZMNGESIREIHSDK, BEHIHBMERS (RTOS) HRAIRFIET
(MCU) B EBEAME=ZYEMES.

RENIVAMNKIRE. $EXEIRE. THERFHIRE. RESEANSBHIMBRERS (RTOS) B
BHEBET (MCU) , EXLERIGEHT %Hﬁémaﬁzﬁw, T LAfE A B B =D BX S S 1R I GE S IR | iHSDK,
BB EBEANIBERES .,

BAAR
BMCUSBEEARE, M(UUSEEEARBTATIESHTIEENES, CEEEAL, FRGEEIRER
SDKSLIN S BX N & BOEEFEE
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MQTT

MCU+RTOS H{EEE

EFREH

AR, EATWNTMCU, BEEAFRIRINRGFLTE:

o MCUASTASTAEFHISTMI2F103, HFARANUCLEO-F103RB,

o BERANSMComaa (DNBELREBRAE) EFHISIMB00C, HFRMRASIMBOOC mini V2.0,
o FAWFERNIAREmMbedded Workbench for ARM,

I E
Sl BARE
ERISERIT R IRE

FRIRE R

1.9.2. Bl RNEH

B, EYVEBRMESRFAIEFTRMKRE, REGRFIERER (ProductKey, DeviceNamefll
DeviceSecret) , REIEPEERBREZIZFIHSDKD, HIRFBFREEYHEMFTAN, MEMEESRE
BEIEPEEHTRESHRIE,

BIES R
1. BRMBENFEEHA.
2. QIR
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https://www.alibabacloud.com/help/doc-detail/143427.htm#task-2339606
https://www.alibabacloud.com/help/doc-detail/143428.htm#task-2339610
https://www.alibabacloud.com/help/doc-detail/143429.htm#task-2339723
http://iot.console.aliyun.com/
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iotTest &%
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i. FEMSHE, EFREEE > ™M,
i. F&FFmR, BHAIESm, BEATRER, REREHIA.

SRERR
MCUFS
Wi ==
mERER @ sEuEs

]

=
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m

W meTes b2 mxes

* R
Wi-Fi
© IR
ICA FRAEREERES. (Alink JSON)
© EEEERERE
® Sk Enk
~ Wi
< INEA=

EEEE

3. ERIEN & TIRNRE.

i EEMSME, BFRREER > RE.
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i ERER, RERMRE, BERURNTER, WAREDeviceName, AELEHMI.
PITER

RECEMING, ARENRMERSEE, ETEEEN—REFRSFER, REREER. &tT
DERER, BHREMNNES, EAREFFEREFRFLIBER.

\ Als >
1.9.3. BB KT RAEKRIE
BMCUSBEEAFLRREE, BEREFRKE, SIZIERE, SASDK, THSDKEE,
BEE2ER
AR ERTHENALRREENT,
o FA&HRNUCLEO-F103RB

NUCLEO-F103RE

Ta33%: BaazazRanas

22

m W oo

e SIM800C miniv2.0
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BlPWR = =

®|STA o
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Py g EREEEE_ [
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®|EN

®|GND s!u

M VIN O

B B 2]
E L 8
PWR FFXAEIH . BKINA BT,
STA RIS SR
GND BB RIEH S| R .
RXD BB O,
TXD KIEBOSIM,
EN EIR(ERESIM
VIN 5~18VELRHEIN,

EiEE G

BRINFAARNBRMAESEOEE, (FAATIEQEBE, MTERTR.
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BRALKKE

ARFIFFE TEARSTM32CubeMX, FRFBIESMSTM32Cube Ecosystem,
1. $TFSTM32CubeMX, HiERHERE,

\
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AT
SIMBfﬁ File WWindows Help (s n [ » ] , »k "l

CubeMX

Existing Projects New Project Manage software installations

Check for STM32Cubeid

CHECK FOR UPDATES

Install or remove embedd.

INSTALL / REMOVE

Open Existing Projects E‘f

| need to :

ACCESS TO BOARD SELECTOR

art o . for Industrial and loT applications

ACCESS TO CROSS SELECTOR

197
2. 7EBoard Selectordi, #ZNUCLEO-F103RB, F#H®HSTM32F103RBTX,
Wi Hew Project from a Board x|
Board Filters
[@ E, o Features Large Picture Docs & Resources Datasheet Buy Start Project
Ql Q
Part Mumber Search ~
ew multicore STM32MP1 Serie
Q [ucLEO-FiDIRE ~ for Industrial and loT applications
Wendot >
Type ? &ys
STM32MP1
MCUMPU Series >
Other hd
Price =10.32
L
Oscillatar Freq. =0 (WHz) Boards List: 1 item ¢ Export
- Marksting Status Unit Price (US$) Mourted Devics
NUCLEO-F103REB Mucleobd Auctive 1032 ETMI2F1 03RETx
Perigheral hd
@

3. BEA EAStart Project,
4. fEEMIConnectivity 8, A%EHEOUSART 1{EAMCUSHABENIKO, HHTUTRS.
o ®EModeAAsynchronous,
o fEConfigurationt:, TRUTIRE.
m 7EGPIO Settings™, #IAPInAPA9FIPATO,
m 7ENVIC Settings™T, ¥USART1 global interruptiZE SEnabled,
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USART1 Mode and Configuration

System Core Mode Asynchronous

Hardware Flow Control (RS232) |Disable

Analog

Timers

® Reset Configuration

Connectivity

CAN
12C1
12zcz
@ sPin
SPI2
SA|

USARTS
Use

Computing

Middleware

FFLEEFFERT]

@ Pinout view

GENERATE CODE

System view

- .

STMIZF10IRETE

File Window Help

HVIEUIrs

Additional Softwares
Oiptions FREERTOS Mode and Configuration

Inferface CMSIS_V1

Computing Cheew

® Config parameters @& In
Configure the following parameters

| USE_COUNTING_SEMAPHORES Enabled |
CHEUE_REGISTRY_SIZE B
USE_APPLICATION_TASK_TAG Daatied
ENABLE_BACKWARD_COMPATIBILITY Erabled
USE_TICKLESS_IDLE Disabled
USE_TASK_MOTIFICATIONS Enabled

Miemary mandgement settings

Memary Alacabon Diynanse

[ ToTAL_HEAR SiZE 01800 Bytes |
Memory Management scheme heap_4

6. fEProject Managersi® T, M Projectif&.,

80
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GENERATE CODE

Project Manager

J

Project

Project Location

© Wsers manmy niCeskio [ 5o |
w Structure _

Basic ~ | [[] Do not generate the main()

Tookhain Folder Location

C:\Wsers'sagng ht\D: ) 321103 _ P
Tooichain / IDE

EWARM V8 ~ | [[]Generate Under Root
Linker

Minimum Heap Size  [0x400 |
Minimum Stack Sze  0x800

Mcu and Firmware Package
Mcu Reference
STM32F103RBTx |

fm?aekageﬂamﬂ\'oram
[M32Cube FW F1V1.7.0 ]

7. BA FAGENERATE CODE, 4B IRE.

1.9.4. FRIXE R

AN CGES Link SDKE BB AEAMERMEL,
& SDKE &

1. FTEHOEFLNk SDK 3.0.1k7,
2. ANTHBPRISDKTH . AXRALNUXRFERIE A,

i. iZ{Tmake menuconfig.,
ii. ®ATM Configurations, BE#Select,
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i. AT HAL Configurations, #FSelect,

iv. BEWNTHAE,

FEATURE PLATFORM HAS STDINT=y
FEATURE PLATFORM HAS OS=y
FEATURE_INFRA STRING=y
FEATURE INFRA NET=y

FEATURE INFRA LIST=y

FEATURE INFRA LOG=y

FEATURE INFRA LOG ALL MUTED=y
FEATURE INFRA LOG MUTE FLW=y
FEATURE INFRA 1LOG MUTE DBG=y
FEATURE INFRA LOG MUTE INF=y
FEATURE INFRA 1LOG MUTE WRN=y
FEATURE_INFRA LOG MUTE ERR=y
FEATURE INFRA LOG MUTE CRT=y
FEATURE INFRA TIMER=y
FEATURE INFRA SHA256=y
FEATURE INFRA REPORT=y
FEATURE INFRA COMPAT=y
FEATURE DEV_SIGN=y
FEATURE MQTT COMM ENABLED=y
FEATURE MQTT DEFAULT IMPL=y
FEATURE_MQTT DIRECT=y

FEATURE DEVICE MODEL CLASSIC=y
FEATURE_ATM ENABLED=y
FEATURE AT TCP ENABLED=y
FEATURE AT PARSER ENABLED=y
FEATURE AT TCP HAL SIM800=y

82
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v. BEBERMGE, 1&f7./extract.shiZB{LE,

habengf rlbel3087 : ~/c-8dk$ ./extract.sh
. Download request sent, waiting respond ...
. Respond generating, wait longer
. Retried 1/20
% Total % Received % Xferd Average Speed Time Time Time Cu
100 107k 100 107k 0 0 408k 0 ——3——3—- ——3——3—— ——1——:—-

Please pick up extracted source files in [/diskl/huteng/c-sdk/output]

rrent

Dload Upload Total Spent Left Speed

408k

ERNKBATF output /engB & .

[Mesmeagd e 1 3e0%E%T : ~/c-sdk/output/eng$ ls
atm dev_sign infra mgtt sdk_include.h wrappers

Hop, EFEARMHIEINRBUATE,

BR RBAS

atm ATIES R IER
dev_sign RESMINEELR
infra R ERSEIAR IR
mqtt MQT T My AR R

wrappers HALRS AR 51

vi. TEwrappersB R, XM wrappers.c, ZX4PHREEIIATHALRE,

> MAYRRA: 20220624
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int32 t HAL AT Uart Deinit (uart dev t *uart)
int32_t HAL AT Uart Init (uart_dev_t *uart)
int32 t HAL AT Uart Recv(uart dev t *uart, void *data, uint32 t expect size, uint32
_t *recv size, uint32 t timeout)
int32 t HAL AT Uart Send(uart dev_t *uart, const void *data, uint32 t size, uint32
t timeout)
int HAL GetDeviceName (char device name[IOTX DEVICE NAME LEN])
int HAL GetDeviceSecret (char device secret[IOTX DEVICE SECRET LEN])
int HAL GetFirmwareVersion (char *version)
int HAL GetProductKey (char product key[IOTX PRODUCT KEY LEN])
void *HAL Malloc (uint32 t size)
void HAL Free (void *ptr)
void *HAL MutexCreate (void)
void HAL MutexDestroy (void *mutex)
void HAL MutexLock (void *mutex)
void HAL MutexUnlock (void *mutex)
void *HAL SemaphoreCreate (void)
void HAL SemaphoreDestroy (void *sem)
void HAL SemaphorePost (void *sem)
int HAL SemaphoreWait (void *sem, uint32 t timeout ms)
int HAL ThreadCreate (void **thread handle,
void * (*work routine) (void *),
void *arg,
hal os thread param t *hal os thread param,
int *stack used)
void HAL SleepMs (uint32 t ms)
void HAL Printf (const char *fmt, ...)
int HAL Snprintf (char *str, const int len, const char *fmt, ...)
uint64 t HAL UptimeMs (void)

& wrappers.cXX #8985 Demo,
ERBDemot, BMEEZEPERATNEEIERES.

s
* NOTE:
*

* HAL TCP_xxx API reference implementation: wrappers/os/ubuntu/HAL TCP_linux. ¢
*

*/

#include <stdlib. h:
#include <string. h*
#include <stdars. h
#include “stm3Zflxx_hal. h”
#include “cmsis_os. h

Minclude “infra_types. h”
#include "infra_defs. h
Binclude “wrappers_defs. h”
#include “at_srapper b

b de fine EXANFLE_PRODIET_KEY
fi de Fine EXANFLE_PRODUCT_SECRET
b de fine EXANFLE_DEVICE_NANE
fi de fine EXANFLE_DEVICE_SECRET

[Bdefine EXANPLE_FIRNHARE_VERSION "app-1. 0. 0-201 %0118, 10007
#define RING_BUFFER_SIZE (128)

#define HAL_SEN_MAXK COUNT (10}
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@ %8 WMEERZMEANUCLEO-FI03RBBEEATF AR, BERBN, RE reature AT
_TCP HAL SIM800=n , Hwrappers.cX iRt E LI A THALRE,

int HAL AT CONN Close (int fd, int32 t remote port)
int HAL AT CONN Deinit (void)
int HAL AT CONN DomainToIp (char *domain, char ip[16])
int HAL AT CONN Init (void)
int HAL AT CONN Send(int fd, uint8 t *data, uint32 t len, char remote ip[16], i
nt32 t remote port, int32 t timeout)
int HAL AT CONN Start(at conn t *conn)
int32 t HAL AT Uart Deinit (uart dev t *uart)
int32 t HAL AT Uart Init (uart dev t *uart)
int32 t HAL AT Uart Recv(uart dev t *uart, void *data, uint32 t expect size, ui
nt32 t *recv_size, uint32 t timeout)
int32 t HAL AT Uart Send(uart dev t *uart, const void *data, uint32 t size, uin
£32 t timeout)
int HAL GetDeviceName (char device name[IOTX DEVICE NAME LEN])
int HAL GetDeviceSecret (char device secret[IOTX DEVICE SECRET LEN])
int HAL GetFirmwareVersion (char *version)
int HAL GetProductKey (char product key[IOTX PRODUCT KEY LEN])
void *HAL Malloc(uint32 t size)
void HAL Free (void *ptr)
void *HAL MutexCreate (void)
void HAL MutexDestroy(void *mutex)
void HAL MutexLock (void *mutex)
void HAL MutexUnlock (void *mutex)
void *HAL SemaphoreCreate (void)
void HAL SemaphoreDestroy (void *sem)
void HAL SemaphorePost (void *sem)
int HAL SemaphoreWait (void *sem, uint32 t timeout ms)
int HAL ThreadCreate (void **thread handle,
void * (*work routine) (void *),
void *arg,
hal os thread param t *hal os thread param,
int *stack used)
void HAL SleepMs (uint32 t ms)
void HAL Printf (const char *fmt, ...)
int HAL Snprintf (char *str, const int len, const char *fmt, ...)
uint64 t HAL UptimeMs (void)

3. ¥¥SDKESZE|IARTES,
MTEMRR,
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=l ® stm321103_simB00tcp - stm321103_simB00tcp v

| & & am

| HE & dev_sig

| @ & eamples
| & & infra

| - mqrt

| & w1appars .
L5 & ouput

B stm32f108_cimB

D stm32f1 03_simBd0ria

void*

[ stmS21103_sim&001icp <
4. BFTSDK, #TME
BITRINE, REGRAMBENTEMR,

light user/get

BRVBM RIS, £RRE% > BERS P, tiEFREFLREEIZHRIARS.

1.10. EBERZAKFEITCPEA =
1.10.1. #pR

ASLERRANBERAYBEMNESIRMNGESIREIHSDK, BLRERZNMRG BT (MCU) B9iRE, B
MQTTIMUEANRIE ZYBEMES

BAGZE

BMCUSBERARE, M(USBERABBIATESHTERNERS. ABERAL, FROESRER
SDKSEH S5 ¥ BX W T & B IERFEE .
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MQTT

i

MCU+RTOS

EFREHS

AR, EATWNTMCU, BEEAFRIRINRGFLTE:

o MCUASTASTAFHISTMI2F103, HFARANUCLEO-F103RB,

o BERANSMComaa (DNBELREBRAE) £FHISIMB00C, HFRMRASIMBOOC mini V2.0,
o FAWERNIAREmMbedded Workbench for ARM,

FAIE
IRFRMRE
BRI G TR

FRIRE R

1.10.2. Q12 mMikE

B, EYEBERMESRFAIEFTRMKRE, REUGERFIERER (Productkey, DeviceNamefll
DeviceSecret) , REIEPEERBREZIZFIHSDKD, HIRFBEREEYVHEMFEAN, MENEESRE
BEIEPEEHTRESHRIE,

BIES R
1. BRMBENFEEHA.
2. B,
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http://iot.console.aliyun.com/
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ARFIFFE TEARSTM32CubeMX, FRFBIESMSTM32Cube Ecosystem,
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197
. #£Board Selectordl, #ZNUCLEO-F103RB, F#EHSTM32F103RBTX,
Wi Hew Project from a Board x|
Board Filters
[@ E;, o Features Large Picture Docs & Resources Datasheet Buy Start Project
Part Mumber Search ~
ew multicore STM32MP1 Serie
Q [MUCLEO-F103RS ~ for Industrial and loT applications
Wendot >
Type ? &ys
STM32MP1
MCUMPU Series >
Other hd
Price =10.32
L
Oscillatar Freq. =0 (WHz) Boards List: 1 item ¢ Export
- Marksting Status Unit Price (US$) Mourted Devics
NUCLEO-F103RE Mucleobd Auctive 1032 ETM32F103RETx
Perigheral hd
@

AT
SIMBfﬁ File WWindows Help (s n [ » ] , »k "l

CubeMX

Existing Projects New Project Manage software installations

Check for STM32Cubeid

CHECK FOR UPDATES

Install or remove embedd.

INSTALL / REMOVE

Open Existing Projects E‘f

| need to :

ACCESS TO BOARD SELECTOR

art o . for Industrial and loT applications

ACCESS TO CROSS SELECTOR

3. BEA EAStart Project,
4. TEZEMIConnectivity3Z ¥, A% R USART 1EAMCUSEABENHED, HETUTRES.

o ®EModeAAsynchronous,
o fEConfigurationt:, TRUTIRE.
m 7EGPIO Settings™, #IAPInAPA9FIPATO,
m 7ENVIC Settings™T, ¥USART1 global interruptiZE SEnabled,
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USART1 Mode and Configuration @ Pinout view System view

System Core

Mode Asynchronous

Hardware Flow Control (RS232) |Disable
Analog

Timers

Connectivity
‘

CAN

12c1
12c2 7
@ sPin NWIC Interrupt Table  |Enabled| Preemption Priority |Sub Priority
SPI2 RT1 global interrupt 0 0

USART

STMIZF10IRETE

USARTS
Use

-
b |
-
b |
b |
e
-
b |
b |

Computing

Middleware

5. fEProject Manager@& T, M Projectig&.
o Toolchain/IDEi£#AEWARM V8,
o Heap/Stacksize#zEZE#HTERE,

Project Manager

Project Settings
Project Name
T T

Project Location

C\Usersstemy ht\Desktop\Referencel
Application Structure

Basic [[] Do not generate the main()

Toolchain Folder Location

C\Users'sstgag hi\Desktop\Reference'stm321103_simB800tcp’
Code Generator

Teoichain / IDE
EWARM V&

Linker Settings
Minimum Heap Size 0x400

Minimum Stack Size  0x800

Mcu and Firmware Package
Mcu Reference
STM32F103RBTx

Firmware Package Name and Version
STM32Cube FW F1V1.7.0

6. BA FAGENERATE CODE, £M{HEIRE.

1.10.4. F R &F iR

fEAMCE S Link SOKISE R BABRANBERES,
BRELR

1. FHCGESLink SDK 3.0.Tf,
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2. NTHBPRESDKRE, ASZLALNUXRGIRIEAH,
i. iB8fTmake menuconfig,
ii. ¥EBPATM Configurations, BE&Select,

i. ¥%$PAT HAL Configurations, ##ESelect,
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v. EEEMTINE,

FEATURE_PLATFORM HAS STDINT=y
FEATURE INFRA STRING=y
FEATURE_INFRA NET=y

FEATURE INFRA LIST=y

FEATURE INFRA LOG=y
FEATURE_INFRA LOG ALL MUTED=y
FEATURE INFRA LOG MUTE FLil=y
FEATURE_INFRA LOG MUTE DBG=y
FEATURE INFRA LOG MUTE INF=y
FEATURE_INFRA LOG_MUTE WRN=y
FEATURE INFRA LOG MUTE ERR=y
FEATURE_INFRA LOG MUTE CRT=y
FEATURE INFRA TIMER=y
FEATURE INFRA SHA256=y
FEATURE INFRA REPORT=y
FEATURE INFRA COMPAT=y
FEATURE DEV_SIGN=y
FEATURE MQTT COMM ENABLED=y
FEATURE MQTT DEFAULT IMPL=y
FEATURE MQTT DIRECT=y
FEATURE_DEVICE MODEL CLASSIC=y
FEATURE ATM ENABLED=y
FEATURE AT TCP ENABLED=y
FEATURE AT PARSER ENABLED=y
FEATURE AT TCP HAL SIM800=y
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v. BEERRGE, 1&f7./extract.shiZB{LE,

hubenglrlEebYLHT : ~/c-sdk$ ./extract.sh

. Download request sent, waiting respond ...
. Respond generating, wait longer

. Retried 1/20

Please pick up extracted source files in [/diskl/huteng/c-sdk/output]

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 107k 100 107k 0 0 408k 0 ——t==1== =—=i==i== —=1=-=:1-= 408k

ERNRBAT output /engB & .

[f =S v 1 304087 : ~/c-sdk/output/eng$ 1s
atm dev_sign infra mgtt sdk include.h wrappers

Ho, EFEARMHIEINRBUATE,

BR RBAS

atm ATIES IR IER
dev_sign RESMINEELR
infra R ERSEIAZ IR
mqtt MQT T My AR R
wrappers HALXY 28

3. EwrappersBR T, MEXHwrappers.c, ZXHPHRBFEIIATHALREL,

int32_t HAL AT Uart Deinit (uart dev_t *uart)

int32 t HAL AT Uart Init (uart dev t *uart)

int32_t HAL AT Uart Recv(uart dev t *uart, void *data, uint32 t expect size,
uint32 t *recv _size, uint32 t timeout)

int32 t HAL AT Uart Send(uart dev t *uart, const void *data, uint32 t size,
uint32 t timeout)

int HAL GetFirmwareVersion (char *version)

int HAL GetDeviceName (char device name[IOTX DEVICE NAME LEN])

int HAL GetDeviceSecret (char device secret[IOTX DEVICE SECRET LEN])

int HAL GetProductKey (char product key[IOTX PRODUCT KEY LEN])

void *HAL Malloc (uint32 t size)

void HAL Free (void *ptr)

void *HAL MutexCreate (void)

void HAL MutexDestroy(void *mutex)

void HAL MutexLock (void *mutex)

void HAL MutexUnlock (void *mutex)

void HAL Printf (const char *fmt, ...)

void HAL SleepMs (uint32 t ms)

int HAL Snprintf (char *str, const int len, const char *fmt, ...)

uint64 t HAL UptimeMs (void)

& wrappers.cX 8158 Demo,
AERWEDemod, BHRBFIEIBERANBHESIEIBER,
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#* NOTE:
¥

= HAL_TCP_xxx API reference implementation: wrappers/os/ubuntu/HAL_TCP_linux. c
*

*f

Binclude <stdlib.h>
Hinclude <string. h>»
Binclude <{stdarg. h>
#include "stm32flxx_hal.h”
Winclude "infra_types.h”
Binclude “infra_defs. h”
Binclude “wrappers_defs.h”
Hinclude "at_wrapper.h”

b define EXANPLE_PRODUCT_KEY " al [ gekirk I

Fdefine EXANPLE_PRODUCT _SECRET "4RAEFE TNz 2E”

Edefine EXANPLE_DEVICE_NAME “example”

b define EXANPLE DEVICE_SECRET "NRO ) ¥SeS 1 452 [P ed g ] | w0005

Fdefine EXANPLE_FIENWARE_VERSION “app-1. 0. 0-20190118. 1000
Wdefine RING_BUFFER_SIZE (128)
typedef struct

uint3_t data[RING_BUFFER_SIZE];

uintlé_t tail;

uintl6_t head;
luart_ring_buffer_t;

@ 3B MREESEANEMEA, WEE rEaTuRE AT TCP HAL SIMS00-n , BESLHIAIHAL
RGN RN TR,

int HAL AT CONN Close (int fd, int32 t remote port)

int HAL AT CONN Deinit (void)

int HAL AT CONN DomainToIp (char *domain, char ip[16])

int HAL AT CONN Init (void)

int HAL AT CONN Send(int fd, uint8 t *data, uint32 t len, char remote ip[16], int32
_t remote port, int32 t timeout)

int HAL AT CONN Start (at conn t *conn)

int32 t HAL AT Uart Deinit (uart dev t *uart)

int32 t HAL AT Uart Init (uart dev t *uart)

int32 t HAL AT Uart Recv(uart dev t *uart, void *data, uint32 t expect size, uint32
_t *recv size, uint32 t timeout)

int32 t HAL AT Uart Send(uart dev t *uart, const void *data, uint32 t size, uint32
t timeout)

int HAL GetDeviceName (char device name[IOTX DEVICE NAME LEN + 1])

int HAL GetDeviceSecret (char device secret[IOTX DEVICE SECRET LEN + 1])

int HAL GetFirmwareVersion (char *version)

int HAL GetProductKey (char product key[IOTX PRODUCT KEY LEN + 1])

void *HAL Malloc (uint32 t size)

void HAL Free (void *ptr)

void *HAL MutexCreate (void)

void HAL MutexDestroy(void *mutex)

void HAL MutexLock (void *mutex)

void HAL MutexUnlock (void *mutex)

void HAL Printf (const char *fmt, ...)

void HAL SleepMs (uint32 t ms)

int HAL Snprintf (char *str, const int len, const char *fmt, ...)

uint64 t HAL UptimeMs (void)

4. ¥SDKESEIARTED,
MTEFRR,
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- stm321103_sim800tcp v

= sig
= amples
| & & infra

-
b b "3 s o ow

- gt
| ] & wrappsrs .

-

#define RING_BUFFE

typedef struct
uinté_t

wint1§

data (RING_BUFFER_SIZE);

[ stms2f103_sim3001cp <
5. i&847SDK, HATE,
BITRME, WERAMBENTERR,

Low Power Timer Stort
signal guality is
+050: 22,0

o

on', port=[1383])

BERYBEMNEGZEE, EXRc% > AERS P, oEERELLREIZENERE.
ML N Z N r 7
1.11. 18Z B IDTUBEANEMES
1.11.1. #EAR

MERTFEXFEASEOEENRE, EAKERENEORBMXIBERT, BIDTURAMEMES.
E31YE—

AT, R, EfF. #hH. #F. BRXEFSHHRP, T?TEX%E’]LJL%D%%%E%E@&%& POpligS
REHTYVEMBEN, FEXTEFERRERFNEOFRBMN, REETIBTEEBRNTIE. BT RE

LR RERANNERNEZYENFES, WEZKSEGSEKE, ,\HEXT oL@ 5 SR B B B O] 4%
ADEXN T & SR EIREDTUIRE .
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AU BHEEEFIRE R, NMENTEIHEMBZMHERFARADHIEH0TURE, HELH
BORHREENTEZNBATE.
LRI

BB NTFEMARNRESEREERDTUS, ADTUREIRESMENFA#THESEE. REELHEAS
DTUAXE, DTUBE2G. 3G. 4G. 5GEiEthemet M5 R ZYIEXMF S18XE, BDTUSLILF R =YIEXMF
BEEAML.

HIERENMTERAR,

[‘ Modbus

Tew

ERRER DTU

SRR

1. EEF @RS,
2. BEEDTURE,
3. MIXEIBEE.

1.11.2. BEEFailiRE

WEBEDTUBRAMBEMNFEAR, BREEEMBEMES LIKRTHRATIRE: SIESERLASBE/BENX
@, IEIRE. REURSIERER. EXYER | REHFIEXHIBBIFHA,
BIE T mARE
EYBEMESCIZTRMIRE, FEUREIEHER (ProductKey, DeviceNameflDeviceSecret) ,
1. BRYBEMEEEFAE,
2. ELHIMEE, KBIFTMAISIE, BHEIFHANTHFEBRE.
D #& Bi%R2 (L8) . BA (R3) tEFE7ToWRSARS ., S, S

TR,
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MRS
VAR EEE BT
PRSI

m HE ==

iotTest
© it

i
i
2
m

!

3. AEMSHE, EFRREEE > m, BRLUER M, SIR— 1/ m: BHZH.
FaER

2 58A

FEmER BEXFmER, FlMBEm,
PR M2 EREENEE,

TTRER EEEERE.

EM #REE (2G/3G/4G/5G) .
HUEE EREE/IBEX.

NI ERREER.

4. EEMSHE, EFRE, BRERMRE, EIRNENTHE~mT, FMRE.
RECEMNE, BEITMAERER, BHERENNNES, #FAREFBFEREFRFILERER. %
BEIEPEEEERDTURER, BEERT.

EXMEER
AXUSBHBHIRENF), BORBIEE, BRMREHR=VEE, WERAERRE, FSLH 2

EEE,

1. EVEMEAEFEEMNSERE, EREFEE > "M,

2. FFFmuE, BERNEASRNNNES.

3. A MEBNHNMEENRET, EEREER > FMEEXINEE.

4. RETERENHRNEYE, AERERH LE, BUERLHAELIR.
INEERR INBERIR FRIRFF HIEHRR BESEE BN ==Ly EE%R
B iR speed int32 0 ~ 3000 1 r/min HiE
B 2z current int32 0~ 300 1 A i
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I gAY EEER FRIRTE iR BEE BN By EERA
e RERIR setspeed int32 0 ~ 3000 1 r/min =25

IS HR BT A

Fa] £ =D BX S & SF BAR SRR L A ALINK JSONRE 0, TR BYR IR EURE I DT VIR E B R B BX Y
8, MEMNFESREEERLGIELEMIE.

YIEX I T SR EIRRTINRE, TP ETHEE XA EIERNT NAlINKSONIE; K TTHIERTAIRE
HNBEEXHERN . EFEVENELEHE L, RIBEETHAEDRER LSRR, BERTHATR
RiRE LIREIENMENFEE TABIERTRS.

1. FENRH RN RFEBEREH, BRRERTRE,

2. EHEBT RS THNREBHABNED, EEMAIES)avascript (ECMAScript 5) , AFRA
RREMHIA,

HERFTHAREES, BESLESLERTHAE,

RRPIRELREEMENFEENEE N 16EFIRI, ELHATER16HFIRIEIRRERIAlNK SONAZ
X, HEYMERMTEE T REAlLNKSONE X HIRE IR AT16HFIER

RRBINEIRBTH AN T

var ALINK ID = "12345";
var ALINK VERSION = "1.1";
var ALINK PROP_POST METHOD = 'thing.event.property.post';

// var ALINK EVENT TEMPERR METHOD = 'thing.event.TempError.post';

// var ALINK EVENT HUMIERR METHOD = 'thing.event.HumiError.post';

var ALINK PROP_SET METHOD = 'thing.service.property.set';

// var ALINK SERVICE THSET METHOD = 'thing.service.SetTempHumiThreshold';
/* * Kk ok x %

* EIREEE >

* 0102 // H2ANFT » BIRER >
* {"method":"thing.event.TempError.post","id":"12345", "params" : {"Temperature”: 2}, "vers
ion":"1.1"}
* HIREUE >
* 0202 // H2ANFH » BRER >
* {"method":"thing.event.HumiError.post","id":"12345", "params" : {"Humidity":2}, "version
R R L
Y
/LR EEIE & EIRIUBIRIRAALink TSONYIERIER, ~/
function rawDataToProtocol (bytes) {

/<& LIRMFIREIREIR A HA, HhdbytesHRPIFMEEF IS LIRFIREUR. ~/

var uint8Array = new Uint8Array (bytes.length);

for (var i = 0; i < bytes.length; i++) {

uint8Array[i] = bytes[i] & O0xff;
}

var params = {}; // EXBEEBRMR.

var jsonMap = {}; // EXIEWALinkBIBIRIT R,
/B AL ink¥IRIR MK ER 3o */

jsonMap(['version'] = ALINK VERSION; // Alink tMXERZSS,
jsonMap['id'] = ALINK ID; // HBID

jsonMap [ 'method'] = ALINK PROP POST METHOD; // & L{THUEAS%: BEEM LR,
/*EBALinkUBIREMSS S, ~/

aaaaaa 1 emanAtl — nintRAvraw Al - /7 SR B A — AN R S T
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params['current'] = uint8Array([1l];

jsonMap|['params'] = params;
return jsonMap;

}

/ /AT B BR53 4B ¥R

function buffer uint8 (value)

{
var uint8Array = new Uint8Array(l);

0)7:

var dv = new DataView (uint8Array.buffer,

dv.setUint8 (0, wvalue);
return [].slice.call (uint8Array);
}
function buffer intl6 (value)
{
var uint8Array = new Uint8Array(2);
var dv = new DataView (uint8Array.buffer, 0);
dv.setIntl6 (O,

return

value) ;
[].slice.call (uint8Array) ;
}
function buffer int32(value)
{
var uint8Array = new Uint8Array(4);
var dv = new DataView (uint8Array.buffer,
dv.setInt32 (0,

return

0);
value) ;
[].slice.call (uint8Array) ;
}
function buffer float32 (value)
{

var uint8Array = new Uint8Array (4);
var dv =
dv.setFloat32 (0,

[1.slice.call (uint8Array) ;

new DataView (uint8Array.buffer, 0);
value) ;
return

}

/7 TN TIASUHE I

// BWREINE A F IR R,
// BB A EIBEEWH.
// BESERERELYENTE,

1 J 12 TSI/ I TSRS 1IEHO

/* LR ER SR BRI & T R BIE R IR EREIRBIAT 1 6%, */

function protocolToRawData (json)
{
var method = json['method'];
var id = json['id'];
var version = json['version'];

[17

var payloadArray =

PIREIRERME RIS,

if (method == ALINK PROP_SET METHOD) /7 EWCRBYIER TS
{
var send params = json['params'];
var prop cur = send params|['setspeed']; // BB B EERETER,
/ /BB E XA B rawdatao
payloadArray = payloadArray.concat (buffer uint8(0x55)); // B—FTEEX, MR
EIEEA P BE X
payloadArray = payloadArray.concat (buffer uint8 (prop cur)); // FFNH, BEHE
B,

}

return payloadArray;
}
function transformPayload (topic,
{:

rawData) {

var ‘JsonObi =

// REIR, FHIEREEIRE R,

102
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return jsonObj;

}

3. MK,
o MiXMEITIRE LIREIRE,

a. IEEMRENRE LIREIE.

b. EEMBA THBANEDR, MA—MEMEE.
KRGIMARZERN: HENE-NFTAKEE, FOFHARRE. HIMAA6410, F—
NFET64FRNERAT00 r/min, EZNFET10RTJEBIRAT6A,

c. BEHEAT.
BITEREETRNERUTHE,

EilEA ETER
ERIEE: FE RIS

"method": "thing.event.property.post®,
"id": "12345",
"params": {

"current”: 16,

"speed”: 188

s
"version™: "1.1"

¥

oo || mee

o MIXHMIEXM T & T TR .
a. IEEFEPRE MR FEWEE .
b. EEMBMATHBANED, MA—MEMEYE, TITHERAWNT:

{
"method": "thing.service.property.set",
"id": "12345",
"version": "1.0",
"params": |
"setspeed": 123
}
}
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BTEAREETBTERNOTE,
ElEs  EBTER

ERIEE. FEENIE

"@x557b"

4. WINHARERBIEES, 2ERR, BHARRIMBEREEREA.

@ 38 YHERTAREBRAERATOMA, REERRMMAA S8 RRTE.

BESR

REDTUIRE
1.11.3. B&DTURHF

AXNBFEADTURETR, BEDTUROMIREZIERER (ProductKey, DeviceName#]
DeviceSecret) , SLHDTURBEIREEANYIENES.

=1 —
552ER

ARBIERF2x16 DTUIRE, HERBMEMDTUIREInHETHARE ., BITUSBRE KBNS DTUIREIE

&

@ 8 yEHREDT UTTIAEREEIntemet ,

BREFR

1. EEDTUIRE S BARUSBIEO.,
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2. ZEBfN L, FTADTURETIR, ARfFIEAFX16EETR,
3. EEIEMANENS, REFRNE, HITHEA,
M F2z16BETHE V1.6.6_Aliyun_¥1.0

& N =
H PHIRUSBRE NS BB s
BO2: [onis .o FHFE: 115200 v e 1ﬁ§}ﬁ¢"tt$

B pm - TH o IFE0

HEIiER

Hit
= B hd AR
HERS

BOxH

4. BREE (WEQ) , FOTURAERERE, RHENEE (WEQ) , KEIMADTUNEE.,
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BOS: [=]

s b & %

Hi
gy - =R
EER

=as hex! U

=az backup funection:0

Show Fhone HD:D

Encode Hex SMS:0

Dtu Ho Receive Time:0

Grpz disconnet To Trigger Mode: O
Bind Server’s Fort:0

25 password: 123456

25 ID: abedefge

Enable UDF Log: O

net mode: 0

Clear Serial Buf: O

Dew SH:

Miyun Dynamic Regizte: O

Aliyun Davice Type 1

Mliyun Server Region - 0

Aliyun Custum Server

Aliyun Custum Fort ©1Eas
Aliyun Froduct Key D allmres
Aliyun Product Secret

Aliyun Deviee Name : Mxlo b Tl i
Aliyun Device Secret | Lifjmpm = aus wll B NP
Aliyun Send Topic

#liyun Received Topic ©

Aliyun METT QOS5 i1

Device Type: FZxl6

0K

BHE: [ =

it}

Trtlsl | LR

FEEBGER
T{ethig: FRoT [=]
BRI
HiEETEY: B [=]
HrEeE
wEAR: B [~
HitEe
iEtEE: EiE |-
Hitt
FISROER =il -

A |ﬂ B TEERE

B0 /oA AUIHE 2E28 REEE L) € 9

EFNEW: 130 a

am&g SAEE BEEl

B SHARE B TS W .

5 AAMEERE T, BEHE0, BHETAMEOERE,

@ B #WEIENNAport.

REERUTHE,

M F2z16BETH V1.6.6_Aliyun ¥1.0
&0

BO2: s = BIE: [ E
tas: - £id

Rl

E: R R ER
BEiEs

sas hex: U

=as backup function:O

Show Fhone W0:0

Encode Hex SMS:0

Detu Ho Receive Time:O

Grps disconnet To Trigger Wode: O
Bind Server s Fort:0

215 password: 123458

IS5 ID: abedefge

Enable UDF Log: O

net mode: 0

Clear Serial Buf: 0

Dew SH:

Aliyun Dynemic Regizte: 0

Aliyun Device Type i1

Aliyun Server Region @ 0

Aliyun Custom Server

Aliyun Custom Port ©olgas
Miyun Froduct Key ©oall BRI
Aliyun Product Secrat |

Mliyun Device Hame D Ml o g TR
Mliyun Dewice Secret @ LiF e e wem P
Miyun Send Topic

Aliyun Received Topie

Aliyun MQTT QOS |

Device Type: F2xlB

0K

-
EEE
Izt RLiRS 80 | LoER XiEs 2B SEEE g € -2
=-m}]
EEE: 11200 -
Flg: B |~
diEgpE: FERL |-
Oz
EHFE: 115200 -
fig: Bt [z
miEdpE: AL -
RS485
EHE: 15200 |-
Hilg: pm -
BiEgE: e v
i B TEERE ENEE SAEE EER#ER

s epnE i ErEeleeBol st Bell un

106
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6. BEHIOTIEARE, EAMNIEKNFESRRIRSIEREBMME.

M F2x16MBE IR VI.6.6 Aliyun V1.0

[} [kl

&0 vomf  EEEES sBE SeER | odEs
FIEY

&

R Iﬂ

(258 [=] A Totf W B

Frodust Kay | i i | Dawics Hama: |

MEEaislE Ew -

wamx bext U

ans baclop fanetion 0

Ehow Fhome BO-0O

Encode Hex SHED

[tu ¥o Heceiwe Tipe'0)

Grps discennet To Trigger Mods:! O
Eind Server' s Pari:D

25 passacrd: 23458

ZE 1D abedefge

Exnl Leg: O

met mode! O

Clusr Ssrsal Buf: O

Dew EX

Alayan Dynanic Begiate: O

Aliyan Device Type

Aligan Server Hegiom : 0

Alipem Custun Seywer |

Alagan Caxtun Pord : 1883
Aliyan Ereduct ey o om e
Aliyan Froduct Seerst

Aligun Devics Hana o I Y ]
Aliyan Device Secret P 0 A T
Alipan Jend Topic

Aliyem Heeeived Topic

Alsgam WETT QO3 H

Dewice Type! Flulf

14 v B ERE T RERE mmE

Dewice Secrat. | Qa0 ol | AT ek -

SAns MIE &

7. BETATRAEE, EREEX.

MREETAKY, FEEREERIZE avew | ARENEE.

8. TMEER, FRELTRIUERIZE atven , FREEDTUHRANER TFEL,

9. ¥DTURTEE, BEH LB, DTULonlineT=, ENEREEZELMENES.,
R AEMEM SR8 L, EFRERES,

HMERTs [ BEEEE O FE /) EEFTE

&« mymotor

m THNFE EE DeviceSecret
Productey al o Bl

diiien PSR

FESR

WA BIRERE
1.11.4. WA IR EE
AXABUTWADTUR IS HESIREME AT AN ERMBRTA TR OLUE.

Wi _EIR &R
1. I SOER TR, ARFlPEEmMsscom 424,

@ $t8g  7EAHER A 15 A BB O TRAARIREUIRRT, ESUREDTURETRES XA,
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XN E S

2. RESOPRIANEXSY, HTHAHE0, RRRTRE.

RIBMEXMEE LB REN, BUAXRERNERARNEIRE =K. BREZEN150, HRA10R
B, WEEOIAY, RERINFES6 0AF M6 HI41,

FIIRECEE | [k EEWH | 81k | F#E0 | #EE0 | H | = R
gEosfcms ~| =m0 W EIET | e i | e

:‘Eﬁgnsznnv Mgwmmﬁﬁ 1;- Rl ream Limis

dgfaly  -| [ DTRIC RIS s 7

{E1farl = g e T

Basflyone - Sl il

& 1% |None d

www.dada.cor |52 R:0 COM1AEHTFT 115200bps B 1 ZTleke TiNEE | CTS=0 DSR=0 RLSL

3. MiERIER, FRREREZERF.

L BRUVBMTEETES, EENSHE, EFREER > ’E.

i. BERENNNES.

ii. FRFHFBERNEAVEBEYERERASNETRERET, TASHREFFX,

MEMTUER LENEMHIE.
Wik Z W= Iw T AT
ERAMEMESAELBRINE, TRIREXEES, WHDTURKZI TAHIE.
1. BRVBEMTFEEHE, EENSHE, GREREH > £LFR.
2. ERBRFXNIRE.
3. ARMRRHIE, EEMENEEXNERRERYE, HA—MUHE, BEHRE.
4. ELRERNE, EDTUENRXTRIEWIEDR, EFRKIINLUE.
RRBIBEIRED, S5RHUREL, HIRENG4 (BI+H#HIEI100)
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YIEXF &

B 55com4, 2RO TH S I T = TR ] ] e [R5 = TR
55 &4 || .

TR IR &R BRI R ER LR, HAREMRI .

1.12. RIBEXERFLUHITPSF X L=

MEXMFE SR (L) MESFFRFEAHTTPSIMURA . IRESWEXM S @B HT TPSIMIGHITER
BENERTRANRE LREUEHR, BRHARFFPOST, HIRE LRNHIEAREIT128 KB,

:lﬁb /% E I%\
ALBRFLUREERERNF, NBIRSEIHTTPSIMUEEMBEMEAEH LIREBENEEMF RS X,

HTTPS

falE = loT

eI mMiRE
EYMENEERF SR RMIEE, KRBUKEIERER (Prodcutkey, DeviceNameFIDeviceSecret)
HEXER,

1. BRVBEMEEEHE,

2. EXHMBRE, RENEIH, BEIFHRAIHFEBERE,

D & BER2 (B8) . B (AR) #EFETOWRSARS. S, Skt

TR,
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RESLE- ZEEA MW E S

MRS
AREEAI ETH
SBIRLR 1 1
FeRRsiE
m FE ==
iotTest
@ ETH L
- P
3. EEMEME, EREFEER > m, BRETFHE &, E— 1",
28 1488
FEIEII:I% I\ QEXF%%WO
IEEEES EREEX@E,
TRER EREERE.
EM A HEIEWI-Fi,
IR ERICAIRESIEE X (Alink JSON)
INER EREEER.
4. FRUIERINE, REEEXYER,
5. ZF MBI EXNAET, ERREER > FMEEXIEE, FMUTEM.
AR, REEXRERSLIREBEEMEE, AUEAZTREXT NN EME,
INREER INHEZ TR FRIRFF HaERR BEEE EZRIS EEXER
i e S VE -10~50 1 R
B BE humidity int32 1~100 1 R

6. MRBERERME, BEERHLE, BYERAHHELIR.

7. BEEMSME, EFRE, BERMIEE, ENCIERNSRTRINRE.
BEOZERING, HFEBLUEEIEBER (ProductKey, DeviceNameF]DeviceSecret) .

FRIZ&E

FRIEFH LR EBIHTTPSIMUEREMEN TS, H ERBZERMELHIE.

1. BEIRESMIAIL,
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YIEXF &

REFREMBEMESRIERN, MERMESSHTRESMAIL. INEBLZE, TRiR&token,
REtokenBHEIRE LIREURHER.

RESMNEBE RSN T X,

2%
method

uri
productKey

deviceName

clientld

timestamp

signmethod

sign

i8R

BRTE. BAEERPOST,

{8 https://iot-as-http.cn-shanghai.aliyuncs.com/auth,
RE&FBmiIKey, ST AMIBXMF & HIZH AR & 1#15 TTREL.
REER. NYBERF SR SR & H 1B TR,

ZPiHID, KEANAZFA, tIfERIZSHIMACHIEEISNG, ARfld, FHE
#rrandom ()£ BEHLEL,

EE ., AR o E A R Einow () RER S ATET B & .
%R FHhmacmdsflhmacshal,

5, MitEHEpassword, passworditE75ERBIMT,

password = signHmacShal (params, deviceConfig.deviceSecret)

RESMNMERAIABUT,
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var rp = require ('request-promise');
const crypto = require('crypto');
const deviceConfig = {
productKey: "<yourProductKey>",
deviceName: "<yourDeviceName>",
deviceSecret: "<yourDeviceSecret>"
}
/ /3REXE {3 tokeno
rp (getAuthOptions (deviceConfiqg))
.then (function (parsedBody) {
console.log ('Auth Info :',parsedBody)
b
.catch (function (err) {
console.log ('Auth err :'+JSON.stringify(err))
});
/ /AUt hiAERI B,
function getAuthOptions (deviceConfig) {
const params = {
productKey: deviceConfig.productKey,
deviceName: deviceConfig.deviceName,
timestamp: Date.now(),
clientId: Math.random() .toString(36) .substr (2),
}
/ /%M clientId. usernameflpasswordo
var password = signHmacShal (params, deviceConfig.deviceSecret);
var options = {
method: 'POST',
uri: 'https://iot-as-http.cn-shanghai.aliyuncs.com/auth',
body: {
"version": "default",
"clientId": params.clientId,
"signmethod": "hmacshal",
"sign": password,
"productKey": deviceConfig.productKey,
"deviceName": deviceConfig.deviceName,
"timestamp": params.timestamp
s
json: true
}i
return options;
}
//HmacShal sign
function signHmacShal (params, deviceSecret) {
let keys = Object.keys (params) .sort () ;
// REFHEEFHRF,
keys = keys.sort();
const list = [];
keys.map ( (key) => {
list.push( ${key}${params[key]l} )
}) 7
const contentStr = list.join('');

return crypto.createHmac ('shal', deviceSecret) .update (contentStr)

.digest ('hex"') ;

112
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! 1 $ node device-https.js

Auth Info‘: { code: @,
info: { token: '3bf8d6b6abaf =l ' b40139 ' },

D #& BEAMDEENtokenSE—ERMEAN (BiitokenEBE7X) , BERZNERE
tokensk LS HEHILLIE,

2. BEERE LIRHEE.
BB, 8%3KStokens, EoIfEAtokentE A LIREIE R password,
RELIRBUENIBERSHUTE.
e i 8A
method BKAE. BAIEENPOST,

endpointitt it F1TopicZApfuri:  https://iot-as-http.cn-shanghai.aliyuncs.c

om/topic + topic o

FE—"MtopicREENIKRE LIREMERIT opic:

uri
/sys/${deviceConfig.productKey}/${deviceConfig.deviceName}/thing/e
vent/property/post

body ®kETREOEREANS,

password EBEREEZINERE B token,

Content-Type 1% %E EIRNEBIEN RIS, BRINEZEF: application/octet-stream,

RELREIEROMCBUT,
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const topic = ‘/sys/${deviceConfig.productKey}/${deviceConfig.deviceName}/thing/event/p
roperty/post’;
/1 EIREHE,
pubData (topic, token, getPostDataf())
function pubData (topic, token, data) {
const options = {
method: 'POST',
uri: 'https://iot-as-http.cn-shanghai.aliyuncs.com/topic' + topic,
body: data,
headers: {
password: token,
'Content-Type': 'application/octet-stream'

}
rp (options)
.then (function (parsedBody) {
console.log ('publish success :' + parsedBody)
})
.catch (function (err) {
console.log ('publish err ' + JSON.stringify(err))
}) i
}
/ /SR B SR
function getPostData () {
var payloadJson = {
id: Date.now(),
params: {
humidity: Math.floor ((Math.random() * 20) + 60),
temperature: Math.floor ((Math.random() * 20) + 10)
}y
method: "thing.event.property.post"
}
console.log ("===postData\n topic=" + topic)
console.log (payloadJdson)
return JSON.stringify (payloadJdson) ;

EExME, TETULABER, #TRE LREENR. BTEFE, JEAbEEPERETE

device-httg

ifdlced' },

vent/property

AEMENFEaEHe L, AZRENREFFRETRERET, JEERELK/VBEEERMEH
. WHREREBEIHTTPSHMUM BB TS, H LR THE.

ERHTTPSIEEEENESIRE, BB NHTTPSEEE

114 > MHRRA: 20220624


https://www.alibabacloud.com/help/doc-detail/58034.htm#concept-djd-vt5-wdb

MENFES SEN RSN

1.13. LinuxigFEAIEMES

fol B R EVIR B IR CES SOKO LA E BT FLNUXR S, HEBEIMQTTIMUEANMENFES, AXUE
Ubuntu x86_64% % t#wi1FIREimCESSDKAAI, NMARREFLTZNEEMFRIRE.

l»

BERER
BXREHOESSONEAER, HBNHL,
IR MRS

1. BRVMEMESEHS.
2. LGB NE, HEIXMEISLA, BESIFHASIHFERE.

D k& BEi%R2 (18) . BA (RR) BEFETRWESARS. Stit, Sk

TE,
E CIAEE | oIre B5eD v
YIERES
bR ol EfTH
FEERNE

iotTest

[ F=y

3. EEMSHE, EFREEE >"m, BRELE R, I &m.

24 $E8H

AR BEXFmER.

TR EEEERE.

EMFT EHEWI-Fi,

iR ERICAIRERIEHE X (Alink JSON)
UNISE ERRERH.

4. EEMSHE, ERRE, BELHRMRE, ENCENTRTHRMES.
BEVZRING, HFEEEFIEBER (ProductKey, DeviceNameF]DeviceSecret) .

EXFmiEs
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RIEESLE- 1REEAN MW E S

BRI T 5 IR MBIk & iR C SDK DemoBlth, BB — N EHMRESONX ., KRflth, SANZMREX
f, ERFF@RIMRE,

1. REMER X,
i. T&;CSDK Demo,
ii. fBEDemoflja, FTHsrc/dev_model/examplesB R T W model for examples.jsoms(f4,

iii. ¥EYIE R SONI 4 h B product KeyH B B # A IR EYI B T & LS B mProductKey, RE1HF
=X,

"schema™:"https:

"profile”:{
"productKey™: "1

1

Jr»

sepvices™:[

I
L

"outputData”: [

1

identifier™:"set”,
"inputData™:[
{
"identifier”:"Powerswitch"”,
“dataType”:{
"spec

1
I
"type”:“bool”
1
I y
"name” : " EIEHE"
o

T
"method”
"name”
"requi
"callType™:

2. EYMBERMIESEFHENT R, REZALIENTR, REENNNES.
3. AFmMEBRYRENRET, REREER > RESA.
4. ERBEXIEED, ERSANVERE, L& F—SREBFOMEESONIY, BERE.
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MENFES R fESLE- 1R E A

S RE X

9 T BAREE S B SRR,

EIPR ShamEE

¥ A
SELE

fRE HiE

SABINE, ZXHEXNRENEREREEEXNEESIRD,
5 BEkm L%, BURELRHNIENIR.

BcESDK
$$C SDK DemoX S NEMF RIS, FHERE B X HPIERAEHREER.

1. #ESDK Demoth wrappers/os/ubuntuB & T HAL OS_linux.cXiEt, BEIERIERER N RENEEIEE
EI%\ o

ne PLATFORM WAIT_INFINITE 8

Fdef DYNAMIC REGISTER
_product_key[IOTX_PRODUCT KEY LEN + 1]
_product_secret[IOTX_PRODUCT_SECRET_LEN + 1]
_device name[IOTX DEVICE MNAME LEN 1]
_device_secret[IOTX DEVICE_SECRET_LEN + 1]

#ifdef DEVICE MODEL_ENABLED
_product_key[TOTX_PRODUCT KEY LEN + 1]
_product_secret[IOTX PRODUCT_SECRET_LEN 1]
_device name[IOTX_DEVICE_NAME_LEN + 1]
_device secret[IOTX DEVICE SECRET_LEN + 1]

_product_key[TOTX_PRODUCT KEY LEN + 1]
_product_secret[IOTX PRODUCT_SECRET_LEN 1]
_device_name[IOTX _DEVICE_NAME LEN + 1]
_device secret[IOTX DEVICE SECRET _LEN + 1]

_firmware_version[IOTX_FIRMWARE_VER_LEN]

2. fRiESDK, 7ESDKRB R, #iTmake reconfig, Fiki¥3, #Afamake,
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i~nfc-sdk-v3.8.1# make reconfig

SELECT A CONFIGURATION:

config.alios.esp8266
config.alios.mk388@
config.ubuntu.x86

Ell

. MK IEFTSDK,
ESDKIEE R, #117./output/release/bin/linkkit-example-solo, HITERUNTE,

root@ infc-sdk-v3.0.1# .foutput/release/bin/linkkit-example-solo
establish tcp connection with serwver(host="al( I.iot-as-mqtt.cn-shanghai.aliyuncs.com’, port=[1883])
success to establish tcp, fd=3

=

"id": 17,
“"wersion”™: "1.8%,
"params”: [
{
"attrKey™: "SYS_LP_SDK_VERSION",
"attrvalue™: "3.8.17,
“domain™: "SYSTEM"

"attrKey”: "SYS_SDK_LANGUAGE™,
"attrvalue™: "C",
“domain™: "SYSTEM"
1
1,

"method™: "thing.deviceinfo.update™

>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>

e

SDKE{TRIN /G, TTAMEMIEGESE, RENNNREFER, EFRERTMNRE LROYER
i,
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A 74 A

~ —_—
2-[ Egﬂﬁ1n

e IR\ . A ™ N —_—

2.1. FHEENXTopiciH 7@ (G
RO AEYEBEM S FEEXTopic, BEBEHEAXTBENTopich, PRSiHEITAMQP SDKIKRBUEE
HEER, REHEDABYENFESZEOPUbEIEEAMIES. BEXTopICBEAEAMEE, EENH
REMBEEENX,
%‘%%I@\
AR, EFEETEHSRE[HTHIENRE, £REEMNESEER., BETMNRSS LTAXY
BIEEE,; RES[EEETTITRIEBERERS.

BELT

HEEFARE

AR, EEHEMN=HER)avalESSDK, HokESlavaF & KE, &EalMava B MIETE, HE
ElavamHFARIER,

I~ mMIRE

1. BERVEMESEHS.
2. LGB NE, HEIXMEILA, BESIEHASZEFERE.,

D & BE#R2 (B8) . BA (RR) e 7RWRSSARS ., SiinE, BBl

TE,
E (OREE | s  ascm -
WERTEE
VAR =
B 1 1
fara
SERA v
o _
iotTest -
@ TR
TELEREY
4

3. EEMSHE, BHREEE > " m.

119
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RESLE-HEES MW E S

4. BEEM R, IBEETMm, KWproductKey, BIE1 aluzcHo****
HFRREES, B2 R,
5. Fmel@iIE, BEERradNNEE.,
6. AFmFBERNTopicEIERTET, BHAEXTopic, BMBEXTopic,
HFRREES, BELEETopic,
ARfld, EXTLATRANTopic:
o REEKMHEETopic: /aluzcHo****/${deviceName}/user/devmsg, XRALKH.
o REZITFIERTopic: /aluzcHo****/${deviceName}/user/cloudmsg, RFRAITH.
7. ERFHITRAET, BHEIEITHR, REAMQPREIHITH, iTHRE LIRESERINESEA.,
RELBELECEEEXTopiICERMMREER . HARERNIRE, BSREEAMOPIRSHIT I,

8. EEMSMEE, BHRE, ARENQZNEEWTAT, RMikEdevicel, KREUREIE
FHProductKey. DeviceName#DeviceSecret,

HFRREES, BRI 0EEE,
&%Eﬁ lu\—I:l HEX%

REA:
mET B FIES ES=
—LEERHT —
2. 15—
2.25i%iHE—
—3. S EEEE
EENRESD:

o REFJ|EIAMOPEFIHEUCER, FEEAMOPEFIHENENFES, KIMREHER, BERKEE, &
£ MJava SDKIEN R,

D k& AVMOPITHNBRMNEA, YASREEABNYENTEAIMNT

o BERFIWSDKIEAMEKMIES, HRKXHE.
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YIEXF &

o BEREINLEER.

final String productKey

final String deviceName

final String deviceSecret = "uwMTmVAMnxB***";

final String region =

= "aluzcHO****",

= "devicel";

"cn-shanghai";

o REVBAERSH, GEMOTTEREE. REGRMVBYEEREME, TXABRIZBRKREEAN

PIEX I & A FE LA,

LinkKitInitParams params

= new LinkKitInitParams () ;

//LinkKitRBEMOTTIMY, ®EMOTTHIERE .

IoTMgttClientConfig config = new IoTMgttClientConfig() ;

config.productKey = productKey;

config.deviceName = deviceName;

config.deviceSecret = deviceSecret;

config.channelHost = productKey + ".iot-as-mgtt." + region + ".aliyuncs.com:1883";

/ 1IREWER.
DeviceInfo devicelInfo
deviceInfo.productKey

devicelInfo.deviceName

deviceInfo.deviceSecret

/ /AREHNGERIAIRT.

Map<String, ValueWrapper> propertyValues

new DeviceInfol();

productKey;
deviceName;

= deviceSecret;

params.mgttClientConfig = config;

params.deviceInfo = devicelnfo;

params.propertyValues = propertyValues;

o ¥IAfLiEK,

/ /R F IR B AT LUS RN R R

LinkKit.getInstance() .init (params, new ILinkKitConnectListener ()

@Override

public void onError (AError aError)

{

System.out.println("Init error:" + aError);

}

/ /AR LAE B9 ETRE,

@Override

public void onInitDone (InitResult initResult)
System.out.println ("Init done:" + initResult);

{

new HashMap<String, ValueWrapper>();
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o

lﬁkkg ILI\ o

REHERVENELR, MULEEXNTopickiEHER. FRoninitDoneHMATELRAUTRE:

@override
public void onInitDone (InitResult initResult) {
//1& B PubiH EMTopicFINA,
MgttPublishRequest request = new MgttPublishRequest () ;
request.topic = "/" + productKey + "/" + deviceName + "/user/devmsg";
request.gos = 0;
request.payloadObj = "{\"temperature\":35.0, \"time\":\"sometime\"}";
/1 RIEHBHIGE I UEHEE,
LinkKit.getInstance () .publish (request, new IConnectSendListener () {
@Ooverride
public void onResponse (ARequest aRequest, AResponse aResponse) {
System.out.println ("onResponse:" + aResponse.getDatal());
}
@override

public void onFailure (ARequest aRequest, AError akError) {

System.out.println ("onFailure:" + aError.getCode() + aError.getMsg()) ;

RS [LEERWT:

Message

{payload={"temperature":35.0, "time":"sometime"},
topic='/aluzcHO****/devicel/user/devmsg’,
messageld='1131755639450642944",

gos=0,

generateTime=1558666546105}

LR SHsT, BFERUTSHE.

2% AN i8R
productKey aluzcHO* **

deviceNam

device1
e evice BEINEER, BEN0E~SMEE DS Es,
deviceSecre -
t uwMT mVAMnNxB
region cn-shanghai BB SRS REMSEAR, tiRKBRESE, B2
R AKX,
REBAMIE, MR, BENEEIALGT A,
hannelH lot-
cnannettios - gees matt.iothub.aliyuncs.c QD x& sAHSEREREHE0S1883, BRNLH
om:1883 W=
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MENFES RESLE-HEES

W

# AN W83

"/" + productKey + "/" +
deviceName + BERHRIRBENXTopic,
"/user/devmsg"

request.top
ic

request.pay "\"temperature\":35.0,

loadObj \"time\":\"sometime\"}" BEXBHBRE.
RSH/REHBLGRE
wRER:
it EBPIES S
L1 E—
—— 1. 28T SR —
2 1R E—
2. 2R
<+ 3.igBiEiEe—

o FEI&EIHSDKITIHETopic,

EERSNEER. REVIAUEERSH. MRMER, BEREE L EEE RS = PEENRGL
ﬁE.'lo

BREEZEWRSBAZNER, EHITFIERKTopic,
BB IR E 1T I T opicRBIENT
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/ /AR R A IR R [E1E,

@Override
public void onInitDone (InitResult initResult) {
/ /& BITIABTopico
MgttSubscribeRequest request = new MgttSubscribeRequest () ;

request.topic = "/" + productKey + "/" + deviceName + "/user/cloudmsg";

request.isSubscribe = true;

// REITEIERHIGE VT a0 E 5K KB ] R 2o

LinkKit.getInstance () .subscribe (request, new IConnectSubscribelistener () {

QOverride
public void onSuccess () {
System.out.println("");
}
@Override
public void onFailure (AError aError) {
}
}) i
//REITRBTFTH S 2R ET A1 R .
IConnectNotifyListener notifylListener = new IConnectNotifyListener ()
//BESbTE XU E T 1T B LA R E1E R 25

@Override

{

public void onNotify (String connectId, String topic, AMessage aMessage) {

System.out.println (

"received message from " + topic + ":" + new String((byte[])aMessage.getD

ata()));
}
@Override
public boolean shouldHandle (String s, String sl) {
return false;
}
@Override

public void onConnectStateChange (String s, ConnectState connectState) {

}
}i
LinkKit.getInstance() .registerOnNotifylistener (notifyListener) ;

Hop, request.topic EREBRAEGITRNRNEENXTopic,

o BERHSOKAAMEKNELZEOPUbLHIEE . SHRHE, BSRPub, EAIRE,
i, TXRBRAZEMENES LALLM TRELMER,

o REZMHINERER.

String regionId = "x*x";

String accessKey = "***";

String accessSecret = "x**x";
final String productKey = "***";

o REERSH.

/ /& B clientlIBE,

B8 M ava SDK(E

DefaultProfile profile = DefaultProfile.getProfile (regionId, accessKey, accessSecret);

IAcsClient client = new DefaultAcsClient (profile);

124
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MENFES B fESLE- HEEE

o REHERBRAMSH,

PubRequest request = new PubRequest () ;

request.setQos (0) ;

/ /1B RIEERNTopice

request.setTopicFullName ("/" + productKey + "/" + deviceName + "/user/cloudmsg");
request.setProductKey (productKey) ;

//REHBHNRE, —EEMBase6idwiy, E\LJELF.’JO

request.setMessageContent (Base64.encode ("{\"accuracy\":0.001, \"time\":now}")) ;
o RIZHR.

try {
PubResponse response = client.getAcsResponse (request) ;
System.out.println ("pub success?:" + response.getSuccess());
} catch (Exception e) {
System.out.println (e);
}

REHBREOERNT:

msg = [{"accuracy":0.001,"time" :now}]

B : RBERE
@ 38 SRUSHRT, FRBLUER, ERABTEXSHNE.

T Pub/Sub demo, BE&ARREIEY Z ik SDKFN 1% & ik SDKEE E X 8 Demo,
AMQPE FinEANMENE SR, 5

e Java SDKIEN R

NET SDK#EARH

e Node.js SDK#E N\ 7=l

e Python 2.7 SDK#E A\ R

e Python3 SDKi& AR

e PHP SDK#E AR

® GO SDK¥ENRH)

I s S £z 5

J&*EE%UWE?)L’?HE;': =
FEAMERYENESTIMAIAMNEE, NEAMPHMERRSSEHTIEREES, AXUSSTEFHE
IRIRSE BB BEI A6, NBHANFENIIRE, FREEFLEKERG.,

=IEE{-‘-II..J\

BRNEELDAREEAMEREEZ—TRSHR, ATFRT-LEHENES, NEHMEMHER, FBETHX
#E., ER, MEANBIRLELANIP, BRAEATRRENBERT, BMEEEHZKSE. MRERHEM
P\]M?EIE, S BEHIMANER. ARRU L@, SRoIUERRERYMEMESRRRRC (BT
BERER) eSS SchERIINMEIRRSF[ETRES
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https://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/44229/intl_en/1577169169729/PubSubDemo.zip
https://www.alibabacloud.com/help/doc-detail/143601.htm#concept-2340718
https://www.alibabacloud.com/help/doc-detail/143598.htm#concept-2340722
https://www.alibabacloud.com/help/doc-detail/143599.htm#concept-2340721
https://www.alibabacloud.com/help/doc-detail/143597.htm#concept-2340723
https://www.alibabacloud.com/help/doc-detail/175270.htm#concept-2567837
https://www.alibabacloud.com/help/doc-detail/172487.htm#concept-2553070
https://www.alibabacloud.com/help/doc-detail/148043.htm#concept-2372896
https://www.alibabacloud.com/help/doc-detail/90567.htm#concept-zlp-gsl-cfb
http://www.jcraft.com/jsch/
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@ 38  AXUARIFTESMRENF, NBTREHNSRRSBNFARIEA.
SHRIEEEHNRE

1.5 BERRPC SSHIE S

I 2 BEmarTh e EES I

H 3 i fTssHigs

I 5[5 E rapclffE I4. BimarTihinEEER I

BB R & IR RN SRR S R RE:

. TEEBRN_EE AAYIER W 2 & RRPCHE [ RIXSSHIE S .

2. MIBEMEAERIIESE, EBEMQTTHIMUESSHIES TR ANERIRS S,

3. RS EITSSHIES,

4, RSB BESSHIESHITE R EMRRPCIAAL, BIMQTTHMY LIRFMIERNES ,
5. BRI T2 & 4 RRPCIH N[0 5 45 EE AN .

—_

@ 88 RRPOBAMBHEHASH, REBVDAXKIIREESE, SRERBNEIR, MBEHKE
MIESREERREK, RRZEBHERES.

T#SDKfIDemo

SN FESZREFHNER, % LTRSS SDKANEEIHSDKF L.

o TEERfN ERIEMBLMF A 550 SDK, WA RMER RS i )ava SDK DemosRHTIRESHFF &

o EMEIRLEREMEEMFSIZEIHSDK, BWoILMER1EE 15 ava SDK DemosRETIREIH L.
UTETD, BNBIRSE K SDKH & &ix SDKEYF & R~ .

@ B ASCRAIPEENARNEE—EEBALNuXES, Wuname. touch, mv&, R
RESEFNIES, EELZRBTILI,

REHSDKF R
T, REIRBIHSDKA THSDK Demofs, &5 ARANTR B MKIRAIIE LA T lavasX 44,
HEITUS ERARBENE IR LET.

1. FTEpomxmbB s, IR .
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https://www.alibabacloud.com/help/doc-detail/69797.htm#reference-vgv-ckd-xdb
https://www.alibabacloud.com/help/doc-detail/30579.htm#reference-b4q-wwb-zdb
https://github.com/aliyun/iotx-api-demo
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http://gaic.alicdn.com/ztms/java-iot-device-sdk-demo-v1130/JavaLinkKitDemo.zip?spm=a2c4g.11186623.2.14.65ba10584QjwPu&file=JavaLinkKitDemo.zip
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<!-- IEUHSDK -—>

<dependency>
<groupId>com.aliyun.alink.linksdk</groupId>
<artifactId>iot-linkkit-java</artifactId>
<version>1.1.0</version>
<scope>compile</scope>

</dependency>

<dependency>
<groupId>com.google.code.gson</groupld>
<artifactId>gson</artifactId>
<version>2.8.1</version>
<scope>compile</scope>

</dependency>

<dependency>
<groupId>com.alibaba</groupId>
<artifactId>fastjson</artifactId>
<version>1.2.40</version>

<scope>compile</scope>

</dependency>

<!-- SSHEPUR -->

<!-- https://mvnrepository.com/artifact/com.jcraft/jsch —-->
<dependency>

<groupld>com.jcraft</groupld>
<artifactId>jsch</artifactId>
<version>0.1.55</version>

</dependency>

2. 1B SSHShelljavaX s, RTIAITSSHIES .
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public class SSHShell {

private String host;

private String username;

private String password;

private int port;

private Vector<String> stdout;

public SSHShell (final String ipAddress, final String username, final String passwor

d, final int port)
this.host =

ipAddress;

this.username = username;

this.password = password;

this.port =
this.stdout
}

port;
= new Vector<String>();

public int execute (final String command) {

System.out.println ("ssh command: " + command) ;

int returnCode = 0;

JSch jsch =
SSHUserInfo
try {

Session

session.
session.

session.

Channel

new JSch();

userInfo = new SSHUserInfo();

session = jsch.getSession (username, host, port);
setPassword (password) ;

setUserInfo (userInfo) ;

connect () ;

channel = session.openChannel ("exec") ;

( (ChannelExec) channel) .setCommand (command) ;

channel.

setInputStream(null) ;

BufferedReader input = new BufferedReader (new InputStreamReader (channel.get

InputStream()));

channel.

connect () ;

String line = null;

while ((line = input.readLine()) != null) ({
stdout.add(line) ;

}

input.close();
if (channel.isClosed()) {

returnCode = channel.getExitStatus() ;

}

channel.

session.

disconnect () ;

disconnect () ;

} catch (JSchException e) {

e.printStackTrace () ;

} catch (Exception e) {

e.printStackTrace () ;

}

return returnCode;

}

public Vector<String> getStdout () {

return stdout;

3. I SSHUsernnfo javaX 4, FFIEIESSHIK S 253,
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public class SSHUserInfo implements UserInfo ({
@Override
public String getPassphrase () {
return null;
}
@Override
public String getPassword() {
return null;
}
@Override
public boolean promptPassphrase (final String arg0) {
return false;
}
@override
public boolean promptPassword(final String arg0) ({
return false;
}
@override
public boolean promptYesNo (final String arg0O) {
if (arg0.contains("The authenticity of host")) {
return true;
}
return false;
}
@override
public void showMessage (final String arg0) {
}

4. BN Device javaxXy, AFEIEMQTTiEE,

public class Device {

/**

- R

*

* @param productKey Frgmkey

* @param deviceName &R

* @param deviceSecret REFA

* @throws InterruptedException

=Y

public static void connect (String productKey, String deviceName, String deviceSecre

t) throws InterruptedException {

/7 ¥IRHEE
LinkKitInitParams params = new LinkKitInitParams () ;
// 8B vatt VIS
ToTMgttClientConfig config = new IoTMgttClientConfig() ;
config.productKey = productKey;
config.deviceName = deviceName;
config.deviceSecret = deviceSecret;
params.mgttClientConfig = config;
// BREMBREREIERER, EAN:
DeviceInfo deviceInfo = new DevicelInfo();
deviceInfo.productKey = productKey;

devicelInfo.deviceName = deviceName;
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deviceInfo.deviceSecret = deviceSecret;
params.deviceInfo = devicelInfo;
// #4aK
LinkKit.getInstance () .init (params, new ILinkKitConnectListener () {
public void onError (AError aError) {
System.out.println("init failed !! code=" + aError.getCode() + ",msg="

+ aError.getMsg() + ",subCode="

+ aError.getSubCode () + ",subMsg=" + aError.getSubMsg());

}
public void onInitDone (InitResult initResult) {

System.out.println("init success !!");

});

// WBEREURINEA RITRENDS B, aJLARIESEFREIE KX B AVEERT

Thread.sleep (2000) ;

}
/‘k*

*

AKTHHE

*

* @param topic ﬁiﬁfﬁ%ﬂ'\]topic

* @param payload RIXRGHERZA

wY
public static void publish (String topic, String payload) {
MgttPublishRequest request = new MgttPublishRequest () ;
request.topic = topic;
request.payloadObj = payload;

request.gos = 0;

LinkKit.getInstance () .getMgttClient () .publish (request, new IConnectSendListener

@Override

public void onResponse (ARequest aRequest, AResponse aResponse) {

}

@Override

public void onFailure (ARequest aRequest, AError akError) {

/**
* STEHE
*
* @param topic ITFIHEMtopic
Y
public static void subscribe (String topic) {
MgttSubscribeRequest request = new MgttSubscribeRequest ()
request.topic = topic;
request.isSubscribe = true;
LinkKit.getInstance () .getMgttClient () .subscribe (request,
istener () {
@Override
public void onSuccess () {
}
@Override
public void onFailure (AError aError) {

}

’

new IConnectSubscribel

130
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1)
}
/**
* BUHITIA
*
* @param topic BUHITIRIEERtopic
*/
public static void unsubscribe (String topic) {
MgttSubscribeRequest request = new MgttSubscribeRequest () ;
request.topic = topic;
request.isSubscribe = false;
LinkKit.getInstance () .getMgttClient () .unsubscribe (request, new IConnectUnscribe

Listener () {

@Override

public void onSuccess () {
}

@Override

public void onFailure (AError aError) {

K/
public static void disconnect () {

// R¥EK

LinkKit.getInstance () .deinit();

5. 81N SSHDevice javaX ., SSHDevicejavaB&mainfik, BTFEWRRPCIES, B ssushell AT
SSHIEZ, IR[EIRRPCIGRI, SSHDevicejavaxXihrd, BEEBIRFIEHER (ProductKey,
DeviceNamef[]DeviceSecret ) F1SSHIK S 555,

public class SSHDevice {

// SEESHNSHAR
// FEmproductKey
private static String productKey =

//

private static String deviceName =
// 1&&HF$deviceSecret

wn .
’

wn .,
’

private static String deviceSecret = "";

// HBBENtopic, TRBNEMEN, HIZERRT

private static String rrpcTopic = "/sys/" + productKey + "/" + deviceName + "/rrpc/
request/+";

// ssh EiRIAHBAT 1P
private static String host = "127.0.0.1";
// ssh FAFP#&

private static String username =
// ssh %5

private static String password =
// ssh AT

private static int port = 22;

// FEEENSHER

public static void main(String[] args) throws InterruptedException {
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// TATERIESER
registerNotifyListener();
// BIERE
Device.connect (productKey, deviceName, deviceSecret);
// TiRtopic
Device.subscribe (rrpcTopic) ;
}
public static void registerNotifyListener () {
LinkKit.getInstance () .registerOnNotifylListener (new IConnectNotifyListener () {
@Override
public boolean shouldHandle (String connectId, String topic) {
// RRIBYE topiclHE
if (topic.contains ("/rrpc/request/")) {
return true;
} else {

return false;

}

@Override
public void onNotify (String connectId, String topic, AMessage aMessage) {
// W rrpciERHFEIE rrpclffz
try {
// BATIERRAG S
String payload = new String((byte[]) aMessage.getData(), "UTF-8");
SSHShell sshExecutor = new SSHShell (host, username, password, port)

sshExecutor.execute (payload) ;
// RRGLEE
StringBuffer sb = new StringBuffer();
Vector<String> stdout = sshExecutor.getStdout () ;
for (String str : stdout) {
sb.append (str) ;
sb.append ("\n") ;
}
// EIEEE RS i
String response = topic.replace("/request/", "/response/");
Device.publish (response, sb.toString()):;
} catch (UnsupportedEncodingException e) {

e.printStackTrace () ;

}
@Override
public void onConnectStateChange (String connectId, ConnectState connectStat

RS SDKFF &
TH. RERSIHSDKI TESDK Demo/g, T RN B KEBFILE ML T JavadX 44,
1. EpomxmbBidh, FHINKE .
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) k& 2

<!-- BRZBUHsSDK -->

<dependency>
<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-iot</artifactId>

<version>7.38.0</version>

</dependency>

<dependency>
<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-core</artifactId>

<version>4.5.6</version>

</dependency>

<!-- commons-codec -->

<dependency>
<groupId>commons-codec</groupld>
<artifactId>commons-codec</artifactId>

<version>1.8</version>

</dependency>

2. 1810 OpenApiClient javaxX ¥, BT EABYENFESFRED,

= null;

public class OpenApiClient {
private static DefaultAcsClient client
public static DefaultAcsClient getClient (String accessKeyID, String accessKeySecret

) |
(client != null) {

if
return client;

}
"iot.cn-sha

try {
IClientProfile profile DefaultProfile.getProfile ("cn-shanghai", accessKey

"Tot",

"cn-shanghai",

ID, accessKeySecret);
DefaultProfile.addEndpoint ("cn-shanghai",

nghai.aliyuncs.com") ;
new DefaultAcsClient (profile);

client
} catch (Exception e) {
System.out.println ("create OpenAPI Client failed !! exception:" + e.getMess

age());
}
return client;

3. 40 5SHCommandSender.javaX ., SSHCommandSenderjavaB&mainsixk, FBF KiESSHIESFE
IS AccesskeylE R . REFIERBER

IR
78N

WSSHIES MR, SSHCommandSenderjavah, EEES
(ProductKey#DeviceName) . PARSSHIES .
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public class SSHCommandSender {

//

FEEHSNSHFR

// BPWSAccessKey

private static String accessKeyID = "";

// FBAPMSAccesseKeySecret

private static String accessKeySecret = "";

// FEERKey

private static String productKey =

wun .
’

// i&%&HBMdeviceName

private static String deviceName = "";

//

REIESNSHRE

public static void main(String[] args) throws ServerException, ClientException, Uns

upportedEncodingException {

797 .htm

Byte (),

// Linux ZFEfR<

String payload = "uname -a";

// ¥IEERRPCIER

RRpcRequest request = new RRpcRequest();

request.setProductKey (productKey) ;

request.setDeviceName (deviceName) ;

request.setRequestBaseb64Byte (Base64.encodeBaseb4String (payload.getBytes()));
request.setTimeout (5000) ;

// REBRSIRIERE P i

DefaultAcsClient client = OpenApiClient.getClient (accessKeyID, accessKeySecret)

// ZRHEERRPCIES

RRpcResponse response = (RRpcResponse) client.getAcsResponse (request);

// RRPCUARZALIE

// response.getSuccess () {RFREARRPCIER KIXMIN, FRTRIZZIZUELTHFNNEN RETH

// BEIRERrpcCodeRHIE, BENXMhttps://www.alibabacloud.com/help/doc-detail/69

if (response != null && "SUCCESS".equals (response.getRrpcCode())) {
// B
System.out.println (new String(Base64.decodeBaseb64 (response.getPayloadBaset4
"UTF-8")) ;
} else {
// BIREK, FTElrrpc code
System.out.println (response.getRrpcCode()) ;

2.3. PERERF

RESZHRETAINKPGHITYERELIRER, SRRELREMENEHERIITR, NZH TRIRERMY
FIFAARSEEENRE . AXERFIRMA)ava Demo, NMEMRBEHIEBEABRE.

AR R4

o EFFEVELN TSRS .
o ERKJavaFkHiE,

T mARE
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B, [EUBRFRMRE, AFREXIEE (BMRE) |
1. ERVEMFEEEHS.
2. GBS A, HEIXNIISLH, BELEHASLEFERE.,

D FE&E BEER2 (B8) . BE (AR) BEFETOWRSARS. St Sk

TR,
E CRNEs fa Ifees BE (55 v
MR
prsal[UnEendl BT
FRRRS
ESe)] v
m AR ==
iotTest ==
© Atk
EEaE
4

3. AEMSHE, BHREEE >~ m.,

4. BHBIEF M, BENTREN, ERAEXmE, HMSHERRIME, REREHIN, THEZ
.

FRREES, BELOET &,

5. EFmEBNRENRET, EXYER,
ARBIPEPERNINER T, RMUTEYE. RSMSEH.
ASRH T RBINVEETSL, MAIMESN, BERM S FNDER,

BRiMER
TheesR iwRE 1 e =il IEEY
= Offline_alarm - SR £
BE MadifyVehiclelnfo - EEAR: SRR
=1:3 hue int32 (ZE) EEER: 0~ 254
IRE
=5 MicSwitch bool (5/REL) 0-%
1-7F

6. EEMSHMEE, BHRE, IRKRE.
ARARB P ERMEREREBENMERBIRERS, FFUTELLIERMNMRE. FAREES,
BERME0EES,
T#. ®%¥Demo SDK
ARBIRALHISDK Demoth & & 7 AR $54% SDK Demo#li& &% SDK Demo,
1. BETHiotx-api-demo, HERESE,
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https://iot.console.aliyun.com/
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XN E S

2. fTFavaF AT E, SABERE RN otx-api-demoX 3£,
3. Epomxmi3iEd, HMMU T Mavenikil, S AR = =ik SDKFNIR & ik SDK,

<!-- https://mvnrepository.com/artifact/com.aliyun/aliyun-java-sdk-iot -->
<dependency>
<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-iot</artifactId>
<version>7.33.0</version>
</dependency>
<dependency>
<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-core</artifactId>
<version>3.5.1</version>
</dependency>
<dependency>
<groupId>com.aliyun.alink.linksdk</groupId>
<artifactId>iot-linkkit-java</artifactId>
<version>1.2.0</version>
<scope>compile</scope>

</dependency>

4. TEjava/src/main/resources/B R T confighltet, BAVIAKER.

R & i

user.accessKeyID = <your accessKey ID>
user.accessKeySecret = <your accessKey Secret>
iot.regionId = <regionId>

iot.productCode = Iot

iot.domain = iot.<regionId>.aliyuncs.com
iot.version = 2018-01-20

W

# A

IR 2 =K S BACcessKey D,

accessKeylD BHRIREMBBNKE LG £, ERAccessKeyER, #FARLEEEER

Bl EETAYACcessKey.,

accessKeySecret REI I E =K S B9ACcessKey Secret, BE /574 E _EAccessKey D,

regionid MK MIRE B MEID, MEIDNRXTSE, SR MEMTHX,

SDK ERBMMSE4

B EIREFRSOKERMBEMN TS, LREENSHESR.

Demoth, java/src/main/com.aliyun.iot.api.common.deviceApi8 & T 8 ThingTemplat X4 2 i& &% _E1R
EHMEH4EDemo,

. QHE

EEER.

JvﬁﬂqﬂproductKey deviceName. deviceSecretflurlE & A EAIEEIEBEEMMQTTIEAR S, &
ANEERWGE, BELasopns s, BARBYRIETIRO1883,

136
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public static void main (String[] args) {

/**

* WERIEBER.

*/
String productKey = "your productKey";
String deviceName = "your deviceName";
String deviceSecret = "your deviceSecret";
/* TODO: ERAEHEXMT S SLFIRENMAE ~/
String wurl = "iot-6d***gl.mgtt.iothub.aliyuncs.com:1883";
/**

&3 mqtti’-f}gﬁﬁo

=

ThingTemplate manager = new ThingTemplate() ;
DeviceInfo deviceInfo = new DeviceInfo();
deviceInfo.productKey = productKey;
deviceInfo.deviceName = deviceName;
deviceInfo.deviceSecret = deviceSecret;

/**

* IREBIHEYTava HITPEPIHERTSIVI . 20

*/

System.setProperty ("https.protocols", "TLSv2");

manager.init (deviceInfo, url);

o MIAfLiER,
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public void init (final DeviceInfo devicelInfo, String url) ({

LinkKitInitParams params = new LinkKitInitParams () ;
/ * %

* EBnqt t¥IB S,

4

IoTMgttClientConfig config = new IoTMgttClientConfig();
config.productKey = deviceInfo.productKey;
config.deviceName = devicelnfo.deviceName;
config.deviceSecret = deviceInfo.deviceSecret;
config.channelHost = url;

/* *

* ERERBELER.

* JWmgttBcleanSessionFE],

4

config.receiveOfflineMsg = false;
params.mgttClientConfig = config;
AlLog.setLevel (LEVEL DEBUG) ;

ALog.i (TAG, "mgtt connetcion info=" + params);

/ * %
* RBMRK, ENRSIEBRES.
*/

params.deviceInfo = devicelnfo;
/BRI, </
LinkKit.getInstance() .init (params, new ILinkKitConnectListener () {
public void onError (AError aError) ({
AlLog.e (TAG, "Init Error error=" + aError);
}
public void onInitDone (InitResult initResult) {
ALog.1i (TAG, "onInitDone result=" + initResult);
List<Property> properties = LinkKit.getInstance () .getDeviceThing () .getP
roperties();
ALog.i (TAG, "IREEMFIER" + JSON.toJSONString (properties));
List<Event> getEvents = LinkKit.getInstance () .getDeviceThing () .getEven
ts();
ALog.i (TAG, "IREHBMFIER" + JSON.toJSONString (getEvents)) ;
/*BHE LR, Topo: FHHRFAIRMEYE, HbiIMicSwitch, BFEREMIERMN—IS. TN
SIREFRIR */
handlePropertySet ("MicSwitch", new ValueWrapper.IntValueWrapper (1)) ;
/* B ER. Topo: HWMRFIIREVEM, Lbiloffline alarm, FBFMEVYIREIM—ERS .
BUIREHFIR *~/
Map<String,ValueWrapper> values = new HashMap<>();
values.put ("eventValue",new ValueWrapper.IntValueWrapper (0)) ;
OutputParams outputParams = new OutputParams (values) ;

handleEventSet ("Offline alarm",outputParams) ;

@ 38 ABPNEENBHRRZESYEE S E YRR,

o RERER LIRBM,
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/**
* Alink JSONAIE&EIH LIRE .
* @param identifier: EBMEMFIRT.
* @param value: LIREBME,
* @return
*/
private void handlePropertySet (String identifier, ValueWrapper value ) {
ALog.i(TAG, "LIREMidentity=" + identifier);
Map<String, ValueWrapper> reportData = new HashMap<>();
reportData.put (identifier, value);
LinkKit.getInstance () .getDeviceThing () .thingPropertyPost (reportData, new IPublish
Resourcelistener () {

public void onSuccess (String s, Object o) {

// B ERM,

ALog.i (TAG, " EI¥RFEIN onSuccess() called with: s = [" + s + "], o= [" + 0
+ "1
}
public void onError (String s, AError aError) {
// B ERE K,
ALog.i (TAG, " LEIR&KMonError() called with: s = [" + s + "], aError = [" +
JSON.toJSONString (aError) + "1");

}
1)

o REIREIR LREMN.

/**
* Alink JSONAHi&&Him LIRS
* @param identifyID: HEEFIRIAR,
* @param params: B EIRBE.
* @return
=
private void handleEventSet (String identifyID, OutputParams params ) {
Alog.i(TAG, "LIREMH identifyID=" + identifyID + " params=" + JSON.toJSONString (
params) ) ;
LinkKit.getInstance () .getDeviceThing () .thingEventPost ( identifyID, params, new I
PublishResourcelListener () {

public void onSuccess(String s, Object o) {

// B ERM.

ALog.1i (TAG, v FRARIH onSuccess () called with: s = [" + s + "], o= ["+ 0
+ ")
}
public void onError (String s, AError aError) {
// Bt ERE K
ALog.1i (TAG, ".t?ﬁgiﬂionError() called with: s = [" + s + "], aError = [" +
JSON. toJSONString (aError) + "1");

}
});

ZigSDKTAREBRMEMBAKRSES

o WITA4LSDKE i,
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Demot, java/src/main/com.aliyun.iot.clientB R T lot Client X {42 SDKE P iz ¥ ia 4L Demo,

public class IotClient {
private static String accessKeyID;
private static String accessKeySecret;
private static String regionId;
private static String domain;
private static String version;
public static DefaultAcsClient getClient () {
DefaultAcsClient client = null;
Properties prop = new Properties();
try {
prop.load (Object.class.getResourceAsStream (" /config.properties")) ;
accessKeyID = prop.getProperty ("user.accessKeyID");
accessKeySecret = prop.getProperty ("user.accessKeySecret");
regionId = prop.getProperty("iot.regionId") ;
domain = prop.getProperty ("iot.domain") ;
version = prop.getProperty("iot.version");
IClientProfile profile = DefaultProfile.getProfile (regionId, accessKeyID, accessKey
Secret) ;
DefaultProfile.addEndpoint (regionId, regionId, prop.getProperty("iot.productCode"),
prop.getProperty ("iot.domain")) ;
// #¥aclient,
client = new DefaultAcsClient (profile);
} catch (Exception e) {
LogUtil.print ("#liAfbclient M ! exception:" + e.getMessage());
}

return client;

public static String getRegionId() ({
return regionId;

}

public static void setRegionId(String regionId) {
TotClient.regionId = regionId;

}

public static String getDomain () {
return domain;

}

public static void setDomain (String domain) {
IotClient.domain = domain;

}

public static String getVersion () {
return version;

}

public static void setVersion (String version) {

IotClient.version = version;

o WAkt % CommonRequest AL,

Demoth, java/src/main/com.aliyun.iot.apicommon.openApiB & Tt AbstractManagersl it 21 =
% APIE CommonRequest A1t # I Demo.,
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public class AbstractManager ({
private static DefaultAcsClient client;
static {
client = IotClient.getClient();
}
/**
*  FEOEKMIE, action: OB,
*  domain: £ Lk,
*  version: EORRZS,
“Y
public static CommonRequest executeTests (String action) {
CommonRequest request = new CommonRequest () ;
request.setDomain (IotClient.getDomain()) ;
request.setMethod (MethodType.POST) ;
request.setVersion (IotClient.getVersion());
request.setAction (action) ;

return request;

o RERIKSDKARMEKMES=IHAP, TRIRERMMBAARSHNES.

Java/src/main/com.aliyun.iot.api.common.openApiE & T W ThingManagerForPopSDk2 Z i SDKIfE FB
APIR B iR &E B M HE AR & RS BDemo X 14,

o JHASetDevicePropertyiRBIREBME,

public static void SetDeviceProperty (String Instanceld, String IotId, String ProductKey
, String DeviceName , String Items) {
SetDevicePropertyResponse response =null;
SetDevicePropertyRequest request=new SetDevicePropertyRequest () ;
request.setDeviceName (DeviceName) ;
request.setIotId(IotId);
request.setItems (Items) ;
request.setProductKey (ProductKey) ;
request.setIotInstancelId(Instanceld) ;
try {
response = client.getAcsResponse (request) ;
if (response.getSuccess() != null && response.getSuccess()) {
LogUtil.print (MEBIGEHBEMERII") ;
LogUtil.print (JSON.toJSONString (response)) ;
} else {
LogUtil.print ("IRBEIGHEBHEEXM") ;
LogUtil.error (JSON.toJSONString (response)) ;
}
} catch (ClientException e) {
e.printStackTrace () ;
LogUtil.error (MZBIRFBMHLM! " + JSON.toJSONString (response)) ;
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o AHSetDevicesProperty#it B8 BigE B ME.

/**

*

HEREIREREM.

* @param ProductKey: BIZEREMMIZERRENZMKeyo
* @param DeviceNames: BiRERBMEMIZERZMTIR,
* @param Items: BREMNEMESR, AMiHkey:value, FIEHRIANISON String, BHEN.
*
* @Des: IRk,
*/
public static void SetDevicesProperty(String InstanceId, String ProductKey, List<St
ring> DeviceNames, String Items) {
SetDevicesPropertyResponse response = new SetDevicesPropertyResponse () ;
SetDevicesPropertyRequest request = new SetDevicesPropertyRequest () ;
request.setDeviceNames (DeviceNames) ;
request.setlItems (Items);
request.setProductKey (ProductKey) ;
request.setIotInstanceld(Instanceld);
try {
response = client.getAcsResponse (request) ;
if (response.getSuccess() != null && response.getSuccess()) {
LogUtil.print ("HMEIRBIRFEMEKII") ;
LogUtil.print (JSON.toJSONString (response)) ;
} else {
LogUtil.print ("HEIZBIRFEERY") ;
LogUtil.error (JSON.toJSONString (response)) ;
}
} catch (ClientException e) {
e.printStackTrace () ;
LogUtil.error ("MEIREIREFEMERM! " + JSON.toJSONString (response)) ;

o @M InvokeThingServicel@ARE RS .
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/**

* @param Identifier: BRSZMIIdentifier, #ZMfTENo
* @param Args: BEEARSZSMASEE, BHEN,

=y

public static InvokeThingServiceResponse.Data InvokeThingService (String Instanceld,

String IotId, String ProductKey, String DeviceName,

String Identifier,

String Args) {
InvokeThingServiceResponse response =null;
InvokeThingServiceRequest request = new InvokeThingServiceRequest () ;
request.setArgs (Args) ;
request.setDeviceName (DeviceName) ;
request.setIotId(IotId);
request.setIdentifier (Identifier);
request.setProductKey (ProductKey) ;
request.setIotInstanceld(Instanceld);
try {
response = client.getAcsResponse (request) ;
if (response.getSuccess() != null && response.getSuccess()) {
LogUtil.print ("ARSHITERIN") ;
LogUtil.print (JSON.toJSONString (response)) ;
} else {
LogUtil.print ("ARSBHITEK") ;
LogUtil.error (JSON.toJSONString (response)) ;
}
return response.getData () ;
} catch (ClientException e) {
e.printStackTrace () ;
LogUtil.error("HE?%#“?QE%Q! " + JSON.toJSONString (response)) ;
}

return null;

@ e MESEARSAARS, FEEXMELRN, ERRSOARASRARS; FRIE

HinlY, FRELERLSEARSHRS,
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o FAInvokeThingsServiceitt S B AR E RS,

/**
* @param Identifier: BRSZMIIdentifier, WZMfENo
* @param Args: BEREARSMASEE, BHEN,
*/
public static void InvokeThingsService (String InstancelId, String IotId, String Prod
uctKey, List<String> DeviceNames,
String Identifier, String Args) {
InvokeThingsServiceResponse response =null;
InvokeThingsServiceRequest request = new InvokeThingsServiceRequest () ;
request.setArgs (Args) ;
request.setIdentifier (Identifier);
request.setDeviceNames (DeviceNames) ;
request.setProductKey (ProductKey) ;
request.setIotInstanceld(Instanceld);
try {
response = client.getAcsResponse (request) ;
if (response.getSuccess () != null && response.getSuccess()) {
LogUtil.print ("HERAIRERSKIN") ;
LogUtil.print (JSON.toJSONString (response)) ;
} else {
LogUtil.print ("MEREMBIRFRSEM") ;
LogUtil.error (JSON.toJSONString (response)) ;
}
} catch (ClientException e) {
e.printStackTrace () ;
LogUtil.error ("HE2IRAMIZEIRSZSEKM! " + JSON.toISONString (response)) ;

RERMNEARSEERRHE:
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public static void main (String[] args) {
/** EERIG RIS & B MHFRE = MEYProductkeyo */
String deviceName = "2pxuAQB2I7wGPmgg***";
String deviceProductkey = "alQbjI2***";
/I F AR FIFFTRE AT LG, & B InstanceIdMEKELFIIDE, EaI/EYIBERT &IEHI& B
YWOTHE, EEYFIEFIEIID,
*JFFIHRRAHEIEG, € E InstanceIdATE"",
Y
String Instanceld = "iot-***tl02";

//1 RBIRENREM,

SetDeviceProperty (InstancelId, null, deviceProductkey, deviceName,"{\"hue\":0}");
//2 MEREIGEREMY,

List<String> deviceNames = new ArrayList<>();

deviceNames.add (deviceName) ;

SetDevicesProperty (Instanceld, deviceProductkey, deviceNames, "{\"hue\":0}");

//3 VARIR&ERIARSS.

InvokeThingService (InstanceId, null, deviceProductkey, deviceName, "ModifyVehiclelIn
fo", "{}");

//4 HEFBIRENRS.

List<String> deviceNamesService = new ArrayList<>();

deviceNamesService.add (deviceName) ;

InvokeThingsService (Instanceld, null, deviceProductkey, deviceNamesService, "Modify

VehicleInfo", "{}l");
}

EiTAR

R &EimSDKI =iwSDKEC B i/, 121
EELR:

o FEAMAR,

I
R
wn
o
&

BHE, INRENREFERE, RERINER:
RET, EERERE—XRLRVEHENEEHIRCR,
RET, EFERELBROEHCR,

AET, EERH TRNRSAAILR.
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jillls

2.4. M2MikFia&E {5
2.4.1. M2Mig&F aI&E S

M2M (BlMachine-to-Machine) R —finxinBERAK, ARV BTN FNAppEZE A, HAERM
NS REMTopicH REEARIMMMIREBIERR, EENANTETYENFELEVE—PM2MEE
PRSI

BRI SFNAppHERMEFBERBIHAMKENFEEHAE, BARELSHEAERTHNREBEFRAME
R, BABEBIAEMSZB[EATXLEER, ERAFEINEHCHUSRRMNT,

BRI RE, BERATXHY:
o ETFHNG|IZEHM2MEEEEE
o HETFTopicH BIEHIIM2MIEEEE(E

2.4.2. ETFMN S| ZEHAM2MIZFEES

RXLAERETMFHNAppEZE A, BETYENESOMMSIEHERENE, WE—IM2MREEBERER
MO

%%%I@\
{5 A FHLAPP IR HI & EXT B3R AR

1rpp EMER . BSREEEGEEER
2 FARHEITRE . RS EERIT R &EMERdeviceName

.............................................

Ea : PERES - APERSE

l HTTPS Topic: i i
5 BEITHEES /al987654321/ControlApp/user ! - HPEE
App i"é{_rthmﬁi‘ B EEH) \feommand i |
eyceame : : : iﬁﬁ-%}%
ﬁ : :
| j
| w8 L BEBR
: -~ |  HEws
Era Z i -
. O MQTT | o Aehtisers i |
= = ' Topic: fal1234567859/i userf sefe— i i >
~~ s mEEBEEESY i g ! : L
T O !
BESE

1ENENTAENE, AEETRENEFSNIRE, BXNES, BERE, BB, HE
BiRE. BENHNMEE,

ARFIth, BHEETHProductKeyBHal123456789; DeviceNameAlight,
2. FRERETIRE R

KRB, RESYENFELEHESHMNAMQTT,
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REWSDKARFE, BS W15 0Lk SDKH,
3. EMENES, AFHAppEM~mAIRE,
KRB, FHAppHIProductKeymal987654321; DeviceNamegControlApp,

HAFNAppHPEMERE, BHRS[ZBAPPIREERKELFHApPp, iEFHNAppal MEA—D
REERIMHEN TS,

4. FRFHAPP,
KRB, FHAppSYEMFE S BEIEETMUAHTTPS,
FHAppREBE BEXT IR HIIE L payload BUIEE I T :
{
"TargetDevice": "light",
"Switch": "off",
"Timestamp": 1557750407000
}
5. ARERENTIRE R, TMEEITIREFEZDENES, EBFHRITESSNEE.
6. IREHN S| ZBHIEREMU, BFHAppAMIIESMERT S EEXTHTopict,
i. BRVBEMEFEEGE, EEANSIE > aFEARE.
i. BEGEMN, EHENIFED, WAMNEIR, BHHIA.
iil. 7ESRHAVBIR RN BRI XHEE, REAIERE.
v. AREREANGNE, RELEHETHNHRSSOL,

v. ERESQLMIEE, RELBEAERASHNSOL, BEHHEIN, ZSQUENFHApPIRERITopicH
B, HEEEREAEETNEEFR.

ARfcr, SQUEHIEEHE DI EIREEHBFRT arget Device, JHEBTE
HTimestampFlSwitch=PMZEKRHE,
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WSSOl
MR ET - =rallise
SELECT TargetDevice, Switch, Timestarp
FROM  "fal /ContralAppfuserfcommand”
W/HERE
& FR
TargetDevice, Switch, Timestamp
® Topic
BE hd
apptest Ay
Control&pp hd
userfcomrmand hd
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il

vi. EREREANTIE, BERALAEE TORMEE. AREMEED, REEKESENM. ¥
BRI IREEBITANRNTopic/E A EWRFHLAppiE LB Topic,

@ s
m EEREHMES— 1N Topicth,
n IEEIREN, BEAENS S(Targetbevice) BEFTEBIRSEEENT. WARGD s
TargetDevice} SHENMEREITIREZHR 1ight

I0IRE X
EEEE
EfREIS—1 Topic e

EEY hd
HaEetT123 W
HTargetDevice} N
uzerfset W

7. FHAppBFETABKEAPPSERETHE.
HAppA B RESREEPERIZENERE, BHRSFZBREISEMINEGEXTIREZR
deviceName, A/Rfld, HEEITIREBZMRAlight,
8. FHAppBFETAppRIXERFIES,
i. FHAppAEXMFEEDMNTopickXES, WARGID, AppitRa)&EIESLTopic:  /a1987654
321/ControlApp/user/command o
i. MEMEEBRESEXNHEIEREAN, BiESEEAEXAEETNTopic, MARGISENH

Topic: /all23456789/light/user/set ,

ii. HEEATIRINEIESE, MITHEXEE.

@ 38 FHAppth A ARNRS BRIEMINEEER. BYS, ZENAPPBRBIEHZ

BHReXT.

2.4.3. EFTopic EREHBM2MIEFEHES

AXLAERENTMFHNAppEZE A, BEFMENEENTopiCERIBARS, ME—TM2MZEEERER
MO

%%EI@\
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BREXTEREIRBUTE

1 Aop EMER . BEEERERERER
‘ 2 FBWEITRE, BEEEEITIHEREdeviceName

--------------------------------------------

PEERITS : - APREE
.. HTTPS T ' : ;
3. REFHES ' /al987654321/ControlApp/user ! ; HPFEE
App ze’f'zfrig"‘“*ﬁ ' fupdate !
' REER
B |
cmmkss B - RROR
H#FTopic B ;
HEwE
AAY MaTT - _ . :
Q W:Topn::Ial123456?89ﬂ|ght/user/set*— ! : RS |
ﬂ' OO b o i
BRESPR

1. BT EETE, NERITRELETMMIRE, EXNES, BIARE, B2RE~a, e
BIRE . BENHANEE,

ARBth, FHEETHIProductKeyHal123456789; DeviceNameAlight,
2. FRERTIRER,
Arfd, RESVERTERENOBEHAMOTT,
REIWSDKFFRIFRE, ESIILE IHLnk SDKIZHE,
3. AMBMES, AFHAppER~RIIRE
LFERHID, FEHAppHIProductKeyHalo87654321; DeviceNameIControlApp.,

HAFNAppAPEMERE, RE[EAPPREERKELFIAPP. FHAppT LMEA—MREEE
MR TES,

4. EARSE, BEASRKEOCeateTopicRouteTable, BIEApp Topic5 & 88T TopicZ B BB X
=,

o EABSrcTopiciS ENAPPHITOPIC:  /a1987654321/ControlApp/user/update o
o ¥ABDstTopicsiEENEEEXTHITopIC:  /al123456789/1light /user/set o
5. FRFHApPpP.
KRBT, FHAppSHERR S E B EMXAHTTPS,
FHAppRENE REATIZHIIE < payload IEE RN T :

{
"TargetDevice": "light",
"Switch": "off",
"Timestamp": 1557750407000
}

6. FHAppBFESREE, BAppSEEENTLE.,
HAppRI RS [/AEDEIRENIERE, RS BERESEMINHE LT IREZFRdeviceName, AR
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Bith, EREXTIRE B Alight,
7. BIAppRIEEFHIES,
i. FHApp&RIEIESEITopic: /al987654321/ControlApp/user/update . T8 AJSONIET BIEL
7.
i. MEMEARBEEEXNTopiclEAXER, KI5 EREHEIEEITIRENTopic:  /a1123456789

/light/user/set o

ii. SHEATIREEWENIESE, PITRXIBE,

@ B  TERBFNAPPERESRLIEMLER, MERSSHRSEE
[DeleteTopicRouteTable, MIBEBEHXR, BHXEMRE, ZFNAPPEABIEHIZE4E
T,

2.5. k55 wiTiHE (MNS)

KRGINEMARBERSHITH, BrraTHRERTEMESELIERRS (MNS) BRI, RS[/E
W B ITMNSPAZI WU B IR SR ALHE R

Bl iR &

o FEREEFS:
o MBMFA
o EBRS

o L¥javaFr &K K FEclipse,
% /% E l%\

HEREREN TEAR.

w1

BERERISE

w2

W&

Bic & AR 55 im 1T 15D

B SETEMB A A6 A IRMNSIR ST, MEREITRNMNERE,
1. BRUBERTAEHNE,

2. EEPIMBRE, RIIMMEOLH, LHIABASSHFERE.
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D & BiER2 (£8) . B (AR) HEFETWRSSARS. St Sk

TR

E CIMEE | o6 s B o5 v

WERTE
ALRE A BT

RIS 1 1

PSR
2msm v
o .
iotTest =
© =i

3. EEMSHE, EFRREEE > Fm, BREGUR @, SIE—SEENNT @,

4. EFIRE > RMRE, ENIZNSEENN R TRIRE.
REBEBERBSBTRERSDKAKEE.

5. AEMSHE, EEANSIZE > RSKITH, BREERITR, SIZMNSIRSIRITI, FH5RERE

B, BEREHEVMNSESHITI,

@ % EREEMEIVMNSE, BRERTPOE, HARAMES S BEZRIOT
MNS,

ARflth, ERTRERSEHEN, DX THAERENRTELER, BIRHEEEMNSIASY
B,

THRRNE, YWENESSEMNST, BmtIZ—MERYENESHERINY, RIIERERXA: -
liyun-iot-${yourProductKey} o IRIEFL EMNS SDKJ':Vﬁ_.u)'—I";ﬁ%\ETJ', %iﬁAiﬁMﬁU%wo

FEITHSIR D, BEMNSEMNENR, TJEEMNSAIIZR,

PRSI eductee FAZ : aliyun-iobaltlgagees BEEATIR] i

test1119 RANS 2018/12/10 13:57:44 #EE | Mk

tz5t1118 AMOP 2019712702 17:44:28 FoE | ik

BRERSIHMNS SDKIZEKGHER

AR BI{EFMNS Java SDK Demo,
1. IFIEMNS Java SDKFE;, TEisamplef aliyun-sdk-mns-samplesi.1.8, FHREYE,
2. 3T FEclipse, EBEEATIRE, SAalyun-sdk-mns-samplesXX i3z,

3. EIHHENBIAM B R C \Users\§{YourComputerUserNameJ T, 51—/ NPROPERT IES3 4. aliyun-mns,
HEXHEPEAMNSIHEDSMHAEER, BT
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mns.accountendpoint=http://Syour accountId.mns.S$your regionId.aliyuncs.com
mns.accesskeyid=$your accesskeyid

mns.accesskeysecret=Syour accesskeysecret

e iR

) REIMNSHR S5 Endpoint, E7EHERSEGIGS, SR AT ATE M i 8 HIRE
accountendpoint .
Endpoint&&,

Rk S B9AccessKey ID,

accesskeyid BHAREMEBNKS LR L, ®Raccesskeys, HARLEREER, tjgl@
HEEEBIAccessKey,

accesskeysecret Bk S BACccessKey Secret, &EF %R LAccessKey ID,

4. 7£ src\main\java\com.aliyun.mns.sample.QueueB F T B ComsumerDemoX 44, BEEMBEMNES
eI 8HE R RSATIER,

public static void main (String[] args) {
CloudAccount account = new CloudAccount (
ServiceSettings.getMNSAccessKeyId(),
ServiceSettings.getMNSAccessKeySecret (),
ServiceSettings.getMNSAccountEndpoint ()) ;
MNSClient client = account.getMNSClient (); //client#Jiafk
// REGHER
try{
CloudQueue queue = client.getQueueRef ("aliyun-iot-aleN7La****");// Hi Y
EXRIT & BEh R ZRIASY
for (int 1 = 0; 1 < 10; 1i++)
{
Message popMsg = queue.popMessage () ; //K¥iAFEFE]
if (popMsg != null) {
System.out.println("message handle: " + popMsg.getReceiptHandle())
System.out.println ("message body: " + popMsg.getMessageBodyAsString
0); //RBRIBER
System.out.println ("message id: " + popMsg.getMessageId());

System.out.println ("message dequeue count:" + popMsg.getDequeueCoun

//<<to add your special logic.>>

// MBAFIHRRIBRE 2

queue.deleteMessage (popMsg.getReceiptHandle () ) ;
System.out.println ("delete message successfully.\n");

5. &@f7ComsumerDemo,
BB 1R FImSDK

1. IBiE FEEEHSDK, %Ei¥java SDK,

2. fEJava SDK TR B TESS, #5 T2 )ava SDKDemo, RIEMHESE.
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3. HlavaF kT RS, GANIR, EES NjavaLlinkkit DemoX 43k,
4. HEdevice idXfFh, ENEREIEBER.

"productKey™: "ali
"deviceName"
"deviceSecret™: "
"subDevice™: [

5. fEsrc\devicesdk\demoBE R T BIMgttSampleX o, ENREFER, Kpublish3d R AT opickc B A 4%
8912 & T opic,

newWw MgttPublishRequest();

" + productKey + "/" + deviceMame + "/

»

6. BT’ FEEDemo: MgttSample,

SRWIE

REWSDKETE, RELLAERBEIRSHITHAZIHERRS NI, HE RS SDKM AT hiZWGH
R, HEEEERKREESMAS PRI,

TERTE SRS SOKEIHMERE R .
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[mif @ @ NiB-O0-AU-Q- GBS T @ BRI R R
[# Package Explorer 53 | [J] ComsumerDeme. .. 52 ) HtipEndpoint. .. CloudPullTop. . . g = 8 [E] Task List 23 = 8
B «.‘C:b ‘ ~ - 1 wm.aliyun.mns.sample.Queue; =] e ,‘ % L | P |
Woqs 2 I = H
B aliyun-sdicmns-samples } . ) .
EM srefnaind java 13+ 1.aliyun.mns.client. CloudAccount;[] , = | i

f# com. sliyun. nns. sanple 11 1ss ComsumerDemo | =

] HitpEndpoint. java 12 :
15 static woid main(3tring[] args) { IFU\C1 L VR S TR

_m JavaSOEFerfTest. java
m ueneSample. java 14 .oudAccount account = new CloudAccount(
)] Sanple. java 15 servicesettings. getMiSAccessreyId(),
T 16 servicesettings. getMisAccesseySecret(),

m TopicSample. java . . .
17 servicesettings. getMNsAccountEndpoint()
com. aliyun nns sampla Quene

Comzumerllemo

IH

[l 19 IsClient client = account.getMNSClient(); //this client need only initi:_|
m Createfuenellemo. java

m D.eleteﬂueue]]amn Java 21 * Demo for receive message code g; Outline 532 = B8
[4] ListGueueDemo. java w{

m X} CloudQueue queue = client.getQueueRef("aliyun-fot-a M m wofen ™ ;// re E & W W e \g"|
24 for (int 1 = @; i < 1@; i++)
s .
265 Hessage popMsg = queus. popMessage();

Froducerllemo. java

| TransactionMessagellemo. j
[4] TransactioMessagelemo2.

= -6 5 E-E-E

EIE} com. aliyun. mns. sample. Topie -7 if (pophsg '= null}{ =
Bl [J] ClondPulllepi clama. java £l System. out, println{"message handle: " + pophsg.getReceiptHant HE com. aliyun. mns. sanplel
’ REATME. md =) System.out. println{“message body: "™ + pophsg.getMessagebodyfs E---@b ComzumerDemo
[+ Maven Dependencies &) System.out. println{“message id: " + poplisg. getMessageld()); ‘oo @ % main(String[1)
@), JRE Sy=tem Library [TavaSE-1 6] 51 system.out. println(“message dequeus count:™ + popMsg. getDequs
B zrcftest/java K ff<<to add your special logic.»»
[F-4= sre 3 ]
- . BN Sirememher to delete message when consume message successfulw
= target _‘I | _'I_I 4 5
4] aliyun-sdiemns-samples. inl Bi—
[ pom. zml Froblems Tavades Declaration (5 Comsole 52 | X 3&| Bl = |_|_| #BE-5=

e i
B> TevalinkHitlemo {terminated® ComzumerDemo [Tave Application] C:\Program FileshTavatjrel 8 0 211%bintjavan. exe (20195 7TH3H T2F6:30:35)

message handle: #-8zujB@EyRzZz6zclz@za8MmzcyiQExs7FLY =
message body: {“payload™:"eyIsYXN@YG1tZSIET IWMTRIMDCEMDIEMTRGN] AGMz AUMZASTINIdXR] TGFzdFRpbWULOL IV MDESL T)R:
message id: AFCF1EBDD9@57FIL7CSDRMCDABCFTFLE
message dequeue count:l

delete message successfully.

<l | S IET [ [

2.6. =imBEITEFEEEIE

EYBEMIYESHSD, FRZRFARERBIIRE, FESEENESONSIESYEMFELSIERE, TR
FEEEEIVENES., YHENTEASBARGEINEBEBRTHA, KRS LTHEBTAVBENEEE
Y HFRERR (AlinkJSON) , BT S8,

=I:'E{-.-II_J\

ﬁ?&ﬁ*ﬁ'mu*z & le] TEiR.

HEEl0T
= — e ﬁﬁﬁ
... o BARSE i EAREN

AXLARBHIEREREN, NENBEERITEFEESR,

REREAMEMES
1. BRUBATALHE.
2. ELGIERTE, KEMALH, BETFHANLHIFERE.

D & BE®R2 (B8) . BA (RR) e 7RWRSSARS ., SiinE, Spkdit
TR,
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XN E S

E CIMES | & s 8% &5 v

PERF S

SEpIEE

FEARSIR

3. AEMSHE, BFRREEE > m, 2HtIE @, IE—1ra:

VAR

1

2E=H

iotTest e
© it

HREBRAEREE/BEX, HtbERRINRE.
4. F@REIEMRIE, BERAEEXYER, FNMEE, RRAM LA,
AMXRETREIWDIEETSLAE, BROIRESN, BERUEFNDEL,

Teess

=3

=3

=3

=3

=3

33

5 AEMEME, BFRE, BHRMRE, EXRRENERSITmTRINRE:

Edilllisa=sy

@ FHliRA: DeviceName RILUAE, =R, FEEE@UEmw MY

TEEERR (23 ¥
==
==
=i
=5
P25

ME—tFSFHESA DeviceName.

Fm

FEEIEEE

DeviceMame

Esensor

EiTER
BEANETER

AT 1

temperature

humidity

co?

hcho

PMZ25

lightlLux

BT

R

float (BHEEFSE)

int32 (BEEE)

int32 (BE2E)

float (BFEEZESE)

int32 (BE2E)

float (BFEEZESE)

WM S RS

Esensor,

&
TIE ==
EEEEN

ENEEE: -10-~ 50

BUETERE: 0~ 100

ER{EEE: 0 ~ 10000

BEER: 0~ 10

ER{EEE: 0~ 1000

EREERE: 0~ 10000

156
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YIEXF &

iﬁ%ﬁﬂﬁﬁﬁﬂj)ﬁ, FREURFIEPBSE (ProductKey, DeviceName#[DeviceSecret) ,

6. FRI&&H, HFWXET,

zsa?{ﬁu{iﬁﬁ%ﬁ%m“‘a%%ﬁ%ﬂ’\mode.js SDKF &85, HIRERS
E1TI& & IRSDK,

BERFRELSEEIRE, BESILNkSDK,
SDKF & RBIMLEB T

const mgtt = require('aliyun-iot-mgtt');
// 1. BREFRER
var options = {

productKey: "gd4yf***",

deviceName: "Esensor",

deviceSecret: "el4f81*x*",

host: "iot-***.mgtt.iothub.aliyuncs.com

};
// 1. BIEE

const client = mqtt.getAliyunIothttClient(options);

— s

/7 2. BIARIEES

IR EARICATREM R R EE, Wi

client.subscribe (' /${options.productKey}/${options.deviceName}/user/get")

client.on ('message', function (topic, message) {
console.log ("topic " + topic)
console.log ("message " + message)

})

setInterval (function () {

// 3. EIRIFIEEIE

client.publish (" /sys/${options.productKey}/${options.deviceName}/thing/event/proper

ty/post’, getPostData(), { gos: 0 });
}, 5 * 1000);
function getPostData () {
const payloadJdson = {
id: Date.now(),
version: "1.0",
params: {
PM25: Math.floor ((Math.random() * 1000)),

temperature: Math.floor ((Math.random() * 60)
humidity: Math.floor ((Math.random() * 100)),

co2: Math.floor ((Math.random() * 10000)),
hcho: Math.floor ((Math.random() * 5)),

lightLux: Math.floor ((Math.random() * 10000))

s
method: "thing.event.property.post"

}

- 10),

console.log ("payloaddson " + JSON.stringify (payloadJdson))

return JSON.stringify (payloaddson) ;

REWRNENDBEREEE, EVENEREHSRER,

REIRE

=
hd

TRES.
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XN E S

15:3=1
ags
2mmE v >
BEFIE | HRER
HEEN  DeviceName M
DeviceName/& &R

FREMESE

ARRE ® SEiE
2
Q  mEEEEGE v
S REERRE

S LR &=lE

2021/02/04 18:38:20.630 ==

BHREEsensorRFENEER, RTHYREHE. NTERR, BFafEalinEgf/BEX, &
W EROIREMRBEHIREAREBTREREER.

BEES Topic 7= HDEREE BEYT XHER |Shieg

SHER BEssVER

ShiaER

273

--mg/m’

EREEY% > BERS > ZRETAEP, EHZRENREIRHE

TR - G2

=B PM25

--pg/m*

MEBKIE, NMAHeEHERS.

ARBIE, HextEEHERE AN

000ff2e o

9n 5 B R AT B A
ENMBERT RS, RE. RIWA, FHELSERR.

—_

A W N

EFmR, BEraduNES.

SETRI

[u]=]]2

=EE

R, EFRERM LIROITE

0xaalfc800003710££0005d76b15001c013400ad04££££0400££££18003

. EMBERMFEEHEENSHE, ERREER > T m,

CEF@mFERR, REEERT I,
 EREBATRETORBRHARBANED, WALUIBBFTEA,

RIFRFHENUABTREBTEA ., R0 PHIREHIEESEEMM TR

Byte

12

13

14

15

16

17

18

19

i8R

PM2.5ERZET

PM25EEET

BEEOEFT

BEEM0EEY

BEBRFT

TEESFT

“EHRSERFT

SRS ESFD

pEd

R[E: PM2.5{E, BUESER
0~999ug/m3,

RE: REE, REEHE-
10°C~50°C,

RE: SEEE, BUEEREO0~99%.,

RE: —SHRSE
0~9999mg/m?3,

, BUESER
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Byte L)

22 BESE*100RET
23 BESE*1008FT
28 REERFED

29 RBREESFD

RE: PESE, RETE
0~9.99,

RE: BEME, Bfilux,

ROIPHNRERERE G EHIE LIRS, A REERS HTEIEMRITRErawDataToProtocol,

ZSL P protocolToRawData,

RRBIREIR BT AN T :
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var PROPERTY REPORT METHOD = 'thing.event.property.post';
// EITEIE, BEXBINEYIRE gsonET,
function rawDataToProtocol (bytes) {
var uint8Array = new Uint8Array (bytes.length);
for (var i = 0; i < bytes.length; i++) {
uint8Array[i] = bytes[i] & Oxff;

var dataView = new DataView (uint8Array.buffer, 0);
var jsonMap = new Object();
/ /B4 E3Rmethods
JsonMap [ 'method'] = PROPERTY REPORT METHOD;
//HWRRE S, BEIEFE, BUEL. 0o
jsonMap|['version'] = '1.0';
/ /RINIZRIERIID,
jsonMap['id'] = new Date () .getTime () ;
var params = {};
//12¢ 13RI mEMEREM2 . 50
params|['PM25'] = (dataView.getUint8 (13)*256+dataView.getUint8(12)) ;
//14s 153 mEM A temperature,
params [ 'temperature'] = (dataView.getUint8 (15)*256+dataView.getUint8(14))/10;
//16¢ 1T REME R hunidity,
params['humidity'] = (dataView.getUint8(17)*256+dataView.getUint8(16));
//18¢ 19%RIF= B M co2,
params|['co2'] = (dataView.getUint8 (19)*256+dataView.getUint8(18));
//22¢ 23%BIF=mE R R EEhcho,
params ['hcho'] = (dataView.getUint8 (23)*256+dataView.getUint8(22))/100;
/728« 29X BIF= mEMERIER1ight Lux.
params|['lightLux'] = (dataView.getUint8 (29)*256+dataView.getUint8(28));
jsonMap|['params'] = params;
return jsonMap;
}
// 17162, WIER ssontg N B EXE .
function protocolToRawData (json) {
var payloadArray = [1];//IiIRERE _LIREIEINEE, BEIFR=IHIES,
return payloadArray;
}
/ /1% %& B E X Topi cEUIBHER 79 TsONME TUERIE.
function transformPayload (topic, rawData) {
var jsonObj = {}

return JjsonOb7j;

5. WX EHEREAT .
i EEEBERRE EIREIE .
i. EEBBATHRAES, WA—MEBMEIE,
BB IEANRIETRERE, EHERSF R, EFINRERH LREENHeAEXARS ., F
ﬂﬂ: 0xaalfc800003710££0005d76b15001c013400ad04£££f£0400££££18003000ff2e o
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i. BERT
ANETEREETETERUTEAR.
ElEs  EBTER

EREE: FEEIE

"method™: "thing.event.property.post”,
"id": 1612437267725,
"params": {
"hcho™: @.84,
"pm25": 21,
"lightlLux": 48,
"co2™: 1197,
"temperature": 28.4,
"humidity™: 52
}'J

"yersion": "1.8"

» HT m &= %15 BEERER

6. WIAMARERBFIEER, BERE, BHARRIMEMFES.

BIARRRE, tTEfTRERSOKHARREIE. REWBOMRMN LS LRYGEN, WERNTEESBERRR
BITHERNT. BTENAERERERENNREFBERNYRBEERE > BTRSTET,

« Esensor ==

BEER Topic 7= SRR BEHT THEE BEiRs R FE #5

SHEE EssER

Q SR @ =2

e ez = M = B s
9423 Lux 558 ug/m® 1 ppm
i/ 4 =EuE BE =EHE BE =EHE

8964 mg/m* 47 % 1<
B . MIHEETSL

"schema": "https://iotx-tsl.oss-ap-southeast-1.aliyuncs.com/schema.json",
"profile": {
"version": "1.0",
"productKey": "g4**x*x"
s
"properties": [
{
"identifier": "lightLux",
"name": "YEERSREE",
"accessMode": "rw",
"required": false,
"dataType": {
"type": "float",

> MAYRRA: 20220624 161
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"specs":

"min

"max":

{
llOll,
"10000",

"unit": "Lux",
"unitName": "BREE",
"step": "o.1"

"identifier": "PM25",

"name": "PM25",

"accessMode": "rw",
"required": false,
"dataType": {
lltypell s "int" ,
"specs": {
llminl' : IIOII 0
"maX": "1000"’
llunitll: lvug/ma n,

"unitName": "f{FEILSK",

"Step" s

"identifier": "hcho",
"name": "EAEE",
"accessMode": "rw",
"desc": "HCHOValue",
"required": false,
"dataType": {
"type": "float",
"specs": {
"min": "O0",
"max": "10",
"unit": "ppm",
"unitName": "BHAHDE",
"step": "0.1"

"identifier": "co2",
"name": "Z&{bEK",
"accessMode": "rw",
"required": false,
"dataType": {
"type": "int",
"specs": {
"min": "O",
"max": "10000",
"unit": "mg/m3",
"unitName": "EBREILFK",

162 > MHRRA: 20220624
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"step" comqn

"identifier": "humidity",
"name": "ZFE",
"accessMode": "rw",
"required": false,
"dataType": {
"type": "int",
"specs": {
"min": "0O",
"max": "100",
"unit": "&",
"unitName": "BEE",
"step": "1"

"identifier": "temperature",
<8
"name": "RE",

"accessMode": "rw",
"desc": "EBHI{ERE",
"required": false,
"dataType": {
"type": "float",
"specs": {
"min": "-10",
"max": "50",
Uipialigtlg  BHEh

"Step": "pL1"

1,
"events": [
{
"identifier": "post",
"name": "post",
"type": "info",
"required": true,
"desc": "BMLIR",
"method": "thing.event.property.post",
"outputData": [
{
"identifier": "lightLux",
"name": "JFERIRE",
"dataType": {
"type": "float",
"specs": {
"min": "0O",
"max": "10000",
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"unit": "Lux",
"unitName": "BREE",
"Step": "O.l"

"identifier": "PM25",
"name": "PM25",
"dataType": {
lltypell : llintll,
"specs": {
"min": "O"l
"maX": "1000",
"Ul’lit": nug/mz n,
"unitName": "f{REILGK",

"step" s omqn

"identifier": "hcho",
"name": " $E§H ,
"dataType": {
"type": "float",
"specs": {
llminll : "O",
"maxl' : "10"’
l'unitll : llppmll,
"unitName": "BRADE",
l'stepll: “0.1"

"identifier": "co2",
"name": "Z&{bER",
"dataType": {
"type" : "int"’
"specs": {
"min": "0",
"max": "10000",
"unitH: l'mg/m3 ",
"unitName":

"Step" comqn

"identifier": "humidity",
"name": "XZE",
"dataType": {

"type": "int",

"specs": {

"ERGUHK",

164
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"min":

"max

"unit":

"w.

W
"100",

nwon
°

"unitName": "BHSEE",

"step":

nqn

"identifier": "temperature",

ng

"name": "RRE",

"dataType": {

"type":

"specs":

1 4

"services": [

{

"identifier":

"name": "set",

"float",

{

"-10",

g
vv°C 1] ,
5, A0

llsetll,

"required": true,

"callType": "async",

"desc": "E‘I&iﬁg" ,

"method": "thing.service.property.set",

"inputData":
{

"identifier": "lightLux",
"name" : "%E‘E\gig " ,
"dataType": {

" type" .

"specs":

[ [ ISR T

min

"max":

"float",

{
llOll,
"10000",

"unit": "Lux",
"unitName": "EREE",

"Step": "oL1"

"identifier": "PM25",
"name": "PM25",

"dataType": {

" type" .

"specs":
llminll .

"int",
{
IIOII,

mwinnnNnn
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Haxs .« FRVAVAVER
"unitll: llug/ma "’
"unitName": "f{REILSK",

"Step" s

"identifier": "hcho",
"name": "EAEE",
"dataType": {
"type": "float",
"specs": {
"min": "O",
"max": "10",
"unit": "ppm",
"unitName": "BHHHDE",
"step": "0.1"

"identifier": "co2",
"name": "Z&{bhR",
"dataType": {
"type" 3 Wimg®,
"specs": {
"min": "O",
"max": "10000",
"unit": lvmg/ma ",
"unitName": "ERSEILFAK",

"step" comqn

"identifier": "humidity",
"name": "ZE",
"dataType": {
"type": "int",
"specs": {
"min": "O",
"max": "100",
"unit": "&",
"unitName": "BEE",
"step": "1"

"identifier": "temperature",
"name" : ll;nEn.Ell,
"dataType": {

"type": "float",

"soecs": |

166
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min": "-10",
"max" 2 "50" o

. [
unit": " C",

"step": "o.1"

1,
"outputData™: []
o
{
"identifier": "get",
"name": "get",
"required": true,
"callType": "async",
"desc": "BMIREL",
"method": "thing.service.property.get",
"inputData": [
"lightLux",
"PM25",
"hcho",
"co2",
"humidity",
"temperature"
1,
"outputData": [
{
"identifier": "lightLux",
"name": "JEERLEEE",
"dataType": {
"type": "float",
"specs": {
"min": "O0",
"max": "10000",
"unit": "Lux",
"unitName": "HBE",

"step": "o.1"

"identifier": "PM25",
"name": "PM25",
"dataType": {
"type": "int",
"specs": {
"min": "0",
"max": "1000",
"unit": "pg/m3",
"unitName": "fEEILFHK",

"step" comqn

}l
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"identifier": "hcho",
"name": "EAEE",
"dataType": {
"type": "float",
"specs": {
"min": "0",
"max": "10",
"unit": "ppm",
"unitName": "BHHAHDE",
"step": "0.1"

"identifier": "co2",
"name": "Z&f{bEK",
"dataType": {
"type": "int",
"specs": {
"min": "0",
"max": "10000",
"unit": "mg/m3",
"unitName": "EBREILFK",

"Step" s oM

"identifier": "humidity",
"name" : Hiﬂ,’gu,
"dataType": {
"type" . llintll,
"specs": {
"min" : "O" 7
"max" : "100"’
llunit": l'%",

"unitName": "BHEE",
"Step": lllll

"identifier": "temperature",
"name": "RBE",
"dataType": {
"type": "float",
"specs": {
"min": "-10",
"max": "50",
TgmieTs #HCT,

"Step": "oL1"

168
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3.1. REHEEHERHTERS

MENFEEFRENLERME, ESEFREBMNPEE, TURHENREBMNES, AXNERE
HEREME, SSIMEKNFELEGTERSHEXERE,

%%%l@\

STEREENVERESE, MFNDENESEFHDETERS (1: 77, 0: XA) , FENE—ER
FEMEL . IRBRT, EgLE—EEXL.
BUEMBENTELRREREHLEENE, EEFMERR. REELRE, ZBWRKRNIESEFHENHEREM
B, kEHESEME, AR, RESPEFENEMELRERR, AYEKRESNRESTRSTE
fﬁo

B~ mMIRE

1. BERVEMESEHS.

2. EEMSHME, EFRREEE > m, BEEIE @, I —1rm: XTE.

w
X3
BR
I
L

Q

P
-
[m
Hit
Ha
mr
2
=
}
'_.-l
i
]
=l
A
H
I

" HHETET
ICA FRAEEEEEET. (Alink JSON) e

rseEl

g

~ IETEL

3. FmOIENINE, REREEXMER, AFaiMMRER RS, BERe FnmiEE,
WERR, AXAHRMEEIMERS (LightStatus) .

BRI
=il =5 (& < ==} HEEY Bie
FaiRiE:
B Tetkas LightStatus bool (#7RE) 0-=A ==
1-TFF

4. EEMSHE, ERREEE > RE, BEHAMNKRE, ETEFRTHRMRE: Lamp,
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MRS RESLE- REEE

iy X

@ SEIREA: DeviceName AJLUAE, ZEh=Et, AE=SMEF~m T
e—tRPEEA DeviceName,

o
B0

DeviceMame

Lamp

ETER
BEEAETER

RERMBING, KEGEREFZIEBEE (ProductKey, DeviceNameXDeviceSecret) ,

BOIEIRETIR, BHlamp NNEFEHAREFRER, EFETRES, REBHENHEELEE
A=, WHPERMEERKAO,

HEMTs /) 2EBE / 28 / EErE
Lamp ===

= m e =8

ProductKey =5l

wEER Topic FIF= YiEREhE BEET iFEE Hishess TR sk

BTG =HEE s E A

BEAERER Q e = R Q
B2E
=T o
SRIAELR =EE
o

ExwmiRE. EAHEREME

U ERHEILEAAAP, RE. RERESMBLEMLE.
BRRIE, BB zmAPXH, AR PAava sDK (=i5) A,
e @M SetDeviceDesiredProperty, R BHAEEME.,
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DefaultProfile profile = DefaultProfile.getProfile (
"<RegionId>", // H®ID
"<accessKey>", / /PR SEIACcessKey ID
"<accessSecret>"); FIERMSAccessKey Secret
IAcsClient client = new DefaultAcsClient (profile);
// BIEBAPTIERHIRE S
SetDeviceDesiredPropertyRequest request = new SetDeviceDesiredPropertyRequest () ;
request.setIotInstanceId ("iot-060***") ;
request.setDeviceName ("Lamp") ;
request.setProductKey ("g4r***") ;
// FHRBENEM identifier SHIEEME
request.setItems ("{\"LightStatus\": 1}");
request.setVersions ("{\"LightStatus\": 0}");
// BREBERHLENEHZE
try {
SetDeviceDesiredPropertyResponse response = client.getAcsResponse (request) ;
System.out.println (new Gson () .toJson (response)) ;
} catch (ServerException e) {
e.printStackTrace () ;
} catch (ClientException e) {
System.out.println ("ErrCode:" + e.getErrCode());
System.out.println ("ErrMsg:" + e.getErrMsg());
System.out.println ("RequestId:" + e.getRequestId()):;

e AR QueryDeviceDesiredProperty, BEIZEZNHAEEMEE.

DefaultProfile profile = DefaultProfile.getProfile (
"<RegionId>", // #%ID
"<accessKey>", /IR EMWS B AccessKey ID
"<accessSecret>") ; FIEEMKSAccess Key Secret
IAcsClient client = new DefaultAcsClient (profile);
// BIEAPTIERHIGEEH
QueryDeviceDesiredPropertyRequest request = new QueryDeviceDesiredPropertyRequest () ;
request.setIotInstanceId("iot-060a02fq") ;
request.setProductKey ("g4rmjb5gq400") ;
request.setDeviceName ("Lamp") ;
// FEINEMidentifierdIR, WRBENEBFREEYE (RIZEHRIN) HWEHEEMRE,
List<String> identifierList = new ArrayList<String>();
identifierList.add ("LightStatus");
request.setIdentifiers (identifierList) ;
// REBERHLENEHZE
try {
QueryDeviceDesiredPropertyResponse response = client.getAcsResponse (request) ;
System.out.println (new Gson () .toJdson (response)) ;
} catch (ServerException e) {
e.printStackTrace () ;
} catch (ClientException e) {
System.out.println ("ErrCode:" + e.getErrCode());
System.out.println ("ErrMsg:" + e.getErrMsg());
System.out.println ("RequestId:" + e.getRequestId()):;

BRIMNRERBPSH, BESW)ava SOKER T,
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MRS RELK- KEEE

AnmREREFHERMER, REETREERZE.
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IEf s SHEE fzs=iE A

EEAERERR Q ey T 6517 iy a0 Q
EREE
13T
=l e
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REIRTA
REXRDHPERMLE, ARMHR:
o ITHEMH AN, EHRAMHEFNHERLE.
o ITHELT LART, THRKTHREXNHEREMLE,
REGHEARESER, BSA THEERSDK,
AR M T REMIREIKRDemoRfl, SR TXHF: E&EmDemoftid,
1. BEAREEBNMERER.
.
* REFIEPHER
*/

private static String productKey = "**x*x%m;

private static String deviceName = "**x&x&xim,

private static String deviceSecret = "FFxAFaddkkddkoxkn
/ * *

* MOTTIEIRER

Y

private static String regionId = "**x*xxu;

@ 8
o REERER, BN LXOEFRIRE,

o regionld AEBIIRSS FRIE MRS R BIRegion ID, EEMEBEMEEEFIA L LA, TEXRRS
FRERIMEL, RATTE, BERMEMTBAKX,

2. BIATAE, BTREXLRTENEY, AERMRER, EHRERLRIEMELED.
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RELK-EEEE MM E

/**

* ARREREREMTEN, EUTH M TaWIER:

* ml. KERMEEHRRNEMNEEHEE (RIgSLE, iiER)

* R0, REBEEANIZWEIZlRproperty. setHEXNEMIEE (ATSRAR, HE)

* @param identifier [BHEMRIART

* @param value HEEM4E

* @param needReport E&iBIdproperty.postRIFKE LR,

* FEHSoMAIBR AP EERE Y EIREES, ¥ needrReporti®BENfalse

* @return

Y/
private boolean handlePropertySet (String identifier, ValueWrapper value, boolean needRe
port) {

ALog.d (TAG, "HILGELIEENT = [" + identifier + "], value = [" + value + "]1");

3.

// RAPRELRERAIERS

boolean success = true;
if

ﬁﬁﬁﬁﬂj ﬁilﬂﬂﬁ\iﬁ?&ﬁ@ﬁiﬂ]

(needReport) {
reportProperty (identifier, wvalue);
}

return success;

}

private void reportProperty(String identifier, ValueWrapper value) {

if (StringUtils.isEmptyString(identifier) || value == null) {
return;

}

ALog.d (TAG, v FiR Eiﬂfidentity=" + identifier);

Map<String, ValueWrapper> reportData = new HashMap<>();

reportData.put (identifier, value);

LinkKit.getInstance () .getDeviceThing ()

sourcelistener () {
public void onSuccess (String s,
// B LIRAETH

ALog.d (TAG,

Object o) {

"1
}
public void onError (String s, AError aError) ({
// B EREY
ALog.d (TAG,
SON. toJSONString (aError)
}
}) 7

+ Il]ll)’.

}

KTEAELE, MRRIKIR
o
WTRBP, KEA

KB S E TTHEIES
B,

ETITENHERME, ZEBRIEEE

connectNotifyListener RLIEE

/**

* MRS AR (MREWRE) B9mE& K.
* nRARIRENRETIRS IR, REHEEMEIZRSHEIS,
*/

public void connectNotifyListener () {

" F3RAEIN onSuccess () called with:

'Zt?EgEmﬁonError() called with: s =

lu\/ *H*Allnkl-j}l)(/ 15/
mCommonHandler %ﬁﬂﬁﬁﬁ, iﬁﬁ'ﬁﬁﬁﬁa handlePropertySet E%ﬁiﬁ%ﬂ(ﬂ@fi

.thingPropertyPost (reportData, new IPublishRe

s=["+s+"], 0=1["+o0+

[" + s + "], aError

(" +J

REim, KDALEHEE, KERMR

R&ELRBM.
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List<Service> servicelist = LinkKit.getInstance () .getDeviceThing() .getServices()
for (int 1 = 0; servicelist != null && i1 < servicelList.size(); i++) {
Service service = servicelist.get (i)
LinkKit.getInstance () .getDeviceThing () .setServiceHandler (service.getIdentifier (
) , mCommonHandler) ;
}
}
private ITResRequestHandler mCommonHandler = new ITResRequestHandler () {
public void onProcess (String serviceldentifier, Object result, ITResResponseCallbac
k itResResponseCallback) {

ALog.d(TAG, "onProcess() called with: s = [" + serviceIdentifier + "]," +
"o = [" + result + "], itResResponseCallback = [" + itResResponseCallb
ack + "1");
ALog.d (TAG, "WEImHRLIRSZBIAA " + serviceldentifier);
try {

if (SERVICE SET.equals (serviceldentifier)) {
Map<String, ValueWrapper> data = (Map<String, ValueWrapper>) ( (InputPara
ms) result) .getDatal();
Alog.d(TAG, "WEIRFTITHIE " + data);
// RBEFRENEYE, AR LRIGETHNELE
boolean isSetPropertySuccess =
handlePropertySet ("LightStatus", data.get ("LightStatus"), false

if (isSetPropertySuccess) {
if (result instanceof InputParams) ({

// MANRYE ERWEIE R

itResResponseCallback.onComplete (serviceldentifier, null, null)

} else {

itResResponseCallback.onComplete (serviceldentifier, null, null)

}
} else {
AError error = new AError();
error.setCode (100) ;
error.setMsg ("setPropertyFailed.") ;
itResResponseCallback.onComplete (serviceldentifier, new ErrorInfo (e
rror), null);
}
} else if (SERVICE GET.equals (serviceldentifier)) {
} else {
// TRERRNRSHAENLIE, BAFHRSEXRA
ALog.d(TAG, "RIBELHRSZREIRSHIE, ESRBsctRflm)
OutputParams outputParams = new OutputParams () ;
// outputParams.put ("op", new ValueWrapper.IntValueWrapper (20)) ;

itResResponseCallback.onComplete (serviceldentifier, null, outputParams)

}
} catch (Exception e) {

e.printStackTrace () ;

Alog.d(TAG, "mimEEIHEEIXZE")

}

public void onSuccess (Object o, OutputParams outputParams) {
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ALog.d (TAG, "onSuccess () called with: o = [" + o + "], outputParams = [" + outp
utParams + "1");
Alog.d(TAG, "AMBRSATN");
}
public void onFail (Object o, ErrorInfo errorInfo) ({
ALog.d(TAG, "onFail() called with: o = [" + o + "], errorInfo = [" + errorInfo
+ ")
Alog.d(TAG, "FMARSEM") ;

}i

4. \TEBELZE, MRZHERETITNHERHEE, ZESEEFHEESR.
ﬂ—iﬂigf}ﬁ, %Eﬁ]&ﬂi,ﬁﬂ‘éﬁ’mﬁ, %Eﬁlﬁﬁ handlePropertySet E%ﬁg&ﬁﬂ_ﬁﬁ%ﬂ'\]}%’ﬁc

LinkKit.getInstance() .init (params, new ILinkKitConnectListener() {
public void onError (AError aError) {
ALog.e (TAG, "Init Error error=" + aError);
}
public void onInitDone (InitResult initResult) ({
ALog.i (TAG, "onInitDone result=" + initResult);
connectNotifyListener () ;
// FRRGHRHEEEEE
getDesiredProperty (deviceInfo, Arrays.asList ("LightStatus"), new IConnectSendLi
stener () {
public void onResponse (ARequest aRequest, AResponse aResponse) {
if (aRequest instanceof MgttPublishRequest && aResponse.data != null) {
JSONObject jsonObject = JSONObject.parseObject (aResponse.data.toStr
ing());
ALog.i (TAG, "onResponse result=" + jsonObject);
JSONObject dataObj = jsonObject.getJSONObject ("data");
if (dataObj != null) {

if (dataObj.getJSONObject ("LightStatus") == null) {
/! RGEHAEE
} else {

Integer value = dataObj.getJSONObject ("LightStatus") .getInt
eger ("value") ;

handlePropertySet ("LightStatus", new ValueWrapper.IntValueW
rapper (value), true);

}
public void onFailure (ARequest aRequest, AError akError) {
ALog.d(TAG, "onFailure() called with: aRequest = [" + aRequest + "], aE
rror = [" + aError + "]1");
}
}) i

}) 7
private void getDesiredProperty (BaseInfo info, List<String> properties, IConnectSendLis
tener listener) {

ALog.d (TAG, "getDesiredProperty() called with: info = [" + info + "], listener = ["
+ listener + "]1");

if (info != null && !StringUtils.isEmptyString(info.productKey) && !StringUtils.isEm
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ptyString (info.deviceName)) {

MgttPublishRequest request = new MgttPublishRequest () ;

request.topic = DESIRED PROPERTY GET.replace ("{productKey}", info.productKey).r
eplace ("{deviceName}", info.deviceName) ;

request.replyTopic = DESIRED PROPERTY GET REPLY.replace ("{productKey}", info.pr
oductKey) .replace ("{deviceName}", info.deviceName) ;

request.isRPC = true;

RequestModel<List<String>> model = new RequestModel<> () ;

model.id = String.valueOf (IDGeneraterUtils.getId());

model.method = METHOD GET DESIRED PROPERTY;

model .params = properties;

model.version = "1.0";

request.payloadObj = model.toString() ;

ALog.d(TAG, "getDesiredProperty: payloadObj=" + request.payloadObj) ;

ConnectSDK.getInstance () .send(request, listener);

} else {
ALog.w (TAG, "getDesiredProperty failed, baseInfo Empty.");
if (listener != null) {
AError error = new AError();
error.setMsg ("BaseInfoEmpty.") ;

listener.onFailure (null, error);

WIEER
REFEUTHRETHR, RIETEEL. BEAKS, TEzmELREPERME, RHEXRERMEE.
o REALE, ZIWESUDEFXRE, DETHNIEMRSEN,

HENTE / EEEE /=8 RETEE
< Lamp =

o iTe =%

ProductKey =5

BEER Topic FIF= YmEREE BEET MHEE HishEss TR 7z

BT =HEE fzs= 1A

S EERR Q SEAEEERETT T Q
EEE
1 (f77)
- =L m=onis
St TERZE = =EEiE

o REBALF, MEZKEBDEAXNRTS, zHBEERESRENRTBEEER—.
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f%: &FiwDemoLHB

package com.aliyun.alink.devicesdk.demo;

import com.alibaba.fastjson.JSON;

import com.alibaba.fastjson.JSONObject;

import com.aliyun.alink.apiclient.utils.StringUtils;
import com.aliyun.alink.dm.api.BaseInfo;

import com.aliyun.alink.dm.api.DeviceInfo;

import com.alivun.alink.dm.api.InitResult;

TEERE at:

EEIEE
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import com.aliyun.alink.dm.model.RequestModel;
import com.aliyun.alink.dm.utils.IDGeneraterUtils;
import com.aliyun.alink.linkkit.api.ILinkKitConnectListener;
import com.aliyun.alink.linkkit.api.IoTMgttClientConfig;
import com.aliyun.alink.linkkit.api.LinkKit;
import com.aliyun.alink.linkkit.api.LinkKitInitParams;
import com.aliyun.alink.linksdk.cmp.api.ConnectSDK;
import com.aliyun.alink.linksdk.cmp.connect.channel.MgttPublishRequest;
import com.aliyun.alink.linksdk.cmp.core.base.ARequest;
import com.aliyun.alink.linksdk.cmp.core.base.AResponse;
import com.aliyun.alink.linksdk.cmp.core.listener.IConnectSendListener;
import com.aliyun.alink.linksdk.tmp.api.InputParams;
import com.aliyun.alink.linksdk.tmp.api.OutputParams;
import com.aliyun.alink.linksdk.tmp.device.payload.ValueWrapper;
import com.aliyun.alink.linksdk.tmp.devicemodel.Service;
import com.aliyun.alink.linksdk.tmp.listener.IPublishResourcelListener;
import com.aliyun.alink.linksdk.tmp.listener.ITResRequestHandler;
import com.aliyun.alink.linksdk.tmp.listener.ITResResponseCallback;
import com.aliyun.alink.linksdk.tmp.utils.ErrorInfo;
import com.aliyun.alink.linksdk.tools.AError;
import com.aliyun.alink.linksdk.tools.ALog;
import java.util.Arrays;
import java.util.HashMap;
import java.util.List;
import java.util.Map;
public class LampDemo {
private static final String TAG = "LampDemo";
private final static String SERVICE SET = "set";
private final static String SERVICE GET = "get";
public static String DESIRED PROPERTY GET = "/sys/{productKey}/{deviceName}/thing/prope
rty/desired/get";
public static String DESIRED PROPERTY GET REPLY = "/sys/{productKey}/{deviceName}/thing
/property/desired/get reply";
public static String METHOD GET DESIRED PROPERTY = "thing.property.desired.get";
public static void main(String[] args) {
/**
* IREFIEPRER
*/
String productKey = "***x*7;
String deviceName = "Lamp";
String deviceSecret = "XFx&v;
/**
& mqttii?g%-%
*/
String regionId = "cn-shanghai";
LampDemo manager = new LampDemo () ;
DeviceInfo deviceInfo = new DeviceInfo();
deviceInfo.productKey = productKey;
deviceInfo.deviceName = deviceName;
deviceInfo.deviceSecret = deviceSecret;
manager.init (deviceInfo, regionId);
}
public void init (final DeviceInfo deviceInfo, String region)
LinkKitInitParams params = new LinkKitInitParams () ;
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/**
* IRE Matt ¥IHALBE
=Y

IoTMgttClientConfig config = new IoTMgttClientConfig() ;
config.productKey = deviceInfo.productKey;
config.deviceName = deviceInfo.deviceName;
config.deviceSecret = deviceInfo.deviceSecret;
config.channelHost = deviceInfo.productKey + ".iot-as-mgtt." + region + ".aliyuncs.
com:1883";

J**

* BERERESER

* W matt BY cleanSession FE&

*/
config.receiveOfflineMsg = false;

params.mgttClientConfig = config;

/**
* IREMEK, FNRESEBER
*/

params.deviceInfo = devicelInfo;
LinkKit.getInstance() .init (params, new ILinkKitConnectListener() {
public void onError (AError aError) {
ALog.e (TAG, "Init Error error=" + aError);
}
public void onInitDone (InitResult initResult) {
ALog.i (TAG, "onInitDone result=" + initResult);
connectNotifyListener();
// RRGGRHEAEELE
getDesiredProperty (deviceInfo, Arrays.asList ("LightStatus"), new IConnectSe
ndListener () {
public void onResponse (ARequest aRequest, AResponse aResponse) {

if (aRequest instanceof MgttPublishRequest && aResponse.data != null

JSONObject jsonObject = JSONObject.parseObject (aResponse.data.t
oString()) ;

ALog.i (TAG, "onResponse result=" + jsonObject);

JSONObject dataObj = jsonObject.getJSONObject ("data");

if (dataObj != null) {

if (dataObj.getJSONObject ("LightStatus") == null) ({
// RgEHREE
} else {

Integer value = dataObj.getJSONObject ("LightStatus") .ge
tInteger ("value");
handlePropertySet ("LightStatus", new ValueWrapper.IntVa

lueWrapper (value), true);

}
public void onFailure (ARequest aRequest, AError akError) {
ALog.d(TAG, "onFailure() called with: aRequest = [" + aRequest + "]
, aBrror = [" + aError + "]");
}
}) i
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}
/**
* ARRENEREMTE, MR TSWAR:
* gl REENEERNEMNELREE (Rig&kiL, AER)
* me. RBELMEREIZifproperty. setiiX (HRIRRE, HIER)
* @param identifier [BHEIRIART

* @param value HAZEEME

* @param needReport REHKIEproperty.postk& LR,

B3 FEHSoMAIBR D EERE Y EIREES, %’ﬁneedReportiﬁﬁﬂ\Jfalse

* @return

wY
private boolean handlePropertySet (String identifier, ValueWrapper value, boolean needRe

port) {
ALog.d (TAG, "HLGEWIEENTE = [" + identifier + "], value = [" + value + "]");

// APIRELFRERAMBEEEDTIREMT XENXEEREKT)
boolean success = true;
if (needReport) {
reportProperty (identifier, value);
}
return success;
}
private void reportProperty(String identifier, ValueWrapper value) {
if (StringUtils.isEmptyString(identifier) || value == null) {
return;
}
ALog.d (TAG, v kiR Eﬁﬂtidentity=" + identifier);
Map<String, ValueWrapper> reportData = new HashMap<>();
reportData.put (identifier, value);
LinkKit.getInstance () .getDeviceThing () .thingPropertyPost (reportData, new IPublishRe
sourcelListener () {
public void onSuccess (String s, Object o) {
// BRI
ALog.d (TAG, v FIRARTH onSuccess () called with: s = [" + s + "], o= [" + 0 +
"1 ;
}
public void onError (String s, AError aError) ({
// B ERERY
ALog.d (TAG, "_t}EgEﬂionError() called with: s = [" + s + "], aError = [" + J
SON.toJSONString (aError) + "]1");

= EMRS AR (UREBMISE) RIMmRERE,
* RIRARISENETRS IR, R&FHEZWAIZRSHES,
@2y
public void connectNotifyListener() {
List<Service> servicelList = LinkKit.getInstance () .getDeviceThing() .getServices/();
for (int i = 0; servicelList != null && i < servicelist.size(); i++) {
Service service = servicelist.get(i);
LinkKit.getInstance () .getDeviceThing () .setServiceHandler (service.getIdentifier (
) , mCommonHandler) ;

}
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private ITResRequestHandler mCommonHandler = new ITResRequestHandler () {
public void onProcess (String serviceldentifier, Object result, ITResResponseCallbac
k itResResponseCallback) {

ALog.d (TAG, "onProcess() called with: s = [" + serviceldentifier + "]," +
" o = [" + result + "], itResResponseCallback = [" + itResResponseCallb
ack + "1");
ALog.d(TAG, "WRIZRHELRSZIAA " + serviceldentifier);
try {

if (SERVICE SET.equals (serviceldentifier)) ({
Map<String, ValueWrapper> data = (Map<String, ValueWrapper>) ((InputPara
ms) result) .getDatal();
Alog.d(TAG, "WEIRSTITEHIE " + data);
// REAFRGENEY, ARLRGETHRNELE
boolean isSetPropertySuccess =
handlePropertySet ("LightStatus", data.get ("LightStatus™), false

if (isSetPropertySuccess) {
if (result instanceof InputParams) {
// MR ZEG EWEERRT)

itResResponseCallback.onComplete (serviceldentifier, null, null)

} else {

itResResponseCallback.onComplete (serviceldentifier, null, null)

}
} else {
AError error = new AError();
error.setCode (100) ;
error.setMsg ("setPropertyFailed.") ;
itResResponseCallback.onComplete (serviceldentifier, new ErrorInfo (e
rror), null);
}
} else if (SERVICE GET.equals (serviceIdentifier)) {
} else {
// TRERRMRSHAEMNLE, RAKHRSEXR
Alog.d(TAG, "AFMRIBELNRSEERSHIE, ESBsetnfil") ;
OutputParams outputParams = new OutputParams();
// outputParams.put ("op", new ValueWrapper.IntValueWrapper (20));

itResResponseCallback.onComplete (serviceldentifier, null, outputParams)

}
} catch (Exception e) {

e.printStackTrace () ;
Alog.d (TAG, "HImMEREIIEEIRE")

}
public void onSuccess (Object o, OutputParams outputParams) {
ALog.d(TAG, "onSuccess () called with: o = [" + o + "], outputParams = [" + outp
utParams + "1");
Alog.d(TAG, ":EMARSHIN");
}
public void onFail (Object o, ErrorInfo errorInfo) {
ALog.d (TAG, "onFail() called with: o = [" + o + "], errorInfo = [" + errorInfo

I L I LR W
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ALog.d (TAG, "EMARSZEM") ;

}i
private void getDesiredProperty (BaseInfo info, List<String> properties, IConnectSendLis
tener listener) {
ALog.d (TAG, "getDesiredProperty() called with: info = [" + info + "], listener = ["
+ listener + "]1");
if (info != null && !StringUtils.isEmptyString(info.productKey) && !StringUtils.isEm
ptyString (info.deviceName)) {
MgttPublishRequest request = new MgttPublishRequest();
request.topic = DESIRED PROPERTY GET.replace (" {productKey}", info.productKey).r
eplace ("{deviceName}", info.deviceName) ;
request.replyTopic = DESIRED PROPERTY GET REPLY.replace ("{productKey}", info.pr
oductKey) .replace (" {deviceName}", info.deviceName) ;
request.isRPC = true;
RequestModel<List<String>> model = new RequestModel<> () ;
model.id = String.valueOf (IDGeneraterUtils.getId());
model.method = METHOD GET DESIRED PROPERTY;
model.params = properties;
model.version = "1.0";
request.payloadObj = model.toString() ;
ALog.d (TAG, "getDesiredProperty: payloadObj=" + request.payloadObj) ;
ConnectSDK.getInstance () .send(request, listener);
} else {
ALog.w (TAG, "getDesiredProperty failed, baseInfo Empty.");
if (listener != null) {
AError error = new AError();
error.setMsg ("BaseInfoEmpty.") ;

listener.onFailure (null, error);

3.2. FIRBEAYVENIES
3.2.1. #tiR

FREAEREERVENTES, MEEIMXBEANDENES, ARGNMBUFZIRFIREED R KEANY
H*m\léb

B, TEMBERES LEBRMNXMFIRE, RE, ARAMXIRERSDK, SMMXEEMEKNES; BH
MXEIEXMFE S ERMX S FIRENHINXR, BIMX ERFREFER (—HN—BLHX) B FRED
SEMBPANES X, MEMEERBFRENIHANZFRESMXBEINXR, AERKREY, FSET
FIREZEEE, HHAEENXYEEEL, IWFREEIMX, SYBRNELELIEER, FHTER.
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https://www.alibabacloud.com/help/doc-detail/126466.htm#task-1545804
https://www.alibabacloud.com/help/doc-detail/128184.htm#task-1478646
https://www.alibabacloud.com/help/doc-detail/125854.htm#task-1217001
https://iot-demos.oss-cn-shanghai.aliyuncs.com/topo/iotx-api-demo.zip

RELK- KEEE

XN E S

SDK Demo 1 & 7 BR % i SDK Demo#[]i% & i SDK Demo,,

2. §TFavaF R IR, SABELEGNiotx-api-demoX 4%,
3. EpomxmBEt, RMUATKRE, SR = =inSDKFIR & ik SDK,

<!-- https://mvnrepository.com/artifact/com.aliyun/aliyun-java-sdk-iot -->
<dependency>
<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-iot</artifactId>
<version>6.5.0</version>
</dependency>
<dependency>
<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-core</artifactId>
<version>3.5.1</version>
</dependency>
<dependency>
<groupId>com.aliyun.alink.linksdk</groupId>
<artifactId>iot-linkkit-java</artifactId>
<version>1.2.0.1</version>
<scope>compile</scope>

</dependency>

4. f£java/src/main/resources/B R T confighliEth, EAVBLER,

user.accessKeyID = <your accessKey ID>
user.accessKeySecret = <your accessKey Secret>
iot.regionId = <regionId>

iot.productCode = Iot

iot.domain = iot.<regionId>.aliyuncs.com
iot.version = 2018-01-20

S i EA

REPT E =K S B AccessKey D,

accessKeylD BHAREMEBHIKS LG L, EiFAccessKeyER, #ARESEEER
Bl EELAYACcessKey.,

accessKeySecret RE0PT B =K S BACcessKey Secret, && /534E LAccessKey ID,

regionid BB MIRE B MEID, MEIDNRXTSE, HSRMEMTHX,

RESR
EES IV TR0
FREBADHMTLE

3.2.4. MXZEANVEMIES

B EIREHSOKE, oJATHMXIREERMHENES,

AR

L, T
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https://www.alibabacloud.com/help/doc-detail/40654.htm#concept-2459516
https://www.alibabacloud.com/help/doc-detail/126466.htm#task-1545804
https://www.alibabacloud.com/help/doc-detail/128184.htm#task-1478646

MENFES RESLE- REEE

REFTMIATRIE:
o BIEMXMFIRE
o ¥4 SDK

Bio & M X2 & imSDK

AKfBIDemodr, java/src/main/java/com/aliyun/iot/api/common/deviceApBRT
89 DeviceTopoManagersL 4 6,8 M XA EX M FE & IR 8B R,

1. REMXKERESR.

private static String regionId = "cn-shanghai";
private static final String TAG = "TOPO";
/ /MK,
private static String GWproductKey = "alBxptK***";
private static String GWdeviceName = "XMtrv3yvitEHAzrTfX1U";
private static String GWdeviceSecret = "19xJNybifnmgcK057vYhazYK4bo4****";
public static void main(String[] args) {
/**
* mqtti\&g%—:@\o
*/
DeviceTopoManager manager = new DeviceTopoManager () ;
/**
* REZEVIFEMjava httpBPIREATSLVI. 2
*/

System.setProperty ("https.protocols", "TLSv2");

manager.init () ;
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RELK- KEEE

XN E S

public void init () {
LinkKitInitParams params = new LinkKitInitParams () ;
/ * *
* BBngt B LS,
&/
IoTMgttClientConfig config = new IoTMgttClientConfig();
config.productKey = GWproductKey;
config.deviceName = GWdeviceName;

config.deviceSecret = GWdeviceSecret;

config.channelHost = GWproductKey + ".iot-as-mgtt." + regionId + ".aliyuncs.com

:1883";
/ * *
* BEREREEHES
* WMWmgttBcleanSessionF o
*/
config.receiveOfflineMsg = false;
params.mgttClientConfig = config;
ALog.setLevel (LEVEL DEBUG) ;
ALog.i (TAG, "mgtt connetcion info=" + params) ;
/ * *
* IRBYEK, ENRFIEBER.
*/
DeviceInfo deviceInfo = new DeviceInfol();
deviceInfo.productKey = GWproductKey;
deviceInfo.deviceName = GWdeviceName;
deviceInfo.deviceSecret = GWdeviceSecret;
params.deviceInfo = devicelInfo;
/R ENE, *x/
LinkKit.getInstance () .init (params, new ILinkKitConnectListener () {
public void onError (AError aError) {
ALlog.e (TAG, "Init Error error=" + aError);
}
public void onInitDone (InitResult initResult) {
ALog.i (TAG, "onInitDone result=" + initResult);
//IREMK FtopoXk R, BHMXEFIRBERBTELEEFE EtopoXRo
//ARBEFE, WEE EEZFI8E.

getGWDeviceTopo () ;

/) FIRE NS EMIKIIE F deviceSecret, NRIGHBIMIEEZIEPNZRILE , HEiZEHRMt

opok o
//FEM ISR, B LUERIEREIMACHNEE SN SIS FEDeviceName,
gatewaySubDevicRegister () ;
/ /R X R TFIEEES.

gatewayAddSubDevice () ;

12

HEIREIRSDKY, BEERMXIREERE, MIXSDKEEBREEEMENES.
1. i&17DeviceTopoManager,
2. BN EFH e EMNSHiED, EFREER > RE.
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https://iot.console.aliyun.com/

MENFES RfESLE- 1R EEE

3. AIREFIERD, WAINXRE, EFERS. URRSETHEL, HRPARNXRECEEMEMES,

RESER
FREBZAVHERTA

3.2.5. FIRBFEANYENIES

FREFAEEREERVENTELS, FEEIMXEMEMEGEE, FREEEMXT, NXEBSHAFIR
FENHEIXR, BFREVNERLRVENTES, RAEFREEANVERES,

GB35

BB TR ATRIE:

o SIRMXMFIRE

e #afLSDK

o WXIEAMEXWFS

ER2ER

o ARFIRE
HFFREFAEREEYBENES, MULEAFRETEVENFEESIRERHSDK, FIREHIREIHA
BEITHA.

e A/RffiDemo

Java/src/main/java/comy/aliyun/iot /api/common/deviceApiE & T~ 8 DeviceTopoManagers {8 &
MXEBEINXR, KNFREFEBNFEELELNAB,

SR—: MXEBRAIPXR

MEXIEANMEBENELE, BREHIXRASENENFES, TRAEFRESVEMELRRE, HoJUEE
EEFIAGER. RINBINXER, WIILMERRGCETME—E,

o EMHMFEEFETEER. PMMXEFRENHAINXR,
L EEMSHE, BRREER > ®RE, EIRPHIINXRE.
i. BEMXREMNNFIRE, EAFREEERE. EEMNXTHR THFRESER.
iii. BERMFIRE, BEIEMNANFEESBRPNFRERMEINX T,

o BEMTRAKBES. HFMAIXE,
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RESLR- REEE MW E S

B

o BEHINKREK:

/**
* FREMX T topoX R, BRMXSFIRFETBEEEtopoX R,
WY
private void getGWDeviceTopo () {
LinkKit.getInstance () .getGateway () .gatewayGetSubDevices (new IConnectSendListene

r() {
@Override
public void onResponse (ARequest request, AResponse aResponse) {
ALog.i (TAG, "JREXMXMtopoXxZALI : " + JSONObject.toJSONString (aRespon
se));

/] RRFIRETIRER,

try {
ResponseModel<List<DeviceInfo>> response = JSONObject.parseObject (a

Response.data.toString (), new TypeReference<ResponseModel<List<DeviceInfo>>>() {

}.getType());

// TODO, IRIELFREIAZHRLIE,
} catch (Exception e) {

e.printStackTrace () ;

}

@Override
public void onFailure (ARequest request, AError error) {
ALog.i (TAG, "ﬁﬁ@*ﬂtopo*?gim " + JSONObject.toJSONString (error))

RIS

@ g
n FREFBEENENSEESLT—F.
» MBENEARARANFEENMENAINERE, FREETU LS, SAMXNYERES
WIBE R & B

/ * *
* FFRIRHRANFIRERER.
*/

private void gatewayAddSubDevice () {
BaseInfo baseInfol = new BaselInfo();
baseInfol.productKey = "alj7SyR***x";
baseInfol.deviceName = "safa***";
String deviceSecret = "71zCJIJIWHMGFpZpDKbJdVucDHUzZG6C****";
LinkKit.getInstance () .getGateway () .gatewayAddSubDevice (baseInfol, new ISubDevic
eConnectListener () {
@Override
public String getSignMethod () {
// ERNERFE,
return "hmacshal";

}

AMxravvi Ao
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cuverLiiuc
public String getSignValue () {
/ RRER, AP #MAdevicesecretRRIFERLER,
Map<String, String> signMap = new HashMap<>();
signMap.put ("productKey", baselInfol.productKey) ;
signMap.put ("deviceName", baseInfol.deviceName) ;
//signMap.put ("timestamp", String.valueOf (System.currentTimeMillis()));
signMap.put ("clientId", getClientId());
return SignUtils.hmacSign (signMap, deviceSecret) ;
}
@QOverride
public String getClientId() {
// clientIdR] AEEE,
return "id";
}
@Override
public Map<String, Object> getSignExtraData () {
return null;
}
@Override
public void onConnectResult (boolean isSuccess, ISubDeviceChannel iSubDevice
Channel, AError aError) {
// FRINES
if (isSuccess) {

/) FIREHFMAI, ETRAUBFIgE LLEE

ALog.i (TAG, "topoXZRRMIRKIN : " + JSONObject.toJSONString (iSubDevi
ceChannel)) ;
/1 F&E LS
gatewaySubDeviceLogin () ;
} else {
ALog.1 (TAG, "topoXZAARMAKM : " + JSONObject.toJSONString (aError))
}
}
@Override

public void onDataPush (String s, AMessage aMessage) {

SR RNFRFIED
FIREVNEMINGE, YWEMFERIMRIREIER. RXMELUTAE, RRFREEBER.
o FEA—N—ZIANESR.

EREVEANG, 48008 E¥IETE, FBProductkey. DeviceName#lDeviceSecret,

o EMXEFIRBZEEXIMY, TMMWXEMFIRE, KRFREMZHIED., ZMNENX F5F
REBETEX,

o WX HUMENX LREEMEESR, MEFRENIERER. ZMEARX BBETEH,
o EAFRENSEMIIAR,

W % a1 B 2 & _HIR FiR & 89ProductKeyFl DeviceNamei# {731 M, MBEMEARE FIRE
ProductKeyfDeviceNamei@ 3 iz, & T & FiREFBIDeviceSecret,
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st

- 1%

ZER]

XTFREDEMONEMIRE, FS

i. FARMXR, SHMMXBIEMMEIFIEE, RRFRENES (model) FKE—
; HELWAEERS (model) S8R =HEEM & ProductKey s,

ﬁﬁ%ﬁ*lﬂ s E’]Ej]/u\/Iﬂﬂ'Ij] ﬁb ’ }‘ALWIH*M - ’S‘?iﬂl?iﬁ%ﬂ@ DeviceSecret °

MM E

. BIEFIRER, PUREHISNGE S MACH LI E A DeviceName, IRECIZMING, FE~RNHSEM
IngEE,
& GhEtsnfE HENTFE EEEE ] FEiEE
— c mglaktEn -

== roductSecret T EE

BE

THREZEN, SERRAT ERSSiRITIE RBEFAE

g

e miER £ RE

CAES FRER e msaE
A= = EEvEs R ICA FRESRIEGER (Alink JSON)
e A aEEg | FESER grz @© |
a=pall=]

R WiFi R

R T

MACHE11E )

=BT

/**

* FIGRMEEMIAIILE deviceSecret,
B HiRFitIB i8R, ATUERFIEEHIMACHNES SNFFISHF{EADeviceName,

* TEYIERRF
*/

private void gatewaySubDevicRegister ()

List<BaseInfo> subDevices =

BaseInfo baseInfol

baseInfol.productKey =
baseInfol.deviceName

= "safasdf";

subDevices.add (baseInfol) ;

LinkKit.getInstance ()
ctSendListener ()

{

@Override

.getGateway ()

{

new ArrayList<>();
new BaseInfo();
ualj7syR***";

public void onResponse (ARequest request, AResponse response) {

}
@QOve

public void onFailure (ARequest request, AError error)

ALog.i (TAG,

rride

ALog.i (TAG,

TB=: FIRE L%

"FigEEMmI -

"FIREEMERY -

" + JSONObject.toJSONString (response)) ;

{

" + JSONObject.toJSONString (error)) ;

WFEEHTEMR.

FRIR (SNESEY

.gatewaySubDevicRegister (subDevices, new IConne

192

> MAYRRA: 20220624
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YIEXF &

/**

* FARFIER EEIZEOZE, BHEABRBILtopoXxFR. MEXEMFIGTFEEZE,

58

*

*/

Figg EAZ ERIMBUTFREIITH. RHFERE

public void gatewaySubDeviceLogin () {

BaseInfo baseInfol = new BaseInfo();
baseInfol.productKey = "alj7SyR*x***";

baseInfol.deviceName = "safasdf";

FESHYEREMTEFigE L

LinkKit.getInstance () .getGateway () .gatewaySubDeviceLogin (baseInfol, new ISubDeviceA

ctionListener () {

@Override

public void onSuccess () {

/7 REFiIgE LM,

/) LEZBFTE. ZWES, HAUBBRMEAFIRE.

// subDevDisable (null) ;
// subDevDelete (null) ;
}
@Override

public void onFailed (AError aError) {

ALog.d(TAG, "onFailed() called with:

ff%: B Demo

HMXEAFH LR FREER, BUFRESYBERESHNEERE, RFRESANXMIEEER AW
MELSHTERAIRBNT:

package com.aliyun.iot.api.common.deviceApi;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

oo

com.alibaba.fastjson.JSONObject;
com.alibaba.fastjson.TypeReference;
com.aliyun.alink.dm.api.BaseInfo;
com.aliyun.alink.dm.api.DeviceInfo;
com.aliyun.alink.dm.api.InitResult;
com.aliyun.alink.dm.api.SignUtils;

com.aliyun.alink.dm.model.ResponseModel;

aError =

com.aliyun.alink.linkkit.api.ILinkKitConnectListener;

com.aliyun.alink.linkkit.api.IoTMgttClientConfig;

com.aliyun.alink.linkkit.api.LinkKit;

com.aliyun.alink.linkkit.api.LinkKitInitParams;

com.aliyun.alink.linksdk.channel.gateway.api.
com.aliyun.alink.linksdk.channel.gateway.api.
com.aliyun.alink.linksdk.channel.gateway.api.

com.aliyun.alink.linksdk.channel.gateway.api.

subdevice.
subdevice.
subdevice.

subdevice.

com.aliyun.alink.linksdk.cmp.core.base.AMessage;

com.aliyun.alink.linksdk.cmp.core.base.ARequest;

com.aliyun.alink.linksdk.cmp.core.base.AResponse;

[" + aError + "]1");

ISubDeviceActionListener;
ISubDeviceChannel;
ISubDeviceConnectListener;

ISubDeviceRemovelistener;

com.aliyun.alink.linksdk.cmp.core.listener.IConnectSendListener;

com.aliyun.alink.linksdk.tools.AError;

com.aliyun.alink.linksdk.tools.ALog;

N N i B 0N
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Lliporce jdvd.uitll. "y
import static com.aliyun.alink.linksdk.tools.ALog.LEVEL DEBUG;
public class DeviceTopoManager {

private static String regionId = "cn-shanghai";

private static final String TAG = "TOPO";

WAZES 3]

private static String GWproductKey = "alBxp***x*xkxim;

private static String GWdeviceName = "XMtrv3y***xxxkxkxkxin,

private static String GWdeviceSecret = "19xJINybifnmgc******&xxxxxxm,

public static void main(String[] args) {

/**

* mqtti%a“%%’%

@y
DeviceTopoManager manager = new DeviceTopoManager () ;
/**

* IRSZ8BIHNjava httpEPREATSLVI . 20

7

System.setProperty ("https.protocols", "TLSv2");
manager.init () ;
}
public void init () {

LinkKitInitParams params = new LinkKitInitParams () ;
/**

* IR Bmat tiIB S

*/

IoTMgttClientConfig config = new IoTMgttClientConfig() ;
config.productKey = GWproductKey;
config.deviceName = GWdeviceName;
config.deviceSecret = GWdeviceSecret;
config.channelHost = GWproductKey + ".iot-as-mgtt." + regionId + ".aliyuncs.com:188

3";

/**

* BRESBELER.

* Jt¥mgttBcleanSessionFE]o

=y

config.receiveOfflineMsg = false;
params.mgttClientConfig = config;
ALog.setLevel (LEVEL DEBUG) ;

ALog.i (TAG, "mgtt connetcion info=" + params);

/ * *
* IRBENRK, FANRXEREIERER.
*/

DeviceInfo deviceInfo = new DevicelInfo();
deviceInfo.productKey = GWproductKey;
deviceInfo.deviceName = GWdeviceName;
deviceInfo.deviceSecret = GWdeviceSecret;
params.deviceInfo = devicelInfo;
/< FRILIENRE*/
LinkKit.getInstance() .init (params, new ILinkKitConnectListener() {
public void onError (AError aError) ({
ALog.e (TAG, "Init Error error=" + aError);
}
public void onInitDone (InitResult initResult) {
ALog.i(TAG, "onInitDone result=" + initResult);
/BN E TR . BN XEFICZETALKEFHRINVER.
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//&D%E_éﬁﬁ, ME#E F&TFi8E,

getGWDeviceTopo () ;

/ / FIRENEEMIRENDeviceSecret, MRIFFEIZFIEBNRIRILE , BEEFMAINKR,
//TEEEM TS LiRFISIZIRER, WLUERIREMMACHINtElsNFSS FE I DeviceName,
gatewaySubDevicRegister () ;

/ /RN R RN FIREER

gatewayAddSubDevice () ;

/**
* REMXTHIFRR, BEEIRNXEFRERETELFETHINER.
*/
private void getGWDeviceTopo () {
LinkKit.getInstance () .getGateway () .gatewayGetSubDevices (new IConnectSendListener ()

@Override

public void onResponse (ARequest request, AResponse aResponse) {
ALog.i (TAG, "JREXMIXEItopoXxZAEIN : " + JSONObject.toJSONString (aResponse))
// RERFIRETIRE
try {

ResponseModel<List<DeviceInfo>> response = JSONObject.parseObject (aResp
onse.data.toString (), new TypeReference<ResponseModel<List<DeviceInfo>>>() {
}.getType ()
// TODO IRIBILPRRIFETR IR,
} catch (Exception e) {

e.printStackTrace () ;

}

@Override
public void onFailure (ARequest request, AError error) {
ALog.i (TAG, "FREXMIXMItopoRZAKM : " + JSONObject.toJSONString (error));

J**
* FIREMAEMIKENIE S deviceSecret, MEMXBREFIRSIEBMNZEILLS,
* EYENE S ERAISIEISER, AILUERIRERIMACHtEESNF IS FEIDeviceName,
*/
private void gatewaySubDevicRegister () {
List<BaseInfo> subDevices = new ArrayList<>();
BaseInfo baseInfol = new BaselInfol();
baseInfol.productKey = "alj7SyR*x****xxxkxxiy
baseInfol.deviceName = "testl23****kxxkxn;
subDevices.add (baseInfol) ;

LinkKit.getInstance () .getGateway () .gatewaySubDevicRegister (subDevices, new IConnect

SendListener () {

@Override
public void onResponse (ARequest request, AResponse response) {
ALog.i (TAG, "FIR&EFMMTN : " + JSONObject.toJSONString (response)) ;
}
@Override

public void onFailure (ARequest request, AError error) {
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ALog.i (TAG, "FiFEMEM : " + JSONObject.toJSONString (error));
}
});

}

/**

* [FRINEI X RN FIREE R

=/

private void gatewayAddSubDevice () {

BaseInfo baseInfol = new BaseInfo();

baseInfol.productKey = "aljT7Sy****xxxkxkxixn,
baseInfol.deviceName = "safasd**x***x*xxn;
String deviceSecret = "T71zCJIJIWHMGE**** & *&khkhxixn,

LinkKit.getInstance () .getGateway () .gatewayAddSubDevice (baseInfol, new ISubDeviceCon

nectListener () {

//

nel

@Override

public String getSignMethod () {
// ERNERFE
return "hmacshal";

}

@Override

public String getSignValue () {
// REER, AP {ERADevicesecretIRIBERLER,
Map<String, String> signMap = new HashMap<> () ;
signMap.put ("productKey", baselInfol.productKey) ;
signMap.put ("deviceName", baseInfol.deviceName) ;

signMap.put ("timestamp", String.valueOf (System.currentTimeMillis()));

signMap.put ("clientId", getClientId());
return SignUtils.hmacSign (signMap, deviceSecret) ;

}

@Override

public String getClientId() {
// clientIdA] AEERE.
return "id";

}

@Override

public Map<String, Object> getSignExtraData () {
return null;

}

@Override

public void onConnectResult (boolean isSuccess, ISubDeviceChannel iSubDeviceChan

, AError aError) {

// TRINER
if (isSuccess) {

[/ FIRERMAI, #ETRAUEFI&E LLHEE,

nnel));

ALog.i (TAG, "topoXkZRMARKIN : " + JSONObject.toJSONString (iSubDeviceCha
//Fig&EEL
gatewaySubDevicelLogin () ;
} else {
ALog.i (TAG, "topoXZHRMKM : " + JSONObject.toJSONString (aError)) ;
}
}
@Override

public void onDataPush (String s, AMessage aMessage) {

196
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}) 7
}
public void gatewayDeleteSubDevice () {
BaseInfo baseInfol = new BaseInfo();
baseInfol.productKey = "aljT7S****xxkxkxdkxkxn,
baseInfol.deviceName = "saf***xxkxxin;
LinkKit.getInstance() .getGateway () .gatewayDeleteSubDevice (baseInfol, new ISubDevice
RemovelListener () {
@Override
public void onSuceess () {
// BIhFRFIRE. MIPRZAEIR] S TR,
}
@override

public void onFailed (AError aError) {

/7 BERFIRERK,

/**
* FRFIRE L&ZE, BHREABEURINKRR, MXRNFREEER, FESNYENTESFIRE L,
* FigE ERZ FRRIMRMITFIRERITE. XMmEFRF.
=y
public void gatewaySubDeviceLogin () {
BaseInfo baseInfol = new BaseInfo();
baseInfol.productKey = "aljT7SyR***xkxkxkxim,
baseInfol.deviceName = "safa*****xxxixn;
LinkKit.getInstance() .getGateway () .gatewaySubDeviceLogin (baseInfol, new ISubDeviceA
ctionListener () {
@Override
public void onSuccess () {
// REBFIRE LEMT.
// E&ZETITR. REHEHS, FOURRNERFRE.
// subDevDisable (null) ;
// subDevDelete (null) ;
}
@Override
public void onFailed (AError aError) {
ALog.d (TAG, "onFailed() called with: aError = [" + aError + "]");
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4.1. loTHRRLE
4.1.1. iR

MENFEEXFEARBE#TECERRENHNELRRRE. SHERREETYRNESRARRHT
BEARE, HEEEREETHRRENVSERGERTHRENRE,

BRER
IR

ERRECHEXHEMETS5000NEEEERMES, XEREETMQTTINYEYHEMESERE., REST
#0.1°C, BERMEEBHIREELAXE =R, RIBEEENHIEREZMAN, HBERBII25°CE, WL
MEESKBEBREZERHITE (Function Compute) i {TEELE,
BENTE#XNLZLIEETEE, RHEFLHRBSENANEESNK, HREMERBLE, RLEKREE
RN E—EHEL., MRHMKERERANAEL, FREAMEE L. TENBR, BTNRSHMMEH
THeE, NEREEEERNBRNEELA, NogEREMTRLRE, SHMNALE,

BREVSFEE, FRIISMMVANEERNBINEL, BNUR ROBUBEEIFZERETE, MH
RIS THYEMFERRERRBR, UREASEAMATIRR, MSRTERNKEIEELRIE.

PESany

EANE A7 LSRR TARE, BEEZLEEHE, RNBRTARAXNREN.
BREUTSHRE:

o E—RESHHBAEEERIOAT LR

AR S BV RREEREREXE LR
AR S BV RHIBERLAR LR
F—IRE LITHRQPSIAE LR

o RIS EHHIIAMN SIZHIEREAT LR
FREUTEHERE:

o SLEHIEZIREFE (MQTT)

o RERM LIREBH

o MNSIEHRREIRE (FC)
MNUEES R

tIEFRmAIRE

REREBKREA

SIESHRERN

CIZEEREARN

4.1.2. Q@B mMigEF
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i. BEMUNHNEELE, EARUVFBER, KRELEHIENISOL,

ARG P ESQLERY B E RN M THIRE HIRMIEESHIES T25°CH, M ERNBEHEHIED
iR & B (deviceName) FIiEE (Temperature) BN FRNE, KRN FEREHEREE
REHE S,

WS 500 X

N R ST -

SELECT deviceMame( as deviceMame,items. Temperature.value
FROM "feystal HHrkmIEBh/+ithingieventipropertypost!
WHERE

o =ER:

deviceMamed as deviceMame items Termperature value

® Topic @

faysialHHrkmIEShi+ithingfeventpropertypost
E=t N
R "
HREEE(Y) N
thingfevent/propertypost ¥

o S EE

Temperature = 25
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JURNKBEIREREER, EMENLSZEE

:BE{-.-IL;\

WM AERRS, ES0E R,
BRIES R
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REENSXNEEREEANNREER,

4.2. RFOTARIHH KL
4.2.1. §ER

OTA (Over-the-AirTechnology) BIZ THEAR, EYEBEMFEEN—EMINEE, EBoERYBENTES
HOTAFRINEE, NAHEDIREZMMIOTIZEHTOTAF R, ASTLUMQTTHMY TSR RG], NBgEHE
{TOTAFHAITRE

E2ER

ARBIth, EAME SRS GRAC LNk SDK, FRIRESHIEATIOTATHRINEE, FIRSEAYBEWN
&, FHTOTAFE,

iﬁ%i&?ﬁ'OTAﬂ'é&E’]/}lL*E*u&?EWT'%EH BB EEHEOTATN S, RRBINBRIBEHITE @.ﬂ—.&ﬂﬁum*i
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1. HRIGEOTABRIRAS R
fotal/devicefinform/${YourProductkey}/${YourDeviceName}

2. FRIIFHES, BIROTATHRITS

. 3. TEOTATIREMURLARE
lota/devicelupgrade/${YourProductKey}/${YourDeviceName}

4, 1ZEIBTHTTPIMYMURL FRELOTAFHR A

5. 8% HROTAFHGHERER
fotafdeviceiprogressf${Y0urPr0ductKey}f${Y0urDeviceName}' A& BROTARSHE

6. IRETHROTATRG, HIRSHRA
lota/devicefinform/${YourProductKey}/${YourDeviceName} ] I S B ROTAFHE AT

MIBRBIN TR,
Fs 3 P
FIRYFIOT AR AZ

Topic: /ota/device/inform/${YourProductKey}/${YourDeviceName}

1. FRIZEEA, RBOTABRMIRASH1.0.0, BEREA L& HIRYATE IR

.
2. FRIREB (5REABRTRE—Fm) , REOTAEHIRAS /2.0.0, HMEREB
& FF FIRHFIOTARA,
: R ARASTE R B EIREFIHOTA
{ FR
"id: 1,
"params": {
"version": "1.0.0"
}
}
EVEMEESNBIRTREESRA (2.0.0) BOTARRE, ABBIEMRA R OT AFHRAT
2 (1.0.0) REHEFARES, BRENEGMNEIRA (1.0.0) ARFSHRA PERTOS
(2.00) . e
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RESLRE- HE XN E S

Fs L PSS

R EIHIT B S #EIXOT AR B R E 2 AY
Topic: /ota/device/upgrade/${YourProductKey}/${YourDeviceName}

o

FHRERERRG

"code":"1000",

"data": {
"size":11472299,
"sign":"83254ac96eldlaffb8aad2cbfecOr***",
"version":"2.0.0",

3 "url":"https://iotx-ota.oss-cn-
shanghai.aliyuncs.com/ota/dbab6f742ae389040db88fc2500b**** /ckQ
g51yav00003i7hezxe**** zip?
Expires=1568951190&0SSAccessKeyId=cS8uRRy54Rsz****§Signature=n
kOsogaxtyp7dYvKZnjNQ%2BZ8Q9o****",

"signMethod":"Md5",
"md5":"83254ac96eld4laffb8aad2cbfecI rx*"
o
"id":1568864790381,

"message" :"success"

RERBBFRBHERPNAREURLE, BASDKIRANAPITHARE, #HiT

AL,
RAFHEE
Topic: /ota/device/progress/${YourProductKey}/${YourDeviceName }
FiREEERRE:
! BEERERE
Tistvy i,
"params": {
"Step" : lllll,
5 ”desc":"******"
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FS HiEA EE3E ]

LIRAREHOT ARRAE

Topic: /ota/device/inform/${YourProductKey}/${YourDeviceName}

LIRRATE R R :

{
6 nigrT. 1 ,
"params": {
"version": "2.0.0"

}

4.2.2. BBIRTFwmOTAH LK

M 2 =Y BN SRR & iRSDK, 8B EASDKSFARILIEBRE. AXRAEAEARHENEMRER
fota_posix_demo.c, BEHIZEEANFOTAFHE,
AR FH

ELIET IR E, HKRBUKEIESR (ProductKey, DeviceName#IDeviceSecret) , EAR{E, BES WL
ErrniltlEigEg.

KRB EERNERENIRESDevice1fSDevice2,

BERER
o AIEMALINUXT B FiH GBS SDK, 1ZSDKH SRR IR R HETE{E B 64 A9 Ubuntu16.04,
o SDKMYFF R MmiIFHIES LA T R4

make (41R%VAERRA) . gcc (5.4.0RVALIRA)

DJLAMERM T HRSTRE:

sudo apt-get install -y build-essential make gcc

BESE
1. FKEURFIECGESSDK,
i. ERVENTESEHSE,
i. ERAEELS, ERYBEMEEFREREE, AEEIHAMERE, BEHIM.
i. ZEMSMEREXHETR, ARRIREEANSDKKEHLInk SDKT, BEHESDKEH .
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* SRS
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FohmeEs

* REMEAR

EEEE

R
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EER

2. BRIEARMBCGESSDKSX, 18I /LinkSDK/demos/fota_posix_demo.cXHEhHREENER.,

WAME M HI&ESDevice 1THIE R,

char *product key = Wl @ o

char *device name = "SDevicel";

char *device secret

"cefbebf00***";

char *url = "iot-***.mgtt.iothub.aliyuncs.com";

24 Bl

WA
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2 Bl iEA
ot RENBEAES,

url *** mqtt.iothub.aliyuncs.co ~ © BABEERXA $FfYourProductKey}. iot-as-matt. ${Yo
m urRegionidj.aliyuncs.com

product_ke g1g*

y

device na BREANLEER. ESZER, BELRIEENEER,

- SDevicel

me ABENESMNESXA—N—2,

device_secr

ot cefbebf00***

fota_posix_demo.cX o BRI FHITOTAFRELBERE, OTARKINEE LRARAS A 1.0
0 o XSS, BEMNIENEEXRKRIMROBRAS, FTEERBE. E2ER,
1l ﬁﬁ% HEA,

cur version = "1.0.0";
res = aiot ota report version(ota handle, cur version);
if (res < STATE SUCCESS) {

printf ("aiot ota report version failed: -0x%04X\r\n", -res);

3. BRUnUEMN, RITUTHS, RRIAFRE.

sudo apt-get install -y build-essential make gcc

4. B RPN SEBREMAILNKSDKI S, EEELnuxELNBNFRRKE,
5. TESDKAR B R /LinkSDKT, #ifTmakein ¥, TAMHIRRFHI%HIZE

make clean

make

4R BVEBIRE F fota-posix-demotF ITE . /out put B R T .
6. FITUUT @S, BITHARERF,

. /output/fota-posix-demo

7. BERFEBITHENRS,
o 'LQ% ?§1=.,%*DJ:?EH&$?E|UZZDT

r I:/opt/LinkSDK# ./output/fota-posix-demo

[16]@993481 977][Lk ﬂ]la] MQTT user calls aiot_mqtt_connect api, connect

[1638993401.977][LK-8317] SDevice1&gls

[16308993401.077][LK-0318] 348 = 5T

core_sysdep_network_establish host iot- -mgqtt.iothub. allyuncs com port 443 type @

establish tcp connection with server(host="iot-« K -mqtt.iothub.aliyuncs.com’, port=[443])

success to establish tcp, fd=3

local port: 32776

[1638993401.988][LK-100@] establish mbedtls connection with server(host="iot- mu mqtt.iothub.aliyuncs.com®, port=[443])
[1638993401.999][LK-1008] success to establish mbedtls connection, (cost 45247 bytes in total, max used 47983 bytes)
[1638993481.999][LK-8319] 4 _.SDevicel|timestamp=2524608000008, ss=1, v=sdk-c-4.1.8,securemode=2,signmethod=hmacsha256,ext=3,_conn=tls_11|
[1638993482.866][LK-0313]| MQTT connect success in 86 ms

ATOT_MQTTEVT_CONNECT

[16389934082.0866][LK-8389]| pub: /ota/device/inform/g18 [/SDevicel

[LK-@38A] > 7B 22 69 64 22 3A 31 2C 2@ 22 7@ 61 72 61 6D 73 || {"id":1, "params

[LK-838A] > 3@ 2E 3@ 22 7D 7D
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RIESLE- 1iIa 4 MW E S

o ROMEMESEHENNLLT, AENSHEEFREEE > RE, HIBRRE, EFRE
K. RERSERAELZ, WRRRESWEN TG RINEE,

HERFS [/ @EE )

i
i)

2T ~
TEE= BRE ERER
FROMRE HLERI DeviceName v | sDevicel Qe v

=5

Spevicet EoeT as
8. BRI FHE, FAigESDevice2, HIROTAEHIRAS2.0.0,
i. 2L B, KESDKEZIP {4,

i. BREZIPXX{E, TE/LinkSDK/demos/fota posix demo.cXXiEdh, {&&SDevice2 BIENSEFI0TA
BHRRAS,

REBRBINT

char *product key = Tl @

char *device name

"SDevice2";

char *device secret "8b2ada%al***";

char “*url = "iot-***.mgtt.iothub.aliyuncs.com";
cur version = "2.0.0";
res = ailot ota report version(ota handle, cur version);

if (res < STATE SUCCESS) {

printf ("aiot ota report version failed: -0x%04X\r\n", -res);

i. Z2RFB~FTR, EFIRESDevice2 i LIRBBRAS,

- = L ~fLinkSDK# ./output/fota-posix-demo
[1631265544.799] [LK-8313] MQTT user calls aiot_mqtt_connect api, connect
[1631265544.799] [LK-8317] SDevice28g
[1631265544.799][LK-©318] EA71AAZ 217
core_sysdep_network_establish host iet-cn- uncs.com port 443, type @
establish tcp connection with server(host="iot-« mqtt.iothub.aliyuncs.com’, port=[443])
success to establish tcp, fd=3
local port: 47346
[1631265544.800][LK-1808] establish mbedtls connection with server(host="iot- .mqtt.iothub.aliyuncs.com®, port=[443])

[1631265544.811][LK-18e@] success to establish mbedtls connection, (cost 45247 bytes in total, max used 47983 bytes)

[1631265544.811][LK-8319] ¢ .SDevice? |timestamp=2524608000008, ss=1, v=sdk-c-4.1.8,securemode=2,signmethod=hmacsha256,ext=3, conn=t1ls_f|
[1631265544.877][LK-©8313] MQTT connect success in 75 ms

ATOT_MQTTEVT_CONNECT

[1631265544.877][LK-@3@9] pub:| /ota/device/inform/g I/SDevice2

[LK-830A] > 7B 22 69 64 22 3A 31 2C 20 22 7@ 61 72 61 6D 73| | { 1, "params
[LK-83@A] > 22 3A 7B 22 76 65 72 73 69 6F 6E 22 3A 22 32 2| | " rsion":"2.
[LK-83@A] > 3@ 2E 38 22 7D 7D | e.e"}}

BESEB
HEOTAH R EENE Sl MEBENMES TAOTARRIESENRE, ERREFRARER, HTOTAHLE,
4.2.3. HEZXOTAA LB I ZFin

AN BMETENEMNFESEH G LHXOTAFREEIRER, RESEFMARE. RIEARBMAEHL
EFR,
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Fi¥
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BIIREH

BETENIMBENTS, FHRMAEAS, BARE, BENEEEEH0TATA,
BESE

1. BRYBENTAZEE,

2. ELHMEMSTIE, REIXTRBOSIAI, &SI SSHIENS TE.

D #& Bai%k2 (L8) . BA (5X) hEFETOWRIARS ., i, Skt

iggé o

E (@ IDEFS fy Tfess B =5 v

WERTE
AR BT

B 1 1

PR
e v
I .
iotTest &5
Y=

3. AEMSHE, ERERE%E > OTARE,

4. EOTAFRUE, BEARBIEXRE, BHHFMNARE .

5. REAREER, LEREHXHEAFRE, REHIA.
BAEBMT R, EWSHEE, BSLAINFRE,

B BE
FRE 2R g
FREER default
FERERAS 2.0.0
EREE MD5
FAREREFEFERIE =

6. EARBIERD, PEAREXNNNRIE, EFANKREHTARERIE, BAERE, BSLNIEAR
@/O
WIHIREFARRNGE, WIEES, #HEARRAETATARS,

7. BEHEAER, #TNTERE, ORSEEALEM ., SHIRE, BSLREARMIES,
o FEEEEE:
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o FERREEEE:
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< FHEETE

TEFE
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* FHEEWETEE
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« FHEEE FIRRE
5
IFEFRERER (S
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- EEESEESIETRES
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« BEETE HREEaEEET
£ ®F
© APPREELLFHER
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EEREER
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MBS HXOTARFRERE, TTEIRERASEFEREWOTAARER, GSRMNENER. LEH
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YIEXF &

o REWWHINARBEMER.

[1630084617.566][LK-83689] pub:

7B
64
38
36
38
65
22
35
2F
6E
6E
31
32
39
69
65
53
49
48
49
45
22
36
61
3A
6D
73

[LK-83eA]
[LK-838A]
[LK-838A]
[LK-838A]
[LK-838A]
[LK-838A]
[LK-838A]
[LK-838A]
[LK-838A]
[LK-838A]
[LK-838A]
[LK-838A]
[LK-838A]
[LK-838A]
[LK-838A]
[LK-838A]
[LK-838A]
[LK-838A]
[LK-838A]
[LK-838A]
[LK-838A]
[LK-838A]
[LK-838A]
[LK-838A]
[LK-838A]
[LK-838A]
[Lk-838A]

<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<

fota/devicefupgrade/g]

22
61
32
34
64
72
73
22
2F
2D
63
34
35
68
6E
73
41
34
66
25
76
2C
61
36
31
65
22

E]
74
35
33
66
FE]
69
2C
69
FE]
73
32
61
34
61
3D
E]
47
4C
32
47
22
E]
31
36
73
7D

6F
61
2C
36
61
69
67
22
6F
68
2E
35
64
79
6F
31
E]
31
33
46
52
6D
37
64
33
73

64
22
22
61
36
6F
6E
75
74
61
E]
39
38
67
79
36
65
54
65
4E
77
64
38
62
3a
61

65
3A
73
E]
31
6E
4D
72
78
6E
6F
34
32
6D
39
33
73
75
26
4F
38
35 2.
61

66

39

67

22
7B
69
37
64
22
65
6C
2D
67
6D
64
32
38
2E

3A
22
67
38
62
3A
74
22
6F
68
2F
38
35
38
62
E ]
4B
17
69
4F
64
3A
31
31
34
22

22
FE]
6E
61
66
22
68
3A
74
61
6F
31
35
38
69
37
65
53
67
6E
47
22
32
E]
36
3A

31
69
22
39
35
32
6F
22
61
69
74
38
34
38
6E
31
79
69
6E
54 5
4E

39

GE]

22

31

22

38
7A
3A
31
31
2E
64
68
2E
2E
61
EE]
64
EE]
3F
E ]
49

38
65
22
32
E]
38
22
74
6F
61
2F
61
34
62
45
31
64
6E
74
66
6F
61

38
22
39
GE]
22
2E
3A
74
73
6C
62
31
2F
38
78
37
3D
62
75
58
1
35
64
. 22
35
63

22 ; |
3A |
65 |
32 |
2¢ 2 I
22 |
70 |
73 : |
69 |
63 |
36 |
63 |
66 7. |
70 2 |
26 |
4C |
41 |
72 |
6D |
25 |
36 |
30 |
69 |
33 ; |
63 |

I

OTA target firmware version: 2.0.@, size: 15025 Bytes
starting download thread in 2 seconds

core_sysdep_network_establish host iotx-
establish tcp connection with server(host="iotx-

-aliyuncs.com port 443, type @
.aliyuncs.com®, port=[443])

success to establish tcp, fd=4

local port: 58968
[1638984619.566] [LK-1€88]
[1638984619.62: -
[1630984619.62:

1L
[1638984619.622] [LK-8468]

establish mbedtls connection with server(host="1io
success to establish mbedtls connection,
> GET /ota/bl

> Host: iotx- aliyuncs.com

> Accept: text/html, application/xhtmlixml, application/xml;q-©.9, */*;g-0.8

9.bin2Expires=16

1liyuncs.com®,
(cost 47168 bytes in total, max used 49856 bytes)

[1630984619.622] [LK-8468]
[1638984619.622] [LK-8468]

> Range: bytes=@-
> Content-Length: @

[1630984619.622][LK-8408] >

o THEH, FHLRHE,

[/SDevicel

{"code”:"1600","
data™:{"size":15
825, "sipgn": "%eas
| -
adfa61dbfsic™, v
ersion™:"2.8.8",
"signMethod”™ : "Md
5%, url”:"https:
ffiotx-ota.oss-c
. T

m

14

2

g

i

e

Si

14

H.

I

E1 |
", "md5™ : "9ea5643

=R I e - O < I = T ]

(=Y |

a61dbf51c™},"id"
:1638984617553,"
message”: "succes

-y
5 5

port=[443])

780SSAccessKeyId=LT!
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[1638984619.

[LK-838A] >
[LK-830A] >
[LK-838A] >

[1638984619.
[1638984619.
[1638984619.
[1638984619.
[1638984619.
[1638984619.
[1638984619.
[1638984619.
[1638984619.
[1638984619.
[1638984619.
[1638984619.
[1638984619.
[1638984619.
[1638984619.
[1638984619.
[1638984619.

622][LK-©83@9] pub: |fota/device/progress/piliari

7B 22 69 64 22 3A 32 2C
22 3A 7B 22 73 74 65 78
65 73 63 22 3A 22 22 7D

644][LK-846D]
644][LK-848D]
644][LK-04eD]
644][LK-846D]
644][LK-04eD]
644][LK-846D]
644][LK-04eD]
644][LK-846D]
644][LK-04eD]
644][LK-846D]
644][LK-04eD]
644][LK-846D]
644][LK-04eD]
644][LK-846D]
644][LK-846D]
644][LK-04eD]
644][LK-846D]

<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<

T 1/SDevicel

20 22 78 61 72 61 6D 73 || {"id":2, “params
22 3A 22 3@ 22 2C 22 64 || ":{"step™:"@","d
7D || esc™:""}}

HTTP/1.1 286 Partial Content

Server: Aliyun0ss

Date: Tue, 87 Sep 2821 83:16:59 GMT
Content-Type: applicationfoctet-stream
Content-Length: 15825

Connection: keep-alive

X-o0ss-request-id: 6136D9AB3731FB36345F2350
Content-Range: bytes 8-15824/15825
Accept-Ranges: bytes

ETag: "9EA5E [~
Last-Modified: Tue, @7 Sep 2821 82:47:82 GMT
X-o0s55-object-type: Normal
x-oss-hash-crc64ecma: 1317
x-o0ss-storage-class: Standard

Content-MD5: rweE 1

X-0ss-server-time: 16

download @854% done, +8192
[1638984619.644] [LK-8389]

bytes
pub:| fota/device/progress/gl

2C 28 22 78 61 72 61 6D
78 22 3A 22 35 34 22 2C
22 7D 7D

[LK-@38A] > 7B 22 69 64 22 3A 33
[LK-838A] > 22 3A 7B 22 73 74 65
[LK-838A] > 64 65 73 63 22 3A 22

[1630984619.644][LK-@981] digest
download 1@8% done, +6833 bytes
[1638984619.644][LK-8389] pub:

matched
fota/device/progress/g
[LK-838A] > 7B 22 69 64 22 3A

[LK-@38A] > 22 3A 7B 22 73 74
[LK-838A] > 22 64 65 73 63 22

34 2C 28
65 78 22 3A 22
3A 22 22 7D 7D

22 78 61 72
31 38

61 6D
38 22

download completed
o REFRTH, LIRIMBRES,

[1631267018.622][LK-083@9] pub: [fota/device/inform/g

[LK-838A] > 7B 22 69 64 22 3A 31 2C 2@ 22 78 61 72

72 73 69 6F 6E 22 3A

61 6D
22 32

[LK-@38A] > 22 3A 7B 22 76 65
[LK-838A] > 38 2E 38 22 7D 7D

[/SDevicel

73 || {"id":3, “params
22 I |l:{|l5tep|l:|l_4|lJ|l

| desc™:""}}

m I/SDevicel
73|| {"id":4, "params

2C|| “:{"step™:"1@@",
I |ldesc|l:|l|l}-}-

mTI/SDevicel

73 || {"id":1, “"params
2E || ":{"version™:"2.
| 8.8"}}

EEVENES AR

BOUIEMENEEEF S EFRENARRS. ARBEERMNARAETS.

=k

e ARARBHFBRE, EEARMRERNALRKRS. BAEE,

BEREEANE)

o ANIREH > AERSNE, BEFEFRE, EFEREAELHTOTATARN, SYEKNESHNERFASE,
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i) DeviceName Q B, Traceld Q BEAREXRT, Messageld
= ==
o) TracelD
2021 =2
201/, ==
2021/ =
20217 .
2021/s ==
2021/ .
20217 ==
20217 ==
201/, .

Q 2ERE

DeviceMame

SDevice!

SDevicet

SDevicat

SDevicet

SDeviest

SDeviezt

SDevics

SDevice!

SDevicet

e

s ¥

EEITHS

AEIZES

REATHE

TIEEHS

EEITHS

AETA

=

[ota/device/progress(giBiV...

fota/device/progress/glBIV.

Jotajdevice/progress/o1 1,

OTAFimMWarePush

[ota/device/upgrade/g18IV...

OTAUpgraceCreste

OTaversionReport

[ota/device/inform/g16IVE]...

e

{'Content s Publi..

['Contert:'9ubl

{'Content'r'PLbl

{ResultData

{"Centent s Publi..

{ResultDatarer,

{'Content s Publi..

['Contert:"onlin,

200

200

200

200

200

200

200

200

200

> MAYRRA: 20220624

219



RESLE- 175 VA MW E S

5.1 =M
5.1. B K&

RN B RN FE AN E R KEIEFE

AR R4

o FiE. MIMEXNEBZTRILFAMITERR. FHMERKHIETLELEMBEN A REEXEE, &
BONMBEER, SFSEUEERDS MySQLER . MEENTEEZ,

o TRERFRNEEERLENERSE,

BxiER

o EFHSR: EDataVIIM KRE L, LHERYBENTEEE R THIREHEXHIE,
o SIIRE:
i WIERI A REREHIE.
i. BEHNGIZE, MEMFEEE—PTRTHREHIRERERBIELIZF EDataHUbS,

i. DataHUbIRIBHEXEE, BREHFEAXEINHEFEHTIHELIEE, BS ARDS MySQLAREHE
Eh, (ELEHELENEIE, i@ DataConnectori§#iEEHEMDataHub 8RS =HURE

RDS MySQLIR#IEED, )
iv. DataViRIBECE, PAMYSQLEIRERIEANEIER, LHNEREXIZEHIE .

m

IR KIE KR

MIREHES . Gt HENTRCLERER.

%

nL‘

U B Bt H s i
e gl e
! APPIClient | | 4\ 3

{OpenAPl . 000

,,,,,,,,,,,,,,,,,,,,,, Tablestore |

wE [CEETT SN | DataHup | 0

Eﬁmiaﬁﬁ

BESR
1. SIZ— D= IR ERDSIRMYSQUE R, BT FHEIREHUE.
TRREIRERDSER, B = 2005 ERDS MySOLAR,
ZHIEERDSIRIZHA .
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i. EZHEEEER, RHAIESH, R TMySQLEENEIREESLA.

@ 89 RDS for MySQLEHRE EE SE A A M 45 5 I Bk 1 & 18 45 #0150 Dat aHUbTH B #4543
F—E.

iii. FEEBNBIRESLASIRSD, BHZIOANNOER.

v. EEMSHES, BEKSER, IBEIEERFIKS.

v. BEMSHES, REHREEER, IRBHUEE.

vii EEMUSHMESD, BERERSN, FNSEEESR. B2l roc e XEPIRED A,
vii EEMISHED, BERABR, EEZMEENER.

EELED, ZHMIEEEEERER DataHub, DataVE [T E L ItERF AT ST, BTFRASH
*ED

vii. EZBAERRILEASMED, BEERBEE, DAGRERYERE.
ix. BIEHIEESR, W, ZmytableB EHNFEK:

mytable
FRE Bl L8R
d_data varchar(32) BfiE,
device_num int SERRIREHE.

2. EYBEMESEHE, IR aMRE, FEREMNSIZE,
i BRVBEMFEEGS,
i. ESLHMMSRE, WRIXSNAISLE, BELFHASLHFERAE.

D & BiER2 (£8) . B (AR) HEFETWRSARS. S, &k

ollid
E C)HES | aIrs 85 5m o
BT A
kRSl Efeh
TS 1 1
PR
e v
iotTest 5
@ =i

ii. FEMSHMEEP, BHRFSER > m, RENE~ R, NFHEY, BSRolz~a,

v. FRIZBRINE, #EAZFRNFGRFEER, RECHUSEE, AFmilEaETopick, EY
FERIEE (EXMER) F,
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https://www.alibabacloud.com/help/doc-detail/96118.htm#concept-rpj-hs4-ydb
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v. EEMEMED, BHRESER > 8%, RAEthies,
vii EEMSMED, BEEMNGIE > Z=ERiRE, B —SMN.
vii. ZEMNFIE D, BEMNTNNEEIRE.

viil. FHBEREANDT, RELBHEFEENRESSQURHE, FZFMMES1ELEs0L, FHFHSQULE
mo

H/SsaL X

mu

A= o= ==y

SELECT items.temperature.value as temperature, items.humidit
y.value as humidity, deviceName() as deviceName timest

amp() as time

® FE2

items.temperature.value as temperature, items.humidity.value as humidi

@ Topic
HERETEE R .
FEEREEE :
Devicel :
Bk iEth : ’

ix. BERABBEEXNNARINEERE, HiERNNERBRFEEIERE &K ZEDataHubMTopicd .,
:E'F'%%EE’], %%Jﬂuiiﬁéﬂ)%m%ﬂw

x. MUBEETRE, EaF@RERNANTIRD, BHEZAVNYRAEHEE, BN,

MUEmHE, FRABINEELEER, REIEEAXNEREERINREEDataHubt, TJAEIRE
HNHERSREEREHE, EDataHUbEHIAX N Topick, EFEEShardshHIEENTWL, FHiEiL
HUEMEINRE, TJABEREANEERRE,

3. FRRED, EBREE5VEBEMTES,
AfILAJava Link SDKAFIFF &% : T #i)ava SDK Demo, FF&RAE, BERTERE,

ix%iﬁ“ﬁSDKﬁZinﬁJZ FRSDKRREMBIRED . RELBENGE, BYSYERNESZENEE,
B SYENFEHITHERR, HEEIMNS|IEK L EDataHubth, BEYLHITELER, SA
HIEED,

4. Wik, KETMZE, ERAANREER, FRKEER, AERTIERREMSIHKE,

5.2. #XIREFE L RBITEBIETET 5

AXLUREEERBIREN, NABIHEREAN, BRELRBBEEXITIRNRES R,
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https://www.alibabacloud.com/help/doc-detail/73729.htm#task-yk1-rnl-vdb
https://www.alibabacloud.com/help/doc-detail/30554.htm#concept-vc2-d4n-vdb
https://www.alibabacloud.com/help/doc-detail/42733.htm#task-tmt-m5m-vdb
https://gaic.alicdn.com/ztms/java-linkkit-demo-v0130/JavaLinkKitDemo.zip
https://www.alibabacloud.com/help/doc-detail/97331.htm#concept-2050459
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,'?\'IH. Eﬂ
ENNENHRNREERREEE LIREUBRIETETBENEE A
HIEREREE

© DingTalk

BRSNS HE=Ta | ETETHNEE A

SB—: IR mMRE

1. BERVEMESEHS.

2. EEMSHME, ERREEE > M, B TEEREXENF G EEEEHE.
SHREERERRME, BIRRIE, BBLE" 5,

3. BERAEXNYRE, AHREXNRE, PEREER, ARERINER, NFERHFMEEXINEE.
RIGRBIAF RAIMNEENEER NS, BEREDRINIEE,

BOAER

ToREEE TRERRR (2R ¥ tFAR 1k HoEsE HEEENL

il

= humidity int32 (Z=EEY) EEEE: 0~ 100

il
1

temperature double TUEEFSE) HEEE: 20~ 60
4. EEMEME, ERREEE > ’RE, EREERRSFS,AT, SIZ— P RANIKRE: TH sensor, &
SR = 0lEEE,

EBRERME, ERENRMTHNEE, REAEES, RIRFIES (ProductKey.
DeviceName#DeviceSecret) . REFEPRREFESVENFERANERZRIE, BZERE.

5. HiIRBIEXRE, BHIRETH sensortNE R, H#ANRZFHFBEIH., EHREEEEGN, B8, ~
WREHRMIRE,

ASGRBIFMMTRMEE, ESR,

Key Value iR
tag YY/NEXSHEFE00XS REREMNE
devicelSN T20180102X BERFSS

TR BERBIERS

R E, B—TEAERNNERERERS, BRIXiFNiES)ava. Nodejs. PythonFiEE, BiKiES
RanffERREHIE,

1. BEHEVISEA, KB Webhooldtil,
i BRENARETE .
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i, ERETETRRE ONBIRER &, EREEHHMTF,

ii. BERMAB[A, REREHRMZRE +

v. EEREEX, BEHEHRN.

v. RENBAZFHNRERE, EPRERAEHBR (BEXNBARSRERZZR) , BE%
B

vi. BEHEH, REWebhookiti it B At
2. RERHIHEBA,

AXANode SIEfTHRIEAFIEE REHA, NIEMFIERIEEMNE. BEHFES. IHEE. 88X
EEM EREEEIE, RBIIDEEEAAE, FEHAHTTPSIMUEPOST HURHEX B ETET Vs AL
WebhookiZE[

SREEE, BHANXGE A Index/s, HEGR index.zipX E#1THRTF. TEALBHANT:
B ¥ accessT okenE i A Webhookith it haccess tokenfd{E,
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const https = require('https');

const accessToken = '{EaccessToken, BIfT§]#128 AebhookBJaccess tokenfH';
module.exports.handler = function(event, context, callback) {
var eventJson = JSON.parse (event.toString());

//ETETH BT

const postData = JSON.stringify ({

"msgtype": "markdown",

"markdown": {

"title": “RIBFERREEE",

"text": "#### RIBEMERB LR \n" +

"> IGEIE: " + eventJson.tag + "\n\n" +

"> IREHRS: " + eventdson.isn+ "\n\n" +

"> SCAFBE: " + eventJson.temperature + "°C\n\n" +

"> FHIMEE: " + eventJson.humidity + "%\n\n" +

"> ###### " + eventJson.time + " K by HIBXMFES] (https://www.aliyun.com/product/iot)
\n"

s

"at": {

"isAtAll": false

}

}) i

const options = {

hostname: 'oapi.dingtalk.com',

port: 443,

path: '/robot/send?access token=' + accessToken,
method: 'POST',

headers: {

'Content-Type': 'application/json',
'Content-Length': Buffer.bytelength (postData)
}

bi

const req = https.request (options, (res) => {
res.setEncoding ('utf8');

res.on('data', (chunk) => {});

res.on('end', () => {

callback(null, 'success');

1)

1) i

// BEiRE|

reqg.on('error', (e) => {

callback(e) ;

}) i

// BNEUE

req.write (postData) ;

reqg.end() ;

}i
3. BIZRRSMRE,
i. FHERERRBIERS, BEERS,
i. BRAITERE, EENSMEERRS KK .
ii. BEMIBIRS, RERSEIRAOT_Service, ARRETFRK.
iv. FERRSZFIEREDIOT_Service, RERTHIERE .
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v. BEAMEHBNAEM4RBXE, REEERE.
vii EERHMOEMER, WTERAR, EUSHERRKARE, RERENE.

ESEH
B ]
* AR loT Service (-]
* BEER pushData2DingTalk LIFETTs, Aagsr. F8 (O1S8E) | FMEATIE EEITeATR
* THTERE Node.Js 6x v
LiEHRE @ #Ears indexzip (929.00B) X

TEERE

0SS HiF

ERTRAS
* Egan index.handler
SHER HiEA
BRELE TR B\ pushData2Ding T alk,
ESTRE i#£3%Node.)S 6.x, FERABAIKBE L, REANEERE, LESER2

PR index.zipX .

TR=-: REFEREIRHGTED
B TH_sensor LIRBVEEFEE SHIEZR A ZERHTEN R pushDat a2DingT alkd,

1. BEVEMFEESES, EENSME, EEANSIZE > AFERRE, RHEAN, BARNSZ
W EEEHERE, BERIA.

2. ERIEAREANTE, BEEHESQL, FELEHIEHNSOL,
ARG, EXENERFRES:
o KEFEEPHIREFZIR (deviceName) , BEXEHPFHIRE (tag) FFFIS (devicelSN) .
o BIRERRS IR ER payloaddh HEEE (temperature) FEEE (humidity) .
BE{RSQUEGIMT:

SELECT

deviceName () as deviceName,

attribute('tag') as tag, attribute('deviceISN') as isn,
items.temperature.value as temperature, items.humidity.value as humidity,
timestamp ('yyyy-MM-dd HH:mm:ss') as time

FROM

"/g5j30***/TH sensorthing/event/property/post"
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/5 saL X

SELECT deviceName() as deviceName, attribute('tag’) as tag, att
ribute('devicelSN') as isn, items.temperaturevalue as te
mperature, items.humidity.value as humidity, timestam

pl'yyyy-MM-dd HH:mmiss') as time
FROM "/ /TH_sensor/thing/event/property/post”

WHERE

® FE2

deviceMame() as deviceMame, attribute('tag’) as tag, attribute( devicelSh

® Topic
TERENE HE A
WOEmiEsEs v
TH_sensar v

v

thing/event/property/post

3. BB IEREANNE, BERMEBE, BEERLIRHTE (FC) .
AIRAIERE I ARSI0T _ServiceM ® ¥ pushData2DingTalk, F&L40E® L2 RE+HE,
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e IEAE X

O zeEwas!, EREENTERIRNSENSISESN, MR
FaoARE 8. 31, 108557 3 A (ERsTEeRE | 2
RERSEMEEESREE.

MBETESTRESRIET, TURMEEREE, SR
EESEUERER RN TR, SRR
SEAER.
HEEE(
SEEENEME (FC) v

-

TERE

loT_Service L
HERSE
T B

pushData2DingTalk A

SlEEL

s E

AliyunlOTAccessingFCRole hd

SIERAMER

4. EHREREMUIIZRS, REANREESBEREXNNNES, BAIZAN,

TEN: EARSNLREEEHE

FEAIREFIEP (ProductKey. DeviceName#lDeviceSecret) , @IIMQTTHMKNEEENYBERES, H
Bl EIRIREEHIE.

1. EWindowsR& S g Linux R & T 2 % 2= Node.js, AR AwindowsZR % A5,

node --version

2. EARMITENEIER—NavaScript X4 (#liniot_devicejs) , BEEMNode jseBlAE,
Node js/n@I4CEB N BT :
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const mgtt = require('aliyun-iot-mgtt');
// 1. BERHER
var options = {
productKey: "al***",
deviceName: "TH sensor",
deviceSecret: "9JtvE***",
regionId: 'cn-shanghai'
}i
// 1. BIERE
const client = mgtt.getAliyunIotMgttClient (options) ;
// 2. BRTIEES
client.subscribe (' /${options.productKey}/${options.deviceName}/user/get")
client.on('message', function(topic, message) {
console.log ("topic " + topic)
console.log("message " + message)
b
setInterval (function () {
// 3. EIREE
client.publish (" /sys/${options.productKey}/${options.deviceName}/thing/event/proper
ty/post’, getPostData(), { gos: 0 });
}, 6 * 1000);
function getPostData () {
const payloadJdson = {
id: Date.now (),
version: "1.0",
params: {
Temperature: Math.floor ((Math.random() * 20) + 10),
Humidity: Math.floor ((Math.random() * 20) + 10)
3y
method: "thing.event.property.post"
}
console.log ("payloaddson " + JSON.stringify (payloadJdson))
return JSON.stringify (payloadJdson) ;

ol il i 8A
- REFEF-@ProductKey, TIERHAREFERE
productKey al
&,
deviceName TH_sensor REEWR, TERHAREFEREE,
deviceSecret 9JtVvE*** REZH, IEBRFSREFEREE.
) . MQTTIR & i (L85, WERKBRIXGE, &S
regionid cn-shanghai

R A X,

3. yTHCMDEO, FA cd @< Eliot_device sXERERR, EZEARTHEEANPMGS THMNES
loTEIMQTTEE,

npm install aliyun-iot-mgtt -S
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TREHNMQTT EX4 N TEFR.

M=

node_modules
iot_device

|| package-lock.json

JavaScript 3%

JSON 4%

L= T )

m m

Mma

)

4. ZECMDEOWMANM TS, BfTiot_device sKEB, BEgE, FH LREUE.
node iot device.js

RITER

REEANMRETERUT.
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