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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.APIl overview

This topic lists available Server Load Balancer (SLB) APl operations.

SLB instances

Operation

CreateLoadBalancer

ModifyLoadBalancerinternetSpec

DeleteLoadBalancer

SetLoadBalancerStatus

SetLoadBalancerName

DescribeLoadBalancers

DescribeLoadBalancerAttribute

DescribeRegions

DescribeZones

ModifyLoadBalancerinstanceSpec

UDP listeners

Operation

CreateLoadBalancerUDPListener

SetLoadBalancerUDPListenerAttrib

ute

DescribeLoadBalancerUDPListenerA

ttribute

TCP listeners

Operation

CreateLoadBalancerT CPListener

SetLoadBalancerT CPListenerAttribu

te

DescribeLoadBalancerT CPListenerA

ttribute

HTTP listeners

Description

Creates an SLB instance.

Modifies the billing method of a public-facing SLB instance.
Deletes a pay-as-you-go SLB instance.

Sets the status of an SLB instance.

Modifies the name of an SLB instance.

Queries created SLB instances.

Queries the details of an SLB instance.

Queries available regions.

Queries the zones in a region.

Modifies the specification of an SLB instance.

Description

Creates a UDP listener.

Modifies the configurations of a UDP listener.

Queries the configurations of a UDP listener.

Description

Creates a TCP listener.

Modifies the configurations of a TCP listener.

Queries the configurations of a TCP listener.
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Operation

SetLoadBalancerHTTPListenerAttri
bute

CreateLoadBalancerHT T PListener

DescribeLoadBalancerHT T PListener
Attribute

HTTPS listeners

Operation

SetLoadBalancerHT T PSListenerAttr
ibute

DescribeLoadBalancerHTTPSListen
erAttribute

CreateLoadBalancerHT TPSListener

Listeners
Operation
StartLoadBalancerListener
StopLoadBalancerListener

DeleteLoadBalancerListener

Backend servers
Operation
SetBackendServers
AddBackendServers
RemoveBackendServers

DescribeHealthStatus

VServer groups
Operation
DescribeVServerGroupAttribute
CreateVServerGroup

AddVServerGroupBackendServers

Description

Modifies the configurations of an HTTP listener.

Creates an HTTP listener.

Queries the configurations of an HTTP listener.

Description

Modifies the configurations of an HTTPS listener.

Queries the configurations of an HTTPS listener.

Creates an HTTPS listener.

Description

Starts a listener.

Stops a listener.

Deletes a listener.

Description

Sets the weights for backend severs.
Adds backend servers.

Removes backend servers.

Queries the health status of a backend server.

Description

Queries the details of a VServer group.

Creates a VServer group.

Adds backend servers to a VServer group.
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Operation Description
SetVServerGroupAttribute Modifies the configurations of a VServer group.

RemoveVServerGroupBackendServe

o Removes backend servers from a VServer group.

ModifyVServerGroupBackendServer .
. Replaces backend servers in a VServer group.
DeleteVServerGroup Deletes a VServer group.

DescribeVServerGroups Queries the list of VServer groups.

Active/standby server groups
Operation Description
Creates an active/standby server group. An active/standby server group
CreateMasterSlaveServerGroup can only contain two ECS instances. One is the active backend server and
the other one is the standby backend server.

DeleteMasterSlaveServerGroup Deletes an active/standby server group.

DescribeMasterSlaveServerGroupAt

) ueries the details of an active/standby server group.
tribute Q y group

DescribeMasterSlaveServerGroups Queries created active/standby server groups.

Server certificates

Operation Description

UploadServerCertificate Uploads a server certificate.

DeleteServerCertificate Deletes a server certificate.

DescribeServerCertificates Queries the server certificates that are created in a region.
SetServerCertificateName Sets the name of a server certificate.

UploadCACertificate Uploads a CA certificate.

DeleteCACertificate Deletes a CA certificate.

DescribeCACertificates Queries the list of CA certificates.

SetCACertificateName Sets the name of a CA Certificate.

Domain name extensions (Beta)

Operation Description

CreateDomainExtension Creates a domain name extension.
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Operation
SetDomainExtensionAttribute
DescribeDomainExtensions

DeleteDomainExtension

Resources

Operation

DescribeAvailableResource

Tags
Operation
RemoveTags
AddTags

DescribeTags

Forwarding rules
Operation
CreateRules

DeleteRules
SetRule

DescribeRuleAttribute

DescribeRules

Access control
Operation
CreateAccessControlList
DeleteAccessControlList

DescribeAccessControlLists

DescribeAccessControlListAttribute

SetAccessControlListAttribute

Description
Modifies the certificate of a domain name extension.
Queries added domain name extensions.

Deletes a domain name extension.

Description

Queries the resources available for purchase in a region.

Description
Remove tags that are associated with an SLB instance.
Adds tags to an SLB instance.

Queries details of specified tags.

Description
Adds forwarding rules for an HTTP or HTTPS listener.

Deletes forwarding rules.

Changes the destination VServer group that is specified in a forwarding

rule.

Queries the settings of a forwarding rule.

Queries the forwarding rules that have been configured for a listener.

Description

Creates an access control list.

Deletes an access control list.

Queries created access control lists.

Queries the settings of an access control list.

Modifies the name of an access control list.

11
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Operation Description
AddAccessControlListEntry Adds IP entries to an access control list.
RemoveAccessControlListEntry Deletes IP entries from an access control list.

Access control (earlier version)

Operation Description
RemovelListenerwhiteListltem Deletes IP addresses from the whitelist of a listener.
AddListenerwhiteListlitem Adds IP addresses to the whitelist of a listener.

DescribeListenerAccessControlAttri

bute Queries the whitelist settings of a listener.

SetListenerAccessControlStatus Enables or disables the access control whitelist function for a listener.
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2.Service-linked roles for CLB

This topic describes the scenarios of service-linked roles for CLB and how to delete service-linked roles.

AliyunServiceRoleForSlbLogDelivery

ltem Description
Service name logdelivery.slb.aliyuncs.com
Role policy AliyunServiceRolePolicyForSlbLogDelivery

Allow Classic Load Balancer (CLB) to access your Log Service instances

Permission descriptio ) .
ermission description and Object Storage Service (0SS) buckets.

After you enable the log delivery feature, CLB delivers logs to your Log

Scenario Service instances or 0SS buckets.
® You can enable this service-linked role by enabling one of the
following features: health check logs, access logs, or fine-grained
How to enable this service-linked monitoring.
role ® You can enable this service-linked role by calling the
SetLogsDownloadAttribute or SetAccessLogsDownloadAttribute
operation.
{
"Version": "1",
"Statement": [
{
"Action": [
"log:PostLogStoreLogs",
"oss:PutObject"
1,
"Resource": "*",
"Effect": "Allow"
o
{
Action "Action": "ram:DeleteServiceLinkedRole",

"Resource": "*",
"Effect": "Allow",
"Condition": {
"StringEquals": {
"ram:ServiceName":

"logdelivery.slb.aliyuncs.com"

Role deletion from service provider If no CLB instance is deployed in the current region, this role can be
interface (SPI) deleted.
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AliyunServiceRoleForSlbHealthDiagnose

tem

Service name

Role policy

Permission description

Scenario

How to enable this service-linked
role

Description

healthdiagnose.slb.aliyuncs.com
AliyunServiceRolePolicyForSlbHealthDiagnose

Allow CLB to access your Elastic Compute Service (ECS) instances.

Based on the diagnostic scripts that are generated on the listeners of
CLB, CLB health checks can troubleshoot the causes of exceptions and
provide solutions after ECS Cloud Assistant runs the scripts and generates
health diagnostic results.

® You can enable this service-linked role by using the instance health
check feature in the console.

® You can enable this service-linked role by calling the
DiagnoseHealthCheckStatus or DetectHealthCheckStatus operation.

> Document Version: 20220211
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ltem Description

"Version":

nn,

"Statement": [

{

"Action": [

"ecs

"ecs:

"ecs
"ecs
"ecs

ecs
"ecs
"ecs
"ecs

1 4

:CreateCommand",

InvokeCommand",

:StopInvocation",
:DeleteCommand",
:DescribeCloudAssistantStatus",
:DescribeCommands",
:DescribelInvocations",
:DescribeInvocationResults",

:ModifyCommand"

"Resource": "*",
"Effect": "Allow"

Action {

"Action": "ram:DeleteServiceLinkedRole",

"Resource": "*",

"Effect": "Allow",

"Condition": {

"StringEquals": {

"ram:ServiceName":

"healthdiagnose.slb.aliyuncs.com"

}

Role deletion from SPI deleted.

If no CLB instance is deployed in the current region, this role can be

15
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3.HTTP Requests
3.1. Overview

This topic describes how to make API requests over HTTP. This topic is intended for users who initiate HTTP
or HTTPS GET requests by calling APl operations. If you want to make a Server Load Balancer (SLB) API
request, you must send an HTTP GET request to the SLB endpoint. Then, add the request parameters that
correspond to the APl operation being called. After you call the API, the systemreturns a response. The
request and response are both encoded in UTF-8.

@ Note ff you are using the following tools to call the API, skip this topic:
e SDK
e Alibaba Cloud CLI
e OpenAPI Developer Portal

The request URL consists of different parameters and the request syntax is predefined. The URL contains
common request parameters, the specified signature method, and operation-specific parameters. A
sample request URL is provided for each APl operation in the corresponding topic. To improve readability,
the URL is not encoded. You must encode the URL before a request is made. After the request is verified,
the results are returned. Response parameters are displayed if the call succeeds, and an error message
appears if the call fails. You can troubleshoot issues based on the common error codes and APl operation-
specific error codes.

@ Note We recommend that you use an SDK to call operations and manage resources. T his avoids
manual authentication.

3.2. Request syntax

Alibaba Cloud Server Load Balancer (SLB) allows you to call APl operations by initiating HTTP or HTTPS GET
requests to specific URLs. Each URL must include request parameters. T his topic describes the syntax of
HTTP or HTTPS GET requests and provides the endpoint of the SLB APL

Request syntax

SLB APl operations use the Remote Procedure Call (RPC) protocol. Requests are created based on the
following syntax:

http://Endpoint/?Action=xx&Parameters

The following example demonstrates how to call the DescribeLoadBalancers operation to create a SLB
instance:

@ Note The following code has been formatted to ease reading.
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https://slb.aliyuncs.com/?Action=DescribelLoadBalancers
&Format=xml

&Version=2014-05-15

&Signature=xxxx%sxxxx%3D

&SignatureMethod=HMAC-SHA1
&SignatureNonce=15215528852396

&SignatureVersion=1.0

&AccessKeyId=key-test

&TimeStamp=2012-06-01T12:00:00Z

In this example:

e Endpoint: the endpoint of the SLB APl is slb.aliyuncs.com. You can call the DescribeRegions operation to
obtain the endpoint corresponds to a specified region.

Action: the name of the operation you want to perform. For example, to query created SLB instances,
you must set the Action parameter to DescribeLoadBalancers.

Regionld: the region where the SLB instance is deployed.

Version: the version of the APIthat you want to use. The current SLB APl version is 2074-05-15.

Parameters: the request parameters for the operation. Separate multiple parameters with ampersands
(&).

Request parameters include common parameters and operation-specific parameters. Common
parameters include the APl version and authentication information. For more information, see Common
parameters.

3.3. Common parameters

This topic describes common parameters, including common request parameters and common response
parameters. Common parameters are required by all APl operations.

Common request parameters

Common request parameters must be included in all Server Load Balancer (SLB) API requests.

Common request parameters

Require

Parameter Type d a Description

The format in which to return the response.
Format Strin No

9 Valid values: /SON and XML. Default value: JSON.
The version number of the API. Specify the version number in the
. . YYYY-MM-DD format.

Version String Yes

Set the value to 2074-05-15.
AccessKeyld String Yes The AccessKey ID provided to you by Alibaba Cloud.
Signature String Yes The signature string of the request.
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Parameter

SignatureMetho

d

Timestamp

SignatureVersio
n

SignatureNonce

ResourceOwner
Account

Examples

Type

String

String

String

String

String

Require
d

Yes

Yes

Yes

Yes

No

Description

The encryption method of the signature string.

Set the value to HMAC-SHAT.

The timestamp of the request. Specify the time in the ISO 8601
standard in the YYYY-MM-ddTHH:mm:ssZ format. The time must be
in UTC.

Example: 2013-01-10T 12:00:00Z, which specifies 20:00:00 on January
10, 2013 (UTC+8).

The version of the signature encryption algorithm.

Set the value to 7.0.

A unigue and random number that is used to prevent replay attacks.

You must use different numbers for different requests.

The account that owns the resource to be accessed by the API
request.

http://slb.aliyuncs.com/?Action=DescribeloadBalancers

&TimeStamp=2014-05-19T10%3A33%3A56Z

&Format=xml

&AccessKeyId=testid

&SignatureMethod=Hmac-SHA1l

&SignatureNonce=NwDAxVLUGLE*****
&Version=2014-05-15

&SignatureVersion=1.0

&Signature=Signature

Common response parameters

APl responses use the HTTP response format where a 2xx status code indicates a successful call and a 4xx
or 5xx status code indicates a failed call. Responses can be returned in either the JSON or XML format. You
can specify the response format in the request. The default response format is JSON.

Every response returns a unique RequestID regardless of whether the call is successful.

o XML format

<? xml version="1.0" encoding="utf-8"? >
<!--Result Root Node-->

<Interface Namet+Response>

<!--Return Request Tag-->

<RequestId>4C467B38-3910-447D-87BC-AC049166F216</RequestId>

<!--Return Result Data-->

</Interface Name+Response>
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e JSON format

{
"RequestId":"4C467B38-3910-447D-87BC-AC049166F216",
/*Return Result Data*/
}

3.4. Request signatures

You must sign all HTTP or HTTPS API requests to ensure security. Alibaba Cloud Server Load Balancer (SLB)
uses the request signature to verify the identity of the request sender. SLB implements symmet ric
encryption with an AccessKey pair to verify the identity of the request sender. An AccessKey pair consists
of an AccessKey ID and an AccessKey secret.

You must add the signature to the RPC API request in the following format:

https://Endpoint/?SignatureVersion=1.0&SignatureMethod=HMAC-SHAl&Signature=CT9X0VtwR86ENWSnsc6
v8YGOjuE%3D&SignatureNonce=3ee8clb8-83d3-44af-a%4f-4e0ad82fdéct

where:

e SignatureMethod: the encryption method of the signature string. Set the value to HMAC-SHAT1.
e SignatureVersion: the version of the signature encryption algorithm. Set the value to 1.0.

e SignatureNonce: a unique, random number used to prevent replay attacks. You must use different
random numbers for different requests. We recommend that you use universally unique identifiers
(UUIDs).

e Signature: the signature string generated by symmetrically encrypting the request by using the
AccessKey secret.

AccessKey descriptions

An AccessKey pairis an identity credential that is issued to Alibaba Cloud accounts and RAM users. Each
AccessKey pair is used in a similar way as the username and password. AccessKey pairs are used to call API
operations. Usernames and passwords are used to log on to the Elastic Compute Service (ECS) console. The
AccessKey ID is used to verify the identity of the user, while the AccessKey secret is used to encrypt and
verify the signature string. You must keep your AccessKey secret confidential. For more information, see
Obtain an AccessKey pair.

@ Note sLB provides SDKs for multiple programming languages, including third-party SDKs. T his
simplifies signature signing. For more information, download SDKs.

Step 1: Create a canonicalized query string

GET&%2F&AccessKeyId%3Dtestid$26Action%3DDescribeRegions$26Format$3DXML%26SignatureMethod%3DHMA
C-SHA1%26SignatureNonce%3D3ee8clb8-83d3-44af-a94f-4e0ad82fd6cfs26SignatureVersion%3D1.0%26Time
Stamp%3D2016-02-23T12%253A46%253A2472%26Version%3D2014-05-26

1. Create a canonicalized query string by arranging the request parameters in alphabetical order. The
request parameters include all common parameters and operation-specific parameters except
Signature.
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@ Note ff you use the GET method to send a request, the request parameters are included as
a part of the request URL. The first parameter follows the question mark( 2 )inthe URL, and the
other parameters follow an ampersand ( & ).

2. Encode the canonicalized query string in UTF-8. Encode the request parameters and parameter values
by using the UTF-8 character set and following the RFC 3986 specification. The following encoding
rules are used:

o Do not encode uppercase letters, lowercase letters, digits, and the following special characters:
hyphens (-), underscores (_), periods (.), and tildes (~).

o Other characters must be percent-encoded inthe 2xy format. xv representsthe ASCIlcode of
the character in hexadecimal notation. For example, double quotation marks ( " ) are encoded as
%22

o Extended UTF-8 characters are encoded inthe sxvsza... format.
o Space characters must be encoded as %20 .Do not encode space characters as plus signs( + ).

The preceding encoding method is slightly different fromthe application/x-www-form-urlencoded
MIME-type encoding algorithm.

If youuse java.net.URLEncoder inthe Javastandard library, use percentEncode t0 encode
request parameters and their values. In the encoded query string, replace the plus sign( + )with
%20 ,theasterisk( » )with %2a ,and %7 withatilde( ~ ).Thisway, you can obtainan
encoded string that matches the preceding encoding rules.

private static final String ENCODING = "UTF-8";
private static String percentEncode (String value) throws UnsupportedEncodingException {
return value != null ? URLEncoder.encode (value, ENCODING) .replace("+", "%$20").replace ("*
", "$2A") .replace("$7E", "~") : null;
}

3. Concatenate the encoded parameter names and values with equal signs ( = ).

4. Sort the parameter name and value pairs in the order specified in Step 1. Then concatenate the pairs

with ampersands (&) to create the canonicalized query string.
Step 2: Create a string-to-sign

1. Calculate the hash-based message authentication code (HMAC) value, as defined in RFC 2704. Use the
Secure Hash Algorithm 1 (SHA-1) algorithmto calculate the HMAC value.

Add an ampersand (&) after the AccessKey secret as the key to calculate the HMAC value. In this
example, the key is testsecrets

CTI9XO0VtWR86ENWSnsc6v8YGOjuE=

® Note When you calculate the signature, the key value specified by RFC 2104 is your Access
KeySecret With an ampersand ( & ) which has an ASCll value of 38.

2. Encodethe signature parameterbased on RFC 3986 and add it to the canonicalized query string.
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http://slb.aliyuncs.com/?Action=DescribelLoadBalancers
&TimeStamp=2016-02-23T12:46:247Z

&Format=XML

&AccessKeyId=testid

&SignatureMethod=HMAC-SHA1
&SignatureNonce=3ee8clb8-83d3-44af-a%4f-4el0ad82fd6ct
&Version=2014-05-26

&SignatureVersion=1.0
&Signature=CTIX0VtwR86fNWSnsc6v8YGOJuE$3D

3.5. Result

Responses are returned in the JSON or XML format. The default response format is XML. To change the
format, you canset the rormat parameterinrequests. For more information, see Common parameters.
Sample responses provided in APl reference are formatted with line feeds and indentations for better
readability and clarity. However, the actual responses are not formatted with line feeds or indentations.

Sample success responses

Each response returns response parameters such as the request ID when the call is successful. The HTTP
status code is 2xx.

e XML format

<?xml version="1.0" encoding="UTF-8"?> <!--Result root node-->
<ActionResponse> <!--Response request tag—-->
<RequestId>4C467B38-3910-447D-87BC-AC049166F216</RequestId> <!--Response data-->

</ActionResponse>

e JSON format

"RequestId": "4C467B38-3910-447D-87BC-AC049166F216" /* Response data */

Sample error response

If an error occurs when you call an operation, an error response that consists of the error code, error
message, and request ID is returned. The HTTP status code is 4xx or 5xx.

For a list of error codes, see Common errors and visit the API Error Center. If the error persists, you can
submit a ticket and provide Hostid and RequestId to request technical support fromAlibaba Cloud.

o XML format

<?xml version="1.0" encoding="UTF-8"?><!--Result root node-->
<Error>
<RequestId>540CFF28-407A-40B5-B6A5-74Bxxxxxxxxx</RequestId> <!--Request ID-->
<HostId>ecs.aliyuncs.com</HostId> <!--Service endpoint-->
<Code>MissingParameter.CommandId</Code> <!--Error code-—>
<Message>The input parameter “CommandId” that is mandatory for processing this request i
s not supplied.</Message> <!--Error message—->

</Error>

e JSON format
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"RequestId": "540CFF28-407A-40B5-B6A5-74Bxxxxxxxxx", /* Request ID */

"HostId": "ecs.aliyuncs.com", /* Service endpoint */
"Code": "Code": "MissingParameter.CommandId", /* Error code */
"Message": "The input parameter “CommandId” that is mandatory for processing this reques

t is not supplied." /* Error message */

}

Common errors
Error codes HTTP status code Error message

IdempotentParame . . .
'p 400 The request is retried with updated parameters.

terMismatch
. The input parameter “Timestamp” that is mandatory for
IllegalTimestamp 400 p. P . : P . Y
processing this request is not supplied.

IncompleteSignatur

o 400 The request signature does not conform to Aliyun standards.
InsufficientBalance 400 Your account does not have enough balance.
InvalidAccessKeyld. . )
y 400 The specified Access Key ID does not exist.
NotFound
InvalidOwner 400 Ownerld and OwnerAccount can’t be used at one API access.
InvalidOwnerAccou . . .
nt 400 The specified OwnerAccount is not valid.
InvalidOwnerld 400 The specified Ownerld is not valid.
InvalidParamater 400 The specified parameter “SignatureMethod” is not valid.
InvalidParamater 400 The specified parameter “SignatureVersion” is not valid.
InvalidParameter 400 The specified parameter is not valid
InvalidParameter 400 The specified parameter “Action or Version” is not valid.
InvalidParameter.ls )
Null 400 The required parameter must be not null.
The input parameter “Action” that is mandatory for processin
MissingParameter 400 . Ut p . . v P °
this request is not supplied
- The input parameter “AccessKeyld” that is mandatory for
MissingParameter 400 p. P . . v . v
processing this request is not supplied
. The input parameter “Signature” that is mandatory for
MissingParameter 400 p. P . ° . v
processing the request is not supplied.
o The input parameter “TimeStamp” that is mandatory for
MissingParameter 400 put p P y

processing this request is not supplied
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Error codes

MissingParameter

SignatureNonceUse
d

Throttling

UnsupportedParam
eter

UnknownError

ChargeTypeViolatio
n

Forbidden.AccessK
eyDisabled

Forbidden.NotSupp
OrtRAM

Forbidden.RAM

Forbidden.RiskCont
rol

Forbidden.SubUser

Forbidden.Unautho
rized

InvalidAccount.Not
Found

InvalidAction

Invalididempotence
Parameter.Mismatc
h

InvalidParameter.O
wnerAccount

InvalidParameter.R
esourceOwnerAcco
unt

LastTokenProcessi
ng

HTTP status code

400

400

400

400

400

403

403

403

403

403

403

403

403

403

403

403

403

403

Error message

The input parameter “Version” that is mandatory for processing
this request is not supplied

The request signature nonce has been used.

You have made too many requests within a short time; your
request is denied due to request throttling.

The parameters is unsupported.

The request processing has failed due to some unknown error.

The operation is not permitted due to charge type of the
instance.

The Access Key is disabled.

This action does not support accessed by RAM mode.

User not authorized to operate on the specified resource, or this
APl doesn’t support RAM.

This operation is forbidden by Aliyun RiskControl system.

The specified action is not available for you.

User not authorized to operate on the specified resource.

The specified Account does not exist.

Specified action is not valid.

The specified parameters are different from before.

OwnerAccount is Invalid.

ResourceOwnerAccount is Invalid.

The last token request is processing.
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Error codes HTTP status code Error message

The input parameter Ownerld,OwnerAccount that is mandatory

MissingParameter 403 . . . .
for processing this request is not supplied.

RealNameAuthentic

A 403 Your account has not passed the real-name authentication yet.
ationkrror
UnsupportedHTTP ) .
Method 403 This http method is not supported.
InvalidDiskld.NotFo . ) .
und 404 The specified Diskld does not exist.
Invalidimageld.Not e .

9 404 The specified Imageld does not exist.

Found
Invalidinstanceld.N

vl 404 The specified Instanceld does not exist.
otFound
InvalidRegionlid.Not

9 404 The specified Regionld does not exist.
Found
InvalidSecurityGrou
y 404 The specified SecurityGroupld does not exist.
pld.NotFound
InvalidSnapshotid.
P 404 The specified Snapshotld does not exist.
NotFound
OperationConflict 409 Request was denied due to conflict with a previous request.
internalError 500 The reguest prgcessmg has failed due to some unknown error,
exception or failure.

ServiceUnavailable 503 The request has failed due to a temporary failure of the server.
ServiceUnavailable. 503 System maintenance is in progress on the selected region, please
RegionMaintaining wait a few minutes before trying again.
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4.0btain an AccessKey pair

This topic describes how to create an AccessKey pair for your Alibaba Cloud account or Resource Access
Management (RAM) user. When you call Alibaba Cloud Server Load Balancer (SLB) APl operations, SLB uses
your AccessKey pair to verify your identity.

Context
An AccessKey pair consists of an AccessKey ID and an AccessKey secret.

e The AccessKey ID is used to verify the identity of the user.

e The AccessKey secret is used to encrypt and verify the signature string. You must keep your AccessKey
secret confidential.

warning If the AccessKey pair of your Alibaba Cloud account is disclosed, your resources may be
exposed to potential risks. We recommend that you use the AccessKey pair of a RAM userto call API
operations. This minimizes the risks of disclosing the AccessKey pair of your Alibaba Cloud account.

Procedure

1. Log onto the Alibaba Cloud Management Console with your Alibaba Cloud account.

2. Move the pointer over your account avatarin the upper-right corner and click AccessKey
Management.

3. Inthe Note dialog box, click Use Current AccessKey Pair or Use AccessKey Pair of RAM User.

Security Tips

AccessKey of your cloud account is the secret key to access Alibaba Cloud APIs. Since the
AccessKey has full permissions of your cloud account, please make sure you keep it well.
To avoid the AccessKey being used by others to cause Sensitive information leakage , do
not release your AccessKey to any external channels (for example, Github). We strongly re
commend you use the AccessKeys of RAM users in API calls, according to Alibaba Cloud ac
count security best practices .

Continue to manage AccessKey Get Started with Sub Users's AccessKey

4. Obtain the AccessKey pair of an account.

o Obtain the AccessKey pair of your Alibaba Cloud account.
a. ClickUse Current AccessKey Pair.
b. Onthe AccessKey Management page, click Create AccessKey.

c. Inthe Phone Verification dialog box, obtain the verification code, complete the verification
process, and then click OK.
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d. Inthe Create User AccessKey dialog box, view the AccessKey ID and AccessKey secret. You
can clickDownload CSV File to download the AccessKey pair.

Create User AccessKey

CAUTION: The user Accesskey must be downloaded immediately. It will not be available after this
session,

@ AccessKey created.

I AccessKey Details A

Save AccessKey Information

o Obtain the AccessKey pair of a RAM user.
a. ClickUse AccessKey Pair of RAM User.

b. Gotothe RAM console. Onthe Create User page, create a RAM user. If you want to obtain the
AccessKey pair of an existing RAM user, skip this step.

C. Inthe left-side navigation pane of the RAM console, choose Identities > Users.

d. Find the RAM user and clickthe username. In the User AccessKeys section of the
Authentication tab, clickCreate AccessKey.

e. Onthe Phone Verification page, obtain the verification code, complete the verification
process, and then click OK.

f. Inthe Create AccessKey dialog box, view the AccessKey ID and AccessKey secret. To save the
information of the AccessKey pair, you can clickDownload CSV File or Copy to copy the
information of the AccessKey.

Create AccessKey X

AccessKeylD:

AccessKeySecret:

&, Download CSV File Copy
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5.Authorize a RAM user

Before you call a Service Load Balancer (SLB) APl operation as a Resource Access Management (RAM) user,
you must use your Alibaba Cloud account to create a permission policy and attach the permission policy to
the RAM user. In the permission policy, Alibaba Cloud Resource Names (ARNSs) are used to specify resources.

Available SLB resource types

The following table lists the SLB resources that can be authorized and the corresponding ARNs:

Resource type ARN format

acs:slb:$regionid: $accountid:loadbalancer/$loadbalancerid

acs:slb: $regionid: $accountid:loadbalancer/*

LoadBalancer

acs:slb:*:$accountid:loadbalancer/*

acs:slb:*:*:loadbalancer/*

acs:slb:$regionid: $accountid: certificate/$servercertificateld

Certificate

acs:slb:$regionid: $accountid: certificate/*

acs:slb:$regionid: $accountid: acl/*

ACL

acs:slb:$regionid: $accountid: acl/$aclid

Sregionid/accoutid/servercertificateId

corresponding resources.

Available SLB APl operations

specifies the ID of aresource. * indicates all

The following table lists the SLB APl operations that can be authorized and their corresponding ARNs.

API

CreateLoadBalancer
ModifyLoadBalancerinternetSpec
DeleteLoadBalancer
SetLoadBalancerStatus
SetLoadBalancerName
DescribeLoadBalancers
DescribeLoadBalancerAttribute
DescribeRegions

UploadServerCertificate

Description

acs:

acs:

acs:

acs:

acs:

acs:

acs:

acs:

acs:

slb:$regionid: $accountid:loadbalancer/*

slb:$regionid: $accountid: loadbalancer/$loadbalancerid
slb:$regionid: $accountid:loadbalancer/$loadbalancerid
slb:$regionid: $accountid: loadbalancer/$loadbalancerid
slb:$regionid: $accountid:loadbalancer/$loadbalancerid
slb:$regionid: $accountid:loadbalancer/*

slb:$regionid: $accountid: loadbalancer/$loadbalancerid
slb:*:$accountid:*

slb:%s: %s:certificate/*
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API

DeleteServerCertificate

DescribeServerCertificate

SetServerCertificateName

DescribeServerCertificates

CreateLoadBalancerHT T PListener

CreateLoadBalancerHT T PSListener

CreateLoadBalancerT CPListener
CreateLoadBalancerUDPListener
DeleteLoadBalancerListener
StartLoadBalancerListener

StoplLoadBalancerListener

SetLoadBalancerHT T PListenerAttribute

SetLoadBalancerHT T PSListenerAttribut

e

SetLoadBalancerT CPListenerAttribute

SetLoadBalancerUDPListenerAttribute

DescribeLoadBalancerHT TPListenerAttr

ibute

DescribeLoadBalancerHT T PSListenerAt

tribute

DescribeLoadBalancerT CPListenerAttrib

ute

DescribeLoadBalancerUDPListenerAttri

bute

AddBackendServers

RemoveBackendServers

Description

acs:slb:%s: %s:certificate/%

acs:slb:%s: %s:certificate/%

acs:slb:%s: %s:certificate/%

acs:slb:%s: %s:certificate/*

acs:slb:$regionid: $accountid:

acs:slb:$regionid: $accountid:

acs:slb:%s: %s:certificate/%

acs:slb:$regionid: $accountid:
acs:slb:$regionid: $accountid:
acs:slb:$regionid: $accountid:
acs:slb:$regionid: $accountid:
acs:slb:$regionid: $accountid:
acs:slb:$regionid: $accountid:

acs:slb:$regionid: $accountid:

acs:slb:%s: %s:certificate/%

acs:slb:$regionid: $accountid:

acs:slb:$regionid: $accountid:

acs:slb:$regionid: $accountid:

acs:slb:$regionid: $accountid:

acs:slb:$regionid: $accountid:

acs:slb:$regionid: $accountid:

acs:slb:$regionid: $accountid:

loadbalancer/$loadbalancerid

loadbalancer/$loadbalancerid

loadbalancer/$loadbalancerid

loadbalancer/$loadbalancerid

loadbalancer/$loadbalancerid

loadbalancer/$loadbalancerid

loadbalancer/$loadbalancerid

loadbalancer/$loadbalancerid

loadbalancer/$loadbalancerid

loadbalancer/$loadbalancerid

loadbalancer/$loadbalancerid

loadbalancer/$loadbalancerid

loadbalancer/$loadbalancerid

loadbalancer/$loadbalancerid

loadbalancer/$loadbalancerid

loadbalancer/$loadbalancerid

acs:ecs: $regionid: $accountid:instance/$instanceid

acs:slb:$regionid: $accountid

:loadbalancer/$loadbalancerid

acs:ecs: $regionid: $accountid:instance/S$instanceid
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API Description

acs:slb:$regionid: $accountid:loadbalancer/$loadbalancerid
SetBackendServers

acs:ecs: $regionid: $accountid:instance/$instanceid
DescribeHealthStatus acs:slb:$regionid: $accountid:loadbalancer/$loadbalancerid

acs:slb:$regionid: $accountid:loadbalancer/$loadbalancerid
CreateVServerGroup

acs:ecs: $regionid: $accountid:instance/$instanceid
SetVServerGroupAttribute acs:slb:$regionid: $accountid:loadbalancer/$loadbalancerid
DeleteVServerGroup acs:slb:$regionid: $accountid:loadbalancer/$loadbalancerid
DescribeVServerGroups acs:slb:$regionid: $accountid:loadbalancer/$loadbalancerid
DescribeVServerGroupAttribute acs:slb:$regionid: $accountid:loadbalancer/$loadbalancerid

acs:slb:$regionid: $accountid:loadbalancer/$loadbalancerid
AddVServerGroupBackendServers
acs:ecs: $regionid: $accountid:instance/$instanceid

acs:slb:$regionid: $accountid:loadbalancer/$loadbalancerid
RemoveVServerGroupBackendServers
acs:ecs: $regionid: $accountid:instance/$instanceid

acs:slb:$regionid: $accountid:loadbalancer/$loadbalancerid
ModifyVServerGroupBackendServers
acs:ecs: $regionid: $accountid:instance/$instanceid

CreateAccessControlList acs:slb:$regionid: $accountid: acl/*

DeleteAccessControlList acs:slb:$regionid: $accountid: acl/$aclid
DescribeAccessControlLists acs:slb:$regionid: $accountid: acl/$aclid
DescribeAccessControlListAttribute acs:slb:$regionid: $accountid: acl/$aclid
SetAccessControlListAttribute acs:slb:$regionid: $accountid: acl/$aclid
AddAccessControlListEntry acs:slb:$regionid: $accountid: acl/$aclid
RemoveAccessControlListEntry acs:slb:$regionid: $accountid: acl/$aclid
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6.Server Load Balancer (SLB)

instances
6.1. CreateLoadBalancer

Creates a Classic Load Balancer (CLB) instance.

Description

e Before you create a CLB instance, call the DescribeAvailableResource operation to query the resources
available for purchase in the region where you want to create the CLB instance.

e Aftera CLBinstance is created, you are charged for using the CLB instance.

e [f you do not set LoadBalancerSpec, a shared-resource CLB instance is created. We recommend that
you set LoadBalancerSpec to specify the specification of the CLB instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to
CreateLoadBalanc perform.

Action String Yes
er

Set the value to CreateLoadBalancer.

The ID of the region where you want to
create the CLB instance.

Regionid String Yes cn-hangzhou You can call the DescribeRegions
operation to query the most recent
region list.

The network type of the CLB instance.
Valid values:

e internet: After an Internet-facing CLB
instance is created, the system
allocates a public IP address to the
CLB instance. Then, the CLB instance

AddressType String No internet can forward requests from the
Internet.

® intranet: After aninternal-facing CLB
instance is created, the system
allocates a private IP address to the
CLB instance. Then, the CLB instance
can forward only internal requests.
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Parameter Type Required Example Description

The metering method of the Internet-
facing CLB instance. Valid values:

e paybytraffic (default): pay-by-data-
transfer

InternetChargeTyp . . @ Note If you set the value

e String No paybytraffic to paybytraffic, you do not
need to set Bandwidth. Even if
you set Bandwidth, the value

does not take effect.

e paybybandwidth: pay-by-
bandwidth

The maximum bandwidth value of the
listener. Unit: Mbit/s. Valid values:

1 to 5120: For a pay-by-bandwidth
Internet-facing CLB instance, you can
specify @ maximum bandwidth value for
each listener. The sum of maximum
bandwidth values of all listeners cannot
exceed the maximum bandwidth value
of the CLB instance.

Bandwidth Integer No 10

The client token that is used to ensure
the idempotence of the request. You
can use the client to generate the value,
but you must make sure that it is unique
among different requests. The token
can contain only ASCIl characters and

593B0448-D13E- cannot exceed 64 characters in length.
ClientToken String No 4C56-ACOD-

FDFOFDEOE9A3
@ Note If you do not set this

parameter, the system
automatically uses Requestld as
ClientToken. The ID of each request
may be different.

The name of the CLB instance.

The name must be 1 to 80 characters in
lb- length, and can contain digits, periods
LoadBalancerNam (.), underscores (_), and hyphens (-). It

Strin No bp1094dp5i6ea*** .
e 9 P P must start with a letter.

*

If this parameter is not set, the system
automatically creates a name for the
CLB instance.
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Parameter Type

Vpcld String
VSwitchlid String
MasterZoneld String
SlaveZoneld String

LoadBalancerSpec String

ResourceGroupld String

Required Example

vpc-
No bp1aevy8sofi8mh
'I****
VSW-
No bp12mw1f8k3jgy*
*kk
No cn-hangzhou-b
No cn-hangzhou-d
No slb.s1.small
rg-
N
° atstuj3rtopt****

Description

The ID of the virtual private cloud (VPC)
to which the CLB instance belongs.

The ID of the vSwitch to which the CLB
instance belongs.

If you want to deploy the CLB instance in
a VPC, you must set this parameter. If
this parameter is set, AddessType is
set to intranet by default.

The ID of the primary zone to which the
CLB instance belongs.

You can call the DescribeZone operation
to query the primary and secondary
zones in the region where you want to
create the CLB instance.

The ID of the secondary zone to which
the CLB instance belongs.

You can call the DescribeZone operation
to query the primary and secondary
zones in the region where you want to
create the CLB instance.

The specification of the CLB instance.
Valid values:

® slb.s1.small

® slb.s2.small

® slb.s2.medium

e slb.s3.small

® slb.s3.medium

e slb.s3.large

@ Note If you do not set this
parameter, a shared-resource CLB
instance is created. Shared-
resource CLB instances are no
longer available for purchase.
Therefore, you must set this
parameter.

The ID of the resource group.
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Parameter Type Required
PayType String No
PricingCycle String No
Duration Integer No

Example

PayOnDemand

month

Description

The billing method of the CLB instance.
Set the value to

PayOnDemand: pay-as-you-go

The billing cycle of the subscription CLB
instance. Valid values:

month

year

@ Note This parameter is valid
only when you create a subscription
CLB instance on the Alibaba Cloud
China site. In this case, the PayType
parameter must be set to PrePay.

The subscription duration of the
Internet-facing CLB instance. Valid
values:

e |f PricingCycle is set to month, valid

values are 1 to 9.

If PricingCycle is set to year, valid
values are 1 to 3.

@ Note This parameter is valid
only when you create a subscription
CLB instance on the Alibaba Cloud
China site. In this case, the PayType
parameter must be set to PrePay.
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Parameter Type
AutoPay Boolean
AddressIPVersion String
Address String
DeleteProtection String

ModificationProte

. Strin
ctionStatus 9

Required

No

No

No

No

No

Example

true

ipvd

192.168.XX. XX

on

ConsoleProtection

Description

Specifies whether to automatically pay
for the subscription Internet-facing CLB
instance. Valid values:

® true: automatically pays for the
subscription Internet-facing CLB
instance. After you call the operation,
the system automatically completes
the payment and creates the CLB
instance.

e false (default): After you call the
operation, the order is created but
not paid. You can view the order in
the console. The CLB instance will not
be created until you complete the
payment.

@ Note This parameter is valid
only when you create a subscription
CLB instance on the Alibaba Cloud
China site. In this case, the PayType
parameter must be set to PrePay.

The IP version used by the CLB instance.
Valid values: ipv4 and ipv6.

The private IP address of the CLB
instance. The private IP address must
belong to the destination CIDR block of
the vSwitch.

Specifies whether to enable deletion
protection for the CLB instance. Valid
values:

® on:yes

e off: no

Specifies whether to enable the
configuration read-only mode for the
CLB instance. Valid values:

® NonProtection: disables the
configuration read-only mode. After
you disable the configuration read-
only mode, the value of Modificati
onProtectionReason is cleared.

e ConsoleProtection: enables the
configuration read-only mode.
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Parameter Type Required Example Description
The reason why you want to enable the
configuration read-only mode. The value
must be 1 to 80 characters in length. It
must start with a letter and can contain
digits, periods (.), underscores (_), and

ModificationProte ) _ hyphens (-).

. String No Managed instance
ctionReason
@ Note This parameter is valid
only when
ModificationProtectionStatus
is set to ConsoleProtection.
Response para meters

Parameter Type Example Description

LoadBalancerld String lb-hddhfjg**** The ID of the CLB instance.

The IP add that is allocated to the CLB

Address String 42 XXXX.6 e maddress that 1> allocated to the
instance.

The ID of the VPC to which the CLB instance

Vpcld String vpc-25dvzy9**** wh I
belongs.

. . The ID of the vSwitch to which the CLB

VSwitchlid String VSW-255ecr**** . € Dot the vowitch to whic N
instance belongs.

LoadBalancerNa lb-

Strin The name of the CLB instance.

me 9 bp1094dp5i6ea****

AddressIPVersio ) . . . .

N String ipva The IP version that is used by the CLB instance.
The type of network where the CLB instance is
deployed. Valid values: vpc and classic.

NetworkType String classic
® vpc: aVPC
e classic: aclassic network

Orderld Long 202129619788910 The order ID of the subscription CLB instance.

365F4154-92F6-

Requestid String 4AE4-92F8- The ID of the request.

7FF34B540710
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Parameter Type Example Description

ResourceGroupl . .

d String rg-atstuj3rto**** The ID of the resource group.
Examples

Sample requests

http(s) ://[Endpoint]/?Action=CreateloadBalancer
&RegionId=cn-hangzhou

&<Common request parameters>

Sample success responses

xML  format

<CreateLoadBalancerResponse>
<LoadBalancerName>1b-bplo94dp5itea****</LoadBalancerName>
<VpcId>vpc-25dvzy9* ***</VpcId>
<Address>42.XX.XX.6</Address>
<ResourceGroupld>rg-atstuj3rto****</ResourceGroupIld>
<RequestId>365F4154-92F6-4AE4-92F8-7FF34B540710</RequestId>
<NetworkType>classic</NetworkType>
<AddressIPVersion>ipv4</AddressIPVersion>
<VSwitchId>vsw-255ecr****</VSwitchId>
<LoadBalancerId>1b-hddhfjg****</LoadBalancerId>
<0rderId>202129619788910</OrderId>

</reatelLoadBalancerResponse>

Jgson format

"LoadBalancerName": "lb-bplo94dp5iscea****",

"VpcId": "vpc-25dvzy9xFxET,

"Address": "42.XX.XX.6",

"ResourceGroupId": "rg-atstuj3rto*x*x",

"RequestId": "365F4154-92F6-4AE4-92F8-7FF34B540710",
"NetworkType": "classic",

"AddressIPVersion": "ipv4",

"VSwitchId": "vsw-255ecr****",

"LoadBalancerId": "lb-hddhfjg****",

"OrderId": 202129619788910

Error codes
HttpCode Error code Error message Description

The error message returned
because the resources in the
current zone are insufficient and
the operation failed.

The operation failed because of
resource limit of the specified
zone.

OperationFailed.Zone

400 -
ResourceLimit
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HttpCode

400

400

400

400

400

400

400

400

400

400

Error code

OperationFailed.Regi
onResourceLimit

Operation.NotAllowe
d

Operation.NotAllowe
d

OperationFailed.Unpa
idBillsExist

RegionOrZonesNotSu
pportlpvé

InvalidParameter.Mis
match

HighRiskOperationDe
nied

VSwitchAvailablelpN
otExist

VSwitchNotExist

InvalidParameter

Error message

The operation failed because of
resource limit of the specified
region.

Operation Denied. The charge
type of internet prepay instance
can only be paybybandwidth.

Operation Denied. The charge
type of intranet prepay instance
can only be paybytraffic.

The account has unpaid bills.

Please pay your overdue bill first.

The specified region or
master/slave zones does not
support ipvé.

AddressType and IpVersion is
conflict, IPv6 does not support
intranet instance.

The operation is denied because
of high risk.

The specified VSwitch has no
availabe ip.

The specified VSwitch does not
exist.

Illegal parameter. The IP address
is not in subnet.

Description

The error message returned
because the resources in the
specified region are insufficient
and the operation failed.

The error message returned
because a subscription Internet -
facing CLB instance supports only
the pay-by-bandwidth metering
method and the operation is
rejected.

The error message returned
because a subscription internal-
facing CLB instance supports only
the pay-by-data-transfer
metering method and the
operation is rejected.

The error message returned
because the current account has
unpaid bills and the operation
failed. Pay the overdue bills first.

The error message returned
because the specified region,
primary zone, or secondary zone
does not support IPv6.

The error message returned
because the network type
conflicts with the IP version. An
internal-facing CLB instance does
not support IPv6.

The error message returned
because the operation is risky and
is rejected.

The error message returned
because the specified vSwitch
does not have an available IP
address.

The error message returned
because the specified vSwitch
does not exist.

The error message returned
because the specified IP address
does not belong to the subnet.
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HttpCode

400

400

400

400

400

400

400

400

400

400

400

400

Error code

Instance.ShareSlbNot
SupportPay95

Instance.Pay95Rateln
valid

Instance.Pay95Bandw
idthillegal

Instance.InternetChar
geTypeNotAllowed

OperationFailed.Toke
nisProcessing

MissingParam.VSwitc
hid

InvalidVpcld.NotExist

InvalidParameter.Clo
udType

OperationFailed.Invali
dAccount

RegionOrZonesNotSu
pportCEN

MissingParam.LoadBa
lancerSpec

InvalidParameter.Ban
dwidth

Error message

Illegal parameter. The share
instance not support PayBy95 or
PayByOld95.

Illegal parameter. The rate is
illegal.

Illegal parameter. The bandwidth
is illegal.

Illegal parameter. The specified
InternetChargeType not allowed.

The operation is failed, because
the Client Token is processing.

The parameter VSwitchid is
required.

The specified VPC not exist.

The specified CloudType is invalid.

The account information is
incomplete.

The specified region or
master/slave zones does not

support cloudType of hybrid_cen.

The param LoadBalancerSpec is
required.

The param Bandwidth is invalid.

Description

The error message returned
because a shared-resource
instance does not support
PayBy95 or PayByOld95.

The error message returned
because the specified rate is
invalid. Check the usage notes
and change the value accordingly.

The error message returned
because the specified bandwidth
is invalid. Check the usage notes
and change the value accordingly.

The error message returned
because InternetChargeType is
set to an invalid value.

The error message returned
because the current request is
being processed.

The error message returned
because VSwitchid is not set.

The error message returned
because the specified VPC does
not exist.

The error message returned
because CloudType is set to an
invalid value. Check the usage
notes and change the value
accordingly.

The error message returned
because the account information
is incomplete.

The error message returned
because the specified region,
primary zone, or secondary zone
does not support Cloud
Enterprise Network (CEN).

The error message returned
because LoadBalancerSpec is not
set.

The error message returned
because the specified bandwidth
is invalid. Check the usage notes
and change the value accordingly.
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HttpCode

400

400

400

400

400

400

400

400

400

503

Error code

OperationForbidden.
AccountRiskReject

OperationForbidden.
QuotaLimit

InvalidParam.Modific
ationProtectionStatu
s

InvalidParam.Modific
ationProtectionReaso
n

InvalidParam.Modific
ationProtectionReaso
n

ShareSlbHaltSales

OperationFailed.Cash
BooklInsufficient

OperationFailed.Onlyl
nnerCommoditySupp
ortToPurchase

OperationFailed.Invok
elLingXiaoFailed

SDK.ServerUnreachab
le

Error message

The operation failed because of
account risk reject.

The operation failed because of
quota limit of shared
loadbalancers.

The param
ModificationProtectionStatus is
invalid.

The param
ModificationProtectionReason is
invalid.

%s.

The share instance has been
discontinued.

No payment method is specified
for your account, We recommend
that you add a payment method
or maintain a prepayment
balance.

AliCroup2Cloud user only can buy
inner commodity.

Failed to invoke lingxiao service.

Service is unreachable.

Description

The error message returned
because the current account is
locked and the operation failed.

The error message returned
because the number of shared-
resource instances has reached
the upper limit.

The error message returned
because
ModificationProtectionStatus is
set to an invalid value. Check the
usage notes and change the
value accordingly.

The error message returned
because
ModificationProtectionReason is
set to an invalid value. Check the
usage notes and change the
value accordingly.

The error message returned
because
ModificationProtectionReason is
set to an invalid value. Check the
usage notes and change the
value accordingly.

The error message returned
because shared-resource CLB
instances are already sold out.

The error message returned
because you did not specify a
payment method. We
recommend that you add a
payment method or keep a
sufficient account balance.

The error message returned
because you can purchase only
internal products.

The error message returned
because the system failed to call
the Lingxiao service.

The error message returned
because the service cannot be
accessed. Try again later.
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HttpCode

400

400

400

400

400

400

400

400

400

400

400

400

400

Error code

AllocateVpcinstanceF
ailed

QueryCreditCtrlinfoFa
iled

QueryCommodityCen
terFailed

RegionNotSupportPa
rameter

QueryAccountBookiInf
oFailed

RateAccountFailed

TradeWaitDistributor
Audit

OperationFailed.Invok
eProxyFailed

QueryAccountComple
teProgressFailed

QueryVoucherInfoFail
ed

InvalidvSwitchld.NotF
ound

IllegalParam.SpecTyp
e

MissingParam.SpecTy
pe

Error message

Failed to allocate vpc instance.

Failed to query credit ctrl info.

Failed to query commodity
center.

Current region does not support
the param of %s.

Failed to invoke account book
info.

Failed to rate account for pricing.

The trade needs distributor to
audit.

Failed to invoke proxy.

Failed to query account progress.

Failed to query voucher info.

The specified vSwitch instance is
invalid.

The param of SpecType is illegal.

The param of SpecType is
missing.

Description

The error message returned
because the system failed to
allocate the VPC.

The error message returned
because the system failed to
query user information.

The error message returned
because the system failed to
query the product center.

The error message returned
because the specified parameter
is not supported in the current
region.

The error message returned
because the system failed to call
the ledge information.

The error message returned
because the system failed to call
the pricing service.

The error message returned
because the transaction is

pending review by the distributor.

The error message returned
because the system failed to call
the proxy.

The error message returned
because the system failed to
query the account progress.

The error message returned
because an error occurred when
the system queried the user
credentials.

The error message returned
because the specified vSwitch is
invalid.

The error message returned
because SpecType is set to an
invalid value. Check the usage
notes and change the value
accordingly.

The error message returned
because SpecType is not set.
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HttpCode Error code Error message Description

The error message returned
because this feature is not
supported in the current region.

The feature is not supported in

400 UnsupportedRegion )
PP 9 current region.

For a list of error codes, visit the API Error Center.

6.2. DeleteLoadBalancer

Deletes a pay-as-you-go Server Load Balancer (SLB) instance.

@ Note Afteryou delete an SLB instance, the listeners and tags added to the SLB instance are
deleted.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to
DeleteLoadBalanc perform.

Action String Yes or
Set the value to DeleteLoadBalancer.
lb-
LoadBalancerld String Yes bp1hé6tp5uat8*** The ID of the SLB instance.
*kkkk
The ID of the region where the SLB
instance is created.
Regionld String Yes cn-hangzhou
You can call the DescribeRegions
operation to query region IDs.
Response para meters
Parameter Type Example Description

Requestld Strin CEF72CEB-54B6-4AE8- The ID of the request
q 9 B225-F876FF7BA984 quest.

If the SLB instance that you want to delete has deletion protection enabled, the system reports an errorin
the following formats:

e JSON format
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{
"RequestId": "7B7AB375-1EA6-4A18-9D1C-F258F2D57638",

"HostId": "slb.aliyuncs.com",
"Code": "OperationDenied.DeleteProtectionIsOn",
"Message": "The loadbalancer can't be deleted due to DeleteProtection is enabled."

}

e XML format

<?xml version="1.0" encoding="UTF-8" 2>
<DeletelLoadBabalancerResponse>
<RequestId>7B7AB375-1EA6-4A18-9D1C-F258F2D57638</RequestId>
<HostId>slb.aliyuncs.com</HostId>
<Code>OperationDenied.DeleteProtectionIsOn</Code>
<Message>The loadbalancer can't be deleted due to DeleteProtection is enabled.</Message>

</DeleteloadBabalancerResponse>

Examples

Sample requests

http(s) ://[Endpoint]/?Action=DeleteloadBalancer
&LoadBalancerId=lb-bplh66tpSuat8******x*xx*

&<Common request parameters>

Sample success responses

xML  format

<DeletelLoadBabalancerResponse>
<RequestId>E3F602B8-A162-4683-A7EC-49364E597259</RequestId>

</DeleteloadBabalancerResponse>

Jgson format

"RequestId": "OD9B7343-AClF-498C-A18A-78FE14A7C3A3"

Error codes

For a list of error codes, visit the API Error Center.

6.3. ModifyLoadBalancerinstanceSpec

Modifies the specification of a Server Load Balancer (SLB) instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.
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Request parameters

Parameter Type

Action String

LoadBalancerld String

LoadBalancerSpec String

Regionld String

Required

Yes

Yes

Yes

Yes

Example

ModifyLoadBalanc
erlnstanceSpec

lb-
bp1b6c719df****

*kkk

slb.s2.small

cn-hangzhou

Description

The operation that you want to
perform.

Set the value to
ModifyLoadBalancerinstanceSpec.

The ID of the SLB instance.

The specification of the SLB instance.
Valid values:

® slb.s1.small
® slb.s2.small
® slb.s2.medium
® slb.s3.small
® slb.s3.medium

® slb.s3.large

The supported specifications vary by
region. For more information about the
specifications of high-performance SLB
instances, see High-performance SLB
instances.

@ Note When you change a
shared-resource SLB instance to a
high-performance SLB instance,
service disruptions may occur. The
SLB instance may stop providing
services for 10 to 30 seconds.
Therefore, we recommend that you
modify the configuration during off-
peak hours. In addition, you can use
Global Server Load Balancing (GSLB)
to switch your workloads to
another SLB instance before you
modify the configuration.

The ID of the region where the SLB
instance is deployed.

You can query region IDs from the
Regions and zones list or by calling the
DescribeRegions operation.
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Parameter Type

AutoPay Boolean

Response parameters

Parameter Type

Orderld Long

Requestld String
Examples

Sample requests

http(s) :// [Endpoint] /?Action=ModifylLoadBalancerInstanceSpec

Required Example

No true

Example

201429619788910

365F4154-92F6-
4AE4-92F8-
7FF34B540710

&LoadBalancerId=lb-bplb6c719df****x*xkx

&LoadBalancerSpec=slb.s2.small

&<Common request parameters>

Sample success responses

xML  format

<ModifyloadBalancerInstanceSpecResponse>
<RequestId>D456A34A-6E40-4379-8DAF-9175760FE215</RequestId>

</ModifyLoadBalancerInstanceSpecResponse>

Jgson format

"RequestId": "D456A34A-6E40-4379-8DAF-9175760FE215"

Error codes

Description

Specifies whether to enable automatic

payment. Valid values:

® true: enables automatic payment.

e false: disables automatic payment.

You must complete the payment in
Order Center.

@ Note Youcanenable
automatic payment for only
subscription SLB instances.

Description

The order ID of the subscription SLB instance.

The ID of the request.
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HttpCode Error code

400 ModifySpecNotAllow

ed

400 Operation.NotAllowe
d

400 ChangelLbSpecNotAll
owed

Error message

LoadBalancerSpec not allowed
for this instance

Operation Denied. Unfinished
purchase exists.

You cannot change the
specification for the specified
load balancer.

For a list of error codes, visit the API Error Center.

6.4. DescribeZones

Queries zones in a specified region.

Debugging

Description

The error message returned
because the specified SLB
instance does not support the
specification.

The error message returned
because a pending order exists.

The error message returned
because you cannot modify the
specification of the specified SLB
instance.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of

the operation for different SDKs.

Request parameters

Parameter Type Required Example

Action String Yes

Regionld String Yes

Response parameters

Parameter Type

Zones Array of Zone
Zone

Zoneld String

DescribeZones

cn-hangzhou

Example Description

Description

The operation that you want to
perform.

Set the value to DescribeZones.

The ID of the region where the Classic
Load Balancer (CLB) instance is
deployed.

The list of zones.

cn-hangzhou-b The ID of the zone.
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Parameter Type Example

LocalName String Hangzhou Zone

SlaveZones Array of

SlaveZone

SlaveZone

Zoneld String cn-hangzhou-g

LocalName String Hangzhou Zone G
A48D35FF-440A-

Requestlid String 4BCO-A4A2-
A9BF69B7E43A

Examples

Sample requests

http(s) :// [Endpoint]/? Action=DescribeZones
&RegionId=cn-hangzhou

&<Common request parameters>

Sample success responses

xML  format

<DescribeZonesResponse>

Description

The name of the zone.

The list of secondary zones.

The ID of the secondary zone.

The name of the secondary zone.

The ID of the request.

<RequestId>3FF183FF-F4AA-40E8-8B5D-90788C6799C2</RequestId>

<Zones>
<Zone>
<SlaveZones>
<SlaveZone>
<ZoneId>cn-hangzhou-g</ZoneId>
<LocalName>Hangzhou Zone G</LocalName>
</SlaveZone>
<SlaveZone>
<ZoneId>cn-hangzhou-d</ZoneId>
<LocalName>Hangzhou Zone D</LocalName>
</SlaveZone>
</SlaveZones>
<ZoneId>cn-hangzhou-b</ZoneId>
<LocalName>Hangzhou Zone B</LocalName>
</Zone>
<Zone>
<SlaveZones>
<SlaveZone>
<ZoneId>cn-hangzhou-e</ZoneId>
<LocalName>Hangzhou Zone E</LocalName>
</SlaveZone>

</SlaveZones>
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<ZoneId>cn-hangzhou-d</ZoneId>
<LocalName>Hangzhou Zone D</LocalName>
</Zone>
<zZone>
<SlaveZones>
<SlaveZone>
<ZoneId>cn-hangzhou-£f</ZoneId>
<LocalName>Hangzhou Zone F</LocalName>
</SlaveZone>
<SlaveZone>
<ZoneId>cn-hangzhou-d</ZoneId>
<LocalName>Hangzhou Zone D</LocalName>
</SlaveZone>
</SlaveZones>
<ZoneId>cn-hangzhou-e</ZoneId>
<LocalName>Hangzhou Zone E</LocalName>
</Zone>
<Zone>
<SlaveZones>
<SlaveZone>
<ZonelId>cn-hangzhou-e</ZoneId>
<LocalName>Hangzhou Zone E</LocalName>
</SlaveZone>
</SlaveZones>
<ZoneId>cn-hangzhou-£f</ZoneId>
<LocalName>Hangzhou Zone F</LocalName>
</Zone>
<Zone>
<SlaveZones>
<SlaveZone>
<ZoneId>cn-hangzhou-h</ZoneId>
<LocalName>Hangzhou Zone H</LocalName>
</SlaveZone>
<SlaveZone>
<ZoneId>cn-hangzhou-b</ZoneId>
<LocalName>Hangzhou Zone B</LocalName>
</SlaveZone>
</SlaveZones>
<zZonelId>cn-hangzhou-g</ZoneId>
<LocalName>Hangzhou Zone G</LocalName>
</Zone>
<Zone>
<SlaveZones>
<SlaveZone>
<ZoneId>cn-hangzhou-g</ZoneId>
<LocalName>Hangzhou Zone G</LocalName>
</SlaveZone>
</SlaveZones>
<zZonelId>cn-hangzhou-h</ZoneId>
<LocalName>Hangzhou Zone H</LocalName>
</Zone>
</Zones>

</DescribeZonesResponse>
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Json format

"RequestId": "3FF183FF-F4AA-40E8-8B5D-90788C6799C2",

"Zones": {
"Zone": [
{
"SlaveZones": {
"SlaveZone": [
{

"ZoneId": "cn-hangzhou-g",

"LocalName": "Hangzhou Zone G"

"ZoneId": "cn-hangzhou-d",

"LocalName": "Hangzhou Zone D"

}I
"ZoneId": "cn-hangzhou-b",

"LocalName": "Hangzhou Zone B"

"SlaveZones": {
"SlaveZone": [
{

"ZoneId": "cn-hangzhou-e",

"LocalName": "Hangzhou Zone E"

}l
"ZoneId": "cn-hangzhou-d",

"LocalName": "Hangzhou Zone D"

"SlaveZones": {

"SlaveZone": [
{
"ZoneId": "cn-hangzhou-f",
"LocalName": "Hangzhou Zone F"
by
{
"ZoneId": "cn-hangzhou-d",
"LocalName": "Hangzhou Zone D"
}
]
by
"ZoneId": "cn-hangzhou-e",
"LocalName": "Hangzhou Zone E"

"SlaveZones": {

"SlaveZone": [
{
"ZoneId": "cn-hangzhou-e",
"LocalName": "Hangzhou Zone E"
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}I
"ZoneId": "cn-hangzhou-f",

"LocalName": "Hangzhou Zone F"

"SlaveZones": {

"SlaveZone": [
{
"ZoneId": "cn-hangzhou-h",
"LocalName": "Hangzhou Zone H"
by
{
"ZoneId": "cn-hangzhou-b",
"LocalName": "Hangzhou Zone B"
}
]
by
"ZoneId": "cn-hangzhou-g",
"LocalName": "Hangzhou Zone G"

"SlaveZones": {

"SlaveZone": [
{
"ZoneId": "cn-hangzhou-g",
"LocalName": "Hangzhou Zone G"
}
]
} r
"ZoneId": "cn-hangzhou-h",
"LocalName": "Hangzhou Zone H"
}
]
}
}
Error codes
HttpCode Error code Error message Description
The error message returned
. Illegal parameter, because the service is
400 InvalidParameter galp . . .
query.namespace is not auth. unauthorized. Acquire the

permissions and try again.

For a list of error codes, visit the API Error Center.

6.5. DescribeRegions

Queries regions.

Debugging
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OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of

the operation for different SDKs.

Request parameters

Parameter Type

Action String

AcceptLanguage String

Regionld String
Response parameters

Parameter Type

Regions Array of Region

Region

Regionld String

LocalName String

RegionEndpoint String

Requestld String

Examples

Sample requests

Required Example

Yes

Yes

DescribeRegions

zh-CN

cn-hangzhou

Example

cn-beijing

China (Beijing)

slb.aliyuncs.com

1651FBB6-4FBF-49FF-
A9F5-DF5D696C7EC6

http(s) ://[Endpoint]/?Action=DescribeRegions

&<Common request parameters>

Sample success responses

xML  format

<DescribeReaionsResponse>

Description

The operation that you want to
perform.

Set the value to DescribeRegions.

The supported language. Valid values:

® zh-CN: Chinese
e en-US: English

® ja: Japanese

The ID of the region.

Description

The list of regions.

The ID of the region.

The name of the region.

The endpoint of the region.

The ID of the request.
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<RequestId>3F4E9DDA-CE30-5A46-AAC0-794CE4527E76</RequestId>

<Regions>

<Region>
<RegionId>cn-hangzhou</RegionId>
<RegionEndpoint>slb.aliyuncs.com</RegionEndpoint>
<LocalName>China (Hangzhou)</LocalName>

</Region>

<Region>
<RegionId>cn-shanghai</RegionId>
<RegionEndpoint>slb.aliyuncs.com</RegionEndpoint>
<LocalName>China (Shanghai)</LocalName>

</Region>

<Region>
<RegionId>cn-gingdao</RegionId>
<RegionEndpoint>slb.aliyuncs.com</RegionEndpoint>
<LocalName>China (Qingdao)</LocalName>

</Region>

<Region>
<RegionId>cn-beijing</RegionId>
<RegionEndpoint>slb.aliyuncs.com</RegionEndpoint>
<LocalName>China (Beijing)</LocalName>

</Region>

<Region>
<RegionId>cn-zhangjiakou</RegionId>
<RegionEndpoint>slb.cn-zhangjiakou.aliyuncs.com</RegionEndpoint>
<LocalName>China (Zhangjiakou)</LocalName>

</Region>

<Region>
<RegionId>cn-huhehaote</RegionId>
<RegionEndpoint>slb.cn-huhehaote.aliyuncs.com</RegionEndpoint>
<LocalName>China (Hohhot)</LocalName>

</Region>

<Region>
<RegionId>cn-wulanchabu</RegionId>
<RegionEndpoint>slb.cn-wulanchabu.aliyuncs.com</RegionEndpoint>
<LocalName>China (Ulangab)</LocalName>

</Region>

<Region>
<RegionId>cn-shenzhen</RegionId>
<RegionEndpoint>slb.aliyuncs.com</RegionEndpoint>
<LocalName>China (Shenzhen)</LocalName>

</Region>

<Region>
<RegionId>cn-heyuan</RegionId>
<RegionEndpoint>slb.cn-heyuan.aliyuncs.com</RegionEndpoint>
<LocalName>China (Heyuan)</LocalName>

</Region>

<Region>
<RegionId>cn-guangzhou</RegionId>
<RegionEndpoint>slb.cn-guangzhou.aliyuncs.com</RegionEndpoint>
<LocalName>China (Guangzhou)</LocalName>

</Region>

<Region>

<RegionId>cn-chengdu</RegionId>
<RegionEndpoint>slb.cn-chengdu.aliyuncs.com</RegionEndpoint>

<T.aralName>China (Chenadin) < /T.acalName>
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</Region>

<Region>
<RegionId>cn-hongkong</RegionId>
<RegionEndpoint>slb.aliyuncs.com</RegionEndpoint>
<LocalName>China (Hong Kong)</LocalName>

</Region>

<Region>
<RegionId>ap-southeast-1</RegionId>
<RegionEndpoint>slb.aliyuncs.com</RegionEndpoint>
<LocalName>Singapore (Singapore)</LocalName>

</Region>

<Region>
<RegionId>ap-southeast-2</RegionId>
<RegionEndpoint>slb.ap-southeast-2.aliyuncs.com</RegionEndpoint>
<LocalName>Australia (Sydney)</LocalName>

</Region>

<Region>
<RegionId>ap-southeast-3</RegionId>
<RegionEndpoint>slb.ap-southeast-3.aliyuncs.com</RegionEndpoint>
<LocalName>Malaysia (Kuala Lumpur)</LocalName>

</Region>

<Region>
<RegionId>ap-southeast-5</RegionId>
<RegionEndpoint>slb.ap-southeast-5.aliyuncs.com</RegionEndpoint>
<LocalName>Indonesia (Jakarta)</LocalName>

</Region>

<Region>
<RegionId>ap-northeast-1</RegionId>
<RegionEndpoint>slb.ap-northeast-1.aliyuncs.com</RegionEndpoint>
<LocalName>Japan (Tokyo)</LocalName>

</Region>

<Region>
<RegionId>ap-south-1</RegionId>
<RegionEndpoint>slb.ap-south-1.aliyuncs.com</RegionEndpoint>
<LocalName>India (Mumbai)</LocalName>

</Region>

<Region>
<RegionId>eu-central-1</RegionId>
<RegionEndpoint>slb.eu-central-1.aliyuncs.com</RegionEndpoint>
<LocalName>Germany (Frankfurt)</LocalName>

</Region>

<Region>
<RegionId>eu-west-1</RegionId>
<RegionEndpoint>slb.eu-west-1.aliyuncs.com</RegionEndpoint>
<LocalName>UK (London)</LocalName>

</Region>

<Region>
<RegionId>us-west-1</RegionId>
<RegionEndpoint>slb.aliyuncs.com</RegionEndpoint>
<LocalName>US (Silicon Valley)</LocalName>

</Region>

<Region>
<RegionId>us-east-1</RegionId>
<RegionEndpoint>slb.aliyuncs.com</RegionEndpoint>

<LocalName>US (Virginia)</LocalName>
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<Region>
<RegionId>me-east-1</RegionId>

<RegionEndpoint>slb.me-east-1.aliyuncs.com</RegionEndpoint>

<LocalName>UAE
</Region>
<Region>

(Dubai)</LocalName>

<RegionId>ap-southeast-6</RegionId>

<RegionEndpoint>slb.ap-southeast-6.aliyuncs.com</RegionEndpoint>

<LocalName>Philippines
</Region>
</Regions>

</DescribeRegionsResponse>

Json format

"RequestId":
"Regions": {
"Region": [

{

(Manila)</LocalName>

"3F4ESDDA-CE30-5A46-AAC0-794CE4527E76",

.com",

.com",

.com",

.com",

"slb.cn-zhangjiakou.aliyuncs.com",

"slb.cn-huhehaote.aliyuncs.com",

"slb.cn-wulanchabu.aliyuncs.com",

"RegionId": "cn-hangzhou",
"RegionEndpoint": "slb.aliyuncs
"LocalName": "China (Hangzhou)"
b
{
"RegionId": "cn-shanghai",
"RegionEndpoint": "slb.aliyuncs
"LocalName": "China (Shanghai)"
o
{
"RegionId": "cn-gingdao",
"RegionEndpoint": "slb.aliyuncs
"LocalName": "China (Qingdao)"
b
{
"RegionId": "cn-beijing",
"RegionEndpoint": "slb.aliyuncs
"LocalName": "China (Beijing)"
o
{
"RegionId": "cn-zhangjiakou",
"RegionEndpoint":
"LocalName": "China (Zhangjiakou)"
b
{
"RegionId": "cn-huhehaote",
"RegionEndpoint":
"LocalName": "China (Hohhot)"
o
{
"RegionId": "cn-wulanchabu",
"RegionEndpoint":
"LocalName": "China (Ulangab)"
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"RegionId": "cn-shenzhen",

"RegionEndpoint": "slb.aliyuncs.com",

"LocalName": "China (Shenzhen)"

"RegionId": "cn-heyuan",

"RegionEndpoint": "slb.cn-heyuan.aliyuncs.com",
"LocalName": "China (Heyuan)"

"RegionId": "cn-guangzhou",

"RegionEndpoint": "slb.cn-guangzhou.aliyuncs.com",
"LocalName": "China (Guangzhou)"

"RegionId": "cn-chengdu",

"RegionEndpoint": "slb.cn-chengdu.aliyuncs.com",
"LocalName": "China (Chengdu)"

"RegionId": "cn-hongkong",

"RegionEndpoint": "slb.aliyuncs.com",

"LocalName": "China (Hong Kong)"

"RegionId": "ap-southeast-1",

"RegionEndpoint": "slb.aliyuncs.com",

"LocalName": "Singapore (Singapore)"

"RegionId": "ap-southeast-2",

"RegionEndpoint": "slb.ap-southeast-2.aliyuncs.com",
"LocalName": "Australia (Sydney)"

"RegionId": "ap-southeast-3",

"RegionEndpoint": "slb.ap-southeast-3.aliyuncs.com",
"LocalName": "Malaysia (Kuala Lumpur)"

"RegionId": "ap-southeast-5",

"RegionEndpoint": "slb.ap-southeast-5.aliyuncs.com",
"LocalName": "Indonesia (Jakarta)"

"RegionId": "ap-northeast-1",

"RegionEndpoint": "slb.ap-northeast-l.aliyuncs.com",
"LocalName": "Japan (Tokyo)"

"RegionId": "ap-south-1",

"RegionEndpoint": "slb.ap-south-1l.aliyuncs.com",
"LocalName": "India (Mumbai)"

"RegionId": "eu-central-1",
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"RegionEndpoint": "slb.eu-central-l.aliyuncs.com",

"LocalName": "Germany (Frankfurt)"

b

{
"RegionId": "eu-west-1",
"RegionEndpoint": "slb.eu-west-1l.aliyuncs.com",
"LocalName": "UK (London)"

b

{
"RegionId": "us-west-1",
"RegionEndpoint": "slb.aliyuncs.com",
"LocalName": "US (Silicon Valley)"

b

{
"RegionId": "us-east-1",
"RegionEndpoint": "slb.aliyuncs.com",
"LocalName": "US (Virginia)"

o

{
"RegionId": "me-east-1",
"RegionEndpoint": "slb.me-east-1.aliyuncs.com",
"LocalName": "UAE (Dubai)"

"RegionId": "ap-southeast-6",

"RegionEndpoint": "slb.ap-southeast-6.aliyuncs.com",
"LocalName": "Philippines (Manila)"
}
]
}
}
Error codes
HttpCode Error code Error message Description

The error message returned
because a parameter is set to an

400 InvalidParameter InvalidParameter invalid value. Check the usage
notes and change the value
accordingly.

The error message returned
Illegal parameter, because you are unauthorized to
query.namespace is not auth. perform the operation. Acquire

the permissions and try again.

400 InvalidParameter

For a list of error codes, visit the API Error Center.

6.6. DescribeLoadBalancerAttribute

Queries detailed information about a specified Classic Load Balancer (CLB) instance.
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@ Note

If the backend servers are deployed in a vServer group, you can call the

DescribeVServerGroupAttribute operation to query the backend server.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of

the operation for different SDKs.

Request parameters

Parameter Type

Action String
LoadBalancerld String
Regionid String

Response parameters

Parameter Type

LoadBalancerld String
Regionld String
RegionlidAlias String

LoadBalancerNa

Strin
me 9

Required

Example

DescribeLoadBala
ncerAttribute

lb-
bp1b6c719dfal8e

Fkkk
X

cn-hangzhou

Example

lb-
bp1b6c719dfad8ex**

*%

cn-hangzhou

The alias of the region where the CLB instance
is created.

hangzhou

lb-instance-test

Description

The operation that you want to
perform.

Set the value to

DescribeLoadBalancerAttribute.

The ID of the CLB instance.

The ID of the region where the CLB
instance is deployed.

You can call the DescribeRegions
operation to query the most recent
region list.

Description

The ID of the CLB instance.

The ID of the region where the CLB instance is
deployed.

The name of the CLB instance.

> Document Version: 20220211

56


file:///home/admin/dita-files/output/11202202/task9532555/~~35224~~
https://api.aliyun.com/#product=Slb&api=DescribeLoadBalancerAttribute&type=RPC&version=2014-05-15
file:///home/admin/dita-files/output/11202202/task9532555/~~25609~~

Developer Guide- Server Load Balan

cer (SLB) instances

Server Load Balancer

Parameter Type Example Description

The status of the CLB instance. Valid values:

e jnactive: The CLB instance is stopped. CLB
instances in the inactive state do not
forward traffic.

LoadBalancerSt ) . e active: The CLB instance is running as
String active -
atus expected. Newly created CLB instances are
in the active state by default.

e locked: The CLB instance is locked. CLB
instances may be locked by Alibaba Cloud
due to overdue payments or other reasons.

Address String 42 XX.XX.6 The IP address of the CLB instance.
The type of IP address that the CLB instance
AddressType String internet P ) -

uses to provide services.

NetworkTvoe Strin voc The type of network where the CLB instance is

P 9 P deployed.
) The ID of the virtual private cloud (VPC) where

Vpcld String vpc-25dvzy9of 8**** . . P . . (veQ)
the internal-facing CLB instance is deployed.
The maximum bandwidth value of the

Bandwidth Integer 5 Internet-facing CLB instance that is billed on a
pay-by-bandwidth basis.

CreateTime Strin 2017-08- The time when the CLB instance was created

9 31T02:49:05Z :

The f h he CLB

ListenerPorts List 80 . e frontend ports that are used by the C
instance.

. Array of
ListenerPortsAn ) The frontend ports and protocols that are
ListenerPortAnd .
dProtocol used by the CLB instance.
Protocol
ListenerPortAnd
Protocol
. The frontend port that is used by the CLB

ListenerPort Integer 80 .

instance.

) ) The frontend protocol that is used by the CLB
ListenerProtocol String https . P 4

instance.
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Parameter

Description

ForwardPort

ListenerForward

BackendServers

BackendServer

Serverld

Weight

Description

Type

MasterZoneld

AddressIPVersio
n

AutoReleaseTim
e

CreateTimeSta
mp

DeleteProtectio
n

EndTime

Type

String

Integer

String

Array of
BackendServer

String

Integer

String

String

String

String

Long

Long

String

String

Example

ListenerDescription

443

on

i-djghr2***

90

BackendServertoRece
iveRequests

ecs

cn-hangzhou-b

ipvd

1513947075000

1504147745000

off

2022-09-
08T16:00:00Z

Description

The description of the port and protocol that
are used by the listener.

The port that the listener uses to distribute
requests. The port must be open and use
HTTPS.

Indicates whether the listener is enabled to
distribute requests.

The list of backend servers that are added to

the CLB instance.

The ID of the backend server.

The weight of the backend server.

The description of the backend server.

The type of the backend server.

The ID of the primary zone to which the CLB
instance belongs.

The IP version of the CLB instance. Valid
values: ipv4 and ipv6.

The timestamp generated when the CLB
instance was released.

The timestamp generated when the CLB
instance was created.

Indicates whether deletion protection is
enabled for the CLB instance.

Valid values: on and off.

The time when the CLB instance was stopped.
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Parameter

EndTimeStamp

InternetChargeT
ype

ListenerPortsAn
dProtocal

ListenerPortAnd
Protocal

ListenerPort

ListenerProtocal

LoadBalancerSp
ec

ModificationPro
tectionReason

ModificationPro
tectionStatus

Type

Long

String

Array of

ListenerPortAnd

Protocal

Integer

String

String

String

String

Example

32493801600000

paybytraffic

443

http

slb.s1.small

Managelnstance

ConsoleProtection

Description

The timestamp generated when the CLB
instance was stopped.

The billing method of the Internet-facing CLB
instance.

The value is set to

e PayOnDemand (default): pay-as-you-go

The ports or protocols of the listeners.

The frontend port that is used by the CLB
instance.

The frontend protocol that is used by the CLB
instance.

The specification of the CLB instance.

The reason why the configuration read-only
mode is enabled. The value must be 1 to 80
characters in length. It must start with a letter
and can contain digits, periods (.), underscores
(L), and hyphens (-).

@ Note

only when

ModificationProtectionStatus is

This parameter is required

set to ConsoleProtection.

Indicates whether the configuration read-only
mode is enabled for the CLB instance. Valid
values:

® NonProtection: indicates that the
configuration read-only mode is disabled.
After you disable the configuration read-
only mode, the value of ModificationPr

otectionReason is cleared.

® ConsoleProtection: indicates that the
configuration read-only mode is enabled.
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Parameter Type Example Description

The billing method of the CLB instance. The

PayType String PayOnDemand value is set to

e PayOnDemand (default): pay-as-you-go

The auto-renewal cycle. Valid values: Year
and Month. Default value: Month.

@ Note This parameter is valid only if
RenewalCycUnit String Month you create a subscription CLB instances on
the Alibaba Cloud China site. In this case,
the PayType parameter must be set to
PrePay and the RenewalStatus
parameter must be set to AutoRenewal.

Auto-renewal duration. This parameter is valid
only if RenewalStatus is set to
AutoRenewal.

e Valid values when the PeriodUnit
parameteris set to Year: 1,2, and 3.

e Valid values when the PeriodUnit

Renewalburatio Integer 1 parameter is set to Month: 1, 2,3, and 6.

n

@ Note This parameter is valid
only when you create a subscription
CLB instance on the Alibaba Cloud China
site. In this case, the PayType
parameter must be set to PrePay.
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Parameter

RenewalStatus

Requestlid

ResourceGroupl
d

SlaveZoneld

VSwitchid

Examples

Sample requests

Type

String

String

String

String

String

Example

AutoRenewal

365F4154-92F6-
4AE4-92F8-
7FF34B540710

rg-atstuj3rtop****

cn-hangzhou-d

vsw-255ecrwq5****

Description

The renewal status:

e AutoRenewal: The CLB instance is
automatically renewed.

® Normal: You must manually renew the CLB
instance.

® NotRenewal: The CLB instance will not be
renewed upon expiration. If this value is
returned, the system does not send
notifications until three days before the
expiration date.

@ Note This parameter is valid
only when you create a subscription
CLB instance on the Alibaba Cloud China
site. In this case, the PayType
parameter must be set to PrePay.

The ID of the request.

The ID of the enterprise resource group.

The ID of the secondary zone to which the CLB
instance belongs.

The ID of the vSwitch to which the internal-
facing CLB instance belongs.

http(s) ://[Endpoint]/?Action=DescribeloadBalancerAttribute
&LoadBalancerId=1b-bplb6c719dfal8ex****

&<Common request parameters>

Sample success responses

xML  format

<DescribeloadBalancerAttributeResponse>

<RenewalDuration>1</RenewalDuration>
<EndTime>2022-09-08T16:00:00Z</EndTime>

<Address>42.XX.XX.6</Address>

RN ~
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<KEeSOoUrcesroupla>rg-atstu]3rTop” ~ * *</KesourcesroupLa>
<ListenerPortsAndProtocal>
<ListenerPortAndProtocal>
<ListenerPort>443</ListenerPort>
<ListenerProtocal>http</ListenerProtocal>
</ListenerPortAndProtocal>
</ListenerPortsAndProtocal>
<AddressIPVersion>ipv4</AddressIPVersion>
<LoadBalancerId>1b-bplb6c719dfal8ex****</LoadBalancerId>
<ListenerPortsAndProtocol>
<ListenerPortAndProtocol>
<ListenerForward>on</ListenerForward>
<ListenerPort>80</ListenerPort>
<Description> ListenerDescription</Description>
<ForwardPort>443</ForwardPort>
<ListenerProtocol>https</ListenerProtocol>
</ListenerPortAndProtocol>
</ListenerPortsAndProtocol>
<BackendServers>
<BackendServer>
<Type>ecs</Type>
<Description>BackendServerDescription</Description>
<ServerId>i-djghr2****</ServerId>
<Weight>90</Weight>
</BackendServer>
</BackendServers>
<ModificationProtectionStatus>ConsoleProtection</ModificationProtectionStatus>
<LoadBalancerSpec>slb.sl.small</LoadBalancerSpec>
<NetworkType>vpc</NetworkType>
<Bandwidth>5</Bandwidth>
<ModificationProtectionReason>ManagedInstance</ModificationProtectionReason>
<MasterZoneId>cn-hangzhou-b</MasterZoneId>
<ListenerPorts>
<ListenerPort>80</ListenerPort>
</ListenerPorts>
<RequestId>365F4154-92F6-4AE4-92F8-7FF34B540710</RequestId>
<CreateTime>2017-08-31T02:49:052</CreateTime>
<VSwitchId>vsw-255ecrwg5****</VSwitchId>
<RenewalStatus>AutoRenewal</RenewalStatus>
<RenewalCycUnit>Month</RenewalCycUnit>
<PayType>PayOnDemand</PayType>
<SlaveZoneId>cn-hangzhou-d</SlaveZoneId>
<InternetChargeType>paybytraffic</InternetChargeType>
<RegionIdAlias>hangzhou</RegionIdAlias>
<LoadBalancerName>1lb-instance-test</LoadBalancerName>
<DeleteProtection>off</DeleteProtection>
<VpcId>vpc-25dvzy9f8****</VpcId>
<EndTimeStamp>32493801600000</EndTimeStamp>
<RegionId>cn-hangzhou</RegionId>
<AddressType>internet</AddressType>
<LoadBalancerStatus>active</LoadBalancerStatus>
<CreateTimeStamp>1504147745000</CreateTimeStamp>
<AutoReleaseTime>1513947075000</AutoReleaseTime>

</DescribeLoadBalancerAttributeResponse>
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Json format

"RenewalDuration": 1,
"EndTime": "2022-09-08T16:00:00z",
"Address": "42.XX.XX.6",
"ResourceGroupId": "rg-atstuj3rtop****",
"ListenerPortsAndProtocal": {
"ListenerPortAndProtocal™: {
"ListenerPort": 443,

"ListenerProtocal": "http"

}l

"AddressIPVersion": "ipv4",
"LoadBalancerId": "lb-bplb6c719dfal8ex****x",
"ListenerPortsAndProtocol": {

"ListenerPortAndProtocol™: {

" "

"ListenerForward": "on",
"ListenerPort": 80,
"Description”: "ListenerDescription"
"ForwardPort": 443,

"ListenerProtocol": "https"

}l
"BackendServers": {
"BackendServer": {

"Type": "ecs",

"Description”: <Description>BackendServerDescription</Description>

"ServerId": "i-djghr2****",

"Weight": 90
}
o
"ModificationProtectionStatus": "ConsoleProtection",
"LoadBalancerSpec": "slb.sl.small",

"NetworkType": "vpc",
"Bandwidth": 5,

"ModificationProtectionReason": "ManagedInstance"
"MasterZoneId": "cn-hangzhou-b",
"ListenerPorts": {

"ListenerPort": 80

}I

"RequestId": "365F4154-92F6-4AE4-92F8-7FF34B540710",

"CreateTime": "2017-08-31T02:49:052",
"VSwitchId": "vsw-255ecrwgb****",
"RenewalStatus": "AutoRenewal",
"RenewalCycUnit": "Month",

"PayType": "PayOnDemand",
"SlaveZoneId": "cn-hangzhou-d",

"InternetChargeType": "paybytraffic",

"RegionIdAlias": "hangzhou",
"LoadBalancerName": "lb-instance-test",
"DeleteProtection": "off",

"VpcId": "vpc-25dvzy9f8xxxxr,
"EndTimeStamp": 32493801600000,
"RegionId": "cn-hangzhou",

"AddressType": "internet",
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"LoadBalancerStatus": "active",
"CreateTimeStamp": 1504147745000,
"AutoReleaseTime": 1513947075000

Error codes

For a list of error codes, visit the API Error Center.

6.7. DescribeLoadBalancers

Queries Server Load Balancer (SLB) instances.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that

you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of

the operation for different SDKs.

Request parameters

Parameter Type Required
Action String Yes
Regionid String Yes
Serverld String No

Example

DescribeLoadBala
ncers

cn-hangzhou

vm-server-
23*****9 roup

Description

The operation that you want to
perform.

Set the value to
DescribeLoadBalancers.

The ID of the region where the SLB
instance is deployed.

You can query region IDs from the
Regions and zones list or by calling the
DescribeRegions operation.

The ID of the Elastic Compute Service
(ECS) instance that is specified as a
backend server of the SLB instance.
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Parameter Type Required Example

AddressIPVersion String No ipvd

LoadBalancerStat

String No active

us
LoadBalancerld Strin No tb-

o bp1b6c719dfa****
LoadBalancerNam lb-
R String No bp1094dp5i6ea***

*
S Int tAdd )
erverintrane String No 10.XX.XX.102

ress

Description

The IP version. Valid values: ipv4 and
ipvé6.

You can create IPv6 instances for high-
performance SLB instances that are
deployed in the following zones:

® (China (Hangzhou): Zone E and Zone F
® China (Beijing): Zone F and Zone G
® China (Shanghai): Zone D and Zone E

China (Shenzhen): Zone D, Zone C,
and Zone E

® China (Hong Kong): Zone B and Zone
C

The state of the SLB instance. Valid
values:

® inactive: The listener in this state
does not forward requests.

® active: After you create an instance,
it is in the active state by default.

® locked: The error message returned
because the instance is locked.

The ID of the SLB instance.

You can specify up to 10 IDs in each
request. Separate multiple IDs with
commas (,).

The name of the SLB instance.

The name must be 1 to 80 characters in
length, and can contain digits, periods
(.), underscores (_), and hyphens (-). It
must start with a letter.

You can specify up to 10 names in each
request. Separate multiple names with
commas (,).

The private IP address of the ECS
instance that is specified as a backend
server of the SLB instance.

You can specify multiple IP addresses to
query SLB instances. Separate multiple IP
addresses with commas (,).
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Parameter

AddressType

InternetChargeTyp
e

Vpcld

VSwitchlid

NetworkType

Address

MasterZoneld

Type

String

String

String

String

String

String

String

Required

No

No

No

No

No

No

No

Example

intranet

paybybandwidth

vpc-
bpT1aevy8sof****

VSW-
bp12mw1f8k3****

vpc

192.XX.XX.6

cn-hangzhou-b

Description

The type of network where the SLB
instance is deployed.

Valid values: intranet and internet.

e internet: After an Internet-facing SLB
instance is created, the system
assigns a public IP address to the SLB
instance. Then, the SLB instance can
forward requests from the Internet.

e intranet: After an internal-facing SLB
instance is created, the system
assigns a private IP address to the SLB
instance. Then, the SLB instance can
forward only internal requests.

The metering method of the Internet-
facing SLB instance. Valid values:
paybybandwidth and paybytraffic.

e paybybandwidth: pay-by-
bandwidth.
e paybytraffic: pay-by-data-transfer.

@ Note If you do not set this
parameter, the billing method of
the SLB instance remains
unchanged.

The ID of the virtual private cloud (VPC)
to which the SLB instance belongs.

The ID of the vSwitch to which the SLB
instance belongs.

The type of network where the internal-
facing SLB instance is deployed. Valid
values: vpc and classic.

® vpc: aVPC

e classic: a classic network

The IP address that the SLB instance
uses to provide services.

The ID of the primary zone to which the
SLB instance belongs.
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Parameter Type Required Example Description

The ID of the secondary zone to which
the SLB instance belongs.

Multiple zones are not supported for

SlaveZoneld String No cn-hangzhou-d
users whose workloads are deployed on
Alibaba Finance Cloud.
The tags that are added to the SLB
instances. The tags must be key-value
. [{"tagkey":"Key1", pairs that are contained in a JSON
Tags String No 1t".;‘q]gValue :"Value dictionary.
You can specify up to 10 tags in each
request.
The billing method of the SLB instance.
Valid values: PayOnDemand and
PayType String No PayOnDemand PrePay.
e PayOnDemand: pay-as-you-go
e PrePay: subscription
ra-
ResourceGroupld String No agcfmxazb4p**** The ID of the enterprise resource group.
PageNumber Integer No 1 The number of the page to return.
The number of entries to return on each
page.
Valid values: 1 to 100.
PageSize Integer No 50

@ Note |If youset PageSize,
you must also set PageNumber.

Response parameters
Parameter Type Example Description

Array of

LoadBalancer The list of SLB instances.

LoadBalancers

LoadBalancer

LoadBalancerld String lb-bp1b6c719dfa**** The ID of the SLB instance.
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Parameter

LoadBalancerNa
me

LoadBalancerSt
atus

Address

Regionld

RegionldAlias

AddressType

VSwitchlid

Vpcld

NetworkType

CreateTime

MasterZoneld

SlaveZoneld

Type

String

String

String

String

String

String

String

String

String

String

String

String

Example

lb-
bp1094dp5ieea****

active

100.XX.XX.28

cn-hangzhou

hangzhou

intranet

K kkk

vsw-255ecr

vpc-25dvzy9f 8****

vpc

2017-08-
31702:49:05Z

cn-hangzhou-b

cn-hangzhou-d

Description

The name of the SLB instance.

The state of the SLB instance. Valid values:

e jnactive: The listener in this state does not
forward requests.

e active: After you create an instance, it is in
the active state by default.

e |locked: The error message returned
because the instance is locked.

The IP address of the SLB instance.

The ID of the region where the SLB instance is
deployed.

The name of the region where the SLB
instance is deployed.

The type of network where the SLB instance is
deployed.

The ID of the vSwitch to which the internal-
facing SLB instance belongs.

The ID of the VPC to which the internal-facing
SLB instance belongs.

The type of network where the internal-facing
SLB instance is deployed. Valid values:

® vpc: aVPC

® classic: a classic network

The time when the SLB instance was created.

The ID of the primary zone where the SLB
instance is deployed.

The ID of the secondary zone where the SLB
instance is deployed.
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Parameter Type Example Description

AddressIPVersio

N String ipvd The IP version. Valid values: ipv4 and ipv6.
CreateTimeSta Long 1504147745000 The timestamp generated when the SLB
mp instance was created.
The metering method of the Internet-facing
SLB instance.
Valid values: paybybandwidth and
paybytraffic.
e paybybandwidth: pay-by-bandwidth
InternetChargeT . .
ype String paybybandwidth e paybytraffic (default): pay-by-data-
transfer

@ Note If the value of the PayType
parameter is PrePay, only pay-by-
bandwidth is supported.

The reason why the configuration read-only
mode is enabled. The value must be 1 to 80
characters in length. It must start with a letter
and can contain digits, periods (.), underscores

, and hyphens (-).
ModificationPro ) yp ()

. Strin Managelnstance
tectionReason 9 9

@ Note This parameter is returned
only when
ModificationProtectionStatus s

set to ConsoleProtection.

Indicates whether the configuration read-only
mode is enabled for the SLB instance.

® NonProtection: the configuration read-
only mode is disabled. After the
String ConsoleProtection configuration read-only mode is disabled,
the value of ModificationProtectionRe

ModificationPro
tectionStatus

ason is cleared.

e ConsoleProtection: the configuration
read-only mode is enabled.

The billing method of the SLB instance. Valid

PayType Strin PrePa

yiyp 9 y values: PayOnDemand and PrePay.
ResourceGroupl . S )
d String rg-atstuj3r The ID of the enterprise resource group.
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Parameter Type Example Description

PageNumber Integer 1 The number of the returned page.

The number of entries returned on the current

PageSize Integer 50
9 9 page.
365F4154-92F6-
Requestld String 4AE4-92F8- The ID of the request.

7FF34B540710

The total number of SLB instances that are
TotalCount Integer 1 returned after the tags are matched against
the specified conditions.

Examples

Sample requests

http(s) ://[Endpoint]/?Action=DescribelLoadBalancers
&RegionId=cn-hangzhou

&<Common request parameters>

Sample success responses

xML  format
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<DescribeLoadBalancersResponse>

<PageNumber>1</PageNumber>

<TotalCount>1</TotalCount>

<PageSize>50</PageSize>

<LoadBalancers>

<LoadBalancer>
<CreateTimeStamp>1541679713000</CreateTimeStamp>
<LoadBalancerName>1b-bplo94dp5i6ea*******</LoadBalancerName>
<RegionIdAlias>hangzhou</RegionIdAlias>
<ResourceGroupld>rg-acfmxaz*******y</ResourceGroupld>
<AddressIPVersion>ipv4</AddressIPVersion>
<LoadBalancerId>1lb-bplb6c********fuca5</LoadBalancerId>
<VSwitchId>vsw-bpl2mwlf********pbmlj</VSwitchId>
<InternetChargeType>4</InternetChargeType>
<VpcId>vpc-bplaevy8******x*x*5cm</VpcId>
<SlaveZoneId>cn-hangzhou-d</SlaveZoneId>
<NetworkType>vpc</NetworkType>
<MasterZonelId>cn-hangzhou-b</MasterZoneId>
<CreateTime>2018-11-08T20:21Z</CreateTime>
<Address>192.168.0.**</Address>
<RegionId>cn-hangzhou</RegionId>
<AddressType>intranet</AddressType>
<PayType>PayOnDemand</PayType>
<LoadBalancerStatus>active</LoadBalancerStatus>
</LoadBalancer>
</LoadBalancers>
<RequestId>1C7445CB-C21C-4C19-9A3C-65C3190D1944</RequestId>

</DescribeloadBalancersResponse>

Json format
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"PageNumber": 1,
"TotalCount": 1,
"PageSize": 50,
"LoadBalancers": {
"LoadBalancer": [
{
"CreateTimeStamp": 1541679713000,

"LoadBalancerName": "lb-bplo94dp5icea*****x*xxm"
"RegionIdAlias": "hangzhou",
"ResourceGroupId": "rg-acfmxazbdp****",
"AddressIPVersion": "ipv4",

"LoadBalancerId": "lb-bplb6c719d******exfucab",

"VSwitchId": "vsw-bpl2mwlf8k******xpmlj",
"InternetChargeType": "4",

"VpcId":
"SlaveZoneId":
"NetworkType" :
"MasterZoneId":
"2018-11-08T20:21z",

"vpc-bplaevy8sof*******5cm",
"cn-hangzhou-d",
llvpc" ,

"cn-hangzhou-b",

"CreateTime":

"Address": "192.168.0.6",
"RegionId": "cn-hangzhou",
"AddressType": "intranet",

"PayType": "PayOnDemand",

"LoadBalancerStatus": "active"

}l
"RequestId": "1C7445CB-C21C-4C19-9A3C-65C3190D1944"

Error codes

For a list of error codes, visit the API Error Center.

6.8. SetLoadBalancerName

Modifies the name of a Server Load Balancer (SLB) instance.

Make the API call

You can use OpenAPI Explorer to make API calls, search for API calls, perform debugging, and generate SDK

example code.

Request parameters

Required
Parameter Type ; a Example value
. . SetLoadBalancerN
Action String Yes

ame

Description

The name of this action.

Value: SetLoadBalancerName
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Parameter Type

LoadBalancerld String

LoadBalancerNam

Strin
e g

Regionld String

Response parameters

Parameter Type
Requestld String
Examples

Request example

Required _—
; q Example value Description
lb-
Yes bp1b6c719dfad8e The ID of the SLB instance.
*kkkkk
The name of the SLB instance.
The name must be 2 to 128 characters in
Yes abcl length. It can contain letters, numbers,
periods (.), underscores (_), and hyphens
(=)
The ID of the region to which the SLB
instance belongs.
Yes cn-hangzhou To query the region ID, refer to the list
of regions and zones or call
DescribeRegions.
Example value Description

CEF72CEB-54B6-4AE8-
B225-F876FF7BA984

http(s) ://[Endpoint]/? Action=SetLoadBalancerName
&LoadBalancerId=lb-bplb6c719dfal8e*****x*

&LoadBalancerName=abcl

&<CommonParameters>

Response example

xML  format

<SetLoadBalancerStatusResponse>
<RequestId>3C7F675E-9F82-4806-BA47-FF57E3ACC850</RequestId>

</SetLoadBalancerStatusResponse>

Json format

{

"RequestId":"3CT7F675E-9F82-4806-BA47-FF57E3ACC850"

}

Errors

The ID of the request.
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For a list of error codes, visit the API Error Center.

6.9. SetLoadBalancerStatus

Modifies the state of a Classic Load Balancer (CLB) instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to
SetLoadBalancers perform.

tatus Set the value to
SetLoadBalancerStatus.

Action String Yes

lb-
LoadBalancerld String Yes bp1b6c719dfal8e The ID of the CLB instance.

*kkkkk

The state of the CLB instance. Valid
values: active and inactive.

e active (default)

If a CLB instance is in the active state,
listeners of the CLB instance can
forward traffic based on forwarding
rules.

By default, newly created CLB

LoadBalancersStat instances are in the active state.
String Yes active

us ® jnactive

If a CLB instance is in the inactive
state, listeners of the CLB instance do
not forward traffic.

@ Note |If all listeners of a CLB
instance are deleted, the CLB
instance automatically switches to
the inactive state.
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Parameter Type Required Example Description
The ID of the region where the CLB
instance is deployed.

Regionld String Yes cn-hangzhou You can query region IDs from the
Regions and zones list or by calling the

DescribeRegions operation.

Response parameters

Parameter Type Example Description

CEF72CEB-54B6-4AE8-

B225-F876FF7BA084 The ID of the request.

Requestlid String
Examples
Sample requests

http(s) ://[Endpoint]/? Action=SetLoadBalancerStatus
&LoadBalancerId=lb-bplb6c719dfal8e*****x*
&LoadBalancerStatus=active

&<Common request parameters>

Sample success responses

xML  format

<SetLoadBalancerStatusResponse>
<RequestId>E6DDFE22-F019-4F34-B8DD-FD14973450A6</RequestId>

</SetLoadBalancerStatusResponse>
Jgson format

"RequestId": "E6DDFE22-F019-4F34-B8DD-FD14973450A6"

Error codes

For a list of error codes, visit the API Error Center.

6.10. ModifyLoadBalancerinternetSpec

You can call the ModifyLoadBalancerinteretSpec APIto modify the billing method for an Internet SLB
instance.

e Modify the peak bandwidth for an instance that is charged by bandwidth. The operation takes effect
immediately after the modification.

e Change the billing method fromtraffic-based billing to bandwidth-based billing. This operation takes
effect from 00:00 the next day.
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e Change the billing method from bandwidth-based billing to traffic-based billing. T his operation takes

effect from 00:00 the next day.

Debug

Click here to perform a debug operation in OpenAPI Explorer and automatically generate an SDK code

example.

Request parameters

Name

Action

LoadBalancerld

Regionld

AutoPay

Bandwidth

Type

String

String

String

Boolean

Integer

Required
?

Yes

Yes

Yes

No

No

Example value

ModifyLoadBalanc
erinternetSpec

lb-
bp1b6c719dfad8e
xfucas

cn-hangzhou

false

10

Description

The action to perform. Valid
value:ModifyLoadBalancerinternetSp
ec

The ID of the SLB instance

The region to which the SLB instance
belongs.

You can query the region ID by referring
to the list ofregions and zones, or by
calling theDescribeRegionsAPI.

Whether to automatically pay the bill of
a Subscription Internet instance. Valid
values:true | false (default value).

The peak bandwidth of an Internet
instance that is billed by bandwidth.

Valid values: 1-5000 Mbit/s (the peak
bandwidth varies by region).

@ Note This parameter is not
required for the instance that is
billed by traffic (the value of
thelnternetChargeTypeparameter
ispaybytraffic).
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Required

Name Type ; Example value Description
The billing method of an Internet
instance. Valid values:
e paybytraffic: billed by traffic
InternetChargeTyp . .
o String No paybytraffic
@ Note If you do not specify
this parameter, the original billing
method is maintained.
OwnerAccount String No OwnerAccount OwnerAccount
Response para meters
Name Type Example value Description
Orderld Long 201429619788910 The order ID of a Subscription instance

) CEF72CEB-54B6-4AE8-
Requestld String B225-F876FF7BA084 The ID of the request
Examples
Request example

http(s) ://[Endpoint]/? Action=ModifyLoadBalancerInternetSpec
&LoadBalancerId=lb-bplb6c719dfal8exfucab

&<CommonParameters>

Normal response examples

xML  format

<ModifylLoadBalancerInternetSpecResponse>
<RequestId>E4DD2D80-8DC0-4A2E-BFBA-BE983A31AFED</RequestId>
</ModifyLoadBalancerInternetSpecResponse>

Json format
{

"RequestId":"E4DD2D80-8DCO-4A2E-BFBA-BE983A31AFED"
}

Error codes
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HttpCode Error code

400 Operation.NotAllowe
d

400 Operation.NotAllowe
d

400 Operation.NotAllowe
d
0] tion.NotAll

400 peration.NotAllowe
d

400 Operation.NotAllowe

d

Click here to view the error codes.

Error message

Operation Denied. Unfinished
order exists.

Operation Denied. Unfinished
purchase exists.

Operation Denied. Prepay instance
only permitted to modify internet
bandwidth.

Operation Denied. Prepay instance
only permitted to increase
internet bandwidth.

Operation Denied. The Purchase
status of the instance is not valid.

Description

The operation is not allowed. An
unfinished purchase order exists.

The operation is not allowed. An
unfinished purchase order exists.

The operation is not allowed. An
unfinished purchase order exists.

The operation is not allowed. An
unfinished purchase order exists.

The operation is not allowed. An
unfinished purchase order exists.

6.11. SetLoadBalancerDeleteProtection

Sets the status of the deletion protection function.

Debug

Use OpenAPl Explorer to perform debug operations and generate SDK code examples.

Request parameters

Parameter Type

Action String
DeleteProtection String
LoadBalancerld String
Regionld String

Response parameters

Required
?

Yes

Yes

Yes

Yes

Example value

SetLoadBalancerD
eleteProtection

off

lb-
bp1b6c719dfad8e

*kkkk

cn-hangzhou

Description

The name of this action.

Value:
SetLoadBalancerDeleteProtection

The status of the deletion protection
function.

Valid values: on | off

The ID of the SLB instance.

The region ID of the SLB instance.

To query the region ID, call
DescribeRegions.
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Parameter Type Example value Description

791D8B68-AEQF-

Requestld String 4174-AF54- The ID of the request.

088C8B3C5D54

Examples

Request example

http(s) ://[Endpoint]/? Action=SetLoadBalancerDeleteProtection
&DeleteProtection=off

&LoadBalancerId=lb-bplb6c719dfal8e****x*

&RegionId=cn-hangzhou

&<CommonParameters>

Response examples

xML  format

<SetLoadBalancerDeleteProtectionResponse>
<RequestId>791D8B68-AEQ0F-4174-AF54-088C8B3C5D54</RequestId>

</SetLoadBalancerDeleteProtectionResponse>

Json format

{
"RequestId":"791D8B68-AEOF-4174-AF54-088C8B3C5D54"

}

Error codes

See common error codes.

6.12.

SetLoadBalancerModificationProtection

Enables or disables modification protection for a Server Load Balancer (SLB) instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of

the operation for different SDKs.

Request Parameters

Parameter Type Required Example Description

79
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Parameter Type
Action String
LoadBalancerld String

ModificationProte

. Strin
ctionStatus 9
Regionld String
ModificationProte .
String

ctionReason

Response parameters

Field Type
Requestld String
Examples

Sample request

Required Example

SetLoadBalancerM

Yes odificationProtecti
on
lb-
Yes bp1b6c719dfal8e
Yes ConsoleProtection
Yes cn-hangzhou
Modif
No Y

configurations

Description

The operation that you want to
perform. Set the value to
SetLoadBalancerModifyProtection.

The ID of the SLB instance.

The modification protection state of the
SLB instance:

® NonProtection: disables
modification protection. After you
disable modification protection, the
value of ModificationProtectionR
eason is cleared.

e ConsoleProtection: enables
modification protection.

The ID of the region where the SLB
instance is deployed.

You can call the DescribeRegions
operation to query region IDs.

Enter the reason why you want to
enable modification protection. The
value must be 1 to 80 characters in
length. It must start with a letter and
can contain digits, periods (.),
underscores (_), and hyphens (-).

@ Note This parameter is
required only when
ModificationProtectionStatus

is set to ConsoleProtection.

Example Description

791D8B68-AEQF-

4174-AF54- The ID of the request.

088C8B3C5D54
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http(s) :// [Endpoint]/? Action=SetLoadBalancerModificationProtection

&LoadBalancerId=lb-bplb6c719dfal8e****x*
&ModificationProtectionStatus=ConsoleProtection
&RegionId=cn-hangzhou

&<Common request parameters>

Sample success responses

xML  format

<RequestId>791D8B68-AE0F-4174-AF54-088C8B3C5D54</RequestId>

Json format

{"RequestId":"791D8B68-AE0F-4174-AF54-088C8B3C5D54" }

Errors

For a list of error codes, visit the APIError Center.
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7.UDP listeners
7.1. CreateLoadBalancerUDPListener

Creates a UDP listener.

You cannot query the source IP addresses of requests if you create UDP listeners for a Classic Load Balancer

(CLB) instance that is deployed in a classic network.

@ Note Newly created listeners are inthe stopped state. After a listener is created, you can call
the StartLoadBalancerListener operation to start the listener. Afterthe listeneris started, the listener
can forward traffic to backend servers.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to

CreateLoadBalanc perform.

Action String Yes .
erUDPListener Set the value to
CreateLoadBalancerUDPListener.
The maximum bandwidth value of the
listener.
Valid values: -1 and 1 to 5120.
Bandwidth Integer Yes 34
® -1: For a pay-by-data-transfer
Internet-facing CLB instance, you can
set the value to -1. This indicates that
the bandwidth is unlimited.
The frontend port that is used by the
ListenerPort Integer Yes 80 CLB instance.
Valid values: 1 to 65535.
lb-
LoadBalancerld String Yes bplygod3yctvgly The ID of the CLB instance.
7******
The ID of the region where the CLB
Regionld String Yes cn-hangzhou 9

instance is deployed.
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Parameter Type Required Example Description

The backend port that is used by the CLB

instance. Valid values: 1 to 65535.
BackendServerPort Integer No 80
If the VServerGroupld parameter is not

set, this parameter is required.

The scheduling algorithm. Valid values:

e wrr (default): Backend servers with
higher weights receive more requests
than those with lower weights.

® rr: Requests are distributed to
backend servers in sequence.

e sch: specifies consistent hashing that
is based on source IP addresses.
Requests from the same source IP
address are distributed to the same
backend server.

e tch: specifies consistent hashing that
Scheduler String No WIT is based on four factors: source IP

address, destination IP address,
source port number, and destination
port number. Requests that contain
the same preceding information are
distributed to the same backend
server.

® qch: specifies consistent hashing that
is based on QUIC connection IDs.
Requests that contain the same QUIC
connection ID are distributed to the
same backend server.

Only guaranteed-performance CLB
instances support sch, tch, and qgch.

The number of consecutive successful
health checks that must occur before an
unhealthy backend server is declared
HealthyThreshold Integer No 4 healthy. In this case, the health check
state is changed from fail to success.

Valid values: 2 to 10.

The number of consecutive failed health
checks that must occur before a healthy
backend server is declared unhealthy. In
Integer No 4 this case, the health check state is
changed from success to fail.

UnhealthyThreshol
d

Valid values: 2 to 10.
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Parameter

HealthCheckConne
ctTimeout

HealthCheckConne
ctPort

healthCheckinterv
al

healthCheckReq

healthCheckExp

VServerGroupld

MasterSlaveServer
Groupld

Aclid

Type

Integer

Integer

Integer

String

String

String

String

String

Required

No

No

No

No

No

No

No

No

Example

100

80

hello

ok

rsp-cige6j****8

rsp-0bfucwu****

123

Description

The time period to wait for a health
check response.

If a backend Elastic Compute Service
(ECS) instance does not send an
expected response within the specified
period of time, the ECS instance is
considered unhealthy.

Valid values: 1 to 300. Unit: seconds.

The port that is used for health checks.
Valid values: 1 to 65535.

If this parameter is not set, the port that
is specified in BackendServerPort is
used for health checks.

The time interval between two
consecutive health checks.

Valid values: 1 to 50. Unit: seconds.

The request string for UDP listener
health checks. The string must be 1 to
64 characters in length and can contain
only letters and digits.

The response string for UDP listener
health checks. The string must be 1 to
64 characters in length and can contain
only letters and digits.

The ID of the vServer group.

The ID of the primary/secondary server
group.

@ Note You cannot specify the
vServer group ID and
primary/secondary server group ID
at the same time.

The ID of the access control list (ACL) to
which the listener is bound.

This parameter is required if the
AclStatus parameter is set to on.
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Parameter Type Required Example Description

The type of the ACL. Valid values:

e white: specifies the ACL as the
whitelist. Only requests from the IP
addresses or CIDR blocks in the ACL
are forwarded. The whitelist applies
to scenarios where you want to allow
only specific IP addresses to access an
application. After a whitelist is
configured, only IP addresses in the
whitelist can access the CLB listener,
which can lead to specific business
risks.

After a whitelist is enabled for a

listener, if no IP address is added to

the whitelist, the listener does not
AclType String No white distribute requests.

® black: All requests from IP addresses
or address segments set in the
selected RAM policy group will not be
forwarded. Blacklist is applicable to
scenarios where applications only
restrict access to certain IP addresses.

If the blacklist is enabled but the
corresponding ACL does not contain IP
addresses, the CLB listener forwards
all requests.

This parameter takes effect if the
AclStatus parameter is set to on.

Specifies whether to enable the access

control feature.
AclStatus String No off
Valid values: on and off. Default value:

off.

The description of the listener.

The description must be 1 to 80
characters in length, and can contain
letters, digits, hyphens (-), forward
slashes (/), periods (.),and underscores

Description Strin No test
P K (). Chinese characters are supported.
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Response parameters

Parameter Type
Requestlid String
Examples

Sample requests

Example

06FO0FBB-3D9E-4CCE-
9D43-1A6946A75456

http(s) ://[Endpoint]/?Action=CreatelLoadBalancerUDPListener

&Bandwidth=34
&ListenerPort=80

&LoadBalancerId=lb-bplygod3yctvgly7****x*x*

&<Common request parameters>

Sample success responses

xML  format

<CreateLoadBalancerUDPListenerResponse>

<RequestId>06F00FBB-3D9E-4CCE-9D43-1A6946A75456</RequestId>

</CreateloadBalancerUDPListenerResponse>

Json format

"RequestId": "06FO00FBB-3D9E-4CCE-9D43-1A6946A75456"

Error codes

HttpCode Error code

Abs.VServerGroupldA
400 ndMasterSlaveServer
Groupld.MissMatch

400 LbNotSupportTcpssl

400 LbSupportTcpsslOnly

Error message

The parameters VServerGroupld
or MasterSlaveServerGroupld miss
match.

You cannot create a TCP SSL type
listener for the specified load
balancer.

The specified load balancer
supports TCP SSL type listener
only.

Description

The ID of the request.

Description

The error message returned
because the VServerGroupld
parameter or the
MasterSlaveServerGroupld
parameter does not match.

The error message returned
because the specified instance
does not allow you to create
tcpssl listeners.

The error message returned
because the specified instance
allows you to create only tcpssl
listeners.
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HttpCode Error code Error message Description
The error message returned
400 ListenerNotSupportR You cannot create a rule for the because the specified listener
ule specified listener. does not allow you to create
forwarding rules.
The error message returned
400 InvalidParamLength.H The length of the parameter because the value of the
ealthCheckReq HealthCheckReq is invalid. HealthCheckReq parameter is

400

VipNotSupportQuicV
ersion

The listener does not support the
parameter of QuicVersion.

For a list of error codes, visit the API Error Center.

7.2. SetLoadBalancerUDPListenerAttribute

Modifies the configurations of a UDP listener.

Debugging

invalid in length.

The error message returned
because the listener does not
support the QuicVersion
parameter.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameters

Parameter

Action

ListenerPort

LoadBalancerld

Regionld

Type Required
String Yes
Integer Yes
String Yes
String Yes

Example

SetLoadBalancerU
DPListenerAttribut
e

80

lb-
bp1rtfnodmywb4
3ecudsf-c****

cn-hangzhou

Description

The operation that you want to
perform.

Set the value to
SetLoadBalancerUDPListenerAttribu
te.

The frontend port that is used by the
Server Load Balancer (SLB) instance.

Valid values: 1 to 65535.

The ID of the SLB instance.

The ID of the region where the SLB
instance is deployed.
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Parameter

Bandwidth

Scheduler

Type

Integer

String

Required

No

No

Example

wirr

Description

The maximum bandwidth value for the
listener. Valid values:

® -1: For a pay-by-data-transfer
Internet-facing SLB instance, you can
set the value to -1. This indicates that
the bandwidth is unlimited.

® 1 t05120: For a pay-by-bandwidth
Internet-facing SLB instance, you can
specify the maximum bandwidth
value for each listener. The sum of
maximum bandwidth values of all
listeners cannot exceed the maximum
bandwidth value of the SLB instance.

The scheduling algorithm. Valid values:

e wrr: Backend servers that have higher
weights receive more requests than
those that have lower weights.

If two backend servers have the same
weight, the backend server with fewer
connections is expected to receive
more requests.

® rr: Requests are sequentially
distributed to backend servers. This is
the default forwarding algorithm.

® sch: specifies consistent hashing that
is based on source IP addresses.
Requests from the same source IP
address are distributed to the same
backend server.

e tch: specifies consistent hashing that
is based on four factors: source IP
address, destination IP address,
source port number, and destination
port number. Requests that contain
the same preceding information are
distributed to the same backend
server.

e gch: specifies consistent hashing that
is based on QUIC connection IDs.
Requests that contain the same QUIC
connection ID are distributed to the
same backend server.

@ Note Only guaranteed-
performance SLB instances support
sch, tch, and qch.
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Parameter Type Required Example Description

Specifies the number of successful
health checks that must be
consecutively performed before a

HealthyThreshold Integer No 4 backend server can be declared healthy
(from fail to success).

Valid values: 2 to 10.

Specifies the number of times that a
healthy backend server must

UnhealthyT hreshol consecutively fail health checks before it
d Integer No 4 is declared unhealthy (from success to
fail).

Valid values: 2 to 10.

The timeout period of a health check
response. If a backend Elastic Compute
Service (ECS) instance does not send an
expected response within the specified
period of time, the ECS instance is
considered unhealthy.

Valid values: 1 to 300.

@ Note If the value of the
HealthCheckConnectTimeout
Hea.lthCheckConne Integer NoO 100 parameter is smaller than that of
ctTimeout the HealthCheckinterval
parameter, the value of the
HealthCheckConnectTimeout
parameter is ignored and the value
of the HealthCheckinterval
parameter is regarded as the

waiting period.

HealthCheckConne The port that is used for health checks.
Integer No 80
ctPort Valid values: 1 to 65535.

The time interval between two

HealthCheckinterv Integer No 5 consecutive health checks.
al

Valid values: 1 to 50. Unit: seconds.
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Parameter Type
healthCheckReq String
healthCheckExp String
VServerGroup String
VServerGroupld String

MasterSlaveServer

Strin
Groupld ¢
MasterSlaveServer )
String
Group
Aclid String

Required

No

No

No

No

No

No

No

Example

hello

ok

on

rsp-cigee******

rsp-0bfuc*****

on

off

Description

The request string for UDP listener
health checks. The string must be 1 to
64 characters in length and can contain
only letters and digits.

The response string for UDP listener
health checks. The string must be 1 to
64 characters in length and can contain
only letters and digits.

Specifies whether to use a vServer
group.

Valid values: on and off.

@ Note The value of
VserverGroup and the value of
MasterSlaveServerGroup cannot
be on at the same time.

The ID of the vServer group.

The ID of the primary/secondary server
group.

@ Note You cannot specify the
vServer group ID and
primary/secondary server group ID
at the same time.

Specifies whether to use a
primary/secondary server group.

Valid values: on and off.

The value of VserverGroup and the
value of MasterSlaveServerGroup
cannot be set to on at the same time.

The ID of the access control list (ACL) to
which the listener is bound.

This parameter is required when the
AclStatus parameter is set to on.
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Parameter Type Required Example Description

The type of the ACL. Valid values:

e white: specifies the ACL as the
whitelist. Only requests from the IP
addresses or CIDR blocks in the ACL
are forwarded. Whitelists apply to
scenarios that require you to allow
only specific IP addresses to access an
application.

Risks may occur if the whitelist is
improperly set.

After the whitelist is enabled, only IP
addresses in the whitelist can access
the SLB listener.

If the whitelist is enabled without IP
addresses specified, the SLB listener

. ) does not forward requests.
AclType String No white

® black: specifies the ACL as the
blacklist. All requests from the IP
addresses or CIDR blocks in the ACL
are rejected. Blacklists apply to
scenarios that require you to block
access from specific IP addresses to
an application.

If the blacklist is enabled but the
corresponding ACL does not contain IP
addresses, the SLB listener forwards
all requests.

@ Note This parameter takes
effect when the AclStatus
parameter is set to on.

Specifies whether to enable the access
AclStatus String No off control feature.

Valid values: on and off.

Description String No test The description of the listener.

Res ponse param eters
Parameter Type Example Description

CEF72CEB-54B6-4AE8-

B225-F876FF7BA984 The ID of the request.

Requestlid String
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Examples

Sample requests

http(s) ://[Endpoint]/?Action=SetLoadBalancerUDPListenerAttribute
&ListenerPort=80
&LoadBalancerId=lb-bplrtfnodmywb43ecudsf-c****

&<Common request parameters>

Sample success responses

xML  format

<SetLoadBalancerUDPListenerAttributeResponse>
<RequestId>A0F0643E-D653-4F6F-A67F-205B2A92BE18</RequestId>
</SetlLoadBalancerUDPListenerAttributeResponse>

Json format

"RequestId": "AOF0643E-D653-4F6F-A67F-205B2A92BE18"

Error codes

HttpCode Error code Error message Description

The error message returned

400 InvalidParamLength.H The length of the parameter because the value of
ealthCheckReq HealthCheckReq is invalid. HealthCheckReq is invalid in
length.
The error message returned
400 InvalidParamLength.H = The length of the parameter because the value of
ealthCheckExp HealthCheckExp is invalid. HealthCheckReq is invalid in
length.
The error message returned
400 VipNotSupportQuicV The listener does not support the because the listener does not
ersion parameter of QuicVersion. support the QuicVersion
parameter.

For a list of error codes, visit the API Error Center.

7.3.
DescribeLoadBalancerUDPListenerAttribute

Queries the configurations of a UDP listener.

Debugging
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OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to

DescribeLoadBala perform.
Action String Yes ncerUDPListenerAt Set the value to
tribute DescribeLoadBalancerUDPListenerAt
tribute.

The frontend port that is used by the
ListenerPort Integer Yes 80 Classic Load Balancer (CLB) instance.

Valid values: 1 to 65535.

lb-
LoadBalancerld String Yes bp1rtfnodmywb4 The ID of the CLB instance.
3e*****
The ID of th i here the CLB
Regionid String Yes cn-hangzhou . cPo . e region where the C
instance is deployed.
Response para meters
Parameter Type Example Description
ListenerPort Integer 53 The frontend port that is used by the CLB
instance.
The backend port that is used by the CLB
instance.
BackendServerP
ort Integer %0 @ Note If the listener is associated

with a vServer group, this parameter is
not returned.
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Parameter Type Example Description

The maximum bandwidth value of the listener.
Unit: Mbit/s. Valid values:

® -1: For a pay-by-data-transfer Internet-
facing CLB instance, this value is set to -1.
This indicates that the maximum bandwidth

value is unlimited.
B idth | -1
andwidt nteger ® 1 to5120: For a pay-by-bandwidth

Internet-facing CLB instance, you can specify
a maximum bandwidth value for each
listener. The sum of maximum bandwidth
values that you set for all listeners cannot
exceed the maximum bandwidth value of
the CLB instance.

The status of the listener. Valid values:

Status String stopped e running: The listener runs as expected.

e stopped: The listener is stopped.

The scheduling algorithm. Valid values:

e wrr (default): Backend servers with higher
Scheduler String WIT weights receive more requests than
backend servers with lower weights.

® rr: Requests are distributed to backend
servers in sequence.

Indicates whether health checks are enabled.

HealthCheck String on
Valid values: on and off. Default value: on.
The number of consecutive health check
successes before a backend server is declared
as healthy. The number of health checks that

HealthyThreshol an unhealthy backend server must

Integer 4 . .
d consecutively pass before it can be declared

healthy. In this case, the health check state is
changed from fail to success. Valid values: 2
to 10.

The number of consecutive health check
failures before a backend server is declared
unhealthy. The number of health checks that a
Integer 4 healthy backend server must consecutively fail
before it can be declared unhealthy. In this
case, the health check state is changed from
success to fail. Valid values: 2 to 10.

UnhealthyT hres
hold
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Parameter Type Example Description

The timeout period of a health check
response. If a backend Elastic Compute Service
HealthCheckCon (ECS) instance does not send an expected

nectTimeout Integer 100 response within the specified period of time,
the ECS instance is considered unhealthy. Valid
values: 1 to 300. Unit: seconds.
The port that is used for health checks. Valid
values: 1 to 65535. If this parameter is not
set, the port specified by BackendServerPort is
HealthCheckCon used for health checks.
Integer 8080
nectPort
@ Note This parameter takes effect
only if the HealthCheck parameter is set
to on.
HealthCheckinte Integer 5 The interval between two consecutive health
rval checks. Valid values: 1 to 50. Unit: seconds.
VServerGroupld String rsp-Cige6j** The ID of the vServer group that is associated
with the listener.
Aclid String 123943%*** The ID of the access control list (ACL).
Indicates whether the access control feature is
AclStatus String off enabled. Valid values: on and off. Default

value: off.
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Parameter Type Example Description

The type of ACL. Valid values:

e white: a whitelist. Only requests from the
IP addresses or CIDR blocks in the ACL are
forwarded. Whitelists apply to scenarios
where you want to allow only specified IP
addresses to access an application.

Your business may be affected if the
whitelist is not set properly. After a
whitelist is configured, only IP addresses in
the whitelist can access the CLB listener. If
you enable a whitelist but the whitelist

AclType String white does not contain an IP address, the listener
forwards all requests.

e black: ablacklist. All requests from the IP
addresses or CIDR blocks in the ACL are
blocked. A blacklist is suitable for scenarios
in which you want to block access from
specific IP addresses or CIDR blocks to an
application.

If you enable a blacklist but the blacklist
does not contain an IP address, the CLB
listener forwards all requests.

Description String test The description of the listener.

The response string for the health checks of
the UDP listener. The string must be 1 to 64
characters in length, and can contain letters
and digits.

HealthCheckExp String ok

The request string for UDP listener health
HealthCheckReq String hello checks. The string must be 1 to 64 characters
in length, and can contain letters and digits.

MasterSlaveServ The ID of the primary/secondary server grou
String rsp-0bfucw**** . A P y/ . v group
erGroupld that is associated with the listener.

365F4154-92F6-
Requestld String 4AE4-92F8- The ID of the request.
7FF34B540710

Examples

Sample requests
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http(s) ://[Endpoint]/?Action=DescribeloadBalancerUDPListenerAttribute
&ListenerPort=80
&LoadBalancerId=lb-bplrtfnodmywb43e*****

&<Common request parameters>

Sample success responses

xML  format

<DescribelLoadBalancerUDPListenerAttributeResponse>
<Status>stopped</Status>
<VServerGroupld>rsp-cige6j****</VServerGroupId>
<ListenerPort>53</ListenerPort>
<HealthCheckInterval>5</HealthCheckInterval>
<Description>test</Description>
<RequestId>365F4154-92F6-4AE4-92F8-7FF34B540710</RequestId>
<UnhealthyThreshold>4</UnhealthyThreshold>
<Scheduler>wrr</Scheduler>
<AclId>123943****</AclId>
<HealthCheckConnectTimeout>100</HealthCheckConnectTimeout>
<HealthCheck>on</HealthCheck>
<BackendServerPort>90</BackendServerPort>
<HealthCheckReg>hello</HealthCheckReqg>
<HealthCheckConnectPort>8080</HealthCheckConnectPort>
<AclStatus>off</AclStatus>
<HealthyThreshold>4</HealthyThreshold>
<HealthCheckExp>ok</HealthCheckExp>
<Bandwidth>-1</Bandwidth>
<MasterSlaveServerGroupId>rsp-Obfucw****</MasterSlaveServerGroupId>
<AclType>white</AclType>

</DescribelLoadBalancerUDPListenerAttributeResponse>

Json format
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"Status": "stopped",

"VServerGrouplId": "rsp-cige6j*xFx",

"ListenerPort": 53,
"HealthCheckInterval": 5,

"Description”: "test",

"RequestId": "365F4154-92F6-4AE4-92F8-7FF34B540710",

"UnhealthyThreshold": 4,
"Scheduler": "wrr",
"AclId": "123943****",

"HealthCheckConnectTimeout": 100,

"HealthCheck": "on",
"BackendServerPort": 90,
"HealthCheckReg": "hello",
"HealthCheckConnectPort": 8080,
"AclStatus": "off",
"HealthyThreshold": 4,
"HealthCheckExp": "ok",
"Bandwidth": -1,

"MasterSlaveServerGroupId": "rsp-Obfucw****",

"AclType": "white"

Error codes

For a list of error codes, visit the APIError Center.
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8.TCP listeners
8.1. CreateLoadBalancerTCPListener

Creates a TCP listener.

@ Note Newly created listeners are in the Stopped state. After a listener is created, you must call
the StartLoadBalancerListener operation to start the listenerto forward traffic.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to

CreateLoadBalanc perform.

erT CPListener Set the value to
CreateLoadBalancerTCPListener.

Action String Yes

The maximum bandwidth value of the
listener. Valid values: -1 and 1 to 5120.

-1: For a pay-by-data-transfer Internet-
facing SLB instance, you can set the
value to -1. This indicates that the
bandwidth is unlimited.

Bandwidth Integer ves . 1to 5120: For a pay-by-bandwidth

Internet-facing SLB instance, you can
specify a bandwidth cap for each
listener. The sum of maximum
bandwidth values that you set for all
listeners cannot exceed the maximum
bandwidth value of the SLB instance.

The frontend port that is used by the

ListenerPort Integer Yes 80 SLB instance.

Valid values: 1 to 65535.

lb-
LoadBalancerld String Yes bp1b6c719dfal8e The ID of the SLB instance.

Fkkk
X
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Parameter Type

Regionld String

BackendServerPort Integer

Scheduler String

Required

Yes

No

No

Example

cn-hangzhou

80

wirr

Description

The region where the SLB instance is
created.

You can query the most recent region
list from the Regions and zones list or
by calling the DescribeRegions
operation.

The backend port that is used by the SLB
instance.

Valid values: 1 to 65535.

If the VServerGroupld parameter is not
set, this parameter is required.

The scheduling algorithm. Valid values:

e wrr (default): Backend servers that
have higher weights receive more
requests than those that have lower
weights.

® rr: Requests are sequentially
distributed to backend servers.

e sch: specifies consistent hashing that
is based on source IP addresses.
Requests from the same source IP
address are distributed to the same
backend server.

e tch: specifies consistent hashing that
is based on four factors: source IP
address, destination IP address,
source port number, and destination
port number. Requests that contain
the same preceding information are
distributed to the same backend
server.

@ Note Only guaranteed-
performance SLB instances support
sch and tch.

The consistent hashing (CH) algorithm is
supported in the following regions:

® Japan (Tokyo)
® |ndia (Mumbai)

® Singapore Zone B and Singapore Zone
C

® Australia (Sydney)
e Malaysia (Kuala Lumpur)

® |ndonesia (Jakarta)
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. e Germany (Frankfurt)
Parameter Type Required Example Description

e UK (London)
e UAE (Dubai)
e US (Silicon Valley)
e US (Virginia)

e Hongkong Zone B and Hongkong
Zone C

® Beijing Zone C, Beijing Zone D, Beijing
Zone E, Beijing Zone F, Beijing Zone G,
and Beijing Zone H.

® Chengdu Zone A

® Hangzhou Zone B, Hangzhou Zone C,
Hangzhou Zone E, Hangzhou Zone F,
Hangzhou Zone |, and Hangzhou Zone
H

® China (Hohhot)
® Qingdao Zone B and Qingdao Zone C

® Shanghai Zone B, Shanghai Zone D,
Shanghai Zone E, Shanghai Zone F,
Shanghai Zone G, Shanghai Zone H,
and Shanghai Zone J.

® Shenzhen Zone B, Shenzhen Zone C,
Shenzhen Zone D, and Shenzhen Zone
E.

® Zhangjiakou Zone A and Zhangjiakou
Zone B

The timeout period of session
persistence.

PersistenceTimeo

ut Integer No 0 Valid values: 0 to 3600. Unit: seconds.
Default value: 0. This indicates that

session persistence is disabled.

EstablishedTimeo The timeout period of connections.
Integer No 500
ut Valid values: 10 to 900. Unit: seconds.

The number of consecutive successful
health checks that must occur before an
unhealthy backend server is declared
healthy. In this case, the health check
HealthyThreshold Integer No 4 state is changed from fail to success.

Valid values: 2 to 10.
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Parameter

UnhealthyT hreshol
d

HealthCheckConne
ctTimeout

HealthCheckConne
ctPort

healthCheckinterv
al

HealthCheckDomai
n

Type Required Example
Integer No 4

Integer No 100

Integer No 80

Integer No 3

String No 172.XX.XX.6

Description

The number of consecutive failed health
checks that must occur before a healthy
backend server is declared unhealthy. In
this case, the health check state is
changed from success to fail.

Valid values: 2 to 10.

The timeout period of a health check.
Valid values: 1 to 300. Unit: seconds.

Default value: 5.

The port that is used for health checks.
Valid values: 1 to 65535.

If this parameter is not set, the port
specified by BackendServerPort is used
for health checks.

The time interval between two
consecutive health checks.

Valid values: 1 to 50. Unit: seconds.

The domain name that is used for health
checks. Valid values:

e $ ip: The private IP address of the
backend server. If the $_ip parameter
is set or the HealthCheckDomain
parameter is not set, SLB uses the
private IP addresses of backend
servers as the domain names for
health checks.

® domain: The domain name must be
1 to 80 characters in length, and can
contain only letters, digits, periods
(.),and hyphens (-).
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Parameter Type

HealthCheckURI String

HealthCheckHttpC

Stri
ode ring

HealthCheckType String

VServerGroupld String

MasterSlaveServer

Groupld String

Required

No

No

No

No

No

Example

/test/index.html

http_2xx,http_3xx

tcp

rsp-cige6j****

rsp-0bfucw****

Description

The URI that is used for health checks.
The URI must be 1 to 80 characters in
length, and can contain letters, digits,
hyphens (-), forward slashes (/), periods
(.), percent signs (%), number signs (#),
and ampersands (&). The URI must start
with a forward slash (/) but cannot be a
single forward slash (/).

You can set this parameter when the
TCP listener requires HTTP health checks.
If you do not set this parameter, TCP
health checks are performed.

The HTTP status code that indicates a
successful health check. Separate
multiple HTTP status codes with
commas (,).

Valid values:
e http_2xx(default value)
® http_3xx
® http_4xx
® http_5xx

The type of health check.
Valid values:

® tcp(default value)

e http

The ID of the vServer group.

The ID of the primary/secondary server
group.

@ Note You cannot specify the
vServer group ID and
primary/secondary server group ID
at the same time.
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Parameter Type Required Example Description

The ID of the Access Control List (ACL) to

which the listener is bound.
Aclid String No 1323
This parameter is required when the

AclStatus parameteris set to on.

The type of ACL.

e white: specifies the ACL as a
whitelist. Only requests from the IP
addresses or CIDR blocks in the ACL
are forwarded. Whitelists apply to
scenarios where only specific IP
addresses are allowed to access an
application.

Risks may occur if the whitelist is
improperly set.

After you set a whitelist for an SLB
listener, only requests from IP
addresses that are added to the
whitelist are distributed by the
listener.

AclType String No black If the whitelist is enabled without IP
addresses specified, the SLB listener
does not forward requests.

® black: specifies the ACL as a blacklist.
All requests from the IP addresses or
CIDR blocks in the ACL are rejected.
Blacklists apply to scenarios that
require you to block access from
specific IP addresses to an
application.

If the blacklist is enabled but the
corresponding ACL does not contain IP
addresses, the SLB listener forwards
all requests.

This parameter takes effect if the
AclStatus parameter is set to on.

Specifies whether to enable the access
control feature.

AclStatus String No off Valid values:

® on

e off(default value)
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Parameter Type Required Example Description

The description of the listener.

The description must be 1 to 80
Description String No Createlisteners. characters in length, and can contain
letters, digits, hyphens (-), forward
slashes (/), periods (.),and underscores
(_). Chinese characters are supported.

Specifies whether to enable connection
draining. Valid values:

ConnectionDrain String No off

® on: enables connection draining.

e off: disables connection draining.

The timeout period for the connection
ConnectionDrainTi draining feature. If ConnectionDrain is
meout Integer No 300 set to on, this parameter is required.

Value values: 10 to 900. Unit: seconds.

Res ponse param eters
Parameter Type Example Description

CEF72CEB-54B6-4AE8-

Requestld Strin
q 9 B225-F876FF7BA984

The ID of the request.

Examples
Sample requests

http(s) ://[Endpoint]/?Action=CreateloadBalancerTCPListener
&Bandwidth=-1

&ListenerPort=80

&LoadBalancerId=lb-bplb6c719dfal8ex***x*

&<Common request parameters>

Sample success responses
xML  format
<CreateLoadBalancerTCPListenerResponse>

<RequestId>CEF72CEB-54B6-4AE8-B225-F876FF7BA984</RequestId>

</CreateLoadBalancerTCPListenerResponse>

Json format

{"RequestId":" CEF72CEB-54B6-4AE8-B225-F876FF7BA984"}

Error codes
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HttpCode Error code
Abs.VServerGroupldA
400 ndMasterSlaveServer
Groupld.MissMatch
400 LbNotSupportTcpssl
400 LbSupportTcpsslOnly
400 tilsetenerNotSupportR

Error message

The parameters VServerGroupld
or MasterSlaveServerGroupld miss
match.

You cannot create a TCP SSL type
listener for the specified load
balancer.

The specified load balancer
supports TCP SSL type listener
only.

You cannot create a rule for the
specified listener.

For a list of error codes, visit the APIError Center.

8.2. SetLoadBalancerTCPListenerAttribute

Modifies the configurations of a TCP listener.

Prerequisites

Description

The error message returned
because the VServerGroupld
parameter or the
MasterSlaveServerGroupld
parameter does not match.

The error message returned
because the specified instance
does not allow you to create
tcpssl listeners.

The error message returned
because the specified instance
allows you to create only tcpssl
listeners.

The error message returned
because the specified listener
does not allow you to create
forwarding rules.

e A Classic Load Balancer (CLB) instance is created. For more information, see CreatelLoadBalancer.

e ATCP listeneris created. For more information, see CreatelLoadBalancerT CPListener.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of

the operation for different SDKs.
Request parameters

Parameter Type

Action String

Required Example Description
The operation that you want to
SetLoadBalancerT perform.
Yes CPListenerAttribut Set the value to
€ SetLoadBalancerT CPListenerAttribu

te.
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Parameter Type Required Example Description

The frontend port that is used by the
CLB instance.

ListenerPort Integer Yes 80
Valid values: 1 to 65535.
lb-
LoadBalancerld String Yes bplygod3yctvgly The ID of the CLB instance.
*kkk
The region ID of the CLB instance.
Regionid String Yes cn-hangzhou You can query the region ID from the
Regions and zones list or by calling the
DescribeRegions operation.
The maximum bandwidth of the listener.
Unit: Mbit/s. Valid values: -1 and 1 to
5120.
® -1: For a pay-by-data-transfer
Internet-facing CLB instance, you can
set this parameter to -1. In this case,
the bandwidth of the listener is
Bandwidth Integer No 43 unlimited.

® 1 to5120: For a pay-by-bandwidth
Internet-facing CLB instance, you can
specify the bandwidth limit of each
listener. The sum of bandwidth limit
values that you set for all listeners
cannot exceed the bandwidth limit of
the CLB instance.
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Parameter Type Required Example Description

The scheduling algorithm. Valid values:

e wrr: Backend servers that have higher
weights receive more requests than
backend servers that have lower
weights.

® rr: Requests are distributed to
backend servers in sequence.

e sch: specifies consistent hashing that
is based on source IP addresses.
Requests from the same source IP
address are distributed to the same
backend server.

e tch: specifies consistent hashing that
is based on the following
parameters: source IP address,
destination IP address, source port,

Scheduler String No wirr o
and destination port. Requests that
contain the same preceding
information are distributed to the
same backend server.
@ Note
® Only high-performance CLB
instances support the sch
and tch algorithms.
® (LB does not support
converting the wrr and rr
algorithms to sch or tch.
You cannot switch the hash
algorithm from one to
another.
The timeout period of session
persistence. Unit: seconds. Valid values:
PersistenceTimeo
Ut Integer No 0 0 to 3600.

The default value is 0, which specifies to
disable session persistence.

The timeout period of connections. Unit:
Integer No 500 seconds.

Valid values: 10 to 900.

EstablishedTimeo
ut
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Parameter Type

HealthyThreshold Integer

UnhealthyT hreshol

d Integer

HealthCheckConne

. Integer
ctTimeout o

Required

No

No

No

Example

100

Description

The number of health checks that an
unhealthy backend server must
consecutively pass before it can be

declared healthy. In this case, the health

check state is changed from fail to
success.

Valid values: 2 to 10.

The number of health checks that a
healthy backend server must
consecutively fail before it can be
declared unhealthy. In this case, the
health check state is changed from
success to fail.

Valid values: 2 to 10.

The timeout period of a health check
response.

If a backend Elastic Compute Service
(ECS) instance does not send an
expected response within the specified
period of time, the ECS instance is
considered unhealthy.

Valid values: 1 to 300.

@ Note If the value of the
HealthCheckConnectTimeout
parameter is smaller than that of
the HealthCheckInterval
parameter, the timeout period
specified by the HCTimeout
parameter is ignored and the period
of time specified by the
HealthCheckinterval parameter is
used as the timeout period.
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Parameter Type Required Example Description

The port that is used for health checks.
HealthCheckConne Valid values: 1 to 65535.

Integer No 8080
ctPort °

If you do not set this parameter, the
port specified by the
BackendServerPort parameter is used.

The time interval between two

HealthCheckinterv consecutive health checks. Unit:

Al Integer No 5 seconds.

Valid values: 1 to 50.

The domain name that is used for health
checks. You can set this parameter when
the TCP listener requires HTTP health
checks. If you do not set this parameter,
TCP health checks are performed.

e $ ip: the private IP address of a
backend server.
HealthCheckDomai

String No 192.168.0.1 If an IP address is specified or the
n

parameter is not set, the CLB instance
uses the private IP address of the
backend server as the domain name
for health checks.

® domain: The domain name must be
1 to 80 characters in length, and can
contain letters, digits, periods (.),and
hyphens (-).

The uniform resource identifier (URI) that
is used for health checks. The URI must
be 1 to 80 characters in length, and can
contain letters, digits, hyphens (-),
forward slashes (/), periods (.), percent
signs (%), question marks (?), number
signs (#), and ampersands (&). The URI
must start with a forward slash (/) but
cannot be a single forward slash (/).

HealthCheckURI String No /test/index.html

You can set this parameter to enable
HTTP health checks for the TCP listener.

If this parameter is not set, TCP health
checks are performed.
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Parameter Type Required Example Description

The HTTP status code that indicates a
successful health check. Separate

HealthCheckHttpC multiple HTTP status codes with

ode String No http_2xx commas (,).

Valid values: http_2xx, http_3xx,
http_4xx, and http_5xx.

The type of health checks. Valid values:

HealthCheckType Strin No tc
P o P tcp and http.
Specifies whether to enable the
SynProxy feature of CLB for protection.
Valid values:
SynProxy String No enable e enable: yes
e disable: no
We recommend that you use the default
value of this parameter.
Specifies whether to use a vServer
group. Valid values:
® on:yes
. e off:no
VServerGroup String No on
@ Note You cannot set both
VserverGroup and
MasterSlaveServerGroup to on.
VServerGroupld String No rsp-cige6j5**** The ID of the vServer group.
The ID of the primary/secondary server
group.
I\G/IastelrjlaveServer String No rsp-cige**** @ Note You can set only one of
roup

the VServerGroupld and
MasterSlaveServerGroupld
parameters.
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Parameter Type Required Example Description

Specifies whether to use a
primary/secondary server group. Valid
values:

MasterSlaveServer

Strin No on ® on:yes
Group 9

e off: no

You cannot set both VserverGroup and
MasterSlaveServerGroup to on.

The ID of the access control list (ACL) to

be associated with the listener.
Aclld String No 12333
If AclStatus is set to on, this parameter

is required.

The type of the ACL. Valid values:

e white: a whitelist. Only requests
from the IP addresses or CIDR blocks
in the network ACL are forwarded.
Whitelists apply to scenarios where
you want to allow only specific IP
addresses to access an application.
Risks may arise if the whitelist is
improperly set. After the whitelist is
set, only requests from IP addresses
that are added to the whitelist are
forwarded by the listener.

If the whitelist does not contain IP
addresses, the CLB listener forwards

AclType String No white
all requests.

® black: a blacklist. All requests from
the IP addresses or CIDR blocks in the
ACL are rejected. Blacklists apply to
scenarios where you want to block
access from specified IP addresses to
an application.

If no IP address is added to the
blacklist, the listener forwards all
requests.

@ Note If AclStatus is set to
on, this parameter is required.

Specifies whether to enable the access

control feature. Valid values:
AclStatus String No off
® on:yes

e off: no
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Parameter Type Required Example
Description String No test
ConnectionDrain String No off

ConnectionDrainTi

Integer No 300
meout

Response parameters

Parameter Type Example

CEF72CEB-54B6-4AE8-
B225-F876FF7BA984

Requestld String

Examples

Sample requests

Description

The description of the TCP listener. The
description must be 1 to 80 characters in
length, and can contain letters, digits,
hyphens (-), forward slashes (/), periods
(.), and underscores (_).

Specifies whether to enable connection
draining. Valid values:
® on:yes

e off: no

The timeout period for connection
draining. This parameter is required if
ConnectionDrain is set to on. Unit:
seconds.

Valid values: 10 to 900.

Description

The ID of the request.

http(s) :// [Endpoint] /?Action=SetLoadBalancerTCPListenerAttribute

&ListenerPort=80
&LoadBalancerId=lb-bplygod3yctvgly****

&<Common request parameters>

Sample success responses

xML  format

<SetLoadBalancerTCPListenerAttributeResponse>

<RequestId>CEF72CEB-54B6-4AE8-B225-F876FF7BA984</RequestId>

</SetLoadBalancerTCPListenerAttributeResponse>

Jgson format

null

Error codes
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HttpCode

400

400

400

400

400

400

400

400

400

400

400

Error code

InvalidParameterValu
e.SpecNotSupport

InvalidParameterValu
e.RegionNotSupport

IpVersionConflict

InvalidParameterValu
e.ZoneNotSupport

InvalidParameter.Zon
eNotSupport

OperationFailed.Serv
erGrouplinUse

InvalidParam.VServer
Groupld

MissingParam.Health
CheckConnectPort

InvalidParam.Listener
Port

InvalidParam.StartPor
t

InvalidParamSize.Port
Range

Error message

The loadBalancer of shared spec
does not support the parameter
value, %s.

The region does not support the
parameter value, %s.

The ip version of this
LoadBalancer and the Acl is
conflict.

The zone does not support the
parameter value, %s.

The zone does not support the
parameter %s.

The VServerGroup or
MasterSlaveServerGroup can not
be close for this listener.

The specified VServerGroupld is
invalid.

The parameter
HealthCheckConnectPort is
required.

The specified ListenerPort is
invalid.

The specified StartPort is invalid.

The size of param PortRange is
invalid.

Description

The error message returned
because shared-resource CLB
instances do not support the
specified parameters.

The error message returned
because the specified parameter
value is not supported in the
current region.

The error message returned
because the specified IP version is
not supported by the ACL.

The error message returned
because the specified parameter
value is not supported in the
current zone.

The error message returned
because the specified parameter
is not supported in the current
zone.

The error message returned
because you cannot disable the
server group for the listener.

The error message returned
because VServerGroupld is set to
an invalid value. Check the usage
notes and change the value
accordingly.

The error message returned
because HealthCheckConnectPort
is not set.

The error message returned
because ListenerPort is set to an
invalid value. Check the usage
notes and change the value
accordingly.

The error message returned
because StartPort is set to an
invalid value. Check the usage
notes and change the value
accordingly.

The error message returned
because PortRange is set to an
invalid value. Check the usage
notes and change the value
accordingly.
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HttpCode

400

400

400

400

400

400

400

400

400

400

400

Error code

InvalidParam.EndPort

InvalidParam.PortRan
ge

QuotaLimitExceeds.A
clAttachedToListener

QuotalimitExceeds.T
otalAclEntry

AclListenerOverLimit

Duplicated.AclEntry

ResourceNotFound.V
ServerGroup

IllegalParam.Failover
Strategy

IllegalParam.Failover
Threshold

MasterSlaveServerCo
nflict

MissingParam.VServe
rGroupld

Error message

The specified EndPort is invalid.

The specified PortRange is invalid.

%s.

%s.

%s.

%s.

%s.

The parameter FailoverStrategy is
illegal.

The parameter FailoverT hreshold
is illegal.

The servers are conflict for
MasterSlaveGroup.

The parameter VServerGroupld is
missing.

Description

The error message returned
because EndPort is set to an
invalid value. Check the usage
notes and change the value
accordingly.

The error message returned
because PortRange is set to an
invalid value. Check the usage
notes and change the value
accordingly.

The error message returned
because the number of listeners
associated with the ACL has
reached the upper limit.

The error message returned
because the number of ACL rules
has reached the upper limit.

%Ss.

The error message returned
because the specified ACL rule
already exists.

The error message returned
because the specified server
group does not exist.

The error message returned
because FailoverStrategy is set to
an invalid value. Check the usage
notes and change the value
accordingly.

The error message returned
because FailoverT hreshold is set
to an invalid value. Check the
usage notes and change the
value accordingly.

The error message returned
because the backend servers of
the primary/secondary server
group conflict.

The error message returned
because VServerGroupld is not
set.
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HttpCode

400

400

400

400

400

400

400

Error code

OperationDenied.Hea
lthCheckClosedForMa
sterSlaveMode

InvalidParam.HealthC
heck

OperationDenied.Mas
terSlaveGroupLogEna
bled

OperationDenied.Not
SupportAcl

OperationDenied.Full
NatModeNotAllowed

OperationDenied.Onl
ylpv4SlbSupport

SpecNotSupportPara
meter

Error message

The operation is denied because
of
HealthCheckClosedForMasterSlave
Mode.

The param of HealthCheck is
illegal.

The operation is denied because
of MasterSlaveGroupLogEnabled.

The operation is denied because
The single Tunnel or any Tunnel
loadbalancer does not support
config AccessControlList.

The operation is not allowed
because of
FullNatModeNotAllowed.

The operation is not allowed
because of Onlylpv4SlbSupport.

The instance with share spec
does not support FullNatEnabled
parameter.

For a list of error codes, visit the API Error Center.

8.3.

Description

The error message returned
because health checks must be
enabled in primary/secondary
mode.

The error message returned
because HealthCheck is set to an
invalid value. Check the usage
notes and change the value
accordingly.

The error message returned
because the log feature is
enabled for the
primary/secondary server group
and the operation is rejected.

The error message returned
because Single Tunnel and Any
Tunnel CLB instances do not
support the ACL.

The error message returned
because the full NAT mode is not
supported.

The error message returned
because only IPv4 instances
support the full NAT mode.

The error message returned
because shared-resource
instances do not support the
FullNatEnabled parameter.

DescribeLoadBalancerTCPListenerAttribute

Queries the configurations of a TCP listener.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameters
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Parameter

Action

ListenerPort

LoadBalancerld

Regionid

Response parameters

Parameter

ListenerPort

BackendServerP
ort

Type

String

Integer

String

String

Type

Integer

Integer

Required

Yes

Yes

Yes

Yes

Example

110

443

Example Description

The operation that you want to

DescribeLoadBala perform.

ncerT CPListenerAt Set the value to
tribute DescribeLoadBalancerT CPListenerAt
tribute.

The frontend port that is used by the
30 Server Load Balancer (SLB) instance.

Valid values: 1 to 65535.

lb-
bplygod3yctvgly The ID of the SLB instance.

dkkkkk

The ID of the region where the Server
Load Balancer (SLB) instance is

deployed.
cn-hangzhou
You can retrieve the region ID from the

Regions and zones list or by calling the
DescribeRegions operation.

Description

The frontend port that is used by the SLB
instance.

The backend port that is used by the SLB
instance.

@ Note |If the SLB instance uses a
vServer group, this parameter is not
displayed.
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Parameter Type
Bandwidth Integer
Status String
SynProxy String
Scheduler String

PersistenceTime

Integer
out 9
HealthCheckT
eea ecivp String

Example

stopped

enable

wirr

tcp

Description

The maximum bandwidth value of the listener.
Unit: Mbit/s. Valid values:

® -1: For a pay-by-data-transfer Internet-
facing SLB instance, you can set the value to
-1. This indicates that the maximum
bandwidth value is unlimited.

® 1 to5120: For a pay-by-bandwidth
Internet-facing SLB instance, you can specify
a bandwidth cap for each listener. The sum
of maximum bandwidth values that you set
for all listeners cannot exceed the
maximum bandwidth value of the SLB
instance.

The state of the listener. Valid values:

® running: indicates that the listener runs as
expected.

e stopped: indicates that the listener is
stopped.

Indicates whether the protection feature
SynProxy of SLB is enabled.

We recommend that you use the default value
of this parameter. Valid values:

e Enable: SynProxy is enabled.

e Disable: SynProxy is disabled.

The scheduling algorithm. Valid values:

e wrr (default): Backend servers with higher
weights receive more requests than those
with lower weights.

® r: Requests are distributed to backend
servers in sequence.

The timeout period of session persistence.

Valid values: 0 to 3600. Unit: seconds.
Default value: 0. This indicates that session
persistence is disabled.

The health check method that is used by the
TCP listener.

Valid values: tcp and http.
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Parameter Type Example Description

Indicates whether health checks are enabled.

HealthCheck String on Valid values: on and off.

The healthy threshold. Indicates the number
of times that an unhealthy backend server

Integer 4 must consecutively pass health checks before
it is declared healthy (from fail to success).
Valid values: 2 to 10.

HealthyThreshol
d

The unhealthy threshold. Indicates the number
of times that a healthy backend server must

Integer 4 consecutively fail health checks before it is
declared unhealthy (from success to fail).
Valid values: 2 to 10.

UnhealthyThres
hold

The port that is used for health checks. Valid
HealthCheckCon values: 1 to 65535. If this parameter is not
Integer 8080 . .
nectPort set, the port specified by BackendServerPort is
used for health checks.

The time interval between two consecutive
Integer 5 health checks. Valid values: 1 to 50. Unit:
seconds.

HealthCheckinte
rval

The domain name that is used for health
checks. Valid values:

e $ ip: The private IP address of the backend
server. If the $_ip parameter is set or the
HealthCheckDo . . HealthCheckDomain parameter is not set,
String www.domain.com SLB uses the private IP addresses of
backend servers as the domain names for
health checks.

main

e domain: The domain name must be 1 to
80 characters in length. It can contain only
letters, digits, periods (.),and hyphens (-).

The URL that is used for health checks. The
value must be 1 to 80 characters in length,
and can contain letters, digits, hyphens (-),
forward slashes (/), periods (.), percent signs
(%), question marks (?), number signs (#), and
ampersands (&). The URL must not be a single
forward slash (/) but it must start with a
forward slash (/).

HealthCheckURI String /test/index.html
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Parameter Type Example Description
HealthCheckHtt Strin htto 2xx The HTTP status code that indicates the
pCode 9 P health check is successful.

VServerGroupld String rsp-cige6******8 The ID of the associated server group.

The ID of the access control list (ACL) to which

the listener is bound.
Aclid String 12
This parameter is required if the AclStatus

parameter is set toon.

Indicates whether access control is enabled
AclStatus String off for the listener.
Valid values: on and off. Default value: off.

The type of the ACL. Valid values:

e white: specifies the ACL as a whitelist. Only
requests from the IP addresses or CIDR
blocks in the ACL are forwarded. Whitelists
apply to scenarios that require you to allow
only specific IP addresses to access an
application.

Risks may occur if the whitelist is improperly
set. After you set a whitelist for an SLB
listener, only requests from IP addresses
that are added to the whitelist are
distributed by the listener.

AclType String white After a whitelist is enabled for a listener, if
no IP address is added to the whitelist, the
listener does not distribute requests.

e black: All requests from the IP addresses
or CIDR blocks in the ACL are denied. The
blacklist is used to prevent specified IP
addresses from accessing an application.

If the blacklist is enabled but the
corresponding ACL does not contain IP
addresses, the SLB listener forwards all
requests.

This parameter is required if the AclStatus
parameter is set to on.
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Parameter Type Example Description

Indicates whether connection draining is
enabled. If ConnectionDrain is set to on, the
value is returned.

ConnectionDrain String off Valid values:

® on: enabled
e off: disabled

The timeout period for the connection

ConnectionDrain draining feature. If ConnectionDrain is set to

Timeout Integer 300 on, the value is returned.
Value values: 10 to 900. Unit: seconds.
Description String TCP listeners The description of the listener.

EstablishedTime

ot Integer 500 The timeout period of connections.
HealthCheckCon
. Integer 100 The timeout period.

nectTimeout

HealthCheckMet

hod String tcp The health check method.

MasterSlaveServ The ID of the primary/secondary server grou

String rsp-0bfucw***** . _p y/ . Y group

erGroupld that is associated with the listener.
365F4154-92F6-

Requestld String 4AE4-92F8- The ID of the request.
7FF34B540710

Examples

Sample requests

http(s) ://[Endpoint]/?Action=DescribelLoadBalancerTCPListenerAttribute
&ListenerPort=80
&LoadBalancerId=lb-bplygod3yctvgly*****x%*

&<Common request parameters>

Sample success responses

xML  format
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<?xml version="1.0" encoding="UTF-8"?>
<DescribelLoadBalancerTCPListenerAttributeResponse>
rGroupld>rsp-cige6******8</VServerGroupIld>
<Description>TCP listeners</Description>
<SynProxy>enable</SynProxy>
<UnhealthyThreshold>4</UnhealthyThreshold>
<HealthCheckURI>/test/index.html</HealthCheckURI>
<Scheduler>wrr</Scheduler>

<HealthCheck>on</HealthCheck>
<BackendServerPort>443</BackendServerPort>
<PersistenceTimeout>0</PersistenceTimeout>
<HealthCheckConnectPort>8080</HealthCheckConnectPort>
<HealthCheckMethod>tcp</HealthCheckMethod>
<Bandwidth>-1</Bandwidth>

<HealthCheckHttpCode>http 2xx</HealthCheckHttpCode>
<EstablishedTimeout>500</EstablishedTimeout>
<Status>stopped</Status>

<ListenerPort>110</ListenerPort>
<HealthCheckInterval>5</HealthCheckInterval>
<RequestId>365F4154-92F6-4AE4-92F8-7FF34B540710</RequestId>
<AclId>12</AclId>
<HealthCheckConnectTimeout>100</HealthCheckConnectTimeout>
<AclStatus>off</AclStatus>
<HealthyThreshold>4</HealthyThreshold>
<MasterSlaveServerGroupId>rsp-0Obfucw*****</MasterSlaveServerGroupIld>
<HealthCheckDomain>www.domain.com</HealthCheckDomain>
<AclType>white</AclType>
<HealthCheckType>tcp</HealthCheckType>

</DescribelLoadBalancerTCPListenerAttributeResponse>

Json format
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{"VServerGroupId":"rsp-cigeb*****x*g3",
"Description":"TCP listeners",
"SynProxy":"enable",
"UnhealthyThreshold":"4",
"HealthCheckURI":"/test/index.html",
"Scheduler":"wrr",
"HealthCheck":"on",
"BackendServerPort'":"443",
"PersistenceTimeout":"0",
"HealthCheckConnectPort":"8080",
"HealthCheckMethod":"tcp",
"Bandwidth":"-1",
"HealthCheckHttpCode":"http 2xx",
"EstablishedTimeout":"500",
"Status":"stopped",
"ListenerPort":"110",
"HealthCheckInterval":"5",
"RequestId":"365F4154-92F6-4AE4-92F8-7FF34B540710",
"AclId":"12",
"HealthCheckConnectTimeout":"100",
"AclStatus":"off",
"HealthyThreshold":"4",
"MasterSlaveServerGroupId":"rsp-0bfucw*****",
"HealthCheckDomain": "www.domain.com",
"AclType":"white",
"HealthCheckType":"tcp"}

Error codes

For a list of error codes, visit the APIError Center.
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9.HTTP listeners
9.1. CreateLoadBalancerHTTPListener

Creates an HTTP listener.

Usage notes

A newly created listeneris in the stopped state. After a listener is created, you can call the
StartLoadBalancerListener operation to start the listener. Afterthe listeneris started, the listener can
forward traffic to backend servers.

Prerequisites

A Classic Load Balancer (CLB) instance is created. For more information, see CreatelLoadBalancer.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to

CreateLoadBalanc perform.

Action Strin Yes
9 erHT TPListener Set the value to
CreateLoadBalancerHTTPListener.
Specifies whether to enable health
checks. Valid values:
HealthCheck String Yes on
® on: enables health checks.
e off: disables health checks.
The frontend port that is used by the
ListenerPort Integer Yes 80 CLB instance.
Valid values: 1 to 65535.
lb-
LoadBalancerld String Yes bp1c9vixxjh92q83t The ID of the CLB instance.
W*****
Specifies whether to enable session
persistence. Valid values:
StickySession String Yes off

® on:yes

e off (default): no
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Parameter

Regionld

Bandwidth

BackendServerPort

XForwardedFor

Scheduler

Type

String

Integer

Integer

String

String

Required

Yes

No

No

No

No

Example

cn-hangzhou

80

on

wirr

Description

The ID of the region where the CLB
instance is deployed.

You can query the region ID from the
Regions and zones list or by calling the
DescribeRegions operation.

The maximum bandwidth of the listener.
Unit: Mbit/s. Valid values:

® -1: specifies that the maximum
bandwidth is unlimited.

® 1to5120: The sum of bandwidth
values that you specify for all
listeners of the CLB instance cannot
exceed the maximum bandwidth of
the CLB instance.

@ Note This parameter is
available only in mainland China.

The backend port that is used by the CLB
instance.

Valid values: 1 to 65535.

@ Note If the VServerGroupld
parameter is not set, this parameter
is required.

Specifies whether to use the  x-
Forwarded-For header to preserve the
real IP address of the client. Valid
values:

® on (default): yes

e off: no

The scheduling algorithm. Valid values:

e wrr (default): Backend servers with
higher weights receive more requests
than backend servers with lower
weights.

® r: Requests are distributed to
backend servers in sequence.
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Parameter Type

StickySessionType String

CookieTimeout Integer

Cookie String

Required

No

No

No

Example

insert

500

B490B5EBF6F3CD4
02E515D22BCDA15
98

Description

The method that is used to handle a
cookie. Valid values:

® insert: inserts a cookie.

CLB inserts a cookie (SERVERID) into
the first HTTP or HTTPS response that
is sent to a client. The next request
from the client will contain this
cookie, and the listener will forward
this request to the recorded backend
server.

® server: rewrites a cookie.

When CLB detects a user-defined
cookie, it overwrites the original
cookie with the user-defined cookie.
The next request from the client will
contain the user-defined cookie, and
the listener will distribute the request
to the recorded backend server.

@ Note This parameteris
required if the StickySession
parameter is set to on.

The timeout period of the cookie. Unit:
seconds.

Valid values: 1 to 86400.

@ Note |If StickySession is set
to on and StickySessionType is
set to insert, this parameter is
required.

The cookie that is configured on the
backend server.

The cookie must be 1 to 200 characters
in length, and can contain only ASCII
characters and digits. It cannot contain
commas (,), semicolons (;), or spaces. It
cannot start with a dollar sign ($).

@ Note If StickySession is set
to on and StickySessionType is
set to insert, this parameter is
required.
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Parameter Type Required Example Description

The health check method used in HTTP
health checks. Valid values: head and
get.

HealthCheckMetho

d String No get

@ Note This parameter takes
effect only if the HealthCheck
parameter is set to on.

The domain name that is used for health
checks. Valid values:

e $ ip: the private IP address of a
backend server. If you do not set this
parameter or set the parameter to
$ ip, the CLB instance uses the private
IP address of each backend server as
the domain name for health checks.

HealthCheckDomai )
n String No 172.16.0.0/12 e domain: The domain name must be

1 to 80 characters in length, and can
contain letters, digits, periods (.),and
hyphens (-).

@ Note This parameter takes
effect only when the HealthCheck
parameter is set to on.

The uniform resource identifier (URI) that
is used for health checks.

The URI must be 1 to 80 characters in
length, and can contain letters, digits,
hyphens (-), forward slashes (/), periods
(.), percent signs (%), question marks (?),
number signs (#), and ampersands (&).
HealthCheckURI String No /test/index.html The URI start with a forward slash (/)
but cannot be a single forward slash (/).

@ Note This parameter takes
effect only if the HealthCheck
parameter is set to on.
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Parameter Type

HealthyThreshold Integer

UnhealthyT hreshol

d Integer

Required

No

No

Example

Description

The number of health checks that an
unhealthy backend server must
consecutively pass before it can be

declared healthy. In this case, the health

check state is changed from fail to
success.

Valid values: 2 to 10.

@ Note This parameter takes
effect only if the HealthCheck
parameter is set to on.

The number of health checks that a
healthy backend server must
consecutively fail before it can be
declared unhealthy. In this case, the
health check state is changed from
success to fail.

Valid values: 2 to 10.

® Note This parameter takes
effect only if the HealthCheck
parameter is set to on.
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Parameter Type Required Example Description

The timeout period of a health check
response. If a backend Elastic Compute
Service (ECS) instance does not send an
expected response within the specified
period of time, the ECS instance is
considered unhealthy. Unit: seconds.

Valid values: 1 to 300.

@ Note

e [f the value of the
HealthCheckTimeout
parameter is smaller than
that of the
HealthCheckinterval
parameter, the timeout

Integer No 3 period specified by the
HealthCheckTimeout
parameter is invalid and the
value of the
HealthCheckinterval
parameter is used as the
timeout period.

HealthCheckTimeo
ut

® This parameter takes effect
only if the HealthCheck
parameter is set to on.

The backend port that is used for health
checks.

Valid values: 1 to 65535.

HealthCheckConne
Integer No 80

ctPort
@ Note This parameter takes
effect only if the HealthCheck
parameter is set to on.
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Parameter Type

HealthCheckinterv

Integer
al 9
HealthCheckHttpC )
String
ode
VServerGroupld String
XForwardedFor_SL Strin
BIP 9
XForwardedFor_SL .
- String
BID
XForwardedFor_pr
orwardedFor_p String

oto

Required

No

No

No

No

No

No

Example

http_2xx

rsp-cige6j

on

on

on

Kkkkk

Description

The time interval between two
consecutive health checks. Unit:
seconds.

Valid values: 1 to 50.

@ Note This parameter takes
effect only if the HealthCheck
parameter is set to on.

The HTTP status code that indicates a
successful health check. Separate HTTP
status codes with commas (,).

Valid values: http_2xx, http_3xx,
http_4xx, and http_5xx. Default value:
http_2xx.

@ Note This parameter takes
effect only if the HealthCheck
parameter is set to on.

The ID of the vServer group.

Specifies whether to use the siB-1P
header to obtain the virtual IP address
(VIP) requested by the client. Valid
values:

® on:yes

e off (default): no

Indicates whether the sSLB-ID header
is used to obtain the ID of the CLB
instance. Valid values:

® on:yes

e off (default): no

Specifies whether to use the x-
Forwarded-Proto header to retrieve
the listener protocol. Valid values:

® on:yes

e off (default): no
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Parameter Type Required Example Description

Specifies whether to enable Gzip
compression to compress specific types
of files. Valid values:

Gzip String No on e on (default): yes

e off: no

The ID of the access control list (ACL) to
be associated with the listener.

Aclld String No 123
@ Note If AclStatus is set to

on, this parameter is required.
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Parameter Type Required Example Description

The type of the ACL. Valid values:

e white: a whitelist. Only requests
from the IP addresses or CIDR blocks
in the network ACL are forwarded.
Whitelists apply to scenarios where
you want to allow only specific IP
addresses to access an application.
Risks may arise if the whitelist is
improperly set. After a whitelist is
configured, only IP addresses in the
whitelist can access the CLB listener.

If no IP address is added to the
whitelist, the CLB listener forwards all
requests.

e black: a blacklist. All requests from
the IP addresses or CIDR blocks in the
network ACL are denied. Blacklists
apply to scenarios where you want to

AclType String No white deny access from specified IP
addresses to an application.

If you enable a blacklist but the
blacklist does not contain an IP
address, the CLB listener forwards all
requests.

@ Note If AclStatus is set to
on, this parameter is required.

Specifies whether to enable the access

control feature. Valid values:
AclStatus String No off
® on:yes

e off (default): no
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Parameter Type Required
Description String No
ListenerForward String No
ForwardPort Integer No
IdleTimeout Integer No
RequestTimeout Integer No
Response parameters
Parameter Type Example

CEF72CEB-54B6-4AE8-
B225-F876FF7BA984

Requestld String

Examples

Sample requests

Example

Listener1

off

443

Description

The description of the listener.

The description must be 1 to 80
characters in length, and can contain
letters, digits, hyphens (-), forward
slashes (/), periods (.),and underscores

-

Specifies whether to enable HTTP-to-
HTTPS redirection. Valid values:

® on:yes
e off (default): no

The listener port that is used to redirect
HTTP requests to HTTPS requests.

The timeout period of anidle
connection. Unit: seconds.

Default value: 15. Valid values: 1 to 60.

If no request is received within the
specified timeout period, CLB closes the
connection. When another request is
received, CLB establishes a new
connection.

The timeout period of a request. Unit:
seconds.

Default value: 60. Valid values: 1 to
180.

If no response is received from the
backend server within the specified
timeout period, CLB sends an HTTP
504 error code to the client.

Description

The ID of the request.
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http(s) ://[Endpoint]/?Action=CreatelLoadBalancerHTTPListener
&HealthCheck=on

&ListenerPort=80

&LoadBalancerId=lb-bplc9vixxih92g83tw*****
&StickySession=off

&<Common request parameters>

Sample success responses

xML  format

<CreateLoadBalancerHTTPListenerResponse>
d>CEF72CEB-54B6-4AE8-B225-F876FF7BA984</RequestId>

</CreatelLoadBalancerHTTPListenerResponse>

Jgson format

{"RequestId":"CEF72CEB-54B6-4AE8-B225-F876FF7BA984" }

Error codes

HttpCode Error code Error message
You cannot create a TCP SSL type
400 LbNotSupportTcpssl listener for the specified load
balancer.
The specified load balancer

400 LbSupportTcpsslOnly supports TCP SSL type listener

only.

400 ListenerNotSupportR You cannot create a rule for the
ule specified listener.
Mismatch.SlbSpecTy

The SlbSpecT d

400 peAndListenerProtoc € pectype an

ol

For a list of error codes, visit the API Error Center.

ListenerProtocol are mismatched.

Description

The error message returned
because the specified CLB
instance does not support TCP
listeners.

The error message returned
because the specified instance
allows you to create only TCP
listeners.

The error message returned
because the specified listener
does not allow you to create
forwarding rules.

The error message returned
because the specified instance
type and listener type do not
match.

9.2. SetLoadBalancerHTTPListenerAttribute

Modifies the configurations of an HTTP listener.

Prerequisites

e A Classic Load Balancer (CLB) instance is created. For more information, see CreateloadBalancer.

e AnHTTP listeneris created. For more information about how to create an HTTP listener, see

CreateLoadBalancerHT T PListener.
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Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of

the operation for different SDKs.

Request parameters

Parameter

Action

ListenerPort

LoadBalancerld

Regionld

Bandwidth

XForwardedFor

Type

String

Integer

String

String

Integer

String

Required

Yes

Yes

Yes

Yes

No

No

Example

SetLoadBalancerH
TTPListenerAttrib
ute

80

lb-
bp1gjwo61pqgz3a

h*****

cn-hangzhou

on

Description

The operation that you want to
perform.

Set the value to
SetLoadBalancerHTTPListenerAttrib
ute.

The frontend port that is used by the
CLB instance.

Valid values: 1 to 65535.

The ID of the CLB instance.

The ID of the region where the CLB
instance is deployed.

You can query the region ID from the
Regions and zones list or by calling the
DescribeRegions operation.

The maximum bandwidth of the listener.
Unit: Mbit/s. Valid values:

® -1: For a pay-by-data-transfer
Internet-facing CLB instance, you can
set this parameter to -1. In this case,
the bandwidth of the listener is
unlimited.

Specifies whether to use the x-
Forwarded-For header to preserve the
real IP address of the client. Valid
values:

e on (default): yes

e off: no
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Parameter Type Required Example Description

The scheduling algorithm. Valid values:

e wrr: Backend servers that have higher
weights receive more requests than
Scheduler String No wrr backend servers that have lower
weights.

® rr: Requests are distributed to
backend servers in sequence.

Specifies whether to enable session

persistence. Valid values:
StickySession String No on
® on:yes

e off: no

The method that is used to handle a
cookie. Valid values:

® insert: inserts a cookie.

CLB inserts a cookie (SERVERID) into
the first HTTP or HTTPS response
packet that is sent to a client. The
next request from the client will
contain this cookie, and the listener
will distribute this request to the
recorded backend server.

. . . . e server: rewrites a cookie.

StickySessionType String No insert

When CLB detects a user-defined
cookie, it overwrites the original
cookie with the user-defined cookie.
The next request from the client will
contain the user-defined cookie, and
the listener will distribute this request
to the recorded backend server.

@ Note This parameter is
required if the StickySession
parameter is set to on.

The timeout period of the cookie. Unit:
seconds.

Valid values: 1 to 86400.

CookieTimeout Integer No 500 @ Note If StickySession is set
to on and StickySessionType is
set to insert, this parameter is
required.
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Parameter Type Required Example Description

The cookie that is configured on the
server.

The cookie must be 1 to 200 characters

in length, and can contain ASCII

characters and digits. It cannot contain
B490B5EBF6F3CD4 commas (,), semicolons (;), or spaces. It
02E515D22BCDA* cannot start with a dollar sign ($).

Cookie String No
*%
@ Note This parameter is
required if the StickySession
parameter is set to on and the
StickySessionType parameter is
set to server.
Specifies whether to enable health
checks. Valid values:
HealthCheck String No on
® on:yes
e off: no

The health check method used in HTTP
health checks. Valid values: head and
get.

HealthCheckMetho

d String No get

@ Note This parameter takes
effect only if the HealthCheck
parameter is set to on.

The domain name that is used for health
checks. Valid values:

e $ ip: the private IP address of a

backend server. If
HealthCheckDomain is set to $_ip
or is not set, CLB uses the private IP
address of each backend server as the
domain name for health checks.

String No 172.XX.XX.16 e domain: The domain name must be
1 to 80 characters in length, and can
contain letters, digits, periods (.),and
hyphens (-).

HealthCheckDomai
n

@ Note This parameter takes
effect only if the HealthCheck
parameter is set to on.
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Parameter Type

HealthCheckURI String

HealthyThreshold Integer

UnhealthyThreshol

Int
d nteger

Required

No

No

No

Example

/test/index.html

Description

The uniform resource identifier (URI) that
is used for health checks.

The URI must be 1 to 80 characters in
length, and can contain letters, digits,
and the following characters: - /. % ? #
& The URI must start with a forward
slash (/) but cannot be a single forward
slash (/).

@ Note This parameter takes
effect only if the HealthCheck
parameter is set to on.

The number of health checks that an
unhealthy backend server must
consecutively pass before it can be
declared healthy (from fail to success).

Valid values: 2 to 10.

@ Note This parameter takes
effect only when the HealthCheck
parameter is set to on.

The number of consecutive health check
failures before a backend server is
declared unhealthy (from success to
fail).

Valid values: 2 to 10.

@ Note This parameter takes
effect only if the HealthCheck
parameter is set to on.
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Parameter Type Required Example Description

The timeout period of a health check
response. If a backend Elastic Compute
Service (ECS) instance does not send an
expected response within the specified
period of time, the ECS instance is
considered unhealthy. This parameter
takes effect only when the
HealthCheck parameter is set to on.

Valid values: 1 to 300. Unit: seconds.

HealthCheckTimeo
Integer No 3

ut @ Note If the value of the
HealthCheckTimeout parameter is
smaller than that of the
HealthCheckinterval parameter,
the timeout period specified by the
HealthCheckTimeout parameter is
ignored and the period of time
specified by the
HealthCheckinterval parameter is
used as the timeout period.

The time interval between two
consecutive health checks.

Valid values: 1 to 50. Unit: seconds.
HealthCheckinterv

Integer No 5
al @ .

Note This parameter takes
effect only when the HealthCheck
parameter is set to on.

The port that is used for health checks.
Valid values: 1 to 65535.
HealthCheckC
ea eckonne Integer No 8080 )
ctPort ® Note This parameter takes

effect only if the HealthCheck
parameter is set to on.
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Parameter

HealthCheckHttpC
ode

VServerGroup

VServerGroupld

XForwardedFor_SL
BIP

XForwardedFor_SL
BID

XForwardedFor_pr
oto

Gzip

Type

String

String

String

String

String

String

String

Required

No

No

No

No

No

No

No

Example

http_2xx,http_3xx

on

rsp-cige

on

on

on

on

6j*****

Description

The HTTP status code that indicates a
successful health check. Separate HTTP
status codes with commas (,).

Valid values: http_2xx, http_3xx,
http_4xx, and http_5xx.

@ Note This parameter takes
effect only when the HealthCheck
parameter is set to on.

Specifies whether to use a vServer
group. Valid values:
® on:yes

e off: no

The ID of the vServer group.

Indicates whether to use the SLB-IP
header to retrieve the virtual IP address
(VIP) requested by the client. Valid
values:

® on:yes

e off: no

Specifies whether to use the sLB-1ID
header to retrieve the ID of the CLB

instance. Valid values:
® on:yes

e off: no

Specifies whether to use the x-
Forwarded-Proto header to retrieve
the listener protocol. Valid values:

® on:yes

e off: no

Specifies whether to enable Gzip
compression to compress specific types
of files. Valid values:

® on:yes

e off: no
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Parameter

Aclld

AclType

AclStatus

Type Required Example Description

The ID of the access control list (ACL) to
be associated with the listener.

String No 123
@ Note If AclStatus is set to
on, this parameter is required.

The type of the ACL. Valid values:

e white: a whitelist. Only requests
from the IP addresses or CIDR blocks
in the network ACL are forwarded.
Whitelists apply to scenarios where
you want to allow only specific IP
addresses to access an application.
Risks may arise if the whitelist is
improperly set. After the whitelist is
set, only requests from IP addresses
that are added to the whitelist are
forwarded by the listener.

If the whitelist does not contain IP
addresses, the CLB listener forwards
String No white all requests.

e black: a blacklist. All requests from
the IP addresses or CIDR blocks in the
ACL are rejected. Blacklists apply to
scenarios where you want to block
access from specified IP addresses to
an application.

If no IP address is added to the
blacklist, the listener forwards all
requests.

@ Note If AclStatus is set to
on, this parameter is required.

Specifies whether to enable the access

control feature. Valid values:
String No off
® on: yes

e off: no
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Parameter Type Required Example Description

The timeout period of anidle
connection. Unit: seconds. Valid values:
1 to 60. Default value: 15.

idleTimeout Integer No 12 If no request is received within the
specified timeout period, CLB closes the
connection. When another request is
received, CLB establishes a new
connection.

The timeout period of a request. Unit:
seconds. Valid values: 1 to 180. Default
value: 60.

RequestTimeout Integer No 3 If no response is received from the
backend server within the request
timeout period, CLB returns an HTTP 504
error code to the client.

Description String No test The description of the listener.

Response parameters
Parameter Type Example Description

RequestId Strin CEF72CEB-54B6-4AE8- The ID of the request
q 9 B225-F876FF7BA984 quest.
Examples

Sample requests

http(s) ://[Endpoint]/?Action=SetLoadBalancerHTTPListenerAttribute
&ListenerPort=80

&LoadBalancerId=lb-bplgjwo6lpgz3ah****x*

&<Common request parameters>

Sample success responses

xML  format

<SetLoadBalancerHTTPListenerAttributeResponse>
<RequestId>CEF72CEB-54B6-4AE8-B225-F876FF7BA984</RequestId>
</SetLoadBalancerHTTPListenerAttributeResponse>

Json format

{"RequestId":" CEF72CEB-54B6-4AE8-B225-F876FF7BA984"
}
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Error codes

For a list of error codes, visit the APIError Center.

9.3.
DescribeLoadBalancerHTTPListenerAttribute

Queries the configurations of an HTTP listener.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to

DescribeLoadBala perform.
Action String Yes ncerHTTPListener Set the value to
Attribute DescribeLoadBalancerHTTPListener
Attribute.

The frontend port that is used by the
ListenerPort Integer Yes 80 Server Load Balancer (SLB) instance.

Valid values: 1 to 65535.

lb-
LoadBalancerld String Yes bp1094dp5******* The ID of the SLB instance.

*%

The ID of the region where the Server
Load Balancer (SLB) instance is
deployed.

Regionid String Yes cn-hangzhou You can query the most recent region
list from the Regions and zones list or
by calling the DescribeRegions
operation.

Response parameters

Parameter Type Example Description

The frontend port that is used by the SLB

ListenerPort Integer 80 .
instance.
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Parameter Type Example Description

Specify the maximum bandwidth value of the
listener.

e -1: If you set the value to -1, this indicates
that the maximum bandwidth value of the
listener is unlimited.

Bandwidth Integer -1 e 1 to 5120: If you set the value to a number
from 1 to 5120, the value that you specify
indicates the maximum bandwidth value of
the listener. The sum of maximum
bandwidth values of all listeners cannot
exceed the maximum bandwidth value of
the SLB instance.

The state of the listener.

. Valid values: running and stopped.
Status String stopped

e running: The listener runs as expected.

e stopped: The listener is stopped.

Indicates whether the X-Forwarded-For header
is added to obtain the real IP address of the

XForwardedFor String on client.

Valid values: on and off.

The scheduling algorithm.
Valid values: wrr and rr.

e wrr (default): Backend servers that have
higher weights receive more requests than
those that have lower weights.

Scheduler String wrr

® rr: Requests are distributed to each
backend server in sequence.

Indicates whether session persistence is
StickySession String on enabled. Default value: on.

Valid values: on and off.
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Parameter

StickySessionTy
pe

CookieTimeout

Cookie

HealthCheck

HealthCheckDo
main

HealthCheckURI

HealthyThreshol
d

Type

String

Integer

String

String

String

String

Integer

Example

insert

500

B490B5EBF6F3CD402E
515D22BCDA1598

on

www.domain.com

/test/index.html

Description

The method that is used to handle a cookie.
Valid values: insert and server.
® insert: inserts a cookie.

SLB inserts a cookie (SERVERID) into the first
HTTP or HTTPS response packet that is sent
to a client. The next request from the client
contains this cookie and the listener
distributes this request to the recorded
backend server.

® server: rewrites a cookie.

When SLB detects a user-defined cookie, it
overwrites the original cookie with the user-
defined cookie. The next request from the
client will contain the user-defined cookie,
and the listener will distribute the request
to the recorded backend server.

@ Note |If you set the StickySession
parameter to on, this parameter is
required.

The timeout period of the cookie.

The cookie to be configured on the backend
server.

Indicates whether health checks are enabled.

Valid values: on and off.

The domain name that is used for health
checks.

The URI that is used for health checks.

The value must be 1 to 80 characters in
length, and can contain letters, digits, hyphens
(<), forward slashes (/), periods (.), percent
signs (%), question marks (?), number signs
(#), and ampersands (&). The URI must not be
a single forward slash (/) but it must start
with a forward slash (/).

The healthy threshold.
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Parameter

UnhealthyT hres
hold

HealthCheckTim
eout

HealthCheckinte
rval

HealthCheckHtt
pCode

HealthCheckCon
nectPort

VServerGroupld

Gzip

Aclid

AclStatus

Type

Integer

Integer

Integer

String

Integer

String

String

String

String

Example

http_2xx,http_3xx

8080
rsp-cige6j*+**
on

on

off

Description

The unhealthy threshold.

The timeout period of each health check
response. Unit: seconds.

The interval between two consecutive health
checks. Unit: seconds.

The HTTP status code that indicates a
successful health check.

The port that is used for health checks.

@ Note This parameter takes effect
only if the HealthCheck parameter is set
to on.

The ID of the associated server group.

Indicates whether gzip compression is enabled
to compress files of a specific type.

Valid values: on and off.

The ID of the access control list (ACL) to which
the listener is bound.

This parameter is required if the AclStatus
parameter is set to on.

Indicates whether access control is enabled.

Valid values: on and off. Default value: off.
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Parameter Type Example Description

The type of the ACL. Valid values:

e white: specifies the ACL as a whitelist. Only
requests from the IP addresses or CIDR
blocks in the ACL are forwarded. Whitelists
apply to scenarios that require you to allow
only specific IP addresses to access an
application.

Risks may arise if you specify an ACL as a
whitelist. After the whitelist is enabled, only
IP addresses in the whitelist are forwarded
by the SLB listener. If a whitelist is enabled
without IP addresses specified, the SLB

. . listener does not forward requests.
AclType String white

® black: specifies the ACL as a blacklist. All
requests from the IP addresses or CIDR
blocks in the ACL are rejected. Blacklists
apply to scenarios that require you to block
access from specific IP addresses to an
application.

If the blacklist is enabled but the
corresponding ACL does not contain IP
addresses, the SLB listener forwards all
requests.

This parameter is required if the AclStatus
parameter is set to on.

BackendServerP The backend port that is used by the SLB
Integer 80 .
ort instance.

Description String test The description of the HTTP listener.

The listening port that is used to redirect
HTTP requests to HTTPS.

ForwardPort Integer 80 @ Note If the value of the

ListenerForward parameter is set to
off, this parameter is not displayed.

The timeout period of an idle connection.
Unit: seconds. Valid values: 1 to 60. Default
value: 15.

IdleTimeout Integer 2 If no request is received within the specified
timeout period, SLB closes the connection. SLB
starts a new connection if it receives a new
connection request.
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Parameter

ListenerForward

Requestlid

RequestTimeou
t

Rules

Rule

Domain

Ruleld

RuleName

Url

VServerGroupld

SecurityStatus

XForwardedFor_
SLBID

XForwardedFor_
SLBIP

Type

String

String

Integer

Array of Rule

String

String

String

String

String

String

String

String

Example

on

365F4154-92F6-
4AE4-92F8-
7FF34B540710

34

www.example.com

1234

test

/example

123

on

on

on

Description

Indicates whether HTTP-to-HTTPS redirection
is enabled. Valid values:

® on: enabled
e off: disabled

The ID of the request.

The timeout period of a request. Valid values:
1 to 180. Unit: seconds. Default value: 60.

If no response is received from the backend
server during the request timeout period, SLB
sends an HTTP 504 error code to the client.

The description of the forwarding rule.

The domain name.

The ID of the forwarding rule.

The name of the forwarding rule.

The request path.

The ID of the server group with which the
forwarding rule is associated.

The security status.

Valid values: on and off.

Indicates whether the SLB-ID headeris
added to obtain the ID of the SLB instance.

Indicates whether the SLB-IP header is used to
obtain the real IP address of the client.
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Parameter Type Example Description
Indicates whether the X-Forwarded-Proto
XForwardedFor_ . ) . .
String on header is used to obtain the listener protocol
proto .
of the SLB instance.
Examples

Sample requests

http(s) :// [Endpoint]/?Action=DescribeloadBalancerHTTPListenerAttribute
&ListenerPort=80
&LoadBalancerId=1lb-bplo94dp5*****x***x

&<Common request parameters>

Sample success responses

xML  format

<DescribeloadBalancerHTTPListenerAttributeResponse>
<ForwardPort>443</ForwardPort>
<ListenerPort>80</ListenerPort>
<Status>stopped</Status>
<RequestId>99439CEF-192C-4B01-A45A-2D5BD5BCDA62</RequestId>
<ListenerForward>on</ListenerForward>

</DescribeloadBalancerHTTPListenerAttributeResponse>

Json format

"ForwardPort": 443,
"ListenerPort": 80,
"Status": "stopped",
"RequestId": "99439CEF-192C-4B01-A45A-2D5BD5BCDAG2",

"ListenerForward": "on"

Error codes

For a list of error codes, visit the API Error Center.
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10.HTTPS listeners
10.1. CreateLoadBalancerHTTPSListener

Creates an HTTPS listener.

Description

Newly created listeners are inthe stopped state. After a listener is created, you must call the
StartLoadBalancerListener operation to enable the listener to forward network traffic.

Prerequisites

A Classic Load Balancer (CLB) instance is created. For more information, see CreatelLoadBalancer.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of

the operation for different SDKs.

Request parameters

Parameter Type
Action String
Bandwidth Integer
HealthCheck String

Required

Yes

Yes

Yes

Example

CreateLoadBalanc
erHT TPSListener

on

Description

The operation that you want to
perform.

Set the value to
CreateLoadBalancerHTTPSListener.

The bandwidth limit of the listener. Unit:
Mbit/s.

Valid values: -1 and 1 to 5120.

-1: For a pay-by-data-transfer
Internet-facing CLB instance, you can
set the value to -1. Then, bandwidth
of the listener is unlimited.

1 to 5120: For a pay-by-bandwidth
Internet-facing CLB instance, you can
specify the bandwidth limit of each
listener. The sum of bandwidth limit
values that you set for all listeners
cannot exceed the bandwidth limit of
the CLB instance.

Specifies whether to enable health
checks. Valid values:

® on: enables health checks
e off: disables health checks
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Parameter

ListenerPort

LoadBalancerld

ServerCertificateld

StickySession

Regionld

BackendServerPort

XForwardedFor

Scheduler

Type

Integer

String

String

String

String

Integer

String

String

Required

Yes

Yes

Yes

Yes

Yes

No

No

No

Example

80

lb-
bpl1o94dp5i6earr*

*kk

idkp-123-cn-test-

*kkk

on

cn-hangzhou

80

on

wirr

Description

The frontend port that is used by the
CLB instance.

Valid values: 1 to 65535.

The ID of the CLB instance.

The ID of the server certificate.

Specifies whether to enable session
persistence. Valid values:

® on:yes

e off: no

The ID of the region where the CLB
instance is deployed.

You can query region IDs from the
Regions and zones list or by calling the
DescribeRegions operation.

The backend port that is used by the CLB
instance. Valid values: 1 to 65535.

If the VServerGroupld parameter is not
set, this parameter is required.

Specifies whether to use the x-
Forwarded-For header to retrieve

client IP addresses. Valid values:

® on:yes

e off: no

The scheduling algorithm. Valid values:

e wrr: Backend servers that have higher
weights receive more requests than
backend servers that have lower
weights.

® rr: Requests are distributed to
backend servers in sequence.
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Parameter Type Required Example Description

The method that is used to handle a
cookie. Valid values: insert and server.

® insert: inserts a cookie.

CLB inserts a cookie (SERVERID) into
the first HTTP or HTTPS response that
is sent to a client. The next request
from the client will contain this
cookie, and the listener will distribute
this request to the recorded backend
server.

) ) . . ® server: rewrites a cookie.
StickySessionType String No insert

When CLB detects a user-defined
cookie, it overwrites the original
cookie with the user-defined cookie.
The next request from the client will
contain the user-defined cookie, and
the listener will distribute this request
to the recorded backend server.

@ Note This parameter is
required if the StickySession
parameter is set to on.

The timeout period of the cookie. Unit:
seconds.

Valid values: 1 to 86400.

CookieTimeot integer No °00 @ Note |If StickySession is set

to on and StickySessionType is
set to insert, this parameter is
required.

The cookie to be configured on the
backend server.

The cookie must be 1 to 200 characters
in length, and can contain only ASCII
characters and digits. It cannot contain
B490B5EBF6F3CD4 commas (,), semicolons (;), or space
Cookie String No 02E515D22BCDA** characters. It cannot start with a dollar
ok sign ($).

@ Note |If StickySession is set
to on and StickySessionType is
set to insert, this parameter is
required.

> Document Version: 20220211 152



Developer Guide-HTTPS listeners

Server Load Balancer

Parameter Type Required

HealthCheckMetho

Stri N
d ring o]
HealthCheckDomai .

String No
n
HealthCheckURI String No

Example

get

172.XX.XX.16

/test/index.html

Description

The HTTP method that is used for health
checks. Valid values: head and get.

@ Note This parameter takes
effect only when the HealthCheck
parameter is set to on.

The domain name that is used for health
checks. Valid values:

e $_ip: the private IP address of a
backend server. If you do not set this
parameter or set the parameter to
$_ip, CLB uses the private IP address
of each backend server as the domain
name for health checks.

e domain: The domain name must be
1 to 80 characters in length, and can
contain letters, digits, periods (.),and
hyphens (-).

@ Note This parameter takes
effect only when the HealthCheck
parameter is set to on.

The URL that is used for health checks.

The URL must be 1 to 80 characters in
length, and can contain letters, digits,
and the following special characters: -
/ .%?# & .The URL must start with a
forward slash ( / ), but cannot be a
single forward slash ( / ).

@ Note This parameter takes
effect only when the HealthCheck
parameter is set to on.
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Parameter Type Required Example Description

The number of health checks that an
unhealthy backend server must
consecutively pass before it can be
declared healthy (from fail to success).

HealthyT hreshold Integer No 4 Valid values: 2 to 10.

@ Note This parameter takes
effect only when the HealthCheck
parameter is set to on.

The number of health checks that a
healthy backend server must
consecutively fail before it can be
declared unhealthy (from success to

fail).
UnhealthyT hreshol
d Integer No 4 Valid values: 2 to 10.

@ Note This parameter takes
effect only when the HealthCheck
parameter is set to on.
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Parameter Type Required Example Description

The timeout period of a health check
response. If a backend server does not
respond within the specified timeout
period, the health check fails. Unit:
seconds.

Valid values: 1 to 300.

@ Note

e [f the value of the

HealthCheckTimeout
parameter is smaller than
that of the
HealthCheckinterval

HealthCheckTimeo parameter, the timeout

Integer No 3 . -

ut period specified by the
HealthCheckTimeout
parameter is invalid and the
value of the
HealthCheckinterval
parameter is used as the
timeout period.

o This parameter
takes effect only
when the
HealthCheck
parameter is set to
on.

The port that is used for health checks.

Valid values: 1 to 65535.

HealthCheckConne

Integer No 8080
ctPort ° @ Note

This parameter takes
effect only when the HealthCheck
parameter is set to on.

The interval between two consecutive
health checks. Unit: seconds.

Valid values: 1 to 50.

HealthCheckinterv @ Note This parameter takes
al Integer No 5 effect only when the HealthCheck
parameter is set to on.
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Parameter Type

HealthCheckHttpC

Strin
ode 9
VServerGroupld String
CACertificateld String
XForwardedFor_SL Strin
BIP 9
XForwardedFor_SL Strin
BID 9
XForwardedFor_pr
W P String

oto

Required

No

No

No

No

No

No

Example

http_2xx,http_3xx

rsp-cige6j5e7p****

139a00604ad-cn-
east-hangzh****

on

on

on

Description

The HTTP status code of a successful
health check. Separate multiple HTTP
status codes with commas (,).

Valid values: http_2xx, http_3xx,
http_4xx, and http_5xx.

@ Note This parameter takes
effect only when the HealthCheck
parameter is set to on.

The ID of the server group.

The ID of the CA certificate.

If both the CA certificate and the server
certificate are uploaded, mutual
authentication is used.

If you upload only the server certificate,
one-way authentication is used.

Specifies whether to use the siB-1P
header to retrieve the virtual IP address
(VIP) requested by the client. Valid
values:

® on:yes

e off: no

Specifies whether to use the sLB-1ID
header to retrieve the ID of the CLB
instance. Valid values:

® on: yes

e off: no

Specifies whether to use the x-
Forwarded-Proto header to retrieve
the listener protocol. Valid values:

® on:yes

e off: no
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Parameter Type Required Example Description

Specifies whether to enable Gzip
compression to compress specific types
of files. Valid values:

Gzip String No on
® on:yes
e off: no
The ID of the network access control list
(ACL) that you want to associate with
nacl- the listener.
Aclld String No a2do9e413e0spza
SX**** R
@ Note If AclStatus is set to

on, this parameter is required.
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Parameter Type Required Example Description

The type of network ACL. Valid values:

e white: a whitelist. Only requests
from the IP addresses or CIDR blocks
in the network ACL are forwarded.
Whitelists apply to scenarios where
you want to allow only specific IP
addresses to access an application.
Your business may be adversely
affected if the whitelist is not set
properly. After a whitelist is
configured, only IP addresses in the
whitelist can access the CLB listener.

If no IP address is added to the
whitelist, the CLB listener forwards all
requests.

® black: a blacklist. All requests from
the IP addresses or CIDR blocks in the
network ACL are denied. Blacklists
apply to scenarios where you want to
deny access from specified IP
addresses to an application.

AclType String No white

If no IP address is added to the
blacklist, the listener forwards all
requests.

@ Note This parameter takes
effect only when AclStatus is set
to on.

Specifies whether to enable access
control. Valid values:

AclStatus String No off
® on:yes

e off: no
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Parameter

Description

IdleTimeout

RequestTimeout

EnableHttp2

Type

String

Integer

Integer

String

Required

No

No

No

No

Example

Createlisteners

12

23

off

Description

The description of the listener.

The description must be 1 to 80
characters in length and can contain
letters, digits, hyphens (-), forward
slashes (/), periods (.),and underscores

-

The timeout period of anidle
connection. Valid values: 1 to 60.
Default value: 15. Unit: seconds.

If no request is received within the
specified timeout period, CLB closes the
connection. When another request is
received, CLB establishes a new
connection.

The timeout period of a request. Valid
values: 1 to 180. Default value: 60.
Unit: seconds.

If no response is received from the
backend server during the request
timeout period, CLB sends an HTTP 504
error code to the client.

Specifies whether to use HTTP/2. Valid
values:

® on:yes

e off: no

The Transport Layer Security (TLS)
security policy. Each security policy
contains TLS protocol versions and
cipher suites available for HTTPS.

e tls_cipher_policy_1_0:

Supported TLS versions: TLS 1.0, TLS
1.1,and TLS 1.2

Supported cipher suites: ECDHE-RSA-
AES128-GCM-SHA256, ECDHE-RSA-
AES256-GCM-SHA384, ECDHE-RSA-
AES128-SHA256, ECDHE-RSA-AES256-
SHA384, AES128-GCM-SHA256,
AES256-GCM-SHA384, AES128-SHA256,
AES256-SHA256, ECDHE-RSA-AES128-
SHA, ECDHE-RSA-AES256-SHA, AES128-
SHA, AES256-SHA, and DES-CBC3-SHA
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Parameter Type

TLSCipherPolicy String

Required

No

Example

tls_cipher_policy_
11

e tls_cipher_policy_1_1:
Description

Supported TLS versions: TLS 1.1 and
TLS 1.2

Supported cipher suites: ECDHE-RSA-
AES128-GCM-SHA256, ECDHE-RSA-
AES256-GCM-SHA384, ECDHE-RSA-
AES128-SHA256, ECDHE-RSA-AES256-
SHA384, AES128-GCM-SHA256,
AES256-GCM-SHA384, AES128-SHA256,
AES256-SHA256, ECDHE-RSA-AES128-
SHA, ECDHE-RSA-AES256-SHA, AES128-
SHA, AES256-SHA, and DES-CBC3-SHA

tls_cipher_policy_1_2
Supported TLS version: TLS 1.2

Supported cipher suites: ECDHE-RSA-
AES128-GCM-SHA256, ECDHE-RSA-
AES256-GCM-SHA384, ECDHE-RSA-
AES128-SHA256, ECDHE-RSA-AES256-
SHA384, AES128-GCM-SHA256,
AES256-GCM-SHA384, AES128-SHA256,
AES256-SHA256, ECDHE-RSA-AES128-
SHA, ECDHE-RSA-AES256-SHA, AES128-
SHA, AES256-SHA, and DES-CBC3-SHA

tls_cipher_policy_1_2_strict
Supported TLS version: TLS 1.2

Supported cipher suites: ECDHE-RSA-
AES128-GCM-SHA256, ECDHE-RSA-
AES256-GCM-SHA384, ECDHE-RSA-
AES128-SHA256, ECDHE-RSA-AES256-
SHA384, ECDHE-RSA-AES128-SHA, and
ECDHE-RSA-AES256-SHA

tls_cipher_policy_1_2_strict_with
1.3

Supported TLS versions: TLS 1.2 and
TLS 1.3

TLS_AES_128_GCM_SHA256,
TLS_AES_256_GCM_SHA384,
TLS_CHACHA20_POLY1305_SHA256,
TLS_AES_128_CCM_SHA256,
TLS_AES_128_CCM_8_SHA256, ECDHE-
ECDSA-AES128-GCM-SHA256, ECDHE-
ECDSA-AES256-GCM-SHA384, ECDHE-
ECDSA-AES128-SHA256, ECDHE-ECDSA-
AES256-SHA384, ECDHE-RSA-AES128-
GCM-SHA256, ECDHE-RSA-AES256-
GCM-SHA384, ECDHE-RSA-AES128-
SHA256, ECDHE-RSA-AES256-SHA384,
ECDHE-ECDSA-AES128-SHA, ECDHE-
ECDSA-AES256-SHA, ECDHE-RSA-
AES128-SHA, and ECDHE-RSA-AES256-
SHA
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Response parameters

Parameter Type Example Description
Requestld Strin CEF72CEB-54B6-4AE8-
) ° B225-F876FF7BA984
Examples

Sample requests

http(s) ://[Endpoint]/?Action=CreatelLoadBalancerHTTPSListener
&Bandwidth=-1

&HealthCheck=on

&ListenerPort=80

&LoadBalancerId=lb-bplo94dp5ibearr****
&ServerCertificateId=idkp-123-cn-test-****

&StickySession=on

&<Common request parameters>

Sample success responses

xML  format

<CreatelLoadBalancerHTTPSListenerResponse>

<RequestId>CEF72CEB-54B6-4AE8-B225-F876FF7BA984</RequestId>

</CreatelLoadBalancerHTTPSListenerResponse>

JsoN format

{"RequestId":" CEF72CEB-54B6-4AE8-B225-F876FF7BA984"
}

Error codes

HttpCode Error code Error message
You cannot create a TCP SSL type
400 LbNotSupportTcpssl listener for the specified load
balancer.
The specified load balancer
400 LbSupportTcpsslOnly supports TCP SSL type listener
only.
400 ListenerNotSupportR You cannot create a rule for the
ule specified listener.

The ID of the request.

Description

The error message returned
because the specified CLB
instance does not support TCP
SSL listeners.

The error message returned
because the specified CLB
instance supports only TCP SSL
listeners.

The error message returned
because the specified listener
does not support forwarding
rules.
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HttpCode Error code
Mismatch.SlbSpecTy
400 peAndListenerProtoc

ol

Error message

The SlbSpecType and

ListenerProtocol are mismatched.

For a list of error codes, visit the APIError Center.

10.2.

Description

The error message returned
because the specified instance
type and listener type do not
match.

SetLoadBalancerHTTPSListenerAttribute

You can call this operation to modify the configurations of an HTTPS listener.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of

the operation for different SDKs.

Request parameters

Parameter Type
Action String
ListenerPort Integer
LoadBalancerld String
Regionld String

Required

Yes

Yes

Yes

Yes

Example

SetLoadBalancerH
TTPSListenerAttri
bute

80

b-sjhf djit***

cn-hangzhou

Description

The operation that you want to
perform.

Set the value to
SetLoadBalancerHTTPSListenerAttri
bute.

The frontend port that is used by the
SLB instance.

Valid values: 1 to 65535.

The ID of the SLB instance.

The ID of the region where the SLB
instance is deployed.

You can query the most recent region
list from the Regions and zones list or
by calling the DescribeRegions
operation.
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Parameter Type
Bandwidth Integer
XForwardedFor String
Scheduler String
StickySession String

Required

No

No

No

No

Example

on

wirr

on

Description

Specify the maximum bandwidth value
for the listener.

Valid values: -1 and 1 to 5120.

® -1: If you set the value to -1, this
indicates that the maximum
bandwidth of the listener is unlimited.

® 1to5120: If youset the value to a
number from 1 to 5120, the value that
you specify indicates the maximum
bandwidth of the listener. The sum of
maximum bandwidth values of all
listeners cannot exceed the maximum
bandwidth of the SLB instance.

Specifies whether to use the X-
Forwarded-For header to obtain the real
IP address of the client.

Set the value to on.

The scheduling algorithm. Valid values:

e wrr: Backend servers that have higher
weights receive more requests than
those that have lower weights. This is
the default value.

® r: Requests are distributed to
backend servers in sequence.

Indicates whether session persistence is
enabled.

Valid values: on and off.
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Parameter Type

StickySessionType String

CookieTimeout Integer

Cookie String

Required

No

No

No

Example

insert

500

B490B5EBF6F3CD4

*kkk

Description

The method that is used to handle a
cookie. Valid values:

® insert: Inserts a cookie.

SLB inserts a cookie (SERVERID) into
the first HTTP or HTTPS response
packet that is sent to a client. The
next request from the client will
contain this cookie, and the listener
will distribute this request to the
recorded backend server.

e server: Rewrites a cookie.

When SLB detects a user-defined
cookie, it overwrites the original
cookie with the user-defined cookie.
The next request from the client will
contain the user-defined cookie, and
the listener will distribute the request
to the recorded backend server.

@ Note If you set the
StickySession parameter to on,
this parameter is required.

The timeout period of a cookie.

Valid values: 1 to 86400 . Unit: seconds

@ Note If you set the
StickySession parameterto on
and the StickySessionType
parameter to insert, this parameter
is required.

The cookie to be configured on the
backend server.

The cookie must be 1 to 200 characters
in length, and can contain ASCII letters
and digits. It cannot contain commas (,),
semicolons (;), or spaces. It cannot start
with a dollar sign ($).

@ Note |If you set the
StickySession parameterto on
and the StickySessionType
parameter to server, this
parameter is required.
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Parameter Type Required Example Description

Specifies whether to enable health

HealthCheck String No on checks.

Valid values: on and off.

The domain name that is used for health
checks. Valid values:

e $ ip: The private IP address of the
backend server. If the $_ip parameter
is set or the HealthCheckDomain
parameter is not set, SLB uses the
private IP addresses of backend
servers as the domain names for

HealthCheckD i .
ea eckDomai String No 172.XXXX.16 health checks

n e domain: The domain name must be
1 to 80 characters in length. It can
contain only letters, digits, periods
(.),and hyphens (-).

@ Note This parameter takes
effect only if the HealthCheck
parameter is set to on.

The URI that is used for health checks.

The URI must be 1 to 80 characters in
length, and can contain only letters,
digits, hyphens (-), forward slashes (/),
periods (.), percent signs (%), question
marks (?), number signs (#), and
ampersands (&). The URI must start with
a forward slash (/) but cannot contain

HealthCheckURI String No /test/index.html only a forward slash (/).

@ Note This parameter takes
effect only if the HealthCheck
parameter is set to on.
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Parameter Type

HealthyThreshold Integer

UnhealthyT hreshol

Int
d nteger

HealthCheckTimeo

Integer
ut 9

Required

No

No

No

Example

Description

The number of consecutive successful
health checks that must occur before an
unhealthy backend server is declared
healthy. In this case, the health check
state is changed from fail to success.

Valid values: 2 to 10.

@ Note This parameter takes
effect only if the HealthCheck
parameter is set to on.

The number of consecutive failed health
checks that must occur before a healthy
backend server is declared unhealthy. In
this case, the health check state is
changed from success to fail.

Valid values: 2 to 10.

@ Note This parameter takes
effect only if the HealthCheck
parameter is set to on.

The timeout period of a health check
response. If a backend server does not
respond within the specified time
period, the backend server is declared
unhealthy.

Valid values: 1 to 300 . Unit: seconds

@ Note

e [f the value of the
HealthCHeckTimeout
parameter is smaller than
that of the
HealthCheckinterval
parameter, the value of the
HealthCHeckTimeout
parameter is ignored and
the value of the
HealthCheckinterval
parameter is regarded as
the waiting period.

® This parameter takes effect
only if the HealthCheck
parameter is set to on.
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Parameter Type Required Example Description

The time interval between two
consecutive health checks.

Valid values: 1 to 50. Unit: seconds.

HealthCheckinterv
Integer No 5

al
@ Note This parameter takes
effect only if the HealthCheck
parameter is set to on.

The port that is used for health checks.

Valid values: 1 to 65535.

HealthCheckConne

Integer No 8080
ctPort o @ Note

This parameter takes
effect only if the HealthCheck
parameter is set to on.

The HTTP status code that indicates a
successful health check. Separate
multiple HTTP status codes with
commas (,).

Valid values: http_2xx, http_3xx,

HealthCheckHttpC String No http_2xxhttp_3xx  http_4xx, and http_5xx.

ode

@ Note This parameter takes
effect only if the HealthCheck
parameter is set to on.

ServerCertificateld String No idkp-123-cn-te**** The ID of the server certificate.

The ID of the CA certificate.

e |f both the CA certificate and the
139200604ad-cn- server certificate are uploaded, two-

CACertificateld String No gt factor authentication is used.

e |f you upload only the server
certificate, single-factor
authentication is used.

Specifies whether to use a vServer
VServerGroup String No on group.

Valid values: on and off.

VServerGroupld String No rsp-cige6j**** The ID of the vServer group.
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Parameter Type Required Example Description

Specifies whether to use the sLB-1P
XForwardedFor SL header to obtain the real IP address of

BIp String No on the client.

Valid values: on and off.

Specifies whether to use the sLB-1ID

XForwardedFor_SL header to obtain the ID of the SLB

BID String No on instance.

Valid values: on and off.

Specifies whether to use the x-
XForwardedFor_pr Forwarded-Proto headerto obtain

oto String No on the listener protocol of the SLB instance.

Valid values: on and off.

Specifies whether to enable gzip
compression to compress files of a
specific type.

Gzip String No on
Valid values: on and off.
The ID of the network access control list
nacl- (ACL) that is associated with the listener.
Aclid String No a2do9e413e0spza
Gyt This parameter is required if the

AclStatus parameter is set to on.
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Parameter Type Required Example Description

The type of the ACL. Valid values:

e white: specifies the ACL as a
whitelist. Only requests from the IP
addresses or CIDR blocks in the ACL
are forwarded. Whitelists apply to
scenarios that require you to allow
only specific IP addresses to access an
application.

Risks may arise if you specify an ACL
as a whitelist. After you set a whitelist
for an SLB listener, only requests from
IP addresses that are added to the
whitelist are distributed by the

AclType String No white listener. If you enable a blacklist but
do not specify IP addresses, the
listener forwards all requests.

e black: All requests from the IP
addresses or CIDR blocks in the ACL
are denied. The blacklist is used to
forbid specified IP addresses from
accessing an application.

If you enable a blacklist but do not
specify IP addresses, the listener
forwards all requests.

This parameter takes effect if the
AclStatus parameter is set to on.

Specifies whether to enable the access
AclStatus String No off control feature.

Valid values: on and off.

The timeout period of anidle
connection. Valid values: 1 to 60.
Default value: 15. Unit: seconds.

If no request is received during the
specified timeout period, the SLB
instance closes the connection. When
another request is received, the SLB
instance establishes a new connection.

IdleTimeout Integer No 23
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Parameter Type Required Example Description

The timeout period of a request. Unit:
seconds. Valid values: 1 to 180. Default
value: 60.

RequestTimeout Integer No 223 If no response is received from the

backend server during the request
timeout period, SLB sends an HTTP 504
error code to the client.

Specifies whether to enable HTTP/2.
EnableHttp2 String No off Default value: on.

Valid values: on and off.

You can specify the TLSCipherPolicy
parameter only for a guaranteed-
performance instance. Each security
policy includes TLS protocol versions
and cipher suites available for HTTPS.

You can select a security policy based on
your requirements. The following
security policies are supported:

e tls_cipher_policy_1_0:

o Supported TLS versions: TLSv1.0,
TLSv1.1, and TLSv1.2.

o Supported cipher suites: ECDHE-
RSA-AES128-GCM-SHA256, ECDHE-
RSA-AES256-GCM-SHA384, ECDHE-
RSA-AES128-SHA256, ECDHE-RSA-
AES256-SHA384, AES128-GCM-
SHA256, AES256-GCM-SHA384,
AES128-SHA256, AES256-SHA256,
ECDHE-RSA-AES128-SHA, ECDHE-
RSA-AES256-SHA, AES128-SHA,
AES256-SHA, and DES-CBC3-SHA.

e tls_cipher_policy_1_1:

o Supported TLS versions: TLSv1.1
and TLSv1.2.

o Supported cipher suites: ECDHE-
RSA-AES128-GCM-SHA256, ECDHE-
RSA-AES256-GCM-SHA384, ECDHE-
TLSCipherPolicy String No tls_cipher_policy_ RSA-AES128-SHA256, ECDHE-RSA-
1.2 AES256-SHA384, AES128-GCM-
SHA256, AES256-GCM-SHA384,
AES128-SHA256, AES256-SHA256,
ECDHE-RSA-AES128-SHA, ECDHE-
RSA-AES256-SHA, AES128-SHA,
AES256-SHA, and DES-CBC3-SHA.

e tls_cipher_policy_1_2
o Supported TLS version: TLSv1.2.
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Parameter Type Required Example

5 o Sutpported cipher suites: ECDHE-
& A RES 1 28-GCM-SHA256, ECDHE-

RSA-AES256-GCM-SHA384, ECDHE-
RSA-AES128-SHA256, ECDHE-RSA-
AES256-SHA384, AES128-GCM-
SHA256, AES256-GCM-SHA384,
AES128-SHA256, AES256-SHA256,
ECDHE-RSA-AES128-SHA, ECDHE-
RSA-AES256-SHA, AES128-SHA,
AES256-SHA, and DES-CBC3-SHA.

e tls_cipher_policy_1_2_strict
o Supported TLS version: TLSv1.2.
o Supported cipher suites: ECDHE-

RSA-AES128-GCM-SHA256, ECDHE-
RSA-AES256-GCM-SHA384, ECDHE-
RSA-AES128-SHA256, ECDHE-RSA-

AES256-SHA384, ECDHE-RSA-
AES128-SHA, and ECDHE-RSA-
AES256-SHA.

Listener

Description String No The description of the listener.

description

Response parameters

Parameter Type Example Description

CEF72CEB-54B6-4AE8-

Requestlid String The ID of the request.

B225-F876FF7BA984

Examples
Sample requests

http(s) ://[Endpoint]/?Action=SetLoadBalancerHTTPSListenerAttribute
&ListenerPort=80
&LoadBalancerId=1b-sjhfdji*****x%%kkkkkx**

&<Common request parameters>

Sample success responses

xML  format

<SetLoadBalancerHTTPSListenerAttributeResponse>
<RequestId>CEF72CEB-54B6-4AE8-B225-F876FF7BA984</RequestId>
</SetLoadBalancerHTTPSListenerAttributeResponse>

Json format

"RequestId":" CEF72CEB-54B6-4AE8-B225-F876FF7BAS84"
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Error codes

For a list of error codes, visit the API Error Center.

10.3.
DescribeLoadBalancerHTTPSListenerAttribute

Queries the configurations of an HTTPS listener.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to

DescribeLoadBala perform.
Action String Yes ncerHTTPSListener  get the value to
Attribute DescribeLoadBalancerHTTPSListener
Attribute.

The frontend port that is used by the
SLB instance.

ListenerPort Integer Yes 80
Valid values: 1 to 65535.
lb-
LoadBalancerld String Yes bp1mxu5r8lau**** The ID of the SLB instance.
*kk
. ) The ID of the region where the SLB
Regionid String Yes cn-hangzhou 9

instance is deployed.

Response parameters

Parameter Type Example Description

The frontend port that is used by the SLB

ListenerPort Integer 80 .
instance.
BackendServerP The backend port that is used by the SLB
Integer 80 .
ort instance.
Bandwidth Integer -1 The maximum bandwidth value of the listener.
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Parameter Type Example Description

The state of the listener.
Status String stopped
Valid values:running and stopped.

Indicates whether the X-Forwarded-For header

is added to obtain the real IP address of the
XForwardedFor String on client.

Valid values: on and off.

The scheduling algorithm.
Valid values: wrr and rr.

e wrr (default): Backend servers that have
higher weights receive more requests than
those that have lower weights.

Scheduler String wrr

® r: Requests are distributed to backend
servers in sequence.

Indicates whether session persistence is
StickySession String on enabled.

Valid values: on and off.
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Parameter Type Example Description

The method that is used to handle a cookie. If
you set the StickySession parameter to on,
this parameter is required.

Valid values: insert and server.
® insert: inserts a cookie.

SLB inserts a cookie (SERVERID) into the first
HTTP or HTTPS response packet that is sent
to a client. The next request from the client
will contain this cookie, and the listener will
distribute this request to the recorded
backend server.

® server: Rewrites a cookie.
StickySessionTy

String insert When SLB detects a user-defined cookie, it
pe

overwrites the original cookie with the user-
defined cookie. The next request from the
client will contain the user-defined cookie,
and the listener will distribute the request
to the recorded backend server.

@ Note |If you set the StickySession
parameter to on, this parameter is
required.

CookieTimeout Integer 500 The timeout period of the cookie.

B490B5EBF6F3CD402E The cookie to be configured on the backend

Cookie Strin
9 515D22BCDA1598 server.

Indicates whether health checks are enabled.

HealthCheck String on
Valid values: on and off.

HealthCheckDo ) The domain name that is used for health
. String www.test.com
main checks.
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Parameter

HealthCheckURI

HealthyThreshol
d

UnhealthyT hres
hold

HealthCheckTim
eout

HealthCheckinte
rval

HealthCheckHtt
pCode

HealthCheckCon
nectPort

ServerCertificate
Id

CACertificateld

VServerGroupld

Gzip

Type

String

Integer

Integer

Integer

Integer

String

Integer

String

String

String

String

Example

/test/index.html

http_2xx,http_3xx

8080

idkp-123-cn-test-0**

idkp-234-cn-test-0**

rsp-cige6jse** ¥ *

on

Description

The URI that is used for health checks.

The URI must be 1 to 80 characters in length
and can contain letters, digits, hyphens (-),
forward slashes (/), periods (.),%?number
signs (#), and ampersands (&). The URI must
start with a forward slash (/) and cannot be a
single forward slash (/).

The healthy threshold.
The unhealthy threshold.

The timeout period of each health check
response. Unit: seconds.

The interval at which health checks are
performed. Unit: seconds.

The HTTP status code that indicates the
health check is successful.

The port that is used for health checks.

@ Note This parameter takes effect
only if the HealthCheck parameter is set
toon.

The ID of the server certificate.
The ID of the CA certificate.
The ID of the associated server group.

Indicates whether gzip compression is
enabled.

Valid values: on and off.
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Parameter Type Example Description

The ID of the access control list (ACL) to which

nacl- the listener is bound.
Aclid String a2do9e413e0spzasx*®
- This parameter is required if the AclStatus

parameter is set to on.

Indicates whether the access control feature is
AclStatus String off enabled.
Valid values: on and off. Default value: off.

The type of ACL. Valid values:

e white: specifies the ACL as a whitelist. Only
requests from the IP addresses or CIDR
blocks in the ACL are forwarded. Whitelists
apply to scenarios that require you to allow
only specific IP addresses to access an
application. Risks may occur if the whitelist
is improperly set. After you set a whitelist
for an SLB listener, only requests from IP
addresses that are added to the whitelist
are distributed by the listener.

If you enable a whitelist but the whitelist
does not contain an IP address, the CLB
AclType String white listener does not forward requests.

® black: specifies the ACL as a blacklist. All
requests from the IP addresses or CIDR
blocks in the ACL are rejected. Blacklists
apply to scenarios that require you to block
access from specific IP addresses to an
application.

If the blacklist is enabled but the
corresponding ACL does not contain IP
addresses, the SLB listener forwards all
requests.

This parameter is required if the AclStatus
parameter is set to on.

Description String ListenerDescription The description of the listener.

DomainExtensio Array of

s DomainExtensio The list of extra domain names.
n

DomainExtensio

n

Domain String www.example.com The domain names.
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Parameter

DomainExtensio
nid

ServerCertificate
Id

EnableHttp2

IdleTimeout

Requestlid

RequestTimeou
t

Rules

Rule

Domain

Ruleld

RuleName

Url

VServerGroupld

Type

String

String

String

Integer

String

Integer

Array of Rule

String

String

String

String

String

Example

12

13344444%%*

off

23

365F4154-92F6-
4AE4-92F8-
7FF3********

43

www.example.com

23

example

/example

12

Description

The IDs of the extra domain names.

The ID of the certificate that corresponds to
the domain name.

Indicates whether HTTP2 is enabled.

Valid values: on and off.

The timeout period of an idle connection.
Unit: seconds. Valid values: 1 to 60. Default
value: 15.

If no request is received during the specified
timeout period, the SLB instance closes the
connection. When another request is received,
the SLB instance establishes a new connection.

The ID of the request.

The timeout period of a request. Unit:
seconds. Valid values: 1 to 180. Default value:
60.

If the backend server does not response within
the specified timeout period, SLB returns an
HTTP 504 error code to the client.

The list of forwarding rules of the listener.

The domain name.

The ID of the forwarding rule.

The name of the forwarding rule.

The request path.

The ID of the server group with which the
forwarding rule is associated.

177

> Document Version: 20220211



Server Load Balancer Developer Guide-HTTPS listeners

Parameter Type Example Description

The security status.
SecurityStatus String on
Valid values: on and off.
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Parameter Type Example Description

You can set the TLSCipherPolicy parameter
only for a high-performance instance. Each
security policy includes TLS protocol versions
and cipher suites available for HTTPS.

The following security policies are supported.
For more information, see the descriptions of
differences in TLS security policies. You can
select a policy as needed.

e tls_cipher_policy_1_0:

Supported TLS versions: TLSv1.0, TLSv1.1,
and TLSv1.2.

Supported cipher suites: ECDHE-RSA-
AES128-GCM-SHA256, ECDHE-RSA-AES256-
GCM-SHA384, ECDHE-RSA-AES128-SHA256,
ECDHE-RSA-AES256-SHA384, AES128-GCM-
SHA256, AES256-GCM-SHA384, AES128-
SHA256, AES256-SHA256, ECDHE-RSA-
AES128-SHA, ECDHE-RSA-AES256-SHA,
AES128-SHA, AES256-SHA, and DES-CBC3-
SHA.

e tls_cipher_policy_1_1:

Supported TLS versions: TLSv1.1 and
TLSv1.2.

Supported cipher suites: ECDHE-RSA-

TLSCipherPolicy String tls_cipher_policy_1_0 AES128-GCM-SHA256, ECDHE-RSA-AES256-
GCM-SHA384, ECDHE-RSA-AES128-SHA256,
ECDHE-RSA-AES256-SHA384, AES128-GCM-
SHA256, AES256-GCM-SHA384, AES128-
SHA256, AES256-SHA256, ECDHE-RSA-
AES128-SHA, ECDHE-RSA-AES256-SHA,
AES128-SHA, AES256-SHA, and DES-CBC3-
SHA.

e tls_cipher_policy_1_2
Supported TLS version: TLSv1.2.

Supported cipher suites: ECDHE-RSA-
AES128-GCM-SHA256, ECDHE-RSA-AES256-
GCM-SHA384, ECDHE-RSA-AES128-SHA256,
ECDHE-RSA-AES256-SHA384, AES128-GCM-
SHA256, AES256-GCM-SHA384, AES128-
SHA256, AES256-SHA256, ECDHE-RSA-
AES128-SHA, ECDHE-RSA-AES256-SHA,
AES128-SHA, AES256-SHA, and DES-CBC3-
SHA.

e tls_cipher_policy_1_2_strict

Supported TLS version: TLSv1.2.

179 > Document Version: 20220211



Server Load Balancer Developer Guide-HTTPS listeners

Supported cipher suites: ECDHE-RSA-

ESEEICER Type Sl D MY b cM-SHA256, ECDHE-RSA-AES256-

n C%D{ISE R?.:B%EECH]HE—iSAA—ﬁES'I28—:HA256
XForwardedFor XForwarde ég éFehtF\;erl-ll ﬁeader
ClientCertClient_ String off fleﬁ]EIS useéqo (‘?B{jam Phe verélcaFtlon resu[o‘ of
Verify the client certificate.

Valid values: on and off.

Indicates whether the
XForwardedFor XForwardedFor ClientCertFingerprint
ClientCertFinger_ String off header field is used to obtain the fingerprint
print of the client certificate.

Valid values: on and off.

Indicates whether the

XForwardedFor ClientCertIssuerDN

XForwardedFor_ ' header field is used to obtain information
Client Certlssuer string off about the authority that issues the client
DN certificate.

Valid values: on and off.

Indicates whether the
XForwardedFor XForwardedFor ClientCertSubjectDN
ClientCertSubjec_ String off header field is used to obtain information
tDN about the owner of the client certificate.

Valid values: on and off.

Indicates whether the
XForwardedFor ClientSrcPort header
XForwardedFor_ String off field is used to obtain the port over which a
ClientSrcPort client communicates with the SLB instance.

Valid values: on and off.

Indicates whether the sLB-ID header field

XForwardedFor_ String on is used to obtain the ID of the SLB instance.
SLBID
Valid values: on and off.

Indicates whether the sLB-IP header field

XForwardedFor is used to obtain the real IP address of the
- String on li
SLBIP client.

Valid values: on and off.
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Indicates whether the

XForwardedFor SLBPORT field is used to
query the listener port of the SLB instance.

Valid values: on and off.

Indicates whether the x-Forwarded-Proto

header field is used to obtain the listener
protocol of the SLB instance.

Valid values: on and off.

XForwardedFor_ Strin off
SLBPORT 9
XForwardedFor_ .
String on
proto
Examples

Sample requests

http(s) ://[Endpoint]/?Action=DescribeloadBalancerHTTPSListenerAttribute
&ListenerPort=80
&LoadBalancerId=lb-bplmxubr8lau*******

&<Common request parameters>

Sample success responses

xML  format

<DescribeloadBalancerHTTPSListenerAttributeResponse>

eld>

<RequestId>11F52428-64ED-40F7-98C2-DBB6D0BB0OAD7</RequestId>
<HealthCheckHttpCode>http 2xx,http 3xx</HealthCheckHttpCode>

<HealthCheckTimeout>5</HealthCheckTimeout>

<ServerCertificateId>1231579xxxxxxxx 15dbf6ff26f 1991415478 2054196746</ServerCertificat

<XForwardedFor SLBID>off</XForwardedFor SLBID>
<Gzip>on</Gzip>
<HealthyThreshold>3</HealthyThreshold>
<Scheduler>wrr</Scheduler>
<StickySession>off</StickySession>
<UnhealthyThreshold>3</UnhealthyThreshold>
<XForwardedFor SLBIP>off</XForwardedFor SLBIP>
<XForwardedFor proto>off</XForwardedFor proto>
<Bandwidth>-1</Bandwidth>
<HealthCheckURI>/</HealthCheckURI>
<VServerGroupIld>rsp-0xiju72x******</VServerGroupld>
<HealthCheck>on</HealthCheck>
<ListenerPort>443</ListenerPort>
<Status>running</Status>
<XForwardedFor>on</XForwardedFor>
<HealthCheckDomain></HealthCheckDomain>
<HealthCheckInterval>2</HealthCheckInterval>

<BackendServerPort>443</BackendServerPort>

</DescribeLoadBalancerHTTPSListenerAttributeResponse>
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Json format

"RequestId": "11F52428-64ED-40F7-98C2-DBB6DOBBOAD7",

"HealthCheckHttpCode": "http 2xx,http 3xx",
"HealthCheckTimeout": 5,

"ServerCertificateId": "1231579%xxxxxxxx 15dbf6ff26f 1991415478 2054196746",

"XForwardedFor SLBID": "off",
"Gzip": "on",
"HealthyThreshold": 3,
"Scheduler": "wrr",
"StickySession": "off",
"UnhealthyThreshold": 3,
"XForwardedFor SLBIP": "off",
"XForwardedFor proto": "off",
"Bandwidth": -1,
"HealthCheckURI": "/",
"VServerGroupId": "rsp-0xiju72x*xkxkxn,
"HealthCheck": "on",
"ListenerPort": 443,
"Status": "running",
"XForwardedFor": "on",
"HealthCheckDomain": "",
"HealthCheckInterval": 2,

"BackendServerPort": 443

Error codes

For a list of error codes, visit the API Error Center.
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11.Listener management
11.1. DescribeLoadBalancerListeners

Queries listeners of Classic Load Balancer (CLB) instances.

Prerequisites

e A CLBinstance is created. For more information, see CreateloadBalancer.
e A listeneris created. For more information, see:
CreateLoadBalancerUDPListener

[e]

CreateLoadBalancerT CPListener

[e]

CreateLoadBalancerHTTPListener

[e]

CreateLoadBalancerHT T PSListener

o

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to

DescribeLoadBala perform.

ncerlListeners Set the value to
DescribeLoadBalancerListeners.

Action String Yes

Regionld String Yes cn-hangzhou The region ID of the CLB instance.

The start position of the query. If this
parameter is left empty, the query starts
from the beginning.

@ Note |If you call the
) FFmyT 070t T pLG6I operation for the first time, you do

NextToken String No 3EMYAXGKPd**** not need to set the parameter. The
response to the first call contains
the token that can be used for the
second call. Each subsequent
response contains the token that
can be used for the next call.
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Parameter

MaxResults

ListenerProtocol

LoadBalancerld.N

Response parameters

Parameter

Listeners

Aclld

AclStatus

Type Required Example
Integer No 50
String No http
R tLi
epeatt No lb-123wrwer
st
Type Example
Array of Listener
nacl-
String a2do9e413e0spzasx*
String off

Description

The maximum number of entries to
return.

Valid value: 1 to 100. If you do not set
the parameter, the value is set to 20.

The listener protocol. Valid values:
® tcp

e udp

e http

® https

The IDs of CLB instances. Maximum value
of N: 10.

Description

The list of listeners returned.

The ID of the access control list (ACL).

Indicates whether the access control feature is
enabled. Valid values:

® on:yes
e off (default): no

> Document Version: 20220211

184



Developer Guide- Listener managem

ent

Server Load Balancer

Parameter

AclType

BackendServerP
ort

Bandwidth

Description

HTTPListenerCo
nfig

Cookie

Type

String

Integer

Integer

String

Struct

String

Example

white

80

test

B490B5EBF6F3CD402E
515D22BCDA****

Description

The type of the ACL. Valid values:

e white: indicates a whitelist. Only requests
from the IP addresses or CIDR blocks in the
ACL are forwarded. Whitelists apply to
scenarios when you want to allow only
specified IP addresses to access an
application. Risks may arise if you specify an
ACL as a whitelist. After a whitelist is
configured, only IP addresses in the
whitelist can access the listener.

If you enable a whitelist but the whitelist
does not contain an IP address, the listener
does not forward requests.

® black: indicates a blacklist. All requests
from the IP addresses or CIDR blocks in the
ACL are rejected. Blacklists apply to
scenarios where you want to block access
from specified IP addresses to an
application.

If you enable a blacklist but the blacklist
does not contain an IP address, the listener
forwards all requests.

The port of the backend server.

@ Note |If the listener is associated
with a vServer group, this parameter is
not returned.

The maximum bandwidth of the listener. Unit:
Mbit/s.

e -1:indicates that the maximum bandwidth
is unlimited.

® 1 to 5120: the maximum bandwidth of the
listener. The sum of the maximum
bandwidth values of all listeners cannot
exceed the maximum bandwidth value of
the CLB instance.

The description of the listener.

The configuration of the HTTP listener.

The cookie that is configured on the server.
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Parameter Type Example Description

CookieTimeout Integer 500 The timeout period of the cookie.

The listener port that is used to redirect HTTP
requests to HTTPS listeners.

ForwardPort Integer 80 @ Note |If the ListenerForward
parameter is set to off, this parameter is
not returned.

Indicates whether gzip compression is
enabled. Valid values:

Gzip String on

® on:yes
e off: no
Indicates whether health checks are enabled.
Valid values:
HealthCheck String on
® on:yes
e off: no
The port that is used for health checks.

HealthCheckCon Integer 8080 @ Note This parameter takes effect

nectPort only when the HealthCheck parameter is
set to on.

HealthCheckDo Strin www.domain****.co The domain name that is used for health

main 9 m checks.

HealthCheckHtt Strin htto 2xx httb 3xx The HTTP status code that indicates a

pCode 9 P_=0CNEP_ successful health check.

HealthCheckHtt

. String HTTP 1.0 The version of the HTTP protocol.
pVersion
HealthCheckinte The interval between two consecutive health
Integer 5 .

rval checks. Unit: seconds.

HealthCheckMet

hod String get The health check method.

HealthCheckTim Inteqer 3 The timeout period of each health check

eout 9 response. Unit: seconds.
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zealthcheckTyp String tcp The protocol that is used for health checks.
HealthCheckURI String /test/index.html The URI that is used for health checks.

The number of consecutive health check
Integer 4 successes before a backend server is declared
as healthy.

HealthyThreshol
d

The timeout period of idle connections. Valid
values: 1 to 60. Unit: seconds. Default value:
15.

ldleTimeout Integer 15 If no request is received within the specified

timeout period, CLB closes the current
connection. When another request is received,
CLB establishes a new connection.

Indicates whether HTTP-to-HTTPS redirection

is enabled. Valid values:
ListenerForward String on
® on:yes

e off: no

The request timeout period. Valid values: 1 to
180. Unit: seconds. Default value: 60.

RequestTimeou Integer 60 If no response is received from the backend
t server during the request timeout period, CLB
sends an HTTP 504 error code to the

client.

Indicates whether session persistence is

enabled. Valid values:
StickySession String on
® on:yes

e off: no
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Parameter Type

StickySessionTy

Strin
pe no

UnhealthyT hres

hold Integer

XForwardedFor String

XForwardedFor_ Strin
ClientSrcPort 9
XForwardedFor_ Strin
SLBID 9
XForwardedFor_ Strin
SLBIP 9

Example

insert

on

on

on

on

Description

The method that is used to handle a cookie.

® insert: inserts a cookie. CLB inserts a cookie
(SERVERID) into the first HTTP or HTTPS
response packet that is sent to a client. The
next request from the client will contain this
cookie, and the listener will distribute this
request to the recorded backend server.

® server: rewrites a cookie. When CLB
detects a user-defined cookie, it overwrites
the original cookie with the user-defined
cookie. The next request from the client will
contain the user-defined cookie, and the
listener will distribute the request to the
recorded backend server.

The number of consecutive health check
failures before a backend server is declared
unhealthy.

Indicates whether the x-Forwarded-For
header is used to obtain the real IP address of

the client. Valid values:
® on:yes

e off: no

Indicates whether the

XForwardedFor ClientSrcPort headeris
used to obtain the port over which a client
communicates with the CLB instance. Valid
values:
® on:yes

e off: no

Indicates whether the sLB-ID headeris
used to obtain the ID of the CLB instance. Valid
values:

® on:yes

e off: no

Indicates whether the SLB-IP header is used to
obtain the virtual IP address (VIP) of the client.
Valid values:

® on:yes

e off: no
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Indicates whether the
XForwardedFor SLBPORT header is used
XForwardedFor _ to obtain the listener port of the CLB instance.
SLBPORT - String on Valid values:
® on:yes
e off: no
Indicates whether the x-Forwarded-Proto
header is used to obtain the listener protocol
XForwardedFor_ String on of the CLB instance. Valid values:
proto
® on:yes
e off: no
HTTPSListenerC
. Struct The configuration of the HTTPS listener.
onfig
CACertificateld String idkp-234-cn-test- The ID pf the certificate issued by a certificate
QF*** authority (CA).
B490B5EBF6F3CD402E
Cookie String 515D22BCDAR The cookie that is configured on the server.
CookieTimeout Integer 500 The timeout period of the cookie.
Indicates whether HTTP/2 is enabled. Valid
values:
EnableHttp2 String off
® on:yes
e off: no
Indicates whether gzip compression is
enabled. Valid values:
Gzip String on
® on:yes
e off: no
Indicates whether health checks are enabled.
Valid values:
HealthCheck String on
® on:yes
e off: no
HealthCheckCon
Integer 8080 The port that is used for health checks.

nectPort
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Parameter

HealthCheckDo
main

HealthCheckHtt
pCode

HealthCheckHtt
pVersion

HealthCheckinte
rval

HealthCheckMet
hod

HealthCheckTim
eout

HealthCheckTyp
e

HealthCheckURI

HealthyThreshol
d

IdleTimeout

RequestTimeou
t

ServerCertificate
Id

Type

String

String

String

Integer

String

Integer

String

String

Integer

Integer

Integer

String

Example

www.domain****.co

m

http_2xx,http_3xx

HTTP 1.0

get

tcp

/test/index.html

15

60

idkp-123-cn-test-

O****

Description

The domain name that is used for health
checks.

The HTTP status code that indicates a
successful health check.

The version of the HTTP protocol.

The time interval between two consecutive
health checks. Unit: seconds.

The health check method.

The timeout period of each health check
response. Unit: seconds.

The protocol that is used for health checks.

The URI that is used for health checks.

The number of consecutive health check
successes before a backend server is declared
as healthy.

The timeout period of idle connections. Unit:
seconds.

Valid values: 1 to 60. Default value: 15.

If no request is received within the specified
timeout period, CLB closes the current
connection. When another request is received,
CLB establishes a new connection.

The request timeout period. Unit: seconds.
Valid values: 1 to 180. Default value: 60.

If no response is received from the backend
server during the request timeout period, CLB
sends an HTTP 504 error code to the
client.

The ID of the server certificate.
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Indicates whether session persistence is
enabled. Valid values:
StickySession String on
® on:yes
e off: no

The method that is used to handle a cookie.

® insert: inserts a cookie. CLB inserts a cookie
(SERVERID) into the first HTTP or HTTPS
response packet that is sent to a client. The
next request from the client will contain this
cookie, and the listener will distribute this

StickySessionTy request to the recorded backend server.

String insert
pe

® server: rewrites a cookie. When CLB
detects a user-defined cookie, it overwrites
the original cookie with the user-defined
cookie. The next request from the client will
contain the user-defined cookie, and the
listener will distribute the request to the
recorded backend server.

The TLS security policy. A TLS security policy
contains TLS protocol versions and cipher
suites that are available for HTTPS.

e tls_cipher_policy_1_0:

Supported TLS versions: TLS 1.0, TLS 1.1, and
TLS 1.2

Supported cipher suites: ECDHE-RSA-AES128-
GCM-SHA256, ECDHE-RSA-AES256-GCM-SHA384,
ECDHE-RSA-AES128-SHA256, ECDHE-RSA-
AES256-SHA384, AES128-GCM-SHA256, AES256-
GCM-SHA384, AES128-SHA256, AES256-SHA256,
ECDHE-RSA-AES128-SHA, ECDHE-RSA-AES256-
SHA, AES128-SHA, AES256-SHA, and DES-CBC3-
SHA

e tls_cipher_policy _1_1:
Supported TLS versions: TLS 1.1 and TLS 1.2

Supported cipher suites: ECDHE-RSA-AES128-
GCM-SHA256, ECDHE-RSA-AES256-GCM-SHA384,
ECDHE-RSA-AES128-SHA256, ECDHE-RSA-
AES256-SHA384, AES128-GCM-SHA256, AES256-
GCM-SHA384, AES128-SHA256, AES256-SHA256,
ECDHE-RSA-AES128-SHA, ECDHE-RSA-AES256-
SHA, AES128-SHA, AES256-SHA, and DES-CBC3-
SHA

e tls_cipher_policy_1_2

Supported TLS version: TLS 1.2

191 > Document Version: 20220211



Developer Guide- Listener managem

Server Load Balancer
ent

. . . . . Supported cipher suites: ECDHE-RSA-AES128-

L0 R Bawipter_policy 1.0 PerEURHOR G cpHE-RSA-AES256-GCM-SHA384,
ECDHE-RSA-AES128-SHA256, ECDHE-RSA-
AES256-SHA384, AES128-GCM-SHA256, AES256-
GCM-SHA384, AES128-SHA256, AES256-SHA256,
ECDHE-RSA-AES128-SHA, ECDHE-RSA-AES256-
SHA, AES128-SHA, AES256-SHA, and DES-CBC3-
SHA

e tls_cipher_policy_1_2_strict
Supported TLS version: TLS 1.2

Supported cipher suites: ECDHE-RSA-AES128-
GCM-SHA256, ECDHE-RSA-AES256-GCM-SHA384,
ECDHE-RSA-AES128-SHA256, ECDHE-RSA-
AES256-SHA384, ECDHE-RSA-AES128-SHA, and
ECDHE-RSA-AES256-SHA

e tls_cipher_policy_1_2_strict_with_1_3

Supported TLS versions: TLS 1.2 and TLS
1.3

TLS_AES_128_GCM_SHA256,
TLS_AES_256_GCM_SHA384,
TLS_CHACHA20_POLY1305_SHA256,
TLS_AES_128_CCM_SHA256,
TLS_AES_128_CCM_8_SHA256, ECDHE-ECDSA-
AES128-GCM-SHA256, ECDHE-ECDSA-AES256-
GCM-SHA384, ECDHE-ECDSA-AES128-SHA256,
ECDHE-ECDSA-AES256-SHA384, ECDHE-RSA-
AES128-GCM-SHA256, ECDHE-RSA-AES256-
GCM-SHA384, ECDHE-RSA-AES128-SHA256,
ECDHE-RSA-AES256-SHA384, ECDHE-ECDSA-
AES128-SHA, ECDHE-ECDSA-AES256-SHA,
ECDHE-RSA-AES128-SHA, and ECDHE-RSA-
AES256-SHA

The number of consecutive health check
Integer 4 failures before a backend server is declared
unhealthy.

UnhealthyT hres
hold

Indicates whether the x-Forwarded-For

header is used to obtain the real IP address of
XForwardedFor String on the client. Valid values:

® on:yes

e off: no

Indicates whether the
XForwardedFor ClientCertClientVerify
XForwardedFor_ header is used to obtain the verification
ClientCertClient String off result of the client certificate. Valid values:

Verify
® on:yes

e off: no
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Indicates whether the
XForwardedFor ClientCertFingerprint
leorwarde.dFor_ . header is used to obtain the fingerprint of the
Client CertFinger string off client certificate. Valid values:
print
® on:yes
e off: no
Indicates whether the
XForwardedFor ClientCertIssuerDN
XForwardedFor header is used to obtain information about
ClientCertIssuer_ String off the authority that issues the client certificate.
DN Valid values:
® on:yes
e off: no
Indicates whether the
XForwardedFor ClientCertSubjectDN
XForwardedFor header is used to obtain information about
ClientCertSubjec_ String off the owner of the client certificate. Valid
tDN values:
® on:yes
e off: no
Indicates whether the
XForwardedFor ClientSrcPort headeris
used to obtain the port over which a client
leorwardedFor_ String of f communicates with the CLB instance. Valid
ClientSrcPort values:
® on:yes
e off: no
Indicates whether the sSLB-ID headeris
used to obtain the ID of the CLB instance. Valid
XForwardedFor .
=~ Strin on values:
SLBID 9
® on:yes
e off: no
Indicates whether the sILB-IP headeris
used to obtain the virtual IP address (VIP) of
XForwardedFor_ String on the client. Valid values:
SLBIP

® on:yes

e off: no
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Parameter

XForwardedFor_
SLBPORT

XForwardedFor_
proto

ListenerPort
ListenerProtocol

LoadBalancerld

Scheduler

Status

TCPListenerConf
ig

ConnectionDrain

ConnectionDrain
Timeout

Type

String

String

Integer

String

String

String

String

Struct

String

Integer

Example

off

on

123

http

lb-bp1b6c719dfa****

running

off

300

Description

Indicates whether the

XForwardedFor SLBPORT header is used

to obtain the listener port of the CLB instance.

Valid values:
® on:yes

e off: no

Indicates whether the x-Forwarded-Proto

header is used to obtain the listener protocol
of the CLB instance. Valid values:

® on:yes

e off: no

The listener port.

The listener protocol.

The ID of the CLB instance.

The scheduling algorithm.

e wrr: Backend servers that have higher
weights receive more requests than the
backend servers that have lower weights.

® rr: Requests are sequentially distributed to
backend servers.

The status of the listener.

e running: The listener runs as expected.

e stopped: The listener is stopped.

The configuration of the TCP listener.

Indicates whether connection draining is
enabled. Valid values:

® on:yes

e off: no

The timeout period for the connection
draining feature. Unit: seconds.

Value values: 10 to 900.
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EstablishedTime The timeout period of connections. Unit:
Integer 500
out seconds.
Indicates whether health checks are enabled.
Valid values:
HealthCheck String on
® on:yes
e off: no
H hCheck
ealthCheckCon Integer 8080 The port that is used for health checks.
nectPort
HealthCheckC ) .
ca . ecxton Integer 100 The timeout period of health checks.
nectTimeout
HealthCheckDo Strin www.domain****.co The domain name that is used for health
main 9 m checks.
HealthCheckHtt Strin htto 2xx http 3xx The HTTP status code that indicates a
pCode 9 P_S0CRP_ successful health check.
HealthCheckinte The interval between two consecutive health
Integer 5 .
rval checks. Unit: seconds.
HealthCheckMet )
hoz String get The health check method.
HealthCheckT
o P String tcp The protocol that is used for health checks.
HealthCheckURI String /test/index.html The URI that is used for health checks.
HealthvT hreshol The number of consecutive health check
d Y Integer 4 successes before a backend server is declared
as healthy.

l The ID of the primary/secondary server group
Masterslavesery String rsp-0bfucw***** that is associated with the listener.
erGroupld

Indicates whether session persistence is
PersistenceTime enabled.
Integer 0

out

A value of 0 indicates that session persistence
is disabled.
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Parameter

UnhealthyThres
hold

UDPListenerConf
ig

ConnectionDrain

ConnectionDrain
Timeout

HealthCheck

HealthCheckCon
nectPort

HealthCheckCon
nectTimeout

HealthCheckExp

HealthCheckinte
rval

HealthCheckReq

HealthyThreshol
d

MasterSlaveServ
erGroupld

Type

Integer

Struct

String

Integer

String

Integer

Integer

String

Integer

String

Integer

String

Example

off

300

on

8080

100

ok

hello

rsp-0bfucw****

Description

The number of consecutive health check
failures before a backend server is declared
unhealthy.

The configuration of the UDP listener.

Indicates whether connection draining is
enabled. Valid values:

® on:yes

e off: no

The timeout period for the connection
draining feature. Unit: seconds.

Value values: 10 to 900.

Indicates whether health checks are enabled.
Valid values:

® on:yes

e off: no

The port that is used for health checks.

The timeout period of a health check
response.

The response string for health checks that are
performed by the UDP listener.

The interval between two consecutive health
checks. Unit: seconds.

The request string for health checks that are
performed by the UDP listener.

The number of consecutive health check
successes before a backend server is declared
as healthy.

The ID of the primary/secondary server group
that is associated with the listener.
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Parameter Type Example Description
The number of consecutive health check
UnhealthyThres . .
hold Integer 4 failures before a backend server is declared
unhealthy.
The ID of the vServer group that is associated
VServerGroupld String rsp-cige6j**** . . group
with the listener.
MaxResults Integer 50 The maximum number of entries returned.
The end position of the query. If the response
NextToken Strin FFmyTO70tT pLGEI3F does notpcor:tlain this a?:mreyter all datz is
9 MYAXGKPA**** _ P ’
queried.
365F4154-92F6-
Requestlid String 4AE4-92F8- The ID of the request.
7FF34B540710
TotalCount Integer 1000 The total number of entries returned.
Examples

Sample requests

http(s) :// [Endpoint]/?Action=DescribeloadBalancerListeners

&<Common request parameters>

Sample success responses

xML  format

<TotalCount>1000</TotalCount>

<Listeners>

<Status>running</Status>
<VServerGroupld>rsp-cige6j****</VServerGroupld>
<ListenerPort>123</ListenerPort>
<Description>test</Description>
<AclStatus>off</AclStatus>
<Scheduler>wrr</Scheduler>
<Bandwidth>-1</Bandwidth>
<AclId>nacl-a2do9ed413el0spzasx****</AclId>
<LoadBalancerId>1lb-bplb6c719dfa****</LoadBalancerId>
<AclType>white</AclType>
<ListenerProtocol>http</ListenerProtocol>
<BackendServerPort>80</BackendServerPort>
<HTTPListenerConfig>
<CookieTimeout>500</CookieTimeout>
<UnhealthyThreshold>4</UnhealthyThreshold>
<HealthCheckURI>/test/index.html</HealthCheckURI>
<HealthCheck>on</HealthCheck>
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<IdleTimeout>15</IdleTimeout>
<XForwardedFor SLBID>on</XForwardedFor SLBID>
<XForwardedFor SLBPORT>on</XForwardedFor SLBPORT>
<HealthCheckConnectPort>8080</HealthCheckConnectPort>
<HealthCheckMethod>get</HealthCheckMethod>
<Gzip>on</Gzip>
<StickySessionType>insert</StickySessionType>
<XForwardedFor SLBIP>on</XForwardedFor SLBIP>
<HealthCheckHttpCode>http 2xx,http 3xx</HealthCheckHttpCode>
<Cookie>B490B5SEBF6F3CD402E515D22BCDA* ***</Cookie>
<RequestTimeout>60</RequestTimeout>
<HealthCheckInterval>5</HealthCheckInterval>
<HealthCheckHttpVersion>HTTP 1.0</HealthCheckHttpVersion>
<HealthCheckTimeout>3</HealthCheckTimeout>
<ListenerForward>on</ListenerForward>
<StickySession>on</StickySession>
<ForwardPort>80</ForwardPort>
<HealthyThreshold>4</HealthyThreshold>
<XForwardedFor ClientSrcPort>on</XForwardedFor ClientSrcPort>
<XForwardedFor>on</XForwardedFor>
<HealthCheckDomain>www.domain**** com</HealthCheckDomain>
<XForwardedFor proto>on</XForwardedFor proto>
<HealthCheckType>tcp</HealthCheckType>

</HTTPListenerConfig>

<HTTPSListenerConfig>
<CookieTimeout>500</CookieTimeout>
<UnhealthyThreshold>4</UnhealthyThreshold>
<HealthCheckURI>/test/index.html</HealthCheckURI>
<HealthCheck>on</HealthCheck>
<IdleTimeout>15</IdleTimeout>
<XForwardedFor SLBID>on</XForwardedFor SLBID>
<XForwardedFor SLBPORT>off</XForwardedFor SLBPORT>
<HealthCheckConnectPort>8080</HealthCheckConnectPort>
<HealthCheckMethod>get</HealthCheckMethod>
<Gzip>on</Gzip>
<ServerCertificateId>idkp-123-cn-test-0****</ServerCertificateId>
<StickySessionType>insert</StickySessionType>
<XForwardedFor SLBIP>on</XForwardedFor SLBIP>
<HealthCheckHttpCode>http 2xx,http 3xx</HealthCheckHttpCode>
<Cookie>B490B5SEBF6F3CD402E515D22BCDA* ***</Cookie>
<RequestTimeout>60</RequestTimeout>
<TLSCipherPolicy>tls cipher policy 1 0</TLSCipherPolicy>
<HealthCheckInterval>5</HealthCheckInterval>
<CACertificateId>idkp-234-cn-test-0****</CACertificateId>
<XForwardedFor ClientCertSubjectDN>off</XForwardedFor ClientCertSubjectDN>
<HealthCheckHttpVersion>HTTP 1.0</HealthCheckHttpVersion>
<HealthCheckTimeout>3</HealthCheckTimeout>
<XForwardedFor ClientCertIssuerDN>off</XForwardedFor ClientCertIssuerDN>
<StickySession>on</StickySession>
<HealthyThreshold>4</HealthyThreshold>
<XForwardedFor ClientSrcPort>off</XForwardedFor ClientSrcPort>
<XForwardedFor>on</XForwardedFor>
<HealthCheckDomain>www.domain**** com</HealthCheckDomain>
<XForwardedFor proto>on</XForwardedFor proto>
<EnableHttp2>off</EnableHttp2>
<XForwardedFor ClientCertFingerprint>off</XForwardedFor ClientCertFingerprint>
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<XForwardedFor ClientCertClientVerify>off</XForwardedFor ClientCertClientVerify>

<HealthCheckType>tcp</HealthCheckType>

</HTTPSListenerConfig>
<TCPListenerConfig>

<HealthCheckInterval>5</HealthCheckInterval>
<UnhealthyThreshold>4</UnhealthyThreshold>
<HealthCheckURI>/test/index.html</HealthCheckURI>
<HealthCheckConnectTimeout>100</HealthCheckConnectTimeout>
<HealthCheck>on</HealthCheck>
<ConnectionDrain>off</ConnectionDrain>
<ConnectionDrainTimeout>300</ConnectionDrainTimeout>
<PersistenceTimeout>0</PersistenceTimeout>
<HealthCheckConnectPort>8080</HealthCheckConnectPort>
<HealthCheckMethod>get</HealthCheckMethod>
<HealthyThreshold>4</HealthyThreshold>
<MasterSlaveServerGroupId>rsp-Obfucw*****</MasterSlaveServerGroupId>
<HealthCheckDomain>www.domain**** com</HealthCheckDomain>
<HealthCheckHttpCode>http 2xx,http 3xx</HealthCheckHttpCode>
<HealthCheckType>tcp</HealthCheckType>
<EstablishedTimeout>500</EstablishedTimeout>

</TCPListenerConfig>
<UDPListenerConfig>

<ConnectionDrainTimeout>300</ConnectionDrainTimeout>
<HealthCheckInterval>5</HealthCheckInterval>
<HealthCheckReg>hello</HealthCheckReg>
<HealthCheckConnectPort>8080</HealthCheckConnectPort>
<UnhealthyThreshold>4</UnhealthyThreshold>
<HealthyThreshold>4</HealthyThreshold>
<HealthCheckExp>ok</HealthCheckExp>
<HealthCheckConnectTimeout>100</HealthCheckConnectTimeout>
<HealthCheck>on</HealthCheck>
<MasterSlaveServerGroupld>rsp-0bfucw****</MasterSlaveServerGroupIld>

<ConnectionDrain>off</ConnectionDrain>

</UDPListenerConfig>

</Listeners>
<RequestId>365F4154-92F6-4AE4-92F8-7FF34B540710</RequestId>
<NextToken>FFmyTO70tTpLG6I3FmYAXGKPd****</NextToken>
<MaxResults>50</MaxResults>

Jgson format

"TotalCount": 1000,

"Listeners": {
"Status": "running",
"VServerGrouplId": "rsp-cigebjrFrAx",
"ListenerPort": 123,
"Description": "test",
"AclStatus": "off",
"Scheduler": "wrr",

"Bandwidth": -1,

"AclId": "nacl-a2do9e4l3elspzasx****",
"LoadBalancerId": "lb-bplb6c719dfa****",
"AclType": "white",

"ListenerProtocol": "http",

we a1 T~ - o An
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"BackenaserverrortT: su,
"HTTPListenerConfig": {

}I

"CookieTimeout": 500,

"UnhealthyThreshold": 4,

"HealthCheckURI": "/test/index.html",
"HealthCheck": "on",

"IdleTimeout": 15,

"XForwardedFor SLBID": "on",

"XForwardedFor SLBPORT": "on",
"HealthCheckConnectPort": 8080,
"HealthCheckMethod": "get",

"Gzip": "on",

"StickySessionType": "insert",

"XForwardedFor SLBIP": "on",
"HealthCheckHttpCode": "http 2xx,http 3xx",
"Cookie": "B490BSEBF6F3CD402E515D22BCDA**** ",
"RequestTimeout": 60,

"HealthCheckInterval": 5,
"HealthCheckHttpVersion": "HTTP 1.0",
"HealthCheckTimeout": 3,

"ListenerForward": "on",

"StickySession": "on",

"ForwardPort": 80,

"HealthyThreshold": 4,

"XForwardedFor ClientSrcPort": "on",
"XForwardedFor": "on",
"HealthCheckDomain": "www.domain****_ com",
"XForwardedFor proto": "on",
"HealthCheckType": "tcp"

"HTTPSListenerConfig": ({

"CookieTimeout": 500,
"UnhealthyThreshold": 4,
"HealthCheckURI": "/test/index.html",
"HealthCheck": "on",

"IdleTimeout": 15,

"XForwardedFor SLBID": "on",

"XForwardedFor SLBPORT": "off",
"HealthCheckConnectPort": 8080,
"HealthCheckMethod": "get",

"Gzip": "on",

"ServerCertificateId": "idkp-123-cn-test-0****",
"StickySessionType": "insert",

"XForwardedFor SLBIP": "on",
"HealthCheckHttpCode": "http 2xx,http 3xx",
"Cookie": "B490BSEBF6F3CDA402ES15D22BCDA**** ",
"RequestTimeout": 60,

"TLSCipherPolicy": "tls cipher policy 1 0",
"HealthCheckInterval": 5,

"CACertificateId": "idkp-234-cn-test-0****",
"XForwardedFor ClientCertSubjectDN": "off",
"HealthCheckHttpVersion": "HTTP 1.0",
"HealthCheckTimeout": 3,

"XForwardedFor ClientCertIssuerDN": "off",
"StickySession": "on",
"HealthyThreshold": 4,
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"XForwardedFor ClientSrcPort": "off",
"XForwardedFor": "on",
"HealthCheckDomain": "www.domain****_ com",
"XForwardedFor proto": "on",
"EnableHttp2": "off",
"XForwardedFor ClientCertFingerprint": "off",
"XForwardedFor ClientCertClientVerify": "off",

"HealthCheckType": "tcp"

by

"TCPListenerConfig": {
"HealthCheckInterval": 5,
"UnhealthyThreshold": 4,
"HealthCheckURI": "/test/index.html",
"HealthCheckConnectTimeout": 100,
"HealthCheck": "on",
"ConnectionDrain": "off",
"ConnectionDrainTimeout": 300,
"PersistenceTimeout": 0,
"HealthCheckConnectPort": 8080,
"HealthCheckMethod": "get",
"HealthyThreshold": 4,
"MasterSlaveServerGroupId": "rsp-Obfucw**x**x",
"HealthCheckDomain": "www.domain****_ com",
"HealthCheckHttpCode": "http 2xx,http 3xx",
"HealthCheckType": "tcp",
"EstablishedTimeout": 500

by

"UDPListenerConfig": {
"ConnectionDrainTimeout": 300,
"HealthCheckInterval": 5,
"HealthCheckReg": "hello",
"HealthCheckConnectPort": 8080,
"UnhealthyThreshold": 4,
"HealthyThreshold": 4,
"HealthCheckExp": "ok",
"HealthCheckConnectTimeout": 100,
"HealthCheck": "on",
"MasterSlaveServerGroupId": "rsp-Obfucw****",

"ConnectionDrain": "off"

}l

"RequestId": "365F4154-92F6-4AE4-92F8-7FF34B540710",
"NextToken": "FFmyTO70tTpLG6I3FmYAXGKPA****",
"MaxResults": 50

Error codes

For a list of error codes, visit the API Error Center.

11.2. StartLoadBalancerListener

You can call this operationto start a listener.

When you call this operation, note the following items:
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e You can call the operation only when the listener is in the Stopped state.
e Afterthe operationis called, the status of the listener changes to Starting.

e You cannot call this operation when the SLB instance to which the listeneris bound is in the Locked
state.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request Parameter

Parameter Type Required Example Description

The operation that you want to

) ) StartLoadBalancer =~ Perform.
Action String Yes

Listener Set the value to
StartLoadBalancerListener.
The listener port of the SLB instance.
ListenerPort Integer Yes 80
Valid values: 1 to 65535.
lb-
LoadBalancerld String Yes bp13jaf 5glis****** The ID of the SLB instance.
*kk
The region where the SLB instance is
deployed.
Regionld String Yes cn-hangzhou
You can retrieve the region ID by calling
the DescribeRegions operation.
The protocol used by the listener of the
SLB instance.
ListenerProtocol String No https @ et ¢ et TEeneEE
use the same port, you must specify
this parameter.
Response para meters
Parameter Type Example Description

Requestld Strin CEF72CEB-54B6-4AE8- The ID of the request
q 9 B225-F876FF7BA984 quest.

Examples

Sample requests
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http(s) ://[Endpoint]/? Action=StartLoadBalancerListener

&ListenerPort=80
&LoadBalancerId=lb-bpl3jafSgliS******kxxk

&<Common request parameters>

Sample success responses

xML  format

<StartLoadBalancerListenerResponse>
<RequestId>CC000321-00F2-49B8-9BCA-60D822414960</RequestId>

</StartLoadBalancerListenerResponse>
Json format

"RequestId": "CC000321-00F2-49B8-9BCA-60D822414960"

Error codes

For a list of error codes, visit the API Error Center.

11.3. StopLoadBalancerListener

Stops a listener.

Before you make this API call, note the following:

e Afterthe APIcallis successfully made, the listener enters the stopped state.

e [f the Server Load Balancer (SLB) instance to which the listener to be stopped belongs is in the locked
state, this APl call cannot be made.

@ Note If you stop the listener, your services will be disrupted. Exercise caution when you perform
this action.

Make the API call

You can use OpenAPI Explorer to make API calls, search for API calls, perform debugging, and generate SDK
example code.

Request parameters

Required

; Example value Description

Parameter Type

StopLoadBalancer The name of this action.

Action String Yes .
Listener Value: StopLoadBalancerListener
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Required

Parameter Type =

Example value Description

The frontend listening port used by the
ListenerPort Integer Yes 80 listener.

Value range: 1 to 65535

lb-
LoadBalancerld String Yes bp13jaf5glisSxmgl*

*kkkk

The ID of the SLB instance to which the
listener belongs.

The ID of the region to which the SLB
instance belongs.

Regionid String Yes cn-hangzhou To query the region ID, refer to the list
of regions and zones or call
DescribeRegions.

The frontend listening protocol used by
the SLB instance.

ListenerProtocol String No https @ Note This parameter is
required when listeners with

different protocols use the same
port.

Res ponse param eters
Parameter Type Example value Description

CEF72CEB-54B6-4AE8-

Requestid Strin
q 9 B225-F876FF7BA984

The ID of the request.

Examples

Request example

http(s) ://[Endpoint]/? Action=StopLoadBalancerlListener
&ListenerPort=80
&LoadBalancerId=lb-bpl3jaf5qgliSxmgllmiup
&<CommonParameters>

Respo nse example
xmr,  format
<StopLoadBalancerListenerResponse>

<RequestId>21D2B318-650E-4B0B-A3B5-693D462247B3</RequestId>

</StopLoadBalancerListenerResponse>
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Json format

{

"RequestId":"21D2B318-650E-4BOB-A3B5-693D462247B3"

}

Errors

For a list of error codes, visit the API Error Center.

11.4. DeleteLoadBalancerListener

Deletes a listener.

@ Note

Make the API call

A listener can be deleted only when it is in the stopped orrunning state.

You can use OpenAPI Explorer to make API calls, search for API calls, perform debugging, and generate SDK

example code.

Request parameters

Parameter Type
Action String
ListenerPort Integer
LoadBalancerld String
Regionld String
ListenerProtocol String

Required
?

Yes

Yes

Yes

Yes

No

Example value

DeleteLoadBalanc
erListener

80

lb-
bp13jaf 5glisxm***

*kkkk

cn-hangzhou

https

Description

The name of this action.

Value: DeleteLoadBalancerListener

The frontend listening port used by the
listener.

Value range: 1 to 65535

The ID of the Server Load Balancer (SLB)
instance to which the listener belongs.

The ID of the region to which the SLB
instance belongs.

The frontend listening protocol used by
the listener.

@ Note This parameter is
required when listeners with
different protocols use the same
port.
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Response parameters

Parameter Type Example value Description

CEF72CEB-54B6-4AE8-

Requestld Strin
q 9 B225-F876FF7BA984

The ID of the request.

Examples

Request example

http(s) ://[Endpoint]/? Action=DeleteloadBalancerListener
&ListenerPort=80

&LoadBalancerId=lb-bpl3jafSgliSxm*****x*x
&<CommonParameters>

Response example

xML  format

<DeleteloadBalancerListenerResponse>

<RequestId>791D8B68-AEO0F-4174-AF54-088C8B3C5D54</RequestId>
</DeleteloadBalancerListenerResponse>
Json format

{
"RequestId":"791D8B68-AEOF-4174-AF54-088C8B3C5D54"
}

Errors

For a list of error codes, visit the API Error Center.
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12.Default server group
12.1. SetBackendServers

Sets the weights of backend servers.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to
SetBackendServer perform.

Action String Yes .
Set the value to SetBackendServers.
tb- The ID of the Server Load Balancer (SLB)
LoadBalancerld String Yes bp1gjwo61pqgz3a* .
. instance.
. ) The ID of the region where the SLB
Regionid String Yes cn-hangzhou . . K
instance is deployed.
The client token that is used to ensure
the idempotence of the request. You
5A2CFFOE-5718- can use the client to generate the value,
ClientToken String No 45B5-9D4D- but you must ensure that it is unique
70B3FF3898 among different requests. ClientToken

can contain only ASCIl characters and
cannot exceed 64 characters in length.

The list of backend servers that you
want to modify.

The value of this parameter must be a
STRING list in the JSON format. You can
specify up to 20 elements in each
request.

e Serverld: Required. Specify the ID of
the backend server. This parameter
must be of the STRING type.

® Port: Required. Specify the port that
is used by the backend server. This
parameter must be of the INTEGER
type. Valid values: 1 to 65535.

e Weight: Specify the weight of the
backend server. This parameter must
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Parameter Type Required Example

[{"Serverld": "ecs-
FEREFEMYAXG",
"Weight": "100",
BackendServers String Yes "Type": "ecs",
"Port":"80","Descri
ption":"test-112"

i

Response parameters

be of the INTEGER type. Valid values:

PeaEH88.

® Description: Optional. Specify the

description of the backend server.
This parameter must be of the STRING
type. The description must be 1 to 80
characters in length, and can contain
letters, digits, hyphens (-), forward
slashes (/), periods (.),and
underscores (_).

Type: Specify the type of backend
server. This parameter must be of the
STRING type. Valid values:

o ecs (default): an Elastic Computer
Service (ECS) instance.

o eni: an elastic network interface
(ENI). You can specify ENIs as the
backend servers only for high-
performance SLB instances.

Serverlp: Specify the IP address of
the ECS instance or ENI.

Examples:

® ECS: [{ "ServerId": "ecs—***x%x%

FmYAXG", "Weight": "100", "Type"
"ecs", "Port":"80","Descriptio
n":"test-112" }]

ENI: [{ "ServerId": "eni-xxxxxx
xxx", "Weight": "100", "Type": "
eni", "ServerIp": "192.168.%* *x*
", "Port":"80","Description":"te
st-112" }]

ENI with multiple IP addresses:  [{ "
ServerId": "eni-xxxxxxxxx", "Wei
ght": "100", "Type": "eni", "Ser
verIp": "192.168.** . **" "Port":
"80","Description":"test-112" },
{ "ServerId": "eni-xxxxxxxxx", "
Weight": "100", "Type": "eni", "
ServerIp": "172.166.** **" "Por
t":"80","Description":"test-113"
}H]

@ Note

® The backend servers must
be in the Running state. You
can specify up to 20
backend servers in each
request.
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Parameter Type Example Description
lb-
LoadBalancerld String bp1gjwo61pgz3a**** The ID of the SLB instance.
*%
A f
BackendServers fray o The list of backend servers.
BackendServer
BackendServer
Serverld String eni-hhshhs**** The ID of the backend server.
Weight String 100 The weight of the backend server.
Description String BackendServer The description of the server.
The type of backend server. Valid values:
Type String eni e ecs (default): an ECS instance
® eni: an ENI
365F4154-92F6-
Requestld String 4AE4-92F8- The ID of the request.
7FF34B540710
Examples

Sample requests

http(s) ://[Endpoint]/?Action=SetBackendServers
&LoadBalancerId=lb-bplgjwoblpgz3a*****x*
&BackendServers=[{ "ServerId": "i-xxxxxxxxx", "Weight":
scription":"test-112" }]

&<Common request parameters>

Sample success responses

xML  format

"100", "Type": " "

ecs",

"Port": "80", "De
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<SetBackendServersResponse>
<RequestId>365F4154-92F6-4AE4-92F8-7FF34B540710</RequestId>
<LoadBalancerId>1b-dhfl3*******</T,oadBalancerId>
<BackendServers>
<BackendServer>
<ServerId>eni-hg231**</ServerId>

<Weight>100</Weight>
<Type>eni</Type>
</BackendServer>
<BackendServer>
<ServerId>eni-hfhf***</ServerId>
<Weight>100</Weight>
<Type>eni</Type>
</BackendServer>
</BackendServers>

</SetBackendServersResponse>

Json format

"RequestId": "365F4154-92F6-4AE4-92F8-7FF34B540710",

"LoadBalancerId": "139a00604ad-cn-ea*****x*",
"BackendServers": {
"BackendServer": [
{
"ServerId": "eni-hg231**",
"Weight": "100",
"Type": "eni"
by
{
"ServerId": "eni-hhshhs****",
"Weight": "100",
"Type": "eni"

Error codes

For a list of error codes, visit the APIError Center.

12.2. AddBackendServers

Adds backend servers.

@ Note If multiple identical Elastic Compute Service (ECS) instances are specified in a request, only
the first ECS instance is added. The other ECS instances are ignored. If the backend server that you add
is identical to one of the existing backend servers that are associated with a listener, an error is
reported.

Debugging
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OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to
AddBackendServer  harform.

Action String Yes <

Set the value to AddBackendServers.

lb-
LoadBalancerld String Yes 2ze705h52g02kkz

*kkkkk
z

The ID of the Server Load Balancer (SLB)
instance.

The ID of the region where the SLB
instance is deployed.

Regionid String Yes cn-beijing You can call the DescribeRegions
operation to query the most recent
region list.

The list of backend servers that you
want to add. Set the following
parameters:

e Serverld: This parameter is required
and the value uses the String type.
Enter the ID of the instance that
serves as the backend server. If
Serverld is set to the ID of an elastic
network interface (ENI), Type is
required.

e Weight: The weight of the backend
server. Valid values: 0 to 100. Default
value: 100.

If the value is set to 0, no requests are
forwarded to the backend server.

e Description: Optional. Specify the
description of the backend server.
This parameter must be of the String
type. The description must be 1 to 80
characters in length, and can contain
letters, digits, hyphens (-), forward
slashes (/), periods (.),and
underscores (_).

e Type: The type of backend server.
[{ "Serverld": "eni- Valid values:

XXXXXXXXX" o ecs: an ECS instance. This is the
"Weight": "100", default value.

"Type": "eni",
"Serverlp":
"192.168.%* **",

o eni: an ENI.

211 > Document Version: 20220211


https://api.aliyun.com/#product=Slb&api=AddBackendServers&type=RPC&version=2014-05-15
file:///home/admin/dita-files/output/11202202/task9532555/~~27584~~

Server Load Balancer

Developer Guide-Default server gro
up

Parameter Type

BackendServers String

Response parameters

Parameter Type

LoadBalancerld String

Array of
BackendServers

BackendServer
BackendServer
Serverld String

Required

Yes

"Port":"80","Descri
Example "
ption":"test-112
L{ "Serverld": "eni-
XXXXXXXXX",
"Weight": "100",
"Type": "eni",
"Serverlp":
"172.166.%* **",
"Port":"80","Descri
ption":"test-113"
1l

DG@‘NB’% You can specify ENIs as

the backend servers of only high-
performance instances.

e Serverlp: The IP address of the ECS
instance or ENL.

Examples:

® Associate an ECS instance: [{ "Serv
erId": "i-xxxxxxxxx'", "Weight":
llloo", ”Type": Hecs", "POrt":"SO

","Description":"test-112" }]

® Associate anENI:  [{ "ServerId": "
eni-xxxxxxxxx", "Weight": "100",
"Type": "eni", "ServerIp": "192.
168.** **"  "pPort":"80","Descrip

tion":"test-112" }]

® Associate an ENI with multiple IP
addresses: [{ "ServerId": "eni-x
xxxxxxxx", "Weight": "100", "Typ
e": "eni", "ServerIp": "192.168.
Ak k&M "Port":"80", "Description
":M"test-112" },{ "ServerId": "en
i-xxxxxxxxx", "Weight": "100", "
Type": "eni", "ServerIp": "172.1
66.** **" "port":"80","Descript

ion":"test-113" }]

@ Note The backend servers
that you add to an SLB instance
must be in the Running state. You
can add up to 20 backend servers to
an SLB instance in each request.

Example Description

lb-

2ze705h529g02kkzz** The ID of the SLB instance.

*%

The list of backend servers.

i-2zejdlxhjoqlicu™**** The ID of the ECS instance or ENI.
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Parameter Type Example Description
The weight of the backend server.
Valid values: 0 to 100.
Weight Strin 100
'9 fing Default value: 100. If the value is set to 0, the
SLB instance does not forward requests to the
backend server.
Description String BackendServer The description of the backend server.
The type of the backend server.
Type String ecs ® ecs: an ECS instance. This is the default
value.
® eni: an ENL.
34B82(C81-F13B-4EEB-
R tid Stri The ID of th t.
eques ring 99F6-A048C67CC830 ¢ ot the reques
Examples

Sample requests

http(s) ://[Endpoint]/?Action=AddBackendServers
&RegionId=cn-hangzhou
&LoadBalancerId=1b-2ze705h52g02kkzz*****x*

&BackendServers=[{ "ServerId": "eni-xxxxxxxxx", "Weight": "100",
92.168.*%* . **" "port":"80","Description":"test-112" },{ "ServerId":

"Type": "eni", "ServerIp": "1

"eni-xxxxxxxxx", "Weight":

"100", "Type": "eni", "ServerIp": "172.166.**.**"  "Port":"80","Description":"test-113" }]

&<Common request parameters>

Sample success responses

xML  format

<AddBackendServersResponse>
<BackendServers>
<BackendServer>
<ServerId>i-2zejdlxhjoglicu*****</ServerId>
<Weight>100</Weight>
<Type>ecs</Type>
</BackendServer>
<BackendServer>
<ServerId>i-2zelu9ywulpSpbv*****</ServerId>
<Weight>100</Weight>
<Type>ecs</Type>
</BackendServer>
</BackendServers>
<RequestId>34B82C81-F13B-4EEB-99F6-A048C67CC830</RequestId>
<LoadBalancerId>1b-2ze705h52g02kkzz*****</LoadBalancerId>

</AddBackendServersResponse>

213

> Document Version: 20220211



Developer Guide-Default server gro

Server Load Balancer
up

Json format

"RequestId": "34B82C81-F13B-4EEB-99F6-A048C67CC830",

"BackendServers": {

"BackendServer": [
{
"ServerId": "i-2zej4lxhjoglicue****",
"Weight": 100,
"Type": "ecs"

"ServerId": "i-2zelu9ywulpSpbvv****",
"Weight": 100,

"Type" . "ecs"

b
"LoadBalancerId": "1lb-2ze705h52g02kkzze****"

Error codes

HttpCode Error code Error message Description

The error message returned

The specified load balancer does because the SLB instance does
400 InvalidParameter not support the network type of not support ECS instances of the
the ECS instance. specified type. Change the type
and try again.

For a list of error codes, visit the APIError Center.

12.3. RemoveBackendServers

You can call this operation to remove backend servers.

@ Note If the backend servers are not included in the server list of the specified SLB instance, they
cannot be deleted and no error is returned.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameters

Parameter Type Required Example Description
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Parameter Type Required Example Description

The operation that you want to

erform.
Action Strin Yes RemoveBackends i
¢ ervers Set the value to

RemoveBackendServers.

The backend servers to be removed.

Valid values:

e Serverld: The instance ID of a backend
server that is an ECS instance ID. T his
parameter is required and must be set
to a string.

e Weight: The weight of the backend
server. This parameter must be set to
an integer. Valid values: 0 to 100.

e Type: The type of the backend server.
Valid values:

"Serverld":"i-
i e © ecs: ECS instance. This is the
2zejdlxhjog***",
) " " default value.
BackendServers String Yes Type":

"ecs","Weight":"1 o eni: Elastic Network Interface (ENI).

00"}]
@ Note Youcan add up to 20
backend servers in each call.

Examples:

® Remove an ECS instance: [{"Serve
rId":"i-2zej4lxhjog***", "Type":
"ecs", "Weight":"100"}].

® Remove an ENI: [{"ServerId":"en
i-2zelsdp5***", "Type": "eni'", "We
ight":"100"}].

lb-
LoadBalancerld String Yes bp1gjwo61pgz3a The ID of the SLB instance.

hl*****
Regionld String Yes cn-hangzhou The region ID of the SLB instance.

Response para meters
Parameter Type Example Description
LoadBalancerld Strin tb- The ID of the SLB instance
g bp1vjkb671z53****xr* '

BackendServers Array The list of backend servers.
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Parameter Type Example Description
BackendServer
Description String Backend servers The description of the backend server group.
Serverld String i-jjojgjgggd****** The instance ID of the backend server.

The type of the backend server. Valid values:

Type String ecs e ecs: ECS instance. This is the default value.

® eni: Elastic Network Interface (ENI).

The weight of the backend server. Valid

Weight Integer 100 values: 0 to 100.

365F4154-92F6-
Requestlid String 4AE4-92F8- The ID of the request.
7FF34B540710

Examples
Sample requests

http(s) ://[Endpoint]/? Action=RemoveBackendServers
&BackendServers=[{"ServerId":"i-2zej4lxhjog***", "Type": "ecs","Weight":"100"}]
&LoadBalancerId=lb-bplgjwo6lpgz3ahl*****

&<Common request parameters>

Sample success responses

xML  format

<RemoveBackendServers>
<RequestId>365F4154-92F6-4AE4-92F8-7FF34B540710</RequestId>
<LoadBalancerId>1lb-bplvijkb671z53cy******</LoadBalancerId>
<BackendServers>
<BackendServer>
<ServerId>i-jjgjgjg*****</ServerId>
<Weight>100</Weight>
</BackendServer>
<BackendServer>
<ServerId>i-jjgjgituitu****</ServerId>
<Weight>100</Weight>
</BackendServer>
</BackendServers>

</RemoveBackendServers>

Json format
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{
"RequestId": "365F4154-92F6-4AE4-92F8-7FF34B540710",
"LoadBalancerId": "lb-bplvjkb671z53cy******",
"BackendServers": {
"BackendServer": [
{
"ServerId": "i-jjgigigrrrrxn,
"Weight": 100
o
{
"ServerId": "i-jjgjgituitu****",
"Weight": 100
}
]
}
}
Error code

For a list of error codes, visit the APIError Center.

12.4. DescribeHealthStatus

Queries the health status of backend servers.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of

the operation for different SDKs.
Request parameters

Parameter Type Required Example

DescribeHealthSta

Action String Yes

tus

lb-
LoadBalancerld String Yes bpl1gjwo61pqgz3a

h******
ListenerPort Integer No 80

Description

The operation that you want to
perform.

Set the value to
DescribeHealthStatus.

The ID of the Classic Load Balancer (CLB)
instance.

The frontend port that is used by the
CLB instance.

Valid values: 1 to 65535.

@ Note If you do not specify
this parameter, the health status of
all ports is returned.
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Parameter Type Required Example Description
. . The frontend protocol that is used by
ListenerProtocol String No https .
the CLB instance.
. . The ID of th i h the CLB
Regionid String Yes cn-hangzhou . cPo . © region where the
instance is deployed.
Response parameters
Parameter Type Example Description
Array of .
BackendServers The list of backend servers.
BackendServer
BackendServer
. i- The ID of the Elastic Compute Service (ECS)
Serverld String . . .
bpTh5u3fvs4ytf***** instance or elastic network interface (ENI).
The health status of the backend server:
e normal: The backend server is healthy.
ServerHealthSta String abnormal ® abnormal: The backend server is
tus unhealthy.
e unpavailable: The health check is not
completed.
The f hat i he CLB
ListenerPort Integer 80 . e frontend port that is used by the C
instance.
Port Integer 20 The backend port that is used by the CLB
instance.
. The frontend protocol that is used by the CLB
Protocol String https .
instance.
Serverlp String 192.XX.XX.11 The IP address of the ECS instance.
365F4154-92F6-
Requestlid String 4AE4-92F8- The ID of the request.
7FF34B540710
Examples
Sample requests
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http(s) ://[Endpoint]/? Action=DescribeHealthStatus
&LoadBalancerId=lb-bplgjwo6lpgz3ah******

&<Common request parameters>

Sample success responses

xML  format

<DescribeHealthStatusResponse>
<RequestId>E69BA4CE-2B55-45EC-94CA-E47B16759459</RequestId>
<BackendServers>
<BackendServer>
<ListenerPort>80</ListenerPort>
<ServerId>i-bplh5u3fv54ytfQ******</ServerId>
<Port>80</Port>
<ServerIp>192.168.0. **</ServerIp>
<ServerHealthStatus>abnormal</ServerHealthStatus>
<Protocol>http</Protocol>
</BackendServer>
<BackendServer>
<ListenerPort>8080</ListenerPort>
<ServerId>i-bplh5u3fv54ytfQ******</ServerId>
<Port>80</Port>
<ServerIp>192.168.0. **</ServerIp>
<ServerHealthStatus>abnormal</ServerHealthStatus>
<Protocol>tcp</Protocol>
</BackendServer>
</BackendServers>

</DescribeHealthStatusResponse>

Json format

219

> Document Version: 20220211



Server Load Balancer

Developer Guide-Default server gro

up
{
"RequestId": "E69BA4CE-2B55-45EC-94CA-E47B16759459",
"BackendServers": {
"BackendServer": [
{
"ListenerPort": 80,
"ServerId": "i-bplhbu3fv54ytfrxx**rm,
"Port": 80,
"ServerIp": "192.168. **_  **",
"ServerHealthStatus": "abnormal",
"Protocol": "http"
b
{
"ListenerPort": 8080,
"ServerId": "i-bplh5u3fv54ytfQ***xxxm,
"Port": 80,
"ServerIp": "192.168. *x,  *x",
"ServerHealthStatus": "abnormal",
"Protocol": "tcp"
}
]
}
}
Error codes
For a list of error codes, visit the API Error Center.
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13.71. DescribeVServerGroupAttribute

Queries detailed information about a vServer group.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameters

Parameter

Action

Regionld

VServerGroupld

Type

String

String

String

Response parameters

Parameter

VServerGroupld

VServerGroupNa
me

BackendServers

BackendServer

Serverld

Port

Type

String

String

Array of
BackendServer

N/A

String

Integer

Required

Yes

Yes

Yes

Example

rsp-cige6****

Group1

N/A

N/A

vm-233

90

Example

DescribeVServerGr
oupAttribute

cn-hangzhou

rsp-cige6****

Description

The operation that you want to
perform.

Set the value to
DescribeVServerGroupAttribute.

The ID of the region where the Classic
Load Balancer (CLB) instance is
deployed.

The ID of the vServer group.

Description

The ID of the vServer group.

The name of the vServer group.

The list of backend servers.

N/A

The ID of the Elastic Compute Service (ECS)
instance.

The port that is used by the backend server.
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Parameter Type Example Description
Weight Integer 100 The weight of the backend server.

vServerGroupDescript

Description String ion The description of the vServer group.
The type of backend server. Valid values:
Type String ecs ® ecs: an ECS instance. This is the default
value.
® eni: an elastic network interface (ENI).
LoadBalancerld String lb-jf akd**** The ID of the CLB instance.
9DEC9C28-AB05-
Requestld String 4DDF-9A78- The ID of the request.
6BO8ECI9CE18C
Examples

Sample requests

http(s) ://[Endpoint]/?Action=DescribeVServerGroupAttribute
&RegionId=cn-hangzhou
&VServerGroupld=rsp-cigeb****

&<Common request parameters>

Sample success responses

xML  format

<DescribeVServerGroupAttributeResponse>
<RequestId>9DECIC28-AB05-4DDF-9A78-6B08ECICEL8C</RequestId>
<VServerGroupld>rsp-cige6******</VServerGroupId>
<VServerGroupName>Groupl</VServerGroupName>
<BackendServers>
<BackendServer>
<ServerId>vm-232</ServerId>
<Port>80</Port>
<Weight>100</Weight>
</BackendServer>
<BackendServer>
<ServerId>vm-233</ServerId>
<Port>90</Port>
<Weight>100</Weight>
</BackendServer>
</BackendServers>

</DescribeVServerGroupAttributeResponse>

Json format
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"RequestId": "9DEC9C28-AB05-4DDF-9A78-6B08ECOCE18C",
"VServerGroupld": "rsp-cigebrrxkxkn,
"VServerGroupName": "Groupl",
"BackendServers": {
"BackendServer": [
{

"ServerId": "vm-233",

"Port": "80",

"Weight": "100"

"ServerId": "vm-232",
IIPOItll: "90",
"Weight": "100"

Error codes

For a list of error codes, visit the API Error Center.

13.2. CreateVServerGroup

Creates a vServer group and adds backend servers to the vServer group.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of

the operation for different SDKs.

Request parameters

Parameter Type Required Example
CreateVs G
Action String Yes reateVSernversro
up
lb-
LoadBalancerld String Yes bplgjwo61pgz3a
hl******
Regionid String Yes cn-hangzhou

Description

The operation that you want to
perform.

Set the value to CreateVServerGroup.

The ID of the Server Load Balancer (SLB)
instance.

The ID of the region where the SLB
instance is deployed.
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Parameter

VServerGroupNam
e

BackendServers

Type

String

String

Required

No

No

Example

Group1

[{ "Serverld": "eni-
XXXXXXXXX",
"Weight": "100",
"Type": "eni",
"Serverlp":
"192.168.*%* **",
"Port":"80","Descri
ption":"test-112"
}, { "Serverld":
"@ni-XXXXXXXXX",
"Weight": "100",
"Type": "eni",
"Serverlp":
"192.168.*%* **",
"Port":"80","Descri
ption":"test-112"
1l

Description

The name of the vServer group.

The name must be 1 to 80 characters in
length, and can contain letters, digits,
hyphens (-), forward slashes (/), periods
(.),and underscores ().

The list of backend servers to be added.

The value of this parameter must be a
STRING list in the JSON format. You can
specify up to 20 elements in each
request.

Serverld: Required. Specify the ID of
an Elastic Compute Service (ECS)
instance or an Elastic Network
Interface (ENI). This parameter must
be of the STRING type.

Port: Required. Specify the port that
is used by the backend server. This
parameter must be of the INTEGER
type. Valid values: 1 to 65535.

Weight : Required. Specify the weight
of the backend server. This parameter
must be of the INTEGER type. Valid
values: 0 to 100.

Description: Optional. Specify the
description of the backend server.
This parameter must be of the STRING
type. The description must be 1 to 80
characters in length, and can contain
letters, digits, hyphens (-), forward
slashes (/), periods (.),and
underscores ().

Type: Specify the type of the
backend server. This parameter must
be of the STRING type. Valid values:

o ecs: an ECS instance. This is the
default value.

o eni: an ENL

Serverlp: The IP address of the ECS
instance or ENL.

Examples:

® ECS instance: [{ "ServerId": "i-
xxxXxxXxxxx", "Weight": "100", "Ty
pe": "ecs", "Port": "80", "Descr
iption": "test-112" }].

® ENI: [{ "ServerId": "eni-xxxxXxx

xxx", "Weight": "lOO", "Type": "

eni", "ServerIp": "192.168.%* **
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Parameter

Response parameters

Parameter

VServerGroupld

BackendServers
BackendServer

Serverld
Port
Weight

Description

Type

Requestld

Examples

Sample requests

Type Required Example
Type Example
String rsp-cigee******
Array of
BackendServer
String vm-2****
Integer 70
Integer 100
String vServerGroup
String Type

9DEC9(C28-AB05-

String 4DDF-9A78-

6BO8BECOCE18C

De;éﬁgﬁgﬁt":"SO","Description":"te
st-112" }]

e ENIwith multiple IP addresses: [{
"ServerId": "eni-xxxxxxxxx", "We

ight": "100", "Type": "eni", "Se
rverIp": "192.168.** **x"  "pPort"
:"80", "Description":"test-112" }
, { "ServerId": "eni-xxxxxxxxx",
"Weight": "100", "Type": "eni",
'Serveript: 7201661 = Al S P o
rt":"80", "Description":"test-113
"}

Description

The ID of the vServer group.

The list of backend servers.

The ID of the ECS instance or ENI.

The port that is used by the backend server.

The weight of the backend server.

The description of the vServer group.

The type of the backend server. Valid values:

® ecs: an ECS instance. This is the default
value.

® eni: an ENL.

The ID of the request.
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http(s) ://[Endpoint]/?Action=CreateVServerGroup
&LoadBalancerId=lb-bplgjwo6lpgz3ahl****x+*x*
&RegionId=cn-hangzhou

&BackendServers= [{ "ServerId": "eni-xxxxxxxxx", "Weight": "100", "Type": "eni", "ServerIp":
192.168.%* *x" "port":"80","Description":"test-112" }, { "ServerId": "eni-xxxxxxxxx",
t": "100", "Type": "eni", "ServerIp": "192.168.**x . x*", "pPort":"80","Description":"test-112"

]

&<Common request parameters>

Sample success responses

xML  format

<CreateVServerGroupResponse>
<VServerGroupId>rsp-bplidc******</VServerGroupId>
<RequestId>3EBBDBAE-8E8B-438F-A109-95C2FDB2C333</RequestId>
<BackendServers>
<BackendServer>
<Type>ecs</Type>
<ServerId>i-bplds2yjlke6********</ServerId>
<Description>test-11244</Description>
<Port>80</Port>
<Weight>100</Weight>
</BackendServer>
</BackendServers>

</CreateVServerGroupResponse>

JsoN format

"VServerGroupId": "rsp-bplidc3xrxaxxrn,
"RequestId": "3EBBDBAE-8E8B-438F-A109-95C2FDB2C333",
"BackendServers": {
"BackendServer": [
{
"Type": "ecs",
"ServerId": "i-bplds2yjlk66e*x**x**m,
"Description": "test-11244",
"Port": 80,

"Weight": 100

Error codes

For a list of error codes, visit the APIError Center.

13.3. AddVServerGroupBackendServers

Adds backend servers to a specified server group.

"

"Weigh

}
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Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to

AddVServerGroup perform.

Action Strin Yes
9 BackendServers

Set the value to
AddVServerGroupBackendServers.

The list of backend servers. You can
specify up to 20 backend servers in each
request.

The following parameters are used to

BackendServers

String

Yes

[{ "Serverld": "eni-
XXXXXXXXX"
"Weight": "100",
"Type": "eni",
"Serverlp":
"192.168. **, **",
"Port":"80","Descri
ption":"test-112"
}{ "Serverld": "eni-

specify the backend servers:

Serverld: The ID of the backend
server. You can specify the ID of an
Elastic Compute Service (ECS) instance
or an elastic network interface (ENI).

Port: Required. The port that is used
by the backend server. Valid values: 1
to 65535.

Weight: The weight of the backend
server. Valid values: 0 to 100. Default
value: 100. If the value is set to 0, no
requests are forwarded to the
backend server.

Type: The type of backend server.
Valid values:

o ecs: an ECS instance. This is the
default value.

o eni: an ENI.

Description: Optional. The
description of the backend server.
This parameter is of the STRING type.
The description must be 1 to 80
characters in length, and can contain

XXXXXXXXX", letters, digits, hyphens (-), forward
"Weight": "100", slashes (/), periods (.), and

"Type": "eni", underscores ().

"Serverlp":

"172.166. **, **"
"Port":"80","Descri

Serverlp: The IP address of the ECS
instance or ENI.

ption":"test-113" Examples:

i ® ECS instance: [{ "ServerId": "i-
xxxXxXxxXxx", "Weight": "100", "Ty
pe": "ecs", "Port": "80", "Descr
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Parameter Type Required Example De%?ﬁﬁﬂgn: test-112" }].

® ENI: [{ "ServerId": "eni-xxxXxXx
xxx", "Weight": "100", "Type": "
eni", "ServerIp": "192.168. **.
Axm, "pPort":"80","Description":"

test-112" }]

e ENIwith multiple IP addresses: [{
"ServerId": "eni-xxxxxxxxx", "We
ight": "100", "Type": "eni", "Se
rverIp": "192.168. **x., **"  "pPor
t":"80", "Description":"test-112"
},{ "ServerId": "eni-xxxxxxxxx",
"Weight": "100", "Type": "eni",
"ServerIp": "172.166. **, *x*xm" v
Port":"80", "Description":"test-1
13" }]

The ID of the region where the Classic

Regionlid Strin Yes cn-hangzhou . .
9 9 9 Load Balancer (CLB) instance is created.

VServerGroupld String Yes rsp-cigee****** The ID of the server group.

Response parameters

Parameter Type Example Description
VServerGroupld String rsp-cige6j****** The ID of the server group.

A f
BackendServers fray o The list of backend servers.

BackendServer
BackendServer
Serverld String vm-231 The ID of the ECS instance or ENI.
Port Integer 70 The port that is used by the backend server.
Weight Integer 100 The weight of the backend server.
Description String ServerGroup The description of the server group.

The type of backend server. Valid values:

Type String ecs ® ecs: an ECS instance. This is the default

value.

® eni: an ENIL
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Parameter Type Example

9DEC9C28-AB05-

Requestld String 4DDF-9A78-

6B0O8EC9CET8C

Examples

Sample requests

http(s) ://[Endpoint]/? Action=AddVServerGroupBackendServers
&BackendServers=[{ "ServerId": "eni-xxxxxxxxx",
92.168. **, **" "port":"80","Description":"test-112"
": "100", "Type": "eni", "ServerIp": "172.166.

]
&RegionId=cn-hangzhou
&VServerGroupld=rsp-cige6******

&<Common request parameters>

Sample success responses

xML  format

<AddVServerGroupBackendServersResponse>

<RequestId>9DECIC28-AB05-4DDF-9A78-6B08ECICE18C</RequestId>
<VServerGroupld>rsp-cigeb*****</VServerGroupld>

<BackendServers>
<BackendServer>
<ServerId>vm-233</ServerId>
<Port>80</Port>
<Weight>100</Weight>
</BackendServer>
<BackendServer>
<ServerId>vm-232</ServerId>
<Port>90</Port>
<Weight>100</Weight>
</BackendServer>
<BackendServer>
<ServerId>vm-231</ServerId>
<Port>70</Port>
<Weight>100</Weight>
</BackendServer>
</BackendServers>

</AddVServerGroupBackendServersResponse>

Json format

"Type": "eni",

The ID of the request.

ol

"ServerIp": "1

"ServerId": "eni-xxxxxxxxx", "Weight
"Port":"80", "Description":"test-113" }

229

> Document Version: 20220211



Server Load Balancer Developer Guide-vServer groups

"AddVServerGroupBackendServers": {
"RequestId": "9DEC9C28-AB05-4DDF-9A78-6BO08ECICE18C",
"VServerGrouplId": "rsp-cigebjrxFxxm,
"BackendServers": {
"BackendServer": [
{

"ServerId": "vm-233",

"Port": "80",

"Weight": "100"

"ServerId": "vm-232",
llPOrtll: ll90",
"Weight": "100"

"ServerId": "vm-231",
"PortH: ||70",
"Weight": "100"

Error codes

For a list of error codes, visit the APIError Center.

13.4. SetVServerGroupAttribute

Modifies the configurations of a vServer group.

This operation allows you to modify only the name of a vServer group and the weights of the backend
servers in the vServer group.

e If youwant to modify backend servers in a specified vServer group, call the
ModifyVServerGroupBackendServers operation.

e [f youwant to add backend servers to a specified vServer group, call the
AddVServerGroupBackendServers operation.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameters

Parameter Type Required Example Description
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Parameter

Action

Regionld

VServerGroupld

VServerGroupNam
e

BackendServers

Type

String

String

String

String

String

Required

Yes

Yes

Yes

No

No

Example

SetVServerGroupA
ttribute

cn-hangzhou

rsp-cige6****

Group1

[{ "Serverld": "eni-
XXXXXXXXX",
"Weight": "100",
"Type": "eni",
"Serverlp":
"192.XX.XX.6",
"Port":"80","Descri
ption":"test-112"
L{"Serverld": "eni-
XXXXXXXXX",
"Weight": "100",

Description

The operation that you want to
perform.

Set the value to
SetVServerGroupAttribute.

The ID of the region where the Classic
Load Balancer (CLB) instance is
deployed. This parameter cannot be
modified.

The ID of the vServer group. This
parameter cannot be modified.

The name of the vServer group. You can
specify a custom name for the vServer
group.

The list of backend servers in the vServer
group. You can specify at most 20
backend servers for a vServer group in
each call.

e Serverld: required. The ID of the
Elastic Compute Service (ECS) instance
or elastic network interface (ENI) that
serves as a backend server. This
parameter must be of the STRING
type.

® Port: required. The port that is used
by the backend server. This parameter
must be of the INTEGER type. Valid
values: 1 to 65535.

e Weight: required. The weight of the
backend server. This parameter must
be of the INTEGER type. You can
modify this parameter. Valid values: 0
to 100.

e Description: optional. The
description of the backend server.
This parameter must be of the STRING
type. You can modify this parameter.
The description must be 1 to 80
characters in length, and can contain
letters, digits, hyphens (-), forward
slashes (/), periods (.),and
underscores ().

e Type: the type of backend server.
This parameter must be of the STRING
type. Valid values:
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Parameter

Type

Response parameters

Required Ex-gﬂfp

"Serverlp":

"172.XX.XX.6",

. n Hi
fo €NI",

5 o ects: an ECS instance. This is the
S>30 value.

o eni: an ENI.

"Port":"80","Descri
ption":"test-113" e Serverlp: the IP address of the ECS

i

instance or ENI.
Examples:

® AnECSinstance: [{ "ServerId": "
i-xxxxxxxxx", "Weight": "100", "

Type": "ecs", "Port":"80","Descr

iption":"test-112" }]

® An ENI: [{ "ServerId": "eni-xxxx
xxxxx", "Weight": "100", "Type":
"eni", "ServerIp": "192.168.%*.*

", "Port":"80","Description":"t

est-112" }]

® An ENIwith multiple IP addresses: [
{ "ServerId": "eni-xxxxxxxxx", "
Weight": "100", "Type": "eni", "
ServerIp": "192.168.** **"  "Por
t":"80", "Description":"test-112"
},{ "ServerId": "eni-xxxxxxxxx",
"Weight": "100", "Type": "eni",
"ServerIp": "172.166.** . **"  "Po
rt":"80", "Description":"test-113

W

Parameter Type Example Description
VServerGroupld String rsp-cige6**** The ID of the vServer group.
VServerGroupNa
me P String Group1 The name of the vServer group.
Array of .
BackendServers N/A The list of backend servers.
BackendServer
BackendServer N/A N/A N/A
Serverld String i-bp1ekbyd7jvkx**** The ID of the ECS instance or ENI.
Port Integer 70 The port that is used by the backend server.
Weight Integer 100 The weight of the backend server.
. ) vServerGroupDescript .
Description String ion P P The description of the vServer group.
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Parameter Type Example Description

The type of backend server. Valid values:

Type String ecs ® ecs: an ECS instance

® eni: an ENI

9DEC9C28-AB05-
Requestld String 4DDF-9A78- The ID of the request.
6BO8ECI9CE18C

Examples

Sample requests

http(s) :// [Endpoint]/?Action=SetVServerGroupAttribute
&RegionId=cn-hangzhou
&VServerGroupld=rsp-cigeb****

&<Common request parameters>

Sample success responses

xML  format

<CreateloadBalancerTCPListener>
<VServerGroupld>rsp-cigeb****</VServerGroupld>
<RequestId>9DEC9C28-AB05-4DDF-9A78-6B08ECICE18C</RequestId>
<VServerGroupName>Groupl</VServerGroupName>
<BackendServers>
<BackendServer>
<Type>ecs</Type>
<Description>vServerGroupDescription </Description>
<ServerId>i-bplek6yd7jvkx****</ServerId>
<Port>70</Port>
<Weight>100</Weight>
</BackendServer>
</BackendServers>

</CreatelLoadBalancerTCPListener>

Json format
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"VServerGroupld": "rsp-cigeb****",

"RequestId": "9DEC9C28-AB05-4DDF-9A78-6B08ECICE18C",
"VServerGroupName": "Groupl",

"BackendServers": {

"BackendServer": {

"Typell: llecsll,

"Description”: "vServerGroupDescription",
"ServerId": "i-bplek6yd7jvkx****m
"Port": 70,

"Weight": 100

Error codes

For a list of error codes, visit the APIError Center.

13.5. RemoveVServerGroupBackendServers

Removes a backend server from a specified vServer group.

@ Note If one or more backend servers specified by BackendServers do not exist in the vServer
group, the backend servers are ignored and no error message is returned.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of

the operation for different SDKs.

Request parameters

Parameter Type Required Example
RemoveVServerGr
Action String Yes oupBackendServer

S

Description

The operation that you want to
perform.

Set the value to
RemoveVServerGroupBackendServer
s.
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Parameter

BackendServers

Regionid

VServerGroupld

Type

String

String

String

Required

Yes

Yes

Yes

Example

[{ "Serverld": "eni-
XXXXXXXXX",
"Weight": "100",
"Type": "eni",
"Serverlp":
"192.168.*%* **",
"Port":"80","Descri
ption":"test-112"
}{ "Serverld": "eni-
XXXXXXXXX",
"Weight": "100",
"Type": "eni",
"Serverlp":
"172.166.%* **",
"Port":"80","Descri
ption":"test-113"
11

cn-hangzhou

rsp-cige6****

Description

The list of backend servers that you
want to remove from the vServer group.

A vServer group can contain a maximum
of 20 backend servers in each request.

The value of this parameter is a JSON list
of the String type. You can specify up to
20 elements in a list for each request.

e Serverld: Required. Specify the ID of
an Elastic Compute Service (ECS)
instance or elastic network interface
(ENI). This parameter is of the String
type.

® Port: the port that is used by the
backend server. This parameter is
required and must be set to an
integer. Valid values: 1 to 65535.

e Weight: the weight of the backend
server. This parameter is required and
must be set to an integer. Valid
values: 0 to 100.

® Description: the description of the
backend server. This parameter is
optional and must be set to a string.
The description must be 1 to 80
characters in length and can contain
letters, digits, hyphens (-), forward
slashes (/), periods (.),and
underscores (_).

e Type: Specify the type of the
backend server. This parameter must
be of the String type. Valid values:

o ecs: An ECS instance. This is the
default value.

o eni: an ENI.

e Serverlp: The IP address of the ECS
instance or ENI.

The ID of the region where the SLB
instance is deployed.

The ID of the backend server group.
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Parameter Type Required Example Description

The client token that is used to ensure
the idempotence of the request. You

5A2CFFOE-5718- can use the client to generate the value,
ClientToken String No 45B5-9D4D- but you must ensure that it is unique
70B3FF**** among different requests. The token

can contain only ASCIl characters and
cannot exceed 64 characters in length.

Response parameters

Parameter Type Example Description
VServerGroupld String rsp-cige6j***** The ID of the server group.
Array of :
BackendServers The list of backend servers.
BackendServer
BackendServer
Serverld String vm-230 The ID of the ECS instance or ENI.
Port Integer 80 The port that is used by the backend server.
Weight Integer 100 The weight of the backend server.
Type: the type of backend server. Valid
values:
Type String ecs e ecs: an ECS instance. This is the default
value.
® eni: an ENL.
9DEC9(C28-AB05-
Requestld String 4DDF-9A78- The ID of the request.
6BOBECICET8C
Examples

Sample requests

http (s) :// [Endpoint]/?Action=RemoveVServerGroupBackendServers

&BackendServers=[{ "ServerId": "eni-xxxxxxxxx", "Weight": "100", "Type": "eni", "ServerIp": "1
92.168.** **" "port":"80","Description":"test-112" },{ "ServerId": "eni-xxxxxxxxx", "Weight":
"100", "Type": "eni", "ServerIp": "172.166.**.**", "Port":"80","Description”:"test-113" }]
&RegionId=cn-hangzhou

&VServerGroupld=rsp-cigeb*****x*

&<Common request parameters>
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Sample success responses

xML  format

<RemoveVServerGroupBackendServersResponse>
<RequestId>9DECI9C28-AB05-4DDF-9A78-6B08ECICE18C</RequestId>
<VServerGroupld>rsp-cigeb******</VServerGroupIld>
<BackendServers>
<BackendServer>
<ServerId>vm-231</ServerId>
<Port>70</Port>
<Weight>100</Weight>
<Type>ecs</Type>
</BackendServer>
</BackendServers>

</RemoveVServerGroupBackendServersResponse>
Jgson format

"RemoveVServerGroupBackendServersResponse": {
"RequestId": "9DEC9C28-AB05-4DDF-9A78-6B08ECICE18C",
"VServerGroupId": "rsp-cigebrFrxAx,
"BackendServers": {

"BackendServer": {
"ServerId": "vm-231",
"Port": "70",
"Weight": "100",

"Type" . "ecs"

Error codes

For a list of error codes, visit the API Error Center.

13.6. ModifyVServerGroupBackendServers

Replaces backend servers in a specified VServer group.

You can call this operation to replace the backend servers in the specified VServer group. If you want to
modify the configuration of the backend servers, such as their weights, see SetV/ServerGroupAttribute.
Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameters
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Parameter

Action

Regionld

VServerGroupld

OldBackendServer
S

Type

String

String

String

String

Required

Yes

Yes

Yes

No

Example

ModifyVServerGro
upBackendServers

cn-hangzhou

rsp-cige6j******

[{"Serverld": "i-
XXXXXXXXX",
"Weight": "100",
"Type": "ecs",
"Port":"80","Descri
ption":"test-112"

1

Description

The operation that you want to
perform.

Set the value to
ModifyVServerGroupBackendServers

The ID of the region where the SLB
instance is created.

The ID of the VServer group.

The list of backend servers to be
replaced.

The value of this parameter is a JSON
string with a JSON List structure. You can
specify up to 20 elements in a list in a
request.

e Serverld: the instance ID of the
backend server. This parameter is
required and must be set to a string.

e Port: the port that is used by the
backend server. This parameter is
required and must be set to an
integer. Valid values: 1 to 65535.

e Weight: the weight of the backend
server. This parameter is required and
must be set to an integer. Valid
values: 0 to 100.

e Description: the description of the
backend server. This parameter is
optional. The description must be a
string. The description must be 1 to
80 characters in length and can
contain letters, digits, hyphens (-),
forward slashes (/), periods (.), and
underscores (_).

e Type: the instance type of the
backend server. This parameter must
be set to a string. Valid values:

o ecs: Elastic Compute Service (ECS)
instance. This is the default value.

o eni: elastic network interface (ENI).

e Serverlp: the IP address of an ECS
instance or ENL.

Examples:
® ECS instance: [{ "ServerId": "i-
xxxXxxXxxxx", "Weight": "100", "Ty
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Parameter

NewBackendServe
rs

Type

String

Required

No

Example

[{ "Serverld": "eni-
XXXXXXXXX",
"Weight": "100",
"Type": "eni",
"Serverlp":
"192.168. **, **",
"Port":"80","Descri
ption":"test-112"
}{ "Serverld": "eni-
XXXXXXXXX",
"Weight": "100",
"Type": "eni",
"Serverlp":
"172.166. **, **",
"Port":"80","Descri

Degfﬁﬁﬂéﬁcsu' "Port": "80", "Descr
iption": "test-112" }].

e ENI: [{ "ServerId": "eni-xxxxxx
xxx", "Weight": "100", "Type": "
eni", "ServerIp": "192.168. **.

kM, "Port":"80","Description”:"

test-112" }]

e ENIwith multiple IP addresses: [{
"ServerId": "eni-xxxxxxxxx", "We
ight": "100", "Type": "eni", "Se
rverIp": "192.168. **x_, **"  "pPor
t":"80","Description":"test-112"
},{ "ServerId": "eni-xxxxxxxxx",
"Weight": "100", "Type": "eni",
"ServerIp": "172.166. **. x*x" "
Port":"80", "Description":"test-1
13" }]

The list of new backend servers.

You can specify a maximum of 20
backend servers for each VServer group
in each call.

The value of this parameter is a JSON
string with a JSON List structure. You can
specify up to 20 elements in a list in a
request.

e Serverld: the instance ID of the
backend server. This parameter is
required and must be set to a string.

e Port: the port that is used by the
backend server. This parameter is
required and must be set to an
integer. Valid values: 1 to 65535.

e Weight: the weight of the backend
server. This parameter is required and
must be set to an integer. Valid
values: 0 to 100.

® Description: the description of the
backend server. This parameter is
optional. The description must be a
string and can contain letters, digits,
hyphens (-), forward slashes (/),
periods (.), and underscores (_).

e Type: the instance type of the
backend server. This parameter must
be set to a string. Valid values:

o ecs: ECS instance. This is the
default value.

o eni: ENL

e Serverlp: the IP address of an ECS
instance or ENL.
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. ptiOﬂ"Z"tESt—-l 13" Exampl_els:
Parameter Type Required ﬁxample Description
e ECSinstance: [{ "ServerId": "i-
xxxXxxXxxxx", "Weight": "100", "Ty
pe": "ecs", "Port": "80", "Descr
iption": "test-112" }].
® ENI: [{ "ServerId": "eni-xxxxxx

xxxll, "Weight" : lllOOll, "Type" : "
eni", "ServerIp": "192.168. **.
Axm, "pPort":"80","Description":"

test-112" }]

e ENIwith multiple IP addresses: [{
"ServerId": "eni-xxxxxxxxx", "We
ight": "100", "Type": "eni", "Se
rverIp": "192.168. **x. **"  "pPor
t":"80", "Description":"test-112"
},{ "ServerId": "eni-xxxxxxxxx",
"Weight": "100", "Type": "eni",
"ServerIp": "172.166. **.  *x*xm" v

Port":"80", "Description":"test-1

13" }]
Response para meters

Parameter Type Example Description

VServerGroupld String rsp-cige6j***** The ID of the VServer group.

BackendServers Array The list of backend servers.

BackendServer

Serverld String vm-236 The ID of the ECS instance or ENI.

Port Integer 70 The port that is used by the backend server.

Weight Integer 100 The weight of the backend server.

. . The description of .

Description String the backend server. The description of the backend server.
Type: the type of the backend server. Valid
values:

Type String ecs

® ecs: ECS instance. This is the default value.

® eni: ENI.
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Parameter Type Example Description

9DEC9C28-AB05-

Requestlid String 4DDF-9A78- The ID of the request.

6B0O8EC9CET8C

Examples

Sample requests

http(s) ://[Endpoint]/? Action=ModifyVServerGroupBackendServers
&RegionId=cn-hangzhou
&VServerGroupld=rsp-cigebj******

&<Common request parameters>

Sample success responses

xML  format

<ModifyVServerGroupBackendServersResponse>
<RequestId>9DECIC28-AB05-4DDF-9A78-6B08ECICE18C</RequestId>
<VServerGroupld>rsp-cige6j*****</VServerGroupId>
<BackendServers>
<BackendServer>
<ServerId>vm-400</ServerId>
<Port>80</Port>
<Weight>100</Weight>
</BackendServer>
<BackendServer>
<ServerId>vm-401</ServerId>
<Port>90</Port>
<Weight>100</Weight>
</BackendServer>
</BackendServers>

</ModifyVServerGroupBackendServersResponse>

Jgson format
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"ModifyVServerGroupBackendServersResponse": {
"RequestId": "9DEC9C28-AB05-4DDF-9A78-6B08ECICE18C",
"VServerGrouplId": "rsp-cigebjrxFxxm,
"BackendServers": {

"BackendServer": [
{
"ServerId": "vm-400",
"Port": "80",
"Weight": "100"

"ServerId": "vm-401",
llPOrtll: ll90",
"Weight": "100"

Error codes

For a list of error codes, visit the API Error Center.

13.7. DeleteVServerGroup

Deletes a VServer group.

Make the API call

You can use OpenAPI Explorer to make API calls, search for API calls, perform debugging, and generate SDK

example code.

Request parameters

Required
Parameter Type ; Example value
. . DeleteVServerGro
Action String Yes
up
Regionld String Yes cn-hangzhou

Description

The name of this action.

Value: DeleteVServerGroup

The ID of the region to which the
associated Server Load Balancer (SLB)
instance belongs.

> Document Version: 20220211

242


https://error-center.alibabacloud.com/status/product/Slb
https://api.aliyun.com/#product=Slb&api=DeleteVServerGroup&type=RPC&version=2014-05-15

Developer Guide-vServer groups Server Load Balancer

Required L
Parameter Type 7eqU|re Example value Description
The ID of the VServer group to be
deleted.
VServerGroupld String Yes rsp-cige6j*****
@ Note If the VServer group is
in use, it cannot be deleted.
Response pa rameters
Parameter Type Example value Description

9DEC9C28-AB05-
Requestld String 4DDF-9A78- The ID of the request.
6BO8ECI9CE18C

Examples
Request example

http(s) ://[Endpoint]/? Action=DeleteVServerGroup
&RegionId=cn-hangzhou
&VServerGroupld=rsp-cigebj*****

&<CommonParameters>

Response example

JsoN format

{
"RequestId":"9DEC9C28-AB05-4DDF-9A78-6B08ECIOCE18C"

}
xmr,  format
<DeleteVServerGroupResponse>

<RequestId>9DECIC28-AB05-4DDF-9A78-6B08ECICE18C</RequestId>

</DeleteVServerGroupResponse>

Errors

For a list of error codes, visit the API Error Center.

13.8. DescribeVServerGroups

Queries the list of VServer groups.

Make the API call
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You can use OpenAPI Explorer to make API calls, search for API calls, perform debugging, and generate SDK

example code.

Request parameters

Parameter

Action

LoadBalancerld

Regionld

IncludeRule

IncludelListener

Response parameters

Parameter

Requestld

VServerGroups

VServerGroupld

VServerGroupNa
me

AssociatedObje
cts

Listeners

Type

String

String

String

Boolean

Boolean

Type

String

Array

String

String

Struct

Array

Required

?

Yes

Yes

Yes

No

No

Example value

Example value

DescribeVServerGr
oups

lb-
bp1094dp5i6ea***

*kkk

cn-hangzhou

false

false

9DEC9C28-AB05-

4DDF-9A78-

6BO8BECOCE18C

rsp-Obfucwuotx

Group3

Description

The name of this action.

Value: DescribeVServerGroups

The ID of the Server Load Balancer (SLB)
instance.

The ID of the region to which the SLB
instance belongs.

Indicates whether to return the
information of forwarding rules
associated with the VServer groups.

Default value: false

Indicates whether to return the
information of listeners associated with
the VServer groups.

Default value: false

Description

The ID of the request.

The list of VServer groups.

The ID of the VServer group.

The name of the VServer group.

The information of associated resources.

The list of associated listeners.
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Parameter Type Example value Description

Protocol String tcp The protocol used by the listener.

Port Integer 80 The port used by the listener.

Rules Array The list of associated forwarding rules.

Ruleld String 123 The ID of the forwarding rule.

Domain String www.example.com :’ﬂ:domain name specified in the forwarding

Url String /example The URL specified in the forwarding rule.

RuleName String test The name of the forwarding rule.
Examples

Request example

http(s) ://[Endpoint]/? Action=DescribeVServerGroups
&LoadBalancerId=lb-bplo94dp5itea******x*
&RegionId=cn-hangzhou

&<CommonParameters>

Response example

xML  format
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<DescribeVServerGroupsResponse>
<VServerGroups>
<VServerGroup>
<VServerGroupld>rsp-bploygn******</VServerGroupId>
<VServerGroupName>k8s/31065/nginx-ingress-1b/kube-system/clust****</VServerGroup
Name>
<AssociatedObjects>
<Listeners>
</Listeners>
<Rules>
</Rules>
</AssociatedObjects>
</VServerGroup>
<VServerGroup>
<VServerGroupld>rsp-bpli6sn******</VServerGroupId>
<VServerGroupName>k8s/31605/nginx-ingress-1b/kube-system/clusterid</VServerGroup
Name>
<AssociatedObjects>
<Listeners>
</Listeners>
<Rules>
</Rules>
</AssociatedObjects>
</VServerGroup>
<VServerGroup>
<VServerGroupld>rsp-bplf85n******</VServerGroupIld>
<VServerGroupName>VSGl</VServerGroupName>
<AssociatedObjects>
<Listeners>
</Listeners>
<Rules>
</Rules>
</AssociatedObjects>
</VServerGroup>
</VServerGroups>
<RequestId>31ADDBCD-275F-4C37-BO0A3-5DFC8564E686</RequestId>

</DescribeVServerGroupsResponse>

Json format
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{

"VServerGroups": {
"VServerGroup": [
{
"VServerGrouplId": "rsp-bploygn***x*xx*m,
"VServerGroupName": "k8s/31065/nginx-ingress-1b/kube-system/clust****",

"AssociatedObjects": {

"Listeners": {

"Listener": []
s
"Rules": {
"Rule": []
}
}
by
{
"VServerGroupId": "rsp-bpli6sn*xxxxxm,
"VServerGroupName": "k8s/31605/nginx-ingress-1b/kube-system/clusterid",

"AssociatedObjects": {

"Listeners": {

"Listener": []
by

"Rules": {
"Rule": []

}
}
by
{
"VServerGroupId": "rsp-bplf85n**x*xxxm,
"VServerGroupName": "VSG1",
"AssociatedObjects": {
"Listeners": {
"Listener": []
by
"Rules": {
"Rule": []
}
}
}
1
I
"RequestId": "31ADDBCD-275F-4C37-BOA3-5DFC8564E686"
}

Errors

For a list of error codes, visit the APIError Center.
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14.Active/standby server groups
14.1. CreateMasterSlaveServerGroup

Creates a primary/secondary server group. A primary/secondary server group can contain only two Elastic
Compute Service (ECS) instances: one of the ECS instances functions as the primary server and the other
functions as the secondary server.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameter

Parameter Type Required Example Description

The operation that you want to

CreateMasterSlave ~ Perform.

Action String Yes
ServerGroup Set the value to
CreateMasterSlaveServerGroup.
tb- The ID of the Classic Load Balancer (CLB)
LoadBalancerld String Yes bp1hv944r69al4j**

instance.

*kkk

The list of backend servers in the
primary/secondary server group.

The value of this parameter must be a
STRING list in the JSON format. You can
specify up to 20 elements in each
request.

e Serverld: This parameter is required.
Specify the ID of the backend server.
This parameter must be of the STRING
type.

® Port: This parameter is required.
Specify the port that is used by the
backend server. This parameter must
be of the INTEGER type. Valid values:
1t065535.

e Weight: This parameter is required.
Specify the weight of the backend
server. This parameter must be of the
INT EGER type. Valid values: 0 to 100.

e Description: This parameter is
optional. Specify the description of
the backend server. This parameter
must be of the STRING type. The
description must be 1 to 80
characters in length, and can contain
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Parameter Type Required Example

[{ "Serverld": "i-
XXXXXXXXX"
"Weight": "100",
"Type": "ecs",
"Port":"82","Serve
rType":"Master","
Description":"test

MasterSlaveBacke . -112" L {

ndServers String ves "Serverld": "i-
XXXXXXXXX"
"Weight": "100",
"Type": "ecs",
"Port":"84","Serve
rType":"Slave","D
escription":"test-
112"}

5 lettetr,s, digits, hyphens (-), forward
egfar%é%?/), periods (.),and
underscores (_).
e ServerType: Specify the type of the
backend server. This parameter must
be of the STRING type. Valid values:

o Master: primary server
o Slave: secondary server

e Type: Specify the type of backend
server. This parameter must be of the
STRING type. Valid values:

o ecs: an ECS instance

o eni: an elastic network interface
(ENI)

e Serverlp: the IP address of the ECS
instance or ENI

A primary/secondary server group can
contain at most two backend servers.

If you do not set this parameter, an
empty primary/secondary server group
is created.

Examples:

® ECS: [{ "ServerId": "i-xxxxxxXxx
x", "Weight": "100", "Type": "ec
s", "Port":"82","ServerType":"Ma
ster","Description":"test-112" }
, { "ServerId": "i-xxxxxxxxx", "
Weight": "100", "Type": "ecs", "
Port":"84","ServerType":"Slave",
"Description":"test-112" }]

e ENI: [{ "ServerId": "eni-xxxxxx
xxx", "Weight": "100", "Type": "
eni", "Port":"80","ServerType":"
Master","Description":"test-112"
}, { "ServerId": "eni-xxxxxxxxx"
, "Weight": "100", "Type": "eni"
"ServerIp": "192.168. %% **xm" "

Port":"80", "ServerType":"Slave",

"Description":"test-112" }]

e ENIwith multiple IP addresses: [{ "

ServerId": "eni-xxxxxxxxx", "Wei
ght": "100", "Type": "eni","Serv
erIp": "192.168.** *%" "port":"
80", "ServerType":"Master", "Descr
iption":"test-112" }, { "Serverl
d": "eni-xxxxxxxxx'", "Weight": "
100", "Type": "eni","ServerIp":

"192.168.x* **"  "Port":"80Q","Se

rverType":"Slave", "Description":
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Parameter Type Required Example

Regionld String Yes cn-hangzhou

MasterSlaveServer

Strin No Group1
GroupName o P

Response parameters
Parameter Type Example

MasterSlaveServ

Strin rsp-bp19aug******
erGroupld 9 p-bp

A f
MasterSlaveBac ray o

MasterSlaveBac
kendServers

kendServer
MasterSlaveBac
kendServer
Serverld Strin -

9 bp1fg6lenfdloa5i****
Port Integer 82
Weight Integer 100
ServerType String Master
Description String test-112
Type String ecs
7CA4DB76-4D32-
Requestld String 523B-822E-
5C9494613D46
Examples

Sample requests

Deséiistion 2 1

The ID of the region where the CLB
instance is deployed.

The name of the primary/secondary
server group.

Description

The ID of the primary/secondary server group

The list of backend servers in the
primary/secondary server group.

The ID of the ECS instance or ENI that is added.

The port number used by the backend server.

The weight of the backend server.

The type of the backend server.

Valid values: Master and Slave.

The description of the primary/secondary
server group.

The type of the backend server. Valid values:

® ecs: an ECS instance

® eni: an ENI

The ID of the request.
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http(s) ://[Endpoint]/?Action=CreateMasterSlaveServerGroup
&LoadBalancerId=lb-bplhv944r69aldj*****x*

&MasterSlaveBackendServers=[{ "ServerId": "i-xxxxxxxxx", "Weight": "100", "Type": "ecs", "Por
t":"82","ServerType":"Master", "Description":"test-112" }, { "ServerId": "i-xxxxxxxxx", "Weigh
t": "100", "Type": "ecs", "Port":"84","ServerType":"Slave","Description":"test-112" }]

&RegionId=cn-hangzhou

&<Common request parameters>

Sample success responses

xML  format

<CreateMasterSlaveServerGroupResponse>
<RequestId>7CA4DB76-4D32-523B-822E-5C9494613D46</RequestId>
<MasterSlaveServerGroupld>rsp-bpl9aud******</MasterSlaveServerGroupld>
<MasterSlaveBackendServers>
<MasterSlaveBackendServer>
<ServerType>Master</ServerType>
<Type>ecs</Type>
<ServerId>i-bplfg6lenfdloa5i****</ServerId>
<Description>test-112</Description>
<Port>82</Port>
<Weight>100</Weight>
</MasterSlaveBackendServer>
<MasterSlaveBackendServer>
<ServerType>Slave</ServerType>
<Type>ecs</Type>
<ServerId>i-bplOephck4n5Suehd****</ServerId>
<Description>test-112</Description>
<Port>84</Port>
<Weight>100</Weight>
</MasterSlaveBackendServer>
</MasterSlaveBackendServers>

</CreateMasterSlaveServerGroupResponse>

Json format
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"RequestId":

"MasterSlaveServerGroupId":

"MasterSlaveBackendServers":

"7CA4DB76-4D32-523B-822E-5C9494613D46",

"rsp-bpllaudrrErAx",

{

"MasterSlaveBackendServer": [

{
"ServerType":
"Type": "ecs",
"ServerId":
"Description":
"Port": 82,

"Weight": 100

"ServerType":
"Type" :
"ServerId":

"ecs",

"Description":
"Port": 84,
"Weight": 100

Error codes

HttpCode Error code

BACKEND_SERVERS_N

400 UM_MUST_BE_TWO

BACKEND_SERVERS_H
AVE_SAME_PORT_AN
D_SERVERID

400

BACKEND_SERVERS_C
AN_ONLY_CONTAIN_
ONE_MASTER_AND_O
NE_SLAVE

400

BACKEND_SERVER_ID_

4
00 CAN_NOT_EMPTY

INVALID_SERVER_TYP

400
E

BACKEND_SERVER_PO

400
RT_CAN_NOT_EMPTY

"Master",

"i-bplfg6lenfdloabi****",
"test-112",

"Slave",

"i-bplOephck4n5uehd****",
"test-112",

Error message

Backend servers num must be 2.

Backend servers have same port
and serverld.

Backend servers can only contain
one master and one slave.

Backend server id can not empty.

Invalid server type.

Backend server port can not
empty.

Description

The error message returned
because two backend servers
must be specified.

The error message returned
because a backend server with
the same port and ID is already
specified in the server group.

The error message returned
because a primary/secondary
server group can contain only one
primary server and one secondary
server.

The error message returned
because the ID of the backend
server is not specified.

The error message returned
because the specified type of
backend server is invalid.

The error message returned
because the port of the backend
server is not specified.
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HttpCode Error code Error message Description
The error message returned
RealServerPortNotSu g' .
400 Real server port not support. because the specified port of the
pport o .
backend server is invalid.
The error message returned
OperationUnsupport This type of backend server is not because the backend server
400 ed.CreateMasterSlav allowed to attached to cannot be added to a CLB
eServerGroup singleTunnel or anyTunnel lb. instance of the singleTunnel or
anyTunnel type.
The error message returned
because the BypassToa
IncorrectStatus.RSBy yp .
400 %S. parameter of the specified
PassToas . . .
backend server is set to an invalid
value.
) ) ) The error message returned
OperationFailed.Actio The loadbalancer does not . °
400 . because the instance does not
nNotSupport support such action. .
support the operation.
The error message returned
because a backend server uses
RsTunnellp2VmName
400 . P %s. the same Tunnelld and Rslp
Conflict . ) L
configurations as an existing
backend server.
The error message returned
) because the vServer grou
400 NetworkConflict %s. group

For a list of error codes, visit the API Error Center.

14.2. DeleteMasterSlaveServerGroup

Deletes an active/standby server group.

Make the API call

configurations are inconsistent
with the ECS configurations.

You can use OpenAPI Explorer to make API calls, search for API calls, perform debugging, and generate SDK

example code.

Request parameters

Parameter Type

Action String

Required

; Example value

Description

The name of this action.

DeleteMasterSlave

Yes Value:

ServerGroup

DeleteMasterSlaveServerGroup
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Required _—
Parameter Type = q Example value Description
The ID of the active/standby server
group to be deleted.
MasterSlaveServer ) .
Groupld string ves rsp-cige6 @ Note An active/standby

server group in use cannot be
deleted.

The ID of the region to which the
Regionld String Yes cn-hangzhou associated Server Load Balancer (SLB)
instance belongs.

OwnerAccount String No

Res ponse param eters
Parameter Type Example value Description

9DEC9C28-AB05-
Requestld String 4DDF-9A78- The ID of the request.
6BO8ECI9CE18C

Examples

Request example

http(s) :// [Endpoint]/? Action=DeleteMasterSlaveServerGroup
&MasterSlaveServerGroupld=rsp-cigeo*****x*
&RegionId=cn-hangzhou

&<CommonParameters>

Response example

Json format

{
"RequestId":"9DECI9C28-AB05-4DDF-9A78-6BO8ECICE18C"

}

xML  format

<DeleteMasterSlaveServerGroupResponse>
<RequestId>9DECIC28-AB05-4DDF-9A78-6B08ECOCE18C</RequestId>

</DeleteMasterSlaveServerGroupResponse>

Errors

For a list of error codes, visit the API Error Center.
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14.3.

DescribeMasterSlaveServerGroupAttribute

Queries detailed information about a primary/secondary server group.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of

the operation for different SDKs.
Request parameters

Parameter Type

Action String

MasterSlaveServer

Groupld String

Regionld String

Response parameters
Parameter Type

MasterSlaveServ

Strin
erGroupld 9
MasterSlaveServ .

String
erGroupName
MasterSlaveBac Arra
kendServers v
MasterSlaveBac
kendServer
Serverld String

Required Example
Yes
ibute
Yes
Yes cn-hangzhou
Example

Description

The operation that you want to

DescribeMasterSla perform.
veServerGroupAttr Set the value to

rsp-cige6j* ****

rsp_cige6******

Group1

Vm_hrf******

DescribeMasterSlaveServerGroupAtt
ribute.

The ID of the primary/secondary server
group.

The ID of the region where the SLB
instance is created.

Description

The ID of the primary/secondary server group.

The name of the primary/secondary server
group.

The list of backend servers in the
primary/secondary server group.

The ID of the Elastic Compute Service (ECS)
instance or elastic network interface (ENI).
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Parameter Type
Port Integer
Weight Integer
ServerType String
Description String
Type String
LoadBalancerld String
Requestld String
Examples

Sample request

Example

90

100

Slave

The description of
the
primary/secondary
server group.

ecs

lb-
14fadafw4343g%*****

9DEC9C28-AB05-
4DDF-9A78-
6BO8ECI9CE18C

Description

The port that is used by the backend server.

The weight of the backend server.

The type of backend server. Valid values:
Master and Slave. Default value: Master.

The description of the primary/secondary
server group.

The type of backend server. Valid values:

® ecs: ECS instance. This is the default value.

® eni: ENI

The ID of the SLB instance.

The ID of the request.

http(s) :// [Endpoint]/? Action=DescribeMasterSlaveServerGroupAttribute

&MasterSlaveServerGroupld=rsp-cigebj*****x*

&RegionId=cn-hangzhou

&<Common request parameters>

Sample success responses

xML  format
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<DescribeMasterSlaveServerGroupAttributeResponse>
<RequestId>9DEC9C28-AB05-4DDF-9A78-6B08ECICE18C</RequestId>
<MasterSlaveServerGroupId>rsp-cige6******</MasterSlaveServerGroupId>
<MasterSlaveBackendServers>
<MasterSlaveBackendServers>
<ServerId>vm-sshssh****</ServerId>
<Port>80</Port>
<Weight>100</Weight>
<ServerType>Master</ServerType>
</MasterSlaveBackendServers>
<MasterSlaveBackendServers>
<ServerId>vm-ffff*****</ServerId>
<Port>90</Port>
<Weight>100</Weight>
<ServerType>Slave</ServerType>
</MasterSlaveBackendServers>
</MasterSlaveBackendServers>

</DescribeMasterSlaveServerGroupAttributeResponse>

Json format

"DescribeMasterSlaveServerGroupAttributeResponse": {
"RequestId": "9DEC9C28-AB05-4DDF-9A78-6BO8ECICE18C",
"MasterSlaveServerGroupId": "rsp-cigeo**xxxxm,

"MasterSlaveBackendServers": {
"MasterSlaveBackendServers": [
{
"ServerId": "vm-sshssh****",
"Port": "80",
"Weight": "100",

"ServerType": "Master"

"ServerId": "vm-ffffrxxxxn,
"POrtll: "90",
"Weight": "100",

"ServerType": "Slave"

Error codes

For a list of error codes, visit the API Error Center.

14.4. DescribeMasterSlaveServerGroups

Queries backend servers in a primary/secondary server group.

Debugging
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OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of

the operation for different SDKs.

Request parameters

Parameter

Action

LoadBalancerld

Regionld

IncludelListener

Type

String

String

String

Boolean

Response parameters

Parameter

MasterSlaveServ
erGroups

MasterSlaveServ
erGroup

MasterSlaveServ
erGroupld

MasterSlaveServ
erGroupName

AssociatedObje
cts

Listeners

Listener

Port

Type

Array

String

String

Struct

Array

Integer

Required

Yes

Yes

Yes

No

Example

rsp-0bfuc

Group3

80

Example Description

The operation that you want to
DescribeMasterSla perform.

veserverGroups Set the value to
DescribeMasterSlaveServerGroups.

lb-
bp14zi0n66zpg60 The ID of the SLB instance.

*kkkkk

The ID of the region where the SLB

cn-hangzhou . .
instance is created.

Specifies whether to return the
false information of the associated listeners.
Default value: false.

Description

The list of backend servers in the
primary/secondary server group.

Khkkkkk

The ID of the primary/secondary server group.

The name of the primary/secondary server
group.

The related information.

The list of listeners.

The listening port.
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Parameter Type Example Description
Protocol String tcp The listener protocol.
9DEC9C28-AB05-
Requestlid String 4DDF-9A78- The ID of the request.
6BO8ECI9CE18C
Examples

Sample request

http(s) :// [Endpoint]/? Action=DescribeMasterSlaveServerGroups
&LoadBalancerId=lb-bpl4zi0n66zpg6o******
&RegionId=cn-hangzhou

&<Common request parameters>

Sample success responses

xML  format

<DescribeMasterSlaveServerGroupsResponse>
<RequestId>2631BB5E-B576-4925-BDED-07A66D23E5DE</RequestId>
<MasterSlaveServerGroups>
<MasterSlaveServerGroup>
<MasterSlaveServerGroupId>rsp-bplro3mw******</MasterSlaveServerGroupld>
<MasterSlaveServerGroupName>test</MasterSlaveServerGroupName>
</MasterSlaveServerGroup>
</MasterSlaveServerGroups>

</DescribeMasterSlaveServerGroupsResponse>

Json format

"RequestId": "265989FE-136B-4D6A-B549-FD40E7",
"MasterSlaveServerGroups": {
"MasterSlaveServerGroup": [
{
"MasterSlaveServerGroupId": "rsp-bplnly****xx*xm,
"MasterSlaveServerGroupName": "Primary/secondary server group 1",
"AssociatedObjects": {
"Listeners": {

"Listener": [ ]

Error codes

For a list of error codes, visit the API Error Center.
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15.Server certificate management
15.1. UploadServerCertificate

Uploads a server certificate.

You can upload only one server certificate and its private key in each request.

After a server certificate and its private key are uploaded, the fingerprints of all server certificates that
belong to your account are returned.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of

the operation for different SDKs.

Request parameters

Parameter Type

Action String

Regionld String

AliCloudCertificate )
String

Id

AliCloudCertificate )
String

Name

Required

Yes

Yes

No

No

Example

UploadServerCerti
ficate

cn-hangzhou

73091267 3XXXXXX_
15d97e7709a_714
45759hr_7892%**

cloudcertificate***

*

Description

The operation that you want to
perform.

Set the value to
UploadServerCertificate.

The ID of the region where the server
certificate is created.

You can call the DescribeRegions
operation to query the region ID.

The ID of the server certificate that is
provided by Alibaba Cloud SSL
Certificates Service.

@ Note This parameter is
required if you use a server
certificate from Alibaba Cloud SSL
Certificates Service.

The name of the server certificate that is
provided by Alibaba Cloud SSL
Certificates Service.

@ Note This parameter is
required if you use a server
certificate from Alibaba Cloud SSL
Certificates Service.
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Parameter Type Required Example Description
The ID of the region where the server
AliCloudCertificate ) o .
. String No cn-hangzhou certificate from Alibaba Cloud SSL
Regionld . L
Certificates Service is created.
The public key certificate that you want
to upload.
servercertifictetes . ;
ServerCertificate String No ; @ Note This parameter is
required if you use a server
certificate from a third-party service
provider.
The private key that you want to upload.
) ) - @ Note This parameter is
PrivateKey string No wmsa required if you use a server
certificate from a third-party service
provider.
The name of the server certificate that
you want to upload. The name must be
ServerCertificateN ) 1 to 80 characters in length, and can
String No mycert01 . . )
ame contain letters, digits, periods (.),
underscores (_), and hyphens (-). It must
start with a letter.
ResourceGroupld String No rg-atstuj3rto**** The ID of the enterprise resource group.
Response parameters
Parameter Type Example Description
ServerCertificate xxxxidkp-123-cn-
String ***f The ID of the server certificate.
Id test
ServerCertificate . e
String mycert01 The name of the server certificate.
Name
Fingerprint String 07:DF: AB: **** The fingerprint of the server certificate.
73091267 3XXxXXXX_15
AliCloudCertifica . - The ID of the server certificate that is provided
String d97e7709a_7144575 P

teld

Ohr_7892****

by Alibaba Cloud SSL Certificates Service.
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Parameter Type

AliCloudCertifica

Strin
teName 9
CommonName String
CreateTime String
CreateTimeSta

Long
mp
ExpireTime String
ExpireTimeStam

Long
p
IsAliCloudCertifi

Integer
cate
Regionld String
Requestld String
ResourceGroupl

P String

d
SubjectAlternati .

List
veNames

Examples

Sample requests

Example

cloudcertificate****

www.example.com

2017-08-
31702:49:05Z

1504147745000

2018-08-
31702:49:05Z2

1504147745000

cn-hangzhou

365F4154-92F6-
4AE4-92F8-
7FF34B540710

rg-atstuj3rt****

test

Description

The name of the server certificate that is
provided by Alibaba Cloud SSL Certificates
Service.

The domain name in the Common Name field
of the server certificate.

The time when the server certificate was
created.

The timestamp generated when the server
certificate was created.

The time when the server certificate expires.

The timestamp generated when the server
certificate expires.

Indicates whether the server certificate is
provided by Alibaba Cloud SSL Certificates
Service. Valid values:

® 0: The server certificate is provided by a
third-party service provider.

® 1: The server certificate is provided by
Alibaba Cloud SSL Certificates Service.

The ID of the region where the server
certificate is created.

The ID of the request.

The ID of the enterprise resource group.

The list of alternative domain names of the
server certificate. The alternative domain
names are specified in the Subject Alternative
Name field of the server certificate.
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http(s) ://[Endpoint]/?Action=UploadServerCertificate
&RegionId=cn-hangzhou

&<Common request parameters>

Sample success responses

xML  format

<Fingerprint>01:DF:AB:****</Fingerprint>
<ExpireTimeStamp>1504147745000</ExpireTimeStamp>
<ResourceGroupld>rg-atstuj3rt****</ResourceGroupld>
<RequestId>365F4154-92F6-4AE4-92F8-7FF34B540710</RequestId>
<CreateTime>2017-08-31T02:49:052</CreateTime>
<SubjectAlternativeNames>
<SubjectAlternativeName>test</SubjectAlternativeName>
</SubjectAlternativeNames>
<AliCloudCertificateId>730912673xxxxxx 15d97e7709a 7144575%r 7892****</AliCloudCertificateId>
<AliCloudCertificateName>cloudcertificate****</AliCloudCertificateName>
<IsAliCloudCertificate>0</IsAliCloudCertificate>
<ServerCertificateName>mycert01l</ServerCertificateName>
<ServerCertificateId>xxxxidkp-123-cn-test****</ServerCertificateId>
<RegionId>cn-hangzhou</RegionId>
<ExpireTime>2018-08-31T02:49:052</ExpireTime>
<CreateTimeStamp>1504147745000</CreateTimeStamp>

<CommonName>www . example . com</CommonName>

Jgson format

"Fingerprint": "OLl:DF:AB:****",
"ExpireTimeStamp": 1504147745000,
"ResourceGroupId": "rg-atstuj3rtxx**",

"RequestId": "365F4154-92F6-4AE4-92F8-7FF34B540710",

"CreateTime": "2017-08-31T02:49:05z",

"SubjectAlternativeNames": {
"SubjectAlternativeName": "test"

o

"AliCloudCertificateId": "730912673xxxxxx 15d97e7709a 7144575%hr 7892*x*x*",

"AliCloudCertificateName": "cloudcertificatex**x",

"IsAliCloudCertificate": O,

"ServerCertificateName": "mycert01l",

"ServerCertificateId": "xxxxidkp-123-cn-test***x",

"RegionId": "cn-hangzhou",

"ExpireTime": "2018-08-31T02:49:052",

"CreateTimeStamp": 1504147745000,

"CommonName": "www.example.com"

Error codes

For a list of error codes, visit the APIError Center.

15.2. DeleteServerCertificate
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Deletes a server certificate.

® Note Youcannot delete server certificates that are in use.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to

DeleteServerCertifi =~ Perform.

cate Set the value to
DeleteServerCertificate.

Action String Yes

T237157XXXXXXX_16
ServerCertificateld String Yes 68204689 17147 The ID of the server certificate.
63408 _7099*+**¥*x

The region where the Server Load

Balancer (SLB) instance is created.
Regionid String Yes cn-hangzhou
You can call the DescribeRegions

operation to query region IDs.

Response parameters
Parameter Type Example Description

. CEF72CEB-54B6-4AE8-
Requestid String B225-F876FF7BAGS4 The ID of the request.
Examples
Sample request

http(s) ://[Endpoint]/? Action=DeleteServerCertificate
&ServerCertificateld=123157xxxxxxx 166£8204689 1714763408 7099**xxxxxx

&<Common request parameters>

Sample success responses

xML  format

<DeleteServerCertificateResponse>
<RequestId>CEF72CEB-54B6-4AE8-B225-F876FF7BA984</RequestId></DeleteServerCertificateRespon

se>
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Json format

{

"RequestId":" CEF72CEB-54B6-4AE8-B225-F876FF7BA984"

}

Error codes

HttpCode

CertificateAndPrivate

400

Error code

KeylsRefered

Error message

The specified certificate is bound

Description

The error message returned
because the server certificate
cannot be deleted when the

to listeners. You cannot delete it.

For a list of error codes, visit the API Error Center.

15.3. DescribeServerCertificates

Queries the server certificates in a region.

@ Note

Make the API call

You can use OpenAPI Explorer to make API calls, search for API calls, perform debugging, and generate SDK

example code.

Request parameters

Parameter

Action

Regionld

ResourceGroupld

ServerCertificateld

Type

String

String

String

String

Required
?

Yes

Yes

No

No

Example value

DescribeServerCer
tificates

cn-hangzhou

rg-atstuj3rtoptyui

T1237T5790XXXXXXX_
166f8204689_171
4763408_7099814
30

certificate is associated with a
listener.

To guarantee security, only the fingerprint and name of the certificate are returned, and
the contents of the certificate and private key are not returned.

Description

The name of this action.

Value: DescribeServerCertificates

The ID of the region to which the Server
Load Balancer (SLB) instance belongs.

To query the region ID, call
DescribeRegions.

The ID of the enterprise resource group.

The ID of the server certificate.
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Response parameters

Parameter Type Example value Description
S Certificat . o
Server ertiicate The list of server certificates.
1237 57xxxxxxxX_166f
ServerCertificate ) 8204689_1714763408 .
d String 709981430-cn-east- The ID of the server certificate.
hangzhou-02
S Certificat
ervertertiticate String slb The name of the server certificate.
Name
. . The ID of the region to which the server
Regionld String cn-hangzhou .
certificate belongs.
68:08:1a:f8:2¢:97:6
9:a3:al1:e6:16:41:4b
Fingerprint Strin The fingerprint of the server certificate.
9ep 9 :ca:4f:5d:ee:a5:ef:0 gerp
d
7309 15d97
AliCloudCertifica . YOC00000CL The ID of the server certificate from Alibaba
teld String €7709a_71445759hr_ Cloud SSL Certificate Service
789289731 )
AliCloudCertifica Strin testcertke The name of the server certificate from
teName 9 y Alibaba Cloud SSL Certificate Service.
) The domain name that corresponds to the
CommonName String www.example.com . .
CommonName field of the certificate.
CreateTime Strin 2017-08- The time when the server certificate is
9 31702:49:057 uploaded.
CreateTimeSta Long 1504147745000 Theitimest.amp generated when the server
mp certificate is uploaded.
ExpireTime Strin 017-08- The time when the server certificate expires
P g 31702:49:05Z pires.
ExpireTimeStam Long 15041477450 Thelt?mestamp generated when the server
p certificate expires.
Indicates whether the certificate is from
IsAliCloudCertifi Alibaba Cloud SSL Certificate Service.
Integer 0
cate ® 7:Yes.
e 0: No.
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Parameter Type Example value Description
ResourceGroupl ) . . .
d String rg-atstuj3rtoptyui The ID of the enterprise resource group.
The list of alternate domain names for the
SubjectAlternati 123 certificate. This parameter is returned in array
veNames format. It corresponds to the Subject
Alternative Name field of the certificate.
365F4154-92F6-
Requestld String 4AE4-92F8- The ID of the request.
7FF34B540710
Examples

Request example

http(s) ://[Endpoint]/? Action=DescribeServerCertificates

&<CommonParameters>

Response example

xML  format

267

> Document Version: 20220211



Developer Guide-Server certificate
management

Server Load Balancer

<DescribeServerCertificatesResponse>
<RequestId>9FFF450B-CC09-4FFB-900F-E347EB7AA2CC</RequestId>
<ServerCertificates>
<ServerCertificate>

<CreateTimeStamp>1541761156000</CreateTimeStamp>
<CommonName>* . examplel . com</CommonName>
<RegionIdAlias>cn-hangzhou</RegionIdAlias>
<ResourceGroupld>rg-acfmxazbdphbaiy</ResourceGroupld>
<Fingerprint>68:08:1a:f8:2c:97:69:a3:al:e6:16:41:4b:ca:4f:5d:ee:a5:ef:0d</Fingerprint

<ServerCertificateId>1231579xxxxxx 166£8204689 1714763408 709981430</ServerCertificat
eld>

<ExpireTimeStamp>1558161264000</ExpireTimeStamp>
<AliCloudCertificateId>1501739</AliCloudCertificateId>
<ExpireTime>2019-05-18T06:34:247</ExpireTime>
<RegionId>cn-hangzhou</RegionId>
<CreateTime>2018-11-09T10:59:16Z</CreateTime>
<ServerCertificateName>*.examplel.com</ServerCertificateName>
<IsAliCloudCertificate>1</IsAliCloudCertificate>
<AliCloudCertificateName>slb</AliCloudCertificateName>

</ServerCertificate>

<ServerCertificate>
<CreateTimeStamp>1481623069000</CreateTimeStamp>
<RegionIdAlias>cn-hangzhou</RegionIdAlias>
<ResourceGroupld>rg-acfmxazb4dph6aiy</ResourceGroupIld>
<Fingerprint>cd:90:1b:7b:49:4d:1d:90:£6:01:de:9a:81:7d:31:a7:38:1d:84:8d</Fingerprint

<ServerCertificateId>1231579085xxxx 158£79de306</ServerCertificateld>
<ExpireTimeStamp>1732169065000</ExpireTimeStamp>
<AliCloudCertificateId>0</AliCloudCertificateId>
<ExpireTime>2024-11-21T06:04:252</ExpireTime>
<RegionId>cn-hangzhou</RegionId>
<CreateTime>2016-12-13T09:57:49Z</CreateTime>
<ServerCertificateName>test certificate</ServerCertificateName>
<IsAliCloudCertificate>0</IsAliCloudCertificate>
<AliCloudCertificateName></AliCloudCertificateName>
</ServerCertificate>
</ServerCertificates>

</DescribeServerCertificatesResponse>

Json format
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{

"RequestId":"9FFF450B-CC09-4FFB-900F-E347EB7AA2CC",
"ServerCertificates":{

"ServerCertificate": [

{
"CreateTimeStamp":1541761156000,
"CommonName" : "* .examplel.com",
"RegionIdAlias":"cn-hangzhou",

"ResourceGroupId":"rg-acfmxazb4phbaiy",

"Fingerprint":"68:08:1a:£8:2¢c:97:69:a3:al:e6:16:41:4b:ca:4f:5d:ee:a5:ef:0d",

"ServerCertificateId":"1231579xxxxxxx 166£8204689 1714763408 709981430",

"ExpireTimeStamp":1558161264000,
"AliCloudCertificateId":"1501739",
"ExpireTime":"2019-05-18T06:34:24z",
"RegionId":"cn-hangzhou",
"CreateTime":"2018-11-09T10:59:162",
"ServerCertificateName":"*.examplel.com",
"IsAliCloudCertificate":1,
"AliCloudCertificateName":"slb"

by

{
"CreateTimeStamp":1481623069000,
"RegionIdAlias":"cn-hangzhou",

"ResourceGroupId":"rg-acfmxazb4phéaiy",

"Fingerprint":"cd:90:1b:7b:49:4d:1d:90:£6:01:de:9a:81:7d:31:a7:38:1d:84:8d",

"ServerCertificateId":"1231579085529123 158£79de306",
"ExpireTimeStamp":1732169065000,
"AliCloudCertificateId":"0",
"ExpireTime":"2024-11-21T06:04:25Z",
"RegionId":"cn-hangzhou",
"CreateTime":"2016-12-13T09:57:49z2",
"ServerCertificateName":"test certificate",
"IsAliCloudCertificate":0,

"AliCloudCertificateName":""

Errors

For a list of error codes, visit the API Error Center.

15.4. SetServerCertificateName

Sets a name for a server certificate.

Make the API call

You can use OpenAPI Explorer to make API calls, search for API calls, perform debugging, and generate SDK
example code.

Request parameters
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Required _—
Parameter Type = q Example value Description
) ) SetServerCertificat The name of this action.
Action String Yes
eName Value: SetServerCertificateName

The ID of the region to which the Server

Load Balancer (SLB) instance belongs.
Regionld String Yes cn-hangzhou

To query the region ID, call
DescribeRegions.

. ) 139a00604ad-cn- .
ServerCertificateld String Yes a ad-cn The ID of the server certificate.
east-hangzhou-01

The name of the server certificate.

The name must be 1 to 80 characters in
ServerCertificateN String Yes abc length. It must start with an English
ame letter. It can contain letters, numbers,

periods (.), underscores (_), and hyphens

Q2

Res ponse param eters
Parameter Type Example value Description

CEF72CEB-54B6-4AE8-

Requestld Strin
au ng B225-F876FE7BA984

The ID of the request.

Examples

Request example

http(s) ://[Endpoint]/? Action=SetServerCertificateName
&RegionId=cn-hangzhou
&ServerCertificateId=139a00604ad-cn-east-hangzhou-01
&ServerCertificateName=abc

&<CommonParameters>

Response example
xmr,  format
<SetServerCertificateNameResponse>

<RequestId>CEF72CEB-54B6-4AE8-B225-F876FE7BA984</RequestId>

</SetServerCertificateNameResponse>

Json format
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{
"RequestId":" CEF72CEB-54B6-4AE8-B225-F876FE7BA984"

}

Errors

For a list of error codes, visit the API Error Center.

15.5. UploadCACertificate

Uploads a CA certificate.

You can upload only one CA certificate at atime. After a CA certificate is uploaded, the certificate ID,
name, and fingerprint are returned.

Make the API call

You can use OpenAPI Explorer to make API calls, search for API calls, perform debugging, and generate SDK
example code.

Request parameters

Required
Parameter Type 7eqU|re Example value Description
UploadCACertifica The name of this action.
Action String Yes
te Value: UploadCACertificate
The ID of the region to which the CA
certificate belongs.
Regionld String Yes cn-hangzhou
To query the region ID, call
DescribeRegions.
. . The content of the CA certificate to be
CACertificate String Yes test
uploaded.
CACertificateName String No mycacert01 The name of the CA certificate.
ResourceGroupld string No rg-atstuj3rtoptyui The ID of the enterprise resource group.
Response para meters
Parameter Type Example value Description

139a00604ad-cn-
CACertificateld String east-hangzhou-01 The ID of the CA certificate.

CACertificateNa

me String mycacert01 The name of the CA certificate.
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Parameter Type Example value Description
Fingerprint String 02:DF:AB:ED The fingerprint of the CA certificate.
CommonName String .example.com The domain name of the CA certificate.
CreateTime Strin 2017-08- The time when the CA certificate is uploaded
9 31702:49:05Z P :
CreateTimeSta The timestamp generated when the CA
Long 1504147745000 . . P9
mp certificate is uploaded.
ExpireTime Strin 2024-11- The time when the CA certificate expires
P 9 21T06:04:25Z pires:
ExpireTimeStam The timestamp generated when the CA
P Long 1732169065000 - P 9
p certificate expires.
365F4154-92F6-
Requestld String 4AE4-92F8- The ID of the request.
7FF34B540710
ResourceGroupl . ) ) .
d String rg-atstuj3rtoptyui The ID of the enterprise resource group.
Examples

Request example

http(s) ://[Endpoint]/? Action=UploadCACertificate
&RegionId=cn-hangzhou
&CACertificate=test

&<CommonParameters>

Response example

xML  format

<UploadCACertificateResponse>
<RequestId>365F4154-92F6-4AE4-92F8-7FF34B540710</RequestId>
<ServerCertificateId>idkp-234-cn-test-02</ServerCertificateId>
<ServerCertificateName>mycacert01l</ServerCertificateName>
<Fingerprint>02:DF:AB:ED</Fingerprint>
</UploadCACertificateResponse>

Json format
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"ServerCertificateId":"idkp-234-cn-test-02",
"RequestId":"365F4154-92F6-4AE4-92F8-7FF34B540710",
"ServerCertificateName":"mycacert01l",
"Fingerprint":"02:DF:AB:ED"

Errors

For a list of error codes, visit the API Error Center.

15.6. DeleteCACertificate

Deletes a CA certificate.

@) Note CA certificates in use cannot be deleted.

Debug

Use OpenAPl Explorer to perform debug operations and generate SDK code examples.
Request parameters

Required

Parameter Type . Example value Description
DeleteCACertificat The name of this action.
Action String Yes
e Value: DeleteCACertificate
The region to which the CA certificate
belongs.
Regionid String Yes cn-hangzhou
To query the region ID, call
DescribeRegions.
T1237157908XXXXXXX
. ) _15¢73d77203_- .
CACertificateld String Yes 986300114, - The ID of the CA certificate.
2110544xxx
Response para meters
Parameter Type Example value Description

CEF72CEB-54B6-4AE8-

R stl trin
equestld string B225-F876FF7BA984

The ID of the request.

Examples

Request example
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http(s) ://[Endpoint]/? Action=DeleteCACertificate

&RegionId=cn-hangzhou

&CACertificateld=123157908xxxxxxx 15c73d77203 -986300114 -2110544xxx

&<CommonParameters>

Response examples

xML  format

<DeleteCACertificateResponse>

<RequestId>CEFxxxxx72CEB-54B6-4AE8-B225-F876FF7BA984</RequestId>

</DeleteCACertificateResponse>

Json format

{

"RequestId":" CEFxxxx72CEB-54B6-4AE8-B225-F876FF7BA984"

}

Error codes

See common error codes.

15.7. DescribeCACertificates

Queries the list of CA certificates.

@ Note To guarantee security, only the name and fingerprint are returned, and the certificate

content is not returned.

Make the API call

You can use OpenAPI Explorer to make API calls, search for API calls, perform debugging, and generate SDK

example code.

Request parameters

Parameter Type
Action String
Regionld String

Required
?

Yes

Yes

Example value

DescribeCACertific
ates

cn-hangzhou

Description

The name of this action.

Value: DescribeCACertificates

The ID of the region to which the CA
certificate belongs.

To query the region ID, call
DescribeRegions.
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Required _—
Parameter Type = Example value Description
o ) 139a00604bd-cn- o
CACertificateld String No 5 The ID of the CA certificate.
east-hangzhou-02
testuser@aliyun.c
OwnerAccount String No om user@aliyu The Alibaba Cloud account.
ResourceGroupld String No rg-atstuj3rtoptyui The ID of the enterprise resource group.

Response parameters

Parameter

CACertificates

CACertificateld

CACertificateNa
me

Regionld

Fingerprint

CommonName

CreateTime

CreateTimeSta
mp

ExpireTime

ExpireTimeStam
p

ResourceGroupl
d

Requestld

Type

String

String

String

String

String

String

Long

String

Long

String

String

Example value

139a00604bd-cn-
east-hangzhou-02

test

cn-hangzhou

AC:BE:FD

.example.com

2017-08-
31702:49:05Z

1504147745000

2024-11-
21T06:04:252

1732169065000

rg-atstuj3rtoptyui

365F4154-92F6-
4AE4-92F8-
7FF34B540710

Description

The list of CA certificates.

The ID of the CA certificate.

The name of the CA certificate.

The ID of the region to which the CA certificate
belongs.

The fingerprint of the CA certificate.

The domain name of the CA certificate.

The time when the CA certificate is created.

The timestamp generated when the CA
certificate is created.

The time when the CA certificate expires.

The timestamp generated when the CA
certificate expires.

The ID of the enterprise resource group.

The ID of the request.
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Examples

Request example

http(s) ://[Endpoint]/? Action=DescribeCACertificates
&RegionId=cn-hangzhou

&<CommonParameters>

Response example

xML  format

<DescribeCACertificateResponse>
<RequestId>365F4154-92F6-4AE4-92F8-7FF34B540710</RequestId>
<CACertificates>
<CACertificate>
<CACertificateId>139a00604bd-cn-east-hangzhou-01
</CACertificateId>
<CACertificateName>bcd
</CACertificateName>
<Fingerprint>AB:CB:DE</Fingerprint>
</CACertificate>
<CACertificate>
<CACertificateId>139a00604bd-cn-east-hangzhou-02</CACertificateId>
<CACertificateName>cde</CACertificateName>
<Fingerprint>AC:BE:FD</Fingerprint>
</CACertificate>
</CACertificates>

</DescribeCACertificateResponse>

Jgson format

{
"RequestId":"365F4154-92F6-4AE4-92F8-7FF34B540710",
" CACertificates":{
"CACertificate": [
{
"CACertificateName":"bcd",
"Fingerprint ":"AB:CB:DE",
"CACertificateId":"139a00604bd-cn-east-hangzhou-01"
by
{
"CACertificateName":"cde",
"Fingerprint ":"AC:BE:FD",
"CACertificateId":"282b00102ac-cn-east-hangzhou-02"
}

Errors

For a list of error codes, visit the APIError Center.
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15.8. SetCACertificateName

Sets the name of a CA Certificate.

Debug

Use OpenAPl Explorerto perform debug operations and generate SDK code examples.

Request parameters

Required _—
Parameter Type = q Example value Description
SetCACertificateN The name of this action.
Action String Yes
ame Value: SetCACertificateName
The region to which the CA certificate
belongs.
Regionld String Yes cn-hangzhou

To query the region ID, call
DescribeRegions.

o ) 139a00604ad-cn- o
CACertificateld String Yes a ad-cn The ID of the CA certificate.
east-hangzhou-01

The name of the CA certificate.

The name must be 1 to 80 characters in

CACertificateName  String Yes mycacert02 length and start with an English letter or
a Chinese character. It can contain

numbers, underscores (_), periods (.),
and hyphens (-).

Res ponse param eters
Parameter Type Example value Description

CEF72CEB-54B6-4AE8-

Requestld Strin
au ng B225-F876FE7BA984

The ID of the request.

Examples

Request example

http(s) ://[Endpoint]/? Action=SetCACertificateName
&RegionId=cn-hangzhou
&CACertificateId=139a00604ad-cn-east-hangzhou-01
&CACertificateName=mycacert02

&<CommonParameters>

Response examples
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xML  format

<SetCACertificateNameResponse>
<RequestId>CEF72CEB-54B6-4AE8-B225-F876FE7BA984</RequestId>
</SetCACertificateNameResponse>

Json format

{
"RequestId":" CEF72CEB-54B6-4AE8-B225-F876FE7BA984"
}

Error codes

See common error codes.
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16.TLS policies
16.1. CreateTLSCipherPolicy

Creates a TLS policy.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to
. CreateTLSCipherP P y
String Yes perform. Set the value to

Action olic
4 CreateTLSCipherPolicy.
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Parameter Type

RepeatlLi

Ciphers.N
P st

Required

Yes

Example

AES256-SHA256

Description

The supported cipher suites, which are

determined by the TLS protocol version.

TLSv1.0 and TLSv1.1 support the
following cipher suites:

® ECDHE-ECDSA-AES128-SHA
® ECDHE-ECDSA-AES256-SHA
® ECDHE-RSA-AES128-SHA

® ECDHE-RSA-AES256-SHA

® AES128-SHA

® AES256-SHA

® DES-CBC3-SHA

TLSv1.2 supports the following cipher
suites:

® ECDHE-ECDSA-AES128-SHA

® ECDHE-ECDSA-AES256-SHA

® ECDHE-RSA-AES128-SHA

® ECDHE-RSA-AES256-SHA

® AES128-SHA

® AES256-SHA

® DES-CBC3-SHA

® ECDHE-ECDSA-AES128-GCM-SHA256
® ECDHE-ECDSA-AES256-GCM-SHA384
® ECDHE-ECDSA-AES128-SHA256

® ECDHE-ECDSA-AES256-SHA384

® ECDHE-RSA-AES128-GCM-SHA256

® ECDHE-RSA-AES256-GCM-SHA384

® ECDHE-RSA-AES128-SHA256

® ECDHE-RSA-AES256-SHA384

® AES128-GCM-SHA256

® AES256-GCM-SHA384

® AES128-SHA256

® AES256-SHA256

TLSv1.3 supports the following cipher
suites:

e TLS_AES_128 GCM_SHA256
e TLS_AES_256_GCM_SHA384

e TLS_CHACHA20_POLY1305_SHA256
e TLS_AES_128_CCM_SHA256

e TLS_AES_128_CCM_8_SHA256
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Parameter Type

Name String

Regionld String
RepeatlLi

TLSVersions.N
st

Response parameters

Parameter Type
Requestld String

TLSCipherPolicyl

Stri
d ring

Examples

Sample requests

Required

Yes

Yes

Yes

Example

Example

TLSPolicy-
test*****

cn-hangzhou

TLSv1.0

CEF72CEB-54B6-4AE8-
B225-F876FF7BA984

tc-policy******

http(s) ://[Endpoint]/? Action=CreateTLSCipherPolicy

&Ciphers.1=AES256-SHA256
&Name=TLSPolicy-test*****
&RegionId=cn-hangzhou
&TLSVersions.1=TLSv1.0

&<Common request parameters>

Sample success responses

xML  format

<CreateTLSCipherPolicyResponse>
<RequestId>CEF72CEB-54B6-4AE8-B225-F876FF7BA984</RequestId>
<TLSCipherPolicyId>tc-policy******</TLSCipherPolicyId>

</CreateTLSCipherPolicyResponse>

Json format

{"RequestId":"CEF72CEB-54B6-4AE8-B225-F876FF7BA984",

"TLSCipherPolicyId":"tc-policy*****x"}

Description

The name of the TLS policy. The name
must be 2 to 128 characters in length,
and can contain letters, digits, periods
(.), underscores (_), and hyphens (-). It
must start with a letter.

The ID of the region where the Server
Load Balancer (SLB) instance is
deployed.

The supported TLS protocol versions.
Valid values: TLSv1.0, TLSv1.1,
TLSv1.2, and TLSv1.3.

Description

The ID of the request.

The ID of the created TLS policy.
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Errors

For a list of error codes, visit the APIError Center.

16.2. DeleteTLSCipherPolicy

Deletes a TLS policy.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that

you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of

the operation for different SDKs.

Request parameters

Parameter Type Required Example Description
_ _ DeleteTLSCipherp The operation that you want to
Action String Yes olic perform. Set the value to
4 DeleteTLSCipherPolicy.
The ID of the region where the Server
Regionld String Yes cn-hangzhou Load Balancer (SLB) instance is
deployed.
tls-
TLSCipherPolicyld String Yes bp1lp2076qgx4ebri The ID of the TLS policy.
dp******
Res ponse param eters
Parameter Type Example Description

CEF72CEB-54B6-4AE8-

Requestld Strin
q 9 B225-F876FF7BA984

Examples
Sample requests

http(s) ://[Endpoint]/? Action=DeleteTLSCipherPolicy
&RegionId=cn-hangzhou
&TLSCipherPolicyId=tls-bpllp2076gx4ebridp******

&<Common request parameters>

Sample success responses

xML  format

<DeleteTLSCipherPolicyResponse>

The ID of the request.

<RequestId>CEF72CEB-54B6-4AE8-B225-F876FF7BA984</RequestId>

</DeleteTLSCipherPolicyResponse>
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Json format

{"RequestId":"CEF72CEB-54B6-4AE8-B225-F876FF7BA984" }

Errors

For a list of error codes, visit the API Error Center.

16.3. ListTLSCipherPolicies

Queries TLS policies.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of

the operation for different SDKs.

Request parameters

Parameter

Action

Regionid

TLSCipherPolicyld

Name

IncludelListener

NextToken

Type

String

String

String

String

Boolean

String

Required

Yes

Yes

Yes

No

No

No

Example

ListTLSCipherPolici
es

cn-hangzhou

tls-
bp1lp2076qgx4e***
***pridp

tls-policy*****-
test

false

e e ok ek o ke ok ek e ke ok
cae f

Oa

Description

The operation that you want to
perform. Set the value to
ListTLSCipherPolicies.

The ID of the region where the Server
Load Balancer (SLB) instance is
deployed.

The ID of the TLS policy.

The name of the TLS policy. The name
must be 2 to 128 characters in length,
and can contain letters, digits, periods
(.), underscores (_), and hyphens (-). It
must start with a letter.

Specifies whether to return the
information about the associated
listener. Valid values: true and false.
Default value: false.

The position where the query starts. If
this parameter is left empty, the query
starts from the beginning.
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Parameter Type Required Example Description

The maximum number of TLS policies
that can be queried in this call. Valid
values: 1 to 100. If this parameter is left
empty, the default value 20 is used.

Maxltems Integer No 20

Response parameters

Parameter Type Example Description

Indicates whether the query ends. Valid

values:
IsT runcated Boolean false e true: The current page is the last page to
return.
e false: The current page is not the last
page to return.
NextToken | stri casnaobbb2be03foa s e ooy
g eba8b699f0a*** P Py, the query

started from the beginning.

CEF72CEB-54B6-4AE8-

B225-F876FF7BAO84 The ID of the request.

Requestlid String

TLSCipherPolicie Array of

The list of TLS policies.
s TLSCipherPolicy e list of TLS policies
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Parameter

Ciphers

CreateTime

Instanceld

Type

List

Long

String

Example

ECDHE-ECDSA-
AES128-SHA

1608273800000

tls-
bp1lp2076qx4e******
bridp

Description

The supported cipher suites, which are
determined by the TLS protocol version.

TLSv1.0 and TLSv1.1 support the following
cipher suites:

® ECDHE-ECDSA-AES128-SHA
® ECDHE-ECDSA-AES256-SHA
® ECDHE-RSA-AES128-SHA

® ECDHE-RSA-AES256-SHA

® AES128-SHA AES256-SHA
® DES-CBC3-SHA

TLSv1.2 supports the following cipher suites:

® ECDHE-ECDSA-AES128-SHA
ECDHE-ECDSA-AES256-SHA

® ECDHE-RSA-AES128-SHA

® ECDHE-RSA-AES256-SHA

® AES128-SHA AES256-SHA

® DES-CBC3-SHA

® ECDHE-ECDSA-AES128-GCM-SHA256
® ECDHE-ECDSA-AES256-GCM-SHA384
® ECDHE-ECDSA-AES128-SHA256

® ECDHE-ECDSA-AES256-SHA384

® ECDHE-RSA-AES128-GCM-SHA256

® ECDHE-RSA-AES256-GCM-SHA384

® ECDHE-RSA-AES128-SHA256

® ECDHE-RSA-AES256-SHA384

® AES128-GCM-SHA256

® AES256-GCM-SHA384

® AES128-SHA256 AES256-SHA256

TLSv1.3 supports the following cipher suites:
e TLS_AES 128 GCM_SHA256

e TLS_AES 256_GCM_SHA384

® TLS_CHACHA20 POLY1305_SHA256

e TLS_AES_128_CCM_SHA256

e TLS_AES_128_CCM_8 SHA256

The timestamp when the query was started.

The ID of the TLS policy.

285

> Document Version: 20220211



Server Load Balancer

Developer Guide-TLS policies

Parameter Type
Name String
Array of

RelateListeners )
RelateListener

LoadBalancerld String
Port Integer
Protocol String
Status String
TLSVersions List
TotalCount Integer
Examples

Sample requests

Example

tls-policy*****-test

lb-
bp1b6c719dfad8ex**

*kk

80

HTTPS

normal

TLSv1.0

1000

http(s) :// [Endpoint]/? Action=ListTLSCipherPolicies

&RegionId=cn-hangzhou

&TLSCipherPolicyId=tls-bpllp2076qgxde******pridp

&<Common request parameters>

Sample success responses

xML  format

Description

The name of the TLS policy.

The associated listener.

The ID of the SLB instance.

The listening port. Valid values: 1 to 65535.

The listener protocol. Valid values: TCP, UDP,

HTTP, and HTTPS.

The state of the TLS policy. Valid values:

e configuring: The policy is being
configured.

e normal: The policy is normal.

The supported TLS protocol versions.

The total number of TLS policies that were
returned in this call.

> Document Version: 20220211

286



Developer Guide-TLS policies Server Load Balancer

<ListTLSCipherPoliciesResponse>
<TotalCount>1000</TotalCount>
<NextToken>caebalbbb2be03£84eb48b699f0a****</NextToken>
<RequestId>CEF72CEB-54B6-4AE8-B225-F876FF7BA984</RequestId>
<TLSCipherPolicies>
<Status>normal</Status>
<Instanceld>tls-bpllp2076gxde******pridp</Instanceld>
<CreateTime>1608273800000</CreateTime>
<Name>tls-policy*****-test</Name>
</TLSCipherPolicies>
<TLSCipherPolicies>
<Relatelisteners>
<LoadBalancerId>1b-bplb6c719dfal8ex*****</LoadBalancerId>
<Protocol>HTTPS</Protocol>
<Port>80</Port>
</Relatelisteners>
</TLSCipherPolicies>
<TLSCipherPolicies>
<Ciphers>ECDHE-ECDSA-AES128-SHA</Ciphers>
<TLSVersions>TLSv1l.0</TLSVersions>
</TLSCipherPolicies>
<IsTruncated>false</IsTruncated>
</ListTLSCipherPoliciesResponse>

Json format

{"TotalCount":"1000",
"NextToken":"caebalbbb2be03£84eb48b699f0a****",
"RequestId":"CEF72CEB-54B6-4AE8-B225-F876FF7BA984",
"TLSCipherPolicies":

[

"Status":"normal",
"InstanceId":"tls-bpllp2076gxde******pridp",
"CreateTime":"1608273800000",
"Name":"tls-policy*****-test"

o
{

"RelateListeners": [

{
"LoadBalancerId":"lb-bplb6c719dfal08ex****x*m,
"Protocol":"HTTPS",

"Port":"80"

"Ciphers":"ECDHE-ECDSA-AES128-SHA",
"TLSVersions":"TLSv1.0"

}

1y

"IsTruncated":"false"}

Errors
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For a list of error codes, visit the API Error Center.

16.4. SetTLSCipherPolicyAttribute

Configures a TLS policy.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

) ) The operation that you want to
. ) SetTLSCipherPolic
Action String Yes Attribute perform. Set the value to
v SetTLSCipherPolicyAttribute.
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Parameter Type Required Example Description

The supported cipher suites, which are
determined by the TLS protocol version.

The specified cipher suites must be
supported by at least one TLS protocol
version that you select. For example, if
you set the TLSVersions.N parameter to
TLSv1.3, you can specify only cipher
suites that are supported by this
protocol version.

TLSv1.0 and TLSv1.1 support the
following cipher suites:

® ECDHE-ECDSA-AES128-SHA
® ECDHE-ECDSA-AES256-SHA
® ECDHE-RSA-AES128-SHA

® ECDHE-RSA-AES256-SHA

® AES128-SHA AES256-SHA
® DES-CBC3-SHA

TLSv1.2 supports the following cipher
suites:

e ECDHE-ECDSA-AES128-SHA
e ECDHE-ECDSA-AES256-SHA
: e ECDHE-RSA-AES128-SHA

S: PR ves DES-CBC3-5HA ® ECDHE-RSA-AES256-SHA
o AES128-SHA AES256-SHA
e DES-CBC3-SHA
e ECDHE-ECDSA-AEST28-GCM-SHA256
e ECDHE-ECDSA-AES256-GCM-SHA384
e ECDHE-ECDSA-AES128-SHA256
e ECDHE-ECDSA-AES256-SHA384
e ECDHE-RSA-AES128-GCM-SHA256
e ECDHE-RSA-AES256-GCM-SHA384
e ECDHE-RSA-AES128-SHA256
e ECDHE-RSA-AES256-5HA384
e AES128-GCM-SHA256
o AES256-GCM-SHA384
o AES128-SHA256 AES256-SHA256

Ciphers.N

TLSv1.3 supports the following cipher
suites:

e TLS_AES_128 GCM_SHA256

e TLS_AES_256_GCM_SHA384

e TLS_CHACHA20 POLY1305_SHA256
e TLS_AES_128 CCM SHA256

e TLS_AES_128 CCM 8 SHA256
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Parameter Type Required Example Description

The name of the TLS policy. The name

tls-policy***+*- must be 2 to 128 characters in length,

Name String Yes tast and can contain letters, digits, periods
(.), underscores (_), and hyphens (-). It
must start with a letter.

The ID of the region where the Server

Regionld String Yes cn-hangzhou Load Balancer (SLB) instance is
deployed.

tls-
TLSCipherPolicyld String Yes bp1lp2076qgx4e*** The ID of the TLS policy.
***bridp
. The supported TLS protocol versions.
RepeatlLi

TLSVersions.N Yes TLSv1.0 Valid values: TLSv1.0, TLSv1.1,

st TLSV1.2, and TLSV1.3.
acc-nacl-
access_key _id String No hp34s2h0xx1ht4n The AccessKey ID.
WO****
Res ponse param eters
Parameter Type Example Description

CEF72CEB-54B6-4AE8-

Requestld String B225-ES76FE7BAGSA The ID of the request.
72dcd26b-f12d-
Taskld String 4c27-b3af****- The ID of the asynchronous task.
18f6aed5
Examples

Sample requests

http(s) ://[Endpoint]/? Action=SetTLSCipherPolicyAttribute
&Ciphers.1=DES-CBC3-SHA

&Name=tls-policy*****-test

&RegionId=cn-hangzhou
&TLSCipherPolicyId=tls-bpllp2076gxde******bridp
&TLSVersions.1=TLSv1.0

&<Common request parameters>

Sample success responses

xML  format
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<SetTLSCipherPolicyAttributeReaponse>
<TaskId>72dcd26b-£f12d-4c27-b3af****-18f6aed5</TaskId>
<RequestId>CEF72CEB-54B6-4AE8-B225-F876FF7BA984</RequestId>

</SetTLSCipherPolicyAttributeReaponse>

Json format
{"TaskId":"72dcd26b-£12d-4c27-b3af****-18f6aed5",

"RequestId":"CEF72CEB-54B6-4AE8-B225-F876FF7BA984" }

Errors

For a list of error codes, visit the APIError Center.
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17.Domain name extensions (Beta)
17.1. DescribeDomainExtensionAttribute

Queries the attributes of an additional certificate.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

) . The operation that you want to
. . DescribeDomainEx P y
Action String Yes ) . perform. Set the value to
tensionAttribute . . . .
DescribeDomainExtensionAttribute.

DomainExtension , de- . o
domaln xrension String Yes bZ]rp7ta191dv The ID of the additional certificate.
The ID of the region where the Server
Regionld String Yes cn-hangzhou Load Balancer (SLB) instance is
deployed.
Response para meters
Parameter Type Example Description
Domain String www.example.com The domain name.
DomainExtensio . . .
nid String de-bp1rp7tal9idv The ID of the additional certificate.
The frontend port of the HTTPS listener that is
ListenerPort Integer 443 configured for the SLB instance. Valid values:
1t065535.
lb-
LoadBalancerld String bp1094dp5i6*****ear The ID of the SLB instance.
ro9g6dil
48C1B671-C6DB-
Requestlid String 4DDE-9B30- The ID of the request.

10557E36CDEO
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Parameter Type Example Description

231579085529123_16 . )
6f82****** 17147634 The ID of the server certificate that is used by

08_709981430 the domain name.

ServerCertificate

d String

Examples

Sample requests

http(s) ://[Endpoint]/? Action=DescribeDomainExtensionAttribute
&DomainExtensionId=de-bplrp7tal9ldv
&RegionId=cn-hangzhou

&<Common request parameters>

Sample success responses

xML  format

<DescribeDomainExtensionAttributeResponse>
<ListenerPort>443</ListenerPort>
<DomainExtensionId>de-bplrp7tal9ldv</DomainExtensionId>
<RequestId>48C1B671-C6DB-4DDE-9B30-10557E36CDEO</RequestId>
<ServerCertificateId>231579085529123 166£82*****x 1714763408 709981430</ServerCertificatelId>
<LoadBalancerId>1lb-bplo94dp5i6*****earr9g6dll</LoadBalancerId>
<Domain>www.example.com</Domain>

</DescribeDomainExtensionAttributeResponse>

Json format

{"ListenerPort":"443",

"DomainExtensionId":"de-bplrp7taldldv",
"RequestId":"48C1B671-C6DB-4DDE-9B30-10557E36CDEO",
"ServerCertificateId":"231579085529123 166£82***x** 1714763408 709981430",
"LoadBalancerId":"1lb-bplo94dpbi6*****earr9g6dll™,

"Domain":"www.example.com"}

Errors

For a list of error codes, visit the APIError Center.

17.2. CreateDomainExtension

Creates a domain name extension.

Debug

Use OpenAPl Explorer to perform debug operations and generate SDK code examples.

Request parameters
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Parameter Type
Action String
Domain String
ListenerPort Integer
LoadBalancerld String
Regionld String
ServerCertificateld String

Response parameters

Parameter Type
DomainExtensio Strin
nid 9
ListenerPort Integer
Requestld String
Examples

Request example

Required
?

Yes

Yes

Yes

Yes

Yes

Yes

Example value

de-bp1rp7taloxxxx

80

Example value

CreateDomainExte
nsion

*.examplel.com

443

lb-
bp1o94dp5i6earrx
XXXXX

cn-hangzhou

T23T57XXXXXXX_16
6f820xxxxxx_1714
763408_709981xx
XX

Description

The name of this action.

Value: CreateDomainExtension

The domain name to be created.

The frontend port of the HTTPS listener.

Value range: 1 to 65535

The ID of the SLB instance.

The ID of the region to which the SLB
instance belongs.

The ID of the certificate used by the
domain name.

Description

The ID of the created domain name extension.

The frontend port used by the SLB instance.

AB6E7EFC9-0938-

40CA-877D-

9BEDBD21D357

http(s) ://[Endpoint]/? Action=CreateDomainExtension

&Domain=*.examplel.com

&ListenerPort=443

&LoadBalancerId=lb-bplo%4dp5ibearrxxxxxx

&RegionId=cn-hangzhou

The ID of the request.

&ServerCertificateId=123157xxxxxxx 166f820xxxxxx 1714763408 709981xxxx

&<CommonParameters>

Response examples
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xML  format

<CreateDomainExtensionResponse>
<RequestId>A6E7TEFC9-0938-40CA-877D-9BEDBD21D357</RequestId>
<DomainExtensionId>de-bplrp7tal9ldv</DomainExtensionId>
<ListenerPort>443</ListenerPort>

</CreateDomainExtensionResponse>

Json format

{
"RequestId":"AGE7EFC9-0938-40CA-877D-9BEDBD21D357",
"DomainExtensionId":"de-bplrp7tal9ldv",
"ListenerPort":443

}

Error codes

See common error codes.

17.3. SetDomainExtensionAttribute

Replaces an additional certificate.

@ Note You cannot replace an additional certificate for a listener that is added to a shared-
resource Server Load Balancer (SLB) instance.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer automatically generates the sample code of
the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to
SetDomainExtensi perform.

onAttribute Set the value to
SetDomainExtensionAttribute.

Action String Yes

The ID of the domain name that is
String Yes de-bplrp7ta***** associated with the additional certificate
to be replaced.

DomainExtensionl
d

The ID of the region where the SLB

Regionid Strin Yes cn-hangzhou . .
9 9 9 instance is created.
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Parameter Type Required Example Description

T23T579XXXXXXXX_
166f8204689_171

ServerCertificateld String Yes 4763408_709981x The ID of the new certificate.
XX
Res ponse param eters
Parameter Type Example Description

149A2470-F010-
Requestld String 4437-BF68- The ID of the request.
343D5099C19D

Examples

Sample requests

http(s) ://[Endpoint]/?Action=SetDomainExtensionAttribute
&DomainExtensionId=de-bplrpT7ta*****

&RegionId=cn-hangzhou

&ServerCertificateId=1231579xxxxxxxx 166£8204689 1714763408 709981xxx
&<Common request parameters>

Sample success responses

xML  format

<SetDomainExtensionAttributeResponse>
<RequestId>149A2470-F010-4437-BF68-xxxxx</RequestId>

</SetDomainExtensionAttributeResponse>

Json format

"RequestId": "B1435A8D-5AE2-4EB2-9590-xxxxxx"

Error codes

For a list of error codes, visit the API Error Center.

17.4. DescribeDomainExtensions

Queries the added domain name extensions.

Debug

Use OpenAPl Explorer to perform debug operations and generate SDK code examples.

Request parameters
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Required _—
Parameter Type = q Example value Description
DescribeDomainEx The name of this action.
Action String Yes )
tensions Value: DescribeDomainExtensions
The frontend port used by the HTTPS
ListenerPort Integer Yes 443 listener of the SLB instance. Value range:
1to 65535
lb-
LoadBalancerld String Yes bp1o94dp5i6earr9 The ID of the SLB instance.
g6dil
. ) The ID of the region to which the SLB
Regionld String Yes cn-hangzhou . 9
instance belongs.
DomainExtensionl . de- Optional. The ID of the domain name
String No .
d bp1rp7tal91dv extension.
Response para meters
Parameter Type Example value Description
DomainExtensio . . .
ns A list of domain name extensions.
-Domain String www.example.com The domain name.
LDomainExtens
String de-bp1rp7tal9idv The ID of the domain name extension.

ionld

1231579085529123 1
LServerCertifica - The ID of the certificate used by the domain
String 6618204689 1714763 y

teld 408_709981430 name.

48C1B671-C6DB-
Requestld String 4DDE-9B30- The ID of the request.
10557E36CDEO

Examples

Request example

http(s) ://[Endpoint]/? Action=DescribeDomainExtensions
&ListenerPort=443
&LoadBalancerId=lb-bplo%4dp5ibearr9g6dll
&RegionId=cn-hangzhou

&<CommonParameters>
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Response examples

xML  format

<DescribeDomainExtensionsResponse>
<RequestId>CCC710F8-285C-415F-9211-9BD6BF7BB997</RequestId>
<DomainExtensions>
<DomainExtension>
<ServerCertificateId>123157908xxxxxx 166£8204689 1714763408 70xxx</ServerCertificateId>
<Domain>*.example2.com</Domain>
<DomainExtensionId>de-bplk4chwdnhxd</DomainExtensionId>
</DomainExtension>
</DomainExtensions>

</DescribeDomainExtensionsResponse>

Json format

{
"RequestId":"48C1B671-C6DB-4DDE-9B30-10557E36CDEQ",
"DomainExtensions": {

"DomainExtension": [

{
"ServerCertificateId":"123157908xxxxxx 166£8204689 1714763408 70xxx",
"Domain":"*.examplel.com",
"DomainExtensionId":"de-bplrp7tal9ldv"

}

]
}
}

Error codes

See common error codes.

17.5. DeleteDomainExtension

Deletes a domain name extension.

Debug

Use OpenAPl Explorer to perform debug operations and generate SDK code examples.

Request parameters

Required o

Parameter Type = a Example value Description

DeleteDomainExte The name of this action.
Action String Yes .

nsion Value: DeleteDomainExtension
DomainExtensionl . de- The ID of the domain name extension to

String Yes

d bp1rp7tal91dv be deleted.
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Parameter Type

Regionld String

Response parameters

Parameter Type
Requestld String
Examples

Request example

Required

; Example value

Yes cn-hangzhou

Example value

149A2470-F010-
4437-BF68-
343D5099C19D

http(s) ://[Endpoint]/? Action=DeleteDomainExtension

&DomainExtensionId=de-bplrp7tal9ldv

&RegionId=cn-hangzhou

&<CommonParameters>

Response examples

xML  format

<DeleteDomainExtensionResponse>
<RequestId>149A2470-F010-4437-BF68-343D5099C19D</RequestId>
</DeleteDomainExtensionResponse>

Json format

{

"RequestId":"5B45BED9-4D41-47B0-ADD6-47A5624516C7"

}

Error codes

See common error codes.

Description

The ID of the region to which the SLB
instance belongs.

Description

The ID of the request.
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18.Query resources
18.1. DescribeAvailableResource

Queries the resources available for purchase in a region.

@ Note Only available zones and resource types are returned.

Debug

Use OpenAPl Explorerto perform debug operations and generate SDK code examples.

Request parameters

Required _—
Parameter Type = 9 Example value Description
DescribeAvailable The name of this action.
Action String Yes
Resource Value: DescribeAvailableResource
Regionld String Yes cn-hangzhou The ID of the region you want to query.

Optional. The IP version of the resources
AddressIPVersion String No ipv4 to be queried.
Valid value: Ipv4 | ipv6

Optional. The network type of the

resources to be queried.
AddressType String No vpc
Valid value: vpc | classic-internet |

classic-intranet

Response parameters

Parameter Type Example value Description
AvailableResour A list of available resources and corresponding
ces zones.

-MasterZoneld String cn-shanghai-a The primary zone ID.

LSlaveZoneld String cn-shanghai-b The secondary zone ID.
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Parameter Type Example value Description

LSupportResou The resources available in the corresponding
rces zone.

LAaddressiPVers The IP version of the resources.

. String ipvd

ion Valid values: ipv4 | ipv6

The network type of the resources.

“AddressType String classic_internet valid value: vpc | classic-internet | classic-
intranet

173BOEEA-22ED-4EE2-

Requestlid Strin
qu ng 91F9-3A1CDDFFBBBA

The ID of the request.

Examples

Request example

http(s) :// [Endpoint]/? Action=DescribeAvailableResource
&RegionId=cn-hangzhou

&<CommonParameters>

Response examples

xML  format

<DescribeAvailableResource>
<RequestId>173BO0EEA-22ED-4EE2-91F9-3A1CDDFFBBBA</RequestId>
<AvailableResources>
<AvailableResource>
<SupportResources>
<SupportResource>
<AddressIPVersion>ipv4</AddressIPVersion>
<AddressType>classic_internet</AddressType>
</SupportResource>
<SupportResource>
<AddressIPVersion>ipv4</AddressIPVersion>
<AddressType>classic intranet</AddressType>
</SupportResource>
<SupportResource>
<AddressIPVersion>ipv4</AddressIPVersion>
<AddressType>vpc</AddressType>
</SupportResource>
</SupportResources>
<SlaveZoneId>cn-shanghai-b</SlaveZoneId>
<MasterZoneId>cn-shanghai-a</MasterZoneId>
</AvailableResource>
<AvailableResource>
<SupportResources>
<SupportResource>
<AddressIPVersion>ipv4</AddressIPVersion>
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<AddressType>classic internet</AddressType>
</SupportResource>
<SupportResource>
<AddressIPVersion>ipv4</AddressIPVersion>
<AddressType>classic_intranet</AddressType>
</SupportResource>
<SupportResource>
<AddressIPVersion>ipv4</AddressIPVersion>
<AddressType>vpc</AddressType>
</SupportResource>
</SupportResources>
<SlaveZoneId>cn-shanghai-a</SlaveZoneId>
<MasterZonelId>cn-shanghai-b</MasterZoneId>
</AvailableResource>
<AvailableResource>
<SupportResources>
<SupportResource>
<AddressIPVersion>ipv4</AddressIPVersion>
<AddressType>classic_internet</AddressType>
</SupportResource>
<SupportResource>
<AddressIPVersion>ipv4</AddressIPVersion>
<AddressType>classic_intranet</AddressType>
</SupportResource>
<SupportResource>
<AddressIPVersion>ipv4</AddressIPVersion>
<AddressType>vpc</AddressType>
</SupportResource>
</SupportResources>
<SlaveZoneId>cn-shanghai-c</SlaveZoneId>
<MasterZoneId>cn-shanghai-b</MasterZoneId>
</AvailableResource>
<AvailableResource>
<SupportResources>
<SupportResource>
<AddressIPVersion>ipv4</AddressIPVersion>
<AddressType>classic_internet</AddressType>
</SupportResource>
<SupportResource>
<AddressIPVersion>ipv4</AddressIPVersion>
<AddressType>classic intranet</AddressType>
</SupportResource>
<SupportResource>
<AddressIPVersion>ipv4</AddressIPVersion>
<AddressType>vpc</AddressType>
</SupportResource>
</SupportResources>
<SlaveZoneId>cn-shanghai-b</SlaveZoneId>
<MasterZoneId>cn-shanghai-c</MasterZoneId>
</AvailableResource>
<AvailableResource>
<SupportResources>
<SupportResource>
<AddressIPVersion>ipv4</AddressIPVersion>
<AddressType>classic_internet</AddressType>

</SupportResource>
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<SupportResource>
<AddressIPVersion>ipv4</AddressIPVersion>
<AddressType>classic_intranet</AddressType>
</SupportResource>
<SupportResource>
<AddressIPVersion>ipv4</AddressIPVersion>
<AddressType>vpc</AddressType>
</SupportResource>
</SupportResources>
<SlaveZonelId>cn-shanghai-e</SlaveZoneId>
<MasterZoneId>cn-shanghai-d</MasterZoneId>
</AvailableResource>
<AvailableResource>
<SupportResources>
<SupportResource>
<AddressIPVersion>ipv4</AddressIPVersion>
<AddressType>classic_internet</AddressType>
</SupportResource>
<SupportResource>
<AddressIPVersion>ipv4</AddressIPVersion>
<AddressType>classic intranet</AddressType>
</SupportResource>
<SupportResource>
<AddressIPVersion>ipv4</AddressIPVersion>
<AddressType>vpc</AddressType>
</SupportResource>
</SupportResources>
<SlaveZoneId>cn-shanghai-f</SlaveZoneId>
<MasterZoneId>cn-shanghai-e</MasterZoneId>
</AvailableResource>
<AvailableResource>
<SupportResources>
<SupportResource>
<AddressIPVersion>ipv4</AddressIPVersion>
<AddressType>classic_internet</AddressType>
</SupportResource>
<SupportResource>
<AddressIPVersion>ipv4</AddressIPVersion>
<AddressType>classic intranet</AddressType>
</SupportResource>
<SupportResource>
<AddressIPVersion>ipv4</AddressIPVersion>
<AddressType>vpc</AddressType>
</SupportResource>
<SupportResource>
<AddressIPVersion>ipv6</AddressIPVersion>
<AddressType>classic_internet</AddressType>
</SupportResource>
</SupportResources>
<SlaveZoneId>cn-shanghai-d</SlaveZoneId>
<MasterZoneId>cn-shanghai-e</MasterZoneId>
</AvailableResource>
<AvailableResource>
<SupportResources>
<SupportResource>

<AddressIPVersion>ipv4</AddressIPVersion>
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<AddressType>classic_internet</AddressType>
</SupportResource>
<SupportResource>
<AddressIPVersion>ipv4</AddressIPVersion>
<AddressType>classic intranet</AddressType>
</SupportResource>
<SupportResource>
<AddressIPVersion>ipv4</AddressIPVersion>
<AddressType>vpc</AddressType>
</SupportResource>
</SupportResources>
<SlaveZoneId>cn-shanghai-e</SlaveZoneId>
<MasterZoneId>cn-shanghai-f</MasterZoneId>
</AvailableResource>
<AvailableResource>
<SupportResources>
<SupportResource>
<AddressIPVersion>ipv4</AddressIPVersion>
<AddressType>classic internet</AddressType>
</SupportResource>
<SupportResource>
<AddressIPVersion>ipv4</AddressIPVersion>
<AddressType>classic_intranet</AddressType>
</SupportResource>
<SupportResource>
<AddressIPVersion>ipv4</AddressIPVersion>
<AddressType>vpc</AddressType>
</SupportResource>
</SupportResources>
<SlaveZoneId>cn-shanghai-g</SlaveZoneId>
<MasterZoneId>cn-shanghai-f</MasterZoneId>
</AvailableResource>
<AvailableResource>
<SupportResources>
<SupportResource>
<AddressIPVersion>ipv4</AddressIPVersion>
<AddressType>classic internet</AddressType>
</SupportResource>
<SupportResource>
<AddressIPVersion>ipv4</AddressIPVersion>
<AddressType>classic_intranet</AddressType>
</SupportResource>
<SupportResource>
<AddressIPVersion>ipv4</AddressIPVersion>
<AddressType>vpc</AddressType>
</SupportResource>
</SupportResources>
<SlaveZoneId>cn-shanghai-f</SlaveZoneId>
<MasterZoneId>cn-shanghai-g</MasterZoneId>
</AvailableResource>
</AvailableResources>

</DescribeAvailableResource>

Json format
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{
"RequestId":"173BOEEA-22ED-4EE2-91F9-3A1CDDFFBBBA",
"AvailableResources": {

"AvailableResource": [
{
"SlaveZoneId":"cn-shanghai-b",
"SupportResources": {
"SupportResource": [
{
"AddressIPVersion":"ipv4",
"AddressType":"classic_internet"
by
{
"AddressIPVersion":"ipv4",
"AddressType":"classic_ intranet"
by
{
"AddressIPVersion":"ipv4",
"AddressType": "vpc"
}
]
b
"MasterZoneId":"cn-shanghai-a"
by
{
"SlaveZoneId":"cn-shanghai-a",
"SupportResources": {
"SupportResource": [
{
"AddressIPVersion":"ipv4",
"AddressType":"classic internet"
by
{
"AddressIPVersion":"ipv4",
"AddressType":"classic intranet"
by
{
"AddressIPVersion":"ipv4",
"AddressType": "vpc"
}
1
b
"MasterZoneId":"cn-shanghai-b"
}y
{
"SlaveZoneId":"cn-shanghai-c",
"SupportResources": {
"SupportResource": [
{
"AddressIPVersion":"ipv4",
"AddressType":"classic internet"
by
{
"AddressIPVersion":"ipv4",
"AddressType":"classic intranet"

}I
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{
"AddressIPVersion":"ipv4",
"AddressType":"vpc"
}
]
o
"MasterZoneId":"cn-shanghai-b"
by
{
"SlaveZoneId":"cn-shanghai-b",
"SupportResources": {
"SupportResource": [
{
"AddressIPVersion":"ipv4",
"AddressType":"classic_internet"
by
{
"AddressIPVersion":"ipv4",
"AddressType":"classic intranet"
by
{
"AddressIPVersion":"ipv4",
"AddressType" : "vpc"
}
]
o
"MasterZoneId":"cn-shanghai-c"
by
{
"SlaveZoneId":"cn-shanghai-e",
"SupportResources": {
"SupportResource": [
{
"AddressIPVersion":"ipv4",
"AddressType":"classic_internet"
by
{
"AddressIPVersion":"ipv4",
"AddressType":"classic_intranet"
by
{

"AddressIPVersion":"ipv4",

vpc

" "

"AddressType":
}
]
o
"MasterZoneId":"cn-shanghai-d"
by
{
"SlavezoneId":"cn-shanghai-f",
"SupportResources": {
"SupportResource": [
{
"AddressIPVersion":"ipv4",
"AddressType":"classic internet"

}l
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{
"AddressIPVersion":"ipv4",
"AddressType":"classic_intranet"
by
{
"AddressIPVersion":"ipv4",
"AddressType": "vpc"
}
]
b
"MasterZoneId":"cn-shanghai-e"
by
{
"SlaveZoneId":"cn-shanghai-d",
"SupportResources": {
"SupportResource": [
{
"AddressIPVersion":"ipv4",
"AddressType":"classic_internet"
by
{
"AddressIPVersion":"ipv4",
"AddressType":"classic intranet"
by
{
"AddressIPVersion":"ipv4",
"AddressType": "vpc"
by
{
"AddressIPVersion":"ipvé6",
"AddressType":"classic_internet"
}
]
o
"MasterZoneId":"cn-shanghai-e"
by
{
"SlavezoneId":"cn-shanghai-e",
"SupportResources" : {
"SupportResource": [
{
"AddressIPVersion":"ipv4",
"AddressType":"classic internet"
by
{
"AddressIPVersion":"ipv4",
"AddressType":"classic_intranet"
by
{
"AddressIPVersion":"ipv4",
"AddressType":"vpc"
}
]
b
"MasterZoneId":"cn-shanghai-£f"

}I
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{
"SlaveZoneId":"cn-shanghai-g",
"SupportResources": {
"SupportResource": [
{
"AddressIPVersion":"ipv4",
"AddressType":"classic internet"
by
{
"AddressIPVersion":"ipv4",
"AddressType":"classic_intranet"
by
{
"AddressIPVersion":"ipv4",
"AddressType": "vpc"
}
]
b
"MasterZoneId":"cn-shanghai-£f"
}y
{
"SlaveZoneId":"cn-shanghai-£f",
"SupportResources": {
"SupportResource": [
{
"AddressIPVersion":"ipv4",
"AddressType":"classic internet"
by
{
"AddressIPVersion":"ipv4",
"AddressType":"classic intranet"
by
{
"AddressIPVersion":"ipv4",
"AddressType":"vpc"
}
]
b
"MasterZoneId":"cn-shanghai-g"

}

Error codes

See common error codes.
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19.Tag management
19.1. TagResources

Creates tags and adds the tags to specified resources.

@ Note Youcanadd up to 20 tags to each resource. Before you add tags to a resource, Alibaba
Cloud checks the number of existing tags of the resource. If the quota is reached, an error message is
returned.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to
Action String Yes TagResources perform.

Set the value to TagResources.

The ID of the region where the Classic
Load Balancer (CLB) instance is created.

Regionld String Yes cn-hangzhou
You can call the DescribeRegions
operation to query region IDs.
RepeatLi tb- The ID of Resource N. Valid values of N:
Resourceld.N P Yes bp16gjewdsunr41 ’ ’
st e 11to 20.

The type of resource to which you want
to add tags. Valid values:

. . e instance: a CLBinstance
ResourceType String Yes instance

e certificate: a certificate

e acl: anetwork access control list
(ACL)

The key of Tag N. Valid values of N: 1 to
20. The tag key cannot be an empty
string.

Tag.N.Key String No FinanceDept It can contain 1 to 64 characters in
length, and cannot start with acs:
or aliyun . It cannot contain

http:// oOr https://
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Parameter Type Required Example Description

The value of Tag N. Valid values of N: 1
to 20. The tag value can be an empty
string.

Tag.N.Value String No Financejoshua It can contain 1to 128 characters in
length, and cannot start with aliyun
or acs: .lt cannot contain

http:// oOr https://

Response parameters

Parameter Type Example Description

C46FF5A8-C5F0-
Requestlid String 4024-8262- The ID of the request.
B16B639225A0

Examples

Sample requests

http(s) :// [Endpoint]/? Action=TagResources
&RegionId=cn-hangzhou
&Resourceld.l=1b-bplégjewdsunr4lml****
&ResourceType=instance
&Tag.l.Key=FinanceDept
&Tag.l.Value=FinanceJoshua

&<Common request parameters>

Sample success responses

xML  format

<TagResourcesResponse>
<RequestId>C46FF5A8-C5F0-4024-8262-B16B639225A0</RequestId>
</TagResourcesResponse>

Json format

{
"RequestId":"C46FF5A8-C5F0-4024-8262-B16B639225A0"
}

Error codes

For a list of error codes, visit the APIError Center.

19.2. UntagResources

Disassociates one or more tags from a resource list.
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Make the API call

You can use OpenAPI Explorer to make API calls, search for API calls, perform debugging, and generate SDK
example code.

Request parameters

Required .
Parameter Type = 9 Example value Description
The name of this action.
Action String Yes UntagResources
Value: UntagResources
The ID of the region to which the Server
Load Balancer (SLB) instance belongs.
Regionld String Yes cn-hangzhou
To query the region ID, call
DescribeRegions.
RepeatLi tb- The ID of the resource. Value range of N:
Resourceld.N P Yes bp16gjewdsunr41 ’ 9 ’
st Sk 1to 20.
m1
The type of the resource. Valid values:
® : i
ResourceType String Yes instance instance: SLB instance
e certificate: certificate
® acl: access control list
Indicates whether to disassociate all
tags. This parameter is valid only when
All Boolean No true the TagKey.N parameter is null.
Valid values: true | false
The tag value of the resource. Value
range of N: 1 to 20. If you specify this
parameter, the value of this parameter
cannot be a null string.
The value can be up to 128 characters in
length and cannot start with aliyun
. or acs: .lIt cannot contain
RepeatlLi .
TagKey.N st No FinanceDept http:// or https://

@ Note If you do not specify
TagKey, all tags associated with
the resource will be disassociated.
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Res ponse param eters
Parameter Type Example value Description

C46FF5A8-C5F0-
Requestld String 4024-8262- The ID of the request.
B16B639225A0

Examples
Request example

http(s) :// [Endpoint]/? Action=UntagResources
&RegionId=cn-hangzhou
&Resourceld.l=1b-bpl6gjewdsunrdlml****
&ResourceType=instance

&TagKey.l=FinanceDept

&<CommonParameters>

Response example
xML  format
<UntagResourcesResponse>

<RequestId>C46FF5A8-C5F0-4024-8262-B16B639225A0</RequestId>

</UntagResourcesResponse>

Jgson format

{
"RequestId":"C46FF5A8-C5F0-4024-8262-B16B639225A0"

}

Errors

For a list of error codes, visit the APIError Center.

19.3. ListTagResources

Queries the tag list of associated instances.

e To determine the search object, the request should include the parameter Resourceld.N or Tag.N (that is,
Tag.N.Key and Tag.N.Value).

e Tag.Nis atag and consists of a key-value pair. If only Tag.N.Key is specified, all tag values associated
with the specified tag key are returned. If only Tag.N.Value is specified, an error is reported.

e [f you specify both Tag.N and Resourceld.N, the specified resource must match all the tag key-value
pairs.

e If you specify multiple tag key-value pairs, the resources that match the specified key-value pairs are
returned.

Make the API call
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You can use OpenAPI Explorer to make API calls, search for API calls, perform debugging, and generate SDK

example code.

Request parameters

Required
Parameter Type ; a Example value Description
The name of this action.
Action String Yes ListTagResources
Value: ListTagResources
The ID of the region to which the Server
Load Balancer (SLB) instance belongs.
Regionld String Yes cn-hangzhou
To query the region ID, call
DescribeRegions.
The type of the resource. Valid values:
° : i
ResourceType String Yes instance Instance: SLB instance
e certificate: certificate
® acl: access control list
caebalObbb2be03f
NextToken String No 84eb48b699f0a48 The token for the next query.
83
RepeatLi tb- The ID of the resource. Value range of N:
Resourceld.N P No bp1gnnvj18yy6h** ’ 9 '
st . 1to 20.
The tag key of the resource. Value range
of N: 1to 20.
If you specify this parameter, the value
Tag.N.Key String No FinanceDept of .thIS parameter cannot be a null .
string. The value can be 64 characters in
length and cannot start with aliyun
or acs: .lIt cannot contain
http:// oOr https://
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Parameter Type

Tag.N.Value String

Response parameters

Parameter Type
Requestld String
NextToken String
TagResources Array
TagResource
Resourceld String
ResourceType String
TagKey String
TagValue String
Examples

Request example

Required

Example value

FinanceJoshua

Example value
DE65F6B7-7566-
4802-9007-
96F2494AC512

caebaObbb2be03f84
eb48b699f0a4883

lb-
bp16gjewdsunrg*****

*

instance

FinanceDept

FinanceJoshua

Description

The tag value of the resource. Value
range of N: 1 to 20. If you specify this
parameter, the value of this parameter
cannot be a null string.

The value can be 128 characters in

length and cannot start with aliyun

or acs: .lt cannot contain
http:// or https://

Description

The ID of the request.

The token for the next query.

The list of the resources with which the tags
are associated.

The details of the resource with which the
tags are associated.

The ID of the resource.

The type of the resource.

The tag key.

The value of the tag.
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http(s) :// [Endpoint]/? Action=ListTagResources
&RegionId=cn-hangzhou

&ResourceType=instance
&Resourceld.l=1lb-bpl6qgjewdsunr4lml****
&<CommonParameters>

Response example

xML  format

<ListTagResourcesResponse>
<TagResources>
<TagResource>
<ResourceType>instance</ResourceType>
<TagValue>FinanceJoshua</TagValue>
<ResourcelId>1b-bpl6gjewdsunrdlml****</Resourceld>
<TagKey>FinanceDept</TagKey>
</TagResource>
</TagResources>
<NextToken>caebalObbb2be03£84eb48b699f0a4883</NextToken>
<RequestId>DE65F6B7-7566-4802-9007-96F2494AC512</RequestId>
</ListTagResourcesResponse>

Json format

{
"TagResources": {
"TagResource": [
{
"ResourceType":"instance",
"TagValue":"FinanceJoshua",
"ResourceId":"lb-bplégjewdsunrdlmlx***",
"TagKey" :"FinanceDept"
}
]
by
"NextToken": "caebalbbb2be03£84eb48b699£0a4883",
"RequestId":"DE65F6B7-7566-4802-9007-96F2494AC512"
}

Errors

For a list of error codes, visit the API Error Center.
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20.Forwarding rule management
20.1. CreateRules

Creates forwarding rules for HTTP or HTTPS listeners.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that

you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameters

Parameter

Action

ListenerPort

LoadBalancerld

Regionld

Type

String

Integer

String

String

Required

Yes

Yes

Yes

Yes

Example

CreateRules

443

lb-
bp1ca0zt07t934w

*kkkkk

cn-hangzhou

Description

The operation that you want to
perform.

Set the value to CreateRules.

The frontend port that is used by the
Server Load Balancer (SLB) instance.

Valid values: 1 to 65535.

The ID of the SLB instance.

The ID of the region where the SLB
instance is created.

You can call the DescribeRegions
operation to query region IDs.
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Parameter Type Required Example Description

The forwarding rules to be created. A
maximum of 10 forwarding rules can be
specified in each request. Each
forwarding rule contains the following
parameters:

e RuleName: Required. The value must
be of the STRING type. The name of
the forwarding rule. The name must
be 1 to 40 characters in length, and
can contain only letters, digits,
hyphens (-), forward slashes (/),
periods (.),and underscores ().
Forwarding rule names must be
unique within each listener.

e Domain: Optional. The value must be
of the STRING type. The domain name
to be associated with the forwarding
rule. You must specify at least this
parameter or Url.

[{"RuleName": "Rul e Url: Optional. The URL to be specified
in the forwarding rule. The value must
RuleList String Yes t.com","VServerGr be of the STRING type. The URL must
oupld":"rsp- be 1 to 80 characters in length, and
bp114nit**s] can contain only letters, digits,
hyphens (-), forward slashes (/),
periods (.), percent signs (%),
question marks (?), number signs (#),
and ampersands (&). The URL must
not be a single forward slash (/).
However, it must start with a forward
slash (/). You must specify at least
the URL or Domain.

e2","Domain":"tes

e VServerGroupld: Required. The value
must be of the STRING type. The ID of
the vServer group to be specified in
the forwarding rule.

@ Note You must specify at
least Domain or Url .You
can also specify both. The
combination of Domain and

Url must be unique within a
listener.
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Parameter Type Required Example Description

The frontend protocol that is used by
the SLB instance.

@ Note This parameter is
required when listeners that use
different protocols listen on the

ListenerProtocol String No https

same port.
Response para meters
Parameter Type Example Description
Rules Array of Rule The list of forwarding rules.
Rule
Ruleld String rule-bp12jzyQ***** The ID of the forwarding rule.
RuleName String Rule2 The name of the forwarding rule.
9DEC9C28-AB05-
Requestld String 4DDF-9A78- The ID of the request.
6BO8ECI9CE18C
Examples

Sample requests

http(s) :// [Endpoint]/?Action=CreateRules

&ListenerPort=443

&LoadBalancerId=lb-bplcalOzt07t934w******

&RegionId=cn-hangzhou
&Rulelist=[{"RuleName":"Rule2", "Domain":"test.com", "VServerGroupId":"rsp-bpll4ni****x**x"}]

&<Common request parameters>

Sample success responses

xML  format
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<CreateRulesResponse>
<RequestId>D63E42FB-F963-4EE5-9B32-05602BF351F3</RequestId>
<Rules>
<Rule>
<RulelId>rule-bpl2jzy******</Ruleld>
<RuleName>Rule3</RuleName>
</Rule>
</Rules>

</CreateRulesResponse>

Json format

"RequestId": "D63E42FB-F963-4EE5-9B32-05602BF351F3",
"Rules": {
"Rule": [
{
"RuleId": "rule-bpl2jzy*x**xx",

"RuleName": "Rule3"

Error codes

HttpCode Error code Error message Description

The error message returned
rule with same domain and url because a forwarding rule with
already exists in specified vip the same domain name and URL
is already created for the listener.

400 DomainExist

The error message returned
because the listener is in a state
that does not support the
operation. Try again later.

The status of the listener does
not support this operation. Please
try again later.

OperationFailed.Liste

400
nerStatusNotSupport

For a list of error codes, visit the API Error Center.

20.2. DeleteRules

Deletes forwarding rules.
Limits
The Rulelds parameter is required. You can specify up to 10 forwarding rules in each request.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.
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Request parameters

Parameter Type Required Example Description

The operation that you want to
Action String Yes DeleteRules perform.

Set the value to DeleteRules.

The ID of the region where the Server
Load Balancer (SLB) instance is
Regionid String Yes cn-hangzhou deployed.

You can call the DescribeRegions
operation to query region IDs.

The list of forwarding rules that you
want to delete.
["rule-
Rulelds String Yes bp1z9ce ,"ru @ Note

The Rulelds parameter
le-bpT1tuc******4"]

is required. You can specify up to 10
forwarding rules in each request.

Res ponse param eters
Parameter Type Example Description

9DEC9C28-AB05-
Requestlid String 4DDF-9A78- The ID of the request.
6BO8EC9CE18C

Examples

Sample requests

http(s) :// [Endpoint]/? Action=DeleteRules
&RegionId=cn-hangzhou
&RuleIds=["rule-bplz9cex**x**x*" "ryle-bpltuck*****4"]

&<Common request parameters>

Sample success responses
xmr,  format
<DeleteRulesResponse>

<RequestId>9DECIC28-AB05-4DDF-9A78-6B08ECICE18C</RequestId>

</DeleteRulesResponse>

Jgson format
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{

"RequestId":"9DEC9C28-AB05-4DDF-9A78-6B08ECIOCE18C"

}

Error codes

HttpCode Error code

OperationFailed.Liste

400
nerStatusNotSupport

Error message

The status of the listener does
not support this operation. Please
try again later.

For a list of error codes, visit the API Error Center.

20.3. SetRule

Modifies the forwarding rule of a specified vServer group.

Debugging

Description

The error message returned
because the listener is in a state
that does not support the
operation. Try again later.

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of

the operation for different SDKs.

Request parameters

Parameter Type Required Example

Action String Yes SetRule
Regionld String Yes cn-hangzhou
Ruleld String Yes rule-3ejhkt******
VServerGroupld String Yes rsp-cigee******

Description

The operation that you want to
perform.

Set the value to SetRule.

The ID of the region where the Classic
Load Balancer (CLB) instance is
deployed.

You can call the DescribeRegions
operation to query the region ID.

The ID of the forwarding rule.

The ID of the vServer group with which
the forwarding rule is associated.
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Parameter

RuleName

ListenerSync

Scheduler

StickySession

Type

String

String

String

String

Required

No

No

No

No

Example

doctest

off

wirr

off

Description

The name of the forwarding rule. The
name must be 1 to 80 characters in
length, and can contain letters, digits,
hyphens (-), forward slashes (/), periods
(.),and underscores ().

@ Note The name of each
forwarding rule must be unique
within a listener.

Specifies whether the forwarding rule
uses the scheduling algorithm, session
persistence, and health check
configurations of the listener.

Valid values: on and off.

e off: does not use the configurations
of the listener. You can customize the
health check and session persistence
configurations for the forwarding
rule.

® on: uses the configurations of the
listener.

This parameter is required and takes
effect only when the ListenerSync
parameter is set to off.

The scheduling algorithm. Default value:
wrr. Valid values:

e wrr: Backend servers that have higher
weights receive more requests than
those that have lower weights.

® rr: Requests are distributed to
backend servers in sequence.

This parameter is required and takes
effect only when the ListenerSync
parameter is set to off.

Specifies whether to enable session
persistence. Valid values: on and off.

® on: enables the feature.

e off: disables the feature.
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Parameter Type

StickySessionType String

CookieTimeout Integer

Cookie String

Required

No

No

No

Example

insert

123

23ffsa

Description

The method that is used to handle a
cookie. This parameter is required and
takes effect only when the
StickySession parameter is set to on.

Valid values:
® insert: inserts a cookie.

CLB inserts the server ID as a cookie
into the first HTTP or HTTPS response
that is sent to a client. The next
request from the client will contain
this cookie, and the listener will
distribute this request to the recorded
backend server.

® server: rewrites the original cookie.

When CLB detects a user-defined
cookie, it overwrites the original
cookie with the user-defined cookie.
The next request from the client will
contain the user-defined cookie, and
the listener will distribute this request
to the recorded backend server.

The timeout period of the cookie. Unit:
seconds.

Valid values: 1 to 86400.

@ Note This parameter is
required and takes effect only when
the StickySession parameter is set
to on and the StickySessionType
parameter is set to insert.

The cookie to be configured on the
backend server.

The cookie must be 1 to 200 characters
in length, and can contain ASCII
characters and digits. It cannot contain
commas (,), semicolons (;), or spaces. It
cannot start with a dollar sign ($).

@ Note This parameter is
required and takes effect only when
the StickySession parameter is set
to on and the StickySessionType
parameter is set to server.
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Parameter Type Required Example Description

Specifies whether to enable health
checks.

Valid values: on and off.

HealthCheck String No off @ Not Thi teri
ote is parameter is

required and takes effect only when
the ListenerSync parameter is set
to off.

The domain name that is used for health
checks. Valid values:

e $ ip: The private IP address of each
backend server is used for health
checks. If this parameter is set to $_ip
or is not set, CLB uses the private IP
addresses of backend servers as the
domain names for health checks.

String No www.domain.com e domain: The domain name must be
1 to 80 characters in length, and can
contain letters, digits, periods (.),and
hyphens (-).

HealthCheckDomai
n

@ Note This parameter takes
effect only when the HealthCheck
parameter is set to on.

The uniform resource identifier (URI) that
is used for health checks. This parameter

HealthCheckURI String No /example is required and takes effect only when
the HealthCheck parameter is set to
on.

The number of health checks that an
unhealthy backend server must
consecutively pass before it can be
declared healthy. In this case, the health
check state is changed from fail to
success.

HealthyThreshold Integer No 4 Valid values: 2 to 10.

@ Note This parameter is
required and takes effect only when
the HealthCheck parameter is set
to on.
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Parameter Type

UnhealthyT hreshol

d Integer

HealthCheckTimeo

Integer
ut °

HealthCheckinterv

Integer
al 9

Required

No

No

No

Example

20

20

Description

The number of health checks that a
healthy backend server must
consecutively fail before it can be
declared unhealthy. In this case, the
health check state is changed from
success to fail.

Valid values: 2 to 10.

@ Note This parameter is
required and takes effect only when
the HealthCheck parameter is set
to on.

The timeout period of a health check.
Unit: seconds. If a backend server does
not respond within the specified timeout
period, the backend server fails the
health check.

Valid values: 1 to 300.

@ Note This parameter is
required and takes effect only when
the HealthCheck parameter is set
to on.

The interval between two consecutive
health checks. Unit: seconds.

Valid values: 1 to 50.

@ Note This parameter is
required and takes effect only when
the HealthCheck parameter is set
toon.
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Parameter Type Required Example

HealthCheckHttpC

Strin No http_2xx
ode g p_

HealthCheckConne

Integer No 80
ctPort o

Response parameters

Description

The HTTP status code that indicates a
successful health check. Separate
multiple HTTP status codes with
commas (,). Default value: http_2xx.

Valid values: http_2xx, http_3xx,
http_4xx, and http_5xx.

@ Note This parameter is
required and takes effect only when
the HealthCheck parameter is set
to on.

The port that is used for health checks.

Valid values: 1 to 65535.

@ Note This parameter takes
effect only when the HealthCheck
parameter is set to on.

Parameter Type Example Description

9DEC9C28-AB05-

Requestld String 4DDF-9A78- The ID of the request.

6B0O8EC9CET8C

Examples

Sample requests

http(s) ://[Endpoint]/?Action=SetRule
&RegionId=cn-hangzhou
&RuleId=rule-3ejhkt*****x*

&<Common request parameters>

Sample success responses

xML  format

<RequestId>9DECIC28-AB05-4DDF-9A78-6B08ECICE18C</RequestId>

Json format

"RequestId": "9DEC9C28-AB05-4DDF-9A78-6B08ECICE18C"
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Error codes

For a list of error codes, visit the API Error Center.

20.4. DescribeRuleAttribute

Queries the configurations of a specified forwarding rule.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to
DescribeRuleAttrib ~ Perform.

Action String Yes
ute Set the value to
DescribeRuleAttribute.
The ID of the region where the Server
Load Balancer (SLB) instance is
deployed.
Regionld String Yes cn-hangzhou
You can call the DescribeRegions
operation to query the most recent
region list.
Ruleld Strin Yes rule- The ID of the forwarding rule
9 bplefemp9o**** 9 ’
Response para meters
Parameter Type Example Description
RuleName String Rule1 The name of the forwarding rule.
lb-
LoadBalancerld String bp1cadzt07t934wxe* The ID of the SLB instance.
*kk
ListenerPort String 90 The listener port that is used by the SLB
instance.
The domain name that is configured in the
Domain String test.com forwarding rule.
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Parameter Type Example Description

The URL that is configured in the forwarding

Url String /cache
rule.

The ID of the vServer group that is associated

VS G Id Stri -cige6j****
envercroup fing rsp-cigee] with the forwarding rule.

The cookie to be configured on the backend
server.

The cookie must be 1 to 200 characters in
length and can contain ASCII letters and digits.
It cannot contain commas (,), semicolons (;),
or whitespace characters. It cannot start with
a dollar sign ($).

Cookie String wwe

If you set the StickySession parameterto on
and the StickySessionType parameter to
server, this parameter is required.

The timeout period of a cookie.

Valid values: 1 to 86400. Unit: seconds.

CookieTimeout Integer 12 @ Note If you set the StickySession
parameter to on and the
StickySessionType parameter to insert,
this parameter is required.

Specifies whether to enable health checks.

Valid values: on and off.

HealthCheck String off (@ Note If you set the ListenerSync
parameter to off, this parameter is
required. If you set the parameter to on,
the configuration of the listener is used.
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Parameter Type Example Description

The port of the backend server that is used
for health checks.

Valid values: 1 to 65535.

@ Note If you set the HealthCheck
parameter to on, this parameter is
required. If you left this parameter empty
and the HealthCheck parameter is set to

Integer 23 on, the backend port configuration of the
listener is used by default.

HealthCheckCon
nectPort

The domain name that is used for health
checks. Valid values:

e $ ip: The private IP address of the backend
server. If the $_ip parameter is set or the
HealthCheckDomain parameter is not set,
SLB uses the private IP addresses of
backend servers as the domain names for

HealthCheckDo . health checks.
String www.example.com

main e domain: The domain name must be 1 to
80 characters in length. It can contain only
letters, digits, periods (.),and hyphens (-).

@ Note If you set the HealthCheck
parameter to on, this parameter is
required.

The HTTP status code that indicates a
successful health check. Separate multiple
HTTP status codes with commas (,). Default
value: http_2xx.

Valid values: http_2xx, http_3xx, http_4xx,

HealthCheckHtt )
String http_3xx and http_5xx.

pCode

@ Note If you set the HealthCheck
parameter to on, this parameter is
required.
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Parameter Type Example Description

The time interval between two consecutive
health checks.

Valid values: 1 to 50. Unit: seconds.
HealthCheckinte

Integer 34
rval @
Note If you set the HealthCheck
parameter to on, this parameter is
required.

The timeout period of a health check
response. If a backend ECS instance does not
send an expected response within the
specified period of time, the ECS instance is
considered unhealthy.

Valid values: 1 to 300. Unit: seconds.

@ Note If the value of the
HealthCHeckTimeout parameter is

Integer 34 smaller than that of the
HealthCheckinterval parameter, the
value of the HealthCHeckTimeout
parameter is ignored and the value of the
HealthCheckinterval parameter is
regarded as the waiting period. If you set
the HealthCheck parameter to on, this
parameter is required.

HealthCheckTim
eout

The URI that is used for health checks.

HealthCheckURI String 10.21.22.1 @ Note  If you set the HealthCheck
parameter to on, this parameter is
required.

The number of consecutive successful health
checks that must occur before an unhealthy
backend server is declared healthy. In this
case, the health check state is changed from

fail to success.
HealthyThreshol
d Integer 2 Valid values: 2 to 10.

@ Note If you set the HealthCheck
parameter to on, this parameter is
required.
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Parameter Type

ListenerSync String
Requestld String
Ruleld String
Scheduler String
StickySession String

Example

off

9DEC9C28-AB05-
4DDF-9A78-
6B0O8EC9CET8C

rule-hfgnd*****

wrr

off

Description

Indicates whether the forwarding rule uses the
scheduling algorithm, session persistence, and
health check configurations of the listener.

Valid values: on and off.

e off: does not use the configurations of the
listener. You can customize health check
and session persistence configurations for
the forwarding rule.

® on: uses the configurations of the listener.

The ID of the request.

The ID of the forwarding rule.

The scheduling algorithm. Valid values:

e wrr (default): Backend servers that have
higher weights receive more requests than
backend servers that have lower weights.

® rr: Requests are distributed to backend
servers in sequence.

@ Note |If you set the ListenerSync
parameter to off, this parameter is

required. If you set the parameter to on,
the configuration of the listener is used.

Indicates whether session persistence is
enabled.

Valid values: on and off.

@ Note |If you set the ListenerSync
parameter to off, this parameter is

required. If you set the parameter to on,
the configuration of the listener is used.
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Parameter Type

StickySessionTy

pe String

UnhealthyT hres Inteqer

hold K
Examples

Sample requests

http(s) :// [Endpoint]/?Action=DescribeRuleAttribute

&RegionId=cn-hangzhou
&RuleId=rule-bplefemp9suk5

&<Common request parameters>

Sample success responses

xML  format

Example

insert

Description

The method that is used to handle a cookie.
Valid values:

insert: inserts a cookie into the response.
SLB inserts a cookie (SERVERID) into the first
HTTP or HTTPS response packet that is sent
to a client. The next request from the client
will contain this cookie, and the listener will
distribute this request to the recorded
backend server.

server: rewrites a cookie. When SLB
detects a user-defined cookie, SLB
overwrites the original cookie with the user-
defined cookie. The next request from the
client contains the user-defined cookie, and
the listener distributes the request to the
recorded backend server.

@ Note If you set the StickySession
parameter to on, this parameter is
required.

The number of consecutive failed health
checks that must occur before a healthy
backend server is declared unhealthy. In this
case, the health check state is changed from
success to fail.

Valid values: 2 to 10.

@ Note If you set the HealthCheck
parameter to on, this parameter is
required.
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<DescribeRuleAttributeResponse>
<Domain>test.com</Domain>

<VServerGroupIld>rsp-bpll4nimodkl9</VServerGroupId>

<LoadBalancerId>1b-bplcalzt07t934wxezyxo</LoadBalancerId>

<RuleName>Rule2</RuleName>
<ListenerPort>90</ListenerPort>

<RequestId>DB3C28EE-9A6C-4FFA-8759-4ED8346A675E</RequestId>

<ListenerSync>on</ListenerSync>

</DescribeRuleAttributeResponse>

Json format

"Domain": "test.com",

"VServerGrouplId": "rsp-bpll4nimo4kl9",
"LoadBalancerId": "lb-bplcaOzt07t934wxezyxo",
"RuleName": "Rule2",

"ListenerPort": 90,

"RequestId": "DB3C28EE-9A6C-4FFA-8759-4ED8346A675E",

"ListenerSync": "on"

Error codes

For a list of error codes, visit the API Error Center.

20.5. DescribeRules

Queries the forwarding rules that are configured for a specified listener.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of

the operation for different SDKs.

Request parameters

Parameter Type Required Example
Action String Yes DescribeRules
ListenerPort Integer Yes 90

Description

The operation that you want to
perform.

Set the value to DescribeRules.

The frontend listener port that is used
by the Server Load Balancer (SLB)
instance.

Valid values: 1 to 65535.
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Parameter Type Required Example Description
lb-
LoadBalancerld String Yes bp1ca0zt07t934** The ID of the SLB instance.

*%

The ID of the region where the SLB
instance is deployed.

Regionid String Yes cn-hangzhou You can call the DescribeRegions

operation to query the most recent
region list.

The frontend listener protocol that is
used by the SLB instance.

ListenerProtocol String No https ® Note  This parameter is
required when listeners that use
different protocols listen on the

same port.
Response para meters
Parameter Type Example Description
9DEC9C28-AB05-
Requestld String 4DDF-9A78- The ID of the request.
6BO8ECI9CE18C
Rules Array of Rule The list of forwarding rules.
Rule
Ruleld String rule-tybqi6**** The ID of the forwarding rule.
The name of the forwarding rule. The name
must be 1 to 80 characters in length, and can
contain only letters, digits, hyphens (-),
forward slashes (/), periods (.),and
. underscores (_).
RuleName String Rule2
@ Note The name of each
forwarding rule must be unique within a
listener.
. . The requested domain name specified in the
Domain String test.com

forwarding rule.
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Parameter Type Example Description

The requested path specified in the

Url String /cache forwarding rule.

The ID of the destination vServer group

VS G Id Stri -6cejjz ****
ervercroup fing rsp-ocelz specified in the forwarding rule.

The cookie that is configured on the backend
server.

The value must be 1 to 200 characters in
length, and can contain only ASCII letters and
digits. It cannot contain commas (,),
semicolons (;), or spaces. It cannot start with

Cookie String 23 a dollar sign (%).

@ Note If you set the StickySession
parameter to on and the
StickySessionType parameter to
server, this parameter is required.

The timeout period of a cookie. Valid values:
1 to 86400. Unit: seconds.

CookieTimeout Integer 56 @ Note If you set the StickySession
parameter to on and the
StickySessionType parameter to insert,
this parameter is required.

Indicates whether health checks are enabled.

Valid values: on and off.

HealthCheck String off @ Note If you set the ListenerSync
parameter to off, this parameter is
required. If you set the parameter to on,
the configuration of the listener is used.
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Parameter

HealthCheckCon
nectPort

HealthCheckDo
main

HealthCheckHtt
pCode

Type

Integer

String

String

Example

45

www.domain.com

http_3xx

Description

The port of the backend server that is used
for health check.

Valid values: 1 to 65535.

@ Note If you set the HealthCheck
parameter to on, this parameter is
required. If you left this parameter empty
and the HealthCheck parameter is set to
on, the backend port configuration of the
listener is used by default.

The domain name that is used for health
checks. Valid values:

e $ ip: The private IP address of the backend

server.

If you do not set this parameter or set the
parameter to $_ip, the SLB instance uses the
private IP address of each backend server as
the domain name for health checks.

domain: The domain name must be 1 to
80 characters in length. The domain name
can contain only letters, digits, periods
(.),and hyphens (-).

@ Note If you set the HealthCheck
parameter to on, this parameter is
required.

The HTTP status code that indicates a
successful health check. Multiple HTTP status
codes are separated by commas (,). Default
value: http_2xx.

Valid values: http_2xx, http_3xx, http_4xx,
and http_5xx.

@ Note If you set the HealthCheck
parameter to on, this parameter is
required.
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Parameter Type

HealthCheckinte

Integer
rval 9

HealthCheckTim

Integer
eout 9

HealthCheckURI String

HealthyThreshol

d Integer

Example

34

/example

Description

The time interval between two consecutive
health checks.

Valid values: 1 to 50. Unit: seconds.

@ Note If you set the HealthCheck
parameter to on, this parameter is
required.

The timeout period for a health check
response. If the backend Elastic Compute
Service (ECS) instance does not send an
expected response within the specified period
of time, the health check fails.

Valid values: 1 to 300. Unit: seconds.

@ Note If the value of the
HealthCHeckTimeout parameter is
smaller than that of the
HealthCheckInterval parameter, the
value of the HealthCHeckTimeout
parameter is ignored and the value of the
HealthCheckinterval parameter is
regarded as the waiting period. If you set
the HealthCheck parameter to on, this
parameter is required.

The URI that is used for health checks.

@ Note If you set the HealthCheck
parameter to on, this parameter is
required.

Specifies the number of successful health
checks that must be consecutively performed
before a backend server can be declared
healthy (from fail to success).

Valid values: 2 to 10.

@ Note If you set the HealthCheck
parameter to on, this parameter is
required.
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Parameter Type
ListenerSync String
Scheduler String
StickySession String

Example

off

wirr

off

Description

Indicates whether the forwarding rule uses the
scheduling algorithm, session persistence, and
health check configurations of the listener.

Valid values: on and off.

e off: does not use the configurations of the
listener. You can customize health check
and session persistence configurations for
the forwarding rule.

® on: uses the configurations of the listener.

The scheduling algorithm. Valid values:

e wir (default): Backend servers that have
higher weights receive more requests than
backend servers that have lower weights.

® rr: Requests are distributed to backend
servers in sequence.

@ Note |If you set the ListenerSync
parameter to off, this parameter is

required. If you set the parameter to on,
the configuration of the listener is used.

Specifies whether to enable session
persistence.

Valid values: on and off.

@ Note |If you set the ListenerSync
parameter to off, this parameter is

required. If you set the parameter to on,
the configuration of the listener is used.
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Parameter Type Example Description

The method that is used to handle a cookie.
Valid values:

® insert: inserts a cookie into the response.
SLB inserts a cookie (SERVERID) into the first
HTTP or HTTPS response packet that is sent
to a client. The next request from the client
will contain this cookie, and the listener will
distribute this request to the recorded
backend server.

® server: rewrites a cookie. When SLB
String insert detects a user-defined cookie, SLB
overwrites the original cookie with the user-
defined cookie. The next request from the
client contains the user-defined cookie, and
the listener distributes the request to the
recorded backend server.

StickySessionTy
pe

@ Note If you set the StickySession
parameter to on, this parameter is
required.

Specifies the number of times that a healthy
backend server must consecutively fail health
checks before it is declared unhealthy (from
success to fail).

UnhealthyT hres Valid values: 2 to 10

hold Integer 2
@ Note |If you set the HealthCheck
parameter to on, this parameter is
required.
Examples

Sample requests

http(s) ://[Endpoint]/?Action=DescribeRules
&ListenerPort=90
&LoadBalancerId=lb-bplcalzt07t93****
&RegionId=cn-hangzhou

&<Common request parameters>

Sample success responses

xML  format
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<DescribeRulesResponse>
<RequestId>9DEC9C28-AB05-4DDF-9A78-6B08ECICE18C</RequestId>

<Rules>

<Rule>

<Cookie>23</Cookie>
<CookieTimeout>56</CookieTimeout>
<VServerGroupld>rsp-6cejjzl******</VServerGroupId>
<HealthCheckInterval>5</HealthCheckInterval>
<UnhealthyThreshold>2</UnhealthyThreshold>
<HealthCheckURI>/example</HealthCheckURI>
<Scheduler>wrr</Scheduler>
<Ruleld>rule-tybgi6******</Ruleld>
<HealthCheck>off</HealthCheck>
<HealthCheckTimeout>34</HealthCheckTimeout>
<Url>/cache</Url>
<StickySession>off</StickySession>
<HealthCheckConnectPort>45</HealthCheckConnectPort>
<HealthyThreshold>5</HealthyThreshold>
<HealthCheckDomain>www.domain.com</HealthCheckDomain>
<ListenerSync>off</ListenerSync>
<StickySessionType>insert</StickySessionType>
<Domain>test.com</Domain>

<HealthCheckHttpCode>http 3xx</HealthCheckHttpCode>
<RuleName>Rule2</RuleName>

</Rule>

</Rules>

</DescribeRulesResponse>

Jgson format
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{
"DescribeRulesResponse": {
"RequestId": "9DEC9C28-AB05-4DDF-9A78-6B0O8ECIOCE18C",
"Rules": {
"Rule": {

Error codes

"Cookie": 23,

"CookieTimeout": 56,
"VServerGroupId": "rsp-6cejjzlixEkrxn,
"HealthCheckInterval": 5,
"UnhealthyThreshold": 2,
"HealthCheckURI": "/example",
"Scheduler": "wrr",

"RuleId": "rule-tybgif**x**x*",
"HealthCheck": "off",
"HealthCheckTimeout": 34,
"Url": "/cache",
"StickySession": "off",
"HealthCheckConnectPort": 45,
"HealthyThreshold": 5,

"HealthCheckDomain": "www.domain.com",
"ListenerSync": "off",
"StickySessionType": "insert",
"Domain": "test.com",

"HealthCheckHttpCode": "http 3xx",
"RuleName": "Rule2"

For a list of error codes, visit the API Error Center.

341
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21.Access control
21.1. CreateAccessControlList

Creates a network access control list (ACL).

You can create multiple network ACLs. Each network ACL can contain one or more IP addresses or CIDR
blocks. Before you create a network ACL, take note of the following limits:

e You can create a maximum of 50 network ACLs in each region with each account.

You can add a maximum of 50 IP entries in each request with each account.
You can add a maximum of 300 IP entries to each network ACL.

e You can associate a maximum of 50 network ACLs with each listener.

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

The operation that you want to
. . CreateAccessCont
Action String Yes rolList perform. Set the value to
CreateAccessControlList.

The name of the network ACL. The name
must be 1 to 80 characters in length,
and can contain only letters, digits,

AclName String Yes ruled periods (.), hyphens (-), forward slashes
(/), and underscores (_). The name of
the network ACL that you create must
be unique within each region.

The ID of the region where you want to

Regionld String Yes cn-hangzhou create the network ACL.

> Document Version: 20220211 342


https://api.aliyun.com/#product=Slb&api=CreateAccessControlList&type=RPC&version=2014-05-15

Developer Guide-Access control Server Load Balancer

Parameter Type Required Example Description

The IP version. Valid values: ipv4 and
ipv6.

@ Note You can create high-
performance IPv6 SLB instances in

AddressIPVersion String No ipva only the following zones: Hangzhou
Zone E and Hangzhou Zone F,
Beijing Zone F and Beijing Zone G,
Shenzhen Zone D and Shenzhen
Zone E, and all zones in the China
(Shanghai) region.

The ID of the resource group to which

ResourceGroupld Strin No rg-atstuj3rt******
P o 9 ! the network ACL belongs.

Response parameters

Parameter Type Example Description
acl-
Aclid String rj9xpxz cwxrukois***** The ID of the network ACL.

*%

988CB45E-1643-
Requestid String 48C0-87B4- The ID of the request.
928DDF77EA49

Examples

Sample requests

http(s) ://[Endpoint]/?Action=CreateAccessControlList
&AclName=rulel
&RegionId=cn-hangzhou

&<Common request parameters>

Sample success responses

xmr,  format
<CreateAccessControlListResponse>
<RequestId>988CB45E-1643-48C0-87B4-928DDF77EA49</RequestId>

<AclId>acl-rj9xpxzcwxrukois******x</AclId>

</CreateAccessControlListResponse>

Json format

343 > Document Version: 20220211



Server Load Balancer Developer Guide- Access control

"AclId": "acl-rj9xpxzcwxrukoiX***xkxm
"RequestId": "988CB45E-1643-48C0-87B4-928DDF77EA49"

Error codes

For a list of error codes, visit the APIError Center.

21.2. DeleteAccessControlList

Deletes an access control list.

@ Note Anaccess control list can be deleted only after it is disassociated from a listener.

Debug

Use OpenAPl Explorer to perform debug operations and generate SDK code examples.

Request parameters

Required _—
Parameter Type 7eqU|re Example value Description
Action Strin Yes DeleteAccessCont The name of this action. Value:
9 rolList DeleteAccessControlList
ack- The ID of the access control list to be
Aclid String Yes bp1l0kk4gxced3kz
A deleted.
The ID of the region to which the access
control list belongs.
Regionld String Yes cn-hangzhou
To query the region ID, call
DescribeRegions.
Response para meters
Parameter Type Example value Description

988CB45E-1643-
Requestlid String 48C0-87B4- The ID of the request.
928DDF77EA49

Examples

Request example
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http(s) :// [Endpoint]/? Action=DeleteAccessControlList
&AclId=acl-bpllOkkédgxced3kzr****x*
&RegionId=cn-hangzhou

&<CommonParameters>

Response examples

xML  format

<DeleteAccessControllListResponse>
<RequestId>988CB45E-1643-48C0-87B4-928DDF77EA49</RequestId>

</DeleteAccessControlListResponse>

Jgson format

{
"RequestId":"988CB45E-1643-48C0-87B4-928DDF77EA49"

}

Error codes

See common error codes.

21.3. DescribeAccessControlLists

Queries network access control lists (ACLs).

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

) The operation that you want to
. ) DescribeAccessCo
Action String Yes . perform. Set the value to
ntrolLists R .
DescribeAccessControlLists.

The ID of the region where the network

ACL is created.
Regionld String Yes cn-hangzhou
You can call the DescribeRegions

operation to query region IDs.
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Parameter Type Required Example Description

NetworkACLName. The name of the
network ACL. The name must be 1 to 80
characters in length, and can contain

AclName String No rulel only letters, digits, periods (.), hyphens
(-), forward slashes (/), and underscores
(). The name of the network ACL must
be unique within each region.

The IP version of the SLB instance with
which the network ACL is associated.

Valid values:

AddressiPVersion String No ipva ® ipv4: specifies a Server Load Balancer
(SLB) instance that uses an IPv4
address.

® ipv6: specifies an SLB instance that
uses an IPv6 address.
The number of entries to return on each

PageSize Integer No 10 page. Maximum value: 50. Default

value: 10.
The number of the page to return.

PageNumber Integer No 1 Pag

Default value: 1.
) rg-

ResourceGroupld String No d . N The ID of the resource group.

atstuj3rtop

Response parameters

Parameter Type Example Description
Acls Array of Acl The list of network ACLs.
Acl
acl-
Aclld String bp1l0kk4gxced3k**** The ID of the network ACL.
*
AclName String rulel The name of the network ACL.
AddressIPVersio . : The IP version that is used by the associated
String ipvd .
n SLB instance.
ResourceGroupl ) .
d String rg-jf @nf*H ki The ID of the resource group.
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Parameter Type Example Description

The number of network ACLs on the current

The number of the returned page. Minimum

value: 1. Default value: 1.

The number of entries returned per page.

Count Integer 5

page.
PageNumber Integer 2
PageSize Integer 3

Default value: 50.

3CB646EF-6147-

Requestlid String 4566-A9D9- The ID of the request.
CEBFBE86F971
TotalCount Integer 3 The number of network ACLs.
Examples

Sample requests

http(s) ://[Endpoint]/?Action=DescribeAccessControllists
&RegionId=cn-hangzhou

&<Common request parameters>

Sample success responses

xML  format

<DescribeAccessControlListsResponse>
<RequestId>3CB646EF-6147-4566-A9D9-CE8FBE86F971</RequestId>
<Acls>
<Acl>
<AclId>acl-bplj9vn2g7wmOwnO*****</AclId>
<AclName>test</AclName>
<AddressIPVersion>ipv4</AddressIPVersion>
</Acl>
<Acl>
<AclId>acl-bpllOkkdgxced3*****</AclId>
<AclName>doctest</AclName>
<AddressIPVersion>ipv4</AddressIPVersion>
</Acl>
</Acls>

</DescribeAccessControllListsResponse>

Json format

347
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"RequestId": "3CB646EF-6147-4566-A9D9-CESFBE86FO71",
"Acls": {
"Acl": [
{
"AclId": "acl-bpljovn2g7wmOwnO****",
"AclName": "test",

"AddressIPVersion": "ipv4"

"AclId": "acl-bpllOkk4gxcedI**xxFkxm,
"AclName": "doctest",

"AddressIPVersion": "ipv4"

Error codes

For a list of error codes, visit the API Error Center.

21.4. DescribeAccessControlListAttribute

Queries the configurations of a network access control list (ACL).

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameters

Parameter Type Required Example Description

) The operation that you want to
. ) DescribeAccessCo
Action String Yes . . perform. Set the value to
ntrolListAttribute . . .
DescribeAccessControlListAttribute.

acl- The ID of the network ACL that you want
Aclld String Yes bpTlOk********kz at to quer 4
04s quer:
The ID of the region where the network
ACL is created.
Regionld String Yes cn-hangzhou
You can call the DescribeRegions
operation to query region IDs.
. The description of the network ACL
AclEntryComment String No test

entry.
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Response parameters

Parameter Type Example Description
Array of The information about the network ACL
AclEntrys .
AclEntry entries.
AclEntry
AclEntryComme The network ACL
i String W The description of the network ACL entry.
nt entry.
The IP address specified in the network ACL
AclEntrylP String 192.168.0.1 peciried W
entry.
acl-
Aclld String bp1lOk********kzet04 The ID of the network ACL.
S
AclName String doctest The name of the network ACL.
AddressIPVersio ) : The IP version of the instance with which the
String ipvd . .
n network ACL is associated.
RelatedListener Array of The list of listeners with which the network
s RelatedListener ACL is associated.
RelatedListener
The type of network ACL. Valid values:
AclType String white e black: a blacklist.
e white: a whitelist.
ListenerPort Integer 443 The frontend por.t of the_ listener with which
the network ACL is associated.
. lb- The ID of the Server Load Balancer (SLB)
LoadBalancerld String A )
bp13j Tmiup instance.
) The type of protocol that the associated
Protocol String https P P

listener uses.

C9906A1D-86F7-
Requestld String 4C9C-A369- The ID of the request.
54DA42EF206A
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Parameter Type Example Description

ResourceGroupl ) .

d P String (o Ealeiailohilolilalaiioled The ID of the enterprise resource group.
Examples

Sample requests

http(s) ://[Endpoint]/?Action=DescribeAccessControlListAttribute
&AclId=acl-bpllOk***x**x*kzet(04s
&RegionId=cn-hangzhou

&<Common request parameters>

Sample success responses

xML  format

<DescribeAccessControlListAttributeResponse>
<AclEntrys>
<AclEntry>
<AclEntryIP>192.168.0.1</AclEntryIP>
<AclEntryComment>The network ACL entry. </AclEntryComment>
</AclEntry>
</AclEntrys>
<ResourceGroupld>rg—*****kx**kkkkxx***</ResourceGroupld>
<RequestId>C9906A1D-86F7-4C9C-A369-54DA42EF206A</RequestId>
<AddressIPVersion>ipv4</AddressIPVersion>
<AclId>acl-bpllQk********kzet(04s</AclId>
<RelatedListeners>
<RelatedListener>
<ListenerPort>443</ListenerPort>
<AclType>white</AclType>
<LoadBalancerId>1b-bpl3j********1miup</LoadBalancerId>
<Protocol>https</Protocol>
</RelatedListener>
</RelatedListeners>
<AclName>doctest</AclName>

</DescribeAccessControlListAttributeResponse>

Jgson format
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"AclEntrys":

{
"AclEntry":

[

"AclEntryIP":"192.168.0.1",

"AclEntryComment":"The network ACL entry."

}

]

by

"ResourceGrOupId" 3 "rg_*****‘k************",
"RequestId":"C9906A1D-86F7-4C9C-A369-54DA42EF206A",
"AddressIPVersion":"ipv4",
"AclId":"acl-bpllQk********xkzet04s",
"RelatedListeners":

{

"RelatedListener":

[

"ListenerPort":"443",

"AclType":"white",
"LoadBalancerId":"1lb-bpl3j*****x**x*1miup",
"Protocol":"https"

}

]

}o

"AclName":"doctest"}

Error codes

For a list of error codes, visit the APIError Center.

21.5. AddAccessControlListEntry

Adds entries to an access control list (ACL).

Each ACL can contain one or more IP addresses or CIDR blocks. The limits on ACLs are:

e The number of IP addresses that can be added to an ACL with each account at a time: 50

e The maximum number of entries that each ACL can contain: 300

Debugging

OpenAPI Explorer automatically calculates the signature value. For your convenience, we recommend that
you call this operation in OpenAPI Explorer. OpenAPI Explorer dynamically generates the sample code of
the operation for different SDKs.

Request parameters

Parameter Type Required Example Description
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Parameter

Action

Aclld

Regionld

AclEntrys

Response parameters

Parameter

Requestlid

Examples

Sample request

Type

String

String

String

String

Type

String

Required

Yes

Yes

Yes

No

Example

Example

AddAccessControl
ListEntry

acl-
bp1l0kk4gxced3kz

Hkkkk
e

cn-hangzhou

[{"entry":"10.0.
**x*E[24","comme
nt":"privaterule1"}
A"entry":"192.168.
****/16","comme
nt":"privaterule2"}

]

Description

The operation that you want to
perform. Set the value to
AddAccessControlListEntry.

The ID of the ACL.

The ID of the region where the ACL is
created.

The ACL settings.

® entry: the entries that you want to
add to the ACL. You can add CIDR
blocks. Separate multiple CIDR blocks
with commas (,).

e comment: the comment that you
want to add to the ACL.

@ Note Youcan add at most
50 entries to an ACL each time. If
the entry that you want to add to
an ACL already exists, the entry is
not added. The entries that you add
must be CIDR blocks.

Description

988CB45E-1643-

48C0-87B4-

928DDF77EA4

http(s) ://[Endpoint]/? Action=AddAccessControlListEntry
&AclId=acl-bpllOkk4gxced3kze***x*
&RegionId=cn-hangzhou

&<Common request parameters>

Sample success responses

xML  format

The ID of the request.
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<AddAccessControlListEntryResponse>
<RequestId>988CB45E-1643-48C0-87B4-928DDF77EA49</RequestId>
</AddAccessControlListEntryResponse>

Json format

"RequestId":

Error codes

"988CB45E-1643-48C0-87B4-928DDF77EA49"

For a list of error codes, visit the APIError Center.

21.6. RemoveAccessControlListEntry

Deletes IP entries from an access control list.

Debug

Use OpenAPl Explorer to perform debug operations and generate SDK code examples.

Request parameters

Required .
Parameter Type . Example value Description
. . RemoveAccessCon The name of this action. Value:
Action String Yes . .
trolListEntry RemoveAccessControlListEntry
acl-
Aclld String Yes bp1l0kk4gxce43kz The ID of the access control list.
et04s
The ID of the region to which the access
control list belongs.
Regionid String Yes cn-hangzhou
To query the region ID, call
DescribeRegions.
Optional. The IP entries to be deleted
from the access control list. You can
delete IP addresses or CIDR blocks. Use
commas (,) to separate multiple IP
[{"entry":"10.0.0.0 entries.
AclEntrys String No /2,4 It cor?r::ent : Note: If the access control list is
privaterule}] associated with a listener, you cannot
delete all IP entries in the access control
list.
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Response parameters

Parameter Type Example value Description

988CB45E-1643-
Requestld String 48C0-87B4- The ID of the request.
928DDF77EA49

Examples

Request example

/? Action=RemoveAccessControlListEntry
&AclId=acl-bpllOkk4gxced3kzet04s

&RegionId=cn-hangzhou

&AclEntrys=[{"entry":"10.0.0.0/24", "comment":"privaterulel"}]

&<CommonParameters>

Response examples

xML  format

<RemoveAccessControlListEntryResponse>
<RequestId>988CB45E-1643-48C0-87B4-928DDF77EA49</RequestId>
</RemoveAccessControlListEntryResponse>

Json format

{
"RequestId":"988CB45E-1643-48C0-87B4-928DDF77EA49"
}

Error codes

See common error codes.
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22.Access control (earlier version)
22.1. RemovelistenerwWhiteListltem

Deletes IP addresses from a listener whitelist.

Debug

Use OpenAPl Explorer to perform debug operations and generate SDK code examples.

Request parameters

Required
Parameter Type , a Example value Description
Removelistenerw The name of this action.
Action String Yes o
hiteListitem Value: RemovelistenerWhiteListltem
The ID of the region to which the SLB
instance belongs.
Regionld String Yes cn-hangzhou
To query the region ID, call
DescribeRegions.
ListenerPort Integer Yes 80 The listening port.
lb-
LoadBalancerld String Yes 8vh86hxixo8lvsja8 The ID of the SLB instance.
6jaz
The access control list. Both IP
addresses and IP address segments
(namely, CIDR blocks) are supported. Use
commas (,) to separate multiple IP
. addresses or CIDR blocks.
Sourceltems String Yes 1.1.1.1
@ Note If all the IP addresses
are deleted, the listener no longer
forwards any requests.
Response pa rameters
Parameter Type Example value Description

CEF72CEB-54B6-4AES-
Requestid Strin The ID of the request.
q 9 B225-F876FF7BA984 q

Examples

355 > Document Version: 20220211


https://api.aliyun.com/#product=Slb&api=RemoveListenerWhiteListItem
file:///home/admin/dita-files/output/11202202/task9532555/~~27584~~

Developer Guide- Access control (ea

Server Load Balancer . .
rlier version)

Request example

http(s) :// [Endpoint]/? Action=RemovelListenerWhiteListItem
&ListenerPort=80

&LoadBalancerId=1b-8vb86hxixo8lvsja86jaz
&Sourceltems=1.1.1.1

&<CommonParameters>

Response examples

xML  format

<RemoveListenerWhitelListItemResponse>
<RequestId>CEF72CEB-54B6-4AE8-B225-F876FF7BA984</RequestId>
</RemoveListenerWhitelListItemResponse>

Json format

{
"RequestId":" CEF72CEB-54B6-4AE8-B225-F876FF7BA984"

}

Error codes

See common error codes.

22.2. AddListenerwhiteListltem

Adds IP addresses to a listener whitelist.

Debug

Use OpenAPI Explorer to perform debug operations and generate SDK code examples.

Request parameters

Required .
Parameter Type = 9 Example value Description
AddListenerwhite The name of this action.
Action String Yes .
Listitem Value: AddListenerWhiteListltem
. The frontend port used by the SLB
ListenerPort Integer Yes 80 P 4

instance.

) 139a00604ad-cn- .
LoadBalancerld String Yes a ad-cn The ID of the SLB instance.
east-hangzhou-01

The ID of the region to which the SLB

Regionld Stri Y -h hou-d
egion ring €s cn-hangzhou instance belongs.
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Required

Parameter Type =

Example value Description

The access control list.

This parameter is valid when the value
of the AccessControlStatus
parameter is open_white_list.

Both IP addresses and IP address

Sourceltems String Yes 1.1.1.1,1.1.1.0/21 segments (namely, CIDR blocks) are
supported. Use commas (,) to separate

multiple IP addresses or CIDR blocks.

0.0.0.0 or 0.0.0.0/0 is not allowed. You
can call SetListenerAccessControlStatus
to set AccessControlStatus to close to
disable access control.

Response parameters

Parameter Type Example value Description

CEF72CEB-54B6-4AE8-
R | i The ID of th .
equestid String B225-F876FE7BAOSA e ID of the request
Examples

Request example

http(s) ://[Endpoint]/? Action=AddListenerWhiteListItem
&ListenerPort=80
&LoadBalancerId=139a00604ad-cn-east-hangzhou-01
&Sourceltems=1.1.1.1,1.1.1.0/21

&<CommonParameters>

Response examples

xML  format

<AddListenerWhitelListItemResponse>
<RequestId>CEF72CEB-54B6-4AE8-B225-F876FF7BA984</RequestId>
</AddListenerWhiteListItemResponse>

Jgson format

{
"RequestId":" CEF72CEB-54B6-4AE8-B225-F876FF7BAS84"
}

Error codes

See common error codes.
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22.3.

DescribelListenerAccessControlAttribute

Queries the access control settings of a listener.

Debug

Use OpenAPl Explorer to perform debug operations and generate SDK code examples.

Request parameters

Parameter Type
Action String
Regionld String
ListenerPort Integer
LoadBalancerld String

Response parameters

Parameter Type

AccessControlSt .
String

atus

Sourceltems String

Requestld String

Required
?

Yes

Yes

Yes

Yes

Example value

open_white_list

1.1.1.1,1.1.1.0/24

Example value

DescribeListenerA
ccessControlAttrib
ute

cn-hangzhou

80

lb-
8vb86hxixo8lvsja8
6jaz

Description

The name of this action.

Value:
DescribelListenerAccessControlAttri
bute

The ID of the region to which the SLB
instance belongs.

To query the region ID, refer to the list
of regions and zones or call
DescribeRegions.

The frontend port used by the SLB
instance.

Value range: 1 to 65535

The ID of the SLB instance.

Description

Indicates whether access control is enabled.

e open_white_list: A whitelist for access
control is enabled.

® close: Access control is disabled.

365F4154-92F6-

4AE4-92F8-

7FF34B540710

The access control list.

The ID of the request.
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Examples

Request example

http(s) ://[Endpoint]/? Action=DescribelistenerAccessControlAttribute
&ListenerPort=80

&LoadBalancerId=1b-8vb86hxixo8lvsja86jaz

&<CommonParameters>

Response examples

xML  format

<DescribelistenerAccessControlAttributeResponse>
<RequestId>365F4154-92F6-4AE4-92F8-7FF34B540710</RequestId>
<AccessControlStatus>open white list</AccessControlStatus>
<SourceItems>1.1.1.1,1.1.1.0/24</Sourceltems>

</DescribelistenerAccessControlAttributeResponse>

Json format

{
"RequestId":"365F4154-92F6-4AE4-92F8-7FF34B540710",
"Sourceltems":"1.1.1.1,1.1.1.0/24",

"AccessControlStatus":"open white list"

}

Error codes

See common error codes.

22.4. SetListenerAccessControlStatus

Enables or disables the access control function for a listener.

Debug

Use OpenAPl Explorer to perform debug operations and generate SDK code examples.

Request parameters

Required L
Parameter Type ; a Example value Description
The name of this action.
Action Strin Yes SetListenerAccess
9 ControlStatus Value:

SetListenerAccessControlStatus
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Required _—
Parameter Type = q Example value Description
The ID of the region to which the SLB
instance belongs.
Regionld String Yes cn-hangzhou
To query the region ID, call
DescribeRegions.
Indicates whether to enable access
control. Valid values:
e open_white_list: Enable a whitelist
for access control.
® close: Disable access control.
AccessControlStat . -
Us String Yes open_white_list
@ Note When the access

control function is enabled, you
must configure a whitelist of IP
addresses. Otherwise, no access is
allowed.

The frontend port used by the SLB
ListenerPort Integer Yes 80 instance.

Value range: 1 to 65535

lb-
LoadBalancerld String Yes 8vb86hxixo8lvsja8 The ID of the SLB instance.
6jaz
Res ponse param eters
Parameter Type Example value Description

CEF72CEB-54B6-4AE8-

Requestld Strin
q 9 B225-F876FF7BA984

The ID of the request.

Examples

Request example

http(s) ://[Endpoint]/? Action=SetListenerAccessControlStatus
&AccessControlStatus=open white list

&ListenerPort=80

&LoadBalancerId=1b-8vb86hxixo8lvsja86jaz

&<CommonParameters>

Response examples

xML  format
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<SetListenerAccessControlStatusResponse>

<RequestId>CEF72CEB-54B6-4AE8-B225-F876FF7BA984</RequestId>
</SetlistenerAccessControlStatusResponse>
Json format

{

"RequestId":" CEF72CEB-54B6-4AE8-B225-F876FF7BAS84"
}

Error codes

See common error codes.
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23.Common error codes

HTTP

status Error code Error message Description

code

. . L A previous configuration has not
. N A previous configuration is )
400 ServicelsConfiguring ) . been completed. Please try again
pending; please try again later.
later.
A previous configuration of the A previous configuration of the
VServerGroupProcess P . ¢ . P 9
400 in VServer group is pending; please VServer group has not been
9 try again later. completed. Please try again later.
A previous operation is waiting to
400 OperationBusy A previous operation is pending. be completed. Please try again
later.
LX_REQUEST _TOKEN ) . ) The client token conflicts with
4 n - - Th Tok flict.
00 CONFLICT e ClientToken is conflict another token.
. , Failed to obtain the
CommodityCodeNotE  The account can't get . .

400 . ) CommodityCode. Please try again

xists CommodityCode.
later.
PAY.PAY_ORDER_FAIL . The account failed to pay the

400 - - The account failed to pay order. pay
ED order.

PAY.INVALID_CREDIT . . . . - .

400 CARD - - The account Credit card is invalid. The credit card is invalid.

Failed to refund the money to the

400 PAY.REFUND_FAILED The account failed to Refund. ! Y Y

account.

400 PAY.WITHHOLDING_A The account withholding The withholding agreement of
GREEMENT _ILLEGAL agreement is illegal. the account is invalid.

400 PAY.COUPON_NOT_E The account coupon doesn't The specified coupon does not
XIST exist. exist.

400 PAY.STORED_CARD_N The account stored card doesn't The specified stored-value card
OT _EXIST exist. of the account does not exist.
PAY.ACCOUNT_BOOK The specified reservation of the

400 - - The account Book doesn't exist. P .

NOT_EXIST account does not exist.

400 PAY.TAX_CALC_FAILE The account Tax failed to Failed to calculate the tax of the
D calculate. account.

PAY.COUPON_NOT_M The account counon doesn't The coupon cannot be used,

400 EET_CONSUMPTION_R _p because it does not meet the

- - meet consumption rule.
ULE rules.
The payment is declined by the

400 PAY.USER DECLINED  The account declined to pay. pay Y

account.
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HTTP
status Error code Error message Description
code
PAY.INVALID_AMOUN
400 T - The account amount is invalid. The payment amount is invalid.
400 PAY.AMOUNT _LIMIT _E The account amount limit The number of accounts has
XCEEDED exceeded. reached the limit.
400 PAY.CURRENCY_NOT _ The account Currency doesn't The specified currency is not
SUPPORTED support. supported.
400 PAY.CURRENCY _INCO The account Currency is You must use the required
NSISTENCY inconsistency. currency.
400 PAY.NO CREDIT CARD The account doesn't have Credit You must link a credit card to the
- - Card. account.
PAY.GET _PAY_URL_ER . Failed to obtain the URL used for
400 The account failed to get Pay Url.
ROR payment.
400 PAY.PAYMENT _PARA The account payment parameters The payment parameters of the
MET ER_INVALID are invalid. account are invalid.
400 PAY.QUERY_QUOTA B The account failed to query quota Failed to query the quota of the
OOK_FAILED book. account.
PRODUCT.INSTANCE ) The specified instance is already
400 - The Inst L d.
RELEASED € Instance s retease released.
PRODUCT.INSTANCE_ , ) The specified instance type does
400 TYPE_NOT_EXIST The Instance type doesn't exist. not exist.
PRODUCT .INSTANCE_ The Instance type doesn't The specified instance type is not
400 TYPE_NOT_SUPPORTE P P P
b - - support. supported.
400 PRODUCT.NOT_AVAIL The Instance zone id doesn't The specified zone ID is not
ABLE_IZ support. supported.
PRODUCT .INSUFFICIEN The request failed due to the
400 The product stock is insufficient. q
T_STOCK shortage of stocks.
PURCHASE.NO_VAILD_ - . .
400 PURCHASE The purchase is invalid. The purchase failed.
PURCHASE.PURCHASE
400 - The purchase failed to query. Failed to query the purchase.
QUERY_FAILED P query querythep
RDER.ORDER_AM
400 (l\)lT_ILLEOGAL _AMOU The order amount is illegal. The number of orders is invalid.
400 ORDER.NOT_ENOQUGH_  The order activity stock is not The request failed due to the

ACTIVITY_STOCK

enough.

shortage of stocks.
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HTTP

status Error code Error message Description

code

The attributes of the product in

400 ORDER.SYS_CONSTRAI The order system constraint is the order failed to a_fs the

NT_INVALID invalid. . - .p
- constraint verification.

400 ORDER.QUANTITY_INV The maximum number of SLB The number of SLB instances has
ALID instances is exceeded. reached the limit.
ORDER.PERIOD_INVALI

400 b - The order period is invalid. The payment cycle is invalid.

400 ORDER.BID_USER_ The order of bid user is Bid users are not allowed to
ORDER_FORBIDDEN forbidden. place orders.

400 ORDER.ACCOUNT_STA The order account status is The status of the account does
TUS_ILLEGAL illegal. not permit the order.

The total number of instances
ORDER.QUOT A_EXCEE

400 DED Q - The order quota exceeded. has reached the quota. To

increase the quota, open a ticket.

400 ORDER.OPEND The account order is open to buy You must activate the SLB service

loadbalancer. for the account.

400 ORDER.NO_REAL_NAM The account is not real name The account must pass the real-
E_AUTHENTICATION authentication. name verification.

The balance of your account is
. insufficient. Please update the
400 ORDER.ARREARAGE The account is arrearage.
status of your account and try
again.

400 ORDER.INSTANCE_HAS The instance has inactive change An invalid order of instance
_INACT IVE_CHANGE ge. specification change exists.
ORDER.INST_HAS_UNS . . . .

400 ETTLED BILLS The instance has unsettled bills. The instance has unsettled bills.

RDER.INST_HA! NP

400 SID_ORDESR -HAS U The instance has unpaid order. The instance has unpaid bills.

400 PRICE.PRICING_PLAN_ The instance pricing plan is not Failed to find the pricing plan of
NOT_FOUND found. the specified instance.

Failed to find the pricing plan of

400 PRICE.PRICING_PLAN_R  The instance pricing plan result is the specified instapnce glsase
ESULT_NOT_FOUND not found. P ) ’

- - open a ticket.
Th ice t f the instance is

400 PRICE.TAXING_ERROR The instance pricing tax is error. invz“%rlce axor the Instance t

400 PRICE.INVALID_INQUIR The instance pricing inquiry The instance pricing query
Y_PARAMETER parameter is invalid. parameter is invalid.
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status Error code Error message Description
code
The instance pricing inquiry is Failed to query the pricing of the
400 PRICE.INQUIRY_FAILED , Pricing inquiry d to querythe pricing
failed. specified instance.
400 COMMODITY.INVALID_ The instance component is The instance component is
COMPONENT invalid. invalid.
400 AUTH.RAM_AUTH_FAI The ram authentication of sub- The access control authentication
LED user is failed. of the RAM user failed.
400 RISK.RISK_CONTROL_R The account is rejected by risk The account is rejected by the risk
EJECTION control system. control system.
. The account failed to create .
400 CreateOrderFailed Failed to create the order.
order.
. The account failed to create Failed to create the order. Please
400 OrderFailed )
order. try again later.
The account has some )
400 ARREARAGE ARREARAGE. The account has overdue bills.
400 INSUFFICIENT _BALANC The account Balance is The balance of the account is
E insufficient. insufficient.
400 NO_REAL_NAME_AUT The account should be Real Name The account must pass the real-
HENTICATION Authenticated. name verification.
The account is not allowed to
400 INVALID COMPONENT This account can't buy such type puy the specified type of
- loadbalancer. instance. Please choose a
different instance type.
. You must link the account to a
400 NOCARD User Profile doesn't have card. .
bank card first.
Rule is not support in the tcp type TCP listeners do not support
400 RuleNotSupport . PP P typ . PP
listener. forwarding rules.
UserProfileNotCompl You must provide required user
400 P User profile is not completed. . ) P . q
ete information first.
. . . One or more parameters in the
400 InvalidParameter Invalid parameter in the request. . .
request are invalid.
The specified URL in the rule is
400 URLNotSupport the URL in the rule is invalid. invalid. Please check if the URL is
correct.
) . The specified Listener is stopping, The specified listener is bein
409 ServicelsStopping P pping P . 9
please retry later. stopped. Please try again later.
400 AccountHasArrearage Account has some arrearage. The account has overdue bills.
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HTTP
status
code

404

400

400

400

400

400

400

400

400

400

400

400

400

400

449

400

Error code

InvalidRuleld.NotFoun
d

OverQuota

NoNameAuthenticati
on

InvalidOwnerAccount

InvalidResourceOwne
rAccount

InvalidOwnerld

InvalidOwnerld

OverQuota

ServiceUnavailable

RegionNotSupport

ListenerNumberQverL
imit

KeyFormatError

InvalidParameter

InvalidParameter

SystemBusy

ActionNotAllowed

Error message

Rule does not exist.

Instance num exceeded Quota.

Account should be Name
Authenticated.

The input parameter
OwnerAccount is invalid.

The input parameter
ResourceOwnerAccount is invalid.

The specified Ownerld or
OwnerAccount is invalid.

The input parameter Ownerld or
OwnerAccount is invalid.

The Total is over the quota.

The vpc subnet is not exist.

The specified region not
supported.

The maximum number of listeners
is exceeded.

The specified ServerCertificate is
incorrectly formatted.

The Lb Name is Not supported.

The Instance is Not Available.

The system is busy.

The action is not allowed.

Description

The specified rule does not exist.

The number of instances has
reached the quota.

The account must pass the real-
name verification.

The specified OwnerAccount is
invalid.

The specified
ResourceOwnerAccount is invalid.

The specified Ownerld or
OwnerAccount is invalid.

The specified Ownerld or
OwnerAccount is invalid. Please
check if the value is correct.

The total number has reached the
quota. Please reduce the number
and try again.

The VPC subnet does not exist or
no IP address is available in the
CIDR block of the VSwitch. Please
check if the value is correct.

The specified region is not
supported.

The number of listeners has
reached the limit. The number of
listeners must be no more than
30.

The format of the
ServerCertificate parameter is
incorrect.

The specified parameter is invalid.

The specified instance is not
available.

The system is busy. Please try
again later.

The operation is not allowed.
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status Error code Error message Description
code
. You are not authorized to
The user is not allowed, please . .
400 UserNotAllowed . L perform this operation. Please
submit the application. .
open a ticket.
The number of IP addresses has
. reached the limit of the
SourceltemsQuotaOv The maximum number of
400 - . Sourceltems parameter. The
erLimit Sourceltems is exceeded.
number of IP addresses cannot
exceed 300.
Th i Th ifi LBi i
400 ActionNotAllowed e load balancer instance does e specified SLB instance is not
not allow to be upgrade. allowed to be upgraded.
. ) The SLB instance is locked due to
400 ActionNotAllowed Locked for any Business Reason. )
service reasons.
The instance is locked due to
400 ActionNotAllowed Locked for any Operate Reason. specification change. It will be
unlocked at 00:00 the next day.
Li A i Th f i f
400 ActionNotAllowed istener AccessControl Status is e taccess Fon'Frol unction o
Incorrect. the listener is disabled.
400 InvalidParameter The Protocol is not Support The protocol is not supported.
400 InvalidParameter The listen bandwidth is not The spe.C|f.|ed pandW|dth of the
Support listener is invalid.
The Intranet LB's . . .
. The specified SLB instance is not
. InternetChargeType is not
400 ActionNotAllowed allowed to be changed to
allowed change to . L
. bandwidth-based billing.
paybybandwidth.
) . ) A problem exists with the
403 Forbbiden.SubUser illegal bid P
account.
The specified res s not The specified resour s not
400 invalidParameter .e pecified resource does no .e pecified resource does no
exist. exist.
A previous configuration of the A previous configuration of the
BackendServer.config P ) 9 . P . 9
409 urin load balancer is pending; please SLB instance has not been
9 try again later. completed. Please try again later.
o . The specified BackendServers is
The specified BackendServers is . _p .
. . " invalid. Some of the specified
. . invalid; some of the specified .
400 ObtainlpFail . backend servers do not exist or
backend servers do not exist or . .
. are not running. Please check if
are not running. .
the value is correct.
503 SenviceUnavailable The specified region not support The specified region does not

VPC.

support VPC.
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HTTP
status
code

400

400

400

400

400

400

400

400

400

400

400

400

400

400

400

400

Error code

InvalidParameter

InvalidParameter

InvalidParameter

InvalidParameter

InvalidParameter

PARAMET ER_FIELD_ER

ROR

InvalidParameter

InvalidParameter

InvalidParameter

InvalidParameter

InvalidParameter

InvalidParameter

InvalidParameter

InvalidParameter

InvalidParameter

InvalidParameter

Error message

the special internet EIP donot
support the VPC network type.

The specified load balancer does
not support the network type of
the ECS instance.

The specified Regionld does not
exist.

The specified vpc cloud instance
has deleted

The specified vpc cloud instance
is deleteing.

The specified param is invalid.

The vpc info of LB is empty.

The vpc Ip is exist.

The Ip is not Supported.

The RsList is illegal.

The Tunnel id is invalid.

The Rs IP is empty.

The VmName is emtpy.

The App id is invalid.

The Vgw ip is empty.

The vm address is not Support.

Description

The specified EIP does not
support the VPC network type.

The SLB instance does not
support the ECS instance of the
specified network type. Please
choose an ECS instance of a
different network type.

The specified Regionld does not
exist. Please check if the value is
correct.

The specified VPC has already
been deleted.

The specified VPC is being
deleted.

The specified parameter is invalid.

The VPC information of the
specified instance is empty.
Please check if the VPC is valid.

The specified VPC IP address is in
use. Please use another IP
address and try again.

The specified IP address is not
supported.

The specified parameter is invalid.

The specified tunnel ID is invalid.

Failed to obtain the IP address of
the backend server.

You must specify the Serverld.

The specified app ID is invalid.

You must specify the Virtual
Gateway IP address.

The IP address of the backend
server does not permit this
operation. Please change the IP
address of the backend server
and try again.
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status Error code Error message Description
code
400 InvalidParameter The site is not exist. The specified prlmar¥ and'
secondary zones are invalid.
400 Invalidparameter The serviceUnit and eip is not The service unit and EIP do not
match. match.
The specified Virtual Gateway IP
400 InvalidParameter The vgw ip is not support. address does not support this
operation.
503 ServiceUnavailable Illegal Service. The service is unavailable.
A VPC service error has occurred.
503 ServiceUnavailable Vpc Service error. Please check the parameter and
try again.
A system error has occurred.
503 ServiceUnavailable System exception. y .
Please try again.
. The system is busy. Please t
500 InternalError Illegal sign. . 4 y v
again later.
) . Failed to query the ECS
500 InternalError Query ecs info fail. . .q i
information.
The specified timestamp is
500 InternalError Illegal timestamp. . . b P
invalid.
500 InternalError Illegal format. The format is invalid.
500 InternalError Illegal user. The user is illegal.
500 InternalError Illegal sign type. The signature type is invalid.
The account credentials are
500 InternalError Illegal aliyun idkp. . .
invalid.
The specified instance ID is
503 ServiceUnavailable The cloud instance id is invaild. . .p fedt !
invalid.
The specified type is invalid.
400 InvalidParameter The type is invalid. Please check if the type permits
the operation.
) o The specified gateway IP address
400 InvalidParameter The lvsgw vip is same. . P ¢ v
is in use.
The specified resource alread
400 InvalidParameter The resource already exists. . P 4
exists.
400 InvalidParameter The resource status is invalid. The resource status is invalid.
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HTTP
status
code

400

500

400

400

400

400

400

400

400

400

400

400

400

400

Error code

UnsupportedOperati
ononfixedprotocalpo
rt

InternalError

PrivateKeyEncryption

CertificateNotMatchP
rivateKey

InvalidParameter

CertificateAndPrivate
KeylsRefered

InvalidParameter

InvalidParameter

InvalidParameter

InvalidParameter

InvalidParameter

InvalidParameter

VipNotMatchRspool

InvalidParameter

Error message

The operation is not supported
by the protocol of the specified
port.

The request processing has failed

due to backend service exception.

Key has Encrypted .

Certificate and key does not
match.

The specified parameter
ServerCertificate format is error.

Certificate and PrivateKey Is
Refered.

The specified parameter
ServerCertificateld is empty.

The specified parameter
ServerCertificateld is not Support.

The specified parameter
ServerCertificate or Key is empty.

The specified parameter key
format is error.

The specified port is not valid.

The specified bandwidth is not
valid.

The vip protocol is not match
with Rspool.

The specified Bandwidth is invalid.

It exceeds the maximum
bandwidth available to the
instance.

Description

The protocol of the specified
port does not support the
operation. Please check if the
protocol of the port is correct.

The request failed due to an error
of the backend service.

Private keys do not need to be
encrypted.

The certificate and key do not
match. Please check if the
certificate and key are correct.

The format of the
ServerCertificate is incorrect.
Please modify the format and try
again.

The specified certificate is being
used by the listener.

The specified ServerCertificateld
is null.

The specified ServerCertificateld
is not supported.

The specified ServerCertificate or
Key is null.

The format of the key is incorrect.

The specified port is invalid.

The specified bandwidth is
invalid.

The backend server group does
not match the listener. Please
check the configurations of the
backend server group and
listener.

The specified bandwidth is
invalid. The total bandwidth
values of all listeners in the
instance has exceeded the
maximum bandwidth of the
instance.
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The specified bandwidth is
400 InvalidParameter The specified Bandwidth is invalid. invalid. Please check if the
bandwidth is correct.
The specified Sourceltems is The specified Sourceitems is
400 InvalidParameter invalidp invalid. Please check if the value is
’ correct.
The total number of input Up to 10 listeners can be created
400 VipTooManyListeners listeners exceeds max supported for an instance. The number of
number: 10 listeners has exceeded the limit.
The specified protocol is not
400 InvalidParameter valid P P The specified protocol is invalid.
. The specified VServerGroupld
404 InvalidParameter The specme'd vserverGroupid does not exist. Please check if the
does not exist. )
value is correct.
400 InvalidParameter Illegal user ID. The user ID is invalid.
400 InvalidParameter User ID is null You must specify the user ID.
The specified parameter: lb_type
400 InvalidParameter . P . P -HYP The specified lb_type is invalid.
is not valid.
Th ified ter: dei
400 InvalidParameter € spga ed parameter: mode 1s The specified mode is invalid.
not valid..
Th ifi Th ifi LBi
503 SenviceUnavailable e specified loadbalancer name . e spea ied S |nstanc? name
has been used. is being used by another instance.
400 TcpNotSupportForHy Hybrid type loadbalancer doesn't Hybrid SLB instances do not
bridLb support TCP type listener support TCP listeners.
. . The specified BackendServers is
) Th fied BackendS . ) . .
400 InvalidParameter inv(;lisc?ec' 1ec Backend>ervers 15 invalid. Please check if the value is
’ correct.
Th ified BackendS i
The specified BackendServers is . © ?,pea 16C BaCKencoervers s
. . ) invalid. Please make sure that the
400 InvalidParameter invalid, as the Port value should )
be in [1, 65535] port number falls into the range
’ ’ of 1to 65535.
400 UnsupportedOperati The Loadbalancer doesn't SLB does not support this
on support this function. function.
) Up to 20 backend servers can be
The total number of input real .
TooManyBackendSer specified in one request. The
400 servers exceeds max supported "
vers number of specified backend

number: 20

servers has exceeded the limit.
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status Error code Error message Description
code
The specified parameter is invalid.
. The specified parameter is not b .p .
400 InvalidParameter valid Please check if the value is
’ correct.
400 InvalidParameterLeng The specified parameter length is The length of the parameter
th not valid. value is invalid.
400 InvalidAuthorization The Request is not authorization. The request is not authorized.
. . ) ) The request failed to be
The internal invoking has failed q
500 InternallnvokeError processed due to unknown
due to unknow error.
errors.
400 OsslInstanceDataNotF The oss instance of the demand The specified OSS instance does
ound is not exist not exist.
400 InvalidAut horizationS The authorization status is not The authorization status is
tatus valid. invalid.
500 InternallnvokeError The internal invoking has failed. An internal error has occurred.
- . . The number of SLB instances has
L . There is insufficient capacity .
400 Insufficient Capacity . reached the quota. To increase
available for the requested )
the quota, open a ticket.
400 ProcessingSameRequ The same request is being A same request is being
est processed. Please try later. processed. Please try later.
The specified Regionld does not
404 InvalidRegionld.NotF The specified Regionid does not exist. Please check if the product
ound exist. is available in the specified
region.
The specified Serverld does not
InvalidServerld.NotFo The specified Serverld does not . P . .
404 . exist. Please check if the value is
und exist.
correct.
. The request has failed due to a The request failed due to a server
503 InvalidParameter qu . I . . av I . Y
temporary failure of the server. failure.
400 InvalidParameter Specified parameter is not valid. The specified parameter is invalid.
The request has failed due to a .
) ) q ) The request failed due to a server
503 ServiceUnavailable temporary failure of the server failure
now. ’
UnsupportedOperati The specified action is not
400 PP P P The operation is not supported.
on supported.
) . - The specified port number is
A listener with the specified port
400 ListenerAlreadyExists . P P already associated with another
already exists :
listener.
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code
You have not created a listener You must create a listener for the
404 ListenerNotFound for the specified port of the load specified port of the SLB instance
balancer. first.
. No health-checked Listener to the You must configure health checks
CheckedListenerNotF . o .
404 ound specified port of the Load for the specified SLB instance
Balancer. first.
e The specified network type of the
. The specified network type load . L .
400 IpNotAvailable P P SLB instance is invalid. Please
balancer load balancer . ) .
check if the value is correct.
Invalidweight.Malfor . : ) ) . . - .
400 med 9 A specified weight is not valid. The specified weight is invalid.
IncorrectListenerAcce Current listener access control The access control status of the
500 ssControlStatusStatu status does not support this listener does not permit this
s operation. operation.
L The combination of some The request parameters are in
400 MissingParameter . .
parameters violates the spec. conflict.
400 UnsupportedParamet The specified parameter is not One or more parameters are not
er unsupported. supported.
You are not authorized to
) User not authorized to operate operate on this resource. Please
403 Forbidden . P P L
on the specified resource. apply for RAM permissions and try
again.
The number of specified backend
TooManyBackendSer The backend server parameter . P
400 . servers in a request has exceeded
vers has too many entries. o
the limit.
TUser not authorized to operate This user is not authorized to
. on the specified resource as your operate the resources under the
403 Forbbiden.SubUser p Y P .
account is created by another specified account. Please
user. authorize the user first.
. All BackendServers on one All backend servers of an SLB
InvalidBackendServer . .
400 ; Specified LoadBalancer have to instance must belong to the
s.Inconsistent . . .
be in the same vpc or all classic same VPC or classic network.
InvalidServerld.NotFo . . The specified backend server
400 The specified server is not found. P .
und does not exist.
The request identity was not L .
400 Invalididentity q 4 The request authentication failed.
allowed operated.
Protected DomainName alread The specified domain name
400 DomainAlreadyExists . y P .
exists. already exists.
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status
code

400

400

400

400

400

400

400

400

400

400

400

400

400

400

Error code

DomainNotExisted

IpListitemFormatErro
r

SecurityNotSupport

DomainExist

TooManyRules

RspoolVipExist

RspoolRuleExist

BackendServersMalfo
rmed

RuleListMalformed

DomainMalformed

UrlMalformed

NetworkConflict

VServerGroupEmpty

VpcZoneNotSupport
Create

Error message

Don't delete or update not
existed protected DomainName.

please check the ip list item
format error.

security function not support on
this listener.

rule with same domain and url
already exists in specified vip

the number of rules under
specified vip is beyond maximum
limit.

there are vips associating with
this vServer group.

there are rules associating with
this vServer group.

the specified parameter
BackendServers is unavailable.

the specified parameter RuleList
is unavailable.

the specified domain in RuleList
parameter is unavailable.

the specified url in RuleList
parameter is unavailable.

there are network conflicts in
specified parameter.

The specified VServerGroupld is
invalid; it does not contain
vServers.

The specified zone dont not
supported .

Description

The specified domain name does
not exist.

The format of the IP address list
is incorrect.

The specified listener does not
support the security function.

A rule with the same domain
name and URL already exists.

The number of rules added for
the listener has exceeded the
limit.

The specified VServer group is
already associated with another
listener. Please disassociate the
VServer group first.

The specified VServer group is
associated with a forwarding
rule. Please disassociate the
VServer group from the
forwarding rule.

The specified BackendServers is
invalid.

The specified RuleList is invalid.

The format of the specified
domain is invalid.

The specified URL in the RuleList
parameter is invalid.

Networks specified in the
parameters conflict with each
other. Please check if the values
are correct.

The specified VServerGroupld is
invalid. Make sure that it contains
VServers and try again.

The specified zone does not
support VPC.
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HTTP

status Error code

code

400 VpcStatusError

400 TagCreateCountLimit
400 TagCountLimit

Error message

the specified vpc status is
creating.

tags create count limit exceeded.

Tags count limit exceeded.

For a list of error codes, visit the APIError Center.

Description
The specified VPC is being
created.

The number of tags has
exceeded the quota.

The number of tags has
exceeded the quota.
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