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ZRFBBH,
B

BHIEE> ME>REMKLER,
. TEZHRFUTE,

HEERBIATIE, BEHRE.
Courier=z4{& e

47 cd /d C:/window %<, #HA
Windows &4 X 43,
AL

bae log list --instanceid
Instance_ID
(=& [alb] FRABER, ESEE—,

ipconfig [-all]-t]
{} & {alb}

RRWIER, ELZEFE—D

[

switch {active|stand}
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BERS FEIgE- Swarm SDK&=#

1.Swarm SDK&#

1.1. 8B ESDK
1.1.1. JAVA SDK

O AR TR ER SDKEIRERBNALRNRAMER AP, #HMIII IR R~ RFRSHRIFEHSMIR
EERE,

@ B  (EETREDESES Accesskey, T =S Accesskey BT E dIRHEE
AccessKey,

WRES

BT PA T ik &8 T SR HARA SDK: https://o0ss.sonatype.org/#nexus-search; gav~com.aliyun~aliyun-
java-sdk-*~e~n~

M Github ETF#RMAAS: https://github.com/aliyun/aliyun-openapi-java-sdk/

Maven A=

<repositories>
<repository>
<id>sonatype-nexus-staging</id>
<name>Sonatype Nexus Staging</name>
<url>https://oss.sonatype.org/service/local/staging/deploy/maven2/</url>
<releases>
<enabled>true</enabled>
</releases>
<snapshots>
<enabled>true</enabled>
</snapshots>
</repository>
</repositories>
<dependencies>
<dependency>
<groupld>com.aliyun</groupld>
<artifactld>aliyun-java-sdk-core</artifactld>
<version>2.3.3</version>
</dependency>
<dependency>
<groupld>com.aliyun</groupld>
<artifactld>aliyun-java-sdk-cs</artifactld>
<version>2.0.2</version>
</dependency>
</dependencies>

Sample
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https://oss.sonatype.org/#nexus-search;gav~com.aliyun~aliyun-java-sdk-*~~~
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FAE¥gEE- Swarm SDKE=# BERS

public static void main(String[] argc) throws Exception {
String accessKeyID = "xx";
String accessKeySecret = "xx";
String region="cn-shenzhen"; // or other
DescribeApiVersionRequest describeApiVersionRequest = new DescribeApiVersionRequest();
IClientProfile profile = DefaultProfile.getProfile(region, accessKeyID, accessKeySecret);
IAcsClient client = new DefaultAcsClient(profile);
try {
HttpResponse httpResponse
=client.doAction(describeApiVersionRequest);
System.out.println(httpResponse.getUrl());
System.out.println(new String(httpResponse.getContent()));
} catch (ClientException e) {
e.printStackTrace();
}

1.1.2. PHP SDK

EAUETFHES SOCETHSABHALARIES AP, HTLAN AR SRRSO RTNENHR
RIRAE,
KB RAM FIKS AK 24

EABRPESTE Accesskey, ATRIEZRSNRE, BREREZ - EHOERRSHERN RAMF
S, REUZFKSH AKZEHR, HEMRX RAM FIKSH SDK EEERRS.

T2 3IREX RAM FIKS AK ZHNERES R
1. g2 RAM P HEIZZAF 8 AK R,
2. B RAM P ER, £F RAM FIRS ERAR[RSETRIINR.

KB ESR
PHP 5.3 S E S iRA

SDK T

M Github % PHP SDK BB FS . https://github.com/AliyunContainerService/aliyun-openapi-php-
sdk

Sample

https://github.com/AliyunCont ainerService/ aliyun-openapi-php-sdk/blob/master/aliyun-php-sdk-
demo/CsDemo.php
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https://help.aliyun.com/document_detail/93720.html#task-187540
https://help.aliyun.com/document_detail/28639.html#concept-t13-3gf-xdb
https://github.com/AliyunContainerService/aliyun-openapi-php-sdk
https://github.com/AliyunContainerService/aliyun-openapi-php-sdk/blob/master/aliyun-php-sdk-demo/CsDemo.php

FRigm- B CLERSRRS

2.8 CLI AR

2.1. §ER

MERGLSTIERH GO ESHREN, ETNEZ OpenAPITIEN, ATEBRNERRENIAR, BET

HNREZIR, BUME—ISSTAXTERASIMNESTR,
REBERSEZE RESTful XiZHI APl, BRIASBRS X Swarm ] Kubernetes BiMiEE AT, TEHZERISHE

RS TR APIFIER,

@ 3 ETHEZZRBESCTIEN AP, B0 ZRRES APISE,

APl

EREAEELY

T BaER

AIMEB XA

BREENTR

ERRBIIE

BEETR

fibl B E= B¥ SE 451

IRENVEBHED

R
EELAERBRS TR REER
(B14% Swarm # Kubernetes £

B) .

RYEEEEE ID, BEEEHNFARE
I%\O

E—PIRERIA), FHIEEE
HENT R,

BNER DT RIHE,

IEBEPIZI &R,

RIEELEE D, IRTR IP NBRE
BhBRTR.

EEBRITSIF M TS NRG
B

BEEEHPHNENTR,

RIEEEEE D, MIBREEBEZA, HR
BERFFETRER,

RYEEERE ID, REERFNIERE
I%\O

2.2. ERFBERXH

BEREBRERSTOIZNMBEER, 81F Swarm ] Kubernetes ££85, B{AM APIHIR, 810 2255

API &%

& Fse B

Swarm EE£H] Kubernetes &£&%,

EREE

Swarm £2£f Kubernetes £8f

Swarm EE£f] Kubernetes &2

Swarm £E2£# Kubernetes &2

Swarm £2f Kubernetes £8%

Swarm EE£H] Kubernetes &2

Swarm &8

Swarm &2

Swarm &8

Swarm £E2F Kubernetes £8f

Swarm &EEf
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https://help.aliyun.com/document_detail/26043.html#reference-cgd-2c2-xdb
https://help.aliyun.com/document_detail/71195.html#reference-mqb-1vb-wdb
https://help.aliyun.com/document_detail/71196.html#reference-a2f-pvb-wdb
https://help.aliyun.com/document_detail/71197.html#reference-rls-pwb-wdb
https://help.aliyun.com/document_detail/71198.html#reference-fvy-rxb-wdb
https://help.aliyun.com/document_detail/71199.html#reference-i2d-ryb-wdb
https://help.aliyun.com/document_detail/71200.html#reference-q3p-2bc-wdb
https://help.aliyun.com/document_detail/71201.html#reference-khf-xbc-wdb
https://help.aliyun.com/document_detail/71202.html#reference-cfp-jcc-wdb
https://help.aliyun.com/document_detail/71203.html#reference-swv-gdc-wdb
https://help.aliyun.com/document_detail/71204.html#reference-qfg-ydc-wdb
https://help.aliyun.com/document_detail/26053.html#reference-ivj-cbd-xdb

FR{ERE-EY CL{ERSERS BHRS

API1iE 3K I ji
BRER

aliyun cs GET /clusters

i) iz 25 R

[
{

"agent_version": "string",
"cluster_id": "string",
"created": "datetime",
"external_loadbalancer_id": "string",
"master_url": "string",
"name": "string",
"network_mode": "string",
"region_id": "string",
"security_group_id": "string",
"size": "numbers",
"state": "string",
"updated": "datetime",
"vpc_id": "string",
"vswitch_id": "string"

2.3. ERESEEHXH

RIFER D, EFEEHNFAEE . BANAPIHHEIR, B 5555 AP 25,
& FSEE

Swarm &£ Kubernetes 2%,

APIiE K I i

BXRER

aliyun cs GET /clusters/<cluster_id>

) Rz 45 2R
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BERS FRIEm-EIT CL{ERASERS

"agent_version": "string",
"cluster_id": "string",
"created": "datetime",
"external_loadbalancer_id": "string",
"master_url": "string",
"name": "string",
"network_mode": "string",
"region_id": "string",
"security_group_id": "string",
"size": "numbers",

"state": "string",

"updated": "datetime",
"vpc_id": "string",
"vswitch_id": "string"

2.4. QIESEELH

BIE—DIRSER LS, HTEEEHENT R, BANAPIHER, B 2555 AP

W
o

& F e E

Swarm 87 Kubernetes &8¢,
API13E 3K I iz

BEXREL

aliyun cs POST /clusters --header "Content-Type=application/json" --body "$(cat create.json)"

SHLREA:

o --header FEIEE Content-Type A gpplication/json,

o -body REREXLRSZIHN body BB, TIPAMNARMSEER, TEESHFMATJSONIE, create.json
MRS TER,

swarm £ 8
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Fiierg- 3T CLI{EHEAERS

{

"password": "ECS#H12§SSHZ3",
"region_id": "#uiID",
"instance_type": "S2ffIIE",
"name": "EBZTR",

"size": TRHE,

"network_mode": "M$EARE, BEINZFvpc",
"vpc_id": "VPCRIID",
"vswitch_id": "VPCTFRIZZIRALID",
"subnet_cidr": "A2:CIDR",
"data_disk_category": "$kiEE IR,
"data_disk_size": $B&Z A/,
"need_slb": @FEXIABIEESLB,

"io_optimized":"@&EI0fL{t, VPCTEFRIAAIOMKL",

"ecs_image_id": "$3&ID",

"release_eip_flag": "BE B ETEH LB TR EREKEIP"
}

Kubernetes&E (B oA KX)

12
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"disable_rollback": "k EEEIR",

"name": "R TR",

"timeout_mins": S£8¥ 8l E BRI AT a],

"cluster_type": "Kubernetes",

"region_id": "hizg",

"vpcid": "VPC ID",

"zoneid": "ATAKX",

"vswitchid": "3Z#AID",

"container_cidr": "A28POD CIDR",

"service_cidr": "BRS3CIDR",

"ssh_flags": "@EFHRAMSSHER",
"cloud_monitor_flags":"B B LE R ISIEHRHE",

"login_password": "T sASSHER %S, fkey_pair=i&—",
"key_pair":"keypair&#F, #login_password Zi&—",
"master_instance_charge_type":"MastersCfil{$252£3Y, PostPaid|PrePaid",
"master_period_unit":"@F@H 8, Month,Year, RETEPrePaid FEX",
"master_period":"@F @A, RHEEPrePaid A",
"master_auto_renew":"Masteri R 2 E B E",
"master_auto_renew_period":"Master¥i m 42 E AHA",
"master_instance_type": "MasterSEfIFIg",
"master_system_disk_category": "Master R4 HEE",
"master_system_disk_size":"Masterfi R F R A",
"master_data_disk":"MasterT S 2B EHHIER",
"master_data_disk_category":"Masteri saEiEZ LR,
"master_data_disk_size":"Master¥ SR B A",
"worker_instance_charge_type":"Worker¥i 5 {3 82358 PrePaid|PostPaid",
"worker_period_unit":"@F @ A&, Month,Year, RE7EPrePaid F4",
"worker_period":"@F BB, RHEPrePaid FE",
"worker_auto_renew":"WorkerTi s Bzh4i #truelfalse",
"worker_auto_renew_period":"Worker¥i S 422 EIHR",
"worker_instance_type": "WorkerSZ{I¥Eg",
"worker_system_disk_category": "Worker R 2R"
"worker_system_disk_size": "WorkerTi R R A/,
"worker_data_disk":"Worker¥i S 2B EHIUESR",
"worker_data_disk_category":"Worker i s iE&AE",
"worker_data_disk_size":"Worker¥5 B2 A",

"num_of_nodes": "Worker¥ =31",

"snat_entry": EBECESNATENtry,

"public_slb":"ZEBIZELXMAPI Serverdt R AISLB"

}

Kubernetes&£&(Z o AK)

AYRRA: 20211028
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{

"disable_rollback":"kKEEEIR",

"name": "SEEZ ",

"timeout_mins": S£8¥ 8l E BRI AT a],

"cluster_type": "Kubernetes",

"region_id": "tthiz"

"multi_az": true,

"vpcid": "VPCID ",

"container_cidr": "&2% CIDR",

"service_cidr": "IR3 CIDR",

"vswitch_id_a": "S$— 1A X 3IRALID",

"vswitch_id_b": "$ A HX3IRALID",

"vswitch_id_c": "=/l AX R HEAID",
"master_instance_type_a": "$— A X MasterT s L HIFIAR",
"master_instance_type_b": "S5 = AI X Master s s L HIFIAE",
"master_instance_type_c": "=l FIXMasterTi L FIFIE",
"master_instance_charge_type":"MastersEffil{$#:262Y, PostPaid|PrePaid",
"master_period_unit":"@E@ A8, Month,Year, RBETEPrePaid FEXK",
"master_period":"@F BB, REIEPrePaid FER",
"master_auto_renew":"Masterti R 2 & BhEER",
"master_auto_renew_period":"Master¥i £z 2 EHA",
"master_system_disk_category": "MasterTi SR FEIR"
"master_system_disk_size": "Masterf m ALK E A",
"master_data_disk":"MasterT S 2B EHHIER",
"master_data_disk_category":"Masteri saEiEZ LR,
"master_data_disk_size":"Master¥ SR B A",
"worker_instance_type_a": "$— 1] BXWorkerTi st FIFIAE",
"worker_instance_type_b": "$£ =] X Worker¥s sRSEIFIAR",
"worker_instance_type_c": "=/ FIXWorkerTi s SLHIFIAE",
"worker_instance_charge_type":"Worker¥i s {3252 B PrePaid|PostPaid",
"worker_period_unit":"&E G A&, Month,Year, RE7EPrePaid F4K",
"worker_period":"@F @A, FHEPrePaid FAEX",
"worker_auto_renew":"WorkerTi SR B&h4: Etruelfalse",
"worker_auto_renew_period":"Worker¥i S48 EIHRA",
"worker_system_disk_category": "Worker{i = R LR,
"worker_system_disk_size": "WorkerTi m R LR A",
"worker_data_disk":"Worker¥i S 2B EHIUESR",
"worker_data_disk_category":"Worker i s iE&ZAE",
"worker_data_disk_size":"Worker¥5 B A",
"num_of_nodes_a": "$F—"a] B XWorker¥i S #1",
"num_of_nodes_b": "$E 1A HXWorkerTi =",
"num_of_nodes_c": "$=1"aAXWorkerTiz%k",

"ssh_flags": "@EFBRAMSSHER",

"login_password": "SSH &R Z",
"cloud_monitor_flags":"@BRE R ISIEHEME",
"public_slb":"2@& BIZEAMAPI Server i RAISLB"

}

£ & Kubernetes& &

14
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"disable_rollback": "kIMEEEIR",
"name": "EBFRTR",
"timeout_mins": S£8¥ 8l Z BRI AT a],
"cluster_type": "ManagedKubernetes",
"region_id": "#g, B HXZIFILREFBIMMIE (cn-beijing,cn-hangzhou)",
"vpcid™: "VPC ID",
"zoneid": "ATAKX",
"vswitchid": "3Z#AID",
"container_cidr": "A28POD CIDR",
"service_cidr": "BRS3CIDR",
"cloud_monitor_flags":"@BLRE = ISIEIEME",
"login_password": "TmSSHERES, fkey_pair=i&—",
"key_pair":"keypair&#F, #login_password Zi&—",
"worker_instance_charge_type":"Worker¥ 5 {3 82358 PrePaid|PostPaid",
"worker_period_unit":"@E @A &I, Month,Year, RE7EPrePaid F4",
"worker_period":"HEB B, IFEPrePaid FEX",
"worker_auto_renew":"Worker¥i R B b4 #truelfalse",
"worker_auto_renew_period":"Worker¥i S22 EHA",
"worker_instance_type": "WorkerSZ{fI#&",
"worker_system_disk_category": "WorkerR #5280 ",
"worker_system_disk_size": "Worker¥ S R GE A",
"worker_data_disk":"@EHEHIIER truelfalse",
"worker_data_disk_category":"$iBEHE",
"worker_data_disk_size":"$B& A",
"num_of_nodes": "Worker¥ £ %1",
"snat_entry": E&ECESNATEntry,
Intry": @& EESNATENtry,

}

0 iz 45 R

{
"cluster_id": "c61cf530524474386a7ab5alc192a0d57",

"request_id": "348D4C9C-9105-4A1B-A86E-B58FOF875575",
"task_id": "T-5ad724ab94a2b109e8000004"

}
I-‘-I
2.5 Y RER
EmEEDPTH aNHE, BE4RN APIER, 210 R
EHTE

Swarm &5 Kubernetes S£&%,

API 15 3K Ol f
BRIER

aliyun cs PUT /clusters/<cluster_id>--header "Content-Type=application/json" --body "$(cat scale.json)"

AYRRA: 20211028
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FEIER-E CLERSREES

SR

e --header EEIETE Content-Type A application/json,

e -body RERFELRSZIHN body BB, TIPANARM LR, SESHFMEYJSONFE, scale.json

BB TR,
Swarm&E g

{
"password": "ECS #/128 SSH Z3",
"instance_type": "S2fI4&",
"size": TRHE,
"data_disk_category": "$kiEE IR,
"data_disk_size": #iBFE A/,
"io_optimized":"E%& 10 fift, VPC TEAIZRIAF 10 fi1L",
"ecs_image_id": "§3{& ID",
"release_eip_flag": "BRE R EEEHEE TR EREK EIP"

Kubernetest B

{"disable_rollback": "k K2 &EER",
"timeout_mins": S£E¥ QI EBAY AT a],
"worker_instance_type": "WorkerS2fFIiI&",
"login_password": "Ti sASSHEREH",
"num_of_nodes": "Worker¥5 £ 1"

}

i) 7 45 52

{
"cluster_id": "c61cf530524474386a7ab5alc192a0d57",
"request_id": "348D4C9C-9105-4A1B-A86E-B58F0F875575",
"task_id": "T-5ad724ab94a2b109e8000004"

}

2.6. _INBE A LH

RMEBLHIBIER., BAN APIHER, B0 2555 Ar 22,
EHE

Swarm ££8£#] Kubernetes £2%,

API 355K I Rz

BERER

aliyun cs POST /clusters/<cluster_id>/attach --header "Content-Type=application/json" --body "$(cat attac

h.json)"

SR

16
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BHEkS F&ER-E

e -—header FEHE Content-Type A application/fson,

e -body REXRXLMRSIHE body RE, TJLUANAMNHEZER, FEESHREYSONE,

HRBM TR,

"password": "ECS #12§ SSH ZH3",

"instances": "ECS ffl¥k4A",

"ecs_image_id": "$¥& ID",

"release_eip_flag": "@E % EE LB AL E MG ER EIP"

0 iz 45 R

{
"list": [
{
"code": "200",
"instanceld": "i-2zee3oiwcyoz7kwdo8bt",
"message": "successful"

b
{

"code": "200",
"instanceld": "i-2ze0lgm3y6iylcbtcypf",
"message": "successful"

}

1,
"task_id": "T-5a544aff80282e39ea000039"

}

2.7. BIREHATR

RIBERE D, URTR P NESREBDPBRTR. BEN APIHER, S0 2555 AP 25,
EHER

Swarm 52%,

API 355K i) j

BXRIERX

aliyun cs DELETE /clusters/<cluster_id>/ip/<ip>?releaselnstance=true

SHORA:

e releaselnstance IRE#&RT R R ERK ECS,
0 Bz 45 R

o

2.8. BEFERBIIE

attach.json

> MA4RRA: 20211028
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FR{ERE-EY CL{ERSERS Bk

EEBRXFINE TGRSR, BEN APIHER, 20 22E5 AP 25,

AP35 3K I ji
EXRER

aliyun cs GET /images

0 R 5 R
{
"<RegionID>": {
"items": [
{

"text": "<ImageName>",
"value": "<ImagelD>"

b
{

"text": "<ImageName>",
"value": "<ImagelD>"
}
]
}
}

29. EHETR

EESEPNENT R, BANAPIHER, BT 2505 AP
iEHEE

Swarm &2,

API35 K I

BRIERX

W
e

aliyun cs POST /clusters/<cluster_id>/instances/<instance_id>/reset --header "Content-Type=application/js
on" --body "$(cat reset.json)"

SRR
e _header EEIETE Content-Type A application/json,

o -body RELREXLRSZIHN body BB, TIPAMNAEEE, TEEBFMATJSONIEL, reset.json
BRBW TR,

{

"password": "ECS #1828 SSH 3",

"ecs_image_id": "$%1& ID",

"release_eip_flag": "B E R EE LM E TR SR EIP"
}
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BERS FRIEm-EIT CL{ERASERS

I Bz 45 R
{
"cluster_id": "c61cf530524474386a7ab5alc192a0d57",
"request_id": "348D4C9C-9105-4A1B-A86E-B58F0F875575",

"task_id": "T-5ad724ab94a2b109e8000004"
}

2.10. MBREEBESCHI

RIBERE ID, WIRERLH, HBRBEMAETRER. BRI APIHER, B0 2555 APl
& F e E
Swarm 875 Kubernetes &8¢,

API & 3K Iy fi
ERER

W
e

aliyun cs DELETE /clusters/<cluster_id>

M) Rz 45 2R
o

2.11. SRENEEEFIEH

RIBEEE D, REVERITEHEA. BIEN AP, B0 2255 AP
1& 5B E

Swarm &2,

AP & 3K I iz

R

W
R

aliyun cs GET /clusters/<cluster_id>/certs

) Rz 5 2R
{

"ca": "string",

"cert": "string",

"key": "string"
}
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FEREER- A AETR BHRS

3. ARETH

3.1. ECS Driver &4}

Docker Machine E— NI U A X EEE CAM BN 3 = RSIEHENES LA Docker B1THEN
HMNATIE, FEZ ECS Driver 2%F Docker Machine B9 &, AKX 7 EME ZFE T Docker iZTHE
HEE, RAMBFETHFLRESES M Docker 41,

1&3d Docker Machine #1fia] £ = ECS Driver #8o] DA :

o BURGE

BEERNTERE, BHMUUERNER EBMEIE Docker EMIKE, 3E Docker EEE,
o H—KIE

A% —i833 Docker Machine TEEE =imFAH: Docker EH1.
o THEERK

MAEZREE Hb, MEZRRRSEEENR, RETENIRALGRE, REFLNEEIRPHNLE
28,

WMEREEST ECS Driver T E5I11&2%, TTUAM GitHub EIERBUEATEH %1% E & ECS Driver i Docker
Machine,

Huik: https://github.com/denverdino/docker-machine-driver-aliyunecs

3.2. &A%
Z % Docker Machine

EREBENER L% Docker FF 2 T E%E, X2 Docker WTESE, €57 Docker Engine, Docker Machine
E—RIIH,

MRBEBERMZE Docker Machine, TJASEE HHREXH Install Docker Machine,

3REX ECS Driver
RO AEE T H A E = ECS Driver ®iFLE R, LATRATILARE S Docker Machine 0.5 R ESIRAE R
e Windows 64 bit: docker-machine-driver-aliyunecs windows-amd64.tgz

e Linux 64 bit: docker-machine-driver-aliyunecs_linux-amd64.tgz

e Mac OSX 64 bit: docker-machine-driver-aliyunecs_darwin-amdé4.tgz

L% ECS Driver

Docker Machine &3k ECS Driver B binary ZER& 42 (A Mac OSX A, #E S$SPATH GSEKKER) T,
KR BA docker-machine-driver-aliyunecs FMMATIIREN T, X4 Docker Machine o] LAE #1510
EN

Mac OSX TZEmSESLHZE 4 ECS Driver 89 binary # M2 T /usr/local/bin BR T, Mac OSX TH&H<
MR
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BRS FERER-ALETR

mkdir docker-machine

# Download and unzip Aliyun ECS driver

curl-L https://docker-machine-drivers.oss-cn-beijing.aliyuncs.com/docker-machine-driver-aliyunecs_darwi
n-amd64.tgz > driver-aliyunecs.tgz && tar xzvf driver-aliyunecs.tgz -C docker-machine && rm driver-aliyunec
s.tgz

mv docker-machine/bin/* /usr/local/bin

mv /usr/local/bin/docker-machine-driver-aliyunecs.darwin-amd64 /usr/local/bin/docker-machine-driver-aliy
unecs && chmod +x /usr/local/bin/docker-machine-driver-aliyunecs

3.3. A

EEXREEE
BUREFHELEE, G Docker Machine 42T RBEMINSY. KETBNSERENTH

export DEBUG=true

export ECS_ACCESS_KEY_ID=<your_access_key_id>

export ECS_ACCESS_KEY_SECRET=<your_access_key_secret>

export ECS_REGION=<your_ecs_region>

export ECS_SSH_PASSWORD=<your_ssh_password>

export MACHINE_DOCKER_INSTALL_URL= http://acs-public-mirror.oss-cn-hangzhou.aliyuncs.com/docker-e
ngine/internet

# Optional for VPC only

export ECS_VPC_ID=<your_vpc_id>

export ECS_VSWITCH_ID=<your_vswitchid>

@ 88

e ECS_REGION E&RH ECS SLHIR9Hbi, 420, cn-beiing, cn-hangzhou, cn-gingdao,

e ECS_SSH_PASSWORD ZM&EZRIEER ECS #1588 SSHERNZMH, ZHUUER 8~30 M F
fF, PARNEEUT=RZR (K/NEZE. HZNEHRFAS), BEAZFRIBT (\) X
515 (") . HEEESN ECS LAY X304,

e BF Docker Engine B9E 7 repo ZEE R MIEEFEE, BEEY MACHINE_DOCKER INSTALL
URL RET =R BN EARARE=E RIS SN, E0EYEBETIEESHI Error Crea
ting machine: Error running provisioning: error installing docker ZHEIR, EERE=AM, Tf
PUEF http://acs-public-mirror.oss-cn-hangzhou.aliyuncs.com/docker-engine/intranet g5
Docker Engine B E451%.,

o WRGH VPCHEXEE, EAERE ECS VPC ID ] ECS_VSWITCH_ID XENHEZE. M
BB VPCHXKS, BHRFREHEIN ECS_REGION i35 VPCHEE.,

{8 ECS Driver glIZ MR ECS #1385
EEIKELTSR, KBASHERREZSRIAMIALLT .
WO LMERLA TS IEZ—&% B Docker IREEHY ECS LI,

docker-machine create -d aliyunecs dev1l
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F&iERE- Bk

B SR TR,

$ docker-machine create -d aliyunecs devl

Running pre-create checks...

Creating machine...

Waiting for machine to be running, this may take a few minutes...
Machine is running, waiting for SSH to be available...

Detecting operating system of created instance...

Provisioning created instance...

Copying certs to the local machine directory...

Copying certs to the remote machine...

Setting Docker configuration on the remote daemon...

To see how to connect Docker to this machine, run: docker-machine env devl

BT LAE R docker-machine ls S5 EE GBI E S Docker RIS HIIE R,

$ docker-machine ls
NAME ACTIVE DRIVER STATE URL SWARM
devl - aliyunecs Running  tcp://1.2.7.2:9376

#Ro]LAE R docker-machine kill &85 IEANEE, HEEVSRIRE.

$ docker-machine kill devl

$ docker-machine s

NAME ACTIVE DRIVER STATE URL SWARM
devl - aliyunecs Stopped tcp://1.2.7.2:9376

&I LAE R docker-machine rm s S HIBRLLALES (HTIPARESIEN B ERIRNEE) , HEEVNSER,

$ docker-machine rm devl

Successfully removed dev1l

$ docker-machine ls

NAME ACTIVE DRIVER STATE URL SWARM

¥ % docker-machine ST AESEERH o

3.4. XFHWISH

DJLMERIN T L RERAA T RENEESH,

docker-machine create -d aliyunecs

ECS Driver XIFMEN G SEHU TR (5% ) .
e --aliyunecs-access-key-id: WECSE, FIEZ ECS API ) AccessKey ID,  (FJE = AccessKey ID BRIAfE
BrEL 8 BHIECS_ACCESS_KEY_ID, )

e --aliyunecs-access-key-secret : WWEZS %, FIE = ECS API 8 AccessKey Secret, (FIE = AccessKey
Secret BAERIRELZ S EMIECS_ACCESS_KEY_SECRET, )

e --aliyunecs-disk-size: /var/lib/docker B R THISIERZ K/ (BAI: GB) ,
e --aliyunecs-tag: ECS SLAIBIAFE (tag) .
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FaRiEm- T AETR

--aliyunecs-vpc-id: REMEEN N VPCHIME, AEBEEZSE. FAXEIE ECS S£HIH VPCID,

--aliyunecs-vswitch-id: REMEEN A VPCHIRR, A HEREIZSH . FXREIE ECS LHI1AY VSwitch
D,

e --aliyunecs-zone: AR EIFE ECS SEAIMTTAK,
LB ESHEENMELRN ECS M APIBE—EN T, tJLAESF ECS & APl 31y,
R D] LAY BIFIE—T Alibaba Cloud CLI, R CUTRAGEAG<SITS ECS E#EXRE,
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F R Swarm APIZ#E BEERE

4.Swarm API&%
4.1. f&GH

RO LME R AN A E9 API XY B 2RSS EITHXKIRIE,

@ 38 EREEERXEEON, BEXNTRTIRRSHE. EAMIKESR.

ANiBE

RiE thxZ L)
WA ER, —NERUMUNES

Cluster =i AR

Node v BNAREHPINE—NTR, B

e A% ECS S,

—NEFNNATUHSMNRSES

Project N Ak, RERNEBATEREE—
PR

Service P —HETHRBEGNREEXNE

7 8, ER—NIEENMRS.
Container P Docker B8z fTHISLHI,

4.2. APl §LiR

BRERSH APIEZ D H3NERS

o SERIEEIEN

o NWAHEEED

o fKZS

EHEEEN

FHRRFREETLEHATFEHSENED, FIWCIEER. HRERS,

ERESEEONE:
API E::pu
GetClusterList EEMBEELA
CreateCluster elfE=S 3y
DeleteCluster 1 pREE B ST
GetClusterByld EEEHLH
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FRIEE-Swarm APIZ#E

API

GetClusterCerts

UpdateClusterSizeByld

R EEED

MAEEIRMT Docker Remote API EREDO ., ETTLUMRIAIEEA Docker Engine —#, #B{ERHI Docker

&R
MAEEEOZIXR:

API

List Projects
Create project
Retrieve project
Start project
Stop project
Kill project
Update project
Delete project
List Services
Retrieve service
Start service
Stop service
Kill service
Scale service
Create volume
View volume
List volumes

Delete volume

fil & =%

i

REVEEEHIET

EHERTRYE

R

EEMALATIE

BN A SEA)

EE N AH

JE 5 N FA SEB)

S 1E R FASEB)

£ )& N7 F Sl

SRR FSER)

B B Rz A ST 451

BEERSIHTIE

EERS XA

BaARSLA

F1EARSS LA

RIERRSS LA

BGERR S5 LB

tIRKES

EEHES

EEHESTIE

HBREIES

R REARRSRUNEGEREMHBITIFEMEN AP, ELSHFAFEREL 0o,
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FRIEM-Swarm APIZ#E

R E =

o APIERSM
e APIExplorer
o APIEFIRDI

4.3. BHFAE

KAEE B
2015-12-15 F—IRMEE
2016-02-04 IR AMEXEA
AY
4.4. IRE&FE
kuL,\

Bl d (Launching)
1479 (Running)
BIZKM (Failed)

Bait (Starting)
{Z1k4 (Stopping)

=1t (Stopped)

EZ P (Restarting)
FZd (Updating)
ERMETED (Scaling)
ik (Deleting)

EMER (Deleted)

4.5. EEAPIARAR
4.5.1. R

8

RETSEHEENERNED

RETNAEENERED

i8R

EREEHBENNZRIR

EREREET

ERHRBERREREAN

ERIEHER

ERIEAEFILET

ERFILEST

EHIEEER

ERTFHRIRS IR AR A

TEEENTRIE

IEFEMIPREEES

EEREMIPRALTI

XERIRS APHEORNAAREIT M ERRS APIBIRSIHMIEA X HTTP IR, HRREDRBEBRD
MAENIERSHRTRE, RIBBEROLEER, RASROLGES

26
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anRE FFRIERS-Swarm APIEE
3. RE%
4. ZANH

4.5.2. EREH

PR 55 b 31k

B =B 2SARSHI Open APHEAMNE A cs.aliyuncs.com,

S PMY

FIF@ET HTTP 2 HTTPS BEMRTIEKRIEF, ATHREBESNZ M, HERER HTTPS BEAEEK,

BKRAE

{EF HTTP 8 PUT. POST. GET. DELETE % HTTP Method RKXAREHIER,

ERESH
SMEROTELSALERSYNETRERBENERSH.
R

BRREELERBER UTF-8 FHEMTHB.

4.5.3. nHEESH

NHERLE
AEERSYRIEEMENNBEEADNERSH.

SHAER i8R
BATFHIFE RS E M RIAFER,
Authorization =] AccessKeyId:Signature i
.

RFC 2616 EXH HTTP EKRKHAE
Content-Length _
KE,

RFC 2616 HEMH HTTP ERKAA

Content-Type
HT TP ¥MYE AR89 128-bit MD5 #
HI{EE R BASE6S RIBHIER, A
THLLFREIEREENR, BIMAEIE
KEBMINZER

Content-MD5

BEREEE, BRTRSE GMT
#%HX., MEE MNS B9IRS R0 E R
BERBIE 15 N HPIEIRE A KIEK
|37

Date

Required

Required

Required

Required

Required
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FRIEM-Swarm APIZ#E

SHER iEA T
518 Host 1&, 4l .

Host w: diku.aliyuncs.com, Required
BEFRHHENREERE, X5

Accept application/json % Required
application/xml,

) APIIRAS ., BRIRASA 2015- .
X-acs-version Required
12-15,

i (Region) #5892 ECS SLHIER
x-acs-region-id ENNENE. BEHAERSL Required

9 1 A ] ECS T8 8] Pl 31 .

.

HE—BEYLE, BTFRLENEERIX
X-acs-signature-nonce &, BEARBEKRBDEERAARDNE  Required

HEIE,

i3 =3 _

x-acs-signature-method APEET, BRIAS HUAC Required

SHAT,

=Bl

GET /clusters HTTP/1.1
Host: cs.aliyuncs.com
Accept: application/json

User-Agent: cs-sdk-python/0.0.1 (Darwin/15.2.0/x86_64;2.7.10)
x-acs-signature-nonce: f63659d4-10ac-483b-99da-ea8fde6leae3

Authorization: acs <yourAccessKeyld>:<yourSignature>
x-acs-signature-version: 1.0

Date: Wed, 16 Dec 2015 11:18:47 GMT
x-acs-signature-method: HMAC-SHA1

Content-Type: application/json;charset=utf-8
X-Acs-Region-Id: cn-beijing

Content-Length: 0

A 3R [E] 3L 5B

BRENSIEDARBER, TERBEE, RRHRE—

Bl
XML 7481 -

<?xmlversion="1.0" encoding="UTF-8"?>
<|-ZERWIBLER-->

<#&O&#F+Response>

| <!—iR[EERIFE-->

| <Requestld>4C467B38-3910-447D-87BC-AC049166F216</Requestid>

| <!—iR[EILEREIE-->
</#EZO & +Response>

NHE—IRAE Requestid,

28
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BERS FERIgE- Swarm API&#

JSON /=41 :
{
"Requestld": "4C467B38-3910-447D-87BC-AC049166F216"
[* REIZEREIE */
}

4.5.4. RO &8

BE APIREZEREOHIEEAAE—ER., IREIN HTTPIRSER 2xx , KFFBAKY; REH HTTP RS
BA 4xx = 5xx , KRFFAEEY. AERINREINEHIEEREES XMLA] JSON Fft, JMIRFTTUE
BERMENSEKGEIREINEIEER, BIAA XMLIER,

ATETFHEE, AXEPHRERAMTERICLE, ERROSEREREHRT. FHFLEDN,

4.5.5. FZ &l

T ZHH5% 83

Access Key ID #] Access Key Secret 2R E A MALHITE (SJLABERMEZEAMISRENEE) |
Hrh Access Key ID B F4RiRIAIEZ NS4 ; Access Key Secret EHF MBS EZFRARSBIHRITSHZ
FREMZH, DRTRERE, RERNEMBAFRME,

ARBESESTEMHANERETRIE, SPORRRJERNER, BEFETERTEIES
(Signature) 58, B8RS EI1IEA Access Key ID 1 Access Key Secret #4733 #RINZ2 B9 75 3% R I8 E 15
KPWEEESH . NMRITEHRNEIEBREN—HFENARNZERZEERN,; SN, BRRSEIELLE

XORiEK, FHIRE HTTP 403 $51%,
B P OILATE HTTP &R 12 11#E4R (Authorization) B Head REEEZEE, RPXMNMEEEHIZN,
BRBESEREZSZEETE HTTP Header b, &4  Authorization: acs [Access Key Id]:[Signature] ,

Signature BIHEHENT:

Signature = base64(hmac-shal(VERB + "\n"
+ACCEPT +"\n" +
+ Content-MD5 + "\n"
+ Content-Type +"\n"
+Date +"\n"
+ CanonicalizedHeaders + "\n"
+ CanonicalizedResource))

e VERB %X7x HTTP 8 Method, HLIIRFIE PUT .

o Accept BEFIHFENIREEZR, 2§ application/json #1 application/xml,

e Content-MD5 FERIERNBEHIER MD5 H,

e Content-Type FRBERABHIZEE,

e Date F/RILIIZENME, RENE, BEIRIHE GMT K, WRIEKES CAS REBHEHEER
T 1554, CAS SHIFIIERAREE, FHiRE 400 £iR, EiRERREIREIENARIE 5 549, b
RBIFH Thu,17 Mar 2012 18:49:58 GMT

e CanonicalizedHeaders /< HTTP )l x-acs- FEAHNFRAS.

® CanonicalizedResource /= HTTP i KERH UR (F—FREIRIRFF). LLURBIDEY /clusters?name
=my-clusters&resource=new ,
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FEIgE- Swarm APIZ# BERS

@ 8  CanonicalizedHeaders (BNl x-acs- FFSLEY header) A ERIFHEEFA U TRE:

1. BFrEPL xacs- FHEIBH HTTP ERLNZZHEME/NEFZE, LA X-ACS-Meta-Name: TaoBao
¥4 x-acs-meta-name:TaoBao , IEZMTEIFERLNZFER/NERBEN, BEWNEIERNE,

2. ME—ANAAHBRLINER IR, WFEBLEEPH t . \n o \r . \f ORF, BEBBRIEX
FANZE,

3. BE—HBEWAE HTTP MESHELRRBFHEFHITHFHET.

4. MIBRERSLFINE Z 817 0= R i s B BE@ =48, tEI¥E  x-acs-meta-name: TaoBao,Alipay #41% 5
x-acs-meta-name:TaoBao,Alipay .

5. BFAEWMLMAEHE \n NRFNREHMEEN CanonicalizedHeaders

@ B CanonicalizedResource BIfETIM3E: CanonicalizedResource EREFIBE A ERHM
Bk, FEEFERM qurey —RIIRBFHRE, WNEIXHTIHIL & ANRHRERFERERSS
( ? BEHEABZE) .

http://cs.aliyuncs.com/clusters?name=my-clusters&resource=new

CanonicalizedResource [iZA:

/clusters?name=my-clusters&resource=new

o=
TR
EEIEEZR), TRINSHSE,

RPIER B accessKeyld #] accessKeySecret 358 access_key_id F1 access_key_secret , HEFRER
HCH OpenAPIEARRF, RUETEXMRANMES, ZECHMELERMRGIER.

BERERBEIT:

POST http://cs.aliyuncs.com/clusters?paraml=valuel&param2=value2 HTTP/1.1
Accept-Encoding: identity

Content-Length: 210

Content-MD5: 6U4ALMKKSjOPYbeQSHqgmA==

x-acs-version: 2015-12-15

Accept: application/json

User-Agent: cs-sdk-python/0.0.1 (Darwin/15.2.0/x86_64;2.7.10)
x-acs-signature-nonce: fbf6909a-93a5-45d3-8b1c-3e03a7916799
x-acs-signature-version: 1.0

Date: Wed, 16 Dec 2015 12:20:18 GMT

x-acs-signature-method: HMAC-SHA1

Content-Type: application/json;charset=utf-8

X-Acs-Region-Id: cn-beijing

Authorization: acs access_key_id:/ZmVIMDNKkNDA1ZTQyMWViYWY1MTRhZGVjODgxMDM4YzRiMzEzNTg0ZA=

{"password": "JustStest","instance_type": "ecs.m2.medium","name": "my-test-cluster-97082734","size": 1,
"network_mode": "classic","data_disk_category": "cloud","data_disk_size": 10,"ecs_image_id": "m-253llee
3[“}
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BRAELRE
it& Content-Length #] Content-MD5

Content-Length : body AEHIKE,
@ #88 R body BALRE S EABATH

body: {"password": "JustStest","instance_type": "ecs.m2.medium","name": "my-test-cluster-97082734","si
ze": 1,"network_mode": "classic","data_disk_category": "cloud","data_disk_size": 10,"ecs_image_id": "m-2
53llee3l"}

Content-Length: 210

Content-MD5 : MD5 BJit&E 72,

body: {"password": "JustStest","instance_type": "ecs.m2.medium","name": "my-test-cluster-97082734","si
ze": 1,"network_mode": "classic","data_disk_category": "cloud","data_disk_size": 10,"ecs_image_id": "m-2
53llee3l"}

# 118 body B9 md5 &

md5(body): €94e002cc90a4a3d0f61b790487aa098

#1& md5 EERURFHHAE, & md5 PREFHENHERGCEH, BEAI—1FT,

#f%0: €e9->11111111111111111111111111101001 ->-23

bytes(md5(body)): {[-23], [78], [0], [44], [-55], [10], [74], [61], [15], [97], [- 73], [-112], [72], [122], [-96], [-104]}

# BRINFTHHAMB— base6s Fifk

base64(bytes(md5(body))): 6UAALMKKSjOPYbeQSHgqgmA==

Content-MD5: 6U4ALMKKSjOPYbeQSHqgmA==

4bT8  CanonicalizedHeaders

#EFIELL ‘x-acs-’ FFRBYSLERFIHSK

x-acs-version: 2015-12-15

x-acs-signature-nonce: ca480402-7689-43ba-acc4-4d2013d9d8d4
x-acs-signature-version: 1.0

x-acs-signature-method: HMAC-SHA1

X-Acs-Region-Id: cn-beijing

#RERBFEHNG, EES—ITEENTN, HREFHRR#HITHIF. BEREREMNAS 2852 R minH AT
fAI=1&,

#AR RE—1TRERITN.

x-acs-region-id:cn-beijing

x-acs-signature-method:HMAC-SHA1
x-acs-signature-nonce:fbf6909a-93a5-45d3-8b1c-3e03a7916799
x-acs-signature-version:1.0

x-acs-version:2015-12-15

1+& CanonicalizedResource

RFI1BF B CanonicalizedResource, KEMNIZA 27,
@ 388 F—FFRE— \n BBRTH.

[clusters?paraml=valuel&param2=value2
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& Signature

‘A% SignatureString . REIFHMEXZFBENEKERN 307, REE—1TH, B—TFTEHE—D n B
HITHR

POST

application/json
6U4ALMkKSjOPYbeQSHqgmA==
application/json;charset=utf-8

Wed, 16 Dec 2015 12:20:18 GMT
x-acs-region-id:cn-beijing
x-acs-signature-method:HMAC-SHA1
x-acs-signature-nonce:fbf6909a-93a5-45d3-8b1c-3e03a7916799
x-acs-signature-version:1.0
x-acs-version:2015-12-15
/clusters?paraml=valuel&param2=value2

& Signature

# £ accessKeySecret KM MFFFFRFITING , HAPRFIGERER accessKeySecret 2 access_key_secret,
hmac-shal(SignatureString): fee03d405e421ebaf514adec881038c4b313584d

# ZE{LF Content-MD5 MIHEA R, FFEIRIMZERBIEMREF TTEAE.

# BIREIMNFERTEAM—1 base6s i, FEREHNER S,

base64(bytes(hmac-shal(SignatureString))): ZmVIMDNKNDA1ZTQyMWViYWY1MTRhZGVjODgxMDM4YzRiMzE
ZNTg0ZA==

Signature: ZmVIMDNKNDA1ZTQyMWViYWY1IMTRhZGVjODgxMDM4YzRiMzEzNTg0ZA==

SThL
Z-PLALNLE, FN—EEMLEER, REMME HTTP ERUW TR

POST http://cs.aliyuncs.com/clusters?paraml=valuel&param2=value2 HTTP/1.1
Accept-Encoding: identity

Content-Length: 210

Content-MD5: 6U4ALMKKSjOPYbeQSHgqgmA==

x-acs-version: 2015-12-15

Accept: application/json

User-Agent: cs-sdk-python/0.0.1 (Darwin/15.2.0/x86_64;2.7.10)
x-acs-signature-nonce: fbf6909a-93a5-45d3-8b1c-3e03a7916799
x-acs-signature-version: 1.0

Date: Wed, 16 Dec 2015 12:20:18 GMT

x-acs-signature-method: HMAC-SHA1

Content-Type: application/json;charset=utf-8

X-Acs-Region-Id: cn-beijing

Authorization: acs access_key_id:/ZmVIMDNKNDA1ZTQyMWViYWY1MTRhZGVjODgxMDM4YzRiMzEzNTg0ZA=

{"password": "JustStest","instance_type": "ecs.m2.medium","name": "my-test-cluster-97082734","size": 1,
"network_mode": "classic","data_disk_category": "cloud","data_disk_size": 10,"ecs_image_id": "m-253llee
3["}

4.6. EEBEAPIFIE
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4.6.1. FRINEEIER

RIEERE D, REVEBMEDRER. [/ Docker Client IR{EERN, FEMERIZEPHTIHD. ES1EH

E8, 80 & Docker T Bz,

BEXRER
&K 1T RequestLine

GET /clusters/{cluster_id}/certs HTTP/1.1

FRITEH URI Param

B ESid]
cluster_id string

$%A15K 3L RequestHead
I, BEE NHiERLE,
B K& RequestBody

x

REER
iR [E14T ResponseLine

HTTP/1.1 200 OK
AR [E 3L ResponseHead

I, BBE NHiRELE,

iR [B]4k ResponseBody

{

"Ca": "Stl’ing",

"cert": "string",

llkeyll: Ilstringll
}

IR [B] 44 fig AT

&’ %
Ca string
cert string
key string

N

ol

alil

iy

%ﬁ

EBID

it

[

INENUASESR, ca.pem
RPARIER, cert.pem

BFFABIER, key.pem
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BHRRB

GET /clusters/Cccfd68c474454665ace07efce924f75f/certs HTTP/1.1

<QFHIFERK>

IR Bl 7R B

HTTP/1.1 200 OK
<AHIPRISE>
{
"ca":"----- BEGINCERTIFICATE

"cert": "-----BEGINCERTIFICATE-----
"key": "-----BEGINRSAPRIVATEKEY-

=

1N

.6.2. EEMBEELH

\n",

EELRAERSZRESPEIENEFEER (E1E Swarm ] Kubernetes &2%),

&K 1T RequestLine

GET /clusters HTTP/1.1

¥HE KL RequestHead
T, BEE NHiERLE,
&3R4k RequestBody

x

REER

i& [@47 ResponselLine
HTTP/1.1200 OK

83ROk ResponseHead

X, BEE NHEE L,

iR [Bl4k ResponseBody

\n",

34
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[
{
"agent_version": "string",
"cluster_id": "string",
"created": "datetime",
"external_loadbalancer_id": "string",
"master_url": "string",
"name": "string",
"network_mode": "string",
"region_id": "string",
"security_group_id": "string",
"size": "numbers",
"state": "string",
"updated": "datetime",
"vpc_id": "string",
"vswitch_id": "string"
}
]
R B R R
Cluster B94& =
B £t} b
agent_version string Agent JRAS,
cluster_id String B ID, EFNE—IRN,
created string ERNCIENE,
external_loadbalancer_id String ERAHIIERSH D,
£E8f Master #ifib, ETTLUEIS Z M
master url strin b1l 3 i‘fﬁﬂﬁ%ﬁiﬁ THXEE, BES
- ¢ WMER, B iE1 Docker THIE
R,
name string EEHER, HEECIREHNERE,
EETEFPTE—,
network_mode String EBMEER (VPC WL vpc) ,
region_id String SEEEFTEMEL D,
security_group_id String Z24E 1D,
size String TR,
state String SRS, BESFEER, 20 &
BNETAR.
updated string /g EHEE,
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B Eid] R
vpc_id string VPC ID,

vswitch_id string VSwitch ID,

N
& SRR

GET /clusters HTTP/1.1
<AAtER>

iR B 7R B

HTTP/1.1200 OK

<R L>

[

{

"agent_version": "0.5-e56dab3",
"cluster_id": "c978ca3eaacd3409a9437db07598f1f69",
"created": "2015-12-11T03:52:40Z",
"external_loadbalancer_id": "1518f2b7e4c-cn-beijing-btc-a01",
"master_url": "https://182.92.245.56:17589",
"name": "my-python-cluster-039de960",
"network_mode": "vpc",
"region_id": "cn-beijing",
"security_group_id": "sg-25yqjuxhz",
"size": 5,
"state": "running",
"updated": "2015-12-15T15:01:58Z",
"vpc_id":"",
"vswitch_id":""

"agent_version": "0.5-e56dab3",

"cluster_id": "c1eb19e0093204cbb86c3a80334d2129e",
"created": "2015-12-15T14:26:58Z",
"external_loadbalancer_id": "151a6099del-cn-beijing-btc-a01",
"master_url": "https://182.92.245.56:11905",

"name": "my-test-cluster-002b3f3d",
"network_mode": "vpc",

"region_id": "cn-beijing",

"security_group_id": "sg-25rg2wsof",

"size": 1,

"state": "running",

"updated": "2015-12-15T14:43:55Z",

"vpc_id":"",

"vswitch_id": ""
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4.6.3. Gl EEHH

IE— DRSS, AMEEEHENT R,

BRER
&K 4T RequestLine

POST /clusters HTTP/1.1

FRITEH URI Param

%

¥%BHE KL RequestHead

%, BEE NHERLE,

B 3K 4k RequestBody

"subnet_cidr": "A28MEL, #01172.28.1.0/24",

"need_slb": "EEEESIRERN L EHIYE",

"release_eip_flag": "B E R EEL I E TR GREREIP"

{
"password": "ECSELfflrootHREIZ",
"region_id": "RegionID",
"instance_type": "S2f5IIE",
unamen: ll%ﬁgﬂ(ll’
||size": ""ﬁéﬁ"’
"network_mode": "vpc",
"vpc_id": "VPC_ID",
"vswitch_id": "3ZIEANID",
"data_disk_category": "RFEBIR",
"data_disk_size": "RZE A",
"ecs_image_id": "1Z1FRATER",
"io_optimized": "@&F 101",
"rds_instances": "RDS 323 ID"

}

BREBE

B

name

size

instance_type

E
iz

string

int

string

7

ASSS
p=

el

il

i

iR

EHEM, EEBRULUME
ARNERXFE, F
X, #F. 9%,

EB ECS TEHME.
ECS Mt X BB, FF

HHRER, B0 EOIME
o
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B

network_mode

subnet_cidr

vpc_id

vswitch_id

password

data_disk_category

data_disk_size

ecs_image_id

io_optimized

need slb

release_eip_flag

rds_instances

ecs_image_id 5 &

BEENY =5%/4575)% KRB ecs_image_id 5%, R

RBHBRUTES:

string

string

string

string

string

string

number

string

string

bool

bool

array

o B{EZ%: Ubuntu, CentOS,

#R

N

7

9—5}

i

Jal

il

il

i

el

il

oJiE

aJiE

iy

P

ERMEEL (VPC W
#%: vpc) , BRI
VPC M4,

EEBETT A5 P B W 4% 3t ik
B, fl

W: 792.168.24.0/22,
RENEENX A vpc BB
&, 7TEEREBEZFE,

VPC W% ID, ABEMEE
XA vpc NEHE, A7 HFE
WEBZFE.,

VPC MR, ID, R
BEMLEELL R vpe BT
&, 7HBEREBEZER.

root kS,

ECS ERM#ERRE, &
ZHAER, BN HET

£x.

TREZ#HERN,

ECS EABNERSER D,
20 EWHEHRIIE AP

1R4E ECS SLHIFLN R
E. BUEAR none &
optimized, BT BHIX
X VPC W%, BIUEAN
optimized,

EERTERERRIAN
BB H SLB, BRiAA

true,

BEEREHERERK
EIP, EIAA false,

EEEERE ECS A8 P
ANEI RDS BB EE,

EEETEXERN ECS HI80 1D, EERIF ECS

38
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e Linux Kernel version = 3.18, FF3z#F overlayfs LA overlay network,
o FEROMBR /etc/docker/key.json 44,

AEIE RS

i& [6 7 ResponselLine

HTTP/1.1 202 Accepted

83RO L ResponseHead
I, BEE NHiREELE,

iR B4k ResponseBody

{
"cluster_id":"string",
"request_id":"string",
"task_id":"string"

}

ZR]l
& R B

POST /clusters HTTP/1.1

<pHIFRL>

{
"password": "TestPwd124",
"region_id": "cn-beijing",
"instance_type": "ecs.nl.small",
"name": "my-test-cluster",
"size": 1,
"network_mode": "vpc",
"vpc_id":"vpc-xxxx",
"vswitch_id":"vsw-xxxx",
"subnet_cidr":"172.28.1.0/24",
"data_disk_category": "cloud_ssd",
"data_disk_size": 40,
"need_slb":true,
"ecs_image_id":"centos_7_04_64_20G_alibase_201701015",
"io_optimized":"true",
"release_eip_flag":false

IR [ 7 Y

> MA4RRA: 20211028 39


https://help.aliyun.com/document_detail/26049.html#reference-xjf-nnd-xdb/section-qdv-4nd-xdb

FRIEM-Swarm APIZ#E

HTTP/1.1 202 Accepted
<A RZ k>
{
"cluster_id": "cb95aa626a47740afbf6aa099b650d7ce",

"request_id": "687C5BAA-D103-4993-884B-C35E4314A1E1",
"task_id": "T-5a54309c80282e39ea00002f"

}

4.6.4. MBREESLH

RIBERE D, MIRERSLA), FRRERFET KR,
BERER

i5 3K 1T RequestLine

DELETE /clusters/{cluster_id} HTTP/1.1

& KITZ % URI Param

B it EBRR
cluster_id string =

¥%BE KL RequestHead
X, BSE NHERLE,

B 3K & RequestBody

.

REER

i& [0 7 ResponselLine

HTTP/1.1 202 Accepted

AR [O L ResponseHead
T, BEE NHRELE,

iR B4k ResponseBody

%

o]l
& R

DELETE /clusters/Cccfd68c474454665ace07efce924f75f HTTP/1.1
<nHIFRL>

iR [ 7R

[

BID

40
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HTTP/1.1 202 Accepted
<AHIRSL>

4.6.5. EHEELH

RiBEE D, SEERNEMER,
BEXRER

153K 4T RequestLine

GET /clusters/{cluster_id} HTTP/1.1

EKITSH URI Param

BiR e} 25N iR
cluster _id string B £E D

¥ BB KL RequestHead
T, BEE N HiERLE,
&KX RequestBody

I

REER
iR [6117 Responseline

HTTP/1.1200 OK

%¥#5& [ 3k ResponseHead
I, BEE NHiRELE,

iR B4k ResponseBody
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{
"agent_version": "string",
"cluster_id": "string",
"created": "datetime",
"external_loadbalancer_id": "string",
"master_url": "string",
"name": "string",
"network_mode": "string",
"region_id": "string",
"security_group_id": "string",
"size": "numbers",
"state": "string",
"updated": "datetime",
"vpc_id": "string",
"vswitch_id": "string"
}
REARE
Cluster B91& =
B B3] iR
agent_version string Agent lRAEAS,
cluster_id String &8 D, EHNE—IRR,
created string ERNCIENE.,
external_loadbalancer _id String SRR FHIERSH D,
€8 Master Hhlit, ROTLUENT %
master url strin HHER TN ERHTHEXRE, B2
- d WMAER, BB Docker THE
R,
hame string EHER, HETREMNIEE,
EETHEFTHE—,
network mode Strin ERMEEL (REML: classic,
_ 9 VPC W% vpc)
region_id String BTN D,
security_group_id String Z24E 1D,
size String TR,
ctate String EHRE, BESFAEER, 20 &
BNEmAS.
updated string =EEMEE,
vpc_id string VPC ID,
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B Eid) iR
vswitch_id string VSwitch ID,
B
BRRH

GET /clusters/C5b5e80b0b64a4bf6939d2d8fbbc5ded7 HTTP/1.1
<QHEFRL>

R [l 7R 6

HTTP/1.1 200 Ok
<Rz k>
{
"agent_version": "0.5-e56dab3",
"cluster_id": "c978ca3eaacd3409a9437db07598f1f69",
"created": "2015-12-11T03:52:40Z",
"external_loadbalancer_id": "1518f2b7e4c-cn-beijing-btc-a01",
"master_url": "https://182.92.245.56:17589",
"name": "my-python-cluster-039de960",
"network_mode": "classic",
"region_id": "cn-beijing",
"security_group_id": "sg-25yqjuxhz",
"size": 5,
"state": "running",
"updated": "2015-12-15T15:01:58Z",
"vpc_id":"",
"vswitch_id": ""

4.6.6. I REE

EDIES LR o
BEXRER

153K 1T RequestLine

PUT /clusters/{cluster_id} HTTP/1.1

EKITSH URI Param

ZIR E3id] ERBA
cluster_id string =

¥ BB KL RequestHead
T, BEE Nk,

5

BID
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&3R4k RequestBody

{
"password": "ECSEflrootEREE",
"instance_type": "S2f5IH4&",
"size": "¥ AFT R,
"data_disk_category": "R BIR",
"data_disk_size": "R A",
"ecs_image_id": "IRERGAER",
"io_optimized": "B&FI0M K",
"release_eip_flag": "EER R BT LI BTN EEKEIP"
}
B SRR
B ESidl BEMUMA R
password String 2 ECS L&,
ECS MtEXBAKB, £2
instance_type String =2 HHER, S0 LIS
i
size int - TRNEHE, EXTH
. = EEANE.
ECS MM ARE, &
data_disk_category String & ZHMER, BRI wWEM
HoEd s
data_disk_size Number & ?_'_"\/\;m&?td\ (£
fiI: GB) ,
ecs_image_id String B ECS ERNAAFR ID,
1R4E ECS SLHIHLNIRE
io_optimized String & E. BUEAN none &
optimized,
== Y B R E
release_eip_flag bool ali& ERAHE TR

EIP, BRIAA false,

ecs_image_id 5%

BEENH =55457)% KRB ecs_image_id 7%, MREFERENERD ECS H5H D, FERIE ECS
BBRFHEREUTRME:

o IR{EZES: Ubuntu, Centos,
e Linux Kernel version = 3.18, F-F3z#F overlayfs LAK overlay network,
o FERMBR /etc/docker/key.json 44,

iR [B45 8
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J& [B147 Responseline

HTTP/1.1200 OK

¥ AR [E 3L ResponseHead
%, BEE AHRELLE,

iR [B]4K ResponseBody

{
"cluster_id":"string",
"request_id":"string",
"task_id":"string"

}

BNl
iRl

PUT /clusters/Cccfd68c474454665ace07efce924f75f HTTP/1.1
<AHIFRL>
{

"password": "password",

"instance_type": "ecs.s3.large",

"size": 2,

"data_disk_category": "cloud_ssd",

"data_disk_size": 500,

"ecs_image_id": "centos_7_2_64_40G_base_20170222.vhd",
"io_optimized":"optimized",

"release_eip_flag": false,

iR B 7= B

HTTP/1.1 202 Accepted

<R L>

{
"cluster_id": "cb952a626a47740afbf62a099b650d7ce",
"request_id": "687C5BAA-D103-4993-884B-C35E4314A1E1",
"task_id": "T-5a54309c80282e39ea00002f"

}

4.6.7. ZRIMEBXH

WINEBLHIBIEEE,

@ e FMIEPRBESRRAS, TERIMTRESS.

BEXER
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153K 1T RequestLine

POST /clusters/{cluster_id}/attach HTTP/1.1

EKITSH URI Param

BiR e} 25N iR
cluster _id string 2 £E D

¥ BB KL RequestHead
T, BEE N HiERLE,
&Kk RequestBody

{
"password": "ECSSEfflroot ERED",
"instances": "ERIMNAISCHIEREA",
"ecs_image_id": "{2{ERSIER",
"release_eip_flag": "B R R EE LI E TR EEKEIP"
}
B R RAT
B ESidl REMMA R
password String 2 ECS L&,
instances Array 2 EAEXLAIEAE
ecs_image_id String B ECS EHNARAFR ID,
oo AR B AR TR
release_eip_flag bool ok BEE S RERE AR

EIP, BRIAA false,

ecs_image_id 5%,

BEENNY =5557)% JRE ecs_image_id 5I&., MREFERENERD ECS H5H D, FERIE ECS
BBRHEREUTRM:

o B{EZ&%: Ubuntu, Centos,
e Linux Kernel version = 3.18, AF3z#F overlayfs LA overlay network,
o FERMIBR /etc/docker/key.json 44,

R[EER

iR [B]4T ResponselLine
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HTTP/1.1202 OK
{
"list": [
{
"code": "200",
"instanceld": "i-xxx",
"message": "successful"

b
{

"code": "200",

"instanceld": "i-yyy",

"message": "successful"
}

1
"task_id": "T-5a544aff80282e39ea000039"

}

83RO L ResponseHead
I, BEE NHiRELE,

iR [Bl4& ResponseBody

{
"list": [
{
"code": "200",
"instanceld": "i-2zee3oiwcyoz7kwdo8bt",
"message": "successful"

b
{

"code": "200",
"instanceld": "i-2ze0lgm3y6iylcbtcypf",
"message": "successful"

}

1
"task_id": "T-5a544aff80282e39ea000039"

}

BNl
& Rm

POST /clusters/Cccfd68c474454665ace07efce924f75f/attach HTTP/1.1

<QHIFERK>

iR [ 7R 6

> MA4RRA: 20211028
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HTTP/1.1 202 Accepted

<Rz k>

{

"list": [
{

"code": "200",
"instanceld": "i-2zee3oiwcyoz7kwdo8bt",
"message": "successful"

13

"code": "200",
"instanceld": "i-2ze0Olgm3y6iylcbtcypf",
"message": "successful"

}

1,
"task_id": "T-5a544aff80282e39ea000039"

}

4.6.8. BREHEATR

RIBEE D, LIRHE P NSBERPBRB A,
ERER

&K 4T RequestLine

DELETE /clusters/{cluster_id}/ip/{ip}?releaselnstance=true|false HTTP/1.1

FRITSH URI Param

B Eic) EBRUM iR
cluster_id string = EEEID
i <trin = e Pk, ZHKNKR
P 9 = AR P, VPC AR IP,
BIRTS R E BB ECS 5T
releaselnstance bool ofi% i
e BI(RBER AR R 2).

¥%B#E KL RequestHead
T, BEE NHiERLE,
B3Rk RequestBody

7

AEIE RS

iR [B11T Responseline

HTTP/1.1 202 Accepted
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¥#A3R[E 3L ResponseHead
T, BBE NHEELE,

iR 64k ResponseBody

I

B
% R bl

DELETE /clusters/Cccfd68c474454665ace07efce924f75f/ip/10.1.0.123?releaselnstance=false HTTP/1.1

<DHIFERK>

IR [l 7R 6

HTTP/1.1 202 Accepted
<P #EmmRz k>

4.6.9. EERKRIIE

BE BRI FISHME T RNRKRTI%.

BRER
&K 4T RequestLine

GET /images HTTP/1.1

815K 3L RequestHead
I, BEE NHiERLE,
&Kk RequestBody

T

REER
iR [E1 4T ResponseLine

HTTP/1.1 200 OK
AR [0 3L ResponseHead

I, BBE NHiRELE,

iR [Bl4& ResponseBody

> MA4RRA: 20211028
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{
"<RegionID>": {
"items": [
{
"text": "<ImageName>",
"value": "<ImagelD>"

b

"text": "<ImageName>",
"value": "<ImagelD>"
}
]
}
}

B B R B
Image B94& =%

B

W
i

text string

value String

BNl
% R )

GET /images HTTP/1.1
<PNHIFRK>

R [l 7R B

HTTP/1.1 200 OK
<A R Sk>
{
"ap-northeast-1": {
"items": [
{
"text": "CentOS 7.4 64111",
"value": "centos_7_04_64 20G_alibase_201701015.vhd"

b
{

"text": "Ubuntu 16.04 644i1",
"value": "ubuntu_16_0402_64_20G_alibase_20170818.vhd"
}
1
}’
"ap-southeast-1": {
"items": [
{
"text": "CentOS 7.4 641",

N

S8

BBAER.

H& D,

50
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"value": "centos_7_04_64 _20G_alibase_201701015.vhd"

"text": "Ubuntu 16.04 641",
"value": "ubuntu_16_0402_64_20G_alibase_20170818.vhd"
}
]
}’
"ap-southeast-2": {
"items": [
{
"text": "CentOS 7.4 641i",
"value": "centos_7_04_64_20G_alibase_201701015.vhd"

13

"text": "Ubuntu 16.04 641",
"value": "ubuntu_16_0402_64_20G_alibase_20170818.vhd"
}
1
b
"ap-southeast-3": {
"items": [
{
"text": "Ubuntu 16.04 641",
"value": "ubuntu_16_0402_64_20G_alibase_20170818.vhd"
|3

"text": "CentOS 7.4 641",
"value": "centos_7_04_64_20G_alibase_201701015.vhd"
}
1
b
"cn-beijing": {
"items": [
{
"text": "CentOS 7.4 641",
"value": "centos_7_04_64_20G_alibase_201701015.vhd"

13
{

"text": "Ubuntu 16.04 641",
"value": "ubuntu_16_0402_64_20G_alibase_20170818.vhd"
}
]
B
"cn-beijing-hpc": {
"items": [
{
"text": "Ubuntu 16.04 644i1",
"value": "ubuntu_16_0402_64_20G_alibase_20170818.vhd"

b
{

"text": "CentOS 7.4 641",
"value": "centos_7_04_64_20G_alibase_201701015.vhd"
}

1

AYRRA: 20211028
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]

b
"cn-hangzhou™: {
"items": [
{
"text": "CentOS 7.4 644",
"value": "centos_7_04_64_20G_alibase_201701015.vhd"
|3
{
"text": "Ubuntu 16.04 644",
"value": "ubuntu_16_0402_64_20G_alibase_20170818.vhd"
}
1
b
"cn-hongkong": {
"items": [
{
"text": "CentOS 7.4 641",
"value": "centos_7_04_64_20G_alibase_201701015.vhd"
|3
{
"text": "Ubuntu 16.04 641",
"value": "ubuntu_16_0402_64_20G_alibase_20170818.vhd"
}
1
B
"cn-huhehaote": {
"items": [
{
"text": "Ubuntu 16.04 644",
"value": "ubuntu_16_0402_64_20G_alibase_20170818.vhd"
|3
{
"text": "CentOS 7.4 64{i",
"value": "centos_7_04_64_20G_alibase_201701015.vhd"
}
1
b
"cn-gingdao™": {
"items": [
{
"text": "CentOS 7.4 641",
"value": "centos_7_04_64_20G_alibase_201701015.vhd"
b
"text": "Ubuntu 16.04 641",
"value": "ubuntu_16_0402_64_20G_alibase_20170818.vhd"
}
]
b,
"cn-shanghai": {
"items": [
{

"text": "CentOS 7.4 641",
"valua"  "rantne 7 NA RA ING alihace INT7NT1NTR vhdA"
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"text": "Ubuntu 16.04 64111",
"value": "ubuntu_16_0402_64_20G_alibase_20170818.vhd"

}
1
b
"cn-shenzhen": {
"items": [
{
"text": "CentOS 7.4 641",
"value": "centos_7_04_64_20G_alibase_201701015.vhd"
|3
{
"text": "Ubuntu 16.04 641",
"value": "ubuntu_16_0402_64_20G_alibase_20170818.vhd"
}
1
b
"cn-zhangjiakou": {
"items": [
{
"text": "CentOS 7.4 641",
"value": "centos_7_04_64 20G_alibase_201701015.vhd"
|3
{
"text": "Ubuntu 16.04 641",
"value": "ubuntu_16_0402_64_20G_alibase_20170818.vhd"
}
1
b,
"eu-central-1": {
"items": [
{
"text": "CentOS 7.4 641",
"value": "centos_7_04_64_20G_alibase_201701015.vhd"
b
{
"text": "Ubuntu 16.04 641",
"value": "ubuntu_16_0402_64_20G_alibase_20170818.vhd"
}
]
B
"us-east-1": {
"items": [
{

"text": "CentOS 7.4 641",
"value": "centos_7_04_64_20G_alibase_201701015.vhd"

b
{

"text": "Ubuntu 16.04 641",
"value": "ubuntu_16_0402_64_20G_alibase_20170818.vhd"
}
1
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b
"us-west-1": {
"items": [
{
"text": "CentOS 7.4 644",
"value": "centos_7_04_64_20G_alibase_201701015.vhd"
}’
{
"text": "Ubuntu 16.04 644",
"value": "ubuntu_16_0402_64_20G_alibase_20170818.vhd"
}
]
}
}

oo
4.6.10. EET R
BEEEBEPNENT S,

@ W BBIRDLBRESE, EEENRERESSH.

BRER
&K T RequestLine

POST /clusters/{cluster_id}/instances/{instance_id}/reset HTTP/1.1

FRITESH URI Param

B et EBYBR iR
cluster_id string = B ID
instance_id string 2 ECS3E4I ID
¥%HE KL RequestHead
T, BBE NHERLE,
&3R4k RequestBody
{
"password": "ECSEflrootBHREL",
"ecs_image_id": "IR{ERSER",
"release_eip_flag": "BE R EE LM E TR GRKEIP"
}
BRI
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B Eid] EEYMR HR

password String 2 ECS LI,

ecs_image_id String 2 ECS ERANRAREZ ID,
S =304

release_eip_flag bool aJi% ekt

EP, EIAA false,

ecs_image_id 5%

BEEXNY s5567% B ecs_image_id 5%, MNREREEL T NERE ECS B840 D, EERIF ECS
BBRBEEUTRME:

o B{EZ&%: Ubuntu, Centos,
e Linux Kernel version = 3.18, AT x#F overlayfs LA& overlay network,
o BIRPMER /etc/docker/key.json X1

R[EER

iR [6 4T Responseline

HTTP/1.1202 OK

##5& [ 3k ResponseHead
I, BEE NHiRE L,

iR B4k ResponseBody

{
"cluster_id": "string",
"request_id": "string",
"task_id": "string"

}
B
B KR
POST /clusters/Cccfd68c474454665ace07efce924f75f/instances/i-xx/reset HTTP/1.1
<nHIFRL>
R EIRH
HTTP/1.1 202 Accepted
<R
{

"cluster_id": "c2ac959c94acc4e86aca4e68bdf7c1987",
"request_id": "B145E765-2800-40E5-9167-9E999574ABF8",
"task_id": "T-5a544d2b9645f75f2e00003d"

}
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4.7. NFBAPIERAAR
4.7.1. @ARAAR

RZFAE IR REST API HFE M EHNEA mitblt, HBZBEZIERH HTTPS IBRMEBH#TRE,
$KRENEE Endpoint FliEH
BEHand

1. B aRRFEREFE,

2. ESwarm ¥ BT, BHAMSHAZPH £8.

3. MR RETENEHART 1,

RS EETI= ERSTLISE 5 MEE  STERESETEN 20 M EE . BEF BEESwarmEERE
Swerm  Kuberetes

- EOEE: & uFEER S uAFNCeskEE fETAETSE 5k AT B

i =

. SEREH/D SRR e MR sRE  TARE 0 BENR oEEE Dockerfiid e BIE
o =t . . EEEEm am TR 0T #ED 1 2018-01-15 14:01:55  17.06.2-ce ==Ew e

W | B~

4. BOUI\BEEEEN endpoint FH B THRIEP THERTEH,

I EhES
ERERNEEACRENESNANSSTE , SNSRI  DREEE TRTSnERLT , Ba SHE TR
sREA S

ErEmE

export DOCKER_CERT_PATH="$PKD"

B APIAE, BEEREBEEEGSTH tcp MAKA https,
mEA IR
RREELBYEHEEDN APIIRE
1. FRENEBN master_url FRIE, BESHFAFER, SN 555 E)
2. REEHNIER, BE2HAREE, S0 55T,
APIR[EIZER :

o

{
"ca": "string", ##I\ENMIIES, ca.pem
"cert": "string", #B P AHIE, cert.pem
"key": "string" ##FFFAFHIER, key.pem
}

HEBREERN =1 string HABFEA—TNERTH=NXE capem, cert.pem, key.pem, REBH
N T AEHFEEZM R LU AXMNE https IEH.

ERANAEEN API
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BHEkS FARIERE-

RIGBEERBZTRA ClusterName , FHBEZE FE="MEBEAEER ~/.docker/aliyun/ClusterName B &
T, LEIKBH master_url 3R  https://123.123.123.123:1234 ,

RZF3 APl FI%

= o

THEHUEENAZREONG ( context path 73 /projects/ ),
curl A

# R AR curl ljZs, ERIBEREARIRR curl.
curl--insecure --cert ~/.docker/aliyun/ClusterName/cert.pem --key ~/.docker/aliyun/ClusterName/key.pem h
ttps://123.123.123.123:1234/projects/

PHP A=

<?php
$ch =curl_init();
curl_setopt($ch, CURLOPT_URL, "https://123.123.123.123:1234/projects/");
curl_setopt($ch, CURLOPT_SSLKEY, "~/.docker/aliyun/ClusterName/key.pem");
curl_setopt($ch, CURLOPT_CAINFO, "~/.docker/aliyun/ClusterName/ca.pem");
curl_setopt($ch, CURLOPT_SSLCERT, "~/.docker/aliyun/ClusterName/cert.pem");
$result=curl_exec(Sch);
echo $result;

curl_close($ch);
7>

Python A=

import requests

res = requests.get('https://123.123.123.123:1234/projects/', verify='~/.docker/aliyun/ClusterName/ca.pem’, c
ert=("~/.docker/aliyun/ClusterName/cert.pem’, '~/.docker/aliyun/ClusterName/key.pem'))

print res.content

JAVA A=
SRI0 Maven 4K ;

<dependency>

<groupld>org.apache.httpcomponents</groupld>
<artifactld>httpclient</artifactid>
<version>4.5.1</version>

</dependency>

<dependency>
<groupld>org.bouncycastle</groupld>
<artifactld>bcpkix-jdk150n</artifactid>
<version>1.52</version>

</dependency>

KHERG:
import java.nio.file.Path;

import java.nio.charset.Charset;
imnort iava nin file Files-
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T R L R R T P e PR RSP E R TR

import java.nio.file.Paths;
import java.security.KeyFactory;
import java.security.KeyStore;
import java.security.PrivateKey;
import java.security.cert.Certificate;
import java.security.cert.CertificateFactory;
import java.security.spec.PKCS8EncodedKeySpec;
import javax.net.ssl.SSLContext;
import org.bouncycastle.openss|.PEMKeyPair;
import org.bouncycastle.openssl.PEMParser;
import org.apache.http.client.methods.CloseableHttpResponse;
import org.apache.http.client.methods.HttpGet;
import org.apache.http.conn.ssl.SSLConnectionSocketFactory;
import org.apache.http.impl.client.CloseableHttpClient;
import org.apache.http.impl.client.HttpClients;
import org.apache.http.ssl.SSLContexts;
import org.apache.http.util.EntityUtils;
public class Test {
public static void main(String[] argc) throws Exception {

58

final char[] KEY_STORE_PASSWORD ="".toCharArray();
/BREGIE ik
Path caCertPath = Paths.get("~/.docker/aliyun/ClusterName/ca.pem");
Path clientCertPath = Paths.get("~/.docker/aliyun/ClusterName/cert.pem");
Path clientKeyPath = Paths.get("~/.docker/aliyun/ClusterName/key.pem");
final CertificateFactory cf = CertificateFactory.getinstance("X.509");
final Certificate caCert = cf.generateCertificate(Files.newInputStream(caCertPath));
final Certificate clientCert = cf.generateCertificate(
Files.newInputStream(clientCertPath));
final PEMKeyPair clientKeyPair = (PEMKeyPair) new PEMParser(
Files.newBufferedReader(clientKeyPath,
Charset.defaultCharset()))
.readObject();
final PKCS8EncodedKeySpec spec = new PKCS8EncodedKeySpec(
clientKeyPair.getPrivateKeyInfo().getEncoded());
final KeyFactory kf = KeyFactory.getinstance("RSA");
final PrivateKey clientKey = kf.generatePrivate(spec);
[[(&EEERIES
final KeyStore trustStore = KeyStore.getinstance(KeyStore.getDefaultType());
trustStore.load(null, null);
trustStore.setEntry("ca", new KeyStore.TrustedCertificateEntry(caCert), null);
[[&EThEA
final KeyStore keyStore = KeyStore.getinstance(KeyStore.getDefaultType());
keyStore.load(null, null);
keyStore.setCertificateEntry("client", clientCert);
keyStore.setKeyEntry("key", clientKey, KEY_STORE_PASSWORD, new Certificate[]{clientCert});
SSLContext sslContext = SSLContexts.custom()
loadTrustMaterial(trustStore, null)
.loadKeyMaterial(keyStore, KEY_STORE_PASSWORD)
.build();
SSLConnectionSocketFactory sslsf=new SSLConnectionSocketFactory(
sslContext,
SSLConnectionSocketFactory.getDefaultHostnameVerifier());
/[httpclientiEiZ
CloseableHttpClient httpclient = HttpClients.custom()
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}

.setSSLSocketFactory(sslsf)
.build();
try {
HttpGet httpget = new HttpGet("https://123.123.123.123:1234/projects/");
CloseableHttpResponse response = httpclient.execute(httpget);
try {
System.out.printin(" ");
String bodyAsString = EntityUtils.toString(response.getEntity());
System.out.println(bodyAsString);
}Hinally {
response.close();
}
}Hinally {
httpclient.close();
}

4.8. M FHAPIFIZE
4.8.1. EEMNMAXHHIE

EERESRERPOENMBNAXLALIE.

GET /projects/HTTP/1.1

FRITEH URI Param

B it EEWR
q string =
services boolean =
containers boolean )

¥BE KL RequestHead

%

B3Rk RequestBody

x

AEIEEYS

iR [@ T ResponselLine

iR

uAzzE=4 7

EEEANENERSE
B, BR&E1E true

EEHARSNASRE
B, th&E1E true
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HTTP/1.1200 OK

¥ &M 3L ResponseHead
T
iR [Bl4& ResponseBody

[
{
"name": "string",
"description": "string",
"template": "string",
"version": "string",
"created": "datetime",
"updated": "datetime",
"desired_state": "string",
"current_state": "string",
"environment": {
"key": "value",

}

"services":

REEERE
Project B9#& =,

B B3t R

name string M EFR

description string N AR

template string M F Compose #&1x

version string N R A

created datetime Rz FA Bl 22 BY &)

updated datetime [z A 88 B 18

desired_state string iﬁté)'ﬁ& (;{D%ﬁﬁﬁ%ﬁ%qﬂm%
BE, BHERSEETILT)

current_state string HEPRTS

environment map HiEL = key/value

services array BR$351%&
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ZR]l
& R B

GET /projects HTTP/1.1

iR [ 7R 6

HTTP/1.1200 OK
Content-Type:application/json;charset=UTF-8
[

{

"name": "test",

"description": "This is a test application",

"template": "...",

"version": "1.0",

"environment": {
"COMPOSE_PROJECT_NAME": "test"

b

"created": "2016-02-02T07:45:13.113833319Z2",

"updated": "2016-02-02T07:45:16.03142154Z",

"desired_state": "running",

"current_state": "running",

"services": [

b

4.8.2. Bl K F L
BIE— DI NASEG)
BEXRER
&K 1T RequestLine
POST /projects/ HTTP/1.1
B RITEH URI Param

T
¥%BHE KL RequestHead

Content-Type: application/json

&3R4k RequestBody
JSON object
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"name": "string",

"description": "string",
"template": "string",

"version": "string",
"environment": {
"key": "value",

BEREBRE

B

name

description

template

version

environment

latest_image

ﬁ@%l@\

J& [B147 Responseline

HTTP/1.1 201 Created

string

string

string

string

map

bool

¥ ik M 3L ResponseHead

Location /projects/<name>

=Bl
& SRR

7
>

;E\ﬁ

il

iy

el

iy

iy

iy

R

RAEZR., &R 1~64
NE2F, JEAHE, =
XERFMEZF (-) B
REELUEZRFRF (-) FFk.

Az Py

FRBEEINAEL
Compose yaml ##g%, *
BB ZIRME JSON B
THN,

RIFARRA, BREEA

1.0,

key/value B F&#
Compose FERWEES
#,

BIENAR, BREREE
WRE.

62
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POST /projects HTTP/1.1

Content-Type: application/json

{
"name": "test",
"description": "This is a test application",
"template": "web:\r\n image: nginx",
"version": "1.0",
"environment": {

"USER": "abc",
"PWD": "password"
}
}
R B 7R B

HTTP/1.1 201 Created
Location /projects/test

4.8.3. B Mz FH S

RIBRIFAEHR, MIRALAL,
BEXRER

&K 4T RequestLine

DELETE /projects/{name}?force={force}&v={volume} HTTP/1.1

FRITEH URI Param

B it EEWMR iR

name string 2 Rz FA L E R
EEEFMER, TEER

force string & true. 15§ false. 0, &k
AN false,
=EHRERE, kA

volume string & A true. 18 false. 0,

HRE AN false,

¥BE KL RequestHead
7

B3Rk RequestBody

x

IR RS

i [6T ResponselLine
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HTTP/1.1200 OK

AR [O 3L ResponseHead
x

iR [Bl4& ResponseBody

x

B
& R B

DELETE /projects/test HTTP/1.1

IR [ 7 Y

HTTP/1.1200 OK

4.8.4. EE MBI
RIENALFZIR, EFELANFEMAEE.
BRER

&K 4T RequestLine

GET /projects/{name} HTTP/1.1

BERITEH URI Param
B B3]
name string
¥ H1E KL RequestHead
T

&K RequestBody
x

REER
iR [E14T ResponseLine

HTTP/1.1 200 OK
¥%HIR[E L ResponseHead

T
iR [B]4k ResponseBody

il

alil

iy

;E\Iq

iR

ISz A SE AR

64
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"name": "string",
"description": "string",
"template": "string",
"version": "string",
"created": "datetime",
"updated": "datetime",
"desired_state": "string",
"current_state": "string",
"environment": {

"key": "value",

}

"services": [
]...
}
REFRRE
Nz FA 2 894& =0
BIR ESid) R
name string RIFH &R
description string R A H#EAR
template string N A Composet&ix
version string MR RRAS
created datetime Nz A 6122 B 8]
updated datetime iz A 8 B /8]
desired_state string ABRE (I{D%ﬁﬁﬁ%&%qjﬁﬁ
S, BERSEREITLES)
current_state string HEPRE
environment map KiEZ Ekey/value
services array BR$5FI%E

Bl
& SRR

GET /projects/test HTTP/1.1

IR [l 7R 6
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HTTP/1.1 200 Ok
Content-Type:application/json;charset=UTF-8
{

"name": "test",

"description": "This is a test application",

"template": "...",

"version": "1.0",

"environment": {

"COMPOSE_PROJECT_NAME": "test"

}’

"created": "2016-02-02T07:45:13.1138333192",

"updated": "2016-02-02T07:45:16.031421542",

"desired_state": "running",

"current_state": "running",

"services": [

4.8.5. 351N A SEH)

BEH— MRS, SKEBIRS ZEKBUIRFETEHRE,
BERER

&K 4T RequestLine

POST /projects/{name}/start HTTP/1.1

& KITZ % URI Param

B X BB
name string 2

¥%BHE KL RequestHead
x

&3R4k RequestBody

x

REER

iR [61T Responseline
HTTP/1.1200 OK

83RO L ResponseHead

T
iR [B]4k ResponseBody

biiipuy

ISz A SE A 7R

66
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I
B
B RRH6
POST /projects/test/start HTTP/1.1

R ERA
HTTP/1.1 200 OK

4.8.6. &1 [y FHSC4)

B— P MAXFAEENAEERKEES (Signal) , SRBRZZERBURFNEFH#HITRE. REE

SRRIFERE.
BEXRER

&K 4T RequestLine

POST /projects/{name}/kill?signal={signal} HTTP/1.1

iEKITZH URI Param

B i)
name string
signal string

¥BH#E KL RequestHead
x

&K RequestBody

7

REGER
J& [B147 Responseline

HTTP/1.1200 OK

¥ AR [ 3L ResponseHead
I

iR B4k ResponseBody

x

]l
& R B

il

il

iy

iy
?E\ﬁ

EiEipu

ISz A SE 7R

&N KILL
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POST /projects/test/kill HTTP/1.1

iR [l 7R 6

HTTP/1.1200 OK

4.8.7. E1E AL

FIE—TNAXFMESNAERR, SKRRBRS ZEEBURSFNEFETELRE.

BEXER

&K 4T RequestLine

POST /projects/{name}/stop?t={timeout} HTTP/1.1

& K1TZ % URI Param

R ] LD
name string 2
timeout int =

¥ Hi1E KL RequestHead
x

B K& RequestBody

x

REER
iR [B14T ResponseLine

HTTP/1.1200 OK

¥%HIR[E L ResponseHead
%

iR B4k ResponseBody

%

ZN]l
& R B

POST /projects/test/stop HTTP/1.1

iR B 7= B

P

ISz A SEI 7R

FIEAREEETE (U
WRBMN) , REN 70
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HTTP/1.1200 OK

4.8.8. EFEIENH
EHEB—NAAL,

BEXRER

&K 1T RequestLine

POST /projects/{name}/redeploy HTTP/1.1

BERITEH URI Param
B 3]
name string
815K 3L RequestHead
x

i5 3K 4K RequestBody
I

ﬁ@%l@\

J& [B147 Responseline

HTTP/1.1200 OK

¥ AR [0 3L ResponseHead
x

iR [B]4k ResponseBody

x

ZR]l
& R )

POST /projects/test/redeploy HTTP/1.1
iR B 7R 61

HTTP/1.1200 OK

4.8.9. BTN FHEE

EH— T NALFNEERER,

ol

Jalil

iy

;ﬁ'\{

Eiiipuy

IS A SEI AR
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BEXER

&K 1T RequestLine

POST /projects/{name}/update HTTP/1.1

15 K1T2 % URI Param

B E3idl EEYMR HR
name string 2 MR SERI TR
¥%BE KL RequestHead
Content-Type: application/json
i5 3K 4K RequestBody
JSON object
{
"description": "string",
"template": "string",
"version": "string",
"latest_image": true,
"environment": {
"keyll: llvaluell’
}
}
BRERAT
B ESic) IR HR
description string & BRI AR,
B Compose yaml
template string = BiR, ERFERR JSON
HBRHITR N,
BIOMNARA, BH
version strin & IRk WA RS IRARE,
° h ZNLIEE HTTP code
409,
latest_image bool & ERREBENERER
key/value B F&#
environment map KRELTE Compose EREFELE

=

J‘E@%l@\
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;& [B147 Responseline

HTTP/1.1 202 Accepted

AR [O 3L ResponseHead
x

iR [B]4k ResponseBody

x

ZR]l
& R

POST /projects/test/update HTTP/1.1
Content-Type: application/json
{
"description": "This is a test application”,
"template": "web:\r\n image: nginx",
"version": "2.0",
"latest_image": true,
"environment": {

"USER": "abc",
"PWD": "newpwd"
}
}
iR [B] 741

HTTP/1.1 202 Accepted

4.8.10. IE 5N FH B H

BEREHF—NNALANRERES.
BERER

&K 17T RequestLine

POST /projects/{name}/update HTTP/1.1

15 K172 % URI Param

B el

name string 2 R Z R

815Kk RequestHead

Content-Type: application/json
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3Rk RequestBody
JSON object

{
"update_method": "string",
"description": "string",
"template": "string",
"version": "string",
"latest_image": true,
"environment": {

llkey": Ilvaluell’
}
}
B KA R
E47 - id] IR R
update_method string = o]i%&{E blue-green,
description string & BN AR,
BEHH Compose yaml
template string B B, TERFERE JSON
BETEX,
BN ARA, B
version strin = RARAREIRARE,
¢ = ZFMLIEE HTTP code
409,
latest_image bool & ERREBENER
key/value BT &k
environment map KELXE Compose ERBFELE
=
REER

iR [T Responseline

HTTP/1.1 202 Accepted

%8R [ 3k ResponseHead
x

iR B4k ResponseBody

x

N
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BRI

POST /projects/test_01/update HTTP/1.1
Content-Type: application/json
{

"update_method": "blue-green",
"description": "This is a test_01 application",
"template": "web:\r\n image: nginx",
"version": "2.0",
"latest_image": true,
"environment": {

"USER": "abc",

"PWD": "newpwd"

IR [ol 7R B

HTTP/1.1 202 Accepted

4.8.11. BF LKA

WNBERRH— MR ASZE.
BEXRER

153K 1T RequestLine

POST /projects/{name}/confirm-update?force=(true or false) HTTP/1.1

iEKITEH URI Param

B ESic) ERUM R
name string 2 M AER
LMEB True MBHR, &
BRI NESIZEY
BN A BIEE RN E A
. o 100%, IHEIRZFAIRER
confirm-update bool =

0%; HfEiE False By
&, ERIZEZHNIES
REENEIRE, UEFPH
NERENE,

¥%BE KL RequestHead

I

&3R4k RequestBody

I
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B R R

7

REER

iR [@7 ResponselLine

HTTP/1.1 202 Accepted

83ROk ResponseHead
x

iR B4k ResponseBody

7

o]l
& SRR

POST /projects/test_01/confirm-update?force=true HTTP/1.1

R [ 7R 6

HTTP/1.1 202 Accepted

4.8.12. BZEH MR

ER—NEREHH AL
BERER

&K 4T RequestLine

POST /projects/{name}/rollback-update?force=(true or false) HTTP/1.1

& K1TZ % URI Param

B E it 2EMMA IR
name string 2 MAZR
rollback-update bool 2 BeifEis true BNT]

¥ HiERL RequestHead
T

&3R4k RequestBody

x

B RS EAT

74 > RYRRAN: 20211028



FA&¥ERG-Swarm APIEE

BHRES
%
REER

iR [@4T ResponselLine

HTTP/1.1 202 Accepted

%¥%5iIE [k ResponseHead
%

iR [Bl4& ResponseBody

%

ZR]l
& R )

POST /projects/test_01/rollback-update?force=true HTTP/1.1

R [ 7R 6

HTTP/1.1 202 Accepted

4.8.13. EERSHHE

EERESRERPOENAMBRSIAIIE.

&K 4T RequestLine

GET /services/HTTP/1.1

15 K1TZ % URI Param

B Eit)
q string
containers boolean

¥ HERL RequestHead
I

&3R4k RequestBody

b/

R [E(E R

HD
D)
3
;ﬁ

iy

iy

sk

B&

=
E=
B

yo

EEE=4

EEARSNEHRE
, HREE true
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J& [B147 Responseline

HTTP/1.1200 OK

¥k M 3L ResponseHead
T
iR [B]4K ResponseBody

[

{
"id": "string",
"name": "string",
"project": "string",
"description": "string",
"created": "datetime",
"updated": "datetime",
"desired_state": "string",
"current_state": "string",
"definition": {

"key": "value",

B
"extensions": {
llkey": |l\/a luell,

b

"containers": {
Ilkeyll: "Va luell’

2

RO R BR
BRS3 SEAIBIR

B s 5

[

id string BR%5 D
name string BRS5E R
project string RZFAE R
created datetime BRS5 B2 BY 8]
updated datetime RS E T E

BERS (MRYFPRS2PER

desired_state string I, BRI EETAS)
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B
current_state

definition

extensions

containers

B
& Rom

GET /services/HTTP/1.1

IR [ol 7R B

]
string

map

map

map

bizipu

Compose RS E X key/value

B8RS Compose DRSS &
key/value

BRESTHRESEEE key (B8
id) /value (Bi)
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HTTP/1.1 200 Ok
Content-Type:application/json;charset=UTF-8
[
{
"id": "wordpress_db",
"name": "db",
"project": "wordpress",
"definition": {
"environment": [
"MYSQL_ROOT_PASSWORD=password"
Ik
"image": "mysql:5.7",
"restart": "always"
B
"extensions": {
"scale": 1,
"logs": [
"/var/log/mysql"
1
b
"created": "2016-04-21T13:36:32.440646459Z",
"updated": "2016-04-21T13:36:33.270308958Z2",
"desired_state": "running",
"current_state": "running",
"containers": {
"5616f05d27516b3502a391fd2ca9d312cabffabad431bf261ea81f4ceabd476e": {
"name": "/wordpress_db_1",
"node": "10.246.2.3",
"ip":"10.0.0.2",
"running": true,
"status": "running",
"health": "success"

4.8.14. EBFRFZH

RIBRRSSSLA D BEFAEE.
BEXRER

#& 3K 1T RequestLine

GET /services/{service_id} HTTP/1.1

& KITZ % URI Param

78
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BRBRE F AR Swarm APIZ=
BIR Eid] ERWUM HR
BR5SL6I ID, 1=
service_id string = {project_name} {service_

¥%BHE KL RequestHead
7

3Kk RequestBody

x

AEIE RS

i& [8]4T ResponselLine

HTTP/1.1200 OK

AR [O L ResponseHead
x
iR [Bl4K ResponseBody

{
"id": "string",
"name": "string",
"project": "string",
"description": "string",
"created": "datetime",
"updated": "datetime",
"desired_state": "string",
"current_state": "string",
"definition": {

"key": "value",

b
"extensions": {
"key": "value",

2

"containers": {
"keyll: Il\/a luell’

R R R R
PR 55 SEGIBIAE

name}
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BIR

id
name
project
created

updated

desired_state

current_state

definition

extensions

containers

Zn']
& R B

S

string

string

string

datetime

datetime

string

string

map

map

map

GET /services/wordpress_db HTTP/1.1

iR [ 7R 6

o
Ht
[

BRS5 1D
PR$5BIR
RIFBFR
BRS5 B2 BT 18]
BR33 T AT (8]

HERTS (NRHFRE2PER
B, HERSERETITES)

Compose F RS ENX key/value

A 28ARS Compose PRREZT E
key/value

RETFREAREE key (BEF
ID) /value (BM)

80
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HTTP/1.1 200 Ok
Content-Type:application/json;charset=UTF-8
{
"id": "wordpress_db",
"name": "db",
"project": "wordpress",
"definition": {
"environment": [
"MYSQL_ROOT_PASSWORD=password"
I,
"image": "mysql:5.7",
"restart": "always"
b
"extensions": {
"scale": 1,
"logs": [
"/var/log/mysql"
1
}’
"created": "2016-04-21T13:36:32.440646459Z7",
"updated": "2016-04-21T13:36:33.270308958Z2",
"desired_state": "running",
"current_state": "running",
"containers": {
"5616f05d27516b3502a391fd2ca9d312cabffa5ad431bf261ea81f4ceabd476e": {
"name": "/wordpress_db_1",
"node": "10.246.2.3",
"ip":"10.0.0.2",
"running": true,
"status": "running",
"health": "success"
}
}
}

4.8.15. MREBIESLE

WIRiEERIES .
BERER

&K 1T RequestLine

Delete /volumes/{name} HTTP/1.1

5 KITZ % URI Param

.
¥ BB KL RequestHead
I

& K4k RequestBody

AYRRA: 20211028
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%
REER

iR [@4T ResponselLine

HTTP/1.1 204 No Content

iR B4k ResponseBody
x

4.8.16. I AR5 SLHI

BH— MRS LHIFFRESES.
BERER

&K 4T RequestLine

POST /services/{service_id}/start HTTP/1.1

& KITZ % URI Param

B it

fim
o
3
;E\ﬁ

il

service_id string

¥ BB KL RequestHead
x

&Kk RequestBody

I

REER
iR [6 4T Responseline

HTTP/1.1200 OK

%8R [ 3k ResponseHead
7

iR B4k ResponseBody

7

N
& SRR

biiipuy

BRSS34 D, 18X A
{project_name} {service_
name}

82
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POST /service/test_web/start HTTP/1.1

iR [l 7R 6

HTTP/1.1200 OK

4.8.17. 51ERSE3LHI

I — MRS ZHIPFRERH.
BERER

&K 1T RequestLine

POST /services/{service_id}/stop?t={timeout} HTTP/1.1

&5 K1TZ % URI Param

BIR e3it) EEYMR HR
BR$SL6I ID, 8= A
service_id string = {project_name} {service_
name}
timeout int = LR BEEE (L

WHREBEMN) , REN 70

$%A15K 3L RequestHead
b/

&K RequestBody

x

REER
J& [B147 Responseline

HTTP/1.1200 OK

AR [0 3L ResponseHead
x

iR [B]4& ResponseBody

x

Z’]
& R )

POST /services/test_web/stop HTTP/1.1
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iR [ 7R 6

HTTP/1.1200 OK

4.8.18. & 1FPRSLHI

B—PMRFZELFPBERRKEES (Signal) , BRES

BEXER

&K 1T RequestLine

POST /services/{service_id}/kill?signal={signal} HTTP/1.1

15 K1T2 % URI Param

B E3id]
service_id string
signal string

¥ Hi#ERL RequestHead
I

&3R4k RequestBody

x

REGER
iR BT Responseline

HTTP/1.1200 OK

¥#A3R[E 3L ResponseHead
%

iR B4k ResponseBody

%

BNl
& R b

POST /services/test_web/kill HTTP/1.1

IR [Bl 7R B

HTTP/1.1200 OK

= A
|as =

HD
D)
&
;ﬁ,\{

i

iy

BILFTERSR.

iiipuy
BRZ5SL4 1D, 1

{project_name} {service_
name}

THRE R KILL

84
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4.8.19. P45 PR 55 L4

BHE—IRSIOTRESRRIEEHE.
BRER
&K 4T RequestLine

POST /services/{service_id}/scale HTTP/1.1

FRITEH URI Param

B e

service_id string

$%A15K L RequestHead
x

&K RequestBody
JSON object

{
|ltype|l: Ilstringll,
"value": "int"

}

AEIE RS

i& [64T ResponselLine

HTTP/1.1200 OK

AR [M L ResponseHead
%

iR [Bl4& ResponseBody

%

ZR]l
& R B

¥ test_web FREEXHBZ[ILOIKKTAN 31,

ol

alil

iy

;E\Iq

Eitipuy

BRESLH) ID, & A
{project_name} {service_
name}
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POST /services/test_web/scale HTTP/1.1
Content-Type: application/json
{

"type": "scale_to",
"value": 3

}

iR [ 7R 6

HTTP/1.1200 OK

4.8.20. IEHIES

EERPOE— MRS,
BERER

&K 17 RequestLine

POST /volumes/create HTTP/1.1

BEXRITSH URI Param
7z
¥%BE KL RequestHead

Content-Type: application/json

&3R4k RequestBody
JSON object

{

|lname": ll***ll,
|ldriverll. Wk Kk k11
. )
"driverOpts": {
"paral": "value",
"para2": "value",

B

HIREEM, RN 1~64
PNER, TTEEHF, &
XEFMERF (-) , B
REELLEFRF (-) FFk,

}
BREBRE
B E-gidl DR
name string =
86
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driver

driverOpts

string

DriverOptions

SXRBHIRENEXMTHR:

0SSOpts:

B

bucket

ak_id

ak secret

url

no_stat_cache

other_opts

NASOpts:
B

diskid

host

path

string

string

string

string

string

string

i)

string

string

string

7

?—5}

i

Jal

7
>

9%;

i

il

el

i

alil

el

7
-

;E\ﬁ

il

il

el

P

HIRERE, HAIXF

ossfs, nas $£E,

HIEBRESHET, K
RE#IES R NS H AR
[E; 0SS #iEEN
0SSOpts, NAS #iEE%
#179 NASOpts,

i

0SS Zf#EH bucket &
FR, TTLAM 0SS #4435
B,

FFiFIE 0SS BRATEN
Access Key ID,

£ f0{aT3REY Access ID
#0 Access Key,

FFiAIE 0SS BEEL
Access Key Secret,

0SS bucket ity

%, TILAM 0SS &l &%k
By,

XHEEF, NRFEER
EHEE B E L R — X4
BB, BXAERE.

EHE 0SS WECESH, ¥
W FAQ,

IR
NAS SLHIREE 1D,

NAS SLEIHIEAN RigE,
P NAS SRR,

NAS BBETHFEZR, ¥
0 NAS {#ER3XH,
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https://help.aliyun.com/document_detail/38738.html
https://github.com/aliyun/ossfs/wiki/FAQ

F R Swarm APIZ#E BEERE

7

\;3]

B e P

mode string =R e AL

i

AEIEEYS

J&[0]47 Responseline

HTTP/1.1 201 Created

iR B4k ResponseBody
JSON object

{

"Name": "volume",

llDriverll: ll***ll,

"Mountpoint": "/mnt/acs_mnt/**/***"
"Labels": null,

"SCope": nn

}

R KRR

B i P

[

Name string HIEEEWR.

HIRENIREIEE . ossfs, nas

&
Fo

Driver string

i . HIBSEEN LHESH
Mountpoint string e it acs mnt
Labels map[string]string HIRSHNTHEER.

BRHIREEEBE. global ®ix

Scope string EBRE; local BRENKE,

0SS #iEERH
i KR
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"name": "ossvolume",
"driver": "ossfs",
"driverOpts": {
"bucket": "aliyun-docker",
"ak_id": n****n’
"ak_secret"; "*****"
"url": "oss-cn-hangzhou.aliyuncs.com",
"no_stat_cache": "true",
"other_opts": "-o allow_other -o default_permission=666"

}
}
R [l 7R 6
{

"Name": "ossvolume",

"Driver": "ossfs",

"Mountpoint": "/mnt/acs_mnt/ossfs/aliyun-docker",
"Labels": null,

"Scope":""

NAS i & R=H
& KRB
{

"name": "nasvolume",
"driver": "nas",
"driverOpts": {
"diskid": "1234556",
"host": "1234556-gpp53.cn-hangzhou.nas.aliyuncs.com",

llpathll: ||/abcll’
"mode": "755"
}
}
R ERA

"Name": "nasvolume",
"Driver": "nas",

"Mountpoint": "/mnt/acs_mnt/nas/nasvolume",
"Labels": null,
"SCope": nn

4.8.21. EEHIES

EE—MRENFAER,
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BEXER

&K 1T RequestLine

Get /volumes/{name} HTTP/1.1

15 K1T2 % URI Param

x

¥%HiE KL RequestHead
x

3Rk RequestBody

I

REER

iR [B14T ResponselLine

HTTP/1.1200 OK

iR Bl4& ResponseBody

JSON object
{
"Name": "volume",
llDriver": Il***ll’

"Mountpoint": "/mnt/acs_mnt/**/***",
"Labels": null,

"Scope": Illl’

llNodell: Il***ll’

"Refs": []
}
ZIR ESit)
Name string
Driver string
Mountpoint string
Labels map|string]string
Scope string
Node string

i
HIRB AR,

HIRENIKFIEE : ossfs, nas
&,

HIRSEEN LES
B /mnt/acs_mnt/**/***,

HIRSHTHEER.

HREBEEEETERE, global £
EBRF; local RINENAED,

HIESETROENS.

90
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BIR ESid)
Refs [IVolumeRef

VolumeRef $iE3E A .

BIR Pl
Name string
ID string
]
IR [ 7 B
{

"Name": "volume",

"Driver": "ossfs",

"Mountpoint": "/mnt/acs_mnt/ossfs/bucket",
"Labels": null,

"Scope": """,
"Node": "asd903233s23g-nodel",
"Refs": []

}

4.8.22. BEEHIEEYE

EEUNERMENES.
BERER

i5 3K 1T RequestLine

Get /volumes HTTP/1.1

iEKITZ % URI Param

x

¥ BB KL RequestHead
I

&KX RequestBody

I

EE 2R

iR [B14T ResponseLine

HTTP/1.1200 OK

bizipu

FEAXNMRENRRIEER, iF
L VolumeRef EX,,
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iR B4k ResponseBody

JSON object

{

"Name": "volume",

llDriverll: ll***ll’

"Mountpoint": "/mnt/acs_mnt/**/***",

"Labels": null,

llscopell: llll’

llNodell: II***II’

"Refs": []
}
B B3] iR
Name string HIEEEWR,

. ) HiEBEMIRENEKE: ossfs. nas
Driver string =
Mountpoint strin BIREHEEN LOVER

P 9 B /mnt/acs_mnt/**/**,
Labels map|[string]string HIRENTEIRER.
Scope string HIRAHIBEEETEE, global &R
EBNT; local RIRENAER,
Node string HIEBAET RBNENS,
o A oo " N

Refs [IVolumeRef FERARXPMRENARIERER, iF

0 VolumeRef X,

VolumeRef #{iE2H!

5 xm sk
Name string N
ID string A ID

=Bl
3 B
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{

"Volumes": [

{
"Name": "docker2",
"Driver": "ossfs",
"Mountpoint": "/mnt/acs_mnt/ossfs/bucket2",
"Labels": null,
"Scope": """,
"Node": "b347bcf0e68b",
"Refs":[]

b
"Name": "dockerl",
"Driver": "ossfs",
"Mountpoint": "/mnt/acs_mnt/ossfs/bucketl",
"Labels": null,
"Scope":"",
"Node": "b347bcf0e68b",
"Refs": []

}

1

}

4.9. fitl & 2§
4.9.1. i & /BN

il kAR BB R RS IRENE RIREMBTERBSNEIRBLEL AP,

HTFRERN AP FERIERSYE, AEFETRNEN., EENTRESHEM=ZLSREA (FI40 Jenkins &
HAbi5 48 E C/CD 2 ) ERBHRFKR, MEENNREERE, JRNREEEREN, BAT
REZEMSERE, FHEBSENEKE, FEUMURFEBL AP ZNA T HEEMRFERTNG R
t,

ERRSEMREENNEMEB[NRRBEMRAR.
o EEREMMARR

BUILIEBCNBERRRH#ITEN, SAARARENHTERRE, HHLITLISERS Hub #ITERN,
AERMRGHETME, TUBHMHTHES.

o HIR(HGERA 2R
RO LB AR IR R A S KL B AR,

4.9.2. EFEEM A

Kplh, BERRRERS . WEZR code #iTEMN, HFRHREMBTMNE, TJUEHNETHES.

CIE+ S5
o EE—NUIMNER, B0 OEEH,

o EE—IMIBLE, HEEANEZIHRRERS, FMWE R code, github, Bitbucket. FAF GitLab
MAMECESE, WoJLATE alicode E#FE—MUBE,
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Afich, RTHERE, BNEET—IEBNREE, BuUMBERERECHRBE, REETH =

EEm kST, BEIRE (forkproject) , MBEERIZIRHA, BEBER.
BRESTER
Bz# & Docker BRE K

1. BR ARFERRSEEEH S,

2. REALANNERREE R, EETRNREFENEXER.

3. RERBIRLG, BLEETRMalicodelksS, ERESFHABE.

4. Ais RBEENEWEBE, %% Branch:master, DockerfileBERIEE "/ “, BBIRAES

“latest” .
HEERLE
i Wi 1 (BF) WRtREs 1 (Frhnis) TXREE 2 (BB 1 |
ieo 4=4k1 i£d4k2 =43 &=L EritEE 1 ((E==E)
=E=5 1 (B=ET) === 1 (EE)
EEEZEE festyu v
TERER @) ermEecESR . KERN-64L. TESINSE
TEE. IF, AiERsaEsaE . L T (ofE
A BEEEREEES )
BE HMEECE -
SR CENEE EEERI =R
ERES -
=EMarkDowntE=
CEE ® 27T Thig
REAEE: GitHub Bitbucket FAEGitLab THEEE
documentl v shenzhen v
document1
HERE: Y REEEREINESRE O BIMEEE O TEEEF O
branch:master -| |/ Dockerfile |atest
g

5. RECHECEMING, BEREALANMAE, TUMBZEREEINEZER.,
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test-for-trigger
kei= 4 = RlsR fva il =3
mEnE BRRE 2
Gﬁﬁﬁﬁﬁmtﬁéﬁge OEMIEIEEe O FEEEE0
https://code.aliyun.com/documents/sher S e —
branch:master ! Dockerfile latest
o=k
HED s Friaial et R B
|1511?75455833767564 latest 2017-11-27 17:37:36 63 B Elf.l
a1, BEDR: 202 -
N
1. KB FEMENEREE, #AXNNNEERE,
2. EEMEME, BEEAER, RERETHENA . B LCREGNMLE, ERRRFEREH

8, RIESEEMEXLE, GAEBOREGRILE, SIZNA, S0 &N,

< test-for-trigger
o e <R
w2 N o B o B R - B
B = == == 2 smeeRE N So— B R B
vy | =xE8 EEE A
=5t RESH test-for-trigger
B 2 e e
> : ;
prem P
% test for trigger1
3. BERIARRSEELRFIaNRZNARA. FEIE RERKH Docker FHk.
EnE [+ EEEERE
SEWEAE : & B & EIREMENn & ETREHERE ]
REAERR test-for-trigger-default
ERAL-6ATHE , FTRANE. I0F ., &, BB
RIFNEE 10
HEsE: swarm-test M
REFRER :
4
= =E
4. ENARER, REBRELBA, BETXEE SRRMAKE N HESE.
mEEsEE: O & WIEIRE HTTP R
RO &
80 ‘ ‘ hitp://test-trigger L]
#E: ERRONS M EEREESER— 28R, FMEERDIE
EE [+] O MAERE= SRS
TBESZHERES ERED BUR
|ju'ar,fwww,"hlm\;mrﬁg | ‘,’var,’www,htr\\,ﬁmrﬁg | / RW v @

5. MENASERE, FNAMER, BYNANRKBMIOERMEFONAE, ZNAR— IR, BE

RIAEANREA,
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® test-trigger.caSceOccadda346d68ff2ff24fba0277c.cn-hangzhou.alicontainer.com/?spm=5176.2020520152.221.8.15371a0rG V001

OSSRTMPEHIEREI W@ #ibas  w=

FREVTEBIZEENG |

access key id is empty

HERTIR

FREMSR

SIEMARHALNERIBE
1. BR ARRSEERFS.
2. BEEMSHAZTE KA,
3. EEEMRNAHBETNANEIR,
4. ENAFERE, BE IBRMARS.

R - testfor-trigger-default Rige
e - 2017-11-28 Sgaiig : 2017-11-28 AR swarm-test
-

BRISEIEE8EE . - SR

BEflE EEIE BE B4 EaAE

SRR AR BEis EFHS

il . = = FEE =

test-for-trigger-default test-for-trigger-default [ e Zii 0 registry.cn-hangzhou alfyuncs.com/testyu/test-fo... Bk = =5 B iig%

5. E MASRTAH THAEDLE EMIE, FREHE.

LAENNAERNEGEENIRE, Bk XKIARGRER. 9iEE, SR/ FREEETN
&, TILMERRNREGEMNNARTERE,

oiEsEsE

*RERRTA EFEE v

FERIEEE - 4 test-for-trigger

6. Ak XBARBRERH, ARfld, ZRIESMAEXEER test-for-trigger B Webhook L Bx18)
#—2%% Webhook,

7. BR ARELEENE, BABRCESEER, BREANSMESN Webhook, EERFEMEIE—F
Webhook 1.1 ,
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EFEE
o
BEEHL

webhook

REAEE

test-for-trigger

webhookFlIZE & webhook {EF+i42

redeploy_test_for_trigger_b7bis  .*

|https:,".u’cs.conso\e.a\\yur.cum;'}“ook,-’tngger?tnggerud=Y2E].YZUWYZNP'0\.’-,'RthQZZDY42rr..‘. BIEEE | s | ke

8. £ ME = code PEXMAE, SEHEERR.

TH ME =code RBE, BEABSMAERN X4, 2 “demo/index.php” X, BEHHIE.

Commits

Graphs

= MergeRequests
Milestones
Issues
Wikis

& Members

¥ Labels

& Settings

master v shenzhen | demo

Name

B sliyun-oss-php-sdk
' sliyun-ots-php-sdk
B log4php

= lozhub

I scripts

W static/ccl

- styles

8 vendor

3 Denmakubatabodel.class.hp
[ add.php

3 addChannelphp
[ config.json

& danmaku.php

[ del.php

+

Last Update

Last Commit > 476c4@3b - test

change cssstyle

add impl code

init

& DOWNLOAD ZIP -

History

9. ¥&F 27817, ¥ "0OSS RTMPEE/RH" M “0OSS RTMPEIBRHI-test fortrigger” , EBAERER,

FRRIEN,
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(& Edit File @ Preview Changes
F master demo/index.php text
273 <div class="container col-sm-6 col-md-8 col-lg-9"» s
274 <div class="navbar-header":
275 <button type="button" class="navbar-toggle" data-toggle="collapse" data-target="#navbar-collapse-@1">
276 <span class="sr-only">Toggle navigation</span>
277 </button>
278 <& class="navhar-brand” href:"#")lDSS RTMP B & T-ffl -test for trigger|</a>
279 <fdivy
288 <div class="collapse navbar-collapse” id="navbar-collapse-81">
281 <ul class="nawv navbar-nav navbar-left">
282 <liz<a href="./index.php" > #H|F<span class="navbar-unread hidden” >1</span></a»</1i>
283 ¢lir<a href="./addChannel.php">HhI#i B</a></1i>
284 ¢lir<a href="./setting.php"> & </a></1i>
285 </ul>
286 </dive>
287 <fdiv>
288 <i-- f.navbar-cocllapse --»
289 </nav>
298 <!-- fnavbar --»
291 </divy
292 <faiv
293 <div class='row page" id="list" » -
294 : D
Commit message test for trigger
#~
Target branch master

10. #RfE, =EIMARENE, WENNEEMAEDEE. QFNATERTE, HNAREEN "M
& Ja, hEEEE, TUERERELEMENR. MNMLIMABEREBNMANHEBHEREL

test-trigger [t ol o . . " /?spm=5176.2020520152.221.9.15371a0rGV0OI

0SS RTMPEIETFI-test for trigger mson=  wmpm &€&

REGTET IR !

access key id is empty

R
BOLVBE = EMRRHITHA, £ GET (& POST #oJ LU TARA , HIANER curl sk,
BAERBEMARS:

curl'https://cs.console.aliyun.com/hook/trigger?triggerUrl=Y2E1Y2UwY2NhOWRhMzQ2ZDY4ZmYyZmYyNGZ
iYTAyNzdjfHRIc3QtZm9yLXRyaWdnZXItZGVmYXVsdHxzY2FsaW5nfDE5dXAyajhoOXR1INHN8&secret=48556533
517a6f567774725934756551fff0c4ccee34046cceef2c97ebacfd62’

4.9.3. RiFR{B%ERRA =R

REARSEPRIONANBHEL S, AEEPHEACHNERER, HAFRERRNEZARRSHE
TEM. MEZBRRSREMTHREMEBEMALR, FRBREEERENRINEEXNORS BN
LR

MEZBFFRSSEADRESHNLRLE, HUUBIEMSEEHELEZ=FNERERP, BTK
BHYE, BNUUERRERPEXBCHREMN, JERKERENTEEHHNEZSRRSREOM
RERBTARBNT ZHEHES. TEAINfluxdb, KapacitorsRN ARSI i 28R MR ELR M LI
BESCGEMBYE,
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AR M
o EF—NUHNER, S0 0IEE,
o BE— wordpress REIRIAH, 20 6ENH,
BRESR
4 wordpress &R 450 & 28
1. BR ABRSEEEHE,
2. EECIEBFH wordpress RZF, BEHEMAEIR, HANFBR,

RZFE : wordpress R
I ZEEE
RIFAEFR : wordpress GIERTE : 2017-11-20 EFTEE : 2017-11-29 FRTESEET « test
I MEE LSHEEMEAELENEIN0 i ~
SRTAEIANERS  SEA I aRNRNESE
BEFE TEAE BF =4 BEiE
fR=EiR FRERTA RS ST i =13
db wordpress o i registry aliyuncs.com/acs-sample/mysal:5.7 L | B2 | EHAE
o =l ‘ TEES e | FE
web wordpress [ E.=3 ﬂ;fi registry.aliyuncs.com/acs-sample/wordpress:4.5 EJ;EEE;E B Efﬁ‘;a%#

3. BE OIBMARS, EREINEED, EERRMG%E, HE RS THEPERFZEREZRBEM
KBRS

@ W GREBHHANMERN Agent FAHRBIRIIRA, 1eERRRHEMAE.

slEseEsE
* BESETR EEEE v
* iR - web v

1. MNBE=ETRNagent AEEFARFRE | FETRIMER T RagentT 7]
Ll g iR tlnm i ss

%ﬁu’iﬁﬁ’ﬂﬁ%&%&ﬁﬁﬂ  EEOMARRURLRFIGML T

e o = ST
B Pl =] =Ry AlEEiE
type = A

40 : hitps://cs.console.aliyun.corm/hook/trigger?triggerUrl=yourTriggerlUr&ss
cret=yourSecrst

&type=scale_outhstep=5 , =R EMAESEINTT B1EE

4. BT R AR AR 28 IEED D APt
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RIH : wordpress o3

% : wordpress BllEZATE : 2017-11-29

g : 2017-11-29 FTESES: : test

https://cs.console.zliyun.com/hook/trigger?triggerUr =Y 2ELY2UwY2ZNhOWRhMzQ2ZDY4ZmYyZmYyNGZIYTAyNzdifHdvemRwemVzc3xz Y 2FsaWsnfDESAXM
1cHZjdjQ4cnNBRsecret=

@ B3 % API S5 type F step B, ARBlh, A saleout HIEFHESRMBE
&type=scale out&step=5,

HEBENA

BOBIR—DSERNA, SFKENBEHIEENfluxdb, MSIESIREMES Kapacitor AR REEMN Grafana,
¥ wordpress ®RBGRARSINAREEXH T, KERIBENARE, FRENBENEN.

BAVER— MR AMRIRKERE |

*yaml
version: '2'
services:
influxdb:
image: influxdb:0.13
ports:
- "8083:8083"
- "8086:8086"
container_name: "influxdb"
labels:
aliyun.monitoring.addon.influxdb: "http://influxdb:8086"
grafana:
image: grafana/grafana:3.0.3-1463994644
ports:
-"3000:3000"
links:
- influxdb
kapacitor:
image: kapacitor:0.13
ports:
-"9092:9092"
volumes:
- [etc/acs/:/etc/acs/
environment:
- KAPACITOR_INFLUXDB_0_URLS_0=http://influxdb:8086
command: kapacitord -config /etc/kapacitor/kapacitor.conf

LNRNRN

IZFHNA, WTEMRR.
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ESflE  S¥F=E B =4 RaEE
arafana influxdb e o arafana/grafana:3.0.3-1463994644 i = Eﬁﬁgﬂ& ?;EEEEZ
influxdb influxdb @s Bisk:1 nfluedb:0.13 = =E
kapacitor influxdb @st= =L kapacitor:0.13 =IE g2
fic EKapacitoriRZ MM
IR EAN S,

£ Kapacitor PEEERZEMN, HHREMNFRYT Btk 23 URL,

BT Web imf2Ri% s #& Docker Exec i A\ Kapacitor 88, IEANREMN, LLIEINIXTCPUIBFRZ B IRZEMN
M|, BlF/etc/acs/cputick X, REWMT,

ENRNRN

stream
// Select just the cpu measurement from our example database.

|from()
.measurement('docker_container_cpu')

|groupBy('aliyun.cluster', 'aliyun.service.id')
|alert()
.crit(lambda: "aliyun.cluster"=="xxxxx' AND "aliyun.service.id"=="xxxxx' AND "usage_percent" >70)

.post('https://cs.console.aliyun.com/hook/trigger?
triggerUrl=Y2E1Y2UwY2NhOWRhMzQ2ZDY4ZmYyZmYyNGZiYTAyNzdjfHdvemRwcmVzc3xzY2FsaW5nfDE5
dXM1cHZjdjQ4cnN8=&secret=xxx&&type=scale_out&step=>5')

log('/tmp/alerts.log')

LN

XE XS MEIEMICPUIEHR docker_container_cpu IREB KRS EHTREAREFIBTZY usage_percent>70 B HY
BETREST B, 20, BONETLUEN— N EIHREMN,

EXAREMNFHE B
KapacitorAsR P HRITIM T L EXFHERREMN,

kapacitor define cpu_alert -type stream -tick cpu_alert.tick -dbrp telegraf.default;
kapacitor enable cpu_alert

REYHCPURERRIET 70% MR, SEHERY SMA[HTIR[NT B,

R IR
WO LLMBR = HERARRHITMA, £ GET 5#& POST #olLU#{ThlA , BINERA curl LA,
AR BEMRAL RS

@ e BARRGERLRN, FEEMESE URLPFEHHFMUTSH:
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SHEWR WE BEX oJiEfE

R scale_in; ¥

t = bt
ype = fadgee A scale_out
step 2 BEHE IEE#, 1~700

fin, WA TEHNMLRSITT SETSRIRE,

curl 'https://cs.console.aliyun.com/hook/trigger?triggerUrl=Y2E1Y2UwY2NhOWRhMzQ2ZDY4ZmYyZmYyNGZ
iYTAyNzdjfHdvemRwcmVzc3xzY2FsaW5nfDESdXM1cHZjdjQ4cnN8=&secret=xxx&&type=scale_out&step=5'

4.10. B =
4.10.1. Docker Registry #8< API

B X Docker Registry #8X# 0, RUIUSEIATEAHEHE:
Registry API 44 : https://docs.docker.com/registry/spec/api/
Registry API &N 4G https://docs.docker.com/registry/spec/auth/
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