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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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This topic describes how to deploy hosts, users, and O&M rules, implement O&M on hosts, and audit
O&M sessions after you create a bastion host  in Bast ionhost  V3.2.

The following table describes the steps.

Step Description

Step 1: Synchronize ECS
instances

The administrator adds the host to be managed to the bastion host. In this
step, the administrator can synchronize the Elastic Compute Service (ECS)
instances that belong to the current Alibaba Cloud account to the bastion host
and create host accounts.

Step 2: Import Alibaba
Cloud RAM users

The administrator adds users to the bastion host. In this step, the administrator
can import Alibaba Cloud RAM users to the bastion host.

Step 3: Create O&M
rules

The administrator creates O&M rules to authorize specific users to perform O&M
operations on specific assets. In this step, the administrator creates O&M rules
and authorizes specific users to perform O&M operations on specific hosts and
host accounts.

Step 4: Perform O&M
operations on hosts

Users (O&M personnel) access authorized hosts and perform O&M operations in
client/server (C/S) O&M mode.

Step 5: Audit O&M
sessions

When users log on to the bastion host in SSH, RDP, or SFTP mode to perform
O&M operations on authorized hosts, the administrator can view the O&M
session details in the console of the bastion host. In this step, the administrator
can query and audit O&M operations and block high-risk sessions in the bastion
host.

For more information about operations in Bast ionhost, such as how to configure user groups or host
groups at  a t ime, see User Guide (V3.2).

1.Overview1.Overview
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After you purchase a bastion host, you must enable the bastion host  to use its features. This topic
describes how to enable a bastion host.

ContextContext
The newly purchased bastion host  is uninit ialized. You must enable the bastion host  to use its features.

ProcedureProcedure
1. 

2. In the bastion host  list , f ind the bastion host  that you want to enable and click RunRun.

3. In the RunRun panel, configure the parameters.

The following table describes the parameters.

Parameter Description

2.Enable a bastion host2.Enable a bastion host
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Net workNet work

Select a virtual private cloud (VPC) and vSwitch for the bastion host.

Not iceNot ice

After the bastion host is enabled, you cannot change
the VPC and vSwitch.

To ensure that the bastion host can communicate with
the Elastic Compute Service (ECS) instance that you
want to maintain over an internal network, we
recommend that you select the VPC in which the ECS
instance resides.

If the selected vSwitch does not have available
resources, the bastion host fails to be enabled. If the
bastion host fails to be enabled because the selected
vSwitch cannot provide the required resources, select
another vSwitch and enable the bastion host again. You
can create a vSwitch to use before you enable the
bastion host. For more information, see Create a
vSwitch.

Parameter Description
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Securit y GroupSecurit y Group

Select the security group of the required ECS instances.

Not eNot e

A bastion host must be added to at least one basic
security group before the bastion host can be enabled.
After the bastion host is enabled, you can modify
security groups to which the bastion host belongs.
After a bastion host is added to a basic security group,
a security group rule is automatically generated to
allow the bastion host to access all ECS instances in the
security group.

You can also manually configure a security group rule
for a bastion host. After you configure a security group
rule for the bastion host, you do not need to add the
bastion host to a security group. For more information,
see Add security group rules.

You cannot add a bastion host to an advanced security
group. You must manually configure a rule for an
advanced security group to implement network
communication. For more information, see Add security
group rules.

Parameter Description

4. Click OKOK.

The status of the bastion host  changes to Init ializ ingInit ializ ing.

Not e Not e It  requires about 20 minutes for the bastion host  to be init ialized. Wait  until the
init ializat ion is complete. After the init ializat ion is complete, the status of the bastion host
changes to RunningRunning. The bastion host  is enabled.

ResultResult
After the bastion host  is enabled, you can click ManageManage to go to the console of the bastion host.

Quick St art ··Enable a bast ion host Bast ion Host
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This topic describes how to log on to Bast ionhost  from a browser.

ContextContext
You can use an Alibaba Cloud account or a RAM user to log on to Bast ionhost.

ProcedureProcedure
1. 

2. In the top navigation bar, select  the region where Bastionhost  resides.

3. Find the Bastionhost  instance you want to access and click ManageManage.

4. On the OverviewOverview page, perform O&M operations.

3.Log on to Bastionhost3.Log on to Bastionhost
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The following table describes the layout of the OverviewOverview page.

No. Description

① The menu items of Bastionhost.

②
The numbers of existing users, user groups, hosts, and host groups in
Bastionhost.

③
The Internet and private network portals for users to perform O&M
operations in Bastionhost.

④ The O&M statistics.

⑤ The information of real-time sessions.
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Before Bastionhost  users can perform O&M operations on hosts, an administrator must add hosts to be
managed to a bastion host  and add accounts to the hosts. This topic describes how to import  Elast ic
Compute Service (ECS) instances that belong to the current Alibaba Cloud account to a bastion host
and add accounts to the hosts.

ContextContext
You can also manually add hosts, import  hosts by using a file, or import  dedicated host  groups of
ApsaraDB RDS. For more information, see Import hosts from other sources.

ProcedureProcedure
1. 

2. 

3. On the Host sHost s page, create an account for a host.

Creat e an account  f or a hostCreat e an account  f or a host

a. Find the host  for which you want to create an account and click Creat e Host  AccountCreat e Host  Account  in
the Act ionsAct ions column.

b. In the Creat e Host  AccountCreat e Host  Account  panel, configure the parameters such as Prot ocolProt ocol, LogonLogon
NameName, and Aut hent icat ion T ypeAut hent icat ion T ype.

c. Click Verif yVerif y.

You can click Verif yVerif y to check whether the username and password that you specify for the
account are valid.

4.Step 1: Synchronize ECS instances4.Step 1: Synchronize ECS instances

Bast ion Host Quick St art ··St ep 1: Synchronize ECS
inst ances
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d. Click Creat eCreat e.

Creat e account s f or mult iple host sCreat e account s f or mult iple host s

a. Select  the hosts for which you want to create accounts.

b. In the lower part  of the page, choose Bat chBat ch >  > Host  AccountHost  Account  >  > Add AccountAdd Account .

c. In the Add Account dialog box, configure the parameters such as Aut hent icat ion T ypeAut hent icat ion T ype,
Prot ocolProt ocol, and Logon NameLogon Name.

Not e Not e When you create accounts for mult iple hosts at  a t ime, you do not need to
verify the password.

d. Click OKOK.

Quick St art ··St ep 1: Synchronize ECS
inst ances
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Before Bastionhost  users can perform O&M operations on hosts, the administrator must create
Bastionhost  users in a Bast ionhost  instance. This topic describes how to import  Alibaba Cloud RAM users
to a Bast ionhost  instance as Bast ionhost  users.

PrerequisitesPrerequisites
RAM users are created under the Alibaba Cloud account for which the Bastionhost  instance is
created. For information about how to create RAM users, see Create a RAM user.

RAM users to be imported are bound to virtual mult i-factor authentication (MFA) devices if  necessary.
For information about how to bind a RAM user to a virtual MFA device, see Enable an MFA device for a
RAM user.

ProcedureProcedure
1. 

2. 

3. 

4. In the Import  RAM Users dialog box, select  the RAM user that you want to import.

Not e Not e To import  a single RAM user, click ImportImport  in the Act ionsAct ions column. In the message
that appears, click Import.

5. Click ImportImport .
After the RAM user is imported, an O&M administrator can use the RAM user to log on to the
bastion host.

5.Step 2: Import Alibaba Cloud RAM5.Step 2: Import Alibaba Cloud RAM
usersusers
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Before Bastionhost  users can perform O&M operations on hosts, the administrator must create O&M
rules to authorize the users to perform O&M operations on specific hosts and host  accounts. This topic
describes how to create O&M rules.

Authorize a user to manage hostsAuthorize a user to manage hosts
To authorize a user to manage hosts, perform the following steps:

1. 

2. 

3. Find the user whom you want to authorize to manage hosts and click Aut horize Host sAut horize Host s in the
Act ionsAct ions column.

4. On the Aut horized Host sAut horized Host s tab, click Aut horize Host sAut horize Host s.

5. In the Authorize Hosts panel, select  one or more hosts you want to authorize the user to manage
and click OKOK.

Authorize the accounts of a single host for a userAuthorize the accounts of a single host for a user
To authorize the accounts of a single host  for a user, perform the following steps:

1. 

2. 

3. Find the user whom you want to authorize to manage hosts and click Aut horize Host sAut horize Host s in the
Act ionsAct ions column.

4. On the Aut horized Host sAut horized Host s tab, click the account name or None. Aut horize account sNone. Aut horize account s in the
Aut horized Account sAut horized Account s column.

5. In the Select  Accounts panel, select  one or more accounts and click Updat eUpdat e.

6.Step 3: Create O&M rules6.Step 3: Create O&M rules
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Not e Not e If  no account is created on the host, you can click Creat e Host  AccountCreat e Host  Account  in the
Select  Accounts panel to create an account.

Authorize the accounts of multiple hosts for a userAuthorize the accounts of multiple hosts for a user
To authorize the accounts of mult iple hosts for a user at  a t ime, perform the following steps:

1. 

2. 

3. Find the user whom you want to authorize to manage hosts and click Aut horize Host sAut horize Host s in the
Act ionsAct ions column.

4. On the Authorized Hosts tab, select  the hosts whose accounts you want to authorize for the user
and choose Bat chBat ch >  > Bat ch Aut horize Account sBat ch Aut horize Account s.

5. In the Batch Authorize Accounts panel, specify Account sAccount s.

Not e Not e When you want to authorize the accounts of mult iple hosts for a user at  a t ime,
you can select  only one host  account at  a t ime.
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6. Click Updat eUpdat e.

Quick St art ··St ep 3: Creat e O&M rul
es
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After the administrator has deployed host  assets, Bast ionhost  users, and O&M rules in a Bast ionhost
instance, the Bastionhost  users can access authorized hosts and perform O&M operations in client-
server (CS) O&M mode. This topic describes how to configure O&M information and log on to the target
server to perform O&M operations in CS O&M mode.

CS O&M refers to the process where Bastionhost  users use a local client  tool to log on to Bast ionhost,
access the target server, and perform O&M operations. Windows and macOS operating systems are
supported.

Windows:

SSH-based O&M

RDP-based O&M

SFTP-based O&M

macOS:

SSH-based O&M

RDP-based O&M

SFTP-based O&M

7.Step 4: Perform O&M operations7.Step 4: Perform O&M operations
on hostson hosts
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When Bastionhost  users log on to Bast ionhost  in SSH, RDP, or SFTP mode and perform O&M operations
on authorized hosts, the administrator can view the O&M session details on the management page of
the Bastionhost  console. This topic describes how to query and audit  O&M operations and interrupt
high-risk sessions in a Bast ionhost  instance.

Search for sessionsSearch for sessions
1. 

2. 

3. On the Real-Time Monitoring page, configure search condit ions.

The following table describes the search condit ions that you can configure.

Search condition Description

Prot ocolProt ocol
Select a protocol type from the Protocol drop-down list. Valid values: AllAll ,
SSHSSH, SFT PSFT P, and RDPRDP.

Host  IP AddressHost  IP Address Enter the IP address of the host in the session that you want to view.

Host nameHost name Enter the name of the host in the session that you want to view.

UserUser Enter the name of the user whose session you want to view.

Logon NameLogon Name Enter the name of the account that is used by the user to log on to the host.

Source IP AddressSource IP Address Enter the IP address that is used by the user to perform O&M operations.

Session IDSession ID Enter the session ID.

4. (Optional)Click SaveSave. In the Save dialog box, specify Filt er T emplat eFilt er T emplat e and click OKOK to save the
search condit ions.

Not e Not e After you save the search condit ions as a template, you can use the same
condit ions again when you select  the template name from the Def ault  Condit ionDef ault  Condit ion drop-down
list  in the upper-right corner of the list  of session search results.

5. Click SearchSearch.

8.Step 5: Audit O&M sessions8.Step 5: Audit O&M sessions
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