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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.What is ARMS Browser
Monitoring?

Browser Monitoring of Application Real-Time Monitoring Service (ARMS) is applicable to scenarios such
as web page monitoring, Weex monitoring, and mini-program monitoring. You can monitor web pages
and mini-programs based on the following metrics: the page loading speed (speed test), page stability
(JavaScript errors), and success rate of calls to external services that are APIs.

Why is Browser Monitoring necessary?
When a user accesses a service, the whole process can be divided into three phases: page generation
(server status), page loading, and page runtime.

To ensure stable online services, the server monitors the status of these services. Existing server
monitoring systems are quite mature, but the monitoring of page loading and runtime is far from
satisfactory. For example:

e You cannot immediately capture the errors that users encounter when they access your website.

e You do not know the actual response time for users from different countries or regions to access
your website.

e You have no idea about the performance and success rate of asynchronous data calls of each
application.

Solution

ARMS Browser Monitoring monitors the status of page loading and runtime, and reports datato the
logger. The data includes the page load performance, runtime exceptions, and API call status and
consumed time. Then, the platform monitors the access of all real online users based on the rich real-
time log analytics and processing services provided by ARMS. Finally, the platform presents visual
reports to help you detect and diagnose problems at the earliest opportunity.

E (-] Alibaba Cloud 2 Bling Ticket ICP  Enterprise  Support  Albaba Cloud 4w o O

£ Applications | e e = [2 Logon-free Sharing Dashboard [ Documentation @ Last 24 Hrs v

~ Applcation

7,611 61.2% 9,250 3,833 547ms

API Request
3,728

1,124 99.5% BN N .

Custom Statistics = .
5.86% ¢

Scenarios
ARMS Browser Monitoring supports the following scenarios:

e Web/H5
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o Install the browser monitoring probe by using CDN

o Implement browser monitoring by using npm
o Weex

Implement browser monitoring in the Weex environment
e Mini-programs

o Monitor DingT alk mini programs

o Monitor Alipay mini programs

o Monitor WeChat mini programs

o Monitor other mini programs

Capabilities

ARMS Browser Monit oring provides the following capabilities:

Page speed

JS errors

API request

Front-to-backtracking

Browser and platform compatibility

Browser or platform Supported version SDK
Safari Safari 9+ Ve
Chrome Chrome 49+ e
IE IE 9+ ve
Edge Edge 12+ Ve
Firefox Firefox 36+ Ve
Opera Opera 43+ Ve
Safari for i0OS Safari for i0S 9.2+ e
Android Browser android_webkit 4.4.2+ Ve
Weex Weex 0.16.0+ xe

Automatic report by the

Manual report
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2.Quick start
2.1. Browser monitoring overview

The browser monitoring feature of Application Real-Time Monitoring Service (ARMS) allows you to
monitor websites, Weex frameworks, and mini programs. Read the corresponding documents to get
started with browser monitoring.

Web scenarios

e Install the browser monitoring probe by using CDN

e Implement browser monitoring by using npm

Weex scenarios

Implement browser monitoring in the Weex environment
Mini-program scenarios

e Monitor DingT alk mini programs

e Monitor Alipay mini programs

e Monitor WeChat mini programs

e Monitor other mini programs

2.2. For Web applications

2.2.1. Implement browser monitoring by using
npm

To use the browser monitoring feature of Application Real-Time Monitoring Service (ARMS) to monitor
web applications, you must install the ARMS agent by using Content Delivery Network (CDN) or Node
Package Manager (npm). T his topic describes how to use npmto install the ARMS browser monitoring
agent for web applications.

Install the npm packaqge
Install the npm package named alife-logger .

npm install alife-logger --save

Initialize the SDK

Use BrowserLogger.singleton to initialize the SDK.

> Document Version: 20210304 8
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const BrowserLogger = require('alife-logger');

// Use BrowserLogger.singleton(conf) config to load the configurations specified by config.
const __bl=BrowserLogger.singleton({

pid: 'your-project-id',

// Specify the path to which the logs are uploaded.

// if you want to deploy the SDK in the Singapore region, set the path to https://arms-retcode-sg.aliy
uncs.com/r.png?.

// if you want to deploy the SDK in the US (Silicon Valley) region, set the path to http://arms-us-west-
1.console.aliyun.com/r.png?.

imgUrl: 'https://arms-retcode.aliyuncs.com/r.png?’,

// Set other configurations specified by config.

B;

When the ARMS browser monitoring agent is installed by using npm, the SDK automatically generates a
user ID (UID) to collect information such as the number of unique visitors (UVs). The generated UIDs can

be used to identify users but does not have service attributes. If you want to customize a UID, add the
following content to the code:

uid: 'xxx', // The UID is used to identify a user. Set its value based on your businesses.

Example:

const BrowserLogger = require('alife-logger');
/] Use BrowserLogger.singleton(conf) config to load the configurations specified by config.
const __bl=BrowserLogger.singleton({
pid: 'your-project-id’,
// Specify the path to which the logs are uploaded.
// f you want to deploy the SDK in the Singapore region, set the path to https://arms-retcode-sg.a
liyuncs.com/r.png?.
// if you want to deploy the SDK in the US (Silicon Valley) region, set the path to http://arms-us-we
st-1.console.aliyun.com/r.png?.
uid: 'xxx', // The UID is used to identify a user. Set its value based on your businesses.
imgUrl: 'https://arms-retcode.aliyuncs.com/r.png?’,
// Set other configurations specified by config.

B;

APl operation

@ Note This method applies only to the implementation of browser monitoring by using npm.
The followina table describes the parameters you can configure for
BrowserLogger.singleton(config,prePipe) .

This method is a static method that returns a single-instance object. The loaded config and prePipe

parameters take effect only when the method is called for the first time. Only generated instances are
returned for subsequent calls.

Parameter Type Description Required Default value
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Parameter Type
config Object
prePipe Array

Description Required
The site

configurations.

For more

information about

other parameters

you can configure

in config, see SDK

reference.

The content that
must be reported No
in advance.

Default value

None

None

This method can be used to initialize the SDK at the application entry point and obtain an instance

during each call.

You canuse BrowerLogger.singleton to obtain instances.

const __bl=BrowserLogger.singleton();

For more information about how to use other methods of

bl , see API reference.

The configurations of config is the same as those when you use CDN to install the ARMS browser
monitoring agent. For more information, see SDK reference.

if some data must be reported based on the logic of the code executed before
BrowserLogger.singleton() is called, you must pre-report the data. For more information, see pre-report

data.

const BrowserLogger = require('alife-logger');
// The structure of pipe is the same as the that when you use CDN to install the ARMS browser monito

ring agent.
const pipe=|

// Report the current HTML page as an APl request.
['api', '/index.html', true, performance.now, 'SUCCESS'], // This is equivalent to __bl.api(api, success,

time, code, msg).

[/ After the SDK s initialized, enable automatic Single Page Application (SPA) resolution.

['setConfig', {fenableSPA: true}]
I;

const __bl=BrowserLogger.singleton({pid:'Unique site ID'},pipe);

Method used to return a single instance: @static singleton()

Other reporting methods
Config configurations
Data pre-report

Common SDK parameters

> Document Version: 20210304
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The browser monitoring feature of ARMS allows you to configure a variety of SDK parameters to meet
more requirements. The following table describes the parameters that you can configure in the
scenarios described in this topic.

Parameter

pid

uid

tag

release

environmen
t

sample

behavior

enableSPA

Type

String

String

String

String

String

Integer

Boolean

Boolean

Description Required

The unique ID of the project, which is
automatically generated by ARMS when it Yes
creates the site.

The user ID, which identifies the user and
can be manually configured to be retrieved
based on the user ID. If you do not configure

. . No
the settings, they are automatically
generated by the SDK and updated semi-
annually.
The input tag. Each log carries a tag. No

The version of the application. We
recommend that you configure to view the No
reports of different versions.

The environment field. Valid values: prod,
gray, pre, daily, and local, where:

e prod indicates an online environment.

e gray indicates a phased-release
environment. No

® pre indicates a staging environment.
e daily indicates a daily environment.

® |[ocal indicates a local environment.

The log sampling configuration. The value is
an integer ranging from 1 to 100. For
performance logs and successful API logs,
follow the stepsin 1/sample The
proportional sampling of. For more
information about metrics descriptions of
performance logs and successful API logs,
see Statistical metrics.

No

Whether to record the error user behavior to

- . No
facilitate troubleshooting.
Listen to the hashchange event on the page
and report the PV again. This method is
applicable to single-page application
scenarios.

No

Default
Value

N/A

Automatical

ly
generated
by SDK

None

undefined

prod

true

false

11
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Parameter Type Description Required
P P q Value
For more information about tracing

enableLinkT frontend and backend links, see Use the

Boolean i i No false
race front-to-back tracing feature to diagnose

causes of APl errors.

For more information about the SDK parameters that you can configure, see SDK reference.

Related information

e Browser monitoring overview

e SDK reference

e Install the browser monitoring probe by using CDN

e Implement browser monitoring in the Weex environment

2.2.2. Install the browser monitoring probe by
using CDN

To use the browser monitoring feature of Application Real-Time Monitoring Service (ARMS) to monitor
web applications, you must install the probe by using Alibaba Cloud Content Delivery Network (CDN) or
node package manager (npm). T his topic shows you how to install the ARMS browser monitoring probe
on web applications by using CDN.

Install the browser monitoring probe
1. Log onto the ARMS console.

2. Inthe left-side navigation pane, click Browser Monitoring. On the Browser Monitoring page,
clickCreate Application Site inthe upper-right corner.

3. Inthe Create Application Site dialog box, select web as the monitoring type, enterthe
application name, and then click OK.

> Document Version: 20210304 12
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Create Application Site X

* Maonitoring Type

@ N B X KB

DingTalk Mini Alipay Mini Wechat Mini
Weex P%ngram Program Program
)
S~
Other Mini
Programs
* Application
Name
Note: You cannot edit the type or name of the created application.
For instructions on creating Browser Monitoring jobs of each type see Get Started with Browser Monitoring

Chraru s
LWVENVIEW

Cancel

4. Onthe settings page of the application, select the required options in the SDK Extension
Configuration section. The code of the Bl probe to be pasted to the page is then generated
based on the selected options.

o

Disable Automatic API Reporting: If you select this option, you must manually callthe __bl.a
pi() method to report the API success rate.

Enable Automatic SPA Parsing: If you select this option, ARMS monitors the hashchange
event of the page and automatically reports page views (PVs). This option is applied to single-
page applications (SPAs).

Enable Data Collection of First Meaningful Paint: If you select this option, ARMS collects
data of First Meaningful Paint (FMP).

Enable Page Resources Reporting: If you select this option, static resources loaded on the
page are reported when the onload event is triggered.

Associate with Application Monitoring: If you select this option, APIrequests are in end-to-
end association with application monitoring.

Enable User Behavior Trace: If you select this option, you can view user behavior trace inJS
Error Diagnosis.

Enable Console Tracina: If vou select this option, user behavior is traced in the console. The
behaviorcanbe error , warn , log ,or info .

€D Notice This feature affects the path of the Console panel.

5. Install the probe by using one of the following methods:

(e]

Asynchronous loading: Copy the provided code, paste it to the first line of the <body> element

13
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of the HTML page, and then restart the application.

= Copy /Paste Bl Probe

How to choose from Asynchronous Loading. Synchronous Loading, and NPM Package @
Asynchronous Loading Synchronous Loading NPM Package
itinto the <body> element of your HTML page.

elow and p o the
e in the first line of the <body> content oo
aa

appType: “web®, inglrl: "https: //arns-retcode, aliyumes. com/r. pug?”, sendResource: true, beha

<scripty
! (functionic, b, d,a) {elal | | (e[al=1{}) :c[al. config=pid: "b5O0M wull (LT FTS"RS

vier:true, enableLinklrace: true, enableConsole: true
with(E)with (body)with(insertBefors (crestel lensut ["script”), f1rstCh11d))setAttrlbute( crassorigin’, ", sro=d)

1) (window, document, “https: //retcode. alicdn. com/retcode/bl. ja~, ¥ __
<fscript>

o Synchronous loading: Copy the provided code, paste it to the first line of the <body> element
of the HTML page, and then restart the application.

Copy / Paste Bl Probe

T How ta choose from Asynchronous Loading, Synchronous Loading, and NPM Package @

Asynchronous Loading Synchronous Loading NPM Package

nto the <body> element of your HTML page.

ow and p
Note: Paste il in the first line of the <body> content

oo
oo

<soript>
1", appType: "web”, inglirl: "https: /farms—retcods. aliyuncs. con/T. png?”, sendResource: true, behavior: true, enablelinkTrace: trus, snable

window. bl = {
config: 1
pid:*b590 T
Console: true

1
</script>
<{script type="text/javascript” sre="https://retcode. alicdn. com/retcodes/bl. j=* crossorigin></scriptd

o npm package:
a. Runthe following command to install the npm package:

npm install alife-logger --save
b. Copy and run the following command fromthe console to initialize the npm package:

const BrowserLogger = require('alife-logger');
const __bl=BrowserLogger.singleton({pid:"b590lhguqs@8cc3f63543d****" appType:"web",img

Url:"https://arms-retcode.aliyuncs.com/r.png?",sendResource:true,behavior:true,enableLinkTr

ace:true,enableConsole:true});

Differences between asynchronous loading and synchronous loading

Asynchronous loading: It is also known as non-blocking loading. In asynchronous loading, the browser
continues to process subsequent pages no matter whether JavaScript loading is complete. We
recommend that you use this method if you require high page performance.

D Notice If you use asynchronous loading, ARMS cannot capture JavaScript errors or resource
loading errors before the monitoring SDK completes the initialization.

Synchronous loading: It is also known as blocking loading. In synchronous loading, the browser does
not continue to process subsequent pages until the JavaScript loading is complete. We recommend
that you use synchronous loading if you need to capture JavaScript errors and resource loading errors

during the whole process.
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Custom UID

When the ARMS browser monitoring probe is installed by using synchronous or asynchronous loading,
the web SDK automatically generates a user ID (UID) to collect information such as the number of
unique visitors (UVs). The UID can be used to identify a user but does not have business attributes. If you
want to customize a UID, add the following content to config inthe code:

uid: 'xxx', // The UID is used to identify a user. You can specify the UID based on your business requirements.

Sample code:

<script>

!( function(c,b,d,a){c[a]||(c[al={});c[a].config={pid:"xxx",appType:undefined,imgUrl:"https://arms-retcode.ali
yuncs.com/r.png?", uid: "xxxx"};
with(b)with(body)with(insertBefore(createElement("script"),firstChild))setAttribute("crossorigin","",src=d
)

N(window,document,"https://retcode.alicdn.com/retcode/bl.js","__bl");

</script>

) Notice If you modify options in the SDK Extension Configuration section, the code changes.
Copy and paste the code again.

Common SDK parameters
The browser monitoring feature of ARMS allows you to configure a variety of SDK parameters to meet

additional requirements. The following table describes the common parameters that you can specify in
the scenarios described in this topic.

Default

Parameter Type Description Required
P P a Value

The unique ID of the project, which is
pid String automatically generated by ARMS when it Yes N/A
creates the site.

The user ID, which identifies the user and

can be manually configured to be retrieved Automatical
. . based on the user ID. If you do not configure ly
uid String . . No
the settings, they are automatically generated
generated by the SDK and updated semi- by SDK
annually.
tag String The input tag. Each log carries a tag. No None

The version of the application. We
release String recommend that you configure to view the No
reports of different versions.

undefined
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Parameter Type Description Required
P P q Value

The environment field. Valid values: prod,

gray, pre, daily, and local, where:

e prod indicates an online environment.
environmen e gray indicates a phased-release

t String environment. No prod
® pre indicates a staging environment.
e daily indicates a daily environment.

® |[ocal indicates a local environment.

The log sampling configuration. The value is
an integer ranging from 1 to 100. For
performance logs and successful API logs,
follow the steps in 1/sample The
proportional sampling of. For more
information about metrics descriptions of
performance logs and successful API logs,
see Statistical metrics.

sample Integer No 1

) Whether to record the error user behavior to
behavior Boolean . . No true
facilitate troubleshooting.

Listen to the hashchange event on the page
and report the PV again. This method is

enableSPA Boolean . . o No false
applicable to single-page application
scenarios.
For more information about tracing
enableLinkT frontend and backend links, see Use the
Boolean ) ) No false
race front-to-back tracing feature to diagnose

causes of API errors.
The browser monitoring feature of ARMS also provides more SDK parameters to further meet your
requirements. For more information, see SDK reference.

Related information

e Browser monitoring overview

SDK reference

Implement browser monitoring by using npm

e Implement browser monitoring in the Weex environment

2.3. For Weex

2.3.1. Implement browser monitoring in the
Weex environment
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This topic describes how to implement the browser monitoring feature of Application Real-Time
Monitoring Service (ARMS) in the Weex environment.

Import the NPM package

To use the browser monitoring feature of ARMS in the Weex environment, run the following command
in your project to import the Node Package Manager (npm) package named alife-logger and use the
dedicated WeexLogger module to report logs:

npm install alife-logger --save

Initialize the SDK
Create the monitor.js file in the /utils directory and initialize the SDK based on the following sample
code.

@ Note Tocallthe singleton(props) method at the entry point of a Weex application to obtain
instances, configure parameters for the imported props. For more information, see the following
sections:

e General method: @static singleton()
e General method: setPage()

e General method: setConfig()
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// Add the following content to monitor.js:
import WeexLogger from 'alife-logger/weex';
const fetch =weex.requireModule('stream').fetch;
const serialize = (data) = >{
data=data || {};
var arr =[];
for (var k in data) {
if (Object.prototype.hasOwnProperty.call(data, k) && data[k] ! == undefined) {
arr.push(k +'='+ encodeURIComponent(data[k]).replace(/\(/g, '%28").replace(/\)/g, '%29"));
}
}
return arr.join('&');
}
// Initialize the SDK.
const wxLogger = WeexLogger.singleton({
pid: 'your-project-id’,
uid: 'zhangsan',
// Configure the UID to generate unique visitor (UV) reports.
page: 'Lazada | Home',
// Configure the name of the initial page. The SDK sends page view (PV) reports after the initialization is co
mplete.
imgUrl: 'https://arms-retcode.aliyuncs.com/r.png?',
// Specify the path to which the reports are sent. If you want to deploy the SDKin the Singapore region, se
t the path to 'https://arms-retcode-sg.aliyuncs.com/r.png?'.
// The following code provides an example on how to use the GET method to send reports:
sendRequest: (data, imgUrl) = >{
const url =imgUrl + serialize(data);
fetch({
method: 'GET',
url
b;
b
// The following code provides an example on how to use the POST method to send reports:
postRequest: (data, imgUrl) =>{
fetch({
method: 'POST',
type: 'json’,
url: imgUrl,
body: JSON.stringify(data)
b;
}
b;
export
default wxLogger;

Report logs

Call the corresponding methods to report logs based on instances.

//in some biz module
import wxLogger from '/utils/monitor';
wxLogger.api('/search.do’, true, 233, 'SUCCESS");

Document Version: 20210304



Application Real-time Monitoring Se

Browser monit oring- Quick start .
rvice

General method: @static singleton()

@static singleton() is a static method used to return a single instance. props takes effect only when the
method is called for the first time. The following table describes the parameters you can configure
when you call the method.

This method can be used to initialize the SDK at the application entry point. For more information, see
Initialize the SDK.

Parameters of WeexLogger.singleton(props)

Parameter Type Description Required Default value
pid String The site ID. Yes None

. The page name
page String N No None
after initialization.

uid String The ID of the user. Yes None

The path to which
the logs are
imgUrl String uploaded. The No None
path ends with a
question mark (?).

General method: setPage()
setPage() is used to set the name of the current page and report the PV logs once by default.
import wxLogger from '/utils/monitor";

/...

wxLogger.setPage(nextPage);

Parameters of wxLogger.setPage(nextPage)
Parameter Type Description Required Default value

nextPage String Page Name Yes None

General method: setConfig()

setConfig() is used to modify configurations after the SDK is initialized. The configuration method is the
same as that of singleton(). For more information about the parameters that you can configure forthe
method, see setConfig().

import wxLogger from '/utils/monitor’;

/...
wxLogger.setConfig(config);

Parameters of wxLogger.setConfig(config)
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Parameter Type Description Required Default value
The configuration

config Object items you want to Yes None
modify.
The user ID used

. . to collect the )

uid String ) . Yes Storage settings
unique visitor (UV)
data.

Log reporting methods
For more information, see the log reporting methods in AP reference.

Common SDK parameters

The browser monitoring feature of ARMS allows you to configure a variety of SDK parameters to meet
more requirements. The following table describes the parameters that you can configure in the
scenarios described in this topic.

Default
P t T D ipti R ired
arameter ype escription equire Value
The unique ID of the project, which is
pid String automatically generated by ARMS when it Yes N/A
creates the site.

The user ID, which identifies the user and
can be manually configured to be retrieved
uid String based o.n the user ID. If you do.not configure ves N/A
the settings, they are automatically
generated by the SDK and updated semi-

annually.
tag String The input tag. Each log carries a tag. No None
The version of the application. We

release String recommend that you configure to view the No
reports of different versions.

undefined

The environment field. Valid values: prod,
gray, pre, daily, and local, where:

e prod indicates an online environment.

e gray indicates a phased-release
String environment. No prod

® pre indicates a staging environment.

environmen
t

® daily indicates a daily environment.

® |[ocal indicates a local environment.
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Default
Parameter Type Description Required
P P q Value
The log sampling configuration. The value is
an integer ranging from 1 to 100. For
performance logs and successful API logs,
sample Integer follow the stepsin 1/sample The No 1

proportional sampling of. For more
information about metrics descriptions of
performance logs and successful API logs,
see Statistical metrics.

For more information about the SDK parameters that you can configure, see SDK reference.

2.4. For mini programs

2.4.1. Monitor DingTalk mini programs

This topic describes how to use the browser monitoring feature of Application Real-Time Monitoring
Service (ARMS) to monitor DingT alk mini programs. T his topic also describes the general configurations,
API methods, and advanced scenarios.

Background information
For background information about the DingT alk mini program, see DingT alk mini program Migrate an
instance across regions based on Global Replica.

Procedure

To monitor a DingT alk mini program, install and initialize the Node Package Manager (NPM) package,
report monitoring data, and then configure security domains.

1. Install and initialize the NPM package.
i. Install the NPM package named alife-logger in the DingT alk mini program. This module can then
be used to report logs.

npm install alife-logger

ii. Add the following to /utils Directory in the monitor.js file to complete the initialization.

@ Note Youcan specify the name and storage path of the JavaScript (JS) file.

import EAppLogger from 'alife-logger/eapp’;
const Monitor = EAppLogger.init({

pid: 'xxx',

region: "cn",
b;

export default Monitor;

@ Note Fordetailed configuration of parameters, see Common parameters of SDK.

2. You can use the following methods to automatically collect and report page views (PVs), error, API
requests, performance, and health data.
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i. In app.js, use the Monitor.nookApp(options) Method silently captures the Error class log. Of
which options That is, the corresponding Object configuration forthe App layer.

import Monitor from '/util/monitor';
App(Monitor.hookApp({
onError(err) {
console.log('onError:', err);
|3
onLaunch() {
console.log('onLaunch');
|3
onShow(options) {
|3
onHide() {
}
D)

ii. Inthe S file of the Page by Monitor.hookPage(options) Method to silently report the API
request, PV, and Health data.

import Monitor from '/util/monitor';
Page(Monitor.hookPage({
data: {},
onLoad(query) {
b
onReady() {
b
onShow() {
b
onLoad(query) {
|3
onHide() {
|3
onUnload() {
}
D)

3. Set security domains.
o If regionSet as cn , add the arms-retcode.aliyuncs.comto the HTTP security Domains.

o If regionSet as sg , add the arms-retcode-sg.aliyuncs.comto the HTTP security Domains.

Basic APl methods for automatic tracking

Method Parameter Description Scenario
API lifecycle
Enter the parameters of management
hookApp 4 .pa.a anag .
the application. automatically tracks the
application.
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Method Parameter

hookPage {

Description

Scenario

API lifecycle

Enter the parameters of management

the page.

automatically tracks the
page.

@ Note For mini program monitoring items that need to use hookApp and hookPage to embed
lifecycle hitting points, they must comply with the standard Mini program specifications on apps

and pages. That is, the App layer has onError , the Page layer has onShow , onHide , onUnload .
For usage examples, see Procedure.

Other APl methods

Method

setCommoninfo

setConfig

pageShow
pageHide

error

api

sum/avg

Advanced scenarios

Parameter

{[key: string]: string;}

{[key: string]: string;}

{

{
String/Object

For more information, API
reference

String

Description

Set basic log fields for scenarios
such as phased release.

Set the config field. For more
information about the operation,
see SDK configuration items
parameters .

Report the PV data.

Report the health data.

Report error logs.

Report the API request logs.

Report custom sum and average
logs.

If the basic methods cannot meet your needs, see the following advanced scenarios:

e Manually report the APl operations. Automatic reporting is disabled.

i. Soon disableHook Set as true , not reported silently dd.httpRequest The requested log.

ii. Manually called api() Method to report API-related information.

e Disable automatic reporting and enable manual tracking.

i. No longer used in App and Page JS files. hookApp , hookPage Method.

ii. To send the PV data of the current Page, on the Page onShow Call under method pageShow()

Method.

@ Note Do not interact with hookPage() Method uses this method at the same time.
Otherwise, PV logs may be reported repeatedly.

23
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import Monitor from '/util/monitor;
Page({
onShow: function() {
Monitor.pageShow();
}
)

iii. To send Health-class dataforthe current Page, statistics on the Health of the current Page and
Page stay time, on the Page onHide and onUnload Call under method pageHide() Method.

@ Note Do not interact with hookPage() METHOD. T his method is used at the same time.
Otherwise, repeated log reporting may occur.

import Monitor from '/util/monitor;
Page({
onHide: function() {
Monitor.pageHide();
B
onUnload: function() {
Monitor.pageHide();
}

]

Common parameters of SDK

ARMS browser monitoring provides a series of SDK parameters. You can configure the parameters to
meet additional requirements. The following table describes the common parameters suitable for the
scenarios described in this topic.

Default
Parameter Type Description Required
P P q Value
The unique ID of the project, which is
pid String automatically generated by ARMS when it Yes N/A
creates the site.

The user ID, which identifies the user and

can be manually configured to be retrieved Automatical
uid String based o.n the user ID. If you do.not configure No ly
the settings, they are automatically generated
generated by the SDK and updated semi- by SDK
annually.
tag String The input tag. Each log carries a tag. No None

The version of the application. wWe
release String recommend that you configure to view the No
reports of different versions.

undefined
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Default
P t T Descripti Required
arameter ype escription equire Value
The environment field. Valid values: prod,
gray, pre, daily, and local, where:

e prod indicates an online environment.

environmen . e gray indicates a phased-release
t String environment. No prod

® pre indicates a staging environment.
e daily indicates a daily environment.

® |[ocal indicates a local environment.

The log sampling configuration. The value is
an integer ranging from 1 to 100. For
performance logs and successful API logs,
follow the steps in 1/sample The
proportional sampling of. For more
information about metrics descriptions of
performance logs and successful API logs,
see Statistical metrics.

sample Integer No 1

) Whether to record the error user behavior to
behavior Boolean . . No false
facilitate troubleshooting.

For more information about tracing

enableLinkT frontend and backend links, see Use the
Boolean . . No false
race front-to-back tracing feature to diagnose

causes of API errors.

ARMS browser monitoring also provides other SDK parameters. For more information, see SDK reference.

Related information
What is ARMS Browser Monitoring?

Monitor Alipay mini programs

Monitor WeChat mini programs

Monitor ot her mini programs

2.4.2. Monitor Alipay mini programs

This topic describes how to use the browser monitoring function of Application Real-Time Monitoring
Service (ARMS) to monitor Alipay mini programs. It also demonstrates the general configurations,
methods, and advanced scenarios.

Basic usage
To monitor the mini programs, you must perform at least the three steps: introducing and initializing
the npm (Node Package Manager) package, reporting logs, and setting security domains.

1. Introduce and initialize the npm package.
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i. Introduce the npm package named alife-logger inthe Alipay mini program project to facilitate
log reporting.

npm install alife-logger

ii. Add the following information to the monitor.js file in the /utils directory to initialize the npm
package.

@ Note Youcan specify the name and storage path of the JS file.

import AlipayLogger from 'alife-logger/alipay';
const Monitor = AlipayLogger.init({
pid: "xxx',
region: "cn", // The region where the application is deployed. Set it to cn if the application is depl
oyed in China and to sg if the application is deployed outside China.
b;

export default Monitor;

@ Note For more information about parameter configurations, see Common
parameters.

2. Callthe following methods to automatically collect the page view (PV), error, APl request,
performance, and health data.

i. Inapp.js, callMonitor.hookApp(options) to automatically capture error logs. The options
parameter is the app-specific object.

import Monitor from '/util/monitor’;
App(Monitor.hookApp({
onError(err) {
console.log('Trigger onError:', err);
|3
onLaunch() {
console.log('Trigger onLaunch');
b
onShow(options) {
}’
onHide() {
}
D)
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ii. Inpage.js, callMonitor.hookPage(options) to automatically report the APIrequest, PV, and
health data.

import Monitor from '/util/monitor’;
// After hookPage is called, the lifecycle APl automatically starts instrumentation.

Page(Monitor.hookPage({

data: {},
onLoad(query) {
b

onReady() {

// Page loaded.
b

onShow() {

b
onLoad(query) {
b

onHide() {

h
onUnload() {

N

3. Set security domains.

o If theregionissett

request.

0 cn ,add arms-retcode.aliyuncs.comto the HTTP security domain of the

o If theregionissetto sg ,add arms-retcode-sg.aliyuncs.comto the HTTP security domain of
the request.

Common parameters

The following table lists the common parameters that are used for initializing the npm package.

Parameter

pid

uid

tag

disabled

Type

String

String

String

Boolean

Description
The ID of the site.

The ID of the user,
which is used to
collect the unique
visitor (UV) data.

The input tag.
Each log carries a
tag.

Specifies whether
the log reporting
function is
disabled.

Required Default value
Yes null
No Storage setting

No

No

None

false
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Parameter Type Description Required Default value

The log sampling
rate. Valid values:
1, 10, and 100.
Performance logs
sample Integer and successful API No 1
request logs are
reported in a
1/number of
samples ratio.

Specifies whether
front-to-back

enableLinkTrace Boolean ron. 9 ac No false
tracing is

supported.

Specifies whether
to disable
monitoring
my.httpRequest.
By default, the
request is
monitored, and
the API request
success rate is
reported.

disableHook Boolean No false

The method for
sending logs. If
this parameter is
sendRequest Function not configured, No my.httpRequest
the default value
my.httpRequest is
used.

The method for
getCurrentPage Function obtaining the No getCurrentPage
current page.

Basic methods for automatic instrumentation
Method Parameter Remarks Scenario

Enter the source a The app lifecycle API
hookApp {4 PP automatically starts

parameters. . .
instrumentation.

Enter the source page The page lifecycle API
hookPage i Pag automatically starts

parameters. . .
instrumentation.
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@ Note If the lifecycle API calls the hookApp or hookPage method for instrumentation in mini
program monitoring projects, the projects must conformto the app and page regulations of
standard mini programs. In other words, the projects must support onError under App, and
onShow, onHide, and onUnload under Page. For usage examples, see Basic usage.

Methods for other settings
Method Parameter Remarks

Set basic log fields for the

setCommoninfo {[key: string]: string;} scenarios such as phased release.
setConfig {[key: string]: string;} Set the config field.

pageShow i Report the PV data.

pageHide 4 Report the health data.

error String/Object Report error logs.

api See also APl reference Report the API request logs.
sum/avg String Report the custom sum and

average logs.

Advanced scenarios
When the basic usage cannot meet your needs, see the following advanced scenarios.

e Manually report the APl request results (automatic reporting is disabled).

i. Set disableHookto true .The logs of the my.httpRequest request are not reported
automatically.

ii. Manually call api() to report the APIrequest results.
e Disable automatic reporting and enable manual instrument ation.
i. No longer use the hookApp and hookPage methods in the app.js and page.js files.

ii. Tosend the PV data of the current page, call pageShow() under onShow of Page.

@ Note Do not call pageShow() together with hookPage(). Otherwise, the PV logs are
reported repeatedly.

import Monitor from '/util/monitor";
Page({
onShow: function() {
Monitor.pageShow();
}
)

ii. To send the health data (health and browsing time) of the current page, call pageHide() under
onHide and onUnload of Page.
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@ Note Do not call pageHide() together with hookPage(). Otherwise, the logs are
reported repeatedly.

import Monitor from '/util/monitor;
Page({
onHide: function() {
Monitor.pageHide();
}’
onUnload: function() {
Monitor.pageHide();
}

More information

e Browser monitoring overview

e Monitor DingT alk mini programs
e Monitor WeChat mini programs

e Monitor other mini programs

2.4.3. Monitor WeChat mini programs

This topic describes how to use the browser monitoring feature of Application Real-Time Monitoring
Service (ARMS) to monitor WeChat mini programs and introduces the common SDK configurations, API
operations, and advanced scenarios of the browser monitoring feature.

Background information
For more information about WeChat mini programs, visit WeChat mini programs.

Basic usage
To monitor a WeChat mini program, you must performthe following basic steps:

1. Obtain and initialize the monitoring SDK for WeChat mini programs.

i. Copy the content of the JS file and paste the content to the wxLoggerjsfile inthe /utils
folder of the WeChat mini programthat you want to monitor.

> Document Version: 20210304 30


https://www.alibabacloud.com/help/doc-detail/106086.htm#concept-q2d-nlz-3hb
https://www.alibabacloud.com/help/doc-detail/103990.htm#concept-103990-zh
https://www.alibabacloud.com/help/doc-detail/103992.htm#concept-103992-zh
https://www.alibabacloud.com/help/doc-detail/103993.htm#concept-103993-zh
https://developers.weixin.qq.com/miniprogram/dev/framework/
https://retcode.alicdn.com/retcode/wl.js

Application Real-time Monitoring Se

Browser monit oring- Quick start .
rvice

ii. Add the following content to the monitor.js file in the /utilsfolder of the WeChat mini
programto initialize the monitoring SDK.

@ Note Youcan specify the name of the JS file and the path used to store the file.

m [f the project is integrated by using the node module (require) method, add the following
content to the monitor.js file:

const WXLogger =require('./wxLogger.js');
const Monitor =WXLogger.init({
pid: 'xxx',
region: 'cn’
b;

export default Monitor;

m If the project is integrated by using the ES module (import) method, add the following
content to the monitor.js file:

import WXLogger from './wxLogger.js';
const Monitor = WXLogger.init({
pid: 'xxx',
region: 'cn’
s

export default Monitor;

@ Note For more information about parameter configurations, see Common SDK
parameters.

2. Use the following methods to automatically collect the PV, error, API, performance, and health
data of the WeChat mini program:

i. Inapp.js, callMonitor.hookApp(options) to automatically capture error logs. The options
parameter is the object settings in the app.

import Monitor from '/util/monitor’;
App(Monitor.hookApp({
onError(err) {
console.log('Trigger onError:', err);
}’
onLaunch() {
console.log('Trigger onLaunch');
b
onShow(options) {
b
onHide() {
}
D)
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ii. Inpage.js, callMonitor.hookPage(options) to automatically report the API, PV, and health
data of the WeChat mini program.

import Monitor from '/util/monitor’;
// After you call hookPage, the lifecycle-based APl automatically starts instrumentation.
Page(Monitor.hookPage({

data: {},

onLoad(query) {

b

onReady() {

// The page is loaded.

13

onShow() {

b

onLoad(query) {

b

onHide() {

b

onUnload() {

}
D)

3. Set security domain names.

o Ifregionisset to cn ,add https://arms-retcode.aliyuncs.com to the valid domain names of the
request.

o If regionisset to sg ,add https://arms-retcode-sg.aliyuncs.com to the valid domain names of
the request.

Basic methods for automatic instrumentation

Method Parameter Description Scenario

Perform automatic
instrumentation during
the lifecyle of App.

Uses the parameters of

hookApp {1 App.

Perform automatic
Uses the parameters of . ) )
hookPage {1 instrumentation during

P .
age the lifecyle of Page.

@ Note If you want to use the hookApp and hookPage methods in the monitoring project of
your WeChat mini program for instrumentation during the lifecycle of App and Page, the hookApp
method must include onError and the hookPage method must include onShow, onHide, and
onUnload. For more information about how to use these methods, see Basic usage

Methods for other settings

Method Parameter Description

Sets basic log fields in scenarios

tC Inf key: string]: string;
setCommoninfo {[key: string]: string;} such as canary release.
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Method Parameter Description

Set the config field. For more
information about the operation,

setConfig {[key: string]: string;} see SDK configuration items
parameters .

pageShow 4 Reports the PV data.

pageHide {} Reports the health data.

error String/Object Reports error logs.

For more information, see API

Reports API request logs.
reference. P a 9

api

Reports the custom sum and

o
sum/avg String average logs.

Advanced scenarios

When the basic usage of application monitoring cannot meet your requirements, try the usage inthe
following advanced scenarios:

e Manually report the APl request results.

i. Set disableHookto true .The logs of the wx.request request are not automatically
reported.

ii. Manually call api() to report the APIrequest results.
e Disable automatic reporting and enable manual instrument ation.
i. Do not use the hookApp and hookPage methods in the app.js and page.js files.
i. Tosend the PV data of the current page, call pageShow() in the onShow method of Page.

@ Note Do not call pageShow() together with hookPage(). Otherwise, the PV logs are
reported repeatedly.

import Monitor from '/util/monitor;
Page({
onShow: function() {
Monitor.pageShow();
}
)

ii. To send the health data including the health and browsing time of the current page, call
pageHide() underthe onHide and onUnload methods of Page.

@ Note Do not call pageHide() together with hookPage(). Otherwise, the logs are
reported repeatedly.
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import Monitor from '/util/monitor’;
Page({
onHide: function() {
Monitor.pageHide();
b
onUnload: function() {
Monitor.pageHide();

}

)

Common SDK parameters
The browser monitoring feature of ARMS allows you to configure a variety of SDK parameters to meet
more requirements. The following table describes the parameters that you can configure in the

scenarios described in this topic.

The unique ID of the project, which is
automatically generated by ARMS when it

The user ID, which identifies the user and
can be manually configured to be retrieved
based on the user ID. If you do not configure
the settings, they are automatically
generated by the SDK and updated semi-

The input tag. Each log carries a tag.

The version of the application. We
recommend that you configure to view the
reports of different versions.

The environment field. Valid values: prod,
gray, pre, daily, and local, where:

® prod indicates an online environment.

e gray indicates a phased-release

Parameter Type Description
pid String

creates the site.
uid String

annually.
tag String
release String
environmen .

String environment.

t

e pre indicates a staging environment.
® daily indicates a daily environment.

e |ocal indicates a local environment.

Required

Yes

No

No

No

No

Default
Value

N/A

Automatical

ly
generated
by SDK

None

undefined

prod
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Default
Parameter Type Description Required
P P q Value
The log sampling configuration. The value is
an integer ranging from 1 to 100. For
performance logs and successful API logs,
sample Integer follow the stepsin 1/sample The No 1

proportional sampling of. For more
information about metrics descriptions of
performance logs and successful API logs,
see Statistical metrics.

) Whether to record the error user behavior to
behavior Boolean . ) No false
facilitate troubleshooting.

For more information about tracing

enableLinkT frontend and backend links, see Use the
Boolean . ) No false
race front-to-back tracing feature to diagnose

causes of APl errors.

For more information about the SDK parameters that you can configure, see SDK reference.

Related information

e Browser monitoring overview

Monitor DingT alk mini programs

Monitor Alipay mini programs

Monitor ot her mini programs

2.4.4. Monitor other mini programs

This topic describes how to use the browser monitoring function of Application Real-Time Monitoring
Service (ARMS) to monitor the standards-compliant mini programs, except for DingT alk, Alipay, and
WeChat mini programs. It also demonstrates the general configurations, methods, and advanced
scenarios.

Basic usage
To monitor the mini programs, you need to perform at least the three steps: introducing and initialize
the npm (Node Package Manager) package, reporting logs, and setting security domains.

1. Introduce and initialize the npm package.

i. In your mini program project, introduce the npm package named alife-logger to facilitate log
reporting.

npm install alife-logger
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i. Add the following information to the monitor.js file in the /utils directory to initialize the npm
package.

@ Note Youcan specify the name and storage path of the JS file.

import MiniProgramLogger from 'alife-logger/miniprogram’;
const Monitor = MiniProgramLogger.init({

pid: 'xxx',

uid: 'userxxx', // The ID of the user, which is used to collect the unique visitor (UV) data.

region: 'cn', // The region where the application is deployed. Set it to cn if the application is deplo
yed in China and to sg if the application is deployed outside China. The default value is cn.

// You need to specify the remote procedure call (RPC) method to perform browser monitoring of
mini programs. Write the implementation method as needed. The following example takes the met
hod of DingTalk E-App as an example.

sendRequest: (url, resData) => {

// This parameter must be configured by the business side. The GET or POST method is suppor
ted.
// demo in dingding
var method ='GET";
var data;
if (resData) {
method ='POST';
data = JSON.stringify(resData);
}
dd.httpRequest({
url: url,
method: method,
data: data,
fail: function (error) {
/...
}
s

b
//Manually enter the method to get the path of the current page. Write the implementation met

hod as needed. The following example takes the method of DingTalk E-App as an example.
getCurrentPage: () = {
// This parameter must be configured by the business side.
if (typeof getCurrentPages ! == 'undefined' && typeof getCurrentPages === 'function’) {
var pages = (getCurrentPages() || [1);
var pagelLength = pages.length;
var currPage = pages[pagelLength - 1];
return (currPage && currPage.route) || null;
}
}
s

export default Monitor;

@ Note For more information about parameter configurations, see Common
parameters.

2. Report logs.
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i. In app.js, use either of the following two methods to report logs:

m Use the Monitor.hookApp(options) method to automatically capture error logs. The

options parameter is the app-specific object.

import Monitor from '/utils/monitor’;
App(Monitor.hookApp({
onError(err) {
console.log('Trigger onError:', err);
B
onLaunch() {
console.log('Trigger onLaunch');
}
onShow(options) {
B
onHide() {
}
D)

m Use the Monitor.error(err) method to manually report error logs.

import Monitor from '/utils/monitor’;
App({
onError(err) {
Monitor.error(err);
console.log('Trigger onError:', err);
b
onLaunch() {
console.log('Trigger onLaunch');
}
onShow(options) {
b
onHide() {
}
b;

ii. In, page.js, use either of the following two methods to report logs:

37
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m Use the Monitor.hookPage(options) method to automatically report the PV and health
data.

@ Note Automatic report of APlrequest results is not supported in this method.

import Monitor from '/utils/monitor’;
Page(Monitor.hookPage({
data: {},
onLoad(query) {
13
onReady() {
// Page loaded.
13
onShow() {
13
onLoad(query) {
b
onHide() {
b
onUnload() {
13
onTitleClick() {
/**
* Collects instrumentation data and performs instrumentation in a custom manner.
* @desc
*/

Monitor.sum('titleClick');
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m (Call a method to start instrumentation actively.

@ Note For more information about the methods, see Methods.

import Monitor from './util/monitor’;
Page({

data: {},

onShow() {
Monitor.pageShow();

13

onHide() {
Monitor.pageHide();

b

onUnload() {
Monitor.pageHide();

b

onTitleClick() {
/**
* Collects instrumentation data and performs instrumentation in a custom manner.
* @desc
*/
Monitor.sum('titleClick');

}

b;

3. Set security domains.

o If theregionissetto cn ,add https://arms-retcode.aliyuncs.com to the valid domain of the
request.

o If theregionissetto sg ,add https://arms-retcode-sg.aliyuncs.com to the valid domain of the
request.

Common parameters
The following table lists the common parameters that are used for initializing the NPM package.

Parameter Type Description Required Default value
pid String The ID of the site. Yes null

The ID of the user,
which is used to
id Strin No Storage settin
o ng collect the UV 9 g

data.

The input tag.
tag String Each log carries a No None
tag.

Specifies whether
disabled Boolean the lqg r?portlng No false
function is

disabled.
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Parameter Type
sample Integer
disableHook Boolean
sendRequest Function
getCurrentPage Function

Fields in sendRequest

Description

The log sampling
rate. Valid values:
1, 10, and 100.
Performance logs
and successful API
request logs are
reported in a
1/number of
samples ratio.

Specifies whether
to disable
monitoring
my.httpRequest.
By default, the
request is
monitored, and
the API request
success rate is
reported.

The method for
sending logs. If
this parameter is
not configured,
the logs cannot
be sent.

The method for
obtaining the
current page.

Required Default value
No 1

No false

Yes None

Yes None

The sendRequest parameter is used to send logs and must support the GET or POST method. The POST
method is used to report error logs. The method parameters are described as follows.

Parameter Type
url String
resData Object

sendRequest configuration example

Description

The URL to which the log is
reported.

The content that you want to
report in the POST method. When
avalue is set for this parameter,
the log must be reported in the
POST method. Otherwise, the log
must be reported in the GET
method.
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sendRequest: (url, resData) => {

// This parameter must be configured by the business side. The GET or POST method is supported.

// demo in dingding

var method ='GET";

var data;

if (resData) {
method ='POST';

data = JSON.stringify(resData);

}

dd.httpRequest({
url: url,
method: method,
data: data,
fail: function (error) {

//...

}

b;

}

Methods

Method

hookApp

hookPage

setCommoninfo

setConfig
pageShow
pageHide
error

api

sum/avg

Parameter

{

{

{[key: string]: string;}

{[key: string]: string;}

{

{
String/Object

See also APl reference

String

Remarks

Enter the source app parameters.
The app lifecycle API
automatically starts
instrumentation.

Enter the source page
parameters. The page lifecycle
APl automatically starts

instrumentation.

Set basic log fields for the
scenarios such as phased release.

Set the config field.

Report the PV data.

Report the health data.

Report error logs.

Report the API request logs.

Report the custom sum and
average logs.

41

> Document Version: 20210304


https://www.alibabacloud.com/help/doc-detail/58657.htm#concept-58657-zh/section-k3o-jn0-k38

Application Real-time Monitoring Se

. Browser monitoring- Quick start
rvice

@ Note If the lifecycle API calls the hookApp or hookPage method for instrumentation in
monitoring mini program projects, the projects must conformto the app and page regulations of
standard mini programs. In other words, the projects must support onError under App, and
onShow, onHide, and onUnload under Page. For usage examples, see Basic usage.

Most log report methods achieve the same purposes as the browser monitoring SDKs. The following
section describes how to call other methods:

e To send the PV data of the current page, call pageShow() underonShow of Page.

@ Note Do not call pageShow() together with hookPage(). Otherwise, the PV logs are
reported repeatedly.

import Monitor from '/util/monitor’;
Page({
onShow: function() {
Monitor.pageShow();
}
)

e To send the health data (health and browsing time) of the current page, call pageHide() under
onHide and onUnload of Page.

@ Note Do not call pageHide() together with hookPage(). Otherwise, the logs are reported
repeatedly.

import Monitor from '/util/monitor’;
Page({
onHide: function() {
Monitor.pageHide();
13

onUnload: function() {
Monitor.pageHide();
}

)

Advanced scenarios
When the basic usage cannot meet your needs, see the following advanced scenarios.
e Set the uid, which is used to collect the UV data.

o If you can obtain the user information before initializing the monitoring SDK, you can directly set
the uid.

o Otherwise, you can obtain the user information before onShow is triggered for the application and
then call setCommoninfo({uid: 'xxx'}) to set the uid.

e Set common information for mini programs.
Call setCommoninfo to set common information for mini programs. ARMS browser monitoring
performs statistical analysis of the following fields:
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o sr: the size of the screen.

o vp: the visible section in the browser window.

o dpr: the pixel ratio of the screen.

o ul: the language of the document.

o dr: the reference of the document.

o ct: the network connection type, for example, Wi-Fi or 3G.

warning Do not call setCommoninfo to set too many fields at a time. Otherwise, the
request length may exceed the constraints, causing request failures.

More information

Browser monitoring overview

Monitor DingT alk mini programs

Monitor Alipay mini programs

Monitor WeChat mini programs
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3.Console functions
3.1. Browser monitoring dashboard

Application Real-Time Monitoring Service (ARMS) provides the dashboard of the browser monitoring
feature. This allows you to view all the critical monitoring data of the monitored application in real
time.

Procedure
1. Log onto the ARMS console. In the left-side navigation pane, click Browser Monitoring.
2. Onthe Browser Monitoring page, click the name of the application.
3. Onthe Overview page, clickDashboard in the upper-right corner.
4

. Onthe Dashboard page, you can view the browser monitoring data of the application. The
monitoring data includes the JavaScript (JS) error rate and APl request success rate.

Features
The dashboard of ARMS browser monitoring provides all the critical monitoring data of the monitored
application in real time. We recommend that you display the dashboard on a big screen.

@ Note The monitoring data can be updated once a minute.

Related operations
e View the monitoring data on the dashboard.
e Move the pointer over the curve in a chart. The statistics at the point in time appears.

e To show the dashboard in full screen, click Full Screen in the upper-right corner.

Parameters
The dashboard of ARMS browser monitoring includes the following parameters.
e JSerrorrate

o JS Error Rate: the JS error rate.

o Compared with Yesterday's Average: the increase or decrease ratio of the average JS error rate
compared with the average JS error rate in the previous day.

o Statistical Chart: the curve of the JS error rate in the last hour.
o Page Ranked by Error Rate: the JS error rate ranking.

e Alertsinthe last 24 hours
o Alarms: the number of alerts.
o Recent 3 Alarms: the alerts from browser monitoring in the last 24 hours.

e PV/UV
o Today's PV: the number of page views (PVs) of the monitored application on the current day.
o Today's UV: the number of unique visitors (UVs) of the monitored application on the current day.

o Compared with Yesterday: the increase or decrease ratio of PVs and UVs compared with the PVs
and UVs in the previous day.
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o Statistical Chart: the curve of PVs or UVs in the last hour.

o Statistical Table: the top five regions with the most PVs and UVs and their corresponding PVs and
UVs.

o High Page View TOP5: the top five services with the most PVs.

e APlrequest success rate
o APIRequest Success Rate: the success rate of APlrequests.

o Compared with Yesterday's Average: the increase or decrease ratio of the APl request success rate
compared with the APl request success rate in the previous day.

o Statistical Chart: the curve of the APlrequest success rate in the last hour.

o Service Ranked by APISuccess Rate: the APl request success rate ranking.

e Page speed
o Page Speed: the First Paint Time (FPT). Unit: milliseconds.

o Compared with Yesterday's Average: the increase or decrease ratio of the page speed compared
with the average page speed in the previous day.

o Statistical Chart: the curve of the page speed in the last hour.

o Low Page Speed Top 5: the top five services with the lowest page speeds.

Related information
e Page speed

e S error diagnostics

o APIrequest

e (reate ARMS alerts

3.2. Page speed

This topic describes the page speed feature that is provided by Browser Monitoring of Application
Real-Time Monitoring Service (ARMS).

Afteryour application is connected to ARMS Browser Monitoring, you can view the following
performance data of the application onthe Page Speed page:

@ Note Youcan manually report custom performance metrics. You can customize first paint
time, time to interact, or other performance metrics. For more information, see performance().

e Page Load Time Details section
e Page Load Waterfall Plot section
e Performance Distribution section
e Slow Page Session Trace section
e Page loading distribution

e Custom performance metrics that are manually reported

Inthe Page Speed section, you can rank the pages by first paint time or page view (PV), and change
the display order by clicking the Up or Down arrow.
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Page Speed Ranking @  EREHFT/5EE ¢

amms.consale.aliy... 1,392ms | 2,874 (89.37% ) >

arms.consolealiyun.c... 1,1556ms|35(109%) >

Page Load Time Details @ v = @

Key Performance Indicators Page Load Time by Intervals

20,000

16,000
arms4service.console. . 1,023ms | 28 (0.87% ) >
12,000

tracing-analysis.cons..  1,008mSs | 44 ( 1.37% ) > 2000 ® First Paint Time

arms.console.aliyun.co... 716ms|235(7.31%) > 4000

DOM Ready
~—

o ® Fully Loaded Time

09/05 17:00 09/05 21:00 09/06 01:00 09/06 05:00 09/06 09:00 09/06 13:00

Page Load Time Details section
The following figure shows the metrics in this section.

Page Load Time Details @ \li

1]
C]

Key Performance Indicators Page Load Time by Intervals

20,000
16,000
12,000
8,000 @ First Paint Time
4,000
M___—-—-—-_——V—-_____ pou Read}l
0 @ Fully Loaded Time

09/05 17:00 09/05 21:00 09/06 01:00 09/06 02:00 09/06 09:00 09/0& 13:00

@ Note

e The datainthe line chart is displayed based on the average values of the metrics within the
specified time range. The average value reflects the average performance over a period of
time. However, this value is sensitive to extreme values and large fluctuations. For example,
if the overall page loading speed is slow due to weak network connection during an access

request, the average response time is high. You can clickthe ¥ icon in the upper-right
corner to remove extreme values. In this way, the impact of extreme values on the overall
performance trend is avoided.

e If the data in the line chart increases sharply, you can use Performance Sample Distribution
and Slow Page Session Trace sections to identify the issue.

Page Load Waterfall Plot section

The waterfall chart shows the response time in each stage based on the page loading order. The data
in the figure is the average value of a specified metric within a specified time range. To optimize
performance, we recommend that you implement the related countermeasures at specific stages.
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Page Load Waterfall Plot @ @
DMS Lookup | Tms
TCP Connection 44ms
SSL Connection | ] 39ms
Time to First Byte(TTFB) | 190ms
Cantent Download 1 Ims
DOM Parsing 795ms
Resource Download ] 952ms

Performance Distribution section
T his section shows the distribution of the page performance.

Onthe Performance Stacked Area Chart tab, a stackline chart is displayed. This chart uses time as
the horizontal axis. You can view the distribution of performance metrics at different points in time.

Performance Stacked Area Chart tab

Performance Stacked Area Chart  Performance Sample Distribution

tor. | Fully Loaded Time

Onthe Performance Sample Distribution tab, you can view the sample proportion of the page
loading time in the specified time range. For example, how many pages can be opened within 1 second,
orthe proportion of samples of long-tail users.

Performance Sample Distribution tab
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Performance Sample Distribution @
Performance — Indicator Range: 05 - Range Sample Percentage:
Indicator: | ully Loaded Time 60s+ 100%
16
12
; || ‘I I ||||| I“l“ln IIII ul
0.1s 1.3= 3.0= 6.0 6s+
0.1s 60s+

Slow Page Session Trace section

The Slow Page Session Trace section can provide a performance waterfall chart to display static
resource loading during the page loading process. This section allows you to view the status of page

resource loading based on page performance data. This allows you to identify and handle the
performance bottlenecks at the earliest opportunity. For more information, see Session tracing.

Slow Page Session Trace(TOP20) @ WMaore

Fage Session Id Browse Fully Loaded Time 3tart Time 3
9ajk4kGcFOTTN
6q7owT1wadFy  chrome 10.84s 2018-08-27 19:26:43
s0
Bajk4i8cFOTTN
Gg7bv71wadFy  chrome 10.94s 2018-08-27 19:26:43
50
ejitgl40d1749a
dChj12pn0wSp  maxihon 6.6s 2018-08-28 10:56:35
m&
TRjRtlaRdLs3g
WE83B3R2KRIS  chrome 5.48s 2018-D3-25 10:23:48
FwaL

D

Page loading distribution

A page is loaded on the browser of a user. The loading time is related to specific factors. These factors

include the geographical location, network condition, browser, and carrier. Therefore, the page speed
feature provides the statistics of geographical distribution, terminal distribution, network distribution,

and version dist ribution. This allows you to identify performance bottlenecks.

Geographical View section
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Geographical View @
China View World View
Geography First Paint Time{ms) +
TA[—JI\" 1.Jiangsu 162
J/p S 2 Beijing 224 5893
CLK 3.Hubei 226
4 Guangdong 240.1538
v 5 Shanghai 255 9167
- jiang 265.9596
Il Firsi Paint Time ¢ 12 5
Terminal View section
Terminal View @
Browser os Device Resolution
Browser Page Speed @ Sample Ratio
maxthaon 333ms '
chrome 262ms 0
edge 259ms
s0ugouU 226ms
Network View section
Netwark View [0}
Carrier Cennection Type
Cartier Page Speed @ Sample Ratio
L= 401ms r
BEt 241ms
=15 172ms !
EEEE 80ms. [*]
Version View section
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Version View

Host Version  App Version

Description of performance metrics
Key performance metrics of web pages

Reporte
d field

First
Meaning
ful Paint
(FMP)

fpt

tti

ready

load

firstbyte

Description

The First Meaningful Paint.

The FPT.

The time to interact (TTI).

The time it takes to
complete HTML loading,
which is the time it takes to
construct the DOM.

The time it takes to

completely load the page.

The time it takes to generate
the first response packet.

Calculation method

For more information, visit
Technical solution of FMP.

responseknd - fetchStart

dominteractive - fetchStart

domContentLoadEventEnd -
fetchStart

loadEventStart - fetchStart

responseStart -
domainLookupStart

Remarks

None

This field indicates the
duration from the time
when a request is initiated
to the time when the
browser begins to parse the
bytes of the first batch of
HTML documents.

This field indicates the time
when the browser starts to
load resources after it
resolves all HTML
documents and constructs
the DOM.

If a JavaScript (JS) script is
executed synchronously on
the page, the execution
time of the JS script can be
calculated based onthe
following formula:
Execution time of the JS
script = ready - tti.

This field can be calculated
based on the following
formula: load = fpt + dom
+ (ready - tti) + res.

None

Fields that describe the amount of time consumed in each phase

Reporte
d field

Description

Calculation method

Remarks
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Reporte . :
P Description Calculation method Remarks
d field
The amount of time domainLookupEnd -
dns . None
consumed for DNS query. domainLookupStart
The amount of time
tcp consumed for TCP connectEnd - connectStart None
connection.
TTFB can be calculated in
The time to first byte (TTFB), multiple ways. For more
ttfb which indicates the amount responseStart - requestStart information about how
of time it takes to respond P 9 TTFB is calculated in ARMS,
to arequest. visit Google development
definition.
The amount of time
trans consumed for data responseknd - responseStart None
transmission.
The amount of time
consumed for document )
dom . dominteractive - responseEnd None
object model (DOM)
resolution.
. This field indicates the
The amount of time .
loadEventStart - amount of time consumed
res consumed for resource .
loadin domContentLoadedEventEnd for synchronously loading
9- resources on the page.
The amount of time This field is valid only when
connectEnd - . .
ssl consumed for SSL HTTPS is used to transmit

connection.

secureConnectionStart

3.3. Session tracing

If you want to reproduce the situation where an error occurred based on the context to identify the
cause of the error, you can use the session tracing feature of Application Real-Time Monitoring Service
(ARMS) Browser Monitoring. T his feature implements distributed tracing based on a username or user ID
to show a comprehensive list of user behavior traces, including page loading, API calls, JS errors, and
user operations. This helps identify and analyze the cause of an error.

Procedure

1. Log onto the ARMS console .

data.

2. Inthe left-side navigation pane, click Browser Monitoring. On the Browser Monitoring page,
click the name of the application.

3. Inthe left-side navigation pane, choose Application > Session Traces.

View session details

1. (Optional)On the Session Traces page, set User ID or Username and click Search to search for
the corresponding session.
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@ Note Forinformation about how to set a username, see SDK reference.

2. Inthe Session List section, find the session and click its ID in the Session ID column. The Session
Det ails page appears.

3. Inthe Overview section, view basic information of the session such as the username, user ID,
session ID, number of page views (PVs), number of JS errors, number of API calls, number of API
failures, number of slow loads, device, region, browser, IP address, and network system.

4. Inthe Session Path section, view the access path of the user.

i. Clickthe + icon onthe left of the page to show the user behavior traces.

Session Details
Session Tracking Details
Summary
PV 32 JS Ermors 12 APl Calls
API failures 1 Slow Loading 2 Device mac

Geography HTE Browser chrome Visitor IP

Session Path

m

statlog 2020-02-27 22:04:3

]

— tab= 2020-02-27 22:10:45

@ APl Request 2020-02-27 22:10:45 no json data found
api /s0j json Details

code 404

@ API Request 2020-02-27 22-14:58
api /s0j json Details

code FAILED

ii. ClickDetails onthe right of a user behaviorto view the details such as details about API calls,
slow loads, and JS errors.

Other methods to view session details

e Inthe left-side navigation pane, choose Application > Page Speed. On the page that appears,
click a session ID in the Session ID column of the Slow Page Session Trace (TOP20) section.

e Inthe left-side navigation pane, choose Application > JS Error Diagnosis. On the Frequent Errors
tab, click Diagnose in the Actions column that corresponds to an error. On the page that appears,
click View Session in the User behavior backtracking section.

e Inthe left-side navigation pane, choose Application > API Details. On the APl Requests tab, click
the number of errors in the Error Number column. On the page that appears, click View Session in
the Network Request Information section.

e Inthe left-side navigation pane, choose Application > View Details. Onthe All Logs tab, click
View Session inthe Actions columnin the Log List section.

Related information

e Slow session tracing
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3.4. ]S error diagnostics

The Browser Monitoring module of Application Real-Time Monitoring Service (ARMS) provides the
JavaScript (JS) error diagnostics feature. You can view the basic information and distribution of JS errors
and backtrack user behaviors. This feature helps you identify and fix errors.

Portal

1. Log onto the ARMS console .

2. Inthe left-side navigation pane, click Browser Monitoring. On the Browser Monitoring page,
click the name of the application that you want to view.

3. Onthe page that appears, choose Application > JS Error Diagnosis in the left-side navigation

pane.
OntheJS error diagnosis page, you can set the required period in the upper-right corner.

View the error overview of the application
The Error Overview section shows the statistics and trends of JS errors within the selected period,
including the following metrics:
e Errors: the total number of JS errors that occurred within the selected period.
e JS Error Rate: the number of page views (PVs) with JS errors to the total PVs within the selected
period.
e Affected Users: the quantity and percentage of users that are affected by JS errors.
Error overview of the application

| B | Envionmentinsensive, Auversons

1 0.23% 1(0.45%)

039

Inthe Error Overview section, performthe following operations:

e Place the pointer overthe curve. The number of errors, error rate, and number of affected users at
the time point that correspond to a turning point of the curve appear in a floating manner.

e Place the pointer over a turning point of the curve. When the pointer changes to a hand shape, click
the turning point. The Exception Insight dialog box appears. For more information, see View
exception insight.

e Inthe curve section, hold down the left mouse button, drag the mouse to select an area, and then
zoomin and view the selected part of the curve. ClickReset Zoom in the upper-right cornerto
restore the view.

@ Note On the JS error diagnosis page, the application-specific error overview is displayed by
default inthe Error Overview section. Onthe Page Ranked by Error Rate tab orthe Page Error
Rate Top 5 tab inthe Exception Insight dialog box, click Analyze. The overview information of

the corresponding tab appears.
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View exception insight

Inthe Exception Insight dialog box, information about the JS errors at a specific time point appears,
including the following metrics:

e Errors: the total number of JS errors at the specific time point.

JS Error Rate: the number of PVs with JS errors to the total PVs at the specific time point.
e Affected Users: the quantity and percentage of users that are affected by JS errors.

e Frequent Errors Top 5: thetop 5 JS errors that occur the most frequently at the specific time point,
including the information about the JS errors, the number of errors, and the number of affected users
that are captured by ARMS.

e Page Error Rate Top 5: the top 5 pages that have the five highest JS error rates at the specific time
point, including the names of pages with JS errors, the JS error rates of the pages, and the number of
PVs.

Exception Insight

1 5.88% 1(0.45%)
Frequent Errors Top 5
Error Information Errors = Affected Users 2 COperation
ResizeObserver loop limit exceaded 1 1(2.9%) Diagnose

Inthe Exception Insight dialog box, you can performthe following operations:

e Clickthe Frequent Errors Top 5 tab, and then click Diagnose in the Operation column. The JS
error details page appears. For more information, see View error details.

e (lickthe Page Error Rate Top 5 tab. Onthe tab that appears, click Analyze inthe Operation
column that corresponds to the page you want to view. The error overview of the page appears.

View pages ranked by error rate

Onthe Page Ranked by Error Rate tab, pages are ranked by JS error rate within the selected period in
descending order, including the following metrics:

e Page: the page on which JS errors occur.
e Error Rate: the number of PVs with JS errors on the page to the total PVs within the selected period.
e Page View: the number of views of the page.

Click Analyze inthe Operation column. The error overview of the page appears.

Error overview of the page
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View frequent errors

Dashboard @Helbv @ 2020/12/17 21:21 - 2020/12/18 21:21 ¥

1(0.45%)

Onthe Frequent Errors tab, JS errors are ranked by the number of occurrences within the selected

period in descending order, including the following metrics:

e Error Information: the JS error information captured by ARMS.

e Page: the page on which the JS error occurs.

e Errors: the number of occurrences of the JS error.

e Affected Users: the quantity and percentage of users that are affected by the JS error.

Click Diagnose inthe Operation columnto go to the Error Det ail tab. For more information, see View

error details.

@ Note On theJS error diagnosis page, the application-specific JS errors are displayed by
default onthe Frequent Errors tab. Onthe Page Ranked by Error Rate tab orthe Page Error
Rate Top 5 tab inthe Exception Insight dialog box, click Analyze. The information about the JS

errors on the corresponding pages appears.

View error details

The following information is displayed on the Error Det ail tab:

e Summary
o Name
o Type
o Date: the time whenthe JS erroris detected.
o Device
o 0S
o Browser
o IP
o Connection Type
o Region
o Line
o Column
o URL
o File: the path of the file where the JS error occurs.

o App Version

e Stack Info: the information related to the location of the JS error.

55
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e User Behavior Trace: the user behavior trace, which is used to backtrack the error.

JS error details page

| o B - | Envionment insensive, Alversions + © One-lickdiagnosis | | 3 Logon-fee Sharing Dastboard  Hepv (20201220 1601 - 2020112721 1601 v

Summary

There are no steps defined to terate Type Error
201122020 23:34:41 Device NA

windows 10.0 Browser chrome 84.0.4147.125

Region CN 310000 Line 7
Column 1941346 URL

File App Version 2456

stack Info
Ermor There are no steps defined o erate
atevalue 7:1941346)
T:1886453

User Behavior Trace View Session

@ AP Request 2020-12-20 2334 44 =

sg success
cote 200

times 1

&
")
M 0§ A
]

Onthe Error Detail tab, you can performthe following operations:

e To specify the exact location of the JS error, click the triangle icon on the left side of astackinthe
Stack Info section to show the line. Click Choose Sourcemap. Inthe Sourcemap File dialog box,
select an existing source map file or upload a new source map file, and then click OK.

Sourcemap File

Choose File  Upload File

File Name Version Upload Time Operation
o app.js.map 208 2019-04-24 11:18:03 Delete
agentjs.map 0.0.0 2020-05-15 20:04:38 Delete
app.js.map 0.0.0 2020-10-28 21:42:41 Delete
app.js.map 2089 2019-04-24 22:22:27 Delete

Total 16 n 23 4 Next>

ARMS uses the source map file to retrieve the exact location of the JS error.
e To view the user behavior trace, go to the Backirack user behaviors section.

e To view the distribution of the JS error, click the Error View tab.

Backtrack user behaviors

Onthe Error Detail tab, the User Behavior Trace section displays the user behavior trace to help
backtrack the error.
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Stack Info
Error Request failed with status code 504
User Behavior Trace View Session

a

Slow Loading 2020-12-21 10:16:34
dom 7.867Tms Details

load 8,099ms
@ Page load time 2020-12-21 10163

4

dom 7,867ms

load 8,099ms
@ API Request 2020-12-21 10:16:43

ms

¢ Details

code 200

times 4 E|
@ Click Event 2020-12-21 10:17:20 @

message -

View error distribution
The Error View tab of the JS error diagnosis page displays the distribution of a specific JS error,
including the following metrics:

e Time View: Only page-specific error distribution is shown in this section.
e Browser View

e 0OS View

e Device View

e Version View

e Geographical View: Statistics are collected by province, municipality, or autonomous region on the
China View tab, and are collected by country or region on the World View tab.

JS error view page

Page Ranked by EmorRate  FrequentErrors  Ertor View

Browser View 05 View

Geographical View

China View  World View

12nejang

28ejg

3 Guangdong

S Taniin 1

Onthe Error View tab, you can performthe following operations:

e Inthe Time View section, move the pointer over the distribution map to view the number of errors.

e Inthe Browser View, OS View, Device View, and Version View sections, move the pointer overthe
distribution map to view the number and percentage of errors.

e Onthe China View orwWorld View tab in the Geographical View section, click the arrows next to
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the Errors column name in the table on the right side to switch between ascending and descending
orders.

Geographical View
China View World View

1.Zhejiang [ ] 8
2.Beijing L} B

3.Shanghai L] 1

FAQ

e How do I enable or disable user behavior backtracking?
By default, this feature is enabled. To disable the feature, add the behavior: false SDK configuration
itemto config. For more information about SDK configuration items, see SDK reference.

e After user behavior backtracking is enabled, the error in the ARMS SDK code bljs instead of the source
code is located based on the printed information in console.log. How do I solve this problem?

[ ﬂ Elements Console Sources Network Performance Memory Application Security Audits Redux ©6 A4 i X
¥ ® | top ¥ | @ | Filter ult levels 16 hidden %
» i= 19 messages [readyState] interactive 389.0900000114925 bl.js:1
» @ 3usermes [readyState] complete 1538.1599999964237 bl.js:1

>>22>> res { bl.js:1
» © Berors "success": false,
> 4 warnings rze1”,

biz failed"
» @ 3info
": 18001, "content": "first todo item"},

» ¥ 6verbose 1 10002, "content": "xfdsfre e idpd fdfds"},

: 10003, “"content": "m L ),
"': 10004, “content™: “say hello!"},
: 10005, "content": "A "}

The reason is that ARMS rewrites log of the console object to monitorthe content printed by the
browser console. Solutions:
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o Method 1 (recommended): Set blackboxing for the Chrome browser.

a. Openthe Chrome browser, press Ctrl+Shift+Ito access the developer tools panel, and then
click the Settings icon.

b. Inthe left-side navigation pane of the Settings panel, click Blackboxing. On the page that
appears, click Add pattern. Inthe Pattern field, enter /6L *\./s$. Then, click Add.

Settings Framework Blackboxing
Preferences o ) . .

Debugger will skip through the scripts and will not stop on exceptions thrown
Workspace by them.

Blackboxing Blackbox content scripts
I ~ P

evices
Pattern Behawvior

/bl js§ Blackbox -

Add pattern...
\-/

o Method 2: Use the behavior: false SDK configuration itemto disable user behavior backtracking.

<script>
! (function (c,b,d,a){

cla] || (c[al ={});

c [a].config={
pid: "xxxxx",
imgUrl: "https://arms-retcode.aliyuncs.com/r.png?",
sendResource: true,
enableLinkTrace: true,
behavior: false

b
with(b) with(body) with(insertBefore(createElement("script"), firstChild)) setAttribute("crossorigin
|l, |lll’ src = d)
}(window, document, "https://retcode.alicdn.com/retcode/bl.js","__bl");
</script>

After the preceding handling, the error in the source code can be located based on the printed
information in console.log.

w E Elements Consaole Sources Network Performance Memory Application Security Audits Redux 0604 : X
[ ® top ¥ @  Filter 16 hidden 2%
» i= 19 messages [readyState] interactive 658.214999972377 ?_t=abcdSxxx=2:46
-~ B i [readyState] complete 1487.3849999858066 ?_t=abcd&xxx=2:46

>5555> res { xhr-demo. js:129
> @ 6Gerrors "success": false,

"code": "201",
= 4 wamings "msg": "biz failed",
» @ 3info :
': 10001, "content": "first todo item"},

» ¥ 6verbose ": 10082, "content": "xfdsfre e idpd fdfds"},

’
"id": 10004, “"content": "say hello!"},

{
{"id": 10083, "content": "m m
{
{"id": 10005, "content": "@M&"}

Related information

e SDK reference
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3.5. APl request

The APIrequest feature provides the call information about each APl operation in an application, which
includes the call success rate, response, and average response time of successful or failed API calls.

Feature description

The APIrequest feature of ARMS browser monitoring shows the following information:
e C(Call success rate of each APl operation

e APlresponse

e Average response time of successful API calls

e Average response time of failed APIcalls

This feature also shows the distribution of the preceding statistics in the following dimensions:

e Geographical location
e Browser

e Operating system

e Device

e Resolution

e Version

API success rate

The Success Rate tab onthe left ranks the success rates of APIcalls. The API Success Rate section
on the right shows the curve of the call volume and call success rate of the APl operation selected on
the left within a specified time range. The API Link Trace (T OP 20) section on the right shows the
traces of the top 20 failed and successful calls to the APl operation. You can click Link Trace and View
Details inthe Actions columnto checkthe trace and view details.

| [ 5§ BN SRS SRR @ Documentation = Video @) Last 24 Hrs =
Success Rate +  Message More AP| Success Rate = @
Flease enter the keywords n Success Rate
100% 14
lapifquery json 100% > . 120
sl
00
lapifretcode. json 100% > 60% 80
" 60
ZnEm
23.08% > a0
2 20
*** json 0% >
0
09/17 15:00 09/17 19:00 09/17 23:00 09/1803:00 09/1807:00 09/18 11:00

APl response

The Message tab on the left ranks API responses. The Message Request Details section on the right
shows the API calls of the APIresponse selected on the left. These API calls are listed by call volume in
descending order.
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e ™ [? Documentation £ Video (@) Last 24 Hrs =

Success Rate  Message = More = Message Request Details @

Please enter the keywords n APl Name Request Number
fapi/query.json 454 200 1
SUCCess 611 >

®

o]
=i
()
fi
o
]
o]

127 200 1

Response time for successful API calls

The Success RT tab onthe left shows the average response time for successful API calls. The Success
APl Response Time section on the right shows two items: the average response time for successful
API calls that is indicated by the curve and the number of successful calls that is shown in the bar chart.

| - —|—-. - [ Documentation = Video @ Last 24 Hrs v

Success Rate  Message Success RT»

]
C]

Success APl Response Time @

n ® Success Avg RT Successful Requests

355 140

253 100

Japifretcode json 068s > 20 a0
15s 60

D58s > 1 0

0.5s \‘/ \ i — 20

0 0

09/17 15:00 09/17 19:00 09/17 23:00 09/18 03:00 09/18 07:00 09718 11:00

Response time for failed API calls

The Failure RT tab onthe left shows the average response time for failed API calls. The Failure API
Response Time section on the right shows two items: the average response time for failed API calls
that is indicated by the curve and the number of failed calls that is shown in the bar chart.

APl Request Failure API Response Time @ = O
Call Volume (Proportion) Ranking/
Failed Call Elapsed Time Ranking = ® Failure Avg RT Failure Requests
185 80
Success Rate  Message Failure RT v
125 60
Please enter the keywords “
08s 40
IcheckOrder 77 (60.16%) | 291ms >
04ds 20
productList 35 (27.34%) | 1,384ms >
0 0
IgetOrder 14 (10.94%) | 417ms > 12/01 12/06 12/11 12/16 12/21
/preductDetail 1(0.78%) | 72ms >
Geographical View O]

translate googleapis.comit. 1(0.78%) | 107ms

v

China View World View E

Geographical view

Onthe Geographical View page, you can view the statistics of each geographical location. The
Geographical View page consists of the China View and World View tabs. China View shows statistics by
province in China, whereas World View shows statistics by country or region worldwide.
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Geographical View

China View

|

World View

Geography

1.United States

[43]
I

100% 54

ccess Rate ¢ Request

ury

st M

S

- A
-

Terminal view

Onthe Terminal View page, you can view the statistics of each terminal. The Terminal View page
consists of the Browser View, OS View, Device View, and Resolution View tabs.

Terminal View

Browser os

chrome

Device

Resolution

D

Version view

Onthe Version View page, you can view the host version and application version of each application.
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Version View

Host Version App Version

Common operations

In the API Request module, you can performthe following common operations:

e Onthe left-side tab, click the upward or downward arrow to change the order of the list. The
upward arrow indicates the ascending order and the downward arrow indicates the descending

order.

e Inthe right-side details section, click the list icon in the upper-right corner to switch between chart

and table views.

AFI Success Rate

09-17 16:00

09-17 17:00

09-17 19:00

09-17 20:00

09-17 21:00

09-18 11:00

100%

100%

100%

100%

e Inthe right-side details section, click the clockicon in the upper-right corner to specify a time range.

Success APl Response Time @

30 Mins 60 Mins
3
255
15s
0.5< / \ LA
0

09/17 16:00 09/17 20:00 09/18 00:00

4 Hrs

12 Hrs

24 Hrs

3 Days

09/18 04:00 09/18 08:00 09/18 12:00

— ()}
Customize

T Days

20

3.6. APl details
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The APl details page of Application Real-Time Monitoring Service (ARMS) Browser Monitoring shows the
success rate of all APl requests, average response time (RT) of successful calls, average RT of failed
calls, number of slow responses, and number of errors in a specified period. This page also shows
statistics for APl requests initiated in five dimensions such as regions, domain names, and networks.

Portal
1. Log onto the ARMS console.
. Inthe left-side navigation pane, clickBrowser Monitoring.

2
3. Onthe Browser Monitoring page, clickthe name of the required application.
4

. Inthe left-side navigation pane, choose Application > API Details to go to the API Details page.
The page is divided into three sections.

APl details

Filters Custom Filtering

API Request Statistics

Success Rate

o SuccessRate I, Successful Requests Error Number

200€ 100%
240¢ 20
180K 06/10 10:00 0%
. Success Rate °0% B

120K Successful Requests  189.22K 40%
60K I . i Error Number 19K I 0o

0 I e W 0%
06/09 12:00 06/09 18:00 06/10 00:00 06/10 06:00

Request Number Top5 / Success Rate@  Click ihe chart io fifter. Specific flems under "Oihers” can be feund in Custom Filtering X

os Device Browser China Provinces. Connection Type
linux I 96.27% xiaomi I 05.06% chrome S 99.10% Guangdong N 98.76% cellular N 98.06%
android N 93.06% NA DN 99.08% safari I 00.11% 1o EE— 99.10%
. 9020%
macos 99.20% e e sougou 99.40% 3 90.17%
vandews o8.24% firefox 92.67% 99.45%
yandex 99.98% slow-2g 99.48%
AP1 Requests | 1662 Entries in Tota
AP Domain Name Success Rate 3 Error Number & Request Number 2 Success RT & Failure RT & Slow Responses@
99.90% 428 425,102 333ms 36,289ms 17,308
100.00% 3 118,308 514ms 60,063ms 13,418
93.63% 5139 80,704 1.896ms 2.160ms 54,822
- - 4 - 1
i 99.94% 45 74223 347ms 377.691ms 1,500
FE
C 100.00% 0 45567 356ms - 1,500
r 99.88% 52 42,801 491ms 25,180ms 1,959
- . 99.89% 34 31,102 331ms 9,167ms 727
- 2|3 4 = 84 Next> /84 Goto Page View

Filters

Set filters in different dimensions to view the corresponding API information. Valid values: API, Return
Message, HTTP Status Code, Page, Geography, 0S, Domain Name, Connection Type, Device,
and Browser.

To delete afilter, move the pointer over the filter and clickthe x icon. Click Reset to clear all filters.
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| Custom Filtering

Qs Device Browser Geography Connection 1 APl Error Informe

L
il

Success rate

Inthe API Request section, select APl Success Rate to view the success rate, successful requests,
error number, and users with APl errors.

API Reques! Statistics

Sucn:ess RE Bccess R Failure RT Slow Resp Eror Number
ssful Requests Error Number

12/23 16:00

600
Success Rate 9961% 80%
Successiul Requests 510
. Eror Number 2 0%
I I Users with API ETors 2 .
20%
0%

12/22 22:00 12/23 04:00 12/23 10:00 12/23 16:00

e Success rate: The success rate of all APIrequests to the specified application within a specified
period of time is displayed in a line chart, which corresponds to the y-axis on the right side.

e Successful requests: The number of calls per hour within a specified period of time is displayed in a
blue bar chart, which corresponds to the y-axis on the left side.

e Error number: The number of calls per hour within a specified period of time is displayed in a yellow
bar chart, which corresponds to the y-axis on the left side.

Move the pointer over the bar chart to view the success rate, successful requests, error number, and
users with APl errors within a specified period of time.

Success RT or failure RT

Inthe APl Request section, select Success RT or Failure RT to view the average RT of successful
calls, average RT of failure calls, count of calls whose RT is smaller than or equalto 1,000ms, and count
of calls whose RT is greater than 1,000ms.

API Request Statistics

Success Ra\m re RT Slow RespError Number
Success Avg RT , Calls <= 1000ms Calls > 1000ms

600 0.75s

480 06s

360 045s
240 03s
120 0.15s

12/22 22:00 12/23 04:00 12/23 10:00 12/23 16:00

e Success Avg RT or failure Avg RT: The average success RT or failure RT of all APl calls in an
application within a specified period of time is displayed in a line chart, which corresponds to the y-
axis on the right side.

e (alls <= 1000ms: The total number of successful calls or failed calls smaller than or equal to 1000 ms
per hour is displayed in a blue bar chart, which corresponds to the y-axis on the left side.

e (Calls>1000ms: The total number of successful calls or failed calls greater than 1000 ms per hour is
displayed in a yellow bar chart, which corresponds to the y-axis on the left side.

Slow responses
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@ Note Slow responses referto the number of calls that take more than 1000ms.

Inthe APl Request section, select Slow Responses to view the slow responses.

API Request Statistics

Success R Success R Failure RTSk EreasNumber

Slow responses: The number of all API requests within a specified period of time is displayed in a bar
chart, which corresponds to the y-axis on the left side.

Error number
Inthe API Request section, select Error Number to view the number of failed requests.

API Request Statistics

Sucoess R Success R Failure RT Slow Resp:’

75

45

12/22 2200 12/23 04:00 12/23 10:00

Error Number: The number of all APl errors within a specified period of time is displayed in a bar chart,
which corresponds to the y-axis on the left side.

APl requests

Select API Requests inthe section ® to view the requests of each APl within a specified period of
time.

API Requests Responses HTTP Status Code Distribution

Users with API Er Success RT(ms)
API Domain Name Success Rate = Error Number = Tm Slow Responses@ : Request Number s R

Operati
on

Failure RT(ms) &
18 9 739 4299 531ms 1.304ms
o " e Analyz
99.90% 3 3 an 2,969 525ms 406ms -
oo
Analyz
99.76% 7 6 496 2,895 547ms 519ms -

100.00% 0 0 0 1 590ms

e C(lickthe4 iconto the right of a property in the first row of the list to sort the APIs.

e Move the pointer over an APl alias in the API column. Clickthe [ icon to modify the alias of the APL

AlLAPIs are displayed by alias. Click Set To Search Value to set the APlto afilter.

e Clicka numberinthe Error Number column to view the details and distribution of errors within a
specified period of time. In the Request Details section, clickShow Invocation Trace to view the

call and business traces of failed requests. Click View Session to view the session trace of failed
requests.
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.
800
600
e
200
0 n —
1001-1500ms 1501-3000ms 3001-5000ms 5001-8000ms 8000ms
Request Detais | First Request T
Network Request Information Show Invocation Trace  View Session
oo
i
1P Browser ie (version: 11.0)
0s windows (version: 6.3) URL fcheckout
Response Time ~ 41ms Date 2020-12-2221:32:48
HTTP Status Code 200 AP IcheckOrder

Traceld

e (Clicka numberinthe Slow Responses column to display the details and distribution of slow
responses within a specified period of time. In the Request Details section, clickShow Invocation
Trace to view the call and business traces of slow responses. Click View Session to view the session

trace of slow responses.

API Error Details APl Slow Loading Details

a
API Request Success Rate
SuccessRate il Successful Requests Error Numbe
250 100%
200 80%
150 60%
100 0%
50 I 20%
0 0%
12722 2200 12/23 0400 12/23 10:00 12/23 1600
Request Delals | First Request Ti
Network Request Information Show Invocation Trace  View Session
aa
P Browser ie (version’ 11.0;
os windows (version: 6.3) URL sheckout
Response Tme ~ 41ms Date 2020-12:22 21:32:48
API IeheckOrder

HTTP Status Code 200

Traceld

e ClickAnalyze inthe Operation column to view the APl details, APl error details, API slow loading
details, and distribution.

APIRequests  Responses  HTTP Status Code  Distribution

Retum Message Users vith API Errors 3 Slow Responses@ 3 Request Number = Success RT(ms) & Failure RT(ms) 3 Operation
i 6,054 76,220 353ms 475ms Analyze

o Onthe APl details page, you can view the APl success rate and request details. In the Request
Det ails section, clickShow Invocation Trace to view the call and business traces of the APL. Click
View Session, you can view the session trace of the API.

o Onthe API Error Details page, you can view the distribution of the error number and request
details.

o Onthe API Slow Loading Details page, you can view the response time distribution and network
request information.

o Onthe Distribution page, you can view the return message, HTTP status code, page, domain
name, and geography. You can also view the proportions by OS, browser, device, or connection

type.

Responses
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Select Responses inthe section @ to view all response information of each APL.

APIRequests  Responses  HTTPStatus Code  Distribution

APl Domain Name

icheckOrder

IgetOrder

JproductList

iproductList

Users with AP Error
ss

Success Rate & Error Number &

99.89% 18 9

99.08% 3 3

99.04% 7 6

00.00% 0 0

Operatio
n

Slow Responsas@ Request Number + Success RT(ms) ¢ Failur RT(ms) &

2,038 15,812 543ms 1,304ms

13,074 549ms 406ms
51gms

12,724 560ms

610ms

e (Clickthe4 iconto theright of a property inthe first row of the list to sort the APIs.

e Move the pointer over a response in the Responses column. ClickSet To Search Value to set the

response to afilter.

e (licka numberinthe Slow Responses column to display the details and distribution of slow
responses within a specified period of time. In the Request Details section, clickShow Invocation
Trace to view the call and business traces of slow responses. Click View Session to view the session

trace of slow responses.

Filters: IeheckOrder Retum Mess HTTP Status ]

APl 5%

Response Time Distribution (Click any column to fiter)

Request Details

Network Request Information

windows (version: 6.3)

Response Time ~ 32ms

e 200

Geography os 47.100.27.

Connection 1

Device Browser

Show Invocation Trace  View Session

e (version: 11.0

2020-12-16 21:49'50

IeheckOrder

e ClickAnalyze inthe Operation column to view the APl details, APl error details, APl slow loading

details, and distribution.

o Onthe API details page, you can view the APl success rate and request details. In the Request
Det ails section, clickShow Invocation Trace to view the call and business traces of the API. Click
View Session, you can view the session trace of the API.

o Onthe API Error Details page, you can view the distribution of the error number and request

details.

o Onthe API Slow Loading Details page, you can view the response time distribution and network

request information.
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o Onthe Distribution page, you can view the return message, HTTP status code, page, domain
name, and geography. You can also view the proportions of the OS, browser, device, and
connection type.

| frontend v | Environment insensitive, Al versions v © One-ciick diagnosic % Logon-free Sharing Dasnboard @DHepv @ 2020/12/16 21:48 - 2020112423 21:48 ¥|
APIEZE
Fiters: AP Retum Mess HTTP Status = Geography o0s Domain Nar Connection 1 Device Browser

API Request Statistics

Eccess R Failure RT Siow RespError Number

<s Rats « Error Numbs
12K 100%
96Kk 80%
72¢ 60%
saK 40%
24K I 20% %
0 0%
217 12719 12721 1223

APIRequests  Responses  HTTPStatus Code  Distribution

Domain Name T E

Domain Name Success Rate 3 Request Number & Users vith API Errors 3 i Success Rate Request Number = Users with API Errors
- a
00.83% 76,206 10 checkout 99.69% 20,730 10
100% 4 o _ products 99.03% 14,852 7 &
cant 99.96% 11,888 5
-

Geographical View

L= HE

Geograph SuccessRate s Request Number s tosts &
1.Jiangxi 99.36% 1,400 1391 ° e
2:shaanxi 99.43% 1,393 1385 B

!

3Shanghai 99.44% 357 355 2
4.Chongging 99.49% 1,169 1,163 6
5 Hunan 99.57% 1629 1622 7 &
6.Guangxi Zhuang Autonomous Region 99.57% 1408 1402 6

W Request Number

s

0s

f— €

Device

Connection Type

HTTP status code

Select anHTTP Status Code in section ® to view all HTTP status codes.
HTTP Status Code Users with AP Errors 3 Slow Responses@ s Request Number & Success RT(ms) & Failure RT(ms) s Qperation
FAILED @ 2 2 2 1,098ms Analyze

e Clickthe4 iconto the right of a property inthe first row of the list to sort the APIs.

e Move the pointer over an HTTP status code inthe HTTP Status Code column. ClickSet To Search
Value to set the HTTP status code to afilter.
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e Clicka numberinthe Slow Responses column to display the details and distribution of slow
responses within a specified period of time. In the Request Details section, clickShow Invocation
Trace to view the call and business traces of slow responses. Click View Session to view the session
trace of slow responses.

Filters: IcheckOrder Retum Mess HTTP Status = Geography os 47.100.27. Connection 1 Device Browser m

Response Time Distribution (Click any column to fiter)

15K

Request Datails

Network Request Information Show Invocation Trace  View Session

Date 2020-12-16 21:49'50

AP IeheckOrder

e ClickAnalyze inthe Operation column to view the APl details, APl error details, APl slow loading
details, and distribution.

o Onthe API details page, you can view the APl success rate and request details. In the Request
Det ails section, clickShow Invocation Trace to view the call and business traces of the APL. Click
View Session, you can view the session trace of the APL

o Onthe API Error Details page, you can view the distribution of the error number and request
details.

o Onthe API Slow Lading Details page, you can view the response time distribution and network
request information.

o Onthe Distribution page, you can view the return message, HTTP status code, page, domain
name, and geography. You can also view the proportions of the 0S, browser, device, and
connection type.

Distribution

Select Distribution in the section 3. You can view the return message, HTTP status code, page,

domain name, and geography. You can also view the proportions of the OS, browser, device, and

connection type. Move the pointer over the Domain Name or Page column. ClickSet To Search
Value to set the domain name or page to afilter.

@ Note
e Versions numbers can be displayed only by OS or browser.

e The pie chart of OS, browser, device, and connection type displays only the dimensional
distribution of the first five items. You can click Toggle View in the upper-right corner of
each section to view the proportion of all filters in this dimension.
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Filters: API Retum Mess

Geographical View

i}
3
]

HTTP Status mE Geography 0s Domain Nan Connestion 1 Device

100% 2 0 cart

3.7. Custom statistics

This topic describes the custom statistics feature provided by browser monitoring of Application Real-

Time Monitoring Se

rvice (ARMS).

90.44%

90.64% 562 560 2

To help you monitor and collect lightweight business interaction behaviors, browser monitoring
provides the following types of custom statistics:

e Sumstatistics: calculates the total number of occurrences for some events in the business, such as
the number of times that a button is clicked and the number of times that a module is loaded.

e Average statistics: calculates the average values for some events in the business, such as the
average loading time of a module.

ARMS provides the following dimensions for the preceding types of custom statistics. Average statistics
are used in this example.

e Statistics details

The statistics details line chart shows trends of the average values and the size of samples foran
event within a specified period of time. Assume that the time consumption data of a module is
collected. In the statistics details, you can view the average time consumption data and the size of

sent samplesint

Statistics Details

i

L

02/0

11 03/04 03/07 03/10

he corresponding period of time.

AT AT

Uz/lz

03/16

G

e Geographical view
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Statistics on the event in corresponding regions are collected by province or city in China or by
country or region worldwide. ARMS browser monitoring provides the reported amount, average value,
and unique visitor (UV) data of each region. This helps the business side understand the differences
between events in different regions and make decisions.

Geographical View @

China View World View

1.Zhejiang 1 1

e Terminal view
Browsers, devices, operating systems, and resolutions may affect the performance, compatibility, and
display of a page. ARMS browser monitoring provides the average values and sample sizes in these
dimensions. T his helps the business side understand the distribution of the event in different
browsers, devices, operating systems, and resolutions.

Terminal View @

Browser 0s Device Resolution

chrome 1

APl method for sum statistics

After the browser monitoring SDK is introduced on the page, use the following log reporting API
method in the business JavaScript file for sum statistics:

Call parameter: __bl.sum(key, value)

Call parameter description:
Parameter Type Description Required Default value

) The name of the
key String event Yes None

The cumulative
beri h

value Number numberin eac No 1
report. Default

value: 1.

Example:
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__bl.sum('event-a');
__bl.sum('event-b', 3);

APl method for average value statistics

Afterthe browser monitoring SDK is introduced on the page, use the following log reporting method in
the business JavaScript file for average value statistics:

Call parameter: __bl.avg(key, value)

Call parameter description:
Parameter Type Description Required Default value

) The name of the
key String event Yes None

The number of
value Number reported items. No 0
Default value: 0.

Example:

__bl.avg('event-a', 1);
__bl.avg('event-b', 3);

3.8. Quick diagnosis

A diagnostic report summarizes the data collected by browser monitoring during a past period of time.
Such a report analyzes and displays the website performance based on JS error logs, the success rate of
APl requests, and the page speed. This helps you understand the key monitoring metrics for websites
and troubleshoot the issues.

Enter the page for the feature
1. Log onto the ARMS console .

2. Inthe left-side navigation pane, click Browser Monitoring. On the Browser Monitoring page,
click the name of the application that you want to view.

3. Inthe upper-right corner of the page, click One-click diagnosis.

4. Onthe Diagnostic Report page, view the diagnostic report.

JS error logs

JS Error Logs uses the number of JS errors as a metric, and collects information about the error page
views (PVs), exception PVs, and normal PVs. This feature displays the diagnostic result of each page,
including the number of error PVs, the JS error rate, and the number of new error PVs. The following
formula is used to calculate the JS error rate: JS error rate = Number of error PVs/Total number of PVs.
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Diagnostic Report

Diagnostic Site:

Diagnostic Duration

JS Error Logs API Success Rate Page Speed
Page API is detected. A2 A0 w135
Page Diagnosis Result@

New Errors:

New Errors:

New Errors:

New Errors:

New Errors:

New Errors:

New Errors:

New Errors:

New Errors:

New Errors:

1Examples,

1Examples,

1Examples,

1Examples,

1Examples,

1Examples,

1Examples,

1Examples,

1Examples,

1Examples,

Success rate of APl requests
API Success Rate uses the number of APIrequests as a metric, and counts the failed, abnormal, and
successful APl requests. T his feature displays the diagnostic result of each APL. For example, the result
may indicate that the success rate of requests on an APlis low or the success rate encounters an
abrupt decrease. The result also contains the average and lowest success rates of APIrequests. The
following formula is used: Success rate of APIrequests = Number of successful APl requests/Total

number of APIrequests.
Diagnostic Report

Diagnostic Site:

Diagnostic Duration

JSEmorLogs AP SuccessRate  Page Speed
API APl is detected. A3 A0 w2
API Diagnosis Result@

Number of Occurences: 1395,

Number of Occurences: 1156,

Number of Occurences: 1053,

Number of Occurences: 586,

Number of Occurences: 464

Number of Occurences: 452,

Number of Occurences: 439,

Number of Occurences: 407

Number of Occurences: 393,

Number of Occurences: 373,

Percentage: 100%

Percentage: 100%

Percentage: 100%

Percentage: 100%

, Percentage: 100%

Percentage: 100%

Percentage: 100%

, Percentage: 100%

Percentage: 100%

Percentage: 100%

Sudden Decrease of Success Rate: M 100% 5F$5)94.74% , at 2020-12-16 19:20

Sudden Decrease of Success Rate: M 100% 58645 96.15% , at 2020-12-16 17:30

Sudden Decrease of Success Rate: M 100% 5RF45)96.43% , at 2020-12-16 17:30

Page speed

@ Last 24 Hrs v

Feedback

Operation
View Detail
View Detai
View Detail
View Detail

View Detai

View Detai

View Detai

View Detai
View Detai

View Detal

H:: v

© Last 24 Hrs v

Feedback: @ @

Operation
View Detail
View Detail

View Detail
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Page Speed provides the PV information of each page, including the numbers of failed, exception, and
successful PVs. This feature calculates the page speed based on the PV information, and provides the
diagnostic result. The information about the first paint time (FTP) of PVs is displayed, including the PVs
that have a long FTP. The result also displays the average FTP, maximum FTP, and the time point when
the maximum FTP occurs. The following formula is used: FTP = responseEnd - fetchStart.

Diagnostic Report @ Last24 Hrs v

Diagnostic Site: Feedback: @ @

Diagnostic Duration:

JSEmorLogs  APISuccessRate  Page Speed

Page APlis detected.: A0 A4 k4
Page Diagnosis Result@ Operation
Long First Paint Time {§: Average4.97s, E{E13.1s, at 2020-12-16 22:50
. View Detail
SFH: 2400ms<ERIBRFER:
Long First Paint Ti -12-16 22:
ong First Paint \verage 4.77s , W{fi17.46s, at 2020-12-16 22:10 —
SRR 2400ms<ERBRFER <5600ms
Long First Paint Time {§: Average 4555, W{f13.785, at 2020-12-16 23:50
View Detail
AWRHM: 2400ms<HE; FERT <5600ms
Long First Paint Time {&: Average 3.95s, I{E9.18s, at 2020-12-16 23:40 Ee]
AN 2400ms<ERBRFER <5600ms e
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4.Tutorials

4.1. Diagnose slow page loading by using
ARMS Browser Monitoring

Slow page loading extremely affects the user experience, which determines the user loyalty. Therefore,
the browser performance monitoring and analysis is particularly important. This topic describes how to
use Application Real-Time Monitoring Service (ARMS) Browser Monitoring to diagnose slow page
loading.

Prerequisites

Your browser application has been connected to ARMS. For more information, see Browser monitoring
overview.

Issues that can be solved by ARMS Browser Monitoring
e Multidimensional performance analysis based on real user data
o Fully restores real user operations without simulation and logon.

o Uses real user data to reflect the user experience, which reduces statistical errors and helps you
determine the error location, such as the region, device, and browser.

e Page performance analysis

o First Paint Time: specifies whether the Domain Name System (DNS) resolution time and the TCP
connection time are long.

o DOM Ready: specifies whether the response time (RT) is long.

o Fully Loaded Time: specifies whether resource loading is slow.

e |S error analysis
Monitors and diagnoses JS errors.

e Customstatistics

Uses the software development kit (SDK) to report custom events for custom statistics.
e Access details

Queries all monitored user access information.

e Integration with data on Application Monitoring
Diagnoses slow page loading with Application Monitoring.

Diagnose slow page loading
The following example shows the troubleshooting procedure:

1. Log onto the ARMS console.

2. Inthe left-side navigation pane, click Browser Monit oring. On the Browser Monitoring page,
click the name of the target application. In the left-side navigation pane, choose Application >
Page Speed.

3. Inthe Page Load Time Details and Page Load Waterfall Plot sections, check whether key
performance metrics are normal.

o If the value of First Paint Time inthe Page Load Time Details section or the values of DNS
Lookup, TCP Connection, and SSL Connection in the Page Load Waterfall Plot section are
large, slow page loading may be caused by the network. In this case, check the network.
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o If the value of DOM Ready inthe Page Load Time Det ails section or the values of Time to First
Byte(TTFB) and Content Download inthe Page Load Waterfall Plot section are large, slow
page loading may be caused by slow API responses. In this case, perform Step 4 to diagnose the
issue.

o If the value of Fully Loaded Time inthe Page Load Time Details section or the values of DOM
Ready and Resource Download inthe Page Load Waterfall Plot section are large, slow page
loading may be caused by slow loading of browser resources. In this case, performStep 5 to
diagnose the issue.

4. Inthe left-side navigation pane, choose Application > API Det ails.

i. Inthe API Requests section, find the target APl and click the numberin the Slow Responses
column.

ii. Inthe API Slow Calls Details dialog box, clickShow Invocation Trace in the upper-right
corner of the Network Request Information section to view the overall RT of the browser
and the call sequence diagram of the backend application.

m [f the processing time of the backend application is short but the overall RT is long, the time
consumed from APl request sending to the serverto data returning to the browseris long. In
this case, choose Application > View Det ails in the left-side navigation pane. On the page
that appears, clickthe API Logs tab, set the preceding API as the search value, and then
clickSearch to view the access information, such as the netwaork, region, browser, device,
and operating system.

m [f the backend application takes a long time to process, the backend processing
performance is poor. Click the magnifier icon in the Method Stack column. Inthe Local
Method Stack dialog box, check which part of backend tracing is time-consuming to locate
the problem.

5. Inthe Slow Page Session Trace(TOP20) section, clickthe page name of a slow session.
Inthe Page Resource Loading Waterfall section onthe Slow Loading Det ails page, you can
view the details of the resources that cause slow page loading.

References
e Page speed

e Diagnose JS errors by using ARMS browser monitoring

4.2. Diagnose JS errors by using ARMS
browser monitoring

JavaScript (JS) errors directly affect the quality of front-end applications. Therefore, it is particularly
important to locate and diagnose JS errors. The JS error diagnosis feature provided by browser
monitoring of Application Real-Time Monitoring Service (ARMS) can quickly and accurately locate and
diagnose JS errors.

Prerequisites
Developers have generated a source map by using the builder.

Context
In practice, you may encounter the following difficulties during JS error diagnosis:

e Difficult to replicate
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For example, when User A accesses a page, the page is loaded on the local browser of User A.
Because the loading duration of the page is affected by factors such as the region, network,
browser, or carrier, the actual situation occurred when User A accessed the page cannot be
replicated.

e Lack of monitoring information for in-depth investigation
Most browser monitoring services use the PerformanceTiming object to obtain the full page loading
time, which does not include loading information of static resources. As a result, the performance
bottleneck cannot be located.

ARMS browser monitoring can use the source map to find the real location of the errorin code and use
the user behavior backtracking feature to replicate the JS error. This allows developers to quickly locate
errors in source code and corresponding code blocks.

Step 1: Install the ARMS agent

To comprehensively monitor frontend applications, you must install the ARMS agent for your frontend
applications. Select a method to install the ARMS agent as needed. For more information, see Browser
monitoring overview.
Step 2: View the error overview

1. Log onto the ARMS console .

2. Onthe Browser Monitoring page, click the name of the application that you want to manage.

3. Inthe left-side navigation pane, clickJS Error Diagnosis.

| ARMS-RetcodeTiEl v  Environment insensitive, Allversions v © One-click diagnosis [ Logon-iree Sharing Dashboard (DHep v @ 20210011 11:30 - 2021701112 1130 ¥

91 0.64% 24(4.99%)

Page Ranked by EMorRate  FrequentEmors  Error View

Page Error Rate ¢ Page View Operation

54

o View the total number of errors, error rate, number of affected users, and percentage of
affected users in Error Overview.

o Determine the JS error trend based on the line chart.
o Filter frequent errors in Frequent Errors.

o Determine the globalJS errors based on the information in Page Ranked by Error Rate and
Error View.

Step 3: Diagnose a specific error

Afteryou have determined any global errors, you must troubleshoot specific errors. You can use the
following two methods to diagnose JS errors in ARMS browser monitoring. The second method is used
as an example in this topic.

e Onthe Frequent Errors tab, click Diagnose to access the diagnosis page.

e Inthe error chart, go to the Exception Insight dialog box at a specific time point and then access
the diagnosis page.
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1. Whenyou find that the error rate at a specific time point on the error chart suddenly increases,
place the pointer over the turning point of the curve. When the pointer is displayed as a hand

shape, click the turning point to display the Exception Insight dialog box for that time point. For
more information, see JS error diagnosis.

Exception Insight

6 % 5(45.45%)
Frequent Errors Top 5 Page Error Rate Top 5
Error Information Errors = Affected Users = Operation
“SURENM 3 3(30.0%) Diagnose
“SURENM 1 1(10.0%) Diagnose
“§FREM 1 1(10.0%) Diagnose
“§FEM 1 1(10.0%) Diagnose

2. Clickthe Frequent Errors Top 5 tab. Onthe tab that appears, select an error and click Diagnose
inthe Actions column. The JS Error Diagnosis page appears.

Step 4: View error details

Onsite JS error information includes the first occurrence time, first occurrence version (optional), error
name, error type, device, operating system, browser, and the page, file, row, and column where the
error resides. As shown in Error details page, the map module on the real-time dashboard reported an
invalid data error during the update, and the error occurred in line 1 and column 79585.

Error details page

Script error.
First Seen: Four weeks ago

summary

Name Script error Type CustomError
Date 11012021 16:32:15 Device NA-
macos 10.13.6 Browser wechat 6.2
Connection Type Unknown
Region CN 110000 Line 79585
Column 1 URL

File App Version 2456

Step 5: Locate the error code

The information acquired fromthe JS error details is insufficient for problem diagnosis, because online
code is unreadable after being compiled, compressed, and obfuscated. Although you can see the error
occurred in line 1 and column 79585, this is not the actual location in the source code. In this case, you
must use the source map for source code mapping.

1. Inthe Stack Info section, click the triangle icon on the left of a stackto expand the row, and click
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Choose Sourcemap.

2. Inthe Sourcemap File dialog box, select an existing source map or upload a new one, and click
OK.

3. ARMS browser monitoring uses the source map to locate the exact JS error location. If the selected
source map matches the error in the source code, the original error location is marked in red in the
Source Code section.

Step 6: View the backtracked user behaviors

The source code error occurred when invalid data was loaded during the creation of the map
component. However, invalid data may appear in a variety of forms. Null judgment and fault tolerance
have been performed for data in the preceding code, but the invalid data exception is still triggered. If
a snapshot of the data at the time of the error can be taken, you can locate the problem more
accurately. However, onsite data is usually unavailable in global exception capture, and
troubleshooting depends on only the data information reported with the exception.

Is there any other way available to help troubleshooting? The best way is to replicate the problem.
ARMS browser monitoring defines each event node on the page as user behavior, such as page loading,
route jumps, page clicks, APl requests, and console output. User behavior is connected in chronological
order to form a behavior link. Behavior backtracking upon the error can help developers replicate the
problem.

The user behavior backtracking upon the error shows that there is an APl request before the error. This
APl request tries to request real-time update of the map module. However, the returned data is
ConsoleNeedLogin, indicating logout fromthe page. This is the root cause of invalid data.

Related information
e JS error diagnostics

e Causes and solutions for script errors

4.3. Diagnose slow page loading

Difficulties exist when you identify and troubleshoot the problem of slow page loading. To solve this
problem, the slow session tracing feature in browser monitoring of Application Real-Time Monitoring
Service (ARMS) provides a performance waterfall chart for static resource loading on pages. This allows
you to checkthe resource loading status on the pages, identify the root cause, and troubleshoot the
problem.

Problem description
Slow page loading is one of the common and noted problems for users. You may encounter the
following difficulties when you identify and troubleshoot the problems:

e Difficult to reproduce problems
For example, when user A accesses a page, the page is loaded in the local browser of user A. The
actual situation where user A accesses the page cannot be reproduced because the page loading
time is affected by factors such as the region, network, browser, or carrier.

e Lack of monitoring information for troubleshooting
Most browser monitoring services use the Perf ormanceTiming object to obtain all information about
page loading time, which does not include static resource loading time. Therefore, performance
bottlenecks cannot be identified.

Solution
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You can connect the web application to ARMS browser monitoring, enable the page resource reporting
feature, and use the slow session tracing feature of ARMS browser monitoring to identify the
performance bottleneck.

Step 1: Connect to ARMS browser monitoring

By default, the ARMS browser monitoring SDK does not report static resource loading information.
However, if you want to use the slow session tracing feature to identify the slow page loading
problem, the static resource loading information is required.

Connect your web application to ARMS browser monitoring. For more information, see Install the browser
monitoring probe by using CDN.

) Notice When you connect the web application to ARMS browser monitoring, you must select
Enable Page Resources Reporting.

Step 2: Identify the problem

You can identify the problem by using one of the following methods:

Method 1: Check the access speed
1. Log onto the ARMS console.ln the left-side navigation pane, clickBrowser Monitoring.
2. Onthe Browser Monitoring page, click the name of your application.

3. Inthe left-side navigation pane, clickPage Speed.
For more information about the Page Speed page, see Page speed. In this example, the page
performance is poor. The loading time of the full page reaches 36.7s at about 11:00.

4. Onthe Page Speed page, drag the right-side scroll bar to view the Slow Page Session Trace
(TOP20) section. This section lists top 20 sessions with the lowest page loading speed within the
specified time range.

In this example, the page loading time at 11:36:46 is 36.72s, which causes a sharp increase of the
page loading time.

5. Inthe Slow Page Session Trace (T OP20) section, click the page name in the Page columnto
access the Session Det ails page. Then, identify the cause and troubleshoot the problem based
on the information on the Session Det ails page.

The Page Information section in the upper part of the Session Det ails page shows the access
information such as the client IP address, browser, and operating system. This helps you further
identify the cause of the problem.

The Page Resource Loading Waterfall section on the Session Details page shows the
waterfall chart of static resource loading. This helps you identify the performance bottleneck.
For more information about the Session Traces page, see Slow session tracing.

Method 2: Trace the session

1. Log onto the ARMS console.ln the left-side navigation pane, click Browser Monitoring.
2. Onthe Browser Monitoring page, click the name of your application.

3. Inthe left-side navigation pane, click Session Traces to access the Session List page.
The Session List page shows the top 100 sessions of the application by loading time. You can
filter sessions by page, session ID, browser, or browser version to identify time-consuming sessions.

4. Onthe Session List page, find the session and click Det ails in the Operation column. Then,
identify the cause and troubleshoot the problem based on the information on the Session
Det ails page.

For more information about the Session Traces page, see Slow session tracing.
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The troubleshooting is complete by using the slow session tracing feature. T his feature can help you
reproduce the page resource loading status and identify the performance bottleneck.

What to do next

To avoid passive diagnostics after an exception occurs, you can also use the alert feature of ARMS to
create an alert for one or all APl operations. This ensures that the 0&M team immediately receives a
notification when an exception occurs.

For information about how to create an alert, see Create ARMS alerts.

References

e Page speed

e Slow session tracing
e (reate ARMS alerts

4.4. Diagnose JS errors by backtracking
user actions

In the JS error diagnosis process, Application Real-Time Monitoring Service (ARMS) Browser Monitoring
provides the user action backtracking feature to shows you a comprehensive list of the user actions
leading up to the error.

Context

ARMS Browser Monitoring defines all events on the page as user actions, including console actions,
page jumps, user clicks, user inputs, and API calls. You can connect user actions in chronological orderto
form an action trace. Then, you can backtrack and analyze the action trace to reproduce the situation
in which the error occurred.

Step 1: Install the ARMS agent

Afteryou install the ARMS agent, your frontend applications can be fully monitored. Select a method
to install the ARMS agent as needed. For more information, see Browser monitoring overview.

Step 2: View frequent errors

1. Log onto the ARMS console. In the left-side navigation pane, click Browser Monitoring.
2. Onthe Browser Monitoring page, click the name of the target application.

3. Inthe left-side navigation pane, click)S Error Diagnosis.

4. OntheJS Error Diagnosis page, clickthe Frequent Errors tab.

Page Ranked by Error Rate  Frequent Errors  Error View

Error Information Page Errors & Affected Users ¢ Gperation
JSON parse: unexpected character at line 1 column 20 3 100.1%

Network Error 4 1(0.1%

undefined is not an object (evaluating 's labsr) 4 1(0.1%

Step 3: Diagnose causes of the error

Use the user action backtracking feature to reproduce the situation in which the JS error occurred and
diagnose causes of the error.

1. Click Diagnose inthe Operation column on the right.

2. Onthe Error Detail tab, analyze user behaviors in the User Behavior Trace section to determine
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which operation causes the error.

@ AP Request 20
msg
code
times
@ API Request 2021-01-12 09:14:09  fecs.console.aliun.com
message o
status onsoleNeedLoain o ivocation Trace

Related information

e Causes and solutions for script errors

4.5. Slow session tracing

The slow session tracing feature of Application Real-Time Monitoring Service (ARMS) provides a
performance waterfall chart for static resource loading during page loading. This helps you learn more
about the loading status of page resources based on page performance data and locate performance
bottlenecks.

Prerequisites

) Notice The reporting of static resource loading information is triggered during page loading,
and a large amount of information is reported. When the loading time is greater than 8s, full data is
reported. If the loading time is within the range from 2s to 8s, 5% of the information is sampled and
reported. If the loading time is less than 2s, no information is reported. We recommend that you do
not set this parameter if your application requires high page performance.

By default, ARMS Browser Monitoring SDK does not report information about static resources loaded on
a page. To obtain information about static resources loaded on a page and enable slow session
tracing, set sendResource to trueinthe config file of the SDK. Afterthe application is redeployed,
when an onload event on the page is triggered, the information about static resources loaded onthe
current page is reported. Then, you can locate slow page loading problems in ARMS Browser
Monitoring.

The following code shows an example of the SDK configuration:
<script>
!( function(c,b,d,a){c[a]||(c[a]={});c[al.config={pid:"atc889zkcf@8cc3f6354******" imgUrl:"https://arms-retco

de.aliyuncs.com/r.png?",sendResource:true};
with(b)with(body)with(insertBefore(createElement("script"),firstChild))setAttribute("crossorigin","",src=d

)

H(window,document,"https://retcode.alicdn.com/retcode/bl.js","__bl");
</script>

Portal
1. Logonto the ARMS console .

2. Inthe left-side navigation pane, click Browser Monitoring. On the Browser Monitoring page,
click the name of your application.

3. Inthe left-side navigation pane, choose Application > Session Traces.

Use case: Locate page performance bottlenecks
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The following example shows how to locate page performance bottlenecks.

1. Inthe left-side navigation pane, choose Application > Page Speed. The result is shown in the
following figure. It took 36.7s to completely load the page at 11:00.

e e i v [A Documentation B video @ 2013/08/11 00:00 - 2018/08/11 23:00 ¥

Page Speed Ranking @ =

— Q|
g e e 547ms >

= 35000
30000 08/1111:00
_ First Paint Time: 1,135ms
25000
= DOM Ready: 14.412ms
20000 Fully Loaded Time: 36,719ms

C]

Page Load Time Details @

Please enter the ke

Page Load Time by Intervals

40000

15000
10000

5000

=~ O~

4]
08/11 00:00 08/11 04:00 08/11 08:00 08/11 12:00 08/11 16:00 08/11 20:00

2. Onthe Page Speed page, scroll down the page to the Slow Page Session Trace(TOP20)
section. This section lists the top 20 sessions with the lowest page loading speed within the
specified period of time.

To change the specified time period, you can click the clock icon in the upper-right corner of this
section and select a value.

In the following figure, the page loading speed of a session at 11:36:46 is 36.72s. This access is the
direct cause of the sharp increase in the page loading time.

e TR EEEL v [ Documentation Bvideo @ 2018/08/11 0000 - 2018/08/11 23.00
Page Speed Ranking @ * Slow Page Session Trace(TOF20) @ Vore @
Please enter he keywords “ Page Session Id Browse Fuly Loaded Time Start Time &
pejfgkalolevqvevmibXnl - .
PP S S 547ms > 045800 cnrome arm BRI 6
Of I vV Zt
SMJ{XREDDJd'Da goxzan chrome 17.23s 2018-08-11 21:11:35
vaxayy
E FARCHQWATIERLOOS e 138 2018-08-11 15:22:35
matnFj & - 5:22:35
95MEKILPOVAQRIEIRIY 0\ ome 10078 20130311 155525
vq3z83
S T R8T chrome 7.958 2018-08-11 D6:31:59
veuthy
WCilykonpaEyilas e
W _!‘ KonpejBylatnzal il chrome 782 2018-08-11 16:15:33
8S80KL
UXinakwBpUi04yaLabuint
AIWEPLIDHSLAONNT cprome 84ts 2018-08-11 13:48:32

1DFRLD

LFjptknBol2kabmnjnwio/3n
a8

chrome 643s 2018-03-11 06:31:15

3. Inthe Slow Page Session Trace(T OP20) section, click a page name in the Page columnto go to
the Trace Sessions > Session Details page. This page provides an intuitive view of the waterfall
chart forthe loading status of static page resources and allows you to locate the performance
bottleneck for resource loading.
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4. Choose Session Traces > Session Details. On the page that appears, you can view the client IP
address, browser, operating system, and other information of the current access in the Page
Information section. Then, you can locate the causes of slow sessions and optimize the page

accordingly.
| S i

Session Details
Page Information

—  PageURL: Time: 2018-08-11 11:36:46

Browser: chrome 63.0 3440.106

[ Documentation B video
Fully Loaded Time: 36.725 DOM Parsing: 12.88s
08S: macos Us: Mozilla/5.0 (Macintosh; Intel Mac ©S X 10_11_

TML, like Gecko) Ch

Other channels for detecting performance problems
In addition to the Page Speed page, you can also locate performance problems on the Session

Traces page.

1. Inthe left-side navigation pane, choose Session Traces. On the Session Traces page, you can
view the list of all sessions of your application. You can filter sessions based on conditions such as
the username, user ID, page URL, session ID, browser, and browser version.
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sion Trace Slow Loading Tracking

SessionID User D Usemame@ Pages Visted Browser Browser Version  Connection Type Geography Visior 1P Visited At
lippl_doc_arms_admin error-diagnose chrome 870428088 4 2021-01-13 11:51:04
lippl_doc_arms_admin index chrome 8704280 141 4 2021-01-13 11:51:00

lippl_doc_arms_admin index chrome 87.0.4280.141 4 . 2021-01-13 11:50:54

2. Inthe Session ID column, click the ID of the session whose details you want to view. On the

Session Details page, you can view the session overview and session traces. For more information,
see Session tracing.

FAQ

1. Whv is Size 0 on the waterfall chart for resource loading?

Size is obtained by PerformanceResourceTiming.transferSize. The read-only attribute of
transferSize indicates the size of the extracted resource in eight bits. If resources are obtained
fromthe local cache or are cross-origin resources, the returned value of this parameteris 0.

Open the Chrome browser, press F12 to open the developertool panel. When Disable cache on
the Netwaork tab is not selected, transferSize is 0.

[w ﬂ Elements Consale Sources Metwork Performance 72 # i X
® ® ¥ Q O Preservelog Online ¥y o x+ ¥ e
Filter [ Hide dats URLs

11| ¥HR )5 €55 Img Media Font Doc WS Manifest Other [ Has blocked cookies [ Blocked Reguests

20 ms 40 ms 60 ms 80 ms 100 ms
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[w ﬂ Elements Console Sources MNetwork Performance Memory Application Security

[ & | top v | @ | Filter
P 1: PertormanceResource lIming {initiatorlype: “Link™, nextHopProtocol: "hZ™, workerstart: 9,
» 2: PerformanceResourceTiming {initiatorType: "link", nextHopProtocol: "h2", workerStart: @,

| 3

3: PerformanceResourceTiming {initiatorType: "link", nextHopProtocol: "h2", workerStart: @,

vd4: PerformanceResourceTiming

Solution
Select Disable cache. Then, the actual value of transferSize is displayed.

= 4l
® o

Filter

connectEnd: 18116.580082883725
connectStart: 18116.5688288083725
decodedBodySize: 232082
domainlLookupEnd: 18116.509080883725
domainlookupStart: 18116.5088808083725
duraticn: @
encodedBodySsize: 59344
entryType: "resource"
fetchStart: 18116.500000083725
initiatorType: "script™
name: "https://g.alicdn.com/cm-design/arms/1.2.81/scripts/arms/nls/messages_zh.js"
nextHopProtocol: "h2"
redirectEnd: @
redirectStart: @
requestStart: 18116.5608280083725
responseEnd: 18116.580828803725
responseStart: 18116.582880803725
secureConnectionStart: @

b serverTiming: [1]

= 28308383725
transferSize: @

¥ _ proto_: PerformanceResourceTiming

Elements  Console  Sources Network Performance Memory  Application Security  Audits

W Y Q | View = ™= [ Groupbyframe | @ Preserve log| [#] Disable cache || [ Offline Online

# Hide data URLs )| XHR JS CSS Img Media Font Doc WS Manifest Other
2000 ms 4000 ms 6000 ms 8000 ms 10000 ms 12000 ms
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[w ﬂ Elements  Console  Sources Network
- ® ¥ | @ | Filter
k1 ResourceTiming {initiatorType:
2 ResourceTiming {initiatorType:
b3 eResourceTiming {initiatorType:
v 4: PerformanceResourceTiming

connectEnd: 418.7899999%647a3
connectStart: 410.7899999954783
decodedBodySize: 232002
domainLookupEnd: 418.78990990954723
domainlLookupStart: 418.7899999954783
duration: 195.52999999723397
encodedBodySize: 59637

entryType: "resource"

fetchStart: 418.7899999%:54733
initiatorType:

"ccript”

name: "https://g.alicdn.com/cm-design/arms/1.2.81/scripts/arms/nls/messages_zh

nextHopProtocol: "h2"

redirectEnd: @

redirectStart: @

requeststart: 514.6799999929499
responseEnd: 686.2399999937043
responseStart: 562.94999999227
secureConnectionStart: 418.7899999964783

serverTiming: []

v

9964783

T

transfersize:

A

69843

TWoTRel JLOT b

b _oroto_: PerformanceResourceTiming

Performance Memory  Application Security

'1ink"™, nextHopProtocol:
'1ink™, nextHopProtocol:
'1ink™, nextHopProtocol:

'"h2", workerStart: @,
'h2", workerStart: @,
"h2", workerStart: @,

2. Whv is Time 0 on the waterfall chart for resource loading?
Time is obtained bv PerformanceResourceTiming.duration. On the waterfall chart for static
resource loadina. Time is sometimes 0. The reason is that the request hits a long cache that is

controlled by max-age .
Solution

Open the Chrome browser and press F12 to open the developer tool panel. Clear Disable cache
onthe Network tab and refresh the page. Then, the network access time is displayed.

3. Why is the returned value for Time 0?

The value of many time-related parameters returned by an APl is 0. The reason is that the time
point for obtaining cross-origin resources is 0 due to the same-origin policy. The following

attributes are involved:
o redirectStart

o redirectEnd

o domainLookupStart

o domainLookupEnd

o connectStart

o connectEnd

o secureConnectionStart
o requestStart

o responseStart

Solution

Add Timing-Allow-Origin , such as Timing-Allow-Origin:* , to the resource response header.

4. In which time range does the waterfall chart for APl loading show the API loading

status?
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The following information shows the start time and end time of the time range on the waterfall
chart for APl loading:

o Start time: the time when the page starts to load
o End time: full page loading time plus 1 minute

The waterfall chart for API loading shows the overall status of the requested API during page
loading.

5. Why is the response time on the waterfall chart for APl loading different from that on
the waterfall chart for page resource loading?
The response time on the waterfall chart for APl loading is several milliseconds longer than that on
the waterfall chart for page resource loading, because the two values are obtained in different
ways. The response time on the waterfall chart for APIloading is calculated fromthe time when
the API sends a request to the time when the API returns data. The APl response time onthe
waterfall chart for page resource loading is obtained by calling
performance.getEntriesByType('resource') that is provided by the browser.
The several-millisecond difference does not affect the troubleshooting of performance
bottlenecks.

6. What is the start time of the timeline on the waterfall chart for API loading?
The start time of the timeline on the waterfall chart for API loading is the difference between the
time when the API sends a request and the time when the fetchStart value of the page is returned.
This timeline displays when the API sends the request during page loading and its response time.

References
e Page speed

e Browser monitoring FAQ

4.6. Use the front-to-back tracing feature
to diagnose causes of API errors

In browser monitoring, you do not know the performance of the network transmission or the trace and
performance of backend services even if you know the APl response time. Therefore, you cannot
immediately troubleshoot APl errors in applications. The front-to-backtracing feature can resolve this
issue. This feature connects the frontend and backend traces of an APIrequest to reproduce the code
execution process.

Prerequisites

The browser monitoring and application monitoring features of Application Real-Time Monitoring
Service (ARMS) are activated. For more information, see Activate and upgrade ARMS. The version of
application monitoring is 2.4.5 or later. For more information, see Overview.

Context

Application monitoring provides the backend processing performance and traces of APIrequests.
However, the data does not reflect real user experience. Browser monitoring can monitor only the
overall response time and statuses of APIrequests, but cannot provide the traces or performance of
backend services. In this case, the front-to-back tracing feature connects the frontend and backend to
provide you with a one-stop troubleshooting experience.

Configure ARMS browser monitoring
The APl and the domain name of the application have the same origin.
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1. Checkwhetherthe frontend connects to the backend.
2. Do not select the Disable Automatic APl Reporting option. Enable the automatic APl reporting.

3. Set enablelinkTraceto true to enable the front-to-backtracing feature. The following sample
code shows how to enable the front-to-backtracing feature:

<script>
!(function(c,b,d,a){c[a]||(c[a]={});c[al.config={pid:"xxx",imgUrl:"https://arms-retcode.aliyuncs.com/r.pn
g?", enableLinkTrace: true};
with(b)with(body)with(insertBefore(createElement("script"),firstChild))setAttribute("crossorigin","",s
rc=d)

D(window,document,"https://retcode.alicdn.com/retcode/bl.js","__bl");

</script>

The APl and the domain name of the application do not have the same origin.

1. Checkwhetherthe frontend connectsto the backend.

2. Set enableLinkTrace and enableApiCorsto true .

<script>
!(function(c,b,d,a){c[a]||(c[a]={});c[al.config={pid:"xxx",imgUrl:"https://arms-retcode.aliyuncs.com/r.pn
g,

enableLinkTrace: true, enableApiCors: true};
with(b)with(body)with(insertBefore(createElement("script"),firstChild))setAttribute("crossorigin","",s
rc=d)

H(window,document,"https://retcode.alicdn.com/retcode/bl.js","__bl");

</script>

) Notice f enableApiCors is set to true , the backend service must also support cross-
domain requests and custom header values. Make sure that all requests can be called in
combinations as expected. Otherwise, these requests may fail. The following sample code
shows how to configure NGINX:

upstream test {
server 192.168.220.123:9099;
server 192.168.220.123:58080;
}
server {
listen 5800;
server_name 192.168.220.123;
root /usr/share/nginx/html;
include /etc/nginx/default.d/*.conf;
location /{
proxy_pass http://test;
proxy_set_header Host Shost:$server_port;
proxy_set_header X-Real-IP Sremote_addr;
proxy_set_header X-Real-PORT $remote_port;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header EagleEye-TracelD $eagleeye_traceid;
proxy_set_header EagleEye-SessionlD SeagleEye_sessionid;
proxy_set_header EagleEye-pAppName $eagleeye_pappname;
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3. Configure the Ignore method. For more information, see . The following sample code shows how to

configure the Ignore method:

let whitelist = ['api.xxx','source3']; // The whitelist.
let blacklist =['source2','source6']; // The blacklist.
// You can select a blacklist and whitelist based on your business requirements. The whitelist and blackl
ist are controlled by the returned true and false values of the method.
ignore: {
ignoreApis: [
function(str) { // The method.
if (whitelist.includes(str)) {
return false;
}

return true; // Ignore if true is returned.

1

@ Note The Ilgnore method is similar to blacklists and whitelists. This method prevents
header modifications against unauthorized third-party resource requests and errors of resource
requests.

Principle

e [f automatic APIreporting is enabled and the APl and the domain name of the application have the

same origin, the EagleEye-TracelD and EagleEye-SessionID custom headers are added to the API
request headers. EagleEye-TracelD is the identifier of the trace that connects the frontend and
backend.

If the APl and the domain name of the application do not have the same origin, no custom headers
are added to the APl request headers. This ensures that the application can send requests as
expected.

To check whether the front-to-back tracing configurations have taken effect, go to the console and
view the API request headers. If the EagleEye-TracelD and EagleEye-SessionID headers are included in
the APIrequest headers, the configurations have taken effect.

warning The values of EagleEye-TracelD and EagleEye-SessionID are automatically
generated. We recommend that you do not manually set the values.

91

> Document Version: 20210304


https://www.alibabacloud.com/help/doc-detail/58655.htm#concept-58655-zh/sc-ignore

Application Real-time Monitoring Se

Browser monitoring- Tut orials

rvice
= ﬂ Elements Consgole Sources Network Performance Memory Application Audits Security Layers AdBlock
® & Wy Q | Vew IE = Group by frame Preserve log Disable cache Offline Online v
Filter Hide data URLs All LG[E JS CSS Img Media Font Doc WS Manifest Other
200 ms 400 ms 600 ms BOO ms 1000 ms 1200 ms 1400 ms 1600 ms 1800 ms
MName X Headers Preview Response Cookies Timing

B query.json?action=OlapActionfeventSubmitDoQueryMultiDataset=1

TR T TG o ot Wi ¥ S i o R 4 e B R P ] Y

1PUTwjC564VFCeDUpP] ei2DXq3KpG3IMajd 136L0kug_sQcWY3VQD

query.jsonTaction=0lapActionbeventSubmitDoQueryMultiDatasetB.
| query.json?action=0lapActiondeventSubmitDoCueryMultiDataset=1
retcode. jsonaction=RatcodeActionfeventSubmitDoGetDatas=1
query.jsonTaction=0lapActionSeventSubmitDoQueryMultiDatasetBatc. ..
| query.json?action=0lapActioneventSubmitDoQueryMultiDatasetBate. .
_ | query.json?action=OlapAction&eventSubmitDoQueryMultiDatasetBatc...
query.json?action=0lapActionfeventSubmitDoQueryMultiDatasetBate...
| guery.json?action=0lapAction&eventSubmitDoQueryMultiDataset=1
query.json?action=0lapAction&eventSubmitDoQueryMultiDataset=1
query.json?action=0lapActionfeventSubmitDoQueryMultiDataset=1
query.json?action=0lapActionfeventSubmitDoQueryMultiDataset=1
r.png Tt=avg&times=18page=index&tag=8bagin=15366362...qj5wi2zx...
r.png Ft=sumé&times=1&page=indexétag=~&begin=15366362.. .qSwi2zx...

Scenarios and cases

EagleEye-Session|D: 9q)5wl2zxwh58p10zveahClaz53C

| EagleEye-TracelD: 87d7266815366362107481001da641_§
Host: arms-daily.console.aliyun.com:B@8@
Origin: http://arms-daily.console.aliyun.com: 8088
Pragma: no-cache
Referer: http://arms=daily.console.aliyun.com: 8080/ retcog
User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 05 X 18_12,
X-Requested-With: XMLHttpRequest
X-XSRF-TOKEN: TpSDpug3KBgFNerPelmisd

» Query String Parameters view source view URAL encoded
action: OlapAction

eventSubmitDoQueryMultiDataset: 1

If a request takes a longer time than expected, you can determine whether the cause is network
transmission or backend call process based on the call timeline. You can also click thread profiling of the

backend application to view the complete backend trace of the request. In this case, you can identify

the cause of an API error based on the business.

e Locate the errorif the APl returns an error code or a business logic error occurs.

i. Logontothe ARMS console .

ii. Inthe left-side navigation pane, click Browser Monitoring. Onthe Browser Monitoring page,

click the name of the application. In the left-side navigation pane, click API Request.

ii. Onthe API Failure List tab of the API Link Trace(Top20) section, find the APl ortrace ID, and

clickLink Trace. You can then view the overall response time of browser monitoring and the call

sequence chart of the backend application.

RS WSHEE

ARNIS-REt(DdE?ﬁ@e 2018-09-11 10:58:48 . 30.5.121.14 Front

ams_daily_%35h 2018-00-11 10:58:48

/api/retcode.json

30889

30.5.121.14 HTTP entry  /api/retcode.json Q Q

iv. Determine whether the network transmission or backend call process takes a longer time based

on the call timeline.

v. Click the Magnifiericon in the Method Stack column of the backend application to view the
overall backend trace of the request. You can then locate the cause of the APl error based on

the business.
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e Locate the errorif the response time of the APl is longer than expected.

Log onto the ARMS console .

In the left-side navigation pane, click Browser Monitoring. On the Browser Monitoring page,
click the name of the application. In the left-side navigation pane, click API Request.

Inthe API Link Trace(Top20) section, the APIs are sorted in descending order by response time.
ortrace ID. You can find the APl or trace ID whose response time is longer than expected,

. and click Link Trace. You can then view the overall response time of browser monitoring and the

call sequence chart of the backend application.

m [f the processing time of the backend application is short but the overall response time is long,
the network transmission takes a longer time. Click View Det ails. On the details page, view the
network, region, browser, device, and operating system of the access request.

m [f the backend application takes a long time to process the access request, the backend
processing performance is poor. Click the Magnifiericon in the Method Stack column. Inthe
dialog box that appears, check which part of backend tracing is time-consuming to locate the
problem.
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5.Advanced options
5.1. Page data reporting of SPAs

In a single page application (SPA), a page is refreshed only once. Traditionally, page view (PV) data is
reported once only after the page is loaded. However, PV data of sub-pages cannot be collected, and
logs of othertypes cannot be aggregated based on sub-pages. This topic describes how to use
Application Real-Time Monitoring Service (ARMS) Browser Monitoring SDK to resolve issues about page
data reporting of SPAs.

ARMS Browser Monitoring SDK provides two methods for processing SPA pages.

e Enable automatic SPA page resolution

e Manually report data

Enable automatic SPA page resolution
This method is applicable to most SPAs that use URL hash as the route.

In initial configuration items, set enableSPA to true . This way, hashchange events can be listened to
onthe page and PV data can be automatically reported again. URL hash is used as the page field for
reporting other data.

enableSPA can also be used with parseHash. For more information, see and

Manually report data
This method is applicable to all SPAs. Use this method if the first method is ineffective.

ARMS Browser Monitoring SDK provides the setPage method for you to manually update the value of
page name. You can use the new value when you report data. When this method is called, PV data will
be reported again by default. For more information, see

// Listen to route change events of the application.
app.on('routeChange', function (next) {
__bl.setPage(next.name);

B;

Related information
[ ]

5.2. Pre-report data

Data reporting may fail in specific cases, for example, when the software development kit (SDK)
initialization has not been completed. This topic describes how to use the SDK of Application Real-Time
Monitoring Service (ARMS) Browser Monitoring to pre-report data.

Data reporting failure scenarios
Data reporting errors may occur in the following scenarios:

e Some data needs to be reported when a page is being loaded but the SDK initialization is not
complete orit is not clear if the SDK initialization is complete.

e The setConfig method is called in the application initialization logic. However, the loading may not be
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complete because the SDK is asynchronously loaded.

Solution

The SDK adds the pipe attribute to the __bl object to cache pre-called information into this variable.
Example:

__blpipe=]
// Report HTML of the current page as an API.
['api', '/index.html', true, performance.now, 'SUCCESS'], // This is equivalent to __bl.api(api, success, time,
code, msg).
// After SDK initialization is complete, enable automatic Single Page Application (SPA) resolution.
['setConfig', {enableSPA: true}]

l;

To report a single data record, use:

__bl.pipe=['msg', 'I'm another generic message'l;

The zeroth number in the array is the method name, followed by input narameters. After the SDK
initialization is complete, it calls methods and parameters attached to window.__bl.pipe one by one.

@ Note Before the SDK initialization is complete, if the value of __bl.pipe is set multiple times,
the last value that is set takes effect.

If you are not sure whether the SDK initialization is complete and do not want to add too much
judgment logic, you can call pipe after SDK initialization is complete (this is supported by Internet
Explorer 9 and later).

For example, in an SPA, after autoSend:false is set, page view (PV) is reported for the first time after
application initialization. However, it is not clear if the SDK initialization is complete.

// Set the name of the page to 'homepage' and report PV.
__bl.pipe=['setPage', 'homepage'l;

Related information
e SDK reference

o APlreference
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6.SDK reference

The browser monitoring feature of Application Real-time Monitoring Service (ARMS) allows you to
configure a variety of SDK parameters to meet additional requirements, such as ignoring the reports of
specific URLs, APl operations, and JS errors, aggregating pages by filtering non-key characters from URLs,
and reducing reports and loads by using random sampling.

Index

pid | uid | tag | page | setUsername | enableSPA | parseHash | disableHook | ignoreUrlCase | urlHelper |
apiHelper| parseResponse | ignore | disabled | sample | sendResource | useFmp | enableLinkT race | release
| environment | behavior | c1\c2\c3 | autoSendPerf

Configure browser monitoring SDK parameters
You can configure browser monitoring SDK parameters in one of the following ways:

e When you install an ARMS browser monitoring agent to a page, add extra parameters to config.
For example, in the following sample code, in addition to the default pid parameter, the enableSPA
parameter for single page application (SPA) is added to config.

<script>

!(function(c,b,d,a){c[a]||(c[a]={});c[a].config={pid:"xxxxxx",enableSPA:true};
with(b)with(body)with(insertBefore(createElement("script"),firstChild))setAttribute("crossorigin","",src
=d)

H(window,document,"https://retcode.alicdn.com/retcode/bl.js","__bl");

</script>

e Afterthe page is initialized, call the setConfig method in the IS code to modify the parameters.
The following table describes the parameters that the __bl.setConfig(next) method calls.

Parameter Type Description Required Default value

The configuration
. item and its value

next Object Yes None
that you want to

modify.

The following code provides an example on how to modify the disableHook parameter to disable
automatic APl reporting:

__bl.setConfig({
disableHook: true

b;
pid

Default
Parameter Type Description Required
P Pt qul Value
The unique ID of the project, which is
pid String automatically generated by ARMS when it Yes N/A
creates the site.

[Backto the top]
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uid
. . Default
Parameter Type Description Required Value
® Weex
scenario:
®* Weex None
The user ID, which identifies the user and scenario:
can be manually configured to be retrieved Required * Other )
uid <trin based on the user ID. If you do not configure scenarios
o the settings, they are automatically * Other ) ’ )
generated by the SDK and updated semi- Scenaros Automati
annually. : not' cally
required generate
d by
SDKs
[Backto the top]
tag
_ ) Default
Parameter Type Description Required Value
tag String The input tag. Each log carries a tag. No None
[Backto the top]
page
. ) Default
Parameter Type Description Required Value
The key
part of the
current
page URL is
page String The page name. No taken by
default:
host +
nathname
[Backto the top]
setUsername
Default
Parameter Type Description Required Valu:
setUsernam . Lets you set up a method that needs to
Function . No None
e return a user name of type String.
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This parameter is used to configure a method that returns a user name as a string. After you configure
this parameter, you can use the returned user name to perform full link tracing on the user and query
the sessions related to the user.

@ Note If the user name cannot be obtained when the page starts to be loaded, you can set
the return value to null rather than a temporary user name. In general, the SDK calls the
setUsername method to obtain the user name when it sends logs. However, if you set the return
value to a temporary user name, the SDK uses the temporary user name and does not call
setUsername to obtain the user name.

The following code provides an example on how to call the setConfig method to modify SDK
parameters:

// Call the setConfig method to modify the SDK parameters.
__bl.setConfig({
setUsername: function () {
return "username_xxx";

}
B;

[Backto the top]

enableSPA
Parameter Type Description Required Default
b P q Value
. No
Listen to the hashchange event on the page
and report the PV again. This method is (supported
enablespA Boolean a lic:ble to sin le%J a 'e application by web false
PP ) gie-page app scenarios
scenarios.
only)
[Backto the top]
parseHash
Default
P t T D ipti R ired
arameter ype escription equire Value
parseHash Function And enableSPA Use with. No See below

In SPA scenarios (see Page data reporting of SPAs), if enableSPA is set to true and the page triggers a
hashchange event, the parseHash parameter is used to resolve the URL hash into Page.

Default value
The default value is obtained using the following string processing method:
function (hash) {
var page = hash ? hash.replace(/*#/, "').replace(/\?.*$/,") : ';

return page || '[index]';

}
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You do not need to modify this parameter in most cases. However, if you want to use a custom page
name to report data orthe URL hash is complex, you can modify this parameter. Example:

// Define the mapping between the hash values and pages.

var PAGE_MAP ={
'/': 'Homepage',

'/contact': 'Contact us',

'/list': 'Data list',
/...
b

// Callthe SDK method after the page is loaded.
window.addEventListener('load', function (e) {
// Call the setConfig method to modify the SDK parameters.

__bl.setConfig({

parseHash: function (hash) {

key = hash.replace(/\?.*$/,");
return PAGE_MAP[key] || 'Unknown page';

[Backto the top]

disableHook

Parameter Type
disableHoo
K Boolean

[Backto the top]

ignoreUrlCase
Parameter Type
ignoreUrlCa Boolean
se

[Backto the top]

urlHelper

. . Default

Description Required Value

false : By
default, the
listener is
listened to
and used
for
reporting
the API call
success
rate.

Disables the listener for AJAX requests. No

. ) Default
Description Required
Value

true :
Page URL case is ignored. No defaults to

ignored.
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Default
Parameter Type Description Required
P P q Value
Replace the old parameter ignoreUrlPath ,
urlHelper * which is used to configure URL filtering No See below

rules.

When a page URL is in a similar format as http://xxx.com/projects/123456 (projects is followed by the
project ID) and xxx.com/projects/123456 is reported as a page, the page cannot be aggregated during
data browsing. To implement page aggregation, set the urlHelper parameter to filter non-key
characters such as the project ID in this example.

) Notice

e The parameterignoreUrlPath was used to configure URL filtering rules and is replaced by the
urlHelper parameter. If you use the ignoreUrlPath parameter, the configuration still takes
effect. If you use the ignoreUrlPath and urlHelper parameters at the same time, the
configuration specified by urlHelper t akes effect.

e This parameter is valid only when the page URL is automatically obtained and used as Page.
This parameter is invalid if you manually modify Page by calling the setPage or set Config
method (see API reference) or the enableSPA parameteris set to true .

Default value

The default value of this parameter is the following array and does not need to be modified.

[

// Replace all numbers in the URL with asterisks (*).
{rule: /\/([a-z\-_]+)? \d{2,20}/g, target: '/S1**'},
// Remove the forward slash (/) at the end of the URL.
IS/

1

The default value of this parameter filters out the numbers in strings such as xxxx/123456 . For
example, xxxx/00001 and xxxx/00002 are modifiedto xxxx/** .

Value type
The value of urlHelper can be one of the following types:

e String or RegExp (regular expression): The matched strings are removed.

e Object<rule, target> : The object contains two keys: rule and target, which are the input parameters
of the replace method of the JS string. For more information, see the String::replace method
described in related JS tutorials.

e Function : The original string is used as the input parameter for method execution, and the
execution result is used as Page.

e Array : Thistype is used to set multiple rules. The type of each rule can be one of the preceding
types.

[Backto the top]

apiHelper
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Default

Parameter Type Description Required
yp P a Value

. N Replace the old parameter ignoreApiPath To
apiHelper . S No See below
configure API filtering rules.

This parameter filters out non-key characters in API URLs when the results of APl operations are
automatically reported. The usage and function of this parameter are the same as those of urlHelper.

) Notice The parameter ignoreApiPath was used to configure APIfiltering rules and is replaced
by the apiHelper parameter. If you use the ignoreApiPath parameter, the configuration still takes
effect. If you use the ignoreApiPath and apiHelper parameters at the same time, the configuration
specified by apiHelper takes effect.

Default value

The default value of this parameteris an object and does not need to be modified.

{rule: /(\w+)\\d{2,}/g, target: '$1'}

The default value of this parameter filters out the numbers in strings such as xxxx/123456 .

[Backto the top]

parseResponse
Default
Parameter Type Description Required
yp et aul Value
R ) It i dt the data ret d wh
parseRespo Function is use. o] parse. e data returned when No See below
nse the APl is automatically reported.

This parameter parses the data returned when the results of APl operations are automatically reported.
Default value

The following code shows the default value of this parameter:

function (res) {
if (! res || typeof res ! =='object') return {};
var code =res.code;
var msg = res.msg || res.message || res.subMsg || res.errorMsg || res.ret || res.errorResponse || '';
if (typeof msg==="object') {
code = code || msg.code;
msg = msg.msg || msg.message || msg.info || msg.ret || JSON.stringify(msg);
}
return {msg: msg, code: code, success: true};

}

The preceding code parses the returned data and tries to extract msg and code . Forcommon
applications, the default value of this parameter does not need to be modified. If the default value
cannot meet your business requirements, you can set a new value.
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[Backto the top]
ignore

. . Default
Parameter Type Description Required Value
Ignores Errors of the specified URL/API/JS.
Logs that conform to rules are ignored and
ignore Object not reported, including sub-configuration No See below
items ignoreUrls , ignoreApis , ignoreErrors
and ignoreResErrors .

The value of ignore is an object that contains four attributes: ignoreUrls, ignoreApis, ignoreErrors, and
ignoreResErrors. You can set one or more attributes of the parameter value.

Def ault value

The following code shows the default value of this parameter:

ignore: {
ignoreUrls: [],
ignoreApis: [],
ignoreErrors: [],
ignoreResErrors: []

b

ignoreUrls

The ignoreUrls attribute is used to ignore reports from specific URLs. Logs fromthe URLs that comply
with the specified rule are not reported. The value of this attribute can be a string (the String type), a
regular expression (the RegExp type), a method (the Function type), oran array that includes the
preceding three types. Example:

__bl.setConfig({
ignore: {
ignoreUrls: [
'http://hostl/', // Character string
[-+?host2.+/, //Regular expression
function(str) { //Method
if (str && str.indexOf('host3') >=0) {
return true; // The datais not reported.
}
return false; // The data is reported.
H
}
b;

ignoreAnpis

The ignoreApis attribute is used to ignore the reports from APIs that comply with a specified rule. The
value of this attribute can be a string (the String type), a regular expression (the RegExp type), a
method (the Function type), or an array that includes the preceding three types. Example:
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__bl.setConfig({
ignore: {
ignoreApis: [
'apil','api2','api3', // Character string
/Arandom/, // Regular expression
function(str) {// Method
if (str && str.indexOf('api3') >=0) return true; // The datais not reported.
return false; // The data is reported.
1
}
B;

ignorekErrors

The ignoreErrors attribute is used to ignore JS errors that comply with a specified rule. The value of this
attribute can be a string (the String type), a reqular expression (the RegExp type), a method (the
Function type), oran array that includes the preceding three types. Example:

__bl.setConfig({
ignore: {
ignoreErrors: [
'test error', // Character string
[AScript error\.? $/, // Regular expression
function(str) {// Method
if (str && str.indexOf('Unknown error') >=0) return true; // The error is not reported.
return false; // The error is reported.
1
}
b;

ignoreResErrors

The ignoreErrors attribute is used to ianore resource errors that comply with a specified rule. The value
of this attribute can be a string (the String type), a regular expression (the RegExp type), a method
(the Function type), oran array that includes the preceding three types. Example:

__bl.setConfig({
ignore: {

ignoreResErrors: [

" http://xx/picture.jpg’, // String

[ipg$/, // Regular expression

function(str) {// Method
if (str && str.indexOf('xx.jpg') >= 0) return true; // The error is not reported.
return false; // The error is reported.

1

disabled
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Parameter Type Description Required Default
P P q Value
disabled Boolean SpeC|f{es whetherto disable the log No false
reporting function.
[Backto the top]
sample
Parameter Type Description Required Default
P P q Value
The log sampling configuration. The value is
an integer ranging from 1 to 100. For
performance logs and successful API logs,
sample Integer follow the stepsin 1/sample The No 1

proportional sampling of. For more
information about metrics descriptions of
performance logs and successful API logs,
see Statistical metrics.

You can configure this parameter to randomly sample and report performance logs and successful API
logs to reduce the number of reports and the load. ARMS restores the data based on the sampling
configuration when ARMS processes the reported logs in the background. Therefore, this parameter
does not affect the reporting of othertypes of logs such as JS error logs and failed API logs.

The default value of sample is 1 .The valid values of this parameterare 1, 10 ,and 100 , which
separately indicate the samplina rates of 100%. 10%, and 1%. The sampling rate can be calculated
using the following formula: 1/Value of sample .

warning Sampling is performed randomly. If the number of reported items is small, t his
parameter may cause large statistical result errors. We recommend that you use this parameter for
the websites whose daily average PV is more than 1 million.

[Backto the top]

sendResource
Default
P t T D ipti R ired
arameter ype escription equire Value
sendResour .
e Boolean Reports static resources on a page. No false

If sendResource is set to true , the static resources loaded to the current page are reported when the
load event of the page is triggered. If the page loading speed is slow, you can view the static resource
waterfall chart on the Session Traces page to determine the cause.

The following code provides an example on how to configure the sendResource parameter:
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<script>

!(function(c,b,d,a){c[a]||(c[al={});c[a].config={pid:"xxxxxx",sendResource:true};
with(b)with(body)with(insertBefore(createElement("script"),firstChild))setAttribute("crossorigin","",src=d
)

N(window,document,"https://retcode.alicdn.com/retcode/bl.js","__bl");
</script>

@ Note The value of this parameter is checked when the load event of the page is triggered.
Therefore, configure sendResource in config as shown in the preceding example. Do not use the
setConfig method because this method may check the value of this parameter after the load event
of the page is complete. In this case, the configuration of this parameter does not take effect.

[Backto the top]

useFm p
Parameter Type Description Required 2SI
P P q Value
useFm Boolean Collect FMP(First Meaningful Paint, First valid No fal
P rendering) data from the First screen. alse
[Backto the top]
enableLinkTrace
Parameter Type Description Required ST
P P q Value
No
(supported
only in Web
. . . scenarios,
For more information about tracing Alina
enableLinkT frontend and backend links, see Use the pay
Boolean ; i applets, false
race front-to-back tracing feature to diagnose
WeChat
causes of API errors.
applets,
and
DingTalk
applets.)
[Backto the top]
release
Parameter Type Description Required Default
b P q Value
The version of the application. We .
undefined

release String recommend that you configure to view the No
reports of different versions.
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[Backto the top]

environment

Parameter Type

environmen

Strin
t g

[Backto the top]

behavior
Parameter Type
behavior Boolean

[Backto the top]

autoSendPerf
Parameter Type
autoSendPe
" Boolean

[Backto the top]

c1\c2\c3

Description

The environment field. Valid values: prod,
gray, pre, daily, and local, where:

e prod indicates an online environment.

® gray indicates a phased-release
environment.

® pre indicates a staging environment.
® daily indicates a daily environment.

® |[ocal indicates a local environment.

Description

Whether to record the error user behavior to
facilitate troubleshooting.

Description

Specifies whether to allow automatic
sending of performance logs.

Required

No

Required

No
(supported
only in Web
scenarios
and mini
program
scenarios)

Required

No

Default
Value

prod

Default
Value

The
Browser
defaults to
true The
mini
program
defaults to
false .

Default
Value

true

In addition to the preceding parameters, you may need to specify more information to handle business
problems. Therefore, ARMS SDK provides three parameters for which you can customize fields. After
you configure a custom parameter, the fields of the parameter are included in each reported log.
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Default

Parameter Type Description Required
P P q Value

Custom service field. Each log carries the

cl String field. No None
Custom service field. Each log carries the
c2 String _u v ! 9 I No None
field.
. Custom service field. Each log carries the
c3 String 9 No None

field.

[Backto the top]

Related information
e APlreference
e Page data reporting of SPAs

e Pre-report data
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7.APIl reference

The monitoring SDK provides APl operations such as data reporting operations and method operations
that are used to modify SDK configurations.

Operations in this topic

e Data reporting operations: api() | error() | sum() | avg() | reportBehavior() | performance()
e Method operations: setConfig()| setPage() | addBehavior()

api()

You can call the api() operation to report the success rate of APIcalls on the page.

By default, the SDK listens for AJAX requests on the page and calls this operation to report. If data on
the page is requested by using JSONP or other custom methods such as the client SDK, you can call api()
in the data request method for manual reporting.

@ Note To callthis operation, we recommend you set disabledHook to ¢ruein SDK
configuration items. For more information, see disableHook.

api() syntax:

__bl.api(api, success, time, code, msg)

api() request parameters
Parameter Type Description Required Default value

. . The name of the
api String operation Yes None

Specifies whether

success Boolean the call is Yes None
successful.
The time

time Number consumed by the Yes None

operation call.

) The returned
code String/Number No "
code.

The response

NO "
information.

msg String

Example of api()
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var begin = Date.now(),
url="/data/getTodoList.json’;
$.ajax({
url: url,
data: {id: 123456}
}).done(function (result) {
var time = Date.now() - begin;
// Reports that the operation callis successful.
window.__bl&& __bl.api(url, true, time, result.code, result.msg);
// do something....
}).fail(function (error) {
var time = Date.now() - begin;
// Reports that the operation call fails.
window.__bl&& __bl.api(url, false, time, 'ERROR', error.message);
// do something...
b;

[Backto the top]

error()

You can call the error() operation to report JavaScript (JS) errors or exceptions you want to capture on
the page.

Generally, the SDK listens for global errors on the page and calls this operation to report exceptions.
However, due to the same-origin policy of the browser, error details are usually out of reach. In this
case, you must manually report such errors.

error() syntax:

__bl.error(error, pos)

error() request parameters
Parameter Type Description Required Default value

The JS error

error Error . Yes None
object.
The location
where the error

pos Object occurs. It contains No None

the following
three attributes.

The name of the
pos.filename String file where the No None
error occurs.

The number of
pos.lineno Number the row where the No None
error occurs.
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Parameter Type Description Required Default value

The number of
pos.colno Number the column where No None
the error occurs.

Example 1 of error(): Listen to and report JS errors on the page.

window.addEventListener('error', function (ex) {
// Event parameters usually contain position information.
window.__bl && __bl.error(ex.error, ex);

B;

Example 2 of error(): Report a custom error.

window.__bl && __bl.error(new Error('A custom error occurs.'), {
filename: 'app.js',
lineno: 10,
colno: 15

hK
[Backto the top]

sum()
You can call the sum() operation to customize the reported logs. The logs are used to count how many
times a specific business event occurs. You can view the following data reported by sum() on the

Custom Statistics page:

e The trend graph of the custom events.
e The page views (PVs) and unique visitors (UVs) of an event.

o The dimension distribution information.

sum() syntax:

__bl.sum(key, value)

sum() request parameters
Parameter Type Description Required Default value

The name of the

key String event Yes

None

The number of ]

value Number ) No
reports at a time.

Example of sum():

__bl.sum('event-a');
__bl.sum('event-b', 3);
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[Backto the top]

avg()

You can call the avg() operation to customize the reported logs. The logs are used to count how many
times a specific event occurs on average in a business scenario. You can view the following data
reported by avg() onthe Custom Statistics page:

e The trend graph of the custom events.
e The PVs and UVs of an event.

o The dimension distribution information.

avg() syntax:

__bl.avg(key, value)

avg() request parameters
Parameter Type Description Required Default value

. The name of the
key String event Yes None

The number of

value Number . No 0
reported items.

Example of avg():

__bl.avg('event-a', 1);
__bl.avg('event-b', 3);

[Backto the top]

addBehavior()

You can call the addBehavior() operation to add a custom user behavior to the end of the current
behavior queue.

The SDK maintains a user behavior queue with a maximum of 100 records. You can call the addBehavior()
operation to add a custom user behavior to the end of the current behavior queue. When a JS error
occurs, the operation reports the current behavior queue and clears the queue.

@ Note Tocallthis operation, you must set behaviorto truein SDK configuration.

addBehavior() syntax:

__bl.addBehavior(behavior)

addBehavior() request parameters

Parameter Type Description Required Default value
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The behavior
data. Valid values:
® name: the
behavior name
of the string
type. The name
can be up to 20
characters in
length. This
parameter is
data Object required. Yes None
® message: the
behavior
content of the
string type. The
value can be up
to 200
characters in
length. This
parameter is
required.

The page where Value of
page String the behavior No location.pathnam
happens. e

Example of addBehavior():

_bl.addBehavior({
data:{name:'string',message:'sting'},
page:'string'

)

[Backto the top]

reportBehavior()
You can call the reportBehavior() operation to report the current behavior queue immediately.

If you do not manually call this method, when a JS error occurs, the current behavior queue is
automatically reported. The maximum size of a queue is 100. If the queue contains more than 100
behavior records, behavior records are discarded fromthe header of the queue.

@ Note Tocallthis operation, you must set behaviorto truein SDK configuration.
reportBehavior() syntax:

__bl.reportBehavior()

reportBehavior() does not have request parameters.

[Backto the top]
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performance()
) Notice This operation is applicable only to web clients.

Afterthe onLoad operation is performed, performance() is called to report custom performance metrics
other than the default performance metrics.

@ Note Youmust call this operation after the onLoad operation is perf ormed. Ot herwise, the
call fails because the collection of default performance metrics is incomplete. The operation can
be called only once during each PV.

Usage of performance():
1. Set the SDK configuration item autoSendPerf to falseto disable automatic reporting of
performance metrics and wait for manual reporting.
2. Callthe _ bl.performance(Object) method to manually report custom performance metrics. In this
process, the default performance metrics are automatically reported.

Example 1 of performance() (accessed by using CDN):

window.onload = () =>{
setTimeout(()=>{
__bl.performance({cfpt:100, ctti:200, t1:300, ---}) ;
},1000); // Set a delay to ensure that the default performance data is collected.

e

Example 2 of performance() (accessed by using npm packages):

const BrowserLogger = require('alife-logger');
const __bl=BrowserLogger.singleton({pid:'Unique site ID'});
window.onload = () =>{
setTimeout(()=>{
__bl.performance({cfpt:100, ctti:200, t1:300, ---}) ;
},1000); // Set a delay to ensure that the default performance data is collected.
It

@ Note Descriptions of custom performance metrics:
e cfpt: the custom first paint time
e ctti: the first customtime to interact

e t1tot10: ten custom performance metrics

[Backto the top]

setConfig()
You can call the setConfig() operation to modify some configuration items after SDK initialization. For
more information, see SDK reference.

setConfig() syntax:
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__bl.setConfig(next)

setConfig() request parameters
Parameter Type Description Required Default value

The configuration

. items to be
next Object modified and their ves None

values.

Example of setConfig(): Modify the disableHook value to disable automatic APl reporting.

__bl.setConfig({
disableHook: true,
setUserGroup:function () {

return 'YourUserGroup'

}
s
[Backto the top]

setPage()

You can call the setPage() operation to reset the page name of a page. PV is reported again by
default. This method is typically used for single-page applications. For more information, see Page data
reporting of SPAs.

setPage() syntax:

__bl.setPage(page, sendPv)

setPage() request parameters

Parameter Type Description Required Default value

The new page

age Strin Yes None
pag 9 name.
Specifies whether
to report PV. PV is
sendPv Boolean P No true

reported by
default.

Example 1 of setPage(): Set the name of the current page to the current URL hash, and report PV again.

__bl.setPage(location.hash);

Example 2 of setPage(): Set the name of the current page to 'homepage' without triggering PV
reporting.
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__bl.setPage('homepage', false);

[Backto the top]

FAQ

Q: What do Ido if | am not sure whether the SDK has been loaded when I callthe __ bl.performance()
operation?
A: For more information, see Page data reporting of SPAs.

[Backto the top]

Related information

e SDK reference
e Page data reporting of SPAs
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8.Statistical metrics

This topic describes the key statistical metrics on each page in application monitoring of Application
Real-Time Monitoring Service (ARMS) and the fields in ARMS application monitoring logs.

Satisfaction
Application Performance Index (APDEX) is a global standard for evaluating application performance.
The user experience of an application can be evaluated based on APDEX by three levels:

e Satisfied (0to T)
e Tolerating (T to 4T)
e Frustrated (greaterthan 4T)

The following formula is used to calculate the APDEX score:

APDEX score = (Number of satisfied samples + Number of tolerating samples/2)/Number of total samples

Sati=fied Tolerating

The preceding image is obtained from apdex.org.

The First Paint Time (FPT) is used as the metric to evaluate the APDEX of ARMS. The default value of T is
2 seconds.

JS stability
In ARMS, JS stability is evaluated by the JS error rate of pages.

If any JS error occurs in a page view (PV) cycle, this PV cycle is considered as an error sample.

Error rate = Number of error samples/Number of total samples

In addition to the JS errors that are automatically reported, page exceptions also include errors
reported when you manually call methods described in APl reference.

Access speed
In ARMS, access speed is evaluated by the FPT of a page.

All performance or speed statistics are collected by using the Navigation Timing APl defined by the
World Wide Web Consortium (W3C).
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navigationStart
redirectStart
redirectEnd
fetchStart
domainLookupstart
domainLookupEnd
connectstart
(secureConnectionStart) loadEventEnd
connecténd loadEventStart
requestStart
responseStart
f responsekEnd
Prompt o
for redirect DNS TCP Reguest Response Processing load
unload cache
unload DOMContentLoaded L
/ domComplete
domContentLoadedeventEnd
domContentLoadedEventStart
dominteractive
domLoading
unloadEventEnd
unloadEventStart
The preceding image is obtained from www.w3.0rg.
Key performance metrics of web pages
Reporte o .
F.) Description Calculation method Remarks
d field
First
Meaning ) ) ) For more information, visit
. The First Meaningful Paint. . . None
ful Paint 9 Technical solution of FMP.
(FMP)

This field indicates the
duration from the time
when a request is initiated

fpt The FPT. responseknd - fetchStart to the time when the
browser begins to parse the
bytes of the first batch of
HT ML documents.

This field indicates the time
when the browser starts to
load resources after it
resolves all HTML
documents and constructs
the DOM.

tti The time to interact (TTI). dominteractive - fetchStart
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Reporte L :
P Description Calculation method Remarks
d field
If a JavaScript (JS) script is
executed synchronously on
The time it takes to the page, the execution
read complete HTML loading, domContentLoadEventEnd - time of the JS script can be
y which is the time it takes to fetchStart calculated based onthe
construct the DOM. following formula:
Execution time of the JS
script = ready - tti.
This field can be calculated
The time it takes t based on the followi
load € time [t takes 10 loadEventStart - fetchStart ased on the Totowing
completely load the page. formula: load = fpt + dom
+ (ready - tti) + res.
. The time it takes to generate responseStart -
firstbyte . . None
the first response packet. domainLookupStart
Fields that describe the amount of time consumed in each phase
Reporte L :
F.) Description Calculation method Remarks
d field
The amount of time domainLookupEnd -
dns . None
consumed for DNS query. domainLookupStart
The amount of time
tcp consumed for TCP connectEnd - connectStart None
connection.
TTFB can be calculated in
The time to first byte (TTFB), multiple ways. For more
ttfb which indicates the amount responseStart - requestStart information about how
of time it takes to respond P q TTFB is calculated in ARMS,
to arequest. visit Google development
definition.
The amount of time
trans consumed for data responseknd - responseStart None
transmission.
The amount of time
consumed for document .
dom ) dominteractive - responseEnd None
object model (DOM)
resolution.
. This field indicates the
The amount of time )
loadEventStart - amount of time consumed
res consumed for resource .
loadin domContentLoadedEventEnd for synchronously loading
9 resources on the page.
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Reporte o .
P Description Calculation method Remarks
d field
The amount of time This field is valid only when
connectEnd - . .
ssl consumed for SSL ) HTTPS is used to transmit
. secureConnectionStart
connection. data.

Key performance metrics of mini programs

Reporte

d field Description Calculation method Remarks
This field indicates the
duration from the time
when the mini program calls
fpt The FPT. onShow (first page) - the anaunch methoc} Fo
onLaunch (app) the time when the mini

program calls the onShow
method to display the first

page.

API call success rate

API call success rate = Number of successful API calling samples/Number of total API calling samples

In addition to the AJAX requests that are automatically reported, samples for API call success rate
statistics also include the data reported when you manually call the methods described in APl reference.

Log fields
The following tables describe the fields included in ARMS logs.

Common fields

Field Description
uid The user ID.
username The user name.
release The version of the application.
environment The production environment.
page The page.
sampling The sampling rate.
tag The custom tag.
API
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Field Description
api The URL of the APl request without parameters.
msg The responseText, which indicates the response string to the API request.
code The HTTP status code.
time The time consumed by the APl operation.
success Indicates whether the API request is successful.
JS error
Field Description
msg The error message.
stack The stack where the error occurs.
cate The error type.
file The file where the error occurs.
line The line where the error occurs.
col The column where the error occurs.
times The number for which the error occurs.

Log overview
Logs for multi-dimensional analysis

Query field
Log type Type (Common metric fields can be used to query or filter
all types of logs)

e pv
PV log PV

e UV
Performance log Perf Performance metrics
Slow loading log
(Performance logs in
which the loading time RES Performance metrics
is longer than 8
seconds)
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Query field
Log type Type (Common metric fields can be used to query or filter
all types of logs)

® The JS error message
JS error log Error e The URL of the JS error file
e TheJS error type

® The APl name
® The APl message
® The HTTP status code
API log API ® The time consumed by the APl operation
® The domain name of the API operation

e Whether the APl operation is successful

® TracelD
SUM log SUM Custom key: event name (example: scroll-count)
AVG log AVG Custom key: event name (example: scroll-time)
Resource error log ResourceError The resource error
None Custom None

121 > Document Version: 20210304



Application Real-time Monitoring Se Browser monit oring- Browser monit o
rvice ring FAQ

9.Browser monitoring FAQ

This topic provides answers to commonly asked questions about browser monitoring.

Overview
e Why do | see asterisks (*) in the names of some monitored pages or APl operations?
e Why is the page view list different fromthe page speed list?

e Traceld is not found in the APIlogs, and as a result, the system cannot redirect me to the application
monitoring page. Why?

e Why is the Source Map file error displayed when | am troubleshooting JS errors?

e What are the differences between console setting and SetConfig?

e How do I configure the environment and version in an SDK?

e How do | view the version number of the configuration?

e How do Iview the time on page (TP) of a userfor a page?

e What do I do if the ARMS configuration does not take effect?

e Why are JS errors on mini programs not reported?

e Can S errors of console.error be listened to?

e Inthe Weex environment, why does a UID set in a mini program not take effect?

e How long can logs be stored?

e Afterlactivate the expert edition, can | continue to use sites that are created during the trial period?
e Why are the page views on the same page different among modules in the console?

e Why is the value of duration less than the value of connect download?

Why do | see asterisks (*) in the names of some monitored pages or

APl operations?

The page statistics of Application Real-Time Monitoring Service (ARMS) browser monitoring are
retrieved based on actual page URLs and calculated by dimension. The asterisks (*) included in the
names of monitored pages or APl operations are not a part of the page URLs. The asterisks (*) indicate
the result of URL convergence. Therefore, a name that includes an asterisk (*) is not a specific URL, but a
group of similar URLs.

¥ Application
Page Satisfaction Ranking @ =

Overview
Please enter the keywords n
1>

Satisfaction Tr...

Page Speed

'checkout 1 >
Session Traces

How URL convergence works

e Problem: Variables make it difficult to monitor or analyze similar URLs.
e Objective: Group similar URLs by replacing variables with asterisks (*).
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e Solution: Use the Alibaba Cloud proprietary URL convergence algorithm to group similar URLs and
decrease the number of URLs. This way, you can keep as much semantic information as possible and
decrease the number of URLs. This is done in two steps:

o Aggregation: Aggregate similar URLs into one group.

o Variable identification: Extract the variables fromthe URLs in the same group, and replace the
variables with asterisks (*).

The following figure shows the URL convergence process.

http://www.example.com/invoices/search?user=zhangsan

http://www.example.com/invoices/search?user=lisi

http://www.example.com/invaices/search?user=wangwu — http://www.example.com/invoices/search?user="
http://www.example.com/finvoices/search?user=zhaoliu

http://www.example.com/invoices/search?user=com

Solution
For information about how to disable URL convergence, see urlHelper.

[Backto the top]

Why is the page view list different from the page speed list?

This is because your application is a single-page application (SPA), and the SPA auto-resolution is
enabled. In the SPA application scenario, page views and page speed are measured by using the
following methods:

e Page views: When a hashchange event is triggered, the page views are automatically reported to
record the page views of the page based on the hash value. Therefore, when you view the page
view list of an SPA, you can view the exact page views of the hash pages.

e Page speed: When the hash value of an SPA application changes, the page speed does not change.
Therefore, the page speed is not recorded based on the hash. This way, unnecessary reports are
avoided and page performance is clear.

[Backto the top]

Traceld is not found in the API logs, and as a result, the system
cannot redirect me to the application monitoring page. Why?

1. Log onto the ARMS console .

2. Inthe left-side navigation pane, click Browser Monitoring. On the Browser Monitoring page,
click the name of the target application.

3. Inthe left-side navigation pane, choose Settings > Application Settings.

4. Onthe Precondition tab, checkwhether Associate with Application Monitoring is selected
forthe ARMS agent configuration items. If Associate with Application Monitoring is not selected,
select it. Then, connect the ARMS agent to the frontend application again.
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Precondition Advance Other Settings

SDK Extension Configuration (Configuration Document)
Note: after changing the following configuration items, the contents of the Bl probe will also change accordingly. The Bl probe need to be copied/pasted into the page HTML, and it will take effect after deployment.

Site ID:

Disable Automatic API

Reporti After selecting this checkbox, you will need to callthe _bl.api () method manually to send the statistical data of API success rate
eporting

Enable Automatic SPA

Parsing: When this checkbox is selected, the SDK will listen to the page hashchanze event and send PV counts automatically. This function is only applied to single-page applications

Enable Data
Collection of First When this checkbox is selected, the SDK will collect data of first meaningful paint
Meaningful Paint:
Enable Page
Resources When this checkbox is selected, the static resources loaded by the page will be reported.
Reporting:
Associate with

Application Select this checkbox to form an end-to-end association between AP requests and Application Monitoring
Monitoring

Check whether the Traceld parameter is generated in the API logs. If no Traceld is generated,
perform the operations described in this section.

5. Check whether the domain name used in your page request is the same as the domain name used in
your APl request. If the domain name used in your page request is different fromthe domain name
in your APl request, this is a cross-domain access. In this case, Traceld cannot be generated to
prevent APl request failure caused by cross-domain authentication.For information about how to
solve this problem, see Front-to-back tracing.

[Backto the top]

Why is the Source Map file error displayed when | am
troubleshooting JS errors?
1. Make sure that the file suffix is is.map.

2. Make sure that your account has the permissions to write data to ARMS. If your account has no
write permissions, contact your administrator.

[Backto the top]

What are the differences between console setting and SetConfig?
Console setting can accelerate only the generation of configuration code, and the generated code
takes effect only afterthe code is published. However, modifications to Set Config immediately take
effect.

< Applications mimal v Dashboard [ Documentation

session races Associate with
Application Select this checkbox to form an end-to-end association between API requests and Application Monitoring
JS Ertor Diagn. Monitoring
API Request Enable User Behavior -
e Select this option to view ser behavior trace in JS Error Diagnosis. Note that this function changes the paths revealed in the console log
API Detalls
Enable Console .
Open This after User Behavior Back Will Track Console Content Including Error Warn Log, info. Note: This Function Will Influence Console of Path.JS Efror DiagnosisFAQ
Custom Statist. Tracing
View Details
swoir Copy / Paste Bl Probe
~ Dimensions How to choose from Asynchronous Loading, Synchronous Loading, and NPM Package @
Page Asynchronous Loading  Synchronous Loading ~ NPM Package
Geographical
Copy the code below and paste it into the <body> element of your HTML page oo

Terminal Details
Note: Paste the code in the first line of the <body> content
Network Details
v Settings 2 g

Alarm Manage

Application Se.
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In addition, console setting is valid only when a project is connected to SDK code. After the project is
connected to SDK code, you must use SetConfig to modify configurations.

[Backto the top]
How do | configure the environment and version in an SDK?

You can set the release parameterto compare versions. For more information, see release. You can also
set environment to distinguish different environments. For more information, see .

prod indicates an online environment.

gray indicates a phased-release environment.

e pre indicates a staging environment.

daily indicates a daily environment.
local indicates a local environment.

[Backto the top]

How do | view the version number of the configuration?

1. Log onto the ARMS console .

2. Inthe left-side navigation pane, click Browser Monitoring. On the Browser Monitoring page,
click the name of the target application.

3. Inthe left-side navigation pane, choose Application > View Det ails.
The version number of a log is displayed in the Version Number columnin the Log List section.

Log Amount Distribution

Log List © Aggregate Dimensions = Custom Column

Time 2 Log Types Page uD Usemame JS file URL JS error message Operation

23/12/2020 21:18:49 perf [cariempty 2312312

4. You can also filter logs by environment and version in the menu bar. You canfilter logs only after
PV logs are set with the version number.

frontend v  Environment insensitive, All versions
Environment insensitive All versions

Check how to
All Logs JE

Page
ge v

[Backto the top]
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How do | view the time on page (TP) of a user for a page?
1. Log onto the ARMS console .

2. Inthe left-side navigation pane, click Browser Monitoring. On the Browser Monitoring page,
click the name of the target application.

3. Inthe left-side navigation pane, choose Application > Session Traces.

4. Inthe Session List section, find the target session and clickits ID in the Session ID column. The
Session Details page appears.

5. Move the pointer overthe Timeline area in the Visit Timeline column to view the time on page of a
user for a page.

[Backto the top]

How do | view the browser custom performance metrics of ARMS?
1. Log onto the ARMS console .

2. Inthe left-side navigation pane, click Browser Monitoring. On the Browser Monitoring page,
click the name of the target application.

3. Inthe left-side navigation pane, choose Application > Page Speed.
4. Custom performance metrics are displayed in the Page Speed section.

[Backto the top]

What do | do if the ARMS configuration does not take effect?

The possible reason is that the browser cache is not updated. In the left-side navigation pane, click
View Details. Switch to the latest version to view the trend chart. If the version number is not
configured, you can configure the release parameter in the SDK. For more information, see release. After
the release parameter is configured, check whether the value that you specified is displayed as the
latest version.

[Backto the top]

Why are JS errors on mini programs not reported?

This may be because error messages are captured by try catch at the underlying layer of the mini
programs, and the error messages fail to upload. You can try to manually report error messages. For
more information, see API reference.

[Backto the top]

Can JS errors of console.error be listened to?

e Yes, JS errors of console.error can be listened to. Web browsers report the error messages that meet
the format of JS errors.

e On the mini program side, you can try to manually report error messages. For more information, see
APl reference.

[Backto the top]

In the Weex environment, why does a UID set in a mini program not
take effect?

e If you have not called SetConfig, check whether you specified a UID during initialization configuration.
If you did not specify a UID, specify one.
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e [f you have called SetConfig, re-specify a UID in SetConfig.
[Backto the top]

How long can logs be stored?
Logs can be stored for up to one month.

[Backto the top]

After | activate the expert edition, can | continue to use sites that are
created during the trial period?

e No, you cannot continue to use the sites. Within 15 days after the trial period expires, the sites are
suspended due to overdue payments. You can try to restart the application.

e [f the expert edition is not activated forthe sites within 15 days after the trial period expires, the
sites are deleted to save your computing and storage resources. Relevant resources are released and
the data on the resources cannot be recovered.

[Backto the top]

What version numbers are used by application edition and host
edition of ARMS?

e The application edition uses the version number of the current online project. You can configure the
release parameter of the SDK to specify the version number of application edition. For more
information, see release.

e The host edition uses the version number of the app where the current project resides. The version
number of the host edition is automatically obtained by the SDK. The version of a hosted app cannot
be resolved. Only versions of Taobao, Alipay, or WeChat are resolved.

[Backto the top]

Why are the page views on the same page different among modules

in the console?

On the Page Speed page, the number of page views is equal to the product of entries in the
performance log and sample rate.

On the Page page under Dimensions, the number of page views is equal to the value shown in the PV
log.

Automatically reported performance logs are reported only after pages are loaded. A performance log
is reported each time the page is refreshed.

After the SPA mode is enabled, PV logs are reported every time routes are switched. In the SPA mode,
the number of performance logs is less than the number of PV logs, which results in a large difference in
the page views for different modules.

[Backto the top]

Why is the value of duration less than the value of connect
download?
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The performance data loaded to ARMS resources is obtained from

performance.getEntriesByType('resource') . The domain name of a third party ARMS resource must be
the same as the domain name of the site of the current requested resource. By default, the value of 0 is
obtained from performance.getEntriesByType('resource') forthe following parameters of the
performance data of cross-domain resources:

redirectStart
redirectEnd
domainLookupStart
domainLookupEnd
connectStart
connectEnd
secureConnectionStart
requestStart
responseStart

Some time properties may be inaccurate or abnormal because the preceding parameters are used in the
calculation. For example, in connect download: responseEnd - responseStart , the value of durationis less
than the value of connect download because the timestamp of responseStart is 0.

e To solve this problem, for the CDN resources, you can configure the response header Timing-Allow-
Origin to specify the time to obtain the resource time.

e Forthird-party resources, we recommend that you take the value of the duration parameter as the
major reference.

[Backto the top]

> Document Version: 20210304 128



Browser monit oring- Application Real-time Monitoring Se
rvice

10.Causes and solutions for script
errors

Script errors are common errors. However, no complete error message or error stack is available for
errors of this type. Therefore, it is difficult to troubleshoot these errors. This topic analyzes the causes,
provides solutions, and shows you how to ignore this type of errorin Application Real-Time Monitoring
Service (ARMS).

Causes of script errors

Script errors are also called cross-origin errors. When a website requests and executes a script hosted
under a third-party domain name, a script error may occur. The most common scenario is to use a
content delivery network (CDN) to host JavaScript resources.

For better understanding, assume that the following HTML page is deployed inthe Attp://test.com
domain:

<! doctype html>
<html>
<head>
<title>Test page in http://test.com</title>
</head>
<body>
<script src="http://another-domain.com/app.js"></script>
<script>
window.onerror = function (message, url, line, column, error) {
console.log(message, url, line, column, error);
}
foo(); // Invokes the foo method defined in app.js.
</script>
</body>
</html>

Assume that the foo method invokes an undefined bar method:

// another-domain.com/app.js
function foo() {
bar(); // ReferenceError: bar is not a function

}

Afterthe page is run, the following error is captured:

"Script error.","", 0, 0, undefined

In fact, this is not aJavaScript bug. For security reasons, browsers deliberately hide specific errors
thrown by JavaScript files of other origins. This way, sensitive information can be effectively prevented
from being inadvertently captured by uncontrolled third-party scripts. Therefore, only scripts fromthe
same origin can capture specific error messages, whereas scripts from other origins can detect errors
but cannot capture specific error messages. For more information, see
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bool ScriptExecutionContext::sanitizeScriptError(String& errorMessage, int& lineNumber, String& sourceUR
L)
{
KURL targetURL = completeURL(sourceURL)

if (securityOrigin()->canRequest(targetURL))
return false;

errorMessage = "Script error.";

sourceURL = String();

lineNumber =0;

return true;

The following sections describe how to resolve script errors.

Solution 1: Enable cross-origin resource sharing
To capture JavaScript errors across origins, performthe following steps:

1. Add the crossorigin="anonymous" attribute.
<script src="http://another-domain.com/app.js" crossorigin="anonymous"></script>

This step tells the browser to anonymously obtain third-party scripts. This means that the browser
does not send potential user identity information, such as cookies and HTTP certificates, to the
server when the browser requests scripts.

2. Add the cross-origin HTTP response header.
Access-Control-Allow-Origin: *
or
Access-Control-Allow-Origin: http://test.com

@ Note By default, most of mainstream CDNs have the Access-Control-Allow-Origin
attribute. The following example is from Alibaba Cloud CDN:

$ curl--head https://retcode.alicdn.com/retcode/bl.js | grep -i "access-control-allow-origin"
=> access-control-allow-origin: *

After the preceding two steps are performed, you can capture cross-origin errors by using the
window.onerror handler. In the preceding example, after the page is run again, the following error is
captured:

=>"ReferenceError: bar is not defined", "http://another-domain.com/app.js", 2, 1, [Object Error]

Solution 2: Add the trycatch statement (Optional)
When it is difficult to add a cross-origin attribute to the HTTP request or response header, add the try
catch statement.

Add the trycatch statement to the preceding HTML page:
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<! doctype html>
<html>
<head>
<title>Test page in http://test.com</title>
</head>
<body>
<script src="http://another-domain.com/app.js"></script>
<script>
window.onerror = function (message, url, line, column, error) {
console.log(message, url, line, column, error);
}
try {
foo(); // Invokes the foo method defined in app.js.
} catch (e) {
console.log(e);
throw e;

}

</script>
</body>
</html>

Run the page again. The following information is returned:

=>ReferenceError: bar is not defined
at foo (http://another-domain.com/app.js:2:3)
at http://test.com/:15:3

=>"Script error.","", 0, 0, undefined

The trvcatch statement outputs complete errorinformation inthe console log, but the
window.onerror handler outputs only script errors. You can manually report captured exceptions in
the catch statement. For more information, see APl reference.

__bl.error(error, pos);

@ Note Althoughthe trycatch statement can be used to capture some exceptions, we
recommend that you use Solution 1.

How can |l ignore script errors in ARMS?

Script errors usually come from scripts under third-party domain names. If script errors does not affect
the running of your application, you can ignore them by setting the ignore parameter of ARMS Browser
Monitoring SDK.

The ignore parameter allows you to ignore the reporting of specified JavaScript errors. The value of
this parameter is an object that contains three properties: ignoreUrls, ignoreApis, and ignoreErrors. The
following code shows the default value of this parameter:
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ignore: {
ignoreUrls: [],
ignoreApis: [],
ignoreErrors: []

b

Use the ignoreErrors property to ignore script errors. The ignoreErrors property is used to ignore
JavaScript errors that comply with a specified rule. The value of this property can be a string (the String
type), a regular expression (the RegExp type), a method (the Functiontype), or an array that includes
the preceding three types. The following code provides an example on how to ignore script errors:

__bl.setConfig({
ignore: {
ignoreErrors: /AScript error\.? $/
}
D;

References
o APlreference

e SDK reference
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