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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.FAQ overview

If an error message is displayed when you are using ApsaraDB RDS, you can check the information about
the errorin the APl Error Center. If no information about the error can be found, try to find a solution in
this topic.

@ Note The following topics cover a variety of issues and solutions. You can use the search box
or press Ctrl+F to search for topics by keywords. If the issue persists, submit a .

Purchases and payments

Why is the MyISAM storage engine automatically disabled for ApsaraDB RDS for MySQL?
Why does ApsaraDB RDS for MySQL not support the MyISAM storage engine?
How do I handle billing-related issues?

How do I change the storage type of an ApsaraDB RDS instance from standard SSDs or ESSDs to local
SSDs?

How do I handle zone- and region-related issues?
Why amlunable to find an ApsaraDB RDS instance?

Connections and networks

How do I connect to an ApsaraDB RDS instance?
How do | access an ApsaraDB RDS instance from an ECS instance over an internal network?

Why am | unable to connect to an ApsaraDB RDS for MySQL or ApsaraDB RDS for MariaDB TX instance
from an on-premises device over the Internet?

Do I need to configure my application to automatically reconnect to an ApsaraDB RDS instance?

What do Ido if the "ERROR 1045 (28000): Access denied for user" error message is displayed when |
connect to an ApsaraDB RDS for MySQL instance?

What do Ido if the "ip not in whitelist" error message is displayed when | connect an ECS instance to
an ApsaraDB RDS instance over an internal network?

How do I connect an ECS instance to an ApsaraDB RDS instance over an internal network if these
instances reside in different regions?

How do I handle issues about network types?

What do I do if the "Unknown MySQL server host" error message is displayed when I connect to an
ApsaraDB RDS for MySQL instance from an on-premises device that runs a Linux operating system?

How do | use Navicat to connect to an ApsaraDB RDS for MySQL instance?

How do | determine the public IP address of an on-premises device or a client that is connected to an
ApsaraDB RDS for SQL Server instance?

How do I reduce the network latency between an ECS instance and an ApsaraDB RDS for PostgreSQL
instance?

What do Ido if | cannot connect to an ApsaraDB RDS instance?

What do Ido if the "Can't connect to MySQL server on 'XXX'"" error message is displayed when |
connect to an ApsaraDB RDS for MySQL instance or an ApsaraDB RDS for MariaDB TX instance?

How do | connect an ECS instance and an ApsaraDB RDS instance over an internal network if these
instances reside in networks of different types?
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How do I connect an ECS instance and an ApsaraDB RDS instance over an internal network if these
instances reside in different VPCs?

How do I connect an ECS instance to an ApsaraDB RDS instance if the instances are created within
different Alibaba Cloud accounts?

What do I do if excessive connections are established on an ApsaraDB RDS for PostgreSQL instance?
How do I connect a Java programto an ApsaraDB RDS for MySQL instance?

How do | obtain the public IP address of an on-premises device that is connected to an ApsaraDB RDS
for PostgreSQL instance?

How do | change the VPC of an ApsaraDB RDS instance?

What do I do if a network-related or instance-specific error occurred when | attempt to connect to
an ApsaraDB RDS for SQL Server instance?

How do I change the vSwitch of an ApsaraDB RDS instance?
How do I connect a Java application to an ApsaraDB RDS for SQL Server instance?

What do I do if the establishment of a connection to an ApsaraDB RDS for PostgreSQL instance is
interrupted?

What do I do if the "Unknown MySQL server host" or "name or service not known" error message is
displayed when | connect to an ApsaraDB RDS for MySQL instance or an ApsaraDB RDS for MariaDB TX
instance?

How do | connect to an ApsaraDB RDS instance from an external server?

Migration, synchronization, and change tracking

What is DTS? What are the limits on DTS?
How do Iimport multiple data records to an ApsaraDB RDS for SQL Server instance at the same time?

What do Ido if the "Connection timed out" error message is displayed when | use the change tracking
feature of DTS?

What do Ido if the "client partition is empty" error message is displayed in DTS logs?

What do Ido if DTS prompts that the number of migrated data records exceeds the total number?
What do I do if the schema existence check failed during the DTS precheck?

How do | view the incremental data in an ApsaraDB RDS for MySQL instance?

What do Ido if an error occurred when | use the COPY statement to import data to an ApsaraDB RDS
for PostgreSQL instance?

What do I do if the "java.io.lOException: Parse message attribute failed" error message is reported by
the change tracking feature of DTS?

How do I migrate self-managed databases to ApsaraDB RDS?

Why are read-only ApsaraDB RDS instances not supported by the change tracking feature of DTS?

Backup and restoration

What are the differences between data migration, synchronization, and restoration?

What do Ido if the size of backup files on an ApsaraDB RDS instance exceeds the free quota for
backup storage?

How do I restore the backup files that are downloaded from an ApsaraDB RDS instance to a new
ApsaraDB RDS instance?

How do I use wget to download backup files in a Linux operating system?

Which factors affect the amount of time that is required to change the specifications of an
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ApsaraDB RDS for MySQL instance?
How do Irestore the data that is accidentally deleted from an ApsaraDB RDS instance?

What do Ido if the "The operation is not permitted due to no backup" error message is displayed
when | create a temporary ApsaraDB RDS instance?

How do I use RDSBackup to decompress the backup files of an ApsarabDB RDS for MySQL instance in a
Windows operating system?

How do luse get_rds_backup.py to download the backup files of an ApsaraDB RDS for MySQL
instance?

How do I restore individual databases on an ApsaraDB RDS for MySQL instance?
How do luse DMS to export data as a CSV file?
How do I configure the options of the mysqgldump plug-in for ApsaraDB RDS for MySQL?

How do I back up individual databases on an ApsaraDB RDS for SQL Server instance or an ApsaraDB
RDS for MySQL instance?

How do I restore individual databases on an ApsaraDB RDS for SQL Server instance?

How do I restore data from a specific point in time in an ApsaraDB RDS for MySQL instance to a self -
managed database?

What do I do if a disaster recovery ApsaraDB RDS instance is paused?
How do I use the mysqldump plug-into migrate data?

How do I back up or restore the databases of an ApsaraDB RDS for MySQL instance?

Read-only instances and read/write splitting

What do Ido if there is a latency when a read-only ApsaraDB RDS for MySQL instance synchronizes
datafromits primary instance?

How do | enable read/write splitting for an ApsaraDB RDS for MySQL instance?
Does ApsaraDB RDS support read-only instances and read/write splitting?

How do I make sure that data is read in a timely manner on an ApsaraDB RDS for MySQL instance when
the read/write splitting feature is enabled?

Performance, storage capacity, and memory

How do I handle issues related to storage capacity?

How do | expand the storage capacity of an ApsaraDB RDS instance?
What is availability detection?

How do I create and view a stored procedure in ApsaraDB RDS for MySQL?

| executed an SQL statement on both an ECS instance and an ApsaraDB RDS instance. Why is the
query result returned faster on the ECS instance?

What are the limits on ApsaraDB RDS for MySQL?

How do I configure and use the query cache feature of ApsaraDB RDS for MySQL?

What do Ido if an ApsaraDB RDS instance is in the Locked state?

What do I do if the number of connections to an ApsaraDB RDS for MySQL instance reaches the upper
limit?

What is the maximum storage capacity that is allowed for an ApsaraDB RDS instance?

How do I manage long-time queries in an ApsaraDB RDS for MySQL instance?

How does ApsaraDB RDS for MySQL collect table statistics?
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FAQ-FAQ overview ApsaraDB for RDS

e How do | view the current connection to an ApsaraDB RDS for SQL Server instance and the SQL
statements that are executed over the current connection?

e How do | view the memory usage of an ApsaraDB RDS for SQL Server instance?
e How do I reclaimthe tablespace of an ApsaraDB RDS for SQL Server instance?

e How do | view the storage usage of an ApsaraDB RDS for SQL Server instance at the instance,
database, and table levels?

e What do Ido if Iwant to use the diagnostic report feature and obtain diagnostic reports in DAS and
DMS?

e How do luse 0SS to extend the tablespaces of an ApsaraDB RDS for PostgreSQL instance instance?

e How do Itroubleshoot the issues that cause high CPU utilization on an ApsaraDB RDS for PostgreSQL
instance?

e How do Itroubleshoot the issues that cause abrupt increases in disk usage on an ApsaraDB RDS for
PostgreSQL instance?

e What do I do if requests are blocked on an ApsaraDB RDS for SQL Server instance?
e What do I do if the CPU utilization of an ApsaraDB RDS for SQL Server instance is high?

e What do Ido if an ApsaraDB RDS for SQL Server instance is automatically locked after its disk space is
exhausted?

e What tools can |l use to view the storage of an ApsaraDB RDS for SQL Server instance?
e |s disk space released when | use the DROP statement to delete indexes from InnoDB tables?

e What do Ido if the CPU utilization is high and the usages of the memory, disk space, and IOPS are
high?

e What do Ido if an ApsaraDB RDS for MySQL instance is in the Locked state because its disk space is
exhausted by data files?

e What do I do if the disk space of an ApsaraDB RDS for MySQL instance is exhausted by binary log files?

e What do Ido if an ApsaraDB RDS for MySQL instance is in the Locked state because its disk space is
exhausted by temporary files?

e What do I do if the disk space of an ApsaraDB RDS for MySQL instance is exhausted by systemfiles?

e How do | view the events and threads that consume a large amount of memory in an ApsaraDB RDS
for MySQL instance?

e What do I do if the CPU utilization of an ApsarabDB RDS for MySQL instance or an ApsaraDB RDS for
MariaDB TX instance is high?

e What do I do if the IOPS usage of an ApsaraDB RDS for MySQL instance is high?

e How do | use the "optimize table" command to release the tablespace of an ApsaraDB RDS for MySQL
instance?

Accounts and permissions

e How do I authorize a RAM user to use DMS to log onto an ApsaraDB RDS instance?
e What do Ido if the "OPERATION need to be executed set by ADMIN" error message is displayed?
e How do I grant permissions to the users of an ApsaraDB RDS for PostgreSQL instance?

Upgrades

e What common errors may be reported when I upgrade the major engine version of an ApsaraDB RDS
for PostgreSQL instance?
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ApsaraDB for RDS FAQ-FAQ overview

Databases and tables

e Does ApsaraDB RDS for MySQL support online DDL operations? How do | perform online DDL
operations on an ApsaraDB RDS for MySQL instance?

e What are the limits on table partitions in ApsaraDB RDS for MySQL?

e How do | perform online DDL operations on an ApsaraDB RDS for MySQL instance?

e What are the limits on the size of a single table in ApsaraDB RDS for MySQL?

e Does ApsaraDB RDS for MySQL support table partitioning?

e How do I change the time zone of an ApsaraDB RDS for PostgreSQL instance?

e How do | make sure that database character encoding is valid in ApsaraDB RDS for MySQL?

e How do | view the primary key fields of atable in an ApsaraDB RDS for MySQL instance?

e What do Ido if the "There are 2 other sessions using the database" error message is displayed when |
delete a database from an ApsaraDB RDS for PostgreSQL instance?

e What do Ido if the "The Changes you have made require the following table" error message is
displayed when I modify a schema?

Data synchronization, data migration, and data security

e How do luse DTS to replicate and rename databases in an ApsaraDB RDS instance?

e How do I change the encoding format of character sets of an ApsaraDB RDS for MySQL instance to
utf8mb4?

e What are the descriptions of character sets in ApsaraDB RDS for MySQL?

Logs

e How do | handle issues related to binary logs?

e What rules does ApsaraDB RDS follow when it generates and deletes binary logs for an ApsaraDB RDS
for MySQL instance?

e How do | remotely obtain and parse the binary logs of an ApsaraDB RDS for MySQL instance?
e What policies are used by ApsaraDB RDS to collect slow query logs?

e What do Ido if the "mysqld:Sort aborted:Server shutdown in progress" error message is displayed
when | use an ApsaraDB RDS for MySQL instance?

e How do I shrinkthe transaction logs of an ApsaraDB RDS for SQL Server instance?

e Canluse the binary logs of a read-only ApsaraDB RDS for MySQL instance?

SQL
e What do Ido if the "Error 1709: Index column size too large. The maximum column size is 767 bytes."
error message is displayed when | use an ApsaraDB RDS for MySQL instance?

e What do I do if the "Out of resources when opening file './xxx.MYD' (Errcode: 24)" error message is
displayed when | use an ApsaraDB RDS for MySQL instance?

e What do Ido if the "the table '/home/mysqgl/xxxx/xxxx/#tab_name' is full" error message is
displayed when | use an ApsaraDB RDS for MySQL instance?

e What do Ido if the "relation "xxx" already exists" error message is displayed when | attempt to modify
a capitalized table name in an ApsaraDB RDS for PostgreSQL instance?

e How do | handle the issues related to the group_concat function in an ApsaraDB RDS for MySQL
instance?
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FAQ-FAQ overview ApsaraDB for RDS

e What do Ido if the "SELECT command denied to user 'username'@'ip' for table 'user'" error message is
displayed when | use an ApsaraDB RDS for MySQL instance?

e What do I do if the query results are inaccurate due to the large DECIMAL field of an ApsaraDB RDS for
MySQL instance?

e How do luse the postgres_fdw and dblink plug-ins to query data across databases in an ApsaraDB
RDS for PostgreSQL instance?

e How do luse the utf8mb4 character set to store emojis in an ApsaraDB RDS for MySQL instance?

e What do Ido if the "Specified key was too long; max key length is 767 bytes" error message is
displayed when | create indexes in an ApsaraDB RDS for MySQL instance?

e What do Ido if the "OPERATION need to be executed set by ADMIN" error message is displayed when |
install and use ThinkSNS to connect to an ApsaraDB RDS instance?

Parameter settings

e How do | configure timeout parameters for an ApsaraDB RDS for MySQL instance?
e How do I delete the values of ONLY_FULL GROUP_BY for an ApsaraDB RDS for MySQL instance?
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ApsaraDB for RDS FAQ-Purchases and Payments

2.Purchases and Payments
2.1. FAQ about regions and zones

This topic provides answers to some commonly asked questions about the regions and zones of
ApsaraDB RDS.

Introduction to regions and zones
A region is a physical data center. After an RDS instance is created, you cannot change its region.

Zones in a region are physical areas with independent power supplies and network f acilities. The
network latency is low between RDS instances within the same zone.

Caninstances in different regions communicate over an internal
network?

No, instances in different regions can communicate only over the Internet by using public endpoints. For
more information, see View and change the internal and public endpoints and port numbers of an ApsaraDB
RDS for MySQL instance. If you want two instances in different regions to communicate over an internal
network, use one of the following two methods:

e Method 1: Release one of the two instances and then create an instance in the same region as the
other instance.

e Method 2: If you want your ECS and RDS instances in different regions to communicate over an
internal network, configure their network types to VPC and create a Cloud Enterprise Network
between the VPCs that host your ECS and RDS instances.

Caninstances in different zones of the same region communicate
over an internal network?

Yes, instances in different zones of the same region can communicate over an internal network by using
internal endpoints. For more information, see View and change the internal and public endpoints and port
numbers of an ApsarabDB RDS for MySQL instance.

Can | change the region of my RDS instance?

No, you cannot change the region of your RDS instance after you confirmthe purchase order. However,
you can use Alibaba Cloud Data Transmission Service (DTS) to migrate the data of your original RDS
instance to a new RDS instance in the destination region. Then, you can release your original RDS
instance. For more information, see Overview of data migration scenarios and Release or unsubscribe from an
ApsaraDB RDS for MySQL instance.

Can |l change the zone of my RDS instance?

Yes, you can change the zone of your RDS instance. However, zones in the same region provide the
same services. In this case, you do not need to change the zone of your RDS instance. If you want to
change the zone of your RDS instance for specific reasons, see Migrate an ApsarabDB RDS for MySQL instance
across zones in the same region.

Which deployment method is recommended: single-zone
deployment or multi-zone deployment?
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Zones in the same region are independent physical areas that are accessible to one another. If your
application requires high disaster recovery capabilities, we recommend that you choose multi-zone
deployment to create your RDS instances in different zones of the same region.

@ Note Formore informat ion, see Create an ApsaraDB RDS for MySQL instance.

2.2. FAQs about Billing

This topic provides answers to some frequently asked questions about billing in ApsaraDB RDS.

What are the differences between the subscription and pay-as-you-
go billing methods?

Can | switch between the subscription and pay-as-you-go billing
methods?

Yes. For more information, see the following topics:

e Change the billing method of an ApsaraDB RDS for MySQL instance from subscription to pay-as-you-
go

e Change the billing method of an ApsaraDB RDS for MySQL instance from pay-as-you-go to
subscription

@ Note Afteryou switch your RDS instance to the pay-as-you-go billing method, a refund is
returned based on the payment method that is used.

Refund = Fee actually paid - Fee for consumed resources

e The fee actually paid is the money that you paid and does not include the amount that is
covered by coupons or vouchers.

e The fee for consumed resources is calculated based on the following formula: Fee for
consumed resources = Daily fee x Consumed subscription duration x Discount for the
consumed subscription duration. The daily fee is equal to the order-specific fee divided by
30.

e The consumed subscription duration is accurate to the day. The part that is less than one
day is counted as one day.

Is my RDS instance affected if | change its billing method?

No, your RDS instance is not affected if you change its billing method.

Why am | charged additional fees for my subscription RDS instance?

The fee that you pay when you purchase a subscription RDS instance covers the instance type and the
storage capacity that you select. If you create read-only RDS instances, enable the SQL Explorer (SQL
Audit) feature or the high-frequency performance monitoring feature, or consume more storage than
the free quota for backup storage, you are charged additional fees. For more information, see Billable
items.
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Am | charged for my pay-as-you-go RDS instance if | do not use the
instance?

Yes, you are charged an hourly fee for every pay-as-you-go RDS instance that you create. These
instances consume computing resources and storage resources even if you do not use these instances.

If you do not intend to use a pay-as-you-go RDS instance for a long period of time, we recommend
that you save the data that you require and release the RDS instance.

Am | charged for the inbound and outbound Internet traffic that |
consume for my pay-as-you-go RDS instances and subscription RDS
instances ? What is the quota of the bandwidth plan that is provided
for an RDS instance?

You are not changed for the inbound or outbound Internet traffic that you consume for your pay-as-
you-go RDS instances and subscription RDS instances. The bandwidth of an RDS instance is unlimited.

2.3. Why am | unable to find an
ApsaraDB RDS instance?

If an ApsaraDB RDS instance that you purchased cannot be found in the ApsaraDB RDS console, you can
use the following methods to solve this problem.

Reason Description Method

1. Log onto the ApsaraDB RDS console and
check the region where the RDS instance
resides.

The region that
you selected in
the ApsaraDB
RDS console is
not the region
where the RDS

If you do not select the region 2
where the RDS instance resides,
you cannot find the RDS instance.

. Inthe top navigation bar of the Instances
page, select the region where the RDS
instance resides.

instance =R
resides. -
Instances U
If the RDS instance is locked due
The RDS L
. . to expiration or overdue . .
instance is You can unlock or rebuild an expired or overdue

payments, ApsaraDB RDS
releases the RDS instance after a
specific period of time. The RDS
instance cannot be found after it
is released.

released due
to expiration
or overdue
payments.

RDS instance within the specified period of time.
For more information, see Unlock or rebuild an
expired or overdue ApsaraDB RDS instance.
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Reason Description Method

In rare cases, ApsaraDB RDS may
fail to create an RDS instance due
to insufficient resources. In this

The zones that case, your payment is refunded.

you selected Select other zones that can provide sufficient
cannot provide @ Note resources. For more information, see Create an
sufficient i RDS instance.

You can view the refund
resources.

information in the Type
column of the Orders page.

2.4. The MyISAM engine is disabled for
ApsaraDB RDS for MySQL instances by
default

MyISAM tables do not support transactions. Read and write operations conflict with each other.
MyISAM tables only support table-level locks. When a query or write operation takes a long time, other
operations may be blocked, easily causing connection accumulation, and data may be lost after
downtime. Therefore, InnoDB is recommended for ApsaraDB RDS for MySQL. If tables are imported or
modified using MyISAM or rename Table, The InnoDB engine will be automatically used.

2.5. Why does ApsaraDB RDS for
MySQL not support the MyISAM
storage engine?

ApsaraDB RDS for MySQL does not support the MylSAM storage engine because of the following
reasons:

e The data integrity protection mechanism of MylSAM has defects. These defects may cause data
corruption or data loss. In addition, most of these defects are design issues and cannot be fixed
without compromising compatibility.

e If yourdata stored in MylSAM is corrupted, you must manually restore most of the corrupted data.
The corrupted data cannot be automatically restored.

e MyISAMis not an optimal storage solution for ApsaraDB RDS for MySQL in terms of /0 operations.
Therefore, MylISAM does not have significant performance advantages over InnoDB.

e Data can be migrated from MylSAM to InnoDB at a low cost. For most applications, you need only to
modify the table creation code to complete the migration.

e The preference on MyISAM is shifting to InnoDB. In MySQL 5.7 and MySQL 8.0, you can choose not to
use MyISAM. The management of systemdata is also be transferred to InnoDB.
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2.6. How do | migrate an ApsaraDB
RDS instance from standard or
enhanced SSDs to local SSDs?

This topic describes how to migrate an ApsaraDB RDS instance from standard or enhanced SSDs to local
SSDs. This topic also provides a reference for you to migrate the RDS instance from local SSDs to
standard or enhanced SSDs.

e [f your RDS instance runs MySQL 5.7 on RDS Basic Edition, you can migrate the instance to local SSDs
by changing the instance specifications. For more information, see Change the specifications of an
ApsaraDB RDS for MySQL instance.

e [f your RDS instance does not run MySQL 5.7 on RDS Basic Edition, you must create a RDS instance that
uses the specified type of storage media. Then, you can use Data Transmission Service (DTS) to
migrate the data of your RDS instance to the new RDS instance.

Prerequisites

e Your RDS instance runs one of the following database engines:
o RDS MySQL
o RDS SQL Server
o RDS PostgreSQL
e A new RDS instance is created with the specified type of storage media. For more information, see
Create an ApsaraDB RDS for MySQL instance.

e The storage capacity of the new RDS instance is greater than or equal to the used storage space of
your RDS instance.

e Your RDS instance and the new RDS instance reside in the same region.
e Your RDS instance and the new RDS instance run the same database engine, version, and RDS edition.

e The binlog_row_image parameteris set to fullforyour RDS instance. This applies if you select the
incremental data migration method.

Precautions
e Afterthe migration, the information about your RDS instance changes. You must immediately update
the configuration data on your application. This prevents interruptions to your workloads.

e During the migration, you cannot perform data definition language (DDL) operations on your RDS
instance.

e The schema migration method does not support events.
e [f the object name mapping feature is enabled for an object, DTS may fail to migrate the objects that

depend on this object.
Procedure

1. Logontothe DTS console.

2. Inthe left-side navigation pane, click Data Migration. On the page that appears, click Create
Migration T ask.
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ApsaraDB for RDS
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Malaysia (Kuala Lumpur) China (Hobhot) Australia (Sydney)  India (Mumbai) UK (London) Japan (Tokyo) Indonesia (Jakarta)

Overview

Change Tracking
Data Synchronization ] Task ID/Name: / dts26n0lolg
Operation Log

Help Documentation

[ TaskID/Name: / dsS2opwuts

Search | Sort: | Default Sorting

Status: Passed

Status: Passed

3. Configure the following parameters.

* Task Name:
Source Database

* Instance Type:

* Instance Region:

* RDS Instance ID:

* Database account:
* Database Password:

* Connection method:

Target Database

* Instance Type:

* Instance Region:

* RDS Instance ID:

* Database account:
* Database Password:

* Connection method:

Parameter

Task Name

Source Database

RDS Instance

China (Hangzhou)

T Refresh Create Migration Task
2

StartTask | EditTask | Duplicate Task | Configure Monitoring and Alerting | Modiy password

Complete

Start Task | Edit Task | Duplicate Task | Configure Monitoring and Alerting | Modify password

Compl

- RDS instances belong to other Alidoud account

® Non-encrypted connection ) SSL secure connaction

RDS Instance

China (Hangzhou)

® Non-encrypted connection ) SSL secure connection

Instance Type

Instance Region

RDS Instance ID

Database Account

@ Test the Connaction | & Test passed
v
v
@ Test the Connaction | & Test passed
Cancel Migration Evaluation Authorize Whitelist and Enter into Next Step
Description

Enter the name of the migration task. By default,
DTS generates a name for each task. We
recommend that you change the automatically
generated name to an informative name based
on your business requirements.

Select RDS Instance.

Select the region to which your RDS instance
belongs.

Select the ID of your RDS instance.

Enter the username of the account that is used to
log on to your RDS instance. The account can be
the privileged account. The account can also be a
standard account that has the read and write
permissions on all databases.

leted

18
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Parameter Description

Database Password Enter.t.he password of the account that you have
specified.
Select Non-encrypted connection. If SSL
encryption is enabled for your RDS instance, select
Connection Method SSL secure connection. For more information
about SSL encryption, see Configure SSL
encryption for an ApsaraDB RDS instance.

Instance Type Select RDS Instance.

. Select the region to which your RDS instance
Instance Region
belongs.

RDS Instance ID Select the ID of the new RDS instance.

Enter the username of the account that is used to
log onto the new RDS instance. The account can

Database Account be the privileged account. The account can also
be a standard account that has the read and
write permissions on all databases.

Destination
Database

Enter the password of the account that you have

Database Password e
specified.

Select Non-encrypted connection. If SSL
encryption is enabled for the new RDS instance,
Connection Method select SSL secure connection. For more
information about SSL encryption, see Configure
SSL encryption for an ApsaraDB RDS instance.

® Note The parameters that you need to configure vary based on the values of the
Instance Type and RDS Instance ID parameters.

4. ClickTest Connectivity in both the Source Database and Destination Database sections.

@ Note If your RDS instance and the new RDS instance pass the connectivity test, these
instances can be connected. Otherwise, you must fix the errors that impair connectivity.

5. Inthe lower-right corer of the page, click Set Whitelist and Next.

6. Specify the Migration Type parameter. Select objects in the Migration objects section. Clickthe >
icon to move the selected objects to the Selected objects section. Then, click Pre-check and
Start.
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2.Migration class and list

*  Migration Type: Migrate ohject structure Migrate existing data [ Replicate data changes I o

During the existing data migration, if the source DB has data changes, this part of the change data is not guaranteed to be migrated to the target instance.
To ensure the consistency of migration data, it is recommended to choose migrate object structure + migrate existing data + replicate data changes.

Mave the mouse to the

Migration objects Selected objects (Maove the mouse to the object and click "Edit” to revise

the object name or configure the filter condition) Click here

5ys condition
E
All Selected
All Remaved
Note:
1. Data migration only copi d structure from source d. tabase, it has no influ n source database.

2. DDL operations are not a during the process of da the migration task m

Goned Fredous :l

@ Note If you want to modify the name of a database, you must click Edit to the right of
the database inthe Selected objects section.

I : Maov
Selected objects (Move the mouse to the object and click "Edit” to revise ‘ DE;E
the object name or configure the filter condition) Click here l”_E
(=4 )=
am Edit ‘ cons
condi

7. View the precheck results. This step is required only when the migration task f ails the precheck. if
the migration task passes the precheck, go to Step 10.
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The following figure shows sample precheck results.

Pre-check
Pre-check failed 90%
Check Item Check Content Check Result
[EL=RUR e 0 ] ) UdLdLegios TS LS TEULI TSI ILD 1O Tgndusan

Check whether there are storage engines not

Storage engine check supported in the migration table Suecess

CheFk source database Chack the version numbsr of source database Success

version

X . Check whether there are any structure objects
Cheack objects with th i
sa:ﬂ; nﬂzlml’lz wiEn e having the same names with objects to be Failed
migrated in the target datsbass
Check database Check whether the database for target database Success
availability to be migrated in is available
Mext Cancel

8. Clickthe

icon next to Failed in the Check Result column for each failed check item. View details about the
failure. Then, troubleshoot the errors that cause the failure based on the failure details.

9. Afterallthe errors are fixed, go to the page that displays a list of migration tasks, select the
migration task that you have created, and then click Start.
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10.

11. Confirmthe configuration of the migration task, select Service Terms, and then click Buy and

Migration Task Nama ¥ Please enter the migration task name for search Search Rank: | Default order v S‘GUJS'

ID{Name: o Status: Not Started Initiate Task | R

O

2019-03-06 15:10:12 Created

1D/ Mame: Status: Migration Failed View the causa and fix it
Initiate Task ~ View Migrz

2018-03-05 13:29:33 Created

Migrate Object Structure 100% Migrate Existing Data 100%(0 ro has mi

1D/ Mame . Status: Migration Failed View the causs and fix it
Initiate Task | View Migrz

2019-01-03 16:19:51 Created

Migrate Existing Data 100%(43629 rows has migrated ) Replicate Data Changes

ID/Name: Status: Migration Failed View the cause and fix it
Initiate Task View Migrs

2018-12-11 14:35:12 Created

0 e Finish Relezss Total: 45 item(s) , Per Page: 20 tes

After the migration task passes the precheck, click Next.

Pre-check

Pass pre-check 100%

Check Ttem Check Content Check Result

e | UL Lot TS LIS TEY LIS s 1 g g

Check whether there are storage engines not

Stol i hack Success
fe0% Sngins cnec supported in the migration table
Che;k source database Chack the version numbser of source database Success
varsion
X ) Check whether there are any structure objects
Check objects with th
sar;e’lfa nuame W = having the same names with objects to be Success
migrated in the target databass
Check database Check whether the database for target database
availability to be migratad in is available

MNext

Start.
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What to do next

After the migration task is complete, you must immediately update the configuration data on your RDS
instance. This update requires that you replace the endpoint of your RDS instance with the endpoint of
the new RDS instance.

Migration Task Name ¥ ‘ Search Rank: | Default order v | Status: all L

[]  ID/Name Status: Finished View Migration Details = Create Similar Task
2019-03-06 14:47:39 Created 2019-03-06 14:57:39 Completed
Migrate Object Structure 100% Migrate Existing Data 100%(0 rows has migrated )

O Total: 1 item(s), Per Page: 20 item(s) « < >
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3.Connections and Networks

3.1. How do | connect to an ApsaraDB
RDS instance?

This topic describes how to connect to an ApsaraDB RDS instance over the Internet or an internal
network. We recommend that you establish a connection over an internal network to ensure data
security and transmission efficiency.

@ Note Youcancheckthe network type of the RDS instance and choose a connection method
based on the network type of the RDS instance. For more information, see Use a database client or
the CLIto connect to an ApsaraDB RDS for MySQL instance.

Connect to an RDS instance over the Internet

If you want to connect to an RDS instance over the Internet, you must use the public endpoint of the
RDS instance. By default, an RDS instance is not provided with a public endpoint. You must apply fora
public endpoint for an RDS instance. For more information, see Apply for or release a public endpoint for an
ApsaraDB RDS for MySQL instance.

@ Note

e [f you connect to an RDS instance by using the public endpoint, security is compromised.
Proceed with caution.

e Forfastertransmission and higher security, we recommend that you migrate your application
to an Elastic Compute Service (ECS) instance that resides in the same region and has the
same network type as the RDS instance. T his way, you can connect to the RDS instance by
using the internal endpoint.

After you obtain a public endpoint, you can use the public endpoint to connect to the RDS instance.
For more information, see the "References" section of this topic.

Connect to an RDS instance over an internal network

If you want to connect to an RDS instance over an internal network, you must use the internal endpoint
of the RDS instance. For more information about how to view the internal endpoint of an RDS instance,
see View and change the internal and public endpoints and port numbers of an ApsaraDB RDS for MySQL

instance.
Prerequisites

In most cases, you can connect to an RDS instance over an internal network only from an ECS instance.
To connect to an RDS instance from an on-premises data center, you must establish a physical
connection between the data center and the RDS instance. For more information, see Connect an on-
premises data centerto a VPC through a physical connection.

When you connect to an RDS instance over an internal network from an ECS instance, make sure that
the following requirements are met:

e The ECS instance and the RDS instance are created within the same Alibaba Cloud account.
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e The ECS instance and the RDS instance reside in the same region.
e The ECS instance and the RDS instance reside in the same type of network.

e [f the ECS instance and the RDS instance both reside in virtual private clouds (VPCs), these instances
must reside in the same VPC.

e The private IP address of the ECS instance is added to an IP address whitelist of the RDS instance. For
more information, see Configure a whitelist.

If all the preceding requirements are met, you can connect the ECS instance to the RDS instance by
using the internal endpoint of the RDS instance. For more information, see the "References" section of
this topic.

FAQ

e How do | prohibit access to my RDS instance over the Internet?

Make sure that the IP address whitelists of your RDS instance contain only private IP addresses. You
can also release the public endpoint of your RDS instance. For more information, see Apply for or
release a public endpoint for an ApsaraDB RDS for MySQL instance.

e Why am | unable to change the network type of my RDS instance from VPC to classic network?

Some RDS instances do not support the classic network type and support only the VPC network type.
For more information, see Change the network type of an ApsaraDB RDS for MySQL instance.

e Why is my RDS instance disconnected from an ECS instance even though the public IP address of the
ECS instance is added to an IP address whitelist of my RDS instance?

A possible cause is that the public IP address of the ECS instance is changed. In this case, you must
add the new public IP address of the ECS instance to an IP address whitelist of your RDS instance.

References

e Use a database client orthe CLIto connect to an ApsaraDB RDS for MySQL instance
e Connect to an ApsaraDB RDS for SQL Server instance
e (Connect to an ApsaraDB RDS for PostgreSQL instance

e Connect to an ApsaraDB RDS for MariaDB TX instance

3.2. Navicat connects to databases
such as apsaradb RDS for MySQL

This topic describes how to use Navicat to connect to RDS databases, such as MySQL, SQL Server,
PostgreSQL, and MariaDB.

@ Note Alibaba Cloud has officially launched Data Management Service (DMS), which provides
graphical Data Management functions. It can be used to manage relational databases and NoSQL
databases, and supports Data Management, structure Management, user authorization, provides
features such as security audit, data trend analysis, data tracing, Bl charts, and performance and
optimization.

We recommend that you use DMS to manage databases. For more information about how to use
DMS to connect to a database, see Use DMS to log on to an ApsaraDB RDS for MySQL instance.
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Prerequisites
You have completed the following operations:

e Create acluster
e Use adatabase client orthe CLIto connect to an ApsaraDB RDS for MySQL instance

e (reate a RAM user

Procedure

1. Start Navicat.

2. Inthe upper-left corner, connection to select the type of the database to be connected.

@ Note If no alibaba Cloud menu (Navicat version is too low), you can directly select
MySQL, PostgreSQL and other databases.

@9 Navicat Premium

File Edit View Favorites Tools Window Help

Connection | New Query Table View Function User Others Query Backup Autg
MySQL... jects
PostgreSQL...
Oracle...
SQlite...
SQL Server...
MariaDB...
MongoDB...

Amazon AWS >
Oracle Cloud >
Microsoft Azure >
MongoDB Cloud Services >

pen Table Design Table New Table Delete Table Import Wizard

3. Enterinformation about the RDS instance you want to connect. The parameters are described as
follows.
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General Advanced Databases SSL  SSH  HTIP
Navicat Database
Connection Name: ‘RDS’EES’E ‘
Host: ‘rm—bp s me sy rds.aliyuncs.com ‘
Port: 3306
User Name: ‘ ‘
Password: ‘ooooooooo ‘
Save password
Paramete
ror DO NOT TRANSLATE
button
Connect
ion The custom name of the connection.
Name

Enter the intranet address or internet address of the RDS instance. Instructions for using

the intranet address and Internet address are as follows:

o |If your client is deployed in an ECS instance, and the instance is in the same region and
has the same network type as the destination RDS instance, you can use the internal IP
address. For example, ECS and RDS instances are both in the VPC located in China

Host (Hangzhou). You can use the internal IP address provided to create secure connection.

o Use the public IP address for other situations.

For more information about how to view the internal network endpoint and public

network endpoint, see View and change the internal and public endpoints and port

numbers of an ApsaraDB RDS for MySQL instance.

If you connect to the instance over the internal network, enter the internal port of the

Port instance. If you connect to the instance over the public network, enter the public port of
the instance.
uiD Enter the name of the account used to access the RDS instance.
Passwor
d Username the password.
4. Click OK.
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@ Note ff you cannot connect to the instance, see What do I do if | cannot connect an ECS
instance to an ApsaraDB for RDS instance?.

File Edit View Favorites Tools Window Help

5o . Fo = B v a d =

Connection New Query Table View Function User Others Quer

v o] RDStest Objects

. . Open Table Design Table New Table Delete Tabl
information_schema

mysql
performance schemi
sys

0 00 (00 (v Crv Cro

3.3. How do | access an RDS instance
from an ECS instance over the
intranet?

If your business is built on an ECS instance and you need to access an RDS instance fromthe ECS
instance, we recommend that you establish the connection over the intranet. T his increases the
transmission rate and ensures security.

For more information, see How do | connect to an ApsaraDB RDS instance?.

3.4. Why am | unable to connect to my
ApsaraDB RDS for MySQL or ApsaraDB
RDS for MariaDB instance from a local
server over the Internet?

Before you connect to your ApsaraDB RDS instance from a local server over the Internet, you must add
the public IP address of the local serverto an IP address whitelist of the RDS instance. T his applies if the
RDS instance runs MySQL or MariaDB. T his topic describes how to obtain the public IP address of the
local server.

Problem description
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The public IP address of the local server is obtained by using the ipconfig command or a search

engine. In addition, the public IP address of the local server is added to an IP address whitelist of the
RDS instance.

In this case, the connection may fail because the obtained public IP address is invalid or dynamically
changes.

@ Note The solutionthat is provided in this topic applies only when the local serveris not an
Alibaba Cloud Elastic Compute Service (ECS) instance. If the local serveris an ECS instance, you can
view the public and private IP addresses of the ECS instance in the ECS console.

Precautions

If the public IP address of the local server dynamically changes and the connection is used for a
production environment, we recommend that you establish the connection over an internal network.
Otherwise, we recommend that you add the public Classless Inter-Domain Routing (CIDR) block of the
local serverto an IP address whitelist of the RDS instance. This way, the RDS instance remains
connected even if the public IP address of the local server dynamically changes.

Obtain the public IP address of the local server

1. Add the public CIDR block of the local server orthe 0.0.0.0/0 entry to an IP address whitelist of the
RDS instance. For more information, see

@ Note The 0.0.0.0/0 entry indicates that all devices can access the RDS instance. T his may
cause potential security risks. Proceed with caution when you add 0.0.0.0/0 to an IP address
whitelist. If 0.0.0.0/0 is added, we recommend that you immediately delete the entry whenit is
no longer needed.

2. Connect to the RDS instance fromthe local server by using a database client or the command-line
interface (CLI).

mysql -h<The endpoint that is used to connect to the RDS instance> -u<The username of t

he used account> -p<The password of the used account> -P3306

[root@izb ~14 mysgl -hrm-bp/ | | = .mysgl.rds.aliyuncs.com -u’ -p! -P3306
: [Warningl Using a password-orrthe-commarmd-tine-interfacecarbe-insecure:
ome to the MySQL monit Commands end with ; or \g.
MySQL connection id 1s 60434
Server version: 5.6.16-log Source distribution

Copyright (c) 2008, 2019, Oracle and/or its affiliates. All rights reserved.

Oracle 1s a registered trademark of Oracle Corperation and/or its
affiliates. Other names may be trademarks of their respective

* or "\h' for help. Type '\c' to clear the current input statement.

3. Query information about running processes.

show processlist

In the command output that is shown in the following figure, the Host in the row where show
processlist resides is the actual public IP address of the local server.
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| user | Host | command | Time | State | Info

E mmmmm b m oo m b o — o oo - je———

| dctest 114466 | NULL | Query | 8 | 1nit show proces

R R L B e e

1 row in set (8.01 sec)

4. Remove 0.0.0.0/0 and add the actual public IP address of the local serverto the IP address
whitelist.

FAQ

e | cannot connect to my RDS instance from a local server. How do | determine whether the connection
fails because the public IP address of the local server dynamically changes?

Add 0.0.0.0/0 to an IP address whitelist of your RDS instance and wait for about 1 minute. Then, all
devices are granted access to your RDS instance. Connect to your RDS instance fromthe local server.
If your RDS instance can be connected, remove 0.0.0.0/0 and add the public IP address of the local
server to the IP address whitelist. Then, connect to your RDS instance fromthe local server again. If
your RDS instance cannot be connected, the public IP address that you added to the IP address
whitelist is not the current public IP address of the local server. This indicates that the public IP
address of the local server dynamically changes.

e Afterladd the public IP address of a local serverto an IP address whitelist of my RDS instance, why
am I still unable to connect to my RDS instance fromthe local server?

If the public IP address of the local server dynamically changes, add the current public IP address of
the local serverto an IP whitelist of your RDS instance. The IP address whitelist requires about 1
minute to take effect.

The connection error may be caused by other issues. For more information, see

3.5. How SQL Server determines the
public IP address of an external Server
or client

This topic describes how to locate a real public IP address when the public IP address is not fixed.

Case 1

Solution

The public IP address of your computer dynamically changes, so the IP address you obtain by using a
local IP address query tool may be incorrect. Errors are also reported when the RDS is connected. You
can access the RDS instance only after you obtain the correct IP address of your client.

Considerations

If the public IP address of your computer dynamically changes and the established connection is used
for a production environment, we recommend that you use an intranet connection instead. An
appropriate public CIDR blockis configured in the whitelist to guarantee the availability of the CIDR
block when the IP address changes.

Obtain the IP address of the client
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1. Add the IP address 0.0.0.0/0 to the whitelist of the RDS instance. For more information, see
Configure an IP address whitelist for an ApsaraDB RDS for SQL Server instance.

® Note The IP address 0.0.0.0/0 indicates that all IP addresses are allowed to access the
RDS instance.

2. Use aclient connect to the apsaradb RDS for SQL Server database.

3. Runthe following command to query the IP address of the client:

SELECT CONNECTIONPROPERTY ('PROTOCOL TYPE') AS PROTOCOL TYPE,
CONNECTIONPROPERTY ('CLIENT NET ADDRESS') AS CLIENT NET ADDRESS

4. Delete the IP address 0.0.0.0/0 you added to the IP address whitelist in step 1, and add the
obtained real outbound IP address to the IP address whitelist.

Case 2
Solution

You can obtain all IP addresses that are connected to the RDS instance if you want to obtain the IP
addresses of all databases connected to the RDS instance or locate some security risk such as link
leakage.

Obtain the IP addresses of all connections to the database.

1. Add the IP address 0.0.0.0/0 to the whitelist of the RDS instance. For more information, see
Configure an IP address whitelist for an ApsaraDB RDS for SQL Server instance.

2. Connect to the apsaradb RDS for SQL Server database from a client.

3. Runthe following command to view all IP addresses that are connected to the RDS instance.

SELECT
SP.SPID,

SP.LOGINAME,

SP.LOGIN TIME,

SP.HOSTNAME,

SP.PROGRAM NAME,

DC.CLIENT TCP_PORT,
DC.CLIENT NET ADDRESS

FROM SYS.SYSPROCESSES AS SP

INNER JOIN SYS.DM EXEC CONNECTIONS AS DC
ON SP.SPID = DC.SESSION ID

WHERE SP.SPID > 50

AND DC.AUTH SCHEME='SQL'

4. Delete the IP address 0.0.0.0/0 or the CIDR block containing your company's IP address segment
that you added to the whitelist in 1.

View the parameter settings of a connection

Afteryou obtain all IP addresses that are connected to the RDS instance, you can run the following
command to view the parameter settings of a connection:
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SELECT * FROM SYS.DM EXEC SESSIONS WHERE SESSION ID=<previously obtained SPID>

3

.6. How do | reduce the network

latency between an ECS instance and
an ApsaraDB RDS for PostgreSQL
instance?

If your application runs on an Elastic Compute Service (ECS) instance and the network latency between
the ECS instance and the connected ApsaraDB RDS for PostgreSQL instance over an internal network is
abnormally high, you can reduce the network latency by the operations provided in this topic.

Check network latency

1.

7.

Log onto the ECS console and open the Instances page. In the top navigation bar, select the
region where the ECS instance resides. Then, find the ECS instance and click the instance ID.

. Inthe Network Information section of the Instance Details page, checkthe Primary Private IP

Address of the ECS instance.

. Inthe left-side navigation pane, click Data Security. On the Whitelist Settings tab of the page

that appears, add the Primary Private IP Address of the ECS instance to an IP address whitelist
of the RDS instance. For more information about how to configure an IP address whitelist, see
Configure an IP address whitelist for an ApsaraDB RDS for PostgreSQL instance.

. Inthe left-side navigation pane, click Database Connection. On the page that appears, checkthe

Internal Endpoint of the RDS instance.

. Connect to the ECS instance. Then, run the following command on the ECS instance to ping the

RDS instance. For more information, see Guidelines on instance connection.

ping pgm-***.pg.rds.aliyuncs.com

® Note pgm-*** .pg.rds.aliyuncs.com inthe preceding command is the Internal
Endpoint that you obtained for the RDS instance in Step 5.

Check the response time of the RDS instance. If the response time is longer than 0.2 milliseconds, a
network latency occurs between the ECS instance and the RDS instance.

Troubleshoot network latency

Check the configurations of the ECS instance and RDS instances. Then, modify the configuration of the
ECS instance or RDS instance based on the check results. For more information, see the following table.

Check item ECS instance RDS instance Troubleshooting

32
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Check item ECS instance

Onthe Instance Details

page of the ECS instance,

VPC check the VPC in the
Network Information
section.

Onthe Instance Details
page of the ECS instance,

vSwitch check the VSwitch inthe
Network Information
section.
Onthe Instance Details
Zone page, check the Zone in the

Basic Information section.

RDS instance

On the Database
Connection page of the
RDS instance, check the
Network Type.

On the Database
Connection page of the
RDS instance, check the
Network Type.

Onthe Basic Information
page of the RDS instance,
check the Zone.

Troubleshooting

If the RDS instance resides
in the classic network or
resides in a different VPC
than the ECS instance,
change the network type or
vSwitch of the ECS or RDS
instance. Make sure that
these instances reside in the
same VPC and are
connected by the same
vSwitch. For more
information, see the
following topics:

® Change the VPC of an ECS
instance.

® Change the network type
of an ApsaraDB RDS for
PostgreSQL instance and
Switch to a new vSwitch
for an ApsaraDB RDS for
PostgreSQL instance.

If the zone of the ECS
instance is different from
that of the RDS instance,
migrate the RDS instance to
the zone of the ECS
instance. For more
information, see Migrate an
ApsaraDB RDS for
PostgreSQL instance across
zones in the same region.

3.7. What do I do if | cannot connect
an ECS instance to an ApsaraDB for

RDS instance?

This topic describes what you can do if you cannot connect an ECS instance to an RDS instance in

various situations.

If you fail to connect ECS to RDS, one common reason is that the network type of the ECS instance
differs fromthat of the RDS instance. Another common reason is that the IP address whitelist for the
RDS instance does not contain the required IP addresses. The most common reasons and corresponding

solutions are as follows:

ECS and RDS belong to different network types

The ECS instance runs in a VPC while the RDS instance runs in a classic network.
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e Solution 1 (recommended): Switch the RDS instance from its classic network to the VPC where the
ECS instance resides. For detailed steps, see Switch the network type.

@ Note The RDS instance must run in the same VPC as the ECS instance after the swit ching so
that they can communicate with each other through the intranet.

e Solution 2: Purchase another ECS instance that runs in the classic network because ECS instances
cannot be switched froma VPC to the classic network. A VPC is safer than the classic network.
Therefore, we recommend that you use a VPC.

e Solution 3: Connect the ECS instance to the RDS instance through the Internet by using the public
address of the RDS instance. This solution is inferior to solutions 1 and 2 in terms of performance,
security, and stability.

The ECS instance runs in the classic network while the RDS instance runs in a VPC.

e Solution 1 (recommended): Switch the ECS instance fromthe classic network to the VPC where the
RDS instance resides.

@ Note The ECS instance must run in the same VPC as the RDS instance after the switching so
that they can communicate with each other through the intranet.

e Solution 2: Switch the RDS instance fromits VPC to the classic network. However, a VPC is safer than
the classic network. Therefore, we recommend that you use a VPC.

e Solution 3: Use the ClassicLink function. This function allows the ECS instances in the classic network
to communicate with the resources in a VPC through the intranet.

e Solution 4: Connect the ECS instance to the RDS instance through the Internet by using the public
address of the RDS instance. This solution is inferior to solutions 1, 2, and 3 in terms of performance,
security, and stability.

ECS and RDS are in different VPCs

Each VPCis a logically isolated network on Alibaba Cloud. If the ECS instance and RDS instance both run
in VPCs, they must be in the same VPC so that they can communicate with each other through the
intranet.

e Solution 1 (recommended): Switch the RDS instance to the VPC where the ECS instance is located.

Specifically, switch the RDS instance fromits VPC to the classic network and then switch fromthe
classic network to the VPC where the ECS instance resides. For detailed steps, see switch the network

type.

e Solution 2: Establish an Express Connect channel between the two VPCs. For detailed steps, see
Alibaba Cloud CEN tutorials.

e Solution 3: Connect the ECS instance to the RDS instance through the Internet. This solution is inferior
to solutions 1 and 2 in terms of performance, security, and stability.

ECS and RDS are in different regions

If the ECS instance is located in a region different fromthe RDS instance, they cannot communicate
with each other through the intranet.
e Solution 1: Release the ECS or RDS instance and purchase instances again.

e Solution 2: Set the network types of the ECS instance and RDS instance to VPCs, and establish an
Express Connect channel between the two VPCs. For detailed steps, see Switch the network type
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and Alibaba Cloud CEN tutorials.

e Solution 3: Connect the ECS instance to the RDS instance through the Internet. This solution is inferior
to solutions 1 and 2 interms of performance, security, and stability.

Incorrect IP address whitelist settings

e The whitelist contains only the default IP address 127.0.0.1, which indicates that no devices are
allowed to access the RDS instance. You need to add the IP address of the ECS instance to the
whitelist. For detailed steps, see Configure a whitelist.

e The IP address in the whitelist is 0.0.0.0. However, the correct format is 0.0.0.0/0.

@ Note 0.0.0.0/0 indicates that all devices are allowed to access the RDS instance. Please
use it with caution.

e The whitelist is set to the enhanced security mode. In this case, you need to check the following:

o If youwant the ECS instance to connect to the RDS instance through the VPC address, ensure that
the private IP address of the ECS instance is added to the VPC whitelist of the RDS instance.

o [f youwant the ECS instance to connect to the RDS instance through the classic network address,
ensure that the private IP address of the ECS instance is added to the classic network whitelist of
the RDS instance.

o [If youwant the ECS instance to connect to the RDS instance through the Internet address, ensure
that the public IP address of the ECS instance is added to the classic network whitelist of the RDS
instance. The VPC whitelist does not restrict access fromthe Internet.

e The public IP address that you add to the whitelist is not the real outbound IP address of the ECS
instance. Possible reasons are as follows:

o The public IP address is not fixed and may change.
o The IP address query tool or website may provide inaccurate IP addresses.

To find out the real IP address, see Locate the real IP address.

Domain name resolution failures

if your Domain Name Server (DNS) fails or its network interface card (NIC) configuration is changed,
domain name resolution may fail. You canrunthe ping and telnet commandsto checkwhether
you can properly connect to the RDS instance.

ping <domain name>

telnet <domain name><port number>

Example:

If the communication is abnormal, you can modify the NIC configuration file of your DNS to resolve the
problem by completing the following steps:

1. Modify the NIC configuration file.

vi /etc/sysconfig/network-scripts/<name of the NIC configuration file>
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@ Note Fillthe name of the NIC used by the ECS server in the <name of the NIC
configuration file> field. You canrunthe ifconfig command to checkthe suffix. The

default suffix is if cfg-ethO.
2. Add the following information to the end of the NIC configuration file:

DNS1=100.100.2.136
DNS2=100.100.2.138

@ Note If the DNST and DNS2 parameters are set, you need to change their settings to the
IP addresses shown above.

DEVICE=eth®
BOOTPROTO=dhcp
ONBOOT=yes

DN51=100.100.2.136
DN52=100.100.2. E'.BI

3. Runthe following command to restart your network service:

systemctl restart network

4. Runthe following command to check whether the modification is successful:

cat /etc/resolv.conf

3.8. The network types of ECS and
RDS are different, How to
communicate through the intranet?

See

3.9. ECS and RDS are located in
different VPCs, How to interweave
with each other?

See

3.10. FAQ about network types

This topic describes the FAQ about network types of ApsaraDB RDS.

What network types does RDS support?

ApsaraDB RDS supports the following two network types:
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e Virtual Private Cloud: A VPCis anisolated network environment. We recommend that you select
the VPC type because it is more secure than the classic network. You can configure route tables, CIDR
blocks, and gateways in a VPC. To smoothly migrate applications to the cloud, you can use the
leased line or VPN method to create a virtual data center that consists of your data centerand a
VPC. For more information, see What is a VPC?.

@ Note

AlLRDS instances support Virtual Private Cloud.

e classic network: Instances are not isolated through netwaorks. You can only rely on the whitelist
policy of the instances to blockillegal access.

@ Note

Only RDS instances with local disks support classic network.

What is the difference between Virtual Private Cloud and classic

network?

The following table describes the differences between VPCs and the classic network.

ltem
Layer 2 logical isolation

Custom private CIDR block

Private IP address planning

Instance communication within or

between private networks

Tunneling
Custom router
Route table

The information about the
vSwitch.

SDN
Self-managed NAT gateway

Self-managed VPN

VPC

Supported.

Supported.

Private IP addresses must be
unique within a single VPC, but
can be duplicate across VPCs.
Instances in the same VPC can
communicate with each other.
However, instances in different
VPCs are isolated from each
other.

Supported.

Supported.

Supported.

Supported.

Supported.

Supported.

Supported.

Classic Network

Not supported

Not supported

Private IP addresses must be
unique in the classic network.

Instances in the classic network
can communicate with each other
if they belong to the same region
and the same account.

Not supported

Not supported

Not supported

Not supported

Not supported
Not supported

Not supported

Does the network type support switching and what is the impact of

switching?
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classic network can be switched to Virtual Private Cloud, Virtual Private Cloud cannot be switched to
classic network. For more information about how to switch the network type and the impact of the
switch, see

Related information

3.11. What do | do if the "has more
than 'max_user_connections'" or "has
exceeded the
'max_user_connections'" error
message is displayed when | connect
to an ApsaraDB RDS for MySQL
instance?

The max_user_connections parameter specifies the maximum number of connections that are allowed
for a database on an AparaDB RDS for MySQL instance. If the "has more than 'max_user_connections'
active connections" error message, the "User 'xxx' has exceeded the 'max_user_connections' resource"
error message, or an error message related to the max_user_connections parameter is displayed when
you connect to a database on an RDS instance, you can use the solutions that are described in this
topic to fix this issue.

Problem description

You cannot connect to a database on an RDS instance by using Data Management Service (DMS) or a
database client, and an error message related to the max_user_connections parameter is displayed.
Cause

The number of connections to the database on the RDS instance reaches the upper limit.

Solution

1. View the details about the established sessions of the RDS instance.

i. Accessthe page of the ApsaraDB RDS console. In the top navigation bar, select the
region where the RDS instance resides. Then, find the RDS instance and click the instance ID.

ii. Inthe left-side navigation pane, choose Autonomy Service > Diagnostics.

ii. Onthe page that appears, clickthe Session Management tab. On the Session
Management tab, view the details about the established sessions of the RDS instance. For
more information, see

2. View the configuration of the max_user_connections parameter of the database on the RDS
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instance.

Log onto the database that you want to check and execute the following statement to view the
configuration of the max_user_connections parameter:

show variables like 'max user connections';
@ Note You cannot modify the configuration of the max_user_connections parameter.

3. Restart the RDS instance to release connections. For more information, see Restart an ApsarabDB RDS
for MySQL instance.

3.12. ECS and RDS are located in
different regions, How can they
communicate through the intranet?

See What do I do if I cannot connect an ECS instance to an ApsaraDB for RDS instance?
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4.Migration and
Synchronization

4.1. What are the limits for data
subscription with DTS?

The data subscription feature can help you obtain the incremental data fromthe source database in
real time and perform data analysis, message forwarding, and local disaster recovery. The limits for
data subscription on ApsaraDB RDS for MySQL are as follows:

e binlog_row _image must be in FULL format.

e If you use an earlier subscription method, you must select a database version of 5.5, 5.6, or 5.7.
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5.Backup and Restoration

5.1. Differences between data
migration, synchronization, and
recovery

This topic describes the differences between the following concepts for data replication: data
migration, synchronization, and recovery.

Data Migration, synchronization, and recovery have the following differences:
e Differences between data migration and data restoration

Although data migration and restoration both can be used to replicate data to a new RDS instance,
they differin the following aspects:

o The data migration feature enables you to use Alibaba Cloud Data transmission service (DTS) to
migrate data from an on-premises database, a user-created database on an ECS instance, or a
database on a third-party cloud platformto Alibaba Cloud. This feature also enables you to
migrate data from Alibaba Cloud to a user-created database.

o The data restoration solution enables you to restore an RDS instance from a data backup file, or
restore an RDS instance to a specific point in time by using a data backup file and a binary log file.

You can use the data migration and restoration solutions togetherto meet your business needs. For
example, you can restore an RDS instance to a new instance and then use DTS to migrate the data
backto the original RDS instance. T his way, you do not need to update the endpoints on your
application.

@ Note The data restoration solution provided in the ApsaraDB for RDS console meets most
business needs for data restoration and some business needs for data migration. However, it
does not support incremental data migration.

e Comparison between data migration and synchronization

o The data migration solution is used to migrate data to Alibaba Cloud. If you select the incremental
data migration option when you create a migration task, the data updated in the original RDS
instance is synchronized to the new RDS instance. However, this solution is different fromthe data
synchronization solution, which supports more functions such as online updates of synchronized
objects and two-way data synchronization. You can release a data migration task immediately
afterit is complete.

o The data synchronization solution is used to synchronize data between two data sources in real
time. It is suitable for various scenarios such as active geo-redundancy, disaster recovery, cross-
border data synchronization, query load balancing, cloud Bl systems, and real-time data
warehousing. After you create a data synchronization task, it keeps synchronizing data between
the specified data sources to ensure data consistency.
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5.2. How to restore data from a single
apsaradb RDS for MySQL database

For more information about how to restore a single RDS for MySQL database, see Restore individual
databases and tables of an ApsaraDB RDS for MySQL instance.

5.3. What do | do if the size of backup
files on my RDS instance exceeds free
quota for backup storage?

If the size of backup files on your RDS instance exceeds free quota for backup storage, you can
increase the storage capacity of your RDS instance or reduce the backup storage of backup files.

Backup files occupy backup storage. Each RDS instance is allocated a free quota for backup storage. If
the total size of backup files on your RDS instance exceeds the free quota, you are charged forthe
excess backup storage that you use.

Billing

For more information about the backup storage pricing for an RDS instance that runs a different
database engine, see the following topics:

e Backup storage pricing for an ApsaraDB RDS for MySQL instance

e Backup storage pricing for an ApsaraDB RDS for SQL Server instance

e Backup storage pricing for an ApsaraDB RDS for PostgreSQL instance

Solutions
Use the following solutions to resolve the problem:

e Increase the storage capacity of your RDS instance: The free quota is 50% of the storage capacity
that you purchased for your RDS instance. Therefore, you can increase the storage capacity to
increase the free quota. This is the recommended solution. For more information about how to
increase the storage capacity of an RDS instance that runs a different database engine, see the
following topics:

o Change the specifications of an ApsaraDB RDS for MySQL instance

o Change the specifications of an ApsaraDB RDS for SQL Server instance
o Change the specifications of an ApsaraDB RDS for PostgreSQL instance
o Change the specifications of an ApsaraDB RDS for MariaDB TX instance

e Shortenthe backup retention period: You can set the data backup retention period and the log
backup retention period to seven days. ApsaraDB RDS deletes the backup files that are stored for
more than seven days to reduce backup storage. For more information, see the following topics:

o Enable the automatic backup feature for an ApsaraDB RDS for MySQL instance
o Back up an ApsaraDB RDS for SQL Server instance
o Back up an ApsaraDB RDS for PostgreSQL instance

o Automatically back up the data of an RDS MariaDB instance
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@ Note The log backup retention period must be shorterthan or equal to the data backup
retention period.

e Reduce the data backup frequency: You can reduce the data backup frequency to two times to
three times a week. For data security purposes, you can reduce the backup frequency to at least
twice a week. For more information, see the following topics:

o Enable the automatic backup feature for an ApsaraDB RDS for MySQL instance
o Backup an ApsaraDB RDS for SQL Server instance
o Back up an ApsaraDB RDS for PostgreSQL instance

@ Note By default, the data of an ApsaraDB RDS for MariaDB TX instance is backed up on a
daily basis. This backup frequency cannot be modified.

e Disable the log backup feature: If you do not need the log backup feature for your workloads, you
can disable this feature. For more information, see the following topics:

warning If you disable this feature, all log backup files are deleted and you cannot restore
the data of your RDS instance to a specified point in time. Proceed with caution.

Enable the automatic backup feature for an ApsaraDB RDS for MySQL instance

o

o

Back up an ApsaraDB RDS for SQL Server instance

[e]

Back up an ApsaraDB RDS for PostgreSQL instance

[e]

Automatically back up the data of an RDS MariaDB instance

FAQ
Can lupload binary log files to Object Storage Service (0SS) to reduce the backup storage?

After binary log files are uploaded to 0SS, they are referred to as log backup files. The log backup files
occupy the backup storage. Therefore, you cannot reduce your backup storage by uploading binary log
files to OSS.

5.4. Use DMS to export data to a CSV
file

This topic describes how to use DMS to export datato a CSV file.

Check source data
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In DMS, check that the data is displayed normally.
SQLConsole

Execute(F3) Format(F10) Execute Plan({F3) Common SQL SQL Diagnostics Settings  Task Orchestration Data Vi

1 SELECT * FROM st;

£

Execution History Execution ... x
Export File » Row Details Enable editing Deployment cycle :as<w Data Visualization .
No = id Y| name = age Y column_name
1 2 gert 33 This page cannot be displayed
2 1 gert 23 Chinese export test

View the character set of a table

Execute the following statement to create atable:

show create table <table name>;

mysql>show create table st

CREATE TABLE °
"id® int(11) DEFAULT NULL,
‘name” varchar(10) COLLATE utf@mb4 unicede_ci DEFAULT NULL,
“age” int(11) DEFAULT NULL,
‘column_name® varchar(191) COLLATE utf8mb4 unicede_ci DEFAULT NULL
) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4 COLLATE=utf8mb4 unicode ci |

Create an export task

1. InDMS, choose Database Development > Data Export > Database Export.
2. Choose Database Export.
3. Select the table to be exported, set File Type and Character Set, and click Submit.
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q.:} DMS Home

DataAssets ~ SQL Console | Database Development | DTS

Security and Specifications.

Soluion  O8M

= shortcuts  Permission

SQL Console

Datalmport  Normal DataModify  Lockless change  Task Orchestration(Oic)

Tickets / Ticket Application

< SchemaChange

Data Export Ticket Appiication

Schema Design

Instance

Security Rules  Operation Audit

Schema Synchroniz. @ Apply
Shadow Table Sync.
Data Export Type in Application:  SQL Result Set Export [RCIEIEEy =e
Empty Database Inii
Table Consistency R .
* Database Name Please enter database name search v Tables & Filters (Currently selected 0 item)
€ Data Change v
Please enter keyword search Q
G Data Bxport A~ “Exporiedtable: (@ Parial Tables () Al Tables
I Table Name Fitter Condition
Export content @ Data () Stucture () Data & Structure
& SOL Review v File Format @ saL csv EXCEL
@ Environment Constr. .~
Exported Stucture  Procedure  Function  Trigger  View | Event
@ Data Tracking Ticket
Type
Do R&D Space v
More Options ” Big datatype export options
> SQL script other options

5.5. RDS MySQL mysqgldump options

GTID feature

The GTID feature was introduced in ApsaraDB RDS for MySQL 5.6 to add the set-gtid-purged optionto
the mysqldump utility bundled with MySQL 5.6.

Option

set-gtid-purged

@ Note

The
default
value of
the
field.

Optional value

AUTO ON|OFF|AUT O

Purpose

Specifies whether to include a SET
@@GLOBAL.GTID_PURGED statement in the
mysqldump output.

e ON: A SET @@GLOBAL.GTID_PURGED statement is included in the mysqldump out put.
e OFF: A SET @@GLOBAL.GTID_PURGED statement is not included in the mysqldump output.

e AUTO: the default value. For an instance with GTID enabled, a SET @@GLOBAL.GTID_PURGED
statement is included in the mysgldump out put. For an instance that is not started or does
not support GTID, no GTID information is generated.

If you use MySQL 5.6 or later versions of mysqgldump to export data to instances of RDS MySQL 5.5
versions, you must set set-gtid-purged to OFF. Otherwise, the following error occurs:

Error:

or

Server has GTIDs disabled.

mysgldump: Couldn't execute 'SELECT @@GTID MODE': Unknown system variable 'GTID MODE' <

1193>
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Avoid table-level lock wait

In mysgldump, the lock-tables option is enabled by default to lock all tables before dumping them and
prevent DML operations on these tables.

The InnoDB and T okuDB engines supported by apsaradb RDS for MySQL instances support transactions.
We recommend that you use the single-transaction option to dump tables, rather than setting the
lock-all-tables or lock-tables option.

The
default
Option value of Optional value Purpose
the
field.
Specifies whether to lock all tables across all
databases. This is achieved by acquiring a
global read lock for the duration of the whole
dump. All tables in all databases are read-
lock-all-tables FALSE TRUE|FALSE . . .
only during the dump. This option
automatically disables the lock-tables and
single-transaction options. ApsaraDB for RDS
does not support this option.
Specifies whether to lock tables before
lock-tables TRUE TRUEJFALSE dumping them. By default, this option is

enabled. You can specify the skip-lock-tables
option to disable this option.

Specifies whether to start a transaction

single-transaction FALSE TRUE|FALSE before dumping data. This option
automatically disables the lock-tables option.

Set the character set for data to be dumped

If no character set is specified, mysqldump uses the UTF-8 character set to dump data.

The
default
Option value of Optional value Purpose
the
field.
Character sets
default-character- supported by
TF he ch forth .
cet UTF8 ApsaraDB RDS for Sets the character set for the export

MySQL instances

Additional options to be noted when data is dumped
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Option

no-defaults

defaults-
file=file_name

add-drop-database

add-drop-table

add-locks

compatible=name

compact

databases

disable-keys

events

The
default
value of
the
field.

N/A

N/A

FALSE

TRUE

TRUE

NA

FALSE

TRUE

TRUE

FALSE

Optional value

NA

NA

TRUE|FALSE

TRUE|FALSE

TRUE|FALSE

ansilpostgresqglloracl
elmssql

TRUE|FALSE

TRUE|FALSE

TRUE|FALSE

TRUE|FALSE

Purpose

Reads the .mylogin.cnf option file only.

Reads a specified option file.

Specifies whether to add a DROP DAT ABASE
statement before each CREATE DATABASE
statement.

Specifies whether to add a DROP TABLE
statement before each CREATE TABLE
statement. By default, this option is enabled.
You can use the skip-add-drop-table option
to disable this option.

Specifies whether to surround each table-
related statement with the LOCK TABLES
tab_name WRITE and UNLOCK TABLES
statements. This results in faster inserts when
the dump file is reloaded.

Enhances compatibility with a specified
database type.

Specifies whether to enable the skip-add-
drop-table, skip-add-locks, skip-comments,
skip-disable-keys, and skip-set-charset
options.

Specifies whether to dump multiple
databases. By default, mysqldump treats the
first name argument on the command line as
a database name and following names as
table names. When this option is specified,
mysqgldump interprets all name arguments as
database names and includes the CREATE
DATABASE and USE DATABASE statements in
the output before each new database.

Specifies whether to surround INSERT
statements with /! 40000 ALTER TABLE
tab _name DISABLE KEYS / and /!
40000 ALTER TABLE tab name ENABLE KEYS
/ statements to speed up dump file
loading. This option is effective only for non-
unique indexes of MyISAM tables.

Specifies whether to dump scheduled events
from dumped databases.
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Option

extended-insert

hex-blob

ignore-table=db.tab

max-allowed-packet

no-create-db

no-create-info

no-data

opt

dump-date

routines

The

default

value of Optional value
the

field.

TRUE TRUE|FALSE

FALSE TRUE|FALSE

TRUE TRUE|FALSE

24MB 24MB-1GB

FALSE TRUE|FALSE

FALSE TRUE|FALSE

FALSE TRUE|FALSE

TRUE TRUE|FALSE

TRUE TRUE|FALSE

FALSE TRUE|FALSE

Purpose

Specifies whether to combine single-row
INSERT statements into a single statement
that inserts multiple table rows.

Specifies whether to export BINARY,
VARBINARY, and BLOB types of data in
hexadecimal notation. We recommend that
you add this option when migrating data
between different database versions.

Specifies whether to ignore a table or view.
Format: database name.table name (db.tab).
You can use this option multiple times to
ignore multiple tables.

Specifies the maximum size of the buffer for
communication between mysqldump and an
ApsaraDB RDS for MySQL instance. The default
value is 24MB. The maximum value is 1GB.

Specifies whether to exclude CREATE
DATABASE statements from the output.

Specifies whether to exclude CREATE TABLE
statements from the output.

Specifies whether to export an ApsaraDB RDS
for MySQL database to a dump file without
data.

Specifies whether to enable the add-drop-
table, add-locks, create-options, disable-
keys, extended-insert, lock-tables, quick, and
set-charset options. You can specify the skip-
opt option to disable the opt option enabled
by default.

Specifies whether to add a dump date to the
end of the output if the comments option is
specified. By default, the comments option is
enabled.

Specifies whether to dump stored procedures
and functions from dumped databases. By
default, stored procedures and functions are
not dumped.

48
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The
default
Option value of Optional value Purpose
the
field.
) Specifies whether to direct output to a
result-file TRUE TRUE|FALSE . .
specified file.
Specifies whether to add SET NAMES
set-charset TRUE TRUE|FALSE peciiies w
default_character_set to the output.
if i heth i i f h
triggers TRUE TRUE[FALSE Specifies whether to include triggers for eac

dumped table in the output.

Options not supported for apsaradb RDS for MySQL

The
default
Option value of Optional value Purpose
the
field.
Character sets
all-databases FALSE supported by .Speuf.les whether to dump all databases,
ApsarabDB RDS for including the mysgl database.

MySQL instances

Specifies whether to execute the flush
flush-logs FALSE TRUE|FALSE logs; statement in an ApsaraDB RDS for
MySQL instance before starting the dump.

Specifies whetherto add a flush
flush-privileges FALSE TRUE|FALSE privileges; statement to the dump
output after dumping the mysql database.

Specifies whether to lock all tables across all
databases. This is achieved by acquiring a
global read lock for the duration of the whole

lock-all-tables FALSE TRUE|FALSE dump. All tables in all databases are read-
only during the dump. This option
automatically disables the lock-tables and
single-transaction options.

A tbl_name.sqgl file (including the table
creation statement) and tbl_name.txt text
format data files separated with tab are
generated in a specified directory.

tab=dir_name N/A NA

Unsupported options and reasons

e all-databases:RDS MySQL common user cannot export all database tables because they do not have
permissions on some of the tables in the mysgl database.
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Error message

mysgldump: Couldn't execute 'show create table slow log': SHOW command denied to user 'xx

x'@'xx.xx.xx.xx' for table 'slow log' (1142)

e The flush-logs: RDS MySQL common user does not have the reload permission and therefore cannot
be executed. flush logs; command.

Error message

mysgldump: Couldn't execute 'FLUSH TABLES': Access denied; you need (at least one of) the
RELOAD privilege(s) for this operation (1227)

e flush-privileges: This option is not required because apsaradb RDS for MySQL does not allow you to
export the mysql database.

e lock-all-tables:RDS MySQL common user does not have the reload permission and therefore cannot
be used.

Error message

mysgldump: Couldn't execute 'FLUSH TABLES': Access denied; you need (at least one of) the
RELOAD privilege(s) for this operation (1227)

e tab=dir_name: This option is not supported because mysqldump and apsaradb RDS for MySQL
instances are on the same physical machine. However, this option can be used together with the no-
data optionto obtain CREATE TABLE statements that create tables.

# This option can be used with the no-data option to obtain the tab name.sgl file that co
ntains the CREATE TABLE statement for each table in the test database.

mysgldump -no-defaults -uuser name -ppass word -hxxx.mysqgl.rds.aliyuncs.com -P3306 -set-
gtid-purged=off -single-transaction -tab=/tmp -no-data test

# The following error message appears if you use the no-data option to dump data:
mysgldump -no-defaults -uuser name -ppass word -hxxx.mysql.rds.aliyuncs.com -P3306 -set-
gtid-purged=off -single-transaction -tab=/tmp test

mysgldump: Got error: 1045: Access denied for user ‘xxx’@’%’ (using password: YES) when e
xecuting ‘SELECT INTO OUTFILE’

5.6. How do | restore a downloaded
RDS backup to a new RDS instance?

This topic describes how to restore data from a MySQL or SQL Server backup file to a new RDS instance.

sScenarios

This topic describes how to restore data to an apsaradb for RDS instance by using a backup client. You
canrestore datato a new RDS instance by using the backup client.
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@ Note

e Apsaradb RDS for PostgreSQL does not support restoring data by using physical backup files
to an apsaradb RDS instance. You need to use a client to perform logical backup before
releasing the instance. You need to use the pg_dump function to restore data to a new RDS
instance when restoring data. For more information, see Manually migrate data from a user-
created PostgreSQL database hosted on ECS to an ApsaraDB RDS for PostgreSQL database.

e Currently, RDS for MariaDB does not allow you to download backup files.

Restore data in an apsaradb RDS for MySQL instance
You can recover data to the new RDS instance by following these steps:

1. Restore the backup data of an apsaradb for RDS instance to an on-premises database. For more
information, see Restore the data of an ApsaraDB RDS for MySQL instance from a physical backup
file to a self-managed MySQL database or Restore the data of an ApsaraDB RDS for MySQL
instance from a logical backup file to a self-managed MySQL instance.

2. Use data transmission service (DTS) to migrate the local database to the new RDS instance. For
more information, see Migrate data from a self-managed MySQL database to an ApsaraDB RDS for
MySQL instance.

SQL Server Recovery method

You can restore data to a new RDS instance by migrating data fromthe 0SS instance to the cloud. For
more information, see Migrate the full backup data of a self-managed SQL Server database to an ApsaraDB RDS
instance that runs SQL Server 2012, 2016, 2017, or 20190r Migrate the full backup data of a self-managed SQL
Server database to an ApsaraDB RDS instance that runs SQL Server 2008 R2.

5.7. Back up a single database RDS
SQL Server or MySQL instance

e See Back up an ApsaraDB RDS for SQL Server instance the manual backup content of.

e See Enable the automatic backup feature for an ApsaraDB RDS for MySQL instance the manual
backup content of.

5.8. Use wget to download backup
files in Linux

For more information, see the following topics:

e ApsaraDB RDS MySQL downloads data backup files and binary log files

e ApsaraDB RDS SQL Server download data backup files and binary log files.
e ApsaraDB RDS PostgreSQL downloads data backup files and binary log files
e ApsaraDB RDS MariaDB TX downloads binary log files
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5.9. How can | restore data of a RDS
SQL Server database?

See Restore the data to an existing instance.

5.10. Which factors affect the time
that is required to change the
specifications of my ApsaraDB RDS
for MySQL instance?

When you change the specifications of your ApsaraDB RDS for MySQL instance, you can estimate the
time required based onthe factors that are described in this topic. The specifications include the RDS
edition, instance type, and storage capacity.

) Notice Thetime required varies based on several factors. We recommend that you change
the specifications when only a small amount of data is written to your RDS instance. Alternatively,
we recommend that you stop writing data to your RDS instance before you change the
specifications.

If your RDS instance uses local solid-state drives (SSDs), a specification change may trigger a data
migration fromyour original RDS instance to a new RDS instance. In this case, the specification change
requires a long period of time. The following table describes the crucial factors that affect the time
required.

@ Note During the data migration process, ApsaraDB RDS backs up the data of your original
RDS instance and restores the data to the new RDS instance.

Cross-

instance
Storage d‘?ta _ Factor Description
type migratio

n

required

The size of full data affects the time required for the data

The size of full
'z . migration. The time required for the data migration is also

dat
atd affected by the backup speed and the network bandwidth.
If the size of redo logs is large, more data needs to be
The size of backed up than indicated by the estimated amount. In this
redo logs case, a long period of time is required to restore the data to

the new RDS instance.
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Cross-
instance
Storage de.cta . Factor Description
type migratio
n
required
When ApsaraDB RDS backs up the data of your original RDS
Locks instance during the data migration process, the related
objects are locked. This affects the backup speed.
The number of
Yes tables )
Local . After the full data is migrated to the new RDS instance,
>5Ds The size of ApsaraDB RDS also needs to migrate the incremental data
incremental . ; . . .
data that is generated during the data migration process. This
affects the time required for the specification change.
The speed to write incremental data is affected by several
The speed to factors. The factors include the speed to replay the logged
write SQL statements, whether the logged SQL statements are
incremental executed on individual tables, and whether data definition
data languages (DDL) statements are executed on your original RDS
instance.
Before the incremental data is written to the new RDS
instance, you must establish a synchronization link between
the new RDS instance and your original RDS instance. ApsaraDB
RDS switches your workloads over from your original RDS
Data instance to the new RDS instance only after the data
synchronization synchronization is complete. The time required for the
latency specification change is affected by the data synchronization
latency. The latency is further affected by several factors. The
factors include the write loads on your original RDS instance,
whether DDL statements are executed on your original RDS
instance, and whether joint queries are run on multiple tables.
If your RDS instance uses local SSDs and no cross-instance
No ) data migration is required, the specification change requires a
short period of time. In this case, you do not need to consider
the previous factors.
standard If your RDS instance uses standard or enhanced SSDs, you do
or not need to migrate the data of your original RDS instance to
enhance No - a new RDS instance. The specification change requires a short
d SSDs period of time. In this case, you do not need to consider the

previous factors.

5.11. Use the log backup feature
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Afteryou enable the log backup feature foryour RDS instance, the binary log files of your RDS instance
are uploaded to backup storage in real time. The binary log files in the backup storage are called log
backup files. You can use log backup files to restore data to a specific point in time within the backup
retention period that you specified. This topic describes how to manage and view the log backup files
of an ApsaraDB RDS for MySQL instance.

Billing

The log backup feature is provided free of charge, and a free quota on backup storage is provided. If
the total size of the data backup files and log backup files of your RDS instance exceeds the free
quota, you are charged for the excess backup storage. For more information, see Backup storage pricing
of an ApsaraDB RDS for MySQL instance.

Enable or disable the log backup feature
1.
2. Inthe left-side navigation pane, clickBackup and Restoration.

3. Clickthe Backup Settings tab. Inthe Local Log Backup Settings section of the tab that appears,
click Edit.

4. Tumonorturn off Log Backup to enable or disable the log backup feature.

@ Note

o AfteryouturnonlLog Backup, you can specify a log backup retention period. Log
backup files can be retained for 7 to 730 days.

o The retention period for log backup files cannot be longer than the retention period for
data backup files.

o If your RDS instance runs MySQL 5.7 on RDS Basic Edition, the retention period for log
backup files is fixed as seven days.

View log backup files
1.
2. Inthe left-side navigation pane, clickBackup and Restoration.
3. Clickthe Log Backup tab.

If your RDS instance runs RDS High-availability Edition or RDS Enterprise Edition, log backup files are
generated by your primary RDS instance and its secondary RDS instances. You can check the

instance ID of each log backup file to identify the log backup files that are generated by your
primary RDS instance and the log backup files that are generated by the secondary RDS instances.

View the total size of log backup files
1.

2. Onthe Basic Information page of the RDS instance, view the total size of log backup files in the
Usage Statistics section.
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@ Note

o Log backup files are stored in the backup storage and do not consume the storage
capacity of your RDS instance. The backup storage is inaccessible.

o Afteryou update the minor engine version of your RDS instance, the value of the
Backup Size parameter on the Basic Information page in the ApsaraDB RDS console
may be displayed as 0. After the next scheduled backup is complete, this error s
automatically fixed.

Delete log backup files

For more information, see Delete the backup files or reduce the backup frequency of an ApsaraDB RDS for
MySQL instance

Download log backup files

For more information, see Download the backup files of an ApsaraDB RDS for MySQL instance

Restore data to a specific point in time

For more information, see Restore the data of an ApsaraDB RDS for MySQL instance and Restore individual
databases and tables of an ApsaraDB RDS for MySQL instance.

FAQ

Category Description

Can luse log backup files to restore data?

After the log backup feature is enabled, you can restore data to a specific point in

Data restoration time within the backup retention period that you specified. The point in time can
be accurate to seconds. For more information, see Restore the data of an
ApsaraDB RDS for MySQL instance or Restore individual databases and tables of an
ApsaraDB RDS for MySQL instance.

Am | charged for the log backup feature?

Backup fee No, you are not charged for enabling the log backup feature. A free quota on
backup storage is provided. For more information, see Billing.
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Category Description

® No log backup files are displayed on the Log Backup tab of my RDS instance.
Why?

This issue occurs due to one of the following reasons:

o The log backup feature is disabled for your RDS instance. For more
information about how to enable the log backup feature, see Enable or
disable the log backup feature.

o Your RDS instance is newly created, or the log backup feature is recently
enabled for your RDS instance. In this case, log backup files have not been
uploaded to the backup storage, and no log backup files are displayed on
the Log Backup tab.

Backup file check e The most recent log backup file is not displayed on the Log Backup tab. Why?

Only the log backup files to which no new data is written are displayed on the
Log Backup tab. Log backup files to which data is being written are not
uploaded to the backup storage.

e |f | set the log backup retention period to seven days, can | obtain log backup
files that are generated seven days before the current date?

No, you cannot obtain log backup files that are generated seven days before
the current date in this case. ApsaraDB RDS automatically deletes the log
backup files that are stored for a longer period of time than the specified log
backup retention period. We recommend that you specify a log backup
retention period based on your business requirements.

e How do I delete log backup files after I disable the log backup feature?

You do not need to delete log backup files. ApsaraDB RDS automatically deletes
log backup files immediately after you disable the log backup feature.

e Why am I still able to query log backup files by executing the SHOW BINARY LO
GS; statement after | disable the log backup feature?

The files that you query by executing this statement are binary log files rather
than log backup files. For more information about how to delete binary log

Disabling of the files, see Delete the binary log files of an ApsaraDB RDS for MySQL instance.
feature and reduction
of log backups ® No storage is released after | disable the log backup feature. Why?

Log backup files do not consume the storage capacity of your RDS instance.
Binary log files consume the storage capacity of your RDS instance.

e Why does the size of log backup files suddenly increase?

If you frequently add data, modify data, or delete data on your RDS instance,
the size of log backup files increases. For more information about how to
delete log backup files, see Delete the backup files or reduce the backup
frequency of an ApsaraDB RDS for MySQL instance.

Related operations
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Operation Description
DescribeBackupPolicy Queries the backup settings of an ApsaraDB RDS instance.
ModifyBackupPolicy Modifies the backup settings of an ApsaraDB RDS instance.
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6.Read-only Instances and
Read/Write Splitting

6.1. Apsaradb RDS for MySQL
implements read /write splitting

For more information about the provisioning process, see

6.2. How do | ensure the timeliness of
reading data on an ApsaraDB RDS for
MySQL instance when the read/write

splitting feature is enabled?

ApsaraDB RDS ensures real-time transmission of binary logs between primary and read-only RDS
instances. In normal cases, no latency occurs when you read data from a read-only RDS instance. For
more information about read-only RDS instances, see

. However, the MySQL database engine has a limit in replication. If the binary logs require a long
time to apply, latency occurs in data synchronization. This limit cannot be removed. To minimize the
synchronization latency when you apply the binary logs, we recommend that you use a read-only RDS
instance whose specifications are higher than or equal to those of the primary RDS instance.

ApsaraDB RDS allows you to set a . If the latency on a read-only RDS instance exceeds
the threshold, ApsaraDB RDS no longer forwards requests to the read-only RDS instance. If the latency
on all read-only RDS instances exceeds the threshold, ApsaraDB RDS directly routes all requests to the
primary RDS instance. This applies regardless of whether a non-zero read weight is configured for the
primary RDS instance.

If you want to perform real-time data queries by using SQL statements after is
enabled, you can use hints to forcibly forward these statements to the primary RDS instance. Write the
hintsinthe /*rorce MasTER*/ format. Example:

/*FORCE_MASTER*/ SELECT * FROM table name;

6.3. Does ApsaraDB for RDS support
read-only instances and read/write
splitting?

Read-only instance
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You can add read-only instances to your primary instance to process more read requests. For more
information, see the following topics:

e Overview of read-only ApsaraDB RDS for MySQL instances

e Overview of read-only ApsaraDB RDS for SQL Server instances

e Overview of read-only ApsaraDB RDS for PostgreSQL instances

Read/write splitting

Read/write splitting is available to ApsaraDB for RDS instances that run MySQL, PostgreSQL and SQL
Server. After you add read-only instances to your primary instance, you only need to enable read/write
splitting. A read/write splitting endpoint is automatically generated to centrally receive and distribute
query requests. For more information, see the following topics:

e Introduction to read/write splitting with ApsaraDB RDS for MySQL
e Introductionto read/write splitting with ApsaraDB RDS for SQL Server
e Introduction to read/write splitting with ApsaraDB RDS for PostgreSQL

@ Note ApsaraDB for RDS uses a primary/secondary architecture. In this architecture, the
secondary instance does not process read or write requests but only serves as a backup to ensure

high availability.
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7.Performance
7.1. FAQ about storage capacity

This topic provides answers to some frequently asked questions about the storage capacity of
ApsaraDB RDS instances.

Can | expand the storage capacity of my RDS instance without data
migration? What is the impact of an expansion?

If the host on which your RDS instance is deployed can provide sufficient storage, a data migration is
not required. If the host cannot provide sufficient storage, ApsaraDB RDS creates an RDS instance with
the required storage capacity on an eligible host that can provide sufficient storage and migrates the
data of your RDS instance to the new RDS instance.

For more information about how to expand the storage capacity of an RDS instance and whether
transient connections occur during the expansion, see the following topics:

Change the specifications of an ApsaraDB RDS for MySQL instance

Change the specifications of an ApsaraDB RDS for PostgreSQL instance

Change the specifications of an ApsaraDB RDS for SQL Server instance

Change the specifications of an ApsaraDB RDS for MariaDB T X instance

What are the billing rules for storage capacity expansions?

Afteryou expand the storage capacity of your RDS instance, the fees that are charged to you change.
For more information, see Billing details about configuration change.

How do | troubleshoot an abrupt increase in storage usage?

1. Log onto the ApsaraDB RDS console and go to the Instances page. In the top navigation bar,
select the region where your RDS instance resides. Then, find your RDS instance and clickthe
instance ID.

2. Inthe left-side navigation pane of the page that appears, click Monitoring and Alerts. Onthe
page that appears, view the data types and trends of the occupied storage.

Disk Space (MB)
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How do | release the occupied storage by deleting files?

For more information, see the following topics:

e Solutionto the exhaustion of disk space on an ApsaraDB RDS for MySQL instance due to a large
number of data files

e Solutionto the exhaustion of disk space on an ApsaraDB RDS for MySQL instance due to a large
number of systemfiles

e Solutionto the exhaustion of disk space on an ApsaraDB RDS for MySQL instance due to a large
number of temporary files

e Solutionto the exhaustion of disk space on an ApsaraDB RDS for MySQL instance due to a large
number of systemfiles

7.2. How do | scale an ApsaraDB RDS
instance?

You can use one of the following methods to scale an ApsaraDB RDS instance:

Change the specifications of the RDS instance. For more information, see the following
topics:

e Change the specifications of an ApsarabDB RDS for MySQL instance

e Change the specifications of an ApsaraDB RDS for PostgreSQL instance

e Change the specifications of an ApsaraDB RDS for SQL Server instance

e Change the specifications of an ApsaraDB RDS for MariaDB T X instance

Configure the RDS instance to automatically scale. For more information, see the following
topics:

e Enable the automatic scale-up feature for an ApsaraDB RDS for MySQL instance

e Configure automatic storage expansion for an ApsaraDB RDS for MySQL instance

7.3. What is availability detection?

Alibaba Cloud uses one of the following two methods to check the availability (health status) of your
ApsaraDB RDS instance: short-lived connection and persistent connection. By default, long-lived
connections are used.

e [f your application frequently establishes and closes connections to your RDS instance, we
recommend that you use short-lived connection forthe availability test.

e [f your application uses a data connection pool, we recommend that you use persistent
connection forthe availability test.

@ Note When you change the detection method, the workloads on your RDS instance continue
to run as normal.

7.4. Create and view RDS MySQL
stored procedure
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Create a procedure

You can use a DMS or MySQL client to log onto apsaradb for RDS and create a stored procedure. The
sample code is as follows:

DROP PROCEDURE IF EXISTS TEST PROC

DELIMITER //

CREATE PROCEDURE TEST PROC (IN ID int,OUT NAME VARCHAR (50))
BEGIN

IF(ID = 1) THEN SET NAME = 'testl';

END IF;

IF(ID = 2) THEN SET NAME = 'test2';

END IF;

SELECT version () ;

END //;

View the stored procedure
In RDS for MySQL, there are two methods to view stored procedure in a database:
e Query by systemtable

Log onto the database and run the following command:

select * from mysqgl.proc where db='' and type='procedure' order by name

e Query by show status

Log onto the database and run the following command:

show procedure status

show create procedure \G

7.5. Why is the query speed of SQL
statement faster on ECS than on RDS

With the same simple SQL statement, the query time on ECS may be faster than RDS, because it does
not require network transmission time.

However, this test does not reflect the overall performance of RDS. When the pressure and concurrency
of RDS is large, its performance advantages will be very obvious. Please refer to the performance White
Papers of each product for details.

7.6. Limits of ApsaraDB RDS for
MySQL

See

7.7. Query Cache
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Benefits and target scenarios
Features:

e Reduce CPU usage.
e Reduce IOPS utilization (in some cases).

e Reduces the response time of queries and increases system /0 throughput.
This topic is applicable in the following scenarios:

e Table datais not frequently updated, oris static.
e The same SELECT statement is frequently used.

e The query result is less than 1 MB.

@ Note Thisfeature does not always improve query performance. Under some specific
circumstances, enabling this feature may even decrease query performance. For example, when you
query large amounts of data without frequently using the same SELECT statement, enabling this
feature may decrease the query performance.

Description

RDS for MySQL uses a Hash function to calculate queries (Select statements) sent from clients and
obtain the corresponding Hash values. It then uses the Hash values to match queries in query cache.

If a hash value matches a query stored in the cache, the result is directly returned to the client. RDS for
MySQL will not translate or execute the query.

If the Hash value does not match any queries stored in the cache, the Hash value and the corresponding
result will be stored inthe cache for future use.

If atable changes, all cached queries that reference the table become invalid and the query results are
deleted.

Limit
e Queries must be exactly the same to be considered identical. Queries that use different databases,

different protocol versions, or different default character sets are considered different queries and
are cached separately.

e A query is not cached if it is a subquery of an outer query.

e A query is not cached if it is executed within the body of a stored function, a stored procedure, a
trigger, or an event.

e A query is not cached if it uses any of the following functions: now(), curdate(), last_insert_id(), and
rand().

e A query is not cached if it references tables in the mysql, information_schema, and
performance_schema databases.

e A queryis not cached if it references temporary tables.
e A query is not cached if it triggers warnings.

e Do not cache Select... lockin share mode, Select&hellip; forupdate, Select * from&hellip; where
autoincrement_col is NULL type of query.

e A query is not cached if it references a user-defined variable.
e A query is not cached if it uses Hint - SQL_NO_CACHE.
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Set

e Set variables
Console parameters the settings are as follows:

o query_cache_limit (byte): indicates the maximum size of a single query result that can be stored in
the query cache. The default value is 1 MB. Result sets exceeding the size are not cached.

o query_cache_size (byte): the size of the query cache. The default value is 3 MB.

o query_cache_type: Specifies whetherto enable query cache.
A value of 0 disables the query function.
A value of 1 enables query cache, but does not cache queries starting with Select SQL_ NO_CACHE.
A value of 2 enables query cache, but only queries starting with Select SQL_CACHE are cached.

[1-1048576]

[512-184467440737095.

B
AN
mooomm

[0-10485760000]

@ Note

o To modify query_cache_type, you must restart the instance (the instance will restart
automatically after the modification).

o The parameter query _cache_size must be aninteger multiple of 1024. Otherwise, the
prompt The parameter format is incorrect. Enter the parameter again..

Error

The parameter format is incorrect. Enter the parameter again.

e Enable a baseline
If the query_cache_size is greater than 0 and the query_cache_type is set to 1 or 2,
e Close
Set the parameter query_cache_size to 0 or query_cache_type to 0 to disable Query caching.

e Suggestion
o query_cache_size, we do not recommend that you set a value that is too large. A large cache
occupies memory space of other processes and increases the overhead when using Query Cache.
We recommend that you set the storage space to a value between 10MB and 100 MB based on the
instance type. Then, make adjustments based on the actual usage.

o We recommend that you change the value of the query_cache_size parameter to enable or disable
the cache feature. After you modify query_cache_type parameter, the instance must be restarted
forthe parameterto take effect.
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o This feature applies to specific scenarios. You must run tests before enabling it to avoid issues
including decrease in performance.

Verify results
e Verify results in the console

Data Security

Service Availability

Logs

SOQL Explorer

Parameters

¥ Autonomy Service (Cl...

One-click diagnostic...
Performance Insight ...
Dashboard
Slow Query Logs

Full SQL Statistics

e Verify results using SQL commands

You can run the following command to query the usage status of Query Cache:

show global status like ‘Qca%’;

[e]

Qcache_hits: the number of query cache hits.

[e]

Qcache_inserts: The number of queries and query results added to the query cache.

[e]

Qcache_not_cached: The number of queries that cannot be cached.

[e]

Qcache_queries_in_cache: The number of queries registered in the query cache.

my=ql=show global ike "Qca%’

7.8. What do | do if my ApsaraDB RDS
instance is in the Locking state?

Problem description

e Onthe Basic Information page of the RDS instance, the value of Status for the RDS instance is
Locking.
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e The INSERT and UPDATE statements fail to be executed on the RDS instance because the RDS
instance is in the Locking state.

@ Note For example, if the RDS instance runs MySQL and is in the Locking state and you
execute the INSERT or UPDATE statement on the RDS instance, the ERROR 1290 (HY000): The M
ySQL server is running with the LOCK WRITE GROWTH option so it cannot execute this state

ment error message is displayed.

Causes

e Cause 1: The storage of your RDS instance is exhausted.
e Cause 2: Your Alibaba Cloud account has overdue payments, or your RDS instance expires.

Handling method corresponding to Cause 1

You can go to the Basic Information page of the RDS instance to check whether the storage of your
RDS instance is exhausted in the Usage Statistics section.

Usage Statistics

IS::rage Capacity @ Used 6.35G (In total 5G) I

Log Size @ 0.00K View Details

Release the storage of your RDS instance
1.

2. Inthe left-side navigation pane, click Monitoring and Alerts. Onthe Standard Monitoring tab,
clickResource Monitoring to view the storage that is occupied by each type of data.

Standard Monitoring | Advanced Monitoring  Alerts

Disk Space (MB)

8000

3. Delete datato release storage based on the type of data.

@ Note We recommend that you do not delete data unless necessary. If you want to
delete datato release storage, you must back up the data before you delete it to prevent
data loss. You can also expand the storage capacity of your RDS instance to unlock the RDS
instance.

o Datafiles
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Database engine Solution

a. Use Data Management (DMS) to connect to your RDS instance. For more
information, see Use DMS to log on to an ApsaraDB RDS for MySQL instance.

b. Execute the following statement to view the size of the specified table in
the database on your RDS instance and check the historical data or
unnecessary data that can be deleted:

SELECT
TABLE NAME,
concat (round ( (DATA LENGTH + INDEX LENGTH) / 1024 /

1024,2),'MB') AS DATA
MySQL

FROM
information schema. TABLES
WHERE
TABLE SCHEMA = '<Database name>'
ORDER BY
DATA + 0 DESC;

c. Executethe DROP TABLE <T7able name>; statement inthe database to
delete the data.

d. Wait approximately 5 minutes for the system to unlock your RDS instance.

a. Use DMS to connect to your RDS instance. For more information, see Use
DMS to log on to an ApsaraDB RDS for MySQL instance.

b. Execute the following statement to view the size of the specified table in
the database on your RDS instance and check the historical data or
unnecessary data that can be deleted:

SELECT
table schema || '.' || table name AS table full name,
pg_total relation size('"' || table schema || '""."' ||

table name || '"') AS size

FROM

PostgresQL information schema.tables

ORDER BY

pg_total relation size('"' || table schema || '""."' ||

table name || '"')
DESC;

c. Executethe DROP TABLE <Table name>; statement inthe database to
delete the data.

d. Wait approximately 5 minutes for the system to unlock your RDS instance.
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Database engine Solution

a. Use DMS to connect to your RDS instance. For more information, see Use
DMS to log on to an ApsaraDB RDS for MySQL instance.

b. Execute the following statement to view the size of the specified table in
the database on your RDS instance and check the historical data or
unnecessary data that can be deleted:

SELECT
t.NAME AS TableName,
CAST (ROUND ( ( (SUM (a.used pages) * 8) / 1024.00), 2) AS
NUMERIC (36, 2)) AS UsedSpaceMB
FROM
sys.tables t
INNER JOIN
sys.indexes i ON t.OBJECT ID = i.object id
INNER JOIN
sys.partitions p ON i.object id = p.OBJECT ID AND
i.index id = p.index id
INNER JOIN

sys.allocation units a ON p.partition id =

SQL Server

a.container id
LEFT OUTER JOIN
sys.schemas s ON t.schema id = s.schema id
WHERE 1=1
AND t.is ms_shipped = 0
AND i.OBJECTiID > 255
GROUP BY
t.Name, s.Name, p.Rows
ORDER BY

t .Name

c. Executethe DROP TABLE <Table name>; statement inthe database to
delete the data.

d. Wait approximately 5 minutes for the system to unlock your RDS instance.

o Logfiles

Database engine Solution

MySQL Delete the binary log files of an ApsaraDB RDS for MySQL instance

PostgresQL .You cannot manually delete the log files of an ApsaraDB RDS for PostgreSQL
instance.

SOL Server You cannot manually delete the log files of an ApsaraDB RDS for SQL Server

instance.

o Temporary files: Restart your RDS instance to delete temporary files.

68 > Document Version: 20220712


https://www.alibabacloud.com/help/doc-detail/96161.htm#concept-cml-x4v-ydb
https://www.alibabacloud.com/help/doc-detail/96146.htm#task-hsm-ycn-42b

ApsaraDB for RDS FAQ-Performance

If the Restart Instance button is dimmed on the Basic Information page of your RDS instance,
you can restart the instance by using the following method:

a.
b. Inthe left-side navigation pane, click Parameters.

¢. Onthe Editable Parameters tab, find a parameter whose Force Restart value is Yes and
change the value of the parameter.

@ Note For more information about how to configure parameters for the RDS instance,
see Modify the parameters of an ApsaraDB RDS for MySQL instance.

o Systemfiles: You cannot delete systemfiles.
Expand the storage capacity of your RDS instance

1.

2. Inthe Configuration Information section of the Basic Information page, click Change
Specifications to expand the storage capacity of the RDS instance. For more information, see
Change the specifications of an ApsaraDB RDS for MySQL instance.

@ Note If you cannot modify the configuration, submit a .

3. Afteryou complete the payment, clickthe |= iconinthe upper-right corner of the Basic

Information page to view the configuration change progress.

Log On to Database Create Data Warehouse Operation Guide Back Up Instance =

Task Progress x

Task Mame Task Progress Task Step Task Status Task Start Time Estimated Time Left (Minutes)

Madifying or Migrating Configurations 0% -- Not started. 2022-02-23 17:14

The time required to expand the storage capacity varies based on the storage types. The
following table describes the time required to expand the storage capacity.

Storage type Duration Description
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Storage type Duration

Based on your
Local SSD business
requirements.

Standard SSD or
enhanced SSD About 5 minutes
(ESSD)

Description

o |If the storage resources of an RDS instance cannot meet

your business requirements, cross-instance data migration
may be triggered, and the time required to expand the
storage capacity varies based on multiple factors. We
recommend that you expand the storage capacity during
off-peak hours.

A specification change causes a transient connection that
lasts approximately 30 seconds. We recommend that you
change the specifications of your RDS instance during off-
peak hours. In addition, make sure that your application is
configured to automatically reconnect to your RDS
instance. During the transient connection, you cannot
perform most of the operations that are related to
databases, accounts, and network settings.

If your RDS instance runs MySQL or PostgreSQL and uses
standard SSD or ESSDs (ESSD), no transient connections
occur when you expand the storage capacity of the RDS
instance.

When you expand the storage capacity of an RDS instance
that runs SQL Server and uses standard SSDs or ESSDs, a
30-second transient connection occurs. During the
transient connection, you cannot perform most of the
operations that are related to databases, accounts, and
network settings on the RDS instance. We recommend
that you expand the storage capacity of your RDS instance
during off-peak hours or make sure that your application
is configured to automatically reconnect to your RDS
instance.

@ Note Afterthe specifications are changed, wait approximately 5 minutes. If the issue

persists, submit a .

Handling method corresponding to Cause 2

e Subscription RDS instance: If your RDS instance expires and is not renewed, renew the instance. Wait
approximately 5 minutes. Then, check whether the instance is in the Running state. For more
information about how to renew an instance, see Manually renew an ApsaraDB RDS for MySQL

instance.

e Pay-as-you-go RDS instance: If your Alibaba Cloud account has an overdue payment, top up your
account. Wait approximately 5 minutes. Then, check whether the instance is in the Running state.

@ Note Afterthe RDS instance is renewed, wait approximately 5 minutes. If the issue persists,

submit a.

O&M suggestions
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We recommend that you performthe following configurations to prevent your RDS instance from being
locked:

e Configure a notification policy for overdue payments and instance expiration.

i. Logontothe

ii. Inthe upper-right corner of the page that appears, clickthe Q iconto go to the Message

Center page.
iii. Inthe left-side navigation pane, click Common Settings.

iv. Inthe Notification Type column of the Common Settings page, select Product Overdue
Payment, Suspension, and Imminent Release Notifications and click Modify.

v. Inthe Modify Contact dialog box, select alert contacts and click Save.

e Configure alert rules for storage usage. We recommend that you configure an alert rule based on
which an alert is triggered when the storage usage exceeds 90%. For more information, see

e Enable SQL Explorer (SQL Audit). If the storage usage significantly increases, you can query the SQL
statements that are executed during the increase based on information on the Monitoring and
Alerts page and optimize the SQL statements. For more information about SQL Explorer (SQL Audit),
see

e Configure automatic storage capacity expansion. If the storage resources of your RDS instance are
insufficient, ApsaraDB RDS automatically expands the storage capacity of your RDS instance. For
more information, see

e Optimize SQL statements to prevent frequent use of the ORDER BY and GROUP BY clauses in scenarios
in which large temporary files are used.

Why is my RDS instance still locked although the instance has
sufficient storage resources or is renewed?

A task, such as a configuration change task, on the RDS instance is in progress. Afterthe task s

complete, the RDS instance is automatically unlocked. You can click the icon in the upper-right

corner of the Basic Information page to view the task progress.

7.9. What do | do if the "The
transaction log for database xx is full
due to 'LOG_BACKUP'" error message
is displayed when | back up logs?

If the The transaction log for database xx is full due to 'LOG BACKUP' eITOr message is

displayed when you back up the logs of an ApsarabDB RDS for SQL Server instance, you can handle the
issue based on this topic.

Problem description
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The The transaction log for database xx is full due to 'LOG BACKUP' error message is displayed
during the backup of logs on the RDS instance.

Causes

The storage of your RDS instance is exhausted.

Solution

1. Checkthe storage usage of your RDS instance.

i. Log onto the ApsaraDB RDS console and go to the Instances page. Inthe top navigation bar,
select the region where the RDS instance resides. Then, find the RDS instance and click the
instance ID.

ii. Inthe left-side navigation pane, choose CloudDBA > Storage Management.

ii. Onthe Storage Management page, check the storage usage of the RDS instance. For more
information, see View the storage information of an ApsaraDB RDS for SQL Server instance.

iv. Inthe Top 10 Databases section, checkthe storage of the tempdb database.

If you cannot query the storage of the tempdb database inthe Top 10 Databases section,
log onto the tempdb database and execute the following statement to query the storage:

SELECT name AS FileName,
size*1.0/128 AS FileSizeInMB,
CASE max size
WHEN O THEN 'Autogrowth is off.'
WHEN -1 THEN 'Autogrowth is on.'
ELSE 'Log file grows to a maximum size of 2 TB.'
END,
growth AS 'Growthvalue',
'GrowthIncrement' =
CASE
WHEN growth = 0 THEN 'Size is fixed.'
WHEN growth > 0 AND is percent growth = 0
THEN 'Growth value is in 8-KB pages.'
ELSE 'Growth value is a percentage.'
END
FROM tempdb.sys.database files;

The sum of the values of the FileSizeInMB parameter is the total storage of the tempdb
database.
2. Shrink transaction logs of your RDS instance.

o If the total storage of the tempdb database is greater than or equal to 5 GB and the RDS
instance can be restarted, performthe following operations:

a. Restart the RDS instance. For more information, see Restart an ApsaraDB RDS for SQL Server
instance.

b. Inthe left-side navigation pane of the instance details page, clickBackup and
Restoration.

C. Onthe page that appears, clickShrink Transaction Log.
d. Inthe message that appears, click OK.

o If the total storage of the tempdb database is less than 5 GB or the RDS instance cannot be
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restarted, performthe following operations:

m [f the RDS instance runs RDS Basic Edition, log on to the database and performthe following
operations:

@ Note If thetotal storage of thetempdb database is less than 5 GB, you must break
the log chain by using commands to shrink transaction logs. T his operation affects the
backup and recovery operations at the current point in time but does not affect your
workloads. We recommend that you back up the database before you performthis
operation.

a. Enable the simple recovery model for the database. In this mode, the log files are
automatically truncated.

alter database <Database name> set recovery simple

C> Note If the Login User <Username> can't change database <Database name>
recovery model. error message is displayed, you can ignore the error message.
b. View and shrink transaction logs.

use <Database name>
dbcc shrinkfile ('<Database name> log')

¢. Change the recovery model of the database to full.
alter database <Database name> set recovery full
m [f the RDS instance runs a different RDS edition, submit a ticket.

3. Optional. Optimize the storage that is used to store logs of the RDS instance.

o If alarge number of transactions exist or large transactions exist, the number of transaction logs

rapidly increases. For example, 5 million rows of data are processed in a transaction. In this case,
we recommend that you split the large transaction into 50 small transactions. In each small
transaction, 100,000 rows of data are processed.

o Upgrade the storage capacity of the RDS instance. For more information, see Change the
specifications of an ApsaraDB RDS for SQL Server instance.
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8.Accounts

8.1. What do | do if the "ERROR 1044
(42000): Access denied for user
'XXXX'@'%' to database 'xxxx'" error
message is displayed when | create a
database on an ApsaraDB RDS for
MySQL instance?

By default, a standard account for an ApsaraDB RDS for MySQL instance has only the permissionto log
onto databases. If you want to use the standard account to create a database, you must first use the
privileged account to grant the CREATE permission to the standard account. Example statement:

GRANT CREATE ON *.* TO '<Name of the standard account>'Q@'S%';

For more information, see

8.2. Authorize a Ram user to use DMS
to log on to an RDS instance

See

8.3. Configure user permissions for an
ApsaraDB RDS for PostgreSQL
instance

RDS for PostgreSQL does not provide superusers, which brings difficulties to many cloud users. This is
because of the following reasons:

e The superuser of PostgreSQL has almost all Database permissions, and can even directly modify
systemtables, which is potentially risky.

e The superuser of RDS for PostgreSQL uses O&M instances to manage operations such as stream
replication and backups. In other words, it should be completely left to cloud services.

e The common user permissions of apsaradb RDS for PostgreSQL applications are sufficient to allow
users to manage their data in the cloud.

Basic principles

e A common user can only create schemas in a database where it is the owner.
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e (Objects in a database have a schema. Common user can create objects such as tables in public mode.
Objects in other schemas must be the schema owner or be authorized.

e You must be the owner of an object (in addition to a user group) to manage a database object.

Exceptions and solutions

In @ multi-user environment, apsaradb RDS for PostgreSQL users cannot use common user to manage
objects created by other common user, and have no permissions on the operation objects.

You can use the Premier account created inthe console to create an administrator account and then
grant the sub-account permissions to the administrator account. Such a user group can be used to
manage all other common user and their objects in the group using a single administrator account, it
can manage the objects of multiple users and achieve a certain degree of permission isolation, you can
also use this method to manage your instances in the cloud.

@ Note By default, the administrator account has the INHERIT permission, which determines
whether a role inherits the permissions of the role to which it belongs. A role with an INHERIT

attribute can automatically use any permissions that have been granted to the group to which it
belongs, directly or indirectly.
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9.Upgrade

9.1. Common errors reported when
you upgrade the major engine version
of an ApsaraDB RDS for PostgreSQL
instance

For more information, see
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10.Databases

10.1. Does ApsaraDB RDS for MySQL
support online DDL operations? How
do | perform online DDL operations on
an ApsaraDB RDS for MySQL instance?

Yes, ApsaraDB RDS for MySQL supports online DDL operations since MySQL 5.6 because online DDL
operations are supported in open source MySQL from MySQL 5.6 onwards. You can perform online DDL
operations to change the schemas of tables on an ApsaraDB RDS for MySQL instance without causing
issues that block DML operations. For more information about how to perform online DDL operations on
an ApsaraDB RDS for MySQL instance, see the official MySQL manuals.

Reference manuals

e [f your RDS instance runs MySQL 8.0, see
e [f your RDS instance runs MySQL 5.7, see
e [f your RDS instance runs MySQL 5.6, see

Related features

Data Management (DMS) also allows you to change the schemas of tables without locking the tables.
For more information, see

10.2. Restrictions of RDS MySQL Table
partitions

ApsaraDB RDS for MySQL has the following limits on Table partitions:

e You can only partition aninteger column in a table or convert a column to an integer column by using
a partition function.

e The maximum number of partitions cannot exceed 1,024.

e [f the index contains a unique index or primary key, partition key column must be included in all unique
indexes or primary keys.

e Foreign keys are not supported.
e Full-text index (FULL TEXT). is not supported.

If the issue persists, contact the submit a.

10.3. How do | perform DDL
operations online on ApsaraDB RDS
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for MySQL?

Online DDL is a new feature available to ApsarabDB for RDS instances that run MySQL 5.6.

This feature allows you to perform data definition language (DDL) operations such as index creation on
tables without blocking data manipulation language (DML) operations and SELECT queries that run
concurrently with the DDL operations.

@ Note After you update your database engine version from an earlier version such as MySQL
5.5 to MySQL 5.6, you may not be able to perform DDL operations on a table for the first time
because the table format is an earlier version. In this case, run the following command to convert
the table format:

alter table <The name of the table whose format you want to convert> engine=innodb;

For information about more features supported by ApsaraDB RDS for MySQL, see AliSQL/\ 7 Release
Notes.

Limits
DML uer
In-place Table- Query
DDL concurren concurren
. supporte copy Remarks
operation . cy cy
d required . .
permitted permitted
Create a
.common Yes No Yes Yes None
index on a
table
You must create the first full-text
Create a . .
index by using the table-copy
full-text
. Yes No No Yes method. Then, you can create other
index on a . .
full-text indexes on the table by using
table .
the in-place method.
Delete an
inde This DDL operation only modifies the
naex Yes No Yes Yes ! perat! ¥ modiil
from a metadata of the table.
table
o If a full-text index is created on the
Optimize
atable Yes Yes Yes Yes table, you cannot set the ALGORITHM
option to INPLACE.
Set the
default ) ) o
. This DDL operation only modifies the
value in a Yes No Yes Yes
metadata of the table.
column of
atable
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Remarks

This DDL operation only modifies the
metadata of the table.

Youcanrunthe set
foreign key checks=0; command
to disable the foreign_key checks
option, so you do not need to copy
the table.

You can enable or disable the
foreign_key_checks option.

If this DDL operation only changes the
column name without changing the
data type, concurrent DML operations
are permitted.

If the column you want to add is an
auto_increment column, you cannot
perform concurrent DML operations.

You can set the ALGORITHM option to
INPLACE, but this setting reorganizes
the table data and increases the
overhead.

You can set the ALGORITHM option to
INPLACE, but this setting reorganizes
the table data and increases the
overhead.

You can set the ALGORITHM option to
INPLACE, but this setting reorganizes
the table data and increases the
overhead.
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Remarks

You can set the ALGORITHM option to
INPLACE, but this setting reorganizes
the table data and increases the
overhead.

You can set the ALGORITHM option to
INPLACE, but this setting reorganizes
the table data and increases the
overhead.

You can set the ALGORITHM option to
INPLACE, but this setting reorganizes
the table data and increases the
overhead.

This DDL operation only succeeds
when the SQL_MODE option is set to
STRICT _ALL_TABLES or
STRICT_TRANS_TABLES and the
column does not contain NULL values.

You can set the ALGORITHM option to
INPLACE, but this setting reorganizes
the table data and increases the
overhead.

None

You can set the ALGORITHM option to
INPLACE, but this setting reorganizes
the table data and increases the
overhead.

In addition, if you set the values in the
column to NOT NULL, you cannot set
the ALGORITHM option to INPLACE.
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Remarks

You can only set the ALGORITHM
option to INPLACE when you execute
one ALTER TABLE statement to delete
the existing primary key and add a
new one.

You can set the ALGORITHM option to
INPLACE, but this setting reorganizes
the table data and increases the
overhead.

None

If the new character set uses a
different encoding format, you must
rebuild the table.

If the new character set uses a
different encoding format, you must
rebuild the table.

If a full-text index is created onthe
table, you cannot set the ALGORITHM
option to INPLACE.

If a full-text index is created on the
table, you cannot set the ALGORITHM
option to INPLACE.

This DDL operation only modifies the
metadata of the table.
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e In-place supported: controlled by the ALGORITHM option in the DDL operation. This method
consumes less disk space and I/0 resources than the copy-table method.

e Copy-table required: controlled by the ALGORITHM option in the DDL operation. T his method
consumes more disk space and 1/0 resources than the in-place method.

e DML concurrency permitted: controlled by the LOCK option in the DDL operation.

e Query concurrency permitted: In most cases, queries concurrent with the DDL operation are
permitted.

e Formore information, see Online DDL Operations.

e The DDL operation on a table modifies the table metadata. Therefore, you may wait for the
metadata lock on that table. For information about how to handle metadata locks, see Use DMS to
release metadata locks.

e The in-place method works in opposite to the table-copy method. However, even if the in-place
method is specified, a DDL operation may still involve table copying, for example, the DDL operation
used to add a column to atable.

Configuration suggestions

e ALGORITHM: When you perform a DDL operation, we recommend that you set this option to INPLACE
to avoid performance deterioration caused by disk space usage or I/0 issues. If the DDL operation
does not support this setting, it returns an error.

alter table area bak algorithm=inplace, modify father text;
ERROR 1846 (0A000): ALGORITHM=INPLACE is not supported. Reason: Cannot change column type
INPLACE. Try ALGORITHM=COPY.

e LOCK: When you perform a DDL operation, we recommend that you set this option to NONE. T his
ensures the smooth execution of DML operations concurrent with the DDL operation. If the DDL
operation does not support this setting, it returns an error.

alter table area ALGORITHM=copy, lock=none, CONVERT TO CHARACTER SET utf8mb4;
ERROR 1846 (0A000): LOCK=NONE is not supported. Reason: COPY algorithm requires a lock. T
ry LOCK=SHARED.

By default, ApsaraDB RDS for MySQL sets the ALGORITHM option to INPLACE and the LOCK option to
NONE, so you do not need to configure these two options. However, if you are worried that a DDL
operation may increase system loads or block DML operations on the target table, we recommend that
you set the ALGORITHM option to INPLACE and the LOCK option to NONE separately for testing.
Therefore, an error is returned when one of the two settings is not supported.

Example:

alter table area algorithm=inplace, lock=none, add index idx fa (father);

@ Note We recommend that you perform all DDL operations during of f-peak hours to avoid
interruptions to your business.

If your database engine version (for example, MySQL 5.5) does not support online DDL operations, you
can use the pt-online-schema-change tool of Percona.

For information about the syntax for ALTER TABLE, see ALTER TABLE Syntax.
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Troubleshooting

When you perform an online DDL operation on a large table with concurrent DML operations, the
following error may be returned:

alter table rd order rec add index idx cr time detail (cr_time,detail);
ERROR 1799 (HY000) : Creating index 'idx cr time detail' required more than 'innodb online al

ter log max size' bytes of modification log. Please try again.

Cause

The systemrecords any concurrent DML operations you perform during a DDL operation by creating a
temporary log file when a table is modified or when an index is created. You can enlarge the temporary
log file fromthe size specified by the innodb_sort_buffer_size parameter to the size specified by the
nnodb_online_alter_log_max_size parameter.

If the temporary log file exceeds the maximum size, the DDL operation returns a failure message and
rolls back all not committed concurrent DML operations. Therefore, we recommend that you use the
innodb_online_alter_log_max_size parameterto specify a proper file size, so more concurrent DML
operations are permitted. However, a larger file size increases the time taken by the DDL operation to
lockthe table and apply logged datato the table.

Solution

If your ApsaraDB for RDS instance runs MySQL 5.6 or 5.7, you can reconfigure the
innodb_online_alter_log_max_size parameter in the ApsaraDB for RDS console. For more information,
see Modify the parameters of an ApsaraDB RDS for MySQL instance.

N innodb_menitor_disable \s \s 7’
Database Proxy
innodb_menitor_enable \s \s Vs
Monitoring and Alert...
innodb_old_blocks_pct 37 37 Vd
Data Security

innodb_old_blocks_time 1000 1000 Va

innodb_online_alter_log_max_size 134217728 134217729

innodb_open_files 3000 3000 rd

Service Availability
Logs

SQL Explorer

innodb_optimize_fulltext_only OFF
[ 1)

10.4. Limits on the size of a single
table in ApsaraDB RDS for MySQL

In most cases, the maximum size of a single table in an ApsaraDB RDS for MySQL instance is limited only
by the largest file size that is allowed by the operating system.

OFF /

Due to the overhead of specific metadata, the maximum size of a single table in an ApsaraDB RDS for
MySQL instance is slightly less than 2 TB.

@ Note We recommend that you make sure all tables in your ApsaraDB RDS for MySQL instance
meet the following requirements to ensure optimal perf ormance:

e The number of data records in each table does not exceed 20 million.

e The size of each table does not exceed 10 GB.
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If all tables in your ApsaraDB RDS for MySQL instance meet the preceding requirements but the
performance of the instance still cannot meet your business requirements, contact

10.5. Whether ApsaraDB RDS for
MySQL supports table sharding

Currently, apsaradb RDS for MySQL does not support table sharding. However, cloud-native a
distributed database PolarDB-X is highly compatible with the MySQL protocol. If you have distributed
requirements, you can purchase a PolarDB-X Database. For more information, see

10.6. Does the application have to
support auto-reconnect to database?

Context

It is recommended that auto-reconnect is supported in your application connection to the database so
that higher availability can be provided. When database switch or migration happens, the application
will, without human intervention, be automatically restored. Moreover, since the short connection
consumes a lot of performance and resources, persistent connection is recommended for connecting to
the database.

10.7. Change the time zone for an
ApsaraDB RDS for PostgreSQL
instance

This topic describes how to query the time zone of your ApsaraDB RDS for PostgreSQL instances and
change the time zone.

Procedure

1.
2. Inthe top navigation bar, choose SQL Operations > SQL Window.

3. Runthe following command to view the supported time zones.

select * from pg timezone names
4. Runthe following command to modify the time zone:
alter role all set timezone='<time zone name>';
Examples
alter role all set timezone='UTC ';

5. Runthe following command to checkthe current time zone and check whether it has been
modified:
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select * from pg db role setting
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11.LogQgs
11.1. Binlog FAQs

1. Q: Two binlog files have a similar start time and end time. Why has this occurred? Is the start time of
one file consecutive with that of another?

A: The two files contain binlogs that were generated during the backup of the primary and
secondary nodes. As a result, the two files have a similar start time and end time. The start time of
each file is not the same.

2. Q: Are binlog files compressed?
A: Binlog files are not compressed.
3. Q: How are the generation, upload, and clearing of binlogs triggered?

A: When more than 500 MB of log data is written to a binlog file, a new binlog file is generated.
Backup logs are uploaded to 0SS based on local backup settings, and then local logs are cleared.

Recommended

For more information and operations about binary logs, see Introduction to binary log files and log backup
files of an ApsaraDB RDS for MySQL instance.

11.2. Generation and clearing rules of
MySQL binlogs

For more information, see Delete the binary log files of an ApsaraDB RDS for MySQL instance.
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12.5QL

12.1. What do | do if my ApsaraDB
RDS for MySQL instance reports Error
1709?

Condition

When you create an index, the system may report the following error:

ERROR 1709 (HY000): Index column size too large. The maximum column size is 767 bytes.

Cause

The maximum indexed field length allowed by the InnoDB storage engine is 767 bytes. If you create an
index on a multi-byte field or multiple fields, this error may be reported.

@ Note For example, utf8mb4 is a four-byte character set. The default indexed field length
allowed by the utf8mb4 character set is 191 characters based on the following formula: 767
bytes/4 bytes per character = 191 characters. If you create an index on a field of the varchar (255)
or char (255) type, the index creation fails. For more information, see the MySQL documentation at
the official MySQL website.

Remedy

Procedure

1. Log onto the ApsaraDB for RDS console and navigate to the Parameters page. On the Editable
Parameters tab, find the innodb_large_prefix parameter, change its value to ONor 7, and click
Apply Changes.

\\\\\ odb_ft_total_cache_size 640000000 640000000 /° Yes [32000000-1600000000...
Database Proxy

innodb_io_capacity 20000 2000 4 No [100-4204967295]
Monitoring and Alert...

innodb_io_capacity_max 40000 4000/ No [100-4294967295]
Data Security

I fi FF - . e -
Service Availabilty innodb_arge._prefix o o No [ON[oF]

ogs | m odb_lock_wait_timeout 50 50 Vi No [1-1073741824]

QL Explorer innodb_log_compressed_pages OFF OFF Vi No [ON|OFF]

o =  innodb_lru_scan_depth 1024 1024 Vi No [100-4294967295]

@ Note Afteryou set the innodb_large prefix parameterto ONor 7, the maximum
indexed field length allowed by InnoDB in the DYNAMIC or COMPRESSED row format increases to
3,072 bytes.

2. Specify the DYNAMIC or COMPRESSED row format during table creation. Example:
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create table idx length test 02

(

)

id int auto increment primary key,
name varchar (255)

ROW_FORMAT=DYNAMIC default charset utf8mb4;

@ Note Foracreated table, you can run the following commands to change its row format
to DYNAMIC or COMPRESSED:

alter table <The name of the table> row format=dynamic;

alter table <The name of the table> row format=compressed;
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13.Parameter

13.1. Timeout parameters of an
ApsaraDB RDS for MySQL instance

This topic describes the timeout parameters of an ApsaraDB RDS for MySQL instance.
Parameter Description

This parameter specifies the period of time during which the client can
wait for a three-way handshake to complete when the client attempts

connect_timeout to establish a connection to the RDS instance. If a connection times out
because of poor network quality, we recommended that you increase
the value of this parameter.

. . This parameter specifies the period of time during which the system

delayed_insert_timeout .
can wait for the INSERT statement to be executed.

This parameter specifies the period of time during which a transaction

can wait for another transaction to release the shared or exclusive lock

on the requested resource. A shared lock or an exclusive lock is

different from a deadlock.

innodb_lock_wait_timeout

This parameter specifies whether a transaction is rolled back if a
timeout occurs. If the value of this parameter is ON, the entire
transaction is rolled back. If the value of this parameter is OFF, only the
last statement in the transaction is rolled back.

innodb_rollback_on_timeout

These parameters specify the period of time for which the RDS
instance can wait before the RDS instance closes an interactive
connection or a non-interactive connection. We recommended that you

wait_timeout do not set these parameters to large values. If you set these
parameters to large values, the maximum number of connections that
are allowed by the RDS instance may be depleted.

interactive_timeout

L This parameter specifies the period of time after which a metadata
lock_wait_timeout )
- - lock times out.
These parameters specify the period of time for which the RDS
net_read_timeout instance can wait before the network packets sent from the client are
received and specify the period of time for which the RDS instance can
wait before the network packets destined for the client are sent. These
parameters are valid only for TCP/IP connections and the threads in the
Activity state.

net_write_timeout

This parameter specifies the period of time during which a secondary
RDS instance can wait before it establishes a connection to synchronize
data with its primary RDS instance. If the connection times out,
ApsaraDB RDS re-establishes the connection.

slave_net_timeout

References
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