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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.Convert a NAT service plan to an
EIP bandwidth plan

You can convert an existing NAT service plan to an EIP bandwidth plan. EIP bandwidth plans support
bandwidth sharing and transfer on a regional scale. After you purchase an EIP bandwidth plan, you can
associate all elastic IP addresses (EIPs) that are in the same region with the EIP bandwidth plan. T his
way, the EIPs can share the bandwidth of the EIP bandwidth plan. This reduces bandwidth costs.

Description

When you convert a NAT service plan to an EIP bandwidth plan, the current connections are not
interrupted. Therefore, your workloads are not affected. After you convert a NAT service planto an EIP

bandwidth plan:

e The public IP addresses in the NAT service plan are converted to EIPs.

e The NAT service planis converted to an EIP bandwidth plan, which is easier to manage and more
cost-effective.

e [f youfailto convert a NAT service plan to an EIP bandwidth plan, you can continue to use the NAT
service plan. If you fail to locate the cause of the failure, you can contact technical support fromthe

DingTalk group 35128151.
Preparations
Before you convert a NAT service plan, make sure that the following requirements are met:
e The permissions to convert NAT service plans are acquired by your account.

We recommend that you use your Alibaba Cloud account to convert NAT service plans. If you convert
the NAT service plan as a Resource Access Management (RAM) user, you must use your Alibaba Cloud
account to attach the following permission policies to the RAM user in the RAM console.

o AliyunNAT GatewayFullAccess
o AliyunEIPFullAccess
o AliyunCommonBandwidthPackageFullAccess

Add Permissions

* Principa

aliyuncom X

* Select Policy

[a]
-1

'@:' System Balicy Custom Policy Create Policy Selected (3)

]

AliyunCommeonBandwidthPackageFullAccess
AliyunMATGatewayFullAccess X

Authorization Policy Name Description
AliyunEIPFullAccess X
Cr Qe Amaeee Provides full access to Common Bandwidth
AliyunCommonBandwidthPackageFulldccess - -
- Package via Management Console

AliyunCommonBandwidthP... X

e [dle EIPs are sufficient within your account.
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Afterthe NAT service planis converted to an EIP bandwidth plan, the public IP addresses in the NAT
service plan are converted to EIPs. Make sure that the number of EIPs is greater than or equal to the
number of public IP addresses in the NAT service plan. In the Virtual Private Cloud (VPC) console, you
can view the number of EIPs onthe Quota Management page. If the number of EIPs is insufficient, you
can apply for more EIPs in the VPC console.

| Quota Management

Description Type Used quota/Total quota @ Actions

e Permissions to convert a pay-by-data-transfer NAT service plan are acquired.

If the NAT service planto be converted is billed on a pay-by-data-transfer basis, you must submit a
ticket before you can convert the NAT service plan.

e The information about the NAT service plan is backed up.

Before you convert a NAT service plan, back up the information as described in the following table.
This way, you can track the conversion progress and verify the result.

ID of the NAT . Maximum Num.ber of b of the EIP

. Region . public IP Status bandwidth
service plan bandwidth

addresses plan

bwp-xxx1 China 200 Mbps 20 Successful cbwp-xxx1

P (Hangzhou) P P

China .
bwp-xxx2 (Shanghai) 500 Mbps 50 Pending N/A
Procedure

After the prerequisites are met, performthe following operations to start the conversion:

1. Callthe ConvertBandwidthPackage operation to complete the conversion. For more information,
see ConvertBandwidthPackage.

2. Verify the conversion result.

You can checkthe ID of the EIP bandwidth plan to verify the conversion result. IDs of NAT service
plans are converted based onthe following rule:  ${cbwpId)="c'+${bwpid} .Forexample,if the ID
of the NAT service planis ${bwpId}=bwp-e8caejcj ,the ID of the EIP bandwidth planis cbwp-e8c

aejcj

3. After all NAT service plans are converted, navigate to the NAT Gateway tab onthe Quota
Management page and apply forthe natgw_privilege_allow_bind_eip permission.

The application is automatically reviewed. Wait 1 minute and click the Refresh icon to view the
latest status of the application.

@ Note If you want to associate other EIPs with the NAT gateway after you apply for the
natgw_privilege_allow_bind_eip permission, log off fromthe NAT Gateway console and
log on again. Then, you can associate the EIPs with the NAT gateway. For more information,
see Associate an EIP with a NAT gateway.
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1 Quota Management

Service: Virtusl Private Cloud (VPC) | Elastic [P Address (EIP) | Shared Bandiw

Quota Name
natgw_quota_paybytraffic_eip_num_per_nat
natgw_quota_sip_num_per_nat
natgw_quota_dnat_entry_num
natgw_quota_snat_entry_num
natgw_quota_bandwidth packages num
natgw_privilege_allow_bwp_convert_cowp
natgw_privilege_allow_bind bandidth_package

natgw_privilege_allow bind eip

NAT Gateway | VPN Gateway

Description

The maximum number of paybytraffic eip for each NAT gateway.

The maximum number of eip for each NAT gateway.

The maximum number of DNAT entries for each NAT gateway.

The maximum number of SNAT entries for each NAT gateway.

The maximum number of bandwidth packages under a NAT gateway.
bandwidth package allows covert to common package

nat consale allows bind bandwidth_package

nat console allows bind EIP

Type
Quota
Quota
Quota
Quota
Quota
Permission
Permission

Permissian

Used quotaTotal quots @
10

20

100

40

4

Permission Acquired

Permission Acquired

Actions
Submit Application
Submit Application
Submit Application
Submit Application

Submit Application

Submit Application
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2.Billing of NAT service plans

A NAT service plan consists of bandwidth resources and one or more public IP addresses. When you use
a NAT service plan, you are charged a rental fee for the public IP addresses and a data transfer fee.
Billing methods

NAT service plans support the pay-as-you-go billing method. You are charged and billed on an hourly
basis. If the usage duration is less than 1 hour within a billing cycle, the usage duration is rounded up to
1 hour.

Billable item

When you use a NAT service plan, you are charged a rental fee for the public IP addresses and a data
transfer fee. The fees are calculated based on the following formulas:

e Rentalfee = Unit price x Number of public IP addresses x Duration
e Datatransferfee = Unit price x Amount of outbound data transfer

o You are charged only for outbound data transfer (from Alibaba Cloud to the Internet). You are not
charged forinbound data transfer.

o The unit price for outbound data transfer is fixed and does not vary with the maximum bandwidth
of the NAT service plan. We recommend that you set the maximum bandwidth based on your
business requirements. T his helps you prevent unnecessary costs that may be caused by malicious
requests or service malfunction.

The following table describes the unit prices for data transfer and public IP address rental in different
regions.

@ Note If the prices in this table are different fromthose on the buy page, the prices onthe
buy page shall prevail.

Unit pri f public IP add
nit price of pub'ic % address Unit price of data transfer

Region ;Zn;f;s(g,iz/u%]bhc IP (USD/GB)
China (Qingdao) 0.003 0.113
China (Hangzhou), China

hanahai). China (Beii hi
(Shenzhen)
China (Hong Kong) 0.009 0.156
Singapore (Singapore) 0.125 0.081
US (Virginia) 0.005 0.078
US (Silicon Valley) 0.005 0.078
Japan (Tokyo) 0.005 0.12
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Region

UAE (Dubai)

Australia (Sydney)

Malaysia (Kuala Lumpur)

Germany (Frankfurt)

Unit price of public IP address
rental (USD/public IP
address/hour)

0.009

0.006

0.112

0.006

Unit price of data transfer
(USD/GB)

0.447
0.13
0.13

0.07
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3.Manage NAT service plans

Afteryou create a NAT gateway, you must purchase a NAT service plan for the NAT gateway before
you can configure DNAT or SNAT. Each NAT service plan consists of bandwidth resources and multiple
public IP addresses.

Modify a NAT service plan

1.
2.
3.

Log onto the NAT Gateway console.
In the top navigation bar, select the region where the NAT gateway is deployed.

OnthelInternet NAT Gateway page, find the NAT gateway that you want to manage and click
its ID.

. Clickthe NAT Bandwidth Package tab.
. Inthe Bandwidth Package Details section, click Edit.

. Inthe dialog box that appears, modify the name and description of the NAT service plan, and then

click OK.

Add or remove public IP addresses

1.
2.
3.

Log onto the NAT Gateway console.
In the top navigation bar, select the region where the NAT gateway is deployed.

Onthe Internet NAT Gateway page, find the NAT gateway that you want to manage and click
its ID.

. Clickthe NAT Bandwidth Package tab.
. Inthe Public IP List section, click Add Public to add public IP addresses.

. Inthe Public IP List section, click Release next to a public IP address to remove the public IP

address.

) Notice You canremove a public IP address only if it is not used in an SNAT entry or port
forwarding entry.

Modify the maximum bandwidth of a NAT service plan

1.
2.
3.

Log onto the NAT Gateway console.
In the top navigation bar, select the region where the NAT gateway is deployed.

OntheInternet NAT Gateway page, find the NAT gateway that you want to manage and click
its ID.

. Clickthe NAT Bandwidth Package tab.
. Inthe Billing Info section, clickModify Bandwidth.

. Inthe Change configuration section, specify a new bandwidth value and set the number of IP

addresses, and then click Activate.

Delete a NAT service plan

1.
2.

Log onto the NAT Gateway console.

In the top navigation bar, select the region where the NAT gateway is deployed.

10
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3. OntheInternet NAT Gateway page, find the NAT gateway that you want to manage and click
its ID.

4. Clickthe NAT Bandwidth Package tab.
5. Find the NAT service plan that you want to delete and click Delete.

6. Inthe message that appears, click OK.
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4.FAQ about NAT service plans

o Why are NAT service plans unavailable in the NAT Gateway console?
e How many NAT service plans can be associated with a NAT gateway?
e What is the difference between NAT service plans and EIP bandwidth plans?
e What is the difference between public IP addresses in NAT service plans and EIPs?

e Does the maximum bandwidth value of a NAT service plan apply to inbound and outbound data
transfer?
Why are NAT service plans unavailable in the NAT Gateway console?

If you did not purchase a NAT service plan for a NAT gateway before 23:59 (UT C+8) January 26, 2018,
you can associate only elastic IP addresses (EIPs) with the NAT gateway to provide public IP addresses
forthe NAT gateway. For more information about how to associate an EIP with a NAT gateway, see
Associate an EIP with a NAT gateway.

How many NAT service plans can be associated with a NAT gateway?

By default, you can associate up to four NAT service plans with one NAT gateway.

The name of this service quota is natgw_quota bandwidth packages num.You can find this service
quota on the Quota Management page in the Virtual Private Cloud (VPC) console and apply for a quota
increase.

What is the difference between NAT service plans and EIP bandwidth
plans?

NAT service plans can be associated only with NAT gateways.

EIP bandwidth plans can be associated with various cloud resources, such as Elastic Compute Service

(ECS) instances and Server Load Balancer (SLB) instances.

What is the difference between public IP addresses in NAT service
plans and EIPs?
Public IP addresses in NAT service plans cannot be disassociated from NAT gateways.

EIPs can be associated with or disassociated from NAT gateways.

Does the maximum bandwidth value of a NAT service plan apply to
inbound and outbound data transfer?
The maximum bandwidth value of a NAT service plan applies to both inbound and outbound data

transfer. If the maximum bandwidth value is reached, some packets are dropped due to bandwidth
throttling.
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